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Notice must be preceded by a written 
letter of representation, unless the 
Pre-Penalty Notice was served upon 
the alleged violator in care of the rep-
resentative. 

§ 576.703 Penalty imposition. 

If, after considering any written re-
sponse to the Pre-Penalty Notice and 
any relevant facts, the Office of For-
eign Assets Control determines that 
there was a violation by the alleged vi-
olator named in the Pre-Penalty No-
tice and that a civil monetary penalty 
is appropriate, the Office of Foreign 
Assets Control may issue a Penalty No-
tice to the violator containing a deter-
mination of the violation and the im-
position of the monetary penalty. For 
additional details concerning issuance 
of a Penalty Notice, see appendix A to 
part 501 of this chapter. The issuance of 
the Penalty Notice shall constitute 
final agency action. The violator has 
the right to seek judicial review of that 
final agency action in federal district 
court. 

§ 576.704 Administrative collection; re-
ferral to United States Department 
of Justice. 

In the event that the violator does 
not pay the penalty imposed pursuant 
to this part or make payment arrange-
ments acceptable to the Office of For-
eign Assets Control, the matter may be 
referred for administrative collection 
measures by the Department of the 
Treasury or to the United States De-
partment of Justice for appropriate ac-
tion to recover the penalty in a civil 
suit in a federal district court. 

Subpart H—Procedures 

§ 576.801 Procedures. 

For license application procedures 
and procedures relating to amend-
ments, modifications, or revocations of 
licenses; administrative decisions; 
rulemaking; and requests for docu-
ments pursuant to the Freedom of In-
formation and Privacy Acts (5 U.S.C. 
552 and 552a), see part 501, subpart E, of 
this chapter. 

§ 576.802 Delegation by the Secretary 
of the Treasury. 

(a) Except as provided in paragraph 
(b) of this section, any action that the 
Secretary of the Treasury is authorized 
to take pursuant to Executive Order 
13303 of May 22, 2003, and any subse-
quent Executive orders relating to the 
national emergency declared therein, 
including but not limited to Executive 
Order 13315 of August 28, 2003, and Ex-
ecutive Order 13438 of July 17, 2007, may 
be taken by the Director of the Office 
of Foreign Assets Control or by any 
other person to whom the Secretary of 
the Treasury has delegated the author-
ity so to act. 

(b) Unless otherwise delegated, the 
authority provided in section 2 of Exec-
utive Order 13315 to confiscate property 
blocked pursuant to this part and 
transfer all vested right, title, and in-
terest in such property to the Develop-
ment Fund for Iraq shall be exercised 
only by the Secretary of the Treasury, 
in consultation with the Secretary of 
State. 

Subpart I—Paperwork Reduction 
Act 

§ 576.901 Paperwork Reduction Act no-
tice. 

For approval by the Office of Man-
agement and Budget (‘‘OMB’’) under 
the Paperwork Reduction Act of 1995 
(44 U.S.C. 3507) of information collec-
tions relating to recordkeeping and re-
porting requirements, licensing proce-
dures (including those pursuant to 
statements of licensing policy), and 
other procedures, see 501.901 of this 
chapter. An agency may not conduct or 
sponsor, and a person is not required to 
respond to, a collection of information 
unless it displays a valid control num-
ber assigned by OMB. 

PART 578—CYBER-RELATED 
SANCTIONS REGULATIONS 

Subpart A—Relation of This Part to Other 
Laws and Regulations 

Sec. 
578.101 Relation of this part to other laws 

and regulations. 
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Subpart B—Prohibitions 

578.201 Prohibited transactions. 
578.202 Effect of transfers violating the pro-

visions of this part. 
578.203 Holding of funds in interest-bearing 

accounts; investment and reinvestment. 
578.204 Expenses of maintaining blocked 

tangible property; liquidation of blocked 
property. 

578.205 Evasions; attempts; causing viola-
tions; conspiracies. 

578.206 Exempt transactions. 

Subpart C—General Definitions 

578.300 Applicability of definitions. 
578.301 Blocked account; blocked property. 
578.302 Critical infrastructure sector. 
578.303 Cyber-enabled activities. 
578.304 Effective date. 
578.305 Entity. 
578.306 Financial, material, or technological 

support. 
578.307 Foreign person. 
578.308 [Reserved] 
578.309 Interest. 
578.310 Licenses; general and specific. 
578.311 Misappropriation. 
578.312 OFAC. 
578.313 Person. 
578.314 Property; property interest. 
578.315 Significant activities undermining 

cybersecurity. 
578.316 Transfer. 
578.317 United States. 
578.318 United States person; U.S. person. 
578.319 U.S. financial institution. 

Subpart D—Interpretations 

578.401 Reference to amended sections. 
578.402 Effect of amendment. 
578.403 Termination and acquisition of an 

interest in blocked property. 
578.404 Transactions ordinarily incident to 

a licensed transaction. 
578.405 Provision and receipt of services. 
578.406 Offshore transactions involving 

blocked property. 
578.407 Payments from blocked accounts to 

satisfy obligations prohibited. 
578.408 Charitable contributions. 
578.409 Credit extended and cards issued by 

financial institutions to a person whose 
property and interests in property are 
blocked. 

578.410 Setoffs prohibited. 
578.411 Entities owned by one or more per-

sons whose property and interests in 
property are blocked. 

Subpart E—Licenses, Authorizations, and 
Statements of Licensing Policy 

578.501 General and specific licensing proce-
dures. 

578.502 Effect of license or other authoriza-
tion. 

578.503 Exclusion from licenses. 
578.504 Payments and transfers to blocked 

accounts in U.S. financial institutions. 
578.505 Entries in certain accounts for nor-

mal service charges. 
578.506 Investment and reinvestment of cer-

tain funds. 
578.507 Provision of certain legal services. 
578.508 Payments for legal services from 

funds originating outside the United 
States. 

578.509 Emergency medical services. 
578.510 Official business of the United 

States Government. 
578.511 Official business of certain inter-

national organizations and entities. 
578.512 Authorizing Certain Transactions in 

Support of Nongovernmental Organiza-
tions’ Activities. 

578.513 Transactions related to the provi-
sion of agricultural commodities, medi-
cine, medical devices, replacement parts 
and components, or software updates for 
personal, non-commercial use. 

Subpart F—Reports 

578.601 Records and reports. 

Subpart G—Penalties and Findings of 
Violation 

578.701 Penalties. 
578.702 Pre-Penalty Notice; settlement. 
578.703 Penalty imposition. 
578.704 Administrative collection; referral 

to United States Department of Justice. 
578.705 Findings of Violation. 

Subpart H—Procedures 

578.801 Procedures. 
578.802 Delegation of certain authorities of 

the Secretary of the Treasury. 

Subpart I—Paperwork Reduction Act 

578.901 Paperwork Reduction Act notice. 

AUTHORITY: 3 U.S.C. 301; 31 U.S.C. 321(b); 50 
U.S.C. 1601 et seq., 1701 et seq.; Pub. L. 101–410, 
104 Stat. 890, as amended (28 U.S.C. 2461 
note); Pub. L. 115–44, 131 Stat. 886 (codified in 
scattered sections of 22 U.S.C.); E.O. 13694, 80 
FR 18077, 3 CFR 2015 Comp., p. 297; E.O. 13757, 
82 FR 1, 3 CFR 2016 Comp., p. 659. 

SOURCE: 87 FR 54376, Sept. 6, 2022, unless 
otherwise noted. 
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Subpart A—Relation of This Part to 
Other Laws and Regulations 

§ 578.101 Relation of this part to other 
laws and regulations. 

This part is separate from, and inde-
pendent of, the other parts of this 
chapter, with the exception of part 501 
of this chapter, the recordkeeping and 
reporting requirements and license ap-
plication and other procedures of which 
apply to this part. Actions taken pur-
suant to part 501 of this chapter with 
respect to the prohibitions contained 
in this part are considered actions 
taken pursuant to this part. Differing 
foreign policy and national security 
circumstances may result in differing 
interpretations of similar language 
among the parts of this chapter. No li-
cense or authorization contained in or 
issued pursuant to those other parts 
authorizes any transaction prohibited 
by this part. No license or authoriza-
tion contained in or issued pursuant to 
any other provision of law or regula-
tion authorizes any transaction prohib-
ited by this part. No license or author-
ization contained in or issued pursuant 
to this part relieves the involved par-
ties from complying with any other ap-
plicable laws or regulations. 

Subpart B—Prohibitions 
§ 578.201 Prohibited transactions. 

(a) All property and interests in prop-
erty that are in the United States, that 
come within the United States, or that 
are or come within the possession or 
control of any U.S. person of the fol-
lowing persons are blocked and may 
not be transferred, paid, exported, 
withdrawn, or otherwise dealt in: 

(1) Annex to E.O. 13694, as amended by 
E.O. 13757 (‘‘amended E.O. 13694’’). The 
persons listed in the Annex to amended 
E.O. 13694; 

(2) Amended E.O. 13694. Any person 
determined by the Secretary of the 
Treasury, in consultation with the At-
torney General and the Secretary of 
State: 

(i) To be responsible for or complicit 
in, or to have engaged in, directly or 
indirectly, cyber-enabled activities 
originating from, or directed by per-
sons located, in whole or in substantial 
part, outside the United States that 

are reasonably likely to result in, or 
have materially contributed to, a sig-
nificant threat to the national secu-
rity, foreign policy, or economic health 
or financial stability of the United 
States and that have the purpose or ef-
fect of: 

(A) Harming, or otherwise signifi-
cantly compromising the provision of 
services by, a computer or network of 
computers that support one or more 
entities in a critical infrastructure sec-
tor; 

(B) Significantly compromising the 
provision of services by one or more en-
tities in a critical infrastructure sec-
tor; 

(C) Causing a significant disruption 
to the availability of a computer or 
network of computers; 

(D) Causing a significant misappro-
priation of funds or economic re-
sources, trade secrets, personal identi-
fiers, or financial information for com-
mercial or competitive advantage or 
private financial gain; or 

(E) Tampering with, altering, or 
causing a misappropriation of informa-
tion with the purpose or effect of inter-
fering with or undermining election 
processes or institutions; 

(ii) To be responsible for or complicit 
in, or to have engaged in, the receipt or 
use for commercial or competitive ad-
vantage or private financial gain, or by 
a commercial entity, outside the 
United States of trade secrets mis-
appropriated through cyber-enabled 
means, knowing they have been mis-
appropriated, where the misappropria-
tion of such trade secrets is reasonably 
likely to result in, or has materially 
contributed to, a significant threat to 
the national security, foreign policy, or 
economy of the United States; 

(iii) To have materially assisted, 
sponsored, or provided financial, mate-
rial, or technological support for, or 
goods or services to or in support of, 
any activity described in paragraph 
(a)(2)(i) or (ii) of this section or any 
person whose property and interests in 
property are blocked pursuant to para-
graph (a)(1) of this section or this para-
graph (a)(2); 

(iv) To be owned or controlled by, or 
to have acted or purported to act for or 
on behalf of, directly or indirectly, any 
person whose property and interests in 
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property are blocked pursuant to para-
graph (a)(1) of this section or this para-
graph (a)(2); or 

(v) To have attempted to engage in 
any of the activities described in para-
graphs (a)(2)(i) through (iv) of this sec-
tion; and 

(3) Section 224(a)(1) of the Countering 
America’s Adversaries Through Sanctions 
Act (22 U.S.C. 9524) (CAATSA). Any per-
son that the Secretary of the Treasury, 
in consultation with the Secretary of 
State, determines: 

(i) Knowingly engages in significant 
activities undermining cybersecurity 
against any person, including a demo-
cratic institution, or government on 
behalf of the Government of the Rus-
sian Federation; or 

(ii) Is owned or controlled by, or acts 
or purports to act for or on behalf of, 
directly or indirectly, a person de-
scribed in paragraph (a)(3)(i) of this 
section. 

(b) The prohibitions in paragraph (a) 
of this section include prohibitions on 
the following transactions: 

(1) The making of any contribution 
or provision of funds, goods, or services 
by, to, or for the benefit of any person 
whose property and interests in prop-
erty are blocked pursuant to paragraph 
(a) of this section; and 

(2) The receipt of any contribution or 
provision of funds, goods, or services 
from any person whose property and 
interests in property are blocked pur-
suant to paragraph (a) of this section. 

(c) Unless authorized by this part or 
by a specific license expressly referring 
to this part, any dealing in securities 
(or evidence thereof) held within the 
possession or control of a U.S. person 
and either registered or inscribed in 
the name of, or known to be held for 
the benefit of, or issued by, any person 
whose property and interests in prop-
erty are blocked pursuant to paragraph 
(a) of this section is prohibited. This 
prohibition includes the transfer (in-
cluding the transfer on the books of 
any issuer or agent thereof), disposi-
tion, transportation, importation, ex-
portation, or withdrawal of, or the en-
dorsement or guaranty of signatures 
on, any securities on or after the effec-
tive date. This prohibition applies irre-
spective of the fact that at any time 
(whether prior to, on, or subsequent to 

the effective date) the registered or in-
scribed owner of any such securities 
may have or might appear to have as-
signed, transferred, or otherwise dis-
posed of the securities. 

(d) The prohibitions in paragraph (a) 
of this section apply except to the ex-
tent provided by statutes, or in regula-
tions, orders, directives, or licenses 
that may be issued pursuant to this 
part, and notwithstanding any contract 
entered into or any license or permit 
granted prior to the effective date. 

(e) All transactions prohibited pursu-
ant to any Executive order issued after 
December 28, 2016, pursuant to the na-
tional emergency declared in E.O. 13694 
of April 1, 2015, are prohibited pursuant 
to this part. 

NOTE 1 TO § 578.201. The names of persons 
designated or identified as blocked pursuant 
to amended E.O. 13694, or any further Execu-
tive orders issued pursuant to the national 
emergency declared therein, whose property 
and interests in property therefore are 
blocked pursuant to this section, are pub-
lished in the FEDERAL REGISTER and incor-
porated into OFAC’s Specially Designated 
Nationals and Blocked Persons List (SDN 
List) using the following identifiers: for 
amended E.O. 13694: ‘‘[CYBER2]’’; and for any 
further Executive orders issued pursuant to 
the national emergency declared in E.O. 
13694: using the identifier formulation 
‘‘[CYBER–E.O.[E.O. number pursuant to 
which the person’s property and interests in 
property are blocked]].’’ Persons designated 
pursuant to Section 224(a)(1) of CAATSA will 
have the identifier ‘‘[CAATSA–RUSSIA]’’. 
Certain transactions with persons blocked 
pursuant to paragraph (a) of this section re-
lating to the Russian Federation may result 
in the imposition of secondary sanctions, 
and therefore such blocked persons’ entries 
on the SDN List will include the descriptive 
prefix text ‘‘Secondary sanctions risk:’’ fol-
lowed by information about the applicable 
secondary sanctions authority. The SDN 
List is accessible through the following page 
on OFAC’s website: www.treas.gov/sdn. Addi-
tional information pertaining to the SDN 
List can be found in appendix A to this chap-
ter. See § 578.411 concerning entities that may 
not be listed on the SDN List but whose 
property and interests in property are never-
theless blocked pursuant to this section. 

NOTE 2 TO § 578.201. The International 
Emergency Economic Powers Act (50 U.S.C. 
1701 et seq.) in section 203 (50 U.S.C. 1702) au-
thorizes the blocking of property and inter-
ests in property of a person during the pend-
ency of an investigation. Except as described 
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in note 3 to this section, the names of per-
sons whose property and interests in prop-
erty are blocked pending investigation pur-
suant to this section are published in the 
FEDERAL REGISTER and incorporated into the 
SDN List using the following identifiers: for 
amended E.O. 13694: ‘‘[BPI–CYBER2]’’; for 
CAATSA: ‘‘[BPI–CAATSA–RUSSIA]’’; and 
for any further Executive orders issued pur-
suant to the national emergency declared in 
E.O. 13694: ‘‘[BPI–CYBER–E.O.[E.O. number 
pursuant to which the person’s property and 
interests in property are blocked pending in-
vestigation]].’’ 

NOTE 3 TO § 578.201: In certain cases, OFAC 
may issue an order to: identify as blocked 
specific property or interests in property of a 
person designated or otherwise blocked pur-
suant to this section; block specific property 
or interests in property of a person pending 
investigation; or block or impose other pro-
hibitions with respect to specific property or 
interests in property less than full blocking 
sanctions. Notice of such orders will be pro-
vided: by publication in the FEDERAL REG-
ISTER; in writing to persons OFAC may as-
sess to have an interest in the property; or 
by issuing an order or directive in writing to 
financial institutions or other transaction 
intermediaries, and requiring the recipient 
of the order or directive to promptly disclose 
it to affected persons with whom the recipi-
ent maintains direct commercial relation-
ships. Inquiries regarding any such order 
should be directed to OFAC’s Compliance Di-
vision at 202–622–2490 or https:// 
ofac.treasury.gov/contact-ofac. 

NOTE 4 TO § 578.201: Subpart E of part 501 of 
this chapter describes the procedures to be 
followed for the release of property and in-
terests in property blocked pursuant to this 
section, including funds blocked due to mis-
taken identity or typographical or similar 
errors, and for administrative reconsider-
ation of one’s status as a person whose prop-
erty and interests in property are blocked 
pursuant to paragraph (a) of this section. 

[87 FR 54376, Sept. 6, 2022, as amended at 89 
FR 75964, Sept. 17, 2024] 

§ 578.202 Effect of transfers violating 
the provisions of this part. 

(a) Any transfer after the effective 
date that is in violation of any provi-
sion of this part or of any regulation, 
order, directive, ruling, instruction, or 
license issued pursuant to this part, 
and that involves any property or in-
terest in property blocked pursuant to 
§ 578.201, is null and void and shall not 
be the basis for the assertion or rec-
ognition of any interest in or right, 
remedy, power, or privilege with re-

spect to such property or interest in 
property. 

(b) No transfer before the effective 
date shall be the basis for the assertion 
or recognition of any right, remedy, 
power, or privilege with respect to, or 
any interest in, any property or inter-
est in property blocked pursuant to 
§ 578.201, unless the person who holds or 
maintains such property, prior to that 
date, had written notice of the transfer 
or by any written evidence had recog-
nized such transfer. 

(c) Unless otherwise provided, a li-
cense or other authorization issued by 
OFAC before, during, or after a trans-
fer shall validate such transfer or make 
it enforceable to the same extent that 
it would be valid or enforceable but for 
the provisions of this part and any reg-
ulation, order, directive, ruling, in-
struction, or license issued pursuant to 
this part. 

(d) Transfers of property that other-
wise would be null and void or unen-
forceable by virtue of the provisions of 
this section shall not be deemed to be 
null and void or unenforceable as to 
any person with whom such property is 
or was held or maintained (and as to 
such person only) in cases in which 
such person is able to establish to the 
satisfaction of OFAC each of the fol-
lowing: 

(1) Such transfer did not represent a 
willful violation of the provisions of 
this part by the person with whom such 
property is or was held or maintained 
(and as to such person only); 

(2) The person with whom such prop-
erty is or was held or maintained did 
not have reasonable cause to know or 
suspect, in view of all the facts and cir-
cumstances known or available to such 
person, that such transfer required a li-
cense or authorization issued pursuant 
to this part and was not so licensed or 
authorized, or, if a license or author-
ization did purport to cover the trans-
fer, that such license or authorization 
had been obtained by misrepresenta-
tion of a third party or withholding of 
material facts or was otherwise fraudu-
lently obtained; and 

(3) The person with whom such prop-
erty is or was held or maintained filed 
with OFAC a report setting forth in 
full the circumstances relating to such 
transfer promptly upon discovery that: 
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(i) Such transfer was in violation of 
the provisions of this part or any regu-
lation, ruling, instruction, license, or 
other directive or authorization issued 
pursuant to this part; 

(ii) Such transfer was not licensed or 
authorized by OFAC; or 

(iii) If a license did purport to cover 
the transfer, such license had been ob-
tained by misrepresentation of a third 
party or withholding of material facts 
or was otherwise fraudulently ob-
tained. 

(e) The filing of a report in accord-
ance with the provisions of paragraph 
(d)(3) of this section shall not be 
deemed evidence that the terms of 
paragraphs (d)(1) and (2) of this section 
have been satisfied. 

(f) Unless licensed pursuant to this 
part, any attachment, judgment, de-
cree, lien, execution, garnishment, or 
other judicial process is null and void 
with respect to any property or inter-
est in property blocked pursuant to 
§ 578.201. 

§ 578.203 Holding of funds in interest- 
bearing accounts; investment and 
reinvestment. 

(a) Except as provided in paragraph 
(e) or (f) of this section, or as otherwise 
directed or authorized by OFAC, any 
U.S. person holding funds, such as cur-
rency, bank deposits, or liquidated fi-
nancial obligations, subject to § 578.201 
shall hold or place such funds in a 
blocked interest-bearing account lo-
cated in the United States. 

(b)(1) For the purposes of this sec-
tion, the term blocked interest-bearing 
account means a blocked account: 

(i) In a federally insured U.S. bank, 
thrift institution, or credit union, pro-
vided the funds are earning interest at 
rates that are commercially reason-
able; or 

(ii) With a broker or dealer registered 
with the Securities and Exchange Com-
mission under the Securities Exchange 
Act of 1934 (15 U.S.C. 78a et seq.), pro-
vided the funds are invested in a money 
market fund or in U.S. Treasury bills. 

(2) Funds held or placed in a blocked 
account pursuant to paragraph (a) of 
this section may not be invested in in-
struments the maturity of which ex-
ceeds 180 days. 

(c) For the purposes of this section, a 
rate is commercially reasonable if it is 
the rate currently offered to other de-
positors on deposits or instruments of 
comparable size and maturity. 

(d) For the purposes of this section, if 
interest is credited to a separate 
blocked account or subaccount, the 
name of the account party on each ac-
count must be the same. 

(e) Blocked funds held in instruments 
the maturity of which exceeds 180 days 
at the time the funds become subject 
to § 578.201 may continue to be held 
until maturity in the original instru-
ment, provided any interest, earnings, 
or other proceeds derived therefrom are 
paid into a blocked interest-bearing ac-
count in accordance with paragraph (a) 
or (f) of this section. 

(f) Blocked funds held in accounts or 
instruments outside the United States 
at the time the funds become subject 
to § 578.201 may continue to be held in 
the same type of accounts or instru-
ments, provided the funds earn interest 
at rates that are commercially reason-
able. 

(g) This section does not create an af-
firmative obligation for the holder of 
blocked tangible property, such as real 
or personal property, or of other 
blocked property, such as debt or eq-
uity securities, to sell or liquidate such 
property. However, OFAC may issue li-
censes permitting or directing such 
sales or liquidation in appropriate 
cases. 

(h) Funds blocked pursuant to 
§ 578.201 may not be held, invested, or 
reinvested in a manner that provides 
financial or economic benefit or access 
to any person whose property and in-
terests in property are blocked pursu-
ant to § 578.201, nor may their holder 
cooperate in or facilitate the pledging 
or other attempted use as collateral of 
blocked funds or other assets. 

§ 578.204 Expenses of maintaining 
blocked tangible property; liquida-
tion of blocked property. 

(a) Except as otherwise authorized, 
and notwithstanding the existence of 
any rights or obligations conferred or 
imposed by any international agree-
ment or contract entered into or any 
license or permit granted prior to the 
effective date, all expenses incident to 
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the maintenance of tangible property 
blocked pursuant to § 578.201 shall be 
the responsibility of the owners or op-
erators of such property, which ex-
penses shall not be met from blocked 
funds. 

(b) Property blocked pursuant to 
§ 578.201 may, in the discretion of 
OFAC, be sold or liquidated and the net 
proceeds placed in a blocked interest- 
bearing account in the name of the 
owner of the property. 

§ 578.205 Evasions; attempts; causing 
violations; conspiracies. 

(a) Any transaction on or after the 
effective date that evades or avoids, 
has the purpose of evading or avoiding, 
causes a violation of, or attempts to 
violate any of the prohibitions set 
forth in this part is prohibited. 

(b) Any conspiracy formed to violate 
the prohibitions set forth in this part 
is prohibited. 

§ 578.206 Exempt transactions. 

(a) Personal communications. The pro-
hibitions contained in this part do not 
apply to any postal, telegraphic, tele-
phonic, or other personal communica-
tion that does not involve the transfer 
of anything of value. 

(b) U.S. intelligence activities. The pro-
hibitions contained in this part do not 
apply to activities subject to the re-
porting requirements under title V of 
the National Security Act of 1947 (50 
U.S.C. 3091 et seq.), or any authorized 
intelligence activities of the United 
States. 

(c) Activities of the National Aero-
nautics and Space Administration. The 
prohibitions contained in this part do 
not apply to activities of the National 
Aeronautics and Space Administration 
(NASA), including the supply by any 
entity of the Russian Federation of any 
product or service, or the procurement 
of such product or service by any con-
tractor or subcontractor of the United 
States or any other entity, relating to 
or in connection with any space launch 
conducted for NASA or any other non- 
Department of Defense customer. 

Subpart C—General Definitions 

§ 578.300 Applicability of definitions. 

The definitions in this subpart apply 
throughout the entire part. 

§ 578.301 Blocked account; blocked 
property. 

The terms blocked account and blocked 
property mean any account or property 
subject to the prohibitions in § 578.201 
held in the name of a person whose 
property and interests in property are 
blocked pursuant to § 578.201, or in 
which such person has an interest, and 
with respect to which payments, trans-
fers, exportations, withdrawals, or 
other dealings may not be made or ef-
fected except pursuant to a license or 
other authorization from OFAC ex-
pressly authorizing such action. 

NOTE 1 TO § 578.301. See § 578.411 concerning 
the blocked status of property and interests 
in property of an entity that is directly or 
indirectly owned, whether individually or in 
the aggregate, 50 percent or more by one or 
more persons whose property and interests 
in property are blocked pursuant to § 578.201. 

§ 578.302 Critical infrastructure sector. 

The term critical infrastructure sector 
means any of the designated critical 
infrastructure sectors identified in 
Presidential Policy Directive 21 of Feb-
ruary 12, 2013. 

§ 578.303 Cyber-enabled activities. 

The term cyber-enabled activities in-
cludes any act that is primarily accom-
plished through or facilitated by com-
puters or other electronic devices. 

§ 578.304 Effective date. 

(a) The term effective date refers to 
the effective date of the applicable pro-
hibitions and directives contained in 
this part as follows: 

(1) With respect to a person listed in 
the Annex to E.O. 13694, as amended by 
E.O. 13757, 12:01 eastern standard time, 
December 29, 2016. 

(2) With respect to a person whose 
property and interests in property are 
otherwise blocked pursuant to § 578.201, 
the earlier of the date of actual or con-
structive notice that such person’s 
property and interests in property are 
blocked. 
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(b) For the purposes of this section, 
constructive notice is the date that a no-
tice of the blocking of the relevant per-
son’s property and interests in prop-
erty is published in the FEDERAL REG-
ISTER. 

§ 578.305 Entity. 
The term entity means a partnership, 

association, trust, joint venture, cor-
poration, group, subgroup, or other or-
ganization. 

§ 578.306 Financial, material, or tech-
nological support. 

The term financial, material, or tech-
nological support, as used in this part, 
means any property, tangible or intan-
gible, including currency, financial in-
struments, securities, or any other 
transmission of value; weapons or re-
lated materiel; chemical or biological 
agents; explosives; false documentation 
or identification; communications 
equipment; computers; electronic or 
other devices or equipment; tech-
nologies; lodging; safe houses; facili-
ties; vehicles or other means of trans-
portation; or goods. Technologies as 
used in this section means specific in-
formation necessary for the develop-
ment, production, or use of a product, 
including related technical data such 
as blueprints, plans, diagrams, models, 
formulae, tables, engineering designs 
and specifications, manuals, or other 
recorded instructions. 

§ 578.307 Foreign person. 
The term foreign person means any 

person that is not a U.S. person. 

§ 578.308 [Reserved] 

§ 578.309 Interest. 
Except as otherwise provided in this 

part, the term interest, when used with 
respect to property (e.g., ‘‘an interest 
in property’’), means an interest of any 
nature whatsoever, direct or indirect. 

§ 578.310 Licenses; general and spe-
cific. 

(a) Except as otherwise provided in 
this part, the term license means any 
license or authorization contained in 
or issued pursuant to this part. 

(b) The term general license means 
any license or authorization the terms 

of which are set forth in subpart E of 
this part or made available on OFAC’s 
website: www.treas.gov/ofac. 

(c) The term specific license means 
any license or authorization issued 
pursuant to this part but not set forth 
in subpart E of this part or made avail-
able on OFAC’s website: www.treas.gov/ 
ofac. 

NOTE 1 TO § 578.310. See § 501.801 of this chap-
ter on licensing procedures. 

§ 578.311 Misappropriation. 

The term misappropriation includes 
any taking or obtaining by improper 
means, without permission or consent, 
or under false pretenses. 

§ 578.312 OFAC. 

The term OFAC means the Depart-
ment of the Treasury’s Office of For-
eign Assets Control. 

§ 578.313 Person. 

The term person means an individual 
or entity. 

§ 578.314 Property; property interest. 

The terms property and property inter-
est include money, checks, drafts, bul-
lion, bank deposits, savings accounts, 
debts, indebtedness, obligations, notes, 
guarantees, debentures, stocks, bonds, 
coupons, any other financial instru-
ments, bankers acceptances, mort-
gages, pledges, liens or other rights in 
the nature of security, warehouse re-
ceipts, bills of lading, trust receipts, 
bills of sale, any other evidences of 
title, ownership, or indebtedness, let-
ters of credit and any documents relat-
ing to any rights or obligations there-
under, powers of attorney, goods, 
wares, merchandise, chattels, stocks on 
hand, ships, goods on ships, real estate 
mortgages, deeds of trust, vendors’ 
sales agreements, land contracts, lease-
holds, ground rents, real estate and any 
other interest therein, options, nego-
tiable instruments, trade acceptances, 
royalties, book accounts, accounts pay-
able, judgments, patents, trademarks 
or copyrights, insurance policies, safe 
deposit boxes and their contents, annu-
ities, pooling agreements, services of 
any nature whatsoever, contracts of 
any nature whatsoever, and any other 
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property, real, personal, or mixed, tan-
gible or intangible, or interest or inter-
ests therein, present, future, or contin-
gent. 

§ 578.315 Significant activities under-
mining cybersecurity. 

The term significant activities under-
mining cybersecurity includes: signifi-
cant efforts to deny access to or de-
grade, disrupt, or destroy an informa-
tion and communications technology 
system or network; or to exfiltrate, de-
grade, corrupt, destroy, or release in-
formation from such a system or net-
work without authorization for pur-
poses of conducting influence oper-
ations; or causing a significant mis-
appropriation of funds, economic re-
sources, trade secrets, personal identi-
fications, or financial information for 
commercial or competitive advantage 
or private financial gain; significant 
destructive malware attacks; and sig-
nificant denial of service activities. 

§ 578.316 Transfer. 
The term transfer means any actual 

or purported act or transaction, wheth-
er or not evidenced by writing, and 
whether or not done or performed with-
in the United States, the purpose, in-
tent, or effect of which is to create, 
surrender, release, convey, transfer, or 
alter, directly or indirectly, any right, 
remedy, power, privilege, or interest 
with respect to any property. Without 
limitation on the foregoing, it shall in-
clude the making, execution, or deliv-
ery of any assignment, power, convey-
ance, check, declaration, deed, deed of 
trust, power of attorney, power of ap-
pointment, bill of sale, mortgage, re-
ceipt, agreement, contract, certificate, 
gift, sale, affidavit, or statement; the 
making of any payment; the setting off 
of any obligation or credit; the ap-
pointment of any agent, trustee, or fi-
duciary; the creation or transfer of any 
lien; the issuance, docketing, filing, or 
levy of or under any judgment, decree, 
attachment, injunction, execution, or 
other judicial or administrative proc-
ess or order, or the service of any gar-
nishment; the acquisition of any inter-
est of any nature whatsoever by reason 
of a judgment or decree of any foreign 
country; the fulfillment of any condi-
tion; the exercise of any power of ap-

pointment, power of attorney, or other 
power; or the acquisition, disposition, 
transportation, importation, expor-
tation, or withdrawal of any security. 

§ 578.317 United States. 

The term United States means the 
United States, its territories and pos-
sessions, and all areas under the juris-
diction or authority thereof. 

§ 578.318 United States person; U.S. 
person. 

The term United States person or U.S. 
person means any United States cit-
izen, permanent resident alien, entity 
organized under the laws of the United 
States or any jurisdiction within the 
United States (including foreign 
branches), or any person in the United 
States. 

§ 578.319 U.S. financial institution. 

The term U.S. financial institution 
means any U.S. entity (including its 
foreign branches) that is engaged in 
the business of accepting deposits, 
making, granting, transferring, hold-
ing, or brokering loans or credits, or 
purchasing or selling foreign exchange, 
securities, futures or options, or pro-
curing purchasers and sellers thereof, 
as principal or agent. It includes depos-
itory institutions, banks, savings 
banks, money services businesses, oper-
ators of credit card systems, trust com-
panies, insurance companies, securities 
brokers and dealers, futures and op-
tions brokers and dealers, forward con-
tract and foreign exchange merchants, 
securities and commodities exchanges, 
clearing corporations, investment com-
panies, employee benefit plans, dealers 
in precious metals, stones, or jewels, 
and U.S. holding companies, U.S. affili-
ates, or U.S. subsidiaries of any of the 
foregoing. This term includes those 
branches, offices, and agencies of for-
eign financial institutions that are lo-
cated in the United States, but not 
such institutions’ foreign branches, of-
fices, or agencies. 
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Subpart D—Interpretations 

§ 578.401 Reference to amended sec-
tions. 

(a) Reference to any section in this 
part is a reference to the same as cur-
rently amended, unless the reference 
includes a specific date. See 44 U.S.C. 
1510. 

(b) Reference to any ruling, order, in-
struction, direction, or license issued 
pursuant to this part is a reference to 
the same as currently amended unless 
otherwise so specified. 

§ 578.402 Effect of amendment. 

Unless otherwise specifically pro-
vided, any amendment, modification, 
or revocation of any provision in or ap-
pendix to this part or chapter or of any 
order, regulation, ruling, instruction, 
or license issued by OFAC does not af-
fect any act done or omitted, or any 
civil or criminal proceeding com-
menced or pending, prior to such 
amendment, modification, or revoca-
tion. All penalties, forfeitures, and li-
abilities under any such order, regula-
tion, ruling, instruction, or license 
continue and may be enforced as if 
such amendment, modification, or rev-
ocation had not been made. 

§ 578.403 Termination and acquisition 
of an interest in blocked property. 

(a) Whenever a transaction licensed 
or authorized by or pursuant to this 
part results in the transfer of property 
(including any property interest) away 
from a person whose property and in-
terests in property are blocked pursu-
ant to § 578.201, such property shall no 
longer be deemed to be property 
blocked pursuant to § 578.201, unless 
there exists in the property another in-
terest that is blocked pursuant to 
§ 578.201, the transfer of which has not 
been effected pursuant to license or 
other authorization. 

(b) Unless otherwise specifically pro-
vided in a license or authorization 
issued pursuant to this part, if prop-
erty (including any property interest) 
is transferred or attempted to be trans-
ferred to a person whose property and 
interests in property are blocked pur-
suant to § 578.201, such property shall 
be deemed to be property in which such 

person has an interest and therefore 
blocked. 

§ 578.404 Transactions ordinarily inci-
dent to a licensed transaction. 

(a) Any transaction ordinarily inci-
dent to a licensed transaction and nec-
essary to give effect thereto is also au-
thorized, except: 

(1) An ordinarily incident trans-
action, not explicitly authorized within 
the terms of the license, by or with a 
person whose property and interests in 
property are blocked pursuant to 
§ 578.201; or 

(2) An ordinarily incident trans-
action, not explicitly authorized within 
the terms of the license, involving a 
debit to a blocked account or a transfer 
of blocked property. 

(b) For example, a license author-
izing a person to complete a securities 
sale involving Company A, whose prop-
erty and interests in property are 
blocked pursuant to § 578.201, also au-
thorizes other persons to engage in ac-
tivities that are ordinarily incident 
and necessary to complete the sale, in-
cluding transactions by the buyer, 
broker, transfer agents, and banks, 
provided that such other persons are 
not themselves persons whose property 
and interests in property are blocked 
pursuant to § 578.201. 

§ 578.405 Provision and receipt of serv-
ices. 

(a) The prohibitions contained in 
§ 578.201 apply to services performed in 
the United States or by U.S. persons, 
wherever located: 

(1) On behalf of or for the benefit of 
any person whose property and inter-
ests in property are blocked pursuant 
to § 578.201; or 

(2) With respect to property interests 
of any person whose property and in-
terests in property are blocked pursu-
ant to § 578.201. 

(b) The prohibitions on transactions 
contained in § 578.201 apply to services 
received in the United States or by 
U.S. persons, wherever located, where 
the service is performed by, or at the 
direction of, a person whose property 
and interests in property are blocked 
pursuant to § 578.201. 
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(c) For example, U.S. persons may 
not, except as authorized by or pursu-
ant to this part, provide legal, account-
ing, financial, brokering, freight for-
warding, transportation, public rela-
tions, or other services to any person 
whose property and interests in prop-
erty are blocked pursuant to § 578.201, 
or negotiate with or enter into con-
tracts signed by a person whose prop-
erty and interests in property are 
blocked pursuant to § 578.201. 

NOTE 1 TO § 578.405. See §§ 578.507 and 578.509 
for general licenses authorizing the provision 
of certain legal and emergency medical serv-
ices. 

§ 578.406 Offshore transactions involv-
ing blocked property. 

The prohibitions in § 578.201 on trans-
actions or dealings involving blocked 
property, as defined in § 578.301, apply 
to transactions by any U.S. person in a 
location outside the United States. 

§ 578.407 Payments from blocked ac-
counts to satisfy obligations prohib-
ited. 

Pursuant to § 578.201, no debits may 
be made to a blocked account to pay 
obligations to U.S. persons or other 
persons, except as authorized by or 
pursuant to this part. 

NOTE 1 TO § 578.407. See also § 578.502(e), 
which provides that no license or other au-
thorization contained in or issued pursuant 
to this part authorizes transfers of or pay-
ments from blocked property or debits to 
blocked accounts unless the license or other 
authorization explicitly authorizes the 
transfer of or payment from blocked prop-
erty or the debit to a blocked account. 

§ 578.408 Charitable contributions. 
Unless specifically authorized by 

OFAC pursuant to this part, no chari-
table contribution of funds, goods, 
services, or technology, including con-
tributions to relieve human suffering, 
such as food, clothing, or medicine, 
may be made by, to, or for the benefit 
of, or received from, a person whose 
property and interests in property are 
blocked pursuant to § 578.201. For the 
purposes of this part, a contribution is 
made by, to, or for the benefit of, or re-
ceived from, a person whose property 
and interests in property are blocked 
pursuant to § 578.201 if made by, to, or 
in the name of, or received from or in 

the name of, such a person; if made by, 
to, or in the name of, or received from 
or in the name of, an entity or indi-
vidual acting for or on behalf of, or 
owned or controlled by, such a person; 
or if made in an attempt to violate, to 
evade, or to avoid the bar on the provi-
sion of contributions by, to, or for the 
benefit of such a person, or the receipt 
of contributions from such a person. 

§ 578.409 Credit extended and cards 
issued by financial institutions to a 
person whose property and inter-
ests in property are blocked. 

The prohibition in § 578.201 on dealing 
in property subject to that section pro-
hibits U.S. financial institutions from 
performing under any existing credit 
agreements, including charge cards, 
debit cards, or other credit facilities 
issued by a financial institution to a 
person whose property and interests in 
property are blocked pursuant to 
§ 578.201. 

§ 578.410 Setoffs prohibited. 

A setoff against blocked property (in-
cluding a blocked account), whether by 
a U.S. financial institution or other 
U.S. person, is a prohibited transfer 
under § 578.201 if effected after the ef-
fective date. 

§ 578.411 Entities owned by one or 
more persons whose property and 
interests in property are blocked. 

Persons whose property and interests 
in property are blocked pursuant to 
§ 578.201 have an interest in all property 
and interests in property of an entity 
in which such persons directly or indi-
rectly own, whether individually or in 
the aggregate, a 50 percent or greater 
interest. The property and interests in 
property of such an entity, therefore, 
are blocked, and such an entity is a 
person whose property and interests in 
property are blocked pursuant to 
§ 578.201, regardless of whether the 
name of the entity is incorporated into 
OFAC’s Specially Designated Nationals 
and Blocked Persons List (SDN List). 
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Subpart E—Licenses, Authoriza-
tions, and Statements of Li-
censing Policy 

§ 578.501 General and specific licens-
ing procedures. 

For provisions relating to licensing 
procedures, see part 501, subpart E, of 
this chapter. Licensing actions taken 
pursuant to part 501 of this chapter 
with respect to the prohibitions con-
tained in this part are considered ac-
tions taken pursuant to this part. Gen-
eral licenses and statements of licens-
ing policy relating to this part also 
may be available through the Sanc-
tions Related to Significant Malicious 
Cyber-Enabled Activities page on 
OFAC’s website: www.treas.gov/ofac. 

NOTE 1 TO § 578.501. Section 216 of the Coun-
tering America’s Adversaries Through Sanc-
tions Act (22 U.S.C. 9511) requires congres-
sional review prior to the issuance of a li-
cense that significantly alters the United 
States’ foreign policy with regard to the 
Russian Federation. 

§ 578.502 Effect of license or other au-
thorization. 

(a) No license or other authorization 
contained in this part, or otherwise 
issued by OFAC, authorizes or vali-
dates any transaction effected prior to 
the issuance of such license or other 
authorization, unless specifically pro-
vided in such license or authorization. 

(b) No regulation, ruling, instruction, 
or license authorizes any transaction 
prohibited under this part unless the 
regulation, ruling, instruction, or li-
cense is issued by OFAC and specifi-
cally refers to this part. No regulation, 
ruling, instruction, or license referring 
to this part shall be deemed to author-
ize any transaction prohibited by any 
other part of this chapter unless the 
regulation, ruling, instruction, or li-
cense specifically refers to such part. 

(c) Any regulation, ruling, instruc-
tion, or license authorizing any trans-
action prohibited under this part has 
the effect of removing a prohibition 
contained in this part from the trans-
action, but only to the extent specifi-
cally stated by its terms. Unless the 
regulation, ruling, instruction, or li-
cense otherwise specifies, such an au-
thorization does not create any right, 
duty, obligation, claim, or interest in, 

or with respect to, any property that 
would not otherwise exist under ordi-
nary principles of law. 

(d) Nothing contained in this part 
shall be construed to supersede the re-
quirements established under any 
other provision of law or to relieve a 
person from any requirement to obtain 
a license or other authorization from 
another department or agency of the 
U.S. Government in compliance with 
applicable laws and regulations subject 
to the jurisdiction of that department 
or agency. For example, exports of 
goods, services, or technical data that 
are not prohibited by this part or that 
do not require a license by OFAC nev-
ertheless may require authorization by 
the U.S. Department of Commerce, the 
U.S. Department of State, or other 
agencies of the U.S. Government. 

(e) No license or other authorization 
contained in or issued pursuant to this 
part authorizes transfers of or pay-
ments from blocked property or debits 
to blocked accounts unless the license 
or other authorization explicitly au-
thorizes the transfer of or payment 
from blocked property or the debit to a 
blocked account. 

(f) Any payment relating to a trans-
action authorized in or pursuant to 
this part that is routed through the 
U.S. financial system should reference 
the relevant OFAC general or specific 
license authorizing the payment to 
avoid the blocking or rejection of the 
transfer. 

§ 578.503 Exclusion from licenses. 
OFAC reserves the right to exclude 

any person, property, transaction, or 
class thereof from the operation of any 
license or from the privileges conferred 
by any license. OFAC also reserves the 
right to restrict the applicability of 
any license to particular persons, prop-
erty, transactions, or classes thereof. 
Such actions are binding upon actual 
or constructive notice of the exclusions 
or restrictions. 

§ 578.504 Payments and transfers to 
blocked accounts in U.S. financial 
institutions. 

Any payment of funds or transfer of 
credit in which a person whose prop-
erty and interests in property are 
blocked pursuant to § 578.201 has any 
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interest that comes within the posses-
sion or control of a U.S. financial insti-
tution must be blocked in an account 
on the books of that financial institu-
tion. A transfer of funds or credit by a 
U.S. financial institution between 
blocked accounts in its branches or of-
fices is authorized, provided that no 
transfer is made from an account with-
in the United States to an account held 
outside the United States, and further 
provided that a transfer from a blocked 
account may be made only to another 
blocked account held in the same 
name. 

NOTE 1 TO § 578.504. See § 501.603 of this chap-
ter for mandatory reporting requirements re-
garding financial transfers. See also § 578.203 
concerning the obligation to hold blocked 
funds in interest-bearing accounts. 

§ 578.505 Entries in certain accounts 
for normal service charges. 

(a) A U.S. financial institution is au-
thorized to debit any blocked account 
held at that financial institution in 
payment or reimbursement for normal 
service charges owed it by the owner of 
that blocked account. 

(b) As used in this section, the term 
normal service charges shall include 
charges in payment or reimbursement 
for interest due; cable, telegraph, inter-
net, or telephone charges; postage 
costs; custody fees; small adjustment 
charges to correct bookkeeping errors; 
and, but not by way of limitation, min-
imum balance charges, notary and pro-
test fees, and charges for reference 
books, photocopies, credit reports, 
transcripts of statements, registered 
mail, insurance, stationery and sup-
plies, and other similar items. 

§ 578.506 Investment and reinvestment 
of certain funds. 

Subject to the requirements of 
§ 578.203, U.S. financial institutions are 
authorized to invest and reinvest as-
sets blocked pursuant to § 578.201, sub-
ject to the following conditions: 

(a) The assets representing such in-
vestments and reinvestments are cred-
ited to a blocked account or sub-
account that is held in the same name 
at the same U.S. financial institution, 
or within the possession or control of a 
U.S. person, but funds shall not be 

transferred outside the United States 
for this purpose; 

(b) The proceeds of such investments 
and reinvestments shall not be credited 
to a blocked account or subaccount 
under any name or designation that 
differs from the name or designation of 
the specific blocked account or sub-
account in which such funds or securi-
ties were held; and 

(c) No immediate financial or eco-
nomic benefit accrues (e.g., through 
pledging or other use) to a person 
whose property and interests in prop-
erty are blocked pursuant to § 578.201. 

§ 578.507 Provision of certain legal 
services. 

(a) The provision of the following 
legal services to or on behalf of persons 
whose property and interests in prop-
erty are blocked pursuant to § 578.201 is 
authorized, provided that any receipt 
of payment of professional fees and re-
imbursement of incurred expenses 
must be authorized pursuant to 
§ 578.508, which authorizes certain pay-
ments for legal services from funds 
originating outside the United States; 
via specific license; or otherwise pursu-
ant to this part: 

(1) Provision of legal advice and 
counseling on the requirements of and 
compliance with the laws of the United 
States or any jurisdiction within the 
United States, provided that such ad-
vice and counseling are not provided to 
facilitate transactions in violation of 
this part; 

(2) Representation of persons named 
as defendants in or otherwise made 
parties to legal, arbitration, or admin-
istrative proceedings before any U.S. 
Federal, state, or local court or agen-
cy; 

(3) Initiation and conduct of legal, ar-
bitration, or administrative pro-
ceedings before any U.S. Federal, state, 
or local court or agency; 

(4) Representation of persons before 
any U.S. Federal, state, or local court 
or agency with respect to the imposi-
tion, administration, or enforcement of 
U.S. sanctions against such persons; 
and 

(5) Provision of legal services in any 
other context in which prevailing U.S. 
law requires access to legal counsel at 
public expense. 
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(b) The provision of any other legal 
services to or on behalf of persons 
whose property and interests in prop-
erty are blocked pursuant to § 578.201, 
not otherwise authorized in this part, 
requires the issuance of a specific li-
cense. 

(c) U.S. persons do not need to obtain 
specific authorization to provide re-
lated services, such as making filings 
and providing other administrative 
services, that are ordinarily incident to 
the provision of services authorized by 
paragraph (a) of this section. Addition-
ally, U.S. persons who provide services 
authorized by paragraph (a) of this sec-
tion do not need to obtain specific au-
thorization to contract for related 
services that are ordinarily incident to 
the provision of those legal services, 
such as those provided by private in-
vestigators or expert witnesses, or to 
pay for such services. See § 578.404. 

(d) Entry into a settlement agree-
ment or the enforcement of any lien, 
judgment, arbitral award, decree, or 
other order through execution, gar-
nishment, or other judicial process pur-
porting to transfer or otherwise alter 
or affect property or interests in prop-
erty blocked pursuant to § 578.201 is 
prohibited unless licensed pursuant to 
this part. 

NOTE 1 TO § 578.507. Pursuant to part 501, 
subpart E, of this chapter, U.S. persons seek-
ing administrative reconsideration or judi-
cial review of their designation or the block-
ing of their property and interests in prop-
erty may apply for a specific license from 
OFAC to authorize the release of certain 
blocked funds for the payment of profes-
sional fees and reimbursement of incurred 
expenses for the provision of such legal serv-
ices where alternative funding sources are 
not available. 

§ 578.508 Payments for legal services 
from funds originating outside the 
United States. 

(a) Professional fees and incurred ex-
penses. (1) Receipt of payment of pro-
fessional fees and reimbursement of in-
curred expenses for the provision of 
legal services authorized pursuant to 
§ 578.507(a) to or on behalf of any person 
whose property and interests in prop-
erty are blocked pursuant to § 578.201, 
is authorized from funds originating 
outside the United States, provided 
that the funds do not originate from: 

(i) A source within the United States; 
(ii) Any source, wherever located, 

within the possession or control of a 
U.S. person; or 

(iii) Any individual or entity, other 
than the person on whose behalf the 
legal services authorized pursuant to 
§ 578.506(a) are to be provided, whose 
property and interests in property are 
blocked pursuant to any part of this 
chapter or any Executive order or stat-
ute. 

(2) Nothing in this paragraph (a) au-
thorizes payments for legal services 
using funds in which any other person 
whose property and interests in prop-
erty are blocked pursuant to § 578.201, 
any other part of this chapter, or any 
Executive order or statute has an in-
terest. 

(b) Records. Consistent with §§ 501.601 
and 501.602 of this chapter, U.S. persons 
who receive payments pursuant to 
paragraph (a) of this section must re-
tain for ten years from the date of the 
relevant payment, and furnish to OFAC 
on demand, a record that specifies the 
following for each payment: 

(1) The individual or entity from 
whom the funds originated and the 
amount of funds received; and 

(2) If applicable: 
(i) The names of any individuals or 

entities providing related services to 
the U.S. person receiving payment in 
connection with authorized legal serv-
ices, such as private investigators or 
expert witnesses; 

(ii) A general description of the serv-
ices provided; and 

(iii) The amount of funds paid in con-
nection with such services. 

[87 FR 54376, Sept. 6, 2022, as amended at 89 
FR 103646, Dec. 19, 2024] 

§ 578.509 Emergency medical services. 
The provision and receipt of non-

scheduled emergency medical services 
that are prohibited by this part are au-
thorized. 

§ 578.510 Official business of the 
United States Government. 

All transactions prohibited by this 
part that are for the conduct of the of-
ficial business of the United States 
Government by employees, grantees, or 
contractors thereof are authorized. 
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§ 578.511 Official business of certain 
international organizations and en-
tities. 

All transactions prohibited by this 
part that are for the conduct of the of-
ficial business of the following entities 
by employees, grantees, or contractors 
thereof are authorized: 

(a) The United Nations, including its 
Programmes, Funds, and Other Enti-
ties and Bodies, as well as its Special-
ized Agencies and Related Organiza-
tions; 

(b) The International Centre for Set-
tlement of Investment Disputes 
(ICSID) and the Multilateral Invest-
ment Guarantee Agency (MIGA); 

(c) The African Development Bank 
Group, the Asian Development Bank, 
the European Bank for Reconstruction 
and Development, and the Inter-Amer-
ican Development Bank Group (IDB 
Group), including any fund entity ad-
ministered or established by any of the 
foregoing; and 

(d) The International Committee of 
the Red Cross and the International 
Federation of Red Cross and Red Cres-
cent Societies. 

§ 578.512 Authorizing Certain Trans-
actions in Support of Nongovern-
mental Organizations’ Activities. 

(a) Except as provided in paragraph 
(c) of this section, all transactions pro-
hibited by this part that are ordinarily 
incident and necessary to the activities 
described in paragraph (b) of this sec-
tion by a nongovernmental organiza-
tion are authorized, provided that the 
nongovernmental organization is not a 
person whose property or interests in 
property are blocked pursuant to this 
part. 

(b) The activities referenced in para-
graph (a) of this section are non-com-
mercial activities designed to directly 
benefit the civilian population that fall 
into one of the following categories: 

(1) Activities to support humani-
tarian projects to meet basic human 
needs, including disaster, drought, or 
flood relief; food, nutrition, or medi-
cine distribution; the provision of 
health services; assistance for vulner-
able or displaced populations, includ-
ing individuals with disabilities and 
the elderly; and environmental pro-
grams; 

(2) Activities to support democracy 
building, including activities to sup-
port rule of law, citizen participation, 
government accountability and trans-
parency, human rights and funda-
mental freedoms, access to informa-
tion, and civil society development 
projects; 

(3) Activities to support education, 
including combating illiteracy, in-
creasing access to education, inter-
national exchanges, and assisting edu-
cation reform projects; 

(4) Activities to support non-commer-
cial development projects directly ben-
efiting civilians, including those re-
lated to health, food security, and 
water and sanitation; 

(5) Activities to support environ-
mental and natural resource protec-
tion, including the preservation and 
protection of threatened or endangered 
species, responsible and transparent 
management of natural resources, and 
the remediation of pollution or other 
environmental damage; and 

(6) Activities to support disar-
mament, demobilization, and re-
integration (DDR) programs and 
peacebuilding, conflict prevention, and 
conflict resolution programs. 

(c) This section does not authorize 
funds transfers initiated or processed 
with knowledge or reason to know that 
the intended beneficiary of such trans-
fers is a person blocked pursuant to 
this part, other than for the purpose of 
effecting the payment of taxes, fees, or 
import duties, or the purchase or re-
ceipt of permits, licenses, or public 
utility services. 

(d) Specific licenses may be issued on 
a case-by-case basis to authorize non-
governmental or other entities to en-
gage in other activities designed to di-
rectly benefit the civilian population, 
including support for the removal of 
landmines and economic development 
projects directly benefiting the civilian 
population. 

NOTE 1 TO § 578.512. This section does not 
relieve any person authorized thereunder 
from complying with any other applicable 
laws or regulations. 

[87 FR 78498, Dec. 21, 2022] 
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§ 578.513 Transactions related to the 
provision of agricultural commod-
ities, medicine, medical devices, re-
placement parts and components, 
or software updates for personal, 
non-commercial use. 

(a) All transactions prohibited by 
this part that are related to the provi-
sion, directly or indirectly, of agricul-
tural commodities, medicine, medical 
devices, replacement parts and compo-
nents for medical devices, or software 
updates for medical devices to an indi-
vidual whose property and interests in 
property are blocked pursuant to this 
part are authorized, provided the items 
are in quantities consistent with per-
sonal, non-commercial use. 

(b) For the purposes of this section, 
agricultural commodities, medicine, 
and medical devices are defined as fol-
lows: 

(1) Agricultural commodities. For the 
purposes of this section, agricultural 
commodities are: 

(i) Products that fall within the term 
‘‘agricultural commodity’’ as defined 
in section 102 of the Agricultural Trade 
Act of 1978 (7 U.S.C. 5602); and 

(ii) That are intended for ultimate 
use as: 

(A) Food for humans (including raw, 
processed, and packaged foods; live ani-
mals; vitamins and minerals; food addi-
tives or supplements; and bottled 
drinking water) or animals (including 
animal feeds); 

(B) Seeds for food crops; 
(C) Fertilizers or organic fertilizers; 

or 
(D) Reproductive materials (such as 

live animals, fertilized eggs, embryos, 
and semen) for the production of food 
animals. 

(2) Medicine. For the purposes of this 
section, medicine is an item that falls 
within the definition of the term 
‘‘drug’’ in section 201 of the Federal 
Food, Drug, and Cosmetic Act (21 
U.S.C. 321). 

(3) Medical devices. For the purposes 
of this section, a medical device is an 
item that falls within the definition of 
‘‘device’’ in section 201 of the Federal 
Food, Drug, and Cosmetic Act (21 
U.S.C. 321). 

NOTE 1 TO § 578.513. This section does not 
relieve any person authorized thereunder 

from complying with any other applicable 
laws or regulations. 

[87 FR 78498, Dec. 21, 2022] 

Subpart F—Reports 

§ 578.601 Records and reports. 

For provisions relating to required 
records and reports, see part 501, sub-
part C, of this chapter. Recordkeeping 
and reporting requirements imposed by 
part 501 of this chapter with respect to 
the prohibitions contained in this part 
are considered requirements arising 
pursuant to this part. 

Subpart G—Penalties and Findings 
of Violation 

§ 578.701 Penalties. 

(a) Section 206 of the International 
Emergency Economic Powers Act (50 
U.S.C. 1705) (IEEPA) is applicable to 
violations of the provisions of any li-
cense, ruling, regulation, order, direc-
tive, or instruction issued by or pursu-
ant to the direction or authorization of 
the Secretary of the Treasury pursuant 
to this part or otherwise under IEEPA. 

(1) A civil penalty not to exceed the 
amount set forth in section 206 of 
IEEPA may be imposed on any person 
who violates, attempts to violate, con-
spires to violate, or causes a violation 
of any license, order, regulation, or 
prohibition issued under IEEPA. 

(2) IEEPA provides for a maximum 
civil penalty not to exceed the greater 
of $377,700 or an amount that is twice 
the amount of the transaction that is 
the basis of the violation with respect 
to which the penalty is imposed. 

(3) A person who willfully commits, 
willfully attempts to commit, willfully 
conspires to commit, or aids or abets in 
the commission of a violation of any li-
cense, order, regulation, or prohibition 
may, upon conviction, be fined not 
more than $1,000,000, or if a natural per-
son, be imprisoned for not more than 20 
years, or both. 

(b)(1) The civil penalties provided in 
IEEPA are subject to adjustment pur-
suant to the Federal Civil Penalties In-
flation Adjustment Act of 1990 (Pub. L. 
101–410, as amended, 28 U.S.C. 2461 
note). 
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(2) The criminal penalties provided in 
IEEPA are subject to adjustment pur-
suant to 18 U.S.C. 3571. 

(c) Pursuant to 18 U.S.C. 1001, who-
ever, in any matter within the jurisdic-
tion of the executive, legislative, or ju-
dicial branch of the Government of the 
United States, knowingly and willfully 
falsifies, conceals, or covers up by any 
trick, scheme, or device a material 
fact; or makes any materially false, 
fictitious, or fraudulent statement or 
representation; or makes or uses any 
false writing or document knowing the 
same to contain any materially false, 
fictitious, or fraudulent statement or 
entry shall be fined under title 18, 
United States Code, imprisoned, or 
both. 

(d) Violations of this part may also 
be subject to other applicable laws. 

[87 FR 54376, Sept. 6, 2022, as amended at 88 
FR 2233, Jan. 13, 2023; 89 FR 2143, Jan. 12, 
2024; 90 FR 3692, Jan. 15, 2025] 

§ 578.702 Pre-Penalty Notice; settle-
ment. 

(a) When required. If OFAC has reason 
to believe that there has occurred a 
violation of any provision of this part 
or a violation of the provisions of any 
license, ruling, regulation, order, direc-
tive, or instruction issued by or pursu-
ant to the direction or authorization of 
the Secretary of the Treasury pursuant 
to this part or otherwise under the 
International Emergency Economic 
Powers Act (50 U.S.C. 1701 et seq.) and 
determines that a civil monetary pen-
alty is warranted, OFAC will issue a 
Pre-Penalty Notice informing the al-
leged violator of the agency’s intent to 
impose a monetary penalty. A Pre-Pen-
alty Notice shall be in writing. The 
Pre-Penalty Notice may be issued 
whether or not another agency has 
taken any action with respect to the 
matter. For a description of the con-
tents of a Pre-Penalty Notice, see ap-
pendix A to part 501 of this chapter. 

(b) Response—(1) Right to respond. An 
alleged violator has the right to re-
spond to a Pre-Penalty Notice by mak-
ing a written presentation to OFAC. 
For a description of the information 
that should be included in such a re-
sponse, see appendix A to part 501 of 
this chapter. 

(2) Deadline for response. A response 
to a Pre-Penalty Notice must be made 
within 30 days as set forth in para-
graphs (b)(2)(i) and (ii) of this section. 
The failure to submit a response within 
30 days shall be deemed to be a waiver 
of the right to respond. 

(i) Computation of time for response. A 
response to a Pre-Penalty Notice must 
be postmarked or date-stamped by the 
U.S. Postal Service (or foreign postal 
service, if mailed abroad) or courier 
service provider (if transmitted to 
OFAC by courier), or dated if sent by 
email, on or before the 30th day after 
the postmark date on the envelope in 
which the Pre-Penalty Notice was 
mailed or date the Pre-Penalty Notice 
was emailed. If the Pre-Penalty Notice 
was personally delivered by a non-U.S. 
Postal Service agent authorized by 
OFAC, a response must be postmarked 
or date-stamped on or before the 30th 
day after the date of delivery. 

(ii) Extensions of time for response. If a 
due date falls on a Federal holiday or 
weekend, that due date is extended to 
include the following business day. Any 
other extensions of time will be grant-
ed, at the discretion of OFAC, only 
upon specific request to OFAC. 

(3) Form and method of response. A re-
sponse to a Pre-Penalty Notice need 
not be in any particular form, but it 
must be typewritten and signed by the 
alleged violator or a representative 
thereof (electronic signature is accept-
able), contain information sufficient to 
indicate that it is in response to the 
Pre-Penalty Notice, and include the 
OFAC identification number listed on 
the Pre-Penalty Notice. The response 
must be sent to OFAC’s Office of Com-
pliance and Enforcement Division by 
mail or courier or email and must be 
postmarked or date-stamped in accord-
ance with paragraph (b)(2) of this sec-
tion. 

(c) Settlement. Settlement discussion 
may be initiated by OFAC, the alleged 
violator, or the alleged violator’s au-
thorized representative. For a descrip-
tion of practices with respect to settle-
ment, see appendix A to part 501 of this 
chapter. 

(d) Guidelines. Guidelines for the im-
position or settlement of civil pen-
alties by OFAC are contained in appen-
dix A to part 501 of this chapter. 

VerDate Sep<11>2014 07:58 Sep 25, 2025 Jkt 265133 PO 00000 Frm 00669 Fmt 8010 Sfmt 8010 Y:\SGML\265133.XXX 265133sk
er

se
y 

on
 D

S
K

4W
B

1R
N

3P
R

O
D

 w
ith

 C
F

R



660 

31 CFR Ch. V (7–1–25 Edition) § 578.703 

(e) Representation. A representative of 
the alleged violator may act on behalf 
of the alleged violator, but any oral 
communication with OFAC prior to a 
written submission regarding the spe-
cific allegations contained in the Pre- 
Penalty Notice must be preceded by a 
written letter of representation, unless 
the Pre-Penalty Notice was served 
upon the alleged violator in care of the 
representative. 

[87 FR 59678, Oct. 3, 2022, as amended at 89 FR 
15742, Mar. 5, 2024] 

§ 578.703 Penalty imposition. 
If, after considering any written re-

sponse to the Pre-Penalty Notice and 
any relevant facts, OFAC determines 
that there was a violation by the al-
leged violator named in the Pre-Pen-
alty Notice and that a civil monetary 
penalty is appropriate, OFAC may 
issue a Penalty Notice to the violator 
containing a determination of the vio-
lation and the imposition of the mone-
tary penalty. For additional details 
concerning issuance of a Penalty No-
tice, see appendix A to part 501 of this 
chapter. The issuance of the Penalty 
Notice shall constitute final agency ac-
tion. The violator has the right to seek 
judicial review of that final agency ac-
tion in Federal district court. 

§ 578.704 Administrative collection; re-
ferral to United States Department 
of Justice. 

In the event that the violator does 
not pay the penalty imposed pursuant 
to this part or make payment arrange-
ments acceptable to OFAC, the matter 
may be referred for administrative col-
lection measures by the Department of 
the Treasury or to the United States 
Department of Justice for appropriate 
action to recover the penalty in a civil 
suit in a Federal district court. 

§ 578.705 Findings of Violation. 
(a) When issued. (1) OFAC may issue 

an initial Finding of Violation that 
identifies a violation if OFAC: 

(i) Determines that there has oc-
curred a violation of any provision of 
this part, or a violation of the provi-
sions of any license, ruling, regulation, 
order, directive, or instruction issued 
by or pursuant to the direction or au-
thorization of the Secretary of the 

Treasury pursuant to this part or oth-
erwise under the International Emer-
gency Economic Powers Act (50 U.S.C. 
1701 et seq.); 

(ii) Considers it important to docu-
ment the occurrence of a violation; and 

(iii) Based on the Guidelines con-
tained in appendix A to part 501 of this 
chapter, concludes that an administra-
tive response is warranted but that a 
civil monetary penalty is not the most 
appropriate response. 

(2) An initial Finding of Violation 
shall be in writing and may be issued 
whether or not another agency has 
taken any action with respect to the 
matter. For additional details con-
cerning issuance of a Finding of Viola-
tion, see appendix A to part 501 of this 
chapter. 

(b) Response—(1) Right to respond. An 
alleged violator has the right to con-
test an initial Finding of Violation by 
providing a written response to OFAC. 

(2) Deadline for response; default deter-
mination. A response to an initial Find-
ing of Violation must be made within 
30 days as set forth in paragraphs 
(b)(2)(i) and (ii) of this section. The 
failure to submit a response within 30 
days shall be deemed to be a waiver of 
the right to respond, and the initial 
Finding of Violation will become final 
and will constitute final agency action. 
The violator has the right to seek judi-
cial review of that final agency action 
in Federal district court. 

(i) Computation of time for response. A 
response to an initial Finding of Viola-
tion must be postmarked or date- 
stamped by the U.S. Postal Service (or 
foreign postal service, if mailed 
abroad) or courier service provider (if 
transmitted to OFAC by courier), or 
dated if sent by email, on or before the 
30th day after the postmark date on 
the envelope in which the initial Find-
ing of Violation was served or date the 
Finding of Violation was sent by email. 
If the initial Finding of Violation was 
personally delivered by a non-U.S. 
Postal Service agent authorized by 
OFAC, a response must be postmarked 
or date-stamped on or before the 30th 
day after the date of delivery. 

(ii) Extensions of time for response. If a 
due date falls on a Federal holiday or 
weekend, that due date is extended to 
include the following business day. Any 
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other extensions of time will be grant-
ed, at the discretion of OFAC, only 
upon specific request to OFAC. 

(3) Form and method of response. A re-
sponse to an initial Finding of Viola-
tion need not be in any particular 
form, but it must be typewritten and 
signed by the alleged violator or a rep-
resentative thereof (electronic signa-
ture is acceptable), contain informa-
tion sufficient to indicate that it is in 
response to the initial Finding of Vio-
lation, and include the OFAC identi-
fication number listed on the initial 
Finding of Violation. The response 
must be sent to OFAC’s Enforcement 
Division by mail or courier or email 
and must be postmarked or date- 
stamped in accordance with paragraph 
(b)(2) of this section. 

(4) Information that should be included 
in response. Any response should set 
forth in detail why the alleged violator 
either believes that a violation of the 
regulations did not occur and/or why a 
Finding of Violation is otherwise un-
warranted under the circumstances, 
with reference to the General Factors 
Affecting Administrative Action set 
forth in the Guidelines contained in ap-
pendix A to part 501 of this chapter. 
The response should include all docu-
mentary or other evidence available to 
the alleged violator that supports the 
arguments set forth in the response. 
OFAC will consider all relevant mate-
rials submitted in the response. 

(c) Determination—(1) Determination 
that a Finding of Violation is warranted. 
If, after considering the response, 
OFAC determines that a final Finding 
of Violation should be issued, OFAC 
will issue a final Finding of Violation 
that will inform the violator of its de-
cision. A final Finding of Violation 
shall constitute final agency action. 
The violator has the right to seek judi-
cial review of that final agency action 
in Federal district court. 

(2) Determination that a Finding of Vio-
lation is not warranted. If, after consid-
ering the response, OFAC determines a 
Finding of Violation is not warranted, 
then OFAC will inform the alleged vio-
lator of its decision not to issue a final 
Finding of Violation. 

NOTE 1 TO PARAGRAPH (c)(2). A determina-
tion by OFAC that a final Finding of Viola-
tion is not warranted does not preclude 

OFAC from pursuing other enforcement ac-
tions consistent with the Guidelines con-
tained in appendix A to part 501 of this chap-
ter. 

(d) Representation. A representative of 
the alleged violator may act on behalf 
of the alleged violator, but any oral 
communication with OFAC prior to a 
written submission regarding the spe-
cific alleged violations contained in 
the initial Finding of Violation must 
be preceded by a written letter of rep-
resentation, unless the initial Finding 
of Violation was served upon the al-
leged violator in care of the represent-
ative. 

[87 FR 59678, Oct. 3, 2022, as amended at 89 FR 
15742, Mar. 5, 2024] 

Subpart H—Procedures 

§ 578.801 Procedures. 

For license application procedures 
and procedures relating to amend-
ments, modifications, or revocations of 
licenses; administrative decisions; 
rulemaking; and requests for docu-
ments pursuant to the Freedom of In-
formation and Privacy Acts (5 U.S.C. 
552 and 552a), see part 501, subpart E, of 
this chapter. 

§ 578.802 Delegation of certain au-
thorities of the Secretary of the 
Treasury. 

Any action that the Secretary of the 
Treasury is authorized to take pursu-
ant to E.O. 13694 of April 1, 2015, as 
amended by E.O. 13757 of December 28, 
2016, and any further Executive orders 
relating to the national emergency de-
clared therein, and any action that the 
Secretary of the Treasury is authorized 
to take pursuant to Presidential 
Memorandum of September 29, 2017: 
Delegation of Certain Functions and 
Authorities under the Countering 
America’s Adversaries Through Sanc-
tions Act of 2017, the Ukraine Freedom 
Support Act of 2014, and the Support 
for the Sovereignty, Integrity, Democ-
racy, and Economic Stability of 
Ukraine Act of 2014, may be taken by 
the Director of OFAC or by any other 
person to whom the Secretary of the 
Treasury has delegated authority so to 
act. 
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Subpart I—Paperwork Reduction 
Act 

§ 578.901 Paperwork Reduction Act no-
tice. 

For approval by the Office of Man-
agement and Budget (OMB) under the 
Paperwork Reduction Act of 1995 (44 
U.S.C. 3507) of information collections 
relating to recordkeeping and report-
ing requirements, licensing procedures, 
and other procedures, see § 501.901 of 
this chapter. An agency may not con-
duct or sponsor, and a person is not re-
quired to respond to, a collection of in-
formation unless it displays a valid 
control number assigned by OMB. 

PART 579—FOREIGN INTERFERENCE 
IN U.S. ELECTIONS SANCTIONS 
REGULATIONS 

Subpart A—Relation of This Part to Other 
Laws and Regulations 

Sec. 
579.101B Relation of this part to other laws 

and regulations. 

Subpart B—Prohibitions 

579.201 Prohibited transactions. 
579.202 Effect of transfers violating the pro-

visions of this part. 
579.203 Holding of funds in interest-bearing 

accounts; investment and reinvestment. 
579.204 Expenses of maintaining blocked 

tangible property; liquidation of blocked 
property. 

579.205 Exempt transactions. 

Subpart C—General Definitions 

579.300 Applicability of definitions. 
579.301 Blocked account; blocked property. 
579.302 Effective date. 
579.303 Entity. 
579.304 Financial, material, or technological 

support. 
579.305 Information or informational mate-

rials. 
579.306 Interest. 
579.307 Licenses; general and specific. 
579.308 OFAC. 
579.309 Person. 
579.310 Property; property interest. 
579.311 Transfer. 
579.312 United States. 
579.313 United States person; U.S. person. 
579.314 U.S. financial institution. 

Subpart D—Interpretations 

579.401 [Reserved] 

579.402 Effect of amendment. 
579.403 Termination and acquisition of an 

interest in blocked property. 
579.404 Transactions ordinarily incident to 

a licensed transaction. 
579.405 Setoffs prohibited. 
579.406 Entities owned by one or more per-

sons whose property and interests in 
property are blocked. 

Subpart E—Licenses, Authorizations, and 
Statements of Licensing Policy 

579.501 General and specific licensing proce-
dures. 

579.502 [Reserved] 
579.503 Exclusion from licenses. 
579.504 Payments and transfers to blocked 

accounts in U.S. financial institutions. 
579.505 Entries in certain accounts for nor-

mal service charges. 
579.506 Provision of certain legal services. 
579.507 Payments for legal services from 

funds originating outside the United 
States. 

579.508 Emergency medical services. 
579.509 Official business of the United 

States Government. 
579.510 Official business of certain inter-

national organizations and entities. 
579.511 Authorizing Certain Transactions in 

Support of Nongovernmental Organiza-
tions’ Activities. 

579.512 Transactions related to the provi-
sion of agricultural commodities, medi-
cine, medical devices, replacement parts 
and components, or software updates for 
personal, non-commercial use. 

Subpart F—Reports 

579.601 Records and reports. 

Subpart G—Penalties and Findings of 
Violation 

579.701 Penalties and Findings of Violation. 

Subpart H—Procedures 

579.801 Procedures. 
579.802 Delegation of certain authorities of 

the Secretary of the Treasury. 

Subpart I—Paperwork Reduction Act 

579.901 Paperwork Reduction Act notice. 

APPENDIX A TO PART 579—EXECUTIVE ORDER 
13848 

AUTHORITY: 3 U.S.C. 301; 31 U.S.C. 321(b); 50 
U.S.C. 1601 et seq., 1701 et seq.; Pub. L. 101–410, 
104 Stat. 890, as amended (28 U.S.C. 2461 
note); E.O. 13848, 83 FR 46843, 3 CFR, 2018 
Comp., p. 869. 

SOURCE: 84 FR 17951, Apr. 29, 2019, unless 
otherwise noted. 
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