AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§1025.330

with the reporting requirements appli-
cable to such activities pursuant to
§1023.320 of this chapter.

(i) Applicability date. This section ap-
plies to transactions occurring after
May 2, 2006.

[756 FR 65812, Oct. 26, 2010, as amended at 75
FR 10520, Feb. 25, 2011; 81 FR 76865, Nov. 4,
2016]

§1025.330 Reports relating to currency
in excess of $10,000 received in a
trade or business.

Refer to §1010.330 of this chapter for
rules regarding the filing of reports re-
lating to currency in excess of $10,000
received by insurance companies.

Subpart D—Records Required To
Be Maintained By Insurance
Companies

§1025.400 General.

Insurance companies are subject to
the recordkeeping requirements set
forth and cross referenced in this sub-
part. Insurance companies should also
refer to subpart D of part 1010 of this
chapter for recordkeeping require-
ments contained in that subpart which
apply to insurance companies.

§1025.410 Recordkeeping.
Refer to §1010.410.

Subpart E—Special Information
Sharing Procedures To Deter
Money Laundering and Ter-
rorist Activity

§1025.500 General.

Insurance companies are subject to
the special information sharing proce-
dures to deter money laundering and
terrorist activity requirements set
forth and cross referenced in this sub-
part. Insurance companies should also
refer to subpart E of part 1010 of this
chapter for special information sharing
procedures to deter money laundering
and terrorist activity contained in that
subpart which apply to insurance com-
panies.
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§1025.520 Special information sharing
procedures to deter money laun-
dering and terrorist activity for in-
surance companies.

(a) Refer to §1010.520 of this chapter.
(b) [Reserved]

§1025.530 [Reserved]

§1025.540 Voluntary information shar-
ing among financial institutions.
(a) Refer to §1010.540 of this chapter.
(b) [Reserved]

Subpart F—Special Standards of
Diligence; Prohibitions; and
Special Measures for Insur-
ance Companies

§§1025.600-1025.670 [Reserved]

PART 1026—RULES FOR FUTURES
COMMISSION MERCHANTS AND
INTRODUCING  BROKERS IN
COMMODITIES

Subpart A—Definitions

Sec.
1026.100 Definitions.

Subpart B—Programs

1026.200 General.

1026.210 Anti-money laundering program re-
quirements for futures commission mer-
chants and introducing brokers in com-
modities.

1026.220 Customer identification program
requirements for futures commission
merchants and introducing brokers.

Subpart C—Reports Required To Be Made
By Futures Commission Merchants and
Introducing Brokers in Commodities

1026.300 General.

1026.310 Reports of transactions in currency.

1026.311 Filing obligations.

1026.312 Identification required.

1026.313 Aggregation.

1026.314 Structured transactions.

1026.315 Exemptions.

1026.320 Reports by futures commission
merchants and introducing brokers in
commodities of suspicious transactions.

Subpart D—Records Required To Be Main-
tained By Futures Commission Mer-
chants and Introducing Brokers in
Commodities

1026.400 General.
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1026.410 Recordkeeping.

Subpart E—Special Information Sharing
Procedures To Deter Money Laun-
dering and Terrorist Activity

1026.500 General.

1026.520 Special information sharing proce-
dures to deter money laundering and ter-
rorist activity for futures commission
merchants and introducing brokers in
commodities.

1026.530 [Reserved]

1026.540 Voluntary information
among financial institutions.

sharing

Subpart F—Special Standards of Diligence;
Prohibitions, and Special Measures for
Futures Commission Merchants and In-
troducing Brokers in Commodities

1026.600 General.

1026.610 Due diligence programs for cor-
respondent accounts for foreign financial
institutions.

1026.620 Due diligence programs for private
banking accounts.

1026.630 Prohibition on correspondent ac-
counts for foreign shell banks; records
concerning owners of foreign banks and
agents for service of legal process.

1026.640 [Reserved]

1026.670 Summons or subpoena of foreign
bank records; termination of cor-
respondent relationship.

AUTHORITY: 12 U.S.C. 1829b and 1951-1959; 31
U.S.C. 5311-5314 and 5316-5332; title III, sec.
314, Pub. L. 107-56, 115 Stat. 307; sec. 701, Pub.
L. 114-74, 129 Stat. 599.

SOURCE: 75 FR 65812, Oct. 26, 2010, unless
otherwise noted.

Subpart A—Definitions

§1026.100 Definitions.

Refer to §1010.100 of this chapter for
general definitions not noted herein.
To the extent there is a differing defi-
nition in §1010.100 of this chapter, the
definition in this section is what ap-
plies to part 1026. Unless otherwise in-
dicated, for the purposes of this part:

(a) Account. For purposes of §1026.220:

(1) Account means a formal relation-
ship with a futures commission mer-
chant, including, but not limited to,
those established to effect transactions
in contracts of sale of a commodity for
future delivery, options on any con-
tract of sale of a commodity for future
delivery, or options on a commodity.

(2) Account does not include:

§1026.100

(i) An account that the futures com-
mission merchant acquires through
any acquisition, merger, purchase of
assets, or assumption of liabilities; or

(ii) An account opened for the pur-
pose of participating in an employee
benefit plan established under the Em-
ployee Retirement Income Security
Act of 1974.

(b) Commodity means any good, arti-
cle, service, right, or interest described
in Section la(4) of the Commodity Ex-
change Act (7 U.S.C. 1a(4)).

(c) Contract of sale means any sale,
agreement of sale or agreement to sell
as described in Section 1la(7) of the
Commodity Exchange Act (7 U.S.C.
1la(7)).

(d) Customer.
§1026.220:

(1) Customer means:

(1) A person that opens a new account
with a futures commission merchant;
and

(ii) An individual who opens a new
account with a futures commission
merchant for:

(A) An individual who lacks legal ca-
pacity; or

(B) An entity that is not a legal per-
son.

(2) Customer does not include:

(i) A financial institution regulated
by a Federal functional regulator or a
bank regulated by a state bank regu-
lator;

(ii) A person described in
§1020.315(b)(2) through (4) of this Chap-
ter; or

(iii) A person that has an existing ac-
count, provided the futures commission
merchant or introducing broker has a
reasonable belief that it knows the
true identity of the person.

(3) When an account is introduced to
a futures commission merchant by an
introducing broker, the person or indi-
vidual opening the account shall be
deemed to be a customer of both the fu-
tures commission merchant and the in-
troducing broker for the purposes of
this section.

(e) Financial institution is defined at
31 U.S.C. 5312(a)(2) and (c)(1).

(f) Futures commission merchant means
any person registered or required to be
registered as a futures commission
merchant with the Commodity Futures
Trading Commission (““CFTC’’) under

For purposes of
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the Commodity Exchange Act (7 U.S.C.
1 et seq.), except persons who register
pursuant to Section 4f(a)(2) of the Com-
modity Exchange Act (7 U.S.C. 6f(a)(2)).

(g) Introducing broker means any per-
son registered or required to be reg-
istered as an introducing broker with
the CFTC under the Commodity Ex-
change Act (7 U.S.C. 1 et seq.), except
persons who register pursuant to Sec-
tion 4f(a)(2) of the Commodity Ex-
change Act (7 U.S.C. 6f(a)(2)).

(h) Option means an agreement, con-
tract or transaction described in Sec-
tion 1a(26) of the Commodity Exchange
Act (7T U.S.C. 1a(26)).

Subpart B—Programs

§1026.200 General.

Futures commission merchants and
introducing brokers in commodities
are subject to the program require-
ments set forth and cross referenced in
this subpart. Futures commission mer-
chants and introducing brokers in com-
modities should also refer to subpart B
of part 1010 of this chapter for program
requirements contained in that subpart
which apply to futures commission
merchants and introducing brokers in
commodities.

§1026.210 Anti-money laundering pro-
gram requirements for futures com-
mission merchants and introducing
brokers in commodities.

A futures commission merchant and
an introducing broker in commodities
shall be deemed to satisfy the require-
ments of 31 U.S.C. 5318(h)(1) if the fu-
tures commission merchant or intro-
ducing broker in commodities imple-
ments and maintains a written anti-
money laundering program approved
by senior management that:

(a) Complies with the requirements
of §§1010.610 and 1010.620 of this chapter
and any applicable regulation of its
Federal functional regulator governing
the establishment and implementation
of anti-money laundering programs;

(b) Includes, at a minimum:

(1) The establishment and implemen-
tation of policies, procedures, and in-
ternal controls reasonably designed to
prevent the financial institution from
being used for money laundering or the
financing of terrorist activities and to

31 CFR Ch. X (7-1-25 Edition)

achieve compliance with the applicable
provisions of the Bank Secrecy Act and
the implementing regulations there-
under;

(2) Independent testing for compli-
ance to be conducted by the futures
commission merchant or introducing
broker in commodities’ personnel or by
a qualified outside party;

(3) Designation of an individual or in-
dividuals responsible for implementing
and monitoring the operations and in-
ternal controls of the program;

(4) Ongoing training for appropriate
persons;

(5) Appropriate risk-based procedures
for conducting ongoing customer due
diligence, to include, but not be lim-
ited to:

(i) Understanding the nature and pur-
pose of customer relationships for the
purpose of developing a customer risk
profile; and

(ii) Conducting ongoing monitoring
to identify and report suspicious trans-
actions and, on a risk basis, to main-
tain and update customer information.
For purposes of this paragraph
(b)(5)(ii), customer information shall
include information regarding the ben-
eficial owners of legal entity customers
(as defined in §1010.230 of this chapter);
and

(c) Complies with the rules, regula-
tions, or requirements of its self-regu-
latory organization governing such
programs, provided that the rules, reg-
ulations, or requirements of the self-
regulatory organization governing such
programs have been made effective
under the Commodity Exchange Act by
the appropriate Federal functional reg-
ulator in consultation with FinCEN.

[81 FR 29458, May 11, 2016]

§1026.220 Customer identification pro-
grams for futures commission mer-
chants and introducing brokers.

(a) Customer identification program:
Minimum requirements—(1) In general.
Each futures commission merchant and
introducing broker must implement a
written Customer Identification Pro-
gram (CIP) appropriate for its size and
business that, at a minimum, includes
each of the requirements of paragraphs
(a)(1) through (a)(b) of this section. The
CIP must be a part of each futures

1246



Financial Crimes Enforc. Network, Treas.

commission merchant’s and intro-
ducing broker’s anti-money laundering
compliance program required under 31
U.S.C. 5318(h).

(2) Identity verification procedures. The
CIP must include risk-based procedures
for verifying the identity of each cus-
tomer to the extent reasonable and
practicable. The procedures must en-
able each futures commission mer-
chant and introducing broker to form a
reasonable belief that it knows the
true identity of each customer. The
procedures must be based on the fu-
tures commission merchant’s or intro-
ducing broker’s assessment of the rel-
evant risks, including those presented
by the various types of accounts main-
tained, the various methods of opening
accounts, the various types of identi-
fying information available, and the
futures commission merchant’s or in-
troducing broker’s size, location and
customer base. At a minimum, these
procedures must contain the elements
described in paragraph (a)(2) of this
section.

(i1)(A) Customer information required.
The CIP must include procedures for
opening an account that specify identi-
fying information that will be obtained
from each customer. Except as per-
mitted by paragraph (a)(2)(1)(B) of this
section, each futures commission mer-
chant and introducing broker must ob-
tain, at a minimum, the following in-
formation prior to opening an account:

(1) Name;

(2) Date of birth, for an individual;

(3) Address, which shall be:

(1) For an individual, a residential or
business street address;

(ii) For an individual who does not
have a residential or business street
address, an Army Post Office (APO) or
Fleet Post Office (FPO) box number, or
the residential or business street ad-
dress of a next of kin or another con-
tact individual; or

(iii) For a person other than an indi-
vidual (such as a corporation, partner-
ship or trust), a principal place of busi-
ness, local office or other physical lo-
cation; and

(4) Identification number, which shall
be:

(i) For a U.S. person, a taxpayer iden-
tification number; or

§1026.220

(ii) For a non-U.S. person, one or
more of the following: A taxpayer iden-
tification number, a passport number
and country of issuance, an alien iden-
tification card number, or the number
and country of issuance of any other
government-issued document evidenc-
ing nationality or residence and bear-
ing a photograph or similar safeguard.

NOTE TO PARAGRAPH (2)(2)(1)(A)(4)(ii): When
opening an account for a foreign business or
enterprise that does not have an identifica-
tion number, the futures commission mer-
chant or introducing broker must request al-
ternative government-issued documentation
certifying the existence of the business or
enterprise.

(B) Exception for persons applying for a
tarpayer identification number. Instead
of obtaining a taxpayer identification
number from a customer prior to open-
ing an account, the CIP may include
procedures for opening an account for a
customer that has applied for, but has
not received, a taxpayer identification
number. In this case, the CIP must in-
clude procedures to confirm that the
application was filed before the cus-
tomer opens the account and to obtain
the taxpayer identification number
within a reasonable period of time
after the account is opened.

(ii) Customer vwverification. The CIP
must contain procedures for verifying
the identity of each customer, using in-
formation obtained in accordance with
paragraph (a)(2)(i) of this section, with-
in a reasonable time before or after the
customer’s account is opened. The pro-
cedures must describe when the futures
commission merchant or introducing
broker will use documents, non-docu-
mentary methods, or a combination of
both methods, as described in this
paragraph (a)(2)(ii).

(A) Verification through documents.
For a futures commission merchant or
introducing broker relying on docu-
ments, the CIP must contain proce-
dures that set forth the documents the
futures commission merchant or intro-
ducing broker will use. These docu-
ments may include:

(I) For an individual, an unexpired
government-issued identification evi-
dencing nationality or residence and
bearing a photograph or similar safe-
guard, such as a driver’s license or
passport; and
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(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship or trust), documents showing the
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a
partnership agreement, or a trust in-
strument.

(B) Verification through non-documen-
tary methods. For a futures commission
merchant or introducing broker rely-
ing on non-documentary methods, the
CIP must contain procedures that set
forth the non-documentary methods
the futures commission merchant or
introducing broker will use.

(I) These methods may include con-
tacting a customer; independently
verifying the customer’s identity
through the comparison of information
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or
other source; checking references with
other financial institutions; or obtain-
ing a financial statement.

(2) The futures commission mer-
chant’s or introducing broker’s non-
documentary procedures must address
situations where an individual is un-
able to present an unexpired govern-
ment-issued identification document
that bears a photograph or similar
safeguard; the futures commission mer-
chant or introducing broker is not fa-
miliar with the documents presented;
the account is opened without obtain-
ing documents; the customer opens the
account without appearing in person at
the futures commission merchant or
introducing broker; and where the fu-
tures commission merchant or intro-
ducing broker is otherwise presented
with circumstances that increase the
risk that the futures commission mer-
chant or introducing broker will be un-
able to verify the true identity of a
customer through documents.

(C) Additional wverification for certain
customers. The CIP must address situa-
tions where, based on the futures com-
mission merchant’s or introducing bro-
ker’s risk assessment of a new account
opened by a customer that is not an in-
dividual, the futures commission mer-
chant or introducing broker will obtain
information about individuals with au-
thority or control over such account in
order to verify the customer’s identity.

31 CFR Ch. X (7-1-25 Edition)

This verification method applies only
when the futures commission merchant
or introducing broker cannot verify the
customer’s true identity after using
the verification methods described in
paragraphs (a)(2)(ii)(A) and (B) of this
section.

(iii) Lack of verification. The CIP must
include procedures for responding to
circumstances in which the futures
commission merchant or introducing
broker cannot form a reasonable belief
that it knows the true identity of a
customer. These procedures should de-
scribe:

(A) When an account should not be
opened;

(B) The terms under which a cus-
tomer may conduct transactions while
the futures commission merchant or
introducing broker attempts to verify
the customer’s identity;

(C) When an account should be closed
after attempts to verify a customer’s
identity have failed; and

(D) When the futures commission
merchant or introducing broker should
file a Suspicious Activity Report in ac-
cordance with applicable law and regu-
lation.

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under procedures implementing
paragraph (a) of this section.

(i) Required records. At a minimum,
the record must include:

(A) All identifying information about
a customer obtained under paragraph
(a)(2)(1) of this section;

(B) A description of any document
that was relied on under paragraph
(a)(2)(ii1)(A) of this section noting the
type of document, any identification
number contained in the document, the
place of issuance, and if any, the date
of issuance and expiration date;

(C) A description of the methods and
the results of any measures undertaken
to verify the identity of a customer
under paragraphs (a)(2)(ii)(B) and (C) of
this section; and

(D) A description of the resolution of
each substantive discrepancy discov-
ered when verifying the identifying in-
formation obtained.

(ii) Retention of records. Each futures
commission merchant and introducing
broker must retain the records made
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under paragraph (a)(3)(i)(A) of this sec-
tion for five years after the account is
closed and the records made under
paragraphs (a)(3)(i)(B), (C), and (D) of
this section for five years after the
record is made. In all other respects,
the records must be maintained pursu-
ant to the provisions of 17 CFR 1.31.

(4) Comparison with government lists.
The CIP must include procedures for
determining whether a customer ap-
pears on any list of known or suspected
terrorists or terrorist organizations
issued by any Federal government
agency and designated as such by
Treasury in consultation with the Fed-
eral functional regulators. The proce-
dures must require the futures commis-
sion merchant or introducing broker to
make such a determination within a
reasonable period of time after the ac-
count is opened, or earlier if required
by another Federal law or regulation
or Federal directive issued in connec-
tion with the applicable list. The pro-
cedures also must require the futures
commission merchant or introducing
broker to follow all Federal directives
issued in connection with such lists.

(5)(1) Customer notice. The CIP must
include procedures for providing cus-
tomers with adequate notice that the
futures commission merchant or intro-
ducing broker is requesting informa-
tion to verify their identities.

(i1) Adequate notice. Notice is ade-
quate if the futures commission mer-
chant or introducing broker generally
describes the identification require-
ments of this section and provides such
notice in a manner reasonably designed
to ensure that a customer is able to
view the notice, or is otherwise given
notice, before opening an account. For
example, depending upon the manner
in which the account is opened, a fu-
tures commission merchant or intro-
ducing broker may post a notice in the
lobby or on its Web site, include the
notice on its account applications or
use any other form of written or oral
notice.

(iii) Sample notice. If appropriate, a
futures commission merchant or intro-
ducing broker may use the following
sample language to provide notice to
its customers:

§1026.220

Important Information About Procedures for
Opening a New Account

To help the government fight the funding
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an
account.

What this means for you: When you open
an account, we will ask for your name, ad-
dress, date of birth and other information
that will allow us to identify you. We may
also ask to see your driver’s license or other
identifying documents.

(6) Reliance on another financial insti-
tution. The CIP may include procedures
specifying when the futures commis-
sion merchant or introducing broker
will rely on the performance by an-
other financial institution (including
an affiliate) of any procedures of its
CIP, with respect to any customer of
the futures commission merchant or
introducing broker that is opening an
account, or has established an account
or similar business relationship with
the other financial institution to pro-
vide or engage in services, dealings, or
other financial transactions, provided
that:

(i) Such reliance is reasonable under
the circumstances;

(ii) The other financial institution is
subject to a rule implementing 31
U.S.C. 5318(h), and is regulated by a
Federal functional regulator; and

(iii) The other financial institution
enters into a contract requiring it to
certify annually to the futures com-
mission merchant or introducing
broker that it has implemented its
anti-money laundering program, and
that it will perform (or its agent will
perform) specified requirements of the
futures commission merchant’s or in-
troducing broker’s CIP.

(b) Exemptions. The CFTC, with the
concurrence of the Secretary, may by
order or regulation exempt any futures
commission merchant or introducing
broker that registers with the CFTC or
any type of account from the require-
ments of this section. In issuing such
exemptions, the CFTC and the Sec-
retary shall consider whether the ex-
emption is consistent with the pur-
poses of the Bank Secrecy Act, and in
the public interest, and may consider
other necessary and appropriate fac-
tors.
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(c) Other requirements unaffected.
Nothing in this section relieves a fu-
tures commission merchant or intro-
ducing broker of its obligation to com-
ply with any other provision of this
chapter, including provisions con-
cerning information that must be ob-
tained, verified, or maintained in con-
nection with any account or trans-
action.

Subpart C—Reports Required To
Be Made by Futures Commis-
sion Merchants and Intro-
ducing Brokers in Commod-
ities

§1026.300 General.

Futures commission merchants and
introducing brokers in commodities
are subject to the reporting require-
ments set forth and cross referenced in
this subpart. Futures commission mer-
chants and introducing brokers in com-
modities should also refer to subpart C
of part 1010 of this chapter for report-
ing requirements contained in that
subpart which apply to futures com-
mission merchants and introducing
brokers in commodities.

§1026.310 Reports of transactions in
currency.

The reports of transactions in cur-
rency requirements for futures com-
mission merchants and introducing
brokers in commodities are located in
subpart C of part 1010 of this chapter
and this subpart

§1026.311 Filing obligations.

Refer to §1010.311 of this chapter for
reports of transactions in currency fil-
ing obligations for futures commission
merchants and introducing brokers in
commodities.

[76 FR 10521, Feb. 25, 2011]

§1026.312 Identification required.

Refer to §1010.312 of this chapter for
identification requirements for reports
of transactions in currency filed by fu-
tures commission merchants and intro-
ducing brokers in commodities.

[76 FR 10521, Feb. 25, 2011]

31 CFR Ch. X (7-1-25 Edition)

§1026.313 Aggregation.

Refer to §1010.313 of this chapter for
reports of transactions in currency ag-
gregation requirements for futures
commission merchants and introducing
brokers in commodities.

[76 FR 105621, Feb. 25, 2011]

§1026.314 Structured transactions.

Refer to §1010.314 of this chapter for
rules regarding structured transactions
for futures commission merchants and
introducing brokers in commodities.

[76 FR 105621, Feb. 25, 2011]

§1026.315

Refer to §1010.315 of this chapter for
exemptions from the obligation to file
reports of transactions in currency for
futures commission merchants and in-
troducing brokers in commodities.

Exemptions.

§1026.320 Reports by futures commis-
sion merchants and introducing
brokers in commodities of sus-
picious transactions.

(a) General—(1) Every futures com-
mission merchant (“FCM”’) and intro-
ducing broker in commodities (‘“‘IB-C”’)
within the United States shall file with
FinCEN, to the extent and in the man-
ner required by this section, a report of
any suspicious transaction relevant to
a possible violation of law or regula-
tion. An FCM or IB-C may also file
with FinCEN a report of any suspicious
transaction that it believes is relevant
to the possible violation of any law or
regulation but whose reporting is not
required by this section. Filing a re-
port of a suspicious transaction does
not relieve an FCM or IB-C from the
responsibility of complying with any
other reporting requirements imposed
by the CFTC or any registered futures
association or registered entity as
those terms are defined in the Com-
modity Exchange Act (““CEA”), 7
U.S.C. 21 and 7 U.S.C. 1a(29).

(2) A transaction requires reporting
under the terms of this section if it is
conducted or attempted by, at, or
through an FCM or IB-C, it involves or
aggregates funds or other assets of at
least $5,000, and the FCM or IB-C
knows, suspects, or has reason to sus-
pect that the transaction (or a pattern
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of transactions of which the trans-
action is a part):

(i) Involves funds derived from illegal
activity or is intended or conducted in
order to hide or disguise funds or assets
derived from illegal activity (includ-
ing, without limitation, the ownership,
nature, source, location, or control of
such funds or assets) as part of a plan
to violate or evade any Federal law or
regulation or to avoid any transaction
reporting requirement under Federal
law or regulation;

(ii) Is designed, whether through
structuring or other means, to evade
any requirements of this chapter or of
any other regulations promulgated
under the Bank Secrecy Act;

(iii) Has no business or apparent law-
ful purpose or is not the sort in which
the particular customer would nor-
mally be expected to engage, and the
FCM or IB-C knows of no reasonable
explanation for the transaction after
examining the available facts, includ-
ing the background and possible pur-
pose of the transaction; or

(iv) Involves use of the FCM or IB-C
to facilitate criminal activity.

(3) The obligation to identify and
properly and timely to report a sus-
picious transaction rests with each
FCM and IB-C involved in the trans-
action, provided that no more than one
report is required to be filed by any of
the FCMs or IB-Cs involved in a par-
ticular transaction, so long as the re-
port filed contains all relevant facts.

(b) Filing procedures—(1) What to file.
A suspicious transaction shall be re-
ported by completing a Suspicious Ac-
tivity Report (‘“‘SAR’’), and collecting
and maintaining supporting docu-
mentation as required by paragraph (d)
of this section.

(2) Where to file. The SAR shall be
filed with FinCEN in a central loca-
tion, to be determined by FinCEN, as
indicated in the instructions to the
SAR.

(3) When to file. A SAR shall be filed
no later than 30 calendar days after the
date of the initial detection by the re-
porting FCM or IB-C of facts that may
constitute a basis for filing a SAR
under this section. If no suspect is
identified on the date of such initial
detection, an FCM or IB-C may delay
filing a SAR for an additional 30 cal-
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endar days to identify a suspect, but in
no case shall reporting be delayed more
than 60 calendar days after the date of
such initial detection. In situations in-
volving violations that require imme-
diate attention, such as terrorist fi-
nancing or ongoing money laundering
schemes, the FCM or IB-C shall imme-
diately notify by telephone an appro-
priate law enforcement authority in
addition to filing timely a SAR. FCMs
and IB-Cs wishing voluntarily to re-
port suspicious transactions that may
relate to terrorist activity may call
FinCEN’s Financial Institutions Hot-
line at 1-866-556-3974 in addition to fil-
ing timely a SAR if required by this
section. The FCM or IB-C may also,
but is not required to, contact the
CFTC to report in such situations.

(c) Exceptions. (1) An FCM or IB-C is
not required to file a SAR to report—

(i) A robbery or burglary committed
or attempted of the FCM or IB-C that
is reported to appropriate law enforce-
ment authorities;

(ii) A violation otherwise required to
be reported under the CEA (7 U.S.C. 1l et
seq.), the regulations of the CFTC (17
CFR chapter I), or the rules of any reg-
istered futures association or reg-
istered entity as those terms are de-
fined in the CEA, 7 U.S.C. 21 and 7
U.S.C. 1a(29), by the FCM or IB-C or
any of its officers, directors, employ-
ees, or associated persons, other than a
violation of 17 CFR 42.2, as long as such
violation is appropriately reported to
the CFTC or a registered futures asso-
ciation or registered entity.

(2) An FCM or IB-C may be required
to demonstrate that it has relied on an
exception in paragraph (c)(1) of this
section, and must maintain records of
its determinations to do so for the pe-
riod specified in paragraph (d) of this
section. To the extent that a Form 8-R,
8-T, U-5, or any other similar form
concerning the transaction is filed con-
sistent with CFTC, registered futures
association, or registered entity rules,
a copy of that form will be a sufficient
record for the purposes of this para-
graph (c)(2).

(d) Retention of records. An FCM or
IB-C shall maintain a copy of any SAR
filed and the original or business
record equivalent of any supporting
documentation for a period of five
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years from the date of filing the SAR.
Supporting documentation shall be
identified as such and maintained by
the FCM or IB-C, and shall be deemed
to have been filed with the SAR. An
FCM or IB-C shall make all supporting
documentation available to FinCEN or
any Federal, State, or local law en-
forcement agency, or any Federal regu-
latory authority that examines the
FCM or IB-C for compliance with the
BSA, upon request; or to any registered
futures association or registered entity
(as defined in the Commodity Ex-
change Act, 7 U.S.C. 21 and 7 U.S.C.
1(a)(29)) (collectively, a self-regulatory
organization (‘‘SRO’’)) that examines
the FCM or IB-C for compliance with
the requirements of this section, upon
the request of the Commodity Futures
Trading Commission.

(e) Confidentiality of SARs. A SAR,
and any information that would reveal
the existence of a SAR, are confiden-
tial and shall not be disclosed except as
authorized in this paragraph (e). For
purposes of this paragraph (e) only, a
SAR shall include any suspicious activ-
ity report filed with FinCEN pursuant
to any regulation in this chapter.

(1) Prohibition on disclosures by futures
commission merchants and introducing
brokers in commodities—(i) General rule.
No FCM or IB-C, and no director, offi-
cer, employee, or agent of any FCM or
IB-C, shall disclose a SAR or any infor-
mation that would reveal the existence
of a SAR. Any FCM or IB-C, and any
director, officer, employee, or agent of
any FCM or IB-C that is subpoenaed or
otherwise requested to disclose a SAR
or any information that would reveal
the existence of a SAR, shall decline to
produce the SAR or such information,
citing this section and 31 U.S.C.
5318(g)(2)(A)({), and shall notify
FinCEN of any such request and the re-
sponse thereto.

(ii) Rwules of Construction. Provided
that no person involved in any reported
suspicious transaction is notified that
the transaction has been reported, this
paragraph (e)(1) shall not be construed
as prohibiting:

(A) The disclosure by an FCM or IB-
C, or any director, officer, employee, or
agent of an FCM or IB-C, of:

(I) A SAR, or any information that
would reveal the existence of a SAR, to

31 CFR Ch. X (7-1-25 Edition)

FinCEN or any Federal, State, or local
law enforcement agency, or any Fed-
eral regulatory authority that exam-
ines the FCM or IB-C for compliance
with the BSA; or to any SRO that ex-
amines the FCM or IB-C for compli-
ance with the requirements of this sec-
tion, upon the request of the Com-
modity Futures Trading Commission;
or
(2) The underlying facts, trans-
actions, and documents upon which a
SAR is based, including but not limited
to, disclosures:

(1) To another financial institution,
or any director, officer, employee, or
agent of a financial institution, for the
preparation of a joint SAR; or

(i) In connection with certain em-
ployment references or termination no-
tices, to the full extent authorized in 31
U.S.C. 5318(2)(2)(B); or

(B) The sharing by an FCM or IB-C,
or any director, officer, employee, or
agent of the FCM or IB-C, of a SAR, or
any information that would reveal the
existence of a SAR, within the FCM’s
or IB-C’s corporate organizational
structure for purposes consistent with
Title II of the BSA as determined by
regulation or in guidance.

(2) Prohibition on disclosures by govern-
ment authorities. A Federal, State,
local, territorial, or Tribal government
authority, or any director, officer, em-
ployee, or agent of any of the fore-
going, shall not disclose a SAR, or any
information that would reveal the ex-
istence of a SAR, except as necessary
to fulfill official duties consistent with
Title II of the BSA. For purposes of
this section, ‘‘official duties’ shall not
include the disclosure of a SAR, or any
information that would reveal the ex-
istence of a SAR, in response to a re-
quest for disclosure of non-public infor-
mation or a request for use in a private
legal proceeding, including a request
pursuant to 31 CFR 1.11.

(3) Prohibition on disclosures by Self-
Regulatory Organizations. Any self-regu-
latory organization registered with or
designated by the Commodity Futures
Trading Commission, or any director,
officer, employee, or agent of any of
the foregoing, shall not disclose a SAR,
or any information that would reveal
the existence of a SAR except as nec-
essary to fulfill self-regulatory duties
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upon the request of the Commodity Fu-
tures Trading Commission, in a man-
ner consistent with Title IT of the BSA.
For purposes of this section, ‘‘self-regu-
latory duties’” shall not include the
disclosure of a SAR, or any informa-
tion that would reveal the existence of
a SAR, in response to a request for dis-
closure of non-public information or a
request for use in a private legal pro-
ceeding.

(f) Limitation on liability. An FCM or
IB-C, and any director, officer, em-
ployee, or agent of any FCM or IB-C,
that makes a voluntary disclosure of
any possible violation of law or regula-
tion to a government agency or makes
a disclosure pursuant to this section or
any other authority, including a disclo-
sure made jointly with another institu-
tion, shall be protected from liability
to any person for any such disclosure,
or for failure to provide notice of such
disclosure to any person identified in
the disclosure, or both, to the full ex-
tent provided by 31 U.S.C. 5318(g)(3).

(g) Compliance. FCMs or IB-Cs shall
be examined by FinCEN or its
delegatees for compliance with this
section. Failure to satisfy the require-
ments of this section may be a viola-
tion of the Bank Secrecy Act and of
this chapter.

(h) Applicability date. This section ap-
plies to transactions occurring after
May 18, 2004.

[75 FR 65812, Oct. 26, 2010, as amended at 76
FR 10521, Feb. 25, 2011; 81 FR 76865, Nov. 4,
2016]

Subpart D—Records Required To
Be Maintained By Futures
Commission Merchants and
Intfroducing Brokers in Com-
modities

§1026.400 General.

Futures commission merchants and
introducing brokers in commodities
are subject to the recordkeeping re-
quirements set forth and cross ref-
erenced in this subpart. Futures com-
mission merchants and introducing
brokers in commodities should also
refer to subpart D of part 1010 of this
chapter for recordkeeping require-
ments contained in that subpart which
apply to futures commission merchants

§1026.600

and introducing brokers in commod-
ities.

§1026.410 Recordkeeping.
Refer to §1010.410 of this chapter.

Subpart E—Special Information
Sharing Procedures To Deter
Money Laundering and Ter-
rorist Activity

§1026.500 General.

Futures commission merchants and
introducing brokers in commodities
are subject to the special information
sharing procedures to deter money
laundering and terrorist activity re-
quirements set forth and cross ref-
erenced in this subpart. Futures com-
mission merchants and introducing
brokers in commodities should also
refer to subpart E of part 1010 of this
chapter for special information sharing
procedures to deter money laundering
and terrorist activity contained in that
subpart which apply to futures com-
mission merchants and introducing
brokers in commodities.

§1026.520 Special information sharing
procedures to deter money laun-
dering and terrorist activity for fu-
tures commission merchants and
introducing brokers in commod-
ities.

(a) Refer to §1010.520 of this chapter.
(b) [Reserved]

§1026.530 [Reserved]

§1026.540 Voluntary information shar-
ing among financial institutions.
(a) Refer to §1010.540 of this chapter.
(b) [Reserved]

Subpart F—Special Standards of
Diligence; Prohibitions; and
Special Measures for Futures
Commission Merchants and
Intfroducing Brokers in Com-
modities

§1026.600 General.

Futures commission merchants and
introducing brokers in commodities
are subject to the special standards of
diligence; prohibitions; and special
measures requirements set forth and
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cross referenced in this subpart. Fu-
tures commission merchants and intro-
ducing brokers in commodities should
also refer to subpart F of part 1010 of
this chapter for special standards of
diligence; prohibitions; and special
measures contained in that subpart
which apply to futures commission
merchants and introducing brokers in
commodities.

§1026.610 Due diligence programs for
correspondent accounts for foreign
financial institutions.

(a) Refer to §1010.610 of this chapter.
(b) [Reserved]

§1026.620 Due diligence programs for
private banking accounts.
(a) Refer to §1010.620 of this chapter.
(b) [Reserved]

§1026.630 Prohibition on cor-
respondent accounts for foreign
shell banks; records concerning
owners of foreign banks and agents
for service of legal process.

(a) Refer to §1010.630 of this chapter.
(b) [Reserved]

§1026.640 [Reserved]

§1026.670 Summons or subpoena of
foreign bank records; termination
of correspondent relationship.

(a) Refer to §1010.670 of this chapter.
(b) [Reserved]

PART 1027—RULES FOR DEALERS IN
PRECIOUS METALS, PRECIOUS
STONES, OR JEWELS

Subpart A—Definitions

Sec.
1027.100 Definitions.

Subpart B—Programs

1027.200 General.

1027.210 Anti-money laundering programs
for dealers in precious metals, precious
stones, or jewels.

Subpart C—Reports Required To Be Made
By Dealers in Precious Metals, Precious
Stones, or Jewels

1027.300 General.

1027.310-1027.320 [Reserved]

31 CFR Ch. X (7-1-25 Edition)

1027.330 Reports relating to currency in ex-
cess of $10,000 received in a trade or busi-
ness.

Subpart D—Records Required To Be Mdadin-
tained By Dealers in Precious Metals,
Precious Stones, or Jewels

1027.400 General.
1027.410 Recordkeeping.

Subpart E—Special Information Sharing
Procedures To Deter Money Laun-
dering and Terrorist Activity

1027.500 General.

1027.5620 Special information sharing proce-
dures to deter money laundering and ter-
rorist activity for dealers in precious
metals, precious stones, or jewels.

1027.530 [Reserved]

1027.540 Voluntary information
among financial institutions.

sharing

Subpart F—Special Standards of Diligence;
Prohibitions, and Special Measures for
Dealers in Precious Metals, Precious
Stones, or Jewels

1027.600-1027.670 [Reserved]

AUTHORITY: 12 U.S.C. 1829b and 1951-1959; 31
U.S.C. 5311-5314 and 5316-5332; title III, sec.
314, Pub. L. 107-56, 115 Stat. 307.

SOURCE: 756 FR 65812, Oct. 26, 2010, unless
otherwise noted.

Subpart A—Definitions

§1027.100 Definitions.

Refer to §1010.100 of this chapter for
general definitions not noted herein.
To the extent there is a differing defi-
nition in §1010.100 of this chapter, the
definition in this section is what ap-
plies to part 1027. Unless otherwise in-
dicated, for purposes of this part:

(a) Covered goods means:

(1) Jewels (as defined in paragraph (c)
of this section);

(2) Precious metals (as defined in
paragraph (d) of this section);

(3) Precious stones (as defined in
paragraph (e) of this section); and

(4) Finished goods (including, but not
limited to, jewelry, numismatic items,
and antiques), that derive 50 percent or
more of their value from jewels, pre-
cious metals, or precious stones con-
tained in or attached to such finished
goods;
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