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the point of contact at the institution
regarding the request and to receive
similar requests for information from
FinCEN in the future. When requested
by FinCEN, a financial institution
shall provide FinCEN with the name,
title, mailing address, e-mail address,
telephone number, and facsimile num-
ber of such person, in such manner as
FinCEN may prescribe. A financial in-
stitution that has provided FinCEN
with contact information must
promptly notify FinCEN of any
changes to such information.

(iv) Use and security of information re-
quest. (A) A financial institution shall
not use information provided by
FinCEN pursuant to this section for
any purpose other than:

(I) Reporting to FinCEN as provided
in this section;

(2) Determining whether to establish
or maintain an account, or to engage
in a transaction; or

(3) Assisting the financial institution
in complying with any requirement of
this chapter.

(B)(I) A financial institution shall
not disclose to any person, other than
FinCEN or the requesting Treasury
component, the law enforcement agen-
cy on whose behalf FinCEN is request-
ing information, or U.S. law enforce-
ment attaché in the case of a request
by a foreign law enforcement agency,
which has been named in the informa-
tion request, the fact that FinCEN has
requested or has obtained information
under this section, except to the extent
necessary to comply with such an in-
formation request.

) Notwithstanding paragraph
(D)B)(Av)(B)(1) of this section, a finan-
cial institution authorized to share in-
formation under §1010.540 may share
information concerning an individual,
entity, or organization named in a re-
quest from FinCEN in accordance with
the requirements of such section. How-
ever, such sharing shall not disclose
the fact that FinCEN has requested in-
formation concerning such individual,
entity, or organization.

(C) Each financial institution shall
maintain adequate procedures to pro-
tect the security and confidentiality of
requests from FinCEN for information
under this section. The requirements of
this paragraph (b)(3)(iv)(C) shall be
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deemed satisfied to the extent that a
financial institution applies to such in-
formation procedures that the institu-
tion has established to satisfy the re-
quirements of section 501 of the
Gramm-Leach-Bliley Act (15 TU.S.C.
6801), and applicable regulations issued
thereunder, with regard to the protec-
tion of its customers’ nonpublic per-
sonal information.

(v) No other action required. Nothing
in this section shall be construed to re-
quire a financial institution to take
any action, or to decline to take any
action, with respect to an account es-
tablished for, or a transaction engaged
in with, an individual, entity, or orga-
nization named in a request from
FinCEN, or to decline to establish an
account for, or to engage in a trans-
action with, any such individual, enti-
ty, or organization. Except as other-
wise provided in an information re-
quest under this section, such a request
shall not require a financial institution
to report on future account opening ac-
tivity or transactions or to treat a sus-
pect list received under this section as
a government list for purposes of sec-
tion 326 of Public Law 107-56.

(4) Relation to the Right to Financial
Privacy Act and the Gramm-Leach-Bliley
Act. The information that a financial
institution is required to report pursu-
ant to paragraph (b)(3)(ii) of this sec-
tion is information required to be re-
ported in accordance with a Federal
statute or rule promulgated there-
under, for purposes of subsection
3413(d) of the Right to Financial Pri-
vacy Act (12 U.S.C. 3413(d)) and sub-
section 502(e)(8) of the Gramm-Leach-
Bliley Act (15 U.S.C. 6802(e)(8)).

(5) No effect on law enforcement or reg-
ulatory investigations. Nothing in this
subpart affects the authority of a Fed-
eral, State, or local law enforcement
agency or officer, or FinCEN or an-
other component of the Department of
the Treasury, to obtain information di-
rectly from a financial institution.

§1010.530 [Reserved]

§1010.540 Voluntary information shar-
ing among financial institutions.

(a) Definitions. For purposes of this
section:
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(1) Financial institution. (i) Except as
provided in paragraph (a)(1)(ii) of this
section, the term ‘‘financial institu-
tion” means any financial institution
described in 31 U.S.C. 5312(a)(2) that is
required under this chapter to estab-
lish and maintain an anti-money laun-
dering program, or is treated under
this chapter as having satisfied the re-
quirements of 31 U.S.C. 5318(h)(1).

(ii) For purposes of this section, a fi-
nancial institution shall not mean any
institution included within a class of
financial institutions that FinCEN has
designated as ineligible to share infor-
mation under this section.

(2) Association of financial institutions
means a group or organization the
membership of which is comprised en-
tirely of financial institutions as de-
fined in paragraph (a)(1) of this section.

(b) Voluntary information sharing
among financial institutions—(1) In gen-
eral. Subject to paragraphs (b)(2), (b)(3),
and (b)(4) of this section, a financial in-
stitution or an association of financial
institutions may, under the protection
of the safe harbor from liability de-
scribed in paragraph (b)(6) of this sec-
tion, transmit, receive, or otherwise
share information with any other fi-
nancial institution or association of fi-
nancial institutions regarding individ-
uals, entities, organizations, and coun-
tries for purposes of identifying and,
where appropriate, reporting activities
that the financial institution or asso-
ciation suspects may involve possible
terrorist activity or money laundering.

(2) Notice requirement. A financial in-
stitution or association of financial in-
stitutions that intends to share infor-
mation as described in paragraph (b)(1)
of this section shall submit to FinCEN
a notice described on FinCEN’s Inter-
net Web site, http:/www.fincen.gov.
Each notice provided pursuant to this
paragraph (b)(2) shall be effective for
the one year period beginning on the
date of the notice. In order to continue
to engage in the sharing of information
after the end of the one year period, a
financial institution or association of
financial institutions must submit a
new notice. Completed notices may be
submitted to FinCEN by accessing
FinCEN’s Internet Web site, http:/
www.fincen.gov., and entering the ap-
propriate information as directed, or, if

§1010.540

a financial institution does not have
Internet access, by mail to: FinCEN,
P.O. Box 39, Vienna, VA 22183.

(3) Verification requirement. Prior to
sharing information as described in
paragraph (b)(1) of this section, a finan-
cial institution or an association of fi-
nancial institutions must take reason-
able steps to verify that the other fi-
nancial institution or association of fi-
nancial institutions with which it in-
tends to share information has sub-
mitted to FinCEN the notice required
by paragraph (b)(2) of this section. A fi-
nancial institution or an association of
financial institutions may satisfy this
paragraph (b)(3) by confirming that the
other financial institution or associa-
tion of financial institutions appears
on a list that FinCEN will periodically
make available to financial institu-
tions or associations of financial insti-
tutions that have filed a notice with it,
or by confirming directly with the
other financial institution or associa-
tion of financial institutions that the
requisite notice has been filed.

(4) Use and security of information. (i)
Information received by a financial in-
stitution or an association of financial
institutions pursuant to this section
shall not be used for any purpose other
than:

(A) Identifying and, where appro-
priate, reporting on money laundering
or terrorist activities;

(B) Determining whether to establish
or maintain an account, or to engage
in a transaction; or

(C) Assisting the financial institution
in complying with any requirement of
this chapter.

(ii) Each financial institution or as-
sociation of financial institutions that
engages in the sharing of information
pursuant to this section shall maintain
adequate procedures to protect the se-
curity and confidentiality of such in-
formation. The requirements of this
paragraph (b)(4)(ii) shall be deemed sat-
isfied to the extent that a financial in-
stitution applies to such information
procedures that the institution has es-
tablished to satisfy the requirements of
section 501 of the Gramm-Leach-Bliley
Act (15 U.S.C. 6801), and applicable reg-
ulations issued thereunder, with regard
to the protection of its customers’ non-
public personal information.
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(5) Safe harbor from certain liability—
(i) In general. A financial institution or
association of financial institutions
that shares information pursuant to
paragraph (b) of this section shall be
protected from liability for such shar-
ing, or for any failure to provide notice
of such sharing, to an individual, enti-
ty, or organization that is identified in
such sharing, to the full extent pro-
vided in subsection 314(b) of Public Law
107-56.

(ii) Limitation. Paragraph (b)(5)(i) of
this section shall not apply to a finan-
cial institution or association of finan-
cial institutions to the extent such in-
stitution or association fails to comply
with paragraphs (b)(2), (b)(3), or (b)4)
of this section.

(¢c) Information sharing between finan-
cial institutions and the Federal Govern-
ment. If, as a result of information
shared pursuant to this section, a fi-
nancial institution knows, suspects, or
has reason to suspect that an indi-
vidual, entity, or organization is in-
volved in, or may be involved in ter-
rorist activity or money laundering,
and such institution is subject to a sus-
picious activity reporting requirement
under this chapter or other applicable
regulations, the institution shall file a
Suspicious Activity Report in accord-
ance with those regulations. In situa-
tions involving violations requiring
immediate attention, such as when a
reportable violation involves terrorist
activity or is ongoing, the financial in-
stitution shall immediately notify, by
telephone, an appropriate law enforce-
ment authority and financial institu-
tion supervisory authorities in addi-
tion to filing timely a Suspicious Ac-
tivity Report. A financial institution
that is not subject to a suspicious ac-
tivity reporting requirement is not re-
quired to file a Suspicious Activity Re-
port or otherwise to notify law enforce-
ment of suspicious activity that is de-
tected as a result of information shared
pursuant to this section. Such a finan-
cial institution is encouraged, however,
to voluntarily report such activity to
FinCEN.

(d) No effect on financial institution re-
porting obligations. Nothing in this sub-
part affects the obligation of a finan-
cial institution to file a Suspicious Ac-
tivity Report pursuant to this chapter
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or any other applicable regulations, or
to otherwise contact directly a Federal
agency concerning individuals or enti-
ties suspected of engaging in terrorist
activity or money laundering.

Subpart F—Special Standards of
Diligence; Prohibitions; and
Special Measures

§1010.600 General.

Each financial institution (as defined
in 31 U.S.C. 5312(a)(2) or (c)(1)) should
refer to its Chapter X Part for any ad-
ditional special standards of diligence;
prohibitions; and special measures re-
quirements.

SPECIAL DUE DILIGENCE FOR COR-
RESPONDENT ACCOUNTS AND PRIVATE
BANKING ACCOUNTS

§1010.605 Definitions.

Except as otherwise provided, the fol-
lowing definitions apply for purposes of
§§1010.610 through 1010.630 and §1010.670:

(a) Beneficial owner of an account
means an individual who has a level of
control over, or entitlement to, the
funds or assets in the account that, as
a practical matter, enables the indi-
vidual, directly or indirectly, to con-
trol, manage or direct the account. The
ability to fund the account or the enti-
tlement to the funds of the account
alone, however, without any cor-
responding authority to control, man-
age or direct the account (such as in
the case of a minor child beneficiary),
does not cause the individual to be a
beneficial owner.

(b) Certification and recertification
mean the certification and recertifi-
cation forms regarding correspondent
accounts for foreign banks located on

FinCEN’s Internet Web site, http:/
www.fincen.gov.
(c) Correspondent account. (1) The

term correspondent account means:

(i) For purposes of §1010.610(a), (d)
and (e), an account established for a
foreign financial institution to receive
deposits from, or to make payments or
other disbursements on behalf of, the
foreign financial institution, or to han-
dle other financial transactions related
to such foreign financial institution;
and
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