
482 

28 CFR Ch. I (7–1–23 Edition) § 25.9 

the proper computer instructions writ-
ten and other built-in controls to pre-
vent data from being accessible to any 
terminals other than authorized termi-
nals. 

(5) Each state Control Terminal 
Agency shall build its data system 
around a central computer, through 
which each inquiry must pass for 
screening and verification. 

(d) Authorized state agency remote 
terminal devices operated by POCs and 
having access to the NICS must meet 
the following requirements: 

(1) POCs and data sources having ter-
minals with access to the NICS must 
physically place these terminals in se-
cure locations within the authorized 
agency; 

(2) The agencies having terminals 
with access to the NICS must screen 
terminal operators and must restrict 
access to the terminals to a minimum 
number of authorized employees; and 

(3) Copies of NICS data obtained from 
terminal devices must be afforded ap-
propriate security to prevent any un-
authorized access or use. 

(e) FFL remote terminal devices may 
be used to transmit queries to the 
NICS via electronic dial-up access. The 
following procedures will apply to such 
queries: 

(1) The NICS will incorporate a secu-
rity authentication mechanism that 
performs FFL dial-up user authentica-
tion before network access takes place; 

(2) The proper use of dial-up circuits 
by FFLs will be included as part of the 
periodic audits by the FBI; and 

(3) All failed authentications will be 
logged by the NICS and provided to the 
NICS security administrator. 

(f) FFLs may use the telephone to 
transmit queries to the NICS, in ac-
cordance with the following proce-
dures: 

(1) FFLs may contact the NICS Oper-
ations Center during its regular busi-
ness hours by a telephone number pro-
vided by the FBI; 

(2) FFLs will provide the NICS Rep-
resentative with their FFL Number 
and code word, the type of sale, and the 
name, sex, race, date of birth, and state 
of residence of the prospective buyer; 
and 

(3) The NICS will verify the FFL 
Number and code word before proc-
essing the request. 

(g) The following precautions will be 
taken to help ensure the security and 
privacy of NICS information when 
FFLs contact the NICS Operations 
Center: 

(1) Access will be restricted to the 
initiation of a NICS background check 
in connection with the proposed trans-
fer of a firearm. 

(2) The NICS Representative will 
only provide a response of ‘‘Proceed’’ 
or ‘‘Delayed’’ (with regard to the pro-
spective firearms transfer), and will 
not provide the details of any record 
information about the transferee. In 
cases where potentially disqualifying 
information is found in response to an 
FFL query, the NICS Representative 
will provide a ‘‘Delayed’’ response to 
the FFL. Follow-up ‘‘Proceed’’ or ‘‘De-
nied’’ responses will be provided by the 
NICS Operations Center during its reg-
ular business hours. 

(3) The FBI will periodically monitor 
telephone inquiries to ensure proper 
use of the system. 

(h) All transactions and messages 
sent and received through electronic 
access by POCs and FFLs will be auto-
matically logged in the NICS Audit 
Log described in § 25.9(b). Information 
in the NICS Audit Log will include ini-
tiation and termination messages, 
failed authentications, and matching 
records located by each search trans-
action. 

(i) The FBI will monitor and enforce 
compliance by NICS users with the ap-
plicable system security requirements 
outlined in the NICS POC Guidelines 
and the NICS FFL Manual (available 
from the NICS Operations Center, Fed-
eral Bureau of Investigation, 1000 Cus-
ter Hollow Road, Clarksburg, West Vir-
ginia 26306–0147). 

§ 25.9 Retention and destruction of 
records in the system. 

(a) The NICS will retain NICS Index 
records that indicate that receipt of a 
firearm by the individuals to whom the 
records pertain would violate Federal 
or state law. The NICS will retain such 
records indefinitely, unless they are 
canceled by the originating agency. In 
cases where a firearms disability is not 
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permanent, e.g., a disqualifying re-
straining order, the NICS will auto-
matically purge the pertinent record 
when it is no longer disqualifying. Un-
less otherwise removed, records con-
tained in the NCIC and III files that are 
accessed during a background check 
will remain in those files in accordance 
with established policy. 

(b) The FBI will maintain an auto-
mated NICS Audit Log of all incoming 
and outgoing transactions that pass 
through the system. 

(1) Contents. The NICS Audit Log will 
record the following information: Type 
of transaction (inquiry or response), 
line number, time, date of inquiry, 
header, message key, ORI or FFL iden-
tifier, and inquiry/response data (in-
cluding the name and other identifying 
information about the prospective 
transferee and the NTN). 

(i) NICS denied transaction records 
obtained or created in the course of the 
operation of the system will be re-
tained in the Audit Log for 10 years, 
after which time they will be trans-
ferred to an appropriate FBI-main-
tained electronic database. 

(ii) NICS Audit Log records relating 
to transactions in an open status, ex-
cept the NTN and date, will be de-
stroyed after not more than 90 days 
from the date of inquiry; and 

(iii) In cases of NICS Audit Log 
records relating to allowed trans-
actions, all identifying information 
submitted by or on behalf of the trans-
feree will be destroyed within 24 hours 
after the FFL receives communication 
of the determination that the transfer 
may proceed. All other information, 
except the NTN and date, will be de-
stroyed after not more than 90 days 
from the date of inquiry. 

(2) Use of information in the NICS 
Audit Log. The NICS Audit Log will be 
used to analyze system performance, 
assist users in resolving operational 
problems, support the appeals process, 
or support audits of the use and per-
formance of the system. Searches may 
be conducted on the Audit Log by time 
frame, i.e., by day or month, or by a 
particular state or agency. Information 
in the NICS Audit Log pertaining to al-
lowed transactions may be accessed di-
rectly only by the FBI and only for the 
purpose of conducting audits of the use 

and performance of the NICS, except 
that: 

(i) Information in the NICS Audit 
Log, including information not yet de-
stroyed under § 5.9(b)(1)(iii), that indi-
cates, either on its face or in conjunc-
tion with other information, a viola-
tion or potential violation of law or 
regulation, may be shared with appro-
priate authorities responsible for in-
vestigating, prosecuting, and/or enforc-
ing such law or regulation; and 

(ii) The NTNs and dates for allowed 
transactions may be shared with ATF 
in Individual FFL Audit Logs as speci-
fied in § 25.9(b)(4). 

(3) Limitation on use. The NICS, in-
cluding the NICS Audit Log, may not 
be used by any Department, agency, of-
ficer, or employee of the United States 
to establish any system for the reg-
istration of firearms, firearm owners, 
or firearm transactions or dispositions, 
except with respect to persons prohib-
ited from receiving a firearm by 18 
U.S.C. 922(g) or (n) or by state law. The 
NICS Audit Log will be monitored and 
reviewed on a regular basis to detect 
any possible misuse of NICS data. 

(4) Creation and Use of Individual FFL 
Audit Logs. Upon written request from 
ATF containing the name and license 
number of the FFL and the proposed 
date of inspection of the named FFL by 
ATF, the FBI may extract information 
from the NICS Audit Log and create an 
Individual FFL Audit Log for trans-
actions originating at the named FFL 
for a limited period of time. An Indi-
vidual FFL Audit Log shall contain all 
information on denied transactions, 
and, with respect to all other trans-
actions, only non-identifying informa-
tion from the transaction. In no in-
stance shall an Individual FFL Audit 
Log contain more than 60 days worth of 
allowed or open transaction records 
originating at the FFL. The FBI will 
provide POC states the means to pro-
vide to the FBI information that will 
allow the FBI to generate Individual 
FFL Audit Logs in connection with 
ATF inspections of FFLs in POC 
states. POC states that elect not to 
have the FBI generate Individual FFL 
Audit Logs for FFLs in their states 
must develop a means by which the 
POC will provide such Logs to ATF. 
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(c) The following records in the FBI- 
operated terminals of the NICS will be 
subject to the Brady Act’s require-
ments for destruction: 

(1) All inquiry and response messages 
(regardless of media) relating to a 
background check that results in an al-
lowed transfer; and 

(2) All information (regardless of 
media) contained in the NICS Audit 
Log relating to a background check 
that results in an allowed transfer. 

(d) The following records of state and 
local law enforcement units serving as 
POCs will be subject to the Brady Act’s 
requirements for destruction: 

(1) All inquiry and response messages 
(regardless of media) relating to the 
initiation and result of a check of the 
NICS that allows a transfer that are 
not part of a record system created and 
maintained pursuant to independent 
state law regarding firearms trans-
actions; and 

(2) All other records relating to the 
person or the transfer created as a re-
sult of a NICS check that are not part 
of a record system created and main-
tained pursuant to independent state 
law regarding firearms transactions. 

[Order No. 2186–98, 63 FR 58307, Oct. 30, 1998, 
as amended by Order No. 2354–2001, 66 FR 
6474, Jan. 22, 2001; Order No. 2727–2004, 69 FR 
43900, July 23, 2004; Order No. 3477–2014, 79 FR 
69051, Nov. 20, 2014] 

§ 25.10 Correction of erroneous system 
information. 

(a) An individual may request the 
reason for the denial from the agency 
that conducted the check of the NICS 
(the ‘‘denying agency,’’ which will be 
either the FBI or the state or local law 
enforcement agency serving as a POC). 
The FFL will provide to the denied in-
dividual the name and address of the 
denying agency and the unique trans-
action number (NTN or STN) associ-
ated with the NICS background check. 
The request for the reason for the de-
nial must be made in writing to the de-
nying agency. (POCs at their discretion 
may waive the requirement for a writ-
ten request.) 

(b) The denying agency will respond 
to the individual with the reasons for 
the denial within five business days of 
its receipt of the individual’s request. 
The response should indicate whether 

additional information or documents 
are required to support an appeal, such 
as fingerprints in appeals involving 
questions of identity (i.e., a claim that 
the record in question does not pertain 
to the individual who was denied). 

(c) If the individual wishes to chal-
lenge the accuracy of the record upon 
which the denial is based, or if the indi-
vidual wishes to assert that his or her 
rights to possess a firearm have been 
restored, he or she may make applica-
tion first to the denying agency, i.e., 
either the FBI or the POC. If the deny-
ing agency is unable to resolve the ap-
peal, the denying agency will so notify 
the individual and shall provide the 
name and address of the agency that 
originated the document containing 
the information upon which the denial 
was based. The individual may then 
apply for correction of the record di-
rectly to the agency from which it 
originated. If the record is corrected as 
a result of the appeal to the origi-
nating agency, the individual may so 
notify the denying agency, which will, 
in turn, verify the record correction 
with the originating agency (assuming 
the originating agency has not already 
notified the denying agency of the cor-
rection) and take all necessary steps to 
correct the record in the NICS. 

(d) As an alternative to the above 
procedure where a POC was the deny-
ing agency, the individual may elect to 
direct his or her challenge to the accu-
racy of the record, in writing, to the 
FBI, NICS Operations Center, Criminal 
Justice Information Services Division, 
1000 Custer Hollow Road, Module C–3, 
Clarksburg, West Virginia 26306–0147. 
Upon receipt of the information, the 
FBI will investigate the matter by con-
tacting the POC that denied the trans-
action or the data source. The FBI will 
request the POC or the data source to 
verify that the record in question per-
tains to the individual who was denied, 
or to verify or correct the challenged 
record. The FBI will consider the infor-
mation it receives from the individual 
and the response it receives from the 
POC or the data source. If the record is 
corrected as a result of the challenge, 
the FBI shall so notify the individual, 
correct the erroneous information in 
the NICS, and give notice of the error 
to any Federal department or agency 
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