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(e) Physical security controls of loca-
tions registered under the Harrison
Narcotic Act or the Narcotics Manufac-
turing Act of 1960 on April 30, 1971,
shall be deemed to comply substan-
tially with the standards set forth in
§§1301.72, 1301.73 and 1301.75. Any new
facilities or work or storage areas con-
structed or utilized for controlled sub-
stances, which facilities or work or
storage areas have not been previously
approved by the Administration, shall
not necessarily be deemed to comply
substantially with the standards set
forth in §§1301.72, 1301.73 and 1301.75,
notwithstanding that such facilities or
work or storage areas have physical se-
curity controls similar to those pre-
viously approved by the Administra-
tion.

(f) A collector shall not employ, as an
agent or employee who has access to or
influence over controlled substances
acquired by collection, any person who
has been convicted of any felony of-
fense relating to controlled substances
or who, at any time, had an application
for registration with DEA denied, had a
DEA registration revoked or sus-
pended, or has surrendered a DEA reg-
istration for cause. For purposes of this
subsection, ‘‘for cause’” means in lieu
of, or as a consequence of, any Federal
or State administrative, civil, or crimi-
nal action resulting from an investiga-
tion of the individual’s handling of con-
trolled substances.

[36 FR 18729, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973, and amended at 46
FR 28841, May 29, 1981; 47 FR 41735, Sept. 22,
1982; 51 FR 5319, Feb. 13, 1986; 68 FR 41228,
July 11, 2003; 75 FR 10677, Mar. 9, 2010; 79 FR
53561, Sept. 9, 2014]

§1301.72 Physical security controls for
non-practitioners; narcotic treat-
ment programs and compounders
for narcotic treatment programs;
mobile narcotic treatment pro-
grams; storage areas.

(a) Schedules I and II. Raw material,
bulk materials awaiting further proc-
essing, finished products which are
controlled substances listed in Sched-
ule I or IT (except GHB that is manu-
factured or distributed in accordance
with an exemption under section 505(i)
of the Federal Food Drug and Cosmetic
Act which shall be subject to the re-
quirements of paragraph (b) of this sec-
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tion), and sealed mail-back packages
and inner liners acquired in accordance
with part 1317 of this chapter, shall be
stored in one of the following secured
areas:

(1) Where small quantities permit, a
safe or steel cabinet;

(i) Which safe or steel cabinet shall
have the following specifications or the
equivalent: 30 man-minutes against
surreptitious entry, 10 man-minutes
against forced entry, 20 man-hours
against lock manipulation, and 20 man-
hours against radiological techniques;

(ii) Which safe or steel cabinet, if it
weighs less than 750 pounds, is bolted
or cemented to the floor or wall in such
a way that it cannot be readily re-
moved; and

(iii) Which safe or steel cabinet, if
necessary, depending upon the quan-
tities and type of controlled substances
stored, is equipped with an alarm sys-
tem which, upon attempted unauthor-
ized entry, shall transmit a signal di-
rectly to a central protection company
or a local or State police agency which
has a legal duty to respond, or a 24-
hour control station operated by the
registrant, or such other protection as
the Administrator may approve.

(2) A vault constructed before, or
under construction on, September 1,
1971, which is of substantial construc-
tion with a steel door, combination or
key lock, and an alarm system; or

(3) A vault constructed after Sep-
tember 1, 1971:

(i) The walls, floors, and ceilings of
which vault are constructed of at least
8 inches of reinforced concrete or other
substantial masonry, reinforced
vertically and horizontally with Y2-inch
steel rods tied 6 inches on center, or
the structural equivalent to such rein-
forced walls, floors, and ceilings;

(ii) The door and frame unit of which
vault shall conform to the following
specifications or the equivalent: 30
man-minutes against surreptitious
entry, 10 man-minutes against forced
entry, 20 man-hours against lock ma-
nipulation, and 20 man-hours against
radiological techniques;

(iii) Which vault, if operations re-
quire it to remain open for frequent ac-
cess, is equipped with a ‘‘day-gate”
which is self-closing and self-locking,
or the equivalent, for use during the
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hours of operation in which the vault
door is open;

(iv) The walls or perimeter of which
vault are equipped with an alarm,
which upon unauthorized entry shall
transmit a signal directly to a central
station protection company, or a local
or State police agency which has a
legal duty to respond, or a 24-hour con-
trol station operated by the registrant,
or such other protection as the Admin-
istrator may approve, and, if nec-
essary, holdup buttons at strategic
points of entry to the perimeter area of
the vault;

(v) The door of which vault
equipped with contact switches; and

(vi) Which vault has one of the fol-
lowing: Complete electrical lacing of
the walls, floor and ceilings; sensitive
ultrasonic equipment within the vault;
a sensitive sound accumulator system;
or such other device designed to detect
illegal entry as may be approved by the
Administration.

(b) Schedules I1I, IV and V. Raw mate-
rial, bulk materials awaiting further
processing, and finished products which
are controlled substances listed in
Schedules III, IV, and V, and GHB when
it is manufactured or distributed in ac-
cordance with an exemption under sec-
tion 505(i) of the FFDCA, shall be
stored in the following secure storage
areas:

(1) A safe or steel cabinet as de-
scribed in paragraph (a)(1) of this sec-
tion;

(2) A vault as described in paragraph
(a)(2) or (3) of this section equipped
with an alarm system as described in
paragraph (b)(4)(v) of this section;

(3) A building used for storage of
Schedules III through V controlled sub-
stances with perimeter security which
limits access during working hours and
provides security after working hours
and meets the following specifications:

(i) Has an electronic alarm system as
described in paragraph (b)(4)(v) of this
section,

(ii) Is equipped with self-closing, self-
locking doors constructed of substan-
tial material commensurate with the
type of building construction, provided,
however, a door which is kept closed
and locked at all times when not in use
and when in use is kept under direct
observation of a responsible employee

is

55

§1301.72

or agent of the registrant is permitted
in lieu of a self-closing, self-locking
door. Doors may be sliding or hinged.
Regarding hinged doors, where hinges
are mounted on the outside, such
hinges shall be sealed, welded or other-
wise constructed to inhibit removal.
Locking devices for such doors shall be
either of the multiple-position com-
bination or key lock type and:

(a) In the case of key locks, shall re-
quire key control which limits access
to a limited number of employees, or;

(b) In the case of combination locks,
the combination shall be limited to a
minimum number of employees and
can be changed upon termination of
employment of an employee having
knowledge of the combination;

(4) A cage, located within a building
on the premises, meeting the following
specifications:

(i) Having walls constructed of not
less than No. 10 gauge steel fabric
mounted on steel posts, which posts
are:

(a) At least one inch in diameter;

(b) Set in concrete or installed with
lag bolts that are pinned or brazed; and

(¢) Which are placed no more than
ten feet apart with horizontal one and
one-half inch reinforcements every
sixty inches;

(ii) Having a mesh construction with
openings of not more than two and one-
half inches across the square,

(iii) Having a ceiling constructed of
the same material, or in the alter-
native, a cage shall be erected which
reaches and is securely attached to the
structural ceiling of the building. A
lighter gauge mesh may be used for the
ceilings of large enclosed areas if walls
are at least 14 feet in height,

(iv) Is equipped with a door con-
structed of No. 10 gauge steel fabric on
a metal door frame in a metal door
flange, and in all other respects con-
forms to all the requirements of 21 CFR
1301.72(b)(3)(ii), and

(v) Is equipped with an alarm system
which upon unauthorized entry shall
transmit a signal directly to a central
station protection agency or a local or
state police agency, each having a
legal duty to respond, or to a 24-hour
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control station operated by the reg-
istrant, or to such other source of pro-
tection as the Administrator may ap-
prove;

(5) An enclosure of masonry or other
material, approved in writing by the
Administrator as providing security
comparable to a cage;

(6) A building or enclosure within a
building which has been inspected and
approved by DEA or its predecessor
agency, BND, and continues to provide
adequate security against the diversion
of Schedule III through V controlled
substances, of which fact written ac-
knowledgment has been made by the
Special Agent in Charge of DEA for the
area in which such building or enclo-
sure is situated;

(7) Such other secure storage areas as
may be approved by the Administrator
after considering the factors listed in
§1301.71(b);

(8)(1) Schedule III through V con-
trolled substances may be stored with
Schedules I and II controlled sub-
stances under security measures pro-
vided by 21 CFR 1301.72(a);

(ii) Non-controlled drugs, substances
and other materials may be stored with
Schedule III through V controlled sub-
stances in any of the secure storage
areas required by 21 CFR 1301.72(b),
provided that permission for such stor-
age of non-controlled items is obtained
in advance, in writing, from the Spe-
cial Agent in Charge of DEA for the
area in which such storage area is situ-
ated. Any such permission tendered
must be upon the Special Agent in
Charge’s written determination that
such non-segregated storage does not
diminish security effectiveness for
Schedules III through V controlled sub-
stances.

(c) Multiple storage areas. Where sev-
eral types or classes of controlled sub-
stances are handled separately by the
registrant or applicant for different
purposes (e.g., returned goods, or goods
in process), the controlled substances
may be stored separately, provided
that each storage area complies with
the requirements set forth in this sec-
tion.

(d) Accessibility to storage areas. The
controlled substances storage areas
shall be accessible only to an absolute
minimum number of specifically au-
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thorized employees. When it is nec-
essary for employee maintenance per-
sonnel, nonemployee maintenance per-
sonnel, business guests, or visitors to
be present in or pass through con-
trolled substances storage areas, the
registrant shall provide for adequate
observation of the area by an employee
specifically authorized in writing.

(e) Mobile Narcotic Treatment Pro-
grams. (1) For any conveyance operated
as a mobile narcotic treatment pro-
gram (NTP), a safe must be installed
and used to store narcotic drugs in
schedules II-V for the purpose of main-
tenance or detoxification treatment,
when not located at the registrant’s
registered location. The safe must con-
form to the requirements set forth in
paragraph (a)(1) of this section. The
mobile component must also be
equipped with an alarm system that
conforms to the requirements set forth
in paragraph (a)(1)(iii) of this section.
The storage area of the mobile compo-
nent must conform to the accessibility
requirements in paragraph (d) of this
section. The storage area for controlled
substances in a mobile component of
an NTP must not be accessible from
outside of the vehicle. Personnel trans-
porting the controlled substances on
behalf of the mobile NTP are required
to retain control over all controlled
substances when transferring them be-
tween the registered location and the
conveyance, while en route to and from
the dispensing location or locations,
and when dispensing at the dispensing
location or locations. At all other
times during transportation, all con-
trolled substances must be properly se-
cured in the safe. Upon completion of
the operation of the mobile NTP on a
given day, the conveyance must be im-
mediately returned to the registered
location, and all controlled substances
must be removed from the conveyance
and secured within the registered loca-
tion. After the conveyance has re-
turned to the registered location and
the controlled substances have been re-
moved, the conveyance may be parked
until its next use at the registered lo-
cation or any secure, fenced-in area,
once the local DEA office has been no-
tified of the location of this secure,
fenced-in area. All NTPs with mobile
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components shall be required to estab-
lish a standard operating procedure to
ensure, if the mobile component be-
comes inoperable (mechanical failure,
accidents, fire, etc.), that all controlled
substances on the inoperable convey-
ance are accounted for, removed from
the inoperable conveyance, and secured
at the registered location.

(2) With regard to the requirement of
paragraph (e)(1) of this section, that
upon completion of the operation of
the mobile NTP on a given day, the
conveyance must be immediately re-
turned to the registered location, and
all controlled substances must be re-
moved from the conveyance and se-
cured within the registered location,
an NTP may apply for an exception to
this requirement as provided in this
paragraph. The application for such an
exception must be submitted in accord-
ance with §1307.03 of this chapter and
must include the proposed alternate re-
turn period, enhanced security meas-
ures, and any other factors the appli-
cant wishes the Administrator to con-
sider. The Administrator may grant
such an exception in his discretion and
will evaluate each application on a
case-by-case basis in determining
whether the applicant has dem-
onstrated exceptional circumstances
that warrant the exception. In making
this determination, the Administrator
will consider the applicant’s security
and recordkeeping as well as any other
factors he deems relevant to deter-
mining whether effective controls
against diversion will be maintained.

[36 FR 18730, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §1301.72, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§1301.73 Physical security controls for
non-practitioners; compounders for
narcotic treatment programs; man-
ufacturing and compounding areas.

All manufacturing activities (includ-
ing processing, packaging and labeling)
involving controlled substances listed
in any schedule and all activities of
compounders shall be conducted in ac-
cordance with the following:
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(a) All in-process substances shall be
returned to the controlled substances
storage area at the termination of the
process. If the process is not termi-
nated at the end of a workday (except
where a continuous process or other
normal manufacturing operation
should not be interrupted), the proc-
essing area or tanks, vessels, bins or
bulk containers containing such sub-
stances shall be securely locked, with
adequate security for the area or build-
ing. If such security requires an alarm,
such alarm, upon unauthorized entry,
shall transmit a signal directly to a
central station protection company, or
local or state police agency which has
a legal duty to respond, or a 24-hour
control station operated by the reg-
istrant.

(b) Manufacturing activities with
controlled substances shall be con-
ducted in an area or areas of clearly de-
fined limited access which is under sur-
veillance by an employee or employees
designated in writing as responsible for
the area. ‘“‘Limited access’ may be pro-
vided, in the absence of physical divid-
ers such as walls or partitions, by traf-
fic control lines or restricted space des-
ignation. The employee designated as
responsible for the area may be en-
gaged in the particular manufacturing
operation being conducted: Provided,
That he is able to provide continuous
surveillance of the area in order that
unauthorized persons may not enter or
leave the area without his knowledge.

(¢c) During the production of con-
trolled substances, the manufacturing
areas shall be accessible to only those
employees required for efficient oper-
ation. When it is necessary for em-
ployee maintenance personnel, non-
employee maintenance personnel, busi-
ness guests, or visitors to be present in
or pass through manufacturing areas
during production of controlled sub-
stances, the registrant shall provide for
adequate observation of the area by an
employee specifically authorized in
writing.

[36 FR 18731, Sept. 21, 1971. Redesignated at

38 FR 26609, Sept. 24, 1973 and amended at 39
FR 37984, Oct. 25, 1974]
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