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PART 400 [RESERVED] 

PART 401—PRIVACY AND DISCLO-
SURE OF OFFICIAL RECORDS 
AND INFORMATION 

Subpart A—General 

Sec. 
401.5 Purpose of the regulations. 
401.10 Applicability. 
401.15 Limitations on scope. 
401.20 Scope. 
401.25 Terms defined. 

Subpart B—The Privacy Act 

401.30 Privacy Act and other responsibil-
ities. 

401.35 Your right to request records. 
401.40 How to get your own records. 
401.45 Verifying your identity. 
401.50 Granting notification of or access to 

a record. 
401.55 Access to medical records. 
401.60 Access to or notification of program 

records about more than one individual. 
401.65 How to correct your record. 
401.70 Appeals of refusals to correct records 

or refusals to allow access to records. 
401.75 Rights of parents or legal guardians. 
401.80 Accounting for disclosures. 
401.85 Exempt systems. 
401.90 Contractors. 
401.95 Fees. 

Subpart C—Disclosure of Official Records 
and Information 

401.100 Disclosure of records with the writ-
ten consent of the subject of the record. 

401.105 Disclosure of personal information 
without the consent of the subject of the 
record. 

401.110 Disclosure of personal information 
in nonprogram records without the con-
sent of the subject of the record. 

401.115 Disclosure of personal information 
in program records without the consent 
of the subject of the record. 

401.120 Disclosures required by law. 
401.125 Disclosures prohibited by law. 
401.130 Freedom of Information Act. 
401.135 Other laws. 
401.140 General principles. 
401.145 Safeguards against unauthorized re-

disclosure or use. 
401.150 Compatible purposes. 
401.155 Law enforcement purposes. 
401.160 Health or safety. 
401.165 Statistical and research activities. 
401.170 Congress. 
401.175 Government Accountability Office. 
401.180 Disclosure under court order or 

other legal process. 
401.185 Other specific recipients. 

401.190 Deceased persons. 
401.195 Situations not specified in this part. 
401.200 Blood donor locator service. 

APPENDIX A TO PART 401—EMPLOYEE STAND-
ARDS OF CONDUCT 

AUTHORITY: Secs. 205, 702(a)(5), 1106, and 
1141 of the Social Security Act (42 U.S.C. 405, 
902(a)(5), 1306, and 1320b–11); 5 U.S.C. 552 and 
552a; 8 U.S.C. 1360; 26 U.S.C. 6103; 30 U.S.C. 
923. 

SOURCE: 62 FR 4143, Jan. 29, 1997, unless 
otherwise noted. 

Subpart A—General 

§ 401.5 Purpose of the regulations. 

(a) General. The purpose of this part 
is to describe the Social Security Ad-
ministration (SSA) policies and proce-
dures for implementing the require-
ments of the Privacy Act of 1974, 5 
U.S.C. 552a and section 1106 of the So-
cial Security Act concerning disclosure 
of information about individuals, both 
with and without their consent. This 
part also complies with other applica-
ble statutes. 

(b) Privacy. This part implements the 
Privacy Act by establishing agency 
policies and procedures for the mainte-
nance of records. This part also estab-
lishes agency policies and procedures 
under which you can ask us whether we 
maintain records about you or obtain 
access to your records. Additionally, 
this part establishes policies and proce-
dures under which you may seek to 
have your record corrected or amended 
if you believe that your record is not 
accurate, timely, complete, or rel-
evant. 

(c) Disclosure. This part also sets out 
the general guidelines which we follow 
in deciding whether to make disclo-
sures. However, we must examine the 
facts of each case separately to decide 
if we should disclose the information or 
keep it confidential. 

§ 401.10 Applicability. 

(a) SSA. All SSA employees and com-
ponents are governed by this part. SSA 
employees governed by this part in-
clude all regular and special govern-
ment employees of SSA; experts and 
consultants whose temporary (not in 
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excess of 1 year) or intermittent serv-
ices have been procured by SSA by con-
tract pursuant to 5 U.S.C. 3109; volun-
teers where acceptance of their serv-
ices are authorized by law; those indi-
viduals performing gratuitous services 
as permitted under conditions pre-
scribed by the Office of Personnel Man-
agement; and, participants in work- 
study or training programs. 

(b) Other entities. This part also ap-
plies to advisory committees and coun-
cils within the meaning of the Federal 
Advisory Committee Act which provide 
advice to: Any official or component of 
SSA; or the President and for which 
SSA has been delegated responsibility 
for providing services. 

§ 401.15 Limitations on scope. 

The regulations in this part do not— 
(a) Make available to an individual 

records which are not retrieved by that 
individual’s name or other personal 
identifier. 

(b) Make available to the general 
public records which are retrieved by 
an individual’s name or other personal 
identifier or make available to the gen-
eral public records which would other-
wise not be available to the general 
public under the Freedom of Informa-
tion Act, 5 U.S.C. 552, and part 402 of 
this title. 

(c) Govern the maintenance or disclo-
sure of, notification about or access to, 
records in the possession of SSA which 
are subject to the regulations of an-
other agency, such as personnel records 
which are part of a system of records 
administered by the Office of Personnel 
Management. 

(d) Apply to grantees, including 
State and local governments or sub-
divisions thereof, administering feder-
ally funded programs. 

(e) Make available records compiled 
by SSA in reasonable anticipation of 
court litigation or formal administra-
tive proceedings. The availability of 
such records to the general public or to 
any subject individual or party to such 
litigation or proceedings shall be gov-
erned by applicable constitutional 
principles, rules of discovery, and ap-
plicable regulations of the agency. 

§ 401.20 Scope. 
(a) Access. Sections 401.30 through 

401.95, which set out SSA’s rules for 
implementing the Privacy Act, apply 
to records retrieved by an individual’s 
name or personal identifier subject to 
the Privacy Act. The rules in §§ 401.30 
through 401.95 also apply to informa-
tion developed by medical sources for 
the Social Security program and shall 
not be accessed except as permitted by 
this part. 

(b) Disclosure—(1) Program records. 
Regulations that apply to the disclo-
sure of information about an individual 
contained in SSA’s program records 
are set out in §§ 401.100 through 401.200 
of this part. These regulations also 
apply to the disclosure of other Federal 
program information which SSA main-
tains. That information includes: 

(i) Health insurance records which 
SSA maintains for the Health Care Fi-
nancing Administration’s (HCFA) pro-
grams under title XVIII of the Social 
Security Act. We will disclose these 
records to HCFA. HCFA may redisclose 
these records under the regulations ap-
plying to records in HCFA’s custody; 

(ii) Black lung benefit records which 
SSA maintains for the administration 
of the Federal Coal Mine Health and 
Safety Act; (However, this information 
is not covered by section 1106 of the So-
cial Security Act.) and 

(iii) Information retained by medical 
sources pertaining to a consultative ex-
amination performed for the Social Se-
curity program shall not be disclosed 
except as permitted by this part. 

(2) Nonprogram records. Section 401.110 
sets out rules applicable to the disclo-
sure of nonprogram records, e.g., SSA’s 
administrative and personnel records. 

[62 FR 4143, Jan. 29, 1997, as amended at 65 
FR 16812, Mar. 30, 2000; 72 FR 20939, Apr. 27, 
2007] 

§ 401.25 Terms defined. 
Access means making a record avail-

able to a subject individual. 
Act means the Social Security Act. 
Agency means the Social Security 

Administration. 
Commissioner means the Commis-

sioner of Social Security. 
Disclosure means making a record 

about an individual available to or re-
leasing it to another party. 
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FOIA means the Freedom of Informa-
tion Act. 

Individual when used in connection 
with the Privacy Act or for disclosure 
of nonprogram records, means a living 
person who is a citizen of the United 
States or an alien lawfully admitted 
for permanent residence. It does not in-
clude persons such as sole proprietor-
ships, partnerships, or corporations. A 
business firm which is identified by the 
name of one or more persons is not an 
individual. When used in connection 
with the rules governing program in-
formation, individual means a living 
natural person; this does not include 
corporations, partnerships, and unin-
corporated business or professional 
groups of two or more persons. 

Information means information about 
an individual, and includes, but is not 
limited to, vital statistics; race, sex, or 
other physical characteristics; earn-
ings information; professional fees paid 
to an individual and other financial in-
formation; benefit data or other claims 
information; the social security num-
ber, employer identification number, 
or other individual identifier; address; 
phone number; medical information, 
including psychological or psychiatric 
information or lay information used in 
a medical determination; and informa-
tion about marital and family relation-
ships and other personal relationships. 

Maintain means to establish, collect, 
use, or disseminate when used in con-
nection with the term record; and, to 
have control over or responsibility for 
a system of records when used in con-
nection with the term system of records. 

Notification means communication to 
an individual whether he is a subject 
individual. (Subject individual is defined 
further on in this section.) 

Program information means personal 
information and records collected and 
compiled by SSA in order to discharge 
its responsibilities under titles I, II, IV 
part A, X, XI, XIV, XVI and XVIII of 
the Act and parts B and C of the Fed-
eral Coal Mine Health and Safety Act. 

Record means any item, collection, or 
grouping of information about an indi-
vidual that is maintained by SSA in-
cluding, but not limited to, informa-
tion such as an individual’s education, 
financial transactions, medical his-
tory, and criminal or employment his-

tory that contains the individual’s 
name, or an identifying number, sym-
bol, or any other means by which an 
individual can be identified. When used 
in this part, record means only a 
record which is in a system of records. 

Routine use means the disclosure of a 
record outside SSA, without the con-
sent of the subject individual, for a 
purpose which is compatible with the 
purpose for which the record was col-
lected. It includes disclosures required 
to be made by statutes other than the 
Freedom of Information Act, 5 U.S.C. 
552. It does not include disclosures 
which the Privacy Act otherwise per-
mits without the consent of the subject 
individual and without regard to 
whether they are compatible with the 
purpose for which the information is 
collected, such as disclosures to the 
Bureau of the Census, the General Ac-
counting Office, or to Congress. 

Social Security Administration (SSA) 
means (1) that Federal agency which 
has administrative responsibilities 
under titles, I, II, X, XI, XIV, XVI, and 
XVIII of the Act; and (2) units of State 
governments which make determina-
tions under agreements made under 
sections 221 and 1633 of the Act. 

Social Security program means any 
program or provision of law which SSA 
is responsible for administering, in-
cluding the Freedom of Information 
Act and Privacy Act. This includes our 
responsibilities under parts B and C of 
the Federal Coal Mine Health and Safe-
ty Act. 

Statistical record means a record 
maintained for statistical research or 
reporting purposes only and not main-
tained to make determinations about a 
particular subject individual. 

Subject individual means the person to 
whom a record pertains. 

System of records means a group of 
records under our control from which 
information about an individual is re-
trieved by the name of the individual 
or by an identifying number, symbol, 
or other identifying particular. Single 
records or groups of records which are 
not retrieved by a personal identifier 
are not part of a system of records. Pa-
pers maintained by individual Agency 
employees which are prepared, main-
tained, or discarded at the discretion of 
the employee and which are not subject 
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to the Federal Records Act, 44 U.S.C. 
2901, are not part of a system of 
records; provided, that such personal 
papers are not used by the employee or 
the Agency to determine any rights, 
benefits, or privileges of individuals. 

We and our mean the Social Security 
Administration. 

Subpart B—The Privacy Act 

§ 401.30 Privacy Act and other respon-
sibilities. 

(a) Policy. Our policy is to protect the 
privacy of individuals to the fullest ex-
tent possible while nonetheless permit-
ting the exchange of records required 
to fulfill our administrative and pro-
gram responsibilities, and responsibil-
ities for disclosing records which the 
general public is entitled to have under 
the Freedom of Information Act, 5 
U.S.C. 552, and 20 CFR part 402. 

(b) Maintenance of records. We will 
maintain no record unless: 

(1) It is relevant and necessary to ac-
complish an SSA function which is re-
quired to be accomplished by statute or 
Executive Order; 

(2) We obtain the information in the 
record, as much as it is practicable, 
from the subject individual if we may 
use the record to determine an individ-
ual’s rights, benefits or privileges 
under Federal programs; 

(3) We inform the individual pro-
viding the record to us of the authority 
for our asking him or her to provide 
the record (including whether pro-
viding the record is mandatory or vol-
untary, the principal purpose for main-
taining the record, the routine uses for 
the record, and what effect his or her 
refusal to provide the record may have 
on him or her). Further, the individual 
agrees to provide the record, if the in-
dividual is not required by statute or 
Executive Order to do so. 

(c) First Amendment rights. We will 
keep no record which describes how an 
individual exercises rights guaranteed 
by the First Amendment unless we are 
expressly authorized: 

(1) By statute, 
(2) By the subject individual, or 
(3) Unless pertinent to and within the 

scope of an authorized law enforcement 
activity. 

(d) Privacy Officer. The Privacy Offi-
cer is an advisor to the Agency on all 
privacy policy and disclosure matters. 
The Privacy Officer coordinates the de-
velopment and implementation of 
Agency privacy policies and related 
legal requirements to ensure Privacy 
Act compliance, and monitors the co-
ordination, collection, maintenance, 
use and disclosure of personal informa-
tion. The Privacy Officer also ensures 
the integration of privacy principles 
into information technology systems 
architecture and technical designs, and 
generally provides to Agency officials 
policy guidance and directives in car-
rying out the privacy and disclosure 
policy. 

(e) Senior Agency Official for Privacy. 
The Senior Agency Official for Privacy 
assumes overall responsibility and ac-
countability for ensuring the agency’s 
implementation of information privacy 
protections as well as agency compli-
ance with federal laws, regulations, 
and policies relating to the privacy of 
information, such as the Privacy Act. 
The compliance efforts also include re-
viewing information privacy proce-
dures to ensure that they are com-
prehensive and up-to-date and, where 
additional or revised procedures may 
be called for, working with the rel-
evant agency offices in the consider-
ation, adoption, and implementation of 
such procedures. The official also en-
sures that agency employees and con-
tractors receive appropriate training 
and education programs regarding the 
information privacy laws, regulations, 
polices and procedures governing the 
agency’s handling of personal informa-
tion. In addition to the compliance 
role, the official has a central policy- 
making role in the agency’s develop-
ment and evaluation of legislative, reg-
ulatory and other policy proposals 
which might implicate information pri-
vacy issues, including those relating to 
the collection, use, sharing, and disclo-
sure of personal information. 

(f) Privacy Impact Assessment. In our 
comprehensive Privacy Impact Assess-
ment (PIA) review process, we incor-
porate the tenets of privacy law, SSA 
privacy regulations, and privacy policy 
directly into the development of cer-
tain Information Technology projects. 
Our review examines the risks and 
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ramifications of collecting, maintain-
ing and disseminating information in 
identifiable form in an electronic infor-
mation system and identifies and eval-
uates protections and alternate proc-
esses to reduce the risk of unauthor-
ized disclosures. As we accomplish the 
PIA review, we ask systems personnel 
and program personnel to resolve ques-
tions on data needs and data protection 
prior to the development of the elec-
tronic system. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20939, Apr. 27, 2007] 

§ 401.35 Your right to request records. 
The Privacy Act gives you the right 

to direct access to most records about 
yourself that are in our systems of 
records. Exceptions to this Privacy Act 
right include— 

(a) Special procedures for access to 
certain medical records (see 5 U.S.C. 
552a(f)(3) and § 401.55); 

(b) Unavailability of certain criminal 
law enforcement records (see 5 U.S.C. 
552a(k), and § 401.85); and 

(c) Unavailability of records com-
piled in reasonable anticipation of a 
court action or formal administrative 
proceeding. 

NOTE TO § 401.35: The Freedom of Informa-
tion Act (see 20 CFR part 402) allows you to 
request information from SSA whether or 
not it is in a system of records. 

§ 401.40 How to get your own records. 
(a) Your right to notification and ac-

cess. Subject to the provisions gov-
erning medical records in § 401.55, you 
may ask for notification of or access to 
any record about yourself that is in an 
SSA system of records. If you are a 
minor, you may get information about 
yourself under the same rules as for an 
adult. Under the Privacy Act, if you 
are the parent or guardian of a minor, 
or the legal guardian of someone who 
has been declared legally incompetent, 
and you are acting on his or her behalf, 
you may ask for information about 
that individual. You may be accom-
panied by another individual of your 
choice when you request access to a 
record in person, provided that you af-
firmatively authorize the presence of 
such other individual during any dis-
cussion of a record to which you are re-
questing access. 

(b) Identifying the records. At the time 
of your request, you must specify 
which systems of records you wish to 
have searched and the records to which 
you wish to have access. You may also 
request copies of all or any such 
records. Also, we may ask you to pro-
vide sufficient particulars to enable us 
to distinguish between records on indi-
viduals with the same name. The nec-
essary particulars are set forth in the 
notices of systems of records which are 
published in the FEDERAL REGISTER. 

(c) Requesting notification or access. To 
request notification of or access to a 
record, you may visit your local social 
security office or write to the manager 
of the SSA system of records. The 
name and address of the manager of 
the system is part of the notice of sys-
tems of records. Every local social se-
curity office keeps a copy of the FED-
ERAL REGISTER containing that notice. 
That office can also help you get access 
to your record. You do not need to use 
any special form to ask for a record 
about you in our files, but your request 
must give enough identifying informa-
tion about the record you want to en-
able us to find your particular record. 
This identifying information should in-
clude the system of records in which 
the record is located and the name and 
social security number (or other identi-
fier) under which the record is filed. We 
do not honor requests for all records, 
all information, or similar blanket re-
quests. Before granting notification of 
or access to a record, we may, if you 
are making your request in person, re-
quire you to put your request in writ-
ing if you have not already done so. 

§ 401.45 Verifying your identity. 

(a) When required. Unless you are 
making a request for notification of or 
access to a record in person, and you 
are personally known to the SSA rep-
resentative, you must verify your iden-
tity in accordance with paragraph (b) 
of this section if: 

(1) You make a request for notifica-
tion of a record and we determine that 
the mere notice of the existence of the 
record would be a clearly unwarranted 
invasion of privacy if disclosed to 
someone other than the subject indi-
vidual; or, 
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(2) You make a request for access to 
a record which is not required to be 
disclosed to the general public under 
the Freedom of Information Act, 5 
U.S.C. 552, and part 402 of this chapter. 

(b) Manner of verifying identity—(1) 
Request in person. If you make a request 
to us in person, you must provide at 
least one piece of tangible identifica-
tion such as a driver’s license, pass-
port, alien or voter registration card, 
or union card to verify your identity. If 
you do not have identification papers 
to verify your identity, you must cer-
tify in writing that you are the indi-
vidual who you claim to be and that 
you understand that the knowing and 
willful request for or acquisition of a 
record pertaining to an individual 
under false pretenses is a criminal of-
fense. 

(2) Request by telephone. If you make 
a request by telephone, you must 
verify your identity by providing iden-
tifying particulars which parallel the 
record to which notification or access 
is being sought. If we determine that 
the particulars provided by telephone 
are insufficient, you will be required to 
submit your request in writing or in 
person. We will not accept telephone 
requests where an individual is re-
questing notification of or access to 
sensitive records such as medical 
records. 

(3) Electronic requests. If you make a 
request by computer or other elec-
tronic means, e.g., over the Internet, 
we require you to verify your identity 
by using identity confirmation proce-
dures that are commensurate with the 
sensitivity of the information that you 
are requesting. If we cannot confirm 
your identity using our identity con-
firmation procedures, we will not proc-
ess the electronic request. When you 
cannot verify your identity through 
our procedures, we will require you to 
submit your request in writing. 

(4) Electronic disclosures. When we col-
lect or provide personally identifiable 
information over open networks such 
as the Internet, we use encryption in 
all of our automated online transaction 
systems to protect the confidentiality 
of the information. When we provide an 
online access option, such as a stand-
ard e-mail comment form on our Web 
site, and encryption is not being used, 

we alert you that personally identifi-
able information (such as your social 
security number) should not be in-
cluded in your message. 

(5) Requests not made in person. Except 
as provided in paragraphs (b)(2) of this 
section, if you do not make a request 
in person, you must submit a written 
request to SSA to verify your identify 
or you must certify in your request 
that you are the individual you claim 
to be. You must also sign a statement 
that you understand that the knowing 
and willful request for or acquisition of 
a record pertaining to an individual 
under false pretenses is a criminal of-
fense. 

(6) Requests on behalf of another. If 
you make a request on behalf of a 
minor or legal incompetent as author-
ized under § 401.40, you must verify 
your relationship to the minor or legal 
incompetent, in addition to verifying 
your own identity, by providing a copy 
of the minor’s birth certificate, a court 
order, or other competent evidence of 
guardianship to SSA; except that you 
are not required to verify your rela-
tionship to the minor or legal incom-
petent when you are not required to 
verify your own identity or when evi-
dence of your relationship to the minor 
or legal incompetent has been pre-
viously given to SSA. 

(7) Medical records—additional 
verification. You need to further verify 
your identity if you are requesting no-
tification of or access to sensitive 
records such as medical records. Any 
information for further verification 
must parallel the information in the 
record to which notification or access 
is being sought. Such further 
verification may include such particu-
lars as the date or place of birth, 
names of parents, name of employer or 
the specific times the individual re-
ceived medical treatment. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20939, Apr. 27, 2007] 

§ 401.50 Granting notification of or ac-
cess to a record. 

(a) General. Subject to the provisions 
governing medical records in § 401.55 
and the provisions governing exempt 
systems in § 401.85, upon receipt of your 
request for notification of or access to 
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a record and verification of your iden-
tity, we will review your request and 
grant notification or access to a 
record, if you are the subject of the 
record. 

(b) Our delay in responding. If we de-
termine that we will have to delay re-
sponding to your request because of the 
number of requests we are processing, a 
breakdown of equipment, shortage of 
personnel, storage of records in other 
locations, etc., we will so inform you 
and tell you when notification or ac-
cess will be granted. 

§ 401.55 Access to medical records. 

(a) General. You have a right to ac-
cess your medical records, including 
any psychological information that we 
maintain. 

(b) Medical records procedures—(1) No-
tification of or access to medical records. 
(i) You may request notification of or 
access to a medical record pertaining 
to you. Unless you are a parent or 
guardian requesting notification of or 
access to a minor’s medical record, you 
must make a request for a medical 
record in accordance with this section 
and the procedures in §§ 401.45 through 
401.50 of this part. 

(ii) When you request medical infor-
mation about yourself, you must also 
name a representative in writing. The 
representative may be a physician, 
other health professional, or other re-
sponsible individual who will be willing 
to review the record and inform you of 
its contents. Following the discussion, 
you are entitled to your records. The 
representative does not have the dis-
cretion to withhold any part of your 
record. If you do not designate a rep-
resentative, we may decline to release 
the requested information. In some 
cases, it may be possible to release 
medical information directly to you 
rather than to your representative. 

(2) Utilization of the designated rep-
resentative. You will be granted direct 
access to your medical record if we can 
determine that direct access is not 
likely to have an adverse effect on you. 
If we believe that we are not qualified 
to determine, or if we do determine, 
that direct access to you is likely to 
have an adverse effect, the record will 
be sent to the designated representa-

tive. We will inform you in writing 
that the record has been sent. 

(c) Medical records of minors—(1) Re-
quest by the minor. You may request ac-
cess to your own medical records in ac-
cordance with paragraph (b) of this sec-
tion. 

(2) Requests on a minor’s behalf; notifi-
cation of or access to medical records to 
an individual on a minor’s behalf. (i) To 
protect the privacy of a minor, we will 
not give to a parent or guardian direct 
notification of or access to a minor’s 
record, even though the parent or 
guardian who requests such notifica-
tion or access is authorized to act on a 
minor’s behalf as provided in § 401.75 of 
this part. 

(ii) A parent or guardian must make 
all requests for notification of or ac-
cess to a minor’s medical record in ac-
cordance with this paragraph and the 
procedures in §§ 401.45 through 401.50 of 
this part. A parent or guardian must at 
the time he or she makes a request des-
ignate a family physician or other 
health professional (other than a fam-
ily member) to whom the record, if 
any, will be sent. If the parent or 
guardian will not designate a rep-
resentative, we will decline to release 
the requested information. 

(iii) Where a medical record on the 
minor exists, we will in all cases send 
it to the physician or health profes-
sional designated by the parent or 
guardian. The representative will re-
view the record, discuss its contents 
with the parent or legal guardian, then 
release the entire record to the parent 
or legal guardian. The representative 
does not have the discretion to with-
hold any part of the minor’s record. We 
will respond in the following similar 
manner to the parent or guardian mak-
ing the request: ‘‘We have completed 
processing your request for notifica-
tion of or access to _____’s (Name of 
minor) medical records. Please be in-
formed that if any medical record was 
found pertaining to that individual, it 
has been sent to your designated physi-
cian or health professional.’’ 

(iv) In each case where we send a mi-
nor’s medical record to a physician or 
health professional, we will make rea-
sonable efforts to inform the minor 
that we have given the record to the 
representative. 
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(3) Requests on behalf of an incapaci-
tated adult. If you are the legal guard-
ian of an adult who has been declared 
legally incompetent, you may receive 
his or her records directly. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20939, Apr. 27, 2007] 

§ 401.60 Access to or notification of 
program records about more than 
one individual. 

When information about more than 
one individual is in one record filed 
under your social security number, you 
may receive the information about you 
and the fact of entitlement and the 
amount of benefits payable to other 
persons based on your record. You may 
receive information about yourself or 
others, which is filed under someone 
else’s social security number, if that 
information affects your entitlement 
to social security benefits or the 
amount of those benefits. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20940, Apr. 27, 2007] 

§ 401.65 How to correct your record. 
(a) How to request a correction. This 

section applies to all records kept by 
SSA (as described in § 401.5) except for 
records of earnings. (20 CFR 422.125 de-
scribes how to request correction of 
your earnings record.) You may re-
quest that your record be corrected or 
amended if you believe that the record 
is not accurate, timely, complete, rel-
evant, or necessary to the administra-
tion of a social security program. To 
amend or correct your record, you 
should write to the manager identified 
in the notice of systems of records 
which is published in the FEDERAL REG-
ISTER (see § 401.40(c) on how to locate 
this information). The staff at any so-
cial security office can help you pre-
pare the request. You should submit 
any available evidence to support your 
request. Your request should indicate— 

(1) The system of records from which 
the record is retrieved; 

(2) The particular record which you 
want to correct or amend; 

(3) Whether you want to add, delete 
or substitute information in the 
record; and 

(4) Your reasons for believing that 
your record should be corrected or 
amended. 

(b) What we will not change. You can-
not use the correction process to alter, 
delete, or amend information which is 
part of a determination of fact or 
which is evidence received in the 
record of a claim in the administrative 
appeal process. Disagreements with 
these determinations are to be resolved 
through the SSA appeal process. (See 
subparts I and J of part 404, and sub-
part N of part 416, of this chapter.) For 
example, you cannot use the correction 
process to alter or delete a document 
showing a birth date used in deciding 
your social security claim. However, 
you may submit a statement on why 
you think certain information should 
be altered, deleted, or amended, and we 
will make this statement part of your 
file. 

(c) Acknowledgment of correction re-
quest. We will acknowledge receipt of a 
correction request within 10 working 
days, unless we can review and process 
the request and give an initial deter-
mination of denial or compliance be-
fore that time. 

(d) Notice of error. If the record is 
wrong, we will correct it promptly. If 
wrong information was disclosed from 
the record, we will tell all those of 
whom we are aware received that infor-
mation that it was wrong and will give 
them the correct information. This will 
not be necessary if the change is not 
due to an error, e.g., a change of name 
or address. 

(e) Record found to be correct. If the 
record is correct, we will inform you in 
writing of the reason why we refuse to 
amend your record and we will also in-
form you of your right to seek a review 
of the refusal and the name and address 
of the official to whom you should send 
your request for review. 

(f) Record of another government agen-
cy. If you request us to correct or 
amend a record governed by the regula-
tion of another government agency, 
e.g., Office of Personnel Management, 
Federal Bureau of Investigation, we 
will forward your request to such gov-
ernment agency for processing and we 
will inform you in writing of the refer-
ral. 
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§ 401.70 Appeals of refusals to correct 
records or refusals to allow access 
to records. 

(a) General. This section describes 
how to appeal decisions we make under 
the Privacy Act concerning your re-
quest for correction of or access to 
your records, those of your minor 
child, or those of a person for whom 
you are the legal guardian. This sec-
tion describes how to appeal decisions 
made by SSA under the Privacy Act 
concerning your request for correction 
of or access to your records, those of 
your minor child, or those of a person 
for whom you are the legal guardian. 
We generally handle a denial of your 
request for information about another 
person under the provisions of the 
Freedom of Information Act (see part 
402 of this chapter). To appeal a deci-
sion under this section, your request 
must be in writing. 

(b) Appeal of refusal to correct or 
amend records. If we deny your request 
to correct an SSA record, you may re-
quest a review of that decision. As dis-
cussed in § 401.65(e), our letter denying 
your request will tell you to whom to 
write. 

(1) We will review your request with-
in 30 working days from the date of the 
receipt. However, for a good reason and 
with the approval of the Executive Di-
rector for the Office of Privacy and 
Disclosure, we may extend this time 
limit up to an additional 30 days. In 
that case, we will notify you about the 
delay, the reason for it and the date 
when the review is expected to be com-
pleted. 

(2) If, after review, we determine that 
the record should be corrected, we will 
do so. However, if we refuse to amend 
the record as you requested, we will in-
form you that— 

(i) Your request has been refused and 
the reason for the refusal; 

(ii) The refusal is our final decision; 
and 

(iii) You have a right to seek court 
review of our final decision. 

(3) We will also inform you that you 
have a right to file a statement of dis-
agreement with the decision. Your 
statement should include the reason 
you disagree. We will make your state-
ment available to anyone to whom the 
record is subsequently disclosed, to-

gether with a statement of our reasons 
for refusing to amend the record. Also, 
we will provide a copy of your state-
ment to individuals whom we are 
aware received the record previously. 

(c) Appeals after denial of access. If, 
under the Privacy Act, we deny your 
request for access to your own record, 
those of your minor child or those of a 
person to whom you are the legal 
guardian, we will advise you in writing 
of the reason for that denial, the name 
and title or position of the person re-
sponsible for the decision and your 
right to appeal that decision. You may 
appeal the denial decision to the Office 
of the General Counsel, Office of Pri-
vacy and Disclosure, Social Security 
Administration, Attn: Executive Direc-
tor, 6401 Security Boulevard, Balti-
more, MD 21235, within 30 days after 
you receive notice denying all or part 
of your request, or, if later, within 30 
days after you receive materials sent 
to you in partial compliance with your 
request. 

(d) Filing your appeal. If you file an 
appeal, the Executive Director or his or 
her designee will review your request 
and any supporting information sub-
mitted and then send you a notice ex-
plaining the decision on your appeal. 
The time limit for making our decision 
after we receive your appeal is 30 work-
ing days. The Executive Director or his 
or her designee may extend this time 
limit up to 30 additional working days 
if one of the circumstances in 20 CFR 
402.140 is met. We will notify you in 
writing of any extension, the reason for 
the extension and the date by which we 
will decide your appeal. The notice of 
the decision on your appeal will ex-
plain your right to have the matter re-
viewed in a Federal district court if 
you disagree with all or part of our de-
cision. 

[72 FR 20940, Apr. 27, 2007, as amended at 88 
FR 1329, Jan. 10, 2023] 

§ 401.75 Rights of parents or legal 
guardians. 

For purposes of this part, a parent or 
guardian of any minor or the legal 
guardian of any individual who has 
been declared incompetent due to phys-
ical or mental incapacity or age by a 
court of competent jurisdiction is au-
thorized to act on behalf of a minor or 
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incompetent individual. Except as pro-
vided in § 401.45, governing procedures 
for verifying an individual’s identity, 
and § 401.55(c) governing special proce-
dures for notification of or access to a 
minor’s medical records, if you are au-
thorized to act on behalf of a minor or 
legal incompetent, you will be viewed 
as if you were the individual or subject 
individual. 

§ 401.80 Accounting for disclosures. 
(a) We will maintain an accounting of 

all disclosures of a record for five years 
or for the life of the record, whichever 
is longer; except that, we will not make 
accounting for: 

(1) Disclosures under paragraphs (a) 
and (b) of § 401.110; and, 

(2) Disclosures of your record made 
with your written consent. 

(b) The accounting will include: 
(1) The date, nature, and purpose of 

each disclosure; and 
(2) The name and address of the per-

son or entity to whom the disclosure is 
made. 

(c) You may request access to an ac-
counting of disclosures of your record. 
You must request access to an account-
ing in accordance with the procedures 
in § 401.40. You will be granted access to 
an accounting of the disclosures of 
your record in accordance with the pro-
cedures of this part which govern ac-
cess to the related record. We may, at 
our discretion, grant access to an ac-
counting of a disclosure of a record 
made under paragraph (g) of § 401.110. 

§ 401.85 Exempt systems. 
(a) General policy. The Privacy Act 

permits certain types of specific sys-
tems of records to be exempt from 
some of its requirements. Our policy is 
to exercise authority to exempt sys-
tems of records only in compelling 
cases. 

(b) Specific systems of records exempted. 
(1) Those systems of records listed in 
paragraph (b)(2) of this section are ex-
empt from the following provisions of 
the Act and this part: 

(i) 5 U.S.C. 552a(c)(3) and paragraph 
(c) of § 401.80 of this part which require 
that you be granted access to an ac-
counting of disclosures of your record. 

(ii) 5 U.S.C. 552a (d) (1) through (4) 
and (f) and §§ 401.35 through 401.75 relat-

ing to notification of or access to 
records and correction or amendment 
of records. 

(iii) 5 U.S.C. 552a(e)(4) (G) and (H) 
which require that we include informa-
tion about SSA procedures for notifica-
tion, access, and correction or amend-
ment of records in the notice for the 
systems of records. 

(iv) 5 U.S.C. 552a(e)(3) and § 401.30 
which require that if we ask you to 
provide a record to us, we must inform 
you of the authority for our asking you 
to provide the record (including wheth-
er providing the record is mandatory or 
voluntary, the principal purposes for 
maintaining the record, the routine 
uses for the record, and what effect 
your refusal to provide the record may 
have on you), and if you are not re-
quired by statute or Executive Order to 
provide the record, that you agree to 
provide the record. This exemption ap-
plies only to an investigatory record 
compiled by SSA for criminal law en-
forcement purposes in a system of 
records exempt under subsection (j)(2) 
of the Privacy Act to the extent that 
these requirements would prejudice the 
conduct of the investigation. 

(2) The following systems of records 
are exempt from those provisions of 
the Privacy Act and this part listed in 
paragraph (b)(1) of this section: 

(i) Pursuant to subsection (j)(2) of the 
Privacy Act, the Investigatory Mate-
rial Compiled for Law Enforcement 
Purposes System, SSA. 

(ii) Pursuant to subsection (k)(2) of 
the Privacy Act: 

(A) The General Criminal Investiga-
tion Files, SSA; 

(B) The Criminal Investigations File, 
SSA; and, 

(C) The Program Integrity Case 
Files, SSA. 

(D) Civil and Administrative Inves-
tigative Files of the Inspector General, 
SSA/OIG. 

(E) Complaint Files and Log. SSA/ 
OGC. 

(F) Anti-Harassment & Hostile Work 
Environment Case Tracking and 
Records System, SSA. 

(G) Social Security Administration 
Violence Evaluation and Reporting 
System, SSA. 

(H) Anti-Fraud System, SSA. 
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(iii) Pursuant to subsection (k)(5) of 
the Privacy Act: 

(A) Security and Suitability Files. 
(B) [Reserved] 
(iv) Pursuant to subsection (k)(6) of 

the Privacy Act, the Personnel Re-
search and Merit Promotion Test 
Records, SSA/DCHR/OPE. 

(c) Notification of or access to records in 
exempt systems of records. (1) Where a 
system of records is exempt as provided 
in paragraph (b) of this section, you 
may nonetheless request notification 
of or access to a record in that system. 
You should make requests for notifica-
tion of or access to a record in an ex-
empt system of records in accordance 
with the procedures of §§ 401.35 through 
401.55. 

(2) We will grant you notification of 
or access to a record in an exempt sys-
tem but only to the extent such notifi-
cation or access would not reveal the 
identity of a source who furnished the 
record to us under an express promise, 
and prior to September 27, 1975, an im-
plied promise, that his or her identity 
would be held in confidence, if: 

(i) The record is in a system of 
records which is exempt under sub-
section (k)(2) of the Privacy Act and 
you have been, as a result of the main-
tenance of the record, denied a right, 
privilege, or benefit to which you 
would otherwise be eligible; or, 

(ii) The record is in a system of 
records which is exempt under sub-
section (k)(5) of the Privacy Act. 

(3) If we do not grant you notifica-
tion of or access to a record in a sys-
tem of records exempt under sub-
sections (k) (2) and (5) of the Privacy 
Act in accordance with this paragraph, 
we will inform you that the identity of 
a confidential source would be revealed 
if we granted you notification of or ac-
cess to the record. 

(d) Discretionary actions by SSA. Un-
less disclosure of a record to the gen-
eral public is otherwise prohibited by 
law, we may at our discretion grant no-
tification of or access to a record in a 
system of records which is exempt 
under paragraph (b) of this section. 
Discretionary notification of or access 
to a record in accordance with this 
paragraph will not be a precedent for 
discretionary notification of or access 
to a similar or related record and will 

not obligate us to exercise discretion 
to grant notification of or access to 
any other record in a system of records 
which is exempt under paragraph (b) of 
this section. 

[62 FR 4143, Jan. 29, 1997, as amended at 82 
FR 16510, Apr. 5, 2017; 83 FR 63416, Dec. 10, 
2018; 84 FR 45901, Sept. 3, 2019; 87 FR 25141, 
Apr. 28, 2022] 

§ 401.90 Contractors. 
(a) All contracts which require a con-

tractor to maintain, or on behalf of 
SSA to maintain, a system of records 
to accomplish an SSA function must 
contain a provision requiring the con-
tractor to comply with the Privacy Act 
and this part. 

(b) A contractor and any employee of 
such contractor will be considered em-
ployees of SSA only for the purposes of 
the criminal penalties of the Privacy 
Act, 5 U.S.C. 552a(i), and the employee 
standards of conduct (see appendix A of 
this part) where the contract contains 
a provision requiring the contractor to 
comply with the Privacy Act and this 
part. 

(c) This section does not apply to sys-
tems of records maintained by a con-
tractor as a result of his management 
discretion, e.g., the contractor’s per-
sonnel records. 

§ 401.95 Fees. 
(a) Policy. Where applicable, we will 

charge fees for copying records in ac-
cordance with the schedule set forth in 
this section. We may only charge fees 
where you request that a copy be made 
of the record to which you are granted 
access. We will not charge a fee for 
searching a system of records, whether 
the search is manual, mechanical, or 
electronic. Where we must copy the 
record in order to provide access to the 
record (e.g., computer printout where 
no screen reading is available), we will 
provide the copy to you without cost. 
Where we make a medical record avail-
able to a representative designated by 
you or to a physician or health profes-
sional designated by a parent or guard-
ian under § 401.55 of this part, we will 
not charge a fee. 

(b) Fee schedule. Our Privacy Act fee 
schedule is as follows: 

(1) Copying of records susceptible to 
photocopying—$.10 per page. 
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(2) Copying records not susceptible to 
photocopying (e.g., punch cards or 
magnetic tapes)—at actual cost to be 
determined on a case-by-case basis. 

(3) We will not charge if the total 
amount of copying does not exceed $25. 

(c) Other fees. We also follow §§ 402.155 
through 402.165 of this chapter to deter-
mine the amount of fees, if any, we will 
charge for providing information under 
the FOIA and Privacy Act. 

Subpart C—Disclosure of Official 
Records and Information 

§ 401.100 Disclosure of records with 
the written consent of the subject 
of the record. 

(a) General. Except as permitted by 
the Privacy Act and the regulations in 
this part, or when required by the 
FOIA, we will not disclose your records 
without your written consent. 

(b) Disclosure with written consent. 
The written consent must clearly 
specify to whom the information may 
be disclosed, the information you want 
us to disclose (e.g., social security 
number, date and place of birth, 
monthly Social Security benefit 
amount, date of entitlement), and, 
where applicable, during which time-
frame the information may be dis-
closed (e.g., during the school year, 
while the subject individual is out of 
the country, whenever the subject indi-
vidual is receiving specific services). 

(c) Disclosure of the entire record. We 
will not disclose your entire record. 
For example, we will not honor a blan-
ket consent for all information in a 
system of records or any other record 
consisting of a variety of data ele-
ments. We will disclose only the infor-
mation you specify in the consent. We 
will verify your identity and where ap-
plicable (e.g., where you consent to dis-
closure of a record to a specific indi-
vidual), the identity of the individual 
to whom the record is to be disclosed. 

(d) A parent or guardian of a minor is 
not authorized to give written consent 
to a disclosure of a minor’s medical 
record. See § 401.55(c)(2) for the proce-
dures for disclosure of or access to 
medical records of minors. 

[72 FR 20940, Apr. 27, 2007] 

§ 401.105 Disclosure of personal infor-
mation without the consent of the 
subject of the record. 

(a) SSA maintains two categories of 
records which contain personal infor-
mation: 

(1) Nonprogram records, primarily 
administrative and personnel records 
which contain information about SSA’s 
activities as a government agency and 
employer, and 

(2) Program records which contain 
information about SSA’s clients that it 
keeps to administer benefit programs 
under Federal law. 

(b) We apply different levels of con-
fidentiality to disclosures of informa-
tion in the categories in paragraphs (a) 
(1) and (2) of this section. For adminis-
trative and personnel records, the Pri-
vacy Act applies. To the extent that 
SSA has physical custody of personnel 
records maintained as part of the Of-
fice of Personnel Management’s (OPM) 
Privacy Act government-wide systems 
of records, these records are subject to 
OPM’s rules on access and disclosure at 
5 CFR parts 293 and 297. For program 
records, we apply somewhat more 
strict confidentiality standards than 
those found in the Privacy Act. The 
reason for this difference in treatment 
is that our program records include in-
formation about a much greater num-
ber of persons than our administrative 
records, the information we must col-
lect for program purposes is often very 
sensitive, and claimants are required 
by statute and regulation to provide us 
with the information in order to estab-
lish entitlement for benefits. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20940, Apr. 27, 2007] 

§ 401.110 Disclosure of personal infor-
mation in nonprogram records 
without the consent of the subject 
of the record. 

The disclosures listed in this section 
may be made from our nonprogram 
records, e.g., administrative and per-
sonnel records, without your consent. 
Such disclosures are those: 

(a) To officers and employees of SSA 
who have a need for the record in the 
performance of their duties. The SSA 
official who is responsible for the 
record may upon request of any officer 
or employee, or on his own initiative, 
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determine what constitutes legitimate 
need. 

(b) Required to be disclosed under the 
Freedom of Information Act, 5 U.S.C. 
552, and 20 CFR part 402. 

(c) For a routine use as defined in 
§ 401.25 of this part. Routine uses will 
be listed in any notice of a system of 
records. SSA publishes notices of sys-
tems of records, including all pertinent 
routine uses, in the FEDERAL REGISTER. 

(d) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to the provisions of Title 13 
U.S.C. 

(e) To a recipient who has provided 
us with advance written assurance that 
the record will be used solely as a sta-
tistical research or reporting record; 
Provided, that, the record is transferred 
in a form that does not identify the 
subject individual. 

(f) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the United States Government, or for 
evaluation by the Administrator of 
General Services or his designee to de-
termine whether the record has such 
value. 

(g) To another government agency or 
to an instrumentality of any govern-
mental jurisdiction within or under the 
control of the United States for a civil 
or criminal law enforcement activity if 
the activity is authorized by law, and if 
the head of such government agency or 
instrumentality has submitted a writ-
ten request to us, specifying the record 
desired and the law enforcement activ-
ity for which the record is sought. 

(h) To an individual pursuant to a 
showing of compelling circumstances 
affecting the health or safety of any in-
dividual if a notice of the disclosure is 
transmitted to the last known address 
of the subject individual. 

(i) To either House of Congress, or to 
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of 
any such joint committee. 

(j) To the Comptroller General, or 
any of his authorized representatives, 
in the course of the performance of du-

ties of the Government Accountability 
Office. 

(k) Pursuant to the order of a court 
of competent jurisdiction. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20940, Apr. 27, 2007] 

§ 401.115 Disclosure of personal infor-
mation in program records without 
the consent of the subject of the 
record. 

This section describes how various 
laws control the disclosure of personal 
information that we keep. We disclose 
information in the program records 
only when a legitimate need exists. For 
example, we disclose information to of-
ficers and employees of SSA who have 
a need for the record in the perform-
ance of their duties. We also must con-
sider the laws identified below in the 
respective order when we disclose pro-
gram information: 

(a) Some laws require us to disclose 
information (§ 401.120); some laws re-
quire us to withhold information 
(§ 401.125). These laws control whenever 
they apply. 

(b) If no law of this type applies in a 
given case, then we must look to FOIA 
principles. See § 401.130. 

(c) When FOIA principles do not re-
quire disclosure, we may disclose infor-
mation if both the Privacy Act and sec-
tion 1106 of the Social Security Act 
permit the disclosure. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20940, Apr. 27, 2007] 

§ 401.120 Disclosures required by law. 
We disclose information when a law 

specifically requires it. The Social Se-
curity Act requires us to disclose infor-
mation for certain program purposes. 
These include disclosures to the SSA 
Office of Inspector General, the Federal 
Parent Locator Service, and to States 
pursuant to an arrangement regarding 
use of the Blood Donor Locator Serv-
ice. Also, there are other laws which 
require that we furnish other agencies 
information which they need for their 
programs. These agencies include the 
Department of Veterans Affairs for its 
benefit programs, U.S. Citizenship and 
Immigration Services to carry out its 
duties regarding aliens, the Railroad 
Retirement Board for its benefit pro-
grams, and to Federal, State and local 
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agencies administering Temporary As-
sistance for Needy Families, Medicaid, 
unemployment compensation, food 
stamps, and other programs. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20941, Apr. 27, 2007] 

§ 401.125 Disclosures prohibited by 
law. 

We do not disclose information when 
a law specifically prohibits it. The In-
ternal Revenue Code generally pro-
hibits us from disclosing tax return in-
formation which we receive to main-
tain individual earnings records. This 
includes, for example, amounts of 
wages and contributions from employ-
ers. Other laws restrict our disclosure 
of certain information about drug and 
alcohol abuse which we collect to de-
termine eligibility for social security 
benefits. 

§ 401.130 Freedom of Information Act. 
The FOIA requires us to disclose any 

information in our records upon re-
quest from the public, unless one of 
several exemptions in the FOIA ap-
plies. When the FOIA requires disclo-
sure (see part 402 of this chapter), the 
Privacy Act permits it. The public does 
not include Federal agencies, courts, or 
the Congress, but does include State 
agencies, individuals, corporations, and 
most other parties. The FOIA does not 
apply to requests that are not from the 
public (e.g., from a Federal agency). 
However, we apply FOIA principles to 
requests from these other sources for 
disclosure of program information. 

§ 401.135 Other laws. 
When the FOIA does not apply, we 

may not disclose any personal informa-
tion unless both the Privacy Act and 
section 1106 of the Social Security Act 
permit the disclosure. Section 1106 of 
the Social Security Act requires that 
disclosures which may be made must 
be set out in statute or regulations; 
therefore, any disclosure permitted by 
this part is permitted by section 1106. 

§ 401.140 General principles. 
When no law specifically requiring or 

prohibiting disclosure applies to a 
question of whether to disclose infor-
mation, we follow FOIA principles to 
resolve that question. We do this to in-

sure uniform treatment in all situa-
tions. The FOIA principle which most 
often applies to SSA disclosure ques-
tions is whether the disclosure would 
result in a ‘‘clearly unwarranted inva-
sion of personal privacy.’’ To decide 
whether a disclosure would be a clearly 
unwarranted invasion of personal pri-
vacy we consider— 

(a) The sensitivity of the information 
(e.g., whether individuals would suffer 
harm or embarrassment as a result of 
the disclosure); 

(b) The public interest in the disclo-
sure; 

(c) The rights and expectations of in-
dividuals to have their personal infor-
mation kept confidential; 

(d) The public’s interest in maintain-
ing general standards of confidentiality 
of personal information; and 

(e) The existence of safeguards 
against unauthorized redisclosure or 
use. 

§ 401.145 Safeguards against unauthor-
ized redisclosure or use. 

(a) The FOIA does not authorize us to 
impose any restrictions on how infor-
mation is used after we disclose it 
under that law. In applying FOIA prin-
ciples, we consider whether the infor-
mation will be adequately safeguarded 
against improper use or redisclosure. 
We must consider all the ways in which 
the recipient might use the informa-
tion and how likely the recipient is to 
redisclose the information to other 
parties. Thus, before we disclose per-
sonal information we may consider 
such factors as— 

(1) Whether only those individuals 
who have a need to know the informa-
tion will obtain it; 

(2) Whether appropriate measures to 
safeguard the information to avoid un-
warranted use or misuse will be taken; 
and 

(3) Whether we would be permitted to 
conduct on-site inspections to see 
whether the safeguards are being met. 

(b) We feel that there is a strong pub-
lic interest in sharing information with 
other agencies with programs having 
the same or similar purposes, so we 
generally share information with those 
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agencies. However, since there is usu-
ally little or no public interest in dis-
closing information for disputes be-
tween two private parties or for other 
private or commercial purposes, we 
generally do not share information for 
these purposes. 

§ 401.150 Compatible purposes. 

(a) General. The Privacy Act allows 
us to disclose information maintained 
in a system of records without your 
consent to any other party if such dis-
closure is pursuant to a routine use 
published in the system’s notice of sys-
tem of records. A ‘‘Routine use’’ must 
be compatible with the purpose for 
which SSA collected the information. 

(b) Notice of routine use disclosures. A 
list of permissible routine use disclo-
sures is included in every system of 
records notice published in the FED-
ERAL REGISTER. 

(c) Determining compatibility—(1) Dis-
closure to carry out SSA programs. We 
disclose information for published rou-
tine uses necessary to carry out SSA’s 
programs. 

(2) Disclosure to carry out programs 
similar to SSA programs. We may dis-
close information for the administra-
tion of other government programs. 
These disclosures are pursuant to pub-
lished routine uses where the use is 
compatible with the purpose for which 
the information was collected. These 
programs generally meet the following 
conditions: 

(i) The program is clearly identifi-
able as a Federal, State, or local gov-
ernment program. 

(ii) The information requested con-
cerns eligibility, benefit amounts, or 
other matters of benefit status in a So-
cial Security program and is relevant 
to determining the same matters in the 
other program. For example, we dis-
close information to the Railroad Re-
tirement Board for pension and unem-
ployment compensation programs, to 
the Department of Veterans Affairs for 
its benefit programs, to worker’s com-
pensation programs, to State general 
assistance programs and to other in-
come maintenance programs at all lev-
els of government. We also disclose for 
health maintenance programs like 
Medicaid and Medicare. 

(iii) The information will be used for 
appropriate epidemiological or similar 
research purposes. 

[72 FR 20941, Apr. 27, 2007] 

§ 401.155 Law enforcement purposes. 

(a) General. The Privacy Act allows 
us to disclose information for law en-
forcement purposes under certain con-
ditions. Much of the information in our 
files is especially sensitive or very per-
sonal. Furthermore, participation in 
social security programs is mandatory, 
so people cannot limit what informa-
tion is given to us. Therefore, we gen-
erally disclose information for law en-
forcement purposes only in limited sit-
uations. The Privacy Act allows us to 
disclose information if the head of the 
law enforcement agency makes a writ-
ten request giving enough information 
to show that the conditions in para-
graphs (b) or (c) of this section are met, 
what information is needed, and why it 
is needed. Paragraphs (b) and (c) of this 
section discuss the disclosures we gen-
erally make for these purposes. 

(b) Serious crimes. SSA may disclose 
information for criminal law enforce-
ment purposes where a violent crime 
such as murder or kidnapping has been 
committed and the individual about 
whom the information is being sought 
has been indicted or convicted of that 
crime. 

(c) Criminal activity involving the social 
security program or another program with 
the same purposes. We disclose informa-
tion when necessary to investigate or 
prosecute fraud or other criminal ac-
tivity involving the social security pro-
gram. We may also disclose informa-
tion for investigation or prosecution of 
criminal activity in other income- 
maintenance or health-maintenance 
programs (e.g., other governmental 
pension programs, unemployment com-
pensation, general assistance, Medicare 
or Medicaid) if the information con-
cerns eligibility, benefit amounts, or 
other matters of benefit status in a so-
cial security program and is relevant 
to determining the same matters in the 
other program. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20941, Apr. 27, 2007] 
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§ 401.160 Health or safety. 
The Privacy Act allows us to disclose 

information in compelling cir-
cumstances where an individual’s 
health or safety is affected. For exam-
ple, if we learn that someone has been 
exposed to an excessive amount of radi-
ation, we may notify that person and 
appropriate health officials. If we learn 
that someone has made a threat 
against someone else, we may notify 
that other person and law enforcement 
officials. When we make these disclo-
sures, the Privacy Act requires us to 
send a notice of the disclosure to the 
last known address of the person whose 
record was disclosed. 

§ 401.165 Statistical and research ac-
tivities. 

(a) General. Statistical and research 
activities often do not require informa-
tion in a format that identifies specific 
individuals. Therefore, whenever pos-
sible, we release information for statis-
tical or research purposes only in the 
form of aggregates or individual data 
that cannot be associated with a par-
ticular individual. The Privacy Act al-
lows us to release records if there are 
safeguards that the record will be used 
solely as a statistical or research 
record and the individual cannot be 
identified from any information in the 
record. 

(b) Safeguards for disclosure with iden-
tifiers. The Privacy Act also allows us 
to disclose data for statistical and re-
search purposes in a form allowing in-
dividual identification, pursuant to 
published routine use, when the pur-
pose is compatible with the purpose for 
which the record was collected. We will 
disclose personally identifiable infor-
mation for statistical and research pur-
poses if— 

(1) We determine that the requestor 
needs the information in an identifi-
able form for a statistical or research 
activity, will use the information only 
for that purpose, and will protect indi-
viduals from unreasonable and un-
wanted contacts; 

(2) The activity is designed to in-
crease knowledge about present or al-
ternative Social Security programs or 
other Federal or State income-mainte-
nance or health-maintenance pro-
grams; or is used for research that is of 

importance to the Social Security pro-
gram or the Social Security bene-
ficiaries; or an epidemiological re-
search project that relates to the So-
cial Security program or beneficiaries; 
and 

(3) The recipient will keep the infor-
mation as a system of statistical 
records, will follow appropriate safe-
guards, and agrees to our on-site in-
spection of those safeguards so we can 
be sure the information is used or re-
disclosed only for statistical or re-
search purposes. No redisclosure of the 
information may be made without 
SSA’s approval. 

(c) Statistical record. A statistical 
record is a record in a system of 
records which is maintained only for 
statistical and research purposes, and 
which is not used to make any deter-
mination about an individual. We 
maintain and use statistical records 
only for statistical and research pur-
poses. We may disclose a statistical 
record if the conditions in paragraph 
(b) of this section are met. 

(d) Compiling of records. Where a re-
quest for information for statistical 
and research purposes would require us 
to compile records, and doing that 
would be administratively burdensome 
to ongoing SSA operations, we may de-
cline to furnish the information. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 20941, Apr. 27, 2007] 

§ 401.170 Congress. 

(a) We disclose information to either 
House of Congress. We also disclose in-
formation to any committee or sub-
committee of either House, or to any 
joint committee of Congress or sub-
committee of that committee, if the 
information is on a matter within the 
committee’s or subcommittee’s juris-
diction. 

(b) We disclose to any member of 
Congress the information needed to re-
spond to constituents’ requests for in-
formation about themselves (including 
requests from parents of minors, or 
legal guardians). However, these disclo-
sures are subject to the restrictions in 
§§ 401.35 through 401.60. 
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§ 401.175 Government Accountability 
Office. 

We disclose information to the Gov-
ernment Accountability Office when 
that agency needs the information to 
carry out its duties. 

[72 FR 20941, Apr. 27, 2007] 

§ 401.180 Disclosure under court order 
or other legal process. 

(a) General. The Privacy Act permits 
us to disclose information when we are 
ordered to do so by a court of com-
petent jurisdiction. When information 
is used in a court proceeding, it usually 
becomes part of the public record of 
the proceeding and its confidentiality 
often cannot be protected in that 
record. Much of the information that 
we collect and maintain in our records 
on individuals is especially sensitive. 
Therefore, we follow the rules in para-
graph (d) of this section in deciding 
whether we may disclose information 
in response to an order from a court of 
competent jurisdiction. When we dis-
close pursuant to an order from a court 
of competent jurisdiction, and the 
order is a matter of public record, the 
Privacy Act requires us to send a no-
tice of the disclosure to the last known 
address of the person whose record was 
disclosed. 

(b) Court. For purposes of this sec-
tion, a court is an institution of the ju-
dicial branch of the U.S. Federal gov-
ernment consisting of one or more 
judges who seek to adjudicate disputes 
and administer justice. (See 404.2(c)(6) 
of this chapter). Entities not in the ju-
dicial branch of the Federal govern-
ment are not courts for purposes of 
this section. 

(c) Court order. For purposes of this 
section, a court order is any legal proc-
ess which satisfies all of the following 
conditions: 

(1) It is issued under the authority of 
a Federal court; 

(2) A judge or a magistrate judge of 
that court signs it; 

(3) It commands SSA to disclose in-
formation; and 

(4) The court is a court of competent 
jurisdiction. 

(d) Court of competent jurisdiction. It is 
the view of SSA that under the Privacy 
Act the Federal Government has not 

waived sovereign immunity, which pre-
cludes state court jurisdiction over a 
Federal agency or official. Therefore, 
SSA will not honor state court orders 
as a basis for disclosure. State court 
orders will be treated in accordance 
with the other provisions of this part. 

(e) Conditions for disclosure under a 
court order of competent jurisdiction. We 
disclose information in compliance 
with an order of a court of competent 
jurisdiction if— 

(1) another section of this part spe-
cifically allows such disclosure, or 

(2) SSA, the Commissioner of Social 
Security, or any officer or employee of 
SSA in his or her official capacity is 
properly a party in the proceeding, or 

(3) disclosure of the information is 
necessary to ensure that an individual 
who is accused of criminal activity re-
ceives due process of law in a criminal 
proceeding under the jurisdiction of 
the judicial branch of the Federal gov-
ernment. 

(f) In other circumstances. We may dis-
close information to a court of com-
petent jurisdiction in circumstances 
other than those stated in paragraph 
(e) of this section. We will make our 
decision regarding disclosure by bal-
ancing the needs of a court while pre-
serving the confidentiality of informa-
tion. For example, we may disclose in-
formation under a court order that re-
stricts the use and redisclosure of the 
information by the participants in the 
proceeding; we may offer the informa-
tion for inspection by the court in cam-
era and under seal; or we may arrange 
for the court to exclude information 
identifying individuals from that por-
tion of the record of the proceedings 
that is available to the public. We will 
make these determinations in accord-
ance with § 401.140. 

(g) Other regulations on request for tes-
timony, subpoenas and production of 
records in legal proceedings. See 20 CFR 
part 403 of this chapter for additional 
rules covering disclosure of informa-
tion and records governed by this part 
and requested in connection with legal 
proceedings. 

[72 FR 20941, Apr. 27, 2007] 
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§ 401.185 Other specific recipients. 
In addition to disclosures we make 

under the routine use provision, we 
also release information to— 

(a) The Bureau of the Census for pur-
poses of planning or carrying out a cen-
sus, survey, or related activity; and 

(b) The National Archives of the 
United States if the record has suffi-
cient historical or other value to war-
rant its continued preservation by the 
United States Government. We also 
disclose a record to the Administrator 
of General Services for a determination 
of whether the record has such a value. 

§ 401.190 Deceased persons. 
We do not consider the disclosure of 

information about a deceased person to 
be a clearly unwarranted invasion of 
that person’s privacy. However, in dis-
closing information about a deceased 
person, we follow the principles in 
§ 401.115 to insure that the privacy 
rights of a living person are not vio-
lated. 

§ 401.195 Situations not specified in 
this part. 

If no other provision in this part spe-
cifically allows SSA to disclose infor-
mation, the Commissioner or designee 
may disclose this information if not 
prohibited by Federal law. For exam-
ple, the Commissioner or designee may 
disclose information necessary to re-
spond to life threatening situations. 

§ 401.200 Blood donor locator service. 
(a) General. We will enter into ar-

rangements with State agencies under 
which we will furnish to them at their 
request the last known personal mail-
ing addresses (residence or post office 
box) of blood donors whose blood dona-
tions show that they are or may be in-
fected with the human immuno-
deficiency virus which causes acquired 
immune deficiency syndrome. The 
State agency or other authorized per-
son, as defined in paragraph (b) of this 
section, will then inform the donors 
that they may need medical care and 
treatment. The safeguards that must 
be used by authorized persons as a con-
dition to receiving address information 
from the Blood Donor Locator Service 
are in paragraph (g) of this section, and 
the requirements for a request for ad-

dress information are in paragraph (d) 
of this section. 

(b) Definitions. State means the 50 
States, the District of Columbia, the 
Commonwealth of Puerto Rico, the 
Virgin Islands, Guam, the Common-
wealth of Northern Marianas, and the 
Trust Territory of the Pacific Islands. 

Authorized person means— 
(1) Any agency of a State (or of a po-

litical subdivision of a State) which 
has duties or authority under State law 
relating to the public health or other-
wise has the duty or authority under 
State law to regulate blood donations; 
and 

(2) Any entity engaged in the accept-
ance of blood donations which is li-
censed or registered by the Food and 
Drug Administration in connection 
with the acceptance of such blood do-
nations, and which provides for— 

(i) The confidentiality of any address 
information received pursuant to the 
rules in this part and section 1141 of 
the Social Security Act and related 
blood donor records; 

(ii) Blood donor notification proce-
dures for individuals with respect to 
whom such information is requested 
and a finding has been made that they 
are or may be infected with the human 
immunodeficiency virus; and 

(iii) Counseling services for such in-
dividuals who have been found to have 
such virus. New counseling programs 
are not required, and an entity may 
use existing counseling programs or re-
ferrals to provide these services. 

Related blood donor records means any 
record, list, or compilation established 
in connection with a request for ad-
dress information which indicates, di-
rectly or indirectly, the identity of any 
individual with respect to whom a re-
quest for address information has been 
made pursuant to the rules in this part. 

(c) Use of social security number for 
identification. A State or an authorized 
person in the State may require a 
blood donor to furnish his or her social 
security number when donating blood. 
The number may then be used by an 
authorized person to identify and lo-
cate a donor whose blood donation in-
dicates that he or she is or may be in-
fected with the human immuno-
deficiency virus. 
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(d) Request for address of blood donor. 
An authorized person who has been un-
able to locate a blood donor at the ad-
dress he or she may have given at the 
time of the blood donation may request 
assistance from the State agency 
which has arranged with us to partici-
pate in the Blood Donor Locator Serv-
ice. The request to the Blood Donor Lo-
cator Service must— 

(1) Be in writing; 
(2) Be from a participating State 

agency either on its own behalf as an 
authorized person or on behalf of an-
other authorized person; 

(3) Indicate that the authorized per-
son meets the confidentiality safe-
guards of paragraph (g) of this section; 
and 

(4) Include the donor’s name and so-
cial security number, the addresses at 
which the authorized person attempted 
without success to contact the donor, 
the date of the blood donation if avail-
able, a statement that the donor has 
tested positive for the human immuno-
deficiency virus according to the latest 
Food and Drug Administration stand-
ards or that the history of the subse-
quent use of the donated blood or blood 
products indicates that the donor has 
or may have the human immuno-
deficiency virus, and the name and ad-
dress of the requesting blood donation 
facility. 

(e) SSA response to request for address. 
After receiving a request that meets 
the requirements of paragraph (d) of 
this section, we will search our records 
for the donor’s latest personal mailing 
address. If we do not find a current ad-
dress, we will request that the Internal 
Revenue Service search its tax records 
and furnish us any personal mailing ad-
dress information from its files, as re-
quired under section 6103(m)(6) of the 
Internal Revenue Code. After com-
pleting these searches, we will provide 
to the requesting State agency either 
the latest mailing address available for 
the donor or a response stating that we 
do not have this information. We will 
then destroy the records or delete all 
identifying donor information related 
to the request and maintain only the 
information that we will need to mon-
itor the compliance of authorized per-
sons with the confidentiality safe-

guards contained in paragraph (g) of 
this section. 

(f) SSA refusal to furnish address. If we 
determine that an authorized person 
has not met the requirements of para-
graphs (d) and (g) of this section, we 
will not furnish address information to 
the State agency. In that case, we will 
notify the State agency of our deter-
mination, explain the reasons for our 
determination, and explain that the 
State agency may request administra-
tive review of our determination. The 
Commissioner of Social Security or a 
delegate of the Commissioner will con-
duct this review. The review will be 
based on the information of record and 
there will not be an opportunity for an 
oral hearing. A request for administra-
tive review, which may be submitted 
only by a State agency, must be in 
writing. The State agency must send 
its request for administrative review to 
the Commissioner of Social Security, 
6401 Security Boulevard, Baltimore, 
MD 21235, within 60 days after receiving 
our notice refusing to give the donor’s 
address. The request for review must 
include supporting information or evi-
dence that the requirements of the 
rules in this part have been met. If we 
do not furnish address information be-
cause an authorized person failed to 
comply with the confidentiality safe-
guards of paragraph (g) of this section, 
the State agency will have an oppor-
tunity to submit evidence that the au-
thorized person is now in compliance. 
If we then determine, based on our re-
view of the request for administrative 
review and the supporting evidence, 
that the authorized person meets the 
requirements of the rules in this part, 
we will respond to the address request 
as provided in paragraph (e) of this sec-
tion. If we determine on administrative 
review that the requirements have not 
been met, we will notify the State 
agency in writing of our decision. We 
will make our determination within 30 
days after receiving the request for ad-
ministrative review, unless we notify 
the State agency within this 30-day 
time period that we will need addi-
tional time. Our determination on the 
request for administrative review will 
give the findings of fact, the reasons 
for the decision, and what actions the 
State agency should take to ensure 
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that it or the blood donation facility is 
in compliance with the rules in this 
part. 

(g) Safeguards to ensure confidentiality 
of blood donor records. We will require 
assurance that authorized persons have 
established and continue to maintain 
adequate safeguards to protect the con-
fidentiality of both address informa-
tion received from the Blood Donor Lo-
cator Service and related blood donor 
records. The authorized person must, 
to the satisfaction of the Secretary— 

(1) Establish and maintain a system 
for standardizing records which in-
cludes the reasons for requesting the 
addresses of blood donors, dates of the 
requests, and any disclosures of address 
information; 

(2) Store blood donors’ addresses re-
ceived from the Blood Donor Locator 
Service and all related blood donor 
records in a secure area or place that is 
physically safe from access by persons 
other than those whose duties and re-
sponsibilities require access; 

(3) Restrict access to these records to 
authorized employees and officials who 
need them to perform their official du-
ties related to notifying blood donors 
who are or may be infected with the 
human immunodeficiency virus that 
they may need medical care and treat-
ment; 

(4) Advise all personnel who will have 
access to the records of the confiden-
tial nature of the information, the 
safeguards required to protect the in-
formation, and the civil and criminal 
sanctions for unauthorized use or dis-
closure of the information; 

(5) Destroy the address information 
received from the Blood Donor Locator 
Service, as well as any records estab-
lished in connection with the request 
which indicate directly or indirectly 
the identity of the individual, after no-
tifying or attempting to notify the 
donor at the address obtained from the 
Blood Donor Locator Service; and 

(6) Upon request, report to us the pro-
cedures established and utilized to en-
sure the confidentiality of address in-
formation and related blood donor 
records. We reserve the right to make 
onsite inspections to ensure that these 
procedures are adequate and are being 
followed and to request such informa-
tion as we may need to ensure that the 

safeguards required in this section are 
being met. 

(h) Unauthorized disclosure. Any offi-
cial or employee of the Federal Gov-
ernment, a State, or a blood donation 
facility who discloses blood donor in-
formation, except as provided for in 
this section or under a provision of 
law, will be subject to the same crimi-
nal penalty as provided in section 
7213(a) of the Internal Revenue Code of 
1986 for the unauthorized disclosure of 
tax information. 

APPENDIX A TO PART 401—EMPLOYEE 
STANDARDS OF CONDUCT 

(a) General. All SSA employees are re-
quired to be aware of their responsibilities 
under the Privacy Act of 1974, 5 U.S.C. 552a. 
Regulations implementing the Privacy Act 
are set forth in this part. Instruction on the 
requirements of the Act and regulation shall 
be provided to all new employees of SSA. In 
addition, supervisors shall be responsible for 
assuring that employees who are working 
with systems of records or who undertake 
new duties which require the use of systems 
of records are informed of their responsibil-
ities. Supervisors shall also be responsible 
for assuring that all employees who work 
with such systems of records are periodically 
reminded of the requirements of the Privacy 
Act and are advised of any new provisions or 
interpretations of the Act. 

(b) Penalties. (1) All employees must guard 
against improper disclosure of records which 
are governed by the Privacy Act. Because of 
the serious consequences of improper inva-
sions of personal privacy, employees may be 
subject to disciplinary action and criminal 
prosecution for knowing and willful viola-
tions of the Privacy Act and regulation. In 
addition, employees may also be subject to 
disciplinary action for unknowing or 
unwillful violations, where the employee had 
notice of the provisions of the Privacy Act 
and regulations and failed to inform himself 
or herself sufficiently or to conduct himself 
or herself in accordance with the require-
ments to avoid violations. 

(2) SSA may be subjected to civil liability 
for the following actions undertaken by its 
employees: 

(a) Making a determination under the Pri-
vacy Act and §§ 401.65 and 401.70 not to amend 
an individual’s record in accordance with his 
or her request, or failing to make such re-
view in conformity with those provisions; 

(b) Refusing to comply with an individual’s 
request for notification of or access to a 
record pertaining to him or her; 
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(c) Failing to maintain any record per-
taining to any individual with such accu-
racy, relevance, timeliness, and complete-
ness as is necessary to assure fairness in any 
determination relating to the qualifications, 
character, rights, or opportunities of, or ben-
efits to the individual that may be made on 
the basis of such a record, and consequently 
makes a determination which is adverse to 
the individual; or 

(d) Failing to comply with any other provi-
sion of the Act or any rule promulgated 
thereunder, in such a way as to have an ad-
verse effect on an individual. 

(3) An employee may be personally subject 
to criminal liability as set forth below and in 
5 U.S.C. 552a (i): 

(a) Willful disclosure. Any officer or em-
ployee of SSA, who by virtue of his employ-
ment or official position, has possession of, 
or access to, agency records which contain 
individually identifiable information the dis-
closure of which is prohibited by the Privacy 
Act or by rules or regulations established 
thereunder, and who, knowing that disclo-
sure of the specific material is so prohibited, 
willfully discloses the material in any man-
ner to any person or agency not entitled to 
receive it, shall be guilty of a misdemeanor 
and may be fined not more than $5,000. 

(b) Notice requirements. Any officer or em-
ployee of SSA who willfully maintains a sys-
tem of records without meeting the notice 
requirements [of the Privacy Act] shall be 
guilty of a misdemeanor and may be fined 
not more than $5,000. 

(c) Rules governing employees not working 
with systems of records. Employees whose du-
ties do not involve working with systems of 
records will not generally disclose to any 
one, without specific authorization from 
their supervisors, records pertaining to em-
ployees or other individuals which by reason 
of their official duties are available to them. 
Notwithstanding the above, the following 
records concerning Federal employees are a 
matter of public record and no further au-
thorization is necessary for disclosure: 

(1) Name and title of individual. 
(2) Grade classification or equivalent and 

annual rate of salary. 
(3) Position description. 
In addition, employees shall disclose 

records which are listed in SSA’s Freedom of 
Information Regulation as being available to 
the public. Requests for other records will be 
referred to the responsible SSA Freedom of 
Information Officer. This does not preclude 
employees from discussing matters which 
are known to them personally, and without 
resort to a record, to official investigators of 
Federal agencies for official purposes such as 
suitability checks, Equal Employment Op-
portunity investigations, adverse action pro-
ceedings, grievance proceedings, etc. 

(d) Rules governing employees whose duties 
require use or reference to systems of records. 

Employees whose official duties require that 
they refer to, maintain, service, or otherwise 
deal with systems of records (hereinafter re-
ferred to as ‘‘Systems Employees’’) are gov-
erned by the general provisions. In addition, 
extra precautions are required and systems 
employees are held to higher standards of 
conduct. 

(1) Systems Employees shall: 
(a) Be informed with respect to their re-

sponsibilities under the Privacy Act; 
(b) Be alert to possible misuses of the sys-

tem and report to their supervisors any po-
tential or actual use of the system which 
they believe is not in compliance with the 
Privacy Act and regulation; 

(c) Disclose records within SSA only to an 
employee who has a legitimate need to know 
the record in the course of his or her official 
duties; 

(d) Maintain records as accurately as prac-
ticable. 

(e) Consult with a supervisor prior to tak-
ing any action where they are in doubt 
whether such action is in conformance with 
the Act and regulation. 

(2) Systems employees shall not: 
(a) Disclose in any form records from a sys-

tem of records except (1) with the consent or 
at the request of the subject individual; or 
(2) where its disclosure is permitted under 
§ 401.110. 

(b) Permit unauthorized individuals to be 
present in controlled areas. Any unauthor-
ized individuals observed in controlled areas 
shall be reported to a supervisor or to the 
guard force. 

(c) Knowingly or willfully take action 
which might subject SSA to civil liability. 

(d) Make any arrangements for the design, 
development, or operation of any system of 
records without making reasonable effort to 
provide that the system can be maintained 
in accordance with the Act and regulation. 

(e) Contracting officers. In addition to any 
applicable provisions set forth above, those 
employees whose official duties involve en-
tering into contracts on behalf of SSA shall 
also be governed by the following provisions: 

(1) Contracts for design, or development of 
systems and equipment. The contracting offi-
cer shall not enter into any contract for the 
design or development of a system of 
records, or for equipment to store, service or 
maintain a system of records unless the con-
tracting officer has made reasonable effort 
to ensure that the product to be purchased is 
capable of being used without violation of 
the Privacy Act or the regulations in this 
part. He shall give special attention to provi-
sion of physical safeguards. 

(2) Contracts for the operation of systems of 
records. The Contracting Officer, in conjunc-
tion with other officials whom he feels ap-
propriate, shall review all proposed contracts 
providing for the operation of systems of 
records prior to execution of the contracts to 
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determine whether operation of the system 
of records is for the purpose of accomplishing 
a Department function. If it is determined 
that the operation of the system is to accom-
plish an SSA function, the contracting offi-
cer shall be responsible for including in the 
contract appropriate provisions to apply the 
provisions of the Privacy Act and regulation 
to the system, including prohibitions against 
improper release by the contractor, his em-
ployees, agents, or subcontractors. 

(3) Other service contracts. Contracting offi-
cers entering into general service contracts 
shall be responsible for determining the ap-
propriateness of including provisions in the 
contract to prevent potential misuse (inad-
vertent or otherwise) by employees, agents, 
or subcontractors of the contractor. 

(f) Rules governing SSA officials responsible 
for managing systems of records. In addition to 
the requirements for Systems Employees, 
SSA officials responsible for managing sys-
tems of records as described in § 401.40(c) 
(system managers) shall: 

(1) Respond to all requests for notification 
of or access, disclosure, or amendment of 
records in a timely fashion in accordance 
with the Privacy Act and regulation; 

(2) Make any amendment of records accu-
rately and in a timely fashion; 

(3) Inform all persons whom the accounting 
records show have received copies of the 
record prior to the amendments of the cor-
rection; and 

(4) Associate any statement of disagree-
ment with the disputed record, and 

(a) Transmit a copy of the statement to all 
persons whom the accounting records show 
have received a copy of the disputed record, 
and 

(b) Transmit that statement with any fu-
ture disclosure. 

[62 FR 4143, Jan. 29, 1997, as amended at 72 
FR 69617, Dec. 10, 2007] 

PART 402—AVAILABILITY OF IN-
FORMATION AND RECORDS TO 
THE PUBLIC 

Sec. 
402.5 Scope and purpose. 
402.10 Policy. 
402.15 Relationship between the FOIA and 

the Privacy Act of 1974. 
402.20 Requests not handled under the 

FOIA. 
402.25 Referral of requests outside of SSA. 
402.30 Definitions. 
402.35 Publication. 
402.40 Publications for sale. 
402.45 Availability of records. 
402.50 Availability of administrative staff 

manuals. 
402.55 Materials available at district offices 

and branch offices. 

402.60 Materials in field offices of the Office 
of Hearings and Appeals. 

402.65 Health care information. 
402.70 Reasons for withholding some 

records. 
402.75 Exemption one for withholding 

records: National defense and foreign pol-
icy. 

402.80 Exemption two for withholding 
records: Internal personnel rules and 
practices. 

402.85 Exemption three for withholding 
records: Records exempted by other stat-
utes. 

402.90 Exemption four for withholding 
records: Trade secrets and confidential 
commercial or financial information. 

402.95 Exemption five for withholding 
records: Internal memoranda. 

402.100 Exemption six: Clearly unwarranted 
invasion of personal privacy. 

402.105 Exemption seven for withholding 
records: Law enforcement. 

402.110 Exemptions eight and nine for with-
holding records: Records on financial in-
stitutions; records on wells. 

402.125 Who may release a record. 
402.130 How to request a record. 
402.135 Where to send a request. 
402.140 How a request for a record is proc-

essed. 
402.145 Responding to your request. 
402.150 Release of records. 
402.155 Fees to be charged—categories of re-

quests. 
402.160 Fees to be charged—general provi-

sions. 
402.165 Fee schedule. 
402.170 Fees for providing records and re-

lated services for program purposes pur-
suant to section 1106 of the Social Secu-
rity Act. 

402.175 Fees for providing information and 
related services for non-program pur-
poses. 

402.180 Procedure on assessing and col-
lecting fees for providing records. 

402.185 Waiver or reduction of fees in the 
public interest. 

402.190 Officials who may deny a request for 
records under FOIA. 

402.195 How a request is denied. 
402.200 How to appeal a decision denying all 

or part of a request. 
402.205 U.S. District Court action. 

AUTHORITY: Secs. 205, 702(a)(5), and 1106 of 
the Social Security Act; (42 U.S.C. 405, 
902(a)(5), and 1306); 5 U.S.C. 552 and 552a; 8 
U.S.C. 1360; 18 U.S.C. 1905; 26 U.S.C. 6103; 30 
U.S.C. 923b; 31 U.S.C. 9701; E.O. 12600, 52 FR 
23781, 3 CFR, 1987 Comp., p. 235. 

SOURCE: 62 FR 4154, Jan. 29, 1997, unless 
otherwise noted. 
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