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For example, ‘‘Apt. 509 2727 Cleveland St.’’ 
would yield ‘‘2727.’’ 

5. The last characters in the MID consist of 
the first three letters in the city name. For 
example, ‘‘Tokyo’’ would yield ‘‘TOK,’’ ‘‘St. 
Michel’’ would yield ‘‘STM,’’ ‘‘18-Mile High’’ 
would yield ‘‘MIL,’’ and ‘‘The Hague’’ would 
yield ‘‘HAG.’’ Numbers in the city name or 
line are to be ignored. For city-states, the 
first three letters are to be taken from the 
country name. For example, Hong Kong 
would yield ‘‘HON,’’ Singapore would yield 
‘‘SIN,’’ and Macau would yield ‘‘MAC.’’ 

6. As a general rule, in constructing a MID, 
all punctuation, such as commas, periods, 
apostrophes, and ampersands, are to be ig-
nored. All single character initials, such as 
the ‘‘S’’ in ‘‘Thomas S. Delvaux Company,’’ 
are also to be ignored, as are leading spaces 
in front of any name or address. 

7. Examples of manufacturer names and 
addresses and their corresponding MIDs are 
listed below: 
LA VIE DE FRANCE, 243 Rue de la Payees, 

62591 Bremond, France; FRLAVIE243BRE 
20TH CENTURY TECHNOLOGIES, 5 Ricardo 

Munoz, Suite 5880, Caracas, Venezuela; 
VE20TCEN5880CAR 

Fabrica de Artigos de Vestuario TOP JOB, 
Grand River Building, FI 2–4, Macau; 
MOTOPJOB24MAC 

THE GREENHOUSE, 45 Royal Crescent, Bir-
mingham, Alabama 35204; USGRE45BIR 

CARDUCCIO AND JONES, 88 Canberra Ave-
nue, Sidney, Australia; AUCARJON88SID 

N. MINAMI & CO., LTD., 2–6, 8–Chome 
Isogami-Dori, Fukiai-Ku, Kobe, Japan; 
JPMINCO26KOB 

BOCCHACCIO S.P.A., Visa Mendotti, 61, 8320 
Verona, Italy; ITBOCSPA61VER 

MURLA-PRAXITELES INC., Athens, Greece; 
GRMURINCATH 

SIGMA COY E.X.T., 4000 Smyrna, Italy, 1640 
Delgado; ITSIGCOY1640SMY 

COMPANHIA TEXTIL KARSTEN, Calle 
Grande, 25–27, 67890 Lisbon, Portugal, 
PTKAR2527LIS 

HURON LANDMARK, 1840 Huron Road, 
Windsor, ON, Canada N9C 2L5; 
XOHURLAN1840WIN 

A.B.C. COMPANY, 55–5 Hung To Road, P.O. 
Box 1234, Kowloon, Hong Kong; 
HKABCCOM1234HON. 

[CBP Dec. 05–32, 70 FR 58015, Oct. 5, 2005, as 
amended at CBP Dec. 11–09, 76 FR 14584, Mar. 
17, 2011; CBP Dec. 15–14, 80 FR 61286, Oct. 13, 
2015] 

PART 103—AVAILABILITY OF 
INFORMATION 

Sec. 
103.0 Scope. 

Subpart A—Production of Documents/ 
Disclosure of Information Under the FOIA 

103.1 Public reading room. 
103.2 Department of Homeland Security 

Freedom of Information Act procedures. 
103.3 Department of Homeland Security Pri-

vacy Act procedures. 
103.4–103.13 [Reserved] 

Subpart B—Production or Disclosure in 
Federal, State, Local, and Foreign Pro-
ceedings 

103.21 Purpose and definitions. 
103.22 Procedure in the event of a demand 

for CBP information in any federal, 
state, or local civil proceeding or admin-
istrative action. 

103.23 Factors in determining whether to 
disclose information pursuant to a de-
mand. 

103.24 Procedure in the event a decision 
concerning a demand is not made prior 
to the time a response to the demand is 
required. 

103.25 Procedure in the event of an adverse 
ruling. 

103.26 Procedure in the event of a demand 
for CBP information in a state or local 
criminal proceeding. 

103.27 Procedure in the event of a demand 
for CBP information in a foreign pro-
ceeding. 

Subpart C—Other Information Subject to 
Restricted Access 

103.31 Information on vessel manifests and 
summary statistical reports. 

103.31a Advance electronic information for 
air, truck, and rail cargo. 

103.32 Information concerning fines, pen-
alties, and forfeitures cases. 

103.33 Release of information to foreign 
agencies. 

103.34 Sanctions for improper actions by 
CBP officers or employees. 

AUTHORITY: 5 U.S.C. 301, 552, 552a; 19 U.S.C. 
66, 1624; 31 U.S.C. 9701. 

Section 103.31 also issued under 19 U.S.C. 
1431; 

Section 103.31a also issued under 19 U.S.C. 
2071 note and 6 U.S.C. 943; 

Section 103.33 also issued under 19 U.S.C. 
1628; 

Section 103.34 also issued under 18 U.S.C. 
1905. 

SOURCE: T.D. 81–168, 46 FR 32565, June 24, 
1981, unless otherwise noted. 

§ 103.0 Scope. 
This part governs the production/dis-

closure of agency-maintained docu-
ments/information requested pursuant 
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to the Freedom of Information Act 
(FOIA), as amended (5 U.S.C. 552), the 
Privacy Act of 1974, as amended (5 
U.S.C. 552a), and/or under other statu-
tory or regulatory provisions and/or as 
requested through administrative and/ 
or legal processes. In this respect, this 
part contains regulations on produc-
tion or disclosure in federal, state, 
local, and foreign proceedings and in-
cludes specific information pertaining 
to the procedures to be followed when 
producing or disclosing documents or 
information under various cir-
cumstances. In addition, this part con-
tains regulations on other information 
subject to restricted access. As infor-
mation obtained by CBP is derived 
from myriad sources, persons seeking 
information should consult with the 
appropriate field officer before invok-
ing the formal procedures set forth in 
this part. The regulations in this part 
supplement the regulations of the De-
partment of Homeland Security regard-
ing public access to records found at 6 
CFR part 5. For purposes of this part, 
the CBP Office of the Chief Counsel is 
considered to be a part of CBP. 

[CBP Dec. 15–16, 80 FR 71692, Nov. 17, 2015, as 
amended by CBP Dec. 20-09, 85 FR 31057, May 
22, 2020] 

Subpart A—Production of Docu-
ments/Disclosure of Informa-
tion Under the FOIA 

§ 103.1 Public reading room. 
CBP maintains a virtual public read-

ing room at http://foiarr.cbp.gov/ where 
the material required to be made avail-
able under 5 U.S.C. 552(a) and this part 
may be inspected and copied. 

[CBP Dec. 15–16, 80 FR 71692, Nov. 17, 2015] 

§ 103.2 Department of Homeland Secu-
rity Freedom of Information Act 
procedures. 

Inorder to process requests for docu-
ments/information and appeals under 
the Freedom of Information Act 
(FOIA), as amended (5 U.S.C. 552), CBP 
applies the Department of Homeland 
Security FOIA regulations in 6 CFR 
part 5, subpart A. 

[CBP Dec. 15–16, 80 FR 71692, Nov. 17, 2015, as 
amended by CBP Dec. 20-09, 85 FR 31057, May 
22, 2020] 

§ 103.3 Department of Homeland Secu-
rity Privacy Act procedures. 

Department of Homeland Security Pri-
vacy Act regulations. In order to process 
access requests for documents/informa-
tion and appeals under the Privacy Act 
of 1974, as amended (5 U.S.C. 552a), CBP 
applies the Department of Homeland 
Security Privacy Act regulations in 6 
CFR part 5, subpart B. 

[CBP Dec. 15–16, 80 FR 71692, Nov. 17, 2015] 

§§ 103.4–103.13 [Reserved] 

Subpart B—Production or Disclo-
sure in Federal, State, Local, 
and Foreign Proceedings 

SOURCE: T.D. 96–36, 61 FR 19838, May 3, 1996, 
unless otherwise noted. 

§ 103.21 Purpose and definitions. 
(a) Purpose. (1) This subpart sets 

forth procedures to be followed with re-
spect to the production or disclosure of 
any documents contained in CBP files, 
any information relating to material 
contained in CBP files, any testimony 
by a CBP employee, or any information 
acquired by any person as part of that 
person’s performance of official duties 
as a CBP employee or because of that 
person’s official status, hereinafter col-
lectively referred to as ‘‘information’’, 
in all federal, state, local, and foreign 
proceedings when a subpoena, notice of 
deposition (either upon oral examina-
tion or written interrogatory), order, 
or demand, hereinafter collectively re-
ferred to as a ‘‘demand’’, of a court, ad-
ministrative agency, or other author-
ity is issued for such information. 

(2) This subpart does not cover those 
situations where the United States is a 
party to the action. In situations 
where the United States is a party to 
the action, CBP employees are in-
structed to follow internal CBP poli-
cies and procedures. 

(b) CBP employee. For purposes of this 
subpart, the term ‘‘CBP employee’’ in-
cludes all present and former officers 
and employees of U.S. Customs and 
Border Protection. 

(c) CBP documents. For purposes of 
this subpart, the term ‘‘CBP docu-
ments’’ includes any document (includ-
ing copies thereof), no matter what 
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media, produced by, obtained by, fur-
nished to, or coming to the knowledge 
of, any CBP employee while acting in 
his/her official capacity, or because of 
his/her official status, with respect to 
the administration or enforcement of 
laws administered or enforced by CBP. 

(d) Originating component. For pur-
poses of this subpart, the term ‘‘origi-
nating component’’ references the CBP 
official, or the official’s designee, in 
charge of the office responsible for the 
collection, assembly, or other prepara-
tion of the information demanded or 
that, at the time the person whose tes-
timony is demanded acquired the infor-
mation in question, employs or em-
ployed the person whose testimony is 
demanded. 

(e) Disclosure to government law en-
forcement or regulatory agencies. Noth-
ing in this subpart is intended to im-
pede the appropriate disclosure of in-
formation by CBP to federal, state, 
local, and foreign law enforcement or 
regulatory agencies, in accordance 
with the confidentiality requirements 
of the Privacy Act (5 U.S.C. 552a), the 
Trade Secrets Act (18 U.S.C. 1905), and 
other applicable statutes. 

(f) Disclosure to federal attorneys and 
the Court of International Trade. Noth-
ing in this subpart is intended to re-
strict the disclosure of CBP informa-
tion requested by the Court of Inter-
national Trade, U.S. Attorneys, or at-
torneys of the Department of Justice, 
for use in cases which arise under the 
laws administered or enforced by, or 
concerning, CBP and which are referred 
by the Department of Homeland Secu-
rity to the Department of Justice for 
prosecution or defense. 

(g) Disclosure of non-CBP information. 
Nothing in the subpart is intended to 
impede the appropriate disclosure of 
non-CBP information by CBP employ-
ees in any proceeding in which they are 
a party or witness solely in their per-
sonal capacities. 

(h) Failure of CBP employee to follow 
procedures. The failure of any CBP em-
ployee to follow the procedures speci-
fied in this subpart neither creates nor 
confers any rights, privileges, or bene-
fits on any person or party. 

(i) In camera inspection of records. 
Nothing in this subpart authorizes CBP 
personnel to withhold records from a 

federal court, whether civil or crimi-
nal, pursuant to its order for such 
records appropriately made, for pur-
poses of in camera inspection of the 
records to determine the propriety of 
claimed exemption(s) from disclosure. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.22 Procedure in the event of a 
demand for CBP information in any 
federal, state, or local civil pro-
ceeding or administrative action. 

(a) General prohibition against disclo-
sure. In any federal, state, or local civil 
proceeding or administrative action in 
which CBP is not a party, no CBP em-
ployee shall, in response to a demand 
for CBP information, furnish CBP doc-
uments or testimony as to any mate-
rial contained in CBP files, any infor-
mation relating to or based upon mate-
rial contained in CBP files, or any in-
formation or material acquired as part 
of the performance of that person’s of-
ficial duties (or because of that per-
son’s official status) without the prior 
written approval of the Chief Counsel, 
as described in paragraph (b) of this 
section. 

(b) Employee notification to Counsel. 
Whenever a demand for information is 
made upon a CBP employee, that em-
ployee shall immediately prepare a re-
port that specifically describes the tes-
timony or documents sought and no-
tify the Assistant Chief Counsel or As-
sociate Chief Counsel for the area 
where the employee is located. If the 
employee is located at Headquarters or 
outside of the United States, the em-
ployee shall immediately notify the 
Chief Counsel. The CBP employee shall 
then await instructions from the Chief 
Counsel concerning the response to the 
demand. 

(c) Requesting party’s initial burden. A 
party seeking CBP information shall 
serve on the appropriate CBP employee 
the demand, a copy of the Summons 
and Complaint, and provide an affi-
davit, or, if that is not feasible, a state-
ment that sets forth a summary of the 
documents or testimony sought and its 
relevance to the proceeding. Any dis-
closure authorization for documents or 
testimony by a CBP employee shall be 
limited to the scope of the demand as 
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summarized in such affidavit or state-
ment. The Chief Counsel may, upon re-
quest and for good cause shown, waive 
the requirements of this paragraph. 

(d) Requesting party’s notification re-
quirement. The demand for CBP infor-
mation, pursuant to the provisions of 
paragraph (c) of this section, shall be 
served at least ten (10) working days 
prior to the scheduled date of the pro-
duction of the documents or the taking 
of testimony. 

(e) Counsel notification to originating 
component. Upon receipt of a proper de-
mand for CBP information, one which 
complies with the provisions of para-
graph (c) of this section, if the Chief 
Counsel believes that it will comply 
with any part of the demand, it will 
immediately advise the originating 
component. 

(f) Conditions for authorization of dis-
closure. The Chief Counsel, subject to 
the provisions of paragraph (h) of this 
section, may authorize the production 
of CBP documents or the appearance 
and testimony of a CBP employee if: 

(1) Production of the demanded docu-
ments or testimony, in the judgment of 
the Chief Counsel, are appropriate 
under the factors specified in § 103.23(a) 
of this subpart; and 

(2) None of the factors specified in 
§ 103.23(b) of this subpart exist with re-
spect to the demanded documents or 
testimony. 

(g) Limitations on the scope of author-
ized disclosure. (1) The Chief Counsel 
shall authorize the disclosure of CBP 
information by a CBP employee with-
out further authorization from CBP of-
ficials whenever possible, provided that: 

(i) If necessary, Counsel has con-
sulted with the originating component 
regarding disclosure of the information 
demanded; 

(ii) There is no objection from the 
originating component to the disclo-
sure of the information demanded; and 

(iii) Counsel has sought to limit the 
demand for information to that which 
would be consistent with the factors 
specified in § 103.23 of this part. 

(2) In the case of an objection by the 
originating component, the Chief Coun-
sel shall make the disclosure deter-
mination. 

(h) Disclosure of commercial informa-
tion. In the case of a demand for com-

mercial information or commercial 
documents concerning importations or 
exportations, the Chief Counsel shall 
obtain the authorization of the Assist-
ant Commissioner (Field Operations) 
or his/her designee prior to the Chief 
Counsel authorizing the production/dis-
closure of such documents/information. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.23 Factors in determining wheth-
er to disclose information pursuant 
to a demand. 

(a) General considerations. In author-
izing disclosures pursuant to a proper 
demand for CBP information, one 
which complies with the provisions of 
§ 103.22(c), the Chief Counsel should 
consider the following factors: 

(1) Whether the disclosure would be 
appropriate under the relevant sub-
stantive law concerning privilege; 

(2) Whether the disclosure would be 
appropriate under the rules of proce-
dure governing the case or matter in 
which the demand arose; and, 

(3) Whether the requesting party has 
demonstrated that the information re-
quested is: 

(i) Relevant and material to the ac-
tion pending, based on copies of the 
summons and complaint that are re-
quired to be attached to the subpoena 
duces tecum or other demand; 

(ii) Genuinely necessary to the pro-
ceeding, i.e., a showing of substantial 
need has been made; 

(iii) Unavailable from other sources; 
and, 

(iv) Reasonable in its scope, i.e., the 
documents, information, or testimony 
sought are described with particu-
larity. 

(4) Whether consultation with the 
originating component requires that 
the Chief Counsel make a separate de-
termination as to the disclosure of the 
information requested. 

(b) Circumstances where disclosure will 
not be made. Among the demands in re-
sponse to which disclosure will not be 
authorized by the Chief Counsel are 
those demands with respect to which 
any of the following factors exist: 

(1) Disclosure would violate a treaty, 
statute (such as the Privacy Act, 5 
U.S.C. 552a, the Trade Secrets Act, 18 
U.S.C. 1905, or the income tax laws, 26 
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U.S.C. 6103 and 7213), or a rule of proce-
dure, such as the grand jury secrecy 
rule, Fed.R.Crim.Proc. rule 6(e) (18 
U.S.C.App.); 

(2) Disclosure would violate a specific 
regulation; 

(3) Disclosure would reveal classified 
or confidential information; 

(4) Disclosure would reveal a con-
fidential source or informant; 

(5) Disclosure would reveal investiga-
tory records compiled for law enforce-
ment purposes, interfere with enforce-
ment proceedings, or disclose inves-
tigative techniques and procedures; 

(6) Disclosure would improperly re-
veal confidential commercial informa-
tion without the owner’s consent (e.g., 
entry information); 

(7) Disclosure relates to documents 
which were produced by another agen-
cy or entity; 

(8) Disclosure would unduly interfere 
with the orderly conduct of CBP busi-
ness; 

(9) CBP has no interest, records, or 
other official information regarding 
the matter in which disclosure is 
sought; 

(10) There is a failure to make proper 
service upon the United States; or 

(11) There is a failure to comply with 
federal, state, or local rules of dis-
covery. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.24 Procedure in the event a deci-
sion concerning a demand is not 
made prior to the time a response 
to the demand is required. 

If response to a demand is required 
before the instructions from the Chief 
Counsel are received, the U.S. Attor-
ney, his/her assistant, or other appro-
priate legal representative shall be re-
quested to appear with the CBP em-
ployee upon whom the demand has 
been made. The U.S. Attorney, his/her 
assistant, or other appropriate legal 
representative shall furnish the court 
or other authority with a copy of the 
regulations contained in this subpart, 
inform the court or other authority 
that the demand has been or is being, 
as the case may be, referred for the 
prompt consideration of the Chief 
Counsel, and shall respectfully request 
the court or authority to stay the de-

mand pending receipt of the requested 
instructions. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.25 Procedure in the event of an 
adverse ruling. 

If the court or other authority de-
clines to stay the demand in response 
to a request made in accordance with 
§ 103.24 pending receipt of instructions, 
or rules that the demand must be com-
plied with irrespective of instructions 
rendered in accordance with §§ 103.22, 
103.23, 103.26, or 103.27 of this subpart 
not to produce the documents or dis-
close the information sought, the CBP 
employee upon whom the demand has 
been made shall, pursuant to this sub-
part, respectfully decline to comply 
with the demand. See, United States ex 
rel. Touhy v. Ragen, 340 U.S. 462 (1951). 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

§ 103.26 Procedure in the event of a 
demand for CBP information in a 
state or local criminal proceeding. 

Center directors, port directors, spe-
cial agents in charge within the Office 
of Internal Affairs, chief patrol agents, 
directors within the Office of Air and 
Marine, directors of field laboratories, 
or any supervisor of such officials may, 
in the interest of federal, state, and 
local law enforcement, upon receipt of 
demands of state or local authorities, 
and at the expense of the State, au-
thorize employees under their super-
vision to attend trials and administra-
tive hearings on behalf of the govern-
ment in any state or local criminal 
case, to produce records, and to testify 
as to facts coming to their knowledge 
in their official capacities. However, in 
cases where a defendant in a state or 
local criminal case demands testimony 
or the production of CBP documents or 
information, authorization from the 
Chief Counsel is required as under 
§ 103.22 of this subpart. No disclosure of 
information under this section shall be 
made if any of the factors listed in 
§ 103.23(b) of this subpart are present. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013; CBP Dec. 16–26, 81 FR 
93017, Dec. 20, 2016] 
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§ 103.27 Procedure in the event of a 
demand for CBP information in a 
foreign proceeding. 

(a) Required prior approval for disclo-
sure. In any foreign proceeding in 
which CBP is not a party, no CBP em-
ployee shall, in response to a demand, 
furnish CBP documents or testimony 
as to any material contained in CBP 
files, any information relating to or 
based upon material contained in CBP 
files, or any information or material 
acquired as part of the performance of 
that person’s official duties (or because 
of that person’s official status) without 
the prior approval of the Chief Counsel, 
as described in paragraph (b) of this 
section. 

(b) Employee notification to Counsel. 
Whenever a demand in a foreign pro-
ceeding is made upon a CBP employee 
concerning pre-clearance activities 
within the territory of the foreign 
country, that employee shall imme-
diately notify the appropriate Asso-
ciate Chief Counsel responsible for the 
pre-clearance location. All other de-
mands in a foreign proceeding shall be 
reported by CBP employees to the 
Chief Counsel. The CBP employee shall 
then await instructions from the Chief 
Counsel concerning the response to the 
demand. 

(c) Counsel notification to originating 
component. Upon receipt of a proper de-
mand for CBP information, one which 
complies with the provisions of 
§ 103.22(c), if the Chief Counsel believes 
that it will comply with any part of 
the demand, it will immediately advise 
the originating component. 

(d) Conditions for authorization of dis-
closure. The Chief Counsel, subject to 
the terms of paragraph (e) of this sec-
tion, may authorize the disclosure of 
CBP documents or the appearance and 
testimony of a CBP employee if: 

(1) Production of the demanded docu-
ments or testimony, in the judgment of 
the Chief Counsel, are appropriate 
under the factors specified in § 103.23(a) 
of this subpart; and 

(2) None of the factors specified in 
§ 103.23(b) of this subpart exist with re-
spect to the demanded documents or 
testimony. 

(e) Limitations on the scope of author-
ized disclosure. (1) The Chief Counsel 
shall authorize the disclosure of CBP 

information by a CBP employee with-
out further authorization from CBP of-
ficials whenever possible, provided 
that: 

(i) If necessary, Counsel has con-
sulted with the originating component 
regarding disclosure of the information 
demanded; 

(ii) There is no objection from the 
originating component to the disclo-
sure of the information demanded; and 

(iii) Counsel has sought to limit the 
demand for information to that which 
would be consistent with the factors 
specified in § 103.23 of this part. 

(2) In the case of an objection by the 
originating component, the Chief Coun-
sel shall make the disclosure deter-
mination. 

[61 FR 19838, May 3, 1996, as amended at 78 
FR 70856, Nov. 27, 2013] 

Subpart C—Other Information 
Subject to Restricted Access 

§ 103.31 Information on vessel mani-
fests and summary statistical re-
ports. 

(a) Disclosure to members of the press. 
Accredited representatives of the press, 
including newspapers, commercial 
magazines, trade journals, and similar 
publications shall be permitted to ex-
amine vessel manifests and summary 
statistical reports of imports and ex-
ports and to copy therefrom for publi-
cation information and data subject to 
the following rules: 

(1) Of the information and data ap-
pearing on outward manifests, only the 
name and address of the shipper, gen-
eral character of the cargo, number of 
packages and gross weight, name of 
vessel or carrier, port of exit, port of 
destination, and country of destination 
may be copied and published. However, 
if the Secretary of the Treasury makes 
an affirmative finding on a shipment- 
by-shipment basis that disclosure of 
the above information is likely to pose 
a threat of personal injury or property 
damage, that information shall not be 
disclosed to the public. 

(2) Commercial or financial informa-
tion, such as the names of the con-
signees, and marks and numbers shall 
not be copied from outward manifests 
or any other papers. 
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(3) All the information appearing on 
the cargo declaration (CBP Form 1302) 
of the inward vessel manifest may be 
copied and published. However, if the 
Secretary of the Treasury makes an af-
firmative finding on a shipment-by- 
shipment basis that the disclosure of 
the information contained on the cargo 
declaration is likely to pose a threat of 
personal injury or property damage, 
that information shall not be disclosed 
to the press. 

(b) Review of data. All copies and no-
tations from inward or outward mani-
fests shall be submitted for examina-
tion by a CBP officer designated for 
that purpose. 

(c) Disclosure to the public. Members 
of the public shall not be permitted to 
examine vessel manifests. However, 
they may request and obtain from 
CBP, information from vessel mani-
fests, subject to the rules set forth in 
paragraph (a) of this section. However, 
importers and exporters, or their duly 
authorized brokers, attorneys, or 
agents may be permitted to examine 
manifests with respect to any consign-
ment of goods in which they have a 
proper and legal interest as principal 
or agent, but shall not be permitted to 
make any general examination of 
manifests or make any copies or nota-
tions from them except with reference 
to the particular importation or expor-
tation in which they have a proper and 
legal interest. 

(d) Confidential treatment—(1) Inward 
manifest. An importer or consignee may 
request confidential treatment of its 
name and address contained in inward 
manifests, to include identifying 
marks and numbers. In addition, an 
importer or consignee may request 
confidential treatment of the name and 
address of the shipper or shippers to 
such importer or consignee by using 
the following procedure: 

(i) An importer or consignee, or au-
thorized employee, attorney or official 
of the importer or consignee, must sub-
mit a certification (as described in 
paragraph (d)(1)(ii) of this section) 
claiming confidential treatment of its 
name and address. The name and ad-
dress of an importer or consignee in-
cludes marks and numbers which re-
veal the name and address of the im-
porter or consignee. An importer or 

consignee may file a certification re-
questing confidentiality for all its 
shippers. 

(ii) There is no prescribed format for 
a certification. However, the certifi-
cation shall include the importer’s or 
consignee’s Internal Revenue Service 
Employer Number, if available. There 
is no requirement to provide sufficient 
facts to support the conclusion that 
the disclosure of the names and ad-
dresses would likely cause substantial 
harm to the competitive position of the 
importer or consignee. 

(iii) The certification must be sub-
mitted to the Vessel Manifest Program 
Manager, Office of Trade (Mail Stop 
1354), U.S. Customs and Border Protec-
tion, 1801 N Beauregard Street, Alexan-
dria, VA 22311; or submitted electroni-
cally via an email transmission at 
vesselmanifestconfidentiality@cbp.dhs.gov 
or via the Vessel Manifest Confiden-
tiality Online Application on CBP’s 
public website, www.CBP.gov. 

(iv) Each initial certification will be 
valid for a period of two years from the 
date of receipt. Renewal certifications 
should be submitted to the Vessel 
Manifest Program Manager at least 60 
days prior to the expiration of the cur-
rent certification. Information so cer-
tified may be copied, but not published, 
by the press during the effective period 
of the certification. An importer or 
consignee shall be given written notifi-
cation by CBP of the receipt of its cer-
tification of confidentiality. 

(2) Outward manifest. If a shipper 
wishes to request confidential treat-
ment by Customs of the shipper’s name 
and address contained in an outward 
manifest, the following procedure shall 
be followed: 

(i) A shipper, or authorized employee 
or official of the shipper, must submit 
a certification claiming confidential 
treatment of the shipper’s name and 
address. The certification shall include 
the shipper’s Internal Revenue Service 
Employer Number, if available. 

(ii) There is no prescribed format for 
a certification. 

(iii) The certification must be sub-
mitted to the Vessel Manifest Program 
Manager, Office of Trade (Mail Stop 
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1 Designates data element which will be de-
leted where confidentiality has been re-
quested. 

1354), U.S. Customs and Border Protec-
tion, 1801 N Beauregard Street, Alexan-
dria, VA 22311; or submitted electroni-
cally via an email transmission at 
vesselmanifestconfidentiality@cbp.dhs.gov 
or via the Vessel Manifest Confiden-
tiality Online Application on the CBP’s 
public website, www.CBP.gov. 

(iv) Each certification will be valid 
for a period of two (2) years from the 
date of its approval. 

(3) If any individual shall abuse the 
privilege granted him to examining in-
ward and outward manifests or shall 
make any improper use of any informa-
tion or data obtained from such mani-
fests or other papers filed in the cus-
tomhouse, both he and the party or 
publication which he represents shall 
thereafter be denied access to such pa-
pers. 

(e) Availability of manifest data on CD- 
ROMS—(1) Availability. Manifest data 
acquired from the Automated Manifest 
System (AMS) is available to inter-
ested members of the public on CD- 
ROMS. This data, compiled daily, will 
contain all manifest transactions made 
on the nationwide system within the 
last 24 hour period. Data for which par-
ties have requested confidential treat-
ment in accordance with paragraph (d) 
of this section will not be included on 
the CD-ROMS. These CD-ROMS may be 
purchased at the government’s produc-
tion cost. CD-ROMS are available for 
specific days or on a subscription basis. 

(2) Requests and subscriptions. Re-
quests for CD-ROMS must be in writing 
and submitted to: U.S. Customs and 
Border Protection, National Finance 
Center, Collections Section, P.O. Box 
68907, Indianapolis, Indiana 46268, or 
6026 Lakeside Blvd., Indianapolis, Indi-
ana 46278. Requests must include a 
check to cover the cost of the CD- 
ROMS requested. Actual costs and 
other specific information should be 
ascertained by contacting the Collec-
tions Section at (317) 614–4514. Bills for 
subscriptions will be issued monthly, 
with the first month’s fee due in ad-
vance. Requested CD-ROMS will be 
mailed from the CBP Technology Sup-
port Center, first class, on the next 
business day after compilation. Parties 
desiring another form of delivery will 
have to make their own arrangements 
and notify CBP in advance. Subscrip-

tions may be canceled provided CBP re-
ceives written notice at least 10 days 
prior to the end of the month. The CBP 
Technology Support Center must be 
notified in writing within seven days of 
technical problems with CD-ROMS or 
non-receipt of CD-ROMS in order to re-
ceive a replacement or credit towards 
future tape purchases. Refunds will not 
be provided. Information regarding the 
technical specifications of the CD- 
ROMS, problem CD-ROMS or the non- 
receipt of CD-ROMS should be directed 
to CBP Technology Support Center at 
1–800–927–8729. 

(3) Data elements. The following are 
the data elements from the AMS mani-
fest which will be provided to the pub-
lic via CD-ROMS: 

1. Carrier code. 
2. Vessel country code. 
3. Vessel name. 
4. Voyage number. 
5. District/port of unlading. 
6. Estimated arrival date. 
7. Bill of lading number. 
8. Foreign port of lading. 
9. Manifest quantity. 
10. Manifest units. 
11. Weight. 
12. Weight unit. 
13. Shipper name. 1 
14. Shipper address. 1 
15. Consignee name. 1 
16. Consignee address. 1 
17. Notify party name. 1 
18. Notify party address. 1 
19. Piece count. 
20. Description of goods. 
21. Container number. 
22. Seal number. 

[T.D. 81–168, 46 FR 32565, June 24, 1981] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 103.31, see the List of CFR 
Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.govinfo.gov. 

§ 103.31a Advance electronic informa-
tion for air, truck, and rail cargo; 
Importer Security Filing informa-
tion for vessel cargo. 

The following types of advance elec-
tronic information are per se exempt 
from disclosure as either trade secrets 
or privileged or confidential commer-
cial or financial information, unless 
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CBP receives a specific request for such 
records pursuant to 6 CFR 5.3, and the 
owner of the information expressly 
agrees in writing to its release: 

(a) Advance cargo information that is 
electronically presented to Customs 
and Border Protection (CBP) for in-
bound or outbound air, rail, or truck 
cargo in accordance with § 122.48a, 
§ 123.91, § 123.92, or § 192.14 of this chap-
ter; 

(b) Importer Security Filing informa-
tion that is electronically presented to 
CBP for inbound vessel cargo in accord-
ance with § 149.2 of this chapter; 

(c) Vessel stow plan information that 
is electronically presented to CBP for 
inbound vessels in accordance with 
§ 4.7c of this chapter; and 

(d) Container status message infor-
mation that is electronically presented 
for inbound containers in accordance 
with § 4.7d of this chapter. 

[CBP Dec. 08–46, 73 FR 71780, Nov. 25, 2008, as 
amended by CBP Dec. 15–16, 80 FR 71692, Nov. 
17, 2015] 

§ 103.32 Information concerning fines, 
penalties, and forfeitures cases. 

Except as otherwise provided in these 
regulations or in other directives (in-
cluding those published as Treasury 
Decisions or CBP Decisions), port di-
rectors, Center directors, and other 
CBP officers must refrain from dis-
closing facts concerning seizures, in-
vestigations, and other pending cases 
until CBP action is completed. After 
the penalty proceeding is closed by 
payment of the claim amount, pay-
ment of a mitigated amount, or judi-
cial action, the identity of the violator, 
the section of the law violated, the 
amount of penalty assessed, loss of rev-
enue, mitigated amount (if applicable), 
and the amount of money paid may be 
disclosed to the public by the appro-
priate port director. Public disclosure 
of any other item of information con-
cerning such cases, whether open or 
closed, must only be made in conform-
ance with the procedures provided in 6 
CFR 5.3. 

[T.D. 81–168, 46 FR 32565, June 24, 1981. Redes-
ignated by T.D. 96–36, 61 FR 19838, May 3, 
1996, as amended by CBP Dec. 15–16, 80 FR 
71693, Nov. 17, 2015; CBP Dec. 16–26, 81 FR 
93017, Dec. 20, 2016] 

§ 103.33 Release of information to for-
eign agencies. 

(a) The Commissioner or his designee 
may authorize Customs officers to ex-
change information or documents with 
foreign customs and law enforcement 
agencies if the Commissioner or his 
designee reasonably believes the ex-
change of information is necessary to— 

(1) Ensure compliance with any law 
or regulation enforced or administered 
by Customs; 

(2) Administer or enforce multilat-
eral or bilateral agreements to which 
the U.S. is a party; 

(3) Assist in investigative, judicial 
and quasi-judicial proceedings in the 
U.S.; and 

(4) An action comparable to any of 
those described in paragraphs (a) (1) 
through (3) of this section undertaken 
by a foreign customs or law enforce-
ment agency, or in relation to a pro-
ceeding in a foreign country. 

(b)(1) Information may be provided to 
foreign customs and law enforcement 
agencies under paragraph (a) of this 
section only if the Commissioner or his 
designee obtains assurances from such 
agencies that such information will be 
held in confidence and used only for 
the law enforcement purposes for 
which such information is provided to 
such agencies by the Commissioner or 
his designee. 

(2) No information may be provided 
under paragraph (a) of this section to 
any foreign customs or law enforce-
ment agency that has violated any as-
surances described in paragraph (b)(1) 
of this section. 

[T.D. 86–196, 51 FR 40792, Nov. 10, 1986. Redes-
ignated by T.D. 96–36, 61 FR 19838, May 3, 
1996] 

§ 103.34 Sanctions for improper ac-
tions by CBP officers or employees. 

(a) The improper disclosure of the 
confidential information contained in 
CBP documents, or the disclosure of in-
formation relative to the business of 
one importer or exporter that is ac-
quired by a CBP officer or employee in 
an official capacity to any person not 
authorized by law or regulations to re-
ceive this information is a ground for 
dismissal from CBP, suspension, or 
other disciplinary action, and if done 
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for a valuable consideration subjects 
that person to criminal prosecution. 

(b) Under 5 U.S.C. 552(a)(4)(F), the 
Special Counsel, Merit Systems Pro-
tection Board, has authority, upon the 
issuance of a written finding by a court 
that a CBP officer or employee who 
was primarily responsible for with-
holding a record may have acted arbi-
trarily or capriciously, to initiate a 
proceeding to determine whether dis-
ciplinary action is warranted against 
that officer or employee. Such pro-
ceedings are governed by Merit Sys-
tems Protection Board regulations 
found at part 1201 of Title 5 of the Code 
of Federal Regulations. 

[T.D. 81–168, 46 FR 32565, June 24, 1981. Redes-
ignated by T.D. 96–36, 61 FR 19838, May 3, 
1996, as amended by CBP Dec. 15–16, 80 FR 
71693, Nov. 17, 2015] 

PART 111—CUSTOMS BROKERS 

Sec. 
111.0 Scope. 

Subpart A—General Provisions 

111.1 Definitions. 
111.2 License and permit required. 
111.3 Customs business. 
111.4 Transacting customs business without 

a license. 
111.5 Representation before Government 

agencies. 

Subpart B—Procedure To Obtain License or 
Permit 

111.11 Basic requirements for a license. 
111.12 Application for license. 
111.13 Examination for individual license. 
111.14 Background investigation of the li-

cense applicant. 
111.15 Issuance of license. 
111.16 Denial of a license. 
111.17 Review of the denial of a license. 
111.18 Reapplication for license. 
111.19 National permit. 

Subpart C—Duties and Responsibilities of 
Customs Brokers 

111.21 Record of transactions. 
111.22 [Reserved] 
111.23 Retention of records. 
111.24 Records confidential. 
111.25 Records must be available. 
111.26 Interference with examination of 

records. 
111.27 Audit or inspection of records. 
111.28 Responsible supervision and control. 

111.29 Diligence in correspondence and pay-
ing monies. 

111.30 Notification of change in address, or-
ganization, name, or location of business 
records; status report; termination of 
brokerage business. 

111.31 Conflict of interest. 
111.32 False information. 
111.33 Government records. 
111.34 Undue influence upon Department of 

Homeland Security employees. 
111.35 Acceptance of fees from attorneys. 
111.36 Relations with unlicensed persons. 
111.37 Misuse of license or permit. 
111.38 False representation to procure em-

ployment. 
111.39 Advice to client. 
111.40 Protests. 
111.41 Endorsement of checks. 
111.42 Relations with person who is notori-

ously disreputable or whose license is 
under suspension, canceled ‘‘with preju-
dice,’’ or revoked. 

111.43–111.44 [Reserved] 
111.45 Revocation by operation of law. 

Subpart D—Cancellation, Suspension, or 
Revocation of License or Permit, and 
Monetary Penalty in Lieu of Suspension 
or Revocation 

111.50 General. 
111.51 Cancellation of license or permit. 
111.52 Voluntary suspension of license or 

permit. 
111.53 Grounds for suspension or revocation 

of license or permit. 
111.54 [Reserved] 
111.55 Investigation of complaints. 
111.56 Review of report on the investigation 

of complaints. 
111.57 Determination by appropriate Execu-

tive Director, Office of Trade. 
111.58 Content of statement of charges. 
111.59 Preliminary proceedings. 
111.60 Request for additional information. 
111.61 Decision on preliminary proceedings. 
111.62 Contents of notice of charges. 
111.63 Service of notice and statement of 

charges. 
111.64 Service of notice of hearing and other 

papers. 
111.65 Extension of time for hearing. 
111.66 Failure to appear. 
111.67 Hearing. 
111.68 Proposed findings and conclusions. 
111.69 Recommended decision by hearing of-

ficer. 
111.70 Additional submissions. 
111.71 Immaterial mistakes. 
111.72 Dismissal subject to new proceedings. 
111.73 [Reserved] 
111.74 Decision and notice of suspension or 

revocation or monetary penalty. 
111.75 Appeal from the Executive Assistant 

Commissioner’s decision. 
111.76 Reopening the case. 
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