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to the close of the proceeding, for sub-
mitting a version of the document(s) 
proposed for public availability that 
reflects the requested deletion. The re-
stricted access portion of the record 
will be placed in a separate file and the 
file will be clearly marked to avoid im-
proper disclosure and to identify it as a 
portion of the official record in the 
proceedings. The ALJ may act at any 
time to permit material that becomes 
declassified or unrestricted through 
passage of time to be transferred to the 
unrestricted access portion of the 
record. 

(c) Availability of documents—(1) 
Scope. All NOVAs and draft NOVAs, an-
swers, settlement agreements, deci-
sions and orders disposing of a case will 
be displayed on the BIS Freedom of In-
formation Act (FOIA) Web site, at 
http://www.bis.doc.gov/foia, which is 
maintained by the Office of Adminis-
tration, Bureau of Industry and Secu-
rity, U.S. Department of Commerce. 
The Office of Administration does not 
maintain a separate inspection facil-
ity. The complete record for decision, 
as defined in paragraphs (a) and (b) of 
this section will be made available on 
request. 

(2) Timing. The record for decision 
will be available only after the final 
administrative disposition of a case. 
Parties may seek to restrict access to 
any portion of the record under para-
graph (b) of this section. 

§ 785.19 Payment of final assessment. 

(a) Time for payment. Full payment of 
the civil penalty must be made within 
30 days of the effective date of the 
order or within such longer period of 
time as may be specified in the order. 
Payment shall be made in the manner 
specified in the NOVA. 

(b) Enforcement of order. The govern-
ment party may, through the Attorney 
General, file suit in an appropriate dis-
trict court if necessary to enforce com-
pliance with a final order issued under 
the APR. This suit will include a claim 
for interest at current prevailing rates 
from the date of expiration of the 60- 
day period referred to in § 785.16(d), or 
the date of the final order, as appro-
priate. 

(c) Offsets. The amount of any civil 
penalty imposed by a final order may 

be deducted from any sum(s) owed by 
the United States to a respondent. 

§ 785.20 Reporting a violation. 

If a person learns that a violation of 
the Additional Protocol, the Act, or 
the APR has occurred or may occur, 
that person may notify: Office of Ex-
port Enforcement, Bureau of Industry 
and Security, U.S. Department of Com-
merce, 14th Street and Constitution 
Avenue, NW., Room H–4520, Wash-
ington, DC 20230; Tel: (202) 482–1208; 
Facsimile: (202) 482–0964. 

PART 786—RECORDS AND 
RECORDKEEPING 

Sec. 
786.1 Inspection of records. 
786.2 Recordkeeping. 
786.3 Destruction or disposal of records. 

AUTHORITY: United States Additional Pro-
tocol Implementation Act of 2006, Pub. Law 
No. 109–401, 120 Stat. 2726 (December 18, 2006) 
(to be codified at 22 U.S.C. 8101–8181); Execu-
tive Order 13458 (February 4, 2008). 

SOURCE: 73 FR 65128, Oct. 31, 2008, unless 
otherwise noted. 

§ 786.1 Inspection of records. 

Upon request by BIS, you must per-
mit access to and copying of any record 
relating to compliance with the re-
quirements of the APR. This requires 
that you make available the equipment 
and, if necessary, knowledgeable per-
sonnel for locating, reading, and repro-
ducing any record. Copies may be nec-
essary to facilitate IAEA Team review 
of documents during complementary 
access. The IAEA Team may not re-
move these documents from the loca-
tion without BIS authorization (see 
§ 784.3(j)(2) of the APR). 

§ 786.2 Recordkeeping. 

(a) Requirements. Each person and lo-
cation required to submit a report or 
correspondence under parts 782 through 
784 of the APR must retain all sup-
porting materials and documentation 
used to prepare such report or cor-
respondence. 

(b) Three year retention period. All 
supporting materials and documenta-
tion required to be kept under para-
graph (a) of this section must be re-
tained for three years from the due 
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date of the applicable report or for 
three years from the date of submis-
sion of the applicable report, whichever 
is later. Due dates for reports and cor-
respondence are indicated in parts 782 
through 784 of the APR. 

(c) Location of records. Records re-
tained under this section must be 
maintained at the location or must be 
accessible at the location for purposes 
of complementary access at the loca-
tion by IAEA Teams. 

(d) Reproduction of original records. (1) 
You may maintain reproductions in-
stead of the original records, provided 
all of the requirements of paragraph (b) 
of this section are met. 

(2) If you must maintain records 
under this part, you may use any pho-
tostatic, miniature photographic, 
micrographic, automated archival stor-
age, or other process that completely, 
accurately, legibly and durably repro-
duces the original records (whether on 
paper, microfilm, or through electronic 
digital storage techniques). The proc-
ess must meet all of the following re-
quirements, which are applicable to all 
systems: 

(i) The system must be capable of re-
producing all records on paper. 

(ii) The system must record and be 
able to reproduce all marks, informa-
tion, and other characteristics of the 
original record, including both obverse 
and reverse sides (unless blank) of 
paper documents in legible form. 

(iii) When displayed on a viewer, 
monitor, or reproduced on paper, the 
records must exhibit a high degree of 
legibility and readability. For purposes 
of this section, legible and legibility 
mean the quality of a letter or numeral 
that enable the observer to identify it 
positively and quickly to the exclusion 
of all other letters or numerals. Read-
able and readability mean the quality 
of a group of letters or numerals being 
recognized as complete words or num-
bers. 

(iv) The system must preserve the 
initial image (including both obverse 
and reverse sides, unless blank, of 
paper documents) and record all 
changes, who made them and when 
they were made. This information 
must be stored in such a manner that 
none of it may be altered once it is ini-
tially recorded. 

(v) You must establish written proce-
dures to identify the individuals who 
are responsible for the operation, use 
and maintenance of the system. 

(vi) You must keep a record of where, 
when, by whom, and on what equip-
ment the records and other informa-
tion were entered into the system. 

(3) Requirements applicable to a system 
based on digital images. For systems 
based on the storage of digital images, 
the system must provide accessibility 
to any digital image in the system. The 
system must be able to locate and re-
produce all records according to the 
same criteria that would have been 
used to organize the records had they 
been maintained in original form. 

(4) Requirements applicable to a system 
based on photographic processes. For sys-
tems based on photographic, photo-
static, or miniature photographic proc-
esses, the records must be maintained 
according to an index of all records in 
the system following the same criteria 
that would have been used to organize 
the records had they been maintained 
in original form. 

§ 786.3 Destruction or disposal of 
records. 

If BIS or any other authorized U.S. 
government agency makes a formal or 
informal request for a certain record or 
records, such record or records may not 
be destroyed or disposed of without the 
written authorization of the requesting 
entity. 

PARTS 787–789 [RESERVED] 
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SUBCHAPTER E—INFORMATION AND COMMUNICATIONS 
TECHNOLOGY AND SERVICES REGULATIONS 

PART 790 [RESERVED] 

PART 791—SECURING THE INFOR-
MATION AND COMMUNICA-
TIONS TECHNOLOGY AND SERV-
ICES SUPPLY CHAIN 

Subpart A—General 

791.1 Purpose. 
791.2 Definitions. 
791.3 Scope of Covered ICTS Transactions. 
791.4 Determination of foreign adversaries. 
791.5 Effect on other laws. 
791.6 Amendment, modification, or revoca-

tion. 
791.7 Public disclosure of records. 

Subpart B—Review of ICTS Transactions 

791.100 General. 
791.101 Information to be furnished on de-

mand. 
791.102 Confidentiality of information. 
791.103 Initial review of ICTS Transactions. 
791.104 First interagency consultation. 
791.105 Initial determination. 
791.106 Recordkeeping requirement. 
791.107 Procedures governing response and 

mitigation. 
791.108 Second interagency consultation. 
791.109 Final determination. 
791.110 Classified national security informa-

tion. 

Subpart C—Enforcement 

791.200 Penalties. 

AUTHORITY: 50 U.S.C. 1701 et seq.; 50 U.S.C. 
1601 et seq.; E.O. 13873, 84 FR 22689; E.O. 14034, 
86 FR 31423 

SOURCE: 86 FR 4923, Jan. 19, 2021, unless 
otherwise noted. Redesignated at 89 FR 58265, 
July 18, 2024. 

EFFECTIVE DATE NOTE: At 89 FR 96892, Dec. 
6, 2024, part 791 was amended by: 1) removing 
the text ‘‘initial determination’’ wherever it 
appears, and adding, in its place, the text 
‘‘Initial Determination’’, and 2) removing 
the text ‘‘final determination’’ wherever it 
appears, and adding, in its place, the text 
‘‘Final Determination’’, effective Feb. 4, 2025. 

Subpart A—General 

§ 791.1 Purpose. 

(a) This part sets forth the proce-
dures by which the Secretary may: 

(1) Determine whether any acquisi-
tion, importation, transfer, installa-
tion, dealing in, or use of any informa-
tion and communications technology 
or service, including but not limited to 
connected software applications, (ICTS 
Transaction) that has been designed, 
developed, manufactured, or supplied 
by persons owned by, controlled by, or 
subject to the jurisdiction or direction 
of foreign adversaries poses certain 
undue or unacceptable risks as identi-
fied in the Executive Order. For pur-
poses of these regulations, the Sec-
retary will consider ICTS to be de-
signed, developed, manufactured, or 
supplied by a person owned by, con-
trolled by, or subject to the jurisdic-
tion of a foreign adversary where such 
a person operates, manages, maintains, 
or services the ICTS; 

(2) Issue a determination to prohibit 
an ICTS Transaction; 

(3) Direct the timing and manner of 
the cessation of the ICTS Transaction; 

(4) Consider factors that may miti-
gate the risks posed by the ICTS 
Transaction. 

(b) The Secretary will evaluate ICTS 
Transactions under this rule, which in-
clude, but are not limited to, classes of 
transactions, on a case-by-case basis. 
The Secretary, in consultation with ap-
propriate agency heads specified in Ex-
ecutive Order 13873 and other relevant 
governmental bodies, as appropriate, 
shall make an initial determination as 
to whether to prohibit a given ICTS 
Transaction or propose mitigation 
measures, by which the ICTS Trans-
action may be permitted. Parties may 
submit information in response to the 
initial determination, including a re-
sponse to the initial determination and 
any supporting materials and/or pro-
posed measures to remediate or miti-
gate the risks identified in the initial 
determination as posed by the ICTS 
Transaction at issue. Upon consider-
ation of the parties’ submissions, the 
Secretary will issue a final determina-
tion prohibiting the transaction, not 
prohibiting the transaction, or permit-
ting the transaction subject to the 
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adoption of measures determined by 
the Secretary to sufficiently mitigate 
the risks associated with the ICTS 
Transaction. The Secretary shall also 
engage in coordination and informa-
tion sharing, as appropriate, with 
international partners on the applica-
tion of this part. 

[88 FR 39357, June 16, 2023] 

EFFECTIVE DATE NOTE: At 89 FR 96892, Dec. 
6, 2024, § 791.1 was amended by revising para-
graph (a)(1), effective Feb. 4, 2025. For the 
convenience of the user, the revised text is 
set forth as follows: 

§ 791.1 Purpose. 

(a) * * * 
(1) Determine whether any acquisition, im-

portation, transfer, installation, dealing in, 
or use of any information and communica-
tions technology or service, including but 
not limited to connected software applica-
tions, (ICTS Transaction) that has been de-
signed, developed, manufactured, or supplied 
by persons owned by, controlled by, or sub-
ject to the jurisdiction or direction of for-
eign adversaries poses certain undue or unac-
ceptable risks as identified in the Executive 
Order 13873. For purposes of these regula-
tions, the Secretary will consider informa-
tion and communications technology and 
services (ICTS) to be designed, developed, 
manufactured, or supplied by a person owned 
by, controlled by, or subject to the jurisdic-
tion of a foreign adversary where such a per-
son operates, manages, maintains, repairs, 
updates, or services the ICTS; 

* * * * * 

§ 791.2 Definitions. 

Appropriate agency heads means the 
Secretary of the Treasury, the Sec-
retary of State, the Secretary of De-
fense, the Attorney General, the Sec-
retary of Homeland Security, the 
United States Trade Representative, 
the Director of National Intelligence, 
the Administrator of General Services, 
the Chairman of the Federal Commu-
nications Commission, and the heads of 
any other executive departments and 
agencies the Secretary determines is 
appropriate. 

Commercial item has the same mean-
ing given to it in Federal Acquisition 
Regulation (48 CFR part 2.101). 

Connected software application means 
software, a software program, or a 
group of software programs, that is de-
signed to be used on an end-point com-

puting device and includes as an inte-
gral functionality, the ability to col-
lect, process, or transmit data via the 
internet. 

Department means the United States 
Department of Commerce. 

End-point computing device means a 
device that can receive or transmit 
data and includes as an integral 
functionality the ability to collect or 
transmit data via the internet. 

Entity means a partnership, associa-
tion, trust, joint venture, corporation, 
group, subgroup, or other non-U.S. gov-
ernmental organization. 

Executive Order means Executive 
Order 13873, May 15, 2019, ‘‘Securing the 
Information and Communications 
Technology and Services Supply 
Chain’’. 

Foreign adversary means any foreign 
government or foreign non-government 
person determined by the Secretary to 
have engaged in a long-term pattern or 
serious instances of conduct signifi-
cantly adverse to the national security 
of the United States or security and 
safety of United States persons. 

ICTS Transaction means any acquisi-
tion, importation, transfer, installa-
tion, dealing in, or use of any informa-
tion and communications technology 
or service, including ongoing activi-
ties, such as managed services, data 
transmission, software updates, re-
pairs, or the platforming or data 
hosting of applications for consumer 
download. An ICTS Transaction in-
cludes any other transaction, the 
structure of which is designed or in-
tended to evade or circumvent the ap-
plication of the Executive Order. The 
term ICTS Transaction includes a class 
of ICTS Transactions. 

IEEPA means the International 
Emergency Economic Powers Act (50 
U.S.C. 1701, et seq.). 

Information and communications tech-
nology or services or ICTS means any 
hardware, software, including con-
nected software applications, or other 
product or service, including cloud- 
computing services, primarily intended 
to fulfill or enable the function of in-
formation or data processing, storage, 
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retrieval, or communication by elec-
tronic means (including electro-
magnetic, magnetic, and photonic), in-
cluding through transmission, storage, 
or display. 

Party or parties to a transaction means 
a person engaged in an ICTS Trans-
action, including the person acquiring 
the ICTS and the person from whom 
the ICTS is acquired. Party or parties 
to a transaction include entities de-
signed, or otherwise used with the in-
tention, to evade or circumvent appli-
cation of the Executive Order. For pur-
poses of this rule, this definition does 
not include common carriers, except to 
the extent that a common carrier knew 
or should have known (as the term 
‘‘knowledge’’ is defined in 15 CFR 772.1) 
that it was providing transportation 
services of ICTS to one or more of the 
parties to a transaction that has been 
prohibited in a final written deter-
mination made by the Secretary or, if 
permitted subject to mitigation meas-
ures, in violation of such mitigation 
measures. 

Person means an individual or entity. 

Person owned by, controlled by, or sub-
ject to the jurisdiction or direction of a 
foreign adversary means any person, 
wherever located, who acts as an agent, 
representative, or employee, or any 
person who acts in any other capacity 
at the order, request, or under the di-
rection or control, of a foreign adver-
sary or of a person whose activities are 
directly or indirectly supervised, di-
rected, controlled, financed, or sub-
sidized in whole or in majority part by 
a foreign adversary; any person, wher-
ever located, who is a citizen or resi-
dent of a nation-state controlled by a 
foreign adversary; any corporation, 
partnership, association, or other orga-
nization organized under the laws of a 
nation-state controlled by a foreign ad-
versary; and any corporation, partner-
ship, association, or other organiza-
tion, wherever organized or doing busi-
ness, that is owned or controlled by a 
foreign adversary. 

Secretary means the Secretary of 
Commerce or the Secretary’s designee. 

Sensitive personal data means: 

(1) Personally-identifiable informa-
tion, including: 

(i) Financial data that could be used 
to analyze or determine an individual’s 
financial distress or hardship; 

(ii) The set of data in a consumer re-
port, as defined under 15 U.S.C. 1681a, 
unless such data is obtained from a 
consumer reporting agency for one or 
more purposes identified in 15 U.S.C. 
1681b(a); 

(iii) The set of data in an application 
for health insurance, long-term care in-
surance, professional liability insur-
ance, mortgage insurance, or life insur-
ance; 

(iv) Data relating to the physical, 
mental, or psychological health condi-
tion of an individual; 

(v) Non-public electronic communica-
tions, including email, messaging, or 
chat communications, between or 
among users of a U.S. business’s prod-
ucts or services if a primary purpose of 
such product or service is to facilitate 
third-party user communications; 

(vi) Geolocation data collected using 
positioning systems, cell phone towers, 
or WiFi access points such as via a mo-
bile application, vehicle GPS, other on-
board mapping tool, or wearable elec-
tronic device; 

(vii) Biometric enrollment data in-
cluding facial, voice, retina/iris, and 
palm/fingerprint templates; 

(viii) Data stored and processed for 
generating a Federal, State, Tribal, 
Territorial, or other government iden-
tification card; 

(ix) Data concerning U.S. Govern-
ment personnel security clearance sta-
tus; or 

(x) The set of data in an application 
for a U.S. Government personnel secu-
rity clearance or an application for em-
ployment in a position of public trust; 
or 

(2) Genetic information, which in-
cludes the results of an individual’s ge-
netic tests, including any related ge-
netic sequencing data, whenever such 
results, in isolation or in combination 
with previously released or publicly 
available data, constitute identifiable 
data. Such results shall not include 
data derived from databases main-
tained by the U.S. Government and 
routinely provided to private parties 
for purposes of research. For purposes 
of this paragraph, ‘‘genetic test’’ shall 
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have the meaning provided in 42 U.S.C. 
300gg–91(d)(17). 

Undue or unacceptable risk means 
those risks identified in Section 1(a)(ii) 
of the Executive Order. 

United States person means any 
United States citizen; any permanent 
resident alien; or any entity organized 
under the laws of the United States or 
any jurisdiction within the United 
States (including such entity’s foreign 
branches). 

Via the internet means using internet 
protocols to transmit data, including, 
but not limited to, transmissions by 
cable, telephone lines, wireless meth-
ods, satellites, or other means. 

[86 FR 4923, Jan. 19, 2021, as amended at 88 
FR 39357, June 16, 2023] 

EFFECTIVE DATE NOTE: At 89 FR 96892, Dec. 
6, 2024, § 791.2 was amended by: 

1. Revising the definition of ‘‘Appropriate 
agency heads’’, 

2. Adding in alphabetical order definitions 
for ‘‘Covered ICTS Transaction’’, ‘‘Dealing 
in’’, and ‘‘Importation’’, and 

3. Revising the definitions of ‘‘Party or 
parties to a Transaction’’, ‘‘Person owned 
by, controlled by, or subject to the jurisdic-
tion or direction of a foreign adversary’’, 
‘‘Secretary’’, and ‘‘United States Person’’, 
effective Feb. 4, 2025. 

For the convenience of the user, the added 
and revised text is set forth as follows: 

§ 791.2 Definitions. 

Appropriate agency heads means the Sec-
retary of the Treasury, the Secretary of 
State, the Secretary of Defense, the Attor-
ney General, the Secretary of Homeland Se-
curity, the United States Trade Representa-
tive, the Director of National Intelligence, 
the Administrator of General Services, the 
Chairman of the Federal Communications 
Commission, and the heads of any other ex-
ecutive departments and agencies the Sec-
retary determines is appropriate, or their 
designees. 

* * * * * 

Covered ICTS Transaction means an ICTS 
Transaction or a class of ICTS Transactions 
that meets the criteria set forth in § 791.3. 

Dealing in means the activity of buying, 
selling, reselling, receiving, licensing, or ac-
quiring ICTS, or otherwise doing or engaging 
in business involving the conveyance of 
ICTS. 

* * * * * 

Importation means the process or activity 
of bringing foreign ICTS to or into the 

United States, regardless of the means of 
conveyance, including via electronic trans-
mission. 

* * * * * 

Party or parties to a Transaction means a 
person or persons engaged in an ICTS Trans-
action or class of ICTS Transactions, includ-
ing, but not limited to the following: de-
signer, developer, provider, buyer, purchaser, 
seller, transferor, licensor, broker, acquiror, 
intermediary (including consignee), and end 
user. Party or parties to a Transaction in-
clude entities designed, or otherwise used 
with the intention, to evade or circumvent 
application of the Executive Order. For pur-
poses of this rule, this definition does not in-
clude common carriers, except to the extent 
that a common carrier knew or should have 
known (as the term ‘‘knowledge’’ is defined 
in 15 CFR 772.1) that it was providing trans-
portation services of ICTS to one or more of 
the parties to a Transaction that has been 
prohibited in a final written determination 
made by the Secretary or, if permitted sub-
ject to mitigation measures, in violation of 
such mitigation measures. 

* * * * * 

Person owned by, controlled by, or subject to 
the jurisdiction or direction of a foreign adver-
sary means: 

(1) Any person, wherever located, who acts 
as an agent, representative, or employee, or 
any person who acts in any other capacity at 
the order, request, or under the direction or 
control, of a foreign adversary or of a person 
whose activities are directly or indirectly 
supervised, directed, controlled, financed, or 
subsidized in whole or in majority part by a 
foreign adversary; 

(2) Any person, wherever located, who is a 
citizen or resident of a foreign adversary or 
a country controlled by a foreign adversary, 
and is not a United States citizen or perma-
nent resident of the United States; 

(3) Any corporation, partnership, associa-
tion, or other organization with a principal 
place of business in, headquartered in, incor-
porated in, or otherwise organized under the 
laws of a foreign adversary or a country con-
trolled by a foreign adversary; or 

(4) Any corporation, partnership, associa-
tion, or other organization, wherever orga-
nized or doing business, that is owned or con-
trolled by a foreign adversary, to include cir-
cumstances in which any person identified in 
paragraphs (1) through (3) of this definition 
possesses the power, direct or indirect, 
whether or not exercised, through the owner-
ship of a majority or a dominant minority of 
the total outstanding voting interest in an 
entity, board representation, proxy voting, a 
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special share, contractual arrangements, for-
mal or informal arrangements to act in con-
cert, or other means, to determine, direct, or 
decide important matters affecting an enti-
ty. 

Secretary means the Secretary of Com-
merce or the Secretary’s designee, including 
for example the Under Secretary of Com-
merce for Industry and Security or the Exec-
utive Director of the Office of Information 
and Communications Technology and Serv-
ices. 

* * * * * 

United States person means any United 
States citizen; any permanent resident alien; 
any entity organized under the laws of the 
United States or any jurisdiction within the 
United States (including such entity’s for-
eign branches); or any person in the United 
States. 

* * * * * 

§ 791.3 Scope of Covered ICTS Trans-
actions. 

(a) This part applies only to an ICTS 
Transaction that: 

(1) Is conducted by any person sub-
ject to the jurisdiction of the United 
States or involves property subject to 
the jurisdiction of the United States; 

(2) Involves any property in which 
any foreign country or a national 
thereof has an interest (including 
through an interest in a contract for 
the provision of the technology or serv-
ice); 

(3) Is initiated, pending, or completed 
on or after January 19, 2021, regardless 
of when any contract applicable to the 
transaction is entered into, dated, or 
signed or when any license, permit, or 
authorization applicable to such trans-
action was granted. Any act or service 
with respect to an ICTS Transaction, 
such as execution of any provision of a 
managed services contract, installa-
tion of software updates, or the con-
ducting of repairs, that occurs on or 
after January 19, 2021 may be deemed 
an ICTS Transaction within the scope 
of this part, even if the contract was 
initially entered into, or the activity 
commenced, prior to January 19, 2021; 
and 

(4) Involves one of the following 
ICTS: 

(i) ICTS that will be used by a party 
to a transaction in a sector designated 

as critical infrastructure by Presi-
dential Policy Directive 21—Critical 
Infrastructure Security and Resilience, 
including any subsectors or subse-
quently designated sectors; 

(ii) Software, hardware, or any other 
product or service integral to: 

(A) Wireless local area networks, in-
cluding: 

(1) Distributed antenna systems; and 
(2) Small-cell or micro-cell base sta-

tions; 
(B) Mobile networks, including: 
(1) eNodeB based stations; 
(2) gNodeB or 5G new radio base sta-

tions; 
(3) NodeB base stations; 
(4) Home location register databases; 
(5) Home subscriber servers; 
(6) Mobile switching centers; 
(7) Session border controllers; and 
(8) Operation support systems; 
(C) Satellite payloads, including: 
(1) Satellite telecommunications sys-

tems; 
(2) Satellite remote sensing systems; 

and 
(3) Satellite position, navigation, and 

timing systems; 
(D) Satellite operations and control, 

including: 
(1) Telemetry, tracking, and control 

systems; 
(2) Satellite control centers; 
(3) Satellite network operations; 
(4) Multi-terminal ground stations; 

and 
(5) Satellite uplink centers; 
(E) Cable access points, including: 
(1) Core routers; 
(2) Core networks; and 
(3) Core switches; 
(F) Wireline access points, including: 
(1) Access infrastructure datalinks; 

and 
(2) Access infrastructure digital 

loops; 
(G) Core networking systems, includ-

ing: 
(1) Core infrastructure synchronous 

optical networks and synchronous dig-
ital hierarchy systems; 

(2) Core infrastructure dense wave-
length division multiplexing or optical 
transport network systems; 

(3) Core infrastructure internet pro-
tocol and internet routing systems; 

(4) Core infrastructure content deliv-
ery network systems; 
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(5) Core infrastructure internet pro-
tocol and multiprotocol label switch-
ing systems; 

(6) Data center multiprotocol label 
switching routers; and 

(7) Metropolitan multiprotocol label 
switching routers; or 

(H) Long- and short-haul networks, 
including: 

(1) Fiber optical cables; and 
(2) Repeaters; 
(iii) Software, hardware, or any other 

product or service integral to data 
hosting or computing services, to in-
clude software-defined services such as 
virtual private servers, that uses, proc-
esses, or retains, or is expected to use, 
process, or retain, sensitive personal 
data on greater than one million U.S. 
persons at any point over the twelve 
(12) months preceding an ICTS Trans-
action, including: 

(A) Internet hosting services; 
(B) Cloud-based or distributed com-

puting and data storage; 
(C) Managed services; and 
(D) Content delivery services; 
(iv) Any of the following ICTS prod-

ucts, if greater than one million units 
have been sold to U.S. persons at any 
point over the twelve (12) months prior 
to an ICTS Transaction: 

(A) Internet-enabled sensors, 
webcams, and any other end-point sur-
veillance or monitoring device; 

(B) Routers, modems, and any other 
home networking device; or 

(C) Drones or any other unmanned 
aerial system; 

(v) Software designed primarily to 
enable connecting with and commu-
nicating via the internet, which is ac-
cessible through cable, telephone line, 
wireless, or satellite or other means, 
that is in use by greater than one mil-
lion U.S. persons at any point over the 
twelve (12) months preceding an ICTS 
Transaction, including: 

(A) Desktop applications; 
(B) Mobile applications; 
(C) Gaming applications; 
(D) Web-based applications; and 
(E) Connected software applications; 

or 
(vi) ICTS integral to: 
(A) Artificial intelligence and ma-

chine learning; 
(B) Quantum key distribution; 
(C) Quantum computing; 

(D) Drones; 
(E) Autonomous systems; or 
(F) Advanced Robotics. 
(b) This part does not apply to an 

ICTS Transaction that: 
(1) Involves the acquisition of ICTS 

items by a United States person as a 
party to a transaction authorized 
under a U.S. government-industrial se-
curity program; or 

(2) The Committee on Foreign Invest-
ment in the United States (CFIUS) is 
actively reviewing, or has reviewed, as 
a covered transaction or covered real 
estate transaction or as part of such a 
transaction under section 721 of the De-
fense Production Act of 1950, as amend-
ed, and its implementing regulations. 

(c) Notwithstanding the exemption in 
paragraph (b)(2) of this section, ICTS 
Transactions conducted by parties to 
transactions reviewed by CFIUS that 
were not part of the covered trans-
action or covered real estate trans-
action reviewed by CFIUS remain fully 
subject to this part. 

[86 FR 4923, Jan. 19, 2021, as amended at 88 
FR 39358, June 16, 2023] 

EFFECTIVE DATE NOTE: At 89 FR 96893, Dec. 
6, 2024, § 791.3 was amended by revising para-
graphs (a)(2), (4) and (b), and removing para-
graph (c), effective Feb. 4, 2025. For the con-
venience of the user, the revised text is set 
forth as follows: 

§ 791.3 Scope of Covered ICTS Transactions. 

(a) * * * 

* * * * * 

(2) Involves any property in which any for-
eign country or a national thereof has any 
interest of any nature whatsoever, whether 
direct or indirect (including through an in-
terest in a contract for the provision of the 
technology or service); 

* * * * * 

(4) Involves ICTS and software, hardware, 
or any other product or service integral to 
one of the following: 

(i) Information and communications hard-
ware and software, including 

(A) Wireless local area networks; 
(B) Mobile networks; 
(C) Satellite payloads; 
(D) Satellite operations and control; 
(E) internet-enabled sensors, cameras, and 

any other end-point surveillance or moni-
toring device, or any device that includes 
these components such as drones; 
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(F) Routers, modems, and any other net-
working devices; 

(G) Cable access points; 
(H) Wireline access points; 
(I) Core networking systems; 
(J) Long- and short-haul networks; 
(ii) Data hosting, computing or storage, in-

cluding software, hardware, or any other 
product or service integral to data hosting or 
computing services, including software-de-
fined services such as virtual private servers, 
that uses, processes, or retains, or is ex-
pected to use, process, or retain, sensitive 
personal data of United States persons, in-
cluding: 

(A) internet hosting services; 
(B) Cloud-based or distributed computing 

and data storage; 
(C) Managed services; and 
(D) Content delivery services; 
(iii) Connected software applications, in-

cluding software designed primarily to en-
able connecting with and communicating via 
the internet, which is accessible through 
cable, telephone line, wireless, or satellite or 
other means, that is in use by United States 
persons at any point over the twelve (12) 
months preceding an ICTS Transaction, in-
cluding connected software applications, 
such as but not limited to, desktop applica-
tions, mobile applications, gaming applica-
tions, and web-based applications; 

(iv) Critical infrastructure, including any 
subsectors of the chemical, commercial fa-
cilities, communications, critical manufac-
turing, dams, defense industrial base, emer-
gency services, energy, financial services, 
food and agriculture, government services 
and facilities, health care and public health, 
information technology, nuclear reactors, 
materials, and waste, transportation sys-
tems, and water and wastewater systems sec-
tors, and 

(v) Critical and emerging technologies, in-
cluding advanced network sensing and signa-
ture management; advanced computing; arti-
ficial intelligence; clean energy generation 
and storage; data privacy, data security, and 
cybersecurity technologies; highly auto-
mated, autonomous, and uncrewed systems 
and robotics; integrated communication and 
networking technologies; positioning, navi-
gation, and timing technologies; quantum 
information and enabling technologies; semi-
conductors and microelectronics; and bio-
technology. 

(b) The Secretary will not continue review 
of an ICTS Transaction under § 791.103 if the 
Secretary finds that: 

(1) The ICTS Transaction involves the ac-
quisition of ICTS items by a United States 
person as a party to a transaction authorized 
under a U.S. government-industrial security 
program; or 

(2) The Committee on Foreign Investment 
in the United States (CFIUS) is conducting a 
review, investigation, or assessment, or has 

concluded action on, the specific ICTS 
Transaction as a covered transaction under 
section 721(a)(4) of the Defense Production 
Act of 1950, as amended, and its imple-
menting regulations. 

§ 791.4 Determination of foreign adver-
saries. 

(a) The Secretary has determined 
that the following foreign governments 
or foreign non-government persons 
have engaged in a long-term pattern or 
serious instances of conduct signifi-
cantly adverse to the national security 
of the United States or security and 
safety of United States persons and, 
therefore, constitute foreign adver-
saries solely for the purposes of the Ex-
ecutive Order, this rule, and any subse-
quent rule: 

(1) The People’s Republic of China, 
including the Hong Kong Special Ad-
ministrative Region (China); 

(2) Republic of Cuba (Cuba); 
(3) Islamic Republic of Iran (Iran); 
(4) Democratic People’s Republic of 

Korea (North Korea); 
(5) Russian Federation (Russia); and 
(6) Venezuelan politician Nicolás 

Maduro (Maduro Regime). 
(b) The Secretary’s determination of 

foreign adversaries is solely for the 
purposes of the Executive Order, this 
rule, and any subsequent rule promul-
gated pursuant to the Executive Order. 
Pursuant to the Secretary’s discretion, 
the list of foreign adversaries will be 
revised as determined to be necessary. 
Such revisions will be effective imme-
diately upon publication in the FED-
ERAL REGISTER without prior notice or 
opportunity for public comment. 

(c) The Secretary’s determination is 
based on multiple sources, including: 

(1) National Security Strategy of the 
United States; 

(2) The Director of National 
Intelligence’s 2016–2019 Worldwide 
Threat Assessments of the U.S. Intel-
ligence Community; 

(3) The 2018 National Cyber Strategy 
of the United States of America; and 

(4) Reports and assessments from the 
U.S. Intelligence Community, the U.S. 
Departments of Justice, State and 
Homeland Security, and other relevant 
sources. 

(d) (d) The Secretary will periodi-
cally review this list in consultation 
with appropriate agency heads and 



719 

Bur. of Industry and Security, Comm. § 791.100 

may add to, subtract from, supplement, 
or otherwise amend this list. Any 
amendment to this list will apply to 
any ICTS Transaction that is initiated, 
pending, or completed on or after the 
date that the list is amended. 

EFFECTIVE DATE NOTE: At 89 FR 96893, Dec. 
6, 2024, § 791.4 was amended by revising para-
graphs (a)(1), (c) introductory text, (c)(2), 
(c)(3), and (d), and by removing the second 
parenthetical ‘‘(d)’’ from 791.4(d), effective 
Feb. 4, 2025. For the convenience of the user, 
the revised text is set forth as follows: 

§ 791.4 Determination of foreign adver-
saries. 

(a) * * * 

(1) The People’s Republic of China, includ-
ing the Hong Kong Special Administrative 
Region and the Macau Special Administra-
tive Region (China); 

* * * * * 

(c) The Secretary’s determination is based 
on multiple sources, including but not lim-
ited to: 

* * * * * 

(2) The Director of National Intelligence’s 
Worldwide Threat Assessments of the U.S. 
Intelligence Community; 

(3) The National Cyber Strategy of the 
United States of America; and 

* * * * * 

(d) The Secretary will periodically review 
this list in consultation with appropriate 
agency heads and may add to, subtract from, 
supplement, or otherwise amend this list. 
Any amendment to this list will apply to any 
ICTS Transaction that is initiated, pending, 
or completed on or after the date that the 
list is amended. 

§ 791.5 Effect on other laws. 

Nothing in this part shall be con-
strued as altering or affecting any 
other authority, process, regulation, 
investigation, enforcement measure, or 
review provided by or established under 
any other provision of Federal law, in-
cluding prohibitions under the Na-
tional Defense Authorization Act of 
2019, the Federal Acquisition Regula-
tions, or IEEPA, or any other author-
ity of the President or the Congress 
under the Constitution of the United 
States. 

§ 791.6 Amendment, modification, or 
revocation. 

Except as otherwise provided by law, 
any determinations, prohibitions, or 
decisions issued under this part may be 
amended, modified, or revoked, in 
whole or in part, at any time. 

§ 791.7 Public disclosure of records. 

Public requests for agency records re-
lated to this part will be processed in 
accordance with the Department of 
Commerce’s Freedom of Information 
Act regulations, 15 CFR part 4, or other 
applicable law and regulation. 

Subpart B—Review of ICTS 
Transactions 

§ 791.100 General. 

In implementing this part, the Sec-
retary of Commerce may: 

(a) Consider any and all relevant in-
formation held by, or otherwise made 
available to, the Federal Government 
that is not otherwise restricted by law 
for use for this purpose, including: 

(1) Publicly available information; 

(2) Confidential business information, 
as defined in 19 CFR 201.6, or propri-
etary information; 

(3) Classified National Security Infor-
mation, as defined in Executive Order 
13526 (December 29, 2009) and its prede-
cessor executive orders, and Controlled 
Unclassified Information, as defined in 
Executive Order 13556 (November 4, 
2010); 

(4) Information obtained from state, 
local, tribal, or foreign governments or 
authorities; 

(5) Information obtained from parties 
to a transaction, including records re-
lated to such transaction that any 
party uses, processes, or retains, or 
would be expected to use, process, or 
retain, in their ordinary course of busi-
ness for such a transaction; 

(6) Information obtained through the 
authority granted under sections 2(a) 
and (c) of the Executive Order and 
IEEPA, as set forth in U.S.C. 7.101; 

(7) Information provided by any other 
U.S. Government national security 
body, in each case only to the extent 
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necessary for national security pur-
poses, and subject to applicable con-
fidentiality and classification require-
ments, including the Committee for 
the Assessment of Foreign Participa-
tion in the United States Tele-
communications Services Sector and 
the Federal Acquisitions Security 
Council and its designated informa-
tion-sharing bodies; and 

(8) Information provided by any other 
U.S. Government agency, department, 
or other regulatory body, including the 
Federal Communications Commission, 
Department of Homeland Security, and 
Department of Justice; 

(b) Consolidate the review of any 
ICTS Transactions with other trans-
actions already under review where the 
Secretary determines that the trans-
actions raise the same or similar 
issues, or that are otherwise properly 
consolidated; 

(c) In consultation with the appro-
priate agency heads, in determining 
whether an ICTS Transaction involves 
ICTS designed, developed, manufac-
tured, or supplied, by persons owned 
by, controlled by, or subject to the ju-
risdiction or direction of a foreign ad-
versary, consider the following: 

(1) Whether the person or its sup-
pliers have headquarters, research, de-
velopment, manufacturing, test, dis-
tribution, or service facilities, or other 
operations in a foreign country, includ-
ing one controlled by, or subject to the 
jurisdiction of, a foreign adversary; 

(2) Ties between the person—includ-
ing its officers, directors or similar of-
ficials, employees, consultants, or con-
tractors—and a foreign adversary; 

(3) Laws and regulations of any for-
eign adversary in which the person is 
headquartered or conducts operations, 
including research and development, 
manufacturing, packaging, and dis-
tribution; and 

(4) Any other criteria that the Sec-
retary deems appropriate; 

(d) In consultation with the appro-
priate agency heads, in determining 
whether an ICTS Transaction poses an 
undue or unacceptable risk, consider 
the following: 

(1) Threat assessments and reports 
prepared by the Director of National 
Intelligence pursuant to section 5(a) of 
the Executive Order; 

(2) Removal or exclusion orders 
issued by the Secretary of Homeland 
Security, the Secretary of Defense, or 
the Director of National Intelligence 
(or their designee) pursuant to rec-
ommendations of the Federal Acquisi-
tion Security Council, under 41 U.S.C. 
1323; 

(3) Relevant provisions of the Defense 
Federal Acquisition Regulation (48 
CFR ch. 2) and the Federal Acquisition 
Regulation (48 CFR ch. 1), and their re-
spective supplements; 

(4) The written assessment produced 
pursuant to section 5(b) of the Execu-
tive Order, as well as the entities, 
hardware, software, and services that 
present vulnerabilities in the United 
States as determined by the Secretary 
of Homeland Security pursuant to that 
section; 

(5) Actual and potential threats to 
execution of a ‘‘National Critical Func-
tion’’ identified by the Department of 
Homeland Security Cybersecurity and 
Infrastructure Security Agency; 

(6) The nature, degree, and likelihood 
of consequence to the United States 
public and private sectors that could 
occur if ICTS vulnerabilities were to be 
exploited; and 

(7) Any other source or information 
that the Secretary deems appropriate; 
and 

(e) In the event the Secretary finds 
that unusual and extraordinary harm 
to the national security of the United 
States is likely to occur if all of the 
procedures specified herein are fol-
lowed, the Secretary may deviate from 
these procedures in a manner tailored 
to protect against that harm. 

EFFECTIVE DATE NOTE: At 89 FR 96893, Dec. 
6, 2024, § 791.100 was amended by revising 
paragraph (a) introductory text, (a)(6), (7), 
(8), and (9), paragraph (c) introductory text, 
paragraph (d) introductory text, (d)(5), and 
(e), effective Feb. 4, 2025. For the conven-
ience of the user, the revised text is set forth 
as follows: 

§ 791.100 General. 

* * * * * 

(a) Consider any and all relevant informa-
tion held by, or otherwise made available to, 
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the Federal Government that is not other-
wise restricted by law for use for this pur-
pose, including: 

* * * * * 

(6) Information obtained through the au-
thority granted under sections 2(a) and (c) of 
the Executive Order and IEEPA, as set forth 
in § 791.101 of this part; 

(7) Information provided by any other U.S. 
Government national security body, in each 
case only to the extent necessary for na-
tional security purposes, and subject to ap-
plicable confidentiality and classification re-
quirements, including the Committee for the 
Assessment of Foreign Participation in the 
United States Telecommunications Services 
Sector and the Federal Acquisitions Security 
Council and its designated information-shar-
ing bodies; 

(8) Information or referrals provided by 
any other U.S. Government agency, depart-
ment, or other regulatory body; and 

(9) Information provided voluntarily by 
private industry. 

* * * * * 

(c) Determine, in consultation with the ap-
propriate agency heads, whether an ICTS 
Transaction involves ICTS designed, devel-
oped, manufactured, or supplied, by persons 
owned by, controlled by, or subject to the ju-
risdiction or direction of a foreign adversary, 
and in making a determination, the Depart-
ment may consider the following: 

* * * * * 

(d) Determine, in consultation with the ap-
propriate agency heads, whether a Covered 
ICTS Transaction poses an undue or unac-
ceptable risk, considering the following: 

* * * * * 

(5) Actual or potential threats to execution 
of a ‘‘National Critical Function’’ identified 
by the Department of Homeland Security 
Cybersecurity and Infrastructure Security 
Agency; 

* * * * * 

(e) In the event the Secretary finds that 
unusual and extraordinary harm to the na-
tional security of the United States is likely 
to occur if all of the procedures specified 
herein are followed, deviate from these pro-
cedures in a manner tailored to protect 
against that harm. 

§ 791.101 Information to be furnished 
on demand. 

(a) Pursuant to the authority granted 
to the Secretary under sections 2(a), 
2(b), and 2(c) of the Executive Order 
and IEEPA, persons involved in an 
ICTS Transaction may be required to 
furnish under oath, in the form of re-
ports or otherwise, at any time as may 
be required by the Secretary, complete 
information relative to any act or 
transaction, subject to the provisions 
of this part. The Secretary may require 
that such reports include the produc-
tion of any books, contracts, letters, 
papers, or other hard copy or electronic 
documents relating to any such act, 
transaction, or property, in the cus-
tody or control of the persons required 
to make such reports. Reports with re-
spect to transactions may be required 
either before, during, or after such 
transactions. The Secretary may, 
through any person or agency, conduct 
investigations, hold hearings, admin-
ister oaths, examine witnesses, receive 
evidence, take depositions, and require 
by subpoena the attendance and testi-
mony of witnesses and the production 
of any books, contracts, letters, papers, 
and other hard copy or documents re-
lating to any matter under investiga-
tion, regardless of whether any report 
has been required or filed in connection 
therewith. 

(b) For purposes of paragraph (a) of 
this section, the term ‘‘document’’ in-
cludes any written, recorded, or graph-
ic matter or other means of preserving 
thought or expression (including in 
electronic format), and all tangible 
things stored in any medium from 
which information can be processed, 
transcribed, or obtained directly or in-
directly, including correspondence, 
memoranda, notes, messages, contem-
poraneous communications such as 
text and instant messages, letters, 
emails, spreadsheets, metadata, con-
tracts, bulletins, diaries, chronological 
data, minutes, books, reports, exami-
nations, charts, ledgers, books of ac-
count, invoices, air waybills, bills of 
lading, worksheets, receipts, printouts, 
papers, schedules, affidavits, presen-
tations, transcripts, surveys, graphic 
representations of any kind, drawings, 
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photographs, graphs, video or sound re-
cordings, and motion pictures or other 
film. 

(c) Persons providing documents to 
the Secretary pursuant to this section 
must produce documents in a format 
useable to the Department of Com-
merce, which may be detailed in the re-
quest for documents or otherwise 
agreed to by the parties. 

EFFECTIVE DATE NOTE: At 89 FR 96894, Dec. 
6, 2024, § 791.101 was amended by revising 
paragraphs (a) and (b), effective Feb. 4, 2025. 
For the convenience of the user, the revised 
text is set forth as follows: 

§ 791.101 Information to be furnished on de-
mand. 

(a) Pursuant to the authority granted to 
the Secretary under sections 2(a), 2(b), and 
2(c) of the Executive Order and IEEPA, the 
Secretary may require any person to furnish 
under oath, in the form of reports or other-
wise, at any time as may be required by the 
Secretary, complete information relative to 
any act or transaction, subject to the provi-
sions of this part. The Secretary may require 
that such reports include the production of 
any books, contracts, letters, papers, or 
other hard copy or electronic documents re-
lating to any such act, transaction, or prop-
erty, in the custody or control of the persons 
required to make such reports. Reports with 
respect to transactions may be required from 
before, during, or after such transactions. 
The Secretary may, through any person or 
agency, conduct investigations, hold hear-
ings, administer oaths, examine witnesses, 
receive evidence, take depositions, and re-
quire by subpoena the attendance and testi-
mony of witnesses and the production of any 
books, contracts, letters, papers, and other 
hard copy or documents relating to any mat-
ter under investigation, regardless of wheth-
er any report has been required or filed in 
connection therewith. 

(b) For purposes of paragraph (a) of this 
section, the term ‘‘document’’ includes any 
written, recorded, or graphic matter or other 
means of preserving thought or expression 
(including in electronic format), and all tan-
gible things stored in any medium from 
which information can be processed, tran-
scribed, or obtained directly or indirectly, 
including correspondence, memoranda, 
notes, messages, contemporaneous commu-
nications such as text and instant messages, 
letters, emails, spreadsheets, metadata, con-
tracts, bulletins, diaries, chronological data, 
minutes, books, reports, examinations, 
charts, ledgers, books of account, invoices, 
air waybills, bills of lading, worksheets, re-
ceipts, printouts, papers, schedules, affida-
vits, presentations, transcripts, surveys, 
graphic representations of any kind, draw-

ings, photographs, images, graphs, video or 
sound recordings, and motion pictures or 
other media such as film. 

* * * * * 

§ 791.102 Confidentiality of informa-
tion. 

(a) Information or documentary ma-
terials, not otherwise publicly or com-
mercially available, submitted or filed 
with the Secretary under this part will 
not be released publicly except to the 
extent required by law. 

(b) The Secretary may disclose infor-
mation or documentary materials that 
are not otherwise publicly or commer-
cially available and referenced in para-
graph (a) in the following cir-
cumstances: 

(1) Pursuant to any administrative or 
judicial proceeding; 

(2) Pursuant to an act of Congress; 

(3) Pursuant to a request from any 
duly authorized committee or sub-
committee of Congress; 

(4) Pursuant to any domestic govern-
mental entity, or to any foreign gov-
ernmental entity of a United States 
ally or partner, information or docu-
mentary materials, not otherwise pub-
licly or commercially available and im-
portant to the national security anal-
ysis or actions of the Secretary, but 
only to the extent necessary for na-
tional security purposes, and subject to 
appropriate confidentiality and classi-
fication requirements; 

(5) Where the parties or a party to a 
transaction have consented, the infor-
mation or documentary material that 
are not otherwise publicly or commer-
cially available may be disclosed to 
third parties; and 

(6) Any other purpose authorized by 
law. 

(c) This section shall continue to 
apply with respect to information and 
documentary materials that are not 
otherwise publicly or commercially 
available and submitted to or obtained 
by the Secretary even after the Sec-
retary issues a final determination pur-
suant to § 791.109. 

(d) The provisions of 18 U.S.C. 1905, 
relating to fines and imprisonment and 
other penalties, shall apply with re-
spect to the disclosure of information 
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or documentary material provided to 
the Secretary under these regulations. 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96894, Dec. 
6, 2024, § 791.102 was amended by revising the 
introductory text of paragraph (b), (b)(4) 
through (6), and adding (b)(7), effective Feb. 
4, 2025. For the convenience of the user, the 
added and revised text is set forth as follows: 

§ 791.102 Confidentiality of information. 

* * * * * 

(b) The Secretary may, subject to appro-
priate confidentiality and classification re-
quirements, disclose information or docu-
mentary materials that are not otherwise 
publicly or commercially available and ref-
erenced in paragraph (a) of this section in 
the following circumstances: 

* * * * * 

(4) Pursuant to a request from any domes-
tic governmental entity or any foreign gov-
ernmental entity of a United States ally or 
partner, but only to the extent necessary for 
national security purposes; 

(5) Where the parties or a party to a trans-
action have consented, the information or 
documentary material that is not otherwise 
publicly or commercially available may be 
disclosed to third parties; 

(6) Where the Secretary has determined 
that at least one Covered ICTS Transaction 
related to the information or documents pre-
sents an undue or unacceptable risk, and dis-
closure to the public or to affected third par-
ties is necessary to prevent or significantly 
reduce imminent harm to U.S. national secu-
rity, or the security and safety of United 
States persons; and 

(7) Any other purpose authorized by law. 

* * * * * 

§ 791.103 Initial review of ICTS Trans-
actions. 

(a) Upon receipt of any information 
identified in § 791.100(a), upon written 
request of an appropriate agency head, 
or at the Secretary’s discretion, the 
Secretary may consider any referral 
for review of a transaction (referral). 

(b) In considering a referral pursuant 
to paragraph (a), the Secretary shall 
assess whether the referral falls within 
the scope of § 791.3(a) and involves ICTS 
designed, developed, manufactured, or 
supplied by persons owned by, con-
trolled by, or subject to the jurisdic-

tion or direction of a foreign adversary, 
and determine whether to: 

(1) Accept the referral and commence 
an initial review of the transaction; 

(2) Request additional information, 
as identified in § 791.100(a), from the re-
ferring entity regarding the referral; or 

(3) Reject the referral. 
(c) Upon accepting a referral pursu-

ant to paragraph (b) of this section, the 
Secretary shall conduct an initial re-
view of the ICTS Transaction and as-
sess whether the ICTS Transaction 
poses an undue or unacceptable risk, 
which may be determined by evalu-
ating the following criteria: 

(1) The nature and characteristics of 
the information and communications 
technology or services at issue in the 
ICTS Transaction, including technical 
capabilities, applications, and market 
share considerations; 

(2) The nature and degree of the own-
ership, control, direction, or jurisdic-
tion exercised by the foreign adversary 
over the design, development, manu-
facture, or supply at issue in the ICTS 
Transaction; 

(3) The statements and actions of the 
foreign adversary at issue in the ICTS 
Transaction; 

(4) The statements and actions of the 
persons involved in the design, develop-
ment, manufacture, or supply at issue 
in the ICTS Transaction; 

(5) The statements and actions of the 
parties to the ICTS Transaction; 

(6) Whether the ICTS Transaction 
poses a discrete or persistent threat; 

(7) The nature of the vulnerability 
implicated by the ICTS Transaction; 

(8) Whether there is an ability to oth-
erwise mitigate the risks posed by the 
ICTS Transaction; 

(9) The severity of the harm posed by 
the ICTS Transaction on at least one of 
the following: 

(i) Health, safety, and security; 
(ii) Critical infrastructure; 
(iii) Sensitive data; 
(iv) The economy; 
(v) Foreign policy; 
(vi) The natural environment; and 
(vii) National Essential Functions (as 

defined by Federal Continuity Direc-
tive-2 (FCD–2)); and 

(10) The likelihood that the ICTS 
Transaction will in fact cause threat-
ened harm. 
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(d) For ICTS Transactions involving 
connected software applications that 
are accepted for review, the Secretary’s 
assessment of whether the ICTS Trans-
action poses an undue or unacceptable 
risk may be determined by evaluating 
the criteria in paragraph (c) as well as 
the following additional criteria: 

(1) Ownership, control, or manage-
ment by persons that support a foreign 
adversary’s military, intelligence, or 
proliferation activities; 

(2) Use of the connected software ap-
plication to conduct surveillance that 
enables espionage, including through a 
foreign adversary’s access to sensitive 
or confidential government or business 
information, or sensitive personal data; 

(3) Ownership, control, or manage-
ment of connected software applica-
tions by persons subject to the jurisdic-
tion or direction of a foreign adversary; 

(4) Ownership, control, or manage-
ment of connected software applica-
tions by persons involved in malicious 
cyber activities; 

(5) Whether there is regular, thor-
ough, and reliable third-party auditing 
of connected software applications; 

(6) The scope and sensitivity of the 
data collected; 

(7) The number and sensitivity of the 
users with access to the connected soft-
ware application; and 

(8) The extent to which identified 
risks have been or can be mitigated 
using measures that can be verified by 
independent third parties. 

(e) If the Secretary finds that an 
ICTS Transaction does not meet the 
criteria of paragraph (b) of this section: 

(1) The transaction shall no longer be 
under review; and 

(2) Future review of the transaction 
shall not be precluded, where addi-
tional information becomes available 
to the Secretary. 

[86 FR 4923, Jan. 19, 2021, as amended at 88 
FR 39358, June 16, 2023. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96894, Dec. 
6, 2024, § 791.103 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 791.103 Review of ICTS Transactions. 

(a) After considering materials described 
in § 791.100(a), the Secretary may, at the Sec-
retary’s discretion, initiate a review of an 
ICTS Transaction. 

(b) As part of the review, the Secretary 
will assess whether the transaction: 

(1) Constitutes a Covered ICTS Trans-
action, as described in § 791.3; 

(2) Involves ICTS designed, developed, 
manufactured, or supplied by persons owned 
by, controlled by, or subject to the jurisdic-
tion or direction of a foreign adversary, as 
described in § 791.100(c); and 

(3) Poses an undue or unacceptable risk as 
described in §§ 791.100(d) and 791.103(c). 

(c) In assessing whether the Covered ICTS 
Transaction poses an undue or unacceptable 
risk, the Secretary may evaluate, among 
other relevant factors, the following criteria: 

(1) The nature and characteristics of the 
ICTS at issue in the Covered ICTS Trans-
action, including technical capabilities, ap-
plications, and market share considerations; 

(2) The nature and degree of the ownership, 
control, direction, or jurisdiction exercised 
by the foreign adversary or foreign adversary 
persons over the design, development, manu-
facture, or supply at issue in the Covered 
ICTS Transaction, to include: 

(i) The ownership, control, or management 
by persons that support a foreign adversary’s 
military, intelligence, or proliferation ac-
tivities; and 

(ii) The ownership, control, or manage-
ment by persons involved in malicious cyber- 
enabled activities; 

(3) The statements and actions of the for-
eign adversary at issue in the Covered ICTS 
Transaction; 

(4) The statements and actions of the per-
sons involved in the design, development, 
manufacture, or supply of the ICTS at issue 
in the Covered ICTS Transaction; 

(5) The statements and actions of the par-
ties to the Covered ICTS Transaction; 

(6) Whether the Covered ICTS Transaction 
poses a discrete or persistent threat; 

(7) The nature and characteristics of the 
customer base, business relationships, and 
operating locations of the parties to the Cov-
ered ICTS Transaction; 

(8) Whether there is an ability to otherwise 
mitigate the risks posed by the Covered 
ICTS Transaction; 

(9) The severity of the harm posed by the 
Covered ICTS Transaction on at least one of 
the following: 

(i) Health, safety, and security; 
(ii) Critical infrastructure; 
(iii) Sensitive data; 
(iv) The economy; 
(v) Foreign policy; 
(vi) The natural environment; and 
(vii) National Essential Functions (as de-

fined by Federal Continuity Directive-2 
(FCD–2)); 

(10) The likelihood that the Covered ICTS 
Transaction will result in the threatened 
harm; and 

(11) For ICTS Transactions involving con-
nected software applications: 
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(i) the number and sensitivity of the users 
with access to the connected software appli-
cation; 

(ii) the scope and sensitivity of any data 
collected by the connected software applica-
tion; 

(iii) any use of the connected software ap-
plication to conduct surveillance that en-
ables espionage, including through a foreign 
adversary’s access to sensitive or confiden-
tial government or business information, or 
sensitive personal data; 

(iv) whether there is regular, thorough, 
and reliable third-party auditing of the con-
nected software application; and 

(v) the extent to which identified risks 
have been or can be mitigated using meas-
ures that can be verified by independent 
third parties. 

(d) If the Secretary finds that an ICTS 
Transaction does not meet the criteria of 
paragraph (b) of this section: 

(1) The transaction shall no longer be 
under review; and 

(2) Future review of the transaction shall 
not be precluded, where additional informa-
tion becomes available to the Secretary. 

§ 791.104 First interagency consulta-
tion. 

Upon finding that an ICTS Trans-
action likely meets the criteria set 
forth in § 791.103(c) during the initial 
review under § 791.103, the Secretary 
shall notify the appropriate agency 
heads and, in consultation with them, 
shall determine whether the ICTS 
Transaction meets the criteria set 
forth in § 791.103(c). 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96895, Dec. 
6, 2024, § 791.104 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 791.104 First interagency notification. 

(a) If the Secretary assesses that an ICTS 
Transaction meets the criteria under 
§ 791.103(b), the Secretary shall memorialize 
that assessment, provide the assessment to 
the appropriate agency heads, and offer the 
appropriate agency heads twenty-one (21) 
days to comment in writing on the Sec-
retary’s assessment. 

(b) If the Secretary does not receive writ-
ten comments on the assessment from an ap-
propriate agency head within twenty-one (21) 
days of notification, the Secretary may pre-
sume that agency has no comments. 

(c) The Secretary may, at the Secretary’s 
discretion, modify or revise the assessment 
based on comments received from the appro-
priate agency heads. The Secretary retains 

discretion to make an Initial Determination, 
as provided in § 791.105, regardless of the com-
ments received. 

§ 791.105 Initial determination. 

(a) If, after the consultation required 
by § 791.104, the Secretary determines 
that the ICTS Transaction does not 
meet the criteria set forth in 
§ 791.103(c): 

(1) The transaction shall no longer be 
under review; and 

(2) Future review of the transaction 
shall not be precluded, where addi-
tional information becomes available 
to the Secretary. 

(b) If, after the consultation required 
by § 791.104, the Secretary determines 
that the ICTS Transaction meets the 
criteria set forth in § 791.103(c), the Sec-
retary shall: 

(1) Make an initial written deter-
mination, which shall be dated and 
signed by the Secretary, that: 

(i) Explains why the ICTS Trans-
action meets the criteria set forth in 
§ 791.103(c); and 

(ii) Sets forth whether the Secretary 
has initially determined to prohibit the 
ICTS Transaction or to propose mitiga-
tion measures, by which the ICTS 
Transaction may be permitted; and 

(2) Notify the parties to the ICTS 
Transaction either through publication 
in the FEDERAL REGISTER or by serving 
a copy of the initial determination on 
the parties via registered U.S. mail, 
facsimile, and electronic transmission, 
or third-party commercial carrier, to 
an addressee’s last known address or by 
personal delivery. 

(c) Notwithstanding the fact that the 
initial determination to prohibit or 
propose mitigation measures on an 
ICTS Transaction may, in whole or in 
part, rely upon classified national secu-
rity information, or sensitive but un-
classified information, the initial de-
termination will contain no classified 
national security information, nor ref-
erence thereto, and, at the Secretary’s 
discretion, may not contain sensitive 
but unclassified information. 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96895, Dec. 
6, 2024, § 791.105 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 
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§ 791.105 Initial Determination. 

(a) If, after notifying the appropriate agen-
cy heads as required by § 791.104 and consid-
ering any comments received, the Secretary 
determines that the Covered ICTS Trans-
action does not meet the criteria set forth in 
§ 791.103: 

(1) The transaction shall no longer be 
under review; and 

(2) Future review of the transaction shall 
not be precluded, where additional informa-
tion becomes available to the Secretary. 

(b) If, after notifying the appropriate agen-
cy heads as required by § 791.104 and consid-
ering any comments received, the Secretary 
determines that the Covered ICTS Trans-
action meets the criteria set forth in 
§ 791.103, the Secretary shall: 

(1) Make a written Initial Determination, 
which shall be dated and signed by the Sec-
retary, that: 

(i) Explains why the ICTS Transaction 
meets the criteria set forth in § 791.103; 

(ii) Sets forth whether the Secretary pro-
poses to prohibit the Covered ICTS Trans-
action or to impose mitigation measures, by 
which the Covered ICTS Transaction may be 
permitted; and 

(iii) Provides information regarding the 
factual basis supporting the decision that is 
set forth pursuant to subparagraph (ii) 
above; 

(2) Provide at least twenty-one (21) cal-
endar days’ notice to the appropriate agency 
heads of the proposed Initial Determination 
prior to taking any action under 791.105(b)(3); 
and 

(3) Notify a party or the parties to the Cov-
ered ICTS Transaction by: 

(i) Serving a copy of the Initial Determina-
tion to the identified parties to the Covered 
ICTS Transaction when the Covered ICTS 
Transaction under review consists of a single 
transaction or a set of transactions between 
a limited number of parties (for example, the 
sale of ICTS by a company with a foreign 
nexus to an identified United States person); 
or 

(ii) Serving a copy of the Initial Deter-
mination to the person whose ICTS the Sec-
retary determines constitutes the Covered 
ICTS Transactions under review when the 
number of U.S. parties or users acquiring, 
importing, transferring, installing, dealing 
in, or using the ICTS is unknown or uniden-
tified, or notice to such U.S. parties or users 
is not feasible or appropriate (for example, 
when individual consumers purchase the 
ICTS through an online service or at a retail 
location). 

(c) Notwithstanding the fact that the Ini-
tial Determination to prohibit or propose 
mitigation measures on an ICTS Transaction 
may, in whole or in part, rely upon classified 
national security information, or sensitive 
but unclassified information, the Initial De-
termination will contain no classified na-

tional security information, nor reference 
thereto, and, at the Secretary’s discretion, 
may not contain controlled unclassified in-
formation. 

(d) Notwithstanding paragraph (b)(3) of 
this section, the Secretary may, at the Sec-
retary’s discretion, determine to publish any 
notice of an Initial Determination in the 
FEDERAL REGISTER. 

§ 791.106 Recordkeeping requirement. 

Upon notification that an ICTS 
Transaction is under review or that an 
initial determination concerning an 
ICTS Transaction has been made, a no-
tified person must immediately take 
steps to retain any and all records re-
lating to such transaction. 

EFFECTIVE DATE NOTE: At 89 FR 96895, Dec. 
6, 2024, § 791.106 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 791.106 Recordkeeping requirement. 

Upon notification that an ICTS Trans-
action is under review, such as, though not 
limited to, through a demand for informa-
tion or documents related to an ICTS Trans-
action under § 791.101 or a notification that 
an Initial Determination concerning an ICTS 
Transaction has been made, a notified person 
must immediately take steps to retain any 
and all records relating to such Transaction 
and must retain such records for no less than 
ten (10) years following a Final Determina-
tion made under § 791.109 or as otherwise in-
dicated in the Final Determination. If a noti-
fied person receives no notification that an 
Initial Determination concerning an ICTS 
Transaction has been made within ten (10) 
years of notification that an ICTS Trans-
action is under review, then the record-
keeping obligation will extend for ten (10) 
years following the initial notification of an 
ICTS Transaction review unless the notified 
person is informed otherwise by the Sec-
retary. 

§ 791.107 Procedures governing re-
sponse and mitigation. 

Within 30 days of service of the Sec-
retary’s notification pursuant to 
§ 791.105, a party to an ICTS Trans-
action may respond to the Secretary’s 
initial determination or assert that the 
circumstances resulting in the initial 
determination no longer apply, and 
thus seek to have the initial deter-
mination rescinded or mitigated pursu-
ant to the following administrative 
procedures: 
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(a) A party may submit arguments or 
evidence that the party believes estab-
lishes that insufficient basis exists for 
the initial determination, including 
any prohibition of the ICTS Trans-
action; 

(b) A party may propose remedial 
steps on the party’s part, such as cor-
porate reorganization, disgorgement of 
control of the foreign adversary, en-
gagement of a compliance monitor, or 
similar steps, which the party believes 
would negate the basis for the initial 
determination; 

(c) Any submission must be made in 
writing; 

(d) A party responding to the Sec-
retary’s initial determination may re-
quest a meeting with the Department, 
and the Department may, at its discre-
tion, agree or decline to conduct such 
meetings prior to making a final deter-
mination pursuant to § 791.109; 

(e) This rule creates no right in any 
person to obtain access to information 
in the possession of the U.S. Govern-
ment that was considered in making 
the initial determination to prohibit 
the ICTS Transaction, to include clas-
sified national security information or 
sensitive but unclassified information; 
and 

(f) If the Department receives no re-
sponse from the parties within 30 days 
after service of the initial determina-
tion to the parties, the Secretary may 
determine to issue a final determina-
tion without the need to engage in the 
consultation process provided in sec-
tion 791.108. 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96895, Dec. 
6, 2024, § 791.107 was amended by revising the 
introductory text, paragraphs (c), (e), (f), ef-
fective Feb. 4, 2025. For the convenience of 
the user, the revised text is set forth as fol-
lows: 

§ 791.107 Procedures governing response 
and mitigation. 

Within 30 days of service of the Secretary’s 
Initial Determination pursuant to § 791.105, a 
party to a transaction may respond to the 
Initial Determination or assert that the cir-
cumstances resulting in the Initial Deter-
mination no longer apply, and thus seek to 
have the Initial Determination rescinded or 

mitigated pursuant to the following adminis-
trative procedures: 

* * * * * 

(c) All submissions under this section must 
be made in writing. 

(1) The Secretary may, for good cause, ex-
tend the time to provide a written submis-
sion pursuant to this section. 

(2) Any extensions granted pursuant to this 
section shall not exceed thirty (30) days. 

(3) A written submission to the Secretary 
pursuant to this section may not exceed fifty 
(50) pages without approval from the Sec-
retary prior to the expiration of time for a 
party’s response. 

(4) A written submission to the Secretary 
may include business confidential informa-
tion. Any business confidential information 
must be clearly and specifically demarcated. 
Publicly available information should not be 
marked business confidential. 

* * * * * 

(e) This rule creates no right in any person 
to obtain access to information in the pos-
session of the U.S. Government that was con-
sidered in making the Initial Determination, 
to include classified national security infor-
mation or sensitive but unclassified informa-
tion; and 

(f) If the Department receives no response 
from the parties within 30 days after service 
of the Initial Determination to the parties, 
the Secretary may issue a Final Determina-
tion without the need to engage in the con-
sultation process provided in section 791.108 
of this rule. 

§ 791.108 Second interagency consulta-
tion. 

(a) Upon receipt of any submission by 
a party to an ICTS Transaction under 
§ 791.107, the Secretary shall consider 
whether and how any information pro-
vided—including proposed mitigation 
measures—affects an initial determina-
tion of whether the ICTS Transaction 
meets the criteria set forth in 
§ 791.103(c). 

(b) After considering the effect of any 
submission by a party to an ICTS 
Transaction under § 791.107 consistent 
with paragraph (a) of this section, the 
Secretary shall consult with and seek 
the consensus of all appropriate agency 
heads prior to issuing a final deter-
mination as to whether the ICTS 
Transaction shall be prohibited, not 
prohibited, or permitted pursuant to 
the adoption of negotiated mitigation 
measures. 
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(c) If consensus is unable to be 
reached, the Secretary shall notify the 
President of the Secretary’s proposed 
final determination and any appro-
priate agency head’s opposition there-
to. 

(d) After receiving direction from the 
President regarding the Secretary’s 
proposed final determination and any 
appropriate agency head’s opposition 
thereto, the Secretary shall issue a 
final determination pursuant to 
§ 791.109. 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96896, Dec. 
6, 2024, § 791.108 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 791.108 Interagency consultation on the 
Final Determination. 

(a) Upon receipt of any submission by a 
party to a transaction under § 791.107, the 
Secretary shall consider whether and how 
the information provided—including pro-
posed mitigation measures—affects an Ini-
tial Determination. 

(b) After considering the effect of any sub-
mission by a party to a transaction under 
§ 791.107 consistent with paragraph (a) of this 
section, the Secretary shall provide notice in 
writing of the proposed Final Determination 
and consult with and seek concurrence from 
all appropriate agency heads prior to issuing 
a Final Determination as to whether the 
Covered ICTS Transaction shall be prohib-
ited, not prohibited, or permitted pursuant 
to the adoption of negotiated mitigation 
measures. 

(c) If the appropriate agency heads under 
paragraph (b) of this section concur, the Sec-
retary shall issue a Final Determination pur-
suant to § 791.109. If an appropriate agency 
head provides no response within fourteen 
(14) days of the agency receiving the notice 
in writing of the proposed Final Determina-
tion, the Secretary may presume concur-
rence. If an agency objects to the Final De-
termination, such objection must be sub-
mitted by the agency’s Deputy Secretary or 
equivalent or higher level within the 14 days. 

§ 791.109 Final determination. 

(a) For each transaction for which 
the Secretary issues an initial deter-
mination that an ICTS Transaction is 
prohibited, the Secretary shall issue a 
final determination as to whether the 
ICTS Transaction is: 

(1) Prohibited; 
(2) Not prohibited; or 

(3) Permitted, at the Secretary’s dis-
cretion, pursuant to the adoption of ne-
gotiated mitigation measures. 

(b) Unless the Secretary determines 
in writing that additional time is nec-
essary, the Secretary shall issue the 
final determination within 180 days of 
accepting a referral and commencing 
the initial review of the ICTS Trans-
action pursuant to § 791.103. 

(c) If the Secretary determines that 
an ICTS Transaction is prohibited, the 
Secretary shall have the discretion to 
direct the least restrictive means nec-
essary to tailor the prohibition to ad-
dress the undue or unacceptable risk 
posed by the ICTS Transaction. 

(d) The final determination shall: 

(1) Be written, signed, and dated; 

(2) Describe the Secretary’s deter-
mination; 

(3) Be unclassified and contain no ref-
erence to classified national security 
information; 

(4) Consider and address any informa-
tion received from a party to the ICTS 
Transaction; 

(5) Direct, if applicable, the timing 
and manner of the cessation of the 
ICTS Transaction; 

(6) Explain, if applicable, that a final 
determination that the ICTS Trans-
action is not prohibited does not pre-
clude the future review of transactions 
related in any way to the ICTS Trans-
action; 

(7) Include, if applicable, a descrip-
tion of the mitigation measures agreed 
upon by the party or parties to the 
ICTS Transaction and the Secretary; 
and 

(8) State the penalties a party will 
face if it fails to comply fully with any 
mitigation agreement or direction, in-
cluding violations of IEEPA, or other 
violations of law. 

(e) The written, signed, and dated 
final determination shall be sent to: 

(1) The parties to the ICTS Trans-
action via registered U.S. mail and 
electronic mail; and 

(2) The appropriate agency heads. 

(f) The results of final written deter-
minations to prohibit an ICTS Trans-
action shall be published in the FED-
ERAL REGISTER. The publication shall 
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omit any confidential business infor-
mation. 

[86 FR 4923, Jan. 19, 2021. Redesignated and 
amended at 89 FR 58265, July 18, 2024] 

EFFECTIVE DATE NOTE: At 89 FR 96896, Dec. 
6, 2024, § 791.109 was revised, effective Feb. 4, 
2025. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 791.109 Final Determination. 

(a) For each Covered ICTS Transaction for 
which the Secretary issues an Initial Deter-
mination, the Secretary shall issue a Final 
Determination as to whether the Covered 
ICTS Transaction is: 

(1) Prohibited; 
(2) Not prohibited; or 
(3) Permitted, at the Secretary’s discre-

tion, pursuant to the adoption of mitigation 
measures. 

(b) Unless the Secretary, at the Secretary’s 
sole discretion, determines in writing that 
additional time is necessary, the Secretary 
shall issue the Final Determination within 
180 days of serving the Initial Determination 
pursuant to § 791.105(b)(3). 

(c) If the Secretary determines that a Cov-
ered ICTS Transaction is prohibited, the 
Secretary shall direct the means that the 
Secretary assesses to be necessary to address 
the undue or unacceptable risk posed by the 
Covered ICTS Transaction. 

(d) The Final Determination shall: 
(1) Be written, signed, and dated; 
(2) Describe the Secretary’s determination; 
(3) Be unclassified and contain no reference 

to classified national security information; 
(4) Consider and address any information 

received from a party or parties to the trans-
action; 

(5) Direct, if applicable, the timing and 
manner of the cessation of the Covered ICTS 
Transaction; 

(6) Explain, if applicable, that a Final De-
termination that the Covered ICTS Trans-
action is not prohibited does not preclude 
the future review of transactions related in 
any way to the Covered ICTS Transaction; 

(7) Include, if applicable, a description of 
the mitigation measures agreed upon by the 
party or parties to the transaction and the 
Secretary; 

(8) State the penalties a party will face if 
it fails to comply fully with any mitigation 
agreement or direction, including violations 
of IEEPA, or other violations of law; and 

(9) Include, if applicable, how the Depart-
ment may transition a mitigation agreement 
to a prohibition should a party or parties fail 
to comply with any mitigation agreement or 
obligations, or violate IEEPA or other law. 

(e) The written, signed, and dated Final 
Determination shall be sent to: 

(1) The party or parties to the transaction 
that are identified in the Final Determina-

tion via registered U.S. mail and electronic 
mail; and 

(2) The appropriate agency heads. 

(f) The Secretary shall publish a notice of 
any Final Determination to prohibit an ICTS 
Transaction in the FEDERAL REGISTER. The 
Secretary shall also publish a notice of Final 
Determination for any ICTS Transaction for 
which the Secretary published a notice of an 
Initial Determination. The Secretary may 
publish a notice of a Final Determination to 
mitigate an ICTS Transaction in the FED-
ERAL REGISTER. Any notice of a Final Deter-
mination that is published in the FEDERAL 
REGISTER shall omit any confidential busi-
ness information. 

§ 791.110 Classified national security 
information. 

In any review of a determination 
made under this part, if the determina-
tion was based on classified national 
security information, such information 
may be submitted to the reviewing 
court ex parte and in camera. This sec-
tion does not confer or imply any right 
to review in any tribunal, judicial or 
otherwise. 

Subpart C—Enforcement 

§ 791.200 Penalties. 

(a) Maximum penalties. 
(1) Civil penalty. A civil penalty not 

to exceed the amount set forth in Sec-
tion 206 of IEEPA, 50 U.S.C. 1705, may 
be imposed on any person who violates, 
attempts to violate, conspires to vio-
late, or causes any knowing violation 
of any final determination or direction 
issued pursuant to this part, including 
any violation of a mitigation agree-
ment issued or other condition imposed 
under this part. IEEPA provides for a 
maximum civil penalty not to exceed 
the greater of $250,000, subject to infla-
tionary adjustment, or an amount that 
is twice the amount of the transaction 
that is the basis of the violation with 
respect to which the penalty is im-
posed. 

(2) Criminal penalty. A person who 
willfully commits, willfully attempts 
to commit, or willfully conspires to 
commit, or aids and abets in the com-
mission of a violation of any final de-
termination, direction, or mitigation 
agreement shall, upon conviction of a 
violation of IEEPA, be fined not more 
than $1,000,000, or if a natural person, 
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