AUTHENTICATED
U.S. GOVERNMENT
INFORMATION
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(i) Such cameras are fully packaged
for use as consumer ready civil prod-
ucts; or

(ii) Such cameras with not more than
111,000 elements are to be embedded in
civil products.

(c) Reexports to a destination to
which direct shipment from the United
States is authorized under an unused
outstanding license may be made under
the terms of that license. Such reex-
ports shall be recorded in the same
manner as exports are recorded, re-
gardless of whether the license is par-
tially or wholly used for reexport pur-
poses. (See part 762 of the EAR for rec-
ordkeeping requirements.)

(d) Reexports of any item from Can-
ada that, at the time of reexport, may
be exported directly from the United
States to the new country of destina-
tion under any License Exception.

(e) Reexports (return) to the United
States of any item. If the reexporting
party requests written authorization
because the government of the country
from which the reexport will take place
requires formal U.S. Government ap-
proval, such authorization will gen-
erally be given.

(f) Reexports from a foreign destina-
tion to Canada of any item if the item
could be exported to Canada without a
license.

(g) [Reserved]

(h) Shipments of foreign-made prod-
ucts that incorporate U.S.-origin com-
ponents may be accompanied by U.S.-
origin controlled spare parts, provided
that they do not exceed 10 percent of
the value of the foreign-made product,
subject to the restrictions in §734.4 of
the EAR.

(i) [Reserved]

(j) Reexports of items controlled by
NP Column 1 (see supplement no. 1 to
part 774 of the EAR) to, among, and
from countries described in Country
Group A:4 (see supplement no. 1 to part
740), except:

(1) Reexports from countries that are
not identified in Country Group A:1 of
items that are controlled for NS rea-
sons to destinations in Country Group
D:1; and
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(2) Reexports to destinations in
Country Group E:2 and Country Group
D:2.

[61 FR 12768, Mar. 25, 1996. Redesignated at 61
FR 64274, Dec. 4, 1996. Redesignated at 61 FR
68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.16, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.govinfo.gov.

§740.17 Encryption commodities, soft-
ware, and technology (ENC).

License Exception ENC authorizes
export, reexport, and transfer (in-coun-
try) of systems, equipment, commod-
ities, and components therefor that are
classified under ECCN 5A002, 5B002,
equivalent or related software and
technology therefor -classified under
5D002 or 5E002, and ‘‘cryptanalytic
items” and digital forensics items (in-
vestigative tools) classified under
ECCN 5A004, 5D002 or 5E002. This Li-
cense Exception ENC does not author-
ize export or reexport to, transfer (in-
country) in, or provision of any service
in any country listed in Country
Groups E:1 or E:2 in supplement no. 1
to part 740 of the EAR, or release of
source code or technology to any na-
tional of a country listed in Country
Groups E:1 or E:2. Reexports and trans-
fers (in-country) under License Excep-
tion ENC are subject to the criteria set
forth in paragraph (c) of this section.
Paragraphs (b) and (d) of this section
set forth information about classifica-
tions required by this section. Items
described in paragraphs (b)(1) and
(b)(3)(1), (ii), or (iv) of this section that
meet the criteria set forth in Note 3 to
Category 5—Part 2 of the Commerce
Control List (the ‘“‘mass market’ note)
are classified under ECCN 5A992.c or
5D992.c following self-classification or
classification by BIS and are no longer
subject to “EI” and ‘‘NS”’ controls.
Paragraph (e) sets forth reporting re-
quired by this section. For items ex-
ported under paragraphs (b)(1), (b)(3)(1),
(ii), or (iv) of this section and therefore
excluded from paragraph (e) reporting
requirements, exporters are reminded
of the recordkeeping requirements in
part 762 of the EAR and that they may
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be required to make such records avail-
able upon request. All classification re-
quests, and reports submitted to BIS
pursuant to this section for encryption
items will be reviewed by the ENC
Encryption Request Coordinator, Ft.
Meade, MD.

(a) No classification request or reporting
required. License Exception ENC au-
thorizes the export, reexport, or trans-
fer (in-country) to the end users and
for the end uses set forth in paragraphs
(a)(1) through (3) of this section, with-
out submission of a classification re-
quest, self-classification report or sales
report to BIS.

(1) Certain exports, reexports, transfers
(in-country) to ’private sector end users’—
(i) Internal ‘‘development’ or ‘‘produc-
tion”’ of mew products. License Excep-
tion ENC authorizes certain exports,
reexports, and transfers (in-country) of
items described in paragraph (a) of this
section for the internal ‘‘development”
or ‘‘production” of new products by
‘private sector end users,” wherever lo-
cated, that are headquartered in a
country listed in supplement no. 3 of
this part.

(ii) Certain exports, reexports, transfers
(in-country) to related parties, not involv-
ing ‘‘development’ or ‘‘production’ of
new products. For internal end uses
among ’'private sector end users’ other
than the ‘‘development’ or ‘‘produc-
tion” of new products, License Excep-
tion ENC authorizes exports, reexports,
and transfers (in-country) of non-U.S.-
origin items, described in paragraph (a)
of this section, to ’private sector end
users’ wherever located provided that:

(A) That item became subject to the
EAR after it was produced;

(B) All parties to the transaction are
subsidiaries of the same parent com-
pany headquartered in a country listed
in supplement no. 3 of this part; and

(C) The characteristics or capabili-
ties of the existing item are not en-
hanced, unless otherwise authorized by
license or license exception.

NOTE TO PARAGRAPH (a)(1): A ’private sec-
tor end user’ is either: An individual who is
not acting on behalf of any foreign govern-
ment; or a commercial firm (including its
subsidiary and parent firms, and other sub-
sidiaries of the same parent) that is not
wholly owned by, otherwise controlled by or
acting on behalf of, any foreign government.

15 CFR Ch. VII (1-1-23 Edition)

(2) Exports, reexports, transfers (in-
country) to “‘U.S. Subsidiaries.”’ License
Exception ENC authorizes export, reex-
port, and transfer (in-country) of items
described in paragraph (a) of this sec-
tion to any ‘“U.S. subsidiary,” wher-
ever located. License Exception ENC
also authorizes export, reexport, trans-
fer (in-country) of such items by a U.S.
company and its subsidiaries to foreign
nationals who are employees, indi-
vidual contractors or interns of a U.S.
company or its subsidiaries if the items
are for internal company use, including
the ‘‘development’ or ‘“‘production’ of
new products, without prior review by
the U.S. Government.

NOTE TO PARAGRAPHS (a)(1) AND (2): All
items produced or developed with items ex-
ported, reexported, or transferred (in-coun-
try) under paragraphs (a)(1) or (2) of this sec-
tion are subject to the EAR. These items
may require the submission of a classifica-
tion request before sale, reexport or transfer
to non-‘‘U.S. subsidiaries,” unless otherwise
authorized by license or license exception.

(3) Reexports and transfers (in-country)
of mon-U.S. products developed with or
incorporating U.S.-origin encryption
source code, components, or toolkits. Li-
cense Exception ENC authorizes the re-
export and transfer (in-country) of non-
U.S. products developed with or incor-
porating U.S.-origin encryption source
code, components or toolkits that are
subject to the EAR, provided that the
U.S.-origin encryption items have pre-
viously been classified or reported and
authorized by BIS and the cryp-
tographic functionality has not been
changed. Such products include non-
U.S. developed products that are de-
signed to operate with U.S. products
through a cryptographic interface.

NOTE TO PARAGRAPH (a)(3): This exception
from classification and reporting require-
ments does not apply to non-U.S.-origin
products exported from the United States.

(b) Classification request or self-classi-
fication. For certain products described
in paragraph (b)(1) of this section that
are self-classified, a self-classification
report in accordance with paragraph
(e)(3) of this section is required from
specified exporters, reexporters and
transferors; for products described in
paragraph (b)(1) of this section that are
classified by BIS via a CCATS, a self-
classification report is not required.
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For products described in paragraphs
(b)(2) and (3) of this section, a thirty-
day (30-day) classification request is
required in accordance with paragraph
(d) of this section. An exporter, re-
exporter, or transferor may rely on the
producer’s self-classification (for prod-
ucts described in (b)(1), only) or CCATS
for an encryption item eligible for ex-
port or reexport under License Excep-
tion ENC under paragraph (b)(1), (2), or
(3) of this section. Exporters are still
required to comply with semi-annual
sales reporting requirements under
paragraph (e)(1) or (2) of this section,
even if relying on a CCATS issued to a
producer for specified encryption items

described in paragraphs (b)(2) and
(b)(3)(iii) of this section.
NOTE TO PARAGRAPH (b) INTRODUCTORY

TEXT: Mass market encryption software that
would be considered publicly available under
§734.3(b)(3) of the EAR, and is authorized for
export under this paragraph (b), remains sub-
ject to the EAR until all applicable classi-
fication or self-classification requirements
set forth in this section are fulfilled.

(1) Immediate authorication. This para-
graph (b)(1) authorizes the exports, re-
exports, and transfers (in-country) of
the associated commodities self-classi-
fied under ECCNs 5A002.a or 5B002, and
equivalent or related software therefor
classified under 5D002, except any such
commodities, software, or components
described in (b)(2) or (3) of this section,
subject to submission of a self-classi-
fication report in accordance with
§740.17(e)(3) of the EAR. Items de-
scribed in this paragraph (b)(1) that
meet the criteria set forth in Note 3 to
Category 5—Part 2 of the Commerce
Control List (the ‘“‘mass market’ note)
are classified as ECCN 5A992.c or
5D992.c following self-classification or
classification by BIS and are removed
from “EI” and ‘NS’ controls.

(2) Classification request required. Thir-
ty (30) days after the submission of a
classification request with BIS in ac-
cordance with paragraph (d) of this sec-
tion and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph under License Ex-
ception ENC authorizes certain ex-
ports, reexports, and transfers (in-
country) of the items specified in para-
graph (b)(2) and submitted for classi-
fication.
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NOTE TO PARAGRAPH (b)(2) INTRODUCTORY
TEXT: Immediately after the classification
request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports, reexports, and transfers
(in-country) of:

1. All submitted encryption items de-
scribed in this paragraph (b)(2), except
‘‘cryptanalytic items,” classified in ECCN
5A004.a, 5D002.a.3.a or c.3.a, or 5E002, to any
end user located or headquartered in a coun-
try listed in supplement no. 3 to this part;

2. Encryption source code as described in
paragraph (b)(2)(1)(B) to non-‘‘government
end users’ in any country;

3. “Cryptanalytic items,” classified in
ECCN 5A004.a, 5D002.a.3.a or c.3.a, or 5E002,
to non-‘‘government end users,”’ only, lo-
cated or headquartered in a country listed in
supplement no. 3 to this part; and

4. Ttems described in paragraphs (b)(2)(iii)
and (b)(2)(iv)(A) of this section, to specified
destinations and end users.

(1) Cryptographic commodities, soft-
ware, and components. License Excep-
tion ENC authorizes exports, reexports,
and transfers (in-country) of the items
in paragraph (b)(2)(1)(A) of this section
to ‘“‘less sensitive government end
users’” and non- ‘‘government end
users’’ located or headquartered in a
country not listed in supplement no. 3
to this part, and the items in para-
graphs (b)(2)(A)(B) through (H) to non
“government end users’” located or
headquartered in a country not listed
in supplement no. 3.

(A) ’Network Infrastructure.” 'Network
infrastructure’ commodities and soft-
ware, and components therefor, meet-
ing any of the following with Kkey
lengths exceeding 80-bits for sym-
metric algorithms:

(I) WAN, MAN, VPN, backhaul and
long-haul. Aggregate encrypted WAN,
MAN, VPN, backhaul or long-haul
throughput (including communications
through wireless network elements
such as gateways, mobile switches, and
controllers) equal to or greater than
250 Mbps;

(2) [Reserved]

(3) Satellite infrastructure. Trans-
mission over satellite at data rates ex-
ceeding 10 Mbps;

(4) Media gateways and other unified
communications (UC) infrastructure, in-
cluding Voice-over-Internet Protocol
(VoIP) services. Media (voice/video/data)
encryption or encrypted signaling to
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more than 2,500 endpoints, including
centralized key management therefor;
or

(5) Terrestrial wireless infrastructure.
Air interface coverage (e.g., through
base stations, access points to mesh
networks, and bridges) exceeding 1,000
meters, where any of the following ap-
plies:

(i) Maximum transmission data rates
exceeding 10 Mbps (at operating ranges
beyond 1,000 meters); or

(11) Maximum number of concurrent
full-duplex voice channels exceeding 30;

NOTES TO PARAGRAPH (b)(2)(1)(A):

1. The License Exception ENC eligibility
restrictions of paragraphs (b)(2)(i)(A)(3) (sat-
ellite infrastructure) and (b)(2)(1)(A)(5) (ter-
restrial wireless infrastructure) do not apply
to satellite terminals or modems meeting all
of the following:

a. The encryption of data over satellite is
exclusively from the user terminal to the
gateway earth station, and limited to the air
interface; and

b. The items meet the requirements of the
Cryptography Note (Note 3) in Category 5—
Part 2 of the Commerce Control List.

2. ’Network infrastructure’ (as applied to
encryption items). A ’network infrastruc-
ture’ commodity or software is any ‘‘end
item,” commodity or ‘‘software’ for pro-
viding one or more of the following types of
communications:”

(a) Wide Area Network (WAN);

(b) Metropolitan Area Network (MAN);

(c) Virtual Private Network (VPN);

(d) Satellite;

(e) Digital packet telephony/media (voice,
video, data) over Internet protocol;

(f) Cellular; or

(g) Trunked.

NOTE 1 TO PARAGRAPH 2: 'Network infra-
structure’ end items are typically operated
by, or for, one or more of the following types
of end users:

(1) Medium- or large- sized businesses or
enterprises;

(2) Governments;

(3) Telecommunications service providers;
or

(4) Internet service providers.

NOTE 2 TO PARAGRAPH 2: Commodities, soft-
ware, and components for the ‘‘cryp-
tographic activation” of a ’network infra-
structure’ item are also considered 'network
infrastructure’ items.

(B) Certain ‘‘encryption source code.””’
“Encryption source code” that is not
publicly available as that term is used
in §742.15(b) of the EAR;

(C) Customized items. Encryption soft-
ware, commodities and components

15 CFR Ch. VII (1-1-23 Edition)

therefor, where any of the following ap-
plies:

(1) Customiced for government end users
or end uses. The item has been de-
signed, modified, adapted, or cus-
tomized for ‘‘government end user(s);”’
or

(2) Custom or changeable cryptography.
The cryptographic functionality of the
item has been designed or modified to
customer specification or can be easily
changed by the user;

(D) Quantum cryptography. ECCN
5A002.c or 5D002 ‘‘quantum cryptog-
raphy’”’ commodities or software;

(E) [Reserved]

(F) Network penetration tools.
Encryption commodities and software
that provide penetration capabilities
that are capable of attacking, denying,
disrupting or otherwise impairing the
use of cyber infrastructure or net-
works;

(G) Public safety/first responder radio
(private mobile radio (PMR)). Public
safety/first responder radio (e.g., imple-
menting Terrestrial Trunked Radio
(TETRA) and/or Association of Public-
Safety Communications Officials Inter-
national (APCO) Project 25 (P25) stand-
ards);

(H) Specified cryptographic ultra-wide-
band and ‘‘spread Spectrum’’ items.
Encryption commodities and compo-
nents therefor, classified under ECCNs
5A002.d or .e, and equivalent or related
software therefor classified under
ECCN 5D002.

(ii) Cryptanalytic commodities and soft-
ware. ‘“‘Cryptanalytic items’ classified
in ECCN 5A004.a, 5D002.a.3.a, or
5D002.c.3.a, to non- ‘‘government end
users’” located or headquartered in
countries not listed in supplement no. 3
to this part.

(iii) ““‘Open cryptographic interface’
items. Items that provide an ‘‘open
cryptographic interface,” to any end
user located or headquartered in a
country listed in supplement no. 3 to
this part.

(iv) Specific encryption technology.
Specific encryption technology as fol-
lows:

(A) Technology for “‘non-standard cryp-
tography.”’ Encryption technology clas-
sified under ECCN 5E002 for ‘‘non-
standard cryptography,” to any end
user located or headquartered in a
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country listed in supplement no. 3 to
this part;

(B) Other technology. Encryption
technology classified under ECCN 5E002
except technology for ‘‘cryptanalytic
items” classified in ECCN 5A004.a,
5D002.a.3.a or 5D002.c.3.a, ‘‘non-stand-
ard cryptography’ or any ‘‘open cryp-
tographic interface,” to any non-‘‘gov-
ernment end user” located in a country
not listed in Country Group D:1, E:1, or
E:2 of supplement no. 1 to part 740 of
the EAR.

NOTE TO PARAGRAPH (b)(2): Commodities,
components, and software classified under
ECCNs 5A002.b or 5D002.b, for the ‘‘cryp-
tographic activation” of commodities or
software specified by this paragraph (b)(2)
are also controlled under this paragraph
(0)(2).

(38) Classification request required for
specified commodities, software, and com-
ponents. Thirty (30) days after a classi-
fication request is submitted to BIS in
accordance with paragraph (d) of this
section and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of the items submitted for
classification, as further described in
this paragraph (b)(3), to any end user,
provided the item does not perform the
functions, or otherwise meet the speci-
fications, of any item described in
paragraph (b)(2) of this section. Items
described in paragraph (b)(3)(ii) or (iv)
of this section that meet the criteria
set forth in Note 3 to Category 5—Part
2 of the CCL (the ‘“‘mass market’ note)
are classified under ECCN 5A992.c or
5D992.c following classification by BIS.

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH
(b)(3): Immediately after the classification
request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports, reexports, transfers (in-
country) of the items described in this para-
graph (b)(3) to any end user located or
headquartered in a country listed in supple-
ment no. 3 to this part.

(1) Non-“‘mass market’”’ ‘‘components,”
toolsets, and toolkits. Specified compo-
nents classified under ECCN 5A002.a
and equivalent or related software clas-
sified under ECCN 5D002 that do not
meet the criteria set forth in Note 3 to
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Category 5—Part 2 of the CCL (the
“‘mass market’” note) and are not de-
scribed by paragraph (b)(2) or (b)(3)(ii)
of this section, as follows:

(A) Chips, chipsets, electronic assem-
blies and field programmable logic de-
vices;

(B) Cryptographic libraries, modules,
development kits and toolkits, includ-
ing for operating systems and cryp-
tographic service providers (CSPs).

(i1) “Nom-standard cryptography’ (by
items mnot otherwise described in para-
graph (b)(2) of this section.) Encryption
commodities, software and components
not described by paragraph (b)(2) of
this section, that provide or perform
‘“‘non-standard cryptography’” as de-
fined in part 772 of the EAR.

(iii) Advanced mnetwork vulnerability
analysis and digital forensics.
Encryption commodities and software
not described by paragraph (b)(2) of
this section, that provide or perform
vulnerability analysis, network
forensics, or computer forensics func-
tions characterized by any of the fol-
lowing:

(A) Automated network vulnerability
analysis and response. Automated net-
work analysis, visualization, or packet
inspection for profiling network flow,
network user or client behavior, or net-
work structure/topology and adapting
in real-time to the operating environ-
ment; or

(B) Digital forensics and investigative
tools. Items specified in ECCN 5A004.b,
5D002.a.3.b, or 5D002.c.3.b, see supple-
ment no. 1 to part 774 Commerce Con-
trol List.

(iv) “‘Cryptographic activation’ com-
modities, components, and software. Com-
modities, components, and software
classified under ECCNs 5A002.b or
5D002.b where the product or cryp-
tographic functionality is not other-
wise described in paragraphs (b)(2) or
(b)(3)(1) of this section.

(c) Reexport and transfer (in-country).
Distributors, resellers or other entities
who are not original manufacturers of
encryption commodities and software
are permitted to use License Exception
ENC only in instances where the reex-
port or transfer (in-country) meets the
applicable terms and conditions of this
section. Transfers of encryption items
listed in paragraph (b)(2) of this section
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to ‘“‘government end users,’”’ or for gov-
ernment end uses, within the same
country are prohibited, unless other-
wise authorized by license or license
exception.

(d) Classification request procedures—
(1) Submission requirements and instruc-
tions. To submit a classification re-
quest to BIS, you must submit an ap-
plication to BIS in accordance with the
procedures described in §§748.1 and 748.3
of the EAR and the instructions in
paragraph (r) of supplement no. 2 to
part 748 ‘“Unique Application and Sub-
mission Requirements,” along with
other required information as follows:

(i) [Reserved]

(i1) Technical information submission
requirements. For all submissions of
encryption classification requests for
items described under paragraph (b)(2)
or (b)(3) of this section, you must sub-
mit the applicable information de-
scribed in paragraphs (a) through (d) of
supplement no. 6 to part 742 of the EAR
(Technical Questionnaire for
Encryption Items). For items eligible
for self-classification that are sub-
mitted to BIS for classification you
may be required to provide BIS this
supplement no. 6 to part 742 informa-
tion on an as-needed basis, upon re-
quest by BIS.

(iii) Changes in encryption
functionality following a previous classi-
fication. A new product encryption clas-
sification request (under paragraphs
(b)(2) or (b)(3) of this section) is re-
quired if a change is made to the cryp-
tographic functionality (e.g., algo-
rithms) or other technical characteris-
tics affecting License Exception ENC
eligibility (e.g., encrypted throughput)
of the originally classified product.
However, a new product classification
request is not required when a change
involves: the subsequent bundling,
patches, upgrades or releases of a prod-
uct; name changes; or changes to a pre-
viously reviewed encryption product
where the change is limited to updates
of encryption software components
where the product is otherwise un-
changed.

(2) Action by BIS. (i) [Reserved]

(i1) For items requiring classification by
BIS under paragraphs (b)(2) and (3) of
this section. (A) For classifications that
require a thirty (30-day) waiting pe-
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riod, if BIS has not, within thirty days
(30 days) from registration in SNAP-R
of your complete classification request,
informed you that your item is not au-
thorized for License Exception ENC,
you may export, reexport, or transfer
(in-country) under the applicable pro-
visions of License Exception ENC.

(B) Upon completion of its classifica-
tion, BIS will issue a Commodity Clas-
sification Automated Tracking System
(CCATS) to you.

(C) Hold Without Action (HWA) for
classification requests. BIS may hold
your classification request without ac-
tion if necessary to obtain additional
information or for any other reason
necessary to ensure an accurate classi-
fication. Time on such ‘hold without
action” status shall not be counted to-
wards fulfilling the thirty-day (30-day)
processing period specified in this para-
graph.

(iii) BIS may require you to supply
additional relevant technical informa-
tion about your encryption item(s) or
information that pertains to their eli-
gibility for License Exception ENC at
any time, before or after the expiration
of the thirty-day (30-day) processing
period specified in this paragraph and
in paragraphs (b)(2) and (3) of this sec-
tion. If you do not supply such infor-
mation within 14 days after receiving a
request for it from BIS, BIS may re-
turn your classification request(s)
without action or otherwise suspend or
revoke your eligibility to use License
Exception ENC for that item(s). At
your request, BIS may grant you up to
an additional 14 days to provide the re-
quested information. Any request for
such an additional number of days
must be made prior to the date by
which the information was otherwise
due to be provided to BIS, and may be
approved if BIS concludes that addi-
tional time is necessary.

(e) Reporting requirements—(1) Semi-
annual reporting requirement. Semi-
annual reporting is required for exports
to all destinations other than Canada,
and for reexports from Canada for
items described under paragraphs (b)(2)
and (b)(3)(iii) of this section. Certain
encryption items and transactions are
excluded from this reporting require-
ment, see paragraph (e)(1)(iii) of this
section. For information about what
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must be included in the report and sub-
mission requirements, see paragraphs
(e)(1)(i) and (ii) of this section respec-
tively.

(i) Information required. Exporters
must include for each item, the Com-
modity Classification Automated
Tracking System (CCATS) number and
the name of the item(s) exported (or re-
exported from Canada), and the fol-
lowing information in their reports:

(A) Distributors or resellers. For items
exported (or reexported from Canada)
to a distributor or other reseller, in-
cluding subsidiaries of U.S. firms, the
name and address of the distributor or
reseller, the item and the quantity ex-
ported or reexported and, if collected
by the exporter as part of the distribu-
tion process, the end user’s name and
address;

(B) Direct sales. For items exported
(or reexported from Canada) through
direct sale, the name and address of the
recipient, the item, and the quantity
exported; or

(C) Foreign manufacturers and products
that use encryption items. For exports
(i.e., from the United States) or direct
transfers (e.g., by a “U.S. subsidiary”
located outside the United States) of
encryption components, source code,
general purpose toolkits, equipment
controlled under ECCN 5B002, tech-
nology, or items that provide an ‘‘open
cryptographic interface,” to a foreign
developer or manufacturer
headquartered in a country not listed
in supplement no. 3 to this part when
intended for use in foreign products de-
veloped for commercial sale, the names
and addresses of the manufacturers
using these encryption items and, if
known, when the product is made
available for commercial sale, a non-
proprietary technical description of
the foreign products for which these
encryption items are being used (e.g.,
brochures, other documentation, de-
scriptions or other identifiers of the
final foreign product; the algorithm
and key lengths used; general program-
ming interfaces to the product, if
known; any standards or protocols that
the foreign product adheres to; and
source code, if available).

(ii) Submission requirements. For ex-
ports occurring between January 1 and
June 30, a report is due no later than
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August 1 of that year. For exports oc-
curring between July 1 and December
31, a report is due no later than Feb-
ruary 1 the following year. These re-
ports must be provided in electronic
form. Recommended file formats for
electronic submission include spread-
sheets, tabular text or structured text.
Exporters may request other reporting
arrangements with BIS to better re-
flect their business models. Reports
may be sent electronically to BIS at
crypt@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov, or disks and CDs con-
taining the reports may be sent to the
following addresses:

(A) Department of Commerce, Bureau
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave. NW., Room 2705, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and

(B) Attn: ENC Encryption Request
Coordinator, 9800 Savage Road, Suite
6940, F't. Meade, MD 20755-6000.

(iii) Exclusions from reporting require-
ment. Reporting is not required for the
following items and transactions:

(A) [Reserved]

(B) Encryption commodities or soft-
ware with a symmetric key length not
exceeding 64 bits;

(C) Encryption items exported (or re-
exported from Canada) via free and
anonymous download;

(D) Encryption items from or to a
U.S. bank, financial institution or its
subsidiaries, affiliates, customers or
contractors for banking or financial
operations;

(E) [Reserved]

(F) Foreign products developed by
bundling or compiling of source code.

(2) Key length increases. Reporting is
required for commodities and software
that, after having been classified and
authorized for License Exception ENC
in accordance with paragraphs (b)(2) or
(3) of this section, are modified only to
upgrade the key length used for con-
fidentiality or key exchange algo-
rithms. Such items may be exported,
reexported or transferred (in-country)
under the previously authorized provi-
sion of License Exception ENC without
a classification resubmission.
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(i) Information required. (A) A certifi-
cation that no change to the
encryption functionality has been
made other than to upgrade the key
length for confidentiality or key ex-
change algorithms.

(B) The original Commodity Classi-
fication Automated Tracking System
(CCATS) authorization number issued
by BIS and the date of issuance.

(C) The new key length.

(ii) Submission requirements. (A) The
report must be received by BIS and the
ENC Encryption Request Coordinator
before the export, reexport or transfer
(in-country) of the upgraded product;
and

(B) The report must be emailed to
crypt@bis.doc.gov and enc@nsa.gov.

(3) Self-classification reporting for cer-
tain encryption commodities, Ssoftware,
and components. This paragraph (e)(3)
sets forth requirements for self-classi-
fication reporting to BIS and the ENC
Encryption Request Coordinator (F't.
Meade, MD) of certain encryption com-
modities, software, and components ex-
ported or reexported meeting the cri-
teria specified in paragraph (b)(1) of
this section. Specifically, this report-
ing requirement applies to ‘‘mass mar-
ket” encryption components and ’exe-
cutable software’ that meet the cri-
teria of the Cryptography Note—Note 3
to Category b5—Part 2 of the CCL
(““‘mass market’” note) and are classi-
fied under ECCN 5A992.c or 5D992.c fol-
lowing self-classification, as well as to
non-‘‘mass market’” encryption com-
modities and software that remain
classified in ECCN 5A002, 5B002 or 56D002
following self-classification, provided
these items are not further described
by paragraph (b)(2) or (3) of this sec-
tion.

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH
(e)(3): For the purposes of this paragraph
(e)(3), ’executable software’ means ‘‘soft-
ware’”’ in executable form, from an existing
hardware component excluded from ECCN
5A002 by the Cryptography Note. 'Executable
software’ does not include complete binary
images of the ‘‘software’ running on an end
item.

(i) When to report. Your self-classi-
fication report for applicable
encryption commodities, software and
components exported or reexported
during a calendar year (January 1
through December 31) must be received

15 CFR Ch. VII (1-1-23 Edition)

by BIS and the ENC Encryption Re-
quest Coordinator no later than Feb-
ruary 1 the following year.

(ii) How to report. Encryption self-
classification reports must be sent to
BIS and the ENC Encryption Request
Coordinator via email or regular mail.
In your submission, specify the time-
frame that your report spans and iden-
tify points of contact to whom ques-
tions or other inquiries pertaining to
the report should be directed. Follow
these instructions for your submis-
sions:

(A) Submissions via email. Submit
your encryption self-classification re-
port electronically to BIS at crypt-
supp8@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov, as an attachment to an
email. Identify your email with subject
‘‘self-classification report.”’

(B) Submissions on disks and CDs. The
self-classification report may be sent
to the following addresses, in lieu of
email:

(I) Department of Commerce, Bureau
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave. NW., Room 2099B, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and

(2) Attn: ENC Encryption Request
Coordinator, 9800 Savage Road, Suite
6940, Ft. Meade, MD 20755-6000.

(iii) Information to report. Your
encryption self-classification report
must include the information described
in paragraph (a) of supplement no. 8 to
part 742 for each applicable encryption
commodity, software and component
made eligible for export or reexport
under §740.17(b)(1) of the EAR. Each
product must be included in a report
only one time. However, if no new
products are made eligible for export
or reexport during a calendar year, you
must send an email to the addresses
listed in paragraph (e)(3)(ii)(A) of this
section stating that nothing has
changed since the previous report.

(iv) File format requirements. The in-
formation described in paragraph (a) of
supplement no. 8 to part 742 must be
provided to BIS and the ENC
Encryption Request Coordinator in
tabular or spreadsheet form, as an elec-
tronic file in comma separated values
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format (.csv) adhering to the specifica-
tions set forth in paragraph (b) of sup-
plement no. 8 to part 742.

(f) End-use restrictions. Notwith-
standing the other provisions and au-
thorizations of this section, License
Exception ENC is not authorized for
any of the following items if the ex-
porter, reexporter, or transferor
“knows’ or has ‘‘reason to know” at
the time of export, reexport, or trans-
fer (in-country), including deemed ex-
ports and reexports, that the item will
be used to affect the confidentiality,
integrity, or availability of informa-
tion or information systems, without
authorization by the owner, operator,
or administrator of the information
system (including the information and
processes within such systems):

(1) “Cryptanalytic items,” classified
in ECCN 5A004.a, 56D002.a.3.a or c.3.a, or
5E002;

(2) Network penetration tools de-
scribed in paragraph (b)(2)(1)(F) of this
section, and ECCN 5E002 ‘‘technology”’
therefor; or

(3) Automated network vulnerability
analysis and response tools described
in paragraph (b)(3)(iii)(A) of this sec-
tion, and ECCN 5E002 ‘‘technology”’
therefor.

NoTE TO See also

§740.22(c)(4).

[81 FR 64669, Sept. 20, 2016, as amended at 82
FR 27110, June 14, 2017; 83 FR 53750, Oct. 24,
2018; 85 FR 62587, Oct. 5, 2020; 86 FR 16487,
Mar. 29, 2021; 87 FR 31951, May 26, 2022]

PARAGRAPH  (f):

§740.18 Agricultural commodities

(AGR).

(a) Eligibility requirements. License
Exception AGR permits the export of
agricultural commodities to Cuba, as
well as the reexport of U.S. origin agri-
cultural commodities to Cuba, pro-
vided your transaction meets all of the
following criteria:

(1) The commodity meets the defini-
tion of ‘‘agricultural commodities” in
part 772 of the EAR;

(2) The commodity is EAR99. You
must have an official commodity clas-
sification of EAR99 from BIS for fer-
tilizers, western red cedar and live
horses before you submit a notification
under this license exception. See §748.3
of the EAR for information on how to

§740.18

submit a commodity classification re-
quest;

(3) The export or reexport is made
pursuant to a written contract, except
for donations and commercial samples
which are not subject to this contract
requirement;

(4) The export or reexport is made
within 12 months of the signing of the
contract or within 12 months of notifi-
cation that no objections were raised
(if no contract is required). In the case
of multiple partial shipments, all such
shipments must be made within the 12
months of the signing of the contract
or within 12 months of notification
that no objections were raised (if no
contract is required); and

(5) You notify BIS prior to exporting
or reexporting according to the proce-
dures set forth in paragraph (c) of this
section. If you intend to engage in mul-
tiple shipments during the one-year pe-
riod after the signing of the contract,
you need only notify BIS prior to the
first shipment.

(b) Restrictions. (1) No export or reex-
port to any individual or entity des-
ignated as a Specially Designated Ter-
rorist or Foreign Terrorist Organiza-
tion may be made under License Ex-
ception AGR (see part 744 of the EAR).

(2) No export or reexport to or for use
in biological, chemical, nuclear war-
fare or missile proliferation activities
may be made under License Exception
AGR (see part 744 of the EAR).

(3) No U.S.-owned or controlled for-
eign firm may export from abroad to
Cuba a foreign produced agricultural
commodity containing more than 25%
U.S.-origin content. Such U.S.-owned
or controlled foreign firms require a
specific license from BIS as well as the
Department of the Treasury’s Office of
Foreign Assets Control (OFAC). Trans-
actions not subject to the EAR (under
25% U.S.-origin content) require a li-
cense from OFAC.

(c) Prior mnotification—(1) General re-
quirement. You must notify BIS prior to
any export or reexport (or prior to the
first of multiple shipments) under Li-
cense Exception AGR.

(2) Procedures. You must provide
prior notification of exports and reex-
ports under License Exception AGR by
submitting a completed application in
accordance with §748.1 of the EAR. The
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