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§ 2003.6 Information exempt from pub-
lic inspection. 

(a) The Committee shall exempt from 
public inspection business information 
submitted by an interested party if the 
Committee determines that such infor-
mation concerns or relates to trade se-
crets and commercial and financial in-
formation the disclosure of which is 
not authorized by the interested party 
furnishing such information and is not 
required by law. 

(b) A party requesting that the Com-
mittee exempt from public inspection 
business information submitted in 
writing shall clearly mark each page 
‘‘BUSINESS CONFIDENTIAL’’ at the top. 

(c) The Committee may deny a re-
quest that it exempt from public in-
spection any particular business infor-
mation if it determines that such infor-
mation is not entitled to exemption 
under paragraph (a) of this section. In 
the event of such denial, the party sub-
mitting the particular business infor-
mation will be notified of the reasons 
for the denial and will be permitted to 
withdraw his submission. 

PART 2004—DISCLOSURE OF 
RECORDS AND INFORMATION 

Subpart A—Definitions 

Sec. 
2004.0 Definitions. 

Subpart B—Freedom of Information Act 
Policies and Procedures 

2004.1 Purpose and scope. 
2004.2 Proactive disclosures. 
2004.3 How do I make a request for records 

under the FOIA? 
2004.4 How will we handle confidential com-

mercial information? 
2004.5 Who is responsible for responding to 

your FOIA request? 
2004.6 When will we respond to your FOIA 

request? 
2004.7 What will our response to your FOIA 

request include? 
2004.8 What can I do if I am dissatisfied 

with USTR’s response to my FOIA re-
quest? 

2004.9 Fees. 

Subpart C—Privacy Act Policies and 
Procedures 

2004.20 Definitions. 
2004.21 Purpose and scope. 

2004.22 How do I make a Privacy Act re-
quest? 

2004.23 How will USTR respond to my Pri-
vacy Act request? 

2004.24 What can I do if I am dissatisfied 
with USTR’s response to my Privacy Act 
request? 

2004.25 What does it cost to get records 
under the Privacy Act? 

2004.26 Are there any exemptions from the 
Privacy Act? 

2004.27 How are records secured? 
2004.28 Use and collection of Social Security 

numbers. 
2004.29 Employee responsibilities under the 

Privacy Act. 

Subpart D—Production or Disclosure of 
USTR Records, Information and Em-
ployee Testimony in Legal Pro-
ceedings 

2004.30 Purpose and scope. 
2004.31 Definitions. 
2004.32 Production prohibited unless ap-

proved. 
2004.33 Factors the General Counsel may 

consider. 
2004.34 Submitting demands and requests. 
2004.35 Processing demands and requests. 
2004.36 Restrictions that apply to testi-

mony. 
2004.37 Restrictions that apply to released 

records or information. 
2004.38 In the event of an adverse ruling. 
2004.39 Fees. 

AUTHORITY: 19 U.S.C. 2171(e)(3). 

SOURCE: 81 FR 89846, Dec. 13, 2016, unless 
otherwise noted. 

Subpart A—Definitions 

AUTHORITY: 19 U.S.C. 2171(e)(3). 

§ 2004.0 Definitions. 

For purposes of this part: 
Days, unless otherwise indicated, 

means working days, and does not in-
clude Saturdays, Sundays, and legal 
public holidays. If the last day of a 
specified period falls on a Saturday, 
Sunday, or legal public holiday, the pe-
riod will be extended until the next 
working day. 

FOIA means the Freedom of Informa-
tion Act, as amended, 5 U.S.C. 552. 

Privacy Act means the Privacy Act of 
1974, as amended, 5 U.S.C. 552a. 

OGIS means the Office of Govern-
ment Information Services of the Na-
tional Archives and Records Adminis-
tration. OGIS offers FOIA dispute reso-
lution services, which is a voluntary 
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process. If USTR agrees to participate 
in the dispute resolution services pro-
vided by OGIS, USTR will actively en-
gage as a partner to the process in an 
attempt to resolve the dispute. 

USTR means the Office of the United 
States Trade Representative. 

[81 FR 89846, Dec. 13, 2016, as amended at 82 
FR 18985, Apr. 25, 2017] 

Subpart B—Freedom of Informa-
tion Act Policies and Proce-
dures 

AUTHORITY: 5 U.S.C. 552; 19 U.S.C. 2171(e)(3); 
Uniform Freedom of Information Act Fee 
Schedule and Guidelines, 52 FR 10012, Mar. 
27, 1987. 

SOURCE: 81 FR 90717, Dec. 15, 2016, unless 
otherwise noted. 

§ 2004.1 Purpose and scope. 

(a) This subpart contains the rules 
we follow when processing requests for 
records under the FOIA, a Federal law 
that provides a right of access to cer-
tain records and information Federal 
agencies maintain and control. You 
should read this subpart in conjunction 
with the text of the FOIA and the Uni-
form Freedom of Information Act Fee 
Schedule and Guidelines published by 
the Office of Management and Budget 
(OMB Guidelines). Additionally, our 
FOIA Reference Guide, which is avail-
able on our Web site at http:// 
www.ustr.gov, contains information 
about the specific procedures for mak-
ing FOIA requests and descriptions of 
the types of records we maintain. 

(b) To maximize the amount of infor-
mation we can provide to you, we may 
process requests you make for records 
about yourself under both this subpart 
and subpart C to part 2004, our rules 
implementing the Privacy Act. 

(c) We administer the FOIA with a 
presumption of openness. 

§ 2004.2 Proactive disclosures. 

You can access records that the FOIA 
requires us to make available for pub-
lic inspection and copying in an elec-
tronic format through our Web site: 
http://www.ustr.gov. You also can find 
press releases, links to FEDERAL REG-
ISTER notices and comments, fact 
sheets, speeches and remarks, reports, 

information about current initiatives, 

and historical information about U.S. 

trade issues. If you need assistance to 

locate a particular record, you can con-

tact the Office of Public and Media Af-

fairs at MEDIA@ustr.eop.gov or the 

FOIA Office at FOIA@ustr.eop.gov. 

§ 2004.3 How do I make a request for 
records under the FOIA? 

(a) General information—(1) Where do I 
send my written request? To make a re-

quest for records, you should write di-

rectly to the FOIA Office. Heightened 

security delays mail delivery. To avoid 

mail delivery delays, we strongly sug-

gest that you email your request to 

FOIA@ustr.eop.gov. Our mailing address 

is: FOIA Office, Office of the United 

States Trade Representative, Ana-

costia Naval Annex, Building 410/Door 

123, 250 Murray Lane SW., Washington, 

DC 20509. To ensure that the FOIA Of-

fice receives your request without 

delay, you should include the notation 

‘‘FOIA Request’’ in the subject line of 

your email or on the front of your en-

velope and also at the beginning of 

your request. 

(2) Security concerns. To protect our 

computer systems, we will not open at-

tachments to emailed requests—you 

must include your request within the 

body of the email. We will not process 

email attachments. 

(3) Verifying your identity. (i) If you 

are making a request for records about 

yourself or about another individual, 

you may receive greater access by 

verifying your identity if the records 
are about you, or the other individual’s 
identity if the records are about them. 
To verify identity, you must provide an 
unsworn declaration under 28 U.S.C. 
1746, a law that permits statements to 
be made under penalty of perjury. To 
fulfill this requirement, you must in-
clude the following statement just be-
fore the signature on your request let-
ter: 

‘‘I declare under penalty of perjury 
that the foregoing is true and correct. 
Executed on [date].’’ 

(ii) If the other individual is de-
ceased, you should submit proof of 
death such as a copy of a death certifi-
cate or an obituary. As an exercise of 
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administrative discretion, we may re-
quire that you provide additional infor-
mation if necessary in order to verify 
that a particular individual has con-
sented to disclosure. 

(b) How do I describe the records I 
want? (1) You must describe the records 
you seek in sufficient detail to enable 
USTR personnel to locate them with a 
reasonable amount of effort. To satisfy 
this requirement, you should be as de-
tailed as possible when describing the 
records you seek. To the extent pos-
sible, you should include specific infor-
mation that may help us identify the 
requested records, such as the date, 
title or name, author, recipient, sub-
ject matter of the record, case number, 
file designation, or reference number. 
For example, we generally will ask you 
to clarify a request for all records re-
lated to a particular trade negotiation 
or agreement or a request for all com-
munications between USTR and a par-
ticular third party. We suggest that 
you include a date limitation, par-
ticular topics, and if asking for cor-
respondence, the subject matter and 
the relevant parties with contact infor-
mation such as their email addresses. 

(2) If a request does not provide suffi-
cient specific descriptive information 
for the FOIA Office reasonably to as-
certain exactly which records you are 
requesting and to locate them, our re-
sponse may be delayed. Please note 
that in response to a FOIA request, we 
are not required to create records, con-
duct research for you, analyze data, an-
swer written questions, or parse your 
narrative to try and determine the spe-
cific records you are seeking. You can 
contact the FOIA Office before you 
submit your request for assistance in 
describing the records you are seeking. 
If we determine that your request does 
not reasonably describe the records 
sought, we will explain why we cannot 
process your request and ask for addi-
tional information. For example, we 
might ask you to clarify your request 
if you ask for all documents in a cer-
tain date range but do not include a 
specific subject matter, topic or per-
sonnel. We can help you reformulate or 
modify your request. 

(c) Form or format of responsive 
records. You can specify the preferred 
form or format (including electronic 

formats) for the records you seek. We 
will try to accommodate your request 
if the record is readily reproducible in 
that form or format. 

(d) Contact information. You must pro-
vide contact information, such as your 
phone number, email address, and 
mailing address, so we will be able to 
communicate with you about your re-
quest and provide released records. If 
we cannot contact you, or you do not 
respond within thirty calendar days to 
our requests for clarification, we will 
close your request. 

§ 2004.4 How will we handle confiden-
tial commercial information? 

(a) Definitions. For purposes of this 
section: 

(1) Confidential commercial information 
means commercial or financial infor-
mation that we obtain from a sub-
mitter that may be protected from dis-
closure under exemption 4 of the FOIA, 
5 U.S.C. 552(b)(4). 

(2) Submitter means any person or en-
tity, including a corporation or a State 
or foreign government, but not includ-
ing another Federal Government enti-
ty, which provides information, either 
directly or indirectly to the Federal 
Government. 

(b) How does a submitter designate con-
fidential commercial information? At the 
time of submission, the submitter of 
confidential commercial information 
must use good faith efforts to des-
ignate by appropriate markings any 
portion of its submission that it con-
siders to be protected from disclosure 
under exemption 4 of the FOIA, 5 
U.S.C. 552(b)(4). These designations ex-
pire ten years after the date of the sub-
mission unless the submitter requests 
and provides justification for a longer 
designation period. 

(c) When will we notify a submitter? (1) 
We promptly will notify the submitter 
of confidential commercial information 
in writing whenever we receive a FOIA 
request or appeal for records con-
taining such information if we deter-
mine that we may have to disclose the 
records, provided: 

(i) The requested information has 
been designated in good faith by the 
submitter as information considered 
protected from disclosure under exemp-
tion 4 of the FOIA, 5 U.S.C. 552(b)(4); or 
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(ii) We have reason to believe that 
the requested information may be pro-
tected from disclosure exemption 4 of 
the FOIA, 5 U.S.C. 552(b)(4), but have 
not yet determined whether the infor-
mation is protected from disclosure 
under that exemption or any other ap-
plicable FOIA exemption. 

(2) Our notice either will describe the 
commercial information requested or 
include a copy of the requested records 
or portions of records containing the 
information. In cases involving a volu-
minous number of submitters, we may 
post or publish a notice in a place or 
manner reasonably likely to inform the 
submitters of the proposed disclosure 
without publicly disclosing the records, 
instead of sending individual notifica-
tions. 

(3) We promptly will notify the sub-
mitter whenever a requester files a 
lawsuit seeking to compel the disclo-
sure of the submitter’s confidential 
commercial information. 

(d) Exceptions to submitter notice re-
quirements. The notice requirements of 
this section do not apply if: 

(1) We determine that the informa-
tion is exempt under the FOIA, and 
therefore will not be disclosed; 

(2) The information has been lawfully 
published or has officially been made 
available to the public; 

(3) Disclosure of the information is 
required by a statute other than the 
FOIA or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600 of June 23, 1987, 
Predisclosure notification procedures for 
confidential commercial information; or 

(4) The designation made by the sub-
mitter under paragraph (b) of this sec-
tion appears obviously frivolous. In 
such case, we will give the submitter 
written notice of any final decision to 
disclose the information and a reason-
able time period within which to object 
to disclosure under paragraph (e) of 
this section. 

(e) How can a submitter object to disclo-
sure? (1) If a submitter has any objec-
tions to disclosure, it should provide to 
us within the period listed in the no-
tice a detailed written statement that 
specifies all grounds for withholding 
the particular information under any 
FOIA exemption. In order to rely on 
exemption 4 as a basis for nondisclo-

sure, the submitter must explain why 
the information constitutes a trade se-
cret or commercial or financial infor-
mation that is confidential. 

(2) A submitter who does not respond 
within the time period specified in the 
notice will be considered to have no ob-
jection to disclosure of the informa-
tion. We will not consider any informa-
tion we receive after the date of any 
disclosure decision. Any information 
provided by the submitter under this 
section may itself be subject to disclo-
sure under the FOIA. 

(f) Analysis of objections. We will con-
sider the submitter’s objections and 
specific grounds for nondisclosure in 
deciding whether to disclose the re-
quested information. 

(g) Notice of intent to disclose. We will 
notify the submitter whenever we de-
cide to disclose information over the 
submitter’s objection. Our written no-
tice will include: 

(1) A statement of the reasons why 
we did not sustain each of the submit-
ter’s disclosure objections; 

(2) A description of the information 
to be disclosed or copies of the records 
as we intend to release them; and 

(3) A specified disclosure date, which 
will be a reasonable time after the no-
tice. 

(h) When will we notify a requester? We 
will notify the requester whenever we 
provide the submitter with notice and 
an opportunity to object to disclosure; 
whenever we notify the submitter of 
our intent to disclose the requested in-
formation; and whenever the submitter 
files a lawsuit to prevent the disclosure 
of the information. 

§ 2004.5 Who is responsible for re-
sponding to your FOIA request? 

(a) In general. The FOIA Office is au-
thorized to grant or to deny any re-
quests for agency records that USTR 
maintains. In determining which 
records are responsive to a request, we 
ordinarily will include only the agency 
records in our possession as of the date 
that we begin our search. We will no-
tify you if we use any other date. 

(b) Consultation, referral and coordina-
tion. If we believe that another Federal 
agency is better able to determine 
whether a record we locate in response 
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to your request is exempt from disclo-
sure under the FOIA, then we will pro-
ceed in one of the following ways: 

(1) Consultation. When records origi-
nated with USTR but contain within 
them information of significance to an-
other Federal agency or office, we typi-
cally consult with that other entity 
prior to making a release determina-
tion. 

(2) Referral. If we believe that a dif-
ferent Federal agency is best able to 
determine whether to disclose the 
record, we typically refer responsi-
bility for responding to the request re-
garding that record to that agency. Or-
dinarily, the agency that originated 
the record is presumed to be the best 
agency to make the disclosure deter-
mination. Whenever we refer any part 
of the responsibility for responding to 
a request to another agency, we will 
notify you of the referral, including the 
name of the agency and that agency’s 
FOIA contact information. 

(3) Coordination. The standard refer-
ral procedure is not appropriate where 
disclosure of the identity of the Fed-
eral agency to which the referral would 
be made could harm an interest pro-
tected by an applicable exemption, 
such as the exemptions that protect 
personal privacy or national security 
interests. For example, if a non-law en-
forcement agency responding to a re-
quest for records on a living third 
party locates within its files records 
originating with a law enforcement 
agency, and if the existence of that law 
enforcement interest in the third party 
was not publicly known, then to dis-
close that law enforcement interest 
could cause an unwarranted invasion of 
the personal privacy of the third party. 
Similarly, if an agency locates within 
its files material originating with an 
Intelligence Community agency, and 
the involvement of that agency in the 
matter is classified and not publicly 
acknowledged, then to disclose or give 
attribution to the involvement of that 
Intelligence Community agency could 
cause national security harms. In such 
instances, in order to avoid harm to an 
interest protected by an applicable ex-
emption, we will coordinate with the 
originating agency to seek its views on 
disclosure of the record. We then will 
notify you of the release determination 

for the record that is the subject of the 
coordination. 

(c) Classified information. On receipt 
of any request involving classified in-
formation, we will determine whether 
the information is currently and prop-
erly classified. Whenever a request in-
volves a record containing information 
that has been classified or may be ap-
propriate for classification by another 
Federal agency, we will refer responsi-
bility for responding to the request re-
garding that information to the agency 
that classified the information, or that 
should consider the information for 
classification. Whenever an agency’s 
record contains information that has 
been derivatively classified (for exam-
ple, when it contains information clas-
sified by another agency), we will refer 
responsibility for responding to that 
portion of the request to the agency 
that classified the underlying informa-
tion. 

(d) Timing of responses to consultations 
and referrals. We will handle all con-
sultations and referrals we receive ac-
cording to the date that the first agen-
cy received the perfected FOIA request. 

(e) Agreements regarding consultations 
and referrals. We may establish agree-
ments with other agencies to eliminate 
the need for consultations or referrals 
with respect to particular types of 
records. 

§ 2004.6 When will we respond to your 
FOIA request? 

(a) In general. We ordinarily will re-
spond to a request within twenty work-
ing days based on the order in which 
we receive the request. We may toll the 
twenty-day period if we need additional 
information from you in order to proc-
ess the request or need to clarify fee 
assessment issues. 

(b) Multitrack processing. We use a 
multitrack processing system that dis-
tinguishes between simple and more 
complex requests based on the esti-
mated amount of work or time we need 
to process the request. Among the fac-
tors we consider are the number of 
records requested, the number of pages 
involved in processing the request, and 
the need for consultations or referrals. 
We will tell you if we place your re-
quest into other than the simple track, 
and if appropriate, we will offer you an 
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opportunity to narrow or modify your 
request so that it can be placed in a 
different processing track. 

(c) Unusual circumstances—(1) What is 
an unusual circumstance? We will notify 
you if we extend the twenty-day period 
for processing your request. The notice 
will include the unusual cir-
cumstances—the need to search for and 
collect the requested records from sep-
arate offices or facilities, a request 
that involves a voluminous amount of 
separate and distinct records, or the 
need for consultation, and the date by 
which we estimate we will complete 
processing your request. If the exten-
sion exceeds ten days, we will give you 
the opportunity to modify your request 
or arrange an alternative time period 
for processing the original or modified 
request. If you need assistance, you can 
contact our FOIA Public Liaison at 
FOIA@ustr.eop.gov, or OGIS at 
OGIS@nara.gov. 

(2) Aggregating requests. We may ag-
gregate requests if it reasonably ap-
pears that multiple requests submitted 
either by a single requester or by a 
group of requesters acting in concert, 
involve related matters and constitute 
a single request that otherwise would 
involve unusual circumstances. For ex-
ample, we may aggregate multiple re-
quests for similar information filed 
within a short period of time. 

(d) Expedited processing—(1) How do I 
request expedited processing? When you 
submit your request or appeal, you can 
ask us to expedite processing. If you 
seek expedited processing, you must 
submit a statement, certified to be 
true and correct, explaining in detail 
the basis for your expedited processing 
request. 

(2) When will we grant expedited proc-
essing? We will process requests and ap-
peals on an expedited basis if we deter-
mine that: 

(i) Failure to obtain the records on 
an expedited basis could reasonably be 
expected to pose an imminent threat to 
the life or physical safety of an indi-
vidual; or 

(ii) With respect to a request made by 
a person primarily engaged in dissemi-
nating information, there is an ur-
gency to inform the public about a spe-
cific actual or alleged Federal Govern-
ment activity that is the subject of the 

request or appeal that extends beyond 
the public’s right to know about gov-
ernment activity generally. 

(3) When will we respond to your re-
quest for expedited processing? We will 
notify you within ten calendar days of 
the receipt of a request for expedited 
processing of our decision whether to 
grant or deny expedited processing. If 
we grant your request, we will give 
your request or appeal priority, place 
it in the processing track for expedited 
requests, and process it as soon as 
practicable. If we deny your request, 
we will process any appeal of that deci-
sion expeditiously. 

[81 FR 90717, Dec. 15, 2016, as amended at 88 
FR 47772, July 25, 2023] 

§ 2004.7 What will our response to 
your FOIA request include? 

(a) In general. We will notify you in 
writing of our determination regarding 
your request. To the extent prac-
ticable, we will communicate with you 
electronically. 

(b) Acknowledgement of requests. We 
will acknowledge your request in writ-
ing, including a brief description of the 
records you are seeking, and assign an 
individualized tracking number. If we 
think that we will be unable to make a 
determination on your request within 
twenty days, we will send an acknowl-
edgment within ten days and we may 
ask you to clarify your request or ar-
range for a longer period for proc-
essing. 

(c) Granting requests. If we decide to 
grant your request in full or in part, 
our response will include the records 
we are disclosing unless we have as-
sessed fees under § 2004.9. If your re-
quest involves a voluminous amount of 
material or searches in multiple loca-
tions, we may provide interim re-
sponses, releasing the records on a roll-
ing basis. If we assessed fees, we will 
disclose the records promptly upon 
payment. If you need assistance, you 
can contact our FOIA Public Liaison at 
FOIA@ustr.eop.gov, or OGIS at 
OGIS@nara.gov. 

(d) Adverse determinations of requests— 
(1) What is an adverse determination? Ad-
verse determinations, or denials of re-
quests, include decisions that: the re-
quested record is exempt in whole or in 
part; the request does not reasonably 
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describe the records sought; the infor-
mation requested is not a record sub-
ject to the FOIA; the requested record 
does not exist, cannot be located, or 
has been destroyed; or the requested 
record is not readily reproducible in 
the form or format sought by the re-
quester. Adverse determinations also 
include denials involving fees or fee 
waiver matters or denials of requests 
for expedited processing. 

(2) Our response. If we make an ad-
verse determination denying your re-
quest in any respect, our response will 
include: 

(i) The name and title or position of 
the person responsible for the deter-
mination; 

(ii) A brief statement of the reasons 
for the denial, including any FOIA ex-
emption(s) we applied; 

(iii) An estimate of the volume of any 
records or information we withheld, 
such as the number of pages or some 
other reasonable form of estimation, 
although such an estimate is not re-
quired if the volume is otherwise indi-
cated by deletions marked on records 
that are disclosed in part or if pro-
viding an estimate would harm an in-
terest protected by an applicable ex-
emption; 

(iv) Information about our FOIA Pub-
lic Liaison and the dispute resolution 
services provided by OGIS; and 

(iv) Your right to appeal our decision 
under § 2004.8. 

(3) Markings on released documents. If 
technically feasible, we will clearly 
mark records that we are disclosing in 
part to indicate the location and show 
the amount of information deleted and 
the exemption under which the dele-
tion was made unless doing so would 
harm an interest protected by an appli-
cable exemption. 

[81 FR 89846, Dec. 13, 2016, as amended at 82 
FR 18985, Apr. 25, 2017] 

§ 2004.8 What can I do if I am dissatis-
fied with USTR’s response to my 
FOIA request? 

(a) How do I make an appeal?—(1) 
What can I appeal? You can appeal any 
adverse determination in writing to 
our FOIA Appeals Committee within 
ninety calendar days after the date of 
our response. Examples of adverse de-
terminations are provided in § 2004.7(d). 

You should specify the records that are 
the subject of your appeal and explain 
why the Committee should sustain the 
appeal. 

(2) Where do I send my appeal? To 
avoid mail delivery delays caused by 
heighted security, we strongly suggest 
that you email any appeal to 
FOIA@ustr.eop.gov. Our mailing address 
is: FOIA Office, Office of the United 
States Trade Representative, Ana-
costia Naval Annex, Building 410/Door 
123, 250 Murray Lane SW., Washington 
DC 20509. To make sure that the FOIA 
Office receives your appeal without 
delay, you should include the notation 
‘‘Freedom of Information Act Appeal’’ 
and the individualized tracking number 
in the subject line of your email or on 
the front of your envelope and also at 
the beginning of your appeal. 

(b) Who will decide your appeal? (1) 
The FOIA Appeals Committee or des-
ignee will act on all appeals under this 
section. 

(2) We ordinarily will not adjudicate 
an appeal if the request becomes a mat-
ter of FOIA litigation. 

(3) On receipt of any appeal involving 
classified information, the FOIA Ap-
peals Committee must take appro-
priate action to ensure compliance 
with applicable classification rules. 

(c) Decisions on appeals. The FOIA Ap-
peals Committee will notify you of its 
appeal decision in writing within twen-
ty days from the date it receives the 
appeal. A decision that upholds the 
FOIA Office’s determination in whole 
or in part will identify the reasons for 
the affirmance, including any FOIA ex-
emptions applied, and notify you of 
your statutory right to seek judicial 
review. The notice also will inform you 
of the dispute resolution services of-
fered by OGIS as a non-exclusive alter-
native to litigation. If the FOIA Ap-
peals Committee remands or modifies 
the original response, the FOIA Office 
will further process the request in ac-
cordance with the appeal determina-
tion and will respond directly to you. 

(d) When appeal is required. Before 
seeking review by a court of an adverse 
determination, you generally first 
must submit a timely administrative 
appeal under this section. 

[81 FR 89846, Dec. 13, 2016, as amended at 82 
FR 18985, Apr. 25, 2017] 
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§ 2004.9 Fees. 

(a) In general. We will assess a fee to 
process your FOIA request in accord-
ance with the provisions of this section 
and the OMB Guidelines. For purposes 
of assessing fees, the FOIA establishes 
three categories of requesters: Com-
mercial use requesters, non-commer-
cial scientific or educational institu-
tions or news media requesters, and all 
other requesters. Different fees are as-
sessed depending on the category. You 
can seek a fee waiver, which we will 
consider in accordance with the re-
quirements in paragraph (h) of this sec-
tion. We will contact you to resolve 
any fee issues that arise under this sec-
tion. We will conduct searches, review 
and duplication in the most efficient 
and least expensive manner. We ordi-
narily will collect all applicable fees 
before sending copies of records to you. 
You must pay fees by check or money 
order made payable to the Treasury of 
the United States. 

(b) Definitions. For purposes of this 
section: 

(1) Commercial use request is a request 
that asks for information for a use or a 
purpose that furthers a commercial, 
trade or profit interest, which can in-
clude furthering those interests 
through litigation. Our decision to 
place you in the commercial use cat-
egory will be made on a case-by-case 
basis based on your intended use of the 
information. We will notify you of your 
placement in this category. 

(2) Direct costs are the expenses we 
incur in searching for and duplicating 
(and, in the case of commercial use re-
quests, reviewing) records in order to 
respond to your FOIA request. For ex-
ample, direct costs include the salary 
of the employee performing the work 
(i.e., the basic rate of pay for the em-
ployee plus 16 percent of that rate to 
cover benefits) and the cost of oper-
ating computers and other electronic 
equipment, such as photocopiers and 
scanners. Direct costs do not include 
overhead expenses such as the costs of 
space and of heating or lighting a facil-
ity. 

(3) Duplication is reproducing a copy 
of a record, or the information con-
tained in it, necessary to respond to a 
FOIA request. Copies can take the form 

of paper, audiovisual materials or elec-
tronic records, among others. 

(4) Educational institution is any 
school that operates a program of 
scholarly research. You must show 
that your FOIA request is made in con-
nection with your role at the edu-
cational institution. We may seek 
verification that you are seeking the 
records to further scholarly research 
and not for a commercial use. To fall 
within this fee category, your request 
must serve the scholarly research goals 
of the institution rather than an indi-
vidual research goal. We will advise 
you of your placement in this category. 

Example 1. We would presume that a re-
quest from a professor of economics for 
records relating to the economic effects of a 
trade agreement, written on letterhead of 
the university’s department of economics, is 
a request from an educational institution. 

Example 2. We would not presume that a re-
quest from the same professor of economics 
seeking drug information from the Food and 
Drug Administration in furtherance of a 
murder mystery he is writing is a request 
from an educational institution, regardless 
of whether it was written on institutional 
stationery. 

Example 3. We would presume that a re-
quest from a student in furtherance of their 
coursework or other school-sponsored activi-
ties evidenced by a course syllabus or other 
reasonable documentation indicating the re-
search purpose for the request would qualify 
as part of this fee category. 

(5) Noncommercial scientific institution 
is an institution that is operated solely 
for the purpose of conducting scientific 
research the results of which are not 
intended to promote any particular 
product or industry and not on a com-
mercial basis, as defined in paragraph 
(b)(1) of this section. To fall within this 
fee category, you must show that the 
request is authorized by and is made 
under the auspices of a qualifying in-
stitution and that the records you seek 
are to further scientific research and 
not for a commercial use. We will ad-
vise you of your placement in this cat-
egory. 

(6) Representative of the news media is 
any person or entity that gathers in-
formation of potential interest to a 
segment of the public, uses its editorial 
skills to turn the raw materials into a 
distinct work, and distributes that 
work to an audience. The term ‘‘news’’ 
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means information that is about cur-
rent events or that would be of current 
interest to the public. Examples of 
news media entities include television 
or radio stations that broadcast news 
to the public at large and publishers of 
periodicals that disseminate news and 
make their products available through 
a variety of means to the general pub-
lic, including news organizations that 
disseminate solely on the Internet. We 
will not consider a request for records 
supporting a news-dissemination func-
tion to be for a commercial use. We 
will consider freelance journalists who 
demonstrate a solid basis for expecting 
publication through a news media enti-
ty as a representative of the news 
media. A publishing contract would 
provide the clearest evidence that pub-
lication is expected; however, we also 
may consider your past publication 
record in making this determination. 
We will advise you of your placement 
in this category. 

(7) Review is the examination of a 
record located in response to a request 
in order to determine if any portion of 
it is exempt from disclosure. Review 
time includes processing any record for 
disclosure, such as doing all that is 
necessary to prepare the record for dis-
closure, including redacting the record 
and marking the appropriate exemp-
tions. Review costs are properly 
charged even if we ultimately do not 
disclose a record. Review time also in-
cludes time spent both obtaining and 
considering any formal objection to 
disclosure a confidential commercial 
information submitter makes under 
§ 2004.4, but it does not include time 
spent resolving general legal or policy 
issues regarding the application of ex-
emptions. 

(8) Search is the process of looking for 
and retrieving records or information 
responsive to a request. Search time 
includes page-by-page or line-by-line 
identification of information within 
records and the reasonable efforts we 
expend to locate and retrieve informa-
tion from electronic records. 

(c) Charging fees. In responding to 
FOIA requests, we will charge the fol-
lowing fees unless we granted a waiver 
or reduction of fees under paragraph 
(h) of this section, or the total fee to be 
charged is less than $25. If we do not 

meet the time limits for responding to 
your request, and if no unusual cir-
cumstance described in § 2004.6(c) ap-
plies, we will not assess fees. 

(1) Search. (i) We will not assess any 
search fees for processing requests 
made by educational institutions, non-
commercial scientific institutions, or 
representatives of the news media. For 
all other requesters, we will charge for 
time spent searching even if we do not 
locate any responsive records or if we 
determine that the records are entirely 
exempt from disclosure. We will pro-
vide two hours of free search time ex-
cept for requesters seeking records for 
a commercial use. 

(ii) For each quarter hour spent by 
personnel searching for requested 
records, including electronic searches 
that do not require new programming, 
we will charge $76/hour, which is a 
blended hourly rate for all personnel in 
the FOIA Office, plus 16 percent of that 
rate to cover benefits. 

(iii) We will charge the direct costs if 
it is necessary to create a new com-
puter program to locate the requested 
records. We will notify you of the costs 
associated with creating such a pro-
gram, and you must agree to pay the 
associated costs before we build the 
program. 

(iv) If your request requires the re-
trieval of records stored at a Federal 
records center, we will charge addi-
tional costs in accordance with the 
Transactional Billing Rate Schedule 
established by the National Archives 
and Records Administration. 

(2) Duplication. We will charge dupli-
cation fees to all requesters. We will 
honor your preference for receiving a 
record in a particular form or format if 
we can readily reproduce it in the form 
or format requested. If we provide pho-
tocopies, we will make one copy per re-
quest at the cost of $.10 per page. For 
copies of records produced on tapes, 
disks or other media, we will charge 
the direct costs of producing the copy, 
including operator time. Where we 
must scan paper documents in order to 
comply with your preference to receive 
the records in an electronic format, we 
will charge you the direct costs associ-
ated with scanning those materials. 
For other forms of duplication, we will 
charge the direct costs. We will provide 
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the first 100 pages of duplication (or 
the cost equivalent for other media) 
without charge except for requesters 
seeking records for a commercial use. 

(3) Review. We will charge review fees 
to requesters who make commercial 
use requests. We will assess review fees 
in connection with the initial review of 
the record, i.e., the review we conduct 
to determine if an exemption applies to 
a particular record or portion of a 
record. We will not charge for review at 
the administrative appeal stage of ex-
emptions applied at the initial review 
stage. However, if a particular exemp-
tion is deemed no longer to apply, any 
costs associated with re-review of the 
records in order to consider the use of 
other exemptions may be assessed as 
review fees. We will charge review fees 
at the same rates as those charged for 
a search under paragraph (c)(1)(ii) of 
this section. 

(d) Other charges—(1) Special services. 
We will charge you the direct cost of 
providing any special services you re-
quest, such as sending records by ex-
press mail, certifying that records are 
true copies, or providing multiple cop-
ies of the same document. 

(2) Interest. We may assess interest 
charges on any unpaid fees starting on 
the 31st day following the day on which 
we sent the bill to you at the rate pre-
scribed in Interest and Penalty on 
Claims, 31 U.S.C. 3717. 

(e) Aggregating requests. We may ag-
gregate separate FOIA requests for the 
purpose of assessing fees when we rea-
sonably believe that a requester or a 
group of requesters acting in concert, 
is dividing a request into a series of re-
quests for the purpose of avoiding or 
minimizing fees. For example, we may 
aggregate multiple requests for similar 
information filed within a short period 
of time. 

(f) If we anticipate fees will exceed $25. 
Unless you have indicated in advance a 
willingness to pay fees as high as an-
ticipated, we will notify you if we esti-
mate that charges will exceed $25 in-
cluding a breakdown of the fees for 
search, review or duplication and 
whether applicable entitlements to du-
plication and search at no charge have 
been provided. We will advise you if we 
can readily estimate only a portion of 
the fee. 

(1) We will not process your request 
until you either commit in writing to 
pay the actual or estimated total fee, 
or designate some amount of fees you 
are willing to pay. If you are a non-
commercial use requester and we have 
not yet provided your statutory enti-
tlements (i.e., two hours of search time 
and 100 free pages), you can tell us to 
stop when we exhaust the statutory en-
titlements. We will start the twenty- 
day response clock when we receive 
your written reply. 

(2) If you agree to pay some des-
ignated amount of fees, but we esti-
mate that the total fee will exceed that 
amount, we will toll processing when 
we notify you of the estimated fees in 
excess of the amount you had indicated 
a willingness to pay. When we receive 
your written commitment to pay the 
actual or estimated total fee, or des-
ignate an additional amount of fees 
you are willing to pay, we will restart 
the processing clock. 

(3) If you decide to reformulate your 
request to reduce costs, you can con-
tact USTR’s FOIA Public Liaison at 
FOIA@ustr.eop.gov for assistance. 

(4) We will close your request if you 
do not respond in writing within thirty 
calendar days after the date we notify 
you of the fee estimate. 

(g) Advance payments. (1) If we deter-
mine or estimate that the total fee will 
exceed $250, we may require you to 
make an advance payment up to the 
amount of the entire anticipated fee 
before we begin to process your re-
quest. 

(2) If you previously failed to pay a 
properly charged FOIA fee to any Fed-
eral agency within thirty calendar 
days of the billing date, we may re-
quire proof that you paid the full 
amount due, plus any applicable inter-
est on that prior request, and that you 
make an advance payment to us of the 
full amount of any anticipated fee be-
fore we begin to process a new request 
or continue to process a pending re-
quest or any pending appeal. If we have 
a reasonable basis to believe that you 
have misrepresented your identity in 
order to avoid paying outstanding fees, 
we may require you to provide proof of 
identity. 

(3) If we require advance payment, we 
will not consider your request received 
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and will not do any additional work 
until we receive the required payment. 
We will close your request if you do not 
pay the advance payment within thirty 
calendar days after the date of our fee 
determination. 

(4) Before we provide records in re-
sponse to your request, we may collect 
payments you owe for work we already 
have completed. 

(h) Requirements for waiver or reduc-
tion of fees. (1) You can seek a fee waiv-
er or reduction by explaining in writ-
ing how disclosure of the requested in-
formation is in the public interest be-
cause it is likely to contribute signifi-
cantly to public understanding of the 
operations or activities of the govern-
ment and is not primarily in your com-
mercial interest. In determining 
whether to waive or reduce a fee we 
will consider whether disclosure of the 
requested information would: 

(i) Shed light on the operations or ac-
tivities of the government. The subject 
of the request must specifically con-
cern identifiable operations or activi-
ties of the Federal government with a 
connection that is direct and clear, not 
remote or attenuated. 

(ii) Likely contribute significantly to 
public understanding of those oper-
ations or activities. Disclosure of the 
requested records must be meaning-
fully informative about government 
operations or activities. The disclosure 
of information that already is in the 
public domain, in either the same or a 
substantially identical form, would not 
be meaningfully informative if nothing 
new would be added to the public’s un-
derstanding. The disclosure must con-
tribute to the understanding of a rea-
sonably broad audience interested in 
the subject. We will consider your ex-
pertise in the subject area as well as 
your ability and intention to effec-
tively convey information to the pub-
lic. 

(iii) Primarily advance your commer-
cial interests. For example, we ordi-
narily presume that the public’s inter-
est is greater than the requester’s com-
mercial interest when we receive a re-
quest from a representative of the news 
media. We will not presume that dis-
closure to data brokers or others who 
merely compile and market govern-
ment information for direct economic 

return primarily serves the public in-
terest. 

(2) We will grant a partial waiver 
when only some of the records to be re-
leased satisfy the requirements in this 
section. 

(3) You should include your fee waiv-
er or reduction request when you first 
submit your FOIA request to us. You 
can submit a fee waiver or reduction 
request at a later time so long as the 
underlying record request is pending or 
on administrative appeal. If you al-
ready committed to pay fees and subse-
quently request a waiver of those fees 
that we deny, you must pay any costs 
incurred up to the date the fee waiver 
request was received. 

[81 FR 89846, Dec. 13, 2016, as amended at 82 
FR 18986, Apr. 25, 2017] 

Subpart C—Privacy Act Policies 
and Procedures 

AUTHORITY: 5 U.S.C. 552a; 19 U.S.C. 
2171(e)(3). 

SOURCE: 82 FR 18986, Apr. 25, 2017, unless 
otherwise noted. 

§ 2004.20 Definitions. 

For purposes of this subpart: 

Access means making a record avail-
able to a subject individual. 

Amendment means any correction, ad-
dition to or deletion of information in 
a record. 

Individual means a natural person 
who either is a citizen of the United 
States or an alien lawfully admitted to 
the United States for permanent resi-
dence. 

Maintain means to keep or hold and 
preserve in an existing state, and in-
cludes the terms collect, use, dissemi-
nate and control. 

Privacy Act Office means the USTR 
officials who are authorized to respond 
to requests and to process requests for 
amendment of records USTR maintains 
under the Privacy Act. 

Record means any item, collection or 
grouping of information about an indi-
vidual that USTR maintains within a 
system of records and contains the in-
dividual’s name or the identifying 
number, symbol or other identifying 
particular assigned to the individual, 
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such as a finger or voice print or photo-
graph. 

System of records means a group of 
records USTR maintains or controls 
from which information is retrieved by 
the name of an individual or by some 
identifying number, symbol or other 
identifying particular assigned to the 
individual. USTR publishes notices in 
the FEDERAL REGISTER announcing the 
creation, deletion or amendment of its 
systems of records. You can find a de-
scription of our systems of records on 
the USTR Web site: www.ustr.gov. 

§ 2004.21 Purpose and scope. 

(a) This subpart implements the Pri-
vacy Act, 5 U.S.C. 552a, a Federal law 
that requires Federal agencies to pro-
tect private information about individ-
uals that the agencies collect or main-
tain. It establishes USTR’s rules for ac-
cess to records in systems of records we 
maintain that are retrieved by an indi-
vidual’s name or another personal iden-
tifier. It describes the procedures by 
which individuals may request access 
to records, request amendment or cor-
rection of those records, and request an 
accounting of disclosures of those 
records by USTR. Whenever it is appro-
priate to do so, USTR automatically 
processes a Privacy Act request for ac-
cess to records under both the Privacy 
Act and the FOIA, following the rules 
contained in this subpart and subpart B 
of part 2004. USTR processes a request 
under both the Privacy Act and the 
FOIA so you will receive the maximum 
amount of information available to you 
by law. 

(b) This subpart does not entitle you 
to any service or to the disclosure of 
any record to which you are not enti-
tled under the Privacy Act. It also does 
not, and may not be relied upon to cre-
ate any substantive or procedural right 
or benefit enforceable against USTR. 

§ 2004.22 How do I make a Privacy Act 
request? 

(a) In general. You can make a Pri-
vacy Act request on your own behalf 
for records or information about you. 
You also can make a request on behalf 
of another individual as the parent or 
guardian of a minor, or as the guardian 
of someone determined by a court to be 
incompetent. You may request access 

to another individual’s record or infor-
mation if you have that individual’s 
written consent, unless other condi-
tions of disclosure apply. 

(b) How do I make a request?—(1) 
Where do I send my written request? To 
make a request for access to a record, 
you should write directly to our Pri-
vacy Act Office. Heightened security 
delays mail delivery. To avoid mail de-
livery delays, we strongly suggest that 
you email your request to 
PRIVACY@ustr.eop.gov. Our mailing ad-
dress is: Privacy Act Office, Office of 
the US Trade Representative, Ana-
costia Naval Annex, Building 410/Door 
123, 250 Murray Lane SW., Washington, 
DC 20509. To make sure that the Pri-
vacy Act Office receives your request 
without delay, you should include the 
notation ‘Privacy Act Request’ in the 
subject line of your email or on the 
front of your envelope and also at the 
beginning of your request. 

(2) Security concerns. To protect our 
computer systems, we will not open at-
tachments to emailed requests—you 
must include your request within the 
body of the email. We will not process 
email attachments. 

(c) What should my request include? 
You must describe the record that you 
seek in enough detail to enable the Pri-
vacy Act Office to locate the system of 
records containing the record with a 
reasonable amount of effort. Include 
specific information about each record 
sought, such as the time period in 
which you believe it was compiled, the 
name or identifying number of each 
system of records in which you believe 
it is kept, and the date, title or name, 
author, recipient, or subject matter of 
the record. As a general rule, the more 
specific you are about the record that 
you seek, the more likely we will be 
able to locate it in response to your re-
quest. 

(d) How do I request amendment or cor-
rection of a record? If you are requesting 
an amendment or correction of a USTR 
record, you must identify each par-
ticular record in question and the sys-
tem of records in which the record is 
located, describe the amendment or 
correction that you seek, and state 
why you believe that the record is not 
accurate, relevant, timely or complete. 
You may submit any documentation 
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that you think would be helpful, in-
cluding an annotated copy of the 
record. 

(e) How do I request an accounting of 
record disclosures? If you are requesting 
an accounting of disclosures made by 
USTR to another person, organization 
or Federal agency, you must identify 
each particular record in question. An 
accounting generally includes the date, 
nature and purpose of each disclosure, 
as well as the name and address of the 
person, organization, or Federal agency 
to which the disclosure was made. 

(f) Verification of identity. When mak-
ing a Privacy Act request, you must 
verify your identity in accordance with 
these procedures to protect your pri-
vacy or the privacy of the individual on 
whose behalf you are acting. If you 
make a Privacy Act request and you do 
not follow these identity verification 
procedures, USTR cannot process your 
request. 

(1) How do I verify my own identity? 
You must state your full name, current 
address, and date and place of birth. In 
order to help identify and locate the 
records, you also may, at your option, 
include your Social Security number. 
To verify your own identity, you must 
provide an unsworn declaration under 
28 U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury. To fulfill this requirement, you 
must include the following statement 
just before the signature on your re-
quest: 

I declare under penalty of perjury 
that the foregoing is true and correct. 
Executed on [date]. 

(2) How do I verify parentage or guard-
ianship? If you make a request as the 
parent or guardian of a minor, or as 
the guardian of someone determined by 
a court to be incompetent, for access 
records or information about that indi-
vidual, you must establish: 

(i) The identity of the individual who 
is the subject of the record, by stating 
the individual’s name, current address 
and date and place of birth, and, at 
your option, the Social Security num-
ber of the individual; 

(ii) Your own identity, as required in 
paragraph (f)(1) of this section; 

(iii) That you are the parent or 
guardian of the individual, which you 
may prove by providing a copy of the 

individual’s birth certificate showing 
your parentage or a court order estab-
lishing your guardianship; and 

(iv) That you are acting on behalf of 
the individual in making the request. 

§ 2004.23 How will USTR respond to 
my Privacy Act request? 

(a) When will we respond to your re-
quest? We will search to determine if 
the requested records exist in a system 
of records USTR owns or controls. The 
Privacy Act Office will respond to you 
in writing within twenty days after we 
receive your request, if it meets the re-
quirements of this subpart. We may ex-
tend the response time in unusual cir-
cumstances, such as the need to con-
sult with another agency about a 
record or to retrieve a record shipped 
offsite for storage. 

(b) What will our response include? Our 
written response will include our deter-
mination whether to grant or deny 
your request in whole or in part, a brief 
explanation of the reasons for the de-
termination, and the amount of the fee 
charged, if any, under § 2004.25. If you 
requested access to records, we will 
make the records, if any, available to 
you. If you requested amendment or 
correction of a record, the response 
will describe any amendments or cor-
rections made and advise you of your 
right to obtain a copy of the amended 
or corrected record. 

(c) Adverse determinations—(1) What is 
an adverse determination? An adverse de-
termination is a response to a Privacy 
Act request that: 

(i) Withholds any requested record in 
whole or in part; 

(ii) Denies a request to amend or cor-
rect a record in whole or in part; 

(iii) Declines to provide an account-
ing of disclosures; 

(iv) Advises that a requested record 
does not exist or cannot be located; 

(v) Finds that what you requested is 
not a record subject to the Privacy 
Act; or 

(vi) Advises on any disputed fee mat-
ter. 

(2) Responses that include an adverse 
determination. If the Privacy Act Office 
makes an adverse determination with 
respect to your request, our written re-
sponse will identify the person respon-
sible for the adverse determination, 
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that the adverse determination is not a 
final agency action, and that you may 
appeal the adverse determination 
under § 2004.24. 

§ 2004.24 What can I do if I am dissat-
isfied with USTR’s response to my 
Privacy Act request? 

(a) What can I appeal? You can appeal 
any adverse determination in writing 
to our Privacy Act Appeals Committee 
within thirty calendar days after the 
date of our response. We provide a list 
of adverse determinations in 
§ 2004.23(c). 

(b) How do I make an appeal?—(1) 
What should I include? You may appeal 
by submitting a written statement giv-
ing the reasons why you believe the 
Committee should overturn the adverse 
determination. Your written appeal 
may include as much or as little re-
lated information as you wish to pro-
vide, as long as it clearly identifies the 
determination (including the request 
number, if known) that you are appeal-
ing. 

(2) Where do I send my appeal? You 
should mark both your letter and the 
envelope, or the subject of your email, 
‘‘Privacy Act Appeal’’. To avoid mail 
delivery delays caused by heightened 
security, we strongly suggest that you 
email any appeal to 
PRIVACY@ustr.eop.gov. Our mailing ad-
dress is: Privacy Office, Office of the 
US Trade Representative, Anacostia 
Naval Annex, Building 410/Door 123, 250 
Murray Lane SW., Washington, DC 
20509. 

(c) Who will decide your appeal? (1) 
The Privacy Act Appeals Committee or 
designee will act on all appeals under 
this section. 

(2) We ordinarily will not adjudicate 
an appeal if the request becomes a mat-
ter of litigation. 

(3) On receipt of any appeal involving 
classified information, the Privacy Act 
Appeals Committee must take appro-
priate action to ensure compliance 
with applicable classification rules. 

(d) When will we respond to your ap-
peal? The Privacy Act Appeals Com-
mittee will notify you of its appeal de-
cision in writing within thirty days 
from the date it receives an appeal that 
meets the requirements of paragraph 
(b) of this section. We may extend the 

response time in unusual cir-
cumstances, such as the need to con-
sult with another agency about a 
record or to retrieve a record shipped 
offsite for storage. 

(e) What will our response include? The 
written response will include the Com-
mittee’s determination whether to 
grant or deny your appeal in whole or 
in part, a brief explanation of the rea-
sons for the determination, and infor-
mation about the Privacy Act provi-
sions for court review of the deter-
mination. 

(1) Appeals concerning access to 
records. If your appeal concerns a re-
quest for access to records and the ap-
peal is granted in whole or in part, we 
will make the records, if any, available 
to you. 

(2) Appeals concerning amendments or 
corrections. If your appeal concerns 
amendment or correction of a record, 
the response will describe any amend-
ment or correction made and advise 
you of your right to obtain a copy of 
the amended or corrected record. We 
will notify all persons, organizations or 
Federal agencies to which we pre-
viously disclosed the record, if an ac-
counting of that disclosure was made, 
that the record has been amended or 
corrected. Whenever the record is sub-
sequently disclosed, the record will be 
disclosed as amended or corrected. If 
our response denies your request for an 
amendment or correction to a record, 
we will advise you of your right to file 
a statement of disagreement under 
paragraph (f) of this section. 

(f) Statements of disagreement—(1) 
What is a statement of disagreement? A 
statement of disagreement is a concise 
written statement in which you clearly 
identify each part of any record that 
you dispute and explain your reason(s) 
for disagreeing with our denial in 
whole or in part of your appeal request-
ing amendment or correction. 

(2) How do I file a statement of dis-
agreement? We must receive your state-
ment of disagreement within thirty 
calendar days of our denial in whole or 
in part of your appeal concerning 
amendment or correction of a record. 

(3) What will we do with your statement 
of disagreement? We will place your 
statement of disagreement in the sys-
tem(s) of records in which the disputed 
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record is maintained. We also may ap-

pend a concise statement of our rea-

son(s) for denying the request to amend 

or correct the record. Whenever the 

record is subsequently disclosed, the 

record will be disclosed along with 

your statement of disagreement and 

our explanation, if any. 

(g) When appeal is required. Before 

seeking review by a court of an adverse 

determination or denial of a request, 

you generally first must submit a 

timely administrative appeal under 

this section. 

§ 2004.25 What does it cost to get 
records under the Privacy Act? 

(a) Your request is an agreement to pay 

fees. We consider your Privacy Act re-

quest as your agreement to pay all ap-

plicable fees unless you specify a limit 

on the amount of fees you agree to pay. 

We will not exceed the specified limit 

without your written agreement. 

(b) How do we calculate fees? We will 

charge a fee for duplication of a record 

under the Privacy Act in the same way 

we charge for duplication of records 

under the FOIA in § 2004.9. There are no 

fees to search for or review records re-

quested under the Privacy Act. 

§ 2004.26 Are there any exemptions 
from the Privacy Act? 

(a) What is a Privacy Act exemption? 

The Privacy Act authorizes USTR to 

exempt records or information in a sys-

tem of records from some of the Pri-

vacy Act requirements, if we determine 

that the exemption is necessary. With 

the exception of certain law enforce-

ment records, we will not provide you 

with an accounting of disclosures or 

make available to you records that are 

exempt. 

(b) How do I know if the records or in-

formation I want are exempt? Each USTR 

system of records notice will advise 

you if we have determined that records 

or information in records are exempt 

from Privacy Act requirements. If we 

have claimed an exemption for a sys-

tem of records, the system of records 

notice will identify the exemption and 

the provisions of the Privacy Act from 

which the system is exempt. 

§ 2004.27 How are records secured? 

(a) Controls. USTR must establish ad-
ministrative and physical controls to 
prevent unauthorized access to its sys-
tems of records, unauthorized or inad-
vertent disclosure of records, and phys-
ical damage to or destruction of 
records. The stringency of these con-
trols corresponds to the sensitivity of 
the records that the controls protect. 
At a minimum, the administrative and 
physical controls must ensure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Limited access. Access to records is 
restricted only to individuals who re-
quire access in order to perform their 
official duties. 

§ 2004.28 Use and collection of Social 
Security numbers. 

We will collect Social Security num-
bers only when it is necessary and we 
are authorized to do so. At least annu-
ally, the Privacy Act Office will inform 
employees who are authorized to col-
lect information that: 

(a) Individuals may not be denied any 
right, benefit or privilege as a result of 
refusing to provide their Social Secu-
rity numbers, unless the collection is 
authorized either by a statute or by a 
regulation issued prior to 1975; and 

(b) They must inform individuals who 
are asked to provide their Social Secu-
rity numbers: 

(1) If providing a Social Security 
number is mandatory or voluntary; 

(2) If any statutory or regulatory au-
thority authorizes collection of a So-
cial Security number; and 

(3) The uses that will be made of the 
Social Security number. 

§ 2004.29 Employee responsibilities 
under the Privacy Act. 

At least annually, the Privacy Act 
Office will inform employees about the 
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provisions of the Privacy Act, includ-
ing the Act’s civil liability and crimi-
nal penalty provisions. Unless other-
wise permitted by law, a USTR em-
ployee must: 

(a) Collect from individuals only in-
formation that is relevant and nec-
essary to discharge USTR’s responsibil-
ities. 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable. 

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
USTR intends to use the information; 

(3) The routine uses, i.e., disclosures 
of records and information contained 
in a system of records without the con-
sent of the subject of the record, USTR 
may make; and 

(4) The effects on the individual, if 
any, of not providing the information. 

(d) Ensure that the employee’s office 
does not maintain a system of records 
without public notice and notify appro-
priate officials of the existence or de-
velopment of any system of records 
that is not the subject of a current or 
planned public notice. 

(e) Maintain all records that are used 
in making any determination about an 
individual with such accuracy, rel-
evance, timeliness and completeness as 
is reasonably necessary to ensure fair-
ness to the individual in the deter-
mination. 

(f) Except for disclosures made to an 
agency or under the FOIA, make rea-
sonable efforts, prior to disseminating 
any record about an individual, to en-
sure that the record is accurate, rel-
evant, timely and complete. 

(g) When required by the Privacy 
Act, maintain an accounting in the 
specified form of all disclosures of 
records by USTR to persons, organiza-
tions or agencies. 

(h) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one. 

(i) Notify the appropriate official of 
any record that contains information 
that the Privacy Act does not permit 
USTR to maintain. 

Subpart D—Production or Disclo-
sure of USTR Records, Informa-
tion and Employee Testimony 
in Legal Proceedings 

AUTHORITY: 5 U.S.C. 301; 19 U.S.C. 2171(e)(3). 

§ 2004.30 Purpose and scope. 

(a) Why are we issuing this rule? This 
subpart establishes the procedures 
USTR will follow when any federal, 
state or local government court or 
other authority seeks production of 
USTR records or information, or testi-
mony relating to an employee’s official 
duties, in the context of a legal pro-
ceeding. Parties seeking records, infor-
mation or testimony must comply with 
these requirements when submitting 
demands or requests to USTR. 

(b) What does this rule cover? This sub-
part applies to demands or requests for 
records, information or testimony in 
legal proceedings in which USTR is not 
a named party. It does not apply to: 
Demands or requests for a USTR em-
ployee to testify as to facts or events 
that are unrelated to his or her official 
duties or to USTR’s functions; FOIA or 
Privacy Act requests; or Congressional 
demands or requests for records or tes-
timony. 

(c) Not a waiver. (1) By providing 
these policies and procedures, USTR 
does not waive the sovereign immunity 
of the United States. 

(2) The production of records, infor-
mation or testimony pursuant to this 
subpart does not constitute a waiver by 
USTR of any privilege. 

(d) This subpart provides guidance 
for USTR’s internal operations and 
does not create any right or benefit, 
substantive or procedural, that a party 
may rely upon in any legal proceeding 
against USTR or the United States. 

§ 2004.31 Definitions. 

For purposes of this subpart: 

Demand means a request, order, sub-
poena or other demand of a federal, 
state or local court or other authority 
for records, information or employee 
testimony in a legal proceeding in 
which USTR is not a named party. 

Employee means any current or 
former employee or officer of USTR, 
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including contractors, detailees, in-
terns, and any individual who has 
served or is serving in any consulting 
or advisory capacity to USTR, whether 
formal or informal. 

General Counsel means USTR’s Gen-
eral Counsel or a person within USTR’s 
Office of General Counsel to whom the 
General Counsel has delegated author-
ity to act under this subpart. 

Legal proceeding means any matter, 
including all phases of litigation, be-
fore a court of law, administrative 
board or tribunal, commission, admin-
istrative law judge, hearing officer, or 
other body that conducts a legal or ad-
ministrative proceeding. 

Records or information means all doc-
uments and materials that are USTR 
agency records under the FOIA; any 
original or copy of a record or other 
property, no matter what media, con-
tained in USTR files; and any other in-
formation or materials acquired by a 
USTR employee in the performance of 
his or her official duties or because of 
his or her official status. 

Request means any informal request, 
by whatever method, in connection 
with a legal proceeding, seeking pro-
duction of records, information or tes-
timony that has not been ordered by a 
court or other competent authority. 

Testimony means any written or oral 
statements, including depositions, an-
swers to interrogatories, affidavits, 
declarations and recorded interviews 
made by an individual about USTR in-
formation in connection with a legal 
proceeding. 

§ 2004.32 Production prohibited unless 
approved. 

(a) Approval required. An employee or 
any other person or entity in posses-
sion of records or information may not 
produce those records or information, 
or provide any testimony related to the 
records or information, in response to 
any demand or request without prior 
written approval from the General 
Counsel. 

(b) Penalties. Any person or entity 
that fails to comply with this subpart 
may be subject to the penalties pro-
vided in 18 U.S.C. 641 and other applica-
ble laws. A current employee also may 
be subject to administrative or dis-
ciplinary proceedings. 

§ 2004.33 Factors the General Counsel 
may consider. 

The General Counsel may grant an 

employee permission to testify regard-

ing USTR matters and to produce 

records and information in response to 

a demand or request. Among the rel-

evant factors the General Counsel may 

consider in making this determination 

are whether: 

(a) The requested records, informa-

tion or testimony are reasonable in 

scope, relevant and material to the 

pending action, and unavailable from 

other sources such as a non-USTR em-

ployee, or a USTR employee other than 

the employee named. 

(b) Production of the records, infor-

mation or testimony might result in 

USTR appearing to favor one litigant 

over another. 

(c) USTR has an interest in the deci-

sion that may be rendered in the legal 

proceeding. 

(d) Approving the demand or request 

would assist or hinder USTR in per-

forming statutory duties or unduly 

burden USTR resources. 

(e) The demand or request is unduly 

burdensome or otherwise inappropriate 

under the rules of discovery or proce-

dure governing the case or matter in 

which the demand or request arose. 

(f) Production of the records, infor-

mation or testimony might violate or 

be inconsistent with a statute, Execu-

tive Order, regulation or other legal 

authority. 

(g) Disclosure, including release in 

camera, is appropriate or necessary 

under the relevant substantive law 

concerning privilege. 

(h) Disclosure, except when in cam-

era and necessary to assert a claim of 

privilege, would reveal information 

properly classified or other matters ex-

empt from unrestricted disclosure. 

(i) Disclosure would interfere with 

ongoing enforcement proceedings, com-

promise constitutional rights, reveal 

the identity of an intelligence source 

or confidential informant, or disclose 

trade secrets or similarly confidential 

commercial or financial information. 

(j) Any other appropriate factor. 
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§ 2004.34 Submitting demands and re-
quests. 

(a) Where do I send a demand or re-
quest? To make a demand or request for 
records, information or testimony you 
should write directly to the General 
Counsel. Heightened security delays 
mail delivery. To avoid mail delivery 
delays, we strongly suggest that you 
email your demand or request to 
TOUHY@ustr.eop.gov. The mailing ad-
dress is General Counsel, Office of the 
United States Trade Representative, 
Anacostia Naval Annex, Building 410/ 
Door 123, 250 Murray Lane SW., Wash-
ington, DC 20509. To ensure delivery, 
you should mark the subject line of 
your email or your envelope and letter 
‘‘Touhy Request.’’ 

(b) When should I submit it? You 
should submit your demand or request 
at least 45 calendar days in advance of 
the date on which the records, informa-
tion or testimony is needed. 

(c) What must be included? (1) A de-
mand or request must include an affi-
davit or, if that is not feasible, a clear 
and concise statement by the party or 
his or her counsel summarizing the 
legal and factual issues in the pro-
ceeding and explaining how the 
records, information or testimony will 
contribute substantially to the resolu-
tion of one or more specifically identi-
fied issues. 

(2) A demand or request for testi-
mony also must include an estimate of 
the amount of time that the employee 
will need to devote to the process of 
testifying (including anticipated travel 
time and anticipated duration of round 
trip travel), plus a showing that no 
document or the testimony of non- 
USTR persons, including retained ex-
perts, could suffice in lieu of the em-
ployee’s testimony. 

(d) Limits. The General Counsel will 
limit any authorization for testimony 
to the scope of the demand, and the 
scope of permissible production of 
records and information to that set 
forth in the written authorization. 

(e) Failure to meet requirements and ex-
ceptions. USTR may oppose any de-
mand or request that does not meet the 
requirements set forth in this subpart. 
The General Counsel may grant excep-
tions to the requirements in this sub-
part upon a showing of compelling 

need, to promote a significant interest 
of USTR or the United States, or for 
other good cause. 

§ 2004.35 Processing demands and re-
quests. 

(a) The General Counsel will review a 
request or demand to produce or dis-
close records, information or testi-
mony and determine whether, or under 
what conditions, to authorize the em-
ployee to testify regarding USTR mat-
ters or produce records and informa-
tion. The General Counsel will notify 
the requester of the final determina-
tion, the reasons for the grant or de-
nial of the demand or request, and any 
conditions on disclosure. 

(b) When necessary, the General 
Counsel will coordinate with the U.S. 
Department of Justice to file appro-
priate motions, including motions to 
remove the matter to Federal court, to 
quash, or to obtain a protective order. 

(c) The General Counsel will process 
demands and requests in the order in 
which they are received. Absent un-
usual circumstances and depending on 
the scope of the demand or request, the 
General Counsel will respond within 45 
calendar days of the date USTR re-
ceives all information necessary to 
evaluate the demand or request. 

§ 2004.36 Restrictions that apply to tes-
timony. 

(a) The General Counsel may impose 
conditions or restrictions on the testi-
mony of USTR employees including, 
for example, limiting the scope of tes-
timony or requiring the requester and 
other parties to the legal proceeding to 
agree that the testimony transcript 
will be kept under seal or will only be 
used or made available in the par-
ticular legal proceeding for which tes-
timony was requested. The General 
Counsel also may require a copy of the 
testimony transcript at the requester’s 
expense. 

(b) USTR may offer the employee’s 
written declaration in lieu of testi-
mony. 

(c) If authorized to testify pursuant 
to this subpart, an employee may tes-
tify as to relevant facts within his or 
her personal knowledge, but, unless 
specifically authorized to do so by the 
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General Counsel, the employee must 
not: 

(1) Disclose classified, confidential or 
privileged information; or 

(2) For a current USTR employee, 
testify as an expert or opinion witness 
with regard to any matter arising out 
of the employee’s official duties or 
USTR’s mission or functions, unless 
testimony is provided on behalf of the 
United States. A former employee can 
provide expert or opinion testimony 
where the testimony involves only gen-
eral expertise gained while employed 
as a USTR employee. 

§ 2004.37 Restrictions that apply to re-
leased records and information. 

(a) The General Counsel may impose 
conditions or restrictions on the re-
lease of records and information, in-
cluding requiring the parties to the 
legal proceeding to obtain a protective 
order or to execute a confidentiality 
agreement to limit access and further 
disclosure. The terms of a protective 
order or confidentiality agreement 
must be acceptable to the General 
Counsel. In cases where protective or-
ders or confidentiality agreements al-
ready have been executed, USTR may 
condition the release of records and in-
formation on an amendment to the ex-
isting protective order or confiden-
tiality agreement. 

(b) If the General Counsel so deter-
mines, USTR may present original 
records for examination in response to 
a demand or request, but the records 
cannot be marked or altered or pre-
sented as evidence or otherwise used in 
a manner by which they could lose 
their status as original records. In lieu 
of original records, certified copies will 
be presented for evidentiary purposes. 
(See 28 U.S.C. 1733). 

§ 2004.38 In the event of an adverse 
ruling. 

(a) Notwithstanding USTR’s rejec-
tion of a demand or request for records, 
information or testimony, if a court or 
other competent authority orders a 
USTR employee to comply with the de-
mand, the employee promptly must no-
tify the General Counsel of the order, 
and must respectfully decline to com-
ply, citing United States ex rel. Touhy v. 
Ragen, 340 U.S. 462 (1951). 

(b) To seek reconsideration of 
USTR’s rejection of a demand or re-
quest, or of any restrictions on receiv-
ing records, information or testimony, 
a requester must send a petition for re-
consideration in accordance with 
§ 2004.34(a) within 10 days of the date of 
the determination. The petition must 
contain a clear and concise statement 
of the basis for the reconsideration 
with supporting authorities. Deter-
minations about petitions for reconsid-
eration are within the discretion of the 
United States Trade Representative or 
his/her designee, and are final. 

(c) Pursuant to section 704 of the Ad-
ministrative Procedure Act, 5 U.S.C. 
704, a petition for reconsideration of a 
final determination under this section 
is a prerequisite to judicial review. 

§ 2004.39 Fees. 

(a) USTR may condition the produc-
tion of records, information or an em-
ployee’s appearance on advance pay-
ment of reasonable costs, which may 
include but are not limited to those as-
sociated with employee search time, 
copying, computer usage, and certifi-
cations. 

(b) Witness fees will include fees, ex-
penses and allowances prescribed by 
the rules applicable to the particular 
legal proceeding. If no fees are pre-
scribed, USTR will base fees on the 
rule of the federal district court closest 
to the location where the witness will 
appear. Such fees may include but are 
not limited to time for preparation, 
travel and attendance at the legal pro-
ceeding. 

PART 2006—PROCEDURES FOR FIL-
ING PETITIONS FOR ACTION 
UNDER SECTION 301 OF THE 
TRADE ACT OF 1974, AS AMEND-
ED 

Sec. 
2006.0 Submission of petitions requesting 

action under section 301. 
2006.1 Information to be included in peti-

tion. 
2006.2 Adequacy of the petition. 
2006.3 Determinations regarding petitions. 
2006.4 Requests for information made to 

Foreign Governments or Instrumental-
ities. 

2006.5 Consultations with the Foreign Gov-
ernment. 
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