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thing of value, whether tangible or in-
tangible (including any substitution), 
upon default in payment of any loan 
involved or any part thereof or to with-
hold or to have withheld from the sell-
er a sum of money or anything of value 
by way of security against default. The 
recourse liability resulting from a sale 
with recourse shall be the total book 
value of any loan sold with recourse 
less: 

(1) The amount of any insurance or 
guarantee against loss in the event of 
default provided by a third party, 

(2) The amount of any loss to be 
borne by the purchaser in the event of 
default, and 

(3) The amount of any loss resulting 
from a recourse obligation entered on 
the books and records of the savings 
association. 

(b) The term with recourse does not 
include loans or interests therein 
where the agreement of sale provides 
for the savings association directly or 
indirectly: 

(1) To hold or retain a subordinate in-
terest in a specified percentage of the 
loans or interests; or 

(2) To guarantee against loss up to a 
specified percentage of the loans or in-
terests, which specified percentage 
shall not exceed ten percent of the out-
standing balance of the loans or inter-
ests at the time of sale: Provided, That 
the savings association designates ade-
quate reserves for the subordinate in-
terest or guarantee. 

(c) This definition does not apply for 
purposes of determining the capital 
adequacy requirements under 12 CFR 
part 3. 

[76 FR 49043, Aug. 9, 2011, as amended at 79 
FR 11313, Feb. 28, 2014; 84 FR 56376, Oct. 22, 
2019] 

PART 162—ACCOUNTING AND 
DISCLOSURE STANDARDS 

AUTHORITY: 12 U.S.C. 1463, 5412(b)(2)(B). 

§ 162.1 Accounting and disclosure 
standards. 

A Federal savings association shall 
follow U.S. generally accepted account-
ing principles (GAAP) and the disclo-
sure standards included therein when 
complying with all applicable regula-

tions, unless otherwise required by 
statute, regulation, or the OCC. 

[82 FR 8110, Jan. 23, 2017] 

PART 163—SAVINGS 
ASSOCIATIONS—OPERATIONS 

Subpart A—Accounts 

Sec. 
163.4 [Reserved] 
163.5 Securities: Statement of non-insur-

ance. 

Subpart B—Operation and Structure 

163.27 Advertising. 
163.33 Directors, officers, and employees. 
163.36 Tying restriction exception. 
163.39 [Reserved] 
163.47 Pension plans. 

Subpart C—Securities and Borrowings 

163.74 Mutual capital certificates. 
163.76 Offers and sales of securities at an of-

fice of a Federal savings association. 
163.80 Borrowing limitations. 

Subparts D–E [Reserved] 

Subpart F—Financial Management Policies 

163.170 Examinations and audits; appraisals; 
establishment and maintenance of 
records. 

163.171 [Reserved] 
163.172 Financial derivatives. 
163.176 Interest-rate-risk-management pro-

cedures. 

Subpart G—Reporting and Bonding 

163.180 Suspicious Activity Reports and 
other reports and statements. 

163.200 Conflicts of interest. 
163.201 Corporate opportunity. 

AUTHORITY: 12 U.S.C. 1, 93a, 1462a, 1463, 
1464, 1467a, 1817, 1820, 1828, 1831o, 3806, 5101 et 
seq., 5412(b)(2)(B); 31 U.S.C. 5318; 42 U.S.C. 
4106. 

SOURCE: 76 FR 49047, Aug. 9, 2011, unless 
otherwise noted. 

Subpart A—Accounts 

§ 163.4 [Reserved] 

§ 163.5 Securities: Statement of non-in-
surance. 

Every security issued by a Federal 
savings association must include in its 
provisions a clear statement that the 
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security is not insured by the Federal 
Deposit Insurance Corporation. 

Subpart B—Operation and 
Structure 

§ 163.27 Advertising. 
No Federal savings association shall 

use advertising (which includes print 
or broadcast media, displays or signs, 
stationery, and all other promotional 
materials), or make any representation 
which is inaccurate in any particular 
or which in any way misrepresents its 
services, contracts, investments, or fi-
nancial condition. 

§ 163.33 Directors, officers, and em-
ployees. 

(a) Directors—(1) Requirements. The 
composition of the board of directors of 
a Federal savings association must be 
in accordance with the following re-
quirements: 

(i) A majority of the directors must 
not be salaried officers or employees of 
the savings association or of any sub-
sidiary thereof. 

(ii) Not more than two of the direc-
tors may be members of the same im-
mediate family. 

(iii) Not more than one director may 
be an attorney with a particular law 
firm. 

(2) Prospective application. In the case 
of an association whose board of direc-
tors does not conform with any re-
quirement set forth in paragraph (a)(1) 
of this section as of October 5, 1983, 
this paragraph (a) shall not prohibit 
the uninterrupted service, including re- 
election and re-appointment, of any 
person serving on the board of direc-
tors at that date. 

(b) [Reserved] 

§ 163.36 Tying restriction exception. 
For applicable rules, see regulations 

of the Board of Governors of the Fed-
eral Reserve System. 

§ 163.39 [Reserved] 

§ 163.47 Pension plans. 
(a) General. No Federal savings asso-

ciation or service corporation thereof 
shall sponsor an employee pension plan 
which, because of unreasonable costs or 
any other reason, could lead to mate-

rial financial loss or damage to the 
sponsor. For purposes of this section, 
an employee pension plan is defined in 
section 3(2) of the Employee Retire-
ment Income Security Act of 1974, as 
amended. The prospective obligation or 
liability of a plan sponsor to each plan 
participant shall be stated in or deter-
minable from the plan, and, for a de-
fined benefit plan, shall also be based 
upon an actuarial estimate of future 
experience under the plan. 

(b) Funding. Actuarial cost methods 
permitted under the Employee Retire-
ment Income Security Act of 1974 and 
the Internal Revenue Code of 1954, as 
amended, shall be used to determine 
plan funding. 

(c) Plan amendment. A plan may be 
amended to provide reasonable annual 
cost-of-living increases to retired par-
ticipants: Provided, That 

(1) Any such increase shall be for a 
period and amount determined by the 
sponsor’s board of directors, but in no 
event shall it exceed the annual in-
crease in the Consumer Price Index 
published by the Bureau of Labor Sta-
tistics; and 

(2) No increase shall be granted un-
less: 

(i) Anticipated charges to net income 
for future periods have first been found 
by such board of directors to be reason-
able and are documented by appro-
priate resolution and supporting anal-
ysis; and 

(ii) The increase will not reduce the 
association’s regulatory capital below 
its regulatory capital requirement. 

(d) Termination. The plan shall permit 
the sponsor’s board of directors and its 
successors to terminate such plan. No-
tice of intent to terminate shall be 
filed with the Office of the Comptroller 
of the Currency (OCC) at least 60 days 
prior to the proposed termination date. 

(e) Records. Each Federal savings as-
sociation or service corporation main-
taining a plan not subject to record-
keeping and reporting requirements of 
the Employee Retirement Income Se-
curity Act of 1974, and the Internal 
Revenue Code of 1954, as amended, shall 
establish and maintain records con-
taining the following: 

(1) Plan description; 
(2) Schedule of participants and bene-

ficiaries; 
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(3) Schedule of participants and bene-
ficiaries’ rights and obligations; 

(4) Plan’s financial statements; and 
(5) Except for defined contribution 

plans, an opinion signed by an enrolled 
actuary (as defined by the Employee 
Retirement Income Security Act of 
1974) affirming that actuarial assump-
tions in the aggregate are reasonable, 
take into account the plan’s experience 
and expectations, and represent the ac-
tuary’s best estimate of the plan’s pro-
jected experiences. 

[76 FR 49047, Aug. 9, 2011, as amended at 85 
FR 42643, July 14, 2020] 

Subpart C—Securities and 
Borrowings 

§ 163.74 Mutual capital certificates. 
(a) General. No savings association 

that is in the mutual form shall issue 
mutual capital certificates pursuant to 
this section or amend the terms of such 
certificates unless it has obtained writ-
ten approval of the appropriate Federal 
banking agency. No approval shall be 
granted unless the proposed issuance of 
the mutual capital certificates and the 
form and manner of filing of the appli-
cation are in accordance with the pro-
visions of this section. 

(b) Eligibility Requirements. The appro-
priate Federal banking agency will 
consider and process an application for 
approval of the issuance of mutual cap-
ital certificates pursuant to this sec-
tion only if the issuance is authorized 
by applicable law and regulation and is 
not inconsistent with any provision of 
the applicant’s charter, constitution or 
bylaws. 

(c) Application form; supporting infor-
mation. An application for approval of 
the issuance of mutual capital certifi-
cates pursuant to this section shall be 
in the form prescribed by the appro-
priate Federal banking agency. Such 
application and instructions may be 
obtained from the appropriate Federal 
banking agency. Information and ex-
hibits shall be furnished in support of 
the application in accordance with 
such instructions, setting forth all of 
the terms and provisions relating to 
the proposed issue and showing that all 
of the requirements of this section 
have been or will be met. 

(d) Charter amendment. No application 
for approval of the issuance of mutual 
capital certificates pursuant to this 
section may be filed unless the amend-
ment to the mutual association’s char-
ter, constitution or bylaws or other ac-
tions conferring such authority shall 
have been approved pursuant to the 
procedures and requirements set forth 
in the mutual association’s charter, 
constitution or bylaws, or as may oth-
erwise be required by applicable law. 

(e) Filing requirements. The applica-
tion for issuance of mutual capital cer-
tificates shall be publicly filed with the 
appropriate Federal banking agency. 

(f) Supervisory objection. No applica-
tion or approval of the issuance of mu-
tual capital certificates pursuant to 
this section shall be approved if, in the 
opinion of the appropriate Federal 
banking agency, the policies, condi-
tion, or operation of the applicant af-
ford a basis for supervisory objection 
to the application. 

(g) Limitation on offering period. Fol-
lowing the date of the approval of the 
application by the appropriate Federal 
banking agency, the association shall 
have an offering period of not more 
than one year in which to complete the 
sale of the mutual capital certificates 
issued pursuant to this section. The ap-
propriate Federal banking agency may 
in its discretion extend such offering 
period if a written request showing 
good cause for such extension is filed 
with it not later than 30 days before 
the expiration of such offering period 
or any extension thereof. 

(h) Reports. Within 30 days after com-
pletion of the sale of mutual capital 
certificates issued pursuant to this sec-
tion, the association shall transmit to 
the appropriate Federal banking agen-
cy a written report stating the total 
dollar amount of securities sold, and 
the amount of net proceeds received by 
the association, and within 90 days it 
shall transmit a written report stating 
the number of purchasers. 

(i) Requirements as to mutual capital 
certificates—(1) Form of certificate. Each 
mutual capital certificate and any gov-
erning agreement evidencing a mutual 
capital certificate issued by an associa-
tion pursuant to this section: 
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(i) Shall bear on its face, in bold-face 
type, the following legend: ‘‘This secu-
rity is not a savings account or a de-
posit and it is not insured by the 
United States or any agency or fund of 
the United States’’; and 

(ii) Shall clearly state that the cer-
tificate is subject to the requirements 
of § 163.74(i)(2). 

(2) Legal requirements. Mutual capital 
certificates issued pursuant to this sec-
tion shall: 

(i) Be subordinate to all claims 
against the association having the 
same priority as savings accounts, sav-
ings certificates, debt obligations or 
any higher priority; 

(ii) Not be eligible for use as collat-
eral for any loan made by the issuing 
association; 

(iii) Constitute a claim in liquidation 
not exceeding the face value plus ac-
crued dividends of the certificates, on 
the general reserves, surplus and undi-
vided profits of the association remain-
ing after the payment in full of all sav-
ings accounts, savings certificates and 
debt obligations; 

(iv) Be entitled to the payment of 
dividends, which may be fixed, vari-
able, participating, or cumulative, or 
any combination thereof, only if, when 
and as declared by the association’s 
board of directors out of funds legally 
available for that purpose, provided 
that no dividend may be declared or 
paid without the approval of the appro-
priate Federal banking agency if such 
payment would cause the association 
to fail to meet its regulatory capital 
requirements under 12 CFR part 3 if a 
Federal savings association, or 12 CFR 
part 324 or part 390, subpart Z, as appli-
cable, if a state savings association, 
and provided further that no dividend 
may be paid if such payment would 
constitute a violation of 12 U.S.C. 
1828(b); 

(v) Not be redeemable, except: where 
the dollar weighted average term of 
each issue of mutual capital certifi-
cates to be redeemed is seven years or 
more and redemption is to be made 
pursuant to a redemption schedule; in 
the event of a merger, consolidation or 
reorganization approved by the appro-
priate Federal banking agency; or 
where the funds for redemption are 
raised by the issuance of mutual cap-

ital certificates approved pursuant to 
this section, or in conjunction with the 
issuance of capital stock pursuant to 
part 192 of this chapter: Provided, that 
mandatory redemption shall not be re-
quired; that mutual capital certificates 
shall not be redeemable on the demand 
or at the option of the holder; and that 
mutual capital certificates shall not 
receive, benefit from, be credited with 
or otherwise be entitled to or due pay-
ments in or for redemption if such pay-
ments would cause the association to 
fail to meet its regulatory capital re-
quirements under 12 CFR part 3 if a 
Federal savings association, or 12 CFR 
part 324 or part 390, subpart Z, as appli-
cable, if a state savings association; 
And Provided further, for the purposes 
of this paragraph (i)(2)(v), the ‘‘dollar 
weighted average term’’ of an issue of 
mutual capital certificates shall be the 
sum of the products calculated for each 
year that the mutual capital certifi-
cates in the issue have been redeemed 
or are scheduled to be redeemed. Each 
product shall be calculated by multi-
plying the number of years of each mu-
tual capital certificate of a given term 
by a fraction, the numerator of which 
shall be the total dollar amount of 
each mutual capital certificate in the 
issue with the same term and the de-
nominator of which shall be the total 
dollar amount of mutual capital cer-
tificates in the entire issue; 

(vi) Not have preemptive rights; 
(vii) Not have voting rights, except 

that an association may provide for 
voting rights if: 

(A) The savings association fails to 
pay dividends for a minimum of three 
consecutive dividend periods, and then 
the holders of the class or classes of 
mutual capital certificates granted 
such voting rights, and voting as a sin-
gle class, with one vote for each out-
standing certificate, may elect by a 
majority vote a maximum of one-third 
of the association’s board of directors, 
the directors so elected to serve until 
the next annual meeting of the associa-
tion succeeding the payment of all cur-
rent and past dividends; 

(B) Any merger, consolidation, or re-
organization (except in a supervisory 
case) is sought to be authorized, where 
the issuing association is not the sur-
vivor, provided that the regulatory 
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capital of the resulting association 
available for payment of any class of 
mutual capital certificate on liquida-
tion is less than the regulatory capital 
available for such class prior to the 
merger, consolidation, or reorganiza-
tion; 

(C) Action is sought to be authorized 
which would create any class of mutual 
capital certificates having a preference 
or priority over an outstanding class or 
classes of mutual capital certificates; 

(D) Any action is sought to be au-
thorized which would adversely change 
the specific terms of any class of mu-
tual capital certificates; 

(E) Action is sought to be authorized 
which would increase the number of a 
class of mutual capital certificates, or 
the number of a class of mutual capital 
certificates ranking prior to or on par-
ity with another class of mutual cap-
ital certificates; or 

(F) Action is sought which would au-
thorize the issuance of an additional 
class or classes of mutual capital cer-
tificates without the association hav-
ing met specific financial standards; 

(viii) Not constitute an obligation of 
the association and shall confer no 
rights which would give rise to any 
claim of or action for default; 

(ix) Not be convertible into any ac-
count, security, or interest, except 
that mutual capital certificates may 
be surrendered in exchange for pre-
ferred stock issued in connection with 
the conversion of the issuing savings 
association to the stock form pursuant 
to part 192 of this chapter, provided 
that the preferred stock shall have sub-
stantially the same voting rights, des-
ignations, preferences and relative, 
participating optional, or other special 
rights, and qualifications, limitations, 
and restrictions, as the mutual capital 
certificates exchanged for the preferred 
stock. 

(x) Provide for charging of losses 
after the exhaustion of all other items 
in the regulatory capital account. 

[76 FR 49047, Aug. 9, 2011, as amended at 79 
FR 11314, Feb. 28, 2014; 84 FR 56376, Oct. 22, 
2019] 

§ 163.76 Offers and sales of securities 
at an office of a Federal savings as-
sociation. 

(a) A Federal saving association may 
not offer or sell debt or equity securi-
ties issued by the association or an af-
filiate of the association at an office of 
the association; except that equity se-
curities issued by the association or an 
affiliate in connection with the asso-
ciation’s conversion from the mutual 
to stock form of organization in a con-
version approved pursuant to part 192 
of this chapter may be offered and sold 
at the association’s offices: Provided, 
That: 

(1) The OCC does not object on super-
visory grounds to the offer and sale of 
the securities at the offices of the asso-
ciation; 

(2) No commissions, bonuses, or com-
parable payments are paid to any em-
ployee of the savings association or its 
affiliates or to any other person in con-
nection with the sale of securities at 
an office of a savings association; ex-
cept that compensation and commis-
sions consistent with industry norms 
may be paid to securities personnel of 
registered broker-dealers; 

(3) No offers or sales are made by 
tellers or at the teller counter, or by 
comparable persons at comparable lo-
cations; 

(4) Sales activity is conducted in a 
segregated or separately identifiable 
area of the savings association’s offices 
apart from the area accessible to the 
general public for the purposes of mak-
ing or withdrawing deposits; 

(5) Offers and sales are made only by 
regular, full-time employees of the sav-
ings association or by securities per-
sonnel who are subject to supervision 
by a registered broker-dealer; 

(6) An acknowledgment, in the form 
set forth in paragraph (c) of this sec-
tion, is signed by any customer to 
whom the security is sold in the sav-
ings association’s offices prior to the 
sale of any such securities; 

(7) A legend that the security is not 
a deposit or account and is not Feder-
ally insured or guaranteed appears con-
spicuously on the security and in all 
offering documents and advertisements 
for the securities; the legend must 
state in bold or other prominent type 
at least as large as other textual type 
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in the document that ‘‘This security is 
not a deposit or account and is not 
Federally insured or guaranteed’’; and 

(8) The savings association will be in 
compliance with its current capital re-
quirements upon completion of the 
conversion stock offering. 

(b) Securities sales practices, adver-
tisements, and other sales literature 
used in connection with offers and 
sales of securities by Federal savings 
associations shall be subject to § 16.32 
of this chapter. 

(c) Offers and sales of securities of a 
savings association or its affiliates in 
any office of the savings association 
must use a one-page, unambiguous, 
certification in substantially the fol-
lowing form: 

FORM OF CERTIFICATION 

I ACKNOWLEDGE THAT THIS SECURITY 
IS NOT A DEPOSIT OR ACCOUNT AND IS 
NOT FEDERALLY INSURED, AND IS NOT 
GUARANTEED BY [insert name of savings as-
sociation] OR BY THE FEDERAL GOVERN-
MENT. 

If anyone asserts that this security is Fed-
erally insured or guaranteed, or is as safe as 
an insured deposit, I should call the Office of 
the Comptroller of the Currency. 

I further certify that, before purchasing 
the [description of security being offered] of 
[name of issuer, name of savings association 
and affiliation to issuer (if different)], I re-
ceived an offering circular. 

The offering circular that I received con-
tains disclosure concerning the nature of the 
security being offered and describes the risks 
involved in the investment, including: 

[List briefly the principal risks involved and 
cross reference certain specified pages of the of-
fering circular where a more complete descrip-
tion of the risks is made.] 

Signature: llllllllllllllllll

Date: llllllllllllllllllll

(d) For purposes of this section, an 
‘‘office’’ of an association means any 
premises used by the association that 
are identified to the public through ad-
vertising or signage using the associa-
tion’s name, trade name, or logo. 

[76 FR 49047, Aug. 9, 2011, as amended at 85 
FR 42643, July 14, 2020] 

§ 163.80 Borrowing limitations. 

(a) General. Except as the appropriate 
Federal banking agency otherwise may 
permit by advice in writing, a savings 
association may borrow only in accord-

ance with the provisions of this sec-
tion. 

(b) Amount of borrowing. A savings as-
sociation may borrow up to the 
amount authorized by the laws under 
which the savings association operates. 

(c) Security. An association may give 
security for borrowings subject to any 
requirements imposed by the appro-
priate Federal banking agency or the 
Federal Deposit Insurance Corporation 
(FDIC) regarding notice of default on 
borrowings and any FDIC right of first 
refusal to purchase collateral. 

(d) Required statement for all securities 
evidencing outside borrowings. Each se-
curity shall bear on its face, in a 
prominent place, the following legend: 

This security is not a savings ac-
count or a deposit and it is not insured 
by the United States or any agency or 
fund of the United States. 

(e) Filing requirements for outside bor-
rowings with maturities in excess of one 
year. (1) Unless the savings association 
meets its capital requirement under 12 
CFR part 3 if a Federal savings associa-
tion or 12 CFR part 324 or part 390, sub-
part Z, as applicable, if a state savings 
association it shall, at least ten busi-
ness days prior to issuance, file a no-
tice of intent to issue securities evi-
dencing such borrowings with the ap-
propriate OCC licensing office if a Fed-
eral savings association, or with the 
appropriate regional director of the 
FDIC if a state savings association. 
Such notice shall contain a summary 
of the items of the security, including: 

(i) Principal amount of the securi-
ties; 

(ii) Anticipated interest rate range 
and price range at which the securities 
are to be sold; 

(iii) Minimum denomination; 
(iv) Stated and average effective ma-

turity; 
(v) Mandatory and optional prepay-

ment provisions; 
(vi) Description, amount, and main-

tenance of collateral if any; 
(vii) Trustee provisions if any; 
(viii) Events of default and remedies 

of default; 
(ix) Any provisions which restrict, 

conditionally or otherwise, the oper-
ations of the association. 

(2) The appropriate Federal banking 
agency shall have 10 business days 
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after receipt of such filing to object to 
the issuance of such securities. The ap-
propriate Federal banking agency shall 
object if the terms or covenants of the 
proposed issue place unreasonable bur-
dens on, or control over, the operations 
of the association. If no objection is 
taken, the savings association shall 
have 120 calendar days within which to 
issue such securities. 

(f) Note accounts. For purposes of this 
section, note accounts are not bor-
rowings. 

[76 FR 49047, Aug. 9, 2011, as amended at 79 
FR 11314, Feb. 28, 2014; 84 FR 56376, Oct. 22, 
2019; 85 FR 42643, July 14, 2020] 

Subparts D–E [Reserved] 

Subpart F—Financial 
Management Policies 

§ 163.170 Examinations and audits; ap-
praisals; establishment and mainte-
nance of records. 

(a) Examinations and audits. Each 
Federal savings association and affil-
iate thereof shall be examined periodi-
cally, and may be examined at any 
time, by the OCC, with appraisals when 
deemed advisable, in accordance with 
general policies from time to time es-
tablished by the OCC. The costs, as 
computed by the OCC, of any examina-
tions made by it, including office anal-
ysis, overhead, per diem, travel ex-
pense, other supervision by the OCC, 
and other indirect costs, shall be paid 
by the savings associations examined, 
except that in the case of service cor-
porations of Federal savings associa-
tions the cost of examinations, as de-
termined by the OCC, shall be paid by 
the service corporations. Payments 
shall be made in accordance with a 
schedule of annual assessments based 
upon each savings association’s total 
assets and of rates for examiner time 
in amounts determined by the OCC. 

(b) Appraisals. (1) Unless otherwise 
ordered by the OCC, appraisal of real 
estate by the OCC in connection with 
any examination or audit of a savings 
association, affiliate, or service cor-
poration shall be made by an appraiser, 
or by appraisers, selected by the OCC. 
The cost of such appraisal shall 
promptly be paid by such savings asso-
ciation, affiliate, or service corpora-

tion direct to such appraiser or ap-
praisers upon receipt by the savings as-
sociation, affiliate, or service corpora-
tion of a statement of such cost as ap-
proved by the OCC. A copy of the re-
port of each appraisal made by the OCC 
pursuant to any of the foregoing provi-
sions of this section shall be furnished 
to the savings association, affiliate, or 
service corporation, as appropriate 
within a reasonable time, not to exceed 
90 days, following the completion of 
such appraisals and the filing of a re-
port thereof by the appraiser, or ap-
praisers, with the OCC. 

(2) The OCC may obtain at any time, 
at its expense, such appraisals of any of 
the assets, including the security 
therefore, of a savings association, af-
filiate, or service corporation as the 
OCC deems appropriate. 

(c) Establishment and maintenance of 
records. To enable the OCC to examine 
Federal savings associations and affili-
ates and audit savings associations, af-
filiates, and service corporations pur-
suant to the provisions of paragraph (a) 
of this section, each savings associa-
tion, affiliate, and service corporation 
shall establish and maintain such ac-
counting and other records as will pro-
vide an accurate and complete record 
of all business it transacts. This in-
cludes, without limitation, estab-
lishing and maintaining such other 
records as are required by statute or 
any other regulation to which the sav-
ings association, affiliate, or service 
corporation is subject. The documents, 
files, and other material or property 
comprising said records shall at all 
times be available for such examina-
tion and audit wherever any of said 
records, documents, files, material, or 
property may be. 

(d) Change in location of records. A 
Federal savings association shall not 
transfer the location of any of its gen-
eral accounting or control records, or 
the maintenance thereof, from its 
home office to a branch or service of-
fice, or from a branch or service office 
to its home office or to another branch 
or service office unless prior to the 
date of transfer its board of directors 
has: 

(1) By resolution authorized the 
transfer or maintenance; and 
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(2) Sent a certified copy of the resolu-
tion to the OCC. 

(e) Use of data processing services for 
maintenance of records. A Federal sav-
ings association which determines to 
maintain any of its records by means 
of data processing services shall so no-
tify the OCC in writing, at least 90 days 
prior to the date on which such main-
tenance of records will begin. Such no-
tification shall include identification 
of the records to be maintained by data 
processing services and a statement as 
to the location at which such records 
will be maintained. Any contract, 
agreement, or arrangement made by a 
savings association pursuant to which 
data processing services are to be per-
formed for such savings association 
shall be in writing and shall expressly 
provide that the records to be main-
tained by such services shall at all 
times be available for examination and 
audit. 

§ 163.171 [Reserved] 

§ 163.172 Financial derivatives. 
(a) Definition. A financial derivative 

is a financial contract whose value de-
pends on the value of one or more un-
derlying assets, indices, or reference 
rates. The most common types of fi-
nancial derivatives are futures, forward 
contracts, options, and swaps. A mort-
gage derivative security, such as a 
collateralized mortgage obligation or a 
real estate mortgage investment con-
duit, is not a financial derivative under 
this section. 

(b) Permissible financial derivatives 
transactions. A Federal savings associa-
tion may engage in a transaction in-
volving a financial derivative if the 
savings association is authorized to in-
vest in the assets underlying the finan-
cial derivative, the transaction is safe 
and sound, and the requirements in 
paragraphs (c) through (e) of this sec-
tion are met. In general, a Federal sav-
ings association that engages in a 
transaction involving a financial deriv-
ative should do so to reduce its risk ex-
posure. 

(c) Board of directors’ responsibilities. 
(1) A Federal savings association’s 
board of directors is responsible for ef-
fective oversight of financial deriva-
tives activities. 

(2) Before a savings association may 
engage in any transaction involving a 
financial derivative, your board of di-
rectors must establish written policies 
and procedures governing authorized fi-
nancial derivatives. The board of direc-
tors should review applicable guidance 
issued by the OCC on establishing a 
sound risk management program. 

(3) The board of directors must peri-
odically review: 

(i) Compliance with the policies and 
procedures established under paragraph 
(c)(2) of this section; and 

(ii) The adequacy of these policies 
and procedures to ensure that they 
continue to be appropriate to the na-
ture and scope of the savings associa-
tion’s operations and existing market 
conditions. 

(4) The board of directors must en-
sure that management establishes an 
adequate system of internal controls 
for transactions involving financial de-
rivatives. 

(d) Management responsibilities. (1) The 
management of a Federal savings asso-
ciation is responsible for daily over-
sight and management of financial de-
rivatives activities. The management 
of a Federal savings association must 
implement the policies and procedures 
established by the board of directors 
and must establish a system of internal 
controls. This system of internal con-
trols should, at a minimum, provide for 
periodic reporting to the board of di-
rectors and management, segregation 
of duties, and internal review proce-
dures. 

(2) Management must ensure that fi-
nancial derivatives activities are con-
ducted in a safe and sound manner and 
should review applicable guidance 
issued by the OCC on implementing a 
sound risk management program. 

(e) Recordkeeping requirement. A Fed-
eral savings association must maintain 
records adequate to demonstrate com-
pliance with this section and with its 
board of directors’ policies and proce-
dures on financial derivatives. 

[76 FR 49047, Aug. 9, 2011, as amended at 82 
FR 8110, Jan. 23, 2017] 

§ 163.176 Interest-rate-risk-manage-
ment procedures. 

Federal savings associations shall 
take the following actions: 
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(a) The board of directors or a com-
mittee thereof shall review the savings 
association’s interest-rate-risk expo-
sure and devise a policy for the savings 
association’s management of that risk. 

(b) The board of directors shall for-
mally adopt a policy for the manage-
ment of interest-rate risk. The man-
agement of the savings association 
shall establish guidelines and proce-
dures to ensure that the board’s policy 
is successfully implemented. 

(c) The management of the savings 
association shall periodically report to 
the board of directors regarding imple-
mentation of the savings association’s 
policy for interest-rate-risk manage-
ment and shall make that information 
available upon request to the OCC. 

(d) The savings association’s board of 
directors shall review the results of op-
erations at least quarterly and shall 
make such adjustments as it considers 
necessary and appropriate to the policy 
for interest-rate-risk management, in-
cluding adjustments to the authorized 
acceptable level of interest-rate risk. 

Subpart G—Reporting and 
Bonding 

§ 163.180 Suspicious Activity Reports 
and other reports and statements. 

(a) [Reserved] 
(b) False or misleading statements or 

omissions. No savings association or di-
rector, officer, agent, employee, affili-
ated person, or other person partici-
pating in the conduct of the affairs of 
such association nor any person filing 
or seeking approval of any application 
shall knowingly: 

(1) Make any written or oral state-
ment to the appropriate Federal bank-
ing agency or to an agent, representa-
tive or employee of the appropriate 
Federal banking agency that is false or 
misleading with respect to any mate-
rial fact or omits to state a material 
fact concerning any matter within the 
jurisdiction of the appropriate Federal 
banking agency or 

(2) Make any such statement or omis-
sion to a person or organization audit-
ing a savings association or otherwise 
preparing or reviewing its financial 
statements concerning the accounts, 
assets, management condition, owner-

ship, safety, or soundness, or other af-
fairs of the association. 

(c) [Reserved] 
(d) Suspicious Activity Reports—(1) 

Purpose and scope. This paragraph (d) 
ensures that savings associations and 
service corporations file a Suspicious 
Activity Report when they detect a 
known or suspected violation of Fed-
eral law or a suspicious transaction re-
lated to a money laundering activity or 
a violation of the Bank Secrecy Act. 

(2) Definitions. For the purposes of 
this paragraph (d): 

(i) FinCEN means the Financial 
Crimes Enforcement Network of the 
Department of the Treasury. 

(ii) Institution-affiliated party means 
any institution-affiliated party as that 
term is defined in sections 3(u) and 
8(b)(9) of the Federal Deposit Insurance 
Act (12 U.S.C. 1813(u) and 1818(b)(9)). 

(iii) SAR means a Suspicious Activity 
Report. 

(3) SARs required. A savings associa-
tion or service corporation shall file a 
SAR with the appropriate Federal law 
enforcement agencies and the Depart-
ment of the Treasury on the form pre-
scribed by the appropriate Federal 
banking agency and in accordance with 
the form’s instructions, by sending a 
completed SAR to FinCEN in the fol-
lowing circumstances: 

(i) Insider abuse involving any amount. 
Whenever the savings association or 
service corporation detects any known 
or suspected Federal criminal viola-
tion, or pattern of criminal violations, 
committed or attempted against the 
savings association or service corpora-
tion or involving a transaction or 
transactions conducted through the 
savings association or service corpora-
tion, where the savings association or 
service corporation believes that it was 
either an actual or potential victim of 
a criminal violation, or series of crimi-
nal violations, or that it was used to 
facilitate a criminal transaction, and 
it has a substantial basis for identi-
fying one of its directors, officers, em-
ployees, agents or other institution-af-
filiated parties as having committed or 
aided in the commission of a criminal 
act, regardless of the amount involved 
in the violation. 

(ii) Violations aggregating $5,000 or 
more where a suspect can be identified. 
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Whenever the savings association or 
service corporation detects any known 
or suspected Federal criminal viola-
tion, or pattern of criminal violations, 
committed or attempted against the 
savings association or service corpora-
tion or involving a transaction or 
transactions conducted through the 
savings association or service corpora-
tion and involving or aggregating $5,000 
or more in funds or other assets, where 
the savings association or service cor-
poration believes that it was either an 
actual or potential victim of a criminal 
violation or series of criminal viola-
tions, or that it was used to facilitate 
a criminal transaction, and it has a 
substantial basis for identifying a pos-
sible suspect or group of suspects. If it 
is determined prior to filing this report 
that the identified suspect or group of 
suspects has used an alias, then infor-
mation regarding the true identity of 
the suspect or group of suspects, as 
well as alias identifiers, such as driv-
ers’ license or social security numbers, 
addresses and telephone numbers, must 
be reported. 

(iii) Violations aggregating $25,000 or 
more regardless of potential suspects. 
Whenever the savings association or 
service corporation detects any known 
or suspected Federal criminal viola-
tion, or pattern of criminal violations, 
committed or attempted against the 
savings association or service corpora-
tion or involving a transaction or 
transactions conducted through the 
savings association or service corpora-
tion and involving or aggregating 
$25,000 or more in funds or other assets, 
where the savings association or serv-
ice corporation believes that it was ei-
ther an actual or potential victim of a 
criminal violation or series of criminal 
violations, or that it was used to facili-
tate a criminal transaction, even 
though there is no substantial basis for 
identifying a possible suspect or group 
of suspects. 

(iv) Transactions aggregating $5,000 or 
more that involve potential money laun-
dering or violations of the Bank Secrecy 
Act. Any transaction (which for pur-
poses of this paragraph (d)(3)(iv) means 
a deposit, withdrawal, transfer between 
accounts, exchange of currency, loan, 
extension of credit, purchase or sale of 
any stock, bond, certificate of deposit, 

or other monetary instrument or in-
vestment security, or any other pay-
ment, transfer, or delivery by, through, 
or to a financial institution, by what-
ever means effected) conducted or at-
tempted by, at or through the savings 
association or service corporation and 
involving or aggregating $5,000 or more 
in funds or other assets, if the savings 
association or service corporation 
knows, suspects, or has reason to sus-
pect that: 

(A) The transaction involves funds 
derived from illegal activities or is in-
tended or conducted in order to hide or 
disguise funds or assets derived from il-
legal activities (including, without 
limitation, the ownership, nature, 
source, location, or control of such 
funds or assets) as part of a plan to vio-
late or evade any law or regulation or 
to avoid any transaction reporting re-
quirement under Federal law; 

(B) The transaction is designed to 
evade any regulations promulgated 
under the Bank Secrecy Act; or 

(C) The transaction has no business 
or apparent lawful purpose or is not 
the sort in which the particular cus-
tomer would normally be expected to 
engage, and the institution knows of 
no reasonable explanation for the 
transaction after examining the avail-
able facts, including the background 
and possible purpose of the trans-
action. 

(4) Service corporations. When a serv-
ice corporation is required to file a 
SAR under paragraph (d)(3) of this sec-
tion, either the service corporation or 
a savings association that wholly or 
partially owns the service corporation 
may file the SAR. 

(5) Time for reporting. A savings asso-
ciation or service corporation is re-
quired to file a SAR no later than 30 
calendar days after the date of initial 
detection of facts that may constitute 
a basis for filing a SAR. If no suspect 
was identified on the date of detection 
of the incident requiring the filing, a 
savings association or service corpora-
tion may delay filing a SAR for an ad-
ditional 30 calendar days to identify a 
suspect. In no case shall reporting be 
delayed more than 60 calendar days 
after the date of initial detection of a 
reportable transaction. In situations 
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involving violations requiring imme-
diate attention, such as when a report-
able violation is ongoing, the savings 
association or service corporation shall 
immediately notify, by telephone, an 
appropriate law enforcement authority 
and the appropriate Federal banking 
agency in addition to filing a timely 
SAR. 

(6) Reports to state and local authori-
ties. A savings association or service 
corporation is encouraged to file a copy 
of the SAR with state and local law en-
forcement agencies where appropriate. 

(7) Exception. A savings association or 
service corporation need not file a SAR 
for a robbery or burglary committed or 
attempted that is reported to appro-
priate law enforcement authorities. 

(8) Retention of records. A savings as-
sociation or service corporation shall 
maintain a copy of any SAR filed and 
the original or business record equiva-
lent of any supporting documentation 
for a period of five years from the date 
of the filing of the SAR. Supporting 
documentation shall be identified and 
maintained by the savings association 
or service corporation as such, and 
shall be deemed to have been filed with 
the SAR. A savings association or serv-
ice corporation shall make all sup-
porting documentation available to ap-
propriate law enforcement agencies 
upon request. A savings association or 
service corporation shall make all sup-
porting documentation available to the 
appropriate Federal banking agency, 
FinCEN, or any Federal, state, or local 
law enforcement agency, or any Fed-
eral regulatory authority that exam-
ines the savings association or service 
corporation for compliance with the 
Bank Secrecy Act, or any state regu-
latory authority administering a state 
law that requires the savings associa-
tion or service corporation to comply 
with the Bank Secrecy Act or other-
wise authorizes the state authority to 
ensure that the institution complies 
with the Bank Secrecy Act, upon re-
quest. 

(9) Notification to board of directors—(i) 
Generally. Whenever a savings associa-
tion (or a service corporation in which 
the savings association has an owner-
ship interest) files a SAR pursuant to 
this paragraph (d), the management of 
the savings association or service cor-

poration shall promptly notify its 
board of directors, or a committee of 
directors or executive officers des-
ignated by the board of directors to re-
ceive notice. 

(ii) Suspect is a director or executive of-
ficer. If the savings association or serv-
ice corporation files a SAR pursuant to 
this paragraph (d) and the suspect is a 
director or executive officer, the sav-
ings association or service corporation 
may not notify the suspect, pursuant 
to 31 U.S.C. 5318(g)(2), but shall notify 
all directors who are not suspects. 

(10) Compliance. Failure to file a SAR 
in accordance with this section and the 
instructions may subject the savings 
association or service corporation, its 
directors, officers, employees, agents, 
or other institution-affiliated parties 
to supervisory action. 

(11) Obtaining SARs. A savings asso-
ciation or service corporation may ob-
tain SARs and the instructions from 
the appropriate Federal banking agen-
cy. 

(12) Confidentiality of SARs. A SAR, 
and any information that would reveal 
the existence of a SAR, are confiden-
tial, and shall not be disclosed except 
as authorized in this paragraph (d)(12). 

(i) Prohibition on disclosure by savings 
associations or service corporations. No 
savings association or service corpora-
tion, and no director, officer, em-
ployee, or agent of a savings associa-
tion or service corporation, shall dis-
close a SAR or any information that 
would reveal the existence of a SAR. 
Any savings association or service cor-
poration, and any director, officer, em-
ployee, or agent of any savings associa-
tion or service corporation that is sub-
poenaed or otherwise requested to dis-
close a SAR, or any information that 
would reveal the existence of a SAR, 
shall decline to produce the SAR or 
such information, citing this section 
and 31 U.S.C. 5318(g)(2)(A)(i), and shall 
notify the following of any such re-
quest and the response thereto: 

(A) Director, Litigation Division, Of-
fice of the Comptroller of the Currency 
or the appropriate FDIC region, as ap-
propriate and 

(B) The Financial Crimes Enforce-
ment Network (FinCEN). 

(ii) Rules of construction. Provided 
that no person involved in any reported 



1137 

Comptroller of the Currency, Treasury § 163.180 

suspicious transaction is notified that 
the transaction has been reported, 
paragraph (d)(1) of this section shall 
not be construed as prohibiting: 

(A) The disclosure by a savings asso-
ciation or service corporation, or any 
director, officer, employee or agent of 
a savings association or service cor-
poration of: 

(1) A SAR, or any information that 
would reveal the existence of a SAR, to 
FinCEN or the appropriate Federal 
banking agency or any Federal, state, 
or local law enforcement agency; or 
any Federal regulatory authority that 
examines the savings association or 
service corporation for compliance 
with the Bank Secrecy Act, or any 
state regulatory authority admin-
istering a state law that requires com-
pliance with the Bank Secrecy Act or 
otherwise authorizes the state author-
ity to ensure that the institution com-
plies with the Bank Secrecy Act; or 

(2) The underlying facts, trans-
actions, and documents upon which a 
SAR is based, including, but not lim-
ited to, disclosures: 

(i) To another financial institution, 
or any director, officer, employee or 
agent of a financial institution, for the 
preparation of a joint SAR; or 

(ii) In connection with certain em-
ployment references or termination no-
tices, to the full extent authorized in 31 
U.S.C. 5318(g)(2)(B); or 

(B) The sharing by a savings associa-
tion or service corporation, or any di-
rector, officer, employee, or agent of a 
savings association or service corpora-
tion, of a SAR, or any information that 
would reveal the existence of a SAR, 
within the corporate organizational 
structure of the savings association or 
service corporation, for purposes con-
sistent with title II of the Bank Se-
crecy Act as determined by regulation 
or in guidance. 

(iii) Prohibition on disclosure by the 
appropriate Federal banking agency. The 
appropriate Federal banking agency 
will not, and no officer, employee or 
agent of appropriate Federal banking 
agency shall disclose a SAR, or any in-
formation that would reveal the exist-
ence of a SAR, except as necessary to 
fulfill official duties consistent with 
title II of the Bank Secrecy Act. For 
purposes of this section, ‘‘official du-

ties’’ shall not include the disclosure of 
a SAR, or any information that would 
reveal the existence of a SAR, in re-
sponse to a request for use in a private 
legal proceeding or in response to a re-
quest for disclosure of non-public infor-
mation under 12 CFR 4.33 or 12 CFR 
part 309, as appropriate. 

(iv) Limitation on liability. A savings 
association or service corporation and 
any director, officer, employee or 
agent of a savings association or serv-
ice corporation that makes a voluntary 
disclosure of any possible violation of 
law or regulation to a government 
agency or makes a disclosure pursuant 
to this section or any other authority, 
including a disclosure made jointly 
with another institution, shall be pro-
tected from liability for any such dis-
closure, or for failure to provide notice 
of such disclosure to any person identi-
fied in the disclosure, or both, to the 
full extent provided by 31 U.S.C. 
5318(g)(3). 

(13) Safe harbor. The safe harbor pro-
vision of 31 U.S.C. 5318(g), which ex-
empts any financial institution that 
makes a disclosure of any possible vio-
lation of law or regulation from liabil-
ity under any law or regulation of the 
United States, or any constitution, law 
or regulation of any state or political 
subdivision, covers all reports of sus-
pected or known criminal violations 
and suspicious activities to law en-
forcement and financial institution su-
pervisory authorities, including sup-
porting documentation, regardless of 
whether such reports are filed pursuant 
to this paragraph (d), or are filed on a 
voluntary basis. 

(e) Adjustable-rate mortgage indices— 
(1) Reporting obligation. Upon the re-
quest of a Federal Home Loan Bank, 
all savings associations within the ju-
risdiction of that Federal Home Loan 
Bank shall report the data items set 
forth in paragraph (e)(2) of this section 
for the Federal Home Loan Bank to use 
in calculating and publishing an ad-
justable-rate mortgage index. 

(2) Data to be reported. For purposes of 
paragraph (e)(1) of this section, the 
term ‘‘data items’’ means the data 
items previously collected from the 
monthly Thrift Financial Report or 
Consolidated Reports of Condition and 
Income, as appropriate, and such data 
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items as may be altered, amended, or 
substituted by the requesting Federal 
Home Loan Bank. 

(3) Applicable indices. For the purpose 
of this reporting requirement, the term 
‘‘adjustable-rate mortgage index’’ 
means any of the adjustable-rate mort-
gage indices calculated and published 
by a Federal Home Loan Bank or the 
Federal Home Loan Bank Board on or 
before August 9, 1989. 

(f) Exemptions. (1) The OCC may grant 
a Federal savings association or service 
corporation an exemption from the re-
quirements of this section. A Federal 
savings association or service corpora-
tion requesting an exemption must 
submit a request in writing to the OCC. 
In reviewing such requests, the OCC 
will consider whether the exemption is 
consistent with the purposes of the 
Bank Secrecy Act (if applicable) and 
safe and sound banking, and may con-
sider other appropriate factors. Any ex-
emption will apply only as expressly 
stated in the exemption. (A Federal 
savings association or service corpora-
tion requesting an exemption that also 
requires relief from the requirements 
of applicable regulations issued by the 
Department of the Treasury at 31 CFR 
chapter X must submit a request in 
writing to both the OCC and FinCEN 
for approval.) 

(2) The OCC will respond in writing 
to the Federal savings association or 
service corporation that submits a re-
quest pursuant to paragraph (f)(1) of 
this section after considering whether 
the exemption is consistent with the 
factors in paragraph (f)(1) of this sec-
tion. Any exemption granted by the 
OCC under paragraph (f)(1) of this sec-
tion will continue for the time speci-
fied by the OCC. 

(3) The OCC may extend the period of 
time or may revoke an exemption 
granted under paragraph (f)(1) of this 
section. Exemptions or extensions may 
be revoked in the sole discretion of the 
OCC. Before revoking an exemption, 
the OCC will provide written notice to 
the Federal savings association or serv-
ice corporation of the OCC’s intention 
to revoke an exemption. Such notice 
will include the basis for the revoca-
tion and will provide an opportunity 
for the Federal savings association or 
service corporation to submit a re-

sponse to the OCC. The OCC will con-
sider any response before deciding 
whether or not to revoke an exemption 
and provide written notice to the Fed-
eral savings association or service cor-
poration of the OCC’s final decision to 
revoke an exemption. 

(4) With respect to requests for ex-
emptions that will also require relief 
from the requirements of applicable 
regulations issued by the Department 
of the Treasury at 31 CFR chapter X, 
upon receiving approval from both the 
OCC and FinCEN, the requestor will be 
relieved of its obligations under this 
section to the extent stated in such ap-
provals. 

[76 FR 49047, Aug. 9, 2011, as amended at 82 
FR 8111, Jan. 23, 2017; 85 FR 42643, July 14, 
2020; 87 FR 15332, Mar. 18, 2022] 

§ 163.200 Conflicts of interest. 

If you are a director, officer, or em-
ployee of a Federal savings association, 
or have the power to direct its manage-
ment or policies, or otherwise owe a fi-
duciary duty to a Federal savings asso-
ciation: 

(a) You must not advance your own 
personal or business interests, or those 
of others with whom you have a per-
sonal or business relationship, at the 
expense of the savings association; and 

(b) You must, if you have an interest 
in a matter or transaction before the 
board of directors: 

(1) Disclose to the board all material 
nonprivileged information relevant to 
the board’s decision on the matter or 
transaction, including: 

(i) The existence, nature and extent 
of your interests; and 

(ii) The facts known to you as to the 
matter or transaction under consider-
ation; 

(2) Refrain from participating in the 
board’s discussion of the matter or 
transaction; and 

(3) Recuse yourself from voting on 
the matter or transaction (if you are a 
director). 

§ 163.201 Corporate opportunity. 
(a) If you are a director or officer of 

a Federal savings association, or have 
the power to direct its management or 
policies, or otherwise owe a fiduciary 
duty to a Federal savings association, 
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you must not take advantage of cor-
porate opportunities belonging to the 
savings association. 

(b) A corporate opportunity belongs 
to a Federal savings association if: 

(1) The opportunity is within the cor-
porate powers of the savings associa-
tion or a subsidiary of the savings asso-
ciation; and 

(2) The opportunity is of present or 
potential practical advantage to the 
savings association, either directly or 
through its subsidiary. 

(c) The OCC will not deem you to 
have taken advantage of a corporate 
opportunity belonging to the Federal 
savings association if a disinterested 
and independent majority of the sav-
ings association’s board of directors, 
after receiving a full and fair presen-
tation of the matter, rejected the op-
portunity as a matter of sound busi-
ness judgment. 

PARTS 165–166 [RESERVED] 

PART 168—SECURITY PROCEDURES 

Sec. 
168.1 Authority, purpose, and scope. 
168.2 Designation of security officer. 
168.3 Security program. 
168.4 Report. 
168.5 Protection of customer information. 

AUTHORITY: 12 U.S.C. 1462a, 1463, 1464, 1467a, 
1828, 1831p–1, 1881–1884, 5412(b)(2)(B); 15 U.S.C. 
1681s and 1681w; 15 U.S.C. 6801 and 6805(b)(1). 

SOURCE: 76 FR 49129, Aug. 9, 2011, unless 
otherwise noted. 

§ 168.1 Authority, purpose, and scope. 
(a) This part is issued under section 3 

of the Bank Protection Act of 1968 (12 
U.S.C 1882), sections 501 and 505(b)(1) of 
the Gramm-Leach-Bliley Act (15 U.S.C. 
6801 and 6805(b)(1)), and sections 621 and 
628 of the Fair Credit Reporting Act (15 
U.S.C. 1681s and 1681w). This part is ap-
plicable to Federal savings associa-
tions. It requires each Federal savings 
association to adopt appropriate secu-
rity procedures to discourage rob-
beries, burglaries, and larcenies and to 
assist in the identification and pros-
ecution of persons who commit such 
acts. Section 168.5 of this part is appli-
cable to Federal savings associations 
and their subsidiaries (except brokers, 
dealers, persons providing insurance, 

investment companies, and investment 
advisers). Section 168.5 of this part re-
quires covered institutions to establish 
and implement appropriate administra-
tive, technical, and physical safeguards 
to protect the security, confidentiality, 
and integrity of customer information. 

(b) It is the responsibility of a Fed-
eral savings association’s board of di-
rectors to comply with this regulation 
and ensure that a written security pro-
gram for the association’s main office 
and branches is developed and imple-
mented. 

§ 168.2 Designation of security officer. 
Within 30 days after the effective 

date of insurance of accounts, the 
board of directors of each Federal sav-
ings association shall designate a secu-
rity officer who shall have the author-
ity, subject to the approval of the 
board of directors, to develop, within a 
reasonable time but no later than 180 
days, and to administer a written secu-
rity program for each of the associa-
tion’s offices. 

§ 168.3 Security program. 
(a) Contents of security program. The 

security program shall: 
(1) Establish procedures for opening 

and closing for business and for the 
safekeeping of all currency, negotiable 
securities, and similar valuables at all 
times; 

(2) Establish procedures that will as-
sist in identifying persons committing 
crimes against the association and that 
will preserve evidence that may aid in 
their identification and prosecution. 
Such procedures may include, but are 
not limited to: 

(i) Maintaining a camera that records 
activity in the office; 

(ii) Using identification devices, such 
as prerecorded serial-numbered bills, or 
chemical and electronic devices; and 

(iii) Retaining a record of any rob-
bery, burglary, or larceny committed 
against the association; 

(3) Provide for initial and periodic 
training of officers and employees in 
their responsibilities under the secu-
rity program and in proper employee 
conduct during and after a burglary, 
robbery, or larceny; and 

(4) Provide for selecting, testing, op-
erating and maintaining appropriate 
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