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(3) Incorporate the cyber security 
program as a component of the phys-
ical protection program. 

(c) The cyber security program must 
be designed to: 

(1) Implement security controls to 
protect the assets identified by para-
graph (b)(1) of this section from cyber 
attacks; 

(2) Apply and maintain defense-in- 
depth protective strategies to ensure 
the capability to detect, respond to, 
and recover from cyber attacks; 

(3) Mitigate the adverse affects of 
cyber attacks; and 

(4) Ensure that the functions of pro-
tected assets identified by paragraph 
(b)(1) of this section are not adversely 
impacted due to cyber attacks. 

(d) As part of the cyber security pro-
gram, the licensee shall: 

(1) Ensure that appropriate facility 
personnel, including contractors, are 
aware of cyber security requirements 
and receive the training necessary to 
perform their assigned duties and re-
sponsibilities. 

(2) Evaluate and manage cyber risks. 
(3) Ensure that modifications to as-

sets, identified by paragraph (b)(1) of 
this section, are evaluated before im-
plementation to ensure that the cyber 
security performance objectives identi-
fied in paragraph (a)(1) of this section 
are maintained. 

(4) Conduct cyber security event no-
tifications in accordance with the pro-
visions of § 73.77. 

(e) The licensee shall establish, im-
plement, and maintain a cyber security 
plan that implements the cyber secu-
rity program requirements of this sec-
tion. 

(1) The cyber security plan must de-
scribe how the requirements of this 
section will be implemented and must 
account for the site-specific conditions 
that affect implementation. 

(2) The cyber security plan must in-
clude measures for incident response 
and recovery for cyber attacks. The 
cyber security plan must describe how 
the licensee will: 

(i) Maintain the capability for timely 
detection and response to cyber at-
tacks; 

(ii) Mitigate the consequences of 
cyber attacks; 

(iii) Correct exploited vulnerabilities; 
and 

(iv) Restore affected systems, net-
works, and/or equipment affected by 
cyber attacks. 

(f) The licensee shall develop and 
maintain written policies and imple-
menting procedures to implement the 
cyber security plan. Policies, imple-
menting procedures, site-specific anal-
ysis, and other supporting technical in-
formation used by the licensee need 
not be submitted for Commission re-
view and approval as part of the cyber 
security plan but are subject to inspec-
tion by NRC staff on a periodic basis. 

(g) The licensee shall review the 
cyber security program as a component 
of the physical security program in ac-
cordance with the requirements of 
§ 73.55(m), including the periodicity re-
quirements. 

(h) The licensee shall retain all 
records and supporting technical docu-
mentation required to satisfy the re-
quirements of this section as a record 
until the Commission terminates the 
license for which the records were de-
veloped, and shall maintain superseded 
portions of these records for at least 
three (3) years after the record is su-
perseded, unless otherwise specified by 
the Commission. 

[74 FR 13970, Mar. 27, 2009, as amended at 80 
FR 67275, Nov. 2, 2015] 

§ 73.55 Requirements for physical pro-
tection of licensed activities in nu-
clear power reactors against radio-
logical sabotage. 

(a) Introduction. (1) By March 31, 2010, 
each nuclear power reactor licensee, li-
censed under 10 CFR part 50, shall im-
plement the requirements of this sec-
tion through its Commission-approved 
Physical Security Plan, Training and 
Qualification Plan, Safeguards Contin-
gency Plan, and Cyber Security Plan 
referred to collectively hereafter as 
‘‘security plans.’’ Current applicants 
for an operating license under 10 CFR 
part 50, or combined license under 10 
CFR part 52 who have submitted their 
applications to the Commission prior 
to the effective date of this rule must 
amend their applications to include se-
curity plans consistent with this sec-
tion. 
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(2) The security plans must identify, 
describe, and account for site-specific 
conditions that affect the licensee’s ca-
pability to satisfy the requirements of 
this section. 

(3) The licensee is responsible for 
maintaining the onsite physical protec-
tion program in accordance with Com-
mission regulations through the imple-
mentation of security plans and writ-
ten security implementing procedures. 

(4) Applicants for an operating li-
cense under the provisions of part 50 of 
this chapter or holders of a combined 
license under the provisions of part 52 
of this chapter, shall implement the re-
quirements of this section before fuel is 
allowed onsite (protected area). 

(5) The Tennessee Valley Authority 
Watts Bar Nuclear Plant, Unit 2, hold-
ing a current construction permit 
under the provisions of part 50 of this 
chapter, shall meet the revised require-
ments in paragraphs (a) through (r) of 
this section as applicable to operating 
nuclear power reactor facilities. 

(6) Applicants for an operating li-
cense under the provisions of part 50 of 
this chapter, or holders of a combined 
license under the provisions of part 52 
of this chapter that do not reference a 
standard design certification or ref-
erence a standard design certification 
issued after May 26, 2009 shall meet the 
requirement of § 73.55(i)(4)(iii). 

(b) General performance objective and 
requirements. (1) The licensee shall es-
tablish and maintain a physical protec-
tion program, to include a security or-
ganization, which will have as its ob-
jective to provide high assurance that 
activities involving special nuclear ma-
terial are not inimical to the common 
defense and security and do not con-
stitute an unreasonable risk to the 
public health and safety. 

(2) To satisfy the general perform-
ance objective of paragraph (b)(1) of 
this section, the physical protection 
program must protect against the de-
sign basis threat of radiological sabo-
tage as stated in § 73.1. 

(3) The physical protection program 
must be designed to prevent significant 
core damage and spent fuel sabotage. 
Specifically, the program must: 

(i) Ensure that the capabilities to de-
tect, assess, interdict, and neutralize 
threats up to and including the design 

basis threat of radiological sabotage as 
stated in § 73.1, are maintained at all 
times. 

(ii) Provide defense-in-depth through 
the integration of systems, tech-
nologies, programs, equipment, sup-
porting processes, and implementing 
procedures as needed to ensure the ef-
fectiveness of the physical protection 
program. 

(4) The licensee shall analyze and 
identify site-specific conditions, in-
cluding target sets, that may affect the 
specific measures needed to implement 
the requirements of this section and 
shall account for these conditions in 
the design of the physical protection 
program. 

(5) Upon the request of an authorized 
representative of the Commission, the 
licensee shall demonstrate the ability 
to meet Commission requirements 
through the implementation of the 
physical protection program, including 
the ability of armed and unarmed per-
sonnel to perform assigned duties and 
responsibilities required by the secu-
rity plans and licensee procedures. 

(6) The licensee shall establish, main-
tain, and implement a performance 
evaluation program in accordance with 
appendix B to this part, to demonstrate 
and assess the effectiveness of armed 
responders and armed security officers 
to implement the licensee’s protective 
strategy. 

(7) The licensee shall establish, main-
tain, and implement an access author-
ization program in accordance with 
§ 73.56 and shall describe the program in 
the Physical Security Plan. 

(8) The licensee shall establish, main-
tain, and implement a cyber security 
program in accordance with § 73.54. 

(9) The licensee shall establish, main-
tain, and implement an insider mitiga-
tion program and shall describe the 
program in the Physical Security Plan. 

(i) The insider mitigation program 
must monitor the initial and con-
tinuing trustworthiness and reliability 
of individuals granted or retaining 
unescorted access authorization to a 
protected or vital area, and implement 
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defense-in-depth methodologies to min-
imize the potential for an insider to ad-
versely affect, either directly or indi-
rectly, the licensee’s capability to pre-
vent significant core damage and spent 
fuel sabotage. 

(ii) The insider mitigation program 
must contain elements from: 

(A) The access authorization program 
described in § 73.56; 

(B) The fitness-for-duty program de-
scribed in part 26 of this chapter; 

(C) The cyber security program de-
scribed in § 73.54; and 

(D) The physical protection program 
described in this section. 

(10) The licensee shall use the site 
corrective action program to track, 
trend, correct and prevent recurrence 
of failures and deficiencies in the phys-
ical protection program. 

(11) Implementation of security plans 
and associated procedures must be co-
ordinated with other onsite plans and 
procedures to preclude conflict during 
both normal and emergency conditions. 

(c) Security plans. (1) Licensee secu-
rity plans must describe: 

(i) How the licensee will implement 
requirements of this section through 
the establishment and maintenance of 
a security organization, the use of se-
curity equipment and technology, the 
training and qualification of security 
personnel, the implementation of pre-
determined response plans and strate-
gies, and the protection of digital com-
puter and communication systems and 
networks. 

(ii) Site-specific conditions that af-
fect how the licensee implements Com-
mission requirements. 

(2) Protection of security plans. The li-
censee shall protect the security plans 
and other security-related information 
against unauthorized disclosure in ac-
cordance with the requirements of 
§ 73.21. 

(3) Physical Security Plan. The li-
censee shall establish, maintain, and 
implement a Physical Security Plan 
which describes how the performance 
objective and requirements set forth in 
this section will be implemented. 

(4) Training and Qualification Plan. 
The licensee shall establish, maintain, 
and implement, and follow a Training 
and Qualification Plan that describes 
how the criteria set forth in appendix 

B, section VI, to this part, ‘‘Nuclear 
Power Reactor Training and Qualifica-
tion Plan for Personnel Performing Se-
curity Program Duties,’’ will be imple-
mented. 

(5) Safeguards Contingency Plan. The 
licensee shall establish, maintain, and 
implement a Safeguards Contingency 
Plan that describes how the criteria set 
forth in appendix C, section II, to this 
part, ‘‘Nuclear Power Plant Safeguards 
Contingency Plans,’’ will be imple-
mented. 

(6) Cyber Security Plan. The licensee 
shall establish, maintain, and imple-
ment a Cyber Security Plan that de-
scribes how the criteria set forth in 
§ 73.54 ‘‘Protection of Digital Computer 
and Communication systems and Net-
works’’ of this part will be imple-
mented. 

(7) Security implementing procedures. 
(i) The licensee shall have a manage-
ment system to provide for the devel-
opment, implementation, revision, and 
oversight of security procedures that 
implement Commission requirements 
and the security plans. 

(ii) Implementing procedures must 
document the structure of the security 
organization and detail the types of du-
ties, responsibilities, actions, and deci-
sions to be performed or made by each 
position of the security organization. 

(iii) The licensee shall: 
(A) Provide a process for the written 

approval of implementing procedures 
and revisions by the individual with 
overall responsibility for the security 
program. 

(B) Ensure that revisions to security 
implementing procedures satisfy the 
requirements of this section. 

(iv) Implementing procedures need 
not be submitted to the Commission 
for approval, but are subject to inspec-
tion by the Commission. 

(d) Security organization. (1) The li-
censee shall establish and maintain a 
security organization that is designed, 
staffed, trained, qualified, and equipped 
to implement the physical protection 
program in accordance with the re-
quirements of this section. 

(2) The security organization must 
include: 

(i) A management system that pro-
vides oversight of the onsite physical 
protection program. 
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(ii) At least one member, onsite and 
available at all times, who has the au-
thority to direct the activities of the 
security organization and who is as-
signed no other duties that would 
interfere with this individual’s ability 
to perform these duties in accordance 
with the security plans and the li-
censee protective strategy. 

(3) The licensee may not permit any 
individual to implement any part of 
the physical protection program unless 
the individual has been trained, 
equipped, and qualified to perform 
their assigned duties and responsibil-
ities in accordance with appendix B, 
section VI, to this part and the Train-
ing and Qualification Plan. Non-secu-
rity personnel may be assigned duties 
and responsibilities required to imple-
ment the physical protection program 
and shall: 

(i) Be trained through established li-
censee training programs to ensure 
each individual is trained, qualified, 
and periodically re-qualified to perform 
assigned duties. 

(ii) Be properly equipped to perform 
assigned duties. 

(iii) Possess the knowledge, skills, 
and abilities, to include physical at-
tributes such as sight and hearing, re-
quired to perform their assigned duties 
and responsibilities. 

(e) Physical barriers. Each licensee 
shall identify and analyze site-specific 
conditions to determine the specific 
use, type, function, and placement of 
physical barriers needed to satisfy the 
physical protection program design re-
quirements of § 73.55(b). 

(1) The licensee shall: 
(i) Design, construct, install and 

maintain physical barriers as nec-
essary to control access into facility 
areas for which access must be con-
trolled or denied to satisfy the physical 
protection program design require-
ments of paragraph (b) of this section. 

(ii) Describe in the physical security 
plan, physical barriers, barrier sys-
tems, and their functions within the 
physical protection program. 

(2) The licensee shall retain, in ac-
cordance with § 73.70, all analyses and 
descriptions of the physical barriers 
and barrier systems used to satisfy the 
requirements of this section, and shall 

protect these records in accordance 
with the requirements of § 73.21. 

(3) Physical barriers must: 
(i) Be designed and constructed to: 
(A) Protect against the design basis 

threat of radiological sabotage; 
(B) Account for site-specific condi-

tions; and 
(C) Perform their required function 

in support of the licensee physical pro-
tection program. 

(ii) Provide deterrence, delay, or sup-
port access control. 

(iii) Support effective implementa-
tion of the licensee’s protective strat-
egy. 

(4) Consistent with the stated func-
tion to be performed, openings in any 
barrier or barrier system established to 
meet the requirements of this section 
must be secured and monitored to pre-
vent exploitation of the opening. 

(5) Bullet resisting physical barriers. 
The reactor control room, the central 
alarm station, and the location within 
which the last access control function 
for access to the protected area is per-
formed, must be bullet-resisting. 

(6) Owner controlled area. The licensee 
shall establish and maintain physical 
barriers in the owner controlled area as 
needed to satisfy the physical protec-
tion program design requirements of 
§ 73.55(b). 

(7) Isolation zone. (i) An isolation zone 
must be maintained in outdoor areas 
adjacent to the protected area perim-
eter barrier. The isolation zone shall 
be: 

(A) Designed and of sufficient size to 
permit observation and assessment of 
activities on either side of the pro-
tected area barrier; 

(B) Monitored with intrusion detec-
tion equipment designed to satisfy the 
requirements of § 73.55(i) and be capable 
of detecting both attempted and actual 
penetration of the protected area pe-
rimeter barrier before completed pene-
tration of the protected area perimeter 
barrier; and 

(C) Monitored with assessment equip-
ment designed to satisfy the require-
ments of § 73.55(i) and provide real-time 
and play-back/recorded video images of 
the detected activities before and after 
each alarm annunciation. 

(ii) Obstructions that could prevent 
the licensee’s capability to meet the 
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observation and assessment require-
ments of this section must be located 
outside of the isolation zone. 

(8) Protected area. (i) The protected 
area perimeter must be protected by 
physical barriers that are designed and 
constructed to: 

(A) Limit access into the protected 
area to only those personnel, vehicles, 
and materials required to perform offi-
cial duties; 

(B) Channel personnel, vehicles, and 
materials to designated access control 
portals; and 

(C) Be separated from any other bar-
rier designated as a vital area physical 
barrier, unless otherwise identified in 
the Physical Security Plan. 

(ii) Penetrations through the pro-
tected area barrier must be secured and 
monitored in a manner that prevents 
or delays, and detects the exploitation 
of any penetration. 

(iii) All emergency exits in the pro-
tected area must be alarmed and se-
cured by locking devices that allow 
prompt egress during an emergency 
and satisfy the requirements of this 
section for access control into the pro-
tected area. 

(iv) Where building walls or roofs 
comprise a portion of the protected 
area perimeter barrier, an isolation 
zone is not necessary provided that the 
detection and, assessment require-
ments of this section are met, appro-
priate barriers are installed, and the 
area is described in the security plans. 

(v) All exterior areas within the pro-
tected area, except for areas that must 
be excluded for safety reasons, must be 
periodically checked to detect and 
deter unauthorized personnel, vehicles, 
and materials. 

(9) Vital areas. (i) Vital equipment 
must be located only within vital 
areas, which must be located within a 
protected area so that access to vital 
equipment requires passage through at 
least two physical barriers, except as 
otherwise approved by the Commission 
and identified in the security plans. 

(ii) The licensee shall protect all 
vital area access portals and vital area 
emergency exits with intrusion detec-
tion equipment and locking devices 
that allow rapid egress during an emer-
gency and satisfy the vital area entry 
control requirements of this section. 

(iii) Unoccupied vital areas must be 
locked and alarmed. 

(iv) More than one vital area may be 
located within a single protected area. 

(v) At a minimum, the following 
shall be considered vital areas: 

(A) The reactor control room; 
(B) The spent fuel pool; 
(C) The central alarm station; and 
(D) The secondary alarm station in 

accordance with § 73.55(i)(4)(iii). 
(vi) At a minimum, the following 

shall be located within a vital area: 
(A) The secondary power supply sys-

tems for alarm annunciation equip-
ment; and 

(B) The secondary power supply sys-
tems for non-portable communications 
equipment. 

(10) Vehicle control measures. Con-
sistent with the physical protection 
program design requirements of 
§ 73.55(b), and in accordance with the 
site-specific analysis, the licensee shall 
establish and maintain vehicle control 
measures, as necessary, to protect 
against the design basis threat of radi-
ological sabotage vehicle bomb assault. 

(i) Land vehicles. Licensees shall: 
(A) Design, construct, install, and 

maintain a vehicle barrier system, to 
include passive and active barriers, at 
a stand-off distance adequate to pro-
tect personnel, equipment, and systems 
necessary to prevent significant core 
damage and spent fuel sabotage against 
the effects of the design basis threat of 
radiological sabotage land vehicle 
bomb assault. 

(B) Periodically check the operation 
of active vehicle barriers and provide a 
secondary power source, or a means of 
mechanical or manual operation in the 
event of a power failure, to ensure that 
the active barrier can be placed in the 
denial position to prevent unauthorized 
vehicle access beyond the required 
standoff distance. 

(C) Provide periodic surveillance and 
observation of vehicle barriers and bar-
rier systems adequate to detect indica-
tions of tampering and degradation or 
to otherwise ensure that each vehicle 
barrier and barrier system is able to 
satisfy the intended function. 

(D) Where a site has rail access to the 
protected area, install a train derailer, 
remove a section of track, or restrict 
access to railroad sidings and provide 
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periodic surveillance of these meas-
ures. 

(ii) Waterborne vehicles. Licensees 
shall: 

(A) Identify areas from which a wa-
terborne vehicle must be restricted, 
and where possible, in coordination 
with local, State, and Federal agencies 
having jurisdiction over waterway ap-
proaches, deploy buoys, markers, or 
other equipment. 

(B) In accordance with the site-spe-
cific analysis, provide periodic surveil-
lance and observation of waterway ap-
proaches and adjacent areas. 

(f) Target sets. (1) The licensee shall 
document and maintain the process 
used to develop and identify target 
sets, to include the site-specific anal-
yses and methodologies used to deter-
mine and group the target set equip-
ment or elements. 

(2) The licensee shall consider cyber 
attacks in the development and identi-
fication of target sets. 

(3) Target set equipment or elements 
that are not contained within a pro-
tected or vital area must be identified 
and documented consistent with the re-
quirements in § 73.55(f)(1) and be ac-
counted for in the licensee’s protective 
strategy. 

(4) The licensee shall implement a 
process for the oversight of target set 
equipment and systems to ensure that 
changes to the configuration of the 
identified equipment and systems are 
considered in the licensee’s protective 
strategy. Where appropriate, changes 
must be made to documented target 
sets. 

(g) Access controls. (1) Consistent with 
the function of each barrier or barrier 
system, the licensee shall control per-
sonnel, vehicle, and material access, as 
applicable, at each access control point 
in accordance with the physical protec-
tion program design requirements of 
§ 73.55(b). 

(i) To accomplish this, the licensee 
shall: 

(A) Locate access control portals out-
side of, or concurrent with, the phys-
ical barrier system through which it 
controls access. 

(B) Equip access control portals with 
locking devices, intrusion detection 
equipment, and surveillance equipment 
consistent with the intended function. 

(C) Provide supervision and control 
over the badging process to prevent un-
authorized bypass of access control 
equipment located at or outside of the 
protected area. 

(D) Limit unescorted access to the 
protected area and vital areas, during 
non-emergency conditions, to only 
those individuals who require 
unescorted access to perform assigned 
duties and responsibilities. 

(E) Assign an individual the responsi-
bility for the last access control func-
tion (controlling admission to the pro-
tected area) and isolate the individual 
within a bullet-resisting structure to 
assure the ability of the individual to 
respond or summon assistance. 

(ii) Where vehicle barriers are estab-
lished, the licensee shall: 

(A) Physically control vehicle barrier 
portals to ensure only authorized vehi-
cles are granted access through the 
barrier. 

(B) Search vehicles and materials for 
contraband or other items which could 
be used to commit radiological sabo-
tage in accordance with paragraph (h) 
of this section. 

(C) Observe search functions to en-
sure a response can be initiated if need-
ed. 

(2) Before granting access into the 
protected area, the licensee shall: 

(i) Confirm the identity of individ-
uals. 

(ii) Verify the authorization for ac-
cess of individuals, vehicles, and mate-
rials. 

(iii) Confirm, in accordance with in-
dustry shared lists and databases that 
individuals are not currently denied ac-
cess to another licensed facility. 

(iv) Search individuals, vehicles, and 
materials in accordance with para-
graph (h) of this section. 

(3) Vehicles in the protected area. (i) 
The licensee shall exercise control over 
all vehicles inside the protected area to 
ensure that they are used only by au-
thorized persons and for authorized 
purposes. 

(ii) Vehicles inside the protected area 
must be operated by an individual au-
thorized unescorted access to the area, 
or must be escorted by an individual as 
required by paragraph (g)(8) of this sec-
tion. 
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(iii) Vehicle use inside the protected 
area must be limited to plant functions 
or emergencies, and keys must be re-
moved or the vehicle otherwise dis-
abled when not in use. 

(iv) Vehicles transporting hazardous 
materials inside the protected area 
must be escorted by an armed member 
of the security organization. 

(4) Vital areas. (i) Licensees shall con-
trol access into vital areas consistent 
with access authorization lists. 

(ii) In response to a site-specific cred-
ible threat or other credible informa-
tion, implement a two-person (line-of- 
sight) rule for all personnel in vital 
areas so that no one individual is per-
mitted access to a vital area. 

(5) Emergency conditions. (i) The li-
censee shall design the access control 
system to accommodate the potential 
need for rapid ingress or egress of au-
thorized individuals during emergency 
conditions or situations that could lead 
to emergency conditions. 

(ii) To satisfy the design criteria of 
paragraph (g)(5)(i) of this section dur-
ing emergency conditions, the licensee 
shall implement security procedures to 
ensure that authorized emergency per-
sonnel are provided prompt access to 
affected areas and equipment. 

(6) Access control devices. (i) The li-
censee shall control all keys, locks, 
combinations, passwords and related 
access control devices used to control 
access to protected areas, vital areas 
and security systems to reduce the 
probability of compromise. To accom-
plish this, the licensee shall: 

(A) Issue access control devices only 
to individuals who have unescorted ac-
cess authorization and require access 
to perform official duties and respon-
sibilities. 

(B) Maintain a record, to include 
name and affiliation, of all individuals 
to whom access control devices have 
been issued, and implement a process 
to account for access control devices at 
least annually. 

(C) Implement compensatory meas-
ures upon discovery or suspicion that 
any access control device may have 
been compromised. Compensatory 
measures must remain in effect until 
the compromise is corrected. 

(D) Retrieve, change, rotate, deacti-
vate, or otherwise disable access con-

trol devices that have been or may 
have been compromised or when a per-
son with access to control devices has 
been terminated under less than favor-
able conditions. 

(ii) The licensee shall implement a 
numbered photo identification badge 
system for all individuals authorized 
unescorted access to the protected area 
and vital areas. 

(A) Identification badges may be re-
moved from the protected area only 
when measures are in place to confirm 
the true identity and authorization for 
unescorted access of the badge holder 
before allowing unescorted access to 
the protected area. 

(B) Except where operational safety 
concerns require otherwise, identifica-
tion badges must be clearly displayed 
by all individuals while inside the pro-
tected area and vital areas. 

(C) The licensee shall maintain a 
record, to include the name and areas 
to which unescorted access is granted, 
of all individuals to whom photo iden-
tification badges have been issued. 

(iii) Access authorization program 
personnel shall be issued passwords and 
combinations to perform their assigned 
duties and may be excepted from the 
requirement of paragraph (g)(6)(i)(A) of 
this section provided they meet the 
background requirements of § 73.56. 

(7) Visitors. (i) The licensee may per-
mit escorted access to protected and 
vital areas to individuals who have not 
been granted unescorted access in ac-
cordance with the requirements of 
§ 73.56 and part 26 of this chapter. The 
licensee shall: 

(A) Implement procedures for proc-
essing, escorting, and controlling visi-
tors. 

(B) Confirm the identity of each vis-
itor through physical presentation of a 
recognized identification card issued 
by a local, State, or Federal govern-
ment agency that includes a photo or 
contains physical characteristics of the 
individual requesting escorted access. 

(C) Maintain a visitor control reg-
ister in which all visitors shall register 
their name, date, time, purpose of 
visit, employment affiliation, citizen-
ship, and name of the individual to be 
visited before being escorted into any 
protected or vital area. 
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(D) Issue a visitor badge to all visi-
tors that clearly indicates an escort is 
required. 

(E) Escort all visitors, at all times, 
while inside the protected area and 
vital areas. 

(F) Deny escorted access to any indi-
vidual who is currently denied access 
in industry shared data bases. 

(ii) Individuals not employed by the 
licensee but who require frequent or 
extended unescorted access to the pro-
tected area and/or vital areas to per-
form duties and responsibilities re-
quired by the licensee at irregular or 
intermittent intervals, shall satisfy 
the access authorization requirements 
of § 73.56 and part 26 of this chapter, 
and shall be issued a non-employee 
photo identification badge that is eas-
ily distinguished from other identifica-
tion badges before being allowed 
unescorted access to the protected and 
vital areas. Non-employee photo iden-
tification badges must visually reflect 
that the individual is a non-employee 
and that no escort is required. 

(8) Escorts. The licensee shall ensure 
that all escorts are trained to perform 
escort duties in accordance with the re-
quirements of this section and site 
training requirements. 

(i) Escorts shall be authorized 
unescorted access to all areas in which 
they will perform escort duties. 

(ii) Individuals assigned to visitor es-
cort duties shall be provided a means of 
timely communication with security 
personnel to summon assistance when 
needed. 

(iii) Individuals assigned to vehicle 
escort duties shall be trained and 
qualified in accordance with appendix 
B, section VI, of this part and provided 
a means of continuous communication 
with security personnel to ensure the 
ability to summon assistance when 
needed. 

(iv) When visitors are performing 
work, escorts shall be generally knowl-
edgeable of the activities to be per-
formed by the visitor and report behav-
iors or activities that may constitute 
an unreasonable risk to the health and 
safety of the public and common de-
fense and security, including a poten-
tial threat to commit radiological sab-
otage, consistent with § 73.56(f)(1). 

(v) Each licensee shall describe vis-
itor to escort ratios for the protected 
area and vital areas in physical secu-
rity plans. Implementing procedures 
shall provide necessary observation 
and control requirements for all visitor 
activities. 

(h) Search programs. (1) The objective 
of the search program is to detect, 
deter, and prevent the introduction of 
firearms, explosives, incendiary de-
vices, or other items which could be 
used to commit radiological sabotage. 
To accomplish this the licensee shall 
search individuals, vehicles, and mate-
rials consistent with the physical pro-
tection program design requirements 
in paragraph (b) of this section, and the 
function to be performed at each access 
control point or portal before granting 
access. 

(2) Owner controlled area searches. (i) 
Where the licensee has established 
physical barriers in the owner con-
trolled area, the licensee shall imple-
ment search procedures for access con-
trol points in the barrier. 

(ii) For each vehicle access control 
point, the licensee shall describe in im-
plementing procedures areas of a vehi-
cle to be searched, and the items for 
which the search is intended to detect 
and prevent access. Areas of the vehi-
cle to be searched must include, but 
are not limited to, the cab, engine com-
partment, undercarriage, and cargo 
area. 

(iii) Vehicle searches must be per-
formed by at least two (2) trained and 
equipped security personnel, one of 
which must be armed. The armed indi-
vidual shall be positioned to observe 
the search process and provide imme-
diate response. 

(iv) Vehicle searches must be accom-
plished through the use of equipment 
capable of detecting firearms, explo-
sives, incendiary devices, or other 
items which could be used to commit 
radiological sabotage, or through vis-
ual and physical searches, or both, to 
ensure that all items are identified be-
fore granting access. 

(v) Vehicle access control points 
must be equipped with video surveil-
lance equipment that is monitored by 
an individual capable of initiating a re-
sponse. 
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(3) Protected area searches. Licensees 
shall search all personnel, vehicles and 
materials requesting access to pro-
tected areas. 

(i) The search for firearms, explo-
sives, incendiary devices, or other 
items which could be used to commit 
radiological sabotage shall be accom-
plished through the use of equipment 
capable of detecting these items, or 
through visual and physical searches, 
or both, to ensure that all items are 
clearly identified before granting ac-
cess to protected areas. The licensee 
shall subject all persons except official 
Federal, state, and local law enforce-
ment personnel on official duty to 
these searches upon entry to the pro-
tected area. Armed security officers 
who are on duty and have exited the 
protected area may re-enter the pro-
tected area without being searched for 
firearms. 

(ii) Whenever search equipment is 
out of service, is not operating satis-
factorily, or cannot be used effectively 
to search individuals, vehicles, or ma-
terials, a visual and physical search 
shall be conducted. 

(iii) When an attempt to introduce 
firearms, explosives, incendiary de-
vices, or other items which could be 
used to commit radiological sabotage 
has occurred or is suspected, the li-
censee shall implement actions to en-
sure that the suspect individuals, vehi-
cles, and materials are denied access 
and shall perform a visual and physical 
search to determine the absence or ex-
istence of a threat. 

(iv) For each vehicle access portal, 
the licensee shall describe in imple-
menting procedures areas of a vehicle 
to be searched before access is granted. 
Areas of the vehicle to be searched 
must include, but are not limited to, 
the cab, engine compartment, under-
carriage, and cargo area. 

(v) Exceptions to the protected area 
search requirements for materials may 
be granted for safety or operational 
reasons provided the design criteria of 
§ 73.55(b) are satisfied, the materials are 
clearly identified, the types of excep-
tions to be granted are described in the 
security plans, and the specific secu-
rity measures to be implemented for 
excepted items are detailed in site pro-
cedures. 

(vi) To the extent practicable, ex-
cepted materials must be positively 
controlled, stored in a locked area, and 
opened at the final destination by an 
individual familiar with the items. 

(vii) Bulk material excepted from the 
protected area search requirements 
must be escorted by an armed member 
of the security organization to its final 
destination or to a receiving area 
where the excepted items are offloaded 
and verified. 

(viii) To the extent practicable, bulk 
materials excepted from search shall 
not be offloaded adjacent to a vital 
area. 

(i) Detection and assessment systems. 
(1) The licensee shall establish and 
maintain intrusion detection and as-
sessment systems that satisfy the de-
sign requirements of § 73.55(b) and pro-
vide, at all times, the capability to de-
tect and assess unauthorized persons 
and facilitate the effective implemen-
tation of the licensee’s protective 
strategy. 

(2) Intrusion detection equipment 
must annunciate and video assessment 
equipment shall display concurrently, 
in at least two continuously staffed on-
site alarm stations, at least one of 
which must be protected in accordance 
with the requirements of the central 
alarm station within this section. 

(3) The licensee’s intrusion detection 
and assessment systems must be de-
signed to: 

(i) Provide visual and audible annun-
ciation of the alarm. 

(ii) Provide a visual display from 
which assessment of the detected activ-
ity can be made. 

(iii) Ensure that annunciation of an 
alarm indicates the type and location 
of the alarm. 

(iv) Ensure that alarm devices to in-
clude transmission lines to annun-
ciators are tamper indicating and self- 
checking. 

(v) Provide an automatic indication 
when the alarm system or a component 
of the alarm system fails, or when the 
system is operating on the backup 
power supply. 

(vi) Support the initiation of a time-
ly response in accordance with the se-
curity plans, licensee protective strat-
egy, and associated implementing pro-
cedures. 
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(vii) Ensure intrusion detection and 
assessment equipment at the protected 
area perimeter remains operable from 
an uninterruptible power supply in the 
event of the loss of normal power. 

(4) Alarm stations. (i) Both alarm sta-
tions required by paragraph (i)(2) of 
this section must be designed and 
equipped to ensure that a single act, in 
accordance with the design basis threat 
of radiological sabotage defined in 
§ 73.1(a)(1), cannot disable both alarm 
stations. The licensee shall ensure the 
survivability of at least one alarm sta-
tion to maintain the ability to perform 
the following functions: 

(A) Detect and assess alarms; 
(B) Initiate and coordinate an ade-

quate response to an alarm; 
(C) Summon offsite assistance; and 
(D) Provide command and control. 
(ii) Licensees shall: 
(A) Locate the central alarm station 

inside a protected area. The interior of 
the central alarm station must not be 
visible from the perimeter of the pro-
tected area. 

(B) Continuously staff each alarm 
station with at least one trained and 
qualified alarm station operator. The 
alarm station operator must not be as-
signed other duties or responsibilities 
which would interfere with the ability 
to execute the functions described in 
§ 73.55(i)(4)(i) of this section. 

(C) Not permit any activities to be 
performed within either alarm station 
that would interfere with an alarm sta-
tion operator’s ability to execute as-
signed duties and responsibilities. 

(D) Assess and initiate response to all 
alarms in accordance with the security 
plans and implementing procedures. 

(E) Assess and initiate response to 
other events as appropriate. 

(F) Ensure that an alarm station op-
erator cannot change the status of a 
detection point or deactivate a locking 
or access control device at a protected 
or vital area portal, without the 
knowledge and concurrence of the 
alarm station operator in the other 
alarm station. 

(G) Ensure that operators in both 
alarm stations are knowledgeable of 
the final disposition of all alarms. 

(H) Maintain a record of all alarm 
annunciations, the cause of each 

alarm, and the disposition of each 
alarm. 

(iii) Applicants for an operating li-
cense under the provisions of part 50 of 
this chapter, or holders of a combined 
license under the provisions of part 52 
of this chapter, shall construct, locate, 
protect, and equip both the central and 
secondary alarm stations to the stand-
ards for the central alarm station con-
tained in this section. Both alarm sta-
tions shall be equal and redundant, 
such that all functions needed to sat-
isfy the requirements of this section 
can be performed in both alarm sta-
tions. 

(5) Surveillance, observation, and moni-
toring. (i) The physical protection pro-
gram must include surveillance, obser-
vation, and monitoring as needed to 
satisfy the design requirements of 
§ 73.55(b), identify indications of tam-
pering, or otherwise implement the site 
protective strategy. 

(ii) The licensee shall provide contin-
uous surveillance, observation, and 
monitoring of the owner controlled 
area as described in the security plans 
to detect and deter intruders and en-
sure the integrity of physical barriers 
or other components and functions of 
the onsite physical protection pro-
gram. Continuous surveillance, obser-
vation, and monitoring responsibilities 
may be performed by security per-
sonnel during continuous patrols, 
through use of video technology, or by 
a combination of both. 

(iii) Unattended openings that inter-
sect a security boundary such as under-
ground pathways must be protected by 
a physical barrier and monitored by in-
trusion detection equipment or ob-
served by security personnel at a fre-
quency sufficient to detect exploi-
tation. 

(iv) Armed security patrols shall pe-
riodically check external areas of the 
protected area to include physical bar-
riers and vital area portals. 

(v) Armed security patrols shall peri-
odically inspect vital areas to include 
the physical barriers used at all vital 
area portals. 

(vi) The licensee shall provide ran-
dom patrols of all accessible areas con-
taining target set equipment. 

VerDate Sep<11>2014 11:36 Jun 12, 2023 Jkt 259031 PO 00000 Frm 00545 Fmt 8010 Sfmt 8010 Y:\SGML\259031.XXX 259031pp
ar

ke
r 

on
 D

S
K

6V
X

H
R

33
P

R
O

D
 w

ith
 C

F
R



536 

10 CFR Ch. I (1–1–23 Edition) § 73.55 

(vii) Security personnel shall be 
trained to recognize obvious indica-
tions of tampering consistent with 
their assigned duties and responsibil-
ities. 

(viii) Upon detection of tampering, or 
other threats, the licensee shall ini-
tiate response in accordance with the 
security plans and implementing pro-
cedures. 

(6) Illumination. (i) The licensee shall 
ensure that all areas of the facility are 
provided with illumination necessary 
to satisfy the design requirements of 
§ 73.55(b) and implement the protective 
strategy. 

(ii) The licensee shall provide a min-
imum illumination level of 0.2 foot- 
candles, measured horizontally at 
ground level, in the isolation zones and 
appropriate exterior areas within the 
protected area. Alternatively, the li-
censee may augment the facility illu-
mination system by means of low-light 
technology to meet the requirements 
of this section or otherwise implement 
the protective strategy. 

(iii) The licensee shall describe in the 
security plans how the lighting re-
quirements of this section are met and, 
if used, the type(s) and application of 
low-light technology. 

(j) Communication requirements. (1) 
The licensee shall establish and main-
tain continuous communication capa-
bility with onsite and offsite resources 
to ensure effective command and con-
trol during both normal and emergency 
situations. 

(2) Individuals assigned to each alarm 
station shall be capable of calling for 
assistance in accordance with the secu-
rity plans and the licensee’s proce-
dures. 

(3) All on-duty security force per-
sonnel shall be capable of maintaining 
continuous communication with an in-
dividual in each alarm station, and ve-
hicle escorts shall maintain continuous 
communication with security per-
sonnel. All personnel escorts shall 
maintain timely communication with 
the security personnel. 

(4) The following continuous commu-
nication capabilities must terminate in 
both alarm stations required by this 
section: 

(i) Radio or microwave transmitted 
two-way voice communication, either 

directly or through an intermediary, in 
addition to conventional telephone 
service between local law enforcement 
authorities and the site. 

(ii) A system for communication with 
the control room. 

(5) Non-portable communications 
equipment must remain operable from 
independent power sources in the event 
of the loss of normal power. 

(6) The licensee shall identify site 
areas where communication could be 
interrupted or cannot be maintained, 
and shall establish alternative commu-
nication measures or otherwise ac-
count for these areas in implementing 
procedures. 

(k) Response requirements. (1) The li-
censee shall establish and maintain, at 
all times, properly trained, qualified 
and equipped personnel required to 
interdict and neutralize threats up to 
and including the design basis threat of 
radiological sabotage as defined in 
§ 73.1, to prevent significant core dam-
age and spent fuel sabotage. 

(2) The licensee shall ensure that all 
firearms, ammunition, and equipment 
necessary to implement the site secu-
rity plans and protective strategy are 
in sufficient supply, are in working 
condition, and are readily available for 
use. 

(3) The licensee shall train each 
armed member of the security organi-
zation to prevent or impede attempted 
acts of radiological sabotage by using 
force sufficient to counter the force di-
rected at that person, including the use 
of deadly force when the armed mem-
ber of the security organization has a 
reasonable belief that the use of deadly 
force is necessary in self-defense or in 
the defense of others, or any other cir-
cumstances as authorized by applicable 
State or Federal law. 

(4) The licensee shall provide armed 
response personnel consisting of armed 
responders which may be augmented 
with armed security officers to carry 
out armed response duties within pre-
determined time lines specified by the 
site protective strategy. 

(5) Armed responders. (i) The licensee 
shall determine the minimum number 
of armed responders necessary to sat-
isfy the design requirements of 
§ 73.55(b) and implement the protective 
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strategy. The licensee shall document 
this number in the security plans. 

(ii) The number of armed responders 
shall not be less than ten (10). 

(iii) Armed responders shall be avail-
able at all times inside the protected 
area and may not be assigned other du-
ties or responsibilities that could inter-
fere with their assigned response du-
ties. 

(6) Armed security officers. (i) Armed 
security officers, designated to 
strengthen onsite response capabilities, 
shall be onsite and available at all 
times to carry out their assigned re-
sponse duties. 

(ii) The minimum number of armed 
security officers designated to 
strengthen onsite response capabilities 
must be documented in the security 
plans. 

(7) The licensee shall have procedures 
to reconstitute the documented num-
ber of available armed response per-
sonnel required to implement the pro-
tective strategy. 

(8) Protective strategy. The licensee 
shall establish, maintain, and imple-
ment a written protective strategy in 
accordance with the requirements of 
this section and part 73, appendix C, 
Section II. Upon receipt of an alarm or 
other indication of a threat, the li-
censee shall: 

(i) Determine the existence and level 
of a threat in accordance with pre-es-
tablished assessment methodologies 
and procedures. 

(ii) Initiate response actions to inter-
dict and neutralize threats in accord-
ance with the requirements of part 73, 
appendix C, section II, the safeguards 
contingency plan, and the licensee’s re-
sponse strategy. 

(iii) Notify law enforcement agencies 
(local, State, and Federal law enforce-
ment agencies (LLEA)), in accordance 
with site procedures. 

(9) Law enforcement liaison. To the ex-
tent practicable, licensees shall docu-
ment and maintain current agreements 
with applicable law enforcement agen-
cies to include estimated response 
times and capabilities. 

(10) Heightened security. Licensees 
shall establish, maintain, and imple-
ment a threat warning system which 
identifies specific graduated protective 
measures and actions to be taken to in-

crease licensee preparedness against a 
heightened security threat. 

(i) Licensees shall ensure that the 
specific protective measures and ac-
tions identified for each threat level 
are consistent with the security plans 
and other emergency plans and proce-
dures. 

(ii) Upon notification by an author-
ized representative of the Commission, 
licensees shall implement the specific 
threat level indicated by the Commis-
sion representative. 

(l) Facilities using mixed-oxide (MOX) 
fuel assemblies containing up to 20 weight 
percent plutonium dioxide (PuO2). (1) 
Commercial nuclear power reactors li-
censed under 10 CFR parts 50 or 52 and 
authorized to use special nuclear mate-
rial in the form of MOX fuel assemblies 
containing up to 20 weight percent 
PuO2 shall, in addition to meeting the 
requirements of this section, protect 
un-irradiated MOX fuel assemblies 
against theft or diversion as described 
in this paragraph. 

(2) Commercial nuclear power reac-
tors authorized to use MOX fuel assem-
blies containing up to 20 weight per-
cent PuO2 are exempt from the require-
ments of §§ 73.20, 73.45, and 73.46 for the 
onsite physical protection of un-irradi-
ated MOX fuel assemblies. 

(3) Administrative controls. (i) The li-
censee shall describe in the security 
plans the operational and administra-
tive controls to be implemented for the 
receipt, inspection, movement, storage, 
and protection of un-irradiated MOX 
fuel assemblies. 

(ii) The licensee shall implement the 
use of tamper-indicating devices for 
un-irradiated MOX fuel assembly 
transport and shall verify their use and 
integrity before receipt. 

(iii) Upon receipt of un-irradiated 
MOX fuel assemblies, the licensee 
shall: 

(A) Inspect un-irradiated MOX fuel 
assemblies for damage. 

(B) Search un-irradiated MOX fuel 
assemblies for unauthorized materials. 

(iv) The licensee may conduct the re-
quired inspection and search functions 
simultaneously. 

(v) The licensee shall ensure the 
proper placement and control of un-ir-
radiated MOX fuel assemblies as fol-
lows: 
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(A) At least one armed security offi-
cer shall be present during the receipt 
and inspection of un-irradiated MOX 
fuel assemblies. This armed security 
officer shall not be an armed responder 
as required by paragraph (k) of this 
section. 

(B) The licensee shall store un-irradi-
ated MOX fuel assemblies only within a 
spent fuel pool, located within a vital 
area, so that access to the un-irradi-
ated MOX fuel assemblies requires pas-
sage through at least two physical bar-
riers and the water barrier combined 
with the additional measures detailed 
in this section. 

(vi) The licensee shall implement a 
material control and accountability 
program that includes a predetermined 
and documented storage location for 
each un-irradiated MOX fuel assembly. 

(4) Physical controls. (i) The licensee 
shall lock, lockout, or disable all 
equipment and power supplies to equip-
ment required for the movement and 
handling of un-irradiated MOX fuel as-
semblies when movement activities are 
not authorized. 

(ii) The licensee shall implement a 
two-person, line-of-sight rule within 
the spent fuel pool area whenever con-
trol systems or equipment required for 
the movement or handling of un-irradi-
ated MOX fuel assemblies must be 
accessed. 

(iii) The licensee shall conduct ran-
dom patrols of areas containing un-ir-
radiated MOX fuel assemblies to iden-
tify indications of tampering and en-
sure the integrity of barriers and locks. 

(iv) Locks, keys, and any other ac-
cess control device used to secure 
equipment and power sources required 
for the movement of un-irradiated 
MOX fuel assemblies, or openings to 
areas containing un-irradiated MOX 
fuel assemblies, must be controlled by 
the security organization. 

(v) Removal of locks used to secure 
equipment and power sources required 
for the movement of un-irradiated 
MOX fuel assemblies or openings to 
areas containing un-irradiated MOX 
fuel assemblies must require approval 
by both the on-duty security shift su-
pervisor and the operations shift man-
ager. 

(A) At least one armed security offi-
cer shall be present to observe activi-

ties involving the movement of un-ir-
radiated MOX fuel assemblies before 
the removal of the locks and providing 
power to equipment required for the 
movement or handling of un-irradiated 
MOX fuel assemblies. 

(B) At least one armed security offi-
cer shall be present at all times until 
power is removed from equipment and 
locks are secured. 

(C) Security officers shall be knowl-
edgeable of authorized and unauthor-
ized activities involving un-irradiated 
MOX fuel assemblies. 

(5) At least one armed security offi-
cer shall be present and shall maintain 
constant surveillance of un-irradiated 
MOX fuel assemblies when the assem-
blies are not located in the spent fuel 
pool or reactor. 

(6) The licensee shall maintain at all 
times the capability to detect, assess, 
interdict and neutralize threats to un- 
irradiated MOX fuel assemblies in ac-
cordance with the requirements of this 
section. 

(7) MOX fuel assemblies containing 
greater than 20 weight percent PuO2. (i) 
Requests for the use of MOX fuel as-
semblies containing greater than 20 
weight percent PuO2 shall be reviewed 
and approved by the Commission before 
receipt of MOX fuel assemblies. 

(ii) Additional measures for the phys-
ical protection of un-irradiated MOX 
fuel assemblies containing greater than 
20 weight percent PuO2 shall be deter-
mined by the Commission on a case-by- 
case basis and documented through li-
cense amendment in accordance with 
10 CFR 50.90. 

(m) Security program reviews. (1) As a 
minimum the licensee shall review 
each element of the physical protec-
tion program at least every 24 months. 
Reviews shall be conducted: 

(i) Within 12 months following initial 
implementation of the physical protec-
tion program or a change to personnel, 
procedures, equipment, or facilities 
that potentially could adversely affect 
security. 

(ii) As necessary based upon site-spe-
cific analyses, assessments, or other 
performance indicators. 

(iii) By individuals independent of 
those personnel responsible for pro-
gram management and any individual 
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who has direct responsibility for imple-
menting the onsite physical protection 
program. 

(2) Reviews of the security program 
must include, but not limited to, an 
audit of the effectiveness of the phys-
ical security program, security plans, 
implementing procedures, cyber secu-
rity programs, safety/security interface 
activities, the testing, maintenance, 
and calibration program, and response 
commitments by local, State, and Fed-
eral law enforcement authorities. 

(3) The results and recommendations 
of the onsite physical protection pro-
gram reviews, management’s findings 
regarding program effectiveness, and 
any actions taken as a result of rec-
ommendations from prior program re-
views, must be documented in a report 
to the licensee’s plant manager and to 
corporate management at least one 
level higher than that having responsi-
bility for day-to-day plant operations. 
These reports must be maintained in 
an auditable form and available for in-
spection. 

(4) Findings from onsite physical pro-
tection program reviews must be en-
tered into the site corrective action 
program. 

(n) Maintenance, testing, and calibra-
tion. (1) The licensee shall: 

(i) Establish, maintain, and imple-
ment a maintenance, testing and cali-
bration program to ensure that secu-
rity systems and equipment, including 
secondary and uninterruptible power 
supplies, are tested for operability and 
performance at predetermined inter-
vals, maintained in operable condition, 
and are capable of performing their in-
tended functions. 

(ii) Describe the maintenance, test-
ing and calibration program in the 
physical security plan. Implementing 
procedures must specify operational 
and technical details required to per-
form maintenance, testing, and cali-
bration activities to include, but not 
limited to, purpose of activity, actions 
to be taken, acceptance criteria, and 
the intervals or frequency at which the 
activity will be performed. 

(iii) Identify in procedures the cri-
teria for determining when problems, 
failures, deficiencies, and other find-
ings are documented in the site correc-
tive action program for resolution. 

(iv) Ensure that information docu-
mented in the site corrective action 
program is written in a manner that 
does not constitute safeguards infor-
mation as defined in 10 CFR 73.21. 

(v) Implement compensatory meas-
ures that ensure the effectiveness of 
the onsite physical protection program 
when there is a failure or degraded op-
eration of security-related components 
or equipment. 

(2) The licensee shall test each intru-
sion alarm for operability at the begin-
ning and end of any period that it is 
used for security, or if the period of 
continuous use exceeds seven (7) days. 
The intrusion alarm must be tested at 
least once every seven (7) days. 

(3) Intrusion detection and access 
control equipment must be perform-
ance tested in accordance with the se-
curity plans and implementing proce-
dures. 

(4) Equipment required for commu-
nications onsite must be tested for 
operability not less frequently than 
once at the beginning of each security 
personnel work shift. 

(5) Communication systems between 
the alarm stations and each control 
room, and between the alarm stations 
and local law enforcement agencies, to 
include backup communication equip-
ment, must be tested for operability at 
least once each day. 

(6) Search equipment must be tested 
for operability at least once each day 
and tested for performance at least 
once during each seven (7) day period. 

(7) A program for testing or verifying 
the operability of devices or equipment 
located in hazardous areas must be 
specified in the implementing proce-
dures and must define alternate meas-
ures to be taken to ensure the timely 
completion of testing or maintenance 
when the hazardous condition or other 
restrictions are no longer applicable. 

(8) Security equipment or systems 
shall be tested in accordance with the 
site maintenance, testing and calibra-
tion procedures before being placed 
back in service after each repair or in-
operable state. 
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(o) Compensatory measures. (1) The li-
censee shall identify criteria and meas-
ures to compensate for degraded or in-
operable equipment, systems, and com-
ponents to meet the requirements of 
this section. 

(2) Compensatory measures must pro-
vide a level of protection that is equiv-
alent to the protection that was pro-
vided by the degraded or inoperable, 
equipment, system, or components. 

(3) Compensatory measures must be 
implemented within specific time 
frames necessary to meet the require-
ments stated in paragraph (b) of this 
section and described in the security 
plans. 

(p) Suspension of security measures. (1) 
The licensee may suspend implementa-
tion of affected requirements of this 
section under the following conditions: 

(i) In accordance with §§ 50.54(x) and 
50.54(y) of this chapter, the licensee 
may suspend any security measures 
under this section in an emergency 
when this action is immediately need-
ed to protect the public health and 
safety and no action consistent with li-
cense conditions and technical speci-
fications that can provide adequate or 
equivalent protection is immediately 
apparent. This suspension of security 
measures must be approved as a min-
imum by a licensed senior operator be-
fore taking this action. 

(ii) During severe weather when the 
suspension of affected security meas-
ures is immediately needed to protect 
the personal health and safety of secu-
rity force personnel and no other im-
mediately apparent action consistent 
with the license conditions and tech-
nical specifications can provide ade-
quate or equivalent protection. This 
suspension of security measures must 
be approved, as a minimum, by a li-
censed senior operator, with input from 
the security supervisor or manager, be-
fore taking this action. 

(2) Suspended security measures 
must be reinstated as soon as condi-
tions permit. 

(3) The suspension of security meas-
ures must be reported and documented 
in accordance with the provisions of 
§ 73.71. 

(q) Records. (1) The Commission may 
inspect, copy, retain, and remove all 
reports, records, and documents re-

quired to be kept by Commission regu-
lations, orders, or license conditions, 
whether the reports, records, and docu-
ments are kept by the licensee or a 
contractor. 

(2) The licensee shall maintain all 
records required to be kept by Commis-
sion regulations, orders, or license con-
ditions, until the Commission termi-
nates the license for which the records 
were developed, and shall maintain su-
perseded portions of these records for 
at least three (3) years after the record 
is superseded, unless otherwise speci-
fied by the Commission. 

(3) If a contracted security force is 
used to implement the onsite physical 
protection program, the licensee’s 
written agreement with the contractor 
must be retained by the licensee as a 
record for the duration of the contract. 

(4) Review and audit reports must be 
maintained and available for inspec-
tion, for a period of three (3) years. 

(r) Alternative measures. (1) The Com-
mission may authorize an applicant or 
licensee to provide a measure for pro-
tection against radiological sabotage 
other than one required by this section 
if the applicant or licensee dem-
onstrates that: 

(i) The measure meets the same per-
formance objectives and requirements 
specified in paragraph (b) of this sec-
tion; and 

(ii) The proposed alternative measure 
provides protection against radio-
logical sabotage or theft of un-irradi-
ated MOX fuel assemblies, equivalent 
to that which would be provided by the 
specific requirement for which it would 
substitute. 

(2) The licensee shall submit pro-
posed alternative measure(s) to the 
Commission for review and approval in 
accordance with §§ 50.4 and 50.90 of this 
chapter before implementation. 

(3) In addition to fully describing the 
desired changes, the licensee shall sub-
mit a technical basis for each proposed 
alternative measure. The basis must 
include an analysis or assessment that 
demonstrates how the proposed alter-
native measure provides a level of pro-
tection that is at least equal to that 
which would otherwise be provided by 
the specific requirement of this sec-
tion. 
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(4) Alternative vehicle barrier sys-
tems. In the case of vehicle barrier sys-
tems required by § 73.55(e)(10), the li-
censee shall demonstrate that: 

(i) The alternative measure provides 
protection against the use of a vehicle 
as a means of transportation to gain 
proximity to vital areas; 

(ii) The alternative measure provides 
protection against the use of a vehicle 
as a vehicle bomb; and 

(iii) Based on comparison of the costs 
of the alternative measures to the 
costs of meeting the Commission’s re-
quirements using the essential ele-
ments of 10 CFR 50.109, the costs of 
fully meeting the Commission’s re-
quirements are not justified by the pro-
tection that would be provided. 

[74 FR 13971, Mar. 27, 2009, as amended at 77 
FR 39909, July 6, 2012] 

§ 73.56 Personnel access authorization 
requirements for nuclear power 
plants. 

(a) Introduction. (1) By March 31, 2010, 
each nuclear power reactor licensee, li-
censed under 10 CFR part 50, shall im-
plement the requirements of this sec-
tion through revisions to its Commis-
sion-approved Physical Security Plan. 

(2) The licensee shall establish, im-
plement and maintain its access au-
thorization program in accordance 
with the requirements of this section. 

(3) Each applicant for an operating li-
cense under the provisions of part 50 of 
this chapter, and each holder of a com-
bined license under the provisions of 
part 52 of this chapter, shall implement 
the requirements of this section before 
fuel is allowed on site (protected area). 

(4) The licensee or applicant may ac-
cept, in part or whole, an access au-
thorization program implemented by a 
contractor or vendor to satisfy appro-
priate elements of the licensee’s access 
authorization program in accordance 
with the requirements of this section. 
Only a licensee shall grant an indi-
vidual unescorted access. Licensees and 
applicants shall certify individuals’ 
unescorted access authorization and 
are responsible to maintain, deny, ter-
minate, or withdraw unescorted access 
authorization. 

(b) Applicability. (1) The following in-
dividuals shall be subject to an access 
authorization program: 

(i) Any individual to whom a licensee 
intends to grant unescorted access to 
nuclear power plant protected or vital 
areas or any individual for whom a li-
censee or an applicant intends to cer-
tify unescorted access authorization; 

(ii) Any individual whose duties and 
responsibilities permit the individual 
to take actions by electronic means, ei-
ther on site or remotely, that could ad-
versely impact the licensee’s or appli-
cant’s operational safety, security, or 
emergency preparedness; 

(iii) Any individual who has respon-
sibilities for implementing a licensee’s 
or applicant’s protective strategy, in-
cluding, but not limited to, armed se-
curity force officers, alarm station op-
erators, and tactical response team 
leaders; and 

(iv) The licensee or applicant access 
authorization program reviewing offi-
cial or contractor or vendor access au-
thorization program reviewers. 

(2) Other individuals, at the licens-
ee’s or applicant’s discretion, including 
employees of a contractor or a vendor 
who are designated in access authoriza-
tion program procedures, are subject to 
an access authorization program that 
meets the requirements of this section. 

(c) General performance objective. The 
licensee’s or applicant’s access author-
ization program must provide high as-
surance that the individuals who are 
specified in paragraph (b)(1), and, if ap-
plicable, paragraph (b)(2) of this sec-
tion are trustworthy and reliable, such 
that they do not constitute an unrea-
sonable risk to public health and safety 
or the common defense and security, 
including the potential to commit radi-
ological sabotage. 

(d) Background investigation. In order 
to grant an individual unescorted ac-
cess to the protected area or vital area 
of a nuclear power plant or certify an 
individual unescorted access authoriza-
tion, licensees, applicants and contrac-
tors or vendors shall ensure that the 
individual has been subject to a back-
ground investigation. The background 
investigation must include, but is not 
limited to, the following elements: 

(1) Informed consent. Licensees, appli-
cants, and contractors or vendors shall 
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