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§708.37

review of the decision by the OHA Di-
rector. Such interim relief will not in-
clude payment of any money.

§708.37 Reimbursement of costs and
expenses.

If a complaint is denied by a final
agency decision, the complainant will
not be reimbursed for the costs and ex-
penses incurred in pursuing the com-
plaint.

§708.38 Implementation of final agen-
cy decision.

(a) The Head of Field Element having
jurisdiction over the contract under
which the complainant was employed
when the alleged retaliation occurred,
or EC Director, will implement a final
agency decision by forwarding the deci-
sion and order to the contractor, or
subcontractor, involved.

(b) An employer’s failure or refusal
to comply with a final agency decision
and order under this regulation may
result in a contracting officer’s deci-
sion to disallow certain costs or termi-
nate the contract for default. In the
event of a contracting officer’s decision
to disallow costs or terminate a con-
tract for default, the contractor may
file a claim under the disputes proce-
dures of the contract.

§708.39 The Contract Disputes Act.

A final agency decision and order
issued pursuant to this regulation is
not considered a claim by the govern-
ment against a contractor or ‘‘a deci-
sion by the contracting officer’” under
sections 6 and 7 of the Contract Dis-
putes Act (41 U.S.C. 605 and 41 U.S.C.
606).

§708.40 Notice of program require-
ments.

Employers who are covered by this
part must inform their employees
about these regulations by posting no-
tices in conspicuous places at the work
site. These notices must include the
name, address, telephone number, and
website or email address of the DOE of-
fice where employees can file com-
plaints under this part.

§708.41 Referral to another agency.

Notwithstanding the provisions of
this part, the Secretary of Energy re-
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tains the right to request that a com-
plaint filed under this part be accepted
by another Federal agency for inves-
tigation and factual determinations.

§708.42 Extension of deadlines.

The Secretary of Energy (or the Sec-
retary’s designee) may approve the ex-
tension of any deadline established by
this part, and the OHA Director may
approve the extension of any deadline
under §§708.22 through 708.34¢ of this
subpart (relating to the investigation,
hearing, and OHA appeal process). Fail-
ure by the DOE to comply with timing
requirements does not create a sub-
stantive right for any party to over-
turn a DOE decision on a complaint.

§708.43 Affirmative duty not to retali-
ate.

DOE contractors will not retaliate
against any employee because the em-
ployee (or any person acting at the re-
quest of the employee) has taken an ac-
tion listed in §708.5(a) through (c).

PART 709—COUNTERINTELLIGENCE
EVALUATION PROGRAM

Subpart A—General Provisions
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Employee Rights
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709.22 Right to counsel or other representa-
tion.

709.23 Obtaining consent to a polygraph ex-
amination.

709.24 Other information provided to the
covered person prior to a polygraph ex-
amination.

709.25 Limits on use of polygraph examina-
tion results that reflect ‘‘Significant Re-
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seq.

SOURCE: 71 FR 57392, Sept. 29, 2006, unless
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Subpart A—General Provisions

§709.1 Purpose.

This part:

(a) Describes the categories of indi-
viduals who are subject for counter-
intelligence evaluation processing;

(b) Provides guidelines for the coun-
terintelligence evaluation process, in-
cluding the use of counterintelligence-
scope polygraph examinations, and for
the use of event-specific polygraph ex-
aminations; and

(c) Provides guidelines for protecting
the rights of individual DOE employees
and DOE contractor employees subject
to this part.

§709.2 Definitions.

For purposes of this part:

Access authorization means an admin-
istrative determination under the
Atomic Energy Act of 1954, Executive
Order 12968, or 10 CFR part 710 that an
individual is eligible for access to clas-
sified matter or is eligible for access
to, or control over, special nuclear ma-
terial.

Adverse personnel action means:

§709.2

(1) With regard to a DOE employee,
the removal, suspension for more than
14 days, reduction in grade or pay, or a
furlough of 30 days or less as described
in 5 U.S.C. Chapter 75; or

(2) With regard to a contractor em-
ployee, the discharge, discipline, or de-
nial of employment or promotion, or
any other discrimination in regard to
hire or tenure of employment or any
term or condition of employment.

Contractor means any industrial, edu-
cational, commercial, or other entity,
assistance recipient, or licensee, in-
cluding an individual who has executed
an agreement with DOE for the purpose
of performing under a contract, license,
or other agreement, and including any
subcontractors of any tier.

Counterintelligence or CI means infor-
mation gathered and activities con-
ducted to protect against espionage,
other intelligence activities, sabotage,
or assassinations conducted for or on
behalf of foreign powers, organizations
or persons, or international terrorist
activities, but not including personnel,
physical, document or communications
security programs.

Counterintelligence evaluation or CI
evaluation means the process, possibly
including a counterintelligence scope
polygraph examination, used to make
recommendations as to whether cer-
tain employees should have access to
information or materials protected by

this part.
Counterintelligence program office
means the Office of Counterintel-

ligence in the Office of Intelligence and
Counterintelligence (and any successor
office to which that office’s duties and
authorities may be reassigned).
Counterintelligence-scope or ClIl-scope
polygraph eramination means a poly-
graph examination using questions rea-
sonably calculated to obtain counter-
intelligence information, including
questions relating to espionage, sabo-
tage, terrorism, unauthorized disclo-
sure of classified information, delib-
erate damage to or malicious misuse of
a United States Government informa-
tion or defense system, and unauthor-
ized contact with foreign nationals.
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Covered person means an applicant for
employment with DOE or a DOE con-
tractor, a DOE employee, a DOE con-
tractor employee, and an assignee or
detailee to DOE from another agency.

DOE means the Department of En-
ergy including the National Nuclear
Security Administration (NNSA).

Foreign nmexus means specific indica-
tions that a covered person is or may
be engaged in clandestine or unre-
ported relationships with foreign pow-
ers, organizations or persons, or inter-
national terrorists; contacts with for-
eign intelligence services; or other hos-
tile activities directed against DOE fa-
cilities, property, personnel, programs
or contractors by or on behalf of for-
eign powers, organizations or persons,
or international terrorists.

Human Reliability Program means the
program under 10 CFR part 712.

Intelligence means information relat-
ing to the capabilities, intentions, or
activities of foreign governments or
elements thereof, foreign organizations
or foreign persons.

Local commuting area means the geo-
graphic area that usually constitutes
one area for employment purposes. It
includes any population center (or two
or more neighboring ones) and the sur-
rounding localities in which people live
and can reasonably be expected to trav-
el back and forth daily to their usual
employment.

Materials means any ‘‘nuclear explo-
sive’” as defined in 10 CFR 712.3, and
any ‘‘special nuclear material,”” haz-
ardous ‘‘source material,”” and haz-
ardous ‘‘byproduct material’’ as those
terms are defined by the Atomic En-
ergy Act of 1954 (42 U.S.C. 2014).

National security information means
information that has been determined
pursuant to Executive Order 12958, as
amended by Executive Order 13292, or
any predecessor order to require pro-
tection against unauthorized disclosure
and is marked to indicate its classified
status when in documentary form.

NNSA means DOE’s National Nuclear
Security Administration.

No opinion means an evaluation of a
polygraph test by a polygraph exam-
iner in which the polygraph examiner
cannot render an opinion.

Polygraph examination means all ac-
tivities that take place between a
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Polygraph Examiner and an examinee
(person taking the test) during a spe-
cific series of interactions, including
the pretest interview, the use of the
polygraph instrument to collect phys-
iological data from the examinee while
presenting a series of tests, the test
data analysis phase, and the post-test
phase.

Polygraph examination records means
all records of the polygraph examina-
tion, including the polygraph report,
audio-video recording, and the poly-
graph consent form.

Polygraph instrument means a diag-
nostic instrument used during a poly-
graph examination, which is capable of
monitoring, recording and/or meas-
uring at a minimum, respiratory,
electrodermal, and cardiovascular ac-
tivity as a response to verbal or visual
stimuli.

Polygraph report means a document
that may contain identifying data of
the examinee, a synopsis of the basis
for which the examination was con-
ducted, the relevant questions utilized,
and the examiner’s conclusion.

Polygraph test means that portion of
the polygraph examination during
which the polygraph instrument col-
lects physiological data based upon the
individual’s responses to questions
from the examiner.

Program Manager means a DOR offi-
cial designated by the Secretary or the
Head of a DOE Element to make an ac-
cess determination under this part.

Random means a statistical process
whereby eligible employees have an
equal probability of selection for a CI
evaluation each time the selection
process occurs.

Regular and routine means access by
individuals without further permission
more than two times per calendar
quarter.

Relevant questions are those questions
used during the polygraph examination
that pertain directly to the issues for
which the examination is being con-
ducted.

Restricted data means all data con-
cerning the design, manufacture, or
utilization of atomic weapons; the pro-
duction of special nuclear material; or
the use of special nuclear material in
the production of energy, but does not
include data declassified or removed
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from the restricted data category pur-
suant to section 142 of the Atomic En-
ergy Act of 1954.

Secret means the security classifica-
tion that is applied to DOE-generated
information or material the unauthor-
ized disclosure of which reasonably
could be expected to cause serious
damage to the national security.

Secretary means the Secretary of En-
ergy or the Secretary’s designee.

Significant response means an opinion
that the analysis of the polygraph
charts reveals consistent, significant,
timely physiological responses to the
relevant questions.

Special Access Program or SAP means a
program established under Executive
Order 12958 for a specific class of classi-
fied information that imposes safe-
guarding and access requirements that
exceed those normally required for in-
formation at the same classification
level.

Suspend means temporarily to with-
draw an employee’s access to informa-
tion or materials protected under
§709.3 of this part.

System Administrator means any indi-
vidual who has privileged system, data,
or software access that permits that
individual to exceed the authorization
of a normal system user and thereby
override, alter, or negate integrity
verification and accountability proce-
dures or other automated and/or tech-
nical safeguards provided by the sys-
tems security assets for normal users.

Top Secret means the security classi-
fication that is applied to DOE-gen-
erated information or material the un-
authorized disclosure of which reason-
ably could be expected to cause excep-
tionally grave damage to the national
security.

Unresolved issues means an opinion by
a CI evaluator that the analysis of the
information developed during a CI
evaluation remains inconclusive and
needs further clarification before a CI
access recommendation can be made.

§709.3 Covered persons subject to a CI
evaluation and polygraph.

(a) Mandatory CI evaluation. Except
as provided in §709.5 of this part with
regard to waivers, a CI evaluation,
which may include a CI-scope poly-
graph examination, is required for any

§709.3

covered person in any category under
paragraph (b) of this section who will
have or has access to classified infor-
mation or materials protected under
this paragraph. Such an evaluation is
required for covered persons who are
incumbent employees at least once
every five years. DOE, in its sole dis-
cretion, may require a CI-scope poly-
graph examination:

(1) If the CI evaluation reveals for-
eign nexus issues;

(2) If a covered person who is an in-
cumbent employee is to be assigned
within DOE to activities involving an-
other agency and a polygraph examina-
tion is required as a condition of access
to the activities by the other agency;
or

(8) If a covered person who is an in-
cumbent employee is proposed to be as-
signed or detailed to another agency
and the receiving agency requests DOE
to administer a polygraph examination
as a condition of the assignment or de-
tail.

(b) Paragraph (a) of this section ap-
plies to covered persons:

(1) In an intelligence or counterintel-
ligence program office (or with pro-
grammatic reporting responsibility to
an intelligence or counterintelligence
program office) because of access to
classified intelligence information, or
sources, or methods;

(2) With access to Sensitive Compart-
mented Information;

(3) With access to information that is
protected within a non-intelligence
Special Access Program (SAP) des-
ignated by the Secretary;

(4) With regular and routine access to
Top Secret Restricted Data;

(6) With regular and routine access to
Top Secret National Security Informa-
tion; and

(6) Designated, with approval of the
Secretary, on the basis of a risk assess-
ment consistent with paragraphs (e)
and (f) of this section, by a Program
Manager for the following DOE offices
and programs (and any successors to
those offices and programs): The Office
of the Secretary; the Human Reli-
ability Program; the National Nuclear
Security Administration (including the
Office of Emergency Operations); and
the Office of Health, Safety and Secu-
rity.
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(¢c) Random CI evaluation. Except as
provided in §709.5 of this part with re-
gard to waivers, DOE may require a CI
evaluation, including a CI-scope poly-
graph examination, of covered persons
who are incumbent employees selected
on a random basis from the following:

(1) All covered persons identified in
§709.3(b);

(2) All employees in the Office of
Independent Oversight (or any suc-
cessor office) within the Office of
Health, Safety and Security because of
access to classified information regard-
ing the inspection and assessment of
safeguards and security functions, in-
cluding cyber security, of the DOE;

(3) All employees in other elements
of the Office of Health, Safety and Se-
curity (or any successor office) because
of their access to classified informa-
tion;

(4) All employees in the NNSA Office
of Emergency Operations (OEO or any
successor office) including DOE field
offices or contractors who support OEO
because of their access to classified in-
formation;

(5) All employees with regular and
routine access to classified information
concerning: The design and function of
nuclear weapons use control systems,
features, and their components (cur-
rently designated as Sigma 15); vulner-
ability of nuclear weapons to delib-
erate unauthorized nuclear detonation
(currently designated as Sigma 14); and
improvised nuclear device concepts or
designs; and

(6) Any system administrator with
access to a system containing classi-
fied information, as identified by the
DOE or NNSA Chief Information Offi-
cer.

(d) Specific incident polygraph exami-
nations. In response to specific facts or
circumstances with potential counter-
intelligence implications with a de-
fined foreign nexus, the Director of the
Office of Intelligence and Counterintel-
ligence (or, in the case of a covered
person in NNSA, the Administrator of
NNSA, after consideration of the rec-
ommendation of the Director, Office of
Intelligence and Counterintelligence)
may require a covered person with ac-
cess to DOE classified information or
materials to consent to and take an
event-specific polygraph examination.
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Except as otherwise determined by the
Secretary, on the recommendation of
the appropriate Program Manager, if a
covered person with access to DOE
classified information or materials re-
fuses to consent to or take a polygraph
examination under this paragraph,
then the Director of the Office of Intel-
ligence and Counterintelligence (or, in
the case of a covered person in NNSA,
the Administrator of NNSA, after con-
sideration of the recommendation of
the Director, Office of Intelligence and
Counterintelligence) shall direct the
denial of access (if any) to classified in-
formation and materials protected
under paragraphs (b) and (c) of this sec-
tion, and shall refer the matter to the
Office of Health, Safety and Security
for a review of access authorization eli-
gibility under 10 CFR part 710. In addi-
tion, in the circumstances described in
this paragraph, any covered person
with access to DOE classified informa-
tion or material may request a poly-
graph examination.

(e) Risk assessment. For the purpose of
deciding whether to designate or re-
move employees for mandatory CI
evaluations under paragraph (b)(6) of
this section, Program Managers may
consider:

(1) Access on a non-regular and non-
routine basis to Top Secret Restricted
Data or Top Secret National Security
Information or the nature and extent
of access to other classified informa-
tion;

(2) Unescorted or unrestricted access
to significant quantities or forms of
special nuclear materials; and

(3) Any other factors concerning the
employee’s responsibilities that are
relevant to determining risk of unau-
thorized disclosure of classified infor-
mation or materials.

(f) Based on the risk assessments
conducted under paragraph (e) of this
section and in consultation with the
Director of the Office of Intelligence
and Counterintelligence, the Program
Manager shall provide recommenda-
tions as to positions to be designated
or removed under paragraph (b)(6) of
this section for approval by the Sec-
retary. Recommendations shall include
a summary of the basis for designation
or removal of the positions and of the
views of the Director of the Office of
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Intelligence and Counterintelligence as
to the recommendations.

(g) Not less than once every calendar
yvear quarter, the responsible Program
Manager must provide a list of all in-
cumbent employees who are covered
persons under paragraphs (b) and (c) of
this section to the Director of the Of-
fice of Intelligence and Counterintel-
ligence.

§709.4 Notification of a CI evaluation.

(a) If a polygraph examination is
scheduled, DOE must notify the cov-
ered person, in accordance with §709.21
of this part.

(b) Any job announcement or posting
with respect to any position with ac-
cess to classified information or mate-
rials protected under §709.3(b) and (c)
of this part should indicate that DOE
may condition the selection of an indi-
vidual for the position (709.3(b)) or re-
tention in that position (709.3(b) and
(c)) upon his or her successful comple-
tion of a CI evaluation, including a CI-
scope polygraph examination.

(c) Advance notice will be provided to
the affected Program Manager and lab-
oratory/site/facility director of the cov-
ered persons who are included in any
random examinations that are admin-
istered in accordance with provisions
at §709.3(c).

§709.5 Waiver of polygraph examina-
tion requirements.

(a) General. Upon a waiver request
submitted under paragraph (b) of this
section, DOE may waive the CI-scope
polygraph examination under §709.3 of
this part for:

(1) Any covered person based upon
certification from another Federal
agency that the covered person has
successfully completed a full scope or
CI-scope polygraph examination ad-
ministered within the previous five
years;

(2) Any covered person who is being
treated for a medical or psychological
condition that, based upon consulta-
tion with the covered person and ap-
propriate medical personnel, would
preclude the covered person from being
tested; or

(3) Any covered person in the interest
of national security.

§709.10

(b) Submission of Waiver Requests. A
covered person may submit a request
for waiver under this section, and the
request shall assert the basis for the
waiver sought and shall be submitted,
in writing, to the Director, Office of In-
telligence and Counterintelligence, at
the following address: U.S. Department
of Energy, Attn: Director, Office of In-
telligence and Counterintelligence, 1000
Independence Avenue, SW., Wash-
ington, DC 20585.

(c) Disposition of Waiver Requests. The
Director, Office of Intelligence and
Counterintelligence, shall issue a writ-
ten decision on a request for waiver
prior to the administration of a poly-
graph examination. The Director shall
obtain the concurrence of the Sec-
retary in his or her decision on a re-
quest for waiver under §709.5(a)(3) and
shall obtain the concurrence of the Ad-
ministrator of NNSA in a decision on a
waiver request from an NNSA covered
person under §709.5(a)(1) and
§709.5(a)(2). Notification of approval of
a waiver request will contain informa-
tion regarding the duration of the
waiver and any other relevant informa-
tion. Notification of the denial of a
waiver request will state the basis for
the denial and state that the covered
person may request reconsideration of
the denial by the Secretary under
§709.5(d).

(d) Reconsideration Rights. If a waiver
is denied, the covered person may file
with the Secretary a request for recon-
sideration of the denial within 30 days
of receipt of the decision, and the Sec-
retary’s decision will be issued prior to
the administration of a polygraph ex-
amination.

Subpart B—CI Evaluation Protocols
and Protection of National Se-
curity

§709.10 Scope of a counterintelligence
evaluation.

A counterintelligence evaluation
consists of a counterintelligence-based
review of the covered person’s per-
sonnel security file and review of other
relevant information available to DOE
in accordance with applicable guide-
lines and authorities. As provided in
§709.3(b), DOE also may require a CI-
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scope polygraph examination. As pro-
vided for in §709.3(c), a CI evaluation, if
conducted on a random basis, will in-
clude a CI-scope polygraph examina-
tion. As set forth in §709.15(b) and (c) of
this part, a counterintelligence evalua-
tion may also include other pertinent
measures to address and resolve coun-
terintelligence issues in accordance
with Executive Order 12333, the DOE
“Procedures for Intelligence Activi-
ties,” and other relevant laws, guide-
lines and authorities, as applicable.

§709.11 Topics within the scope of a
polygraph examination.

(a) DOE may ask questions in a spe-
cific incident polygraph examination
that are appropriate for a CI-scope ex-
amination or that are relevant to the
counterintelligence concerns with a de-
fined foreign nexus raised by the spe-
cific incident.

(b) A CI-scope polygraph examination
is limited to topics concerning the cov-
ered person’s involvement in espionage,
sabotage, terrorism, unauthorized dis-
closure of classified information, unau-
thorized foreign contacts, and delib-
erate damage to or malicious misuse of
a U.S. government information or de-
fense system.

(c) DOE may not ask questions that:

(1) Probe a covered person’s thoughts
or beliefs;

(2) Concern conduct that has no CI
implication with a defined foreign
nexus; or

(3) Concern conduct that has no di-
rect relevance to a CI evaluation.

§709.12 Defining polygraph examina-
tion questions.

The examiner determines the exact
wording of the polygraph questions
based on the examiner’s pretest inter-
view of the covered person, the covered
person’s understanding of the ques-
tions, established test question proce-
dures from the Department of Defense
Polygraph Institute, and other input
from the covered person.

§709.13 Implications of refusal to take
a polygraph examination.

(a) Subject to §709.14 of this part, a
covered person may refuse to take a
polygraph examination pursuant to
§709.3 of this part, and a covered person

10 CFR Ch. lll (1-1-23 Edition)

being examined may terminate the ex-
amination at any time.

(b) If a covered person terminates a
polygraph examination prior to the
completion of the examination, DOE
may treat that termination as a re-
fusal to complete a CI evaluation under
§709.14 of this part.

§709.14 Consequences of a refusal to
complete a CI evaluation including
a polygraph examination.

(a) If a covered person is an applicant
for employment or assignment or a po-
tential detailee or assignee with regard
to an identified position and the cov-
ered person refuses to complete a CI
evaluation including a polygraph ex-
amination required by this part as an
initial condition of access, DOE and its
contractors must refuse to employ, as-
sign, or detail that covered person with
regard to the identified position.

(b) If a covered person is an incum-
bent employee in an identified position
subject to a CI evaluation including a
polygraph examination under §709.3(b),
(c), or (d), and the covered person re-
fuses to complete a CI evaluation, DOE
and its contractors must deny that
covered person access to classified in-
formation and materials protected
under §709.3(b) and (¢) and may take
other actions consistent with the de-
nial of access, including administrative
review of access authorization under 10
CFR part 710. If the covered person is a
DOE employee, DOE may reassign or
realign the DOE employee’s duties, or
take other action, consistent with that
denial of access and applicable per-
sonnel regulations.

(c) If a DOE employee refuses to take
a CI polygraph examination, DOE may
not record the fact of that refusal in
the employee’s personnel file.

§709.15 Processing counterintel-
ligence evaluation results.

(a) If the reviews under §709.10 or a
polygraph examination present unre-
solved foreign nexus issues that raise
significant questions about the covered
person’s access to classified informa-
tion or materials protected under
§709.3 of this part that justified the
counterintelligence evaluation, DOE
may undertake a more comprehensive
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CI evaluation that, in appropriate cir-
cumstances, may include evaluation of
financial, credit, travel, and other rel-
evant information to resolve any iden-
tified issues. Participation by Office of
Intelligence and Counterintelligence
personnel in any such evaluation is
subject to Executive Order 12333, the
DOE ‘‘Procedures for Intelligence Ac-
tivities,” and other relevant laws,
guidelines, and authorities as may be
applicable with respect to such mat-
ters.

(b) The Office of Intelligence and
Counterintelligence, in coordination
with NNSA with regard to issues con-
cerning a NNSA covered person, may
conduct an in-depth interview with the
covered person, may request relevant
information from the covered person,
and may arrange for the covered person
to undergo an additional polygraph ex-
amination.

(c) Whenever information is devel-
oped by the Office of Health, Safety
and Security indicating counterintel-
ligence issues, the Director of that Of-
fice shall notify the Director, Office of
Intelligence and Counterintelligence.

(d) If, in carrying out a comprehen-
sive CI evaluation of a covered person
under this section, there are signifi-
cant unresolved issues, not exclusively
related to polygraph examination re-
sults, indicating counterintelligence
issues, then the Director, Office of In-
telligence and Counterintelligence
shall notify the DOE national labora-
tory director (if applicable), plant man-
ager (if applicable) and program man-
ager(s) for whom the individual works
that the covered person is undergoing a
CI evaluation pursuant to this part and
that the evaluation is not yet com-
plete.

(e) Utilizing the DOE security -cri-
teria in 10 CFR part 710, the Director,
Office of Intelligence and Counterintel-
ligence, makes a determination wheth-
er a covered person completing a CI
evaluation has made disclosures that
warrant referral, as appropriate, to the
Office of Health, Safety and Security
or the Manager of the applicable DOE/
NNSA Site, Operations Office or Serv-
ice Center.

§709.17

§709.16 Application of Counterintel-
ligence Evaluation Review Boards
in reaching conclusions regarding
CI evaluations.

(a) General. If the results of a coun-
terintelligence evaluation are not dis-
positive, the Director of the Office of
Intelligence and Counterintelligence
may convene a Counterintelligence
Evaluation Review Board to obtain the
individual views of each member as as-
sistance in resolving counterintel-
ligence issues identified during a coun-
terintelligence evaluation.

(b) Composition. A Counterintel-
ligence Evaluation Review Board is
chaired by the Director of the Office of
Intelligence and Counterintelligence
(or his/her designee) and includes rep-
resentation from the appropriate line
Program Managers, lab/site/facility
management (if a contractor employee
is involved), NNSA, if the unresolved
issues involve an NNSA covered person,
the DOE Office of Health, Safety and
Security and security directors for the
DOE or NNSA site or operations office.

(c) Process. When making a final rec-
ommendation under §709.17 of this
part, to a Program Manager, the Direc-
tor of Intelligence and Counterintel-
ligence shall report on the Counter-
intelligence Evaluation Review Board’s
views, including any consensus rec-
ommendation, or if the members are
divided, a summary of majority and
dissenting views.

§709.17 Final disposition of CI evalua-
tion findings and recommendations.

(a) Following completion of a CI
evaluation, the Director of the Office
of Intelligence and Counterintelligence
must recommend, in writing, to the ap-
propriate Program Manager that the
covered person’s access be approved or
retained, or denied or revoked.

(b) If the Program Manager agrees
with the recommendation, the Pro-
gram Manager notifies the covered per-
son that the covered person’s access
has been approved or retained, or de-
nied or revoked.

(c) If the Program Manager disagrees
with the recommendation of the Direc-
tor, Office of Intelligence and Counter-
intelligence, the matter is referred to
the Secretary for a final decision.
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(d) If the Program Manager denies or
revokes a DOE employee’s access, DOE
may reassign the employee or realign
the employee’s duties within the local
commuting area or take other actions
consistent with the denial of access.

(e) If the Program Manager revokes
the access of a covered person assigned
or detailed to DOE, DOE may remove
the assignee or detailee from access to
the information that justified the CI
evaluation and return the assignee or
detailee to the agency of origin.

(f) Covered persons whose access is
denied or revoked may request recon-
sideration by the head of the relevant
DOE element.

(g) For cases involving a question of
loyalty to the United States, the Direc-
tor of the Office of Intelligence and
Counterintelligence may refer the mat-
ter to the FBI as required by section
145d of the Atomic Energy Act of 1954.
For cases indicating that classified in-
formation is being, or may have been,
disclosed in an unauthorized manner to
a foreign power or an agent of a foreign
power, DOE is required by 50 U.S.C.
402a(e) to refer the matter to the Fed-
eral Bureau of Investigation.

Subpart C—Safeguarding Privacy
and Employee Rights

§709.21 Requirements for notification
of a polygraph examination.

When a polygraph examination is
scheduled, the DOE must notify the
covered person, in writing, of the date,
time, and place of the polygraph exam-
ination, the provisions for a medical
waiver, and the covered person’s right
to obtain and consult with legal coun-
sel or to secure another representative
prior to the examination. DOE must
provide a copy of this part to the cov-
ered person. The covered person must
receive the notification at least ten
days, excluding weekend days and holi-
days, before the time of the examina-
tion except when good cause is shown
or when the covered person waives the
advance notice provision.

§709.22 Right to counsel or other rep-
resentation.

(a) At the covered person’s own ex-

pense, a covered person has the right to

obtain and consult with legal counsel

10 CFR Ch. lll (1-1-23 Edition)

or another representative. However,
the counsel or representative may not
be present during the polygraph exam-
ination. Except for interpreters and
signers, no one other than the covered
person and the examiner may be
present in the examination room dur-
ing the polygraph examination.

(b) A covered person has the right to
consult with legal counsel or another
representative at any time during an
interview conducted 1in accordance
with §709.15 of this part.

§709.23 Obtaining consent to a poly-
graph examination.

DOE may not administer a polygraph
examination unless DOE:

(a) Notifies the covered person of the
polygraph examination in writing in
accordance with §709.21 of this part;
and

(b) Obtains written consent from the
covered person prior to the polygraph
examination.

§709.24 Other information provided to
a covered person prior to a poly-
graph examination.

Before administering the polygraph
examination, the examiner must:

(a) Inform the covered person that
audio and video recording of each poly-
graph examination session will be
made, and that other observation de-
vices, such as two-way mirrors and ob-
servation rooms, also may be em-
ployed;

(b) Explain to the covered person the
characteristics and nature of the poly-
graph instrument and examination;

(c) Explain to the covered person the
physical operation of the instrument
and the procedures to be followed dur-
ing the examination;

(d) Review with the covered person
the relevant questions to be asked dur-
ing the examination;

(e) Advise the covered person of the
covered person right against self-in-
crimination; and

(f) Provide the covered person with a
pre-addressed envelope, which may be
used to submit a quality assurance
questionnaire, comments or com-
plaints concerning the examination.
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§709.25 Limits on use of polygraph ex-
amination results that reflect “Sig-
nificant Response” or “No Opinion”.

DOE or its contractors may not:

(a) Take an adverse personnel action
against a covered person or make an
adverse access recommendation solely
on the basis of a polygraph examina-
tion result of ‘‘significant response’ or
‘‘no opinion’’; or

(b) Use a polygraph examination that
reflects ‘‘significant response” or ‘‘no
opinion” as a substitute for any other
required investigation.

§709.26 Protection of confidentiality
of CI evaluation records to include
polygraph examination records and
other pertinent documentation.

(a) DOE owns all CI evaluation
records, including polygraph examina-
tion records and reports and other
evaluation documentation.

(b) DOE maintains all CI evaluation
records, including polygraph examina-
tion records and other pertinent docu-
mentation acquired in conjunction
with a counterintelligence evaluation,
in a system of records established
under the Privacy Act of 1974 (b U.S.C.
552a).

(c) DOE must afford the full privacy
protection provided by law to informa-
tion regarding a covered person’s re-
fusal to participate in a CI evaluation
to include a polygraph examination
and the completion of other pertinent
documentation.

(d) With the exception of the poly-
graph report, all other polygraph ex-
amination records are destroyed ninety
days after the CI evaluation is com-
pleted, provided that a favorable rec-
ommendation has been made to grant
or continue the access to the position.
If a recommendation is made to deny
or revoke access to the information or
involvement in the activities that jus-
tified conducting the CI evaluation,
then all of the polygraph examination
records are retained until the final res-
olution of any request for reconsider-
ation by the covered person or the
completion of any ongoing investiga-
tion.

§709.32

Subpart D—Polygraph Examina-
fion and Examiner Standards

§709.31 DOE standards for polygraph
examiners and polygraph examina-
tions.

(a) DOE adheres to the procedures
and standards established by the De-
partment of Defense Polygraph Insti-
tute (DODPI). DOE administers only
DODPI approved testing formats.

(b) A polygraph examiner may ad-
minister no more than five polygraph
examinations in any twenty-four hour
period. This does not include those in-
stances in which a covered person vol-
untarily terminates an examination
prior to the actual testing phase.

(c) The polygraph examiner must be
certified to conduct polygraph exami-
nations under this part by the DOE
Psychophysiological Detection of De-
ception/Polygraph Program Quality
Control Official.

(d) To be certified under paragraph
(c) of this section, an examiner must
have the following minimum qualifica-
tions:

(1) The examiner must be an experi-
enced CI or criminal investigator with
extensive additional training in using
computerized instrumentation in
Psychophysiological Detection of De-
ception and in psychology, physiology,
interviewing, and interrogation.

(2) The examiner must have a favor-
ably adjudicated single-scope back-
ground investigation, complete a CI-
scope polygraph examination, and
must hold a ““‘Q’’ access authorization,
which is necessary for access to Secret
Restricted Data and Top Secret Na-
tional Security Information. In addi-
tion, he or she must have been granted
SCI access approval.

(3) The examiner must receive basic
Forensic Psychophysiological Detec-
tion of Deception training from the
DODPI.

§709.32 Training requirements for
polygraph examiners.

(a) Examiners must complete an ini-
tial training course of thirteen weeks,
or longer, in conformance with the pro-
cedures and standards established by
DODPI.

(b) Examiners must undergo annual
continuing education for a minimum of
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forty hours training within the dis-
cipline of Forensic
Psychophysiological Detection of De-
ception.

(c) The following organizations pro-
vide acceptable curricula to meet the
training requirement of paragraph (b)
of this section:

(1) American Polygraph Association,

(2) American Association of Police
Polygraphists, and

(3) Department of Defense Polygraph
Institute.
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RITY ADJUDICATIVE GUIDELINES (JUNE 8,
2017)

AUTHORITY: 42 U.S.C. 2165, 2201, 5815, 7101, et
seq., 7383h-1; 50 U.S.C. 2401 et seq.; E.O. 10865,
3 CFR 1959-1963 comp., p. 398, as amended, 3
CFR Chap. IV; E.O. 13526, 3 CFR 2010 Comp.,
pp. 298-327 (or successor orders); E.O. 12968, 3
CFR 1995 Comp., p. 391.

SOURCE: 81 FR 71335, Oct. 17, 2016, unless
otherwise noted.

Subpart A—General Provisions

§710.1 Purpose.

(a) This part establishes the proce-
dures for determining the eligibility of
individuals described in §710.2 for ac-
cess to classified matter or special nu-
clear material, pursuant to the Atomic
Energy Act of 1954, or for access to na-
tional security information in accord-
ance with Executive Order 13526 (Clas-
sified National Security Information).

(b) This part implements: Executive
Order 12968, 60 FR 40245 (August 2, 1995),
as amended; Executive Order 13526, 75
FR 707 (January 5, 2010) as amended;
Executive Order 10865, 256 FR 1583 (Feb-
ruary 24, 1960), as amended; and the Na-
tional Security Adjudicative Guide-
lines, issued as Security Executive
Agent Directive 4 by the Director of
National Intelligence on December 10,
2016.

[81 FR 71335, Oct. 17, 2016, as amended at 82
FR 57107, Dec. 4, 2017]

§710.2 Scope.

The procedures outlined in this rule
apply to determinations of eligibility
for access authorization for:

(a) Employees (including consult-
ants) of, and applicants for employ-
ment with, contractors and agents of
the DOE;

(b) Access permittees of the DOE and
their employees (including consult-
ants) and applicants for employment;

(c) Employees (including consult-
ants) of, and applicants for employ-
ment with, the DOE; and

(d) Other persons designated by the
Secretary of Energy.

[81 FR 71335, Oct. 17, 2016, as amended at 82
FR 57107, Dec. 4, 2017]
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