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10 CFR Part 1017 (unclassified con-
trolled nuclear information), or as re-
quired by the Office of Classification.

(d) Use only approved copiers to re-
produce documents;

(e) Store classified documents in fa-
cilities approved by the U.S. Govern-
ment for the storage of classified mate-
rial;

(f) Use only approved destruction de-
vices to destroy classified documents;

(g) Use only appropriate secure
means, such as secure facsimile or se-
cure telephone, to provide classified in-
formation orally or electronically
when transmitting or communicating
that information (e.g. the applicable
classified mailing address); and

(h) Follow any additional specific in-
structions from the Office of Health,
Safety and Security on how to protect
the information.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

§1044.12 What procedures can you in-
voke if you believe you have been
discharged, demoted, or otherwise
discriminated against as a reprisal
for making a protected disclosure?

If you believe you have been dis-
criminated against as a reprisal for
making a protected disclosure, you
may submit a complaint to the Direc-
tor of the Office of Hearings and Ap-
peals, HG-1/I’Enfant Plaza Building,
U.S. Department of Energy, 1000 Inde-
pendence Avenue SW., Washington, DC
20585-1615, or you may send your com-
plaint to the Director, Office of Hear-
ings and Appeals, by facsimile to FAX
number (202) 287-1415. In your com-
plaint, you should give your reasons
for believing that you have been dis-
criminated against as a reprisal for
making a protected disclosure, and in-
clude any information you think is rel-
evant to your complaint. The Office of
Hearings and Appeals will conduct an
investigation of your complaint unless
the Director determines your com-
plaint is frivolous. The Director will
notify you in writing if your complaint
is found to be frivolous. If an investiga-
tion is conducted, the Director will
submit a report of the investigation to
you, to the employer named in your
complaint, and to the Secretary of En-
ergy, or the Secretary’s designee. The
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Secretary, or the Secretary’s designee,
will take appropriate action, pursuant
to 42 U.S.C. 7239(k), to abate any dis-
criminatory actions taken as reprisal
for making a protected disclosure.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

PART 1045—NUCLEAR CLASSIFICA-
TION AND DECLASSIFICATION

Subpart A—Introduction

Sec.

1045.5 What is the purpose of this part?

1045.10 To whom does this part apply?

1045.15 What is the process for submitting a
question or a comment on any of the
policies and procedures contained in this
part?

1045.20 How does an agency request an ex-
emption or equivalency to meet a provi-
sion in this part?

1045.25 What actions can be taken against a
person who violates the requirements in
this part?

1045.30 What definitions apply to this part?

1045.35 What acronyms are commonly used
in this part?

Subpart B—Management of Restricted
Data (RD), Formerly Resiricted Data
(FRD), and Transclassified Foreign Nu-
clear Information (TFNI) Classification
Programs

1045.40 Is there an official in each agency
with access to RD, FRD, or TFNI who
manages the agency’s RD, FRD, or TFNI
program to ensure the requirements in
this part are met?

1045.45 What are the responsibilities of DOE
officials and personnel, and the officials
and personnel of other agencies, under
this part?

1045.50 [Reserved]

1045.55 When are RD, FRD, and TFNI con-
sidered for declassification?

1045.60 Does an unauthorized public release
of RD, FRD, or TFNI result in its declas-
sification?

1045.656 What are the responsibilities of a
person who has access to RD, FRD, or
TFNI if they see information in the open
literature that they think is RD, FRD, or
TFNI?

Subpart C—Determining if Information is
RD, FRD, or TFNI

1045.70 How is information initially deter-
mined to be RD?

958



Department of Energy

1045.75 Are there prohibitions against infor-
mation being classified, remaining clas-
sified, or prevented from being declas-
sified as RD, FRD, or TFNI?

1045.80 What are the classification and de-
classification presumptions?

1045.85 How is information determined to be
FRD or TFNI and can FRD or TFNI be
returned to the RD category?

1045.90 Can information generated by pri-
vate entities that is not owned by, pro-
duced by, or controlled by the U.S. Gov-
ernment be classified as RD?

1045.95 What are the criteria used to assign
levels to RD, FRD, or TFNI?

1045.100 How are RD, FRD, and TFNI declas-
sified?

1045.106 What is the method to request the
declassification of RD, FRD or TFNI?
1045.110 How are challenges to the classi-
fication and declassification of RD, FRD,

or TFNI submitted and processed?

Subpart D—Classifying and Declassifying
Matter Containing RD, FRD, or TFNI

1045.115 Who is authorized to derivatively
classify matter that contains RD, FRD,
or TFNI?

1045.120 What training is required for per-
sons who have access to or who deriva-
tively classify matter containing RD,
FRD, or TFNI?

1045.125 What is the process for reviewing
and derivatively classifying matter that
potentially contains RD, FRD, or TFNI?

1045.130 How does an authorized person de-
rivatively classify matter containing RD,
FRD, or TFNI?

1045.135 Can a person make an RD, FRD, or
TFNI classification determination if ap-
plicable classification guidance is not
available?

1045.140 How is matter containing RD, FRD,
or TFNI, marked?

1045.145 Who must review output from a
classified IT system that is marked as
RD, FRD, or TFNI?

1045.150 Can anyone remove the RD, FRD,
or TFNI portions and markings to
produce an NSI or unclassified version of
the matter?

1045.155 How is matter marked as con-
taining RD, FRD, or TFNI declassified?

1045.160 When the RD, FRD, or TFNI is re-
moved from matter, what action must be
taken if the matter still contains NSI?

§1045.5

1045.165 Once matter marked as RD, FRD,
or TFNI is declassified, how is it
marked?

Subpart E—Government-Wide Procedures
for Handling Freedom of Information
Act (FOIA) and Mandatory Declas-
sification Review (MDR) Requests for
Matter Marked as or Potentially Con-
taining RD, FRD, or TFNI

1045.170 What is the purpose of this subpart?

1045.175 How must agencies process FOIA
and MDR requests for matter that is
marked as or potentially contains RD,
FRD, or TFNI?

1045.180 What is the procedure if an agency
receives an appeal to a FOIA or MDR
concerning the denial of RD, FRD, or
TFNI?

Subpart F—DOE-Specific Procedures for
MDR Requests

1045.185 What is the purpose of this subpart?

1045.190 How does the public submit an MDR
for DOE classified matter?

1045.195 Is any matter exempt from MDR re-
quests?

1045.200 Is there a cost for an MDR review?

1045.206 How does DOE conduct an MDR re-
view?

1045.210 How does a person submit an appeal
if DOE withholds classified information
in an MDR response?

1045.215 How does DOE process an MDR ap-
peal for DOE matter containing NSI?
1045.220 How does DOE process an MDR ap-
peal for matter containing RD, FRD, or

TFNI?

1045.225 Are DOE responses to MDR requests

available to the public?

AUTHORITY: 42 U.S.C. 2011; E.O. 13526, 75 FR
705, 3 CFR 2010 Comp., pp. 298-327.

SOURCE: 83 FR 66007, Dec. 21, 2018, unless
otherwise noted.

Editorial Notes:

Nomenclature changes to part 1045 appear
at 88 FR 41294, June 26, 2023, and 88 FR 82238,
Nov. 24, 2023.

Subpart A—Introduction

§1045.5 What is the purpose of this
part?

(a) This part implements sections 141,
142, and 146 of the Atomic Energy Act,
as amended (42 U.S.C. 2011 et seq.)
(AEA) and describes the procedures to
be used by the public in questioning or
appealing DOE decisions regarding the
classification of NSI under E.O. 13526,
and 32 CFR part 2001, Classified National
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Security Information. This part is di-
vided into six subparts:

(1) Subpart A—“Introduction’ speci-
fies to whom these rules apply, de-
scribes how to submit comments or
suggestions concerning the policies and
procedures in this part, describes how
to request an exemption from or an
equivalency to a provision in this part;
outlines sanctions imposed for vio-
lating the policies and procedures in
this part; defines key terms; and lists
acronyms used in this part.

(2) Subpart B—‘‘Program Manage-
ment of Restricted Data (RD), For-
merly Restricted Data (RD), and
Transclassified Foreign Nuclear Infor-
mation (TFNI) Classification Pro-
grams’’ specifies responsibilities of of-
ficials in DOE and other agencies in
the role of identifying RD,
transclassifying RD to FRD or to
TFNI, and returning FRD or TFNI to
RD; discusses the systematic declas-
sification review of information/matter
containing RD, FRD, or TFNI; and de-
scribes the ‘“‘no comment’ policy.

(3) Subpart C—‘‘Determining if Infor-
mation is RD, FRD, or TFNI” describes
how information is initially classified
as RD, transclassified as FRD or TFNI,
or declassified; lists criteria for evalu-
ating whether RD, FRD, or TFNI
should be classified or declassified; de-
scribes the prohibitions against
classifying information as RD, FRD, or
TFNI; lists areas of information that
are presumed to be RD or unclassified;
specifies how privately generated infor-
mation may be classified as RD; de-
fines the classification levels; describes
how to submit proposals for RD, FRD,
and TFNI; describes how to challenge
the classification or declassification of
RD, FRD, or TFNI; and describes the
issuance of classification guides to pro-
mulgate classification and declassifica-
tion determinations.

(4) Subpart D—‘‘Classifying and De-
classifying Matter Containing RD,
FRD, or TFNI” describes who has the
authority to classify and declassify
matter containing RD, FRD, or TFNI;
the appointment and training of these
individuals; discusses the use of classi-
fied addendums; describes classifica-
tion by association or compilation;
specifies who must review matter that
potentially contains RD, FRD, or TFNI
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intended for public release; describes
what to do if an RD Derivative Classi-
fier or a person trained to classify mat-
ter containing TFNI cannot locate
classification guidance to make a de-
termination; describes the classifica-
tion and declassification marking re-
quirements; and states the prohibition
against the automatic declassification
of matter containing RD, FRD, or
TFNI.

(5) Subpart E—‘Government-wide
Procedures for Handling Freedom of In-
formation Act (FOIA) and Mandatory
Declassification Review (MDR) Re-
quests for Matter Marked as or Poten-
tially Containing RD, FRD, or TFNI”
describes how agencies process FOIA or
MDR requests and appeals for matter
marked as or potentially containing
RD, FRD, or TFNI.

(6) Subpart F— ‘DOE Procedures for
MDR Requests’” describes how DOE
FOIA and MDR requests and appeals
for matter marked as or potentially
containing NSI, RD, FRD, or TFNI are
submitted and processed.

(b) [Reserved]

§1045.10 To whom does this
apply?

(a) Subparts A, B, C, and D apply to—

(1) Any person or agency with access
to RD, FRD, or TFNI;

(2) Any person or agency who gen-
erates information that has the poten-
tial to be RD, FRD, or TFNI; and

(3) Any person or agency who gen-
erates matter that potentially contains
RD, FRD, or TFNI.

(b) Subpart E applies to government
agencies who receive Freedom of Infor-
mation Act (FOIA) or Mandatory De-
classification Review (MDR) requests
for matter that is marked as or poten-
tially contains RD, FRD, or TFNI.

(c) Subpart F applies to DOE and to
any person submitting a Mandatory
Declassification Review request for
DOE matter.

part

§1045.15 What is the process for sub-
mitting a question or a comment on
any of the policies and procedures
contained in this part?

Any person who has a question or a
comment on DOE’s classification and
declassification policies and procedures
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under this part may submit the ques-
tion or comment in writing to the Di-
rector, Office of Classification, EHSS-
60/Germantown Building, U.S. Depart-
ment of Energy, 1000 Independence Av-
enue SW, Washington, DC 20585. The
correspondence should contain the
question or comment, include applica-
ble background information and/or ci-
tations, as appropriate, and must pro-
vide an address for the response. The
Director will make every effort to re-
spond within 60 days. Under no cir-
cumstance will anyone be subject to
retribution for asking a question or
making a comment regarding DOE’s
classification and declassification poli-
cies and procedures.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.20 How does an agency request
an exemption or equivalency to
meet a provision in this part?

The agency must submit a request
for an exemption or an equivalency to
the procedural provisions under this
part in writing to the Director, Office
of Classification, EHSS-60/Germantown
Building, U.S. Department of Energy,
1000 Independence Avenue SW, Wash-
ington, DC 20585. The request must pro-
vide all relevant facts, to include any
applicable citations, describing the
procedure and why the exemption or
equivalency is required. If the request
is for an equivalency, it must include a
proposed alternate procedure to meet
the intent of the procedure for which
the equivalency is being requested.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.25 What actions can be taken
against a person who violates the
requirements in this part?

Any knowing, willful, or negligent
action contrary to the requirements of
this part that results in the
misclassification of information is sub-
ject to appropriate sanctions. Such
sanctions may range from administra-
tive sanctions (e.g., reprimand, suspen-
sion, termination) to civil or criminal
penalties, depending on the nature and
severity of the action as determined by
the appropriate authority in accord-
ance with applicable laws. Other viola-
tions of the policies and procedures in

§1045.30

this part may be grounds for adminis-
trative sanctions as determined by an
appropriate authority.

§1045.30 What definitions apply to this
part?

The following definitions apply to
this part:

Agency means any ‘‘executive agen-
cy” as defined in 5 U.S.C. 105; any
“Military Department’’ as defined in 5
U.S.C. 102; and any other entity within
the executive branch that has access to
RD, FRD, or TFNI information or mat-
ter.

Associate RD Management Official
(ARDMO) means a person appointed in
accordance with agency policy to assist
the RD Management Official (RDMO)
with managing the implementation of
this part within that agency.

Atomic Energy Act (AEA) means the
Atomic Energy Act of 1954, as amended
(42 U.S.C. 2011 et seq.).

Automatic Declassification means the
declassification of NSI based on a spe-
cific date, event, or timeframe, in ac-
cordance with E.O. 13526, or prior or
successor orders.

Classification means the act or proc-
ess by which information or matter is
determined to require protection as
RD, FRD, or TFNI, under the AEA or
as NSI under E.O. 13526 or prior or suc-
cessor orders.

Classification category identifies
whether information is classified by
statute or E.O. The classification cat-
egories are: RD, FRD, TFNI (classified
by the AEA), and NSI (classified by
E.O.).

Classification guidance means any in-
struction or source approved by an ap-
propriate authority that prescribes the
classification of specific information
(e.g., classification guide, classification
bulletins, portion-marked source docu-
ments).

Classification guide means a written
record of detailed instructions, ap-
proved by an appropriate authority,
that explicitly identifies whether spe-
cific information is classified, usually
concerning a system, plan, project, or
program. If classified, the level and
category of classification assigned to
such information is specified. For NSI,
the classification duration is also spec-
ified.
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Classified information means:

(1) Information determined to be RD,
FRD, or TFNI under the AEA and this
part, or

(2) Information that has been deter-
mined pursuant to E.O. 13526 or any
predecessor order to require protection
against unauthorized disclosure and is
marked to indicate its classification
status when in documentary form.

Classification level means one of the
three following designators for RD,
FRD, and TFNI:

(1) Top Secret (TS) is applied to RD,
FRD, or TFNI that is vital to the na-
tional security and the unauthorized
disclosure of which could reasonably be
expected to cause exceptionally grave
damage to the national security that
the appropriate official is able to iden-
tify or describe.

(2) Secret (S) is applied to RD, FRD,
or TFNI, the unauthorized disclosure of
which could reasonably be expected to
cause serious damage to the national
security that the appropriate official is
able to identify or describe.

(3) Confidential (C) is applied to RD,
FRD, or TFNI the unauthorized disclo-
sure of which could reasonably be ex-
pected to cause undue risk to the com-
mon defense and security that the ap-
propriate official is able to identify or
describe.

Classified matter means anything in
physical or electronic form that con-
tains or reveals classified information.

Contractor means any industrial, edu-
cational, commercial, or other entity,
grantee, or licensee at all tiers, includ-
ing a person that has executed an
agreement with the Federal Govern-
ment for the purpose of performing
under a contract, license, or other
agreement.

Declassification means a determina-
tion by an appropriate authority that:

(1) Information no longer warrants
protection against unauthorized disclo-
sure in the interest of the national se-
curity; or

(2) Matter no longer contains or re-
veals classified information.

DOE means the Department of En-
ergy.

Director, Office of Classification, means
DOE’s Director, Office of Classifica-
tion.
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Director, Office of Environment, Health,
Safety and Security means DOE’s Direc-
tor for Environment, Health, Safety
and Security or any person to whom
the Director’s duties are delegated.

Downgrading means:

(1) A decision by DOE that informa-
tion classified as RD or TFNI is classi-
fied at a lower level than currently
identified in a DOE or joint classifica-
tion guide;

(2) A joint decision by DOE and the
Department of Defense (DoD) that FRD
is classified at a lower level than cur-
rently identified in a DOE or joint clas-
sification guide; or

(3) A decision by an RD Derivative
Classifier (or in the case of TFNI, a
person trained to derivatively classify
TFNI) based on classification guides
and bulletins that matter containing
RD, FRD, or TFNI is classified at a
lower level than currently marked.

(4) A decision, based on a DOE or
joint classification guide, by an au-
thorized person that matter containing
RD, FRD, or TFNI is classified at a less
sensitive category (e.g., RD to FRD, RD
to NSI) than currently marked.

Formerly Restricted Data (FRD) means
classified information removed from
the RD category under the AEA (sec-
tion 142(d)), after DOE and DoD jointly
determine it is related primarily to the
military utilization of nuclear weapons
and that the information can be ade-
quately protected in a manner similar
to NSI.

Government means the executive
branch of the Federal Government of
the United States.

Government information means infor-
mation that is owned by, produced by
or for, or is under the control of the
U.S. Government.

Information means facts, data, or
knowledge, as opposed to the medium
in which it is contained.

Initial determination means the proc-
ess used by the Director, Office of Clas-
sification, to determine if new informa-
tion is RD. New information that falls
under the definition of RD is presumed
classified as RD until the Director, Of-
fice of Classification makes the initial
determination as to its classification
status.
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Interagency Security Classification Ap-
peals Panel (ISCAP) means a Panel es-
tablished and administered pursuant to
E.O. 135626 and prior or successor E.O.s
to perform functions specified in the
order with respect to NSI.

Matter means any combination of
physical documents, electronic in-
stances of information or data (includ-
ing email) at rest or in transit, or in-
formation or data presentation or rep-
resentation regardless of physical form
or characteristics.

National security means the national
defense or foreign relations of the
United States.

National Security Information (NSI)
means information that has been deter-
mined pursuant to E.O. 13526 or prior or
successor E.O.s to require protection
against unauthorized disclosure and is
marked to indicate its classification
status.

Nuclear weapon means atomic weap-
on.

Originating activity, for the purpose of
RD, FRD, or TFNI, means any develop-
ment of specific matter (e.g., report,
guide) within an organization, working
group, or between persons, including
coordination of a product for classifica-
tion review.

Person means:

(1) Any individual, corporation, part-
nership, firm, association, trust, es-
tate, public or private institution,
group, Government agency other than
the Commission, any State or any po-
litical subdivision of, or any political
entity within a State, any foreign gov-
ernment or nation or any political sub-
division of any such government or na-
tion, or other entity; and

(2) Any legal successor, representa-
tive, agent, or agency of the foregoing.

Portion marking means the applica-
tion of certain classification markings
to reasonably segregable sections of
matter (e.g., paragraphs, phrases, sen-
tences). This also includes any mark-
ings required by national policy to con-
trol portions of unclassified informa-
tion.

Restricted Data (RD) means all data
concerning the design, manufacture, or
utilization of atomic weapons; the pro-
duction of special nuclear material; or
the use of special nuclear material in
the production of energy, except for

§1045.30

data declassified or removed from the
RD category pursuant to section 142 of
the AEA.

RD Derivative Classifier means a per-
son specifically trained and, when re-
quired, designated to derivatively clas-
sify matter containing RD or FRD in

areas in which they have pro-
grammatic expertise.
RD Management Official (RDMO)

means a person appointed by an agency
to be responsible for managing the im-
plementation of this part within the
agency.

Secretary means the Secretary of En-
ergy.

Source document means existing clas-
sified, portion-marked matter that
contains classified information that is
incorporated, paraphrased, restated, or
generated in new form into new mat-
ter.

Special nuclear materials means spe-
cial nuclear material as defined in the
AEA.

Transclassified Foreign Nuclear Infor-
mation (TFNI) means:

(1) Information concerning the nu-
clear energy programs of other nations
(including subnational groups) that is
removed from the RD category under
the AEA (section 142(e)) after DOE and
the Director of National Intelligence
(DNI) jointly determine that the infor-
mation is necessary to carry out intel-
ligence-related activities under the Na-
tional Security Act of 1947, as amend-
ed, and that the information can be
adequately protected in a manner simi-
lar to NSI. TFNI includes information
removed from the RD category by past
agreements between DOE and the Di-
rector of Central Intelligence or past
and future agreements with the DNI.

(2) TFNI does not include:

(i) RD or FRD concerning United
Kingdom (U.K.) or Canadian programs;

(ii) Any U.S. RD or FRD, including
that which the U.S. has transmitted to
other nations;

(iii) Any evaluation of foreign infor-
mation based on the use of U.S. RD or
FRD unless also specifically
transclassified to TFNI or any evalua-
tion that could reveal such data con-
cerning the U.S., U.K., or Canadian
programs;
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(iv) Classified atomic energy infor-
mation received from a foreign govern-
ment pursuant to an agreement impos-
ing security measures equivalent for
those in effect for RD; or

(v) Classified information on the Tri-
partite Gas Centrifuge and its suc-
cessor programs, including data on the
gas centrifuge work of each of the par-
ticipants.

TFNI guideline means a policy docu-
ment that describes information which
meets the TFNI criteria for various
collection assets.

Upgrading means:

(1) A decision by DOE that informa-
tion classified as RD or TFNI is classi-
fied at a higher level than currently
identified in a DOE or joint classifica-
tion guide;

(2) A joint decision by DOE and DoD
that FRD is classified at a higher level
than currently identified in a DOE or
joint classification guide; or

(3) A decision by an RD Derivative
Classifier, (or in the case of TFNI, a
person trained to classify TFNI) based
on classification guidance, that matter
containing RD, FRD, or TFNI is classi-
fied at a higher level or category than
currently marked. This includes cor-
recting the classification level or cat-
egory of matter that was never marked
as well as matter erroneously marked
as unclassified.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.35 What acronyms
monly used in this part?

The following acronyms are com-
monly used throughout this part:

AEA—The Atomic Energy Act of 1954,
as amended (42 U.S.C. 2011 et seq.)

ARDMO—Associate RD Management
Official

C—Confidential

CD—Compact Disk

CFR—Code of Federal Regulations

CUI—Controlled Unclassified Informa-
tion

DCI—Director of Central Intelligence

DNI—Director of National Intelligence

DoD—Department of Defense

DOE—Department of Energy

E.O0.—Executive order

FOIA—Freedom of Information Act

FRD—Formerly Restricted Data

IC—Intelligence Community

are com-
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ICD—Intelligence Community Direc-
tive

ICPG—Intelligence Community Policy
Guidance

ISCAP—Interagency Security Classi-
fication Appeals Panel

MDR—Mandatory Declassification Re-
view

NNSA—National Nuclear Security Ad-
ministration

NRC—Nuclear Regulatory Commission

NSI—National Security Information

Pub. L.—Public Law

RD—Restricted Data

RDMO—RD Management Official

S—Secret

TFNI—Transclassified Foreign Nuclear
Information

U.K.—United Kingdom

Subpart B—Management of Re-
stricted Data (RD), Formerly
Restricted Data (FRD), and
Transclassified Foreign Nu-
clear Information (TFNI) Clas-
sification Programs

§1045.40 Is there an official in each
agency with access to RD, FRD, or
TFNI who manages the agency’s
RD, FRD, or TFNI program to en-
sure the requirements in this part
are met?

Yes. The head of each agency with
access to RD, FRD, or TFNI:

(a) Must appoint at least one Federal
official to serve as an RDMO who en-
sures the proper implementation of
this part within his or her agency and
serves as the primary point of contact
for coordination with the Director, Of-
fice of Classification, for classification
and declassification issues involving
RD, FRD, and TFNI. Within DoD, a
minimum of at least one RDMO must
be appointed in each military depart-
ment.

(b) May appoint or authorize the
RDMO to appoint one or more Asso-
ciate RDMOs if there is more than one
organization that has access to RD,
FRD, or TFNI. In such cases, the
RDMO is the lead official and the pri-
mary point of contact with the Direc-
tor, Office of Classification.

(c) Must ensure contact information
for each RDMO and ARDMO is sent to
the Director, Office of Classification,
within 30 days of the appointment.
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§1045.45 What are the responsibilities
of DOE officials and personnel, and
the officials and personnel of other
agencies, under this part?

(a) The Secretary or Deputy Sec-
retary of Energy must determine in
writing whether information privately
generated by persons in the United
States but not under a Government
contract is classified as RD. This re-
sponsibility cannot be delegated.

(b) The Director, Office of Environ-
ment, Health, Safety and Security:

(1) Determines if RD and TFNI may
be published without undue risk to the
common defense and security and de-
classified;

(2) Jointly with DoD, determines
which information in the RD category
relating primarily to the military uti-
lization of nuclear weapons may be
transclassified to the FRD category;

(3) Jointly with DoD, determines
which information in the FRD cat-
egory may be removed from that cat-
egory and returned to the RD category
and notifies all appropriate agencies as
necessary of the change;

(4) Jointly with DoD, declassifies
FRD and RD relating primarily to the
military utilization of nuclear weapons
that may be published without undue
risk to the common defense and secu-
rity;

(5) Jointly with the DNI, determines
which information in the RD category
concerning nuclear energy programs of
foreign governments may be
transclassified to the TFNI category to
carry out the provisions of the Na-
tional Security Act of 1947, as amend-
ed;

(6) Jointly with the DNI, determines
which information in the TFNI cat-
egory may be removed from that cat-
egory and returned to the RD category
and notifies all appropriate agencies as
necessary of the change;

(7) Considers declassification pro-
posals received from the public or
other agencies or their contractors
concerning RD, FRD, and TFNI, and
coordinates responses with the appro-
priate agencies;

(8) Makes the final appeal determina-
tion concerning the denial of any RD,
FRD, or TFNI contained in matter re-
quested under statute or Executive
Order; and

§1045.45

(9) Makes the final appeal determina-
tion for any formal classification chal-
lenges for RD, DOE FRD, and TFNI.

(c) The Director, Office of Classifica-
tion:

(1) Issues the Government-wide re-
quirements for the classification and
declassification of RD, FRD, and TFNI
in accordance with the AEA and this
part;

(2) Grants exemptions and equiva-
lencies to provisions of this part;

(3) Develops and interprets policies to
implement RD, FRD, and TFNI classi-
fication programs in coordination with
DoD for FRD, as appropriate;

(4) Determines whether nuclear-re-
lated information is RD;

(5) Determines if new information in
a previously declassified subject area
warrants classification as RD based on
the criteria in §1045.70, except where
the information has been widely dis-
seminated in the open literature;

(6) Assigns a classification level to
RD and TFNI, and, jointly with DoD,
to FRD, that reflects the sensitivity of
the information to the national secu-
rity;

(7) Serves as the Denying Official for
RD, DOE FRD, and TFNI portions of
records requested under statute or Ex-
ecutive Order;

(8) Establishes a system for proc-
essing, tracking, and recording formal
classification challenges and declas-
sification proposals made by persons
with access to RD, FRD, and TFNI;

(9) Considers challenges to RD, FRD,
and TFNI, coordinates challenges with
other agencies, as appropriate, and
makes the initial determination per-
taining to the challenge of a classifica-
tion determination concerning RD,
DOE FRD, or TFNI;

(10) Delegates the authority to de-
classify matter containing RD, FRD, or
TFNI to qualified individuals in other
Government agencies;

(11) Develops and distributes classi-
fication guides to promulgate classi-
fication and declassification deter-
minations for RD, FRD, and TFNI, and
jointly develops classification guides
and TFNI guidelines with DoD, the Nu-
clear Regulatory Commission (NRC),
the National Aeronautics and Space
Administration, and other agencies in
the RD, FRD, or TFNI categories or
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subject areas for which DOE and the
agencies share responsibility;

(12) Reviews classification guides
that contain RD and jointly reviews
classification guides that contain FRD
topics with the appropriate DoD au-
thority (as specified in DoD Instruction
5210.02 or successor instructions) that
are developed by other agencies;

(13) Reviews TFNI guidelines and
classification guides containing TFNI
topics developed by other agencies;

(14) Assists agencies with the imple-
mentation of RD, FRD, and TFNI clas-
sification programs to comply with
this part;

(15) In consultation with the agency
RDMO, determines when to conduct
on-site reviews of agency programs es-
tablished under this part to evaluate
the agency’s implementation of the re-
quirements;

(16) Coordinates on-site reviews of
the Intelligence Community (IC) with
the DNI;

(17) Reviews agency
policies;

(18) Develops training materials re-
lated to implementing this part and
provides these materials to RDMOs and
other appropriate persons;

(19) Reviews any RD-, FRD-, or TFNI-
related training material submitted by
other agencies to ensure consistency
with current policies;

(20) Periodically hosts a meeting of
RDMOs to disseminate information or
address issues; and

(21) Responds to questions and con-
siders comments received from any
person, including the public, con-
cerning RD, FRD, and TFNI classifica-
tion and declassification policies and
procedures.

(d) DoD jointly with DOE:

(1) Determines which information in
the RD category relating primarily to
the military utilization of nuclear
weapons may be transclassified to the
FRD category;

(2) Determines which information in
the FRD category may be removed
from that category and returned to the
RD category;

(3) Assigns a classification level to
FRD that reflects the sensitivity of the
information to the national security;

(4) Prepares classification guides for
FRD; and

implementing
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(5) Declassifies FRD and RD relating
primarily to the military utilization of
nuclear weapons that may be published
without undue risk to the common de-
fense and security.

(6) Considers challenges to FRD, and
coordinates challenges with other
agencies, as appropriate.

(e) The DNI jointly with DOE:

(1) Determines which information in
the RD category concerning nuclear
energy programs of foreign govern-
ments may be transclassified to the
TFNI category to carry out the provi-
sions of the National Security Act of
1947, as amended;

(2) Determines which information in
the TFNI category may be removed
from that category and returned to the
RD category; and

(3) Coordinates IC Directives (ICD)
and IC Policy Guidance (ICPG) con-
cerning RD, FRD, and TFNI to ensure
policies are consistent;

(f) NRC:

(1) Jointly with DOE, develops classi-
fication guides for programs over
which both agencies have cognizance;
and

(2) Ensures the review and proper
classification of matter containing RD
by RD Derivative Classifiers that is
generated by NRC or by its licensed or
regulated facilities and activities.

(g) Heads of Agencies with access to
RD, FRD, or TFNI:

(1) Ensure that matter containing
RD, FRD, and TFNI is reviewed by a
person with appropriate authority and
properly classified.

(2) Must appoint at least one RDMO
to manage the implementation of this
part within the agency;

(3) Ensure implementing directives
for this part are developed, submitted
to DOE for review prior to issuance, to
ensure consistency with this part, and
promulgated;

(4) Should periodically review hold-
ings containing RD, FRD, or TFNI that
are likely to have a high degree of pub-
lic interest and a likelihood of declas-
sification. If any matter containing
RD, FRD, or TFNI is identified for de-
classification, ensure coordination for
the declassification of matter marked
as RD, FRD, or TFNI with DOE or
DoD, as appropriate;
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(5) Develop and promulgate proce-
dures for persons with access to RD or
FRD to submit classification chal-
lenges and declassification proposals
for guide topics that are RD or FRD or
for matter containing RD or FRD. If
the agency possesses TFNI, develops
and promulgates procedures for persons
with access to TFNI to submit classi-
fication challenges and declassification
proposals for guide topics that are
TFNI or matter containing TFNI;

(6) Ensure joint classification guides
for programs over which DOE and the
agency have cognizance are developed;

(7) Ensure that any classification
guides the agency develops or revises
that contain RD or FRD, topics are co-
ordinated with the Director, Office of
Classification prior to issuance, to en-
sure consistency with DOE and DoD
guidance;

(8) Ensure that any TFNI guidelines
or classification guides containing
TFNI topics the agency develops or re-
vises are reviewed by the Director, Of-
fice of Classification, prior to issuance
for consistency with policies developed
by DOE and current transclassification
agreements;

(9) Ensure that agency classification
guides containing RD, FRD, or TFNI
topics are reviewed for consistency
with current DOE classification guides
at least once every b5 years and that ap-
propriate revisions are made, if nec-
essary;

(10) Ensure that NSI records of per-
manent historical value are reviewed
as required under the ‘‘Special Histor-
ical Records Review Plan (Supple-
ment)”’ established under Public Law
105-261 and 106-65 or subsequent stat-
utes;

(11) Ensure that each RDMO and Fed-
eral RD Derivative Classifier whose du-
ties involve the classification of a sig-
nificant amount of matter containing
RD or FRD have his or her personnel
performance evaluated with respect to
such classification activities; and

(12) Ensure that contracting officers
are notified of any contracts that have
access to or generate matter con-
taining RD, FRD, or TFNI, and that
the requirements of this part are incor-
porated into those contracts.

(13) Ensure DOE classification guides,
classification bulletins and matter con-
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taining DOE classification guide topics
that is not itself classified is safe-
guarded and its dissemination is lim-
ited to persons with a need to know.

(h) Agency RDMOs:

(1) Ensure that procedures for train-
ing and designating ARDMOs and RD
Derivative Classifiers within the agen-
cy are established;

(2) Ensure that persons with access to
RD, FRD, and TFNI are trained in ac-
cordance with §1045.120;

(3) Ensure that RD Derivative Classi-
fiers are designated and trained in ac-
cordance with §§1045.115 and 1045.120,
respectively;

(4) Ensure that persons who deriva-
tively classify matter containing TFNI
are trained in accordance with
§1045.120;

(5) Ensure that RD Derivative Classi-
fiers and persons who derivatively clas-
sify TFNI have access to any classifica-
tion guides needed;

(6) Ensure that a periodic review of a
sample of the agency’s RD, FRD, and
TFNI derivative classification deter-
minations is conducted that evaluates
that each determination was made by
appropriately trained and (when re-
quired) designated employees acting
within his or her authority, that the
determination is accurate, and that the
markings are applied correctly;

(7) In consultation with the Director,
Office of Classification determine when
to conduct on-site reviews of their
agency program established under this
part to evaluate the agency’s imple-
mentation of the requirements; and

(8) Cooperate with and provide infor-
mation as necessary to the Director,
Office of Classification, to fulfill their
responsibilities under this part.

(i) RD Derivative Classifiers:

(1) Must receive training prescribed
by §1045.120;

(2) Must use approved DOE or joint
classification guides, in the subject
areas in which they have pro-
grammatic expertise, or an applicable
portion-marked source document as
the basis for derivative decisions to
classify or upgrade matter containing
RD or FRD; and

(3) Must use DOE classification
guides and bulletins, joint DOE-agency
classification guides, or agency classi-
fication guides containing RD or FRD
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topics that have been coordinated with
DOE as the basis to downgrade the
level of matter containing RD or FRD.
Source documents must not be used as
a basis to downgrade matter con-
taining RD or FRD;

(4) Must not downgrade the category
of matter containing RD, FRD, or
TFNI (e.g., RD to NSI, FRD to NSI),
unless granted this authority by DOE
for RD or TFNI or by DOE or DoD for
FRD;

(5) Must not declassify matter con-
taining RD, FRD, or TFNI unless dele-
gated this authority by DOE for RD or
TFNI, or by DOE or DoD for FRD; and

(6) Can remove the RD, FRD, and
TFNI portions from a portion-marked
source document in accordance with
§1045.150.

(j) Persons who derivatively classify
matter containing TFNI:

(1) Must receive training prescribed
by §1045.120;

(2) Must use approved TFNI guide-
lines, DOE or joint classification
guides in the subject areas in which
they have programmatic expertise, or
an applicable portion-marked source
document as the basis for derivative
decisions to classify or upgrade matter
containing TFNI; and

(3) Must not declassify or downgrade
the category of matter containing
TFNI unless delegated this authority
by DOE.

(k) Persons with access to RD, FRD,
or TFNI:

(1) Must be trained in accordance
with §1045.120;

(2) Must submit matter that poten-
tially contains RD, FRD, or TFNI to a
person with the appropriate authority
for review in accordance with §1045.125;

(3) Must submit matter that poten-
tially contains RD, FRD, or TFNI to a
person with the appropriate authority
for declassification or public release.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.50 [Reserved]
§1045.55 When are RD, FRD, and TFNI
considered for declassification?

RD, FRD, and TFNI information and
matter are considered for declassifica-
tion during several processes.
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(a) DOE reviews all classification
guides containing RD, FRD, or TFNI
topics at least once every 5 years to de-
termine if information identified as
RD, FRD, or TFNI still meets the cri-
teria for classification under §1045.70. If
RD, FRD, and TFNI information con-
tained in a classification guide does
not meet the standards for classifica-
tion, the information is declassified.

(b) TFNI is no longer TFNI when
comparable U.S. RD is declassified.

(c) Agencies with holdings containing
RD, FRD, or TFNI should periodically
review holdings that are likely to have
a high degree of public interest and a
likelihood of declassification. If any
matter containing RD, FRD, or TFNI is
identified for declassification, agencies
must coordinate the declassification of
matter marked as RD, FRD, or TFNI
with DOE or DoD, as appropriate.

(d) RD, FRD, or TFNI information or
matter containing RD, FRD, or TFNI
in particular areas of public interest
may be considered for declassification
if sufficient interest is demonstrated.
Proposals for the systematic review of
given collections or subject areas must
be addressed to the Director, Office of
Classification, EHSS-60/Germantown
Building, U.S. Department of Energy,
1000 Independence Avenue SW, Wash-
ington, DC 20585.

(e) During the FOIA and MDR re-
quest process, agencies must refer any
responsive matter that is marked as or
potentially contains RD, FRD, or TFNI
to DOE or DoD, as provided under Sub-
part F. During this process, the infor-
mation may be reviewed to determine
it still meets the standards for classi-
fication.

(f) The public and persons with access
to RD, FRD, or TFNI may submit a de-
classification proposal for RD, FRD, or
TFNI under §1045.105.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.60 Does an unauthorized public
release of RD, FRD, or TFNI result
in its declassification?

The unauthorized disclosure of RD,
FRD, or TFNI does not automatically
result in its declassification. However,
if a disclosure is sufficiently authori-
tative or credible, the Director, Office
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of Environment, Health, Safety and Se-
curity will examine the possibility of
declassifying the information.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.65 What are the responsibilities
of a person with access to RD, FRD,
or TFNI, if they see information in
the open literature that they think
is RD, FRD, or TFNI?

(a) A person with access to RD, FRD,
or TFNI, must not confirm or expand
upon the classification status or tech-
nical accuracy of information in the
open literature that is RD, FRD, or
TFNI or suspected to be RD, FRD, or
TFNI. Commenting on such informa-
tion can cause greater damage to na-
tional security by confirming its loca-
tion, classified nature, or technical ac-
curacy.

(b) Because the open literature may
contain information that is still classi-
fied as RD, FRD, or TFNI, a person who
has access to RD, FRD, or TFNI who
incorporates information from the
open literature that is potentially clas-
sified as RD, FRD, or TFNI into matter
must ensure the matter is reviewed as
required under §1045.125 to ensure the
information incorporated is not classi-
fied.

Subpart C—Determining if
Information is RD, FRD, or TFNI

§1045.70 How is information initially
determined to be RD?

(a) For new information to be classi-
fied as RD it must fall under the defini-
tion of RD that states such informa-
tion concerns: The design, manufac-
ture, or utilization of nuclear weapons;
the production of special nuclear mate-
rial; or the use of special nuclear mate-
rial in the production of energy, and
the unauthorized release of the infor-
mation must reasonably be expected to
cause undue risk to the common de-
fense and security.

(b) This initial determination is
made by the Director, Office of Classi-
fication after:

(1) Ensuring the information is not
prohibited from being classified under
§1045.75;

(2) Considering whether the informa-
tion falls within the classification or

§1045.75

declassification
§1045.80; and

(3) Evaluating the criteria in this
paragraph.

(i) Whether the information is so
widely known or readily apparent to
knowledgeable observers that its clas-
sification would cast doubt on the
credibility of classification programs;

(ii) Whether publication of the infor-
mation would assist in the develop-
ment of countermeasures or otherwise
jeopardize any U.S. weapon or weapon
system;

(iii) Whether the information would
hinder U.S. nonproliferation efforts by
significantly assisting potential adver-
saries to develop or improve a nuclear
weapon capability, produce nuclear
weapons materials, or make other mili-
tary use of nuclear energy;

(iv) Whether information would as-
sist terrorists to develop a nuclear
weapon, produce nuclear materials, or
use special nuclear material in a ter-
rorist attack;

(v) Whether publication of the infor-
mation would have a detrimental effect
on U.S. foreign relations;

(vi) Whether publication of the infor-
mation would benefit the public wel-
fare, taking into account the impor-
tance of the information to public dis-
cussion and education and potential
contribution to economic growth; and

(vii) Whether publication of the in-
formation would benefit the operation
of any Government program by reduc-
ing operating costs or improving public
acceptance.

(¢) In consideration of the analysis of
the criteria of this section, if there is
significant doubt about the need to
classify the information, then the Di-
rector cannot make an initial deter-
mination to classify the information.

§1045.75 Are there prohibitions
against information being classi-
fied, remaining classified, or pre-
vented from being declassified as
RD, FRD, or TFNI?

(a) Yes. Information must not be
classified or remain classified as RD,
FRD, or TFNI to accomplish the pur-
poses described in paragraphs (b)
through (g) of this section. Persons
must also not prevent information
from being declassified as RD, FRD, or
TFNI for the purposes described in

presumptions in
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paragraphs (b) through (g) of this sec-
tion.

(b) Conceal violations of law, ineffi-
ciency, or administrative error;

(c) Prevent embarrassment to a per-
son, organization, or agency;

(d) Restrain competition;

(e) Prevent or delay the release of in-
formation that does not require protec-
tion for the national security or non-
proliferation reasons;

(f) Unduly restrict dissemination by
assigning an improper classification
level; or

(g) Prevent or delay the release of in-
formation bearing solely on the phys-
ical environment or public or worker
health and safety.

§1045.80 What are the classification
and declassification presumptions?

(a) The Director, Office of Classifica-
tion and the Director, Office of Envi-
ronment, Health, Safety and Security
consider the presumptions in para-
graph (b)(1) of this section before ap-
plying the criteria in §1045.70. These
presumptions concern information in
certain but not all nuclear-related
areas that may generally be presumed
to be RD or are generally unclassified.
The term ‘‘generally’” here means that
as a rule, but not necessarily in every
case, the information in the identified
area is presumed classified or not clas-
sified as indicated. Inclusion of specific
existing information in one of the pre-
sumption categories does not mean
that new information in a category is
or is not classified, but only that argu-
ments to differ from the presumed clas-
sification status of the information
should use the appropriate presump-
tion as a starting point.

(b) Information in the following areas
is presumed to be RD:

(1) Detailed designs, specifications,
and functional descriptions of nuclear
explosives, whether in the active stock-
pile or retired;

(2) Material properties under condi-
tions achieved in nuclear explosions
that are principally useful only for de-
sign and analysis of nuclear weapons;

(3) Vulnerabilities of U.S. nuclear
weapons to sabotage, countermeasures,
or unauthorized use;

(4) Nuclear weapons logistics and
operational performance information
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(e.g., specific weapon deployments,
yields, capabilities) related to military
utilization of those weapons required
by DoD;

(5) Details of the critical steps or
components in nuclear material pro-
duction processes; and

(6) Features of military nuclear reac-
tors, especially naval nuclear propul-
sion reactors, that are not common to
or required for civilian power reactors.

(c) Information in the following areas
is presumed to be unclassified:

(1) Basic science: Mathematics,
chemistry, theoretical and experi-
mental physics, engineering, materials
science, biology, and medicine;

(2) Magnetic confinement
technology;

(3) Civilian power reactors, including
nuclear fuel cycle information but ex-
cluding technologies for uranium en-
richment;

(4) Source materials (defined as ura-
nium and thorium and ores containing
them);

(5) Fact of use of safety features (e.g.,
insensitive high explosives, fire resist-
ant pits) to lower the risks and reduce
the consequences of nuclear weapon ac-
cidents;

(6) Generic nuclear weapons effects;

(7) Physical and chemical properties
of uranium and plutonium, most of
their alloys and compounds, under
standard temperature and pressure
conditions;

(8) Nuclear fuel reprocessing tech-
nology and reactor products not reveal-
ing classified production rates or in-
ventories;

(9) The fact, time, location, and yield
range (e.g., ‘‘less than 20 kilotons” or
¢“20-150 kilotons’’) of U.S. nuclear tests;

(10) General descriptions of nuclear
material production processes and the-
ory of operation;

(11) DOE special nuclear material ag-
gregate inventories and production
rates not revealing the size of or de-
tails concerning the nuclear weapons
stockpile;

(12) Types of waste products resulting
from all DOE weapon and material pro-
duction operations;

(13) Any information solely relating
to the public and worker health and
safety or to environmental quality; and

fusion
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(14) The simple association or simple
presence of any material (i.e., element,
compound, isotope, alloy, etc.) at a
specified DOE site.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 82238, Nov. 24, 2023]

§1045.85 How is information deter-
mined to be FRD or TFNI and can
FRD or TFNI be returned to the RD
category?

(a) To be eligible to become FRD or
TFNI, information must first be classi-
fied as RD in accordance with the AEA
and this part. FRD and TFNI are re-
moved from and may be returned to
the RD category under section 142 of
the AEA. The process by which infor-
mation is removed from the RD cat-
egory and placed into the FRD or TFNI
category or returned to the RD cat-
egory is called transclassification and
involves the following decisions:

[@)) For information to be
transclassified from RD to the FRD
category, the Director, Office of Envi-
ronment, Health, Safety and Security
and the appropriate official within DoD
(as specified in DoD Instruction 5210.02
or subsequent instructions) must joint-
ly determine that the information re-
lates primarily to the military utiliza-
tion of nuclear weapons and can be ade-
quately protected in a manner similar
to NSI.

2) For information to be
transclassified from RD to the TFNI
category, the Director, Office of Envi-
ronment, Health, Safety and Security
and the DNI must jointly determine
that information concerning a foreign
nuclear energy program that falls
under the RD definition must be re-
moved from the RD category in order
to carry out the provisions of the Na-
tional Security Act of 1947, as amend-
ed, and can be adequately protected in
a manner similar to NSI.

(b) The process to return FRD and
TFNI to the RD category is as follows:

(1) FRD may be returned to the RD
category if the DOE and DoD jointly
determine that the programmatic re-
quirements that caused the informa-
tion to be removed from the RD cat-
egory no longer apply, the information
would be more appropriately protected
as RD and returning the information to
the RD category is in the interest of

§1045.95

national security. DOE jointly with
DoD must notify all appropriate agen-
cies of the change.

(2) TFNI may be returned to the RD
category if the DOE and the DNI joint-
ly determine that the programmatic
requirements that caused the informa-
tion to be removed from the RD cat-
egory no longer apply, the information
would be more appropriately protected
as RD and returning the information to
the RD category is in the interest of
national security. DOE jointly with the
DNI must notify all appropriate agen-
cies of the change.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.90 Can information generated
by private entities that is not
owned by, produced by, or con-
trolled by the U.S. Government be
classified as RD?

Yes. Under the AEA, DOE may clas-
sify information that is privately gen-
erated (e.g., not under a Government
contract) as RD. This may only be done
in writing by the Secretary or Deputy
Secretary. This responsibility cannot
be delegated. Once such a determina-
tion is made, DOE must notify the pub-
lic through the FEDERAL REGISTER.
This notice is not required to reveal
any details about the determination
and must protect the national security
as well as the interests of the private
party.

§1045.95 What are the criteria used to
assign levels to RD, FRD, or TFNI?

(a) When the Director, Office of Clas-
sification, makes the initial deter-
mination that information is RD, he or
she determines the appropriate level of
the information based on the damage
that would occur if there was an unau-
thorized disclosure of the information.
The Director, Office of Classification,
also determines the level for TFNI,
and, jointly with the appropriate DoD
official (as specified in DoD Instruction
5210.02 or successor instructions) deter-
mines the level for FRD information.

(b) The three classification levels of
RD, FRD, and TFNI are:

(1) Top Secret. Top Secret is applied
to information that is vital to the na-
tional security the unauthorized dis-
closure of which could reasonably be
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expected to cause exceptionally grave
damage to the national security that
the appropriate official is able to iden-
tify or describe.

(2) Secret. Secret is applied to infor-
mation, the unauthorized disclosure of
which could reasonably be expected to
cause serious damage to the national
security that the appropriate official is
able to identify or describe.

(3) Confidential. Confidential is ap-
plied to information, the unauthorized
disclosure of which could reasonably be
expected to cause undue risk to the
common defense and security that the
appropriate official is able to identify
or describe.

§1045.100 How are RD, FRD, and TFNI
declassified?

(a) This section addresses the declas-
sification of information, not deriva-
tively classified matter. See Subpart D
for requirements for the declassifica-
tion of matter containing RD, FRD, or
TFNI.

(b) RD and TFNI are declassified by
the Director, Office of Environment,
Health, Safety and Security by evalu-
ating the criteria in §1045.70. FRD re-
quires the evaluation of the same cri-
teria and a joint decision by the Direc-
tor, Office of Environment, Health,
Safety and Security and the appro-
priate DoD official (as specified in DoD
Instruction 5210.02 or subsequent in-
structions).

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41294, June 26, 2023]

§1045.105 What is the method to re-
quest the declassification of RD,
FRD or TFNI?

(a) If a person believes RD, FRD, or
TFNI should not be classified, he or she
may submit a declassification pro-
posal. Proposals must be submitted in
writing and must include a description
of the information concerned and may
include a reason for the request. If sub-
mitted by a person with access to RD,
FRD, or TFNI, the request must be
submitted through secure means. The
proposal is processed as follows:

(b) The Director, Office of Environ-
ment, Health, Safety and Security con-
siders declassification proposals from
the public and Government agencies
and their contractors for the declas-
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sification of RD, FRD, and TFNI on an
ongoing basis. For FRD, the Director,
Office of Classification, will coordinate
the declassification proposal with the
appropriate DoD official (as specified
in DoD Instruction 5210.02 or subse-
quent instructions).

(c) Declassification proposals may be
sent to the Director, Office of Environ-
ment, Health, Safety and Security,
EHSS-1/Forrestal Building, U.S. De-
partment of Energy, 1000 Independence
Avenue SW, Washington, DC 20585. For
FRD, the proposal may be sent to the
Director, Office of Classification, or
the appropriate DoD official (as speci-
fied in DoD Instruction 5210.02 or sub-
sequent instructions). DOE and DoD
must coordinate with one another con-
cerning declassification proposals for
FRD.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41295, June 26, 2023]

§1045.110 How are challenges to the
classification and declassification
of RD, FRD, or TFNI submitted and
processed?

(a) Any person with access to RD,
FRD, or TFNI who believes that RD,
FRD, or TFNI is improperly classified
is encouraged and expected to chal-
lenge the classification. The challenge
may be to information RD, FRD, or
TFNI (e.g., a guide topic) or the classi-
fication status of matter containing
RD, FRD, or TFNI.

(b) Challenges are submitted in ac-
cordance with agency procedures.

(c) Bach agency must establish proce-
dures for a person to challenge the
classification status of RD, FRD, or
TFNI if they believe that the classi-
fication status is improper. These pro-
cedures must:

(1) Advise the person of their right to
submit a challenge directly to the Di-
rector, Office of Classification, EHSS-
60/Germantown Building, U.S. Depart-
ment of Energy, 1000 Independence Av-
enue SW, Washington, DC 20585, at any
time.

(2) Ensure that under mno cir-
cumstances is an employee subject to
retribution for challenging the classi-
fication status of RD, FRD, or TFNI;

(3) Require the agency that initially
receives the challenge to provide an
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initial response within 60 days to the
person submitting the challenge.

(4) Require the agency to advise the
person of their appeal rights. If the em-
ployee is not satisfied with the agency
response or the agency has not re-
sponded to the challenge within 180
days, the challenge involving RD, FRD,
or TFNI may be appealed to the Direc-
tor, Office of Classification.

(i) In the case of FRD and RD related
primarily to the military utilization of
nuclear weapons, the Director, Office of
Classification, coordinates with the ap-
propriate DoD official (as specified in
DoD Instruction 5210.02 or subsequent
instructions).

(ii) In the case of TFNI, the Director,
Office of Classification, coordinates
with DNI.

(5) If the response to the initial ap-
peal and its justification for classifica-
tion does not satisfy the person mak-
ing the challenge, a further appeal may
be made to the Director, Office of Envi-
ronment, Health, Safety and Security,
EHSS-1/Forrestal Building, U.S. De-
partment of Energy, 1000 Independence
Avenue SW, Washington, DC 20585.

(d) Agency responses to RD or TFNI
challenges are limited to interpreting
the application of guidance to deriva-
tively classify matter. Except for DoD,
agency responses to FRD are limited to
interpreting the application of guid-
ance to derivatively classify matter.
An agency may coordinate challenges
regarding interpreting guidance for RD
or TFNI with DOE, and may coordinate
challenges regarding interpreting guid-
ance for FRD with DOE or DoD.

(e) Agencies must forward challenges
that require decisions other than inter-
preting the application of guidance
(e.g., challenges to guide topics) to the
Director, Office of Classification.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41295, June 26, 2023]

Subpart D—Classifying and De-
classifying Matter Containing
RD, FRD, or TFNI

§1045.115 Who is authorized to deriva-
tively classify matter that contains
RD, FRD, or TFNI?

(a) Specific authority and/or training
is required to derivatively classify
matter containing RD, FRD, or TFNI.

§1045.120

These derivative classification deci-
sions must be based on a classification
guide, a classification bulletin, or a
portion-marked source document and
must only be made in the RD Deriva-
tive Classifier’s subject areas of exper-
tise. In cases where guidance does not
exist, for RD the Director, Office of
Classification must make an initial de-
termination that information is RD or
that the matter contains RD, and for
FRD DOE and DoD must jointly deter-
mine that the information is FRD or
the matter contains FRD. No other
agency or agency personnel has the au-
thority to make an initial determina-
tion regarding RD or FRD. See
§1045.135 for the process for requesting
a determination in cases where guid-
ance does not exist.

(b) Each person who derivatively
classifies matter containing RD or
FRD must be an RD Derivative Classi-
fier.

(c) Except for DoD military and DoD
Federal civilian employees, each RD
Derivative Classifier must be des-
ignated by name or position in writing
in accordance with agency procedures.

(d) An agency contractor employee
may be an RD Derivative Classifier. All
contractor employees, including DoD
contractors, must be designated by
name or position as such in writing in
accordance with agency procedures.

(e) Once a person is an RD Derivative
Classifier for an agency, he or she may
classify matter containing RD or FRD
in those subject areas in which they
have programmatic expertise for any
agency, provided the other agency or
agencies accept the existing authority.

(f) No specific designation as an RD
Derivative Classifier is required to
classify matter containing TFNI. Any
person who has received training re-
quired by §1045.120 may classify matter
containing TFNI.

§1045.120 What training is required
for persons who have access to or
who derivatively classify matter
containing RD, FRD, or TFNI?

(a) Prior to being authorized access
to RD and FRD, a person must receive
training that explains:

(1) What information is potentially
RD and FRD;
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(2) Matter that potentially contains
RD or FRD must be reviewed by an RD
Derivative Classifier to determine
whether it contains RD or FRD;

(3) DOE must review matter that po-
tentially contains RD or TFNI for pub-
lic release and DOE or DoD must re-
view matter that potentially contains
FRD for public release;

(4) RD Derivative Classification au-
thority is required to classify or up-
grade matter containing RD or FRD, or
to downgrade the level of matter con-
taining RD or FRD;

(5) Only a person trained in accord-
ance with this section, may classify
matter containing TFNI;

(6) Matter containing RD, FRD, and
TFNI is not automatically declassified
and only DOE authorized persons may
downgrade the category or declassify
matter marked as containing RD; only
DOE or DoD authorized persons may
downgrade the category or declassify
matter marked as containing FRD;

(7) How to submit a challenge if they
believe RD, FRD, or TFNI information
(e.g., a guide topic) or matter con-
taining RD, FRD, or TFNI is not prop-
erly classified; and

(8) Access requirements for matter
marked as containing RD or FRD.

(b) Each person with access to RD
and FRD must also receive periodic re-
fresher briefings covering these same
topics.

(¢) In addition to the training in
paragraph (a) of this section, prior to
derivatively classifying matter con-
taining RD, or FRD and every 2 years
thereafter, each RD Derivative Classi-
fier must also receive training that ex-
plains:

(1) The use of classification guides,
classification bulletins, and portion-
marked source documents to classify
matter containing RD and FRD;

(2) What to do if applicable classifica-
tion guidance is not available;

(3) Limitations on an RD Derivative
Classifier’s authority to remove RD or
FRD portions from matter; and

(4) Marking requirements for matter
containing RD and FRD.

(d) Prior to having access to TFNI,
and periodically thereafter, each per-
son must receive the following training
(which may be combined with the
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training required for access to RD or
FRD):

(1) What information is potentially
TFNI;

(2) Only a person with appropriate
training may determine if matter con-
tains TFNI;

(3) Marking requirements for matter
containing TFNI;

(4) Matter containing TFNI is not
automatically declassified and only
DOE authorized persons may down-
grade the category or declassify matter
marked as containing TFNI; and

(5) How to submit a challenge if they
believe TFNI information (e.g., a guide
topic) or matter containing TFNI is
not properly classified.

(e) In addition to the training in
§1045.120(d), ©prior to derivatively
classifying matter containing TFNI
and every 2 years thereafter, each per-
son who derivatively classifies matter
containing TFNI must also receive
training that explains:

(1) The markings applied to matter
containing TFNI;

(2) Limitations on their authority to
remove TFNI portions from matter;

(3) Only DOE authorized persons may
determine that classified matter no
longer contains TFNI;

(4) Only DOE authorized persons may
declassify matter marked as con-
taining TFNI; and

(5) DOE must review matter that po-
tentially contains TFNI for public re-
lease.

§1045.125 What is the process for re-
viewing and derivatively classifying
matter that potentially contains
RD, FRD, or TFNI?

(a) Protecting and marking matter that
potentially contains RD, FRD, or TFNI
prior to review. Prior to the review of
matter to determine if it contains RD,
FRD, or TFNI, the matter must be pro-
tected at the overall potential highest
level and category and marked as a
working paper in accordance with
§1045.140.

(b) Matter that potentially contains RD,
FRD, or TFNI that is intended for public
release. Any person who generates or
possesses matter that potentially con-
tains RD, FRD, or TFNI that is in-
tended for public release must ensure
that it is reviewed by the Director, Of-
fice of Classification, or a DOE official
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granted the authority by delegation,
regulation, or DOE directive, prior to
release. FRD may also be reviewed by
the appropriate DoD official as speci-
fied in DoD Instruction 5210.02 or sub-
sequent instructions.

(¢c) Matter that potentially contains RD
or FRD information that is not intended
for public release. Matter that poten-
tially contains RD or FRD that is not
intended for public release must be re-
viewed by an RD Derivative Classifier.

(d) Matter that potentially contains
TFNI that is not intended for public re-
lease. Matter that potentially contains
TFNI that is not intended for public re-
lease must be reviewed by a person who
has been trained in accordance with
§1045.120(e).

(e) Matter that incorporates informa-
tion from the open literature that poten-
tially contains RD, FRD, or TFNI. Be-
cause the open literature may contain
information that is still classified as
RD, FRD, or TFNI, matter that incor-
porates information from the open lit-
erature that is potentially RD, FRD, or
TFNI must be reviewed as required
under this section.

(f) Matter being reviewed under E.O.
13526 or successor orders. If, when re-
viewing matter under the automatic or
systematic review provisions of E.O.
13526 or successor orders, the person
finds matter potentially contains RD,
FRD, or TFNI that it is not correctly
marked:

(1) An RD Classifier may review the
matter to determine if it contains RD
or FRD. If the matter is determined to
contain RD or FRD, the matter must
be appropriately marked and is exempt
from automatic declassification.

(2) A person trained to classify TFNI
may review the matter to determine if
it contains TFNI. If the matter is de-
termined to contain TFNI, the matter
must be appropriately marked and is
exempt from automatic declassifica-
tion.

(3) If an authorized person is unable
to make a determination for RD, FRD,
or TFNI, the matter must be referred
to DOE. Matter containing FRD may
also be referred to DoD. The matter
may not be automatically declassified
until DOE or DoD makes a determina-
tion as to its classification status.

§1045.130

§1045.130 How does an authorized
person derivatively classify matter
containing RD, FRD, or TFNI?

(a) Derivative classification of RD or
FRD. For RD or FRD, an RD Derivative
Classifier makes the derivative classi-
fication determination using:

(1) A DOE classification guide or bul-
letin, a joint DOE-agency classification
guide, an agency guide with RD/FRD
topics that is within his or her pro-
grammatic area of expertise; or

(2) An applicable portion-marked
source document.

(b) Derivative classification of TFNI.
For TFNI, a person who is trained to
derivatively classify matter containing
TFNI makes the determination using:

(1) Approved TFNI guidelines;

(2) A DOE classification guide or bul-
letin, a joint DOE-agency classification
guide, an agency guide with RD, FRD,
or TFNI topics within his or her pro-
grammatic area of expertise; or

(3) An applicable portion-marked
source document.

(c) Association and compilation. (1) RD,
FRD, or TFNI classification based on as-
sociation. If two or more different, un-
classified facts when combined in a
specific way result in a classified state-
ment, or if two or more different classi-
fied facts or unclassified and classified
facts when combined in a specific way
result in a higher classification level or
more restrictive category, then an RD
Derivative Classifier may classify or
upgrade the matter based on the asso-
ciation. If the matter is to be portion
marked, then each portion of the asso-
ciated information must be marked at
the level and category of the associa-
tion.

(2) RD, FRD, or TFNI classification
based on compilation. A large number of
often similar unclassified pieces of in-
formation or a large number of often
similar RD, FRD, or TFNI pieces of in-
formation by selection, arrangement,
or completeness in matter may add suf-
ficient value to merit classification or
to merit classification at a higher
level. If there is a classification guide
topic that applies to the compilation,
an RD Derivative Classifier may clas-
sify the information by compilation. In
the absence of a classification guide
topic that applies, for RD or TFNI, the
Director, Office of Classification, may
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make the determination to classify or
upgrade the matter based on compila-
tion. For FRD, the Director, Office of
Classification, or any appropriate DoD
official (as specified in DoD Instruction
5210.02 or subsequent instructions) may
classify or upgrade the matter based on
compilation. Matter that is classified
as RD, FRD, or TFNI based on compila-
tion is never portion marked.

(d) Use of a classified addendum. When
it is important to maximize the
amount of information available to the
public or to simplify matter handling
procedures, the RD, FRD, or TFNI
should be segregated into a classified
addendum.

§1045.135 Can a person make an RD,
FRD, or TFNI classification deter-
mination if applicable classification
guidance is not available?

(a) No. If an RD Derivative Classifier
or a person trained to classify matter
containing TFNI is unable to locate a
classification guide or classification
bulletin that applies to the nuclear-re-
lated information within his or her
programmatic expertise and does not
have an applicable portion-marked
source document to use for derivative
classification, then he or she must con-
tact the RDMO or an ARDMO for as-
sistance. The RDMO/ARDMO may be
aware of other classification guidance
that could apply to the information.

(b) If no guidance is identified, the
RDMO must forward the matter to the
Director, Office of Classification, for a
determination. Within 30 days, the Di-
rector, Office of Classification must:

(1) Determine whether the informa-
tion is already classified as RD, FRD,
or TFNI under current classification
guidance and, if so, provide such guid-
ance to the RDMO who forwarded the
matter.

(2) If the information is not already
classified as RD, FRD, or TFNI, the
procedures for initially classifying in-
formation as RD, FRD, or TFNI under
§1045.70 must be followed. The Direc-
tor, Office of Classification, must no-
tify the RDMO of the results of the ini-
tial classification determination with-
in 90 days of receiving the matter. Ini-
tial determinations must be incor-
porated into classified guides, as appro-
priate.
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(c) Pending a determination, the
matter under review must be protected
at a minimum as Secret RD, Secret
FRD, or Secret TFNI, as appropriate.

§1045.140 How is matter containing
RD, FRD, or TFNI marked?

(a) Matter determined to contain RD,
FRD, or TFNI. Matter determined to
contain RD, FRD, or TFNI must be
clearly marked to convey to the holder
of that matter that it contains such in-
formation.

(b) Marking matter containing RD,
FRD, or TFNI in the IC. Matter gen-
erated by/for the IC containing RD,
FRD, or TFNI must be marked in ac-
cordance with the requirements in this
part as described in ICD 710 or suc-
cessor directives, and the cor-
responding implementation directives
and policy guidance issued or approved
by the DNI concerning marking matter
containing RD, FRD, and TFNI.

(c) Working papers containing RD,
FRD, or TFNI. Prior to the determina-
tion that matter contains RD, FRD, or
TFNI, it must be marked and protected
as a working paper. Matter that has
not been reviewed that potentially con-
tains RD, FRD, or TFNI, or is expected
to be revised prior to the preparation
of a finished product that contains RD,
FRD, or TFNI, must be dated when cre-
ated or last changed, marked with the
highest potential level and category of
information (and caveats, when appli-
cable) on the bottom and top of each
page, and must be protected at the
highest potential level and category of
the information contained in the mat-
ter. The matter must also be marked
“Draft” or ‘“Working Paper’” on the
front cover. The RD/FRD admonish-
ment is not required. RD Derivative
Classifier authority is not required to
mark working papers containing RD or
FRD. However, working papers con-
taining RD or FRD must be reviewed
by an RD Derivative Classifier, and
working papers containing TFNI must
be reviewed by a person trained to
mark matter containing TFNI, and the
matter must be marked as a final docu-
ment when it is:

(1) Released outside the originating
activity;
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(2) Retained more than 180 days from
the date of origin or the date of the
last change; or

(3) Filed permanently.

(d) RD and FRD markings. An RD De-
rivative Classifier applies or authorizes
the application of the following mark-
ings on matter determined to contain
RD or FRD:

(1) Front page. The front page of mat-
ter containing RD or FRD must have
the page/banner markings at the top
and bottom, the RD or FRD admonish-
ment, subject/title marking, and the
classification authority block.

(1) Front page/banner markings. The
top and bottom of the front page must
clearly indicate the overall classifica-
tion level of the matter. The classifica-
tion category may also be included. No
other markings are required in the
page/banner marking.

(ii) Admonishments. (A) If the matter
contains RD or RD and FRD, use the
following admonishment:

RESTRICTED DATA

This document contains RE-
STRICTED DATA as defined in the
Atomic Energy Act of 1954, as amend-
ed. Unauthorized disclosure subject to
administrative and criminal sanctions.

(B) If the document contains FRD
and no RD, use the following admon-
ishment:

FORMERLY RESTRICTED DATA

Unauthorized disclosure subject to
administrative and criminal sanctions.
Handle as RESTRICTED DATA in for-
eign dissemination. Section 144b,
Atomic Energy Act of 1954, as amend-
ed.

(iii) Subject/title marking. The classi-
fication level and category of the text
of the subject or title (e.g., U, SRD,
CFRD, S/RD, C/FRD) must be marked
immediately preceding the text of the
subject or title.

(iv) Classification authority block. The
classification authority block for mat-
ter containing RD or FRD must iden-
tify the RD Derivative Classifier who
classified the matter and the classifica-
tion guidance used to classify the mat-
ter.

(A) Identity of the RD Derivative Clas-
sifier. The RD Derivative Classifier
must be identified by name and posi-

§1045.140

tion or title, and, if not otherwise evi-
dent, the agency and office of origin
must be identified. An RD Derivative
Classifier may also be identified by a
unique identifier. For example:

Classified By: Jane Doe, Nuclear Ana-
lyst, DOE, CTI-61

(B) Identity of classification guidance.
(I) If a classification guide is used to
classify the matter, the ‘‘Derived
From” line must include the short title
of the guide, the issue date of the
guide, the issuing agency and, when
available, office of origin. For example:

Derived From: CG-ABC-1, 10/16/2014,
DOE OC

(2) If a source document is used to
classify the matter, it must be identi-
fied, including the office of origin and
the date of the source document. If
more than one classification guide or
source document is used, the words
“Multiple Sources’” may be included.
In the case of multiple sources, a
source list identifying each guide or
source document must be included with
all copies of the matter.

(C) Declassification instructions. Mat-
ter containing RD or FRD are never
automatically declassified and must ei-
ther omit the ‘‘Declassify On’’ line, or
indicate that the matter is exempt
from automatic declassification (Not
Applicable or N/A for RD/FRD, as ap-
propriate).

(2) Interior page/banner marking. Each
interior page of matter containing RD
or FRD must be clearly marked at the
top and bottom with the overall classi-
fication level and category of the mat-
ter or the overall classification level
and category of the page, whichever is
preferred. The abbreviations “RD”’ and
“FRD” may be used in conjunction
with the matter classification (e.g.,
SECRET//RD, CONFIDENTIAL/FRD).

(3) Back cover or back page marking.
The outside of the back cover or back
page must be marked with the overall
level of information in the matter.

(4) Portion marking. Other than the
required subject/title marking, portion
marking is permitted, but not required,
for matter containing RD or FRD.
Each agency that generates matter
containing RD or FRD determines the
policy for portion marking matter gen-
erated within the agency. If matter
containing RD or FRD is portion
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marked, each portion containing RD or
FRD must be marked with the level
and category of the information in the
portion (e.g., SRD, CFRD, S/RD, C//
FRD).

(e) TFNI markings. If matter contains
RD or FRD commingled with TFNI, the
RD or FRD markings take precedence.
If matter contains TFNI and no RD or
FRD, a person who is trained to clas-
sify matter containing TFNI applies or
authorizes the application markings on
matter determined to contain TFNI in
accordance with 32 CFR part 2001.22, or
successor regulations, and with this
part.

(1) Front page. If the matter contains
TFNI and no RD or FRD, no admonish-
ment is required on the front page, but
the top and bottom of the front page
must be clearly marked with the over-
all classification level and the TFNI
label (e.g., SECRET//TFNI).

(2) Subject/title marking. The classi-
fication level and category of the sub-
ject or title must be marked imme-
diately preceding the text of the sub-
ject or title.

(3) Portion marking. Matter con-
taining TFNI and no RD or FRD must
be portion marked. Each portion con-
taining TFNI must be marked imme-
diately preceding the portion to which
it applies with the level and category
of the information in the portion (e.g.,
S//TFNI).

(4) Classification authority block. The
classifier and guidance used to classify
matter containing TFNI must be iden-
tified as described in
§1045.40(d)(1)(iv)(A) and (B). In addi-
tion, the ‘‘Declassify On’’ line must be
annotated with the statement: ‘“‘Not
Applicable [or N/A] to TFNI portions.”

(5) Interior pages. If the matter con-
tains TFNI and no RD or FRD, the top
and bottom of each interior page must
be clearly marked with the overall
classification level and the TFNI label
(e.g., SECRET//TFNI) or the overall
classification level for each page with
the TFNI label included on only those
pages that contain TFNI, whichever is
preferred.

(6) Back cover or back page marking. If
the matter contains TFNI and no RD
or FRD, the top and bottom of the out-
side of the back cover or back page
must be clearly marked with the over-
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all classification level of information
in the matter.

(f) Commingled matter—NSI. Matter
that contains a mixture of RD, FRD, or
TFNI and NSI, and is portion marked,
must also comply with the following:

(1) Declassification instructions. If the
matter is not portion marked, then no
declassification instructions are in-
cluded. If the matter is portion
marked, declassification instructions
for each portion must be included in a
source list. See this paragraph (f)(2)
and E.O. 13526 or successor orders for
instructions on annotating the source
list.

(2) Source list. The source list must
include declassification instructions
for all NSI sources used to classify the
NSI portions. The declassification in-
structions for sources that are used to
classify the RD, FRD, or TFNI portions
must state ‘“‘Not applicable [or N/A] to
RD/FRD/TFNI (as appropriate).”” The
source list must not appear on the
front page of the matter, unless the
matter is a single page. If the matter is
a single page, the source list may ap-
pear at the bottom of the page, and
must be clearly separate from the clas-
sification authority block.

(g) Commingled matter—CUI. (1) If
matter containing RD and/or FRD and
CUI is not portion marked, CUI mark-
ings are not required.

(2) Applicable CUI Decontrol instruc-
tions. (i) If the matter contains RD or
FRD and is not portion marked, then
CUI decontrol instructions must not be
included.

(ii) If the matter is portion marked
and decontrol instructions are applied,
the decontrol instructions for the CUI
portions must not be on the front page.
Where they appear, they must be clear-
ly labeled as decontrol instructions for
CUIL

(iii) If the matter contains TFNI, and
decontrol instructions are applied, the
decontrol instructions for the CUI por-
tions must not be on the front page.
Where they appear they must be clear-
ly labeled as decontrol instructions for
CUL

(h) Marking special format matter.
Standard RD, FRD, or TFNI markings
must be applied to matter in special
formats (e.g., photographs, flash mem-
ory drives, compact discs, audio or
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video tapes) to the extent practicable.
Regardless of the precise markings in
such cases, any special format matter
that contains RD, FRD, or TFNI must
be marked so that both a person in
physical possession of the matter and a
person with access to the information
in or on the matter are aware that it
contains RD, FRD, or TFNI.

§1045.145 Who must review output
from a classified IT system that is
marked as RD, FRD, or TFNI?

If the output is a final product that
has been reviewed by a person with ap-
propriate authority, and is properly
marked, or is a working paper that is
properly marked, no additional review
is required. Otherwise, the output must
be reviewed in accordance with
§1045.30.

§1045.150 Can anyone remove the RD,
FRD, or TFNI portions and mark-
ings to produce an NSI or unclassi-
fied version of the matter?

(a) Removal of RD, FRD, or TFNI por-
tions from matter containing RD, FRD, or
TFNI. Specific authority is required to
remove RD, FRD, or TFNI portions
from matter. The authority required
depends on whether the matter is in-
tended for public release, the category
of information in the matter, and
whether the matter is portion marked.

(b) If the resulting or new matter is in-
tended for public release. An RD Deriva-
tive Classifier or a person trained to
classify matter containing TFNI does
not have the authority to remove the
RD, FRD, or TFNI portions or mark-
ings for matter intended for public re-
lease. The matter must be submitted in
accordance with §1045.125 to the appro-
priate agency who will review the mat-
ter and remove the RD, FRD, or TFNI
portions and markings.

(c) If the resulting matter is not in-
tended for public release. (1) An RD De-
rivative Classifier may remove the por-
tions marked as containing RD or FRD
and remove the RD or FRD markings.

(2) A person trained in accordance
with §1045.120(e) may remove the por-
tions containing TFNI and the TFNI
markings.

(3) In all cases under §1045.150(b) this
may be done only if the matter is origi-
nated by the authorized person’s agen-
cy and the matter is portion marked,

§1045.155

and the resulting matter is reviewed to
ensure it does not contain RD, FRD, or
TFNI by a person authorized to review
the matter.

§1045.155 How is matter marked as
containing RD, FRD, or TFNI de-
classified?

(a) Declassification of matter containing
RD, FRD, or TFNI. RD, FRD, and TFNI
are never automatically declassified.
No date or event for automatic declas-
sification ever applies to RD, FRD, or
TFNI, even when commingled with
NSI. It takes positive action by an au-
thorized person to declassify matter
potentially containing or marked as
containing RD, FRD, or TFNI.

(b) Authority to declassify matter con-
taining RD, FRD, or TFNI. Only author-
ized persons within DOE may declas-
sify matter marked as RD or TFNI and
only authorized persons within DOE or
DoD may declassify matter marked as
FRD. Only these same persons may
identify the portions of classified mat-
ter that contain RD, FRD, or TFNI
that must be redacted prior to public
release.

(c) Declassification of matter containing
RD or TFNI. Except as allowed under
paragraph (b) of this section, only des-
ignated persons in DOE may declassify
matter marked as containing RD or
TFNI or identify the RD or TEFNI por-
tions of matter that must be removed
from the matter prior to public release.
Such determinations must be based on
classification guides.

(d) Declassification of matter containing
FRD. Except as allowed under para-
graph (b) of this section, only des-
ignated persons in DOE or appropriate
persons in DoD (as specified in DoD In-
struction 5210.02 or subsequent instruc-
tions) may declassify matter marked
as containing FRD or determine the
FRD portions of matter that must be
removed prior to public release. Such
determinations must be based on clas-
sification guides.

(e) Delegation of declassification au-
thority. The Director, Office of Classi-
fication, may delegate declassification
authority for matter containing RD
and TFNI to other agencies Federal
and contractor personnel. The Direc-
tor, Office of Classification, or an ap-
propriate person in DoD (as specified in

979



§1045.160

DoD Instruction 5210.02 or subsequent
instructions) may delegate declas-
sification authority for matter con-
taining FRD to qualified Federal or
contractor personnel in other agencies.

§1045.160 When the RD, FRD, or TFNI
is removed from matter, what ac-
tion must be taken if the matter
still contains NSI?

When an appropriate authority re-
moves the RD, FRD, or TFNI from
matter and it still contains NSI, the
matter must be marked following E.O.
13526 and 32 CFR part 2001 or successor
orders and regulations, including por-
tion marking if the matter was not
previously portion marked, and the
classification authority block of the
matter must be changed to contain de-
classification instructions for the NSI.
This does not apply to matter produced
as part of the coordination process for
declassification or public release re-
views.

§1045.165 Once matter marked as RD,
FRD, or TFNI is declassified, how is
it marked?

(a) Matter that is determined to no
longer contain RD, FRD, or TFNI and
also does not or no longer contains NSI
must be clearly marked to convey to
the holder of that matter that the mat-
ter is declassified;

(b) The front page must identify the
person authorizing the declassification
by name and position or title, if not
otherwise evident, agency, and office of
origin; or with a unique identifier; the
classification guide that served as the
basis for the declassification by short
title, date, agency and, when available,
the office of origin; and the declas-
sification date. For example:

(1) Declassified by: Jane Doe, Nuclear
Analyst, DOE, CTI-61

(2) Derived from: CG-ABC-I,
2014, DOE OC

(3) Declassified on: 20201009

(c) The person authorizing the declas-
sification must line through but not
obliterate the classification markings
and apply or authorize the application
of the appropriate markings.

10/16/
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Subpart E—Government-Wide Pro-
cedures for Handling Free-
dom of Information Act (FOIA)
and Mandatory Declassifica-
tion Review (MDR) Requests
for Matter Marked as or Po-
tentially Containing RD, FRD,
or TFNI

§1045.170 What is the purpose of this
subpart?

This subpart contains requirements
that apply when Federal agencies other
than DOE receive FOIA or MDR re-
quests for matter that is marked as or
potentially contains RD, FRD, or
TFNI. RD, FRD, and TFNI are classi-
fied under the Atomic Energy Act and
are not subject to the provisions gov-
erning MDR requests under E.O. 13526
or successor orders. To ensure RD,
FRD, and TFNI are considered and ap-
propriately reviewed when requested
under a FOIA or MDR request, this sec-
tion describes the process Federal
agencies must follow for FOIA and
MDR requests for matter that is
marked as or potentially contains RD,
FRD, or TFNI.

§1045.175 How must agencies process
FOIA and MDR requests for matter
that is marked as or potentially
contains RD, FRD, or TFNI?

(a) When an agency receives a FOIA
or MDR request for which any respon-
sive matter is marked as or potentially
contains RD, FRD, or TFNI, the agency
must forward the matter to the appro-
priate agency as follows:

(1) Forward any matter marked as or
potentially containing RD or TFNI to
the Director, Office of Classification or
a DOE official granted authority by
delegation, regulation, or DOE direc-
tive.

(2) Forward any matter originated by
DOE and marked as or potentially con-
taining FRD to either the Director, Of-
fice of Classification or a DOE official
granted authority by delegation, regu-
lation, or DOE directive. Forward any
matter originated by DoD and marked
as or potentially containing FRD to
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the appropriate DoD program (as speci-
fied in DoD Manual 5400.07, DoD Free-
dom of Information Act (FOIA) Pro-
gram, subsequent manuals, or other ap-
plicable manuals). Matter not origi-
nated by DOE or DoD may be sub-
mitted to either agency as provided in
this paragraph.

(b) DOE and DoD must coordinate
the review of matter marked as or po-
tentially containing RD and FRD,
when appropriate. DOE and the DNI
must coordinate the review of matter
marked as or potentially containing
TFNI, when appropriate.

(c) DOE, DoD, or the DNI may refuse
to confirm or deny the existence or
nonexistence of the requested matter
whenever the fact of its existence or
nonexistence is itself classified as RD,
FRD, or TFNI.

(d) If the information contained in
the requested matter has been reviewed
for declassification within the past 2
years, another review need not be con-
ducted, but instead the agency may in-
form the requester of this fact and of
the results of the prior review decision.

(e) When paragraph (c¢) or (d) of this
section do not apply, and the informa-
tion requested under an MDR is not ex-
empt under §1045.195, the appropriate
DOE or DoD authority must conduct a
line-by-line review of matter forwarded
under paragraph (a) of this section;
identify the information that is classi-
fied under current classification guid-
ance as RD, FRD, or TFNI; and respond
to the agency that forwarded the mat-
ter. The response to the agency who
forwarded the request must identify
the RD, FRD, or TFNI that is exempt
from public release; provide the FOIA
exemption or appropriate MDR nota-
tion for the RD, FRD, or TFNI with-
held; identify the Denying Official for
the RD, FRD, or TFNI withheld; and
explain the applicable appeal proce-
dures for a FOIA request identified in
10 CFR 1004.8 or for an MDR request
identified in §1045.180.

(1) The Denying Officials are as fol-
lows:

(i) The Denying Official for matter
containing RD or TFNI is the Director,
Office of Classification.

(ii) The Denying Official for matter
containing FRD is the Director, Office
of Classification, or the appropriate

§1045.180

DoD Component’s Initial Denying Au-
thority (as specified in applicable DoD
manuals).

(iii) The Denying Official for Naval
Nuclear Propulsion Information is the
National Nuclear Security Administra-
tion (NNSA) Deputy Director, Deputy
Administrator for Naval Reactors.

(f) Upon receipt of the response from
DOE or DOD, the agency processing the
initial request must inform the re-
quester of the results of the review;
provide the name of the Denying Offi-
cial identified for any RD, FRD, or
TFNI withheld; and advise the re-
quester of his or her appeal rights con-
cerning the RD, FRD, or TFNI.

§1045.180 What is the procedure if an
agency receives an appeal to a
FOIA or MDR concerning the denial
of RD, FRD, or TFNI?

(a) If an agency receives a FOIA ap-
peal for RD, FRD, or TFNI denied by
DOE within 90 days of receipt of the de-
nial and as required under 10 CFR
1004.8, the appeal must be submitted to
the DOE Director, Office of Hearings
and Appeals. If an agency receives a
FOIA appeal for FRD denied by DoD, it
must be submitted to DoD in accord-
ance with applicable DoD FOIA regula-
tions or instructions.

(b) Appeals of an MDR response when
DOE denied RD, FRD, or TFNI may be
submitted to the agency that replied to
the initial MDR request or directly to
DOE.

(1) When an MDR appeal concerning
DOE-withheld RD, FRD, or TFNI is
sent to the agency that replied to the
initial MDR request, the appeal must
be received by the agency who replied
to the initial request within 60 days of
receipt of the denial and contain the
information required under §1045.210(b).
The agency must forward the appeal to
the Director, Office of Environment,
Health, Safety and Security at the fol-
lowing address Director, Office of Envi-
ronment, Health, Safety and Security,
EHSS-1/Forrestal Building, U.S. De-
partment of Energy, 1000 Independence
Avenue SW, Washington, DC 20585.

(2) When sent directly to DOE, an
MDR appeal must be received by the
Director, Office of Environment,
Health, Safety and Security within 60
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days of the denial and contain the in-
formation required under §1045.210(b).

(3) MDR appeals received by DOE are
processed consistent with §1045.220.

(c) If an agency receives an MDR ap-
peal for FRD withheld by DoD, the
agency must submit the appeal to the
appropriate DoD Component as identi-
fied in applicable DoD manuals.

(d) MDR Final Appeal: The classifica-
tion and declassification of RD, FRD,
and TFNI is governed by the AEA and
this part and is not subject to E.O.
13526 or successor orders. Therefore,
MDR appeal decisions by the Director,
Office of Environment, Health, Safety
and Security, for RD, FRD, and TFNI
and MDR appeal decisions by the ap-
propriate DoD Component appellate
authority for FRD are final agency de-
cisions and are not subject to review by
ISCAP. However, if matter containing
RD, FRD, or TFNI also contains NSI,
the NSI portions may be appealed to
the ISCAP. Prior to submission to
ISCAP, the RD, FRD, or TFNI portions
must be deleted.

(e) The FOIA and MDR appeal au-
thorities for RD, FRD, or TFNI are as
follows:

(1) The appeal authority for RD and
TFNI is the Director, Office of Environ-
ment, Health, Safety and Security.

(2) The appeal authority for FRD is
the Director, Office of Environment,
Health, Safety and Security or the ap-
propriate DoD Component appellate
authority.

(3) The appeal authority for Naval
Nuclear Propulsion Information is the
NNSA Deputy Administrator for Naval
Reactors.

(f) Declassification proposals result-
ing from appeal reviews: The appeal re-
view of RD, FRD, and TFNI withheld
from a requester is based on current
classification guidance. However, as
part of the appeal review, the withheld
information must be reviewed to deter-
mine if it may be a candidate for pos-
sible declassification. If declassifica-
tion of the information appears to be
appropriate, then a declassification
proposal must be initiated, and the re-
quester must be advised that addi-
tional information will be available if

10 CFR Ch. X (1-1-25 Edition)

the declassification proposal
proved.

is ap-

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41295, June 26, 2023; 88 FR 82238, Nov. 24,
2023]

Subpart F—DOE-Specific
Procedures for MDR Requests

§1045.185 What is the purpose of this
subpart?

This subpart describes the process for
MDR requests submitted for DOE mat-
ter classified under E.O. 13526 or suc-
cessor orders, and the Atomic Energy
Act.

§1045.190 How does the public submit
an MDR for DOE classified matter?

(a) DOE matter marked as containing
NSI, RD, FRD, or TFNI is subject to re-
view for declassification by DOE if the
request for a declassification review
describes the matter containing the in-
formation with sufficient specificity to
enable DOE to locate it with a reason-
able amount of effort.

(b) The request must be sent to the
Director, Office of Classification,
EHSS-60/Germantown Building, TU.S.
Department of Energy, 1000 Independ-
ence Avenue SW, Washington, DC 20585.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41295, June 26, 2023]

§1045.195 Is any matter exempt from
MDR requests?

(a) MDR requests are not accepted
for:

(1) Matter containing RD technical
engineering, blueprints, and design re-
garding nuclear weapons, if they con-
tain no NSI.

(2) Matter required to be submitted
for prepublication review or other ad-
ministrative process pursuant to an ap-
proved nondisclosure agreement;

(3) Matter that is the subject of pend-
ing litigation; or

(4) Any matter contained within an
operational file exempted from search
and review, publication, and disclosure
under the FOIA in accordance with
law.

(b) Current Presidential records as
described in section 3.5(b) of E.O. 13526
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or successor orders that are in the cus-
tody of DOE are exempt from release in
response to an MDR request.

§1045.200 Is there a cost for an MDR
review?

Yes. The fees, including waivers, re-
ductions, and categorizations, are the
same for an MDR as for providing
records under the FOIA as defined in 10
CFR 1004.9.

§1045.205 How does DOE conduct an
MDR review?

(a) If DOE has reviewed the informa-
tion contained in the requested matter
for declassification within the past 2
years, DOE need not conduct another
review. DOE may instead inform the
requester of this fact and of the prior
review decision, as well as advise the
requester of his or her appeal rights as
provided in §1045.210.

(b) DOE performs an MDR as follows:

(1) Conducts a line-by-line review of
the matter;

(2) Coordinates the review with ap-
propriate programs and agencies, as
necessary;

(3) Identifies and withholds any infor-
mation that meets the standards for
classification;

(4) Declassifies any NSI that no
longer meets the standards for classi-
fication under E.O. 13526 or successor
orders and any RD, FRD, or TFNI that
no longer meets the standards for clas-
sification under this part;

(5) If the matter also contains unclas-
sified information that is potentially
exempt from release under the FOIA,
the matter is further processed to en-
sure unclassified information that is
exempt from public release is identified
and that the appropriate officials re-
sponsible for denying any unclassified
portion of the matter are provided and
listed with the notice of denial.

(6) Upon completion of the review, re-
leases the matter to the requester un-
less withholding is authorized by law.
If NSI, RD, FRD, or TFNI, is withheld,
the response must advise the requester
of his or her appeal rights under
§1045.210.

§1045.215

§1045.210 How does a person submit
an appeal if DOE withholds classi-
fied information in an MDR re-
sponse?

(a) When the Director, Office of Clas-
sification, denies NSI, RD, FRD, or
TFNI, or the NNSA Deputy Director,
Deputy Administrator for Naval Reac-
tors, denies Naval Nuclear Propulsion
information, in matter requested under
an MDR, the requester may appeal the
determination to the Director, Office
of Environment, Health, Safety and Se-
curity. The appeal must be received
within 60 days of the receipt of the de-
nial.

(b) The appeal must be in writing and
submitted to the Director, Office of En-
vironment, Health, Safety and Secu-
rity, EHSS-1/Forrestal Building, U.S.
Department of Energy, 1000 Independ-
ence Avenue SW, Washington, DC 20585.
The appeal:

(1) Must contain a concise statement
of grounds upon which it is brought,
and a description of the relief sought.

(2) Must include a copy of the letter
containing the determination being ap-
pealed.

(3) Should include a discussion of all
relevant authorities that include but
are not limited to DOE (and prede-
cessor agencies) rulings, regulations,
interpretations, and decisions on ap-
peals, as well as any judicial deter-
minations being relied upon to support
the appeal.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 41295, June 26, 2023; 88 FR 82238, Nov. 24,
2023]

§1045.215 How does DOE process an
MDR appeal for DOE matter con-
taining NSI?

An appeal for NSI requested under
the provisions of E.O. 13526 or successor
orders is processed as follows:

(a) The Director, Office of Environ-
ment, Health, Safety and Security
must act upon the appeal within 60
working days of its receipt. If no deter-
mination on the appeal has been issued
at the end of this 60-day period, the re-
quester may consider his or her admin-
istrative remedies to be exhausted and
may seek a review by the ISCAP. When
no determination can be issued within
the applicable time limit, the appeal
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must nevertheless continue to be proc-
essed. On expiration of the time limit,
DOE must inform the requester of the
reason for the delay, of the date on
which a determination may be ex-
pected to be issued, and of the request-
er’s right to seek further review by the
ISCAP. Nothing in this subpart pre-
cludes the appeal authority and the re-
quester from agreeing to an extension
of time for the decision on an appeal.
The Director, Office of Environment,
Health, Safety and Security must con-
firm any such agreement in writing
and clearly specify the total time
agreed upon for the appeal decision.

(b) The Director, Office of Environ-
ment, Health, Safety and Security’s ac-
tion on an appeal must be in writing
and set forth the reason for the deci-
sion. DOE may refuse to confirm or
deny the existence or nonexistence of
requested information whenever the
fact of its existence or nonexistence is
itself classified under E.O. 13526 or suc-
cessor orders.

(c) The requester has the right to ap-
peal a final DOE decision, or a failure
to provide a determination on an ap-
peal within the allotted time, to the
ISCAP for those appeals dealing with
NSI. In cases where NSI documents
also contain RD, FRD, or TFNI, the
portions of the document containing
RD, FRD, or TFNI must be deleted
prior to forwarding the NSI and unclas-
sified portions to the ISCAP for review.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 82238, Nov. 24, 2023]

§1045.220 How does DOE process an
MDR appeal for matter containing
RD, FRD, or TFNI?

(a) Final appeals for DOE matter con-
taining RD, FRD, or TFNI are sub-
mitted to the Director, Office of Envi-
ronment, Health, Safety and Security.
The Director, Office of Environment,
Health, Safety and Security will co-
ordinate appeals concerning Naval Nu-
clear Propulsion Information with the
NNSA Deputy Administrator for Naval
Reactors.

(b) The classification and declas-
sification of RD, FRD, and TFNI is
governed by the AEA and this part and
is not subject to E.O. 13526 or successor
orders. Therefore, appeal decisions con-
cerning RD, FRD, or TFNI by the Di-
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rector, Office of Environment, Health,
Safety and Security, or the NNSA Dep-
uty Administrator for Naval Reactors
are not subject to review by ISCAP.

[83 FR 66007, Dec. 21, 2018, as amended at 88
FR 82238, Nov. 24, 2023]

§1045.225 Are DOE responses to MDR
requests available to the public?

Yes. Once the classified and unclassi-
fied information exempt from public
release is redacted, DOE responses to
MDR requests, as well as FOIA re-
quests for matter containing classified

information, are posted on DOE’s
OpenNet System at: hitps:/
www.osti.gov/opennet/.

PART 1046—MEDICAL, PHYSICAL

READINESS, TRAINING, AND AC-
CESS AUTHORIZATION STAND-
ARDS FOR PROTECTIVE FORCE
PERSONNEL

Subpart A—General

Sec.
1046.1
1046.2

Purpose.

Scope.

1046.3 Definitions.

1046.4 Physical Protection Medical Director
(PPMD).

1046.5 Designated Physician.

Subpart B—Protective Force (PF) Personnel

1046.11 Essential functions of PF positions.

1046.12 Medical, physical readiness, and
training requirements for PF personnel.

1046.13 Medical certification standards and
procedures.

1046.14 Medical
tion.

1046.15 Review of medical certification dis-
qualification.

1046.16 SPO physical readiness qualification
standards and procedures.

1046.17 Training standards and procedures.

1046.18 Access authorization.

1046.19 Medical and fitness for duty status
reporting requirements.

1046.20 Medical records
quirements.

AUTHORITY: 42 U.S.C. 2011, et seq.; 42 U.S.C.
7101, et seq.; 50 U.S.C. 2401, et seq.

SOURCE: 78 FR 55184, Sept. 10, 2013, unless
otherwise noted.

certification disqualifica-

maintenance re-

EDITORIAL NOTE: Nomenclature changes to
part 1046 appear at 88 FR 41295, June 26, 2023.
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