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INFORMATION
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§1015.504

may pursue, including enforced collec-
tion, judgment lien only, renew judg-
ment lien only, renew judgment lien
and enforce collection, program en-
forcement, foreclosure only, and fore-
closure and deficiency judgment.

(c) DOE also shall use the CCLR to
refer claims to the DOJ to obtain the
DOJ’s approval of any proposals to
compromise the claims or to suspend
or terminate DOE collection activity.

§1015.504 Preservation of evidence.

DOE will take care to preserve all
files and records that may be needed by
the DOJ to prove its claims in court.
DOE ordinarily will include certified
copies of the documents that form the
basis for the claim in the packages re-
ferring its claims to the DOJ for litiga-
tion. DOE shall provide originals of
such documents immediately upon re-
quest by the DOJ.

§1015.505 Minimum amount of refer-
rals to the Department of Justice.

(a) DOE shall not refer for litigation
claims of less than $2,500, exclusive of
interest, penalties, and administrative
costs, or such other amount as the At-
torney General shall from time to time
prescribe. The DOJ promptly shall no-
tify DOE if the Attorney General
changes this minimum amount.

(b) DOE shall not refer claims of less
than the minimum amount unless:

(1) Litigation to collect such smaller
claims is important to ensure compli-
ance with DOE’s policies or programs;

(2) The claim is being referred solely
for the purpose of securing a judgment
against the debtor, which will be filed
as a lien against the debtor’s property
pursuant to 28 U.S.C. 3201 and returned
to DOE for enforcement; or

(3) The debtor has the clear ability to
pay the claim and the Government ef-
fectively can enforce payment, with
due regard for the exemptions avail-
able to the debtor under state and Fed-
eral law and the judicial remedies
available to the Government.

(4) DOE will consult with the Finan-
cial Litigation Staff of the Executive
Office for United States Attorneys in
the DOJ prior to referring claims val-
ued at less than the minimum amount.
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AUTHORITY: Sec. 161i of the Atomic Energy
Act of 1954, 68 Stat. 948 (42 U.S.C. 2201).

SOURCE: 48 FR 36432, Aug. 10, 1983, unless
otherwise noted.

GENERAL PROVISIONS

§1016.1 Purpose.

The regulations in this part establish
requirements for the safeguarding of
Secret and Confidential Restricted
Data received or developed under an
access permit. This part does not apply
to Top Secret information since no
such information may be forwarded to
an access permittee within the scope of
this regulation.

§1016.2 Scope.

The regulations in this part apply to
all persons who may require access to
Retricted Data used, processed, stored,
reproduced, transmitted, or handled in
connection with an access permit.

§1016.3 Definitions.

(a) Access authorization. An adminis-
trative determination by DOE that an
individual who is either a DOE em-
ployee, applicant for employment, con-
sultant, assignee, other Federal depart-
ment or agency employee (or other per-
sons who may be designated by the
Secretary of Energy), or a DOE con-
tractor or subcontractor employee, or
an access permittee is eligible for ac-
cess to Restricted Data. Access author-
izations granted by DOE are designated
as “Q,” “Q(X),” ::L’H or “L(X).”

(1) “Q” access authorizations are
based upon single scope background in-
vestigations as set forth in applicable
DOE and national-level directives.
They permit an individual who has
“need to know” access to Top Secret,
Secret and Confidential Restricted
Data, Formerly Restricted Data, Na-
tional Security Information, or special
nuclear material in Category I or II
quantities as required in the perform-
ance of duties, subject to additional de-
termination that permitting this ac-
cess will not endanger the common de-
fense or national security of the United
States. There may be additional re-
quirements for access to specific types
of RD information.

(2) “QX)” access authorizations are
based upon the same level of investiga-

§1016.3

tion required for a Q access authoriza-
tion. When ‘‘Q” access authorizations
are granted to access permittees they
are identified as “Q(X)’’ access author-
izations and, as need-to-know applies,
authorize access only to the type of Se-
cret Restricted Data as specified in the
permit and consistent with appendix A,
10 CFR part 725, ‘‘Categories of Re-
stricted Data Available.”

3) “L” access authorizations are
based upon a Tier III (formerly Na-
tional Agency Check with Local Agen-
cy Checks and Credit Checks (NACLC)/
Access National Agency Check with In-
quiries (ANACI)) background investiga-
tion as set forth in applicable national-
level directives. They permit an indi-
vidual who has ‘‘need to know” access
to Confidential Restricted Data, Secret
and Confidential Formerly Restricted
Data, or Secret and Confidential Na-
tional Security Information, required
in the performance of duties, provided
such information is not designated
“CRYPTO” (classified cryptographic
information), “COMSEC’”’ (communica-
tions security), or intelligence infor-
mation and subject to additional deter-
mination that permitting this access
will not endanger the common defense
or national security of the United
States. There may be additional re-
quirements for access to specific types
of RD information.

(4) “L(X)” access authorizations are
based upon the same level of investiga-
tion required for an ‘L’ access author-
ization. When ‘L’ access authoriza-
tions are granted to access permittees,
they are identified as “‘L(X)’’ access au-
thorizations and, as need to know ap-
plies, authorize access only to the type
of Confidential Restricted Data as
specified in the permit and consistent
with appendix A, 10 CFR part 725,
“Categories of Restricted Data Avail-
able.”

(b) Act. The Atomic Energy Act of
1954 (68 Stat. 919) as amended.

(c) Classified mail address. A mail ad-
dress established for each access per-
mittee and approved by the DOE to be
used when sending Restricted Data to
the permittee.

(d) Classified matter. Anything in
physical form (including, but not lim-
ited to documents and material) that
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contains or reveals classified informa-
tion.

(e) Combination lock. A built-in com-
bination lock on a security container
which is of tempered steel alloy hard
plate, at least %” in thickness and
Rockwell hardness of C-63 to C-65, of
sufficient size and so located as to suf-
ficiently impede access to the locking
mechanism by drilling of the lock or
container.

(f) DOE. The United States Depart-
ment of Energy or its duly authorized
representatives.

(g) Formerly Restricted Data. Classi-
fied information jointly determined by
the DOE and the Department of De-
fense to be related primarily to the
military utilization of atomic weapons
and removed by the DOE from the Re-
stricted Data category pursuant to sec-
tion 142(d) of the Atomic Energy Act of
1954, as amended.

(h) Infraction. An act or omission in-
volving failure to comply with DOE
safeguards and security orders, direc-
tives, or approvals and may include a
violation of law.

(i) Intrusion detection system. A secu-
rity system consisting of sensors capa-
ble of detecting one or more types of
phenomena, signal media, annun-
ciators, energy sources, alarm assess-
ment systems, and alarm reporting ele-
ments including alarm communica-
tions and information display equip-
ment.

(j) National Security. The national de-
fense and foreign relations of the
United States.

(k) National Security Information. In-
formation that has been determined
pursuant to Executive Order 13526, as
amended ‘‘Classified National Security
Information’” or any predecessor order
to require protection against unauthor-
ized disclosure and is marked to indi-
cate its classified status when in docu-
mentary form.

(1) “Need to know.” A determination
by persons having responsibility for
classified information or matter, that a
proposed recipient’s access to such
classified information or matter is nec-
essary in the performance of official,
contractual, or access permit duties of
employment under cognizance of the
DOE.
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(m) Permittee. The holder of an Access
Permit issued pursuant to the regula-
tions set forth in 10 CFR part 725,
“Permits For Access to Restricted
Data.”

(n) Person. Any individual, corpora-
tion, partnership, firm, association,
trust, estate, public or private institu-
tion, group, Government agency other
than DOE, any State or any political
subdivision of, or any political entity
within a State, or other entity; and
any legal successor, representative,
agency, or agency of the foregoing.

(o) Protective personnel. Guards or
watchmen or other persons designated
responsibility for the protection of
classified matter.

(p) Restricted Data. All data con-
cerning design, manufacture, or utili-
zation of atomic weapons; the produc-
tion of special nuclear material; or the
use of special nuclear material in the
production of energy, but shall not in-
clude data declassified or removed
from the Restricted Data category pur-
suant to section 142 of the Act.

(a) Security area. A physically defined
space containing classified matter and
subject to physical protection and per-
sonnel access controls.

(r) Security clearance. See access au-
thorization.

(s) Security facility. Any facility, in-
cluding an access permittee, which has
been approved by the DOE for using,
processing, storing, reproducing, trans-
mitting, or handling classified matter.

(t) Security facility approval. A deter-
mination by the DOE that a facility,
including an access permittee, is eligi-
ble to use, process, store, reproduce,
transmit, or handle classified matter.

(u) Security Plan. A written plan by
the access permittee, and submitted to
the DOE for approval, which outlines
the permittee’s proposed security pro-
cedures and controls for the protection
of Restricted Data and which includes
a floor plan of the area in which the
classified matter is to be used, proc-
essed, stored, reproduced, transmitted,
or handled.

(v) Security survey. An onsite exam-
ination by a DOE representative of all
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devices, equipment, and procedures em-
ployed at a security facility to safe-
guard classified matter.

[48 FR 36432, Aug. 10, 1983, as amended at 71
FR 68735, Nov. 28, 2006; 82 FR 41505, Sept. 1,
2017]

§1016.4 Communications.

Communications concerning rule-
making, i.e., petition to change this
part, should be addressed to the Direc-
tor, Office of Environment, Health,
Safety and Security, EHSS-1/Forrestal
Building, Office of Environment,
Health, Safety and Security, U.S. De-
partment of Energy, 1000 Independence
Avenue SW., Washington, DC 20585. All
other communications concerning the
regulations in this part should be ad-
dressed to the cognizant DOE or Na-
tional Nuclear Security Administra-
tion (NNSA) office.

[82 FR 41505, Sept. 1, 2017, as amended at 88
FR 41294, June 26, 2023]

§1016.5 Submission of procedures by
access permit holder.

No access permit holder shall have
access to Restricted Data until he has
submitted to the DOE a written state-
ment of his procedures for the safe-
guarding of Restricted Data and for the
security education of his employees,
and DOE shall have determined and in-
formed the permittee that his proce-
dures for the safeguarding of Re-
stricted Data are in compliance with
the regulations in this part and that
his procedures for the security edu-
cation of his employees, who will have
access to Restricted Data, are informed
about and understand the regulations
in this part. These procedures must en-
sure that employees with access to Re-
stricted Data are informed about and
understand who is authorized or re-
quired to classify and declassify RD
and FRD information and classified
matter as well as how documents con-
taining RD or FRD are marked (see 10
CFR part 1045) and safeguarded.

[82 FR 41506, Sept. 1, 2017]

§1016.6 Specific waivers.

DOE may, upon application of any in-
terested party, grant such waivers
from the requirements of this part as it
determines are authorized by law and

§1016.9

will not constitute an undue risk to
the common defense and security.

§1016.7 Interpretations.

Except as specifically authorized by
the Secretary of Energy in writing, no
interpretation of the meaning of the
regulations in this part by any officer
or employee of DOE other than a writ-
ten interpretation by the General
Counsel will be recognized to be bind-
ing upon DOE.

PHYSICAL SECURITY

§1016.8 Request for security facility
approval.

(a) An access permittee who has a
need to use, process, store, reproduce,
transmit, or handle Restricted Data at
any location in connection with its
permit shall promptly request a DOE
security facility approval.

(b) The request shall include the fol-
lowing information: The name and ad-
dress of the permittee; the extent and
scope of the classified activity and the
highest classification of Restricted
Data to be received; a written state-
ment in the form of a security plan
which outlines the permittee’s pro-
posed security procedures and controls
for the protection of Restricted Data,
including a floor plan of the areas(s) in
which the classified matter is to be
used, processed, stored, reproduced,
transmitted, and handled.

(c) The DOE will promptly inform the
permittee of the acceptability of the
request for further processing and will
notify the permittee of its decision in
writing.

§1016.9 Processing
approval.

security facility

Following receipt of an acceptable
request for security facility approval,
the DOE will perform an initial secu-
rity survey of the permittee’s facility
to determine that granting a security
facility approval would be consistent
with the national security. If DOE
makes such a determination, security
facility approval will be granted. If
not, security facility approval will be
withheld pending compliance with the
security survey recommendations or
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until a waiver is granted pursuant to
§1016.6.

[82 FR 41506, Sept. 1, 2017]

§1016.10 Granting, denial, or suspen-
sion of security facility approval.

Notification of the DOE’s granting,
denial, or suspension of security facil-
ity approval will be furnished the per-
mittee in writing, or orally with writ-
ten confirmation. This information
may also be furnished to representa-
tives of the DOE, DOE contractors, or
other Federal agencies having a need
to transmit Restricted Data to the per-
mittee.

[82 FR 41506, Sept. 1, 2017]

§1016.11 Cancellation of requests for
security facility approval.

When a request for security facility
approval is to be withdrawn or can-
celled, the cognizant DOE Office will be
notified by the requester immediately
by telephone and confirmed in writing
so that processing of this approval may
be terminated.

[82 FR 41506, Sept. 1, 2017]

§1016.12 Termination of security facil-
ity approval.

(a) Security facility approval will be
terminated when:

(1) There is no longer a need to use,
process, store, reproduce, transmit, or
handle Restricted Data at the facility;
or

(2) The DOE makes a determination
that continued security facility ap-
proval is not in the interest of common
defense and security.

(b) The permittee will be notified in
writing of a determination to termi-
nate facility approval, and the proce-
dures outlined in §1016.27 will apply.

[82 FR 41506, Sept. 1, 2017]

§1016.13 Protection of Restricted Data
in storage.

(a) Persons who possess Restricted
Data pursuant to an Access Permit
shall store the Restricted Data classi-
fied matter when not in use in a locked
storage container or DOE-approved
vault to which only persons with ap-
propriate access authorization and a
need to know the information con-

10 CFR Ch. X (1-1-25 Edition)

tained have access. Storage containers
used for storing classified matter must
conform to U.S. General Services Ad-
ministration (GSA) standards and spec-
ifications.

(b) Each permittee shall change the
combination on 1locks of his safe-
keeping equipment whenever such
equipment is placed in use, whenever
an individual knowing the combination
no longer requires access to the reposi-
tory as a result of change in duties or
position in the permittee’s organiza-
tion, or termination of employment
with the permittee or whenever the
combination has been subjected to
compromise, and in any event at least
once a year. Permittees shall classify
records of combinations no lower than
the highest classification of the classi-
fied matter authorized for storage in
the safekeeping equipment concerned.

[82 FR 41506, Sept. 1, 2017]

§1016.14 Protection of Restricted Data
while in use.

While in use, classified matter con-
taining Restricted Data shall be under
the direct control of a person with the
appropriate access authorization and
need to know. Unauthorized access to
the Restricted Data shall be precluded.

[82 FR 41506, Sept. 1, 2017]

§1016.15
areas.

Establishment of security

(a) When, because of their nature or
size, it is impracticable to safeguard
classified matter containing Restricted
Data in accordance with the provisions
of §§1016.13 and 1016.14, a security area
to protect such classified matter shall
be established.

(b) The following controls shall apply
to security areas:

(1) Security areas shall be separated
from adjacent areas by a physical bar-
rier designed to prevent entrance into
such areas, and access to the Re-
stricted Data within the areas, by un-
authorized individuals.

(2) During working hours, admittance
shall be controlled by an appropriately
cleared individual posted at each un-
locked entrance.

(3) During nonworking hours, admit-
tance shall be controlled by protective
personnel on patrol, with protective
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personnel posted at unlocked en-
trances, or by such intrusion detection
system as DOE approves.

(4) Each individual authorized to
enter a security area shall be issued a
distinctive badge or pass when the
number of employees assigned to the
area exceeds thirty.

[82 FR 41506, Sept. 1, 2017]

§1016.16 Special handling of classified
material.

When the Restricted Data contained
in material is not ascertainable by ob-
servation or examination at the place
where the material is located and when
the material is not readily removable
because of size, weight, radioactivity,
or similar factors, DOE may authorize
the permittee to provide such lesser
protection than is otherwise required
by §§1016.21 to 1016.23 inclusive, as DOE
determines to be commensurate with
the difficulty of removing the mate-
rial.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82

FR 41506, Sept. 1, 2017

§1016.17 Protective personnel.
Whenever armed protective personnel

are required in accordance with
§1016.15, such protective personnel
shall:

(a) Possess a “‘Q” or ‘L’ access au-
thorization or “Q(X)” or “L(X)” access
authorization if the Restricted Data
being protected is classified Confiden-
tial, or a ““Q’ access authorization or
“Q(X)” access authorization if the Re-
stricted Data being protected is classi-
fied Secret.

(b) Be armed with sidearms of 9mm
or greater.

[82 FR 41507, Sept. 1, 2017]
CONTROL OF INFORMATION

§1016.18 Access to Restricted Data.

(a) Except as DOE may authorize, no
person subject to the regulations in
this part shall permit any individual to
have access to Restricted Data in his
possession unless the individual has an
appropriate access authorization grant-
ed by DOE, or has been certified by
DOD or NASA through DOE; and

(1) The individual is authorized by an
Access Permit to receive Restricted

§1016.19

Data in the categories involved and the
permittee determines that such access
is required in the course of his duties;
or

(2) The individual needs such access
in connection with such duties as a
DOE employee or DOE contractor em-
ployee, or as certified by DOD or
NASA.

(b) Inquiries concerning the access
authorization status of individuals, the
scope of Access Permits, or the nature
of contracts should be addressed to the
cognizant DOE or NNSA office.

[82 FR 41507, Sept. 1,2017]

§1016.19 Review, classification and
marking of classified information.

(a) Classification. Restricted Data
generated or possessed by an Access
Permit holder must be appropriately
classified and marked in accordance
with 10 CFR part 1045. CG-DAR-2,
“‘Guide to the Declassified Areas of Nu-
clear Energy Research U 08/98,”” will be
furnished each permittee. In the event
a permittee originates classified infor-
mation which falls within the defini-
tion of Restricted Data or information
for which the permittee is not positive
that the information is outside of that
definition and CG-DAR-2 does not pro-
vide positive classification guidance
for such information, the permittee
shall designate the information as Con-
fidential, Restricted Data and request
classification guidance from the DOE
through the Classification Officer at
the cognizant DOE or NNSA office. If
the DOE Classification Officer does not
have authority to provide the guid-
ance, he will refer the request to the
Director, Office of Classification,
EHSS-60/Germantown Building, Office
of Environment, Health, Safety and Se-
curity, U.S. Department of Energy,
1000 Independence Avenue SW., Wash-
ington, DC 20585-1290.

(b) Challenges. If a person receives a
document or other classified matter
which, in his opinion, is not properly
classified, or omits the appropriate
classification markings, he is encour-
aged to challenge the classification and
there shall be no retribution for sub-
mitting a challenge. Challenges shall
be submitted in accordance with 10
CFR part 1045.
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(c) Classification markings. Restricted
Data generated or possessed by an indi-
vidual approved for access must be ap-
propriately identified and marked in
accordance with 10 CFR part 1045, Nu-
clear Classification and Declassifica-
tion. Questions and requests for addi-
tional direction or guidance regarding
the marking of classified matter may
be submitted to the Director, Office of
Classification, EHSS-60/Germantown
Building, Office of Environment,
Health, Safety and Security, U.S. De-
partment of Energy, 1000 Independence
Avenue SW., Washington, DC 20585-
1290.

[82 FR 41507, Sept. 1, 2017, as amended at 88
FR 41294, June 26, 2023]

§1016.20 External transmission of Re-
stricted Data.

(a) Restrictions. (1) Restricted Data
shall be transmitted only to persons
who possess appropriate access author-
ization, need to know, and are other-
wise eligible for access under the re-
quirements of §1016.18.

(2) In addition, such classified matter
containing Restricted Data shall be
transmitted only to persons who pos-
sess approved facilities for their phys-
ical security consistent with this part.
Any person subject to the regulations
in this part who transmits such Re-
stricted Data containing Restricted
Data shall be deemed to have fulfilled
his obligations under this paragraph
(a)(2) by securing a written certifi-
cation from the prospective recipient
that such recipient possesses facilities
for its physical security consistent
with this part.

(3) Restricted Data shall not be ex-
ported from the United States without
prior authorization from DOE.

(b) Preparation of documents. Docu-
ments containing Restricted Data shall
be prepared for transmission outside an
individual installation in accordance
with the following:

(1) They shall be enclosed in two
sealed, opaque envelopes or wrappers.

(2) The inner envelope or wrapper
shall be addressed in the ordinary man-
ner and sealed with tape, the appro-
priate classification shall be marked
on both sides of the envelope, and any
additional marking required by 10 CFR
part 1045 shall be applied.
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(3) The outer envelope or wrapper
shall be addressed in the ordinary man-
ner. No classification, additional mark-
ing, or other notation shall be affixed
which indicates that the document en-
closed therein contains classified infor-
mation or Restricted Data.

(4) A receipt which identifies the doc-
ument, the date of transfer, the recipi-
ent, and the person transferring the
document shall accompany the docu-
ment and shall be signed by the recipi-
ent and returned to the sender when-
ever the custody of a document con-
taining Secret Restricted Data is
transferred.

(c) Preparation of other classified mat-
ter. Classified matter, other than docu-
ments, containing Restricted Data
shall be prepared for shipment outside
an individual installation in accord-
ance with the following:

(1) The classified matter shall be so
packaged that the classified character-
istics will not be revealed.

(2) A receipt which identifies the
classified matter, the date of shipment,
the recipient, and the person transfer-
ring the classified matter shall accom-
pany the classified matter, and the re-
cipient shall sign such receipt when-
ever the custody of classified matter
containing Secret Restricted Data is
transferred.

(d) Methods of transportation. (1) Se-
cret classified matter shall be trans-
ported only by one of the following
methods:

(i) By messenger-courier system spe-
cifically created for that purpose and
approved for use by DOE.

(ii) Registered mail.

(iii) By protective services provided
by United States air or surface com-
mercial carriers under such conditions
as may be preserved by the DOE.

(iv) Individuals possessing appro-
priate DOE access authorization who
have been given written authority by
their employers.

(2) Confidential classified matter
may be transported by one of the meth-
ods set forth in paragraph (d)(1) of this
section or by U.S. first class, express,
or certified mail.

846



Department of Energy

(e) Telecommunication of classified in-
formation. There shall be no tele-
communication of Restricted Data un-
less the secure telecommunication sys-
tem has been approved by the DOE.

[82 FR 41507, Sept. 1, 2017]

§1016.21 Accountability for Secret Re-
stricted Data.

Each permittee possessing classified
matter (including classified matter in
electronic format) containing Secret
Restricted Data shall establish ac-
countability procedures and shall
maintain logs to document access to
and record comprehensive disposition
information for all such classified mat-
ter that has been in his custody at any
time.

[82 FR 41507, Sept. 1, 2017]

§1016.22 Authority to reproduce Re-
stricted Data.

Secret Restricted Data will not be re-
produced without the written permis-
sion of the originator, his successor, or
high authority. Confidential Restricted
Data may be reproduced to the min-
imum extent necessary consistent with
efficient operation without the neces-
sity for permission.

[48 FR 36432, Aug. 10, 1983. Redesiganted at 82
FR 41508, Sept. 1, 2017]

§1016.23 Changes in classification.

Classified matter containing Re-
stricted Data shall not be downgraded
or declassified except as authorized by
DOE and in accordance with 10 CFR
part 1045.

[82 FR 41508, Sept. 1, 2017]

§1016.24 Destruction of classified mat-
ter containing Restricted Data.

Documents containing Restricted
Data may be destroyed by burning,
pulping, or another method that
assures complete destruction of the in-
formation which they contain. Re-
stricted Data contained in classified
matter, other than documents, may be
destroyed only by a method that
assures complete obliteration, re-
moval, or destruction of the Restricted
Data.

[82 FR 41508, Sept. 1, 2017]

§1016.27

§1016.25 Storage, use, processing,
transmission and destruction of
classified information on com-
puters, computer networks, elec-
tronic devices/media and mobile de-
vices.

Storage, use, processing, and trans-
mission of Restricted Data on com-
puters, computer networks, electronic
devices/media and mobile devices must
be approved by DOE. DOE-approved
methods must be used when destroying
classified information that is in elec-
tronic format.

[82 FR 41508, Sept. 1, 2017]

§1016.26 Suspension or revocation of
access authorization.

In any case where the access author-
ization of an individual subject to the
regulations in this part is suspended or
revoked in accordance with the proce-
dures set forth in 10 CFR part 710, such
individual shall, upon due notice from
DOE of such suspension or revocation
and demand by DOE, deliver to DOE
any and all Restricted Data in his pos-
session for safekeeping and such fur-
ther disposition as DOE determines to
be just and proper.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82
FR 41508, Sept. 1, 2017]

§1016.27 Termination, suspension, or
revocation of security facility ap-
proval.

(a) In accordance with §1016.12, if the
need to use, process, store, reproduce,
transmit, or handle classified matter
no longer exists, the security facility
approval will be terminated. The per-
mittee may deliver all Restricted Data
to the DOE or to a person authorized to
receive them; or the permittee may de-
stroy all such Restricted Data. In ei-
ther case, the facility must submit a
certification of non-possession of Re-
stricted Data to the DOE.

(b) In any instance where security fa-
cility approval has been suspended or
revoked based on a determination of
the DOE that further possession of
classified matter by the permittee
would endanger the common defense
and national security, the permittee
shall, upon notice from the DOE, im-
mediately deliver all Restricted Data
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to the DOE along with a certificate of
non-possession of Restricted Data.

[82 FR 41508, Sept. 1, 2017]

§1016.28 Termination of employment
or change of duties.

Each permittee shall furnish prompt-
ly to DOE written notification of the
termination of employment of each in-
dividual who possesses an access au-
thorization under his Permit or whose
duties are changed so that access to
Restricted Data is no longer needed.
Upon such notification, DOE may:

(a) Terminate the individual’s access
authorization, or

(b) Transfer the individual’s access
authorization to the new employer of
the individual to allow continued ac-
cess to Restricted Data where author-
ized, pursuant to DOE regulations.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82
FR 41508, Sept. 1, 2017]

§1016.29 Continued applicability of
the regulations in this part.

The expiration, suspension, revoca-
tion, or other termination of a security
clearance or access authorization or se-
curity facility approval shall not re-
lieve any person from compliance with
the regulations in this part.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82
FR 41508, Sept. 1, 2017]

§1016.30 Reports.

Each permittee shall immediately re-
port to the DOE office administering
the permit any alleged or suspected
violation of the Atomic Energy Act of
1954, as amended, Espionage Act, or
other Federal statutes related to Re-
stricted Data. Additionally, the per-
mittee shall report any infractions,
losses, compromises, or possible com-
promise of Restricted Data.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82
FR 41508, Sept. 1, 2017]

§1016.31 Inspections.

The DOE shall make such inspections
and surveys of the premises, activities,
records, and procedures of any person
subject to the regulations in this part
as DOE deems necessary to effectuate
the purposes of the Act, Executive
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Order 13526, and DOE orders and proce-
dures.

[82 FR 41508, Sept. 1, 2017]

§1016.32

An injunction or other court order
may be obtained prohibiting any viola-
tion of any provision of the Act or any
regulation or order issued thereunder.
Any person who willfully violates, at-
tempts to violate, or conspires to vio-
late any provision of the Act or any
regulation or order issued thereunder,
including the provisions of this part,
may be guilty of a crime and upon con-
viction may be punished by fine or im-
prisonment, or both, as provided by
law.

Violations.

[48 FR 36432, Aug. 10, 1983. Redesignated at 82
FR 41508, Sept. 1, 2017]

PART 1017—IDENTIFICATION AND
PROTECTION OF UNCLASSIFIED

CONTROLLED NUCLEAR INFOR-
MATION
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1017.4 Definitions.
1017.5 Requesting a deviation.

Subpart B—Initially Determining What Infor-
mation Is Unclassified Controlled Nu-
clear Information
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1017.10 Adverse effect test.

1017.11 Information exempt from being Un-
classified Controlled Nuclear Informa-
tion.

1017.12 Prohibitions on identifying Unclassi-
fied Controlled Nuclear Information.
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terial for Unclassified Controlled Nu-
clear Information
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