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identity of a confidential source, in-
cluding a State, local, or foreign agen-
cy or authority or any private institu-
tion which furnished information on a
confidential basis, and, in the case of a
record or information compiled by a
criminal law enforcement authority in
the course of a criminal investigation
or by an agency conducting a lawful
national security intelligence inves-
tigation, information furnished by a
confidential source, (v) would disclose
techniques and procedures for law en-
forcement investigations or prosecu-
tions, or would disclose guidelines for
law enforcement investigations or
prosecutions if such disclosure could
reasonably be expected to risk -cir-
cumvention of the law, or (vi) could
reasonably be expected to endanger the
life or physical safety of any indi-
vidual;

(8) Contained in or related to exam-
ination, operating, or condition reports
prepared by, on behalf of, or for the use
of an agency responsible for the regula-
tion or supervision of financial institu-
tions; or

(9) Geological and geophysical infor-
mation and data, including maps, con-
cerning wells.

(c) DOE shall withhold information
under this section only if—

(1) The agency reasonably foresees
that disclosure would harm an interest
protected by an exemption described in
paragraph (b) of this section; or

(2) Disclosure is prohibited by law.
DOE shall consider whether partial dis-
closure of information is possible
whenever the agency determines that a
full disclosure of a requested record is
not possible and take reasonable steps
necessary to segregate and release non-
exempt information. Nothing in this
paragraph requires disclosure of infor-
mation that is otherwise prohibited
from disclosure by law, or otherwise
exempted from disclosure by paragraph
(b)(3) of this section.

[63 FR 15661, May 3, 1988, as amended at 79
FR 22859, Apr. 25, 2014; 81 FR 94922, Dec. 27,
2016]
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§1004.11 Handling information of a
private business, foreign govern-
ment, or an international organiza-
tion.

(a) Whenever a document submitted
to DOE contains information which
may be exempt from public disclosure,
it will be handled in accordance with
the procedures in this section. While
DOE is responsible for making the final
determination with regard to the dis-
closure or nondisclosure of information
contained in requested documents,
DOE will consider the submitter’s
views (as that term is defined in this
section) in making its determination.
Nothing in this section will preclude
the submission of a submitter’s views
at the time of the submission of the
document to which the views relate, or
at any other time.

(b) When the DOE may determine, in
the course of responding to a FOIA re-
quest, not to release information sub-
mitted to the DOE (as described in
paragraph (a) of this section, and con-
tained in a requested document) with-
out seeking any or further submitter’s
views, no notice will be given the sub-
mitter.

(c) When the DOE, in the course of
responding to a FOIA request, cannot
make the determination described in
paragraph (b) of this section without
having for consideration the submit-
ter’s views, the submitter shall be
promptly notified and provided an op-
portunity to submit his views on
whether information contained in the
requested document (1) is exempt from
the mandatory public disclosure re-
quirements of the FOIA Act, (2) con-
tains information referred to in 18
U.S.C. 1905, or (3) is otherwise exempt
by law from public disclosure. The DOE
will make its own determinations as to
whether any information is exempt
from disclosure. Notice of a determina-
tion by the DOE that a claim of exemp-
tion made pursuant to this paragraph
is being denied will be given to a per-
son making such a claim no less than
seven (7) calendar days prior to in-
tended public disclosure of the infor-
mation in question. For purposes of
this section, notice is deemed to be
given when mailed to the submitter at
the submitter’s last known address.
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(d) When the DOE, in the course of
responding to a FOIA request, cannot
make the determination described in
paragraph (b) of this section and, with-
out recourse to paragraph (c) of this
section, previously has received the
submitter’s views, the DOE will con-
sider such submitter’s views and will
not be required to obtain additional
submitter’s views under the procedure
described in paragraph (c) of this sec-
tion. The DOE will make its own deter-
mination with regard to any claim that
information be exempted from disclo-
sure. Notice of the DOE’s determina-
tion to deny a claim of exemption
made pursuant to this paragraph will
be given to a person making such a
claim no less than seven (7) calendar
days prior to its intended public disclo-
sure.

(e) Notwithstanding any other provi-
sion of this section, DOE offices may
require a person submitting documents
containing information that may be
exempt by law from mandatory disclo-
sure to (1) submit copies of each docu-
ment from which information claimed
to be confidential has been deleted or
(2) require that the submitter’s views
be otherwise made known at the time
of the submission. Notice of a deter-
mination by the DOE that a claim of
exemption is being denied will be given
to a person making such a claim no
less than seven (7) calendar days prior
to intended public disclosure of the in-
formation in question. For purposes of
this section, notice is deemed to be
given when mailed to the submitter at
the submitter’s last known address.

(f) Criteria for determining the applica-
bility of 5 U.S.C. 552(b)(4). Subject to
subsequent decisions of the Appeal Au-
thority, criteria to be applied in deter-
mining whether information is exempt
from mandatory disclosure pursuant to
Exemption 4 of the Freedom of Infor-
mation Act include:

(1) Whether the information has been
held in confidence by the person to
whom it pertains;

(2) Whether the information is of a
type customarily held in confidence by
the person to whom it pertains and
whether there is a reasonable basis
therefore;

§1004.11

(3) Whether the information was
transmitted to and received by the De-
partment in confidence;

(4) Whether the information is avail-
able in public sources;

(5) Whether disclosure of the infor-
mation is likely to impair the Govern-
ment’s ability to obtain similar infor-
mation in the future; and

(6) Whether disclosure of the infor-
mation is likely to cause substantial
harm to the competitive position of the
person from whom the information was
obtained.

(g) When DOE, in the course of re-
sponding to a Freedom of Information
Act request, determines that informa-
tion exempt from the mandatory public
disclosure requirements of the Free-
dom of Information Act is to be re-
leased in accordance with §1004.1, DOE
will notify the submitter of the in-
tended discretionary release no less
than seven (7) calendar days prior to
the intended public disclosure of the
information in question.

(h) As used in this section, the term
submitter’s views means, with regard to
a document submitted to the DOE, an
item-by-item indication, with accom-
panying explanation, addressing
whether the submitter considers the
information contained in the document
to be exempt from the mandatory pub-
lic disclosure requirements of the Free-
dom of Information Act, to be informa-
tion referred to in 18 U.S.C. 1905, or to
be otherwise exempt by law from man-
datory public disclosure. The accom-
panying explanation shall specify the
justification for nondisclosure of any
information under consideration. If the
submitter states that the information
comes within the exemption in 5 U.S.C.
552(b)(4) for trade secrets and commer-
cial or financial information, the sub-
mitter shall include a statement speci-
fying why such information is privi-
leged or confidential and, where appro-
priate, shall address the criteria in
paragraph (f) of this section excluding
paragraph (f)(5). In all cases, the sub-
mitter shall address the question of
whether or not discretionary disclosure
would be in the public interest.

[63 FR 15661, May 3, 1988, as amended at 79
FR 22858, 22859, Apr. 25, 2014; 81 FR 94922, Dec.
27, 2016]
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