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To prohibit contracting with the enemy:.

IN THE SENATE OF THE UNITED STATES

APRIL 9, 2013
Ms. AYorTE (for herself, Mr. BLUMENTHAL, Mr. ROBERTS, Mr. CHAMBLISS,
Mr. MORAN, Mr. MANCHIN, Mr. BoozMAN, Mr. BURR, Mrs. SHAHEEN,
and Mr. VITTER) introduced the following bill; which was read twice and
referred to the Committee on Homeland Security and Governmental Af-

fairs
JuLy 23, 2014
Reported by Mr. CARPER, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To prohibit contracting with the enemy.

1 Be it enacted by the Senate and House of Representa-
2 twes of the Unated States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

5 the Brems et
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of the Frited States that exeentive aeenetes shall not eon-

traet with the enemy or with a person or entity that has

traet; erant; or cooperative agreement direetly or mdi-

or eonlitton forees i a contineeney operation:

FRACES: GRANES: AND COOPERATIE AGREEMENTS AND
£ H the notiee s that a person or entity

*S 675 RS



O o0 N N B W =

[\© TN NG I N T NG I NS R NS R N e T e e T e T e e T
LN A W D= OO0 NN NN R, WD = O

*S 675 RS

3
atton—
+ etthetr—
traet; erant; or eooperative agreement;
or
part; and
) H the notiee ts that the person of entt-
that nene of the funds reeetved under a eon-
traet; erant; or cooperative aereetent of the ex-
httonr forees m a contineeney operation; termi-
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& & contract; grant; or cooperative
B) A eontract; grant; or eooperative
as eontrary to pubhle poliey with reeard to «

that—
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never knowinely provided funds direetly or mdi-
tnited States or eoalition forees i a eontin-
eib of the wrant or coperative agiecinent o
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States of eonhtion forees o eotttoetes opet-
atton; and
of the erant or cooperative aereement; of the
to terminate of void the contract; erant; of co-

"4‘71 Ad4 Al ars hi -
- GRANT; OR €OOPERA

nate; voith or restriet & contract; erant; or eoopera-

*S 675 RS



O 0 N A B AW -

[\© TN NG T NG T NG I NS I NS R N e T e e T e T e T e T
b A W D= O 0 NN NN R, WD = O

7
the eottractor or reciptent of a erant or ecooperative
section th) to terrtrrte of void the eontiret o
eeipt of notiece of the action.

Eagms

after the date of the enaetment of this Aet; the See-
eentive shall earry ont & program to use avaitable -
st to subseetion (eH) to—

() i the ense of the eographie com-

e thett arens of tes sibility: or
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aret
who are providing funds reeerved under a eon-
eenttve ageney direetly or indireetly to an
ettety of the Hrtted States or a person or entt-

euired by paragraph (b throueh the eommanders of
PHS—H & Sentor Proeurement Ixeentive or the
commander of a geographte combatant eommand;
actig prrstant to & program redired by paragraph
{1); identifies a persen or entity as aectively sup-
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States or eoalition forees in a eontingeney operation;
the Sertor Proetrement Foxeentive or comhander; as
oraph HBE H o Sertor Proctretrent Ioxeentive o
cotmander determnes paestant to steh & revtew
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tHon-

may not be diselosed to a contractor of a reciptent
of & erant or cooperative agreement with respeet to
tives; i the absence of a proteetive order issued by
Artiele T or Artiele HI of the Constitution of the
so diselosed:

wty of sueh Exeentiver The commander of a geo-
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%

3 m T hiGl al m nisl hl nhYah addhl A Ml

S(il}P "Vll}i‘{.

eremy of the United States or & persen or entity
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& eontineeney operations The proeram shall be de-
or restrtetton of a contraet; erant; or eooperative
ease tay be; of the contraet; grant; or eooperative
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the approprhrte cottittees of Eotetess o peport on
or eooperative agreement voided or termt-
v Fhe value of all contracts; erants;
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or vorded:
minate; void; or restriet a eontract; erant; and
not taken:
SFESST HitrHs—
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{23 Fhe term “combatant command” meahs &

terests or providing suppert to any person of
thterests durine the time of a deelared war

B} Any oreanization desienated as a ter-
H8% e
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pealed:
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SECTION 1. SHORT TITLE.

This Act may be cited as the “Never Contract With
the Enemy Act”.
SEC. 2. PROHIBITION ON PROVIDING FUNDS TO THE

ENEMY.

(a) IDENTIFICATION OF PERSONS AND ENTITIES.—
The Secretary of Defense shall, in conjunction with the Di-
rector of National Intelligence and in consultation with the
Secretary of State, establish in each covered combatant com-
mand a program to identify persons and entities within
the area of responsibility of such command that—

(1) provide funds, including goods and services,
recewved under a contract, grant, or cooperative agree-
ment of an executive agency divectly or indirectly to
a covered person or entity; or

(2) fail to exercise due diligence to ensure that
none of the funds, including goods and services, re-
cewed under a contract, grant, or cooperative agree-
ment of an executive agency are provided directly or
mdirectly to a covered person or entity.

(b) NoTICE OF IDENTIFIED PERSONS AND ENTI-
TIES.—

(1) NOTICE.—Upon the identification of a per-
son or entity as being described by subsection (a), the
head of an executive agency (or the designee of such

head) or the commander of a covered combatant com-

*S 675 RS
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mand (or the specified deputies of the commander)
shall be notified, in writing, of such identification of
the person or entity.

(2) RESPONSIVE ACTIONS.—Upon receipt of a
notice under paragraph (1), the head of an executive
agency (or the designee of such head) or the com-
mander of a covered combatant command (or the
specified deputies of the commander) may notify the
heads of contracting activities, or other appropriate
officials of the agency or command, in writing of such
identification.

(3) MAKING OF NOTIFICATIONS.—Any written
notification pursuant to this subsection shall be made
m accordance with procedures established to imple-
ment the revisions of requlations required by this sec-
tion.

(¢) AUTHORITY TO TERMINATE OR VOID CONTRACTS,

GRANTS, AND COOPERATIVE AGREEMENTS AND TO RE-
STRICT FUTURE AWARD.—Not later than 270 days after
the date of the enactment of this Act, the Federal Acquisi-
tion Regulation, the Defense Federal Acquisition Regula-
tion Supplement, and the Uniform Administrative Require-
ments, Cost Principles, and Account Requirements for Fed-

eral Awards shall be revised to provide that, upon notice

25 from the head of an executive agency (or the designee of
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such head) or the commander of a covered combatant com-
mand (or the specified deputies of the commander) pursu-
ant to subsection (D), the head of contracting activity of an

executive agency, or other appropriate official, may do the

Jollowing:

(1) Restrict the award of contracts, grants, or co-
operative agreements of the executive agency con-
cerned upon a written determination by the head of
contracting actiwity or other appropriate official that
the contract, grant, or cooperative agreement would
provide funds recewved under such contract, grant, or
cooperative agreement directly or indirectly to a cov-
ered person or entity.

(2) Terminate for default any contract, grant, or
cooperative agreement of the executive agency con-
cerned upon a written determination by the head of
contracting actwity or other appropriate official that
the contractor, or the recipient of the grant or cooper-
atwe agreement, has failed to exercise due diligence to
ensure that none of the funds received under the con-
tract, grant, or cooperative agreement are provided
directly or indirectly to a covered person or entity.

(3) Void in whole or in part any contract, grant,
or cooperative agreement of the executive agency con-

cerned upon a written determination by the head of

*S 675 RS
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contracting activity or other appropriate official that
the contract, grant, or cooperative agreement provides
Junds directly or indirectly to a covered person or en-
tity.

(d) CLAUSE.—

(1) IN GENERAL.—Not later than 270 days after
the date of the enactment of this Act, the Federal Ac-
quisition Regulation, the Defense Federal Acquisition
Regulation Supplement, and the Unaform Adminis-
tratwe Requirements, Cost Principles, and Account
Requirements for Federal Awards shall be revised to
require that—

(A) the clause described in paragraph (2)
shall be included wn each covered contract, grant,
and cooperative agreement of an executive agen-
cy that s awarded on or after the date that s
270 days after the date of the enactment of this
Act; and

(B) to the maximum extent practicable,
each covered contract, grant, and cooperative
agreement of an executive agency that is award-
ed before the date of the enactment of this Act
shall be modified to include the clause described

m paragraph (2).
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(2) CLAUSE DESCRIBED.—The clause described

wm this paragraph s a clause that—

(A) requires the contractor, or the recipient
of the grant or cooperative agreement, to exercise
due diligence to ensure that none of the funds,
mcluding goods and services, received under the
contract, grant, or cooperative agreement are
provided durectly or indirectly to a covered per-
son or entity; and

(B) notifies the contractor, or the recipient
of the grant or cooperative agreement, of the au-
thority of the head of the contracting activity, or
other appropriate official, to terminate or void
the contract, grant, or cooperative agreement, in
whole or i part, as provided in subsection (c).

(3) TREATMENT AS VOID.—For purposes of this

section:

*S 675 RS

(A) A contract, grant, or cooperative agree-
ment that s void 18 unenforceable as contrary to
public policy.

(B) A contract, grant, or cooperative agree-
ment that 1s voiwd in part is unenforceable as
contrary to public policy with regard to a seg-
regable task or effort under the contract, grant,

or cooperative agreement.
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(4) PUBLIC COMMENT.—The President shall en-
sure that the process for amending regulations re-
quired by paragraph (1) shall include an opportunity
Jor public comment, including an opportunity for
comment on standards of due diligence required by
this Act.

(¢) REQUIREMENTS FOLLOWING CONTRACT AcC-
TIONS.—Not later than 270 days after the date of the enact-
ment of this Act, the Federal Acquisition Regulation, the
Defense Federal Acquisition Regulation Supplement, and
the Uniform Administrative Requirements, Cost Principles,
and Account Requirements for Federal Awards shall be re-
vised as follows:

(1) To require that any head of contracting ac-
tivity, or other appropriate official, taking an action
under subsection (c¢) to terminate, void, or restrict a
contract, grant, or cooperative agreement notify in
writing the contractor or recipient of the grant or co-
operative agreement, as applicable, of the action.

(2) To permit the contractor or recipient of a
grant or cooperative agreement subject to an action
taken under subsection (c¢) to terminate or void the
contract, grant, or cooperative agreement, as the case
may be, an opportunity to challenge the action by re-

questing an administrative review of the action under

*S 675 RS
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1 the procedures of the executive agency concerned not
2 later than 30 days after receipt of notice of the action.
3 (f) ANNUAL REVIEW; PROTECTION OF CLASSIFIED IN-
4 FORMATION.—

5 (1) ANNUAL REVIEW.—The Secretary of Defense,
6 m conjunction with the Director of National Intel-
7 ligence and in consultation with the Secretary of
8 State shall, on an annual basis, review the lists of
9 persons and entities previously covered by a mnotice
10 under subsection (b) as having been identified as de-
11 seribed by subsection (a) in order to determine wheth-
12 er or not such persons and entities continue to war-
13 rant identification as described by subsection (a). If
14 a determination s made pursuant to such a review
15 that a person or entity no longer warrants identifica-
16 tion as described by subsection (a), the Secretary of
17 Defense shall notify the head of an executive agency
18 (or designee) or commander (or deputy), as the case
19 may be, in writing of such determination.
20 (2) PROTECTION OF CLASSIFIED INFORMATION.—
21 Classified information relied upon to make an identi-
22 fication in accordance with subsection (a) may not be
23 disclosed to a contractor or a recipient of a grant or
24 cooperative agreement with respect to which an action
25 18 taken pursuant to the authority provided in sub-

*S 675 RS
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1 section (c), or to thewr representatives, in the absence
2 of a protective order issued by a court of competent
3 Jurisdiction established under Article I or Article 111
4 of the Constitution of the United States that specifi-
5 cally addresses the conditions upon which such classi-
6 Sied information may be so disclosed.

7 (9) DELEGATION OF CERTAIN RESPONSIBILITIES.—

8 (1) COMBATANT COMMAND RESPONSIBILITIES.—
9 The commander of a covered combatant command
10 may delegate the responsibilities in this section to any
11 deputies of the commander specified by the com-
12 mander for purposes of this section. Any delegation of
13 responsibilities under thas paragraph shall be made
14 m writing.

15 (2) NONDELEGATION OF RESPONSIBILITY FOR
16 CERTAIN ACTIONS.—The authority provided by sub-
17 section (¢) to terminate, void, or restrict contracts,
18 grants, and cooperative agreements, in whole or in
19 part, may not be delegated below the level of head of
20 contracting activity, or equivalent official for pur-
21 poses of grants or cooperative agreements.
22 (h) ADDITIONAL RESPONSIBILITIES OF EXECUTIVE
23 AGENCIES.—

24 (1) SHARING OF INFORMATION ON SUPPORTERS
25 OF THE ENEMY.—The Secretary of Defense shall, in

*S 675 RS
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consultation with the Director of the Office of Man-

agement and Budget, carry out a program through
which agency components may provide information to
heads of executive agencies (or the designees of such
heads) and the commanders of the covered combatant
commands (or the specified deputies of the com-
manders) relating to persons or entities who may be
providing funds, including goods and services, re-
cewved under contracts, grants, or cooperative agree-
ments of the executive agencies dirvectly or indirectly
to a covered person or entity. The program shall be
designed to facilitate and encourage the sharing of
risk and threat information between executive agen-
cies and the covered combatant commands.

(2) INCLUSION OF INFORMATION ON CONTRACT
ACTIONS IN FAPIIS AND OTHER SYSTEMS.—UpO% the
termination, voiding, or restriction of a contract,
grant, or cooperative agreement of an executive agen-
cy under subsection (c), the head of contracting activ-
1ty of the executive agency shall provide for the inclu-
sion in the Federal Awardee Performance and Integ-
rity Information System (FAPIIS), or other formal
system of records on contractors or entities, of appro-

priate information on the termination, voiding, or re-

*S 675 RS
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striction, as the case may be, of the contract, grant,
or cooperative agreement.

(3) REPORTS.—The head of contracting activity
that receives a notice pursuant to subsection (b) shall
submit to the head of the executive agency (or des-
tgnee) concerned or the appropriate covered combat-
ant command, as the case may be, a report on the ac-
tion, if any, taken by the head of contracting activity
pursuant to subsection (¢), including a determination
not to terminate, void, or restrict the contract, grant,
or cooperative agreement as otherwise authorized by
subsection (c).

(1) REPORTS.—

(1) IN GENERAL.—Not later than March 1 of
2016, 2017, and 2018, the Director of the Office of
Management and Budget shall submit to the appro-
priate commaittees of Congress a report on the use of
the authorities in this section in the preceding cal-
endar year, imcluding the following:

(A) For each instance in which an executive
agency exercised the authority to terminate, voud,
or restrict a contract, grant, and cooperative
agreement pursuant to subsection (c), based on a

notification under subsection (b), the following:

*S 675 RS



O© o0 3 O WD B W N

| \O IR \© R O B \O N O R N e e e e T e e e e
A W D= O O 0NN N N R WD = O

27

(i) The executive agency taking such
action.

(11) An explanation of the basis for the
action taken.

(11r) The value of the contract, grant,
or cooperative agreement voided or termi-
nated.

(i) The value of all contracts, grants,
or cooperative agreements of the executive
agency n force with the person or entity
concerned at the time the contract, grant, or
cooperative agreement was terminated or
voided.

(B) For each instance in which an executive

agency did not exercise the authority to terma-
nate, void, or restrict a contract, grant, and co-
operative agreement pursuant to subsection (c),

based on a notification under subsection (D), the

Jollowing:

(1) The executive agency concerned.
(11) An explanation why the action

was not taken.

(2) ForM.—Any report under this subsection

may, at the election of the Director—

*S 675 RS
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(A4) be submitted in unclassified form, but

with a classified annex; or
(B) be submitted in classified form.

(1) NATIONAL SECURITY EXCEPTION.—Nothing in this
section shall apply to the authorized intelligence or law en-
Jorcement activities of the Unated States Government.

(k) CONSTRUCTION WITH OTHER AUTHORITIES.—Ex-
cept as provided in subsection (1), the authorities in this
section shall be in addition to, and not to the exclusion of,
any other authorities available to executive agencies to vm-
plement policies and purposes similar to those set forth in
this section.

(1) COORDINATION WITH CURRENT AUTHORITIES.—

(1) REPEAL OF SUPERSEDED AUTHORITY RE-

LATED TO CENTCOM.—Effective 270 days after the

date of the enactment of this Act, section 841 of the

National Defense Authorization Act for Fiscal Year

2012 (Public Law 112-81; 125 Stat. 1513; 10 U.S.C.

2313 note) 1s repealed.

( 2 ) REPEAL OF SUPERSEDED AUTHORITY RE-

LATED TO DEPARTMENT OF DEFENSE.—Effective 270

days after the date of the enactment of this Act, sec-

tion 831 of the National Defense Authorization Act

Jor Fiscal Year 2014 (Public Law 113—66; 127 Stat.

810; 10 U.S.C. 2302 note) 1s repealed.

*S 675 RS
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1 (3) USE OF SUPERSEDED AUTHORITIES IN DIS-
2 CHARGE OF REQUIREMENTS.—In providing for the
3 discharge of the requirements of this section by the
4 Department of Defense, the Secretary of Defense may
5 use and modify for that purpose the regulations and
6 procedures established for purposes of the discharge of
7 the requirements of section 841 of the National De-
8 Jense Authorization Act for Fiscal Year 2012 and sec-
9 tion 831 of the National Defense Authorization Act
10 Jor Fiscal Year 2014.

11 (m) SUNSET.—The provisions of this section shall
12 cease to be effective on December 31, 2019.

13 SEC. 3. ADDITIONAL ACCESS TO RECORDS.
14 (a) CONTRACTS, GRANTS, AND COOPERATIVE AGREE-

15 MENTS.—

16 (1) IN GENERAL.—Not later than 270 days after
17 the date of the enactment of this Act, applicable regu-
18 lations shall be revised to provide that the clause de-
19 seribed 1 paragraph (2) may, as appropriate, be in-
20 cluded n each covered contract, grant, and coopera-
21 tive agreement of an executive agency that s awarded
22 on or after the date of the enactment of this Act.

23 (2) CLAUSE.—The clause described in this para-
24 graph is a clause authorizing the head of the executive
25 agency concerned, upon a written determination pur-

*S 675 RS
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suant to paragraph (3), to examine any records of the
contractor, the recipient of a grant or cooperative
agreement, or any subcontractor or subgrantee under
such contract, grant, or cooperative agreement to the
extent necessary to ensure that funds, including goods
and services, available under the contract, grant, or
cooperative agreement are not provided directly or in-
durectly to a covered person or entity.

(3) WRITTEN DETERMINATION.—The authority
to examine records pursuant to the contract clause de-
seribed in paragraph (2) may be exercised only upon
a written determination by the contracting officer or
comparable official responsible for a grant or coopera-
twe agreement, upon a finding by the commander of
a covered combatant command (or the specified depu-
ties of the commander) or the head of an executive
agency (or the designee of such head) that there is
reason to believe that funds, including goods and serv-
wees, avairlable under the contract, grant, or coopera-
twe agreement concerned may have been provided di-
rectly or indirectly to a covered person or entity.

(4) FLOWDOWN.

A clause described in para-
graph (2) may also be included in any subcontract or

subgrant under a covered contract, grant, or coopera-
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1 twe agreement if the subcontract or subgrant has an
2 estimated value in excess of $50,000.

3 (b) REPORTS.—

4 (1) IN GENERAL.—Not later than March 1 of
5 2016, 2017, and 2018, the Director of the Office of
6 Management and Budget shall submait to the appro-
7 priate commaittees of Congress a report on the use of
8 the authority provided by this section in the pre-
9 ceding calendar year.

10 (2) ELEMENTS.—FEach report under this sub-
11 section shall identify, for the calendar year covered by
12 such report, each instance in which an executive
13 agency exercised the authority provided under this
14 section to examine records, explain the basis for the
15 action taken, and summanrize the results of any exam-
16 mation of records so undertaken.

17 (3) ForM.—Any report under this subsection
18 may be submitted in classified form.

19 (¢) COORDINATION WiTH CURRENT AUTHORITIES AP-

20 prrLicABLE 170 CENTCOM.—

21 (1) REPEAL OF SUPERSEDED AUTHORITY.—Ef-
22 Jective 270 days after the date of the enactment of this
23 Act, section 842 of the National Defense Authorization
24 Act for Fiscal Year 2012 (Public Law 112-81; 125
25 Stat. 1510; 10 U.S.C. 2302 note) is repealed.
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(2) USE OF SUPERSEDED AUTHORITIES IN DIS-
CHARGE OF REQUIREMENTS.—In providing for the
discharge of the requirements of this section by the
Department of Defense, the Secretary of Defense may
use and modify for that purpose requirements and
procedures established by the Secretary for purposes of
the discharge of the requirements of section 842 of the
National Defense Authorization Act for Fiscal Year
2012.
4. DEFINITIONS.
In this Act:

(1) APPROPRIATE COMMITTEES OF CONGRESS.—
The term “appropriate commaittees of Congress”
means—

(A) the Committee on Armed Services, the
Commattee on Homeland Security and Govern-
mental Affairs, the Committee on Foreign Rela-
tions, and the Committee on Appropriations of
the Senate; and

(B) the Commattee on Armed Services, the
Commattee on Owversight and Government Re-
form, the Committee on Foreign Affairs, and the
Committee on Appropriations of the House of

Representatives.
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(2) CONTINGENCY OPERATION.—The term “con-
tingency operation” has the meaning given that term
m section 101(a)(13) of title 10, United States Code.
(3) CONTRACT—The term “contract” includes a
contract for commercial items but 1s not limated to a
contract for commercial items.
(4) COVERED COMBATANT COMMAND.—The term
“covered combatant command” means the following:
(A) The United States Africa Command.
(B) The United States Central Command.
(C) The Unated States European Command.
(D) The United States Pacific Command.
(E) The Unated States Southern Command.
(5) COVERED CONTRACT, GRANT, OR COOPERA-
TIVE AGREEMENT DEFINED.—The term “covered con-
tract, grant, or cooperative agreement” means a con-
tract, grant, or cooperative agreement with an esti-
mated value in excess of $50,000 that 1is performed
outside the United States, including its possessions
and territories.
(6) COVERED PERSON OR ENTITY.—The term
“covered person or entity” means a person or entity
that s actively opposing United States or coalition

Jorces involved i a contingency operation in which
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members of the Armed Forces are actively engaged in
hostilities.

(7) EXECUTIVE AGENCY.—The term “executive
agency’’ has the meaning given that term in section
133 of title 41, United States Code.

(8) HEAD OF CONTRACTING ACTIVITY.—The term
“head of contracting activity” has the meaning given
that term in subpart 601 of part 1 of the Federal Ac-

quisition Regulation.
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