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To require mobile service providers and mobile device manufacturers to give
consumers the ability to remotely delete data from mobile devices and
render such devices inoperable.

IN THE HOUSE OF REPRESENTATIVES

FEBRUARY 14, 2014

Mr. SERRANO introduced the following bill; which was referred to the
Committee on Energy and Commerce

A BILL

To require mobile service providers and mobile device manu-
facturers to give consumers the ability to remotely delete
data from mobile devices and render such devices inoper-
able.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Smartphone Theft Pre-
vention Act”.

SEC. 2. FINDINGS.
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Congress finds that—
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(1) mobile device theft costs consumers
$30,000,000,000 each year, according to the Federal
Communications Commission;

(2) 1 in 3 robberies include the theft of a mo-
bile device;

(3) carriers, manufacturers, law enforcement,
and the Federal Communications Commission have
worked to address the growing trend of mobile de-
vice theft, but more remains to be done;

(4) consumers deserve to have the most secure
technology available to protect them and their infor-
mation;

(5) technological protections continue to de-
velop, evolve, and improve in ways that are good for
the economy and the consumers of the United
States, and for public safety in the United States;

(6) the wireless industry should work with law
enforcement to educate consumers about the security
tools that are available to them and how to keep
their data, their devices, and themselves safe; and

(7) because engineering and security needs
change rapidly, the mobile device industry, law en-
forcement, and consumer advocates are best suited
to proactively develop solutions to protect con-

sumers, drive innovation, and deter theft.
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SEC. 3. FUNCTION FOR STOLEN MOBILE DEVICES.

(a) IN GENERAL.—Part I of title III of the Commu-
nications Act of 1934 (47 U.S.C. 301 et seq.) is amended
by adding at the end the following:

“SEC. 343. FUNCTION FOR STOLEN MOBILE DEVICES.

“(a) DEFINITIONS.—In this section—

“(1) the term ‘account holder’, with respect to

a mobile device

“(A) means the person who holds the ac-
count through which commercial mobile service
or commercial mobile data service i1s provided
on the device; and

“(B) includes a person authorized by the
person described in subparagraph (A) to take
actions with respect to the device;

“(2) the term ‘commercial mobile data service’
has the meaning given the term in section 6001 of
the Middle Class Tax Relief and Job Creation Act
of 2012 (47 U.S.C. 1401);

“(3) the term ‘commercial mobile service’ has
the meaning given the term in section 332; and

“(4) the term ‘mobile device’ means a personal
electronic device on which commercial mobile service
or commercial mobile data service is provided.

“(b) REQUIREMENTS.
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“(1) FuncTION.—A provider of commercial mo-
bile service or commercial mobile data service on a
mobile device shall make available on the device a

function that—
“(A) may only be used by the account

holder; and
“(B) includes the capability to remotely—

“(1) delete or render inaccessible from
the device all information relating to the
account holder that has been placed on the
device;

“(i1) render the device inoperable on
the network of any provider of commercial
mobile service or commercial mobile data
service globally, even if the device is turned
off or has the data storage medium re-
moved;

“(i11) prevent the device from being
reactivated or reprogrammed without a
passcode or similar authorization after the
device has been—

“(I) rendered inoperable as de-
seribed in clause (ii); or
“(IT) subject to an unauthorized

factory reset; and
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“(iv) reverse any action described in
clause (1), (i1), or (ii1) if the device is recov-

ered by the account holder.

“(2) DEVICE STANDARDS.—A person may not
manufacture in the United States, or import into the
United States for sale or resale to the publi¢, a mo-
bile device unless the device is configured in such a
manner that the provider of commercial mobile serv-
ice or commercial mobile data service on the device
may make available on the device the function re-
quired under paragraph (1).

“(3) EXEMPTIONS FOR FUNCTIONALLY EQUIVA-
LENT TECIHNOLOGY.—

“(A) MOBILE SERVICE PROVIDERS.—The

Commission may exempt a provider of commer-
cial mobile service or commercial mobile data
service on a mobile device from the requirement
under paragraph (1), with respect to that de-
vice, if the provider makes available on the de-
vice technology that accomplishes the functional
equivalent of the function required under para-

oraph (1).

“(B) MANUFACTURERS AND IMPORTERS.
The Commission may exempt a person from the

requirement under paragraph (2), with respect
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to a mobile device that the person manufactures
in the United States or imports into the United
States for sale or resale to the public, if the de-
vice 1s configured in such a manner that the
provider of commercial mobile service or com-
mercial mobile data service on the device may
make available on the device technology that ac-
complishes the functional equivalent of the
function required under paragraph (1).

“(4) WAIVER FOR LOW-COST, VOICE-ONLY MO-

BILE DEVICES.

The Commission may waive the ap-
plicability of the requirements under paragraphs (1)
and (2) with respect to any low-cost mobile device
that—

“(A) is intended for primarily voice-only
mobile service; and

“(B) may have limited data consumption
functions focused on text messaging or short
message service.

“(¢) NO FEE.—A provider of commercial mobile serv-
ice or commercial mobile data service on a mobile device
may not charge the account holder any fee for making the
function described in subsection (b)(1), or any equivalent
technology described in subsection (b)(3)(A), available to

the account holder.

*HR 4065 TH



O o0 N N D Bk W =

|\ I \© R NS B \O I O R e e e e T e T e e e e
A W D= O O 0NN N N R, WD = O

7
“(d) FORFEITURE PENALTY.—

“(1) IN GENERAL.—Any person that is deter-
mined by the Commission, in accordance with para-
oraphs (3) and (4) of section 503(b), to have vio-
lated subsection (b) or (¢) of this section shall be lia-
ble to the United States for a forfeiture penalty, in
an amount to be determined by the Commission.

“(2) OTHER PENALTIES.

A forfeiture penalty
under this subsection shall be in addition to any
other penalty provided for in this Act.

“(e) RULE OF CONSTRUCTION.—Nothing in this sec-
tion shall be construed to prohibit a manufacturer of mo-
bile devices, or a provider of commercial mobile service or
commercial mobile data service, from taking actions not
described in this section to protect consumers from the
theft of mobile devices.”.

(b) APPLICABILITY OF FUNCTION REQUIREMENT.—

(1) DEFINITION.—In this subsection, the term

“mobile device” has the meaning given the term in

section 343 of the Communications Act of 1934, as

added by subsection (a).

(2) APPLICABILITY.—Except as provided in
paragraph (3), section 343 of the Communications

Act of 1934, as added by subsection (a), shall apply
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with respect to any mobile device that, on or after
January 1, 2015, is—
(A) manufactured in the United States; or
(B) imported into the United States for
sale to the publie.

(3) COMPLIANCE EXTENSIONS.—The Federal
Communications Commission may exempt a person
that is subject to any requirement under section
343(b) of the Communications Act of 1934, as
added by subsection (a), from that requirement for
a temporary period after the date deseribed in para-
oraph (2) of this subsection, upon a showing by the
person that the person requires more time to be able

to comply with the requirement.

O

*HR 4065 TH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2023-01-07T00:24:13-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




