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To extend the sunset of certain provisions of the USA PATRIOT Act and
the authority to issue national security letters, and for other purposes.

IN THE SENATE OF THE UNITED STATES

SEPTEMBER 22, 2009
Mr. LEAHY (for himself, Mr. CARDIN, Mr. KAUFMAN, Mr. SANDERS, Mrs.
FERINSTEIN, Mr. WHITENIOUSE, and Ms. KLOBUCHAR) introduced the fol-
lowing bill; which was read twice and referred to the Committee on the
Judiciary
OCTOBER 13, 2009
Reported by Mr. LEAY, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To extend the sunset of certain provisions of the USA PA-
TRIOT Act and the authority to issue national security

letters, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1- SHORT TITEE:
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foter 18 atnended by strikine “20007 and thsertine
Hos 50 s e H D s wended by
200> (Public Law 110261 122 Spae 24770 i
mserting <5 exeept that paragraph (D) of
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Code:
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() Subseetions {n) and (b} of seetion 626
of the Fair Credit Reporting Aet (35 H-S-
(D} Seetion 627 of the Kair Credit Report-

ber 315 20435 with respeet to any partieadar foreten
Hewdar offense or potential offense that beean or oe-

6} in the table of seetions for chapter
121 by strikine the item relatine to see-
i) in the table of seetions for ehap-
ter 223 by strikine the item relatine to
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+68tw—
Hons or a consumer report respeecting
subseetion e}
A1 in subsection i by
and
H5bthh—
W by stiking prregraph (5
and
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SEC. 3. FACTUAL BASIS FOR AND ISSUANCE OF ORDERS
FOR ACCESS TO TANGIBLE THINGS.
amended—
GIBLE THINGS:
(2) in subseotion (bH2) by striking subpara-
A a statement of faets showie that
vestieation f{other than a threat assess-
mformation not coneernine a United
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“and” at the end;
the period at the end and insertine
H e geabivae—Tite ¥ of the Foreten
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1 SEC. 4. FACTUAL BASIS FOR AND ISSUANCE OF ORDERS
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FOR PEN REGISTERS AND TRAP AND TRACE

BEVICES FOR FOREIGN INTELLIGENCE PUR-

POSES.

the end; and

2} a statement of faets showine that there

tion {other than a threat assessment) eondueted
“BHE pettats o o foreren poseer of o

agent of & foreien power;
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L s relevant to the activties of a sus-
peeted agent of a foreten power who 15 the sub-
with; or known to; a suspeeted agent of a for-

=05 o strtetrett of proposed titattot pro-

?EEhi]]E; ))
” [> PR

meatis—

of & pen reeister or trap and trace deviee; to
hibit the dis ination: of Picks svaitbd
scernine , e Tnited
nate foreion intelie o

*S 1692 RS



O o0 N N W BB W =

[\© TN NG T N T NG I NS R NS R N e T e e T e T e e T
b A W D= O 0 NN NN R, WD = O

HoHeH ), shal not be disseminated 1 a tan-
denee of a ertme which has been; s betne; or

tatted or dissentnated for kow enforcement prre-

42t aetded—
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tithel before the period at the end:
sl
eolon: and
b} by addine at the end
Gy by adding at the end the fol-

which the mstallation and use of a pen reeister or trap
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eetey istalatton and use of a pen reetster or trap and
HHe for the tsstrttee of o fdbertd order be folowed—
405¢ay of the Foreien Intelicence Swrveithanee
Aet of 1978 56 T-S6 18456 s amended by
SEC: 5. LIMITATIONS ON DISCLOSURE OF NATIONAL SECU-
RITY LETTERS.
“H PromBHoN—
A By aRvER—H w eettfrention s
issaed under subparasraph (B) and notiee of
the right to judietal review wnder paragraph (4
aeent thereof; that reecetves a regquest under
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T year:
of the Federal Burean of Imvestieation; or a
of a Burean field offtee; certfies that; absent a
there may resuit—
of the United States;

“H  thterferetee  with & ertninalk
cotiterterrorishy; or connterttethecnee -
safety of any persot:

2} ExerEProN—
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et
est; or
whom & regquest 18 issted under subseetion o
£ mfermation otherwise subjeet to & non-
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Bureatt of Investieation; or o destenee of the Diree-
Aeent in Charee i a Burean field office; may ex
tend & nondiselostire reqiirement for additional peri-
ods of not longer than 1 year i at the time of each
extenston; & new certifteation i made under para-
araph 1B and notice is provided to the recipient

ecommunteations serviee provider that reeerves a

of:
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ent wishes to have a eourt review a non-
eftrest:
makes a notifieation under subparagraph B)
eleetronte serviee provider; or offieer; employee; or
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A Iy eENERAE—H & eertifteation 18
s provided; no consuier reporting ageney; or
of the Federad Burean of lnvestientton; or a
reatt headerarters or & Speetal Aeent in Charge
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of a Burean field offtee; certtfies that; absent a
“f) a dateer to the national seenrtty
G terferenee  with a  ertmnak
eotnterterrorish; or ecunterintellicence -
lattons: or
safety of any persot:
that reeetves a request or order under sub-
eftiest or order;
qrest or order; or
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whom a reetest or order i3 issued under sub-
eloses to a persen desertbed 1 subparagraph
Buarean of Investieation; or a destenee of the Diree-
ststant Direetor at Burean headeanarters or a Speetal
Aoett t Hharoe oo Brarean fredd offtees iy ex-
tend a nondiselostre reqitrement for addittonal pert-
extenston; a new certifteation i made under para-
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aeehey that reeetves a request or order under

ander subseetion {a); by or {e) shall state
review & nondiselosare requirement; the re-
state that i the reciptent wishes to have &
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Hey PHTRATION OF PROcEEDENGS—H a
reetptett of o rettest o order thder sibseetton
fay; thy or e makes a notifteation under sub-

y 1o QOVERNMENTAL AGENCIES
Fatr Credit Reportine et 5 Fo560 168 1s amended
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24
the right to judietal review wnder paragraph (4
a reqest uwhder stbseetion o)y shall diselose to
terrorish,; or a destenee; eertifies that; absent a
“4) a danger to the national seenrtty
lattons; or
satety of any perso:
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1 (‘3 ) l ;;YeEP?I—:} }.

that reeetves a reguest under subseetion &)

etrests
fest: or
fioenee o intelties ities o

paragraph (5 shalt be subjeet to the nondiselo-
whom a request 13 issued under subseetion (o)
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eloses to a persen desertbed i subparagraph
&) information otherwise subjeet to & non-
may extend a nondiselostre regirement for addi-
wnder paragraph (B} and notiee s provided to
ageney that reeetves a reqguest under subseetion
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27
ent wishes to have a conrt review a hon-

frest:

reeiptent of a reguest under subseetion (&)
makes & notifieation under subparasraph B
5 Frrvarion—7H the faets supportine o
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AR R3]
Bureatt of Investtention; or a destenee
at Bureat headetarters or a Speetnd
Aeent th Charee of a Burean field of-
fiee; eertifies that; absent a prohibi-
“Aaa) a daneer to the na-

Fe_

Srtess

inteHisence | jontion:
“ddd dhteer to the He or
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mstitation; or offteer; employee; or
agent thereof; that reecerves a reguest
information otherwise subject to any

anee reeardine the regrest: or
ments appheable to a persen to whom
a reguest 18 issted under subpara-
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that diseloses to a person desertbed 1
subjeet to o nondiselosure regquirement
tor at Burean headenarters or a Speeiad
may extend & nondiselosure requirement
vear H; at the time of each extension; &
ent of the appheable request that the non-
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wishes to have a eotrt review a

“hbhy EreNstoN—-A  ho-
to have a eourt review the non-
chselostre  reqtirement; the re-
ment not later than 21 days after
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a notifteation under subelanse s
the G hall inid el

porting a nondiselosure requirement eease
A Iy eENErRAE—H a eertifieation 18
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B CERTIFICATION —The  veguirenients
stbseetion {a); or a desienee; eertiftes that; ab-
sent & prohibition of diselosture under this sub-
“f) a dateer to the national seenrtty
G terferenee  with a  ertminak
eonnterterrorism; or eountermteligenece -
lattons: or
safety of afy persot:
‘A Iy oBNERAL—A  governmental or
thereof;, that reeetves a request under sub-
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nent to—
et
est; or
paragraph (9 shalt be subjeet to the nondiselo-
whom & regquest 18 issted under subseetion o
£ mfermation otherwise subjeet to & non-
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at the time of each extension; a new eertifieation 18
private entity that recerves a request under sub-
ent wishes to have a court review a non-

eftrest:
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state that i the reciptent wishes to have &
Ly PHTRATION OF PROcEEDENGS—H a
rectprent of & request under stubseeton
makes a notifieation under subparaeraph B)
or offiecr; employee; or agent thereol; subjeet to the
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1 SEC. 6. JUDICIAL REVIEW OF FISA ORDERS AND NATIONAL

SECURITY LETTERS:.

O o0 9 N W B~ W

[S—
)

11 by stretkte 2ot fess Hhan + ovenr™
12 atrd ol that feHows:

[S—
()

21 s amended to read as folows:
22 “by
23 “H By emERAE—
24 ) Notieh—H o reeipient of a reqtest
25 or order for a report; records; or other nforma-
26 tion under seetion 2709 of this Hitle; seetion

I T S = S
o N O Wn B~
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626 or 627 of the Fair Credit Reporting Aet
Aet of 1947 (50 U-5:C: 436); wishes to have &
cotrt review o nondiselostre regqrirement Hn-
days after the date of reeeipt of a netifieation
contents of the relevant reeuest or order An
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faets yastfy a longer period of nondiselosure:
“Hy bevar—H a distriet eourt of the
tnited States rejeets an applieation for & non-
feet:

ont:

that; absent a prohibttion of diselostre under
of the United States;

“H  thterferetee  with & ertninalk

cothterterrorishy; or conntermtetheoenee -
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United States may isste & nondiselostare reeuire-

“A) & daneer to the national seenrity of
RS et retee wbth s ertrtath eoreber-
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| ments of paragraph 2) and a determmation by the
6 is amended—

7 FH i paragraph G by stiiking Not later
8 than™ and all that foHows and tsertine “At or be-
10 of tanethble thines under an order approved thder
11 this seetton or at any thne after the production of
12 tanoible thines under an order approved under this
13 seetton; & jadee may assess eomphanee with the
14 minimization procedures by reviewine the eit-
16 Hrited States persons was aeqtireds retatneds or dis-
17 setrtrteds

18 2} i paragraph () by mserting “aeqtist-
19 Hot ard— after “to tize the—

20 SEC. 7. CERTIFICATION FOR ACCESS TO TELEPHONE TOLL
21 AND TRANSACTIONAL RECORDS.

22 i By GEvERE—Seetton 250K H of HHe
23 ttted States Codes 15 atended—
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(2} by insertine “that inchudes a statement of

e agenrey a written determination that melades &
to™ and
e agepey a written determination that ineludes a

Ql VIW(') ‘ Ea:YIWI%Pél{iwk}rlw ; I [S Ew }1%Y€11115\
LN LY. RS 7 [
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4
amended by msertine “that melades a statement of faets
e “provides a written eertification by the Direetor
tor & destenee) and
e “that mehades a statement of faets showine that
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B} shall inelnde o statement of facts showtne
zed manher to o foreten power or agent of a foreien

)

powers—

SEC: 8: PUBLIC REPORTING ON NATIONAL SECURITY LET-

TERS:

Seetton H3{e) of the TSA PATRIOT Improvement

and Reatrthorization Aet of 2005 (18 184 3511 note)
s atended—
States persons™s and

ehading the ntmber of reqrests for subseriber
lowing:
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4 =t Foted States petsots:

6 Stetes persos;

9 or

10 “{v) persens who are not the subjeets
12 Hots:

13 =B xerprton—3With  tespeet to the
14 namber of reqrests for subsertber mformation
15 thder seetton 2709 of title 187 Hnited States
16 Codes o report peqtired thder Hhis stbseetton
17 teed not provide infermmtton separated thto
18 ench of the eategortes desertbed th subpara-

19 eraph (A=

20 SEC. 9. PUBLIC REPORTING ON THE FEOREIGN INTEL-
21 LIGENCE SURVEILLANCE ACT.
22 Secttort 504 of the Foreton hrtelioetee Survetthee
23 Aet of 1978 (50 Hoses 18 s ammended—
24 1 by redestenating sabsections (b} threueh (e}
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2 loveites

4 sneke publiely available the portion of each report wnder
5 sabseetion (o) relatine to paracraphs (1 and (2} of sab-
6 seetion f and

7 (3} in subseetion (e as so redestonateds by
9 =

10 SEC. 10. AUDITS.

11 b FovatBtt v s—Seetion H6Y of the 3
12 PATRIOT hmprovement and Reanthorization Aet of 2005
13 Pubhe Frse H09— 120 St 2005 + aended—

14 1 1 subseetion b)—

16 anre insertine “2012°% and

19 endar vears 2006 throneoh 20127

20 £2} in sabseetion (e} by addine at the end the

21 foHovtres

23 bater than Pecember 315 2030; the Inspeetor Gen-
24 crad of the Departiment of Justice shall subiit to the
25 Cottttee on the Judierary and the Permmnent Se-
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the Seleet Committee on Intelicence of the Senate
a report contatnine the resuls of the andit eon-
ard 2008
thereafter throneh 2013 the Inspector Generat of
the Department of Justice shalt submit to the Com-
Committee on Intelicence of the House of Rep-

ahe

ahe
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Aet of 2005 (Pubhe baw 1093971 120 Stat 249 i
amended—
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Comtittes on Intellioenee of the Homse of Rep-
a report contatnine the resuls of the andit eon-
ated
ated

‘ l“{l}g"{
J Ko

proper or tHeeal use; of pen registers and trap and
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o1

stallation and use of a pen register or trap and

ittine the apphestion):
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D) whether bureaneratic or proeedural
Goverttent:
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i with respeet to ealendar vears
tionr aequired ahder a pen register or trap
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State; leeal; or tribal government depart-
formation aeetired tnder & pen register or
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of the Hotse of Representatives a report eon-

P {IﬂP$rl1§\
KD

fore the submission of & report under subpara-
eraph (A or (B} of paragraph (3); the Inspee-
vide steh comtments to be theladed o report

heeessatry-

o

wnder subparagraph (A or (B) of paragraph 3)
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26
shall be 11 nnelasstited form,; but may melude a elas-
SECTION 1. SHORT TITLE.
This Act may be cited as the “USA PATRIOT Act
Sunset Extension Act of 2009”.
SEC. 2. SUNSETS.
(a) SECTIONS 206 AND 215 SUNSET.—

(1) IN GENERAL.—Section 102(b)(1) of the USA
PATRIOT Improvement and Reauthorization Act of
2005 (Public Law 109—-177; 50 U.S.C. 1805 note, 50
US.C. 1861 note, and 50 U.S.C. 1862 note) 1is
amended by striking “2009” and inserting “2013”.

(2) CONFORMING AMENDMENTS.—

(A) IN GENERAL.—The Foreign Intelligence

Surveillance Act of 1978 (50 U.S.C. 1801 et

seq.), as amended by section 3 of this Act, s

amended—

(1) in the table of contents in the first
section, by striking the items relating to
title 'V and sections 501, 502, and 503 and

mserting the following:

“TITLE V—ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN
INTELLIGENCE PURPOSES

“Sec. 501. Definitions.
“Sec. 502. Access to certain business records for foreign intelligence and inter-
national terrorism investigations.”;
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(i1) wn title 'V (50 U.S.C. 1861 et
seq.)—

(I) in the title heading, by strik-
mg  “AND  OTHER TANGIBLE
THINGS”; and

(I1) by striking section 503; and
(1i1) in  section 601(a)(1)(D) (50

URS.C. 1871(a)(1)(D)), by striking “section

501;” and inserting “section 502 or under

section 501 pursuant to section 102(b)(2) of

the USA PATRIOT Improvement and Re-
authorization Act of 2005 (Public Law

109—177: 50 U.8.C. 1861 note);”.

(B) APPLICATION UNDER SECTION 404 OF
THE FISA AMENDMENTS ACT OF 2008.—Section
404(b)(4)(A) of the FISA Awmendments Act of
2008 (Public Law 110-261; 122 Stat. 2477) s
amended by striking the period at the end and
mserting “, except that paragraph (1)(D) of such
section 601(a) shall be applied as if it read as
Jollows:

“YD) access to records under section 502 or
under section 501 pursuant to section 102(b)(2)

of the USA PATRIOT Improvement and Reau-
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thorization Act of 2005 (Public Law 109-177; 50

U.S.C. 1861 note);’.”.

(C) EFFECTIVE DATE.—The amendments
made by this paragraph shall take effect on De-
cember 31, 2013.

(b) EXTENSION OF SUNSET RELATING TO INDIVIDUAL

TERRORISTS AS AGENTS OF FOREIGN POWERS.—

(1) IN GENERAL.—RSection 6001(b) of the Intel-
ligence Reform and Terrorism Prevention Act of 2004
(Public Law 108-458; 50 U.S.C. 1801 wnote) 1is
amended to read as follows:

“(b) SUNSET.—

“(1) RepPEAL—Subparagraph (C) of section
101(b)(1) of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1801(b)(1)), as added by sub-
section (a), 1s repealed effective December 31, 2015.

“(2) TRANSITION PROVISION.—Notwithstanding
paragraph (1), subparagraph (C) of section 101(b)(1)
of the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801(b)(1)) shall continue to apply on and
after December 31, 2013, with respect to any par-
ticular forewgn intelligence investigation or with re-
spect to any particular offense or potential offense
that began or occurred before December 31, 2013.”,

(2) CONFORMING AMENDMENT.—
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(A) IN GENERAL.—Section 601(a)(2) of the
Foreign Intelligence Surveillance Act of 1978 (50
US.C. 1871(a)(2)) 1s amended by striking the
semicolon at the end and inserting “pursuant to
subsection (b)(2) of section 6001 of the Intel-
ligence Reform and Terrorism Prevention Act of
2004 (Public Law 108-458; 50 U.S.C. 1801
note);”.

(B) KEFFECTIVE DATE—The amendment
made by subparagraph (A) shall take effect on

December 31, 2013.

(¢) NATIONAL SECURITY LETTERS.—

(1) REPEAL.—Effective on December 31, 2013—

(A) section 2709 of title 18, United States
Code, 1s amended to read as such provision read
on October 25, 2001;

(B) section 1114(a)(5) of the Right to Fi-
nancial  Privacy Act of 1978 (12 U.S.C.
3414(a)(5)) 1s amended to read as such provision
read on October 25, 2001;

(C) subsections (a) and (b) of section 626 of
the Fair Credit Reporting Act (15 U.S.C. 1681u)
are amended to read as subsections (a) and (D),
respectively, of section 624 of such Act read on

October 25, 2001;
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1 (D) section 627 of the Fawr Credit Report-
2 g Act (15 U.S.C. 1681v) s repealed; and

3 (E) section 802 of the National Security Act
4 of 1947 (50 U.S.C. 436) is amended to read as
5 such provision read on October 25, 2001.

6 (2) TRANSITION PROVISION.—Notwithstanding
7 paragraph (1), the provisions of law referred to in
8 paragraph (1), as in effect on December 30, 2013,
9 shall continue to apply on and after December 31,
10 2013, with respect to any particular foreign intel-
11 ligence investigation or with respect to any particular
12 offense or potential offense that began or occurred be-
13 Jore December 31, 2013.

14 (3) TECHNICAL ~AND CONFORMING ~ AMEND-
15 MENTS.—Effective December 31, 2013—

16 (A) section 3511 of title 18, Unated States
17 Code, 1s amended—

18 (1) in subsections (a), (c), and (d), by
19 striking “or 627(a)” each place it appears;
20 and
21 (11) in subsection (b)(1)(A), as amend-
22 ed by section 6(b) of this Act, by striking
23 “section 626 or 627 of the Faiwr Credit Re-
24 porting Act (15 U.S.C. 1681w and 1681v)”
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and inserting “section 626 of the Fair Cred-

it Reporting Act (15 U.S.C. 1681u)”;

(B) section 118(c) of the USA PATRIOT
Improvement and Reauthorization Act of 2005
(18 U.S.C. 3511 note) is amended—

(1) wn subparagraph (C), by adding

“and” at the end;

(11) wn subparagraph (D), by striking

“ and” and inserting a period; and

(1r) by striking subparagraph (E);
and

(C) the table of sections for the Fawr Credit
Reporting Act (15 U.S.C. 1681 et seq.) is amend-
ed by striking the item relating to section 627.

SEC. 3. ORDERS FOR ACCESS TO CERTAIN BUSINESS
RECORDS AND TANGIBLE THINGS.

(a) IN GENERAL.—RSection 501 of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1861) is amend-
ed—

(1) wn the section heading, by inserting “AND

OTHER TANGIBLE THINGS” after “CERTAIN

BUSINESS RECORDS”;

(2) wn subsection (b)(2)—
(A) in subparagraph (A)—
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(1) by striking “a statement of facts
showing™ and inserting “a statement of the
Jfacts and circumstances relied upon by the
applicant to justify the belief of the appli-
cant”; and

(11) by striking “clandestine intel-
ligence activities,” and all that follows and
mserting  “clandestine intelligence activi-
ties;”’; and

(B) by striking subparagraph (B) and in-

serting the following:

“(B) if the records sought are the circula-

tion records or patron lists of a library (as de-

Sfined in section 213(1) of the Library Services

and Technology Act (20 U.S.C. 9122(1))), «a

statement of facts showing that there are reason-

able grounds to believe that the records sought—
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“(1) are relevant to an authorized in-
vestigation (other than a threat assessment)
conducted n accordance with subsection
(a)(2) to obtain foreign intelligence infor-
mation not concerning a United States per-
son or to protect against international ter-
rorism or clandestine intelligence activities;

and
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“()(I) pertain to a forewgn power or
an agent of a foreign power;

“(II) are relevant to the activities of a
suspected agent of a foreign power who is
the subject of such authorized investigation;
or

“(I1I) pertain to an individual in con-
tact with, or known to, a suspected agent of
a foreign power; and

“(C) a statement of proposed minimization

procedures.”’; and

(3) in subsection (¢)—
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(A) wn paragraph (1)—

(1) by inserting “and that the proposed
minimization procedures meet the definition
of minvmization procedures under sub-
section (g)” after “subsections (a) and (b)”;
and

(11) by striking the second sentence;
and
(B) in paragraph (2)—

(1) wn subparagraph (D), by striking

“and” at the end,;
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(11) wn subparagraph (K), by striking
the period at the end and inserting “; and’;
and

(111) by adding at the end the fol-
lowing:
“(F) shall dvrect that the minvmazation pro-

cedures be followed.”.

(b) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) DEFINITIONS.—Title V of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1861 et
seq.) 1s amended by adding at the end the following:

“SEC. 503. DEFINITIONS.

“In this title, the terms ‘Attorney General’, ‘foreign in-
telligence information’, ‘international terrorism’, ‘person’,
‘Unated States’, and ‘Unated States person’ have the mean-
mgs given such terms in section 101.”.

(2) TrrLE HEADING.—Title V of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1861 et
seq.) 1s amended in the title heading by inserting
“AND OTHER TANGIBLE THINGS” after “CER-
TAIN BUSINESS RECORDS”.

(3) TABLE OF CONTENTS.—The table of contents
i the first section of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1801 et seq.) is amend-
ed—
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(A) by striking the items relating to title V

and section 501 and inserting the following:

“TITLE V—ACCESS TO CERTAIN BUSINESS RECORDS AND OTHER
TANGIBLE THINGS FOR FOREIGN INTELLIGENCE PURPOSES

“Sec. 501. Access to certain business records and other tangible things for foreign
telligence  purposes and international terrorism investiga-
tions.”’; and

(B) by inserting after the item relating to

section 502 the following:

“Sec. 503. Definitions.”.

SEC. 4. ORDERS FOR PEN REGISTERS AND TRAP AND
TRACE DEVICES FOR FOREIGN INTEL-
LIGENCE PURPOSES.

(a) APPLICATION.—Section 402(c) of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1842(c)) 1is
amended—

(1) n paragraph (1), by striking “and” at the
end;
(2) in paragraph (2)—

(A4) by striking “a certification by the ap-
plicant” and inserting “a statement of the facts
and circumstances relied upon by the applicant
to justify the belief of the applicant’; and

(B) by striking the period at the end and
mserting ; and”; and

(3) by adding at the end the following:
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“(3) a statement of whether minimization proce-
dures are being proposed and, if so, a statement of the

proposed minimization procedures.”.

(b) MINIMIZATION.
(1) DEFINITION.—Section 401 of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1841)
18 amended by adding at the end the following:
“(4)  The term  ‘minimization  procedures’
means—

“(A) specific procedures, that are reason-
ably designed in light of the purpose and tech-
nique of an order for the installation and use of
a pen register or trap and trace device, to mini-
mize the retention, and prohibit the dissemina-
tion, of nonpublicly available information known
to concern unconsenting Unated States persons
consistent with the need of the United States to
obtain, produce, and disseminate foreign intel-
ligence information;

“(B) procedures that requirve that nonpub-
licly available information, which is not foreign
wmtelligence information shall not be dissemi-
nated 1 a manner that identifies any United
States person, without such person’s consent, un-

less such person’s identity is necessary to under-
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stand forewgn intelligence information or assess
its importance; and
“(C) notwithstanding subparagraphs (A)
and (B), procedures that allow for the retention
and dissemination of information that is evi-
dence of a crime which has been, is being, or is
about to be commatted and that is to be retained
or dissemanated for law enforcement purposes.”.
(2) PEN REGISTERS AND TRAP AND TRACE DE-
VICES.—Section 402 of the Foreign Intelligence Swur-
veillance Act of 1978 (50 U.S.C. 1842) is amended—
(A) in subsection (d)—

(1) in paragraph (1), by inserting *
and 1f, i exceptional circumstances, mini-
mazation procedures are ordered, that the
proposed minvmization procedures meet the
definition  of  manvmization  procedures
under this title” before the period at the
end; and

(11) wn paragraph (2)(B)—

(I) wn clause (11)(11), by striking

“and” after the semicolon; and

(II) by adding at the end the fol-

lowing:
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“tw) of applicable, the minimization
procedures be followed; and”; and
(B) by adding at the end the following:

“(h) At or before the end of the period of time for which
the anstallation and use of a pen register or trap and trace
device 1s approved under an order or an extension under
this section, the judge may assess compliance with any ap-
plicable minimazation procedures by reviewing the cir-
cumstances under which information concerning United
States persons was retained or disseminated.”.

(3) EMERGENCIES.—Section 403 of the Foreign
Intelligence  Surveillance Act of 1978 (50 U.S.C.
1843) 1s amended—

(A) by redesignating subsection (¢) as sub-
section (d); and

(B) by inserting after subsection (b) the fol-
lowing:

“(c) If the Attorney General authorizes the emergency
wmstallation and use of a pen register or trap and trace
device under this section, the Attorney General shall require
that minimization procedures be followed, if appropriate.”.

(4) USE OF INFORMATION.—RSection 405(a)(1) of
the Foreign Intelligence Surveillance Act of 1978 (50

US.C. 1845(a)(1)) s amended by striking “provi-
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sions of this section” and inserting “minimization
procedures required under this title”.
SEC. 5. LIMITATIONS ON DISCLOSURE OF NATIONAL SECU-
RITY LETTERS.
(a) IN GENERAL—Section 2709 of title 18, Unaited
States Code, s amended by striking subsection (¢) and in-
serting the following:

“(c¢) PROHIBITION OF CERTAIN DISCLOSURE.—
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“(1) PROHIBITION.—

“(A) IN GENERAL—If a certification 1is
wssued under subparagraph (B) and notice of the
right to judicial review under paragraph (3) is
provided, no wire or electronic communication
service provider, or officer, employee, or agent
thereof, that receives a request under subsection
(a), shall disclose to any person that the Director
of the Federal Bureaw of Investigation has
sought or obtained access to information or
records under this section.

“(B) CERTIFICATION.—The requirements of
subparagraph (A) shall apply if the Director of
the Federal Bureaw of Investigation, or a des-
wgnee of the Director whose rank shall be no
lower than Deputy Assistant Director at Bureau

headquarters or a Special Agent in Charge of a
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Bureaw field office, certifies that, absent a prohi-

bition of disclosure under this subsection, there

may result—

“(1) a danger to the national security
of the United States;

“(1n) anterference with a criminal,
counterterrorism, or counterintelligence in-
vestigation;

“(111) nterference with diplomatic re-
lations; or

“tiw) danger to the life or physical

safety of any person.

“(2) EXCEPTION.—

“(A) IN GENERAL—A wire or electronic

communication service provider, or officer, em-

ployee, or agent thereof, that receives a request

under subsection (a) may disclose information

otherwise subject to any applicable nondisclosure

requirement to—

*S 1692 RS

“(r) those persons to whom disclosure
18 necessary in order to comply with the re-
quest;

“(1n) an attorney in order to obtain
legal advice or assistance regarding the re-

quest; or



O© o0 3 O WD A W N =

| \O IR \© R O R O N O B e T e e e e e e e e
A W N = O O 0NN N N R WD = O

71
“(111) other persons as permitted by the

Director of the Federal Bureauw of Investiga-

tion or the designee of the Director.

“(B) PERSONS NECESSARY FOR COMPLI-
ANCE.—Upon a request by the Director of the
Federal Bureaw of Investigation or the designee
of the Director, those persons to whom disclosure
will be made under subparagraph (A)(1) or to
whom such disclosure was made before the re-
quest shall be identified to the Director or the
designee.

“(C) NONDISCLOSURE REQUIREMENT.—A
person to whom disclosure is made under sub-
paragraph (A) shall be subject to the nondisclo-
sure requirements applicable to a person to
whom a request is issued under subsection (a) in
the same manner as the person to whom the re-
quest 1s issued.

“(D) NotricE—Any recipient that discloses
to a person described in subparagraph (A) infor-
mation otherwise subject to a nondisclosure re-
quirement shall inform the person of the applica-
ble nondisclosure requirement.

“(3) RIGHT TO JUDICIAL REVIEW.—
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“(A) IN GENERAL—A wire or electronic
communications service provider that receives a
request under subsection (a) shall have the right
to judicial review of any applicable nondisclo-
sure requirement.

“(B) NOTIFICATION.—A request under sub-
section (a) shall state that if the recipient wishes
to have a court review a nondisclosure require-
ment, the recipient shall notify the Government.

“(C) INITIATION OF PROCEEDINGS.—If a re-
ciprent of a request under subsection (a) makes
a notification under subparagraph (B), the Gov-
ernment shall imitiate judicial review under the
procedures established in section 3511 of thas
title, unless an appropriate official of the Fed-
eral Bureaw of the Investigation makes a notifi-
cation under paragraph (4).

“(4) TERMINATION.—In the case of any request
Jor which a recipient has submitted a notification
under paragraph (3)(B), if the facts supporting a
nondisclosure requirement cease to exist, an appro-
priate official of the Federal Bureaw of Investigation
shall promptly notify the wire or electronic service

provider, or officer, employee, or agent thereof, subject
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to the nondisclosure requirement that the nondisclo-

sure requirement s no longer in effect.”.

(b) IDENTITY OF FINANCIAL INSTITUTIONS AND CRED-
IT REPORTS.—Section 626 of the Fair Credit Reporting Act
(15 U.S.C. 1681u) is amended by striking subsection (d)
and nserting the following:

“(d) PROHIBITION OF CERTAIN DISCLOSURE.—
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“(1) PROHIBITION.—

“(A) IN GENERAL—If a certification 1is
1ssued under subparagraph (B) and notice of the
right to judicial review under paragraph (3) is
provided, no consumer reporting agency, or offi-
cer, employee, or agent thereof, that receives a re-
quest or order under subsection (a), (b), or (c),
shall disclose or specify in any consumer report,
that the Federal Bureaw of Investigation has
sought or obtained access to information or
records under subsection (a), (b), or (c).

“(B) CERTIFICATION.—The requirements of
subparagraph (A) shall apply if the Director of
the Federal Bureaw of Investigation, or a des-
wgnee of the Director whose rank shall be no
lower than Deputy Assistant Director at Bureau
headquarters or a Special Agent in Charge of a

Bureaw field office, certifies that, absent a prohi-

*S 1692 RS



O© o0 3 O WD B W N

|\ IR O TR NG T NS R NS R L e T e T e T e e T
A W N = O VWV 00 N O W BN WD = ©

74

Dition of disclosure under this subsection, there

may result—

“(1) a danger to the national security
of the United States;

“(i) anterference with a criminal,
counterterrorism, or counterintelligence in-
vestigation;

“(111) nterference with diplomatic re-
lations; or

“tw) danger to the lLife or physical

safety of any person.

“(2) EXCEPTION.—

“(A) IN GENERAL—A consumer reporting

agency, or officer, employee, or agent thereof,

that recewves a request or order under subsection

(a), (b), or (c) may disclose information other-

wise subject to any applicable nondisclosure re-

quirement to—
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“(1) those persons to whom disclosure
18 necessary in order to comply with the re-
quest or order;

“(1n) an attorney in order to obtain
legal advice or assistance regarding the re-

quest or order; or
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“(111) other persons as permitted by the

Director of the Federal Bureauw of Investiga-

tion or the designee of the Director.

“(B) PERSONS NECESSARY FOR COMPLI-
ANCE.—Upon a request by the Director of the
Federal Bureaw of Investigation or the designee
of the Director, those persons to whom disclosure
will be made under subparagraph (A)(1) or to
whom such disclosure was made before the re-
quest shall be identified to the Director or the
designee.

“(C) NONDISCLOSURE REQUIREMENT.—A
person to whom disclosure is made under sub-
paragraph (A) shall be subject to the nondisclo-
sure requirements applicable to a person to
whom a request or order is issued under sub-
section (a), (b), or (c¢) in the same manner as the
person to whom the request or order is issued.

“(D) NotricE—Any recipient that discloses
to a person described in subparagraph (A) infor-
mation otherwise subject to a nondisclosure re-
quirement shall inform the person of the applica-
ble nondisclosure requirement.

“(3) RIGHT TO JUDICIAL REVIEW.—

*S 1692 RS



O© o0 2 O WD B W N e

[\© TN NG I N T NG I NS R NS R N e T e e T e T e e T
[ B N O N N = = N e R - BN B o) W ) LR ~S O T NO S e

76
“(A) IN GENERAL.—A consumer reporting
agency that receives a request or order under
subsection (a), (b), or (¢) shall have the right to
Judicial review of any applicable nondisclosure
requirement.

“(B) NOTIFICATION.—A request or order

under subsection (a), (b), or (c) shall state that

if the recipient wishes to have a court review a

nondisclosure requirement, the recipient shall no-

tify the Government.
“(C) INITIATION OF PROCEEDINGS.—If a re-
cipient of a request or order under subsection

(a), (b), or (¢c) makes a notification under sub-

paragraph (B), the Government shall initiate ju-

dicial review under the procedures established in
section 3511 of title 18, Unated States Code, un-
less an appropriate official of the Federal Bu-
reau of Investigation makes a notification under

paragraph (4).

“(4) TERMINATION.—In the case of any request
or order for which a consumer reporting agency has
submitted a notification under paragraph (3)(B), if
the facts supporting a nondisclosure requirement cease
to exist, an appropriate official of the Federal Bureau

of Investigation shall promptly notify the consumer
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reporting agency, or officer, employee, or agent there-

of, subject to the nondisclosure requirement that the

nondisclosure requirement is no longer in effect.”.

(¢) DISCLOSURES TO GOVERNMENTAL AGENCIES FOR
COUNTERTERRORISM PURPOSES.—Section 627 of the Fair
Credit Reporting Act (15 U.S.C. 1681v) is amended by
striking subsection (¢) and inserting the following:

“(c¢) PROHIBITION OF CERTAIN DISCLOSURE.—

“(1) PROHIBITION.—

“(A) IN GENERAL—If a certification 1is
wssued under subparagraph (B) and notice of the
right to judicial review under paragraph (3) is
provided, no conswmer reporting agency, or offi-
cer, employee, or agent thereof, that receives a re-
quest under subsection (a), shall disclose to any
person or specify in any consumer report, that
a government agency has sought or obtained ac-
cess to information under subsection (a).

“(B) CERTIFICATION.—The requirements of
subparagraph (A) shall apply if the head of a
government agency authorized to conduct inves-
tigations of, or intelligence or counterintelligence
actwities or analysis related to, international

terrorism, or a designee, certifies that, absent a
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prohibition of disclosure under this subsection,

there may result—

“(1) a danger to the national security
of the United States;

“(i) anterference with a criminal,
counterterrorism, or counterintelligence in-
vestigation;

“(111) nterference with diplomatic re-
lations; or

“tw) danger to the lLife or physical

safety of any person.

“(2) EXCEPTION.—

“(A) IN GENERAL—A consumer reporting

agency, or officer, employee, or agent thereof,

that receives a request under subsection (a) may

disclose information otherwise subject to any ap-

plicable nondisclosure requirement to—
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18 mecessary in orvder to comply with the re-
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“(1n) an attorney in order to obtain
legal aduvice or assistance regarding the re-
quest; or

“(111) other persons as permitted by the

head of the government agency authorized to
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conduct 1nvestigations of, or intelligence or

counterintelligence activities or analysis re-

lated to, international terrorism, or a des-
1gnee.

“(B) PERSONS NECESSARY FOR COMPLI-
ANCE.—Upon a request by the head of a govern-
ment agency authorized to conduct investigations
of, or intelligence or counterintelligence activities
or analysis related to, international terrorism, or
a designee, those persons to whom disclosure will
be made under subparagraph (A)(i) or to whom
such disclosure was made before the request shall
be identified to the head of the government agen-
cy or the designee.

“(C) NONDISCLOSURE REQUIREMENT.—A
person to whom disclosure is made under sub-
paragraph (A) shall be subject to the nondisclo-
sure requirements applicable to a person to
whom a request is issued under subsection (a) in
the same manner as the person to whom the re-
quest 1s issued.

“(D) NotricE.—Any recipient that discloses
to a person described in subparagraph (A) infor-

mation otherwise subject to a nondisclosure re-
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quirement shall inform the person of the applica-
ble nondisclosure requirement.
“(3) RIGHT TO JUDICIAL REVIEW.—

“(A) IN GENERAL.—A consumer reporting
agency that receives a request under subsection
(a) shall have the right to judicial review of any
applicable nondisclosure requirement.

“(B) NOTIFICATION.

A request under sub-
section (a) shall state that if the recipient wishes
to have a court review a nondisclosure require-
ment, the recipient shall notify the government.

“(C) INITIATION OF PROCEEDINGS.—If @ re-
cipient of a request under subsection (a) makes
a notification under subparagraph (B), the gov-
ernment shall initiate judicial review under the
procedures established wn section 3511 of title 18,
United States Code, unless an appropriate offi-
cial of the government agency authorized to con-
duct investigations of, or intelligence or counter-
wtelligence actwities or analysis related to,
mternational terrorism  makes a mnotification
under paragraph (4).

“(4) TERMINATION.—In the case of any request

Jor which a consumer reporting agency has submaitted

a notification under paragraph (3)(B), if the facts

*S 1692 RS
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supporting a nondisclosure requirement cease to exist,
an appropriate official of the government agency au-
thorized to conduct investigations of, or intelligence or
counterintelligence actwities or analysis related to,
mternational terrorism shall promptly notify the con-
sumer reporting agency, or officer, employee, or agent
thereof, subject to the nondisclosure requirement that
the nondisclosure requirement is no longer in effect.”.
(d) FINANCIAL RECORDS.—Section 1114(a)(5) of the
Right to Financial Privacy Act of 1978 (12 U.S.C.
3414(a)(5)) 1s amended by striking subparagraph (D) and
mserting the following:
“(D) PROHIBITION OF CERTAIN DISCLOSURE.—

“(1) PROHIBITION.

“(I) IN GENERAL—If a certification 1is
wssued under subclause (II) and mnotice of the
right to judicial review under clause (1i1) is pro-
vided, no financial institution, or officer, em-
ployee, or agent thereof, that receives a request
under subparagraph (A), shall disclose to any
person that the Federal Bureaw of Investigation
has sought or obtained access to information or
records under subparagraph (A).

“(II) CERTIFICATION.—The requirements of

subclause (I) shall apply if the Director of the
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Federal Bureaw of Investigation, or a designee of
the Director whose rank shall be no lower than
Deputy  Assistant  Director at Bureaw head-
quarters or a Special Agent in Charge of a Bu-
reaw field office, certifies that, absent a prohibi-
tion of disclosure under this subparagraph, there
may result—

“laa) a danger to the national security
of the United States;

“(bb) interference with a criminal,
counterterrorism, or counterintelligence in-
vestigation;

“(cc) interference with diplomatic rela-
tions; or

“(dd) danger to the life or physical
safety of any person.

“(1n) EXCEPTION.—

“(I) IN GENERAL.—A financial institution,
or officer, employee, or agent thereof, that re-
cewes a request under subparagraph (A) may
disclose information otherwise subject to any ap-
plicable nondisclosure requirement to—

“(aa) those persons to whom disclosure
18 necessary in order to comply with the re-

quest;
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“(bb) an attorney in order to obtain
legal advice or assistance regarding the re-
quest; or
“(cc) other persons as permatted by the

Director of the Federal Bureaw of Investiga-

tion or the designee of the Director.

“(II) PERSONS NECESSARY FOR COMPLI-
ANCE.—Upon a request by the Director of the
Federal Bureaw of Investigation or the designee
of the Director, those persons to whom disclosure
will be made under subclause (I)(aa) or to whom
such disclosure was made before the request shall
be identified to the Director or the designee.

“(II1) NONDISCLOSURE REQUIREMENT.—A
person to whom disclosure is made under sub-
clause (I) shall be subject to the nondisclosure re-
quirements applicable to a person to whom a re-
quest s issued under subparagraph (A) in the
same manner as the person to whom the request
18 issued.

“(IV) NOTICE.—Any recipient that discloses
to a person described in subclause (1) informa-
tion otherwise subject to a nondisclosure require-
ment shall inform the person of the applicable

nondisclosure requirement.
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“(11) RIGHT TO JUDICIAL REVIEW.—

“(I) IN GENERAL—A financial institution
that receives a request under subparagraph (A)
shall have the right to judicial review of any ap-
plicable nondisclosure requirement.

“(II) NOTIFICATION.—A request under sub-
paragraph (A) shall state that if the recipient
wishes to have a court review a nondisclosure re-
quirement, the recipient shall notify the Govern-
ment.

“(I1l) INITIATION OF PROCEEDINGS.—If «a
recipient of a request under subparagraph (A)
makes a notification under subclause (II), the
Government shall initiate judicial review under
the procedures established in section 3511 of title
18, Unated States Code, unless an appropriate
official of the Federal Bureaw of Investigation
makes a notification under clause (1v).

“(w) TERMINATION.—In the case of any request
Jor which a financial institution has submaitted a no-
tification under clause (v1)(Il), if the facts sup-
porting a nondisclosure requirement cease to exist, an
appropriate official of the Federal Bureaw of Inves-
tigation shall promptly notify the financial institu-

tion, or officer, employee, or agent thereof, subject to
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the nondisclosure requirement that the nondisclosure

requirement 1s no longer in effect.”.

(¢) REQUESTS BY AUTHORIZED INVESTIGATIVE AGEN-
CIES.—Section 802 of the National Security Act of 1947
(50 U.S.C. 436), is amended by striking subsection (b) and
mserting the following:

“(b) PROHIBITION OF CERTAIN DISCLOSURE.—
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“(1) PROHIBITION.—

“(A) IN GENERAL—If a certification 1is
1ssued under subparagraph (B) and notice of the
right to judicial review under paragraph (3) is
provided, no governmental or private entity, or
officer, employee, or agent thereof, that receives a
request under subsection (a), shall disclose to any
person that an authorized investigative agency
described in subsection (a) has sought or ob-
tained access to information under subsection
(a).

“(B) CERTIFICATION.—The requirements of
subparagraph (A) shall apply if the head of an
authorized imvestigative agency described in sub-
section (a), or a designee, certifies that, absent a
prohibition of disclosure under this subsection,

there may result—
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“(1) a danger to the national security
of the United States;

“(1n) anterference with a criminal,
counterterrorism, or counterintelligence in-
vestigation;

“(111) nterference with diplomatic re-
lations; or

“tiv) danger to the life or physical

safety of any person.

“(2) EXCEPTION.—

“(A) IN GENERAL—A governmental or pri-

vate entity, or officer, employee, or agent thereof,

that receives a request under subsection (a) may

disclose information otherwise subject to any ap-

plicable nondisclosure requirement to—

*S 1692 RS

“(1) those persons to whom disclosure
18 necessary in order to comply with the re-
quest;

“(1n) an attorney in order to obtain
legal advice or assistance regarding the re-
quest; or

“(111) other persons as permitted by the
head of the authorized investigative agency

described tn subsection (a).
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“(B) PERSONS NECESSARY FOR COMPLI-
ANCE.—Upon a request by the head of an au-
thorized wnvestigative agency described in sub-
section (a), or a designee, those persons to whom
disclosure will be made under subparagraph
(A)(7) or to whom such disclosure was made be-
Jore the request shall be identified to the head of
the authorized investigative agency or the des-
ignee.

“(C') NONDISCLOSURE REQUIREMENT.—A
person to whom disclosure 1s made under sub-
paragraph (A) shall be subject to the nondisclo-
sure requirements applicable to a person to
whom a request 1s issued under subsection (a) in
the same manner as the person to whom the re-
quest 1s issued.

“(D) NoricE.—Any recipient that discloses
to a person described in subparagraph (A) infor-
mation otherwise subject to a nondisclosure re-
quirement shall inform the person of the applica-
ble nondisclosure requirement.

“(3) RIGHT TO JUDICIAL REVIEW.—
“(A) IN GENERAL—A governmental or pri-

vate entity that recewves a request under sub-
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section (a) shall have the right to judicial review
of any applicable nondisclosure requirement.
“(B) NOTIFICATION.—A request under sub-
section (a) shall state that if the recipient wishes
to have a court review a nondisclosure require-
ment, the recipient shall notify the Government.
“(C) INITIATION OF PROCEEDINGS.—If a re-
ciprent of a request under subsection (a) makes
a notification under subparagraph (B), the Gov-
ernment shall imitiate judicial review under the
procedures established in section 3511 of title 18,
Unated States Code, unless an appropriate offi-
cial of the authorized investigative agency de-
seribed in subsection (a) makes a mnotification
under paragraph (4).
“(4) TERMINATION.—In the case of any request
Jor which a governmental or private entity has sub-
mitted a notification under paragraph (3)(B), if the
facts supporting a nondisclosure requirement cease to
exist, an appropriate official of the authorized inves-
tigative agency described in  subsection (a) shall
promptly notify the governmental or private entity,
or officer, employee, or agent thereof, subject to the
nondisclosure requirement that the nondisclosure re-

quirement is no longer in effect.”.
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1 SEC. 6. JUDICIAL REVIEW OF FISA ORDERS AND NATIONAL

2 SECURITY LETTERS.

3 (a) FISA.—~Section 501(f)(2) of the Foreign Intel-
4 hgence Surveillance Act of 1978 (50 U.S.C. 1861(f)(2)) 1is
S amended—

6 (1) wn subparagraph (A)—

7 (A) in clause (1)—

8 (1) by striking “a production order”
9 and inserting “a production order or non-
10 disclosure order”; and

11 (11) by striking “Not less than 1 year”
12 and all that follows; and

13 (B) in clause (1), by striking “production
14 order or nondisclosure”; and

15 (2) wn subparagraph (C)—

16 (A) by striking clause (i1); and

17 (B) by redesignating clause (i11) as clause
18 (11).

19 (b) JUDICIAL REVIEW OF NATIONAL SECURITY LET-

20 TERS.—Section 3511(b) of title 18, United States Code, s

21 amended to read as follows:

22 “(b) NONDISCLOSURE.—
23 “(1) IN GENERAL.—
24 “(A) Norice.—If a recipient of a request or
25 order for a report, records, or other information
26 under section 2709 of this title, section 626 or
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627 of the Fair Credit Reporting Act (15 U.S.C.

1681w and 1681v), section 1114 of the Right to
Financial Privacy Act of 1978 (12 U.S.C. 3414),
or section 802 of the National Security Act of
1947 (50 U.S.C. 436), wishes to have a court re-
view a nondisclosure requirement 1mposed in
connection with the request or order, the recipi-
ent shall notify the Government.

“(B) APPLICATION.

Not later than 30 days
after the date of receipt of a notification under
subparagraph (A), the Government shall apply
Jor an order prohibiting the disclosure of the ex-
istence or contents of the relevant request or
order. An application under this subparagraph
may be filed in the district court of the Unaited
States for any district within which the author-
1zed investigation that 1s the basis for the request
or order 1s being conducted. The applicable non-
disclosure requirement shall remain in effect
during the pendency of proceedings relating to
the requirement.

“(C) CONSIDERATION.—A district court of
the Unated States that receives an application
under subparagraph (B) should rule expedi-

trously, and shall, subject to paragraph (3), issue
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a nondisclosure order that includes conditions
appropriate to the circumstances.
“(2) APPLICATION CONTENTS.—An application
Jor a nondisclosure order or extension thereof under
this subsection shall include a certification from the
Attorney General, Deputy Attorney General, an As-
sistant Attorney General, or the Director of the Fed-
eral Bureaw of Investigation, or in the case of a re-
quest by a department, agency, or instrumentality of
the Federal Government other than the Department of
Justice, the head or deputy head of the department,
agency, or istrumentality, containing a statement of
specific and articulable facts indicating that, absent
a prohibition of disclosure under this subsection, there
may result—
“(4) a danger to the national security of
the Unated States;
“(B) interference with a criminal, counter-
terrorism, or counterintelligence mvestigation;
“(C) interference with diplomatic relations;
or
“(D) danger to the life or physical safety of
any person.
“(3) STANDARD.—A district court of the Unaited

States shall issue a nondisclosure requirement order
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1 or extension thereof under this subsection if the court
2 determanes, giving substantial weight to the certifi-
3 cation under paragraph (2) that there is reason to be-
4 lieve that disclosure of the information subject to the
5 nondisclosure requirement during the applicable time
6 pertod will result in—

7 “(A) a danger to the national security of
8 the United States;

9 “(B) interference with a criminal, counter-
10 terrorism, or counterintelligence muvestigation;
11 “(C) interference with diplomatic relations;
12 or
13 “(D) danger to the life or physical safety of
14 any person.”.
15 (¢c) MINIMIZATION.—Section 501(g)(1) of the Foreign
16 Intelligence Surveillance Act of 1978 (50 U.S.C. 1861(g)(1))

[S—
~

1s amended by striking “Not later than™ and all that follows
18 and wnserting “At or before the end of the period of time
19 for the production of tangible things under an order ap-
20 proved under this section or at any time after the produc-
21 tion of tangible things under an order approved under this
22 section, a judge may assess compliance with the minimiza-
23 tion procedures by reviewing the circumstances under which
24 anformation concerning United States persons was retained

25 or disseminated.”.
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SEC. 7. CERTIFICATION FOR ACCESS TO TELEPHONE TOLL

AND TRANSACTIONAL RECORDS.

(a) IN GENERAL—Section 2709 of title 18, United
States Code, as amended by this Act, 1s amended—

(1) by redesignating subsections (c), (d), (e), and

(f) as subsections (d), (e), (f), and (g), respectively;

and

(2) by amserting after subsection (b) the fol-
lowing:

“(c) WRITTEN STATEMENT.—The Durector of the Fed-
eral Bureaw of Investigation, or a designee in a position
not lower than Deputy Assistant Director at Bureaw head-
quarters or a Special Agent in Charge in a Bureaw field
office designated by the Director, may make a certification
under subsection (b) only upon a written statement, which
shall be retained by the Federal Bureaw of Investigation,
of specific facts showing that there are reasonable grounds
to believe that the information sought 1s relevant to the au-
thorized investigation described in subsection (D).”.

(b) IDENTITY OF FINANCIAL INSTITUTIONS AND CRED-
IT REPORTS.—Section 626 of the Fair Credit Reporting Act
(15 U.S.C. 1681u), as amended by this Act, 1s amended—

(1) by redesignating subsections (d) through (m)
as subsections (e) through (n), respectively; and

(2) by mserting after subsection (c) the fol-
lowing:
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“(d) WRITTEN STATEMENT.—The Director of the Fed-
eral Bureaw of Investigation, or a designee in a position
not lower than Deputy Assistant Director at Bureaw head-
quarters or a Special Agent in Charge n a Bureaw field
office designated by the Director, may make a certification
under subsection (a) or (b) only upon a written statement,
which shall be retained by the Federal Bureaw of Investiga-
tion, of specific facts showing that there are reasonable
grounds to believe that the information sought is relevant
to the authorized investigation described in subsection (a)
or (b), as the case may be.”.

(¢c) DISCLOSURES TO GOVERNMENTAL AGENCIES FOR
COUNTERTERRORISM PURPOSES.—Section 627(b) of the
Fawr Credit Reporting Act (15 U.S.C. 1681v(b)) s amend-
ed—

(1) in the subsection heading, by striking “FORrRM

OF CERTIFICATION” and inserting “CERTIFICATION’;

(2) by striking “The certification” and inserting
the following:

“(1) FOrM OF CERTIFICATION.—The certifi-
cation”; and

(3) by adding at the end the following:

“(2) WRITTEN STATEMENT.—A supervisory offi-
cial or officer described in paragraph (1) may make

a certification under subsection (a) only upon a writ-
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ten statement, which shall be retained by the govern-

ment agency, of specific facts showing that there are

reasonable grounds to believe that the information
sought 1s relevant to the authorized investigation de-

sceribed in subsection (a).”.

(d) FINANCIAL RECORDS.—Section 1114(a)(5) of the
Right to Financial Privacy Act of 1978 (12 U.S.C.
3414(a)(5)), as amended by this Act, is amended—

(1) by redesignating subparagraphs (B), (C),
and (D) as subparagraphs (C), (D), and (E), respec-
twely; and

(2) by inserting after subparagraph (A) the fol-
lowing:

“(B) The Director of the Federal Bureaw of Investiga-
tion, or a designee in a position not lower than Deputy
Assistant Director at Bureaw headquarters or a Special
Agent in Charge in a Bureaw field office designated by the
Durector, may make a certification under subparagraph (A)
only upon a written statement, which shall be retained by
the Federal Bureaw of Investigation, of specific facts show-

g that there are reasonable grounds to believe that the in-

22 formation sought is relevant to the authorized investigation

23
24
25

described in subparagraph (A).”.
(¢) REQUESTS BY AUTHORIZED INVESTIGATIVE AGEN-

CIES.—Section 802(a) of the National Security Act of 1947
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(50 U.S.C. 436(a)) is amended by adding at the end the

Jollowing:

“(4) A department or agency head, deputy department
or agency head, or senior official described in paragraph
(3)(A) may make a certification under paragraph (3)(A)
only upon a written statement, which shall be retained by
the authorized imvestigative agency, of specific facts showing
that there are reasonable grounds to believe that the infor-
mation sought is relevant to the authorized inquiry or in-
vestigation described in paragraph (3)(A)(i1).”.

(f) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) OBSTRUCTION OF CRIMINAL INVESTIGA-
TIONS.—Section 1510(e) of title 18, Unated States
Code, 1s amended by striking “section 2709(c)(1) of
this title, section 626(d)(1) or 627(c)(1) of the Fair
Credit Reporting Act (15 U.S.C. 1681u(d)(1) or
1681v(c)(1)), section 1114(a)(3)(A) or
1114(a)(5)(D)(1) of the Right to Financial Privacy
Act (12 URS.C. 3414(a)(3)(A) or 3414(a)(5)(D)(1)),”
and inserting “section 2709(d)(1) of this title, section
626(e)(1) or 627(c)(1) of the Fair Credit Reporting
Act (15 U.S.C. 1681u(e)(1) and 1681v(c)(1)), section
1114(a)(3)(A) or 1114(a)(5)(E)(1) of the Right to Fi-
nancial — Privacy  Act  of 1978 (12 U.S.C.
3414(a)(3)(A) and 3414(a)(5)(E)(1)),”.
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(2) SEMIANNUAL REPORTS.—Section 507(b) of

the National Security Act of 1947 (50 U.S.C.

415b(b)) 1s amended—

(A4) in paragraph (4), by striking “section
624(h)(2) of the Fair Credit Reporting Act (15
US.C. 1681u(h)(2))” and inserting “section
626(1)(2) of the Fair Credit Reporting Act (15
U.S.C. 1681u(v)(2))”; and

(B) wn paragraph (5), by striking “section
1114(a)(5)(C) of the Right to Financial Privacy
Act of 1978 (12 U.S.C. 3414(a)(5)(C))” and in-
serting “section 1114(a)(5)(D) of the Right to
Financial Privacy Act of 1978 (12 U.S.C.
3414(a)(5)(D))”.

SEC. 8. PUBLIC REPORTING ON NATIONAL SECURITY LET-
TERS.

Section 118(c) of the USA PATRIOT Improvement
and Reauthorization Act of 2005 (18 U.S.C. 3511 note) 1is
amended—

(1) in paragraph (1)—

(A) wn the matter preceding subparagraph

(A), by striking “concerning different Unated

States persons™; and
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(B) in subparagraph (A), by striking ©, ex-
cluding the number of requests for subscriber in-
SJormation™;

(2) by redesignating paragraph (2) as para-
graph (3); and

(3) by inserting after paragraph (1) the fol-
lowing:

“(2) CONTENT.—

“(A) IN GENERAL.—Euxcept as provided in
subparagraph (B), each report required under
this subsection shall include the total number of
requests described in paragraph (1) requiring
disclosure of information concerning—

“(1) United States persons;

“(in) persons who are mnot United
States persons;

“(1) persons who are the subjects of
authorized national security investigations;
or

“(w) persons who are not the subjects
of authorized national security investiga-
tions.

“(B) EXxceprTiON—With respect to the
number of requests for subscriber information

under section 2709 of title 18, United States
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Code, a report required under this subsection
need not provide information separated into each
of the categories described in  subparagraph
(A).”.
SEC. 9. PUBLIC REPORTING ON THE FOREIGN INTEL-
LIGENCE SURVEILLANCE ACT.

Section 601 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1871) 1is amended—

(1) by redesignating subsections (b) through (e)
as subsections (c) through (f), respectively;

(2) by nserting after subsection (a) the fol-
lowing:

“(b) PuBLiC REPORT—The Attorney General shall
make publicly available the portion of each report under
subsection (a) relating to paragraphs (1) and (2) of sub-
section (a).”; and

(3) in subsection (e), as so redesignated, by strik-

g “subsection (¢)” and inserting “subsection (d)”.
SEC. 10. AUDITS.

(a) TANGIBLE THINGS.—Section 1064 of the USA PA-
TRIOT Improvement and Reauthorization Act of 2005
(Public Law 109-177; 120 Stat. 200) is amended—

(1) wn subsection (b)—
(A) wn paragraph (1), by striking “2006”

and inserting “20117; and
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(B) wn paragraph (5)(C), by striking “cal-
endar year 20067 and inserting “each of cal-
endar years 2006 through 20117

(2) in subsection (c), by adding at the end the

Jollowing:

“(3) CALENDAR YEARS 2007, 2008, AND 2009.—Not
later than June 30, 2011, the Inspector General of the
Department of Justice shall submat to the Committee
on the Judiciary and the Permanent Select Com-
mittee on Intelligence of the House of Representatives
and the Committee on the Judiciary and the Select
Committee on Intelligence of the Senate a report con-
tavning the results of the audit conducted under this
section for calendar years 2007, 2008, and 20009.

“(4) CALENDAR YEARS 2010 AND 2011.—Not later
than December 31, 2012, the Inspector General of the
Department of Justice shall submat to the Committee
on the Judiciary and the Permanent Select Com-
mittee on Intelligence of the House of Representatives
and the Committee on the Judiciary and the Select
Committee on Intelligence of the Senate a report con-
tavning the results of the audit conducted under this
section for calendar years 2010 and 2011.7;

(3) in subsection (d)—
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(A4) in paragraph (1), by striking “or

(c)(2)” and inserting “(c)(2), (c)(3), or (c)(4)”;

and

(B) in paragraph (2), by striking “and

(c)(2)” and inserting “(c)(2), (c)(3), or (c)(4)”;

and

(4) in subsection (e), by striking “and (c)(2)”
and inserting “(c)(2), (¢)(3), or (c)(4)”.

(b) NATIONAL SECURITY LETTERS.—Section 119 of
the USA PATRIOT Improvement and Reauthorization Act
of 2005 (Public Law 109—177; 120 Stat. 219) 1s amended—

(1) wn subsection (b)(1), by striking “2006” and
mserting “20117;

(2) in subsection (c), by adding at the end the
Jollowing:

“(3) CALENDAR YEARS 2007, 2008, AND 2009.—Not
later than June 30, 2011, the Inspector General of the
Department of Justice shall submit to the Committee
on the Judiciary and the Permanent Select Com-
mittee on Intelligence of the House of Representatives
and the Committee on the Judiciary and the Select
Jommattee on Intelligence of the Senate a report con-
tarning the results of the audit conducted under this

section for calendar years 2007, 2008, and 20009.
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“(4) CALENDAR YEARS 2010 AND 2011.—Not later
than December 31, 2012, the Inspector General of the
Department of Justice shall submit to the Committee
on the Judiciary and the Permanent Select Com-
mittee on Intelligence of the House of Representatives
and the Committee on the Judiciary and the Select
Jommattee on Intelligence of the Senate a report con-
tarning the results of the audit conducted under this
section for calendar years 2010 and 2011.”;
(3) in subsection (d)—
(A) i paragraph (1), by striking “or
(c)(2)” and inserting “(c)(2), (c)(3), or (c)(4)”;
and
(B) in paragraph (2), by striking “or
(c)(2)” and inserting “(c)(2), (c)(3), or (c)(4)”;
and
(4) wn subsection (e), by striking “or (c)(2)” and
mserting “(c)(2), (¢)(3), or (c)(4)”.

(¢c) PEN REGISTERS AND TRAP AND TRACE DE-

VICES.—

(1) Aubrrs.—The Inspector General of the De-
partment of Justice shall perform comprehensive au-
dits of the effectiveness and use, including any im-
proper or illegal use, of pen registers and trap and

trace devices under title IV of the Foreign Intelligence
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Surveillance Act of 1978 (50 U.S.C. 1841 et seq.) dur-

g the period beginning on January 1, 2007 and
ending on December 31, 2011.

(2) REQUIREMENTS.—The audits required under
paragraph (1) shall include—

(A) an examination of the use of pen reg-
isters and trap and trace devices under title IV
of the Foreign Intelligence Surveillance Act of
1978 for calendar years 2007 through 2011;

(B) an examination of the installation and
use of a pen register or trap and trace device on
emergency bases under section 403 of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C.
1843);

(C) any noteworthy facts or circumstances
relating to the use of a pen register or trap and
trace device under title IV of the Forewgn Intel-
ligence Surveillance Act of 1978, including any
mmproper or illegal use of the authority provided
under that title; and

(D) an examination of the effectiveness of
the authority under title IV of the Foreign Intel-
ligence Surveillance Act of 1978 as an investiga-

twve tool, including—
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(1) the importance of the information
acquired to the intelligence activities of the
Federal Bureaw of Investigation or any
other department or agency of the Federal
Government;

(11) the manner in which the informa-
tion 1s collected, retained, analyzed, and
disseminated by the Federal Bureaw of In-
vestigation, including any direct access to
the information provided to any other de-
partment, agency, or nstrumentality of
Federal, State, local, or tribal governments
or any private sector entity;

(111) with respect to calendar years
2010 and 2011, an examination of the
minvmization procedures used in relation to
pen registers and trap and trace devices
under title IV of the Foreign Intelligence
Surveillance Act of 1978 and whether the
minimization procedures protect the con-
stitutional rights of United States persons
(as defined in section 101 of the Forewgn In-
telligence  Surveillance Act of 1978 (50
US.C. 1801));
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(iv) whether, and how often, the Fed-
eral Bureaw of Investigation used informa-
tion acquired under a pen register or trap
and trace device under title IV of the For-
eign Intelligence Surveillance Act of 1978 to
produce an analytical intelligence product
Jor distribution within the Federal Bureau
of Investigation, to the intelligence commu-
nity (as defined in section 3(4) of the Na-
tional Security Act of 1947 (50 U.S.C.
401a(4))), or to other Federal, State, local,
or tribal government departments, agencies,
or instrumentalities; and

(v) whether, and how often, the Federal
Bureaw of Investigation provided informa-
tion acquired under a pen register or trap
and trace device under title IV of the For-
eign Intelligence Surveillance Act of 1978 to
law enforcement authorities for wuse n

erimanal proceedings.

(3) SUBMISSION DATES.—

(A) PRIOR YEARS.—Not later than June 30,

2011, the Inspector General of the Department of

Justice shall submat to the Commattee on the Ju-

diciary and the Select Commattee on Intelligence
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of the Senate and the Commattee on the Judici-
ary and the Permanent Select Commattee on In-
telligence of the House of Representatives a re-
port contarning the results of the audit conducted
under this section for calendar years 2007
through 20009.

(B) CALENDAR YEARS 2010 AND 2011.—Not
later than December 21, 2012, the Inspector Gen-
eral of the Department of Justice shall submit to
the Commattee on the Judiciary and the Select
Committee on Intelligence of the Senate and the
Committee on the Judiciary and the Permanent
Select Committee on Intelligence of the House of
Representatives a report contaiming the results of
the audit conducted under this section for cal-
endar years 2010 and 2011.

(4) PRIOR NOTICE TO ATTORNEY GENERAL AND

DIRECTOR OF NATIONAL INTELLIGENCE; COMMENTS.—

(A) NotricE.—Not less than 30 days before
the submaission of a report under subparagraph
(A) or (B) of paragraph (3), the Inspector Gen-
eral of the Department of Justice shall provide
the report to the Attorney General and the Direc-

tor of National Intelligence.
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(B) CoMMENTS.—The Attorney General or
the Director of National Intelligence may pro-
vide such comments to be included in a report
submitted under subparagraph (A) or (B) of
paragraph (3) as the Attorney General or the

Director of National Intelligence may consider

necessary.

(5) UNCLASSIFIED FORM.—A report submatted
under subparagraph (A) or (B) of paragraph (3) and
any comments included under paragraph (4)(B) shall
be in unclassified form, but may nclude a classified
annex.

SEC. 11. DELAYED NOTICE SEARCH WARRANTS.

Section 3103a(b)(3) of title 18, Unated States Code, is
amended by striking “30 days” and inserting “7 days”.
SEC. 12. MINIMIZATION.

(a) IN GENERAL.—Not later than 180 days after the
date of enactment of this Act, the Attorney General shall—

(1) establish minimization procedures governing
the acquisition, retention, and dissemination by the
Federal Bureaw of Investigation of any records re-
cewved by the Federal Bureaw of Investigation in re-
sponse to a national security letter; and

(2) submit to the Committee on the Judiciary

and the Select Commattee on Intelligence of the Senate
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and the Committee on the Judiciary and the Perma-
nent Select Committee on Intelligence of the House of
Representatives a copy of the minimization proce-
dures established under paragraph (1).

(b) DEFINITIONS.—In this section—
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(1) the term  “minimization  procedures’

means—

(A) specific procedures that are reasonably
designed i light of the purpose and technique of
a national security letter, to minimaze the acqui-
sition and retention, and prohibit the dissemina-
tion, of nonpublicly available information con-
cerning unconsenting United States persons (as
defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801)) con-
sistent with the need of the United States to ob-
tain, produce, and disseminate foreign intel-
ligence information;

(B) procedures that require that nonpub-
licly avarlable information, which is not foreign
ntelligence information (as defined in section
101(e)(1) of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1801(e)(1))) shall not be
disseminated in a manner that identifies any

Unated States person, without the consent of the
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Unated States person, unless the identity of the

United States person is necessary to understand
Joreign intelligence information or assess its 1m-
portance; and
(C) notwithstanding subparagraphs (A) and
(B), procedures that allow for the retention and
dissemination of information that 1s evidence of
a crime which has been, 1s being, or 1s about to
be committed and that is to be retained or dis-
semanated for law enforcement purposes; and
(2) the term “national security letter” means a
national security letter issued under section 2709 of
title 18, United States Code, section 1114(a)(5) of the
Right to Financial Privacy Act of 1978 (12 U.S.C.
3414(5)), subsection (a) or (b) of section 626 of the
Fawr Credit Reporting Act (15 U.S.C. 1681u), or sec-
tion 627 of the Fawr Credit Reporting Act (15 U.S.C.

1681v).
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