AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

11

Calendar No. 700

[Report No. 111-370]

IN THE SENATE OF THE UNITED STATES

NOVEMBER 9, 2009
Received; read twice and referred to the Committee on Homeland Security and
Governmental Affairs
DECEMBER 16, 2010
Reported by Mr. LIEBERMAN, with an amendment and an amendment to the
title

[Strike out all after the enacting clause and insert the part printed in italic]

AN ACT

To amend the Homeland Security Act of 2002 to enhance
security and protect against acts of terrorism against
chemical facilities, to amend the Safe Drinking Water
Act to enhance the security of public water systems,
and to amend the Federal Water Pollution Control Act
to enhance the security of wastewater treatment works,

and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

() SHor® Trrep—This Aet may be eited as the
“Chemient and Water Seeurity Aet of 200922

f} TABEE oF Conepnts—The table of contents for
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TITLE I—CHEMICAL FACILITY
SECURITY
H The Natton's chemieal sector represents a
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on June 8; 2007

I8 whd take perttahent the atthorts of the Seeretres of
19 Heteland Seenrity to reetdate seetrity practiees at ehem-
20 teal faethittess
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TION OF AUTHORITY OF SECRETARY OF
HOMEEAND SECURITY TO REGUEATE SECU-
RITY PRACTICES AT CHEMICAL FACILITIES.
“FITLE XXI—REGUEATION OF SE-
CURITY PRACTICES AT CHEM-
ICAL FACILITIES
ety —
tabhshed by the Seeretary to ensure or enhanee the
seetrtty of o chenrenl faethty aeatnst & chentend fa-
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and devices that may factlitate a chemteal
and
S meastres implementing & regu-
fictent time between deteetion of a chemieal fa-
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pine; reeeipt; and storage of a substanee of eon-
Y Deterrine theft or diversion of a sub-

etals; atel emergeney response providers to en-
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(i) measares desiened to regularly
ity persontiel appropriate to their roles; respon-
sthihttes; and aecess to a substatee of coteerhs
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(0} Reporting of signiffeant seenrity et
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eolleetive respense to o chemteal faethty
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hzine methods to reduee the consequences of a

= Methods to recover or mittonte the

release of & substanee of eoneern th the event

dent’ means any act or attempted aet of terrorism
from a chemieal faetlity;

of a substanee of eoncern from a chemeal faed-
tys or

) the sabotage of a chemtent faetits or
a stubstanee of eoneern at a chemteal faethts
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=54 Fhe termr overed tidhivtdtnd treats o pe-
& chemteal facility that meets the eriterta of seetion
Tnited States:
=053 Fhe termr sowhet oF opetators with tespect
to o faethty means any of the folowie:
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e a eovernment eorporation); partnership; asseeia-
diviston of a State; or any mterstate body and shall
eharging; imjecting; eseaping; leaching; e oF
substanee or pollutant or contaminant)-
“2) Fhe term ‘method to reduee the eon-
settetees of o terbortst attreks tenhs o tedste

*HR 2868 RS
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amount of a substance of coneern possessed or
ator of a eovered chemieal faethty threueh the
perattres; of coneentrattons of a substanee of
ottt ad
that has a formal affihation with an nstitation of
a not-produetion basis for teachine; researeh; or di-

*HR 2868 RS
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“SEC: 2102: RISK-BASED DESIGNATION AND RANKING OF

CHENMICAL FACILITIES:
a substanee of econeern and establish the threshold
natine o chemieal substanee or establishing or ad-
that cotdd result from a ehemteal faetlity terrortst
Seeretary shall maintain a hst of eovered ehemieal

*HR 2868 RS
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A The potential threat or hkelthood that
the chemteal facthty will be the target of &
eornld result from a chemteal faetlity terrorist
eern that an owner or operator of a chemteal faetlity
whether to destenate a chemieal faethity as a eovered

*HR 2868 RS
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retary may regquest; and the owner or operator of &
that a chemieal faetity 13 a eovered chemieal faethity
or 13 1o loneer a eovered ehemieal faetity or chanees
of the ewner or operator of a covered chentenl faet-
ity; provide to the owner or operator of the eovered
hemical facility the folowine inf o
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18
A the destenntton of o ehetend sib-
stanee a5 a stbstanee of econeern and the
atret
2 mays at any tine; determine whether a
chemteal faethity 18 a eovered chemteal faetity or
chanee the tier to which sueh a faetity 18 assiened

22 & eovered chentent faethty; the Seeretary shall provide to

23 the owner; operator; or seeurtty officer of a eovered chem-
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“SEC: 2103. SECURITY VUENERABILITY ASSESSMENTS AND

SIFE SECURFITY PEANS:

oy By GENERAE—

| ehemieal faciitios:

“B) reetire the owher or operator of each

*HR 2868 RS

to & ranee of chemteal faethty terrorist -

i a worstease release of a substanee of
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nteal assistanee to a eovered chemieal faethty
condueting & vnerabiity assessment or site se-
i estabhsh speetfe deadbies and pe-
qairements for the submission by a eovered
“HH ahy prtterrd todifeton oo

“HY reeguire the owner or operator of &

& seeurtty valnerabtlity assessment or site seen-
date on which the Seeretary reeetves a seenrty
ander this fitle; review and approve or dis-

*HR 2868 RS
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lisapprovak and
on—The approval or disapproval of a seenrtty
a eovered chemteal faetity or by a certifted or recoentred
bareainine agent of a covered chemteal facthty to partie:-
teatitie; or edueation relevant to the portton of the seen-
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shial—
HitHHe o stre seetrtee phtt to seleet o eombittion
retary may allow an owner or operator of a eovered chem-
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to a regquest by an owher or operator of a covered
nate seenrty program submitted by the owner or op-
erator of the facthty as a component of the seenrity
titles and
the obtieat

*HR 2868 RS
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“EY to review a seenrity vilnerabtity as-
sessment and stte seenrity plan submitted by a
“B) to approve or disapprove each sueh

tior fron, the owner or operator of a eovered ehem-
tert fretts tHhe Seerehtey Hay aeeept o peesonted
etrerments of seetion 2115 and provides for a back-

*HR 2868 RS



O o0 N N W B W =

[\© TN NG I N T NG I NG R NS R N e T e e T e T e T T
LN A W D= O 0 NN NN R, WD = O

26
S a sthede baekerotnd cheek cotststent

S O R AR O R—

or eperator of a chemtend facthty required to
submit & factity seenrity plan under seetion
etity and to assien the facility to a risk-based
of a faethity desienated as a eovered chemteal
faetlity under this title for which a faetity seen-

*HR 2868 RS
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*HR 2868 RS

shal not be requtred to update or amend
areas or ertteal assets by the owner or op-
erator of a factity for which a seeartty
for passthe a seenrity backeround eheek
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enter to & formal agreement detathne
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storage required to be heensed or permitted ander
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vichteds are expeeted to perform to deter or respond
to a chemteal facthity terrorist eident:
owher or operator of a covered chemend faethty re-
taired to submit a site seenrity plan under this see-
with & role or responsibility referred to it paragraph
Bt tedtde o disettsston of posstble eon-
seererees of a chemteal faetlity terrorist et
dent:
“H4 Hehide a review of tfortration pro-

*HR 2868 RS
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training o chemieal fncilities: nendemi
institutions. srofit oronnizations: industes
ods: and

eedtres to mitieate the effeets of a chemteal fa-

oWher or operator of a eovered chemieal facthty may

*HR 2868 RS
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tablish & erant program to award erants to or
viders who would respond to a chemteal faethty
other Federad or State asenes; to make and ad-

*HR 2868 RS
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(i) other approprinte traine to
the effects of o chemtend facthty terrorst
YD) Briemsbs eNerrms—Ror purposes

of this paragraph; an ehetble entity s & non-

*HR 2868 RS
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paragraph may be used for a eongressional ear-
HHH Cotroresss
ottt this Htle; the Seeretary shall have; at a reasonable
time and on presentation of eredentials; & rieht of entry
to; on; or threueh any property of a eovered chemteal faedl-

*HR 2868 RS
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o reqtirentents adopted by the Seeretary th further-
employees; atid employee representatives; if any; of

to ter + and Her 2 under seetion 2H02{eH1 to undereo

L1} eondueted without prier netice to the faeil
42 desioned to evaluate at the ehemient faeil

*HR 2868 RS



O o0 N N W B W

e T S S e S T =
O o0 N O »n B~ W NN = O

20

36
prevent a chemteal faetity terrorist ineident
tended to prevent:
) eondueted—
Bt every ot veats t the case of o eov-

21 Eb—Durine fisead vears 2003 and 2042; sabjeet to the
23 retary shall inerease by not fewer than 100 the total num-
25 o etistre ecotphttee with this tithes

*HR 2868 RS
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to accotpany the Seeretary durtie a physteal mspection
1 reviewthe or analyzie a seetrty vidher-
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=2 assessthe Hie tmplementation of steh o stte
reeeipt of formation eoneernine o threat that is relevant
to & eertain covered chemieal faetity; the Seeretary shall
provide sueh mformation i a thinely manner; to the max-
The Seeretary shal requtre the owner or operator of a
ecovered chemieal faetity to provide to the Seeretary i1 &
Hmely manner; mformation eoncernine & threat about any

*HR 2868 RS
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1 of the physteal seeurtty or eyber seenrity of the eovered
3 “SEC. 2107. ENFORCEMENT.

approve a seeurtty valnerabthty assessment or site
10 “EY the seenrtty vidherabtity assessment
11 or stte seenrity plan dees not eomply with the
13 ton 2103 {a A o
14 “B) i the ease of a stte seeurtty plan—
15 “{) the plan or the implementation of
16 the plan s  insuffietent to  address
17 vilnerabilities identified 11 a seenrtty wal-
18 Hepabths  assesstietts sHe Hspeettots o
19 thahhotheed  tspeetton  of the  covered
20 chemteal facthitys or
21 “4 the plan fails to meet all apphea-
23 standards:

O o0 9 O W

*HR 2868 RS
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sesstent or stte seeurtty plan submitted by a eov-
erator of the eovered chemteal faetlity a written noti-
“A) inelades a elear explanation of defi-

“(IB) R‘Iwa‘fiwlailﬂp'

Seeretary deternrnes that the owher or operator of

*HR 2868 RS
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each day on which a past or enrrent wolation
oeetrs or a fatlure to comply continnes; reetir-
fred time pertod; or both: or

$25-000 for ench duy o sehieh o past or ene-
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of this title; meluding & violation of the whistleblower preo-
hsh and provide tdortmtion to the prble reonrdine «
process by which any person may submit a report to the
vterabiities of o eovered cheterd fretits assoetted
wetth the risk of o ehetrent frethts terrorist tetdent
eotfidentid the tdettits of o person who stbiiits & report

o) ACKNOWEEPeMENT oF Recptpr—H a report

*HR 2868 RS
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3+ the report
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“fer REFArAToN PROHBIFED—

“H PROHBION—No owher or operator of a
plovee with respeet to the employee’s eompensation;
ant to & request of the employee)—

to earrythe ottt the employee’s job duttes;

eomphanee to the employer;

*HR 2868 RS
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vistot tor propesed proviston) of this title;

P commeneed; eattsed to be coteneeds
meneed a proceedinte wnder this titles
steh pr Hes oF

“HY assisted o prartietpated oF 15 ahbott to
asstst or partieipate 1 any manher 1 steh a
proceedine oF i ahy other manher w steh a
ant employer th violatton of paragraph (1) may brine
Fabor:

(¢

*HR 2868 RS
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4 other provision of lavwys any mdividual holdine or
5 applvie for a posttion within the Department
7 ) paragraphs {h; (&) and (9 of
9 Code;

10 S any  provisten of law  imple-
11 menting any of sach paragraphs by pro-
12 viding any rieht or remedy avatlable to an
13 etiplovee or appliecant for emplovinent i
14 the et serstee; and

15 S e e oF reotthrton presertbed
16 wnder any saeh paregraph:

17 =1+ Rk or

18 mothis paracraph shedd be constraed 1o alfeet
21 e that sabparacraph mielt otherwise be enti-
22 Hed to under law

23 “SEC. 2109. FEDERAL PREEMPTION.

24 =“Phis HHe does ot prechide oF dete o rioht of ahe
25 state or pohtiend subdiviston thereof to adopt or enforee

*HR 2868 RS
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with respeet to a covered chemieal faetity that s more
mformation or records:
o)

*HR 2868 RS
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ohe non-stupervisory emplovee with reles or respon-
than one year; or both; and; i the ease of a Federal

*HR 2868 RS
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offtecholder or emplovee; shall be removed from Fed-
feets any oblieation of the owner or operator of a chemteal
or loeal government:
or subeommittee thereofs
thority or obheatton of a Federal, State; loeak; or tribal
wfortation that the Federal; State; toeal; or tribal eovern-

*HR 2868 RS
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1 ment ageney obtains from a chemieal factity under any
2 other lavw

3

O o0 9 N W A
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“t1) Orders; notices; or letters re-
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records regtired to be provided to or ere-
) Other information; doenments; or
25

*HR 2868 RS
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ol

tated 1 o seenrHy vlherabHiy  assessment;

stte seetrHy plats or 1 o doettnent; records

order; notiee; or letter; or portion thereof; de-

sertbed t subparagraph B or (&) of para-

made & determination under etther sueh sub-

= Hfortttot that o ehetett foaet-

ity has lawfally diselosed other than W &

submisston to the Seeretary purstant to a

“SEC. 2111. METHODS TO REDUCE THE CONSEQUENCES OF

A TERRORIST ATTACK.

a eovered chemieal faethty shall melade 1 the site

*HR 2868 RS
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eitity; meiding—

“AS a deseription of the methods to re-
chtee the consegtenees of a terrorist attaek -
redhtee the eonseqtenees of a terrorist attaeks
homan health resultine from a release of a sub-

each method to reduee the consequenees of a

or operator of the eovered chemieal faethity eon-

*HR 2868 RS
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“A) By eERAE—The owner or operator
of a eovered chemieal faethty that is asstened to
ter + or Her 2 beeatse of the potential extent

*HR 2868 RS



O o0 N N B W =

O TN NG N N T NG N NG R NS R N e T e e T e T e e T
b A W D= O O NN NN R, WD = O

*HR 2868 RS

04

hensicat faeility ot neident |

tertn storaee of a substanee of eon-
the ereation of a new eovered chemteal
oy from a release of a substanee of
s

chemteal faetlity from tter 3 or tier 4
to tter 1 or Her 2 beeause of the po-



O o0 N N W B W =

[\© TN NG I N T NG I NG N NS R N e T e e T e T e e T
b A W D= OO0 NN N N, WD = O

25
and the national economy from a re-
oy from a release of a substanee of
econeern dae to a terrorist attack on

the Hntted States:

*HR 2868 RS
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ine Habilitiesy per | implientions savines
9 By eBEERAE— T ovHeR o operator
of & eovered chemieal faethity who is unable to
paragraph (h shadl within 120 days of receipt
Seeretary a written explanation that inelades

*HR 2868 RS
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D7
shel speets swhether the ovwher o operttors -
of paragraph (H{; or both:

“B) Review—Not later than 120 days
sttine with the owner or operator of the eov-
and operations; chemteal proeess safety; and oe-
to the owner or operator a written determina-

*HR 2868 RS
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stieh grants; shall give priority to farm supphies mer-
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to rediee the conseqttenees of a terrorist attaeck

omy from the release of a substanee of eoneern

“Br A survey of known methods; proe-
esses or practices; other than elimination of or
tihzer; that manufactarers; retaters; aertal
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of methods to reduee the consequenees of a
methods to reduee the eonsequenees of a fep-
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steh as—
Hess
ety mseriess

(¢

ERED e FacHdrHis—Not later than 6

Al i«
[ KIK
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reditee the eonsequences of a terrortst attacks Steh
seqretees of a terrortst attack tnder subsecton
chemteal facilities assiened to Her 1 or Her 2
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Bt o dhisersston of how Hhe Seerettrs
qairine & smal eovered chemieal faetity that is
consedtienees of a terrortst attack wnder sub-
means a eovered chemteal faecthity that has fewer
teal faetity; and 18 not & branch or subsidiary of an-
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methods to reduee the eonseguences of a chemieal
tton about—
rethots;
reduee the eonsequenees of a terrorist attaek;
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frery rerke fitnds avaitable to help defeay the eost of ple-
mentine methods to reduee the eonsequenees of a terrorist

SEM the feapsportatton teocotrmeree; trebocie

63 ol or a speetfied portion of any chenrend

oF & State that has entered o an aereement
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or
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shall prechrde or deny the rteht of any State or pohttend
deny aeeess 0 a chemteal faetlity site to any person where

regtred of permttted thder any other kv or reetdation:
by & Director; who shall be & member of the Sentor Exeen-

*HR 2868 RS
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ryine out the requirements of this Hitle; neludine a dem-
make a reasonable effort to seleet an mdividual to serve
as the Director from among & group of eandidates that
destenate & point of eontaet for the Administrater of
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“SEC: 2115: SECURITY BACKGROUND CHECKS OF COVERED
INDIVIDUALS AT CERTAIN CHEMICAL FACILI-
TIES.
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i teasares destened to verty and
St meastres destgned to verty and
(v} meastres designed to identy
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provided with & eopy of a seenrtty valner-
“i) & persen whe is determined by
the Seeretary to reguire a seeurty baek-

“D) a redress proeess for an adversely—af-
and e and

“H a prohibtton oh an ewher or operator
of & eovered chemieal faethity misrepresenting to
ant arbiter mvelved 1 a kabor arbireation; the
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seope; appheation; or meanine of any redes; reg-
seetton (a1 shall set forth that it shall be a misrepresen-
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ot s deterriteds as oo restt of Hhe seenrrs
backeround cheek; not to be legally authorized to

aft adeetate and prompt redress proeess for a per-
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proeess for a persen subjeet to a seeurtty back-
removal or suspension of the employee; due to a de-
an administrative law yadee; seope of review; and &
4 establish a reconsideration proeess de-
sertbed i subseetion {d) for a person subjeet to an
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regrlations required under subseetion faHd) or a3 &
wnder paragraphs (s {25 or {3} afford to the per-
soh o fuH diselostre of any pubhetecord event eov-
“H enstre that the person subject to o seen-

‘4( |)
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mitted by a person subjeet to an adverse em-
atret
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1 “By provide his or her determination as to
2 whether steh person poses a seenrtty risk to the
4 the owther or operator of the ecovered chemend
8 paragraph HHAD that the person does not pose & se-
10 thereafter constitte a prohibied misrepresentation
11 for the owner or operator of the eovered chemieal fa-
12 etity to continte to attribute the adverse employ-
13 ment deciston to the reerdations under subseetion
14 terd-

16 tont obtatted whder Hhis seetion
17 by the Seeretary or the owner or operator of & covered
18 chemtent faethty shall be handled as folovws:

20 able to the pubhe:
24 tior or eondueting or evaluating seeurtty backeround
25 eheeks:

*HR 2868 RS



O o0 N N B W

[\ I e e e e e T e e T
S O o0 N O B PR~ WD = O

21

78
seetions
right or responsibility of & person stbjeet to & seet-
oWwher or operator of a ecovered chemteal faethity
ahder any other Federal; State; loeal; or tribal law
or collective bareninine non .
peal a determination by the Seeretary as & result of
a eheek against & terrorist wateh hst:

22 eotstrtted to preetpt abters o affeet o Federad States
23 loeal; or tribal law that reequires eriminal history back-
24 eround cheeks; checks on the anthorization of an thedt-
25 wichad to work th the Hntted States; or other backeround
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sult of a seeurity backeround cheek; an owner or oeperator
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11 notice of the alleged wolation to—
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12 ) the Seeretary; and

13 b b the ese of s aebion sader sebseetion
15 kation of an order

16 ey Norrep—Notiee under this seetion shall be

18 reerdation:
19 o PyrrrvENTroN—h aty aetion ander His see-
20 Hot,; the Seeretarys H Hot a party; tay ttervete as o tat-
21 ter of richt:
25 and expert withess fees) to the prevathne or substantialy
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award s appropriate: The eourt may; H a temporary re-
the filine of a bond or equivalent seeurtty 1 accordanee
lations to establish & ettizen petition process for petitions
elade—
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stbseetion {a) shall allow any persen to file a petition with

standard resulation. lition: requirement: prohi-

Hons:
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“f4) respond to all accepted petitions promptly
5} inelade 11 all respenses to petitions a brief
YTV with respeet to any petition for which the
Seeretary has not made a timely response or the
reaest—
speetor General of the Department; meladine &
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“SEC. 2118. NOTIFICATION SYSTEM TO ADDRESS PUBLIC

CONCERNS.

hsh o notifteation system; which shall provide any mdt-
vidtrad the abtiy o report a suspeeted seenrity defietener
2107

notifieation system established under subseetion {8 2
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place—
2007 and
and
2 A grantiative stmmary of how the eov-
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mentatton of a method to reduce the con-
seqaenees of a terrorist attack and a deserip-
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eraphs (2} 33 and (4 of seetion 2H5te); ae-
eistons that were attributed by the owner o op-
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of & terrorist attack; of which up to $3;000;000 shall
torr HHHeH

which $75:000;000 shall be made avaitable to pro-
of & terrorist attack; of which up to $3;000;000 shall
tton 2HHeH ) and

which =30.000.000 shall be made avatlable 1o pro-
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109-205) is sanended by striking seetion 550-
by paracraph (1) shall take effect on the date of the
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ettt
a terrorist attaeks
D) the treatment of protected informma-

ttor; and
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ant Oetober 15 2009 Pursaant to that seetion the
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95
tior; & top-sereen questionhaire; a seeurtty vul-
nerabtity assessment took o stte seenrty plan
template; and a chemteal valnerability mforma-

or operator of & covered chemieal faeility; whe; be-
2002 as added by subseetion {a); submits a seeurity

22 tton of sodim fhaoreacetate as a substanee of eoneern
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TITELE H—DRINKING WATER
SECURITY

SEG: 202 INTENTIONAL ACTS AFFECTING THE SECURITY

OF COVERED WATER SYSTEMS.

et whd
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“B) establishing requirements and dead-
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ment or; Hf the system already has a val-
ment of the system to o different risk
approprhttes Fevtse o ste seetdts phr tot
a reviston to the valnerability assessment
trator;

“Hv} to develop an emerceney re-
developed an emergeney response plar to
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e} to provide sttt Hattte o et

means & pubhe water system that—
S I a cotanity water sestent serviie
trator; presents a seeurtty risk makine reeunla-
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HEY development of risk-based perform-
SN treatment of protected information:
atrel

tenated prarsaatt to subparagraph (o shall es-
tablish by rale a threshold euantity for the re-
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e i meking sueh & designation; shal

systemr to provide a safe and rehable sapply of
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Y ettse the theft fistser oF tisappro-
priation of a substance of eoneern:

Ftter sestett to assess the sesterrs vidberabtits o o
results 1 a release of a substanee of eoncern that 1s known
mjarey; or sertous adverse effeets to human health or the
efvironent: At & mintmam; the valnerability assessment
shall melade a review of—
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“65) the use; storage; or handling of various

Achministreator may reqtire a covered water sys-
ered water systens
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subsection: In asstenine & eovered water system
economy) from—
lease; tehidine a worst-ease release; of a
systet;
“HH an thtentionad aet to mtrodtee &
eerhs
eovered water system assiened to a riskbased Her
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“5) EMpRoYRE  PARTIeRAarioN—Tn  devel-
opitte; revisihe; or updatine a valnerability assess
plan required under Hhis seetion; a eovered water

i paraeraph ) H anys 1 a eolleetive bar-

teaetor to that systenr
a eovered water system that reduees or elminates
the potential conseqtenees of a release of a sub-
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amount of a substance of coneern possessed or

perattres; or coneentrations of a substanee of

eoneern; and
handhne of a substanee of eoneern throteh tn-

system that possesses of plans to possess a& sub-
duee the eonsequences of a chemteal release from an
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“AS a deseription of the methods to re-
chiee the econseqrences of o cheptead release
the eonsequences of a ehemteal release from an
the eonsequences of a ehemteal release from an
health; or the environment:
duee the consegquences of a chemteal release
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segrencees of a chemteal release from an mten-
tional et ot the eovered water systent

6y a statement of whether the eovered
consedtienees of a chenneal release from an -
tentional aect; a deseription of any sueh meth-
ods; ands 1 the ease of o covered water system
phes to a eovered water system—

{eb; and
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& substatee of eoneerh th exeess of the re-
=4 Hressr—hRbs s S oh the
the eonsequences of a ehemteal release from an

i dal
JUSN

temn 15 not loeated i sueh & State; shall; i ae-

trator—
methods; and
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to redhree the consequences of a chenend re-
the covered water systeny; H the system s lo-
eated i sueh & State; or the Administeater; i
a Stater skl cotstder faetors approprhtte to
from a chemieal release frem an inten-
storage of a substanee of eoncern by the
eated: and
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to subparagraph (B); the mmplementation of &
method to reduee the conseqrenees of a ehem-
Foented o steh o Stater of the Sdbiristrators
steh a State; shall provide sueh covered water
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submit a revised assessment not later than 60
tsteator finds that a covered water system; 1

Ql
Ko

i« afal
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not loeated i such a State; shall revtew a re-
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to paragraph (33
that a State exereisthe prinaey enforeement re-
ered water system to implement methods to re-
duee the consequences of a chemteal release
the conseqtienees of a ehenenl release from an
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finds; swith respeet to o pertod t whieh o State
has prinary enforeement responstbtits for =
segrenees of a chenreal release from an tten-

& determination as desertbed under subpara-
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eraph (9 or to brire enforcement action as de-

seetion and—
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ability assessment or stte seenrtty plan of & covered
termes that—
or
identifted 1 a valnerabiity assessment; or
vide & valnerability assessment or stte seenrtty plan
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tetr stbmit steh an assessient and plan to the Ad-

(¢

first ecompletion or revision of a valnerabiity assess-
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speetton of o ecovered weter sestens the Sredbitis-
trator or didy destenated representatives of the Ad-
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trator; or a duly destenated representative of the
of & eovered water system the opportunity confiden-
employer’s eomphanee or nonecomphanee with this
seetion- inchiding L o Lamee swith
seettoh:  representative of each certified or recoe-
pleyee; shall be efven an eppertunity to accompany
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employees or contractor employees under sub-
seettort HH with a representative of each eep-
or both; ands 1t the ease of a Federad office-

treated 1 & manner eonsistent with the treatment of
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8-
seetioh amends or affeets an obheation of a covered
tion to system employees; employee orgatisa-
irsrs o o Frrbessik Stse b e e s
tave or
Fowe,
Federal; State; toeak; or tribal ageney to proteet or
States foenh or trtbad deetes obtads frot o covered
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“  Infermation; deoeuments; or
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YBY DETRIMENT  REQEREMBENT—FHop
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“HH mfermation that a eovered
other than 1 a submission to the Ad-
Hsteator parstant to a regtirement
or standard of performanece with respeet to a ecovered
shall be hable for a ervtl penalty of not more than
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determines that a eovered water system s subjeet to
water systems loeated i a State exereising primary
phanee immediately or withih & speetfied time
pertod; or
{feHd) and {eH5) H a covered water system 18 to-
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eated Hr o State exeretsthe prinary enforeement re-
seqrenees of a chenreal release from an ttentonal
atedh Pablie Works of the Senate a report on proeress
report shall inelade; at & mintman, the followine:

A A eeneralized sammary of measures
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tHon:
avard orants to; or enter o cooperative agree-
methods to reduee the consequenees of
release of a substance of eoncern from an
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est need:

EEE WORRKER PRAENING GRANTS PROGRAM Ab-
erIl("Ii‘IV|‘§7.
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an mtentional act at & eovered water system:
L) Bse oF repbs—The reciptent of &
to provide for—
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aet at a eovered water system:
of this paragraph; an ehetble entity 18 & hon-
seqtenees of a chemted release from an -
stetted to Her one or Her bwo under sub-
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costs or menttorthe; eperatton; or mathtenanee of fa-
L of the B RE: o Asenes
o or the amendment made by this seetion shall af-
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TION OF DRINKING WATER DISTRIBUTION
SYSTEMS.
1 conduet a stady to assess the threat to
TITLE IHI—WASTEWATER
TREATMENT WORKS SECURITY
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a treatment works with etther a treatment eapaetty
eretton of the Administeator; that presents a seen-

) conduet and; as required; update &
plemrent a stte seenrtty plan for the treatment
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trator;
eedures; and
works to address seeuritty risks tdentified 1 &
plemented  or utihzeds wil  reduee  the
| bilities identified in s vl bility as-
o elidine the identifiention of the ex
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iy Llichine siskbased ek

standards for the seenrity of a treatment works
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“i) to develop and mmplement a site
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o eribien]  infea ’ bl
and

“V5 any other factor that the

may regtire the owner or operator of a
ment and whether saeh owner or eperator
of a treatment works 18 required to submit

*HR 2868 RS



O o0 N N Bk W =

[\ T NG T NG T N I N e T e T e T e T e T — Y = S =
W NN = O O 0 N N B W N = O

*HR 2868 RS

144



O o0 N N D B W

[\O I \© R \O I O R N e e e e e e D e e
W N = O O 0N N R WD = O

ment: and
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) the elimination of or & reduetion
i the amount of a substanee of eoncern
possessed or planned to be possessed by &
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temperatares; or eoncentrations of a sub-

Sl the reduction or elimination of
onstte handhine of a stubstance of eoneern
B ASSESSMENT—

“6) Iy aBNERAE—In developine the
possess o stbstanee of coneern H exeess of
seqtenees of a chemted release from an -
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“h a deseription of the methods
seqrenees of a chenreal release from

effeets to human health or the

envirenment as a result of a re-

of the treatment works i meet-
a chemteal release from an mtentional
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paragraph (s an explanation of
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“H possesses or plans to pos-
operator of a treatment works desertbed
o to reduee the consequenees of a chem-

ecordanee with a timeline set by the Admin-
terttie swhether to require the owner
tmplement sueh method; and
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Aet or any more strineent standards
located: and

plementation of a method to reduee the eon-
seqretees of a chennenl release from an titen-
o o Sttes s the erse tras bes skl provide the
owher or operator of the treatment works an
opportantty to appedd the determination to re-

AN
the Adnrintstrator deternrnes that a treat-
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owner or operator of the treatment works

“G bAare

' the Ad-
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review & revised assessment that meets the
reutrerents of sabparagraph (B) and ap-
the treatment sworks wil be requived to Hn-
seerenees of a chemeal release from an -

to reqtre a treatent works to fple-
ment & method to reduce the eon-
seetenees of a chemteal release from
ot operator of the treatment works:
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the owner or operator of the treat-
whether to require the owner or oper-
ator to tmplement a method to reduee
the eotseqrenees of a chemtenl release
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treatment works fails to mnplement a
& chemteal release from an mtentional
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operator of the treatmrent works; -
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formatee standards:
tHers;
ton; and

25 seeretary of Homeland Seenrtty—
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& substanee of eoneern;
tenated parsaant to paragraph (b shalt estabhish by
theft of a substanee; takine mto aceonnt the toxterty
thte aceount appendix A to part 27 of title 6; Code

& treatment works identified under subseetion a1
trator:
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and—

reqire the owner or operator of the treatment

ment works has & stenifieant deficteney under this

b or
identifted 1 a valnerabiity assessment; or

the Administrator identifies a sionif  deficiene
of ant ewher or operator of a treatment works thder
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owHer o operator with o written notifieatton of the
A tehrdes o elenr exphrnttton of the de-

MENPAL BNPHPHIS—NO  owher o operator of o

or operator of a treatment works submit sueh an as-
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“HH Iy eEnpRa—The owner or operator of &
2 CERPHteArroN—The owher of operator
of & treatment works identified under subseetion
owher of operator has completed an emergeney re-
completion or reviston of a valnerabihity assessment

shall inelade a deseription of—
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“Gi) have a substantial adverse effeet

ot ertttend thfeastraetare; pubhe health or
) CooRPERTION—AS part of Hs emereeney

respohse plan, the owner or operator of a treatment
1 & enrrent valnerabihty assessment:
or operator of a treatment works tdentifted wnder
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opthe; revisthe; or updatitg & valherabthity assess-
ator of a treatment works shall melude—
works; and
i paragraph Iy H any; i & eolleetive bar-
of the treatment works or with a contractor to
erator of a treatment works identified under subseetion
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atdit and mspeet a treatment works identified under
speetton of o trentrent works wnder potaeraph Hs

or noneomphanee of the owner or operator of the
sertbed H stbseetton (H3HB)  anys or; Hf none; a
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shal—
tion 552 of title 5; United States Coder and
“BY net be made avaidable pursaant to
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plovees of a treatment works under subseetion
1 swith & representative of each certifed or
employees; # any; or; H none; with at teast one
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ease of a Federal officeholder or employee; shall
tionr of the owner or operator of a treatment works
to—
orentrations; or a Federal; State; loeal; or trib-
of tavws or
Faves
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Federal, State; loeak; or tribal agenes to proteet or
State; loeal; or tribal ageney obtains frem a treat-
ment works or the Administrator under any other
5=
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of sabparagraph (A); the only pertions of deew-

ety of a treatirent seorks H diseloseds
atd
trator: the States or the treatment works
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1 “H net detrimental to the seen-
2 rity of one or more treatment works
3 diseloseds or

4 “Hi mfermuation; whether or not alse
5 eontatned 1 a seenrty valnerability assess-
6 HietHs ste seettrs phtts of o doetents
7 record; order; notiee; or letter; or portion
10 obtatned from another souree with respeet
11 to which the Administrater has not made
12 & determination ander etther sabparagraph
13 AH or (B); ineladine—

14 B mformation that 8 reqired
15 to be made publiely avatable under
17 “HH wnformation that a treat-
18 ment works has lawfally  diselosed
19 other that o sabmission to the Ad-
20 ministeator parsuant to a regquirement
21 of this Hitle:

22 “5 Vrormrtons—Ior the purposes of seetton 309
24 et inehrdine aby reewlations promdented purstant to
25 +this seetion; by an ovwner or operator of & treatment works
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2 ater a8 a violatton of a permit condition tnder seetion
3 o ths A
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1y PERIOPIC REPORTE—Not later than 3

abter, the Adivinistrator shabl transmit to the Cori-
mittee on Fransportation and Infrastractare of the
Hotse of Represertatives aid the Conmmittes on i
virontrent and Publie Works of the Serete & report
tHon-
report shall inclade; at & mintmans the followine:
) i order to meet each risk-based per-
“BY A summaey of how the treatment
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based ter due to implementation of &
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e o desertption of the tepes of saeh -
atd

Y Iy eRNBRAE—The Administeator may
ke a erant to o State; mteipabtys or ter-
spohse ptan for & pubhely owned treatment
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=B+ to Hrpletrent o seetriy erhttectent
at & publely owned treatment works identifted
redhtee the consegrenees of a ehemtenl release
graph (2);
enhaneement at & publely owned treatment
e a method to reduee the consegtenees of a

CC(¢ mgy Al QA NFal rmyr nl A M

MHENTS—

under paragraph (B} to implement & seeu-
rity enhaneement of a treatment works for one
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may inehade the implementation of a method to
for personnel eosts or oeperation or maintenanee
of faethities; eqaiptent; or systems:

share of the eost of activities funded by a grant
eetnt:

3 Erematry—mTe be ehetble for a erant

ot

J )
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works that s mere strineent than a reetdation; reettre-
SECTION 1. SHORT TITLE.

This Act may be cited as the “Continuing Chemical
Facilities Antiterrorism Security Act of 20107
SEC. 2. EXTENSION OF CHEMICAL FACILITIES

ANTITERRORISM SECURITY PROGRAM.
(a) IN GENERAL.—Section 550(b) of the Department

of Homeland Security Appropriations Act, 2007 (6 U.S.C.

*HR 2868 RS
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121 note) 1s amended by striking “October 4, 20107 and
iserting “October 4, 2013
(b) CHEMICAL FaciLity SECURITY ENHANCE-
MENTS.—
(1) IN GENERAL.—The Homeland Security Act
of 2002 (6 U.S.C. 101 et seq.) is amended by adding

at the end the following:

“TITLE XXI—CHEMICAL FACILITY
SECURITY
“SEC. 2101. DEFINITIONS.
“In this title—

“(1) the term ‘Board’ means the Chemical Facil-
ity Security Advisory Board established under section
2105(a);

“(2) the term ‘Chemical Facility Anti-Terrorism
Standards’ means the interim final requlations issued
by the Secretary under section 550 of the Department
of Homeland Security Appropriations Act, 2007 (6
U.S.C. 121 note); and

“(3) the term ‘covered chemical facility’ means a
chemical facility subject to the Chemaical Facility
Anti-Terrorism Standards.

“SEC. 2102. CHEMICAL SECURITY TRAINING PROGRAM.
“(a) ESTABLISHMENT.—Acting through the Adminis-

trator of the Federal Emergency Management Agency and

*HR 2868 RS
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e coordination with the Under Secretary for National Pro-
tection and Programs, the Secretary shall establish a vol-
untary chemical security traiming program (referred to in
this section as the ‘training program’) for the purpose of
enhancing the capabilities of high-risk chemaical facilities
to prevent, prepare for, respond to, mitigate against, and
recover from threatened or actual acts of terrorism, natural
disasters, and other man-made disasters.

“(b) REQUIREMENTS.—The training program shall
provide validated voluntary traiming that—

“(1) reaches multiple disciplines, including Fed-
eral, State, and local government officials, commercial
personnel and management, and governmental and
nongovernmental emergency response providers;

“(2) provides training at the awareness, per-
Jormance, and management and planning levels;

“(3) uses multiple training mediums and meth-
ods;

“(4) s coordinated with training provided by
government traiming facilities, academic institutions,
private organizations, and other entities that provide
specialized, state-of-the-art training for governmental
and nongovernmental emergency responder providers

or commercial personnel and management;

*HR 2868 RS
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“(5) uses, as appropriate, government training
Jacilities, courses provided by community colleges,
public safety academies, State and private univer-
sities, and other facilities;

“(6) 1s consistent with, and supports implemen-
tation of, the National Incident Management System,
the National Response Framework, the National In-
frastructure Protection Plan, the National Prepared-
ness Guidance, the National Preparedness Goal, the
Natwonal Maritime  Transportation Security Plan,
and other such national initiatives, and any succes-
sors thereto;

“(7) 1s evaluated against clear and consistent
performance measures;

“(8) addresses security requirements under chem-
weal facility security plans; and

“(9) educates, trains, and involves individuals in
neiwghborhoods around chemical facilities on how to
observe and report security risks.

“SEC. 2103. CHEMICAL SECURITY EXERCISE PROGRAM.

“(a) IN GENERAL.—Acting through the Administrator
of the Federal Emergency Management Agency and in co-
ordination with Under Secretary for National Protection
and Programs, the Secretary shall develop a wvoluntary

chemical security exercise program (referred to in this sec-

*HR 2868 RS
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tion as the ‘exercise program’) for the purpose of offering
voluntary testing and evaluation of the capabilities of the
Federal Government, State governments, commercial per-
sonnel and management, governmental and nongovern-
mental emergency response providers, the private sector, or
any other organization or entity, as the Secretary deter-
manes to be appropriate, to prevent, prepare for, mitigate
against, respond to, and recover from acts of terrorism, nat-
ural disasters, and other emergencies at chemaical facilities.

“(b) REQUIREMENTS.—Under the exercise program,
the Secretary shall conduct, on a periodic basis, voluntary
jownt security exercises at chemacal facilities that are—

“(1) scaled and tailored to the needs of each
chemacal facility;

“(2) for the highest risk chemical facilities, as de-
termined by the Secretary, live training exercises;

“(3) as realistic as practicable and based on cur-
rent risk assessments, including credible threats,
vulnerabilities, and consequences;

“(4) consistent with the National Incident Man-
agement System, the National Response Framework,
the National Infrastructure Protection Plan, the Na-
tional Preparedness Guidance, the National Pre-

paredness Goal, the National Maritime Transpor-
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tation Security Plan, and other such national initia-
twes, and any successors thereto;

“(5) evaluated against clear and consistent per-
Jormance measures;

“(6) assessed to learn best practices, which shall
be shared with appropriate Federal, State, and local
officials, commercial personnel and management, gov-
ernmental and nongovernmental emergency response
providers, and the private sector;

“(7) followed by remedial action in response to
lessons learned; and

“(8) designed to assist State and local govern-
ments and chemical facilities in designing, 1mple-
menting, and evaluating exercises that—

“(A) conform to the requirements of this
paragraph; and
“(B) are consistent with any applicable

Buffer Zone Protection Plan, State homeland se-

curity plan, or wrban area homeland security

plan.

“SEC. 2104. VOLUNTARY TECHNICAL ASSISTANCE PRO-

GRAM.

“(a) ESTABLISHMENT.—The Secretary, acting through

24 the Assistant Secretary for Infrastructure Protection, in co-

25 ordination with the Under Secretary for Science and Tech-
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nology, and in consultation with the Board, shall establish
a voluntary technical assistance program wunder which,
upon request by the owner or operator of a covered chemical
Jacility, and subject to the availability of resources at the
Department, the Secretary may provide nonbinding assist-
ance or recommendations to the owner or operator to—

“(1) reduce the risk or consequences associated
with a successful act of terrorism against a covered
chemacal facility, including the reduction of risk or
consequences—

“(A) sufficient to decrease the risk-based tier
assigned to the covered chemical facility under
the Chemical Facility Anti-Terrorism Standards;
or

“(B) such that the covered chemical facility
no longer presents a high level of security risk;
or
“(2) ard in compliance with the risk based per-

Jormance standards applicable to the covered chemical
Jacility under the Chemical Facility Anti-Terrorism
Standards.

“(b) VOLUNTARY NATURE OF ASSISTANCE.—

“(1) IN GENERAL.—The decision to—

“(A) participate in the voluntary technical

assistance program under this section; or
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“(B) 1mplement any assistance or rec-
ommendations provided by the Secretary under
this section,

shall be at the sole discretion of the owner or operator
of a covered chemacal facility.

“(2) NO REQUIRED ASSESSMENT.—The Sec-
retary may not requirve the owner or operator of a
covered chemaical facility to—

“(A) consider any assistance or rec-
ommendation provided under this section as part
of a security vulnerability assessment under the
Chemical Facility Anti-Terrorism Standards; or

“(B) assess, directly or indirectly, the costs,
benefits, economic or technical feasibility, or
practicality of implementing any assistance or
recommendation provided under this section.

“(3) SITE SECURITY PLAN REVIEW.—If the site
security plan for a covered chemical facility satisfies
the risk-based performance standards applicable to the
covered chemical facility under the Chemical Facility
Anti-Terrorism Standards, the Secretary may not
disapprove the site security plan based on—

“(A) a decision by the owner or operator of

a covered chemical facility not to—
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“(1) participate in the voluntary tech-
nical assistance program under this section;
or
“(11) 1mplement assistance or a rec-
ommendation provided by the Secretary
under this section; or

“(B) the presence or absence of a particular
security measure.

“(4) EFFECT ON TIERING.—At the request of the
owner or operator of a covered chemical facility, the
Secretary shall advise the owner or operator of the
overall effect that vmplementing all categories of as-
sistance or recommendations provided by the Sec-
retary under this section would have on the deter-
mination by the Secretary—

“(A) of the placement of the covered chem-
veal facility in a risk-based tier under the Chem-
veal Facility Anti-Terrorism Standards; or

“(B) regarding whether the covered chemical
Jacility would no longer present a high level of
security risk.

“(5) CIVIL LIABILITY.—

“(A) IN GENERAL—Subject to subpara-
graph (B), no action, or failure to act, by the

owner or operator of a covered chemical facility
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relating to assistance or a recommendation pro-
vided by the Secretary under this section shall be
terpreted, construed, implied, or applied to
create any Lability or cause of action for com-
pensation for bodily injury, any other injury, or
property damage to any person that may result
Jrom an act of terrorism or incident at the cov-
ered chemical facility.

“(B) ADDITIONAL OR INTERVENING ACTS OR
OMISSIONS.—Subparagraph (A) shall not apply
to any mjury or damage caused by any addi-
tional or intervening act or omission of the
owner or operator of a covered chemical facility.

“(C) RULE OF CONSTRUCTION.—Except as
provided in this section, nothing in subpara-
graph (A) shall be construed to abrogate or limait
any right, remedy, or authority that the Federal
Government, any State or local government, or
any entity or agency of the Federal Government
or a State or local government may possess

under any other provision of law.

“(c) BEST PrACTICES.—Subject to subsection (d), the

23 Secretary shall develop a repository for information and

24 data on best practices and cost-effective technologies for im-

25 plementing the Chemical Facility Anti-Terrorism Stand-
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ards and the voluntary technical assistance program under

thas section.

“(d) INFORMATION PROTECTION.—Any information

obtained by the Secretary under the voluntary technical as-
sistance program under this section or for purposes of sub-

section (¢) shall—

“(1) to the extent that the information may re-
veal vulnerabilities or other details of the security ca-
pabilities of a covered chemical facility that may be
exploited by terrorists, be protected as chemical-ter-
rorism vulnerability information under the Chemical
Facility Anti-Terrorism Standards; and

“(2) to the extent that the information may re-
veal trade secrets or commercial or financial informa-
tion that 1s not customarily in the public domain, be
protected as though the information was voluntarily
shared critical infrastructure information under sec-
tion 214, except that the requirement under section
214 that the information be voluntarily submaitted, in-
cluding the requirement for an express statement spec-
ified in section 214(a)(2), shall not apply to informa-
tion obtavned under this section.

“(e) REPORT ON LESSONS LEARNED.—Not later than

24 October 4, 2013, the Secretary, in coordination with the

25 Board, shall submit to the Commattee on Homeland Secu-
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rity and Governmental Affairs of the Senate and the Com-
mattee on Homeland Security of the House of Representa-
tives a report regarding lessons learned from the voluntary
technical assistance program under this section.

“(f) AVAILABILITY OF APPROPRIATIONS.—Of the
amounts made available for the Chemical Facility Anti-
Terrorism Standards for each of fiscal years 2011 through
2015, not less than $5,000,000 shall be made available for
the provision of voluntary technical assistance under this
section.

“SEC. 2105. CHEMICAL FACILITY SECURITY ADVISORY
BOARD.

“(a) ESTABLISHMENT.—Not later than 90 days after

the date of enactment of this section, the Secretary shall

establish under section 871 a Chemical Facility Security

Aduvisory Board.
“(b) RESPONSIBILITIES.—The Board shall aduvise the
Secretary on the implementation of the Chemical Facility

Anti-Terrorism Standards, including regarding the imple-
mentation of the voluntary technical assistance program
under section 2103.

“(c) MEMBERSHIP.—There shall be 9 members of the
Board, who shall be appointed by the Secretary and shall
represent a geographic and substantive cross-section of the

Unated States, including—
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“(1) not less than 5 owners or operators of cov-
eved chemical facilities;

“(2) not less than 2 employees of covered chem-
weal facilities with direct responsibility for process de-
sign and engineering, production and operations, or
chemical process security, and

“(3) not less than 2 other experts in the fields of
chemastry, security, process design and engineering,
process controls and instrumentation, environmental
health and safety, maintenance, production and oper-
ations, or chemical process security.

“(d) TErRM.—The members of the Board shall be ap-

pointed for such terms as the Secretary may determine.

“le) APPLICABILITY OF FEDERAL ADVISORY COM-

MITTEE AcT.—The Federal Advisory Committee Act (5

U.S.C. App.) shall apply to the Board.

“SEC. 2106. AUTHORIZATION OF APPROPRIATIONS.

“There are authorized to be appropriated to the Sec-

retary such sums as are necessary to carry out this title.”.

“Sec.
“Sec.
“Sec.

(2) TABLE OF CONTENTS.—The table of contents
wn section 1(b) of the Homeland Security Act of 2002
(6 US.C. 101 et seq.) is amended by inserting after
the item relating to section 2022 the following:

“TITLE XXI—CHEMICAL FACILITY SECURITY
2101. Definitions.

2102. Chemical security training program.
2103. Chemical security exercise program.
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“Sec. 2104. Voluntary technical assistance program.
“Sec. 2105. Chemical Facility Security Advisory Board.
“Sec. 2106. Authorization of appropriations.”.
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Amend the title so as to read: “An Act to extend the

chemical facility security program of the Department of

Homeland Security, and for other purposes.”.
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To amend the Homeland Security Act of 2002 to
enhance security and protect against acts of ter-
rorism against chemical facilities, to amend the
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