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To improve cargo security, and for other purposes.

IN THE SENATE OF THE UNITED STATES

MaARrcH 27, 2006
CorLINs (for herself, Mrs. MURRAY, Mr. COLEMAN, Mr. LIEBERMAN, Mr.
DEWINE, Mr. SALAZAR, and Mr. SANTORUM) introduced the following
bill; which was read twice and referred to the Committee on Homeland
Security and Governmental Affairs
May 5, 2006
Reported by Ms. COLLINS, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To improve cargo security, and for other purposes.
Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE; TABLE OF CONTENTS:
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port eclosures from a detonated terrorist sweapen
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3
get; terrorists may turn their attention to other
are as ereat; or ereater; W Mmarttime or surface
pHYL peports that the terrorist events of September
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4
notes that the probabthity of a hostile state usthe a
seetor 18 the most hkely to be used to bring &« WMD
a “justtr-tine debvery approach to shippine by
key eomponents; means that a disraption or slowte

)
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inchidine
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6
the E—FPAT proeratt setthort o thoroneh re-
the eonferenece report on the Departiment of Home-
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7
Coteree; 655 CFRAT and others; (5 whieh de-
the entity with primary responstbihty wil take to
mplement these changes; meluding a speetfte sehed-
Department of Homeland Seeartty to econduet & new
“ont June 95 2005; the Departient sabmitted a re-
transport seetor desioned to cowmter terrorism ean
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8
taken a postttve step i fartheranee of mternational
which ounthnes & set of mintmum standards destened
to—
agemetrt;
9 erthree the eaprbtites of etstotrs ad-
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band-
“eotttather seetrity deviee” means a deviee or systetn

S et the prooramt atthorized thder seetton
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pose o risk for terrorism at foreten ports before they
Do hip Aeninst Terrorism® and S0 .,

TPAT-
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them for duty purpoeses; to deteet the presence of re-
strteted or prohibited Hems; and to ensure ecomph-
crettne & seareh:
end proecess for shippthe eoods from a potnt of ort-
“Operation Safe Comeree” means the researeh; de-
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meahs & visual or antomated review of mformation
trastve examination i which a eontainer 18 opened
& System or proeess eapable of tracking goods at the
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pottt of ortetn to the peint of loadine e a con-
(8} PRANSPORFATION SECERIEY ENCHDENE.

SEC: 4. STRATEGY:

sabmit & comprehensive strategte plan to enhanee
to—
the Senate;
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meastred response i the event of a transpor-

the event of a transportation seeurity theident

th]ﬁﬂﬁgh Ei@]iti]’]g’fﬂﬂfiy '&'H‘d‘ ee'H%H‘l'ﬂ'l't‘y ]3]8]3]35]3?
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Hnited States after a transportation seenrtty -
of title 46; United States Code;
or from another foreten porty as deter-
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G5 Cons
objeetives; meehanisms; and a schedule; for far-
ehaih;
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that plat

e 4 o the § o b ehrin

regtired thder paraeraph (B a schedude for
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bility of
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shall eonduet; throveh an mdependent panel &
dated:
-
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mitted 1 & seeure fashion; as determined by the

l o ée}lﬂ
[N .

ment a sthele; uniform data system for the eleetronte
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Group; shall eomplete the development of the har-
monized data set of import and export mformation
stibtittted to aoeneies with a presenee at the inter-
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SEG: 5: UNDER SECRETARY FOR POLICY:
ed—
“FITLE VI—UNDER SECRETARY
FOR POLICY

*S 2459 RS



O o0 N N B W =

[\© TN NG I N T NG I NS R NS R N e T e e T e T e e T
b A W D= OO0 NN NN R, WD = O

24

pervision for poliey development to programs;
offices; and aetivities of the Department:
eompleted; ongotng; and proposed programs; to

D) To conduet reviews of the Depart-
ment to enstre the implementation of this para-
graphs
eotionat exchanee with nations friendly to the
United States in order to promote shavine of
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and another friendly nation er nations have a

*S 2459 RS



O o0 N N W B W =

[\ I \© R \O I O R N i e e e e e T e e
W N = O O 0N N RN = O

24
25

26
paet of the pelietes; regutations; proeesses; and
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ehetenges:
to prevent or respond to a terrorist attacks
“th o eoordintte amote Pepartent op-
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3 seer) is amended—

4 ) i seetion 103—

7 respeetively and

8 B} by inserting after paragraph (5) the
9 fotovHros

10 06} An Hnder Seeretary for Poliey=%

11 €2} by steikine seetion 879: and

12 £54 t1 the table of cotterts—

13 £\ by redesionatine the items relatine to
14 title VI and seetion 601 as Hems relatine to
16 teansferrine the Hems relatine to that title and
17 seetion to the end of the table of contents;

18 B by strikine the item relatine to seetion
19 879 and

20 €6 by insertine before the iem relatine to
21 titte VI the folowite:

23 € of title IV of the Homeland Seeurity Aet of 2002 (6
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2 felowine:
3 4SEC. 431. OFFICE OF CARGO SECURITY POLICY.
4 “tar BsrantrstpiNt—There 18 estabhished within

8 “1) eoordinate all Department peolicies and

10 by ottt owtth shkeholderss and sk vt

13 =t} PHrbEeror—

14 “HH ArrorvrNt—The Office shal be head-
15 ed by a Pireetor; who shal—

16 SAY be appotited by the Seeretary: and
17 (B} peport to the Hnder Seeretary for
18 Poliey-

19 =k RissposestittrHos—he Pieeetor <hal—
20 S advise the Seeretary and the Hhder
21 Seeretaty for Poliey resardine all aspeets of
22 Department proerams relating to eargo seen-
23 rity

24 (B} develop Departmentwide policies re-
25 carding eargo seeartty;
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partment relating to eargo seewrity—
a hatson office within the Department of State to assist
SEG: 6. CONTAINER SECURITY STANDARDS AND PROCE-
DURES.
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1 cedhtres deserthed e praeretaph Hr Steh stardheds

3 anees

10 shall reesdarly—

12 hshed parstatt to subseetton o) and

13 2} enhanee the seenrtty standards and proee-

18 anee with seetion H=
21 of State; 18 enconraged to promote and establish mter-
24 ernments and ternationad oreanizations; weludine the
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SEC. 7. RADIATION DETECTION AND RADIATION SAFETY.
shelt submit & steateoy for the deplovinent of radi-

the Setrrtes

FA the e of equipinent to be useds
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H o ph detthie the  etebrotentad

sthtt o phts to the Comtittee on Homehd Seerrts
SEC. 8. CONTAINER SECURITY INITIATIVE.

fo ArHOREEATION—The Seeretary 18 anthorized to
exate marte eontatners that pose a risk for terrortsm
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Thntted States Codes;
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a foreten port under GSL the Seeretary shall sabmit a

Senate;

shall not destenate a foreten port nnder €51 unless the
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36

4 each foreien eountry with a port desienated under 655
6 ments ander G5k

9 meetetats shaH—

10 &) establish technieal eapabiity reeuire-
11 ments and standard operating procedures for
13 deteetion equipment in eonjunetion with 65k
14 B) require each port desienated under
15 =1t opernte the eqtiptient H aeeordatee
16 with the requirements and procedures estab-
17 hshed under subparaeraph (&) and

18 {&) eontinually monitor the technologies;
19 proecesses; and technteates used to mspeet eargo
20 at ports destenated under G5F

21 2 Forpra

22 A by epnpraAE—The Seeretary; i eo-
23 ordination with the Seeretary of State; the See-
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lease or loan nentntrustve tspeetton and radh-

SEC. 9. CUSTOMS-TRADE PARTNERSHIP AGAINST TER-
RORISM.
a7 By 6 ERAE—

tzed to establish a volantary proeram (o be known
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38

+r Partrerearron—7hmporters; brokers; ats sess

ehain and intermodal transportation system are eligible to
apply to voluntarty enter to partherships with the De-
partment:

1 demonstrate a history of moving commeree
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retary nelnding
ated
retary shall apdate enidehnes for eertifyine a par-
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&) VAHDATION—
& partetpant has been certifted under subseetion
and sapphy ehain seetrity practices of that partiei-
pant: Sueh validation shall melude a st to foreien
retary shall update enidelines for validatine & par-
PoN—H a CFPRAT partteipant™s seearity  meas-
lidation e
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41

) file an appeat with the Seeretary of the
extend benefits to ench partieipant who has been

a third et of EHFRPAT freferred to e this seeton as the

25 FPRAT partietpants that demonsteate a sustathed eom-
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I mitment bevond the mintmtm reqiirements for partieipa-
2 Hen in C—TPAT

3 4 Baste

6 loadine;

7 2} eareo i3 loaded at a port destenated under
10 5} eareo i3 loaded on a vessel swith a vessel se-
11 eartty plan approved or aceepted under seetion
12 TOHO54e) of title 46; Hnited States Codes

13 4 earee is made available for sereentne and
16 5 the supply ehatn vistbthty proeedures estab-
17 hshed by the Seeretary are utthreds

20 retary are utthzed:

22 terta established by the Seeretary bevond the min-
23 it teqtirettetts for E—FRPAT prrttetprtton thder
25 trols; and
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1 8} eargo eomphies with any other requirements
2 detertited by the Seeretary

3 6 CONFARERS FRANSHPPED THROV6H CANADA
5 the Hhited States ahder Greendmne at o fand border port
8 rorists or terrorist Weapohs as containers arrivine at
9 Pirited States port of entey from o foreion port.

13 have been found by the Seeretary to be ont of com-
14 phanee with any requirements of the Greenlane
15 proerams =hall be depted all benelits wneder
16 Greettes

17 2+ RieHr oF APPErE—Greenhate  partiet-
18 pants ander paraceaph (11 <hall have the vieht 1o
19 appeal denial of henelits decistons 1o the Secretary
20 and reeest redestenation whder Greendmte:

25 seetiob
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Hits et the Seeretaey shal sthit o steateos for sereeh-
=ttes to—
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Settes

proeedures;
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Grierel;
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ttes or fees:
eartty to—
tion; and
h) ORANATION—AF & ittty & jott eper-
by a ecommand center that 1s not loeated at that pert; the
Hon:

*S 2459 RS



O o0 N N D B WO =

|\ IR N© TR NG T NS R NS R L e T e T e T e e e T
A LW O = O VWV 0 N O R WD = O

47
Enforeement:
{6) Other Federal agencies with a presenee at

Code;
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£ SEetrrY INeBENPS—Durime & transportation
fo) IMPEEMENEATION:
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3 retary shatl sebmit an dmplerentation pla for this
4 seeton to—

5 £ the Committee on Homeland Seearits
6 sl Grercettrrnerbe s o the Setrbes

7 B the Committee on Approprintions of
8 the Senntes

9 H the Conanittes on Tomeland Seeprite
10 of the Hotse of Representatives: and

11 D) the Conmmnittee ont Approprintons of
12 the Totse of Representatives,

13 21 ConTENTs—The report subnsitted  wnder
14 paragraph {1 shal deseribe; for each jomt eper-
15 atHons cepter—

16 £ the loention:

17 B} the speetfie partieipating entities;

18 0 the bnplementation eosts: and

19 D) the neeessary reseurees for eperation
20 and matntenancee; thekadine the eost-sharine re
21 etrements for other agenetes and parhetpantss
22 SEC. 12. RESEARCH, DEVELOPMENT, TEST, AND EVALUA-
23 TION.
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and

24 the Frder Seerettrs for sSeretee aid Fechtotoess 1 eon-
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2 shall ensure that—

3
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{6} ereate a data sharine network eapable
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£ Ao REPORT—Not fater thon el +

[E—
[—

13 Fathtte the pesubts of Operation Sale Eomtneres to—

[—
S

the Senate; and
22 e GrREENEAE FRepNoRoer—The  Seeretars

[\ NG T S S T T ===
—_— O O o0 N O W

23 shall; not less fregquently than onee every 2 years—
24 H revtew the  teehholooy  teaqrtretients ahd
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4 seettre contathers and the smalest extertor paeck-
6 SEC. 13. PORT SECURITY GRANT PROGRAM.

O hsh « erant proeratn to fatrdy and equitably alloeate Fed-
10 erat firraterd asststatee—

11 1 to help mmplement Area Maritime Transpor-
13 T3t} of tithe 46; United States Code;

16 the Seeretary; o

17 3} to nonTlederal projects eontributing to the
19 of ports i the United States; as determined by the
20 Seeretary:

21 G GRANEEE SEEBOHON—In  awardine  erants

22 whdet this et the Seeretas shal—
23 H ke o teeottht tetotetd eeototite atd

25 {23 stronely enconraee efforts to promote—

*S 2459 RS
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) inteoration of pert-wide seewitys -
and

[E—

20 3 to help implement Aren Mariime Franspor-
21 fatttont Seenrity Plans vequired nnder seetion
22 FHOHT of Htde 467 Frited Sttes Codes

25 the Seeretarys
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qaired by the Area Maritime Seenrity Plan for a
to Code Orange or Code Red:
Level 2 o1 35 o1
stich costs;
Phon
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(7} to conduet port-wide exereises to strenothen
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[a—
S

seetion ey not be ased to—
inehidine these facilities i support of subseetion
approved by the Seeretary i support of subseetion
o)

23 {e) APPHEATION—

24 B Iy oBNERAE—ARY entity subjeet to ah
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S OO o0 N O B B W=

*S 2459 RS



O o0 N N Bk W =

O TN NG T N T NS I NS I NS R N e T e e T e T e e T
b A W D= OO0 NN N N R, WD = O

D7
stbiit an appheation for a erant thder Hhis seettons

peetres

entire port; and
Plan; and
B} a determination by the Captain of the
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1 i) supperts eooperation or ihtegra-
2 tion of Federak State: loeak and industey
3 stakeholders ih the port ares: and

4 ity helps to implement the Aven Mear-
8 seetion {d):

9 (6} the projeet will be completed without
10 whreasonable delays and

11 D} the recipient has authority to earry
12 ott the propesed projeet:

13 H COORPEON AND CoobERyoON—he See-
14 retars—

15 H shaH enstre Hhat ol projeets Hhat reeetve
16 orant fundine under this seetion within any aren de-
19 arens; and

20 t2) may require eooperative agreements among
21 wsers of the port and port facilitios with respeet to
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et

Senrates atre
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Seeretary shall submit a budeet analysis for mmple-
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seettonr 12{e)
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ecoHeeted by the Burean of Customs and Berder Protee-

Hoh-

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TrrLE—This Act may be cited as the

“GreenLane Maritime Cargo Security Act”.

(b) TABLE OF CONTENTS.—The table of contents for

this Act 1s as follows:

Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.

N NS

Ne)

. Short title; table of contents.

Findings.

Definitions.

Strategic plan.

Resumption of trade.

Enhancement to targeting capabilities.
Uniform data for governmentwide usage.
Under Secretary for Policy.

. Container security standards and procedures.

10. Domestic radiation detection and imaging.

11. Container Security Initiative.

12. Customs-Trade Partnership Against Terrorism.
13. GreenLane designation.

14. Joint operations center.

15. Research, development, test, and evaluation.
16. Port Security Grant Program.

17. Deadline for transportation security cards.

18. Authorization of appropriations.

SEC. 2. FINDINGS.

Congress makes the following findings:

(1) Maritime wvessels are the primary mode of
transportation for international trade and they carry
over 80 percent of international trade by volume. Im-
proving the security of this complex supply chain is
critical for the prosperity and Liberty of all nations.

(2) In 2005, approximately 11,300,000 shipping
containers came into the Unaited States through the

Nation’s seaports, averaging nearly 31,000 per day.
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(3) In May 2002, the Brookings Institution esti-
mated that costs associated with United States port
closures from a detonated terrorist weapon could add
up to $1,000,000,000,000 from the resulting economic
stump and changes in our Nation’s ability to trade.

(4) In vts final report, the National Commaission
on Terrorist Attacks Upon the United States noted:
“While commercial aviation remains a possible tar-
get, terrorists may turn their attention to other modes
of transportation. Opportunities to do harm are as
great, or greater, in maritime or swurface transpor-
tation.”.

(5) In August 2005, the President issued the Na-
tional Strategy for Maritime Security, which notes
that the probability of a hostile state using a weapon
of mass destruction (referred to in this section as
“WMD?”) will increase during the next decade. Many
experts believe that the maritime sector is the most
likely to be used to bring a WMD into the United
States. In addition, the adoption of a ‘just-in-time
delwvery approach to shipping by most industries,
rather than stockpiling or maintaining operating re-
serves of enerqy, raw materials, and key components,

means that a disruption or slowing of the flow of al-
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most any item can have widespread implications for
the overall market and national economy”.

(6) Significant enhancements can be achieved by
applying a layered approach to supply chain secu-
rity, though such layers must be developed in a co-
ordinated fashion. Current supply chain security pro-
grams within the Federal Government have been inde-
pendently operated, often falling short of gains which
could be made had coordination taken place.

(7) The March 2006 report of the Permanent
Subcommittee on Investigations of the Committee on
Homeland Security and Governmental Affairs of the
Senate entitled, “An Assessment of U.S. Efforts to Se-
cure the Global Supply Chain,” noted several key con-
cerns with the Department’s supply chain security
programs, including the following:

(A) In the Container Security Initiative

(CSI), a critical program designed to inspect

high-risk shipping containers before they enter

United States ports, the Subcommittee found

that only 37 percent of such high-risk containers

are actually inspected. To make matters worse,
the United States Government has not estab-

lished minimum standards for these inspections.
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(B) Under the Customs-Trade Partnership

Against Terrorism (C=TPAT), the United States
Government grants benefits to private-sector
companies that make specific security commat-
ments. The Subcommittee found, however, that
an overwhelming proportion of participating
companies receiwve benefits prior to having their
security profile validated. Only 27 percent of the
participating companies had been validated as of
March 28, 2006. Therefore, 73 percent of the
companies have not been subjected to a rigorous,
on-site review of their security practices.

(C) The targeting system employed by the
United States Government to identify high-risk
shipping containers entering United States ports
18 largely dependent on preliminary data that is
not complete or final. Moreover, the Sub-
committee has found that this targeting system
has never been tested or validated, and may not
discern actual, realistic risks.

(D) Less than 40 percent of cargo con-
tainers entering United States ports are screened
Jor nuclear or radiological materials. One part of
the problem 1s that the deployment of radiation

detection equipment 1s woefully behind schedule.
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(8) The Department of Homeland Security has

twice failed to comply with dirvectives from the Sub-
committee on Homeland Security of the Commattee on
Appropriations of the Senate, requiring the Depart-
ment to submit a report to Congress, which identifies:
“(1) steps the Department has taken to enhance ship-
ping container security; (2) resources devoted to this
m prior years and proposed to continue this security;
(3) results of ongoing projects such as OSC, CSI, and
C-TPAT; (4) the Departmental entity responsible for
vmplementing improvements in security systems and
approaches; and (5) specific steps each entity will
take to implement these changes, with associated
schedules for development and issuance of standards,
policies, procedures, or requlations.”.

(9) Whale it 1s 1mpossible to completely remove
the risk of terrorist attacks, security measures in the
transport sector designed to counter terrorism can
add certanty and stability to the global economy,
raise investor confidence, and facilitate trade. Some
counterterrorism costs are integral to the price that
must be paid to protect society. However, counter-ter-
rorism measures can also present an opportunity to
Jind and agree on measures that combine the impera-

twe to fight terrorism with the possibility of increased
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efficiency in the system. These efficiency gains are
maximazed when all nations adopt them.

(10) The World Customs Organization has taken
a positive step in furtherance of international supply
chain security in publishing the Framework of Stand-
ards to Secure and Facilitate Global Trade, which
outlines a set of minimum standards designed to—

(A) establish standards for security and
trade facilitation;

(B) enable integrated supply chain manage-
ment;

(C) enhance the capabilities of customs ad-
mainistrations; and

(D) promote cooperation between the cus-
toms and business communities.

(11) The shipping and trade industries have a
responsibility to monitor, self-assess, and report on
the risks associated with goods under their control or
use. The public sector must offer incentives for compa-
nies to invest in security i order to promote infor-
mation sharing and other public-benefit outcomes.

(12) Increasing the transparency of the supply
chain will assist in mitigating the impact of an inci-

dent by allowing for targeted shutdown of the inter-
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national supply chain and expedited restoration of
commercial traffic.

(13) The special relationship between Canada
and the Unated States has been exemplified through
Canada’s partnership and commitment to security
Jollowing the attacks of September 11, 2001.

(14) Through both public and private initiatives,
the private sector has invested time, money and effort,
both in the United States and abroad, aimed at im-
proving the security of the nternational supply
chain.

SEC. 3. DEFINITIONS.
In this Act:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term “appropriate congressional commit-
tees” has the meaning given the term in section 2(2)
of the Homeland Security Act of 2002 (6 U.S.C.
101(2)).

(2) AUTOMATED TARGETING SYSTEM.—The term
“Automated Targeting System™ means the system es-
tablished by United States Customs and Border Pro-
tection to assess vmports and target those 1mports
which pose a high risk of containing contraband or

otherwise pose a security risk.
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(3) CONTAINER.—The term “container” has the
meaning given the term in the International Conven-
tion for Safe Containers, with annexes, done at Gene-
va December 2, 1972 (29 UST 3707).

(4) CONTAINER SECURITY DEVICE.—The term
“contarner security device” means a device or system
designed to track and monitor containers for, and se-
cure them against, tampering or compromise through-
out the international supply chain.

(5) CONTAINER SECURITY INITIATIVE; OSI.—The
terms “Container Security Initiative” and “CSI”
mean the program authorized under section 8 to iden-
tify and examine maritime containers that pose a
risk for terrorism at foreign ports before they are
shipped to the Unated States.

(6) CUSTOMS-TRADE PARTNERSHIP AGAINST
TERRORISM; (—TPAT.—The terms “Customs-Trade
Partnership Against  Terrorism” and “C-TPAT”
mean the voluntary program authorized under section
12 to strengthen and vmprove the overall security of
the anternational supply chain and United States
border security.

(7)  DEPARTMENT.—The term  “Department”

means the Department of Homeland Security.
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(8) KXAMINATION.~—The term “examination”
means an inspection of cargo to detect the presence of
masdeclared, restricted, or prohibited items, including
an mspection using nonintrusive vmaging and detec-
tion technology.

(9) GREENLANE.—The term “GreenLane” refers
to the third tier of C-TPAT, that offers additional
benefits to validated C—TPAT participants that dem-
onstrate a sustained commitment beyond the min-
vmum requirements for participation in C=TPAT.

(10) INSPECTION.—The term “inspection” means
the process used by United States Customs and Bor-
der Protection to detect restricted or prohibited items
through an examination or a search.

(11) INTERNATIONAL SUPPLY CHAIN.—The term
“enternational supply chain” means the coordinated
network of companies engaged in the movement of
goods from a point of origin to a foreign point of des-
tination.

(12) OPERATION SAFE COMMERCE.—The term
“Operation Safe Commerce” means the research, de-
velopment, test, and evaluation grant program that
brings together private sector shareholders, port offi-
cials, and Federal, State, and local representatives to

analyze existing security procedures for cargo and de-
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velop new security protocols that have the potential to
merease the security of cargo shipments by moni-
toring the movement and integrity of cargo through
the international supply chain.

(13) POINT OF ORIGIN.—The term “point of ori-
gin”” means the point at which goods are assembled
wmto the smallest exterior packaging unit for initial
movement through the international supply chain.

(14) SCAN.—The term “scan” means utilizing
nomntrusive vmaging equipment, radiation detection
equipment, or both, to capture data, including images
of a container.

(15) SCREENING.—The term ‘“screening” means
a visual or automated review of information about
goods, including manifest or entry documentation ac-
companying a shipment being vmported into the
United States, to determine or assess the threat of
such cargo.

(16) SEARCH.—The term “search’” means an in-
trusive examination in which a container is opened
and its contents are devanned and visually inspected
by inspection  personnel  for the presence of
misdeclared, restricted, or prohibited items.

(17) SECRETARY.—The term “Secretary” means

the Secretary of Homeland Security.
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(18) SMALLEST EXTERIOR PACKAGING UNIT.—

The term “smallest exterior packaging unit” has the

meaning giwen such term in section 4.7a of title 19,

Code of Federal Regulations (as wn effect on the date

of enactment of this Act).

(19) SurpPLY CHAIN VISIBILITY PROCEDURE.—

The term “supply chain visibility procedure” means

a system or process capable of tracking goods at the

smallest exterior packaging unit level, as described on

a shipping manifest, from their point of origin to the

point of unlading in the United States.

(20) TRANSPORTATION SECURITY INCIDENT.—

The term “transportation security incident” has the

meaning given such term in section 70101(6) of title

46, United States Code.

SEC. 4. STRATEGIC PLAN.

(a) IN GENERAL.—Not later than 180 days after the
date of enactment of this Act, the Secretary, in consultation
with appropriate Federal, State, local, and tribal govern-
ment agencies, public port authorities, and priwate sector
stakeholders responsible for security matters that affect or
relate to the movement of containers through the inter-
national supply chain, shall submit, to appropriate con-
gressional commattees, a comprehensive strategic plan to en-

hance international supply chain security for all modes of
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1 transportation by which containers arrive in, depart from,

2 or move through seaports of the United States.

(b) CONTENT.—The strategic plan submitted under

subsection (a) shall—

(1) clarify and delineate the roles, responsibil-
tties, and authorities of Federal, State, local, and
tribal government agencies and private sector stake-
holders that relate to the security of the movement of
containers arriving in, departing from, or moving
through seaports of the United States;

(2) provide measurable goals, including objec-
tives, mechanisms, and a schedule, for furthering the
security of commercial operations from point of ori-
gin to point of destination;

(3) build on avarlable resources and consider
costs and benefits;

(4) identify mandatory, baseline security goals,
and the minimum container security standards and
procedures described in section 9;

(5) provide incentives for additional voluntary
measures to enhance cargo security, as determined by
the Secretary and wunder the GreenLane Program

under section 1.3;
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(6) include a process for sharing intelligence and
mformation with private sector stakeholders to assist
m their security efforts;

(7) wdentify a framework for prudent and meas-
ured response in the event of a transportation secu-
rity incident in a United States seaport;

(8) provide a plan for the expeditious resump-
tion of the flow of legitimate trade in accordance with
section 5;

(9) focus on the secure movement of containerized
cargo;

(10) consider the linkages between supply chain
security and security programs within other systems
of movement, including travel security and terrorist
Jinancing programs;

(11) expand upon and relate to existing strate-
gies and plans, including the National Strategy for
Maritime Security; and

(12) ensure that supply chain security mandates
and voluntary programs, to the extent practicable,
provide even-handed treatment for affected parties of
the same type, regardless of the size of the particular
business.

(¢c) UPDATE.—Not less than 3 years after the strategic

25 plan is submatted under subsection (a), the Secretary shall
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1 submat an update of the strategic plan to appropriate con-

2 gressional committees.

3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

(d) CONSULTATIONS.—Consultations described in sub-

section (a) shall focus on—

(1) designing measurable goals, including objec-
tives, mechanisms, and a schedule, for furthering the
security of the international supply chain;

(2) dentifying and addressing gaps in capabili-
ties, responsibilities, resources, or authorities;

(3) identifying and streamlining unnecessary
overlaps i capabilities, responsibilities, or authori-
ties; and

(4) identifying and making recommendations re-
garding leqislative, regulatory, and organizational
changes necessary to improve coordination among the
entities or to enhance the security of the international
supply chain.

(e) UTILIZATION OF ADVISORY COMMITTEES.—As part

of the consultative process, the Secretary shall utilize the
Homeland Security Advisory Committee, the National Mar-
wtime Security Advisory Commattee, and the Commercial
Operations Advisory Committee to review the draft stra-

tegic plan and any subsequent update to that plan.

(f) INTERNATIONAL STANDARDS AND PRACTICES.—In

25 furtherance of the strategic plan, the Secretary is encour-
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aged to consider proposed or established standards and
practices of foreign governments and international organi-
zations, including, as appropriate, the International Mari-
time Organization, the World Customs Organization, the
International Labor Organization, and the International
Organization for Standardization to establish standards
and best practices for the security of containers moving
through the international supply chain.

SEC. 5. RESUMPTION OF TRADE.

(a) IN GENERAL—The Secretary shall develop proto-
cols for the resumption of trade through contingency and
continuity planning that ensure trade lanes are restored as
quickly as possible in the event of a transportation security
mcident that necessitates the suspension of trade.

(b) PREFERENCES.—In reestablishing the flow of cargo
through ports of entry in the Unated States after a transpor-
tation security incident, the Secretary shall, to the extent
practicable, give preference to vessels—

(1) having a vessel security plan approved or ac-
cepted under section 70103(c) of title 46, United
States Code, or on a vessel with a valid International
Ship Security Certificate as provided for under part
104 of title 33, Code of Federal Regulations;

(2) entering a port of entry directly from a for-

eign port designated under CSI, from another foreign
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port, as determined by the Secretary, or transiting
Jrom a United States port of call;
(3) operated by validated C=TPAT participants;
(4) carrying GreenLane designated cargo; and
(5) carrying commodities that the President de-
termanes to be critical for response and recovery, such
as mailitary shipments or necessary medical supplies.

(¢) COMMUNICATION.

To the extent practicable, the
protocols developed under subsection (a) shall provide for
coordination with, and lines of communication between, ap-
propriate Federal, State, local and private sector stake-
holders on law enforcement actions, intermodal rerouting
plans, and other strategic infrastructure issues.

(d) CONSULTATION.—In developing protocols under
subsection (a), the Secretary shall consult with Federal,
State, local and private sector stakeholders, including the
National Maritime Security Advisory Committee and the
Commercial Operations Advisory Committee.

SEC. 6. ENHANCEMENT TO TARGETING CAPABILITIES.

(a) PLAN FOR IMPROVING THE AUTOMATED TAR-
GETING SYSTEM.—

(1) DEVELOPMENT AND IMPLEMENTATION.—Not
later than 180 days after the date of enactment of this

Act, the Secretary shall develop and 1mplement a
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plan for improving the Automated Targeting System
m accordance with this subsection.

(2) CORRECTIVE ACTIONS.—The Secretary shall
meclude—

(A) a schedule for completing all out-
standing corrective actions recommended by the
Comptroller General of the United States, the In-
spector General of the Department of the Treas-
ury, and the Inspector General of the Depart-
ment with respect to the operation of the Auto-
mated Targeting System; or

(B) an explanation for not taking corrective
actions.

(3) ASSESSMENT OF INFORMATION SUBMISSION
REQUIREMENTS.—In determining the viability of ad-
ditronal imformation submission requirements, either
by regulation or voluntary means, the Secretary shall
consider the cost, benefit, and feasibility of—

(A) requiring additional nonmanifest docu-
mentation;

(B) reducing the time period allowed by law
Jor revisions to a container cargo manifest;

(C) reducing the time period allowed by law
Jor submission of entry data, or certain elements

of such data, for vessel or cargo; and
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(D) such other actions the Secretary con-
siders beneficial for improving the information
relied upon for the Automated Targeting System
and any other targeting systems in furthering
the security and integrity of the international
supply chain.

(4) CONSULTATIONS.—In assessing information
submission requirements, the Secretary shall consult
with stakeholders, including the Commercial Oper-
ations Advisory Committee, and identify to them the
need for such information, and the appropriate tim-
g of its submission.

(5) OUTSIDE REVIEW.—The Secretary shall con-
duct, through an independent panel, a review of the
effectiveness and capabilities of the Automated Tar-
geting System and shall include the results of such re-
view in the report submatted under paragraph (6).

(6) REPORT.—The Secretary shall submit a re-
port, contarning the plan developed under paragraph
(1) and the results of the review conducted under
paragraph (5), to appropriate congressional commait-
tees.

(b) NEW OR EXPANDED INFORMATION SUBMIS-

SIONS.—
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(1) IN GENERAL.—Any additional information
submassions allowable within the Secretary’s existing
authority or submatted voluntarily by supply chain
participants shall be transmaitted i a secure fashion,
as determined by the Secretary and in accordance
with this subsection, to protect the information from
unauthorized access.

(2) CONFIDENTIALITY OF INFORMATION.—Not-

withstanding any other provision of law, information
that s required of, or voluntarily submitted by, sup-
ply chain participants to the Department for pur-
poses of this section—

(A4) shall be exempt from disclosure under
section 552 of title 5, United States Code (com-
monly referred to as the Freedom of Information
Act);

(B) shall not, without the written consent of
the person or entity submitting such informa-
tion, be used directly by the Department or a
third party, wn any ciwvil action arising under
Federal or State law if such information is sub-
matted in good faith; and

(C) shall not, without the written consent of
the person or entity submitting such informa-

tion, be used or disclosed by any officer or em-
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ployee of the United States for purposes other

than the purposes of this section, except—

(1) in furtherance of an investigation

or other prosecution of a criminal act; or

(11) when disclosure of the information

would be—

(I) to either House of Congress, or
to the extent of matter within its juris-
diction, any committee or  sub-
committee thereof, any joint commattee
thereof or subcommaittee of any such
joint commattee; or

(1) to the Comptroller General, or
any authorized representative of the
Comptroller General, in the course of
the performance of the duties of the

Comptroller General.

(3) INDEPENDENTLY OBTAINED INFORMATION.—

Nothing in this subsection shall be construed to limat

or otherwise affect the ability of a Federal, State, or

local, government entity, under applicable law, to ob-

tawn supply chain security information, including

any information lawfully and properly disclosed gen-

erally or broadly to the public and to use such infor-

mation 1 any manner permatted by law.

*S 2459 RS



O© o0 2 O WD B W N

[\© TN NG T N T NG I NG I NS B S e e T e e T e T e T e T
[ T NG U N N = = NN - BN B o) W ) B ~S O T NO S e

83

(4) PENALTIES.—Any person who 1is an officer
or employee of the United States and knowingly pub-
lishes, divulges, discloses, or makes known in any
manner or to any extent not authorized by law, any
supply chain security information protected in this
section from disclosure, shall be—

(A4) fined wunder title 18, Unated States
Code, imprisoned not more than 1 year, or both;
and

(B) removed from office or employment.

(5) AUTHORITY TO ISSUE WARNINGS.—The Sec-
retary may provide advisories, alerts, and warnings
to relevant companies, targeted sectors, other govern-
mental entities, or the general public regarding poten-
tial risks to the supply chain as appropriate. In
wssurng a warning under this paragraph, the Sec-
retary shall take appropriate actions to protect from
disclosure—

(A) the source of any voluntarily submaitted
supply chain security information that forms the
basis for the warning; and

(B) information that is proprietary, busi-
ness sensitive, relates specifically to the submait-
ting person or entity, or is otherwise not appro-

priately in the public domain.
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(¢) NEXT GENERATION TARGETING SYSTEM.—

(1) IN GENERAL.—The Secretary shall consider
Juture iterations of the Automated Targeting System,
which would incorporate smart features, such as more
rigorous algorithms and real-time intelligence, instead
of relying solely on rule sets that are periodically up-
dated.

(2) COOPERATION.—The Secretary shall work
closely with supply chain participants and foreign
governments, to the maxvmum extent practicable, in
developing the next generation targeting system.

(3) SECURE FREIGHT.—To implement the next
generation targeting system, the Secretary is author-
1zed to initiate the Secure Freight Program to im-
prove the data collection process by using alternative
methods including third parties to capture, collect,
and transmit data related to the movement of goods
through the international supply chain.

(4) REPORT.—Not later than 30 days before the
mitiation of the Secure Freight Program in a pilot
phase, the Secretary shall submit a report, to appro-
priate congressional committees, that contains a plan
Jor the next generation targeting system, including a
schedule and concept of operations for initial and full

operating capability.
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SEC. 7. UNIFORM DATA FOR GOVERNMENTWIDE USAGE.

(a) ESTABLISHMENT.—The Secretary, in conjunction
with representatives from the Department, the Department
of Transportation, the Department of Health and Human
Services, the Department of Agriculture, the Department of

Commerce, the Department of State, the Department of De-

fense, the Department of Justice, the Department of the In-

terior, and other appropriate Federal agencies, as deter-
mined by the Secretary, shall establish and implement a
single, uniform data system for the electronic collection, dis-
semanation, and sharing of vmport and export information
to wnerease the efficiency of data submission and the secu-
rity of such data related to border security, trade, and pub-
lic health and safety of international cargoes (referred to
w this subsection as the “International Trade Data Sys-
tem”).

(b) INTERAGENCY STEERING GROUP.—The Deputy
Durector for Management of the Office of Management and
Budget (referred to in this subsection as the “Deputy Direc-
tor”), pursuant to responsibilities under chapter 36 of title
44, Unated States Code, shall establish an executive level,
mteragency steering group (referred to in this subsection
as the “Interagency Steering Group”), comprised of rep-
resentatives of the departments listed in paragraph (1), to
coordinate, the establishment, investment in, and vmple-

mentation of the International Trade Data System.
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(¢c) HARMONIZED DATA SET.—Not later than 1 year
after the date of enactment of this Act, the Deputy Director,
through the Interagency Steering Group, shall complete the
development and publication of the harmonized data set of
vmport and export information submitted to agencies with
a presence at the international border of the Unated States.

(d) IMPLEMENTATION.—

(1) IN GENERAL.—The Secretary and the Inter-

O o0 9 N U B W

agency Steering Group, in consultation with private

10 sector stakeholders, including the Commercial Oper-
11 ations Advisory Committee, shall develop the uniform
12 data submassion requirements, procedures, and sched-
13 ules for implementation.

14 (2) CONSIDERATIONS.—In developing the sub-
15 mission requirements, procedures and schedules, the
16 Secretary shall consider—

17 (A) the unique features of each mode of
18 transportation by which goods may be traveling;
19 (B) the appropriate timing for submission
20 of data during the 1mportation or exportation
21 process; and

22 (C) the appropriate party engaged in «a
23 particular transaction to submait the data.

24 (¢) JOINT INSPECTIONS PROCEDURES.—The Deputy

25 Director, through the Interagency Steering Group, shall de-
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velop plans for longer term uses of the International Trade
Data System, including facilitating joint cargo inspections
by multiple Federal agencies to meet their respective re-
quirements 1n a more efficient manner.
SEC. 8. UNDER SECRETARY FOR POLICY.
(a) UNDER SECRETARY FOR PoLicy.—The Homeland
Security Act of 2002 (6 U.S.C. 101 et seq.) is amended—
(1) by redesignating title VI as title XVIII, and
transferring that title to the end of the Act;
(2) in title XVIII, as redesignated, by redesig-
nating section 601 as section 1801; and
(3) by inserting after title V the following:
“TITLE VI-UNDER SECRETARY
FOR POLICY

“SEC. 601. UNDER SECRETARY FOR POLICY.

“la) IN GENERAL.—There shall be in the Department
an Under Secretary for Policy, who shall be appointed by
the President, by and with the advice and consent of the
Senate.

“(b) RESPONSIBILITIES.—Subject to the direction, au-
thority, and control of the Secretary, the Under Secretary
Jor Policy shall be responsible for—

“(1) policy development within the Department,
by—
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“(A) serving as the principal policy advisor
to the Secretary;
“(B) providing overall direction and super-

viston for policy development to programs, of-

fices, and activities of the Department;

“(C) establishing and directing a formal
policymaking process for the Department;

“(D) analyzing, evaluating, and reviewing
completed, ongoing, and proposed programs, to
ensure they are compatible with the statutory
and regqulatory responsibilities of the Department
and with the Secretary’s priorities, strategic
plans, and policies; and

“(E) ensuring, wn conjunction with other
Department officials, that the budget of the De-
partment (including the development of future
year budgets) is compatible with the statutory
and regulatory responsibilities of the Department
and with the Secretary’s priorities, strategic
plans, and policies;

“(2) strategic planning for the Department, by—

“(A) conducting long-range, strategic plan-
ning for the Department;

“(B) preparing national and Department

strategies, as appropriate;
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“(C) conducting net assessments of issues

Jacing the Department; and

by—

“(D) conducting reviews of the Department
to ensure the implementation of this paragraph;

“(3) anternational issues of the Department,

“(4) promoting informational and edu-
cational exchange with nations friendly to the
Unated States in order to promote sharing of best
practices and technologies relating to homeland
security, including—

“(1) the exchange of information on re-
search and development on homeland secu-
rity technologies;

“(11) joint traiming exercises of first re-
sponders; and

“(1ir) exchanging expertise and infor-
mation on terrorism prevention, response,
and crisis management;

“(B) identifying areas for homeland secu-
rity informational and traiming exchange where
the United States has a demonstrated weakness
and another friendly nation or nations have a

demonstrated expertise;
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“(C) planning and carrying out inter-
national conferences, exchange programs (includ-
g the exchange of scientists, engineers, and
other experts), and other traiming activities; and

“(D)  managing international activities
within  the Department n  coordination with
other Federal officials with responsibility for
counterterrorism matters; and
“(4) private sector coordination, by—

“(A) creating and fostering strategic com-
munications with the private sector to enhance
the primary mission of the Department to pro-
tect the United States;

“(B) advising the Secretary on the impact
of the policies, requlations, processes, and actions
of the Department on the private sector;

“(C) interfacing with other relevant Federal
agencies with homeland security missions to as-
sess the impact of the actions of such agencies on
the private sector;

“(D) creating and managing private sector
advisory councils composed of representatives of
mdustries and associations designated by the

Secretary—
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“(1) to advise the Secretary on private
sector products, applications, and solutions
as they relate to homeland security chal-
lenges; and

“(11) to aduvise the Secretary on home-
land security policies, requlations, processes,
and actions that affect the participating in-
dustries and associations.

“(E) working with Federal laboratories, fed-
erally funded research and development centers,
other federally funded organizations, academia,
and the private sector to develop imnovative ap-
proaches to address homeland security challenges
to produce and deploy the best available tech-
nologies for homeland security missions;

“(F) promoting existing public-private
partnerships and develop new public-private
partnerships to provide for collaboration and
mutual support to address homeland security
challenges;

“(G) assisting in the development and pro-
motion of private sector best practices to secure
eritical infrastructure;

“(H) coordinating industry efforts, with re-
spect to functions of the Department, to identify
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private  sector resources and capabilities that
could be effective in  supplementing Federal,
State, and local government agency efforts to
prevent or respond to a terrorist attack; and

“(1) coordinating among Department oper-
ating entities and with the Assistant Secretary
Jor Trade Development of the Department of
Commerce on issues related to the travel and

tourism industries.”.

(b) TECHNICAL AND CONFORMING AMENDMENTS.—
The Homeland Security Act of 2002 (6 U.S.C. 101 et seq.)

1s amended—

(1) in section 103—

(A) by redesignating  paragraphs  (6)
through (10) as paragraphs (7) through (11), re-
spectively; and

(B) by inserting after paragraph (5) the fol-
lowing:

“(6) An Under Secretary for Policy.”;
(2) by striking section 879; and
(3) in the table of contents—

(A4) by redesignating the items relating to

title VI and section 601 as items relating to title

XVIII and section 1801, respectively, and trans-
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1 ferring such items to the end of the table of con-
2 tents;

3 (B) by striking the item relating to section
4 879; and

5 (C) by inserting before the item relating to
6 title VII the following:

“TITLE VI—UNDER SECRETARY FOR POLICY

“Sec. 601. Under Secretary for Policy.”.

7 (¢) OFFICE OF CARGO SECURITY POLICY —

8 (1) IN GENERAL.—Subtitle C of title IV of the
9 Homeland Security Act of 2002 (6 U.S.C. 231 et seq.)
10 1s amended by adding at the end the following:

11 “SEC. 431. OFFICE OF CARGO SECURITY POLICY.

12 “la) ESTABLISHMENT.—There 1is established within
13 the Department an Office of Cargo Security Policy (referred
14 to in this section as the ‘Office’).

15 “(b) PUrRPOSE.—The Office shall—

16 “(1) coordinate all Department policies and pro-
17 grams relating to cargo security; and

18 “(2) consult with stakeholders and work with
19 other Federal agencies to establish standards and reg-
20 ulations and to promote best practices.

21 “(¢) DIRECTOR.—

22 “(1) APPOINTMENT—The Office shall be headed
23 by a Durector, who shall—

24 “(A) be appointed by the Secretary; and
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1 “(B) report to the Under Secretary for Pol-

2 ey.

3 “(2) RESPONSIBILITIES.—The Director shall—

4 “(A) advise the Secretary and the Under

5 Secretary for Policy regarding all aspects of De-

6 partment programs relating to cargo security;

7 “(B) develop Department-wide policies re-

8 garding cargo security;

9 “(C) coordinate the cargo security policies
10 and programs of the Department with other exec-
11 utive agencies, including by working with offi-
12 cials of the Department of Energy and the De-
13 partment of State, as appropriate, in negoti-
14 ating international agreements relating to cargo
15 security; and
16 “(D) coordinate all programs of the Depart-
17 ment relating to cargo security.”.

18 (2) CLERICAL AMENDMENT.—The table of con-
19 tents of the Homeland Security Act of 2002 (6 U.S.C.
20 101 et seq.) is amended by inserting after the item re-
21 lating to section 430 the following:

“Sec. 431. Office of Cargo Security Policy.”.
22 (d) DESIGNATION OF LIAISON OFFICE OF DEPART-

23 MENT OF STATE.—The Secretary of State shall designate
24 a liawson office within the Department of State to assist
25 the Secretary, as appropriate, in—
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(1) negotiating international agreements related
to cargo security;

(2) conducting activities under this Act; and

(3) carrying out related responsibilities, as as-
signed by the Secretary of State.

9. CONTAINER SECURITY STANDARDS AND PROCE-
DURES.
(a) ESTABLISHMENT.—

(1) RULEMAKING.—Not later than 180 days
after the date of enactment of this Act, the Secretary
shall establish, by regulation, minimum standards
and procedures for securing containers in transit to
an importer in the United States.

(2) INFORMATION SOURCES.—The Secretary
shall use information from C-TPAT, Operation Safe
Commerce, any container security program of the Di-
rectorate for Science and Technology of the Depanrt-
ment, and other security initiatives to establish the
standards and procedures described in paragraph (1).
Such standards and procedures may address oper-
ation, technology use, and performance.

(3) DEADLINE FOR ENFORCEMENT—Not later
than 2 years after the establishment of standards and

procedures under subsection (a), all containers bound
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| Jor ports of entry in the United States shall meet such
2 standards and procedures.

3 (b) REVIEW AND ENHANCEMENT.—The Secretary shall
4 reqularly—

5 (1) review the standards and procedures estab-
6 lished pursuant to subsection (a); and

7 (2) enhance the security standards and proce-
8 dures, as appropriate, based on tests of technologies as
9 they become commercially available to detect con-
10 tawner itrusion and the highest consequence threats,
11 particularly weapons of mass destruction, in accord-
12 ance with section 15.

13 (¢) INTERNATIONAL CARGO SECURITY STANDARDS.—

14 The Secretary, in consultation with the Secretary of State
15 and the Secretary of Energy, is encouraged to promote and
16 establish international standards for the security of con-
17 tainers moving through the international supply chain with
18 forewgn governments and international organizations, in-
19 cluding the International Maritime Organization and the
20 World Customs Organization.

21 SEC. 10. DOMESTIC RADIATION DETECTION AND IMAGING.
22 (a) EXAMINING CONTAINERS.—Not later than Decem-
23 ber 31, 2007, all containers entering the Unaited States
24 through the busiest 22 seaports of entry shall be examined

25 for radvation.
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(b) STRATEGY.—The Secretary shall develop a strategy

Jor the deployment of radiation detection capabilities that

mcludes—

(1) a risk-based prioritization of ports of entry
at which radvation detection equipment will be de-
ployed;

(2) a proposed time line of when radiation detec-
tion equipment will be deployed at each of the ports
of entry identified under paragraph (1);

(3) the type of equipment to be used at each of
the ports of entry identified under paragraph (1), in-
cluding the joint deployment and utilization of radi-
ation detection equipment and nonintrusive imaging
equipment;

(4) standard operating procedures for examining
containers with such equipment, including sensor
alarming, networking and communications and re-
sponse protocols;

(5) operator training plans;

(6) an evaluation of the environmental health
and safety impacts of nonintrusive inspection tech-
nology;

(7) the Department policy for the using non-
trusive inspection equipment;

(8) a classified annex that—
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(A) details plans for covert testing; and

(B) outlines the risk-based prioritization of
ports of entry used under paragraph (1).

(¢) REPORT.—Not later than 90 days after the date
of enactment of this Act, the Secretary shall submat the
strategy developed under subsection (b) to appropriate con-
gressional commattees.

(d) UrPDATE.—Not later than 180 days after the date
of enactment of this Act, the Secretary may update the
strategy submitted under subsection (c) to provide a more
complete evaluation under subsection (b)(6).

(¢) OTHER WMD THREATS.—Not later than 180 days
after the date of enactment of this Act, the Secretary shall
submit a strategy for the deployment of equipment to detect
chemacal, biological, and other weapons at all ports of entry
wmto the United States to appropriate congressional com-
mittees.

(f) IMPLEMENTATION.—Not later than 3 years after the
date of enactment of this Act, the Secretary shall fully tm-
plement the strategy developed under subsection (b).

SEC. 11. CONTAINER SECURITY INITIATIVE.

(a) AUTHORIZATION.—The Secretary s authorized to
establish and vmplement a program (to be known as the
“Container Security Inivtiative” or “CSI”) to identify and

examine maritime containers that pose a security risk at
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1 foreign ports before the containers are shipped to the United

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

States.

(b) ASSESSMENT.—Before the Secretary designates
any foreign port under CSI, the Secretary, in coordination
with other Federal officials, as appropriate, shall conduct
an assessment of the port to evaluate the costs, benefits, and
other factors associated with such designation, including—

(1) the level of risk for the potential compromise
of containers by terrorists or terrorist weapons;

(2) the economic impact of cargo traveling from
the foreign port to the United States in terms of trade
value and volume;

(3) the results of the Coast Guard assessments
conducted pursuant to section 70108 of title 46,
United States Code;

(4) the capabilities and level of cooperation ex-
pected of the government of the intended host country;

(5) the willingness of the government of the in-
tended host country to permit validation of security
practices within the country in which the foreign port
18 located, for the purposes of C-TPAT or similar pro-
grams; and

(6) the potential for C-TPAT and GreenLane

cargo traveling through the foreign port.
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(¢) ANNUAL REPORT.—Not later than March 1 of each
year in which the Secretary proposes to designate a foreign
port under CSI, the Secretary shall submit a report, in clas-

sified or unclassified form, detailing the assessment of each

Joreign port the Secretary is considering designating under

CS1, to appropriate congressional committees.

(d) CURRENT COSI PORTS.—The report under sub-
section (c) shall include an annual assessment justifying
the continuance of each port designated under CSI as of
the date of enactment of this Act.

(¢) DESIGNATION OF NEW PORrTS.—The Secretary
shall not designate a foreign port under CSI unless the Sec-
retary has completed the assessment required in subsection
(b) for that port and submitted a report under subsection
(c) that includes that port.

(f) NEGOTIATIONS.—The Secretary may request that
the Secretary of State, in conjunction with the United
States Trade Representative, enter into trade negotiations
with the government of each forewgn country with a port
designated under CSI, as appropriate, to ensure full com-
pliance with the requirements under CSI.

(9) INSPECTIONS.—

(1) REQUIREMENTS AND PROCEDURES.—The

Secretary shall—
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(A) establish technical capability require-
ments and standard operating procedures for the
use of monintrusive inspection and radiation de-
tection equipment in conjunction with CSI;

(B) require that the equipment operated at
each port designated under CSI be operated in
accordance with the requirements and procedures
established under subparagraph (A); and

(C)  continually monitor the technologies,
processes, and techniques used to inspect cargo at
ports designated under CSI.

(2) CONSIDERATIONS.—

(A) CONSISTENCY OF STANDARDS AND PRO-
CEDURES.—In establishing the technical capa-
bility requirements and standard operating pro-
cedures under paragraph (1)(A), the Secretary
shall take into account any such relevant stand-
ards and procedures utilized by other Federal de-
partments or agencies as well as those developed
by international bodues.

(B) APPLICABILITY.—The technical capa-
Dility requirements and standard operating pro-
cedures established pursuant to paragraph (1)(A)

shall not apply to activities conducted under the
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Megaports Initiative of the Department of En-
ergy.
(3) FOREIGN ASSISTANCE.—
(A) IN GENERAL.—The Secretary, in coordi-
nation with the Secretary of State, the Secretary
of Energy, and other Federal agencies, shall

wdentify foreign assistance programs that could

Jacilitate the vmplementation of cargo security

antiterrorism — measures at ports designated
under CSI and foreygn ports not designated
under CSI that lack effective antiterrorism meas-
ures.

(B) AcquisirioN—Notwithstanding — any
other provision of law, the Secretary may—

(1) lease, loan, provide, or otherwise as-
sist an the deployment of non-intrusive in-
spection and handheld radiation detection
equipment at forewgn air, land, and sea
ports under such terms and conditions as
the Secretary prescribes, including non-
revmbursable loans or the transfer of owner-
ship of equipment; and

(11) provide training and technical as-

sistance for domestic or foreign personnel
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responsible for operating or maintaining

such equipment.

(C) TRAINING.—The Secretary may provide
traiming on the use of inspection equipment, or
other training that the Secretary determines to
be appropriate to secure the international supply
chain, to foreign personnel at each port des-
wgnated under CSI.

(h) PERSONNEL.—The Secretary shall—

(1) annually assess the personnel needs at each
port designated under CSI;

(2) deploy personnel in accordance with the as-
sessment under paragraph (1); and

(3) consider the potential for remote targeting in
decreasing the number of personnel.

(1) PILOT INTEGRATED SCANNING SYSTEM.—

(1) DESIGNATIONS.—Not later than 90 days
after the date of the enactment of this Act, the Sec-
retary shall designate 3 foreign seaports through
which containers pass or are transshipped to the
United States to pilot an integrated scanning system
that couples nonintrusive inspection equipment and
radiation detection equipment, which may be pro-
vided by the Megaports Initiative of the Department

of Energy. In making designations under this para-
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graph, the Secretary shall consider 3 distinct ports
with unique features and differing levels of trade vol-
ume.

(2) COLLABORATION AND COOPERATION.—The
Secretary shall collaborate with the Secretary of En-
ergy and cooperate with the private sector and host
Jorewgn government to vmplement this pilot.

(3) IMPLEMENTATION.—Not later than 1 year
after the date of enactment of this Act, the Secretary
shall achieve a full-scale implementation of the pilot
wntegrated screening system, which shall—

(A) scan all containers destined for the
Unated States that transit through the port;

(B) electronically transmit the 1mages and
mformation to CSI personnel in the host country
and the National Targeting Center for evalua-
tion and analysis;

(C) utilize, to the maxivmum extent prac-
ticable, container security devices or other con-
tainer sealing devices on all containers;

(D) resolve every radiation alarm according
to established Department procedures;

(E) utilize the information collected to en-
hance the Automated Targeting System or other

relevant programs; and
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(F) store the information for later retrieval
and analysis.

(4) REPORT.—Not later than 120 days after
achieving full-scale vmplementation under paragraph
(3), the Secretary, in consultation with the Secretary
of Energy and the Secretary of State, shall submait a
report, to appropriate congressional commaittees, that
mcludes—

(A4) an evaluation of the lessons derived
Jrom the pilot program vmplemented under this
subsection;

(B) an analysis of the efficacy of the Auto-
mated Targeted System or other relevant pro-
grams in utilizing the images captured to exam-
e high-risk containers;

(C) an evaluation of software that s capa-
ble of automatically identifying potential anom-
alies in scanned containers; and

(D) a plan and schedule to expand this in-
tegrated scanning system to other CSI ports.

(5) IMPLEMENTATION.—As soon as practicable
and possible, an integrated scanning system shall be
mmplemented to scan all containers entering the

United States prior to arrival in the United States.
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SEC. 12. CUSTOMS-TRADE PARTNERSHIP AGAINST TER-

RORISM.
(a) IN GENERAL.—

(1) AUTHORIZATION.—The Secretary is author-
1zed to establish a voluntary program (to be known
as the “Customs-Trade Partnership Against Ter-
rorism”” or “C=TPAT”) to strengthen and improve the
overall security of the international supply chain and
Unated States border security.

(2) MINIMUM REQUIREMENTS.—The Secretary
shall promulgate regulations that describe the min-
vmum requirements, program tiers, and program ben-

efits of C=TPAT.

(b) PARTICIPATION.—Importers, brokers, air, sea, land
carriers, and other entities wn the international supply
chain and intermodal transportation system are eligible to
apply to voluntarily enter into partnerships with the De-
partment.

(¢c) MINIMUM REQUIREMENTS.—An applicant seeking
to participate in C=TPAT shall—

(1) demonstrate a history of moving commerce in
the anternational supply chain to and from the
United States;

(2) conduct an assessment of its supply chains
based upon security criteria established by the Sec-
retary, including—
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(A) business partner requirements;

(B) container security;

(C) physical security and access controls;

(D) personnel security;

(E) procedural security;

(F) security traiming and threat awareness;
and

(G) information technology security;

(3) implement and maintain security measures
and supply chain security practices meeting security
criteria; and

(4) meet all other requirements established by the
Secretary.

(d) CERTIFICATION.—

(1) GUIDELINES.—Not later than 180 days after
the date of enactment of this Act, the Secretary shall
update guidelines for certifying a participant’s secu-
rity measures and supply chain security practices.

(2) TIER ONE BENEFITS.—The Secretary may
offer limited benefits to C=TPAT participants whose
security measures and supply chain security practices
have been certified wn accordance with the guidelines
established pursuant to paragraph (1). Such benefits
may not include reduced scores in the Automated

Targeting System.
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(e) VALIDATION.—

(1) IN GENERAL.—Not later than 1 year after a
C-TPAT participant has been certified under sub-
section (d)(1), the Secretary shall validate, directly or
through certified third parties (as provided under
subsection (f)), the security measures and supply
chawn security practices of that participant. Such val-
idation shall include visits to forewgn locations uti-
lized by the C=TPAT participant as part of the par-
ticipant’s supply chain or chains.

(2) GUIDELINES.—Not later than 180 days after
the date of enactment of this Act, the Secretary shall
update gurdelines for validating a participant’s secu-
rity measures and supply chain security practices.

(3) CONSEQUENCES FOR FAILED VALIDATION.—
If a C-TPAT participant’s security measures and
supply chain security practices fail to meet validation
requirements—

(A) the participant may not receive the ben-
efits of validation; and

(B) the Commissioner of United States Cus-
toms and Border Protection may deny the par-
ticipant all benefits under C—TPAT.

(4) RIGHT OF APPEAL—A C-TPAT participant

described under paragraph (3) may—
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(A) file an appeal with the Secretary of the

Commissioner’s decision under paragraph (3)(B)
to deny benefits under C=TPAT; and
(B) request revalidation.

(5) TIER TWO BENEFITS.—The Secretary shall
extend benefits to each participant who has been vali-
dated under this subsection, which may mnclude—

(A) reduced searches;
(B) priority processing for searches; and
(C) reduced scores wn the Automated Tar-
geting System.
(f) THIRD PARTY CERTIFICATION.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the Secretary shall
develop and issue minvmum standard operating pro-
cedures and requirements for thirvd parties to conduct
validations of C-TPAT participants. These third par-
ties shall be certified and monitored as outlined in
this subsection.

(2) CERTIFICATION OF THIRD PARTY ENTI-
TIES.—The Secretary shall issue a certificate of con-
Jormance to a third party to conduct validations
under this section if the third party—

(A) demonstrates to the satisfaction of the

Secretary that the third party is capable of per-
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Jorming validations in accordance with standard

operating procedures and requirements;

(B) agrees to perform validations in accord-
ance with such standard operating procedures
and requirements;

(C) signs an agreement to protect all pro-
prietary information of C=TPAT participants
with respect to which the entity will conduct
validations;

(D) has no beneficial interest in or any di-
rect or indirect control over the C—=TPAT partici-
pant that 1s contracting for the validation serv-
1ces; and

(E) has no other conflict of interest with re-
spect to the C=TPAT participant.

(3) MONITORING.—The Secretary shall regularly
monitor and inspect the operations of a third party
conducting validations under this section to ensure
that the thard party 1s meeting the minimum stand-
ard operating procedures and requirements for the
validation of C=TPAT participants established under
subsection (e) and all other applicable requirements

Jor validation services as determined by the Secretary.

(4) REVOCATION.—If the Secretary finds that a

third party 1s not meeting the minimum standard op-
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erating procedures and requirements, the Secretary

shall—

(A) revoke the entity’s certificate of con-

Jormance issued under subsection; and

(B) review any validations conducted by the
entity.

(5) VALIDATION DECISION.—The decision to des-
wgnate a C-TPAT participant as a tier 2 or
GreenLane member is solely within the discretion of
the Secretary or the Secretary’s designee.

(6) EXCLUSION.—A certified third party may
not determine the status of a C-=TPAT participant.

(9) REVALIDATION.—The Secretary shall establish a
process for revalidating C—TPAT participants. Such re-
validation shall occur on the basis of risk not less frequently
than once during every 4-year period following validation.
SEC. 13. GREENLANE DESIGNATION.

(a) ESTABLISHMENT.—The Secretary shall establish a
third tier of C-=TPAT (referred to in this section as the
“GreenLane”) that offers additional benefits to validated
C-TPAT participants that demonstrate a sustained com-
mitment beyond the minimum requirements for participa-

tion in O=TPAT.

*S 2459 RS



112

(b) BASIC REQUIREMENTS.—The Secretary shall des-

wnate requirements for GreenLane participants, which

shall mclude—

(1) voluntary submission of additional data ele-
ments, as determined by the Secretary and as in-
Jormed by the plan required under section 6 sub-
maitted on shipments before loading;

(2) cargo 1s loaded at a port designated under
CSI, or other designated foreign port as determined
by the Secretary, for transit to the Unated States;

(3) cargo s loaded on a vessel with a vessel secu-
rity  plan approved or accepted under section
70103(c) of title 46, United States Code, or on a ves-
sel with a valid International Ship Security Certifi-
cate as provided for under part 104 of title 33, Code
of Federal Regulations;

(4) the supply chain visibility procedures estab-
lished by the Secretary under subsection (f)(1)(A) are
utilized;

(5) container security devices meeting the stand-
ards and procedures established by the Secretary
under subsection (f)(1)(B) are utilized;

(6) cargo complies with additional security cri-
teria established by the Secretary beyond the min-

mmum requirements for C=TPAT participation under
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section 12(c), particularly in the area of access con-
trols; and

(7) cargo complies with any other requirements
determined by the Secretary.

(¢) NON-CONTAINERIZED CARGO.—The Secretary shall
designate requirements for GreenLane participation spe-
cific to non-containerized cargoes. Nothing in this section
shall be construed to preclude participation in GreenLane
by 1mporters of non-containerized cargoes that otherwise
meet the requirements under this section.

(d) CONTAINERS TRANSHIPPED THROUGH CANADA OR
MEX1cO0 UNDER GREENLANE.—Containers entering the
Unated States under GreenLane at a land border port of
entry shall undergo the equivalent, appropriate level of
scrutiny, through screening, examination, or search, as con-

tainers arriving at a United States port of entry from a

Joreign seaport, and as provided by bilateral commitments

between the United States and Canada and the United
States and Mexico, respectively.
(¢) CONSEQUENCES FOR LACK OF COMPLIANCE.—

(1) IN GENERAL—Any participant whose secu-
rity measures and supply chain security practices
have been found by the Secretary to be out of compli-
ance with any requirements of GreenLane shall be de-

nied all benefits under GreenLane.
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(2) RIGHT OF APPEAL.—GreenLane participants
under paragraph (1) shall have the right to appeal
denial of benefits decisions to the Secretary and re-
quest redesignation under GreenLane.

(f) RULEMAKING.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the Secretary, in
consultation with private sector stakeholders, shall
promulgate regulations that establish—

(A) requirements for supply chain visibility
procedures;

(B) performance standards for container se-
curity devices and protocols for thewr use; and

(C) any other GreenLane requirements that
the Secretary considers appropriate, including
requirements buwilding upon security measures
and supply chain security best practices con-
tained wn the C=TPAT minimum requirements

set forth in section 12(c).

(2) BENEFITS.—Not later than 2 years after the
date of enactment of this Act, the Secretary, in con-
sultation with the Commercial Operations Advisory
Committee, shall promulgate regulations providing
benefits for participation in GreenLane, which may

mclude—
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(A) the expedited release of GreenLane
cargo wto destination ports within the United

States during all threat levels designated by the

Secretary or the Commandant of the Coast

Guard;

(B) reduced or eliminated bonding require-
ments for GreenLane cargo;
(C) preference to vessels (as described in sec-

tion 5(D));

(D) further reduced inspections;
(E) priority processing for inspections;
(F) further reduced scores in the Automated

Targeting System; and

(G) streamlined billing of any customs du-
ties or fees.

(3) OTHER MODES OF TRANSPORTATION.—The
Secretary shall consider establishment of GreenLane
requirements and benefits for cargo entering the
Unated States by non-maritime modes of transpor-
tation.

SEC. 14. JOINT OPERATIONS CENTER.
(a) ESTABLISHMENT.—Not later than 3 years after the

date of enactment of this Act, the Secretary shall establish

24 jownt operation centers for maritime and cargo security

25

to—
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(1) enhance information sharing;
(2) facilitate day-to-day operational coordina-
tion; and
(3) wn the case of a maritime transportation se-
curity incident, facilitate incident management and
response.

(b) ORGANIZATION.—To the extent practicable, a joint
operations center shall be colocated with the command cen-
ter for each Coast Guard sector and shall wtilize existing
facilities. The Secretary may utilize virtual connectivity to
accomplish the goals of this section.

(¢) PARTICIPATION.—The following entities shall par-
ticipate in each joint operations center for maritime and
cargo security:

(1) The United States Coast Guard.

(2) United States Customs and Border Protec-
tion.

(3) Unated States Immigration and Customs En-

Jorcement.

(4) The Department of Defense, as appropriate.

(5) The Federal Bureaw of Investigation.

(6) Other Federal agencies with a presence at a
particular port, as appropriate, or as otherwise se-

lected by the Secretary.
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(7) State, local, and international law enforce-
ment and first responder agencies responsible for the
port, as appropriate, or as otherwise selected by the
Secretary.

(8) Port authority representatives, maritime ex-
changes, private sector stakeholders, and other entities
subject to an Area Maritime Security Plan, as se-
lected by the Secretary.

(d) RESPONSIBILITIES.—Each joint operations center

Jor maritime and cargo security shall—

(1) assist, as appropriate, in the implementation
of maritime transportation security plans developed
under section 70103 of title 46, United States Code;

(2) assist, as appropriate, in the implementation
of transportation security incident response plans re-
quired under section 70104 of such title;

(3) carry out information sharing activities con-
sistent with those requived under section 1016 of the
Natronal Security Intelligence Reform Act of 2004 (6
URS.C. 485) and the Homeland Security Information
Sharing Act (6 U.S.C. 481 et seq.);

(4) conduct, as appropriate to the vessel traffic
criteria within the center’s area of responsibility,
short- and long-range vessel tracking under sections

70114 and 70115 of such title 46, United States Code;
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(5) facilitate communication and coordination
with private sector stakeholders during a transpor-
tation security incident involving the port; and

(6) carry out such other responsibilities as deter-
mined by the Secretary.

(¢) SECURITY CLEARANCES.—The Secretary shall
sponsor and expedite individuals participating in the joint
operations centers in gaining or maintaining their security
clearances. Through the Captain of the Port, the Secretary
may identify key individuals who should participate. In
addition, the port or other entities may appeal to the Cap-
tain of the Port for sponsorship.

(f) SECURITY INCIDENTS.—During a transportation
security incident involving the port, the Coast Guard Cap-
tain of the Port designated by the Commandant of the Coast
Guard shall act as the initial incident commander, unless
otherwise directed by the President.

(9) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to affect the standard command and con-
trol procedures for operational entities in the Department,
unless so directed by the Secretary.

(h) IMPLEMENTATION.—Not later than 180 days after
the date of enactment of this Act, the Secretary shall submit

an implementation plan for this section, to appropriate
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1 congressional committees, which describes, for each joint op-

2 erations center—

12
13
14
15
16
17
18
19
20
21
22
23
24
25

(1) the location;

(2) the specific participating entities;

(3) the vmplementation costs; and

(4) the mecessary resources for operation and
maintenance, including the cost-sharing requirements

Jor other agencies and participants.

SEC. 15. RESEARCH, DEVELOPMENT, TEST, AND EVALUA-

TION.

(a) REAUTHORIZATION OF HOMELAND SECURITY

SCIENCE AND TECHNOLOGY ADVISORY COMMITTEE.—

(1) IN GENERAL.—Section 311(j) of the Home-
land Security Act of 2002 (6 U.S.C. 191(j)) 1s amend-
ed by striking 3 years after the effective date of this
Act” and inserting “on December 31, 2008

(2) EFFECTIVE DATE AND APPLICATION.—The
amendment made by paragraph (1) shall be effective
as if enacted on the date of enactment of the Home-
land Security Act of 2002.

(3) ADVISORY COMMITTEE.—The Under Sec-
retary for Science and Technology shall utilize the
Homeland Security Science and Technology Advisory
Committee, as appropriate, to provide outside exper-

tise in advancing cargo security technology.
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(b) DUTIES OF SECRETARY.—The Secretary shall—

(1) duirect research, development, test, and eval-
uation efforts in furtherance of maritime and cargo
security;

(2) encourage the ingenuity of the private sector
m developing and testing technologies and process in-
novations in furtherance of these objectives; and

(3) evaluate such technologues.

(¢) COORDINATION.—The Secretary, acting through the

Under Secretary for Science and Technology, in consulta-
tion with the Under Secretary for Policy, the Director of
Cargo Security Policy, and the Chief Financial Officer,

shall ensure that—

(1) research, development, test, and evaluation
efforts funded by the Department in furtherance of
maritvme and cargo security are coordinated to avoid
duplication of efforts; and

(2) the results of such efforts are shared through-
out the Department, as appropriate.

(d) OPERATION SAFE COMMERCE.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the Secretary shall
matiate a grant program, as part of Operation Safe

Commerce, to—
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(A) antegrate nomintrusive inspection and
radiation detection equipment with automatic
wdentification wmethods for containers, vessels,
and vehicles;

(B) test physical access control protocols
and technologies;

(C) create a data sharing network capable
of transmitting in a secure manner, data regard-
g the movement of cargo in the international
supply chain submitted by entities participating
wm the international supply chain to the Depart-
ment for use in targeting efforts; and

(D) otherwise further maritime and cargo
security, as determined by the Secretary.

(2) SUPPLY CHAIN SECURITY FOR SPECIAL CON-
TAINER AND NONCONTAINERIZED CARGO.—The Sec-
retary shall consider demonstration projects that fur-
ther the security of the international supply chain for
special container cargo, including refirgerated con-
tainers, and noncontainerized cargo, including roll-
on/roll-off, break-bulk, liqguid, and dry bulk cargo.

(3) COMPETITIVE SELECTION PROCESS.—The
Secretary shall select grant recipients under para-

graph (1) through a competitive process based on—
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(A) the extent to which the applicant can

demonstrate that personnel, laboratory, and or-
ganizational resources will be available to the
applicant to carry out the activities authorized
under this subsection;

(B) the applicant’s capability to provide
leadership in making national and regional con-
tributions to the solution of maritime and cargo
security issues;

(C) the extent to which the applicant’s pro-
grams, projects, and activities under the grant
will address highest risk priorities as determined
by the Secretary; and

(D) any other criteria the Secretary deter-
manes to be appropriate.

(4) ADMINISTRATIVE PROVISIONS.—

(A) PROHIBITION ON DUPLICATION OF EF-
FORT.—Before awarding any grant under this
subsection, the Secretary shall coordinate with
other Federal departments and agencies to ensure
the grant will not duplicate work already being
carried out with Federal funding.

(B) ACCOUNTING, REPORTING, AND REVIEW

PROCEDURES.—The Secretary shall establish ac-
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counting, reporting, and review procedures to en-
sure that—

(1) amounts made available under this
subsection are wused for the purpose for
whach such amounts were made available;

(11) amounts made available under this
subsection are properly accounted for; and

(111) amounts not used for such pur-
pose and amounts not expended are recov-
ered.

(C) RECORD KEEPING.—Grant recipients
under this subsection shall—

(1) maintain all records related to ex-
penditures and obligations of amounts pro-
vided under the grant; and

(11) make such records available upon
request to the Secretary for audit and exam-
mation.

(D) REVIEW.—The Secretary shall annually
review the programs, projects, and activities car-
ried out using amounts made available under
grants awarded under this subsection to ensure
that obligations and expenditures of such
amounts are consistent with the purposes for

whach such amounts are made available.
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(5) ANNUAL REPORT.—Not later than March 1 of
each year, the Secretary shall submit a report detail-
wng the results of Operation Safe Commerce to appro-
priate congressional committees.

(¢) GREENLANE TECHNOLOGY.—The Secretary shall,
not less frequently than once every 2 years—

(1) review the technology requirements and

standards established under section 10; and

O o0 9 AN U B~ W

(2) test future supply chain visibility procedures,

10 container security devices, and other systems as they
11 become commercially available to track and secure
12 containers and the smallest exterior packaging units
13 loaded into containers.

14 SEC. 16. PORT SECURITY GRANT PROGRAM.

15 (a) GRANTS AUTHORIZED.—The Secretary, acting
16 through the Office for Domestic Preparedness, shall establish
17 a grant program to allocate Federal financial assistance,

18 on the basis of risk and need—

19 (1) to matigate risks as identified by the Sec-
20 retarys;

21 (2) to help vmplement Area Maritime Transpor-
22 tation Security plans required under section 70103(b)
23 of title 46, United States Code;
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(3) to correct port security vulnerabilities identi-

fied through vulnerability assessments approved by

the Secretary; or

(4) to mon-Federal projects contributing to the
overall security of an indwidual port or the system
of ports in the United States, as determined by the
Secretary.

(b) GRANTEE SELECTION.—In awarding grants under

this Act, the Secretary shall—

(1) take into account national economic and
strategic defense considerations of individual ports;
(2) strongly encourage efforts to promote—
(A) integration of port-wide security, in-
cluding supply charn initiatives;
(B) information and intelligence sharing;
and
(C) joint efforts, such as joint operations
centers, among all port stakeholders; and
(3) consider funding major projects in phases
over multiple years.
(¢c) MULTIPLE PHASE PROJECTS.—
(1) FUNDING LIMITATION.—Not more than 20
percent of the total grant funds awarded under this
section in any fiscal year may be awarded for

projects that span multiple years.
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(2) PRIORITY.—In determining grant recipients
under this section, the Secretary may give preference
to continuing to fund multiyear projects that have
previously recewved funding under this section.

(d) USE OF FUNDS.—Grants awarded under this sec-
tion may be used—

(1) to matigate risks, as identified by the Sec-
retary;

(2) to help vmplement Area Maritime Transpor-
tation Security Plans required under section 70103(b)
of title 46, United States Code;

(3) to correct port security vulnerabilities identi-
Jied through wvulnerability assessments approved by
the Secretary;

(4) for the salaries, benefitls, overtime compensa-
tion, and other costs of additional security personnel
Jor State and local agencies for activities required by
the Area Maritime Security Plan for a port area if—

(A) the Secretary increases the threat level
under the Homeland Security Advisory System
to Code Orange or Code Red;

(B) the Commandant of the Coast Guard
raises the Maritime Security level to MARSEC

Level 2 or 3; or
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(C) the Secretary otherwise authorizes such
costs;

(5) for the cost of acquisition, operation, and
maintenance of equipment that contributes to the
overall security of the port area, as identified in the
Area Maritime Security Plan f the need 1is based
upon vulnerability assessments approved by the Sec-
retary or identified in the Area Maritime Security
Plan;

(6) to purchase or upgrade equipment, including
computer software;

(7) to establish or enhance mechanisms for infor-
mation sharing, imcluding classified information;

(8) to develop joint operations centers (as de-
seribed in section 14) that bring together Federal,
State, and local officials and stakeholders into a com-
mon operation center that is focused on area mari-
time and cargo security;

(9) to conduct vulnerability assessments ap-
proved by the Secretary; and

(10) to conduct port-wide exercises to strengthen
emergency preparedness of Federal, State, and local
officials responsible for port security, including law

enforcement personnel and firefighters and other first
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1 responders, in support of the Area Maritime Security
2 Plan.

3 (¢) PROHIBITED USES.—Grants awarded under this
4 section may not be used to—

5 (1) construct buildings or other physical facili-
6 ties, except those otherwise authorized under section
7 611 of the Robert T. Stafford Disaster Relief and
8 Emergency Assistance Act (42 U.S.C. 5121 et seq.),
9 mceluding  those facilities in support of subsection
10 (d)(5), and specifically approved by the Secretary; or
11 (2) acquire land, unless such use s specifically
12 approved by the Secretary in support of subsection
13 (d)(5).

14 (f) MATCHING REQUIREMENTS.—Except as provided

15 wn paragraph (2), Federal funds for any eligible project

16 under this section shall be determined by the Secretary.

17 (9) APPLICATION.—

18 (1) IN GENERAL.—Any entity subject to an Area
19 Maritime Transportation Security Plan may submait
20 an application for a grant under this section, at such
21 time, in such form, and containing such information
22 and assurances as the Secretary, working through the
23 Office for Domestic Preparedness, may require.
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2) MINIMUM STANDARDS FOR PAYMENT OR RE-
(.

IMBURSEMENT.—FEach application submitted under

paragraph (1) shall include—

(A) a comprehensive description of—

(1) the need for the project;

(11) the methodology for coordinating
the project into the security of the greater
port area, as identified in the Area Mari-
time Security Plan;

(111) any existing cooperation agree-
ments with other port facilities, vessels, or
organizations that benefit security of the en-
ture port; and

(1) the applicability of the project to
the Area Maritime Transportation Security
Plan; and

(B) a determination by the Captain of the

Port that the security project—

*S 2459 RS
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(i11) helps to ensure compliance with
the Area Maritime Transportation Security
Plan.

(3) PROCEDURAL SAFEGUARDS.—The Secretary,
e consultation with the Office of the Inspector Gen-
eral, shall issue guidelines to establish appropriate ac-
counting, reporting, and review procedures to ensure
that—

(A) grant funds are used for the purposes

Jor which they were made available;

(B) grantees have properly accounted for all
expenditures of grant funds; and

(C) grant funds not used for such purposes
and amounts not obligated or expended are re-
turned.

(4) PROJECT APPROVAL REQUIRED.—The Sec-
retary may not award a grant under this section un-
less the Secretary determines that—

(A) the project to be carried out with such
grant funding—
(1) 1s consistent with vulnerability as-
sessments approved by the Secretary;
(11) supports cooperation or integration
of Federal, State, local, and industry stake-

holders in the port area; and
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| (111) helps to implement the Area Mar-
2 itime Transportation Security Plan;
3 (B) sufficient funding 1is available to meet
4 the matching requirement described under sub-
5 section (d);
6 (C) the project will be completed without
7 unreasonable delay; and
8 (D) the recipient has authority to carry out
9 the proposed project.
10 (h) COORDINATION AND C(COOPERATION.—The Sec-
11 retary—
12 (1) shall ensure that all projects that receive
13 grant funding under this section within any area de-
14 Jined i an Area Maritime Transportation Security
15 Plan are coordinated with other projects in such area;
16 and
17 (2) may require cooperative agreements among
18 users of the port and port facilities with respect to
19 projects funded under this section.
20 (i) AUDITS AND EXAMINATIONS.—AIL grantees under

21 this section shall maintain such records as the Secretary
22 may require and make such records available for review and
23 audit by the Secretary, the Comptroller General of the
24 United States, or the Inspector General of the Department.
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(1) ANNUAL REPORTS.—Not later than 1 year after the
date of enactment of this Act, and annually thereafter until
October 1, 2013, the Secretary shall submit an unclassified
report describing the progress made in meeting the objec-
twes of the port security grant program established under
this section to appropriate congressional committees.

(k) RISK ASSESSMENTS.—The Secretary shall make
available to grant applicants a risk assessment tool, which
uses standardized risk criteria, such as the Maritime Secu-
rity Risk Assessment Model used by the Coast Guard.

SEC. 17. DEADLINE FOR TRANSPORTATION SECURITY
CARDS.

Section 70105 of title 46, United States Code, 1is
amended—

(1) in subsection (a)(1), by striking “The Sec-
retary shall prescribe” and inserting “Not later than
December 1, 2006, the Secretary shall prescribe
Jinal”’; and

(2) in subsection (¢)—

(A) i paragraph (2), by striking “The Sec-
retary shall prescribe” and inserting “Not later
than December 1, 2006, the Secretary shall pre-

seribe final”; and
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(B) in paragraph (3), by striking “The Sec-
retary” and inserting “Not later than December
1, 20006, the Secretary”.
SEC. 18. AUTHORIZATION OF APPROPRIATIONS.

(a) IMPROVEMENTS TO AUTOMATED TARGETING SYS-
TEM.—There are authorized to be appropriated $5,000,000
Jor each of the fiscal years 2007 through 2012 to carry out
the provisions of section 6(a).

(b) OFFICE OF CARGO SECURITY PoLIicy—There are
authorized to be appropriated for each of the fiscal years
2007 through 2012—

(1) $4,000,000 to carry out the amendment made
by section 8(c); and
(2) $1,000,000 to carry out the provisions of sec-

tion 8(d).

(¢) CONTAINER SECURITY INITIATIVE.—There are au-
thorized to be appropriated $175,000,000 for each of the fis-
cal years 2007 through 2012 to carry out the provisions
of section 11.

(d) CUSTOMS-TRADE PARTNERSHIP AGAINST TER-
RORISM.—There are authorized to be appropriated
$75,000,000 for each of the fiscal years 2007 through 2012
to carry out the provisions of section 12.

(¢) GREENLANE DESIGNATION.—There are authorized

to be appropriated $50,000,000 for each of the fiscal years
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(f) INCIDENT RESPONSE.—

(1) IN GENERAL.—There are authorized to be ap-
propriated $100,000,000 for each of the fiscal years
2007 through 2012 to carry out the provisions of sec-
tion 14.

(2) BUDGET ANALYSIS.—Not later than 180 days
after the date of enactment of this Act, the Secretary
shall submit a budget analysis for implementing the
provisions of section 14, including additional cost-
sharing arrangements with other Federal departments
and other participants involved wn the joint operation
centers, to appropriate congressional commaittees.

(9) OPERATION SAFE COMMERCE.—There are author-

wzed to be appropriated $25,000,000 for each of fiscal years

2007 through 2012 to carry out the provisions of section

15(d).

(h) PORT SECURITY GRANT PROGRAM.—There are au-

thorized to be appropriated $400,000,000 for each of fiscal

years 2007 through 2012 to carry out the grant program

established under section 16.

(i) OTHER PROVISIONS.—There are authorized to be

appropriated such sums as may be necessary for each of
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1 fiscal years 2007 through 2012 to carry out the provisions

2 of this Act not otherwise provided for under this section.
3 (1) SOURCE OF FUNDS.—Amounts authorized to be ap-
4 propriated under this section shall originate from duties

S collected by United States Customs and Border Protection.
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