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In 2002, Congress enacted the Homeland Security Act, 116 Stat. 2135. 
That Act provides that the Transportation Security Administration 
(TSA) “shall prescribe regulations prohibiting the disclosure of infor-
mation . . . if the Under Secretary decides that disclosur[e] would 
. . . be detrimental to the security of transportation.” 49 U. S. C. 
§ 114(r)(1)(C). Around the same time, the TSA promulgated regula-
tions prohibiting the unauthorized disclosure of “sensitive security 
information,” 67 Fed. Reg. 8351, which included “[s]pecifc details of avi-
ation security measures . . . [such as] information concerning specifc 
numbers of Federal Air Marshals, deployments or missions, and the 
methods involved in such operations,” 49 CFR § 1520.7( j). 

In July 2003, the TSA briefed all federal air marshals—including Rob-
ert J. MacLean—about a potential plot to hijack passenger fights. A 
few days after the briefng, MacLean received from the TSA a text 
message canceling all overnight missions from Las Vegas until early 
August. MacLean, who was stationed in Las Vegas, believed that can-
celing those missions during a hijacking alert was dangerous and illegal. 
He therefore contacted a reporter and told him about the TSA's decision 
to cancel the missions. After discovering that MacLean was the source 
of the disclosure, the TSA fred him for disclosing sensitive security 
information without authorization. 

MacLean challenged his fring before the Merit Systems Protection 
Board. He argued that his disclosure was whistleblowing activity 
under 5 U. S. C. § 2302(b)(8)(A), which protects employees who disclose 
information that reveals “any violation of any law, rule, or regulation,” 
or “a substantial and specifc danger to public health or safety.” The 
Board held that MacLean did not qualify for protection under that 
statute because his disclosure was “specifcally prohibited by law,” 
§ 2302(b)(8)(A)—namely, by 49 U. S. C. § 114(r)(1). The Court of Ap-
peals for the Federal Circuit vacated the Board's decision, holding that 
Section 114(r)(1) was not a prohibition. 

Held: MacLean's disclosure was not “specifcally prohibited by law.” 
Pp. 390–400. 
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(a) The Government argues that MacLean's disclosure was “specif-
cally prohibited by law” in two ways: frst, by the TSA's regulations 
on sensitive security information, and second, by Section 114(r)(1) 
itself, which authorized the TSA to promulgate those regulations. 
Pp. 390–398. 

(i) MacLean's disclosure was not prohibited by the TSA's regula-
tions for purposes of Section 2302(b)(8)(A) because regulations do not 
qualify as “law” under that statute. Throughout Section 2302, Con-
gress repeatedly used the phrase “law, rule, or regulation.” But Con-
gress did not use that phrase in the statutory language at issue here; it 
used the word “law” standing alone. Congress's choice to say “specif-
cally prohibited by law,” instead of “specifcally prohibited by law, rule, 
or regulation,” suggests that Congress meant to exclude rules and regu-
lations. In addition, Section 2302(b)(8)(A) creates a second exception 
for disclosures “required by Executive order to be kept secret in the 
interest of national defense or the conduct of foreign affairs.” That the 
second exception is limited to actions by the President himself suggests 
that the frst exception does not include action taken by executive agen-
cies. Finally, interpreting the word “law” to include rules and reg-
ulations could defeat the purpose of the whistleblower statute. That 
interpretation would allow an agency to insulate itself from Section 
2302(b)(8)(A) simply by promulgating a regulation that “specifcally pro-
hibited” all whistleblowing. 

The Government proposes two alternative interpretations, but nei-
ther is persuasive. First, the Government argues that the word “law” 
includes all regulations that have the “force and effect of law.” The 
Government bases this argument on the decision in Chrysler Corp. v. 
Brown, 441 U. S. 281, where this Court held that legislative regulations 
generally fall within the meaning of the word “law” unless there is a 
“clear showing of contrary legislative intent.” Id., at 295–296. But 
Congress's use of the word “law,” in close connection with the phrase 
“law, rule, or regulation,” provides the necessary “clear showing” that 
“law” does not include regulations in this case. Second, the Govern-
ment argues that the word “law” includes at least those regulations that 
were “promulgated pursuant to an express congressional directive.” 
The Government, however, was unable to fnd a single example of the 
word “law” being used in that way. Pp. 391–395. 

(ii) Likewise, MacLean's disclosure was not prohibited by Section 
114(r)(1). That statute does not prohibit anything; instead, it author-
izes the TSA to “prescribe regulations.” Thus, by its terms, Section 
114(r)(1) did not prohibit the disclosure here. The Government re-
sponds that Section 114(r)(1) did prohibit MacLean's disclosure by im-
posing a “legislative mandate” on the TSA to promulgate regulations to 
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that effect. But the statute affords substantial discretion to the TSA 
in deciding whether to prohibit any particular disclosure. Thus, it is 
the TSA's regulations—not the statute—that prohibited MacLean's dis-
closure, and those regulations do not qualify as “law” under Section 
2302(b)(8)(A). Pp. 395–398. 

(b) The Government argues that providing whistleblower protection 
to individuals like MacLean would “gravely endanger public safety” by 
making the confdentiality of sensitive security information depend on 
the idiosyncratic judgment of each of the TSA's 60,000 employees. 
Those concerns are legitimate, but they must be addressed by Congress 
or the President, rather than by this Court. Pp. 398–399. 

714 F. 3d 1301, affrmed. 

Roberts, C. J., delivered the opinion of the Court, in which Scalia, 
Thomas, Ginsburg, Breyer, Alito, and Kagan, JJ., joined. Soto-
mayor, J., fled a dissenting opinion, in which Kennedy, J., joined, post, 
p. 400. 

Deputy Solicitor General Gershengorn argued the cause 
for petitioner. With him on the briefs were Solicitor Gen-
eral Verrilli, Assistant Attorney General Delery, Eric J. 
Feigin, Douglas N. Letter, H. Thomas Byron III, and Mi-
chael P. Goodman. 

Neal K. Katyal argued the cause for respondent. With 
him on the brief was Thomas Devine.* 

Chief Justice Roberts delivered the opinion of the 
Court. 

Federal law generally provides whistleblower protections 
to an employee who discloses information revealing “any 
violation of any law, rule, or regulation,” or “a substantial 

*Briefs of amici curiae urging affrmance were fled for the United 
States Offce of Special Counsel by Carolyn N. Lerner; for the American 
Federation of Government Employees by Andres M. Grajales and David 
A. Borer; for Blacks In Government (BIG) et al. by Mathew B. Tully, 
Gregory T. Rinckey, and Kent A. Eiler; for Flyersrights.org by Raymond 
Brescia; for Former United States Government Offcials by Michael J. 
Gottlieb; for Members of Congress by Robert K. Kry; for Project On Gov-
ernment Oversight by F. Douglas Hartnett; for The Rutherford Institute 
by John W. Whitehead; and for David B. Nolan, Sr., by Mr. Nolan, pro se. 

https://Flyersrights.org
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and specifc danger to public health or safety.” 5 U. S. C. 
§ 2302(b)(8)(A). An exception exists, however, for disclo-
sures that are “specifcally prohibited by law.” Ibid. Here, 
a federal air marshal publicly disclosed that the Transporta-
tion Security Administration (TSA) had decided to cut costs 
by removing air marshals from certain long-distance fights. 
The question presented is whether that disclosure was “spe-
cifcally prohibited by law.” 

I 

A 

In 2002, Congress enacted the Homeland Security Act, 116 
Stat. 2135. As relevant here, that Act provides that the 
TSA “shall prescribe regulations prohibiting the disclosure 
of information obtained or developed in carrying out security 
. . . if the Under Secretary decides that disclosing the infor-
mation would . . . be detrimental to the security of transpor-
tation.” 49 U. S. C. § 114(r)(1)(C). 

Around the same time, the TSA promulgated regulations 
prohibiting the unauthorized disclosure of what it called 
“sensitive security information.” See 67 Fed. Reg. 8351 
(2002). The regulations described 18 categories of sensitive 
security information, including “[s]pecifc details of aviation 
security measures . . . [such as] information concerning spe-
cifc numbers of Federal Air Marshals, deployments or mis-
sions, and the methods involved in such operations.” 49 
CFR § 1520.7( j) (2002). Sensitive security information is 
not classifed, so the TSA can share it with individuals who 
do not have a security clearance, such as airport employees. 
Compare Exec. Order No. 13526, § 4.1, 3 CFR 298, 314–315 
(2009 Comp.), with 49 CFR § 1520.11(c) (2013). 

B 

Robert J. MacLean became a federal air marshal for the 
TSA in 2001. In that role, MacLean was assigned to protect 
passenger fights from potential hijackings. See 49 U. S. C. 
§ 44917(a). 
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On July 26, 2003, the Department of Homeland Security 
(DHS) issued a confdential advisory about a potential hijack-
ing plot. The advisory said that members of the terrorist 
group al Qaeda were planning to attack passenger fights, 
and that they “considered suicide hijackings and bombings 
as the most promising methods to destroy aircraft in fight, 
as well as to strike ground targets.” App. 16. The advi-
sory identifed a number of potential targets, including the 
United Kingdom, Italy, Australia, and the east coast of the 
United States. Finally, the advisory warned that at least 
one of the attacks “could be executed by the end of the sum-
mer 2003.” Ibid. 

The TSA soon summoned all air marshals (including 
MacLean) for face-to-face briefngs about the hijacking plot. 
During MacLean's briefng, a TSA offcial told him that the 
hijackers were planning to “smuggle weapons in camera 
equipment or children's toys through foreign security,” and 
then “fy into the United States . . . into an airport that didn't 
require them to be screened.” Id., at 92. The hijackers 
would then board U. S. fights, “overpower the crew or the 
Air Marshals and . . . fy the planes into East Coast targets.” 
Id., at 93. 

A few days after the briefng, MacLean received from the 
TSA a text message canceling all overnight missions from 
Las Vegas until early August. MacLean, who was stationed 
in Las Vegas, believed that canceling those missions during 
a hijacking alert was dangerous. He also believed that the 
cancellations were illegal, given that federal law required the 
TSA to put an air marshal on every fight that “present[s] 
high security risks,” 49 U. S. C. § 44917(a)(2), and provided 
that “nonstop, long distance fights, such as those targeted 
on September 11, 2001, should be a priority,” § 44917(b). 
See App. 95, 99, 101. 

MacLean therefore asked a supervisor why the TSA had 
canceled the missions. The supervisor responded that the 
TSA wanted “to save money on hotel costs because there 
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was no more money in the budget.” Id., at 95. MacLean 
also called the DHS Inspector General's Offce to report the 
cancellations. But a special agent in that offce told him 
there was “nothing that could be done.” Id., at 97. 

Unwilling to accept those responses, MacLean contacted 
an MSNBC reporter and told him about the canceled mis-
sions. In turn, the reporter published a story about the 
TSA's decision, titled “Air Marshals pulled from key fights.” 
Id., at 36. The story reported that air marshals would “no 
longer be covering cross-country or international fights” be-
cause the agency did not want them “to incur the expense of 
staying overnight in hotels.” Ibid. The story also re-
ported that the cancellations were “particularly disturbing 
to some” because they “coincide[d] with a new high-level hi-
jacking threat issued by the Department of Homeland Secu-
rity.” Id., at 37. 

After MSNBC published the story, several Members of 
Congress criticized the cancellations. Within 24 hours, the 
TSA reversed its decision and put air marshals back on the 
fights. Id., at 50. 

At frst, the TSA did not know that MacLean was the 
source of the disclosure. In September 2004, however, 
MacLean appeared on NBC Nightly News to criticize the 
TSA's dress code for air marshals, which he believed made 
them too easy to identify. Although MacLean appeared in 
disguise, several co-workers recognized his voice, and the 
TSA began investigating the appearance. During that in-
vestigation, MacLean admitted that he had disclosed the text 
message back in 2003. Consequently, in April 2006, the TSA 
fred MacLean for disclosing sensitive security information 
without authorization. 

MacLean challenged his fring before the Merit Systems 
Protection Board, arguing in relevant part that his disclosure 
was protected whistleblowing activity under 5 U. S. C. 
§ 2302(b)(8)(A). The Board held that MacLean did not qual-
ify for protection under that statute, however, because his 
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disclosure was “specifcally prohibited by law.” 116 MSPR 
562, 569–572 (2011). 

The Court of Appeals for the Federal Circuit vacated the 
Board's decision. 714 F. 3d 1301 (2013). The parties had 
agreed that, in order for MacLean's disclosure to be “specif-
cally prohibited by law,” it must have been “prohibited by a 
statute rather than by a regulation.” Id., at 1308 (emphasis 
added). Thus, the issue before the court was whether the 
statute authorizing the TSA's regulations—now codifed at 
49 U. S. C. § 114(r)(1)—“specifcally prohibited” MacLean's 
disclosure. 714 F. 3d, at 1308.* 

The court frst held that Section 114(r)(1) was not a prohi-
bition. The statute did “not expressly prohibit employee 
disclosures,” the court explained, but instead empowered the 
TSA to “prescribe regulations prohibiting disclosure[s]” if 
the TSA decided that disclosing the information would harm 
public safety. Id., at 1309. The court therefore concluded 
that MacLean's disclosure was prohibited by a regulation, 
which the parties had agreed could not be a “law” under 
Section 2302(b)(8)(A). Ibid. 

The court then held that, even if Section 114(r)(1) were a 
prohibition, it was not “suffciently specifc.” Ibid. The 
court explained that a law is suffciently specifc only if it 
“requires that matters be withheld from the public as to 
leave no discretion on the issue, or . . . establishes particular 
criteria for withholding or refers to particular types of mat-
ters to be withheld.” Ibid. (quoting S. Rep. No. 95–969 
(1978)). And Section 114(r)(1) did not meet that test be-
cause it “provide[d] only general criteria for withholding in-

*This statute has a complicated history. It was codifed at 49 U. S. C. 
§ 40119(b)(1) when the TSA initially promulgated its regulations on sensi-
tive security information. It was codifed at § 114(s)(1) when MacLean 
disclosed the text message to MSNBC. And it is now codifed at 
§ 114(r)(1). The Federal Circuit referred to § 40119(b)(1) in its opinion. 
Because the statute has remained identical in all relevant respects, how-
ever, we and the parties refer to the current version. 
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formation and [gave] some discretion to the [TSA] to fashion 
regulations for prohibiting disclosure.” 714 F. 3d, at 1309. 
The court accordingly vacated the Board's decision and re-
manded for a determination of whether MacLean's disclosure 
met the other requirements under Section 2302(b)(8)(A). 
Id., at 1310–1311. 

We granted certiorari. 572 U. S. 1114 (2014). 

II 

Section 2302(b)(8) provides, in relevant part, that a federal 
agency may not take 

“a personnel action with respect to any employee or ap-
plicant for employment because of— 

“(A) any disclosure of information by an employee or 
applicant which the employee or applicant reasonably 
believes evidences 

“(i) any violation of any law, rule, or regulation, or 
“(ii) gross mismanagement, a gross waste of funds, an 

abuse of authority, or a substantial and specifc danger 
to public health or safety, 
“if such disclosure is not specifcally prohibited by law 
and if such information is not specifcally required by 
Executive order to be kept secret in the interest of na-
tional defense or the conduct of foreign affairs.” 

The Government argues that this whistleblower statute 
does not protect MacLean because his disclosure regarding 
the canceled missions was “specifcally prohibited by law” in 
two ways. First, the Government argues that the disclo-
sure was specifcally prohibited by the TSA's regulations 
on sensitive security information: 49 CFR §§ 1520.5(a)–(b), 
1520.7( j) (2003). Second, the Government argues that the 
disclosure was specifically prohibited by 49 U. S. C. 
§ 114(r)(1), which authorized the TSA to promulgate those 
regulations. We address each argument in turn. 
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A 

1 

In 2003, the TSA's regulations prohibited the disclosure of 
“[s]pecifc details of aviation security measures . . . [such as] 
information concerning specifc numbers of Federal Air Mar-
shals, deployments or missions, and the methods involved in 
such operations.” 49 CFR § 1520.7( j). MacLean does not 
dispute before this Court that the TSA's regulations prohib-
ited his disclosure regarding the canceled missions. Thus, 
the question here is whether a disclosure that is specifcally 
prohibited by regulation is also “specifcally prohibited by 
law” under Section 2302(b)(8)(A). (Emphasis added.) 

The answer is no. Throughout Section 2302, Congress 
repeatedly used the phrase “law, rule, or regulation.” For 
example, Section 2302(b)(1)(E) prohibits a federal agency 
from discriminating against an employee “on the basis of 
marital status or political affliation, as prohibited under any 
law, rule, or regulation.” For another example, Section 
2302(b)(6) prohibits an agency from “grant[ing] any prefer-
ence or advantage not authorized by law, rule, or regula-
tion.” And for a third example, Section 2302(b)(9)(A) pro-
hibits an agency from retaliating against an employee for 
“the exercise of any appeal, complaint, or grievance right 
granted by any law, rule, or regulation.” 

In contrast, Congress did not use the phrase “law, rule, or 
regulation” in the statutory language at issue here; it used 
the word “law” standing alone. That is signifcant because 
Congress generally acts intentionally when it uses particular 
language in one section of a statute but omits it in another. 
Russello v. United States, 464 U. S. 16, 23 (1983). Thus, 
Congress's choice to say “specifcally prohibited by law” 
rather than “specifcally prohibited by law, rule, or regula-
tion” suggests that Congress meant to exclude rules and 
regulations. 
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The interpretive canon that Congress acts intentionally 
when it omits language included elsewhere applies with par-
ticular force here for two reasons. First, Congress used 
“law” and “law, rule, or regulation” in close proximity— 
indeed, in the same sentence. § 2302(b)(8)(A) (protecting 
the disclosure of “any violation of any law, rule, or regulation 
. . . if such disclosure is not specifcally prohibited by law”). 
Second, Congress used the broader phrase “law, rule, or reg-
ulation” repeatedly—nine times in Section 2302 alone. See 
§§ 2302(a)(2)(D)(i), (b)(1)(E), (b)(6), (b)(8)(A)(i), (b)(8)(B)(i), 
(b)(9)(A), (b)(12), (b)(13), (d)(5). Those two aspects of the 
whistleblower statute make Congress's choice to use the nar-
rower word “law” seem quite deliberate. 

We drew the same inference in Department of Treasury, 
IRS v. FLRA, 494 U. S. 922 (1990). There, the Government 
argued that the word “laws” in one section of the Civil Serv-
ice Reform Act of 1978 meant the same thing as the phrase 
“law, rule, or regulation” in another section of the Act. Id., 
at 931. We rejected that argument as “simply contrary to 
any reasonable interpretation of the text.” Id., at 932. In-
deed, we held that a statute that referred to “laws” in one 
section and “law, rule, or regulation” in another “cannot, un-
less we abandon all pretense at precise communication, be 
deemed to mean the same thing in both places.” Ibid. 
That inference is even more compelling here, because the 
statute refers to “law” and “law, rule, or regulation” in the 
same sentence, rather than several sections apart. 

Another part of the statutory text points the same way. 
After creating an exception for disclosures “specifcally pro-
hibited by law,” Section 2302(b)(8)(A) goes on to create a 
second exception for information “specifcally required by 
Executive order to be kept secret in the interest of national 
defense or the conduct of foreign affairs.” This exception 
is limited to action taken directly by the President. That 
suggests that the word “law” in the only other exception is 
limited to actions by Congress—after all, it would be unusual 
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for the frst exception to include action taken by executive 
agencies, when the second exception requires action by the 
President himself. 

In addition, a broad interpretation of the word “law” could 
defeat the purpose of the whistleblower statute. If “law” 
included agency rules and regulations, then an agency could 
insulate itself from the scope of Section 2302(b)(8)(A) merely 
by promulgating a regulation that “specifcally prohibited” 
whistleblowing. But Congress passed the whistleblower 
statute precisely because it did not trust agencies to regulate 
whistleblowers within their ranks. Thus, it is unlikely that 
Congress meant to include rules and regulations within the 
word “law.” 

2 

The Government admits that some regulations fall outside 
the word “law” as used in Section 2302(b)(8)(A). But, the 
Government says, that does not mean that all regulations 
are excluded. The Government suggests two interpreta-
tions that would distinguish “law” from “law, rule, or regula-
tion,” but would still allow the word “law” to subsume the 
TSA's regulations on sensitive security information. 

First, the Government argues that the word “law” in-
cludes all regulations that have the “force and effect of law” 
(i. e., legislative regulations), while excluding those that do 
not (e. g., interpretive rules). Brief for Petitioner 19–22. 
The Government bases this argument on our decision in 
Chrysler Corp. v. Brown, 441 U. S. 281 (1979). There, we 
held that legislative regulations generally fall within the 
meaning of the word “law,” and that it would take a “clear 
showing of contrary legislative intent” before we concluded 
otherwise. Id., at 295–296. Thus, because the TSA's regu-
lations have the force and effect of law, the Government says 
that they should qualify as “law” under the statute. 

The Government's description of Chrysler is accurate 
enough. But Congress's use of the word “law,” in close con-
nection with the phrase “law, rule, or regulation,” provides 
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the necessary “clear showing” that “law” does not include 
regulations. Indeed, using “law” and “law, rule, or regula-
tion” in the same sentence would be a very obscure way of 
drawing the Government's nuanced distinction between dif-
ferent types of regulations. Had Congress wanted to draw 
that distinction, there were far easier and clearer ways to 
do so. For example, at the time Congress passed Section 
2302(b)(8)(A), another federal statute defned the words 
“regulatory order” to include a “rule or regulation, if it has 
the force and effect of law.” 7 U. S. C. § 450c(a) (1976 ed.). 
Likewise, another federal statute defned the words “State 
law” to include “all laws, decisions, rules, regulations, or 
other State action having the effect of law.” 29 U. S. C. 
§ 1144(c)(1) (1976 ed.). As those examples show, Congress 
knew how to distinguish between regulations that had the 
force and effect of law and those that did not, but chose not 
to do so in Section 2302(b)(8)(A). 

Second, the Government argues that the word “law” in-
cludes at least those regulations that were “promulgated 
pursuant to an express congressional directive.” Brief for 
Petitioner 21. Outside of this case, however, the Govern-
ment was unable to fnd a single example of the word “law” 
being used in that way. Not a single dictionary defnition, 
not a single statute, not a single case. The Government's 
interpretation happens to ft this case precisely, but it needs 
more than that to recommend it. 

Although the Government argues here that the word 
“law” includes rules and regulations, it defnitively rejected 
that argument in the Court of Appeals. For example, the 
Government's brief accepted that the word “law” meant “leg-
islative enactment,” and said that the “only dispute” was 
whether 49 U. S. C. § 114(r)(1) “serve[d] as that legislative 
enactment.” Brief for Respondent in No. 11–3231 (CA 
Fed.), pp. 46–47. Then, at oral argument, a judge asked the 
Government's attorney the following question: “I thought I 
understood your brief to concede that [the word `law'] can't 
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be a rule or regulation, it means statute. Am I wrong?” 
The Government's attorney responded: “You're not wrong 
your honor. I'll be as clear as I can. `Specifcally prohib-
ited by law' here means statute.” Oral Arg. Audio in 
No. 11–3231, at 22:42–23:03; see also id., at 29:57–30:03 
(“Now, as we've been discussing here, we're not saying here 
that [the word `law'] needs to encompass regulations. 
We're saying statute.”). Those concessions reinforce our 
conclusion that the Government's proposed interpretations 
are unpersuasive. 

In sum, when Congress used the phrase “specifcally pro-
hibited by law” instead of “specifcally prohibited by law, 
rule, or regulation,” it meant to exclude rules and regula-
tions. We therefore hold that the TSA's regulations do not 
qualify as “law” for purposes of Section 2302(b)(8)(A). 

B 

We next consider whether MacLean's disclosure regarding 
the canceled missions was “specifcally prohibited” by 49 
U. S. C. § 114(r)(1) itself. As relevant here, that statute pro-
vides that the TSA “shall prescribe regulations prohibiting 
the disclosure of information obtained or developed in carry-
ing out security . . . if the Under Secretary decides that 
disclosing the information would . . . be detrimental to the 
security of transportation.” § 114(r)(1)(C). 

This statute does not prohibit anything. On the contrary, 
it authorizes something—it authorizes the Under Secretary 
to “prescribe regulations.” Thus, by its terms Section 
114(r)(1) did not prohibit the disclosure at issue here. 

The Government responds that Section 114(r)(1) did pro-
hibit MacLean's disclosure by imposing a “legislative man-
date” on the TSA to promulgate regulations to that effect. 
See Brief for Petitioner 28, 33; see also post, at 400–401 (So-
tomayor, J., dissenting). But the Government pushes the 
statute too far. Section 114(r)(1) says that the TSA shall 
prohibit disclosures only “if the Under Secretary decides that 



396 DEPARTMENT OF HOMELAND SECURITY v. MacLEAN 

Opinion of the Court 

disclosing the information would . . . be detrimental to the 
security of transportation.” § 114(r)(1)(C) (emphasis added). 
That language affords substantial discretion to the TSA in 
deciding whether to prohibit any particular disclosure. 

The dissent tries to downplay the scope of that discretion, 
viewing it as the almost ministerial task of “identifying 
whether a particular piece of information falls within 
the scope of Congress' command.” Post, at 401–402. But 
determining which documents meet the statutory standard 
of “detrimental to the security of transportation” requires 
the exercise of considerable judgment. For example, the 
Government says that Section 114(r)(1) requires the Under 
Secretary to prohibit disclosures like MacLean's. The Gov-
ernment also says, however, that the statute does not require 
the Under Secretary to prohibit an employee from disclosing 
that “federal air marshals will be absent from important 
fights, but declining to specify which fights.” Reply Brief 
23. That fne-grained distinction comes not from Section 
114(r)(1) itself, but from the Under Secretary's exercise of 
discretion. It is the TSA's regulations—not the statute— 
that prohibited MacLean's disclosure. And as the dissent 
agrees, a regulation does not count as “law” under the whis-
tleblower statute. See post, at 400. 

The Government insists, however, that this grant of dis-
cretion does not make Section 114(r)(1) any less of a prohibi-
tion. In support, the Government relies on Administrator, 
FAA v. Robertson, 422 U. S. 255 (1975). That case involved 
the Freedom of Information Act (FOIA), which requires fed-
eral agencies to disclose information upon request unless, 
among other things, the information is “specifcally ex-
empted from disclosure by statute.” 5 U. S. C. § 552(b)(3). 
In Robertson, we held that the Federal Aviation Act of 1958 
was one such statute, because it gave the Federal Aviation 
Administration (FAA) “a broad degree of discretion” in de-
ciding whether to disclose or withhold information. 422 
U. S., at 266. 
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The Government tries to analogize that case to this one. 
In Robertson, the Government says, the FAA's discretion 
whether to disclose information did not preclude a fnding 
that the information was “specifcally exempted” from disclo-
sure by statute. So too here, the Government says, the 
TSA's discretion whether to prohibit disclosure of informa-
tion does not preclude a fnding that the information is “spe-
cifcally prohibited” from disclosure by Section 114(r)(1). 
See Brief for Petitioner 30. 

This analogy fails. FOIA and Section 2302(b)(8)(A) differ 
in an important way: The provision of FOIA at issue involves 
information that is “exempted” from disclosure, while Section 
2302(b)(8)(A) involves information that is “prohibited” from 
disclosure. 

A statute that exempts information from mandatory dis-
closure may nonetheless give the agency discretion to release 
that exempt information to the public. In such a case, the 
agency's exercise of discretion has no effect on whether the 
information is “exempted from disclosure by statute”—it re-
mains exempt whatever the agency chooses to do. 

The situation is different when it comes to a statute giving 
an agency discretion to prohibit the disclosure of infor-
mation. The information is not prohibited from disclosure 
by statute regardless of what the agency does. It is the 
agency's exercise of discretion that determines whether 
there is a prohibition at all. Thus, when Section 114(r)(1) 
gave the TSA the discretion to prohibit the disclosure of in-
formation, the statute did not create a prohibition—it gave 
the TSA the power to create one. And because Section 
114(r)(1) did not create a prohibition, MacLean's disclosure 
was not “prohibited by law” under Section 2302(b)(8)(A), but 
only by a regulation issued in the TSA's discretion. 

In any event, Robertson was a case about FOIA, not Sec-
tion 2302, and our analysis there depended on two FOIA-
specifc factors that are not present here. First, we exam-
ined the legislative history of FOIA and determined that 
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Congress did not intend that statute to affect laws like the 
Federal Aviation Act. 422 U. S., at 263–265. In particular, 
we noted that the Civil Aeronautics Board had expressed its 
view during congressional hearings that the Federal Avia-
tion Act qualifed as an exempting statute under FOIA, and 
that “no question was raised or challenge made” to the 
agency's view. Id., at 264–265. But that legislative history 
can have no effect on our analysis of Section 2302(b)(8)(A). 

Second, we said that the Federal Aviation Act could fail to 
qualify as an exempting statute only if we read FOIA “as 
repealing by implication all existing statutes which restrict 
public access to specifc Government records.” Id., at 265 
(internal quotation marks omitted). Then, relying on the 
presumption that “repeals by implication are disfavored,” we 
rejected that interpretation of FOIA. But the presumption 
against implied repeals has no relevance here. Saying that 
Section 114(r)(1) is not a prohibition under the whistleblower 
statute is not the same as saying that the whistleblower stat-
ute implicitly repealed Section 114(r)(1). On the contrary, 
Section 114(r)(1) remains in force by allowing the TSA to 
deny FOIA requests and prohibit employee disclosures that 
do not qualify for whistleblower protection under Section 
2302(b)(8)(A). 

Ultimately, FOIA and Section 2302(b)(8)(A) are different 
statutes—they have different language, different histories, 
and were enacted in different contexts. Our interpretation 
of one, therefore, has no impact whatsoever on our interpre-
tation of the other. 

III 

Finally, the Government warns that providing whistle-
blower protection to individuals like MacLean would 
“gravely endanger public safety.” Brief for Petitioner 38. 
That protection, the Government argues, would make the 
confdentiality of sensitive security information depend on 
the idiosyncratic judgment of each of the TSA's 60,000 em-
ployees. Id., at 37. And those employees will “most likely 
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lack access to all of the information that led the TSA to make 
particular security decisions.” Id., at 38. Thus, the Gov-
ernment says, we should conclude that Congress did not 
intend for Section 2302(b)(8)(A) to cover disclosures like 
MacLean's. 

Those concerns are legitimate. But they are concerns 
that must be addressed by Congress or the President, rather 
than by this Court. Congress could, for example, amend 
Section 114(r)(1) so that the TSA's prohibitions on dis-
closure override the whistleblower protections in Section 
2302(b)(8)(A)—just as those prohibitions currently override 
FOIA. See § 114(r)(1) (authorizing the TSA to prohibit dis-
closures “[n]otwithstanding section 552 of title 5”); see also 
10 U. S. C. § 2640(h) (“the Secretary of Defense may (not-
withstanding any other provision of law) withhold from pub-
lic disclosure safety-related information that is provided to 
the Secretary voluntarily by an air carrier for the purposes 
of this section”). Congress could also exempt the TSA from 
the requirements of Section 2302(b)(8)(A) entirely, as Con-
gress has already done for the Federal Bureau of Investiga-
tion, the Central Intelligence Agency, the Defense Intelli-
gence Agency, the National Geospatial-Intelligence Agency, 
the National Security Agency, the Offce of the Director of 
National Intelligence, and the National Reconnaissance Of-
fce. See 5 U. S. C. § 2302(a)(2)(C)(ii)(I). 

Likewise, the President could prohibit the disclosure of 
sensitive security information by Executive Order. Indeed, 
the Government suggested at oral argument that the Presi-
dent could “entirely duplicate” the regulations that the 
TSA has issued under Section 114(r)(1). Tr. of Oral Arg. 
16–20. Such an action would undoubtedly create an excep-
tion to the whistleblower protections found in Section 
2302(b)(8)(A). 

Although Congress and the President each has the power 
to address the Government's concerns, neither has done so. 
It is not our role to do so for them. 
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The judgment of the United States Court of Appeals for 
the Federal Circuit is 

Affrmed. 

Justice Sotomayor, with whom Justice Kennedy 
joins, dissenting. 

I agree with much of the Court's opinion. I have no 
qualms with the Court's conclusion that the phrase “specif-
cally prohibited by law,” as used in the Whistleblower Pro-
tection Act of 1989 (WPA), 5 U. S. C. § 2302(b)(8)(A), does not 
encompass disclosures prohibited only by regulation. See 
ante, at 391. Nor do I see any problem in the distinction 
the Court draws between statutes that prohibit information 
from being disclosed, the violation of which may preclude 
application of the WPA, and statutes that simply exempt 
information from otherwise-applicable disclosure require-
ments, which do not trigger the WPA's “prohibited by law” 
exception. See ante, at 396–397. 

I part ways with the Court, however, when it concludes 
that 49 U. S. C. § 114(r)(1) does not itself prohibit the type of 
disclosure at issue here—the release of information regard-
ing the absence of federal air marshals on overnight fights. 
Ante, at 395. That statute provides, in relevant part, that 
the Transportation Security Administration (TSA) “shall 
prescribe regulations prohibiting the disclosure of informa-
tion obtained or developed in carrying out security . . . if 
the Under Secretary decides that disclosing the information 
would . . . be detrimental to the security of transportation.” 
§ 114(r)(1) (emphasis added). 

The Court reasons, frst, that Section 114(r)(1) does not 
“prohibit anything,” but instead simply “authorizes” the 
TSA to prescribe regulations. Ante, at 395. But this con-
tention overlooks the statute's use of the word “shall,” 
which, as we have observed, “generally means `must.' ” Gu-
tierrez de Martinez v. Lamagno, 515 U. S. 417, 432, n. 9 
(1995); see also, e. g., Federal Express Corp. v. Holowecki, 
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552 U. S. 389, 400 (2008) (“Congress' use of the term `shall' 
indicates an intent to `impose discretionless obligations' ” 
(some internal quotation marks omitted)); A. Scalia & B. Gar-
ner, Reading Law: The Interpretation of Legal Texts 114 
(2012) (“[W]hen the word shall can reasonably be read as 
mandatory, it ought to be so read”). Section 114(r)(1) does 
not merely authorize the TSA to promulgate regulations; it 
directs it to do so, and describes what those regulations 
must accomplish. 

The Court focuses, second, on the fact that Section 114(r) 
authorizes the TSA to “ ̀ decid[e]' ” whether the disclosure of 
a particular item of information would in fact be “ ̀ detri-
mental to the security of transportation.' ” Ante, at 395– 
396 (emphasis deleted). I certainly agree that this language 
vests some discretion in the agency.1 But the agency is re-
quired to prevent the disclosure of any information it deter-
mines is within Congress' prohibition; its discretion pertains 
only to identifying whether a particular piece of information 

1 The Court does not address respondent's alternative argument, ac-
cepted by the Court of Appeals below, that Section 114(r)(1) describes the 
information encompassed in its prohibitory scope with insuffcient particu-
larity to qualify the disclosure here as “specifcally prohibited by law” 
within the meaning of the WPA. Some of the legislative history of the 
WPA linked its specifcity requirement to the criteria established in Ex-
emption 3 of the Freedom of Information Act, 5 U. S. C. § 552(b)(3), and 
the Court of Appeals applied this standard. See 714 F. 3d 1301, 1309 (CA 
Fed. 2013); see also S. Rep. No. 95–969, pp. 21–22 (1978). MacLean has 
offered no argument that a WPA antidisclosure statute must defne the 
relevant category of information with any greater degree of particularity. 
Assuming the Exemption 3 standard is applicable, I note that Section 
114(r) is at least as “specifc” as the statutory provisions we have pre-
viously held to satisfy Exemption 3's requirements. See, e. g., Depart-
ment of Justice v. Julian, 486 U. S. 1, 9 (1988) (holding that provisions of 
Federal Rule of Criminal Procedure 32(c)(3)(A) and former 18 U. S. C. 
§ 4208(c) (1982 ed.) prohibiting disclosure of portions of presentence re-
ports “relat[ed] to confdential sources, diagnostic opinions, and other in-
formation that may cause harm to the defendant or to third parties” 
could justify withholding under Exemption 3 (emphasis added)). 
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falls within the scope of Congress' command. In concluding 
that such residual agency discretion deprives Section 114(r) 
of prohibitory effect, the Court overlooks the degree of 
agency involvement that is necessary in the administration 
of many antidisclosure statutes. Congress cannot be ex-
pected to identify with particularity each individual docu-
ment or datum the release of which it wants to preclude. 
Often, it will have to leave to an agency or other enforcing 
authority the tasks of defning—perhaps through regula-
tions—exactly what type of information falls within the 
scope of the congressional prohibition, and of determining 
whether a particular item of information fts the bill. The 
enforcing authority may, as the Court puts it, sometimes be 
required to make some “fne-grained distinction[s]” in fulfll-
ing this charge, ante, at 396, but that does not change the 
fact that Congress itself is the source of the prohibition 
on disclosure.2 

Indeed, Congress appears to have anticipated the need for 
agency involvement in the interpretation and enforcement of 
antidisclosure statutes at the time it enacted the WPA. The 
Senate Report to the WPA identifed only two statutes the 
violation of which would preclude whistleblower protection, 
the frst being Section 102(d)(3) of the National Security Act 
of 1947, 61 Stat. 498, which provided that “the Director of 
Central Intelligence shall be responsible for protecting intel-
ligence sources and methods from unauthorized disclosure.” 
See S. Rep. No. 95–969, pp. 21–22 (1978). This example 

2 For the same reasons, the agency's decision that a disclosure contra-
vened a statute may not necessarily be determinative in any given WPA 
case: Although an agency may no doubt receive deference in the interpre-
tation and implementation of a prohibitory statute, ultimately WPA pro-
tection will not apply if the agency improperly concluded that a given 
disclosure was prohibited by that statute. Cf. CIA v. Sims, 471 U. S. 159, 
168–181 (1985) (according deference to Central Intelligence Agency's ex-
pertise, but engaging in an extended analysis of whether the particular 
information the Agency refused to disclose fell within the scope of the 
statutory prohibition). 
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clearly suggests Congress contemplated that a statute di-
recting an agency to protect against disclosures and delegat-
ing substantial authority to the agency should nevertheless 
be deemed to impose the relevant prohibition. Section 
114(r)(1)'s delegation to the TSA to “decide” whether the re-
lease of particular information would be “detrimental to the 
security of transportation” likewise simply refects Congress' 
recognition of the inevitable fact that the agency will be 
tasked, in the frst instance, with enforcing its statutory 
mandate. 

In sum, with Section 114(r)(1), Congress has required 
agency action that would preclude the release of information 
“detrimental to the security of transportation.” In so doing, 
Congress has expressed its clear intent to prohibit such dis-
closures. I would respect its intent, and hold that a dis-
closure contravening that mandate is “prohibited by law” 
within the meaning of the WPA. 

Having said all that, I appreciate the narrowness of the 
Court's holding. The Court's conclusion that Section 114(r) 
does not itself prohibit any disclosures depends entirely on 
the statutory language directing the agency to “prescribe 
regulations,” and providing that the agency will “decid[e]” 
what information falls within the statute's purview. See 
ante, at 395–396. From all that appears in the majority 
opinion, then, this case would likely have turned out differ-
ently if Section 114(r) instead provided: “The disclosure of 
information detrimental to the security of transportation is 
prohibited, and the TSA shall promulgate regulations to that 
effect,” or “The Under Secretary shall prescribe regulations 
prohibiting the disclosure of information detrimental to the 
security of transportation; and such disclosures are prohib-
ited.” I myself decline to surrender so fully to sheer formal-
ism, especially where transportation security is at issue and 
there is little dispute that the disclosure of air marshals' loca-
tions is potentially dangerous and was proscribed by the 
relevant implementing regulation. In so surrendering, how-



404 DEPARTMENT OF HOMELAND SECURITY v. MacLEAN 

Sotomayor, J., dissenting 

ever, the Court would appear to have enabled future courts 
and Congresses to avoid easily the consequences of its ruling, 
and thus to have limited much of the potential for adverse 
practical effects beyond this case. But in the interim, at 
least, the Court has left important decisions regarding the 
disclosure of critical information completely to the whims of 
individual employees. 

I respectfully dissent. 
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