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‘“(iv) the roles and responsibilities of the United
States Cyber Command, the geographic combat-
ant commands, and the Defense Security Co-
operation Agency for cybersecurity cooperation
within the Department of Defense; and

‘“(v) such other matters as the Under Secre-
taries, in coordination with the Commander of
United States Cyber Command, consider appro-
priate.

‘“(4) REQUIREMENTS.—The baseline familiarization
training developed under subsection (a) shall be a re-
quired element for all participants in the Defense Se-
curity Cooperation University, the Attaché Training
Program, and the Attaché Staff Training Program of
the Joint Military Attaché School.

‘“(b) REPORT.—Not later than 180 days after the date
of the enactment of this Act, the Under Secretary of
Defense for Intelligence and Security and the Under
Secretary of Defense for Policy, in coordination with
the Commander of the United States Cyber Command,
the Director of the Defense Security Cooperation Agen-
cy, and the Director of the Defense Intelligence Agen-
cy, shall submit to the Committees on Armed Services
of the Senate and the House of Representatives a report
on the requirements and considerations to implement
enhanced training and coordination to advance cyber-
space security cooperation with foreign partners. The
study may consider such areas as the following:

‘(1) Sufficiency of the training provided in the De-
fense Security Cooperation University and the Joint
Military Attaché School.

‘“(2) Additional training requirements, familiariza-
tion requirements, or both such requirements nec-
essary for officers assigned to particular locations or
positions.

‘“(3) Areas for increased cooperation.

‘“(4) A plan for completing the activities required
by subsection (a).

‘“(5) Additional resources required to complete such
activities.

‘‘(c) BRIEFING.—Not later than 30 days after the date
on which the Under Secretary of Defense for Intel-
ligence and Security and the Under Secretary of De-
fense for Policy submit the report under subsection (b),
the Under Secretaries, in coordination with the Com-
mander of the United States Cyber Command, the Di-
rector of the Defense Security Cooperation Agency, and
the Director of the Defense Intelligence Agency, shall
provide to the Committees on Armed Services of the
Senate and the House of Representatives a briefing on
the findings from the report on enhancing training and
coordination to advance cyberspace security coopera-
tion described in such subsection. Such briefing shall
include a discussion on the enhanced training meeting
the elements under subsection (a)(3) and a plan for fu-
ture updates and sustainment of such training.”’

§391. Reporting on cyber incidents with respect
to networks and information systems of oper-
ationally critical contractors and certain
other contractors

(a) DESIGNATION OF DEPARTMENT COMPONENT
TO RECEIVE REPORTS.—The Secretary of Defense
shall designate a component of the Department
of Defense to receive reports of cyber incidents
from contractors in accordance with this section
and section 393 of this title or from other gov-
ernmental entities.

(b) PROCEDURES FOR REPORTING CYBER INCI-
DENTS.—The Secretary of Defense shall establish
procedures that require an operationally critical
contractor to report in a timely manner to com-
ponent designated under subsection (a) each
time a cyber incident occurs with respect to a
network or information system of such oper-
ationally critical contractor.

(¢) PROCEDURE REQUIREMENTS.—
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(1) DESIGNATION AND NOTIFICATION.—The pro-
cedures established pursuant to subsection (a)
shall include a process for—

(A) designating operationally critical con-
tractors; and

(B) notifying a contractor that it has been
designated as an operationally critical con-
tractor.

(2) RAPID REPORTING.—The procedures estab-
lished pursuant to subsection (a) shall require
each operationally critical contractor to rap-
idly report to the component of the Depart-
ment designated pursuant to subsection
(A)(2)(A) on each cyber incident with respect
to any network or information systems of
such contractor. Each such report shall in-
clude the following:

(A) An assessment by the contractor of the
effect of the cyber incident on the ability of
the contractor to meet the contractual re-
quirements of the Department.

(B) The technique or method used in such
cyber incident.

(C) A sample of any malicious software, if
discovered and isolated by the contractor,
involved in such cyber incident.

(D) A summary of information com-
promised by such cyber incident.

(3) DEPARTMENT ASSISTANCE AND ACCESS TO
EQUIPMENT AND INFORMATION BY DEPARTMENT
PERSONNEL.—The procedures established pur-
suant to subsection (a) shall—

(A) include mechanisms for Department
personnel to, if requested, assist operation-
ally critical contractors in detecting and
mitigating penetrations; and

(B) provide that an operationally critical
contractor is only required to provide access
to equipment or information as described in
subparagraph (A) to determine whether in-
formation created by or for the Department
in connection with any Department program
was successfully exfiltrated from a network
or information system of such contractor
and, if so, what information was exfiltrated.

(4) PROTECTION OF TRADE SECRETS AND OTHER
INFORMATION.—The procedures established pur-
suant to subsection (a) shall provide for the
reasonable protection of trade secrets, com-
mercial or financial information, and informa-
tion that can be used to identify a specific per-
son.

(5) DISSEMINATION OF INFORMATION.—The pro-
cedures established pursuant to subsection (a)
shall limit the dissemination of information
obtained or derived through the procedures to
entities—

(A) with missions that may be affected by
such information;

(B) that may be called upon to assist in
the diagnosis, detection, or mitigation of
cyber incidents;

(C) that conduct counterintelligence or
law enforcement investigations; or

(D) for national security purposes, includ-
ing cyber situational awareness and defense
purposes.

(d) PROTECTION FROM LIABILITY OF OPERATION-
ALLY CRITICAL CONTRACTORS.—(1) No cause of ac-
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tion shall lie or be maintained in any court
against any operationally critical contractor,
and such action shall be promptly dismissed, for
compliance with this section and contract re-
quirements established pursuant to Defense Fed-
eral Acquisition Regulation Supplement clause
252.204-7012, Safeguarding Covered Defense Infor-
mation and Cyber Incident Reporting, that is
conducted in accordance with procedures estab-
lished pursuant to subsection (b) and such con-
tract requirements.

(2)(A) Nothing in this section shall be con-
strued—

(i) to require dismissal of a cause of action
against an operationally critical contractor
that has engaged in willful misconduct in the
course of complying with the procedures es-
tablished pursuant to subsection (b); or

(ii) to undermine or limit the availability of
otherwise applicable common law or statutory
defenses.

(B) In any action claiming that paragraph (1)
does not apply due to willful misconduct de-
scribed in subparagraph (A), the plaintiff shall
have the burden of proving by clear and con-
vincing evidence the willful misconduct by each
operationally critical contractor subject to such
claim and that such willful misconduct proxi-
mately caused injury to the plaintiff.

(C) In this subsection, the term ‘‘willful mis-

conduct” means an act or omission that is
taken—

(i) intentionally to achieve a wrongful pur-
pose;

(ii) knowingly without legal or factual jus-
tification; and

(iii) in disregard of a known or obvious risk
that is so great as to make it highly probable
that the harm will outweigh the benefit.

(e) DEFINITIONS.—In this section:

(1) CYBER INCIDENT.—The term ‘‘cyber inci-
dent” means actions taken through the use of
computer networks that result in an actual or
potentially adverse effect on an information
system or the information residing therein.

(2) OPERATIONALLY CRITICAL CONTRACTOR.—
The term ‘‘operationally critical contractor”
means a contractor designated by the Sec-
retary for purposes of this section as a critical
source of supply for airlift, sealift, intermodal
transportation services, or logistical support
that is essential to the mobilization, deploy-
ment, or sustainment of the Armed Forces in
a contingency operation.

(Added Pub. L. 113-291, div. A, title XVI,
§1632(a), Dec. 19, 2014, 128 Stat. 3639; amended
Pub. L. 114-92, div. A, title XVI, §1641(b), (c)(1),
Nov. 25, 2015, 129 Stat. 1115, 1116; Pub. L. 116-283,
div. A, title XVII, §1704, Jan. 1, 2021, 134 Stat.
4082.)

Editorial Notes
AMENDMENTS

2021—Subsec. (d)(1). Pub. L. 116-283 inserted ‘‘and con-
tract requirements established pursuant to Defense
Federal Acquisition Regulation Supplement clause
252.204-7012, Safeguarding Covered Defense Information
and Cyber Incident Reporting,” after ‘‘compliance with
this section” and ‘‘and such contract requirements’’ be-
fore period at end.
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2015—Subsec. (a). Pub. L. 11492, §1641(c)(1), sub-
stituted ‘“‘and section 393 of this title” for ‘‘and with
section 941 of the National Defense Authorization Act
for Fiscal Year 2013 (10 U.S.C. 2224 note)”’.

Subsecs. (d), (e). Pub. L. 114-92, §1641(b), added subsec.
(d) and redesignated former subsec. (d) as (e).

Statutory Notes and Related Subsidiaries

SENIOR MILITARY ADVISOR FOR CYBER POLICY AND
DEPUTY PRINCIPAL CYBER ADVISOR

Pub. L. 116-92, div. A, title IX, §905, Dec. 20, 2019, 133
Stat. 1557, as amended by Pub. L. 116-283, div. A, title
XVII, §1713(b), Jan. 1, 2021, 134 Stat. 4090; Pub. L. 117-81,
div. A, title XV, §1503(b), Dec. 27, 2021, 135 Stat. 2021;
Pub. L. 117-263, div. A, title X, §1081(c), Dec. 23, 2022, 136
Stat. 2797, which authorized the Secretary of Defense to
designate an officer within the Office of the Under Sec-
retary of Defense for Policy to serve within that Office
as Senior Military Advisor for Cyber Policy, and con-
currently, as Deputy Principal Cyber Advisor, was
transferred to section 392a of this chapter and des-
ignated as subsec. (b) of that section by Pub. L. 117-263,
div. A, title XV, §1501(b)(3)(A), Dec. 23, 2022, 136 Stat.
2878.

CYBER GOVERNANCE STRUCTURES AND PRINCIPAL CYBER
ADVISORS ON MILITARY CYBER FORCE MATTERS

Pub. L. 116-92, div. A, title XVI, §1657, Dec. 20, 2019,
133 Stat. 1767, which authorized each of the secretaries
of the military departments, in consultation with the
service chiefs, to appoint an independent Principal
Cyber Advisor for each service to act as the principal
advisor to the relevant secretary on all cyber matters
affecting that military service, was transferred to sec-
tion 392a of this chapter and designated as subsec. (¢)
of that section by Pub. L. 117-263, div. A, title XV,
§1501(b)(4)(A), Dec. 23, 2022, 136 Stat. 2878.

CONSORTIA OF UNIVERSITIES TO ADVISE SECRETARY OF
DEFENSE ON CYBERSECURITY MATTERS

Pub. L. 116-92, div. A, title XVI, §1659, Dec. 20, 2019,
133 Stat. 1770, as amended by Pub. L. 117-81, div. A, title
XV, §1530, Dec. 27, 2021, 135 Stat. 2049; Pub. L. 117-263,
div. A, title XV, §1505, Dec. 23, 2022, 136 Stat. 2881; Pub.
L. 118-31, div. A, title XV, §1531(c)(3), Dec. 22, 2023, 137
Stat. 562, provided that:

‘‘(a) ESTABLISHMENT AND FUNCTION.—The Secretary of
Defense shall establish a consortium of universities to
assist the Secretary on cybersecurity matters relating
to the following:

‘(1) To provide the Secretary a formal mechanism
to communicate with consortium members regarding
the Department of Defense’s cybersecurity strategic
plans, cybersecurity requirements, and priorities for
basic and applied cybersecurity research.

‘“(2) To advise the Secretary on the needs of aca-
demic institutions related to cybersecurity and re-
search conducted on behalf of the Department and
provide feedback to the Secretary from members of
the consortium or consortia.

“(3) To serve as a focal point or focal points for the
Secretary and the Department for the academic com-
munity on matters related to cybersecurity,
cybersecurity research, conceptual and academic de-
velopments in cybersecurity, and opportunities for
closer collaboration between academia and the De-
partment.

‘“(4) To provide to the Secretary access to the ex-
pertise of the institutions of the consortium or con-
sortia on matters relating to cybersecurity.

‘“(5) To align the efforts of such members in support
of the Department.

‘‘(b) MEMBERSHIP.—The consortium established under
subsection (a) shall be open to all universities that
have been designated as centers of academic excellence
by the Director of the National Security Agency or the
Secretary of Homeland Security.

““(c) ORGANIZATION.—
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‘(1) DESIGNATION OF ADMINISTRATIVE CHAIR.—The
Secretary of Defense shall designate the National De-
fense University College of Information and Cyber-
space to function as the administrative chair of the
consortium established pursuant to subsection (a).

‘“(2) DUTIES OF ADMINISTRATIVE CHAIR.—The admin-
istrative chair designated under paragraph (1) for the
consortium shall—

““(A) act as the leader of the consortium;

‘“(B) be the liaison between the consortium and
the Secretary;

“(C) distribute requests from the Secretary for
advice and assistance to appropriate members of
the consortium and coordinate responses back to
the Secretary; and

‘(D) act as a clearinghouse for Department of De-
fense requests relating to assistance on matters re-
lating to cybersecurity and to provide feedback to
the Secretary from members of the consortium.

‘(3) EXECUTIVE COMMITTEE.—The Secretary, in con-
sultation with the administrative chair, may form an
executive committee for the consortium that is com-
prised of representatives of the Federal Government
to assist the chair with the management and func-
tions of the consortium.

‘(d) CONSULTATION.—The Secretary shall meet with
such members of the consortium as the Secretary con-
siders appropriate, not less frequently than twice each
year or at such periodicity as is agreed to by the Sec-
retary and the consortium.

‘‘(e) PROCEDURES.—The Secretary shall establish pro-
cedures for organizations within the Department to ac-
cess the work product produced by and the research,
capabilities, and expertise of a consortium established
under subsection (a) and the universities that con-
stitute such consortium.

*“(f) SUPPORT CENTER.—

‘(1) ESTABLISHMENT.—The Secretary shall establish
a center to provide support to the consortium estab-
lished under subsection (a).

¢“(2) COMPOSITION.—

‘‘(A) REQUIREMENT.—The center established under
paragraph (1) shall be composed of one or two uni-
versities, as the Secretary considers appropriate,
that—

‘“(i) have been designated as centers of aca-
demic excellence by the Director of the National
Security Agency or the Secretary of Homeland
Security; and

‘(i) are eligible for access to classified infor-
mation.

‘(B) PUBLICATION.—The Secretary shall publish in
the Federal Register the process for selection of
universities to serve as the center established under
paragraph (1).

‘(3) FuNncTIONS.—The functions of the center estab-
lished under paragraph (1) are as follows:

‘““(A) To promote the consortium established
under subsection (a).

‘(B) To distribute on behalf of the Department
requests for information or assistance to members
of the consortium.

‘(C) To collect and assemble responses from re-
quests distributed under subparagraph (B).

‘(D) To provide additional administrative support
for the consortium.

‘‘(g) DISCHARGE THROUGH DIRECTOR.—In carrying out
this section, the Secretary of Defense shall act through
the Director of the office established under section
2192c of title 10, United States Code.”

ISSUANCE OF PROCEDURES

Pub. L. 113-291, div. A, title XVI, §1632(b), Dec. 19,
2014, 128 Stat. 3640, provided that: ‘“The Secretary shall
establish the procedures required by subsection (b) of
section 391 of title 10, United States Code, as added by
subsection (a) of this section, not later than 90 days
after the date of the enactment of this Act [Dec. 19,
2014].”
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ASSESSMENT OF DEPARTMENT POLICIES

Pub. L. 113-291, div. A, title XVI, §1632(c), Dec. 19,
2014, 128 Stat. 3640, provided that:

‘(1) IN GENERAL.—Not later than 90 days after the
date of the enactment of the Act [Dec. 19, 2014], the
Secretary of Defense shall complete an assessment of—

‘“(A) requirements that were in effect on the day be-
fore the date of the enactment of this Act for con-
tractors to share information with Department com-
ponents regarding cyber incidents (as defined in sub-

section (d) [now (e)] of such section 391 [10 U.S.C.

391(e)]) with respect to networks or information sys-

tems of contractors; and

‘(B) Department policies and systems for sharing
information on cyber incidents with respect to net-
works or information systems of Department con-
tractors.

‘“(2) ACTIONS FOLLOWING ASSESSMENT.—Upon comple-
tion of the assessment required by paragraph (1), the
Secretary shall—

‘“(A) designate a Department component under sub-
section (a) of such section 391; and

‘(B) issue or revise guidance applicable to Depart-
ment components that ensures the rapid sharing by
the component designated pursuant to such section

391 or section 941 of the National Defense Authoriza-

tion Act for Fiscal Year 2013 [Pub. L. 112-239] (10

U.S.C. 2224 note) of information relating to cyber in-

cidents with respect to networks or information sys-

tems of contractors with other appropriate Depart-
ment components.”’

§391a. Annual reports on support by military de-
partments for United States Cyber Command

(a) REPORTS.—Not later than 15 days after the
date on which the Secretary of Defense submits
to Congress the defense budget materials (as de-
fined in section 239 of this title) for a fiscal year,
the Commander of the United States Cyber
Command shall submit to the congressional de-
fense committees a report containing the fol-
lowing:

(1) An evaluation of whether each military
department is meeting the requirements es-
tablished by the Commander and validated by
the Office of the Secretary of Defense, and is
effectively implementing the plan required by
section 15634 of the National Defense Author-
ization Act for Fiscal Year 2023, and the re-
quirements established pursuant to section
1533 of such Act.

(2) For each military department evaluated
under paragraph (1)—

(A) a certification that the military de-
partment is meeting such requirements; or

(B) a detailed explanation regarding how
the military department is not meeting such
requirements.

(b) ELEMENTS OF EVALUATION.—Each evalua-
tion under subsection (a)(1) shall include, with
respect to the military department being evalu-
ated, the following:

(1) The adequacy of the policies, procedures,
and execution of manning, training, and equip-
ping personnel for employment within the
Cyber Mission Force.

(2) The sufficiency and robustness of train-
ing curricula for personnel to be assigned to
either the Cyber Mission Force or units within
the cyberspace operations forces, and the com-
pliance by the military department with
training standards.

(3) The adequacy of the policies and proce-
dures relating to the assignment and assign-



		Superintendent of Documents
	2024-06-26T11:01:44-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




