Page 517

struck out before period at end ¢, as added by section
223(a)(6) of this division”’.

Subsec. (c)(1)(A)(vi). Pub. L. 115278, §2(h)(1)(F)(i),
substituted ‘‘section 2213(c)(5)”’ for ‘‘section 230(c)(5)”’
and struck out ¢, as added by section 223(a)(6) of this
division” after ‘‘Homeland Security Act of 2002".

§ 1525. Termination
(a) In general

The authority provided under section 663 of
this title, and the reporting requirements under
section 1524(c) of this title shall terminate on
September 30, 2023.

(b) Rule of construction

Nothing in subsection (a) shall be construed to
affect the limitation of liability of a private en-
tity for assistance provided to the Secretary
under section 663(d)(2)! of this title, if such as-
sistance was rendered before the termination
date under subsection (a) or otherwise during a
period in which the assistance was authorized.

(Pub. L. 114-113, div. N, title II, §227, Dec. 18,
2015, 129 Stat. 2971; Pub. L. 115-278, §2(h)(1)(G),
Nov. 16, 2018, 132 Stat. 4182; Pub. L. 117-328, div.
O, title I, §101, Dec. 29, 2022, 136 Stat. 5226.)

Editorial Notes
AMENDMENTS

2022—Subsec. (a). Pub. L. 117-328 substituted ‘‘Sep-
tember 30, 2023 for ‘‘the date that is 7 years after De-
cember 18, 2015°".

2018—Subsec. (a). Pub. L. 115-278, §2(h)(1)(G)({), sub-
stituted ‘‘section 663 of this title” for ‘‘section 151 of
this title, as added by section 223(a)(6) of this divi-
sion,”’.

Subsec. (b). Pub. L. 115-278, §2(h)(1)(G)(ii), substituted
‘“‘section 663(d)(2) of this title” for ‘‘section 151(d)(2) of
this title, as added by section 223(a)(6) of this divi-
sion,”’.

§1526. Inventory of cryptographic systems; mi-
gration to post-quantum cryptography

(a) Inventory
(1) Establishment

Not later than 180 days after December 21,
2022, the Director of OMB, in coordination
with the National Cyber Director and in con-
sultation with the Director of CISA, shall
issue guidance on the migration of informa-
tion technology to post-quantum cryptog-
raphy, which shall include at a minimum—

(A) a requirement for each agency to es-
tablish and maintain a current inventory of
information technology in use by the agency
that is vulnerable to decryption by quantum
computers, prioritized using the criteria de-
scribed in subparagraph (B);

(B) criteria to allow agencies to prioritize
their inventory efforts; and

(C) a description of the information re-
quired to be reported pursuant to subsection
(b).

(2) Additional content in guidance

In the guidance established by paragraph (1),
the Director of OMB shall include, in addition
to the requirements described in that para-
graph—

180 in original. Probably should be “663(c)(2)".
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(A) a description of information tech-
nology to be prioritized for migration to
post-quantum cryptography; and

(B) a process for evaluating progress on
migrating information technology to post-
quantum cryptography, which shall be auto-
mated to the greatest extent practicable.

(3) Periodic updates

The Director of OMB shall update the guid-
ance required under paragraph (1) as the Di-
rector of OMB determines necessary, in co-
ordination with the National Cyber Director
and in consultation with the Director of CISA.

(b) Agency reports

Not later than 1 year after December 21, 2022,
and on an ongoing basis thereafter, the head of
each agency shall provide to the Director of
OMB, the Director of CISA, and the National
Cyber Director—

(1) the inventory described in subsection

(a)(1); and

(2) any other information required to be re-

ported under subsection (a)(1)(C).

(c) Migration and assessment

Not later than 1 year after the date on which
the Director of NIST has issued post-quantum
cryptography standards, the Director of OMB
shall issue guidance requiring each agency to—

(1) prioritize information technology de-
scribed under subsection (a)(2)(A) for migra-
tion to post-quantum cryptography; and

(2) develop a plan to migrate information
technology of the agency to post-quantum
cryptography consistent with the

prioritization under paragraph (1).

(d) Interoperability

The Director of OMB shall ensure that the
prioritizations made under subsection (c)(1) are
assessed and coordinated to ensure interoper-
ability.

(e) Office of Management and Budget reports
(1) Report on post-quantum cryptography

Not later than 15 months after December 21,
2022, the Director of OMB, in coordination
with the National Cyber Director and in con-
sultation with the Director of CISA, shall sub-
mit to the Committee on Homeland Security
and Governmental Affairs of the Senate and
the Committee on Oversight and Reform of
the House of Representatives a report on the
following:

(A) A strategy to address the risk posed by
the wvulnerabilities of information tech-
nology of agencies to weakened encryption
due to the potential and possible capability
of a quantum computer to breach that
encryption.

(B) An estimate of the amount of funding
needed by agencies to secure the informa-
tion technology described in subsection
(a)(1)(A) from the risk posed by an adversary
of the United States using a quantum com-
puter to breach the encryption of the infor-
mation technology.

(C) A description of Federal civilian execu-
tive branch coordination efforts led by the
National Institute of Standards and Tech-
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