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§1172. Railroad security enhancements; Model
State legislation

Not later than November 2, 2007, the Secretary
of Transportation shall develop and make avail-
able to States model legislation to address the
problem of entities that claim to be railroad
carriers in order to establish and run a police
force when the entities do not in fact provide
railroad transportation. In developing the model
State legislation the Secretary shall solicit the
input of the States, railroads carriers, and rail-
road carrier employees. The Secretary shall re-
view and, if necessary, revise such model State
legislation periodically.

(Pub. L. 110-53, title XV, §1526(b), Aug. 3, 2007,
121 Stat. 452.)

PART C—OVER-THE-ROAD BUS AND TRUCKING
SECURITY

§1181. Over-the-road bus security assessments
and plans

(a) In general

Not later than 18 months after August 3, 2007,
the Secretary shall issue regulations that—

(1) require each over-the-road bus operator
assigned to a high-risk tier under this sec-
tion—

(A) to conduct a vulnerability assessment

in accordance with subsections (c¢) and (d);

and

(B) to prepare, submit to the Secretary for
approval, and implement a security plan in
accordance with subsection (e); and

(2) establish standards and guidelines for de-
veloping and implementing the vulnerability
assessments and security plans for carriers as-
signed to high-risk tiers consistent with this
section.

(b) Non high-risk programs

The Secretary may establish a security pro-
gram for over-the-road bus operators not as-
signed to a high-risk tier, including—

(1) guidance for such operators in conducting
vulnerability assessments and preparing and
implementing security plans, as determined
appropriate by the Secretary; and

(2) a process to review and approve such as-
sessments and plans, as appropriate.

(c) Deadline for submission

Not later than 9 months after the date of
issuance of the regulations under subsection (a),
the vulnerability assessments and security plans
required by such regulations for over-the-road
bus operators assigned to a high-risk tier shall
be completed and submitted to the Secretary for
review and approval.

(d) Vulnerability assessments

(1) Requirements

The Secretary shall provide technical assist-
ance and guidance to over-the-road bus opera-
tors in conducting vulnerability assessments
under this section and shall require that each
vulnerability assessment of an operator as-
signed to a high-risk tier under this section
includes, as appropriate—

(A) identification and evaluation of crit-
ical assets and infrastructure, including
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platforms, stations, terminals, and informa-
tion systems;

(B) identification of the vulnerabilities to
those assets and infrastructure; and

(C) identification of weaknesses in—

(i) physical security;

(ii) passenger and cargo security;

(iii) the security of programmable elec-
tronic devices, computers, or other auto-
mated systems which are used in providing
over-the-road bus transportation;

(iv) alarms, cameras, and other protec-
tion systems;

(v) communications systems and utili-
ties needed for over-the-road bus security
purposes, including dispatching systems;

(vi) emergency response planning;

(vii) employee training; and

(viii) such other matters as the Sec-
retary determines appropriate.

(2) Threat information

The Secretary shall provide in a timely
manner to the appropriate employees of an
over-the-road bus operator, as designated by
the over-the-road bus operator, threat infor-
mation that is relevant to the operator when
preparing and submitting a vulnerability as-
sessment and security plan, including an as-
sessment of the most likely methods that
could be used by terrorists to exploit weak-
nesses in over-the-road bus security.

(e) Security plans
(1) Requirements

The Secretary shall provide technical assist-
ance and guidance to over-the-road bus opera-
tors in preparing and implementing security
plans under this section and shall require that
each security plan of an over-the-road bus op-
erator assigned to a high-risk tier under this
section includes, as appropriate—

(A) the identification of a security coordi-
nator having authority—

(i) to implement security actions under
the plan;

(ii) to coordinate
ments; and

(iii) to receive communications from ap-
propriate Federal officials regarding over-
the-road bus security;

security improve-

(B) a list of needed capital and operational
improvements;

(C) procedures to be implemented or used
by the over-the-road bus operator in re-
sponse to a terrorist attack, including evac-
uation and passenger communication plans
that include individuals with disabilities, as
appropriate;

(D) the identification of steps taken with
State and local law enforcement agencies,
emergency responders, and Federal officials
to coordinate security measures and plans
for response to a terrorist attack;

(E) a strategy and timeline for conducting
training under section 1184 of this title;

(F) enhanced security measures to be
taken by the over-the-road bus operator
when the Secretary declares a period of
heightened security risk;

(G) plans for providing redundant and
backup systems required to ensure the con-
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