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designated by law or Presidential directive,
with responsibility for providing institutional
knowledge and specialized expertise of a sec-
tor, as well as leading, facilitating, or sup-
porting programs and associated activities of
its designated critical infrastructure sector in
the all hazards environment in coordination
with the Department.

(24) Security control

The term ‘‘security control” means the man-
agement, operational, and technical controls
used to protect against an unauthorized effort
to adversely affect the confidentiality, integ-
rity, and availability of an information sys-
tem or its information.

(25) Security vulnerability

The term ‘‘security vulnerability’’ means
any attribute of hardware, software, process,
or procedure that could enable or facilitate
the defeat of a security control.

(26) Sharing

The term ‘‘sharing” (including all conjuga-
tions thereof) means providing, receiving, and
disseminating (including all conjugations of
each such terms).

(27) SLTT entity

The term “SLTT entity” means a domestic
government entity that is a State govern-
ment, local government, Tribal government,
territorial government, or any subdivision
thereof.

(28) Supply chain compromise

The term ‘‘supply chain compromise’ means
an incident within the supply chain of an in-
formation system that an adversary can lever-
age, or does leverage, to jeopardize the con-
fidentiality, integrity, or availability of the
information system or the information the
system processes, stores, or transmits, and can
occur at any point during the life cycle.

(Pub. L. 107-296, title XXII, §2200, as added Pub.
L. 117-263, div. G, title LXXI, §7143(b)(1), Dec. 23,
2022, 136 Stat. 3654.)

Statutory Notes and Related Subsidiaries
RULE OF CONSTRUCTION

Pub. L. 117-263, div. G, title LXXI, §7143(f), Dec. 23,
2022, 136 Stat. 3664, provided that:

‘(1) INTERPRETATION OF TECHNICAL CORRECTIONS.—
Nothing in the amendments made by subsections (a)
through (d) [enacting this section and amending sec-
tions 195f, 321l, 464, 571, 624, 651 to 652a, 655, 656, 659 to
663, 665, 665b, 665d, 665bg, 6651, 671, 681, 1501, 1521, and 1524
of this title, sections 278g-3a and 648 of Title 15, Com-
merce and Trade, section 824s-1 of Title 16, Conserva-
tion, sections 300hh-10 and 18723 of Title 42, The Public
Health and Welfare, section 70101 of Title 46, Shipping,
and sections 3049a and 3371a of Title 50, War and Na-
tional Defense] shall be construed to alter the authori-
ties, responsibilities, functions, or activities of any
agency (as such term is defined in section 3502 of title
44, United States Code) or officer or employee of the
United States on or before the date of enactment of
this Act [Dec. 23, 2022].

¢“(2) INTERPRETATION OF REFERENCES TO DEFINITIONS.—
Any reference to a term defined in the Homeland Secu-
rity Act of 2002 (6 U.S.C. 101 et seq.) on the day before
the date of enactment of this Act that is defined in sec-
tion 2200 of that Act [6 U.S.C. 650] pursuant to the
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amendments made under this Act [Pub. L. 117-263, see
Tables for classification] shall be deemed to be a ref-
erence to that term as defined in section 2200 of the
Homeland Security Act of 2002, as added by this Act.”

PART A—CYBERSECURITY AND INFRASTRUCTURE
SECURITY

§ 651. Definition

In this part, the term ‘‘Cybersecurity Advisory
Committee’” means the advisory committee es-
tablished under section 665e(a) of this title.

(Pub. L. 107-296, title XXII, §2201, as added Pub.
L. 115-278, §2(a), Nov. 16, 2018, 132 Stat. 4168;
amended Pub. L. 116-283, div. H, title XC,
§9002(c)(2)(C), Jan. 1, 2021, 134 Stat. 4772; Pub. L.
117-150, §2(1), June 21, 2022, 136 Stat. 1295; Pub. L.
117-263, div. G, title LXXI, §7143(b)(2)(B), Dec. 23,
2022, 136 Stat. 3659.)

Editorial Notes

AMENDMENTS

2022—Pub. L. 117-263 amended section generally. Prior
to amendment, section defined critical infrastructure
information, cybersecurity risk, cybersecurity threat,
national cybersecurity asset response activities, Sector
Risk Management Agency, sharing, and SLTT entity.

Par. (7). Pub. L. 117-150 added par. (7).

2021—Par. (5). Pub. L. 116-283 substituted ‘‘Sector
Risk Management Agency’ for ‘‘Sector-Specific Agen-
cy’”’ in heading and ‘‘Sector Risk Management Agency’’
for ““‘Sector-Specific Agency’’ in text.

Statutory Notes and Related Subsidiaries
RULE OF CONSTRUCTION

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, responsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, and references
to terms defined in the Homeland Security Act of 2002
(6 U.S.C. 101 et seq.) on the day before Dec. 23, 2022, that
are defined in section 650 of this title are deemed to be
references to those terms as defined in such section 650,
see section 7143(f) of Pub. L. 117-263, set out as a note
under section 650 of this title.

CONSTRUCTION OF PUB. L. 115-278

Pub. L. 115278, §5, Nov. 16, 2018, 132 Stat. 4186, pro-
vided that: ‘““Nothing in this Act [see section 1 of Pub.
L. 115-278, set out as a Short Title of 2018 Amendment
note under section 101 of this title] or an amendment
made by this Act may be construed as—

‘(1) conferring new authorities to the Secretary of
Homeland Security, including programmatic, regu-
latory, or enforcement authorities, outside of the au-
thorities in existence on the day before the date of
enactment of this Act [Nov. 16, 2018];

“(2) reducing or limiting the programmatic, regu-
latory, or enforcement authority vested in any other
Federal agency by statute; or

“(3) affecting in any manner the authority, existing
on the day before the date of enactment of this Act,
of any other Federal agency or component of the De-
partment of Homeland Security.”

NATIONAL CYBER EXERCISES

Pub. L. 116-283, div. A, title XVII, §1744, Jan. 1, 2021,
134 Stat. 4135, provided that:

‘‘(a) REQUIREMENT.—Not later than December 31, 2023,
the Secretary of Homeland Security, in coordination
with the Director of National Intelligence, the Attor-
ney General, and the Secretary of Defense, shall con-
duct an exercise, which may be a tabletop exercise, to
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test the resilience, response, and recovery of the United
States to a significant cyber incident impacting crit-
ical infrastructure. The Secretary shall convene simi-
lar exercises not fewer than three times, in consulta-
tion with such officials, until 2033.

‘““(b) PLANNING AND PREPARATION.—The exercises re-
quired under subsection (a) shall be prepared by—

‘(1) appropriate personnel from—

‘“(A) the Department of Homeland Security;

‘(B) the Department of Defense; and

‘“(C) the Department of Justice; and
‘“(2) appropriate elements of the intelligence com-

munity, identified by the Director of National Intel-

ligence.

‘‘(c) SUBMISSION TO CONGRESS.—For each fiscal year
in which an exercise is planned, the Secretary, in co-
ordination with the Director of National Intelligence,
the Attorney General, and the Secretary of Defense,
shall submit to the appropriate congressional commit-
tees a plan for the exercise not later than 180 days prior
to the exercise. Each such plan shall include informa-
tion regarding the goals of the exercise at issue, how
the exercise is to be carried out, where and when the
exercise will take place, how many individuals are ex-
pected to participate from each Federal agency speci-
fied in subsection (b), and the costs or other resources
associated with the exercise.

¢“(d) PARTICIPANTS.—

‘(1) FEDERAL GOVERNMENT PARTICIPANTS.—Appro-
priate personnel from the following Federal agencies
shall participate in each exercise required under sub-
section (a):

‘“(A) The Department of Homeland Security.

‘“(B) The Department of Defense, as identified by
the Secretary of Defense.

‘(C) Elements of the intelligence community, as
identified by the Director of National Intelligence.

‘(D) The Department of Justice, as identified by
the Attorney General.

‘“(E) Sector-specific agencies, as determined by
the Secretary of Homeland Security.

‘(2) STATE AND LOCAL GOVERNMENTS.—The Sec-
retary shall invite representatives from State, local,
and Tribal governments to participate in each exer-
cise required under subsection (a) if the Secretary de-
termines such is appropriate.

‘(3) PRIVATE ENTITIES.—Depending on the nature of
an exercise being conducted under subsection (a), the
Secretary, in consultation with the senior represent-
ative of the sector-specific agencies participating in
such exercise in accordance with paragraph (1)(E),
shall invite the following individuals to participate:

‘‘(A) Representatives from appropriate private en-
tities.

‘(B) Other individuals whom the Secretary deter-
mines will best assist the United States in pre-
paring for, and defending against, a significant
cyber incident impacting critical infrastructure.
‘“(4) INTERNATIONAL PARTNERS.—Depending on the

nature of an exercise being conducted under sub-

section (a), the Secretary may, in coordination with
the Secretary of State, invite allies and partners of
the United States to participate in such exercise.

‘‘(e) OBSERVERS.—The Secretary may invite rep-
resentatives from the executive and legislative
branches of the Federal Government to observe an ex-
ercise required under subsection (a).

“(f) ELEMENTS.—Each exercise required under sub-
section (a) shall include the following elements:

‘(1) Exercising the orchestration of cybersecurity
response and the provision of cyber support to Fed-
eral, State, local, and Tribal governments and private
entities, including the exercise of the command, con-
trol, and deconfliction of—

‘“(A) operational responses through interagency
coordination processes and response groups; and

‘(B) each Federal agency participating in such
exercise in accordance with subsection (d)(1).

‘“(2) Testing of the information sharing needs and
capabilities of exercise participants.
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‘“(3) Testing of the relevant policy, guidance, and
doctrine, including the National Cyber Incident Re-
sponse Plan of the Cybersecurity and Infrastructure
Security Agency of the Department of Homeland Se-
curity.

‘“(4) Testing of the integration and interoperability
between the entities participating in the exercise in
accordance with subsection (d).

‘“(5) Exercising the integration and interoperability
of the cybersecurity operation centers of the Federal
Government, as appropriate, in coordination with ap-
propriate cabinet level officials.

‘‘(g) BRIEFING.—

‘(1) IN GENERAL.—Not later than 180 days after the
date on which each exercise required under sub-
section (a) is conducted, the Secretary shall provide
to the appropriate congressional committees a brief-
ing on the exercise.

‘“(2) CONTENTS.—Each briefing required under para-
graph (1) shall include—

“(A) an assessment of the decision and response
gaps observed in the exercise at issue;

‘(B) proposed recommendations to improve the
resilience, response, and recovery of the United
States to a significant cyber attack against critical
infrastructure; and

‘“(C) appropriate plans to address the rec-
ommendations proposed under subparagraph (B).

‘“(h) REPEAL.—[Repealed section 1648(b) of Pub. L.
114-92, 129 Stat. 1119.]
‘(1) DEFINITIONS.—In this section:

‘(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The
term ‘appropriate congressional committees’ means—

““(A) the Committee on Armed Services of the
Senate;

“(B) the Committee on Armed Services of the
House of Representatives;

“(C) the Committee on Homeland Security and
Governmental Affairs of the Senate;

(D) the Committee on Homeland Security of the
House of Representatives;

“(E) the Select Committee on Intelligence of the
Senate;

“(F) the Permanent Select Committee on Intel-
ligence of the House of Representatives;

“(G) the Committee on the Judiciary of the Sen-
ate;

‘““(H) the Committee on the Judiciary of the House
of Representatives;

“(I) the Committee on Commerce, Science, and
Transportation of the Senate;

“(J) the Committee on Science, Space, and Tech-
nology of the House of Representatives;

“(K) the Committee on Foreign Relations of the
Senate; and

‘(L) the Committee on Foreign Affairs of the
House of Representatives.

‘(2) ELEMENT OF THE INTELLIGENCE COMMUNITY.—
The term ‘element of the intelligence community’
means an element specified or designated under sec-
tion 3 of the National Security Act of 1947 (50 U.S.C.
3003).

‘“(3) PRIVATE ENTITY.—The term ‘private entity’ has
the meaning given the term in section 102 of the
Cybersecurity Information Sharing Act of 2015 (6
U.S.C. 1501).

‘“(4) SECRETARY.—The term ‘Secretary’ means the
Secretary of Homeland Security.

‘“(5) SECTOR-SPECIFIC AGENCY.—The term ‘sector-
specific agency’ has the meaning given the term ‘Sec-
tor-Specific Agency’ in section 2201 of the Homeland
Security Act of 2002 (6 U.S.C. 651) [see 6 U.S.C. 650].

‘(6) STATE.—The term ‘State’ means any State of
the United States, the District of Columbia, the Com-
monwealth of Puerto Rico, the Northern Mariana Is-
lands, the United States Virgin Islands, Guam, Amer-
ican Samoa, and any other territory or possession of
the United States.”
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Executive Documents

EX. ORD. NoO. 13905. STRENGTHENING NATIONAL RESIL-
IENCE THROUGH RESPONSIBLE USE OF POSITIONING,
NAVIGATION, AND TIMING SERVICES

Ex. Ord. No. 13905, Feb. 12, 2020, 85 F.R. 9359, provided:

By the authority vested in me as President by the
Constitution and the laws of the United States of
America, it is hereby ordered as follows:

SECTION 1. Purpose. The national and economic secu-
rity of the United States depends on the reliable and ef-
ficient functioning of critical infrastructure. Since the
United States made the Global Positioning System
available worldwide, positioning, navigation, and tim-
ing (PNT) services provided by space-based systems
have become a largely invisible utility for technology
and infrastructure, including the electrical power grid,
communications infrastructure and mobile devices, all
modes of transportation, precision agriculture, weather
forecasting, and emergency response. Because of the
widespread adoption of PNT services, the disruption or
manipulation of these services has the potential to ad-
versely affect the national and economic security of
the United States. To strengthen national resilience,
the Federal Government must foster the responsible
use of PNT services by critical infrastructure owners
and operators.

SEC. 2. Definitions. As used in this order:

(a) “PNT services’” means any system, network, or
capability that provides a reference to calculate or
augment the calculation of longitude, latitude, alti-
tude, or transmission of time or frequency data, or any
combination thereof.

(b) ““Responsible use of PNT services’”’ means the de-
liberate, risk-informed use of PNT services, including
their acquisition, integration, and deployment, such
that disruption or manipulation of PNT services mini-
mally affects national security, the economy, public
health, and the critical functions of the Federal Gov-
ernment.

(c) ““Critical infrastructure” means systems and as-
sets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such sys-
tems and assets would have a debilitating impact on
national security, national economic security, national
public health or safety, or on any combination of those
matters.

(d) “PNT profile”’ means a description of the respon-
sible use of PNT services—aligned to standards, guide-
lines, and sector-specific requirements—selected for a
particular system to address the potential disruption
or manipulation of PNT services.

(e) ‘‘Sector-Specific Agency’ (SSA) is the executive
department or agency that is responsible for providing
institutional knowledge and specialized expertise as
well as leading, facilitating, or supporting the security
and resilience programs and associated activities of its
designated critical infrastructure sector in the all-haz-
ards environment. The SSAs are those identified in
Presidential Policy Directive 21 of February 12, 2013
(Critical Infrastructure Security and Resilience).

SEC. 3. Policy. It is the policy of the United States to
ensure that disruption or manipulation of PNT services
does not undermine the reliable and efficient func-
tioning of its critical infrastructure. The Federal Gov-
ernment must increase the Nation’s awareness of the
extent to which critical infrastructure depends on, or is
enhanced by, PNT services, and it must ensure critical
infrastructure can withstand disruption or manipula-
tion of PNT services.

To this end, the Federal Government shall engage the
public and private sectors to identify and promote the
responsible use of PNT services.

SEC. 4. Implementation. (a) Within 1 year of the date of
this order [Feb. 12, 2020], the Secretary of Commerce, in
coordination with the heads of SSAs and in consulta-
tion, as appropriate, with the private sector, shall de-
velop and make available, to at least the appropriate
agencies and private sector users, PNT profiles. The
PNT profiles will enable the public and private sectors
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to identify systems, networks, and assets dependent on
PNT services; identify appropriate PNT services; detect
the disruption and manipulation of PNT services; and
manage the associated risks to the systems, networks,
and assets dependent on PNT services. Once made
available, the PNT profiles shall be reviewed every 2
years and, as necessary, updated.

(b) The Secretary of Defense, Secretary of Transpor-
tation, and Secretary of Homeland Security shall refer
to the PNT profiles created pursuant to subsection (a)
of this section in updates to the Federal Radio-
navigation Plan.

(c) Within 1 year of the date of this order, the Sec-
retary of Homeland Security, in coordination with the
heads of SSAs, shall develop a plan to test the
vulnerabilities of critical infrastructure systems, net-
works, and assets in the event of disruption and manip-
ulation of PNT services. The results of the tests carried
out under that plan shall be used to inform updates to
the PNT profiles identified in subsection (a) of this sec-
tion.

(d) Within 90 days of the PNT profiles being made
available, the heads of SSAs and the heads of other ex-
ecutive departments and agencies (agencies), as appro-
priate, through the Secretary of Homeland Security,
shall develop contractual language for inclusion of the
relevant information from the PNT profiles in the re-
quirements for Federal contracts for products, systems,
and services that integrate or utilize PNT services,
with the goal of encouraging the private sector to use
additional PNT services and develop new robust and se-
cure PNT services. The heads of SSAs and the heads of
other agencies, as appropriate, shall update the re-
quirements as necessary.

(e) Within 180 days of the completion of any of the du-
ties described in subsection (d) of this section, and con-
sistent with applicable law and to the maximum extent
practicable, the Federal Acquisition Regulatory Coun-
cil, in consultation with the heads of SSAs and the
heads of other agencies, as appropriate, shall incor-
porate the requirements developed under subsection (d)
of this section into Federal contracts for products, sys-
tems, and services that integrate or use PNT services.

(f) Within 1 year of the PNT profiles being made
available, and biennially thereafter, the heads of SSAs
and the heads of other agencies, as appropriate,
through the Secretary of Homeland Security, shall sub-
mit a report to the Assistant to the President for Na-
tional Security Affairs and the Director of the Office of
Science and Technology Policy (OSTP) on the extent to
which the PNT profiles have been adopted in their re-
spective agencies’ acquisitions and, to the extent pos-
sible, the extent to which PNT profiles have been
adopted by owners and operators of critical infrastruc-
ture.

(g) Within 180 days of the date of this order, the Sec-
retary of Transportation, Secretary of Energy, and Sec-
retary of Homeland Security shall each develop plans
to engage with critical infrastructure owners or opera-
tors to evaluate the responsible use of PNT services.
Each pilot program shall be completed within 1 year of
developing the plan, and the results shall be used to in-
form the development of the relevant PNT profile and
research and development (R&D) opportunities.

(h) Within 1 year of the date of this order, the Direc-
tor of OSTP shall coordinate the development of a na-
tional plan, which shall be informed by existing initia-
tives, for the R&D and pilot testing of additional, ro-
bust, and secure PNT services that are not dependent
on global navigation satellite systems (GNSS). The
plan shall also include approaches to integrate and use
multiple PNT services to enhance the resilience of crit-
ical infrastructure.

Once the plan is published, the Director of OSTP
shall coordinate updates to the plan every 4 years, or
as appropriate.

(i) Within 180 days of the date of this order, the Sec-
retary of Commerce shall make available a GNSS-inde-
pendent source of Coordinated Universal Time, to sup-
port the needs of critical infrastructure owners and op-
erators, for the public and private sectors to access.
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SEC. 5. General Provisions. (a) Nothing in this order
shall be construed to impair or otherwise affect:

(i) the authority granted by law to an executive de-
partment or agency, or the head thereof; or

(ii) the functions of the Director of the Office of Man-
agement and Budget relating to budgetary, administra-
tive, or legislative proposals.

(b) This order shall be implemented consistent with
applicable law and subject to the availability of appro-
priations.

(c) This order is not intended to, and does not, create
any right or benefit, substantive or procedural, enforce-
able at law or in equity by any party against the
United States, its departments, agencies, or entities,
its officers, employees, or agents, or any other person.

DONALD J. TRUMP.

[Reference to a Sector Specific Agency (including any
permutations or conjugations thereof) deemed to be a
reference to the Sector Risk Management Agency of
the relevant critical infrastructure sector and have the
meaning given such term in section 650 of this title, see
section 652a(c)(3) of this title, enacted Jan. 1, 2021.]

§652. Cybersecurity and Infrastructure Security
Agency

(a) Redesignation
(1) In general

The National Protection and Programs Di-
rectorate of the Department shall, on and
after November 16, 2018, be known as the
“Cybersecurity and Infrastructure Security
Agency’’.

(2) References

Any reference to the National Protection
and Programs Directorate of the Department
in any law, regulation, map, document, record,
or other paper of the United States shall be
deemed to be a reference to the Cybersecurity
and Infrastructure Security Agency of the De-
partment.

(b) Director
(1) In general

The Agency shall be headed by the Director,
who shall report to the Secretary.

(2) Qualifications
(A) In general

The Director shall be appointed from
among individuals who have—

(i) extensive knowledge in at least two of
the areas specified in subparagraph (B);
and

(ii) not fewer than five years of dem-
onstrated experience in efforts to foster
coordination and collaboration between
the Federal Government, the private sec-
tor, and other entities on issues related to
cybersecurity, infrastructure security, or
security risk management.

(B) Specified areas

The areas specified in this subparagraph
are the following:
(i) Cybersecurity.
(ii) Infrastructure security.
(iii) Security risk management.

(3) Reference

Any reference to an Under Secretary respon-
sible for overseeing critical infrastructure pro-
tection, cybersecurity, and any other related
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program of the Department as described in
section 113(a)(1)(H) of this title as in effect on
the day before November 16, 2018, in any law,
regulation, map, document, record, or other
paper of the United States shall be deemed to
be a reference to the Director of the
Cybersecurity and Infrastructure Security
Agency.
(c) Responsibilities

The Director shall—

(1) lead cybersecurity and critical infra-
structure security programs, operations, and
associated policy for the Agency, including na-
tional cybersecurity asset response activities;

(2) coordinate with Federal entities, includ-
ing Sector-Specific Agencies, and non-Federal
entities, including international entities, to
carry out the cybersecurity and critical infra-
structure activities of the Agency, as appro-
priate;

(3) carry out the responsibilities of the Sec-
retary to secure Federal information and in-
formation systems consistent with law, in-
cluding subchapter II of chapter 35 of title 44
and the Cybersecurity Act of 2015 (contained
in division N of the Consolidated Appropria-
tions Act, 2016 (Public Law 114-113)), including
by carrying out a periodic strategic assess-
ment of the related programs and activities of
the Agency to ensure such programs and ac-
tivities contemplate the innovation of infor-
mation systems and changes in cybersecurity
risks and cybersecurity threats;

(4) coordinate a national effort to secure and
protect against critical infrastructure risks,
consistent with subsection (e)(1)(E);

(5) upon request, provide analyses, expertise,
and other technical assistance to critical in-
frastructure owners and operators and, where
appropriate, provide those analyses, expertise,
and other technical assistance in coordination
with Sector-Specific Agencies and other Fed-
eral departments and agencies;

(6) develop and utilize mechanisms for active
and frequent collaboration between the Agen-
cy and Sector-Specific Agencies to ensure ap-
propriate coordination, situational awareness,
and communications with Sector-Specific
Agencies;

(7) maintain and utilize mechanisms for the
regular and ongoing consultation and collabo-
ration among the Divisions of the Agency to
further operational coordination, integrated
situational awareness, and improved integra-
tion across the Agency in accordance with this
chapter;

(8) develop, coordinate, and implement—

(A) comprehensive strategic plans for the
activities of the Agency; and

(B) risk assessments by and for the Agen-
cy;

(9) carry out emergency communications re-
sponsibilities, in accordance with subchapter
XIII;

(10) carry out cybersecurity, infrastructure
security, and emergency communications
stakeholder outreach and engagement and co-
ordinate that outreach and engagement with
critical infrastructure Sector-Specific Agen-
cies, as appropriate;
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(11) provide education, training, and capac-
ity development to Federal and non-Federal
entities to enhance the security and resiliency
of domestic and global cybersecurity and in-
frastructure security;

(12) appoint a Cybersecurity State Coordi-
nator in each State, as described in section
665¢c of this title;

(13) carry out the duties and authorities re-
lating to the .gov internet domain, as de-
scribed in section 665 of this title; and

(14) carry out such other duties and powers
prescribed by law or delegated by the Sec-
retary.

(d) Deputy Director

There shall be in the Agency a Deputy Direc-
tor of the Cybersecurity and Infrastructure Se-
curity Agency who shall—

(1) assist the Director in the management of
the Agency; and
(2) report to the Director.
(e) Cybersecurity and infrastructure security au-
thorities of the Secretary
(1) In general

The responsibilities of the Secretary relat-
ing to cybersecurity and infrastructure secu-
rity shall include the following:

(A) To access, receive, and analyze law en-
forcement information, intelligence infor-
mation, and other information from Federal
Government agencies, State, local, tribal,
and territorial government agencies, includ-
ing law enforcement agencies, and private
sector entities, and to integrate that infor-
mation, in support of the mission respon-
sibilities of the Department, in order to—

(i) identify and assess the nature and
scope of terrorist threats to the homeland;

(ii) detect and identify threats of ter-
rorism against the United States; and

(iii) understand those threats in light of
actual and potential vulnerabilities of the
homeland.

(B) To carry out comprehensive assess-
ments of the vulnerabilities of the key re-
sources and critical infrastructure of the
United States, including the performance of
risk assessments to determine the risks
posed by particular types of terrorist at-
tacks within the United States, including an
assessment of the probability of success of
those attacks and the feasibility and poten-
tial efficacy of various countermeasures to
those attacks. At the discretion of the Sec-
retary, such assessments may be carried out
in coordination with Sector-Specific Agen-
cies.

(C) To integrate relevant information,
analysis, and vulnerability assessments, re-
gardless of whether the information, anal-
ysis, or assessments are provided or pro-
duced by the Department, in order to make
recommendations, including prioritization,
for protective and support measures by the
Department, other Federal Government
agencies, State, local, tribal, and territorial
government agencies and authorities, the
private sector, and other entities regarding
terrorist and other threats to homeland se-
curity.

(D) To ensure, pursuant to section 122 of
this title, the timely and efficient access by
the Department to all information necessary
to discharge the responsibilities under this
subchapter, including obtaining that infor-
mation from other Federal Government
agencies.

(E) To develop, in coordination with the
Sector-Specific Agencies with available ex-
pertise, a comprehensive national plan for
securing the key resources and critical in-
frastructure of the United States, including
power production, generation, and distribu-
tion systems, information technology and
telecommunications systems (including sat-
ellites), electronic financial and property
record storage and transmission systems,
emergency communications systems, and
the physical and technological assets that
support those systems.

(F) To recommend measures necessary to
protect the key resources and critical infra-
structure of the United States in coordina-
tion with other Federal Government agen-
cies, including Sector-Specific Agencies, and
in cooperation with State, local, tribal, and
territorial government agencies and authori-
ties, the private sector, and other entities.

(G) To review, analyze, and make rec-
ommendations for improvements to the poli-
cies and procedures governing the sharing of
information relating to homeland security
within the Federal Government and between
Federal Government agencies and State,
local, tribal, and territorial government
agencies and authorities.

(H) To disseminate, as appropriate, infor-
mation analyzed by the Department within
the Department to other Federal Govern-
ment agencies with responsibilities relating
to homeland security and to State, local,
tribal, and territorial government agencies
and private sector entities with those re-
sponsibilities in order to assist in the deter-
rence, prevention, or preemption of, or re-
sponse to, terrorist attacks against the
United States.

(I) To consult with State, local, tribal, and
territorial government agencies and private
sector entities to ensure appropriate ex-
changes of information, including law en-
forcement-related information, relating to
threats of terrorism against the United
States.

(J) To ensure that any material received
pursuant to this chapter is protected from
unauthorized disclosure and handled and
used only for the performance of official du-
ties.

(K) To request additional information
from other Federal Government agencies,
State, local, tribal, and territorial govern-
ment agencies, and the private sector relat-
ing to threats of terrorism in the United
States, or relating to other areas of respon-
sibility assigned by the Secretary, including
the entry into cooperative agreements
through the Secretary to obtain such infor-
mation.

(L) To establish and utilize, in conjunction
with the Chief Information Officer of the De-
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partment, a secure communications and in-
formation technology infrastructure, includ-
ing data-mining and other advanced analyt-
ical tools, in order to access, receive, and
analyze data and information in furtherance
of the responsibilities under this section,
and to disseminate information acquired and
analyzed by the Department, as appropriate.

(M) To coordinate training and other sup-
port to the elements and personnel of the
Department, other Federal Government
agencies, and State, local, tribal, and terri-
torial government agencies that provide in-
formation to the Department, or are con-
sumers of information provided by the De-
partment, in order to facilitate the identi-
fication and sharing of information revealed
in their ordinary duties and the optimal uti-
lization of information received from the De-
partment.

(N) To coordinate with Federal, State,
local, tribal, and territorial law enforcement
agencies, and the private sector, as appro-
priate.

(O) To exercise the authorities and over-
sight of the functions, personnel, assets, and
liabilities of those components transferred
to the Department pursuant to section 121(g)
of this title.

(P) To carry out the functions of the na-
tional cybersecurity and communications
integration center under section 659 of this
title.

(Q) To carry out the requirements of the
Chemical Facility Anti-Terrorism Standards
Program established under subchapter XVI
and the secure handling of ammonium ni-
trate program established under part J of
subchapter VIII, or any successor programs.

(R) To encourage and build cybersecurity
awareness and competency across the United
States and to develop, attract, and retain
the cybersecurity workforce necessary for
the cybersecurity related missions of the De-
partment, including by—

(i) overseeing elementary and secondary
cybersecurity education and awareness re-
lated programs at the Agency;

(ii) leading efforts to develop, attract,
and retain the cybersecurity workforce
necessary for the cybersecurity related
missions of the Department;

(iii) encouraging and building
cybersecurity awareness and competency
across the United States; and

(iv) carrying out cybersecurity related
workforce development activities, includ-
ing through—

(I) increasing the pipeline of future
cybersecurity professionals through pro-
grams focused on elementary and sec-
ondary education, postsecondary edu-
cation, and workforce development; and

(IT) building awareness of and com-
petency in cybersecurity across the ci-
vilian Federal Government workforce.

(2) Reallocation

The Secretary may reallocate within the

Agency the functions specified in sections
653(b) and 654(b) of this title, consistent with
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the responsibilities provided in paragraph (1),
upon certifying to and briefing the appropriate
congressional committees, and making avail-
able to the public, at least 60 days prior to the
reallocation that the reallocation is necessary
for carrying out the activities of the Agency.
(3) Staff
(A) In general

The Secretary shall provide the Agency
with a staff of analysts having appropriate
expertise and experience to assist the Agen-
cy in discharging the responsibilities of the
Agency under this section.

(B) Private sector analysts

Analysts under this subsection may in-
clude analysts from the private sector.

(C) Security clearances

Analysts under this subsection shall pos-
sess security clearances appropriate for
their work under this section.

(4) Detail of personnel
(A) In general

In order to assist the Agency in dis-
charging the responsibilities of the Agency
under this section, personnel of the Federal
agencies described in subparagraph (B) may
be detailed to the Agency for the perform-
ance of analytic functions and related du-
ties.

(B) Agencies

The Federal agencies described in this sub-
paragraph are—
(i) the Department of State;
(ii) the Central Intelligence Agency;
(iii) the Federal Bureau of Investigation;
(iv) the National Security Agency;
(v) the National Geospatial-Intelligence
Agency;
(vi) the Defense Intelligence Agency;
(vii) Sector-Specific Agencies; and
(viii) any other agency of the Federal
Government that the President considers
appropriate.
(C) Interagency agreements

The Secretary and the head of a Federal
agency described in subparagraph (B) may
enter into agreements for the purpose of de-
tailing personnel under this paragraph.

(D) Basis

The detail of personnel under this para-
graph may be on a reimbursable or non-re-
imbursable basis.

(f) Composition

The Agency shall be composed of the following
divisions:

(1) The Cybersecurity Division, headed by an
Executive Assistant Director.

(2) The Infrastructure Security Division,
headed by an Executive Assistant Director.

(3) The Emergency Communications Divi-
sion under subchapter XIII, headed by an Ex-
ecutive Assistant Director.

(g) Co-location
(1) In general

To the maximum extent practicable, the Di-
rector shall examine the establishment of cen-
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tral locations in geographical regions with a
significant Agency presence.
(2) Coordination

When establishing the central locations de-
scribed in paragraph (1), the Director shall co-
ordinate with component heads and the Under
Secretary for Management to co-locate or
partner on any new real property leases, re-
newing any occupancy agreements for existing
leases, or agreeing to extend or newly occupy
any Federal space or new construction.

(h) Privacy
(1) In general

There shall be a Privacy Officer of the Agen-
cy with primary responsibility for privacy pol-
icy and compliance for the Agency.

(2) Responsibilities

The responsibilities of the Privacy Officer of
the Agency shall include—

(A) assuring that the use of technologies
by the Agency sustain, and do not erode, pri-
vacy protections relating to the use, collec-
tion, and disclosure of personal information;

(B) assuring that personal information
contained in systems of records of the Agen-
cy is handled in full compliance as specified
in section 552a of title 5 (commonly known
as the ‘“Privacy Act of 1974”);

(C) evaluating legislative and regulatory
proposals involving collection, use, and dis-
closure of personal information by the Agen-
cy; and

(D) conducting a privacy impact assess-
ment of proposed rules of the Agency on the
privacy of personal information, including
the type of personal information collected
and the number of people affected.

(i) Savings

Nothing in this subchapter may be construed
as affecting in any manner the authority, exist-
ing on the day before November 16, 2018, of any
other component of the Department or any
other Federal department or agency, including
the authority provided to the Sector Risk Man-
agement Agency specified in section 61003(c) of
division F of the Fixing America’s Surface
Transportation Act (6 U.S.C. 121 note; Public
Law 114-94).

(Pub. L. 107-296, title XXII, §2202, as added Pub.
L. 115-278, §2(a), Nov. 16, 2018, 132 Stat. 4169;
amended Pub. L. 116-260, div. U, title IX,
§904(b)(1)(A), Dec. 27, 2020, 134 Stat. 2298; Pub. L.
116-283, div. A, title XVII, §§1717(a)(1)(A), 1719(a),
(b), div. H, title XC, §§9001(a), 9002(c)(2)(D), Jan.
1, 2021, 134 Stat. 4099, 4105, 4766, 4773; Pub. L.
117-81, div. A, title XV, §§1547(b)(1)(A)({), (B),
1549(a), Dec. 27, 2021, 135 Stat. 2060, 2061, 2063;
Pub. L. 117-263, div. G, title LXXI, §7143(a)(1),
()(2)(C), (c)(b), Dec. 23, 2022, 136 Stat. 3654, 3659,
3663.)

Editorial Notes
REFERENCES IN TEXT

The Cybersecurity Act of 2015, referred to in subsec.
(€)(3), is div. N of Pub. L. 114-113, Dec. 18, 2015, 129 Stat.
2935. For complete classification of this Act to the
Code, see Short Title note set out under section 1501 of
this title and Tables.
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This chapter, referred to in subsecs. (¢c)(7) and
(e)(1)(J), was in the original ‘‘this Act’’, meaning Pub.
L. 107-296, Nov. 25, 2002, 116 Stat. 2135, known as the
Homeland Security Act of 2002, which is classified prin-
cipally to this chapter. For complete classification of
this Act to the Code, see Short Title note set out under
section 101 of this title and Tables.

AMENDMENTS

2022—Pub. L. 117-263, §7143(a)(1), made amendment
identical to that made by Pub. L. 117-81, §1547(b)(1)(B).
See 2021 Amendment note below.

Subsec. (a)(1). Pub. L. 117-263, §7143(b)(2)(C)(i), which
directed striking out ‘‘(in this part referred to as the
Agency)”’, was executed by striking out ‘‘(in this part
referred to as the ‘Agency’)’”’ before period at end, to re-
flect the probable intent of Congress.

Subsec. (b)(1). Pub. L. 117-263, §7143(b)(2)(C)(ii), sub-
stituted ‘‘the Director” for ‘‘a Director of
Cybersecurity and Infrastructure Security (in this part
referred to as the ‘Director’)”.

Subsec. (b)(3). Pub. L. 117-263, §7143(c)(5)(A), sub-
stituted ‘‘Director of the Cybersecurity and Infrastruc-
ture Security Agency’ for ‘‘Director of Cybersecurity
and Infrastructure Security of the Department’’.

Subsec. (d). Pub. L. 117-263, §7143(c)(5)(B), substituted
“Director of the Cybersecurity and Infrastructure Se-
curity Agency’ for ‘“‘Director of Cybersecurity and In-
frastructure Security’’ in introductory provisions.

Subsec. (f). Pub. L. 117-263, §7143(b)(2)(C)(iii), inserted
‘“‘Executive’ before ‘‘Assistant Director’ in pars. (1) to

(3).

2021—Pub. L. 117-81, §1547(b)(1)(B), made technical
amendment to directory language of Pub. L. 116-260,
§904(b)(1). See 2020 Amendment notes below.

Subsec. (b)(2), (3). Pub. L. 116-283, §9001(a), added par.
(2) and redesignated former par. (2) as (3).

Subsec. (¢)(3). Pub. L. 117-81, §1549(a), substituted
‘“, including by carrying out a periodic strategic assess-
ment of the related programs and activities of the
Agency to ensure such programs and activities con-
template the innovation of information systems and
changes in cybersecurity risks and cybersecurity
threats;” for semicolon at end.

Subsec. (¢)(10). Pub. L. 116-283, §§1717(a)(1)(A){),
1719(b)(1), which directed identical amendments of par.
(10) by striking out ‘‘and’’ at end, could not be executed
because the word ‘‘and” did not appear at end after
amendment by Pub. L. 116-260, §904(b)(1)(A)(i). See 2020
Amendment note below.

Subsec. (c)(11). Pub. L. 117-81, §1547(b)(1)(A)E)D),
struck out ‘‘and’ after the semicolon.

Pub. L. 116-283, §1719(b)(3), added par. (11) relating to
providing education, training, and capacity develop-
ment to Federal and non-Federal entities. Former par.
(11), relating to appointment of a Cybersecurity State
Coordinator, redesignated (12).

Pub. L. 116-283, §1717(a)(1)(A)(iii), added par. (11) re-
lating to appointment of a Cybersecurity State Coordi-
nator. Former par. (11), relating to the .gov internet
domain, redesignated (12).

Subsec. (c¢)(12). Pub. L. 117-81, §1547(b)(1)(A)({1)AD),
struck out ‘“‘and” at end and made technical amend-
ment to reference in original Act which appears in text
as reference to section 665¢c of this title.

Pub. L. 116-283, §1719(b)(2), redesignated par. (11) re-
lating to appointment of a Cybersecurity State Coordi-
nator as (12).

Pub. L. 116-283, §1717(a)(1)(A)({i), redesignated par.
(11) relating to the .gov internet domain as (12).

Subsec. (¢)(13). Pub. L. 117-81, §1547(b)(1)(A)({)(III), re-
designated par. (12) relating to the .gov internet do-
main as (13).

Subsec. (¢)(14). Pub. L. 117-81, §1547(b)(1)(A)(H)(AV), re-
designated par. (12) relating to carrying out such other
duties and powers as (14).

Subsec. (e)(1)(R). Pub. L. 116-283, §1719(a), added sub-
par. (R).

Subsec. (i). Pub. L. 116-283, §9002(c)(2)(D), substituted
‘““‘Sector Risk Management Agency’ for ‘‘Sector-Spe-
cific Agency”’.
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2020—Subsec. (c)(10). Pub. L. 116-260, §904(b)(1)(A)({),
as amended by Pub. L. 117-81, §1547(b)(1)(B), struck out
“and”” at end.

Subsec. (c)(11), (12). Pub. L. 116-260, §904(b)(1)(A)(i),
(iii), as amended by Pub. L. 117-81, §1547(b)(1)(B), added
par. (11) relating to the .gov internet domain and redes-
ignated former par. (11) relating to carrying out such
other duties and powers as (12).

Statutory Notes and Related Subsidiaries
EFFECTIVE DATE OF 2022 AMENDMENT

Pub. L. 117-263, div. G, title LXXI, §7143(a)(2), Dec. 23,
2022, 136 Stat. 36564, provided that: ‘“The amendment
made by paragraph (1) [amending this section and sec-
tion 665 of this title] shall take effect as if enacted as
part of the DOTGOV Act of 2020 (title IX of division U
of Public Law 116-260).”

CONSTRUCTION OF 2022 AMENDMENT

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, responsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, see section
7143(f)(1) of Pub. L. 117-263, set out as a note under sec-
tion 650 of this title.

CONSTRUCTION OF 2021 AMENDMENT

Amendment by section 1717(a)(1)(A) of Pub. L. 116-283
not to be construed to affect or otherwise modify the
authority of Federal law enforcement agencies with re-
spect to investigations relating to cybersecurity inci-
dents, see section 1717(a)(4) of Pub. L. 116-283, set out as
a note under section 665c of this title.

NATIONAL CYBERSECURITY PREPAREDNESS CONSORTIUM

Pub. L. 117-122, May 12, 2022, 136 Stat. 1193, provided
that:

“SECTION 1. SHORT TITLE.
“This Act may be cited as the ‘National
Cybersecurity Preparedness Consortium Act of 2021°.

“SEC. 2. NATIONAL CYBERSECURITY PREPARED-

NESS CONSORTIUM.

‘‘(a) IN GENERAL.—The Secretary may work with one
or more consortia to support efforts to address
cybersecurity risks and incidents.

‘“(b) ASSISTANCE TO DHS.—The Secretary may work
with one or more consortia to carry out the Secretary’s
responsibility pursuant to section 2202(e)(1)(P) of the
Homeland Security Act of 2002 (6 U.S.C. 652(e)(1)(P))
to—

‘(1) provide training and education to State, Trib-
al, and local first responders and officials specifically
for preparing for and responding to cybersecurity
risks and incidents, in accordance with applicable
law;

‘(2) develop and update a curriculum utilizing ex-
isting training and educational programs and models
in accordance with section 2209 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 659), for State, Tribal, and
local first responders and officials, related to
cybersecurity risks and incidents;

““(3) provide technical assistance services, training,
and educational programs to build and sustain capa-
bilities in support of preparedness for and response to
cybersecurity risks and incidents, including threats
of acts of terrorism, in accordance with such section
2209;

‘“(4) conduct cross-sector cybersecurity training,
education, and simulation exercises for entities, in-
cluding State and local governments and Tribal orga-
nizations, critical infrastructure owners and opera-
tors, and private industry, to encourage community-
wide coordination in defending against and respond-
ing to cybersecurity risks and incidents, in accord-
ance with section 2210(c) of the Homeland Security
Act of 2002 (6 U.S.C. 660(c));
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‘“(5) help States, Tribal organizations, and commu-
nities develop cybersecurity information sharing pro-
grams, in accordance with section 2209 of the Home-
land Security Act of 2002 (6 U.S.C. 659), for the dis-
semination of homeland security information related
to cybersecurity risks and incidents;

‘“(6) help incorporate cybersecurity risk and inci-
dent prevention and response into existing State,
Tribal, and local emergency plans, including con-
tinuity of operations plans; and

“(7) assist State governments and Tribal organiza-
tions in developing cybersecurity plans.
¢‘(c) CONSIDERATIONS REGARDING SELECTION OF A CON-

SORTIUM.—In selecting a consortium with which to
work under this Act, the Secretary shall take into con-
sideration the following:

‘(1) Prior experience conducting cybersecurity
training, education, and exercises for State and local
entities.

“(2) Geographic diversity of the members of any
such consortium so as to maximize coverage of the
different regions of the United States.

‘“(8) The participation in such consortium of one or
more historically Black colleges and universities,
Hispanic-serving institutions, Tribal Colleges and
Universities, other minority-serving institutions, and
community colleges that participate in the National
Centers of Excellence in Cybersecurity program, as
carried out by the Department of Homeland Security.
“(d) METRICS.—If the Secretary works with a consor-

tium under subsection (a), the Secretary shall measure
the effectiveness of the activities undertaken by the
consortium under this Act.

‘‘(e) OUTREACH.—The Secretary shall conduct out-
reach to universities and colleges, including, in par-
ticular, outreach to historically Black colleges and
universities, Hispanic-serving institutions, Tribal Col-
leges and Universities, other minority-serving institu-
tions, and community colleges, regarding opportunities
to support efforts to address cybersecurity risks and in-
cidents, by working with the Secretary under sub-
section (a).

“(f) RULE OF CONSTRUCTION.—Nothing in this section
may be construed to authorize a consortium to control
or direct any law enforcement agency in the exercise of
the duties of the law enforcement agency.

“‘(g) DEFINITIONS.—In this section—

‘(1) the term ‘community college’ has the meaning
given the term ‘junior or community college’ in sec-
tion 312 of the Higher Education Act of 1965 (20 U.S.C.
1058);

“(2) the term ‘consortium’ means a group primarily
composed of nonprofit entities, including academic
institutions, that develop, update, and deliver
cybersecurity training and education in support of
homeland security;

““(3) the terms ‘cybersecurity risk’ and ‘incident’
have the meanings given those terms in section
2209(a) of the Homeland Security Act of 2002 (6 U.S.C.
659(a)) [see 6 U.S.C. 650(7), (12)];

““(4) the term ‘Department’ means the Department
of Homeland Security;

‘(5) the term ‘Hispanic-serving institution’ has the
meaning given the term in section 502 of the Higher
Education Act of 1965 (20 U.S.C. 1101a);

‘“(6) the term ‘historically Black college and uni-
versity’ has the meaning given the term ‘part B insti-
tution’ in section 322 of the Higher Education Act of
1965 (20 U.S.C. 1061);

“(7) the term ‘minority-serving institution’ means
an institution of higher education described in sec-
tion 371(a) of the Higher Education Act of 1965 (20
U.S.C. 1067q(a));

‘(8) the term ‘Secretary’ means the Secretary of
Homeland Security;

“(9) The term ‘State’ means any State of the
United States, the District of Columbia, the Com-
monwealth of Puerto Rico, the United States Virgin
Islands, Guam, American Samoa, the Commonwealth
of the Northern Mariana Islands, and any possession
of the United States;
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‘(10) the term ‘Tribal Colleges and Universities’ has
the meaning given the term in section 316 of the
Higher Education Act of 1965 (20 U.S.C. 1059c); and

‘“(11) the term ‘Tribal organization’ has the mean-
ing given the term in section 4(e) of the Indian Self-
Determination and Education Assistance Act (25
U.S.C. 5304(e)).”

RANSOMWARE VULNERABILITY WARNING PILOT PROGRAM

Pub. L. 117-103, div. Y, §105, Mar. 15, 2022, 136 Stat.
1055, provided that:

‘‘(a) PROGRAM.—Not later than 1 year after the date
of enactment of this Act [Mar. 15, 2022], the Director [of
the Cybersecurity and Infrastructure Security Agency]
shall establish a ransomware vulnerability warning
pilot program to leverage existing authorities and
technology to specifically develop processes and proce-
dures for, and to dedicate resources to, identifying in-
formation systems that contain security
vulnerabilities associated with common ransomware
attacks, and to notify the owners of those vulnerable
systems of their security vulnerability.

“(b) IDENTIFICATION OF VULNERABLE SYSTEMS.—The
pilot program established under subsection (a) shall—

‘(1) identify the most common security
vulnerabilities utilized in ransomware attacks and
mitigation techniques; and

¢“(2) utilize existing authorities to identify informa-
tion systems that contain the security vulnerabilities
identified in paragraph (1).

‘“(c) ENTITY NOTIFICATION.—

‘(1) IDENTIFICATION.—If the Director is able to iden-
tify the entity at risk that owns or operates a vulner-
able information system identified in subsection (b),
the Director may notify the owner of the information
system.

‘(2) NO IDENTIFICATION.—If the Director is not able
to identify the entity at risk that owns or operates a
vulnerable information system identified in sub-
section (b), the Director may utilize the subpoena au-
thority pursuant to section 2209 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 659) to identify and notify
the entity at risk pursuant to the procedures under
that section.

‘“(3) REQUIRED INFORMATION.—A notification made
under paragraph (1) shall include information on the
identified security vulnerability and mitigation tech-
niques.
¢‘(d) PRIORITIZATION OF NOTIFICATIONS.—To the extent

practicable, the Director shall prioritize covered enti-
ties for identification and notification activities under
the pilot program established under this section.

‘‘(e) LIMITATION ON PROCEDURES.—No procedure, noti-
fication, or other authorities utilized in the execution
of the pilot program established under subsection (a)
shall require an owner or operator of a vulnerable in-
formation system to take any action as a result of a
notice of a security vulnerability made pursuant to
subsection (c).

““(f) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to provide additional authorities to
the Director to identify vulnerabilities or vulnerable
systems.

‘‘(g) TERMINATION.—The pilot program established
under subsection (a) shall terminate on the date that is
4 years after the date of enactment of this Act.”

[For definitions of terms used in section 105 of div. Y
of Pub. L. 117-103, set out above, see section 681 of this
title, as made applicable by section 102(1) of div. Y of
Pub. L. 117-103, which is set out as a note under section
665] of this title, and see section 650 of this title, as
made applicable by section 7143(f)(2) of div. G of Pub. L.
117-263, which is set out as a note under section 650 of
this title.]

PILOT PROGRAM ON PUBLIC-PRIVATE PARTNERSHIPS
WITH INTERNET ECOSYSTEM COMPANIES TO DETECT
AND DISRUPT ADVERSARY CYBER OPERATIONS

Pub. L. 117-81, div. A, title XV, §1550, Dec. 27, 2021, 135
Stat. 2064, provided that:
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‘‘(a) PILOT REQUIRED.—Not later than one year after
the date of the enactment of this Act [Dec. 27, 2021], the
Secretary, acting through the Director of the
Cybersecurity and Infrastructure Security Agency of
the Department of Homeland Security and in coordina-
tion with the Secretary of Defense and the National
Cyber Director, shall commence a pilot program to as-
sess the feasibility and advisability of entering into
public-private partnerships with internet ecosystem
companies to facilitate, within the bounds of applicable
provisions of law and such companies’ terms of service,
policies, procedures, contracts, and other agreements,
actions by such companies to discover and disrupt use
by malicious cyber actors of the platforms, systems,
services, and infrastructure of such companies.

““(b) PUBLIC-PRIVATE PARTNERSHIPS.—

‘(1) IN GENERAL.—In carrying out the pilot program
under subsection (a), the Secretary shall seek to
enter into one or more public-private partnerships
with internet ecosystem companies.

¢“(2) VOLUNTARY PARTICIPATION.—

‘““(A) IN GENERAL.—Participation by an internet
ecosystem company in a public-private partnership
under the pilot program, including in any activity
described in subsection (c¢), shall be voluntary.

‘(B) PROHIBITION.—No funds appropriated by any
Act may be used to direct, pressure, coerce, or oth-
erwise require that any internet ecosystem com-
pany take any action on their platforms, systems,
services, or infrastructure as part of the pilot pro-
gram.

‘“(c) AUTHORIZED ACTIVITIES.—In carrying out the
pilot program under subsection (a), the Secretary
may—

‘(1) provide assistance to a participating internet
ecosystem company to develop effective know-your-
customer processes and requirements;

‘(2) provide information, analytics, and technical
assistance to improve the ability of participating
companies to detect and prevent illicit or suspicious
procurement, payment, and account creation on their
own platforms, systems, services, or infrastructure;

‘“(3) develop and socialize best practices for the col-
lection, retention, and sharing of data by partici-
pating internet ecosystem companies to support dis-
covery of malicious cyber activity, investigations,
and attribution on the platforms, systems, services,
or infrastructure of such companies;

‘“(4) provide to participating internet ecosystem
companies actionable, timely, and relevant informa-
tion, such as information about ongoing operations
and infrastructure, threats, tactics, and procedures,
and indicators of compromise, to enable such compa-
nies to detect and disrupt the use by malicious cyber
actors of the platforms, systems, services, or infra-
structure of such companies;

“(5) provide recommendations for (but not design,
develop, install, operate, or maintain) operational
workflows, assessment and compliance practices, and
training that participating internet ecosystem com-
panies can implement to reliably detect and disrupt
the use by malicious cyber actors of the platforms,
systems, services, or infrastructure of such compa-
nies;

“(6) provide recommendations for accelerating, to
the greatest extent practicable, the automation of ex-
isting or implemented operational workflows to oper-
ate at line-rate in order to enable real-time mitiga-
tion without the need for manual review or action;

(7 provide recommendations for (but not design,
develop, install, operate, or maintain) technical capa-
bilities to enable participating internet ecosystem
companies to collect and analyze data on malicious
activities occurring on the platforms, systems, serv-
ices, or infrastructure of such companies to detect
and disrupt operations of malicious cyber actors; and

“(8) provide recommendations regarding relevant
mitigations for suspected or discovered malicious
cyber activity and thresholds for action.

‘“(d) COMPETITION CONCERNS.—Consistent with section
1905 of title 18, United States Code, the Secretary shall
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ensure that any trade secret or proprietary information
of a participating internet ecosystem company made
known to the Federal Government pursuant to a pub-
lic-private partnership under the pilot program re-
mains private and protected unless explicitly author-
ized by such company.

‘‘(e) IMPARTIALITY.—In carrying out the pilot pro-
gram under subsection (a), the Secretary may not take
any action that is intended primarily to advance the
particular business interests of an internet ecosystem
company but is authorized to take actions that ad-
vance the interests of the United States, notwith-
standing differential impact or benefit to a given com-
pany’s or given companies’ business interests.

*“(f) RESPONSIBILITIES.—

‘(1) SECRETARY OF HOMELAND SECURITY.—The Sec-
retary shall exercise primary responsibility for the
pilot program under subsection (a), including orga-
nizing and directing authorized activities with par-
ticipating Federal Government organizations and
internet ecosystem companies to achieve the objec-
tives of the pilot program.

“(2) NATIONAL CYBER DIRECTOR.—The National
Cyber Director shall support prioritization and cross-
agency coordination for the pilot program, including
ensuring appropriate participation by participating
agencies and the identification and prioritization of
key private sector entities and initiatives for the
pilot program.

‘“(3) SECRETARY OF DEFENSE.—The Secretary of De-
fense shall provide support and resources to the pilot
program, including the provision of technical and
operational expertise drawn from appropriate and rel-
evant officials and components of the Department of
Defense, including the National Security Agency,
United States Cyber Command, the Chief Information
Officer, the Office of the Secretary of Defense, mili-
tary department Principal Cyber Advisors, and the
Defense Advanced Research Projects Agency.

‘“(g) PARTICIPATION OF OTHER FEDERAL GOVERNMENT
COMPONENTS.—The Secretary may invite to participate
in the pilot program required under subsection (a) the
heads of such departments or agencies as the Secretary
considers appropriate.

“(h) INTEGRATION WITH OTHER EFFORTS.—The Sec-
retary shall ensure that the pilot program required
under subsection (a) makes use of, builds upon, and, as
appropriate, integrates with and does not duplicate
other efforts of the Department of Homeland Security
and the Department of Defense relating to
cybersecurity, including the following:

‘(1) The Joint Cyber Defense Collaborative of the
Cybersecurity and Infrastructure Security Agency of
the Department of Homeland Security.

‘“(2) The Cybersecurity Collaboration Center and
Enduring Security Framework of the National Secu-
rity Agency.

(1) RULES OF CONSTRUCTION.—

(1) LIMITATION ON GOVERNMENT ACCESS TO DATA.—
Nothing in this section authorizes sharing of infor-
mation, including information relating to customers
of internet ecosystem companies or private individ-
uals, from an internet ecosystem company to an
agency, officer, or employee of the Federal Govern-
ment unless otherwise authorized by another provi-
sion of law.

¢(2) STORED COMMUNICATIONS ACT.—Nothing in this
section may be construed to permit or require disclo-
sure by a provider of a remote computing service or
a provider of an electronic communication service to
the public of information not otherwise permitted or
required to be disclosed under chapter 121 of title 18,
United States Code (commonly known as the ‘Stored
Communications Act’).

‘“(3) THIRD PARTY CUSTOMERS.—Nothing in this sec-
tion may be construed to require a third party, such
as a customer or managed service provider of an
internet ecosystem company, to participate in the
pilot program under subsection (a).

““(j) BRIEFINGS.—
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(1) INITIAL.—

““(A) IN GENERAL.—Not later than one year after
the date of the enactment of this Act, the Sec-
retary, in coordination with the Secretary of De-
fense and the National Cyber Director, shall brief
the appropriate committees of Congress on the
pilot program required under subsection (a).

‘(B) ELEMENTS.—The briefing required under sub-
paragraph (A) shall include the following:

‘(i) The plans of the Secretary for the imple-
mentation of the pilot program.

‘‘(ii) Identification of key priorities for the
pilot program.

‘“(iii) Identification of any potential challenges
in standing up the pilot program or impediments,
such as a lack of liability protection, to private
sector participation in the pilot program.

‘“(iv) A description of the roles and responsibil-
ities in the pilot program of each participating
Federal entity.

“(2) ANNUAL.—

““(A) IN GENERAL.—Not later than two years after
the date of the enactment of this Act and annually
thereafter for three years, the Secretary, in coordi-
nation with the Secretary of Defense and the Na-
tional Cyber Director, shall brief the appropriate
committees of Congress on the progress of the pilot
program required under subsection (a).

‘“(B) ELEMENTS.—Each briefing required under
subparagraph (A) shall include the following:

‘(i) Recommendations for addressing relevant
policy, budgetary, and legislative gaps to increase
the effectiveness of the pilot program.

‘(ii) Recommendations, such as providing li-
ability protection, for increasing private sector
participation in the pilot program.

‘“(iii) A description of the challenges encoun-
tered in carrying out the pilot program, including
any concerns expressed by internet ecosystem
companies regarding participation in the pilot
program.

“(iv) The findings of the Secretary with respect
to the feasibility and advisability of extending or
expanding the pilot program.

“(v) Such other matters as the Secretary con-
siders appropriate.

‘“(k) TERMINATION.—The pilot program required under
subsection (a) shall terminate on the date that is five
yvears after the date of the enactment of this Act [Dec.
27, 2021].

‘(1) DEFINITIONS.—In this section:

‘(1) APPROPRIATE COMMITTEES OF CONGRESS.—The
term ‘appropriate committees of Congress’ means—

““(A) the Committee on Homeland Security and
Governmental Affairs and the Committee on Armed
Services of the Senate; and

‘“(B) the Committee on Homeland Security and
the Committee on Armed Services of the House of
Representatives.

‘(2) INTERNET ECOSYSTEM COMPANY.—The term
‘internet ecosystem company’ means a business in-
corporated in the United States that provides
cybersecurity services, internet service, content de-
livery services, Domain Name Service, cloud services,
mobile telecommunications services, email and mes-
saging services, internet browser services, or such
other services as the Secretary determines appro-
priate for the purposes of the pilot program under
subsection (a).

‘“(3) SECRETARY.—The term ‘Secretary’ means the
Secretary of Homeland Security.”

K-12 CYBERSECURITY

Pub. L. 117-47, Oct. 8, 2021, 135 Stat. 397, provided
that:
“SECTION 1. SHORT TITLE.

“This Act may be cited as the ‘K-12 Cybersecurity
Act of 2021°.
“SEC. 2. FINDINGS.

‘“Congress finds the following:
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‘(1) K-12 educational institutions across the United
States are facing cyber attacks.

‘(2) Cyber attacks place the information systems of
K-12 educational institutions at risk of possible dis-
closure of sensitive student and employee informa-
tion, including—

‘“(A) grades and information on scholastic devel-
opment;

‘“(B) medical records;

‘(C) family records; and

‘(D) personally identifiable information.

‘(3) Providing K-12 educational institutions with
resources to aid cybersecurity efforts will help K-12
educational institutions prevent, detect, and respond
to cyber events.

“SEC. 3. K-12 EDUCATION CYBERSECURITY INITIA-

TIVE.

‘‘(a) DEFINITIONS.—In this section:

‘(1) CYBERSECURITY RISK.—The term ‘cybersecurity
risk’ has the meaning given the term in section 2209
of the Homeland Security Act of 2002 (6 U.S.C. 659)
[see 6 U.S.C. 650].

‘“(2) DIRECTOR.—The term ‘Director’ means the Di-
rector of Cybersecurity and Infrastructure Security.

‘(3) INFORMATION SYSTEM.—The term ‘information
system’ has the meaning given the term in section
35602 of title 44, United States Code.

¢“(4) K-12 EDUCATIONAL INSTITUTION.—The term ‘K-12
educational institution’ means an elementary school
or a secondary school, as those terms are defined in
section 8101 of the Elementary and Secondary Edu-
cation Act of 1965 (20 U.S.C. 7801).

“(b) STUDY.—

‘(1) IN GENERAL.—Not later than 120 days after the
date of enactment of this Act [Oct. 8, 2021], the Direc-
tor, in accordance with subsection (g)(1), shall con-
duct a study on the specific cybersecurity risks fac-
ing K-12 educational institutions that—

‘“(A) analyzes how identified cybersecurity risks
specifically impact K-12 educational institutions;
‘“(B) includes an evaluation of the challenges K-12
educational institutions face in—
‘(i) securing—
‘() information systems owned, leased, or re-
lied upon by K-12 educational institutions; and
“(IT) sensitive student and employee records;
and
‘(i) implementing cybersecurity protocols;
‘(C) identifies cybersecurity challenges relating
to remote learning; and
‘(D) evaluates the most accessible ways to com-
municate cybersecurity recommendations and
tools.

‘“(2) CONGRESSIONAL BRIEFING.—Not later than 120
days after the date of enactment of this Act, the Di-
rector shall provide a Congressional briefing on the
study conducted under paragraph (1).

“(c) CYBERSECURITY RECOMMENDATIONS.—Not later
than 60 days after the completion of the study required
under subsection (b)(1), the Director, in accordance
with subsection (g)(1), shall develop recommendations
that include cybersecurity guidelines designed to assist
K-12 educational institutions in facing the
cybersecurity risks described in subsection (b)(1), using
the findings of the study.

‘(d) ONLINE TRAINING TOOLKIT.—Not later than 120
days after the completion of the development of the
recommendations required under subsection (c¢), the Di-
rector shall develop an online training toolkit designed
for officials at K-12 educational institutions to—

‘(1) educate the officials about the cybersecurity
recommendations developed under subsection (c¢); and

‘“(2) provide strategies for the officials to imple-
ment the recommendations developed under sub-
section (c).

‘‘(e) PUBLIC AVAILABILITY.—The Director shall make
available on the website of the Department of Home-
land Security with other information relating to school
safety the following:
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‘(1) The findings of the study conducted under sub-
section (b)(1).

‘(2) The cybersecurity recommendations developed
under subsection (c).

‘“(8) The online training toolkit developed under
subsection (d).

‘“(f) VOLUNTARY USE.—The use of the cybersecurity
recommendations developed under [subsection] (¢c) by
K-12 educational institutions shall be voluntary.

“‘(g) CONSULTATION.—

‘(1) IN GENERAL.—In the course of the conduction of
the study required under subsection (b)(1) and the de-
velopment of the recommendations required under
subsection (c), the Director shall consult with indi-
viduals and entities focused on cybersecurity and
education, as appropriate, including—

““(A) teachers;

“(B) school administrators;

““(C) Federal agencies;

‘(D) non-Federal cybersecurity entities with ex-
perience in education issues; and

“(B) private sector organizations.

‘(2) INAPPLICABILITY OF FACA.—The Federal Advi-
sory Committee Act ([former] 5 U.S.C App.) [see 5
U.S.C. 1001 et seq.] shall not apply to any consulta-
tion under paragraph (1).”

UNDER SECRETARY RESPONSIBLE FOR OVERSEEING CRIT-
ICAL INFRASTRUCTURE PROTECTION, CYBERSECURITY
AND RELATED PROGRAMS AUTHORIZED TO SERVE AS
DIRECTOR OF CYBERSECURITY AND INFRASTRUCTURE
SECURITY
Pub. L. 115278, §2(b)(1), Nov. 16, 2018, 132 Stat. 4175,

provided that: ‘“The individual serving as the Under

Secretary appointed pursuant to section 103(a)(1)(H) of

the Homeland Security Act of 2002 (6 U.S.C. 113(a)(1)(H))

of the Department of Homeland Security on the day be-

fore the date of enactment of this Act [Nov. 16, 2018]

may continue to serve as the Director of Cybersecurity

and Infrastructure Security of the Department on and
after such date.”

§ 652a. Sector Risk Management Agencies

(a) Definitions
In this section:
(1) Appropriate congressional committees
The term ‘‘appropriate congressional com-
mittees’” means—

(A) the Committee on Homeland Security
and the Committee on Armed Services in the
House of Representatives; and

(B) the Committee on Homeland Security
and Governmental Affairs and the Com-
mittee on Armed Services in the Senate.

(2) Critical infrastructure

The term ‘‘critical infrastructure’” has the
meaning given that term in section 5195c(e) of
title 42.

(3) Department

The term ‘‘Department’” means the Depart-
ment of Homeland Security.
(4) Director

The term ‘“‘Director’’ means the Director of
the Cybersecurity and Infrastructure Security
Agency of the Department.

(5) Secretary

The term ‘‘Secretary’ means the Secretary
of Homeland Security.

(7)1 Sector Risk Management Agency

The term ‘‘Sector Risk Management Agen-
cy’”’ has the meaning given the term in section
650 of this title.

180 in original. Probably should be *‘(6).
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(b) Critical infrastructure sector designation
(1) Initial review

Not later than 180 days after January 1, 2021,
the Secretary, in consultation with the heads
of Sector Risk Management Agencies, shall—

(A) review the current framework for se-
curing critical infrastructure, as described
in section 652(c)(4) of this title and Presi-
dential Policy Directive 21; and

(B) submit to the President and appro-
priate congressional committees a report
that includes—

(i) information relating to—
(I) the analysis framework or method-
ology used to—

(aa) evaluate the current framework
for securing critical infrastructure re-
ferred to in subparagraph (A); and

(bb) develop recommendations to—

(AA) revise the current list of crit-
ical infrastructure sectors des-
ignated pursuant to Presidential Pol-
icy Directive 21, any successor or re-
lated document, or policy; or

(BB) identify and designate any
subsectors of such sectors;

(IT) the data, metrics, and other infor-
mation used to develop the recommenda-
tions required under clause (ii); and

(ii) recommendations relating to—
(I) revising—

(aa) the current framework for secur-
ing critical infrastructure referred to
in subparagraph (A);

(bb) the current list of critical infra-
structure sectors designated pursuant
to Presidential Policy Directive 21,
any successor or related document, or
policy; or

(cc) the identification and designa-
tion of any subsectors of such sectors;
and

(IT) any revisions to the list of des-
ignated Federal departments or agencies
that serve as the Sector Risk Manage-
ment Agency for a sector or subsector of
such section, necessary to comply with
paragraph (3)(B).

(2) Periodic evaluation by the Secretary

At least once every five years, the Sec-
retary, in consultation with the Director and
the heads of Sector Risk Management Agen-
cies, shall—

(A) evaluate the current list of designated
critical infrastructure sectors and subsec-
tors of such sectors and the appropriateness
of Sector Risk Management Agency designa-
tions, as set forth in Presidential Policy Di-
rective 21, any successor or related docu-
ment, or policy; and

(B) recommend, as appropriate,
President—

(i) revisions to the current list of des-
ignated critical infrastructure sectors or
subsectors of such sectors; and

(ii) revisions to the designation of any
Federal department or agency designated
as the Sector Risk Management Agency
for a sector or subsector of such sector.

to the
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(3) Review and revision by the President

Not later than 180 days after the Secretary
submits a recommendation pursuant to para-
graph (1) or (2), the President shall—

(A) review the recommendation and revise,
as appropriate, the designation of a critical
infrastructure sector or subsector or the des-
ignation of a Sector Risk Management
Agency; and

(B) submit to the appropriate congres-
sional committees, the Majority and Minor-
ity Leaders of the Senate, and the Speaker
and Minority Leader of the House of Rep-
resentatives, a report that includes—

(i) an explanation with respect to the
basis for accepting or rejecting the rec-
ommendations of the Secretary; and

(ii) information relating to the analysis
framework, methodology, metrics, and
data used to—

(I) evaluate the current framework for
securing critical infrastructure referred
to in paragraph (1)(A); and

(IT) develop—

(aa) recommendations to revise—
(AA) the list of critical infrastruc-
ture sectors designated pursuant to
Presidential Policy Directive 21, any
successor or related document, or
policy; or
(BB) the designation of any subsec-
tors of such sectors; and
(bb) the recommendations of the Sec-
retary.

(4) Publication

Any designation of critical infrastructure
sectors shall be published in the Federal Reg-
ister.

(¢) Sector Risk Management Agencies
(1) Omitted

(2) Omitted

(3) References

Any reference to a Sector Specific Agency
(including any permutations or conjugations
thereof) in any law, regulation, map, docu-
ment, record, or other paper of the United
States shall be deemed to—

(A) be a reference to the Sector Risk Man-
agement Agency of the relevant critical in-
frastructure sector; and

(B) have the meaning given such term in
section 650 of this title.

(4) Omitted
(d) Report and auditing

Not later than two years after January 1, 2021
and every four years thereafter for 12 years, the
Comptroller General of the United States shall
submit to the Committee on Homeland Security
of the House of Representatives and the Com-
mittee on Homeland Security and Governmental
Affairs of the Senate a report on the effective-
ness of Sector Risk Management Agencies in
carrying out their responsibilities under section
665d of this title.

(Pub. L. 116-283, div. H, title XC, §9002, Jan. 1,
2021, 134 Stat. 4768; Pub. L. 117-263, div. G, title
LXXI, §7143(d)(5), Dec. 23, 2022, 136 Stat. 3663.)
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Editorial Notes

CODIFICATION

Section was enacted as part of the William M. (Mac)
Thornberry National Defense Authorization Act for
Fiscal Year 2021 and not as part of the Homeland Secu-
rity Act of 2002 which comprises this chapter.

Section is comprised of section 9002 of Pub. L. 116-283.
Subsec. (¢)(1) of section 9002 of Pub. L. 116-283 enacted
section 665d of this title. Subsec. (c)(2) of section 9002 of
Pub. L. 116-283 amended sections 195f, 321m, 651, 652, and
664 of this title. Subsec. (¢)(4) of section 9002 of Pub. L.
116-283 amended the table of contents in section 1(b) of
the Homeland Security Act of 2002.

AMENDMENTS

2022—Subsec. (a)(5). Pub. L. 117-263, §7143(d)(5)(A)(1),
(ii), redesignated par. (6) as (b) and struck out former
par. (5). Prior to amendment, text of par (5) read as fol-
lows: “The term ‘information sharing and analysis or-
ganization’ has the meaning given that term in section
671(5) of this title.”

Subsec. (a)(6), (7). Pub. L. 117-263, §7143(d)(5)(A)(i),
(iii), which redesignated par. (7) as (6) and then directed
the general amendment of par. (7), was executed by
making the redesignation and generally amending par.
(6) as redesignated, to reflect the probable intent of
Congress. As amended, such par. remained designated
as (7). Prior to amendment, text of par. (7) read as fol-
lows: ““The term ‘sector risk management agency’ has
the meaning given the term ‘Sector-Specific Agency’ in
section 651(5) of this title.”

Subsec. (¢)(3)(B). Pub. L. 117-263, §7143(d)(5)(B), which
directed substitution of ‘‘given such term in section 650
of this title” for ‘‘given such term in section 651(5) of
this title”, was executed by making the substitution
for ‘‘give such term in section 651(5) of this title”’, to
reflect the probable intent of Congress.

Subsec. (d). Pub. L. 117-263, §7143(d)(5)(C), made tech-
nical amendment to reference in original act which ap-
pears in text as reference to section 665d of this title.

§653. Cybersecurity Division
(a) Establishment

(1) In general

There 1is established
Cybersecurity Division.

in the Agency a

(2) Executive Assistant Director

The Cybersecurity Division shall be headed
by an Executive Assistant Director for
Cybersecurity (in this section referred to as
‘“‘the Executive Assistant Director’), who
shall—

(A) be at the level of Assistant Secretary
within the Department;

(B) be appointed by the President without
the advice and consent of the Senate; and

(C) report to the Director.

(3) Reference

Any reference to the Assistant Secretary for
Cybersecurity and Communications or Assist-
ant Director for Cybersecurity in any law, reg-
ulation, map, document, record, or other paper
of the United States shall be deemed to be a
reference to the Executive Assistant Director
for Cybersecurity.

(b) Functions

The Executive Assistant Director shall—

(1) direct the cybersecurity efforts of the
Agency;

(2) carry out activities, at the direction of
the Director, related to the security of Federal

TITLE 6—DOMESTIC SECURITY

§654

information and Federal information systems
consistent with law, including subchapter II of
chapter 35 of title 44 and the Cybersecurity
Act of 2015 (contained in division N of the Con-
solidated Appropriations Act, 2016 (Public Law
114-113));

(3) fully participate in the mechanisms re-
quired under section 652(c)(7) of this title; and

(4) carry out such other duties and powers as
prescribed by the Director.

(Pub. L. 107-296, title XXII, §2203, as added Pub.
L. 115-278, §2(a), Nov. 16, 2018, 132 Stat. 4174;
amended Pub. L. 116-283, div. H, title XC,
§9001(c)(1), Jan. 1, 2021, 134 Stat. 4766.)

Editorial Notes

REFERENCES IN TEXT

The Cybersecurity Act of 2015, referred to in subsec.
(b)(2), is div. N of Pub. L. 114-113, Dec. 18, 2015, 129 Stat.
2835. For complete classification of this Act to the
Code, see Short Title note set out under section 1501 of
this title and Tables.

AMENDMENTS

2021—Subsec. (a)(2). Pub. L. 116-283, §9001(c)(1)(A)(),
in heading, substituted ‘‘Executive Assistant Director”’
for ‘‘Assistant Director” and, in introductory provi-
sions, substituted ‘‘Executive Assistant Director for
Cybersecurity”’ for ““‘Assistant Director for
Cybersecurity’” and ‘ ‘the Executive Assistant Direc-
tor’” for ‘‘the ‘Assistant Director’”.

Subsec. (a)(3). Pub. L. 116-283, §9001(c)(1)(A)(ii), in-
serted ‘‘or Assistant Director for Cybersecurity’ after
‘““‘Assistant Secretary for Cybersecurity’” and sub-

stituted ‘“‘Executive Assistant Director for
Cybersecurity.” for ‘‘Assistant Director for
Cybersecurity.”

Subsec. (b). Pub. L. 116-283, §9001(c)(1)(B), substituted
“Executive Assistant Director’” for ‘‘Assistant Direc-
tor” in introductory provisions.

Statutory Notes and Related Subsidiaries

CONTINUATION IN OFFICE

Pub. L. 116-283, div. H, title XC, §9001(c)(2), Jan. 1,
2021, 134 Stat. 4767, provided that: ““The individual serv-
ing as the Assistant Director for Cybersecurity of the
Cybersecurity and Infrastructure Security Agency of
the Department of Homeland Security on the day be-
fore the date of enactment of this Act [Jan. 1, 2021] may
serve as the Executive Assistant Director for
Cybersecurity on and after that date without the need
for renomination or reappointment.”’

ASSISTANT SECRETARY FOR CYBERSECURITY AND COM-
MUNICATIONS AUTHORIZED TO SERVE AS ASSISTANT
DIRECTOR FOR CYBERSECURITY

Pub. L. 115-278, §2(b)(3), Nov. 16, 2018, 132 Stat. 4175,
provided that: ‘“The individual serving as the Assistant
Secretary for Cybersecurity and Communications on
the day before the date of enactment of this Act [Nov.
16, 2018] may continue to serve as the Assistant Direc-
tor for Cybersecurity on and after such date.”

§ 654. Infrastructure Security Division
(a) Establishment
(1) In general

There is established in the Agency an Infra-
structure Security Division.

(2) Executive Assistant Director

The Infrastructure Security Division shall
be headed by an Executive Assistant Director
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for Infrastructure Security (in this section re-
ferred to as ‘‘the Executive Assistant Direc-
tor’’), who shall—
(A) be at the level of Assistant Secretary
within the Department;
(B) be appointed by the President without
the advice and consent of the Senate; and
(C) report to the Director.
(3) Reference

Any reference to the Assistant Secretary for
Infrastructure Protection or Assistant Direc-
tor for Infrastructure Security in any law, reg-
ulation, map, document, record, or other paper
of the United States shall be deemed to be a
reference to the Executive Assistant Director
for Infrastructure Security.

(b) Functions

The Executive Assistant Director shall—

(1) direct the critical infrastructure security
efforts of the Agency;

(2) carry out, at the direction of the Direc-
tor, the Chemical Facilities Anti-Terrorism
Standards Program established under sub-
chapter XVI and the secure handling of ammo-
nium nitrate program established under part J
of subchapter VIII, or any successor programs;

(8) fully participate in the mechanisms re-
quired under section 652(c)(7) of this title; and

(4) carry out such other duties and powers as
prescribed by the Director.

(Pub. L. 107-296, title XXII, §2204, as added Pub.
L. 115-278, §2(a), Nov. 16, 2018, 132 Stat. 4174;
amended Pub. L. 116-283, div. H, title XC,
§9001(d)(1), Jan. 1, 2021, 134 Stat. 4767.)

Editorial Notes
AMENDMENTS

2021—Subsec. (a)(2). Pub. L. 116-283, §9001(d)(1)(A){),
in heading, substituted ‘‘Executive Assistant Director’’
for ‘‘Assistant Director” and, in introductory provi-
sions, substituted ‘‘Executive Assistant Director for In-
frastructure Security’ for ‘‘Assistant Director for In-
frastructure Security’” and ‘‘‘the Executive Assistant
Director’”’ for ‘‘the ‘Assistant Director’ .

Subsec. (a)(3). Pub. L. 116-283, §9001(d)(1)(A)(ii), in-
serted ‘‘or Assistant Director for Infrastructure Secu-
rity”’ after ‘‘Assistant Secretary for Infrastructure Pro-
tection’ and substituted ‘‘Executive Assistant Director
for Infrastructure Security.” for ‘‘Assistant Director
for Infrastructure Security.”

Subsec. (b). Pub. L. 116-283, §9001(d)(1)(B), substituted
‘“Executive Assistant Director’ for ‘‘Assistant Direc-
tor” in introductory provisions.

Statutory Notes and Related Subsidiaries
CONTINUATION IN OFFICE

Pub. L. 116-283, div. H, title XC, §9001(d)(2), Jan. 1,
2021, 134 Stat. 4767, provided that: ‘“The individual serv-
ing as the Assistant Director for Infrastructure Secu-
rity of the Cybersecurity and Infrastructure Security
Agency of the Department of Homeland Security on the
day before the date of enactment of this Act [Jan. 1,
2021] may serve as the Executive Assistant Director for
Infrastructure Security on and after that date without
the need for renomination or reappointment.”

ASSISTANT SECRETARY FOR INFRASTRUCTURE PROTEC-
TION AUTHORIZED TO SERVE AS ASSISTANT DIRECTOR
FOR INFRASTRUCTURE SECURITY

Pub. L. 115278, §2(b)(4), Nov. 16, 2018, 132 Stat. 4175,
provided that: “The individual serving as the Assistant
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Secretary for Infrastructure Protection on the day be-
fore the date of enactment of this Act [Nov. 16, 2018]
may continue to serve as the Assistant Director for In-
frastructure Security on and after such date.”

§655. Enhancement of Federal and non-Federal
cybersecurity

In carrying out the responsibilities under sec-
tion 652 of this title, the Director of the
Cybersecurity and Infrastructure Security
Agency shall—

(1) as appropriate, provide to State and local
government entities, and upon request to pri-
vate entities that own or operate critical in-
formation systems—

(A) analysis and warnings related to
threats to, and vulnerabilities of, critical in-
formation systems; and

(B) in coordination with the Under Sec-
retary for Emergency Preparedness and Re-
sponse, crisis management support in re-
sponse to threats to, or attacks on, critical
information systems;

(2) as appropriate, provide technical assist-
ance, upon request, to the private sector and
other government entities, in coordination
with the Under Secretary for Emergency Pre-
paredness and Response, with respect to emer-
gency recovery plans to respond to major fail-
ures of critical information systems; and

(3) fulfill the responsibilities of the Sec-
retary to protect Federal information systems
under subchapter II of chapter 35 of title 44.

(Pub. L. 107-296, title XXII, §2205, formerly title
II, §223, Nov. 25, 2002, 116 Stat. 2156; Pub. L.
110-53, title V, §531(b)(1)(A), Aug. 3, 2007, 121
Stat. 334; Pub. L. 113-283, §2(e)(3)(A), Dec. 18,
2014, 128 Stat. 3086; renumbered title XXII, §2205,
and amended Pub. L. 115-278, §2(2)(2)(1), (9)(A)({),
Nov. 16, 2018, 132 Stat. 4178, 4180; Pub. L. 117-263,
div. G, title LXXI, §7143(c)(6), Dec. 23, 2022, 136
Stat. 3663.)

Editorial Notes
CODIFICATION

Section was formerly classified to section 143 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Pub. L. 117-263 substituted ‘‘Director of the
Cybersecurity and Infrastructure Security Agency’’ for
“Director of Cybersecurity and Infrastructure Secu-
rity”’ in introductory provisions.

2018—Pub. L. 115278, §2(g)(9(A)({1)(T), substituted
‘“‘section 652 of this title” for ‘‘section 121 of this title”
and ‘‘Director of Cybersecurity and Infrastructure Se-
curity’” for ‘“Under Secretary appointed under section
113(a)(1)(H) of this title” in introductory provisions.

Par. (1)(B). Pub. L. 115278, §2(2)(9(A)(1)AI), struck
out ‘““and’ at end.

2014—Pub. L. 113-283, §2(e)(3)(A)(1), (ii), inserted ‘“Fed-
eral and’” before ‘‘non-Federal” in section catchline
and substituted ‘‘the Under Secretary appointed under
section 113(a)(1)(H) of this title” for ‘‘the Under Sec-
retary for Intelligence and Analysis, in cooperation
with the Assistant Secretary for Infrastructure Protec-
tion” in introductory provisions.

Par. (3). Pub. L. 113-283, §2(e)(3)(A)(ii), (iv), added
par. (3).

2007—Pub. L. 110-53 substituted ‘‘Under Secretary for
Intelligence and Analysis, in cooperation with the As-
sistant Secretary for Infrastructure Protection’ for
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“Under Secretary for Information Analysis and Infra-
structure Protection’ in introductory provisions.

Statutory Notes and Related Subsidiaries
RULE OF CONSTRUCTION

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, responsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, see section
T7143(f)(1) of Pub. L. 117-263, set out as a note under sec-
tion 650 of this title.

§656. NET Guard

The Director of the Cybersecurity and Infra-
structure Security Agency may establish a na-
tional technology guard, to be known as ‘“NET
Guard’”’, comprised of local teams of volunteers
with expertise in relevant areas of science and
technology, to assist local communities to re-
spond and recover from attacks on information
systems and communications networks.

(Pub. L. 107-296, title XXII, §2206, formerly title
II, §224, Nov. 25, 2002, 116 Stat. 2156; Pub. L.
110-53, title V, §531(b)(1)(B), Aug. 3, 2007, 121
Stat. 334; renumbered title XXII, §2206, and
amended Pub. L. 115-278, §2(2)(2)(D), (9)(A)(i),
Nov. 16, 2018, 132 Stat. 4178, 4180; Pub. L. 117-263,
div. G, title LXXI, §7143(c)(7), Dec. 23, 2022, 136
Stat. 3663.)

Editorial Notes

CODIFICATION

Section was formerly classified to section 144 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Pub. L. 117-263 substituted ‘‘Director of the
Cybersecurity and Infrastructure Security Agency’’ for
“Director of Cybersecurity and Infrastructure Secu-
rity”.

2018—Pub. L. 115-278, §2(g)(9)(A)(ii), substituted *“‘Di-
rector of Cybersecurity and Infrastructure Security’’
for ‘‘Assistant Secretary for Infrastructure Protec-
tion”.

2007—Pub. L. 110-53 substituted ‘‘Assistant Secretary
for Infrastructure Protection’ for ‘‘Under Secretary for
Information Analysis and Infrastructure Protection”.

Statutory Notes and Related Subsidiaries

RULE OF CONSTRUCTION

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, responsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, see section
7143(f)(1) of Pub. L. 117-263, set out as a note under sec-
tion 650 of this title.

§657. Cyber Security Enhancement Act of 2002
(a) Short title

This section may be cited as the ‘‘Cyber Secu-
rity Enhancement Act of 2002”’.

(b) Amendment of sentencing guidelines relating
to certain computer crimes

(1) Directive to the United States Sentencing

Commission
Pursuant to its authority under section
994(p) of title 28 and in accordance with this
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subsection, the United States Sentencing
Commission shall review and, if appropriate,
amend its guidelines and its policy statements
applicable to persons convicted of an offense
under section 1030 of title 18.

(2) Requirements

In carrying out this subsection, the Sen-
tencing Commission shall—

(A) ensure that the sentencing guidelines
and policy statements reflect the serious na-
ture of the offenses described in paragraph
(1), the growing incidence of such offenses,
and the need for an effective deterrent and
appropriate punishment to prevent such of-
fenses;

(B) consider the following factors and the
extent to which the guidelines may or may
not account for them—

(i) the potential and actual loss resulting
from the offense;

(ii) the level of sophistication and plan-
ning involved in the offense;

(iii) whether the offense was committed
for purposes of commercial advantage or
private financial benefit;

(iv) whether the defendant acted with
malicious intent to cause harm in commit-
ting the offense;

(v) the extent to which the offense vio-
lated the privacy rights of individuals
harmed;

(vi) whether the offense involved a com-
puter used by the government in further-
ance of national defense, national secu-
rity, or the administration of justice;

(vii) whether the violation was intended
to or had the effect of significantly inter-
fering with or disrupting a critical infra-
structure; and

(viii) whether the violation was intended
to or had the effect of creating a threat to
public health or safety, or injury to any
person;

(C) assure reasonable consistency with
other relevant directives and with other sen-
tencing guidelines;

(D) account for any additional aggravating
or mitigating circumstances that might jus-
tify exceptions to the generally applicable
sentencing ranges;

(E) make any necessary conforming
changes to the sentencing guidelines; and

(F') assure that the guidelines adequately
meet the purposes of sentencing as set forth
in section 3553(a)(2) of title 18.

(c) Study and report on computer crimes

Not later than May 1, 2003, the United States
Sentencing Commission shall submit a brief re-
port to Congress that explains any actions taken
by the Sentencing Commission in response to
this section and includes any recommendations
the Commission may have regarding statutory
penalties for offenses under section 1030 of title
18.

(d) Emergency disclosure exception

(1) Omitted

(2) Reporting of disclosures

A government entity that receives a disclo-
sure under section 2702(b) of title 18 shall file,
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not later than 90 days after such disclosure, a
report to the Attorney General stating the
paragraph of that section under which the dis-
closure was made, the date of the disclosure,
the entity to which the disclosure was made,
the number of customers or subscribers to
whom the information disclosed pertained,
and the number of communications, if any,
that were disclosed. The Attorney General
shall publish all such reports into a single re-

port to be submitted to Congress 1 year after

November 25, 2002.

(Pub. L. 107-296, title XXII, §2207, formerly title
II, §225, Nov. 25, 2002, 116 Stat. 2156; renumbered
title XXII, §2207, Pub. L. 1156-278, §2(g)(2)(1), Nov.
16, 2018, 132 Stat. 4178.)

Editorial Notes

CODIFICATION

Section was formerly classified to section 145 of this

title prior to renumbering by Pub. L. 115-278.

Section is comprised of section 2207 of Pub. L. 107-296.
Subsecs. (d)(1) and (e) to (j) of section 2207 of Pub. L.
107-296 amended sections 1030, 2511, 2512, 2520, 2701 to
2703, and 3125 of Title 18, Crimes and Criminal Proce-
dure.

§ 658. Cybersecurity recruitment and retention
(a) Definitions

In this section:

(1) Appropriate committees of Congress

The term ‘‘appropriate committees of Con-
gress” means the Committee on Homeland Se-
curity and Governmental Affairs and the Com-

mittee on Appropriations of the Senate and

the Committee on Homeland Security and the

Committee on Appropriations of the House of

Representatives.
(2) Collective bargaining agreement

The term ‘‘collective bargaining agreement”
has the meaning given that term in section
7103(a)(8) of title 5.

(3) Excepted service

The term ‘‘excepted service’” has the mean-
ing given that term in section 2103 of title 5.

(4) Preference eligible
The term ‘‘preference eligible” has the

meaning given that term in section 2108 of

title 5.
(5) Qualified position

The term ‘‘qualified position” means a posi-
tion, designated by the Secretary for the pur-
pose of this section, in which the incumbent
performs, manages, or supervises functions
that execute the responsibilities of the De-
partment relating to cybersecurity.

(6) Senior Executive Service

The term ‘‘Senior Executive Service” has
the meaning given that term in section 210l1a
of title 5.

(b) General authority

(1) Establish positions, appoint personnel, and

fix rates of pay
(A) General authority
The Secretary may—
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(i) establish, as positions in the excepted
service, such qualified positions in the De-
partment as the Secretary determines nec-
essary to carry out the responsibilities of
the Department relating to cybersecurity,
including positions formerly identified
as—

(I) senior level positions designated
under section 5376 of title 5; and

(IT) positions in the Senior Executive
Service;

(ii) appoint an individual to a qualified
position (after taking into consideration
the availability of preference eligibles for
appointment to the position); and
(iii) subject to the requirements of para-
graphs (2) and (3), fix the compensation of
an individual for service in a qualified po-
sition.
(B) Construction with other laws

The authority of the Secretary under this
subsection applies without regard to the pro-
visions of any other law relating to the ap-
pointment, number, classification, or com-
pensation of employees.

(2) Basic pay

(A) Authority to fix rates of basic pay

In accordance with this section, the Sec-
retary shall fix the rates of basic pay for any
qualified position established under para-
graph (1) in relation to the rates of pay pro-
vided for employees in comparable positions
in the Department of Defense and subject to
the same limitations on maximum rates of
pay established for such employees by law or
regulation.

(B) Prevailing rate systems

The Secretary may, consistent with sec-
tion 5341 of title 5, adopt such provisions of
that title as provide for prevailing rate sys-
tems of basic pay and may apply those pro-
visions to qualified positions for employees
in or under which the Department may em-
ploy individuals described by section
5342(a)(2)(A) of that title.

(3) Additional compensation, incentives, and
allowances
(A) Additional compensation based on title 5
authorities

The Secretary may provide employees in
qualified positions compensation (in addi-
tion to basic pay), including benefits, incen-
tives, and allowances, consistent with, and
not in excess of the level authorized for,
comparable positions authorized by title 5.
(B) Allowances in nonforeign areas

An employee in a qualified position whose
rate of basic pay is fixed under paragraph
(2)(A) shall be eligible for an allowance
under section 5941 of title 5, on the same
basis and to the same extent as if the em-
ployee was an employee covered by such sec-
tion 5941, including eligibility conditions, al-
lowance rates, and all other terms and con-
ditions in law or regulation.

(4) Plan for execution of authorities

Not later than 120 days after December 18,
2014, the Secretary shall submit a report to
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the appropriate committees of Congress with a
plan for the use of the authorities provided
under this subsection.

(5) Collective bargaining agreements

Nothing in paragraph (1) may be construed
to impair the continued effectiveness of a col-
lective bargaining agreement with respect to
an office, component, subcomponent, or equiv-
alent of the Department that is a successor to
an office, component, subcomponent, or equiv-
alent of the Department covered by the agree-
ment before the succession.

(6) Required regulations

The Secretary, in coordination with the Di-
rector of the Office of Personnel Management,
shall prescribe regulations for the administra-
tion of this section.

(¢) Annual report

Not later than 1 year after December 18, 2014,
and every year thereafter for 4 years, the Sec-
retary shall submit to the appropriate commit-
tees of Congress a detailed report that—

(1) discusses the process used by the Sec-
retary in accepting applications, assessing
candidates, ensuring adherence to veterans’
preference, and selecting applicants for vacan-
cies to be filled by an individual for a qualified
position;

(2) describes—

(A) how the Secretary plans to fulfill the
critical need of the Department to recruit
and retain employees in qualified positions;

(B) the measures that will be used to
measure progress; and

(C) any actions taken during the reporting
period to fulfill such critical need;

(3) discusses how the planning and actions
taken under paragraph (2) are integrated into
the strategic workforce planning of the De-
partment;

(4) provides metrics on actions occurring
during the reporting period, including—

(A) the number of employees in qualified
positions hired by occupation and grade and
level or pay band;

(B) the placement of employees in quali-
fied positions by directorate and office with-
in the Department;

(C) the total number of veterans hired;

(D) the number of separations of employ-
ees in qualified positions by occupation and
grade and level or pay band;

(BE) the number of retirements of employ-
ees in qualified positions by occupation and
grade and level or pay band; and

(F) the number and amounts of recruit-
ment, relocation, and retention incentives
paid to employees in qualified positions by
occupation and grade and level or pay band;
and

(5) describes the training provided to super-
visors of employees in qualified positions at
the Department on the use of the new authori-
ties.

(d) Three-year probationary period
The probationary period for all employees

hired under the authority established in this
section shall be 3 years.

TITLE 6—DOMESTIC SECURITY

§659

(e) Incumbents of existing competitive service
positions

(1) In general

An individual serving in a position on De-
cember 18, 2014, that is selected to be con-
verted to a position in the excepted service
under this section shall have the right to
refuse such conversion.

(2) Subsequent conversion

After the date on which an individual who
refuses a conversion under paragraph (1) stops
serving in the position selected to be con-
verted, the position may be converted to a po-
sition in the excepted service.

(f) Study and report

Not later than 120 days after December 18,
2014, the National Protection and Programs Di-
rectorate shall submit a report regarding the
availability of, and benefits (including cost sav-
ings and security) of using, cybersecurity per-
sonnel and facilities outside of the National
Capital Region (as defined in section 2674 of title
10) to serve the Federal and national need to—

(1) the Subcommittee on Homeland Security
of the Committee on Appropriations and the

Committee on Homeland Security and Govern-

mental Affairs of the Senate; and

(2) the Subcommittee on Homeland Security
of the Committee on Appropriations and the

Committee on Homeland Security of the

House of Representatives.

(Pub. L. 107-296, title XXII, §2208, formerly title
II, §226, as added Pub. L. 113-277, §3(a), Dec. 18,
2014, 128 Stat. 3005; renumbered title XXII, §2208,
Pub. L. 115-278, §2(g)(2)(I), Nov. 16, 2018, 132 Stat.
4178.)

Editorial Notes
CODIFICATION

Section was formerly classified to section 147 of this
title prior to renumbering by Pub. L. 115-278.

Statutory Notes and Related Subsidiaries
CHANGE OF NAME

Reference to National Protection and Programs Di-
rectorate of the Department of Homeland Security
deemed to be a reference to the Cybersecurity and In-
frastructure Security Agency of the Department, see
section 652(a)(2) of this title, enacted Nov. 16, 2018.

§659. National cybersecurity and communica-
tions integration center

(a) Definition

The term ‘‘cybersecurity vulnerability’ has
the meaning given the term ‘‘security wvulner-
ability’’ in section 650 of this title.

(b) Center

There is in the Department a mnational
cybersecurity and communications integration
center (referred to in this section as the ‘‘Cen-
ter’’) to carry out certain responsibilities of the
Director. The Center shall be located in the
Cybersecurity and Infrastructure Security
Agency. The head of the Center shall report to
the Executive Assistant Director for
Cybersecurity.
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(¢) Functions

The cybersecurity functions of the Center

shall include—

(1) being a Federal civilian interface for the
multi-directional and cross-sector sharing of
information related to cyber threat indicators,
defensive measures, cybersecurity risks, inci-
dents, analysis, and warnings for Federal and
non-Federal entities, including the implemen-
tation of title I of the Cybersecurity Act of
2015 [6 U.S.C. 1501 et seq.];

(2) providing shared situational awareness to
enable real-time, integrated, and operational
actions across the Federal Government and
non-Federal entities to address cybersecurity
risks and incidents to Federal and non-Federal
entities;

(3) coordinating the sharing of information
related to cyber threat indicators, defensive
measures, cybersecurity risks, and incidents
across the Federal Government;

(4) facilitating cross-sector coordination to
address cybersecurity risks and incidents, in-
cluding cybersecurity risks and incidents that
may be related or could have consequential
impacts across multiple sectors;

(5)(A) conducting integration and analysis,
including cross-sector integration and anal-
ysis, of cyber threat indicators, defensive
measures, cybersecurity risks, and incidents;

(B) sharing mitigation protocols to counter
cybersecurity vulnerabilities pursuant to sub-
section (n), as appropriate; and

(C) sharing the analysis conducted under
subparagraph (A) and mitigation protocols to
counter cybersecurity wvulnerabilities in ac-
cordance with subparagraph (B), as appro-
priate, with Federal and non-Federal entities;

(6) upon request, providing operational and
timely technical assistance, risk management
support, and incident response capabilities to
Federal and non-Federal entities with respect
to cyber threat indicators, defensive measures,
cybersecurity risks, and incidents, which may
include attribution, mitigation, and remedi-
ation, which may take the form of continuous
monitoring and detection of cybersecurity
risks to critical infrastructure entities that
own or operate industrial control systems that
support national critical functions;

(7) providing information and recommenda-
tions on security and resilience measures to
Federal and non-Federal entities, including in-
formation and recommendations to—

(A) facilitate information security;

(B) strengthen information systems
against cybersecurity risks and incidents;
and

(C) share cyber threat indicators and de-
fensive measures;

(8) engaging with international partners, in
consultation with other appropriate agencies,
to—

(A) collaborate on cyber threat indicators,
defensive measures, and information related
to cybersecurity risks and incidents; and

(B) enhance the security and resilience of
global cybersecurity;

(9) sharing cyber threat indicators, defensive
measures, mitigation protocols to counter

TITLE 6—DOMESTIC SECURITY

Page 344

cybersecurity vulnerabilities, as appropriate,
and other information related to
cybersecurity risks and incidents with Federal
and non-Federal entities, including across sec-
tors of critical infrastructure and with State
and major urban area fusion centers, as appro-
priate;

(10) participating, as appropriate, in na-
tional exercises run by the Department;

(11) in coordination with the Emergency
Communications Division of the Department,
assessing and evaluating consequence, vulner-
ability, and threat information regarding
cyber incidents to public safety communica-
tions to help facilitate continuous improve-
ments to the security and resiliency of such
communications;

(12) detecting, identifying, and receiving in-
formation for a cybersecurity purpose about
security vulnerabilities relating to critical in-
frastructure in information systems and de-
vices; and

(13) receiving, aggregating, and analyzing re-
ports related to covered cyber incidents (as de-
fined in section 681 of this title) submitted by
covered entities (as defined in section 681 of
this title) and reports related to ransom pay-
ments (as defined in section 681 of this title)
submitted by covered entities (as defined in
section 681 of this title) in furtherance of the
activities specified in sections 652(e), 653, and
68la of this title, this subsection, and any
other authorized activity of the Director, to
enhance the situational awareness of
cybersecurity threats across critical infra-
structure sectors.

(d) Composition

(1) In general

The Center shall be composed of—
(A) appropriate representatives of Federal
entities, such as—
(i) sector-specific agencies;
(ii) civilian and law enforcement agen-
cies; and
(iii) elements of the intelligence commu-
nity;
(B) appropriate representatives of non-
Federal entities, such as—
(i) State, local, and tribal governments;
(ii) Information Sharing and Analysis
Organizations, including information shar-
ing and analysis centers;
(iii) owners and operators of critical in-
formation systems; and
(iv) private entities,
cybersecurity specialists;

(C) components within the Center that
carry out cybersecurity and communica-
tions activities;

(D) a designated Federal official for oper-
ational coordination with and across each
sector;

(E) an entity that collaborates with State
and local governments, including an entity
that collaborates with election officials, on
cybersecurity risks and incidents, and has
entered into a voluntary information shar-
ing relationship with the Center; and

(F) other appropriate representatives or
entities, as determined by the Secretary.

including



Page 345

(2) Incidents

In the event of an incident, during exigent
circumstances the Secretary may grant a Fed-
eral or non-Federal entity immediate tem-
porary access to the Center.

(e) Principles

In carrying out the functions under subsection

(c), the Center shall ensure—

(1) to the extent practicable, that—

(A) timely, actionable, and relevant cyber
threat indicators, defensive measures, and
information related to cybersecurity risks,
incidents, and analysis is shared;

(B) when appropriate, cyber threat indica-
tors, defensive measures, and information
related to cybersecurity risks, incidents, and
analysis is integrated with other relevant
information and tailored to the specific
characteristics of a sector;

(C) activities are prioritized and conducted
based on the level of risk;

(D) industry sector-specific, academic, and
national laboratory expertise is sought and
receives appropriate consideration;

(E) continuous, collaborative, and inclu-
sive coordination occurs—

(i) across sectors; and
(ii) with—

(I) sector coordinating councils;

(IT) Information Sharing and Analysis
Organizations; and

(ITII) other appropriate non-Federal
partners;

(F) as appropriate, the Center works to de-
velop and use mechanisms for sharing infor-
mation related to cyber threat indicators,
defensive measures, cybersecurity risks, and
incidents that are technology-neutral, inter-
operable, real-time, cost-effective, and resil-
ient;

(G) the Center works with other agencies
to reduce unnecessarily duplicative sharing
of information related to cyber threat indi-
cators, defensive measures, cybersecurity
risks, and incidents;

(H) the Center designates an agency con-
tact for non-Federal entities; and

(I) activities of the Center address the se-
curity of both information technology and
operational technology, including industrial
control systems;

(2) that information related to cyber threat
indicators, defensive measures, cybersecurity
risks, and incidents is appropriately safe-
guarded against unauthorized access or disclo-
sure; and

(3) that activities conducted by the Center
comply with all policies, regulations, and laws
that protect the privacy and civil liberties of
United States persons, including by working
with the Privacy Officer appointed under sec-
tion 142 of this title to ensure that the Center
follows the policies and procedures specified in
subsections (b) and (d)(5)(C) of section 105 of
the Cybersecurity Act of 2015 [6 U.S.C. 1504].

(f) Cyber hunt and incident response teams
(1) In general

The Center shall maintain cyber hunt and
incident response teams for the purpose of
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leading Federal asset response activities and
providing timely technical assistance to Fed-
eral and non-Federal entities, including across
all critical infrastructure sectors, regarding
actual or potential security incidents, as ap-
propriate and upon request, including—

(A) assistance to asset owners and opera-
tors in restoring services following a cyber
incident;

(B) identification and analysis of
cybersecurity risk and unauthorized cyber
activity;

(C) mitigation strategies to prevent, deter,
and protect against cybersecurity risks;

(D) recommendations to asset owners and
operators for improving overall network and
control systems security to lower
cybersecurity risks, and other recommenda-
tions, as appropriate; and

(E) such other capabilities as the Sec-
retary determines appropriate.

(2) Associated metrics

The Center shall—

(A) define the goals and desired outcomes
for each cyber hunt and incident response
team; and

(B) develop metrics—

(i) to measure the effectiveness and effi-
ciency of each cyber hunt and incident re-
sponse team in achieving the goals and de-
sired outcomes defined under subpara-
graph (A); and

(ii) that—

(I) are quantifiable and actionable; and

(IT) the Center shall use to improve the
effectiveness and accountability of, and
service delivery by, cyber hunt and inci-
dent response teams.

(3) Cybersecurity specialists

After notice to, and with the approval of, the
entity requesting action by or technical as-
sistance from the Center, the Secretary may
include cybersecurity specialists from the pri-
vate sector on a cyber hunt and incident re-
sponse team.

(g) No right or benefit

(1) In general

The provision of assistance or information
to, and inclusion in the Center, or any team or
activity of the Center, of, governmental or pri-
vate entities under this section shall be at the
sole and unreviewable discretion of the Direc-
tor.

(2) Certain assistance or information

The provision of certain assistance or infor-
mation to, or inclusion in the Center, or any
team or activity of the Center, of, one govern-
mental or private entity pursuant to this sec-
tion shall not create a right or benefit, sub-
stantive or procedural, to similar assistance
or information for any other governmental or
private entity.

(h) Automated information sharing

(1) In general

The Director, in coordination with industry
and other stakeholders, shall develop capabili-
ties making use of existing information tech-
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nology industry standards and best practices,
as appropriate, that support and rapidly ad-
vance the development, adoption, and imple-
mentation of automated mechanisms for the
sharing of cyber threat indicators and defen-
sive measures in accordance with title I of the
Cybersecurity Act of 2015 [6 U.S.C. 1501 et
seq.].

(2) Annual report

The Director shall submit to the Committee
on Homeland Security and Governmental Af-
fairs of the Senate and the Committee on
Homeland Security of the House of Represent-
atives an annual report on the status and
progress of the development of the capabilities
described in paragraph (1). Such reports shall
be required until such capabilities are fully
implemented.

(i) Voluntary information sharing procedures
(1) Procedures
(A) In general

The Center may enter into a voluntary in-
formation sharing relationship with any
consenting non-Federal entity for the shar-
ing of cyber threat indicators and defensive
measures for cybersecurity purposes in ac-
cordance with this section. Nothing in this
subsection may be construed to require any
non-Federal entity to enter into any such in-
formation sharing relationship with the Cen-
ter or any other entity. The Center may ter-
minate a voluntary information sharing re-
lationship under this subsection, at the sole
and unreviewable discretion of the Sec-
retary, acting through the Director, for any
reason, including if the Center determines
that the non-Federal entity with which the
Center has entered into such a relationship
has violated the terms of this subsection.

(B) National security

The Secretary may decline to enter into a
voluntary information sharing relationship
under this subsection, at the sole and
unreviewable discretion of the Secretary,
acting through the Director, for any reason,
including if the Secretary determines that
such is appropriate for national security.

(2) Voluntary information sharing relation-
ships
A voluntary information sharing relation-
ship under this subsection may be character-
ized as an agreement described in this para-
graph.
(A) Standard agreement

For the use of a non-Federal entity, the
Center shall make available a standard
agreement, consistent with this section, on
the Department’s website.

(B) Negotiated agreement

At the request of a non-Federal entity, and
if determined appropriate by the Center, at
the sole and unreviewable discretion of the
Secretary, acting through the Director, the
Department shall negotiate a non-standard
agreement, consistent with this section.

(C) Existing agreements

An agreement between the Center and a
non-Federal entity that is entered into be-
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fore December 18, 2015, or such an agreement
that is in effect before such date, shall be
deemed in compliance with the requirements
of this subsection, notwithstanding any
other provision or requirement of this sub-
section. An agreement under this subsection
shall include the relevant privacy protec-
tions as in effect under the Cooperative Re-
search and Development Agreement for
Cybersecurity Information Sharing and Col-
laboration, as of December 31, 2014. Nothing
in this subsection may be construed to re-
quire a non-Federal entity to enter into ei-
ther a standard or negotiated agreement to
be in compliance with this subsection.

(j) Direct reporting

The Secretary shall develop policies and pro-
cedures for direct reporting to the Secretary by
the Director of the Center regarding significant
cybersecurity risks and incidents.

(k) Reports on international cooperation

Not later than 180 days after December 18,
2015, and periodically thereafter, the Secretary
of Homeland Security shall submit to the Com-
mittee on Homeland Security and Governmental
Affairs of the Senate and the Committee on
Homeland Security of the House of Representa-
tives a report on the range of efforts underway
to bolster cybersecurity collaboration with rel-
evant international partners in accordance with
subsection (c)(8).

(1) Outreach

Not later than 60 days after December 18, 2015,
the Secretary, acting through the Director,
shall—

(1) disseminate to the public information
about how to voluntarily share cyber threat
indicators and defensive measures with the
Center; and

(2) enhance outreach to critical infrastruc-
ture owners and operators for purposes of such
sharing.

(m) Cybersecurity outreach

(1) In general

The Secretary may leverage small business
development centers to provide assistance to
small business concerns by disseminating in-
formation on cyber threat indicators, defense
measures, cybersecurity risks, incidents, anal-
yses, and warnings to help small business con-
cerns in developing or enhancing
cybersecurity infrastructure, awareness of
cyber threat indicators, and cyber training
programs for employees.

(2) Definitions

For purposes of this subsection, the terms
‘“‘small business concern” and ‘‘small business
development center’” have the meaning given
such terms, respectively, under section 632 of
title 15.

(n) Coordinated vulnerability disclosure

The Secretary, in coordination with industry
and other stakeholders, may develop and adhere
to Department policies and procedures for co-
ordinating vulnerability disclosures.
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(0) Protocols to counter certain cybersecurity (B) Contents

vulnerabilities The inter-agency procedures developed

The Director may, as appropriate, identify, de- under this paragraph shall provide that a
velop, and disseminate actionable protocols to subpoena issued by the Director under this
mitigate cybersecurity vulnerabilities to infor- subsection shall be—
mation systems and industrial control systems, (i) issued to carry out a function de-
including in circumstances in which such scribed in subsection (¢)(12); and
vulnerabilities exist because software or hard- (ii) subject to the limitations specified in
ware is no longer supported by a vendor. this subsection.

(p) Subpoena authority (4) Noncompliance

(1) Definition

In this subsection, the term ‘‘covered device
or system”—

(A) means a device or system commonly
used to perform industrial, commercial, sci-
entific, or governmental functions or proc-
esses that relate to critical infrastructure,
including operational and industrial control
systems, distributed control systems, and
programmable logic controllers; and

(B) does not include personal devices and
systems, such as consumer mobile devices,
home computers, residential wireless rout-
ers, or residential internet enabled consumer
devices.

(2) Authority
(A) In general

If the Director identifies a system con-
nected to the internet with a specific secu-
rity vulnerability and has reason to believe
such security wvulnerability relates to crit-
ical infrastructure and affects a covered de-
vice or system, and the Director is unable to
identify the entity at risk that owns or oper-
ates such covered device or system, the Di-
rector may issue a subpoena for the produc-
tion of information necessary to identify
and notify such entity at risk, in order to
carry out a function authorized under sub-
section (¢)(12).

(B) Limit on information

A subpoena issued pursuant to subpara-
graph (A) may seek information—

(i) only in the categories set forth in sub-
paragraphs (A), (B), (D), and (E) of section
2703(c)(2) of title 18; and

(ii) for not more than 20 covered devices
or systems.

(C) Liability protections for disclosing pro-
viders

The provisions of section 2703(e) of title 18,
shall apply to any subpoena issued pursuant
to subparagraph (A).

(3) Coordination
(A) In general

If the Director exercises the subpoena au-
thority under this subsection, and in the in-
terest of avoiding interference with ongoing
law enforcement investigations, the Director
shall coordinate the issuance of any such
subpoena with the Department of Justice,
including the Federal Bureau of Investiga-
tion, pursuant to interagency procedures
which the Director, in coordination with the
Attorney General, shall develop not later
than 60 days after January 1, 2021.

If any person, partnership, corporation, asso-
ciation, or entity fails to comply with any
duly served subpoena issued pursuant to this
subsection, the Director may request that the
Attorney General seek enforcement of such
subpoena in any judicial district in which such
person, partnership, corporation, association,
or entity resides, is found, or transacts busi-
ness.

(5) Notice

Not later than seven days after the date on
which the Director receives information ob-
tained through a subpoena issued pursuant to
this subsection, the Director shall notify any
entity identified by information obtained pur-
suant to such subpoena regarding such sub-
poena and the identified vulnerability.

(6) Authentication
(A) In general

Any subpoena issued pursuant to this sub-
section shall be authenticated with a cryp-
tographic digital signature of an authorized
representative of the Agency, or other com-
parable successor technology, that allows
the Agency to demonstrate that such sub-
poena was issued by the Agency and has not
been altered or modified since such issuance.

(B) Invalid if not authenticated

Any subpoena issued pursuant to this sub-
section that is not authenticated in accord-
ance with subparagraph (A) shall not be con-
sidered to be valid by the recipient of such
subpoena.

(7) Procedures

Not later than 90 days after January 1, 2021,
the Director shall establish internal proce-
dures and associated training, applicable to
employees and operations of the Agency, re-
garding subpoenas issued pursuant to this sub-
section, which shall address the following:

(A) The protection of and restriction on
dissemination of nonpublic information ob-
tained through such a subpoena, including a
requirement that the Agency not dissemi-
nate nonpublic information obtained
through such a subpoena that identifies the
party that is subject to such subpoena or the
entity at risk identified by information ob-
tained, except that the Agency may share
the nonpublic information with the Depart-
ment of Justice for the purpose of enforcing
such subpoena in accordance with paragraph
(4), and may share with a Federal agency the
nonpublic information of the entity at risk
if—

(i) the Agency identifies or is notified of

a cybersecurity incident involving such
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entity, which relates to the vulnerability
which led to the issuance of such sub-
poena;

(ii) the Director determines that sharing
the nonpublic information with another
Federal department or agency is necessary
to allow such department or agency to
take a law enforcement or national secu-
rity action, consistent with the inter-
agency procedures under paragraph (3)(A),
or actions related to mitigating or other-
wise resolving such incident;

(iii) the entity to which the information
pertains is notified of the Director’s deter-
mination, to the extent practicable con-
sistent with national security or law en-
forcement interests, consistent with such
interagency procedures; and

(iv) the entity consents, except that the
entity’s consent shall not be required if
another Federal department or agency
identifies the entity to the Agency in con-
nection with a suspected cybersecurity in-
cident.

(B) The restriction on the use of informa-
tion obtained through such a subpoena for a
cybersecurity purpose.

(C) The retention and destruction of non-
public information obtained through such a
subpoena, including—

(i) destruction of such information that
the Director determines is unrelated to
critical infrastructure immediately upon
providing notice to the entity pursuant to
paragraph (5); and

(ii) destruction of any personally identi-
fiable information not later than 6 months
after the date on which the Director re-
ceives information obtained through such
a subpoena, unless otherwise agreed to by
the individual identified by the subpoena
respondent.

(D) The processes for providing notice to
each party that is subject to such a sub-
poena and each entity identified by informa-
tion obtained under such a subpoena.

(E) The processes and criteria for con-
ducting critical infrastructure security risk
assessments to determine whether a sub-
poena is necessary prior to being issued pur-
suant to this subsection.

(F) The information to be provided to an
entity at risk at the time of the notice of
the vulnerability, which shall include—

(i) a discussion or statement that re-
sponding to, or subsequent engagement
with, the Agency, is voluntary; and

(ii) to the extent practicable, informa-
tion regarding the process through which
the Director identifies security
vulnerabilities.

(8) Limitation on procedures

The internal procedures established pursu-
ant to paragraph (7) may not require an owner
or operator of critical infrastructure to take
any action as a result of a notice of vulner-
ability made pursuant to this chapter.

(9) Review of procedures

Not later than 1 year after January 1, 2021,
the Privacy Officer of the Agency shall—
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(A) review the internal procedures estab-
lished pursuant to paragraph (7) to ensure
that—

(i) such procedures are consistent with
fair information practices; and

(ii) the operations of the Agency comply
with such procedures; and

(B) notify the Committee on Homeland Se-
curity and Governmental Affairs of the Sen-
ate and the Committee on Homeland Secu-
rity of the House of Representatives of the
results of the review under subparagraph
(A).

(10) Publication of information

Not later than 120 days after establishing
the internal procedures under paragraph (7),
the Director shall publish information on the
website of the Agency regarding the subpoena
process under this subsection, including infor-
mation regarding the following:

(A) Such internal procedures.

(B) The purpose for subpoenas issued pur-
suant to this subsection.

(C) The subpoena process.

(D) The criteria for the critical infrastruc-
ture security risk assessment conducted
prior to issuing a subpoena.

(E) Policies and procedures on retention
and sharing of data obtained by subpoenas.

(F') Guidelines on how entities contacted
by the Director may respond to notice of a
subpoena.

(11) Annual reports

The Director shall annually submit to the
Committee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives a report (which may include a
classified annex but with the presumption of
declassification) on the use of subpoenas
issued pursuant to this subsection, which shall
include the following:

(A) A discussion of the following:

(i) The effectiveness of the use of such
subpoenas to mitigate critical infrastruc-
ture security vulnerabilities.

(ii) The critical infrastructure security
risk assessment process conducted for sub-
poenas issued under this subsection.

(iii) The number of subpoenas so issued
during the preceding year.

(iv) To the extent practicable, the num-
ber of vulnerable covered devices or sys-
tems mitigated under this subsection by
the Agency during the preceding year.

(v) The number of entities notified by
the Director under this subsection, and
their responses, during the preceding year.

(B) For each subpoena issued pursuant to
this subsection, the following:

(i) Information relating to the source of
the security vulnerability detected, identi-
fied, or received by the Director.

(ii) Information relating to the steps
taken to identify the entity at risk prior
to issuing the subpoena.

(iii) A description of the outcome of the
subpoena, including discussion on the reso-
lution or mitigation of the critical infra-
structure security vulnerability.
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(12) Publication of the annual reports

The Director shall publish a version of the
annual report required under paragraph (11) on
the website of the Agency, which shall, at a
minimum, include the findings described in
clauses (iii), (iv), and (v) of subparagraph (A)
of such paragraph.

(13) Prohibition on use of information for un-
authorized purposes

Any information obtained pursuant to a sub-
poena issued under this subsection may not be
provided to any other Federal department or
agency for any purpose other than a
cybersecurity purpose or for the purpose of en-
forcing a subpoena issued pursuant to this sub-
section.

(q) Industrial control systems

The Director shall maintain capabilities to
identify and address threats and vulnerabilities
to products and technologies intended for use in
the automated control of critical infrastructure
processes. In carrying out this subsection, the
Director shall—

(1) lead Federal Government efforts, in con-
sultation with Sector Risk Management Agen-
cies, as appropriate, to identify and mitigate
cybersecurity threats to industrial control
systems, including supervisory control and
data acquisition systems;

(2) maintain threat hunting and incident re-
sponse capabilities to respond to industrial
control system cybersecurity risks and inci-
dents;

(3) provide cybersecurity technical assist-
ance to industry end-users, product manufac-
turers, Sector Risk Management Agencies,
other Federal agencies, and other industrial
control system stakeholders to identify,
evaluate, assess, and mitigate vulnerabilities;

(4) collect, coordinate, and provide vulner-
ability information to the industrial control
systems community by, as appropriate, work-
ing closely with security researchers, industry
end-users, product manufacturers, Sector Risk
Management Agencies, other Federal agencies,
and other industrial control systems stake-
holders; and

(6) conduct such other efforts and assistance
as the Secretary determines appropriate.

(r) Coordination on cybersecurity for SLTT enti-
ties
(1)1 Coordination

The Center shall, upon request and to the ex-
tent practicable, and in coordination as appro-
priate with Federal and non-Federal entities,
such as the Multi-State Information Sharing
and Analysis Center—

(A) conduct exercises with SLTT entities;
(B) provide operational and technical
cybersecurity training to SLTT entities to
address cybersecurity risks or incidents,
with or without reimbursement, related to—
(i) cyber threat indicators;
(ii) defensive measures;
(iii) cybersecurity risks;
(iv) vulnerabilities; and

180 in original. There is no par. (2).
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(v) incident response and management;

(C) in order to increase situational aware-
ness and help prevent incidents, assist SLTT
entities in sharing, in real time, with the
Federal Government as well as among SLTT
entities, actionable—

(i) cyber threat indicators;

(ii) defensive measures;

(iii) information about cybersecurity
risks; and

(iv) information about incidents;

(D) provide SLTT entities notifications
containing specific incident and malware in-
formation that may affect them or their
residents;

(E) provide to, and periodically update,
SLTT entities via an easily accessible plat-
form and other means—

(i) information about tools;

(ii) information about products;

(iii) resources;

(iv) policies;

(v) guidelines;

(vi) controls; and

(vii) other cybersecurity standards and
best practices and procedures related to
information security, including, as appro-
priate, information produced by other Fed-
eral agencies;

(F) work with senior SLTT entity officials,
including chief information officers and sen-
ior election officials and through national
associations, to coordinate the effective im-
plementation by SLTT entities of tools,
products, resources, policies, guidelines, con-
trols, and procedures related to information
security to secure the information systems,
including election systems, of SLTT enti-
ties;

(G) provide operational and technical as-
sistance to SLTT entities to implement
tools, products, resources, policies, guide-
lines, controls, and procedures on informa-
tion security;

(H) assist SLTT entities in developing
policies and procedures for coordinating vul-
nerability disclosures consistent with inter-
national and national standards in the infor-
mation technology industry; and

(I) promote cybersecurity education and
awareness through engagements with Fed-
eral agencies and non-Federal entities.

(s) Report

Not later than 1 year after June 21, 2022, and
every 2 years thereafter, the Secretary shall
submit to the Committee on Homeland Security
and Governmental Affairs of the Senate and the
Committee on Homeland Security of the House
of Representatives a report on the services and
capabilities that the Agency directly and indi-
rectly provides to SLTT entities.

(Pub. L. 107-296, title XXII, §2209, formerly title
II, §227, formerly §226, as added Pub. L. 113-282,
§3(a), Dec. 18, 2014, 128 Stat. 3066; renumbered
§227 and amended Pub. L. 114-113, div. N, title II,
§§203, 223(a)(3), Dec. 18, 2015, 129 Stat. 2957, 2963;
Pub. L. 114-328, div. A, title XVIII, §1841(b), Dec.
23, 2016, 130 Stat. 2663; renumbered title XXII,
§2209, and amended Pub. L. 115-278, §2(g)(2)(1),
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(9)(A)(iii), Nov. 16, 2018, 132 Stat. 4178, 4180; Pub.
L. 116-94, div. L, §102(a), Dec. 20, 2019, 133 Stat.
3089; Pub. L. 116-283, div. A, title XVII, §1716(a),
Jan. 1, 2021, 134 Stat. 4094; Pub. L. 117-81, div. A,
title XV, §§1541(a), 1542, 1548(c), Dec. 27, 2021, 135
Stat. 2054, 2056, 2063; Pub. L. 117-103, div. Y,
§103(a)(1), Mar. 15, 2022, 136 Stat. 1038; Pub. L.
117-150, §2(2), June 21, 2022, 136 Stat. 1295; Pub. L.
117-263, div. G, title LXXI, §7143(b)(2)(D), Dec. 23,
2022, 136 Stat. 3659.)

Editorial Notes
REFERENCES IN TEXT

Title I of the Cybersecurity Act of 2015, referred to in
subsecs. (¢)(1) and (h)(1), is title I of Pub. L. 114-113, div.
N, Dec. 18, 2015, 129 Stat. 2936, also known as the
Cybersecurity Information Sharing Act of 2015, which
is classified generally to subchapter I of chapter 6 of
this title. For complete classification of title I to the
Code, see Short Title note set out under section 1501 of
this title and Tables.

This chapter, referred to in subsec. (p)(8), was in the
original ‘‘this Act’’, meaning Pub. L. 107-296, Nov. 25,
2002, 116 Stat. 2135, known as the Homeland Security
Act of 2002, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out below and Tables.

CODIFICATION

Section was formerly classified to section 148 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Subsec. (a). Pub. L. 117-263, §7143(b)(2)(D)(),
added subsec. (a) and struck out former subsec. (a)
which defined cybersecurity purpose, cybersecurity
risk, cyber threat indicator, defensive measure,
cybersecurity vulnerability, incident, information
sharing and analysis organization, information system,
security vulnerability, and sharing.

Subsec. (b). Pub. L. 117-263, §7143(b)(2)(D)(ii), inserted

“Executive” before ‘‘Assistant Director for
Cybersecurity’’.

Subsec. (c)(6). Pub. L. 117-150, §2(2)(A), inserted
‘“‘operational and’ before ‘‘timely”’.

Subsec. (¢)(13). Pub. L. 117-103 added par. (13).

Subsec. (@)(D)(A)(ii). Pub. L. 117-263,

§7143(b)(2)(D)(dii)(I), struck out ‘‘, as that term is de-
fined under section 3003(4) of title 50’ after ‘‘intel-
ligence community”’.

Subsec. @@ (B)(Ii). Pub. L. 117-263,
§7143(b)(2)(D)(iii)(II), substituted ‘‘Information Sharing
and Analysis Organizations’ for ‘“‘information sharing
and analysis organizations’.

Subsec. (A)(1)(E). Pub. L. 117-150, §2(2)(B), inserted
¢, including an entity that collaborates with election
officials,” after ‘‘governments’’.

Subsec. (e)(LH)(E)(i1)AD). Pub. L. 117-263,
§7143(b)(2)(D)(iv), substituted ‘‘Information Sharing
and Analysis Organizations’ for ‘‘information sharing
and analysis organizations’.

Subsec. (p). Pub. L. 117-263, §7143(b)(2)(D)(Vv), redesig-
nated subsec. (p) relating to coordination on
cybersecurity for SLTT entities as (r).

Pub. L. 117-150, §2(2)(C), added subsec. (p) relating to
coordination on cybersecurity for SLTT entities.

Subsec. (q). Pub. L. 117-263, §7143(b)(2)(D)(vi), redesig-
nated subsec. (q) relating to report as (s).

Pub. L. 117-150, §2(2)(C), added subsec. (q) relating to
report.

Subsec. (r). Pub. L. 117-263, §7143(b)(2)(D)(v), redesig-
nated subsec. (p) relating to coordination on
cybersecurity for SLTT entities as (r).

Subsec. (8). Pub. L. 117-263, §7143(b)(2)(D)(vi), redesig-
nated subsec. (q) relating to report as (s).

2021—Subsec. (a). Pub. L. 117-81, §1542(1), added par.
(4) and redesignated former pars. (4) to (8) (as pre-
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viously added or redesignated by Pub. L. 116-283) as (b)
to (9), respectively.

Pub. L. 116-283, §1716(a)(1), added pars. (1) and (7) and
redesignated former pars. (1) to (b) as (2) to (6), respec-
tively, and former par. (6) as (8).

Subsec. (¢)(6)(B), (C). Pub. L. 117-81, §1542(2)(A), added
subpar. (B), redesignated former subpar. (B) as (C), and
inserted in subpar. (C) as redesignated ‘‘and mitigation
protocols to counter cybersecurity vulnerabilities in
accordance with subparagraph (B), as appropriate,” be-
fore ‘“‘with Federal”.

Subsec. (c)(6). Pub. L. 117-81, §1548(c), inserted
‘. which may take the form of continuous monitoring
and detection of cybersecurity risks to critical infra-
structure entities that own or operate industrial con-
trol systems that support national critical functions”
after “‘mitigation, and remediation”.

Subsec. (¢)(7)(C). Pub. L. 117-81,
stituted ‘‘share’ for ‘‘sharing”’.

Subsec. (¢)(9). Pub. L. 117-81, §1542(2)(C), inserted
‘“‘mitigation protocols to counter cybersecurity
vulnerabilities, as appropriate,” after ‘‘measures,”’.

Subsec. (c)(12). Pub. L. 116-283, §1716(a)(2), added par.
(12).

Subsec. (e)(1)(I). Pub. L. 117-81, §1541(a)(1), added sub-
par. (I).

Subsec. (0). Pub. L. 117-81, §1542(4), added subsec. (0).
Former subsec. (0) redesignated (p) relating to sub-
poena authority.

Pub. L. 116-283, §1716(a)(3), added subsec. (0).

Subsec. (p). Pub. L. 117-81, §1542(3), redesignated sub-
sec. (0) as (p) relating to subpoena authority.

Subsec. (q). Pub. L. 117-81, §1541(a)(2), added subsec.
(q) relating to industrial control systems.

2019—Subsec. (A)(1)(B)(iv). Pub. L. 116-94, §102(a)(1),
inserted ‘¢, including cybersecurity specialists’ after
“‘entities’’.

Subsec. (f). Pub. L. 116-94, §102(a)(3), added subsec. (f).
Former subsec. (f) redesignated (g).

Subsec. (g). Pub. L. 116-94, §102(a)(2), redesignated
subsec. (f) as (g). Former subsec. (g) redesignated (h).

Subsec. (g)(1), (2). Pub. L. 116-94, §102(a)(4), inserted
¢, or any team or activity of the Center,” after ‘“‘Cen-
ter”.

Subsecs. (h) to (n). Pub. L. 116-94, §102(a)(2), redesig-
nated subsecs. (g) to (m) as (h) to (n), respectively.

2018—Pub. L. 115-278, §2(g)(9)(A)({ii)(I), substituted
“Director” for ‘‘Under Secretary appointed under sec-
tion 113(a)(1)(H) of this title’” wherever appearing.

Subsec. (a)(4). Pub. L. 115-278, §2(g)(9)(A)(iii)(II), sub-
stituted ‘‘section 671(5) of this title’’ for ‘‘section 131(5)
of this title”.

Subsec. (b). Pub. L. 115-278, §2(g)(9)(A)({ii)(IID), in-
serted at end ‘““The Center shall be located in the
Cybersecurity and Infrastructure Security Agency. The
head of the Center shall report to the Assistant Direc-
tor for Cybersecurity.”’

Subsec. (c)(11). Pub. L. 115278, §2(g)(9)(A){ii1)(IV),
substituted ‘‘Emergency Communications Division’ for
““‘Office of Emergency Communications’’.

2016—Subsecs. (1), (m). Pub. L. 114-328 added subsec.
(1) and redesignated former subsec. (1) as (m).

2015—Subsec. (a)(1) to (5). Pub. L. 114-113, §203(1)(A),
(B), added pars. (1) to (3), redesignated former pars. (3)
and (4) as (4) and (b), respectively, and struck out
former pars. (1) and (2), which defined ‘‘cybersecurity
risk’ and ‘‘incident”’, respectively.

Subsec. (a)(6). Pub. L. 114-113, §203(1)(C)—(E), added
par. (6).

Subsec. (c)(1). Pub. L. 114-113, §203(2)(A), inserted
‘‘cyber threat indicators, defensive measures,”” before
‘“‘cybersecurity risks’ and ‘‘, including the implemen-
tation of title I of the Cybersecurity Act of 2015’ before
semicolon at end.

Subsec. (¢)(3). Pub. L. 114-113, §203(2)(B), substituted
‘“‘cyber threat indicators, defensive measures,
cybersecurity risks,”’ for ‘‘cybersecurity risks’’.

Subsec. (¢)(5)(A). Pub. L. 114-113, §203(2)(C), sub-
stituted ‘‘cyber threat indicators, defensive measures,
cybersecurity risks,”” for ‘‘cybersecurity risks’’.

§15642(2)(B), sub-
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Subsec. (¢)(6). Pub. L. 114-113, §203(2)(D), substituted
‘“‘cyber threat indicators, defensive measures,
cybersecurity risks,” for ‘‘cybersecurity risks” and
struck out ‘“‘and’ at end.

Subsec. (c)(7)(C). Pub. L. 114-113, §203(2)(E), added
subpar. (C).

Subsec. (¢)(8) to (11). Pub. L. 114-113, §203(2)(F), added
pars. (8) to (11).

Subsec. (A)(1)(B)(i). Pub. L. 114-113, §203(3)(A)(1), sub-
stituted ‘¢, local, and tribal’’ for ‘‘and local’’.

Subsec. (A)(1)(B)@Ei). Pub. L. 114-113, §203(3)(A)(i),
substituted ¢, including information sharing and anal-
ysis centers;” for *‘; and”’.

Subsec. ()(1)(B)(Iv). Pub. L. 114-113, §203(3)(A)(iii),
(iv), added cl. (iv).

Subsec. (D)(1)(E), (F). Pub. L. 114-113, §203(3)(B)-(D),
added subpar. (E) and redesignated former subpar. (E)
as (F).

Subsec. (e)(1)(A). Pub. L. 114-113, §203(4)(A)(), in-
serted ‘‘cyber threat indicators, defensive measures,
and”’ before ‘‘information”.

Subsec. (e)(1)(B). Pub. L. 114-113, §203(4)(A)(i), in-
serted ‘‘cyber threat indicators, defensive measures,
and”’ before ‘‘information related”.

Subsec. (e)(1)(F). Pub. L. 114-113, §203(4)(A)(iii), sub-
stituted ‘‘cyber threat indicators, defensive measures,
cybersecurity risks,” for ‘‘cybersecurity risks” and
struck out ‘“‘and’ at end.

Subsec. (e)(1)(G). Pub. L. 114-113, §203(4)(A)(iv), sub-
stituted ‘“‘cyber threat indicators, defensive measures,
cybersecurity  risks, and incidents; and”’ for
‘“‘cybersecurity risks and incidents’.

Subsec. (e)(1)(H). Pub. L. 114-113, §203(4)(A)(v), added

subpar. (H).
Subsec. (e)(2). Pub. L. 114-113, §203(4)(B), substituted
‘“‘cyber threat indicators, defensive  measures,

cybersecurity risks,” for ‘“‘cybersecurity risks’ and in-
serted ‘‘or disclosure’ after ‘‘access’.

Subsec. (e)(3). Pub. L. 114-113, §203(4)(C), inserted
¢, including by working with the Privacy Officer ap-
pointed under section 142 of this title to ensure that
the Center follows the policies and procedures specified
in subsections (b) and (d)(6)(C) of section 105 of the
Cybersecurity Act of 2015’ before period at end.

Subsecs. (g) to (I). Pub. L. 114-113, §203(5), added sub-
secs. (g) to (1).

Statutory Notes and Related Subsidiaries
RULES OF CONSTRUCTION

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, respomnsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, see section
7143(f)(1) of Pub. L. 117-263, set out as a note under sec-
tion 650 of this title.

Pub. L. 116-283, div. A, title XVII, §1716(b), Jan. 1,
2021, 134 Stat. 4098, provided that:

‘(1) PROHIBITION ON NEW REGULATORY AUTHORITY.—
Nothing in this section or the amendments made by
this section [amending this section] may be construed
to grant the Secretary of Homeland Security, or the
head of any another Federal agency or department, any
authority to promulgate regulations or set standards
relating to the cybersecurity of private sector critical
infrastructure that was not in effect on the day before
the date of the enactment of this Act [Jan. 1, 2021].

‘(2) PRIVATE ENTITIES.—Nothing in this section or the
amendments made by this section [amending this sec-
tion] may be construed to require any private entity
to—

‘“(A) request assistance from the Director of the
Cybersecurity and Infrastructure Security Agency of
the Department of Homeland Security; or

‘(B) implement any measure or recommendation
suggested by the Director.”

Pub. L. 113-282, §8, Dec. 18, 2014, 128 Stat. 3072, pro-
vided that:
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‘“(a) PROHIBITION ON NEW REGULATORY AUTHORITY.—
Nothing in this Act [see section 1 of Pub. L. 113-282, set
out as a Short Title of 2014 Amendment note under sec-
tion 101 of this title] or the amendments made by this
Act shall be construed to grant the Secretary [of Home-
land Security] any authority to promulgate regulations
or set standards relating to the cybersecurity of pri-
vate sector critical infrastructure that was not in ef-
fect on the day before the date of enactment of this Act
[Dec. 18, 2014].

‘“(b) PRIVATE ENTITIES.—Nothing in this Act or the
amendments made by this Act shall be construed to re-
quire any private entity—

‘(1) to request assistance from the Secretary; or

‘(2) that requested such assistance from the Sec-
retary to implement any measure or recommendation
suggested by the Secretary.”

DEFINITIONS

Pub. L. 113-282, §2, Dec. 18, 2014, 128 Stat. 3066, pro-
vided that: “‘In this Act [see section 1 of Pub. L. 113-282,
set out as a Short Title of 2014 Amendment note under
section 101 of this title]—

‘(1) the term ‘Center’ means the national
cybersecurity and communications integration cen-
ter under section 226 [renumbered 227 by section
223(a)(3) of Pub. L. 114-113 and renumbered 2209 by
section 2(g)(2)(I) of Pub. L. 115-278] of the Homeland
Security Act of 2002 [6 U.S.C. 659], as added by section
3;

‘(2) the term ‘critical infrastructure’ has the mean-
ing given that term in section 2 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 101);

‘“(3) the term ‘cybersecurity risk’ has the meaning
given that term in section 226 [2209] of the Homeland
Security Act of 2002, as added by section 3;

‘“(4) the term ‘information sharing and analysis or-
ganization’ has the meaning given that term in sec-
tion 212(5) [renumbered 2222(5) by section 2(g)(2)(H) of
Pub. L. 115-278] of the Homeland Security Act of 2002
([former] 6 U.S.C. 131(5)) [now 6 U.S.C. 671(5); see 6
U.S.C. 650(13)];

‘“(5) the term ‘information system’ has the meaning
given that term in section 3502(8) of title 44, United
States Code; and

‘(6) the term ‘Secretary’ means the Secretary of
Homeland Security.”

§660. Cybersecurity plans

(a) Definitions

In this section, the term ‘‘agency information
system” means an information system used or
operated by an agency or by another entity on
behalf of an agency.

(b) Intrusion assessment plan
(1) Requirement

The Secretary, in coordination with the Di-
rector of the Office of Management and Budg-
et, shall—

(A) develop and implement an intrusion
assessment plan to proactively detect, iden-
tify, and remove intruders in agency infor-
mation systems on a routine basis; and

(B) update such plan as necessary.

(2) Exception

The intrusion assessment plan required
under paragraph (1) shall not apply to the De-
partment of Defense, a national security sys-
tem, or an element of the intelligence commu-
nity.

(c) Cyber incident response plan
The Director of the Cybersecurity and Infra-
structure Security Agency shall, in coordination
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with appropriate Federal departments and agen-
cies, State and local governments, sector coordi-
nating councils, Information Sharing and Anal-
ysis Organizations, owners and operators of crit-
ical infrastructure, and other appropriate enti-
ties and individuals, develop, update not less
often than biennially, maintain, and exercise
adaptable cyber incident response plans to ad-
dress cybersecurity risks to critical infrastruc-
ture. The Director, in consultation with rel-
evant Sector Risk Management Agencies and
the National Cyber Director, shall develop
mechanisms to engage with stakeholders to edu-
cate such stakeholders regarding Federal Gov-
ernment cybersecurity roles and responsibilities
for cyber incident response.

(d) National Response Framework

The Secretary, in coordination with the heads
of other appropriate Federal departments and
agencies, and in accordance with the National
Cybersecurity Incident Response Plan required
under subsection (c), shall regularly update,
maintain, and exercise the Cyber Incident
Annex to the National Response Framework of
the Department.

(e) Homeland Security Strategy to Improve the
Cybersecurity of State, Local, Tribal, and
Territorial Governments

(1) In general

(A) Requirement

Not later than one year after December 27,
2021, the Secretary, acting through the Di-
rector, shall, in coordination with the heads
of appropriate Federal agencies, State, local,
Tribal, and territorial governments, and
other stakeholders, as appropriate, develop
and make publicly available a Homeland Se-
curity Strategy to Improve the
Cybersecurity of State, Local, Tribal, and
Territorial Governments.

(B) Recommendations and requirements

The strategy required under subparagraph
(A) shall provide recommendations relating
to the ways in which the Federal Govern-
ment should support and promote the ability
of State, local, Tribal, and territorial gov-
ernments to identify, mitigate against, pro-
tect against, detect, respond to, and recover
from cybersecurity risks, cybersecurity
threats, and incidents.

(2) Contents

The strategy required under paragraph (1)
shall—

(A) identify capability gaps in the ability
of State, local, Tribal, and territorial gov-
ernments to identify, protect against, de-
tect, respond to, and vrecover from
cybersecurity risks, cybersecurity threats,
incidents, and ransomware incidents;

(B) identify Federal resources and capa-
bilities that are available or could be made
available to State, local, Tribal, and terri-
torial governments to help those govern-
ments identify, protect against, detect, re-
spond to, and recover from cybersecurity
risks, cybersecurity threats, incidents, and
ransomware incidents;

(C) identify and assess the limitations of
Federal resources and capabilities available

to State, local, Tribal, and territorial gov-
ernments to help those governments iden-
tify, protect against, detect, respond to, and
recover from cybersecurity risks,
cybersecurity threats, incidents, and
ransomware incidents and make rec-
ommendations to address such limitations;
(D) identify opportunities to improve the
coordination of the Agency with Federal and
non-Federal entities, such as the Multi-
State Information Sharing and Analysis
Center, to improve—
(i) incident exercises, information shar-
ing and incident notification procedures;
(ii) the ability for State, local, Tribal,
and territorial governments to voluntarily
adapt and implement guidance in Federal
binding operational directives; and
(iii) opportunities to leverage Federal
schedules for cybersecurity investments
under section 502 of title 40;

(E) recommend new initiatives the Federal
Government should undertake to improve
the ability of State, local, Tribal, and terri-
torial governments to identify, protect
against, detect, respond to, and recover from
cybersecurity risks, cybersecurity threats,
incidents, and ransomware incidents;

(F) set short-term and long-term goals
that will improve the ability of State, local,
Tribal, and territorial governments to iden-
tify, protect against, detect, respond to, and
recover from cybersecurity risks,
cybersecurity threats, incidents, and
ransomware incidents; and

(G) set dates, including interim bench-
marks, as appropriate for State, local, Trib-
al, and territorial governments to establish
baseline capabilities to identify, protect
against, detect, respond to, and recover from
cybersecurity risks, cybersecurity threats,
incidents, and ransomware incidents.

(8) Considerations

In developing the strategy required under
paragraph (1), the Director, in coordination
with the heads of appropriate Federal agen-
cies, State, local, Tribal, and territorial gov-
ernments, and other stakeholders, as appro-
priate, shall consider—

(A) lessons learned from incidents that
have affected State, local, Tribal, and terri-
torial governments, and exercises with Fed-
eral and non-Federal entities;

(B) the impact of incidents that have af-
fected State, local, Tribal, and territorial
governments, including the resulting costs
to such governments;

(C) the information related to the interest
and ability of state and non-state threat ac-
tors to compromise information systems
owned or operated by State, local, Tribal,
and territorial governments; and

(D) emerging cybersecurity risks and
cybersecurity threats to State, local, Tribal,
and territorial governments resulting from
the deployment of new technologies.

(4) Exemption

Chapter 35 of title 44 (commonly known as
the ‘‘Paperwork Reduction Act’’) shall not
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apply to any action to implement this sub-
section.

(Pub. L. 107-296, title XXII, §2210, formerly title
II, §228, as added and amended Pub. L. 114-113,
div. N, title II, §§205, 223(a)(2), (4), (5), Dec. 18,
2015, 129 Stat. 2961, 2963, 2964; renumbered title
XXII, §2210, and amended Pub. L. 115-278,
§2(2)(2)(D), (9)(A)({v), Nov. 16, 2018, 132 Stat. 4178,
4181; Pub. L. 117-81, div. A, title XV, §§1545, 1546,
Dec. 27, 2021, 135 Stat. 2057, 2059; Pub. L. 117-263,
div. G, title LXXI, §7143(b)(2)(E), (c)(8), Dec. 23,
2022, 136 Stat. 3660, 3663.)

Editorial Notes
CODIFICATION

Section was formerly classified to section 149 of this
title prior to renumbering by Pub. L. 115-278.

Former section 149 of this title, which was trans-
ferred and redesignated as subsec. (¢) of this section by
Pub. L. 114-113, div. N, title II, §223(a)(2), Dec. 18, 2015,
129 Stat. 2963, was based on Pub. L. 107-296, title II,
§227, as added by Pub. L. 113-282, §7(a), Dec. 18, 2014, 128
Stat. 3070.

AMENDMENTS

2022—Subsec. (a). Pub. L. 117-263, §7143(b)(2)(E)({i),
substituted ‘‘section, the term ‘agency information sys-
tem’ means an information system used or operated by
an agency or by another entity on behalf of an agen-
cy.” for ‘“‘section—’" and struck out pars. (1) to (4)
which defined agency information system,
cybersecurity risk, information system, intelligence
community, and national security system.

Subsec. (c). Pub. L. 117-263, §7143(c)(8), substituted
“Director of the Cybersecurity and Infrastructure Se-
curity Agency’’ for ‘‘Director of Cybersecurity and In-
frastructure Security”’.

Pub. L. 117-263, §7143(b)(2)(E)(ii), substituted ‘‘Infor-
mation Sharing and Analysis Organizations’ for ‘‘in-
formation sharing and analysis organizations (as de-
fined in section 671(5) of this title)’ and struck out ‘‘(as
defined in section 659 of this title)” after
‘“‘cybersecurity risks’’.

Subsec. (e)(1)(B). Pub. L. 117-263, §7143(b)(2)(E)(ii)(I),
which directed striking out ‘‘(as such term is defined in
section 659 of this title)’, was executed by striking out
‘“‘(as such term is defined in section 659 of this title)”’
after ‘‘cybersecurity risks’ and after ‘‘incidents’, to
reflect the probable intent of Congress.

Subsec. (€)(3)(C). Pub. L. 117-263, §7143(b)(2)(E)({ii)(II),
struck out ‘“‘(as such term is defined in section 1501 of
this title)”’ after ‘‘information systems’.

2021—Subsec. (¢). Pub. L. 117-81, §1546, substituted
“update not less often than biennially” for ‘‘regularly
update” and inserted ‘‘The Director, in consultation
with relevant Sector Risk Management Agencies and
the National Cyber Director, shall develop mechanisms
to engage with stakeholders to educate such stake-
holders regarding Federal Government cybersecurity
roles and responsibilities for cyber incident response.”’
at end.

Subsec. (e). Pub. L. 117-81, §1545, added subsec. (e).

2018—Subsec. (a)(2). Pub. L. 115-278, §2(2)(9(A)({iv)(D),
substituted ‘‘section 659 of this title’ for ‘‘section 148 of
this title”.

Subsec. (¢). Pub. L. 115-278, §2(g)(9)(A)(iv), substituted
“Director of Cybersecurity and Infrastructure Secu-
rity”” for ‘“Under Secretary appointed under section
113(a)(1)(H) of this title”, ‘“‘section 671(5) of this title”
for ‘‘section 131(5) of this title”’, and ‘‘section 659 of this
title”” for ‘‘section 148 of this title”.

2015—Subsec. (c). Pub. L. 114-113, §223(a)(5), made
technical amendment to reference in original act which
appears in text as reference to section 148 of this title.

Pub. L. 114-113, §223(a)(2), transferred former section
149 of this title to subsec. (c) of this section. See Codi-
fication note above.
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Subsec. (d). Pub. L. 114-113, §205, added subsec. (d).

Statutory Notes and Related Subsidiaries
RULES OF CONSTRUCTION

Nothing in amendment made by Pub. L. 117-263 to be
construed to alter the authorities, responsibilities,
functions, or activities of any agency (as such term is
defined in 44 U.S.C. 3502) or officer or employee of the
United States on or before Dec. 23, 2022, see section
7143(f)(1) of Pub. L. 117-263, set out as a note under sec-
tion 650 of this title.

Pub. L. 113-282, §7(c), Dec. 18, 2014, 128 Stat. 3072, pro-
vided that: ‘“‘Nothing in the amendment made by sub-
section (a) [enacting subsec. (¢) of this section and sec-
tion 150 of this title] or in subsection (b)(1) [formerly
classified as a note under section 3543 of Title 44, Public
Printing and Documents, see now section 2(d)(1) of Pub.
L. 113-283, set out as a note under section 3553 of Title
44] shall be construed to alter any authority of a Fed-
eral agency or department.”

§661. Cybersecurity strategy
(a) In general

Not later than 90 days after December 23, 2016,
the Secretary shall develop a departmental
strategy to carry out cybersecurity responsibil-
ities as set forth in law.

(b) Contents

The strategy required under subsection (a)
shall include the following:

(1) Strategic and operational goals and pri-
orities to successfully execute the full range of
the Secretary’s cybersecurity responsibilities.

(2) Information on the programs, policies,
and activities that are required to successfully
execute the full range of the Secretary’s
cybersecurity responsibilities, including pro-
grams, policies, and activities in furtherance
of the following:

(A) Cybersecurity functions set forth in
section 659 of this title (relating to the na-
tional cybersecurity and communications
integration center).

(B) Cybersecurity investigations capabili-

ties.

(C) Cybersecurity research and develop-
ment.

(D) Engagement with international

cybersecurity partners.
(c) Considerations

In developing the strategy required under sub-
section (a), the Secretary shall—
(1) consider—

(A) the cybersecurity strategy for the
Homeland Security Enterprise published by
the Secretary in November 2011;

(B) the Department of Homeland Security
Fiscal Years 2014-2018 Strategic Plan; and

(C) the most recent Quadrennial Homeland
Security Review issued pursuant to section
347 of this title; and

(2) include information on the roles and re-
sponsibilities of components and offices of the
Department, to the extent practicable, to
carry out such strategy.

(d) Implementation plan
Not later than 90 days after the development

of the strategy required under subsection (a),
the Secretary shall issue an implementation
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plan for the strategy that includes the fol-
lowing:
(1) Strategic objectives and corresponding
tasks.
(2) Projected timelines and costs for such
tasks.
(3) Metrics to evaluate performance of such
tasks.

(e) Congressional oversight

The Secretary shall submit to Congress for as-
sessment the following:

(1) A copy of the strategy required under
subsection (a) upon issuance.

(2) A copy of the implementation plan re-
quired under subsection (d) upon issuance, to-
gether with detailed information on any asso-
ciated legislative or budgetary proposals.

(f) Classified information

The strategy required under subsection (a)
shall be in an unclassified form but may contain
a classified annex.

(g) Rule of construction

Nothing in this section may be construed as
permitting the Department to engage in moni-
toring, surveillance, exfiltration, or other col-
lection activities for the purpose of tracking an
individual’s personally identifiable information.

(Pub. L. 107-296, title XXII, §2211, formerly title
II, §228A, as added Pub. L. 114-328, div. A, title
XIX, §1912(a), Dec. 23, 2016, 130 Stat. 2683; renum-
bered title XXII, §2211, and amended Pub. L.
115-278, §2(2)(2)(I), (9)(A)V), Nov. 16, 2018, 132
Stat. 4178, 4181; Pub. L. 117-263, div. G, title
LXXI, §7143(b)(2)(F), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes

CODIFICATION

Section was formerly classified to section 149a of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Subsec. (h). Pub. L. 117-263 struck out subsec.
(h). Text read as follows: ‘‘In this section, the term
‘Homeland Security Enterprise’ means relevant govern-
mental and nongovernmental entities involved in
homeland security, including Federal, State, local, and
tribal government officials, private sector representa-
tives, academics, and other policy experts.”’

2018—Subsec. (b)(2)(A). Pub. L. 115-278, §2(2)(9(A)(V),
substituted ‘‘section 659 of this title” for ‘‘the section
148 of this title”.

§662. Clearances

The Secretary shall make available the proc-
ess of application for security clearances under
Executive Order 13549 (75 Fed. Reg. 162;1 relating
to a classified national security information
program) or any successor Executive Order to
appropriate representatives of sector coordi-
nating councils, sector Information Sharing and
Analysis Organizations, owners and operators of
critical infrastructure, and any other person
that the Secretary determines appropriate.

(Pub. L. 107-296, title XXII, §2212, formerly title
II, §229, formerly §228, as added Pub. L. 113-282,
§7(a), Dec. 18, 2014, 128 Stat. 3070; renumbered

180 in original. Probably should be *51609;.
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§229, Pub. L. 114-113, div. N, title II, §223(a)(1),
Dec. 18, 2015, 129 Stat. 2963; renumbered title
XXII, §2212, and amended Pub. L. 115-278,
§2(2)(2)(D), (9)(A)(vi), Nov. 16, 2018, 132 Stat. 4178,
4181; Pub. L. 117-263, div. G, title LXXI,
§7143(b)(2)(G), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes

REFERENCES IN TEXT

Executive Order 13549, referred to in text, is Ex. Ord.
No. 13549, Aug. 18, 2010, 75 F.R. 51609, which is set out
as a note under section 3161 of Title 50, War and Na-
tional Defense.

CODIFICATION

Section was formerly classified to section 150 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Pub. L. 117-263 substituted ‘“‘Information Shar-
ing and Analysis Organizations’ for ‘‘information shar-
ing and analysis organizations (as defined in section
671(5) of this title)”.

2018—Pub. L. 115-278, §2(2)(9)(A)(vi), substituted ‘‘sec-
tion 671(5) of this title” for ‘‘section 131(5) of this title”.

§663. Federal intrusion detection and prevention
system

(a) Definitions

In this section—

(1) the term ‘‘agency’ has the meaning given
the term in section 3502 of title 44;

(2) the term ‘‘agency information’ means in-
formation collected or maintained by or on be-
half of an agency;

(3) the term ‘‘agency information system”
has the meaning given the term in section 660
of this title; and

(b) Requirement
(1) In general

Not later than 1 year after December 18,
2015, the Secretary shall deploy, operate, and
maintain, to make available for use by any
agency, with or without reimbursement—

(A) a capability to detect cybersecurity
risks in network traffic transiting or trav-
eling to or from an agency information sys-
tem; and

(B) a capability to prevent network traffic
associated with such cybersecurity risks
from transiting or traveling to or from an
agency information system or modify such
network traffic to remove the cybersecurity
risk.

(2) Regular improvement

The Secretary shall regularly deploy new
technologies and modify existing technologies
to the intrusion detection and prevention ca-
pabilities described in paragraph (1) as appro-
priate to improve the intrusion detection and
prevention capabilities.

(c) Activities

In carrying out subsection (b), the Secretary—

(1) may access, and the head of an agency
may disclose to the Secretary or a private en-
tity providing assistance to the Secretary
under paragraph (2), information transiting or
traveling to or from an agency information
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system, regardless of the location from which
the Secretary or a private entity providing as-
sistance to the Secretary under paragraph (2)
accesses such information, notwithstanding
any other provision of law that would other-
wise restrict or prevent the head of an agency
from disclosing such information to the Sec-
retary or a private entity providing assistance
to the Secretary under paragraph (2);

(2) may enter into contracts or other agree-
ments with, or otherwise request and obtain
the assistance of, private entities to deploy,
operate, and maintain technologies in accord-
ance with subsection (b);

(3) may retain, use, and disclose information
obtained through the conduct of activities au-
thorized under this section only to protect in-
formation and information systems from
cybersecurity risks;

(4) shall regularly assess through oper-
ational test and evaluation in real world or
simulated environments available advanced
protective technologies to improve detection
and prevention capabilities, including com-
mercial and noncommercial technologies and
detection technologies beyond signature-based
detection, and acquire, test, and deploy such
technologies when appropriate;

(5) shall establish a pilot through which the
Secretary may acquire, test, and deploy, as
rapidly as possible, technologies described in
paragraph (4); and

(6) shall periodically update the privacy im-
pact assessment required under section 208(b)
of the E-Government Act of 2002 (44 U.S.C. 3501
note).

(d) Principles

In carrying out subsection (b), the Secretary
shall ensure that—

(1) activities carried out under this section
are reasonably necessary for the purpose of
protecting agency information and agency in-
formation systems from a cybersecurity risk;

(2) information accessed by the Secretary
will be retained no longer than reasonably
necessary for the purpose of protecting agency
information and agency information systems
from a cybersecurity risk;

(3) notice has been provided to users of an
agency information system concerning access
to communications of users of the agency in-
formation system for the purpose of pro-
tecting agency information and the agency in-
formation system; and

(4) the activities are implemented pursuant
to policies and procedures governing the oper-
ation of the intrusion detection and preven-
tion capabilities.

(e) Private entities
(1) Conditions

A private entity described in subsection
(c)(2) may not—

(A) disclose any network traffic transiting
or traveling to or from an agency informa-
tion system to any entity other than the De-
partment or the agency that disclosed the
information under subsection (c¢)(1), includ-
ing personal information of a specific indi-
vidual or information that identifies a spe-
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cific individual not directly related to a
cybersecurity risk; or

(B) use any network traffic transiting or
traveling to or from an agency information
system to which the private entity gains ac-
cess in accordance with this section for any
purpose other than to protect agency infor-
mation and agency information systems
against cybersecurity risks or to administer
a contract or other agreement entered into
pursuant to subsection (¢)(2) or as part of an-
other contract with the Secretary.

(2) Limitation on liability

No cause of action shall lie in any court
against a private entity for assistance pro-
vided to the Secretary in accordance with this
section and any contract or agreement entered
into pursuant to subsection (c)(2).

(3) Rule of construction

Nothing in paragraph (2) shall be construed
to authorize an Internet service provider to
break a user agreement with a customer with-
out the consent of the customer.

(f) Privacy Officer review

Not later than 1 year after December 18, 2015,
the Privacy Officer appointed under section 142
of this title, in consultation with the Attorney
General, shall review the policies and guidelines
for the program carried out under this section to
ensure that the policies and guidelines are con-
sistent with applicable privacy laws, including
those governing the acquisition, interception,
retention, use, and disclosure of communica-
tions.

(Pub. L. 107-296, title XXII, §2213, formerly title
II, §230, as added Pub. L. 114-113, div. N, title II,
§223(a)(6), Dec. 18, 2015, 129 Stat. 2964; renum-
bered title XXII, §2213, and amended Pub. L.
115-278, §2(2)(2)(X), (9)(A)(vii), Nov. 16, 2018, 132
Stat. 4178, 4181; Pub. L. 117-263, div. G, title
LXXI, §7143(b)(2)(H), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes
REFERENCES IN TEXT

Section 208(b) of the E-Government Act of 2002, re-
ferred to in subsec. (c)(6), is section 208(b) of title II of
Pub. L. 107-347, which is set out in a note under section
3501 of Title 44, Public Printing and Documents.

CODIFICATION

Section was formerly classified to section 151 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Subsec. (a)(4). Pub. L. 117-263 struck out par. (4)
which read as follows: ‘‘the terms ‘cybersecurity risk’
and ‘information system’ have the meanings given
those terms in section 659 of this title.”

2018—Subsec. (a)(3). Pub. L. 115-278, §2(g)(9)(A)(vii)(T),
substituted ‘‘section 660 of this title’’ for ‘‘section 149 of
this title”.

Subsec. (a)(4). Pub. L. 115-278, §2(g)(9)(A)(vii)(II), sub-
stituted ‘‘section 659 of this title’” for ‘‘section 148 of
this title”.

Statutory Notes and Related Subsidiaries

COMPETITION RELATING TO CYBERSECURITY
VULNERABILITIES

Pub. L. 117-81, div. A, title XV, §1544, Dec. 27, 2021, 135
Stat. 2057, provided that: ‘“The Under Secretary for
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Science and Technology of the Department of Home-
land Security, in consultation with the Director of the
Cybersecurity and Infrastructure Security Agency of
the Department, may establish an incentive-based pro-
gram that allows industry, individuals, academia, and
others to compete in identifying remediation solutions
for cybersecurity vulnerabilities (as such term is de-
fined in section 2209 of the Homeland Security Act of
2002 [6 U.S.C. 659]) to information systems (as such
term is defined in such section 2209) and industrial con-
trol systems, including supervisory control and data
acquisition systems.”

DEPARTMENT OF HOMELAND SECURITY DISCLOSURE OF
SECURITY VULNERABILITIES

Pub. L. 115-390, title I, §101, Dec. 21, 2018, 132 Stat.
5173, provided that:

‘“‘(a) VULNERABILITY DISCLOSURE PoLICY.—The Sec-
retary of Homeland Security shall establish a policy
applicable to individuals, organizations, and companies
that report security vulnerabilities on appropriate in-
formation systems of Department of Homeland Secu-
rity. Such policy shall include each of the following:

‘(1) The appropriate information systems of the De-
partment that individuals, organizations, and compa-
nies may use to discover and report security
vulnerabilities on appropriate information systems.

‘(2) The conditions and criteria under which indi-
viduals, organizations, and companies may operate to
discover and report security vulnerabilities.

‘“(3) How individuals, organizations, and companies
may  disclose to the Department security
vulnerabilities discovered on appropriate information
systems of the Department.

‘“(4) The ways in which the Department may com-
municate with individuals, organizations, and compa-
nies that report security vulnerabilities.

‘“(5) The process the Department shall use for pub-
lic disclosure of reported security vulnerabilities.

“‘(b) REMEDIATION PROCESS.—The Secretary of Home-
land Security shall develop a process for the Depart-
ment of Homeland Security to address the mitigation
or remediation of the security vulnerabilities reported
through the policy developed in subsection (a).

“‘(c) CONSULTATION.—

‘(1) IN GENERAL.—In developing the security vulner-
ability disclosure policy under subsection (a), the
Secretary of Homeland Security shall consult with
each of the following:

‘“(A) The Attorney General regarding how to en-
sure that individuals, organizations, and companies
that comply with the requirements of the policy de-
veloped under subsection (a) are protected from
prosecution under section 1030 of title 18, United
States Code, civil lawsuits, and similar provisions
of law with respect to specific activities authorized
under the policy.

‘“(B) The Secretary of Defense and the Adminis-
trator of General Services regarding lessons that
may be applied from existing vulnerability disclo-
sure policies.

‘(C) Non-governmental security researchers.

‘‘(2) NONAPPLICABILITY OF FACA.—The Federal Advi-
sory Committee Act ([former] 5 U.S.C. App.) [see 5
U.S.C. 1001 et seq.] shall not apply to any consulta-
tion under this section.

“(d) PUBLIC AVAILABILITY.—The Secretary of Home-
land Security shall make the policy developed under
subsection (a) publicly available.

‘‘(e) SUBMISSION TO CONGRESS.—

‘(1) DISCLOSURE POLICY AND REMEDIATION PROCESS.—
Not later than 90 days after the date of the enact-
ment of this Act [Dec. 21, 2018], the Secretary of
Homeland Security shall submit to the appropriate
congressional committees a copy of the policy re-
quired under subsection (a) and the remediation proc-
ess required under subsection (b).

¢“(2) REPORT AND BRIEFING.—

‘“(A) REPORT.—Not later than one year after es-
tablishing the policy required under subsection (a),
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the Secretary of Homeland Security shall submit to

the appropriate congressional committees a report

on such policy and the remediation process required

under subsection (b).

‘(B) ANNUAL BRIEFINGS.—One year after the date
of the submission of the report under subparagraph
(A), and annually thereafter for each of the next
three years, the Secretary of Homeland Security
shall provide to the appropriate congressional com-
mittees a briefing on the policy required under sub-
section (a) and the process required under sub-
section (b).

‘“(C) MATTERS FOR INCLUSION.—The report re-
quired under subparagraph (A) and the briefings re-
quired under subparagraph (B) shall include each of
the following with respect to the policy required
under subsection (a) and the process required under
subsection (b) for the period covered by the report
or briefing, as the case may be:

(1) The number of
vulnerabilities reported.

‘(ii) The number of previously unknown secu-
rity vulnerabilities mitigated or remediated.

‘“(iii) The number of unique individuals, organi-
zations, and companies that reported security
vulnerabilities.

“(iv) The average length of time between the re-
porting of security vulnerabilities and mitigation
or remediation of such vulnerabilities.

‘“(f) DEFINITIONS.—In this section:

‘(1) The term ‘security vulnerability’ has the
meaning given that term in section 102(17) of the
Cybersecurity Information Sharing Act of 2015 (6
U.S.C. 1501(17)), in information technology.

‘(2) The term ‘information system’ has the mean-
ing given that term by section 3502 of title 44, United
States Code.

“(3) The term ‘appropriate information system’
means an information system that the Secretary of
Homeland Security selects for inclusion under the
vulnerability disclosure policy required by subsection
(a).
‘“(4) The term ‘appropriate congressional commit-
tees’ means—

“(A) the Committee on Homeland Security, the
Committee on Armed Services, the Committee on
Energy and Commerce, and the Permanent Select
Committee on Intelligence of the House of Rep-
resentatives; and

“(B) the Committee on Homeland Security and
Governmental Affairs, the Committee on Armed
Services, the Committee on Commerce, Science,
and Transportation, and the Select Committee on
Intelligence of the Senate.”

unique security

DEPARTMENT OF HOMELAND SECURITY BUG BOUNTY
PILOT PROGRAM

Pub. L. 115-390, title I, §102, Dec. 21, 2018, 132 Stat.
5175, provided that:
‘‘(a) DEFINITIONS.—In this section:
‘(1) The term ‘appropriate congressional commit-
tees’ means—

““(A) the Committee on Homeland Security and
Governmental Affairs of the Senate;

“(B) the Select Committee on Intelligence of the
Senate;

“(C) the Committee on Homeland Security of the
House of Representatives; and

“(D) Permanent Select Committee on Intel-
ligence of the House of Representatives.

‘“(2) The term ‘bug bounty program’ means a pro-
gram under which—

““(A) individuals, organizations, and companies
are temporarily authorized to identify and report
vulnerabilities of appropriate information systems
of the Department; and

‘(B) eligible individuals, organizations, and com-
panies receive compensation in exchange for such
reports.

‘“(3) The term ‘Department’ means the Department
of Homeland Security.
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‘“(4) The term ‘eligible individual, organization, or
company’ means an individual, organization, or com-
pany that meets such criteria as the Secretary deter-
mines in order to receive compensation in compliance
with Federal laws.

‘“(5) The term ‘information system’ has the mean-
ing given the term in section 3502 of title 44, United
States Code.

‘(6) The term ‘pilot program’ means the bug bounty
pilot program required to be established under sub-
section (b)(1).

‘“(7) The term ‘Secretary’ means the Secretary of
Homeland Security.

““(b) BuG BOUNTY PILOT PROGRAM.—

‘(1) ESTABLISHMENT.—Not later than 180 days after
the date of enactment of this Act [Dec. 21, 2018], the
Secretary shall establish, within the Office of the
Chief Information Officer, a bug bounty pilot pro-
gram to minimize vulnerabilities of appropriate in-
formation systems of the Department.

‘“(2) RESPONSIBILITIES OF SECRETARY.—In estab-
lishing and conducting the pilot program, the Sec-
retary shall—

‘“(A) designate appropriate information systems
to be included in the pilot program;

“(B) provide compensation to eligible individuals,
organizations, and companies for reports of pre-
viously unidentified security vulnerabilities within
the information systems designated under subpara-
graph (A);

“(C) establish criteria for individuals, organiza-
tions, and companies to be considered eligible for
compensation under the pilot program in compli-
ance with Federal laws;

‘(D) consult with the Attorney General on how to
ensure that approved individuals, organizations, or
companies that comply with the requirements of
the pilot program are protected from prosecution
under section 1030 of title 18, United States Code,
and similar provisions of law, and civil lawsuits for
specific activities authorized under the pilot pro-
gram;

‘“(E) consult with the Secretary of Defense and
the heads of other departments and agencies that
have implemented programs to provide compensa-
tion for reports of previously undisclosed
vulnerabilities in information systems, regarding
lessons that may be applied from such programs;
and

‘“(F) develop an expeditious process by which an
individual, organization, or company can register
with the Department, submit to a background
check as determined by the Department, and re-
ceive a determination as to eligibility; and

‘(@) engage qualified interested persons, includ-
ing non-government sector representatives, about
the structure of the pilot program as constructive
and to the extent practicable.
¢(3) CONTRACT AUTHORITY.—In establishing the pilot

program, the Secretary, subject to the availability of

appropriations, may award 1 or more competitive
contracts to an entity, as necessary, to manage the
pilot program.

‘‘(¢c) REPORT TO CONGRESS.—Not later than 180 days
after the date on which the pilot program is completed,
the Secretary shall submit to the appropriate congres-
sional committees a report on the pilot program, which
shall include—

‘(1) the number of individuals, organizations, or
companies that participated in the pilot program,
broken down by the number of individuals, organiza-
tions, or companies that—

‘“(A) registered;

‘“(B) were determined eligible;

‘(C) submitted security vulnerabilities; and

‘(D) received compensation;

‘“(2) the number and severity of vulnerabilities re-
ported as part of the pilot program;

¢(3) the number of previously unidentified security
vulnerabilities remediated as a result of the pilot
program;
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‘“(4) the current number of outstanding previously
unidentified security vulnerabilities and Department
remediation plans;

‘“(5) the average length of time between the report-
ing of security vulnerabilities and remediation of the
vulnerabilities;

‘“(6) the types of compensation provided under the
pilot program; and

“(7) the lessons learned from the pilot program.
¢“(d) AUTHORIZATION OF APPROPRIATIONS.—There is au-

thorized to be appropriated to the Department $250,000
for fiscal year 2019 to carry out this section.”

AGENCY RESPONSIBILITIES

Pub. L. 114-113, div. N, title II, §223(b), Dec. 18, 2015,
129 Stat. 2966, as amended by Pub. L. 115-278,
§2(h)(1)(E), Nov. 16, 2018, 132 Stat. 4182, provided that:

“(1) IN GENERAL.—Except as provided in paragraph
(2)—

‘““(A) not later than 1 year after the date of enact-
ment of this Act [Dec. 18, 2015] or 2 months after the
date on which the Secretary makes available the in-
trusion detection and prevention capabilities under
section 2213(b)(1) of the Homeland Security Act of
2002 [6 U.S.C. 663(b)(1)], whichever is later, the head of
each agency shall apply and continue to utilize the
capabilities to all information traveling between an
agency information system and any information sys-
tem other than an agency information system; and

“(B) not later than 6 months after the date on
which the Secretary makes available improvements
to the intrusion detection and prevention capabilities
pursuant to section 2213(b)(2) of the Homeland Secu-
rity Act of 2002 [6 U.S.C. 663(b)(2)], the head of each
agency shall apply and continue to utilize the im-
proved intrusion detection and prevention capabili-
ties.

‘“(2) EXCEPTION.—The requirements under paragraph
(1) shall not apply to the Department of Defense, a na-
tional security system, or an element of the intel-
ligence community.

‘(3) DEFINITION.—Notwithstanding section 222 [6
U.S.C. 1521], in this subsection, the term ‘agency infor-
mation system’ means an information system owned or
operated by an agency.

‘(4) RULE OF CONSTRUCTION.—Nothing in this sub-
section shall be construed to limit an agency from ap-
plying the intrusion detection and prevention capabili-
ties to an information system other than an agency in-
formation system under section 2213(b)(1) of the Home-
land Security Act of 2002 [6 U.S.C. 663(b)(1)], at the dis-
cretion of the head of the agency or as provided in rel-
evant policies, directives, and guidelines.”

§ 664. National asset database

(a) Establishment
(1) National asset database

The Secretary shall establish and maintain
a national database of each system or asset
that—

(A) the Secretary, in consultation with ap-
propriate homeland security officials of the
States, determines to be vital and the loss,
interruption, incapacity, or destruction of
which would have a negative or debilitating
effect on the economic security, public
health, or safety of the United States, any
State, or any local government; or

(B) the Secretary determines is appro-
priate for inclusion in the database.

(2) Prioritized critical infrastructure list

In accordance with Homeland Security Pres-
idential Directive-7, as in effect on January 1,
2007, the Secretary shall establish and main-
tain a single classified prioritized list of sys-
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tems and assets included in the database under
paragraph (1) that the Secretary determines
would, if destroyed or disrupted, cause na-
tional or regional catastrophic effects.

(b) Use of database

The Secretary shall use the database estab-
lished under subsection (a)(1) in the develop-
ment and implementation of Department plans
and programs as appropriate.

(c) Maintenance of database

(1) In general

The Secretary shall maintain and annually
update the database established under sub-
section (a)(1) and the list established under
subsection (a)(2), including—

(A) establishing data collection guidelines
and providing such guidelines to the appro-
priate homeland security official of each
State;

(B) regularly reviewing the guidelines es-
tablished under subparagraph (A), including
by consulting with the appropriate home-
land security officials of States, to solicit
feedback about the guidelines, as appro-
priate;

(C) after providing the homeland security
official of a State with the guidelines under
subparagraph (A), allowing the official a rea-
sonable amount of time to submit to the
Secretary any data submissions rec-
ommended by the official for inclusion in
the database established under subsection
(a)(@);

(D) examining the contents and identi-
fying any submissions made by such an offi-
cial that are described incorrectly or that do
not meet the guidelines established under
subparagraph (A); and

(B) providing to the appropriate homeland
security official of each relevant State a list
of submissions identified under subpara-
graph (D) for review and possible correction
before the Secretary finalizes the decision of
which submissions will be included in the
database established under subsection (a)(1).

(2) Organization of information in database

The Secretary shall organize the contents of
the database established under subsection
(a)(1) and the list established under subsection
(a)(2) as the Secretary determines is appro-
priate. Any organizational structure of such
contents shall include the categorization of
the contents—

(A) according to the sectors listed in Na-
tional Infrastructure Protection Plan devel-
oped pursuant to Homeland Security Presi-
dential Directive-T7; and

(B) by the State and county of their loca-
tion.

(3) Private sector integration

The Secretary shall identify and evaluate
methods, including the Department’s Pro-
tected Critical Infrastructure Information
Program, to acquire relevant private sector
information for the purpose of using that in-
formation to generate any database or list, in-
cluding the database established under sub-
section (a)(1) and the list established under
subsection (a)(2).
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(4) Retention of classification

The classification of information required to
be provided to Congress, the Department, or
any other department or agency under this
section by a Sector Risk Management Agency,
including the assignment of a level of classi-
fication of such information, shall be binding
on Congress, the Department, and that other
Federal agency.

(d) Reports
(1) Report required

Not later than 180 days after August 3, 2007,
and annually thereafter, the Secretary shall
submit to the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate
and the Committee on Homeland Security of
the House of Representatives a report on the
database established under subsection (a)(1)
and the list established under subsection
(a)(2).

(2) Contents of report

Each such report shall include the following:
(A) The name, location, and sector classi-

fication of each of the systems and assets on

the list established under subsection (a)(2).

(B) The name, location, and sector classi-
fication of each of the systems and assets on
such list that are determined by the Sec-
retary to be most at risk to terrorism.

(C) Any significant challenges in com-
piling the list of the systems and assets in-
cluded on such list or in the database estab-
lished under subsection (a)(1).

(D) Any significant changes from the pre-
ceding report in the systems and assets in-
cluded on such list or in such database.

(E) If appropriate, the extent to which
such database and such list have been used,
individually or jointly, for allocating funds
by the Federal Government to prevent, re-
duce, mitigate, or respond to acts of ter-
rorism.

(F) The amount of coordination between
the Department and the private sector,
through any entity of the Department that
meets with representatives of private sector
industries for purposes of such coordination,
for the purpose of ensuring the accuracy of
such database and such list.

(G) Any other information the Secretary
deems relevant.

(3) Classified information

The report shall be submitted in unclassified
form but may contain a classified annex.
(e) National Infrastructure Protection Consor-
tium
The Secretary may establish a consortium to
be known as the ‘‘National Infrastructure Pro-
tection Consortium”. The Consortium may ad-
vise the Secretary on the best way to identify,
generate, organize, and maintain any database
or list of systems and assets established by the
Secretary, including the database established
under subsection (a)(1) and the list established
under subsection (a)(2). If the Secretary estab-
lishes the National Infrastructure Protection
Consortium, the Consortium may—
(1) be composed of national laboratories,
Federal agencies, State and local homeland se-
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curity organizations, academic institutions, or
national Centers of Excellence that have dem-
onstrated experience working with and identi-
fying critical infrastructure and key re-
sources; and

(2) provide input to the Secretary on any re-
quest pertaining to the contents of such data-
base or such list.

(Pub. L. 107-296, title XXII, §2214, formerly title
II, §210E, as added Pub. L. 110-53, title X,
§1001(a), Aug. 3, 2007, 121 Stat. 372; renumbered
title XXII, §2214, and amended Pub. L. 115-278,
§2(2)(2)(G), (9)(A)(viii), Nov. 16, 2018, 132 Stat.
4178, 4181; Pub. L. 116-283, div. H, title XC,
§9002(c)(2)(E), Jan. 1, 2021, 134 Stat. 4773.)

Editorial Notes
CODIFICATION

Section was formerly classified to section 124/ of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2021—Subsec. (c)(4). Pub. L. 116-283 substituted ‘‘Sec-
tor Risk Management Agency’’ for ‘‘sector-specific
agency’’.

2018—Subsecs. (e), (). Pub. L. 115-278, §2(g)(9)(A)(viii),
redesignated subsec. (f) as (e) and struck out former
subsec. (e). Prior to amendment, text of subsec. (e) read
as follows: ‘“‘By not later than two years after August
3, 2007, the Inspector General of the Department shall
conduct a study of the implementation of this section.”

§665. Duties and authorities relating to .gov
internet domain

(a) Definition

In this section, the term ‘‘agency’ has the
meaning given the term in section 3502 of title
44,

(b) Availability of .gov internet domain

The Director shall make .gov internet domain
name registration services, as well as any sup-
porting services described in subsection (e), gen-
erally available—

(1) to any Federal, State, local, or territorial
government entity, or other publicly con-
trolled entity, including any Tribal govern-
ment recognized by the Federal Government
or a State government, that complies with the
requirements for registration developed by the
Director as described in subsection (c);

(2) without conditioning registration on the
sharing of any information with the Director
or any other Federal entity, other than the in-
formation required to meet the requirements
described in subsection (c¢); and

(3) without conditioning registration on par-
ticipation in any separate service offered by
the Director or any other Federal entity.

(c¢) Requirements

The Director, with the approval of the Direc-
tor of the Office of Management and Budget for
agency .gov internet domain requirements and
in consultation with the Director of the Office of
Management and Budget for .gov internet do-
main requirements for entities that are not
agencies, shall establish and publish on a pub-
licly available website requirements for the reg-
istration and operation of .gov internet domains
sufficient to—
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(1) minimize the risk of .gov internet do-
mains whose names could mislead or confuse
users;

(2) establish that .gov internet domains may
not be used for commercial or political cam-
paign purposes;

(3) ensure that domains are registered and
maintained only by authorized individuals;
and

(4) limit the sharing or use of any informa-
tion obtained through the administration of
the .gov internet domain with any other De-
partment component or any other agency for
any purpose other than the administration of
the .gov internet domain, the services de-
scribed in subsection (e), and the requirements
for establishing a .gov inventory described in
subsection (h).

(d) Executive branch
(1) In general

The Director of the Office of Management
and Budget shall establish applicable proc-
esses and guidelines for the registration and
acceptable use of .gov internet domains by
agencies.

(2) Approval required

The Director shall obtain the approval of the
Director of the Office of Management and
Budget before registering a .gov internet do-
main name for an agency.

(3) Compliance

Each agency shall ensure that any website
or digital service of the agency that uses a
.gov internet domain is in compliance with the
21st Century IDEA Act (44 U.S.C. 3501 note)
and implementation guidance issued pursuant
to that Act.

(e) Supporting services
(1) In general

The Director may provide services to the en-
tities described in subsection (b)(1) specifically
intended to support the security, privacy, reli-
ability, accessibility, and speed of registered
.gov internet domains.

(2) Rule of construction

Nothing in paragraph (1) shall be construed
to—

(A) limit other authorities of the Director
to provide services or technical assistance to
an entity described in subsection (b)(1); or

(B) establish new authority for services
other than those the purpose of which ex-
pressly supports the operation of .gov inter-
net domains and the needs of .gov internet
domain registrants.

(f) Fees
(1) In general

The Director may provide any service relat-
ing to the availability of the .gov internet do-
main program, including .gov internet domain
name registration services described in sub-
section (b) and supporting services described
in subsection (e), to entities described in sub-
section (b)(1) with or without reimbursement,
including variable pricing.

(2) Limitation

The total fees collected for new .gov internet
domain registrants or annual renewals of .gov
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internet domains shall not exceed the direct
operational expenses of improving, maintain-
ing, and operating the .gov internet domain,
.gov internet domain services, and .gov inter-
net domain supporting services.

(g) Consultation

The Director shall consult with the Director of
the Office of Management and Budget, the Ad-
ministrator of General Services, other civilian
Federal agencies as appropriate, and entities
representing State, local, Tribal, or territorial
governments in developing the strategic direc-
tion of the .gov internet domain and in estab-
lishing requirements under subsection (c¢), in
particular on matters of privacy, accessibility,
transparency, and technology modernization.

(h) .gov inventory

(1) In general

The Director shall, on a continuous basis—
(A) inventory all hostnames and services
in active use within the .gov internet do-
main; and
(B) provide the data described in subpara-
graph (A) to domain registrants at no cost.

(2) Requirements

In carrying out paragraph (1)—

(A) data may be collected through analysis
of public and non-public sources, including
commercial data sets;

(B) the Director shall share with Federal
and non-Federal domain registrants all
unique hostnames and services discovered
within the zone of their registered domain;

(C) the Director shall share any data or in-
formation collected or used in the manage-
ment of the .gov internet domain name reg-
istration services relating to Federal execu-
tive branch registrants with the Director of
the Office of Management and Budget for the
purpose of fulfilling the duties of the Direc-
tor of the Office of Management and Budget
under section 3553 of title 44;

(D) the Director shall publish on a publicly
available website discovered hostnames that
describe publicly accessible agency websites,
to the extent consistent with the security of
Federal information systems but with the
presumption of disclosure;

(B) the Director may publish on a publicly
available website any analysis conducted
and data collected relating to compliance
with Federal mandates and industry best
practices, to the extent consistent with the
security of Federal information systems but
with the presumption of disclosure; and

(F) the Director shall—

(i) collect information on the use of non-
.gov internet domain suffixes by agencies
for their official online services;

(ii) collect information on the use of
non-.gov internet domain suffixes by
State, local, Tribal, and territorial govern-
ments; and

(iii) publish the information collected
under clause (i) on a publicly available
website to the extent consistent with the
security of the Federal information sys-
tems, but with the presumption of disclo-
sure.
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(3) National security coordination
(A) In general

In carrying out this subsection, the Direc-
tor shall inventory, collect, and publish
hostnames and services in a manner con-
sistent with the protection of national secu-
rity information.

(B) Limitation

The Director may not inventory, collect,
or publish hostnames or services under this
subsection if the Director, in coordination
with other heads of agencies, as appropriate,
determines that the collection or publica-
tion would—

(i) disrupt a law enforcement investiga-
tion;

(ii) endanger national security or intel-
ligence activities;

(iii) impede national defense activities
or military operations; or

(iv) hamper security remediation ac-
tions.

(4) Strategy

Not later than 180 days after December 27,
2020, the Director shall develop and submit to
the Committee on Homeland Security and
Governmental Affairs and the Committee on
Rules and Administration of the Senate and
the Committee on Homeland Security, the
Committee on Oversight and Reform, and the
Committee on House Administration of the
House of Representatives a strategy to utilize
the information collected under this sub-
section for countering malicious cyber activ-
ity.

(Pub. L. 107-296, title XXII, §2215, as added Pub.
L. 116-260, div. U, title IX, §904(b)(1)(B), Dec. 27,
2020, 134 Stat. 2298; Pub. L. 117-81, div. A, title
XV, §15647(b)(1)(A)({i), (B), Dec. 27, 2021, 135 Stat.
2060, 2061; Pub. L. 117-263, div. G, title LXXI,
§7143(a)(1), Dec. 23, 2022, 136 Stat. 36564.)

Editorial Notes
REFERENCES IN TEXT

The 21st Century IDEA Act, referred to in subsec.
(d)(3), is Pub. L. 115-336, Dec. 20, 2018, 132 Stat. 5025, also
known as the 21st Century Integrated Digital Experi-
ence Act, which is set out as a note under section 3501
of Title 44, Public Printing and Documents.

CODIFICATION

Other sections 2215 of Pub. L. 107-296 were renum-
bered sections 2216, 2217, and 2218 and are classified, re-
spectively, to sections 665b, 665c, and 6656d of this title.

AMENDMENTS

2022—Pub. L. 117-263 made amendment identical to
that made by Pub. L. 117-81, §1547(b)(1)(B). See 2021
Amendment note below.

2021—Pub. L. 117-81, §1547(b)(1)(B), made technical
amendment to the directory language of section
904(b)(1) of Pub. L. 116-260.

Pub. L. 117-81, §1547(b)(1)(A)(ii),
catchline.

reenacted section

Statutory Notes and Related Subsidiaries
EFFECTIVE DATE OF 2022 AMENDMENT

Amendment by Pub. L. 117-263 effective as if enacted
as part of title IX of div. U of Pub. L. 116-260, see sec-
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tion 7143(a)(2) of Pub. L. 117-263, set out as a note under
section 6562 of this title.

FINDINGS

Pub. L. 116-260, div. U, title IX, §902, Dec. 27, 2020, 134
Stat. 2297, provided that: ‘‘Congress finds that—

‘(1) the .gov internet domain reflects the work of
United States innovators in inventing the internet
and the role that the Federal Government played in
guiding the development and success of the early
internet;

‘“(2) the .gov internet domain is a unique resource
of the United States that reflects the history of inno-
vation and global leadership of the United States;

‘“(3) when online public services and official com-
munications from any level and branch of govern-
ment use the .gov internet domain, they are easily
recognized as official and difficult to impersonate;

‘“(4) the citizens of the United States deserve online
public services that are safe, recognizable, and trust-
worthy;

‘(5) the .gov internet domain should be available at
no cost or a negligible cost to any Federal, State,
local, or territorial government-operated or publicly
controlled entity, including any Tribal government
recognized by the Federal Government or a State
government, for use in their official services, oper-
ations, and communications;

‘(6) the .gov internet domain provides a critical
service to those Federal, State, local, Tribal, and ter-
ritorial governments; and

“(T) the .gov internet domain should be operated
transparently and in the spirit of public accessibility,
privacy, and security.”’

[For definition of ‘‘State’ as used in section 902 of
Pub. L. 116-260, set out above, see section 903 of Pub. L.
116-260, set out as a note below.]

PURPOSE OF .gov INTERNET DOMAIN PROGRAM

Pub. L. 116-260, div. U, title IX, §904(a), Dec. 27, 2020,
134 Stat. 2298, provided that: ‘‘“The purpose of the .gov
internet domain program is to—

‘(1) legitimize and enhance public trust in govern-
ment entities and their online services;

‘(2) facilitate trusted electronic communication
and connections to and from government entities;

““(3) provide simple and secure registration of .gov
internet domains;

‘“(4) improve the security of the services hosted
within these .gov internet domains, and of the .gov
namespace in general; and

‘“(5) enable the discoverability of government serv-
ices to the public and to domain registrants.”

[For definition of ‘‘online service’ as used in section
904(a) of Pub. L. 116-260, set out above, see section 903
of Pub. L. 116-260, set out as a note below.]

REFERENCE GUIDE

Pub. L. 116-260, div. U, title IX, §904(b)(2)(B), Dec. 27,
2020, 134 Stat. 2301, provided that: ‘“Not later than 1
year after the date of enactment of this Act [Dec. 27,
2020], the Director, in consultation with the Adminis-
trator and entities representing State, local, Tribal, or
territorial governments, shall develop and publish on a
publicly available website a reference guide for migrat-
ing online services to the .gov internet domain, which
shall include—

‘(i) process and technical information on how to
carry out a migration of common categories of online
services, such as web and email services;

‘‘(ii) best practices for cybersecurity pertaining to
registration and operation of a .gov internet domain;
and

¢“(iii) references to contract vehicles and other pri-
vate sector resources vetted by the Director that may
assist in performing the migration.”

[For definitions of terms used in section 904(b)(2)(B)
of Pub. L. 116-260, set out above, see section 903 of Pub.
L. 116-260, set out as a note below.]
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TRANSITION

Pub. L. 116-260, div. U, title IX, §907, Dec. 27, 2020, 134
Stat. 2303, provided that:

‘“(a) There shall be transferred to the Director the
.gov internet domain program, as operated by the Gen-
eral Services Administration under title 41, Code of
Federal Regulations, on the date on which the Director
begins operational administration of the .gov internet
domain program, in accordance with subsection (c).

‘“(b) Not later than 30 days after the date of enact-
ment of this Act [probably means ‘‘this title’’, approved
Dec. 27, 2020], the Director shall submit a plan for the
operational and contractual transition of the .gov
internet domain program to the Committee on Home-
land Security and Governmental Affairs and the Com-
mittee on Rules and Administration of the Senate and
the Committee on Homeland Security, the Committee
on Oversight and Reform, and the Committee on House
Administration of the House of Representatives.

‘“(c) Not later than 120 days after the date of enact-
ment of this Act, the Director shall begin operationally
administering the .gov internet domain program, and
shall publish on a publicly available website the re-
quirements for domain registrants as described in sec-
tion 2215(b) of the Homeland Security Act of 2002 [6
U.S.C. 665(b)], as added by section 904(b) of this Act.

‘“(d) On the date on which the Director begins oper-
ational administration of the .gov internet domain pro-
gram, in accordance with subsection (c), the Adminis-
trator shall rescind the requirements in part 102-173 of
title 41, Code of Federal Regulations.

‘‘(e) During the 5-year period beginning on the date of
enactment of this Act [Dec. 27, 2020], any fee charged to
entities that are not agencies for new .gov internet do-
main registrants or annual renewals of .gov internet
domains shall be not more than the amount of the fee
charged for such registration or renewal as of October
1, 2019.”

[For definition of ‘‘Director’ as used in section 907 of
Pub. L. 116-260, set out above, see section 903 of Pub. L.
116-260, set out as a note below.]

DEFINITIONS

Pub. L. 116-260, div. U, title IX, §903, Dec. 27, 2020, 134
Stat. 2298, provided that: ‘“In this Act [probably means
“this title”, see Short Title of 2020 Amendment note
set out under section 101 of this title]—

‘(1) the term ‘Administrator’ means the Adminis-
trator of General Services;

‘“(2) the term ‘agency’ has the meaning given the
term in section 3502 of title 44, United States Code;

“(3) the term ‘Director’ means the Director of the
Cybersecurity and Infrastructure Security Agency;

‘“(4) the term ‘online service’ means any internet-
facing service, including a website, email, a virtual
private network, or a custom application; and

‘“(5) the term ‘State’ means any State of the United

States, the District of Columbia, the Commonwealth

of Puerto Rico, the Virgin Islands, Guam, American

Samoa, the Commonwealth of the Northern Mariana

Islands, and any possession of the United States.”

§665a. Intelligence and cybersecurity diversity
fellowship program

(a) Definitions

In this section:
(1) Appropriate committees of Congress

The term ‘‘appropriate committees of Con-
gress’”’ means—

(A) the Committee on Homeland Security
and Governmental Affairs and the Select
Committee on Intelligence of the Senate;
and

(B) the Committee on Homeland Security
and the Permanent Select Committee on In-
telligence of the House of Representatives.
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(2) Excepted service

The term ‘‘excepted service’’ has the mean-
ing given that term in section 2103 of title 5.
(3) Historically Black college or university

The term ‘‘historically Black college or uni-
versity’’ has the meaning given the term ‘‘part
B institution” in section 1061 of title 20.

(4) Institution of higher education

The term ‘“‘institution of higher education”
has the meaning given that term in section
1001 of title 20.

(5) Minority-serving institution

The term ‘‘minority-serving institution”
means an institution of higher education de-
scribed in section 1067q(a) of title 20.

(b) Program

The Secretary shall carry out an intelligence
and cybersecurity diversity fellowship program
(in this section referred to as the ‘‘Program’’)
under which an eligible individual may—

(1) participate in a paid internship at the De-
partment that relates to intelligence,
cybersecurity, or some combination thereof;

(2) receive tuition assistance from the Sec-
retary; and

(3) upon graduation from an institution of
higher education and successful completion of
the Program (as defined by the Secretary), re-
ceive an offer of employment to work in an in-
telligence or cybersecurity position of the De-
partment that is in the excepted service.

(c) Eligibility

To be eligible to participate in the Program,
an individual shall—

(1) be a citizen of the United States; and

(2) as of the date of submitting the applica-
tion to participate in the Program—

(A) have a cumulative grade point average
of at least 3.2 on a 4.0 scale;
(B) be a socially disadvantaged individual

(as that term in?! defined in section 124.103 of

title 13, Code of Federal Regulations, or suc-

cessor regulation); and
(C) be a sophomore, junior, or senior at an
institution of higher education.
(d) Direct hire authority

If an individual who receives an offer of em-
ployment under subsection (b)(3) accepts such
offer, the Secretary shall appoint, without re-
gard to provisions of subchapter I of chapter 33
of title 5 (except for section 3328 of such title)
such individual to the position specified in such
offer.

(e) Reports

(1) Reports

Not later than 1 year after December 27,
2020, and on an annual basis thereafter, the
Secretary shall submit to the appropriate
committees of Congress a report on the Pro-
gram.

(2) Matters

Each report under paragraph (1) shall in-
clude, with respect to the most recent year,
the following:

180 in original. Probably should be ““is’.
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(A) A description of outreach efforts by
the Secretary to raise awareness of the Pro-
gram among institutions of higher education
in which eligible individuals are enrolled.

(B) Information on specific recruiting ef-
forts conducted by the Secretary to increase
participation in the Program.

(C) The number of individuals partici-
pating in the Program, listed by the institu-
tion of higher education in which the indi-
vidual is enrolled at the time of participa-
tion, and information on the nature of such
participation, including on whether the du-
ties of the individual under the Program re-
late primarily to intelligence or to
cybersecurity.

(D) The number of individuals who accept-
ed an offer of employment under the Pro-
gram and an identification of the element
within the Department to which each indi-
vidual was appointed.

(Pub. L. 107-296, title XIII, §1333, as added Pub.
L. 116-260, div. W, title IV, §404(a), Dec. 27, 2020,
134 Stat. 2378.)

Editorial Notes
CODIFICATION

Section was enacted as part of title XIII of Pub. L.
107-296, and not as part of title XXII of 107-296 which
comprises this subchapter.

§ 665b. Joint cyber planning office
(a) Establishment of Office

There is established in the Agency an office
for joint cyber planning (in this section referred
to as the ““Office’’) to develop, for public and pri-
vate sector entities, plans for cyber defense op-
erations, including the development of a set of
coordinated actions to protect, detect, respond
to, and recover from cybersecurity risks or inci-
dents or limit, mitigate, or defend against co-
ordinated, malicious cyber operations that pose
a potential risk to critical infrastructure or na-
tional interests. The Office shall be headed by a
senior official of the Agency selected by the Di-
rector.

(b) Planning and execution

In leading the development of plans for cyber
defense operations pursuant to subsection (a),
the head of the Office shall—

(1) coordinate with relevant Federal depart-
ments and agencies to establish processes and
procedures necessary to develop and maintain
ongoing coordinated plans for cyber defense
operations;

(2) leverage cyber capabilities and authori-
ties of participating Federal departments and
agencies, as appropriate, in furtherance of
plans for cyber defense operations;

(3) ensure that plans for cyber defense oper-
ations are, to the greatest extent practicable,
developed in collaboration with relevant pri-
vate sector entities, particularly in areas in
which such entities have comparative advan-
tages in limiting, mitigating, or defending
against a cybersecurity risk or incident or co-
ordinated, malicious cyber operation;

(4) ensure that plans for cyber defense oper-
ations, as appropriate, are responsive to po-
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tential adversary activity conducted in re-
sponse to United States offensive cyber oper-
ations;

(5) facilitate the exercise of plans for cyber
defense operations, including by developing
and modeling scenarios based on an under-
standing of adversary threats to, vulnerability
of, and potential consequences of disruption or
compromise of critical infrastructure;

(6) coordinate with and, as necessary, sup-
port relevant Federal departments and agen-
cies in the establishment of procedures, devel-
opment of additional plans, including for of-
fensive and intelligence activities in support
of cyber defense operations, and creation of
agreements necessary for the rapid execution
of plans for cyber defense operations when a
cybersecurity risk or incident or malicious
cyber operation has been identified; and

(7) support public and private sector enti-
ties, as appropriate, in the execution of plans
developed pursuant to this section.

(¢) Composition

The Office shall be composed of—
(1) a central planning staff; and
(2) appropriate representatives of Federal de-
partments and agencies, including—
(A) the Department;
(B) United States Cyber Command;
(C) the National Security Agency;
(D) the Federal Bureau of Investigation;
(BE) the Department of Justice; and
(F) the Office of the Director of National
Intelligence.

(d) Consultation

In carrying out its responsibilities described
in subsection (b), the Office shall regularly con-
sult with appropriate representatives of non-
Federal entities, such as—

(1) State, local, federally-recognized Tribal,
and territorial governments;

(2) Information Sharing and Analysis Orga-
nizations, including information sharing and
analysis centers;

(3) owners and operators of critical informa-
tion systems;

(4) private entities; and

(5) other appropriate representatives or enti-
ties, as determined by the Secretary.

(e) Interagency agreements

The Secretary and the head of a Federal de-
partment or agency referred to in subsection (c)
may enter into agreements for the purpose of
detailing personnel on a reimbursable or non-re-
imbursable basis.

(f) Definitions

In this section, the term ‘‘cyber defense oper-
ation’” means the defensive activities performed
for a cybersecurity purpose.

(Pub. L. 107-296, title XXII, §2216, formerly §2215,
as added Pub. L. 116-283, div. A, title XVII,
§1715(a), Jan. 1, 2021, 134 Stat. 4092; renumbered
§2216 and amended Pub. L. 117-81, div. A, title
XV, §1547(b)(1)(A)(iii), Dec. 27, 2021, 135 Stat.
2061; Pub. L. 117-263, div. G, title LXXI,
§7143(b)(2)(I), Dec. 23, 2022, 136 Stat. 3660.)
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Editorial Notes

PRIOR PROVISIONS

A prior section 2216 of Pub. L. 107-296 was renumbered
section 2219 and is classified to section 665e of this title.

AMENDMENTS

2022—Subsec. (d)(2). Pub. L. 117-263, §7143(b)(2)(D({),
substituted ‘“‘Information Sharing and Analysis Organi-
zations” for ‘‘information sharing and analysis organi-
zations’’.

Subsec. (f). Pub. L. 117-263, §7143(b)(2)(I)(ii), sub-
stituted ‘‘section, the term ‘cyber defense operation’
means the defensive activities performed for a
cybersecurity purpose.” for ‘‘section:” and struck out
pars. (1) to (4) which defined cyber defense operation,
cybersecurity purpose, cybersecurity risk, incident,
and information sharing and analysis organization.

2021—Pub. L. 117-81 reenacted section catchline.

§665¢c. Cybersecurity State Coordinator

(a) Appointment

The Director shall appoint an employee of the
Agency in each State, with the appropriate
cybersecurity qualifications and expertise, who
shall serve as the Cybersecurity State Coordi-
nator.

(b) Duties

The duties of a Cybersecurity State Coordi-
nator appointed under subsection (a) shall in-
clude—

(1) building strategic public and, on a vol-
untary basis, private sector relationships, in-
cluding by advising on establishing govern-
ance structures to facilitate the development
and maintenance of secure and resilient infra-
structure;

(2) serving as the Federal cybersecurity risk
advisor and supporting preparation, response,
and remediation efforts relating to
cybersecurity risks and incidents;

(3) facilitating the sharing of cyber threat
information to improve understanding of
cybersecurity risks and situational awareness
of cybersecurity incidents;

(4) raising awareness of the financial, tech-
nical, and operational resources available
from the Federal Government to non-Federal
entities to increase resilience against cyber
threats;

() supporting training, exercises, and plan-
ning for continuity of operations to expedite
recovery from cybersecurity incidents, includ-
ing ransomware;

(6) serving as a principal point of contact for
non-Federal entities to engage, on a voluntary
basis, with the Federal Government on pre-
paring, managing, and responding to
cybersecurity incidents;

(7) assisting non-Federal entities in devel-
oping and coordinating vulnerability disclo-
sure programs consistent with Federal and in-
formation security industry standards;

(8) assisting State, local, Tribal, and terri-
torial governments, on a voluntary basis, in
the development of State cybersecurity plans;

(9) coordinating with appropriate officials
within the Agency; and

(10) performing such other duties as deter-
mined necessary by the Director to achieve
the goal of managing cybersecurity risks in
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the United States and reducing the impact of
cyber threats to non-Federal entities.

(¢) Feedback

The Director shall consult with relevant
State, local, Tribal, and territorial officials re-
garding the appointment, and State, local, Trib-
al, and territorial officials and other non-Fed-
eral entities regarding the performance, of the
Cybersecurity State Coordinator of a State.

(Pub. L. 107-296, title XXII, §2217, formerly § 2215,
as added Pub. L. 116-283, div. A, title XVII,
§1717(a)(1)(B), Jan. 1, 2021, 134 Stat. 4099; renum-
bered §2217 and amended Pub. L. 117-81, div. A,
title XV, §1547(b)(1)(A)(iv), Dec. 27, 2021, 135 Stat.
2061.)

Editorial Notes
PRIOR PROVISIONS

A prior section 2217 of Pub. L. 107-296 was renumbered
section 2220 and is classified to section 665f of this title.

AMENDMENTS
2021—Pub. L. 117-81 reenacted section catchline.

Statutory Notes and Related Subsidiaries
RULE OF CONSTRUCTION

Pub. L. 116-283, div. A, title XVII, §1717(a)(4), Jan. 1,
2021, 134 Stat. 4100, provided that: ‘‘Nothing in this sub-
section [enacting this section, amending section 652 of
this title, and enacting provisions set out as a note
below] or the amendments made by this subsection
may be construed to affect or otherwise modify the au-
thority of Federal law enforcement agencies with re-
spect to investigations relating to cybersecurity inci-
dents.”

COORDINATION PLAN

Pub. L. 116-283, div. A, title XVII, §1717(a)(2), Jan. 1,
2021, 134 Stat. 4100, provided that: ‘“Not later than 60
days after the date of the enactment of this Act [Jan.
1, 2021], the Director of the Cybersecurity and Infra-
structure Security Agency of the Department of Home-
land Security shall establish and submit to the Com-
mittee on Homeland Security and Governmental Af-
fairs in the Senate and the Committee on Homeland
Security in the House of Representatives a plan de-
scribing the reporting structure and coordination proc-
esses and procedures of Cybersecurity State Coordina-
tors within the Cybersecurity and Infrastructure Secu-
rity Agency under section 2215 of the Homeland Secu-
rity Act of 2002 [Pub. L. 107-296], as added by paragraph
(1)(B) [6 U.S.C. 6656c].”

§665d. Sector Risk Management Agencies
(a) In general

Consistent with applicable law, Presidential
directives, Federal regulations, and strategic
guidance from the Secretary, each Sector Risk
Management Agency, in coordination with the
Director, shall—

(1) provide specialized sector-specific exper-
tise to critical infrastructure owners and oper-
ators within its designated critical infrastruc-
ture sector or subsector of such sector; and

(2) support programs and associated activi-
ties of such sector or subsector of such sector.

(b) Implementation

In carrying out this section, Sector Risk Man-
agement Agencies shall—
(1) coordinate with the Department and, as
appropriate, other relevant Federal depart-
ments and agencies;
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(2) collaborate with critical infrastructure
owners and operators within the designated
critical infrastructure sector or subsector of
such sector; and
(3) coordinate with independent regulatory
agencies, and State, local, Tribal, and terri-
torial entities, as appropriate.
(c) Responsibilities

Consistent with applicable law, Presidential
directives, Federal regulations, and strategic
guidance from the Secretary, each Sector Risk
Management Agency shall utilize its specialized
expertise regarding its designated critical infra-
structure sector or subsector of such sector and
authorities under applicable law to—

(1) support sector risk management, in co-
ordination with the Director, including—

(A) establishing and carrying out programs
to assist critical infrastructure owners and
operators within the designated sector or
subsector of such sector in identifying, un-
derstanding, and mitigating threats,
vulnerabilities, and risks to their systems or
assets, or within a region, sector, or sub-
sector of such sector; and

(B) recommending security measures to
mitigate the consequences of destruction,
compromise, and disruption of systems and
assets;

(2) assess sector risk, in coordination with
the Director, including—

(A) identifying, assessing, and prioritizing
risks within the designated sector or sub-
sector of such sector, considering physical
security and cybersecurity threats,
vulnerabilities, and consequences; and

(B) supporting national risk assessment ef-
forts led by the Department;

(3) sector coordination, including—

(A) serving as a day-to-day Federal inter-
face for the prioritization and coordination
of sector-specific activities and responsibil-
ities under this title;

(B) serving as the Federal Government co-
ordinating council chair for the designated
sector or subsector of such sector; and

(C) participating in cross-sector coordi-
nating councils, as appropriate;

(4) facilitating, in coordination with the Di-
rector, the sharing with the Department and
other appropriate Federal department of infor-
mation regarding physical security and
cybersecurity threats within the designated
sector or subsector of such sector, including—

(A) facilitating, in coordination with the
Director, access to, and exchange of, infor-
mation and intelligence necessary to
strengthen the security of critical infra-
structure, including through Information
Sharing and Analysis Organizations and the
national cybersecurity and communications
integration center established pursuant to
section 659 of this title;

(B) facilitating the identification of intel-
ligence needs and priorities of critical infra-
structure owners and operators in the des-
ignated sector or subsector of such sector, in
coordination with the Director of National
Intelligence and the heads of other Federal
departments and agencies, as appropriate;
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(C) providing the Director, and facilitating
awareness within the designated sector or
subsector of such sector, of ongoing, and
where possible, real-time awareness of iden-
tified threats, vulnerabilities, mitigations,
and other actions related to the security of
such sector or subsector of such sector; and

(D) supporting the reporting requirements
of the Department under applicable law by
providing, on an annual basis, sector-specific
critical infrastructure information;

(5) supporting incident management, includ-
ing—

(A) supporting, in coordination with the
Director, incident management and restora-
tion efforts during or following a security
incident; and

(B) supporting the Director, upon request,
in national cybersecurity asset response ac-
tivities for critical infrastructure; and

(6) contributing to emergency preparedness
efforts, including—

(A) coordinating with critical infrastruc-
ture owners and operators within the des-
ignated sector or subsector of such sector
and the Director in the development of plan-
ning documents for coordinated action in
the event of a natural disaster, act of ter-
rorism, or other man-made disaster or emer-
gency,

(B) participating in and, in coordination
with the Director, conducting or facili-
tating, exercises and simulations of poten-
tial natural disasters, acts of terrorism, or
other man-made disasters or emergencies
within the designated sector or subsector of
such sector; and

(C) supporting the Department and other
Federal departments or agencies in devel-
oping planning documents or conducting ex-
ercises or simulations when relevant to the
designated sector or subsector or such sec-
tor.

(Pub. L. 107-296, title XXII, §2218, formerly §2215,
as added Pub. L. 116-283, div. H, title XC,
§9002(c)(1), Jan. 1, 2021, 134 Stat. 4770; renum-
bered §2218 and amended Pub. L. 117-81, div. A,
title XV, §1547(b)(1)(A)(v), Dec. 27, 2021, 135 Stat.
2061; Pub. L. 117-263, div. G, title LXXI,
§7143(b)(2)(J), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes
PRIOR PROVISIONS

A prior section 2218 of Pub. L. 107-296 was renumbered
section 2220A and is classified to section 665g of this
title.

AMENDMENTS

2022—Subsec. (c)(4)(A). Pub. L. 117-263 substituted
“Information Sharing and Analysis Organizations’ for
“information sharing and analysis organizations’.

2021—Pub. L. 117-81 reenacted section catchline.

§ 665e. Cybersecurity Advisory Committee

(a) Establishment

The Secretary shall establish within the Agen-
cy a Cybersecurity Advisory Committee (re-
ferred to in this section as the ‘‘Advisory Com-
mittee”’).
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(b) Duties
(1) In general

The Advisory Committee shall advise, con-
sult with, report to, and make recommenda-
tions to the Director, as appropriate, on the
development, refinement, and implementation
of policies, programs, planning, and training
pertaining to the cybersecurity mission of the
Agency.

(2) Recommendations

(A) In general

The Advisory Committee shall develop, at
the request of the Director, recommenda-
tions for improvements to advance the
cybersecurity mission of the Agency and
strengthen the cybersecurity of the United
States.

(B) Recommendations of subcommittees

Recommendations agreed upon by sub-
committees established under subsection (d)
for any year shall be approved by the Advi-
sory Committee before the Advisory Com-
mittee submits to the Director the annual
report under paragraph (4) for that year.

(3) Periodic reports

The Advisory Committee shall periodically
submit to the Director—
(A) reports on matters identified by the
Director; and
(B) reports on other matters identified by
a majority of the members of the Advisory
Committee.
(4) Annual report
(A) In general

The Advisory Committee shall submit to
the Director an annual report providing in-
formation on the activities, findings, and
recommendations of the Advisory Com-
mittee, including its subcommittees, for the
preceding year.

(B) Publication

Not later than 180 days after the date on
which the Director receives an annual report
for a year under subparagraph (A), the Direc-
tor shall publish a public version of the re-
port describing the activities of the Advi-
sory Committee and such related matters as
would be informative to the public during
that year, consistent with section 552(b) of
title 5.

(5) Feedback

Not later than 90 days after receiving any
recommendation submitted by the Advisory
Committee under paragraph (2), (3), or (4), the
Director shall respond in writing to the Advi-
sory Committee with feedback on the rec-
ommendation. Such a response shall include—

(A) with respect to any recommendation
with which the Director concurs, an action
plan to implement the recommendation; and

(B) with respect to any recommendation

with which the Director does not concur, a

justification for why the Director does not

plan to implement the recommendation.
(6) Congressional notification

Not less frequently than once per year after
January 1, 2021, the Director shall provide to
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the Committee on Homeland Security and
Governmental Affairs and the Committee on
Appropriations of the Senate and the Com-
mittee on Homeland Security, the Committee
on Energy and Commerce, and the Committee
on Appropriations of the House of Representa-
tives a briefing on feedback from the Advisory
Committee.

(7) Governance rules

The Director shall establish rules for the
structure and governance of the Advisory
Committee and all subcommittees established
under subsection (d).

(c) Membership
(1) Appointment
(A) In general

Not later than 180 days after the date of
enactment of the Cybersecurity Advisory
Committee Authorization Act of 2020,! the
Director shall appoint the members of the
Advisory Committee.

(B) Composition

The membership of the Advisory Com-
mittee shall consist of not more than 35 in-
dividuals.

(C) Representation
(1) In general

The membership of the Advisory Com-
mittee shall satisfy the following criteria:
(I) Consist of subject matter experts.

(IT) Be geographically balanced.

(ITIT) Include representatives of State,
local, and Tribal governments and of a
broad range of industries, which may in-
clude the following:

(aa) Defense.

(bb) Education.

(cc) Financial services and insur-

ance.

(dd) Healthcare.

(ee) Manufacturing.

(ff) Media and entertainment.

(gg) Chemicals.

(hh) Retail.

(ii) Transportation.

(ji) Energy.

(kk) Information Technology.

(I1l) Communications.

(mm) Other relevant fields identified

by the Director.
(ii) Prohibition
Not fewer than one member nor more
than three members may represent any
one category under clause (i)(III).
(iii) Publication of membership list
The Advisory Committee shall publish

its membership list on a publicly available
website not less than once per fiscal year
and shall update the membership list as
changes occur.

(2) Term of office
(A) Terms

The term of each member of the Advisory
Committee shall be two years, except that a

1See References in Text note below.
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member may continue to serve until a suc-
cessor is appointed.

(B) Removal

The Director may review the participation
of a member of the Advisory Committee and
remove such member any time at the discre-
tion of the Director.

(C) Reappointment

A member of the Advisory Committee may
be reappointed for an unlimited number of
terms.

(3) Prohibition on compensation

The members of the Advisory Committee
may not receive pay or benefits from the
United States Government by reason of their
service on the Advisory Committee.

(4) Meetings
(A) In general

The Director shall require the Advisory
Committee to meet not less frequently than
semiannually, and may convene additional
meetings as necessary.

(B) Public meetings

At least one of the meetings referred to in
subparagraph (A) shall be open to the public.

(C) Attendance
The Advisory Committee shall maintain a
record of the persons present at each meet-
ing.
(5) Member access to classified information
(A) In general

Not later than 60 days after the date on
which a member is first appointed to the Ad-
visory Committee and before the member is
granted access to any classified information,
the Director shall determine, for the pur-
poses of the Advisory Committee, if the
member should be restricted from reviewing,
discussing, or possessing classified informa-
tion.

(B) Access

Access to classified materials shall be
managed in accordance with Executive
Order No. 13526 of December 29, 2009 (75 Fed.
Reg. 707), or any subsequent corresponding
Executive Order.

(C) Protections

A member of the Advisory Committee
shall protect all classified information in ac-
cordance with the applicable requirements
for the particular level of classification of
such information.

(D) Rule of construction

Nothing in this paragraph shall be con-
strued to affect the security clearance of a
member of the Advisory Committee or the
authority of a Federal agency to provide a
member of the Advisory Committee access
to classified information.

(6) Chairperson

The Advisory Committee shall select, from
among the members of the Advisory Com-
mittee—
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(A) a member to serve as chairperson of
the Advisory Committee; and

(B) a member to serve as chairperson of
each subcommittee of the Advisory Com-
mittee established under subsection (d).

(d) Subcommittees
(1) In general

The Director shall establish subcommittees
within the Advisory Committee to address
cybersecurity issues, which may include the
following:

(A) Information exchange.

(B) Critical infrastructure.

(C) Risk management.

(D) Public and private partnerships.
(2) Meetings and reporting

Each subcommittee shall meet not less fre-
quently than semiannually, and submit to the
Advisory Committee for inclusion in the an-
nual report required under subsection (b)(4) in-
formation, including activities, findings, and
recommendations, regarding subject matter
considered by the subcommittee.

(3) Subject matter experts

The chair of the Advisory Committee shall
appoint members to subcommittees and shall
ensure that each member appointed to a sub-
committee has subject matter expertise rel-
evant to the subject matter of the sub-
committee.

(Pub. L. 107-296, title XXII, §2219, formerly §2216,
as added Pub. L. 116-283, div. A, title XVII,
§1718(a), Jan. 1, 2021, 134 Stat. 4102; renumbered
§2219 and amended Pub. L. 117-81, div. A, title
XV, §1547(b)(1)(A)(vi), Dec. 27, 2021, 135 Stat.
2061.)

Editorial Notes
REFERENCES IN TEXT

The date of enactment of the Cybersecurity Advisory
Committee Authorization Act of 2020, referred to in
subsec. (¢)(1)(A), probably means the date of enactment
of the William M. (Mac) Thornberry National Defense
Authorization Act for Fiscal Year 2021, Pub. L. 116-283,
which was approved Jan. 1, 2021. No act named the
Cybersecurity Advisory Committee Authorization Act
of 2020 has been enacted. However, a bill, S. 4024, enti-
tled ‘‘Cybersecurity Advisory Committee Authoriza-
tion Act of 2020 was introduced to Senate on June 22,
2020.

Executive Order No. 13526, referred to in subsec.
(¢)(5)(B), is Ex. Ord. No. 13526, Dec. 29, 2009, 75 F.R. 707,
set out as a note under section 3161 of Title 50, War and
National Defense.

AMENDMENTS
2021—Pub. L. 117-81 reenacted section catchline.

§ 665f. Cybersecurity education and training pro-
grams
(a) Establishment
(1) In general
The Cybersecurity Education and Training
Assistance Program (referred to in this sec-
tion as “CETAP”) is established within the
Agency.
(2) Purpose
The purpose of CETAP shall be to support
the effort of the Agency in building and
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strengthening a national cybersecurity work-
force pipeline capacity through enabling ele-
mentary and secondary cybersecurity edu-
cation, including by—
(A) providing foundational cybersecurity
awareness and literacy;
(B) encouraging cybersecurity career ex-
ploration; and
©) supporting the teaching of
cybersecurity skills at the elementary and
secondary education levels.

(b) Requirements

In carrying out CETAP, the Director shall—
(1) ensure that the program—

(A) creates and disseminates
cybersecurity-focused curricula and career
awareness materials appropriate for use at
the elementary and secondary education lev-
els;

(B) conducts professional development ses-
sions for teachers;

(C) develops resources for the teaching of
cybersecurity-focused curricula described in
subparagraph (A);

(D) provides direct student engagement op-
portunities through camps and other pro-
gramming;

(E) engages with State educational agen-
cies and local educational agencies to pro-
mote awareness of the program and ensure
that offerings align with State and local cur-
ricula;

(F) integrates with existing post-sec-
ondary education and workforce develop-
ment programs at the Department;

(G) promotes and supports national stand-
ards for elementary and secondary cyber
education;

(H) partners with cybersecurity and edu-
cation stakeholder groups to expand out-
reach; and

(I) any other activity the Director deter-
mines necessary to meet the purpose de-
scribed in subsection (a)(2); and

(2) enable the deployment of CETAP nation-
wide, with special consideration for under-
served populations or communities.

(c) Briefings
(1) In general

Not later than 1 year after the establish-
ment of CETAP, and annually thereafter, the
Secretary shall brief the Committee on Home-
land Security and Governmental Affairs of the
Senate and the Committee on Homeland Secu-
rity of the House of Representatives on the
program.

(2) Contents

BEach briefing conducted under paragraph (1)
shall include—

(A) estimated figures on the number of
students reached and teachers engaged;

(B) information on outreach and engage-
ment efforts, including the activities de-
scribed in subsection (b)(1)(E);

(C) information on any grants or coopera-
tive agreements made pursuant to sub-
section (e), including how any such grants or
cooperative agreements are being used to en-
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hance cybersecurity education for under-
served populations or communities;

(D) information on new curricula offerings
and teacher training platforms; and

(B) information on coordination with post-
secondary education and workforce develop-
ment programs at the Department.

(d) Mission promotion

The Director may use appropriated amounts
to purchase promotional and recognition items
and marketing and advertising services to pub-
licize and promote the mission and services of
the Agency, support the activities of the Agen-
cy, and to recruit and retain Agency personnel.

(e) Grants and cooperative agreements

The Director may award financial assistance
in the form of grants or cooperative agreements
to States, local governments, institutions of
higher education (as such term is defined in sec-
tion 1001 of title 20), nonprofit organizations,
and other non-Federal entities as determined
appropriate by the Director for the purpose of
funding cybersecurity and infrastructure secu-
rity education and training programs and initia-
tives to—

(1) carry out the purposes of CETAP; and
(2) enhance CETAP to address the national
shortfall of cybersecurity professionals.

(Pub. L. 107-296, title XXII, §2220, formerly §2217,
as added Pub. L. 116-283, div. A, title XVII,
§1719(c), Jan. 1, 2021, 134 Stat. 4106; renumbered
§2220 and amended Pub. L. 117-81, div. A, title
XV, §15647(b)(1)(A)(vii), Dec. 27, 2021, 135 Stat.
2061; Pub. L. 117-263, div. G, title LXXI, §7104,
Dec. 23, 2022, 136 Stat. 3622.)

Editorial Notes

AMENDMENTS

2022—Subsec. (¢)(2)(C) to (E). Pub. L. 117-263, §7104(b),
added subpar. (C) and redesignated former subpars. (C)
and (D) as (D) and (E), respectively.

Subsec. (e). Pub. L. 117-263, §7104(a), added subsec. (e).

2021—Pub. L. 117-81 reenacted section catchline.

§665g. State and Local Cybersecurity Grant Pro-
gram
(a) Definitions
In this section:
(1) Cybersecurity Plan
The term ‘‘Cybersecurity Plan” means a

plan submitted by an eligible entity under
subsection (e)(1).

(2) Eligible entity
The term ‘‘eligible entity’’ means a—
(A) State; or
(B) Tribal government.
(3) Multi-entity group

The term ‘‘multi-entity group’” means a
group of 2 or more eligible entities desiring a
grant under this section.

(4) Online service

The term ‘‘online service’’” means any inter-
net-facing service, including a website, email,
virtual private network, or custom applica-
tion.
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(5) Rural area

The term ‘‘rural area’ has the meaning
given the term in section 5302 of title 49.

(6) State and Local Cybersecurity Grant Pro-
gram
The term ‘‘State and Local Cybersecurity
Grant Program’ means the program estab-
lished under subsection (b).

(7) Tribal government

The term ‘‘Tribal government’” means the
recognized governing body of any Indian or
Alaska Native Tribe, band, nation, pueblo, vil-
lage, community, component band, or compo-
nent reservation, that is individually identi-
fied (including parenthetically) in the most re-
cent list published pursuant to section 5131 of
title 25.

(b) Establishment
(1) In general

There is established within the Department
a program to award grants to eligible entities
to address cybersecurity risks and
cybersecurity threats to information systems
owned or operated by, or on behalf of, State,
local, or Tribal governments.

(2) Application

An eligible entity desiring a grant under the
State and Local Cybersecurity Grant Program
shall submit to the Secretary an application
at such time, in such manner, and containing
such information as the Secretary may re-
quire.

(c) Administration

The State and Local Cybersecurity Grant Pro-
gram shall be administered in the same office of
the Department that administers grants made
under sections 604 and 605 of this title.

(d) Use of funds

An eligible entity that receives a grant under
this section and a local government that re-
ceives funds from a grant under this section, as
appropriate, shall use the grant to—

(1) implement the Cybersecurity Plan of the
eligible entity;

(2) develop or revise the Cybersecurity Plan
of the eligible entity;

(3) pay expenses directly relating to the ad-
ministration of the grant, which shall not ex-
ceed b percent of the amount of the grant;

(4) assist with activities that address immi-
nent cybersecurity threats, as confirmed by
the Secretary, acting through the Director, to
the information systems owned or operated
by, or on behalf of, the eligible entity or a
local government within the jurisdiction of
the eligible entity; or

(5) fund any other appropriate activity de-
termined by the Secretary, acting through the
Director.

(e) Cybersecurity plans
(1) In general

An eligible entity applying for a grant under
this section shall submit to the Secretary a
Cybersecurity Plan for review in accordance
with subsection (i).
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(2) Required elements
A Cybersecurity Plan of an eligible entity

shall—

(A) incorporate, to the extent prac-
ticable—

(i) any existing plans of the eligible enti-
ty to protect against cybersecurity risks
and cybersecurity threats to information
systems owned or operated by, or on behalf
of, State, local, or Tribal governments;
and

(ii) if the eligible entity is a State, con-
sultation and feedback from local govern-
ments and associations of local govern-
ments within the jurisdiction of the eligi-
ble entity;

(B) describe, to the extent practicable, how
the eligible entity will—

(i) manage, monitor, and track informa-
tion systems, applications, and user ac-
counts owned or operated by, or on behalf
of, the eligible entity or, if the eligible en-
tity is a State, local governments within
the jurisdiction of the eligible entity, and
the information technology deployed on
those information systems, including leg-
acy information systems and information
technology that are no longer supported
by the manufacturer of the systems or
technology;

(ii) monitor, audit, and,! track network
traffic and activity transiting or traveling
to or from information systems, applica-
tions, and user accounts owned or operated
by, or on behalf of, the eligible entity or,
if the eligible entity is a State, local gov-
ernments within the jurisdiction of the eli-
gible entity;

(iii) enhance the preparation, response,
and resiliency of information systems, ap-
plications, and user accounts owned or op-
erated by, or on behalf of, the eligible enti-
ty or, if the eligible entity is a State, local
governments within the jurisdiction of the
eligible entity, against cybersecurity risks
and cybersecurity threats;

(iv) implement a process of continuous
cybersecurity vulnerability assessments
and threat mitigation practices prioritized
by degree of risk to address cybersecurity
risks and cybersecurity threats on infor-
mation systems, applications, and user ac-
counts owned or operated by, or on behalf
of, the eligible entity or, if the eligible en-
tity is a State, local governments within
the jurisdiction of the eligible entity;

(v) ensure that the eligible entity and, if
the eligible entity is a State, local govern-
ments within the jurisdiction of the eligi-
ble entity, adopt and use best practices
and methodologies to enhance
cybersecurity, such as—

(I) the practices set forth in the
cybersecurity framework developed by
the National Institute of Standards and
Technology;

(IT) cyber chain supply chain risk man-
agement best practices identified by the

180 in original. The comma probably should not appear.
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National Institute of Standards and
Technology; and

(ITI) knowledge bases of adversary
tools and tactics;

(vi) promote the delivery of safe, rec-
ognizable, and trustworthy online services
by the eligible entity and, if the eligible
entity is a State, local governments with-
in the jurisdiction of the eligible entity,
including through the use of the .gov
internet domain;

(vii) ensure continuity of operations of
the eligible entity and, if the eligible enti-
ty is a State, local governments within the
jurisdiction of the eligible entity, in the
event of a cybersecurity incident, includ-
ing by conducting exercises to practice re-
sponding to a cybersecurity incident;

(viii) use the National Initiative for
Cybersecurity Education Workforce
Framework for Cybersecurity developed by
the National Institute of Standards and
Technology to identify and mitigate any
gaps in the cybersecurity workforces of
the eligible entity and, if the eligible enti-
ty is a State, local governments within the
jurisdiction of the eligible entity, enhance
recruitment and retention efforts for those
workforces, and bolster the knowledge,
skills, and abilities of personnel of the eli-
gible entity and, if the eligible entity is a
State, local governments within the juris-
diction of the eligible entity, to address
cybersecurity risks and cybersecurity
threats, such as through cybersecurity hy-
giene training;

(ix) if the eligible entity is a State, en-
sure continuity of communications and
data networks within the jurisdiction of
the eligible entity between the eligible en-
tity and local governments within the ju-
risdiction of the eligible entity in the
event of an incident involving those com-
munications or data networks;

(x) assess and mitigate, to the greatest
degree possible, cybersecurity risks and
cybersecurity threats relating to critical
infrastructure and key resources, the deg-
radation of which may impact the per-
formance of information systems within
the jurisdiction of the eligible entity;

(xi) enhance capabilities to share cyber
threat indicators and related information
between the eligible entity and—

(I) if the eligible entity is a State,
local governments within the jurisdic-
tion of the eligible entity, including by
expanding information sharing agree-
ments with the Department; and

(IT) the Department;

(xii) leverage cybersecurity services of-
fered by the Department;

(xiii) implement an information tech-
nology and operational technology mod-
ernization cybersecurity review process
that ensures alignment between informa-
tion technology and operational tech-
nology cybersecurity objectives;

(xiv) develop and coordinate strategies
to address cybersecurity vrisks and
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cybersecurity threats in consultation
with—

(I) if the eligible entity is a State,
local governments and associations of
local governments within the jurisdic-
tion of the eligible entity; and

(IT) as applicable—

(aa) eligible entities that neighbor
the jurisdiction of the eligible entity
or, as appropriate, members of an In-
formation Sharing and Analysis Orga-
nization; and

(bb) countries that neighbor the ju-
risdiction of the eligible entity;

(xv) ensure adequate access to, and par-
ticipation in, the services and programs
described in this subparagraph by rural
areas within the jurisdiction of the eligible
entity; and

(xvi) distribute funds, items, services,
capabilities, or activities to local govern-
ments under subsection (n)(2)(A), including
the fraction of that distribution the eligi-
ble entity plans to distribute to rural
areas under subsection (n)(2)(B);

(C) assess the capabilities of the eligible
entity relating to the actions described in
subparagraph (B);

(D) describe, as appropriate and to the ex-
tent practicable, the individual responsibil-
ities of the eligible entity and local govern-
ments within the jurisdiction of the eligible
entity in implementing the plan;

(E) outline, to the extent practicable, the
necessary resources and a timeline for im-
plementing the plan; and

(F) describe the metrics the eligible entity
will use to measure progress towards—

(i) implementing the plan; and

(ii) reducing cybersecurity risks to, and
identifying, responding to, and recovering
from cybersecurity threats to, information
systems owned or operated by, or on behalf
of, the eligible entity or, if the eligible en-
tity is a State, local governments within
the jurisdiction of the eligible entity.

(3) Discretionary elements

In drafting a Cybersecurity Plan, an eligible
entity may—

(A) consult with the Multi-State Informa-
tion Sharing and Analysis Center;

(B) include a description of cooperative
programs developed by groups of local gov-
ernments within the jurisdiction of the eligi-
ble entity to address cybersecurity risks and
cybersecurity threats; and

(C) include a description of programs pro-
vided by the eligible entity to support local
governments and owners and operators of

critical infrastructure to address
cybersecurity risks and cybersecurity
threats.

(f) Multi-entity grants
(1) In general

The Secretary may award grants under this
section to a multi-entity group to support
multi-entity efforts to address cybersecurity
risks and cybersecurity threats to information
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systems within the jurisdictions of the eligible
entities that comprise the multi-entity group.

(2) Satisfaction of other requirements

In order to be eligible for a multi-entity
grant under this subsection, each eligible enti-
ty that comprises a multi-entity group shall
have—

(A) a Cybersecurity Plan that has been re-
viewed by the Secretary in accordance with
subsection (i); and

(B) a cybersecurity planning committee
established in accordance with subsection
(8).

(3) Application

(A) In general

A multi-entity group applying for a multi-
entity grant under paragraph (1) shall sub-
mit to the Secretary an application at such
time, in such manner, and containing such
information as the Secretary may require.
(B) Multi-entity project plan

An application for a grant under this sec-
tion of a multi-entity group under subpara-
graph (A) shall include a plan describing—

(i) the division of responsibilities among
the eligible entities that comprise the
multi-entity group;

(ii) the distribution of funding from the
grant among the eligible entities that
comprise the multi-entity group; and

(iii) how the eligible entities that com-
prise the multi-entity group will work to-
gether to implement the Cybersecurity
Plan of each of those eligible entities.

(g) Planning committees

(1) In general

An eligible entity that receives a grant
under this section shall establish a
cybersecurity planning committee to—

(A) assist with the development, imple-
mentation, and revision of the Cybersecurity
Plan of the eligible entity;

(B) approve the Cybersecurity Plan of the
eligible entity; and

(C) assist with the determination of effec-
tive funding priorities for a grant under this
section in accordance with subsections (d)
and (j).

(2) Composition

A committee of an eligible entity estab-
lished under paragraph (1) shall—
(A) be comprised of representatives from—

(i) the eligible entity;

(ii) if the eligible entity is a State, coun-
ties, cities, and towns within the jurisdic-
tion of the eligible entity; and

(iii) institutions of public education and
health within the jurisdiction of the eligi-
ble entity; and

(B) include, as appropriate, representatives
of rural, suburban, and high-population ju-
risdictions.

(3) Cybersecurity expertise

Not less than one-half of the representatives
of a committee established under paragraph
(1) shall have professional experience relating
to cybersecurity or information technology.
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(4) Rule of construction regarding existing
planning committees

Nothing in this subsection shall be con-
strued to require an eligible entity to estab-
lish a cybersecurity planning committee if the
eligible entity has established and uses a
multijurisdictional planning committee or
commission that—

(A) meets the requirements of this sub-
section; or

(B) may be expanded or leveraged to meet
the requirements of this subsection, includ-
ing through the formation of a cybersecurity
planning subcommittee.

(5) Rule of construction regarding control of
information systems of eligible entities

Nothing in this subsection shall be con-
strued to permit a cybersecurity planning
committee of an eligible entity that meets the
requirements of this subsection to make deci-
sions relating to information systems owned
or operated by, or on behalf of, the eligible en-
tity.

(h) Special rule for Tribal governments

With respect to any requirement under sub-
section (e) or (g), the Secretary, in consultation
with the Secretary of the Interior and Tribal
governments, may prescribe an alternative sub-
stantively similar requirement for Tribal gov-
ernments if the Secretary finds that the alter-
native requirement is necessary for the effective
delivery and administration of grants to Tribal
governments under this section.

(i) Review of plans
(1) Review as condition of grant
(A) In general

Subject to paragraph (3), before an eligible
entity may receive a grant under this sec-
tion, the Secretary, acting through the Di-
rector, shall—

(i) review the Cybersecurity Plan of the
eligible entity, including any revised
Cybersecurity Plans of the eligible entity;
and

(ii) determine that the Cybersecurity
Plan reviewed under clause (i) satisfies the
requirements under paragraph (2).

(B) Duration of determination

In the case of a determination under sub-
paragraph (A)(ii) that a Cybersecurity Plan
satisfies the requirements under paragraph
(2), the determination shall be effective for
the 2-year period beginning on the date of
the determination.

(C) Annual renewal

Not later than 2 years after the date on
which the Secretary determines under sub-
paragraph (A)(ii) that a Cybersecurity Plan
satisfies the requirements under paragraph
(2), and annually thereafter, the Secretary,
acting through the Director, shall—

(i) determine whether the Cybersecurity
Plan and any revisions continue to meet
the criteria described in paragraph (2); and

(ii) renew the determination if the Sec-
retary, acting through the Director, makes
a positive determination under clause (i).

(2) Plan requirements

In reviewing a Cybersecurity Plan of an eli-
gible entity under this subsection, the Sec-
retary, acting through the Director, shall en-
sure that the Cybersecurity Plan—

(A) satisfies the requirements of sub-
section (e)(2); and
(B) has been approved by—

(i) the cybersecurity planning committee
of the eligible entity established under
subsection (g); and

(ii) the Chief Information Officer, the
Chief Information Security Officer, or an
equivalent official of the eligible entity.

(3) Exception

Notwithstanding subsection (e) and para-
graph (1) of this subsection, the Secretary may
award a grant under this section to an eligible
entity that does not submit a Cybersecurity
Plan to the Secretary for review before Sep-
tember 30, 2023, if the eligible entity certifies
to the Secretary that—

(A) the activities that will be supported by
the grant are—

(i) integral to the development of the
Cybersecurity Plan of the eligible entity;
or

(i1) necessary to assist with activities de-
scribed in subsection (d)(4), as confirmed
by the Director; and

(B) the eligible entity will submit to the
Secretary a Cybersecurity Plan for review
under this subsection by September 30, 2023.

(4) Rule of construction

Nothing in this subsection shall be con-
strued to provide authority to the Secretary
to—

(A) regulate the manner by which an eligi-
ble entity or local government improves the
cybersecurity of the information systems
owned or operated by, or on behalf of, the el-
igible entity or local government; or

(B) condition the receipt of grants under
this section on—

(i) participation in a particular Federal
program; or

(ii) the use of a specific product or tech-
nology.

(j) Limitations on uses of funds

(1) In general

Any entity that receives funds from a grant
under this section may not use the grant—

(A) to supplant State or local funds;

(B) for any recipient cost-sharing con-
tribution;

(C) to pay a ransom;

(D) for recreational or social purposes; or

(E) for any purpose that does not address
cybersecurity risks or cybersecurity threats
on information systems owned or operated
by, or on behalf of, the eligible entity that
receives the grant or a local government
within the jurisdiction of the eligible entity.

(2) Compliance oversight

In addition to any other remedy available,
the Secretary may take such actions as are
necessary to ensure that a recipient of a grant
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under this section uses the grant for the pur-
poses for which the grant is awarded.

(3) Rule of construction

Nothing in paragraph (1)(A) shall be con-
strued to prohibit the use of funds from a
grant under this section awarded to a State,
local, or Tribal government for otherwise per-
missible uses under this section on the basis
that the State, local, or Tribal government
has previously used State, local, or Tribal
funds to support the same or similar uses.

(k) Opportunity to amend applications

In considering applications for grants under
this section, the Secretary shall provide appli-
cants with a reasonable opportunity to correct
any defects in those applications before making
final awards, including by allowing applicants to
revise a submitted Cybersecurity Plan.

() Apportionment

For fiscal year 2022 and each fiscal year there-
after, the Secretary shall apportion amounts ap-
propriated to carry out this section among eligi-
ble entities as follows:

(1) Baseline amount

The Secretary shall first apportion—

(A) 0.25 percent of such amounts to each of
American Samoa, the Commonwealth of the
Northern Mariana Islands, Guam, and the
United States Virgin Islands;

(B) 1 percent of such amounts to each of
the remaining States; and

(C) 3 percent of such amounts to Tribal
governments.

(2) Remainder

The Secretary shall apportion the remainder
of such amounts to States as follows:

(A) 50 percent of such remainder in the
ratio that the population of each State,
bears to the population of all States; and

(B) 50 percent of such remainder in the
ratio that the population of each State that
resides in rural areas, bears to the popu-
lation of all States that resides in rural
areas.

(3) Apportionment among Tribal governments

In determining how to apportion amounts to
Tribal governments under paragraph (1)(C),
the Secretary shall consult with the Secretary
of the Interior and Tribal governments.

(4) Multi-entity grants

An amount received from a multi-entity
grant awarded under subsection (f)(1) by a
State or Tribal government that is a member
of the multi-entity group shall qualify as an
apportionment for the purpose of this sub-
section.

(m) Federal share
(1) In general

The Federal share of the cost of an activity
carried out using funds made available with a
grant under this section may not exceed—

(A) in the case of a grant to an eligible en-
tity—
(i) for fiscal year 2022, 90 percent;
(ii) for fiscal year 2023, 80 percent;

(iii) for fiscal year 2024, 70 percent; and
(iv) for fiscal year 2025, 60 percent; and

(B) in the case of a grant to a multi-entity
group—
(i) for fiscal year 2022, 100 percent;
(ii) for fiscal year 2023, 90 percent;
(iii) for fiscal year 2024, 80 percent; and
(iv) for fiscal year 2025, 70 percent.

(2) Waiver
(A) In general

The Secretary may waive or modify the re-
quirements of paragraph (1) if an eligible en-
tity or multi-entity group demonstrates eco-
nomic hardship.

(B) Guidelines

The Secretary shall establish and publish
guidelines for determining what constitutes
economic hardship for the purposes of this
subsection.

(C) Considerations

In developing guidelines under subpara-
graph (B), the Secretary shall consider, with
respect to the jurisdiction of an eligible en-
tity—

(i) changes in rates of unemployment in
the jurisdiction from previous years;

(ii) changes in the percentage of individ-
uals who are eligible to receive benefits
under the supplemental nutrition assist-
ance program established under the Food
and Nutrition Act of 2008 (7 U.S.C. 2011 et
seq.) from previous years; and

(iii) any other factors the Secretary con-
siders appropriate.

(3) Waiver for Tribal governments

Notwithstanding paragraph (2), the Sec-
retary, in consultation with the Secretary of
the Interior and Tribal governments, may
waive or modify the requirements of para-
graph (1) for 1 or more Tribal governments if
the Secretary determines that the waiver is in
the public interest.

(n) Responsibilities of grantees

(1) Certification

Each eligible entity or multi-entity group
that receives a grant under this section shall
certify to the Secretary that the grant will be
used—

(A) for the purpose for which the grant is
awarded; and
(B) in compliance with subsections (d) and

.

(2) Availability of funds to local governments
and rural areas

(A) In general

Subject to subparagraph (C), not later
than 45 days after the date on which an eligi-
ble entity or multi-entity group receives a
grant under this section, the eligible entity
or multi-entity group shall, without impos-
ing unreasonable or unduly burdensome re-
quirements as a condition of receipt, obli-
gate or otherwise make available to local
governments within the jurisdiction of the
eligible entity or the eligible entities that
comprise the multi-entity group, consistent
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with the Cybersecurity Plan of the eligible
entity or the Cybersecurity Plans of the eli-
gible entities that comprise the multi-entity
group—

(i) not less than 80 percent of funds avail-
able under the grant;

(ii) with the consent of the local govern-
ments, items, services, capabilities, or ac-
tivities having a value of not less than 80
percent of the amount of the grant; or

(iii) with the consent of the local govern-
ments, grant funds combined with other
items, services, capabilities, or activities
having the total value of not less than 80
percent of the amount of the grant.

(B) Availability to rural areas

In obligating funds, items, services, capa-
bilities, or activities to local governments
under subparagraph (A), the eligible entity
or eligible entities that comprise the multi-
entity group shall ensure that rural areas
within the jurisdiction of the eligible entity
or the eligible entities that comprise the
multi-entity group receive not less than—

(i) 25 percent of the amount of the grant
awarded to the eligible entity;

(ii) items, services, capabilities, or ac-
tivities having a value of not less than 25
percent of the amount of the grant award-
ed to the eligible entity; or

(iii) grant funds combined with other
items, services, capabilities, or activities
having the total value of not less than 25
percent of the grant awarded to the eligi-
ble entity.

(C) Exceptions

This paragraph shall not apply to—

(i) any grant awarded under this section
that solely supports activities that are in-
tegral to the development or revision of
the Cybersecurity Plan of the eligible enti-
ty; or

(ii) the District of Columbia, the Com-
monwealth of Puerto Rico, American
Samoa, the Commonwealth of the North-
ern Mariana Islands, Guam, the United
States Virgin Islands, or a Tribal govern-
ment.

(3) Certifications regarding distribution of
grant funds to local governments

An eligible entity or multi-entity group
shall certify to the Secretary that the eligible
entity or multi-entity group has made the dis-
tribution to local governments required under
paragraph (2).

(4) Extension of period

(A) In general

An eligible entity or multi-entity group
may request in writing that the Secretary
extend the period of time specified in para-
graph (2) for an additional period of time.

(B) Approval

The Secretary may approve a request for
an extension under subparagraph (A) if the
Secretary determines the extension is nec-
essary to ensure that the obligation and ex-
penditure of grant funds align with the pur-
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pose of the State and Local Cybersecurity
Grant Program.

(5) Direct funding

If an eligible entity does not make a dis-
tribution to a 1local government required
under paragraph (2) in a timely fashion, the
local government may petition the Secretary
to request the Secretary to provide funds di-
rectly to the local government.

(6) Limitation on construction

A grant awarded under this section may not
be used to acquire land or to construct, re-
model, or perform alterations of buildings or
other physical facilities.

(7) Consultation in allocating funds

An eligible entity applying for a grant under
this section shall agree to consult the Chief
Information Officer, the Chief Information Se-
curity Officer, or an equivalent official of the
eligible entity in allocating funds from a grant
awarded under this section.

(8) Penalties

In addition to other remedies available to
the Secretary, if an eligible entity violates a
requirement of this subsection, the Secretary
may—

(A) terminate or reduce the amount of a
grant awarded under this section to the eli-
gible entity; or

(B) distribute grant funds
awarded to the eligible entity—

(i) in the case of an eligible entity that
is a State, directly to the appropriate local
government as a replacement grant in an
amount determined by the Secretary; or

(ii) in the case of an eligible entity that
is a Tribal government, to another Tribal
government or Tribal governments as a re-
placement grant in an amount determined
by the Secretary.

previously

(0) Consultation with State, local, and Tribal rep-
resentatives

In carrying out this section, the Secretary
shall consult with State, local, and Tribal rep-
resentatives with professional experience relat-
ing to cybersecurity, including representatives
of associations representing State, local, and
Tribal governments, to inform—

(1) guidance for applicants for grants under
this section, including guidance for
Cybersecurity Plans;

(2) the study of risk-based formulas required
under subsection (q)(4);

(3) the development of guidelines required
under subsection (m)(2)(B); and

(4) any modifications described in subsection
(D(@2)(D).

(p) Notification to Congress

Not later than 3 business days before the date
on which the Department announces the award
of a grant to an eligible entity under this sec-
tion, including an announcement to the eligible
entity, the Secretary shall provide to the appro-
priate congressional committees notice of the
announcement.
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(q) Reports, study, and review

(1) Annual reports by grant recipients
(A) In general

Not later than 1 year after the date on
which an eligible entity receives a grant
under this section for the purpose of imple-
menting the Cybersecurity Plan of the eligi-
ble entity, including an eligible entity that
comprises a multi-entity group that receives
a grant for that purpose, and annually there-
after until 1 year after the date on which
funds from the grant are expended or re-
turned, the eligible entity shall submit to
the Secretary a report that, using the
metrics described in the Cybersecurity Plan
of the eligible entity, describes the progress
of the eligible entity in—

(i) implementing the Cybersecurity Plan
of the eligible entity; and

(ii) reducing cybersecurity risks to, and
identifying, responding to, and recovering
from cybersecurity threats to, information
systems owned or operated by, or on behalf
of, the eligible entity or, if the eligible en-
tity is a State, local governments within
the jurisdiction of the eligible entity.

(B) Absence of plan

Not later than 1 year after the date on
which an eligible entity that does not have
a Cybersecurity Plan receives funds under
this section, and annually thereafter until 1
year after the date on which funds from the
grant are expended or returned, the eligible
entity shall submit to the Secretary a report
describing how the eligible entity obligated
and expended grant funds to—

(i) develop or revise a Cybersecurity

Plan; or

(ii) assist with the activities described in

subsection (d)(4).

(2) Annual reports to Congress
Not less frequently than annually, the Sec-

retary, acting through the Director, shall sub-
mit to Congress a report on—

(A) the use of grants awarded under this
section;

(B) the proportion of grants used to sup-
port cybersecurity in rural areas;

(C) the effectiveness of the State and Local
Cybersecurity Grant Program;

(D) any necessary modifications to the
State and Local Cybersecurity Grant Pro-
gram; and

(BE) any progress made toward—

(i) developing, implementing, or revising

Cybersecurity Plans; and

(ii) reducing cybersecurity risks to, and
identifying, responding to, and recovering
from cybersecurity threats to, information
systems owned or operated by, or on behalf

of, State, local, or Tribal governments as a

result of the award of grants under this

section.

(3) Public availability
(A) In general
The Secretary, acting through the Direc-

tor, shall make each report submitted under
paragraph (2) publicly available, including
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by making each report available on the
website of the Agency.

(B) Redactions

In making each report publicly available
under subparagraph (A), the Director may
make redactions that the Director, in con-
sultation with each eligible entity, deter-
mines necessary to protect classified or
other information exempt from disclosure
under section 552 of title 5 (commonly re-
ferred to as the ‘“‘Freedom of Information
Act”).

(4) Study of risk-based formulas
(A) In general

Not later than September 30, 2024, the Sec-
retary, acting through the Director, shall
submit to the appropriate congressional
committees a study and legislative rec-
ommendations on the potential use of a risk-
based formula for apportioning funds under
this section, including—

(i) potential components that could be
included in a risk-based formula, including
the potential impact of those components
on support for rural areas under this sec-
tion;

(ii) potential sources of data and infor-
mation necessary for the implementation
of a risk-based formula;

(iii) any obstacles to implementing a
risk-based formula, including obstacles
that require a legislative solution;

(iv) if a risk-based formula were to be
implemented for fiscal year 2026, a rec-
ommended risk-based formula for the
State and Local Cybersecurity Grant Pro-
gram; and

(v) any other information that the Sec-
retary, acting through the Director, deter-
mines necessary to help Congress under-
stand the progress towards, and obstacles
to, implementing a risk-based formula.

(B) Inapplicability of Paperwork Reduction

Act

The requirements of chapter 35 of title 44
(commonly referred to as the ‘‘Paperwork
Reduction Act’), shall not apply to any ac-
tion taken to carry out this paragraph.

(5) Tribal cybersecurity needs report

Not later than 2 years after November 15,
2021, the Secretary, acting through the Direc-
tor, shall submit to Congress a report that—

(A) describes the cybersecurity needs of

Tribal governments, which shall be deter-

mined in consultation with the Secretary of

the Interior and Tribal governments; and

(B) includes any recommendations for ad-
dressing the cybersecurity needs of Tribal
governments, including any necessary modi-
fications to the State and Local

Cybersecurity Grant Program to better

serve Tribal governments.
(6) GAO review

Not later than 3 years after November 15,
2021, the Comptroller General of the United
States shall conduct a review of the State and
Local Cybersecurity Grant Program, includ-
ing—
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(A) the grant selection process of the Sec-
retary; and

(B) a sample of grants awarded under this
section.

(r) Authorization of appropriations
(1) In general

There are authorized to be appropriated for
activities under this section—
(A) for fiscal year 2022, $200,000,000;
(B) for fiscal year 2023, $400,000,000;
(C) for fiscal year 2024, $300,000,000; and
(D) for fiscal year 2025, $100,000,000.

(2) Transfers authorized
(A) In general

During a fiscal year, the Secretary or the
head of any component of the Department
that administers the State and Local
Cybersecurity Grant Program may transfer
not more than 5 percent of the amounts ap-
propriated pursuant to paragraph (1) or
other amounts appropriated to carry out the
State and Local Cybersecurity Grant Pro-
gram for that fiscal year to an account of
the Department for salaries, expenses, and
other administrative costs incurred for the
management, administration, or evaluation
of this section.

(B) Additional appropriations

Any funds transferred under subparagraph
(A) shall be in addition to any funds appro-
priated to the Department or the compo-
nents described in subparagraph (A) for sala-
ries, expenses, and other administrative
costs.

(s) Termination
(1) In general

Subject to paragraph (2), the requirements
of this section shall terminate on September
30, 2025.

(2) Exception

The reporting requirements under sub-
section (q) shall terminate on the date that is
1 year after the date on which the final funds
from a grant under this section are expended
or returned.

(Pub. L. 107-296, title XXII, §2220A, formerly
§2218, as added Pub. L. 117-58, div. G, title VI,
§70612(a), Nov. 15, 2021, 135 Stat. 1272; renum-
bered §2220A and amended Pub. L. 117-81, div. A,
title XV, §15647(b)(1)(A)(viii), Dec. 27, 2021, 135
Stat. 2061; Pub. L. 117-263, div. G, title LXXI,
§7143(b)(2)(K), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes

REFERENCES IN TEXT

The Food and Nutrition Act of 2008, referred to in
subsec. (m)(2)(C)(ii), is Pub. L. 88-525, Aug. 31, 1964, 78
Stat. 703, which is classified generally to chapter 51
(§2011 et seq.) of Title 7, Agriculture. For complete
classification of this Act to the Code, see Short Title
note set out under section 2011 of Title 7 and Tables.

AMENDMENTS

2022—Subsec. (a). Pub. L. 117-263, §7143(b)(2)(K)(i), re-
designated pars. (3), (4), and (8) to (12) as pars. (1) to (7),
respectively, and struck out former pars. (1), (2), and (5)
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to (7) which defined appropriate committees of Con-
gress, cyber threat indicator, incident, information
sharing and analysis organization, and information sys-
tem, respectively.

Subsec. (e)(2)(B)(xiv)(II)(aa). Pub. L. 117-263,
§7143(b)(2)(K)(ii), substituted ‘‘Information Sharing and
Analysis Organization” for ‘“‘information sharing and
analysis organization’’.

Subsec. (p). Pub. L. 117-263, §7143(b)(2)(K)(iii), sub-
stituted ‘‘appropriate congressional committees’ for
‘“‘appropriate committees of Congress’.

Subsec. (q)(4)(A). Pub. L. 117-263, §7143(b)(2)(K)(iv),
which directed amendment of subsec. (q)(4) by sub-
stituting ‘‘appropriate congressional committees’ for
‘“‘appropriate committees of Congress’” ‘‘in the matter
preceding clause (i)”’, was executed by making the sub-
stitution in the introductory provisions of subsec.
(q)(4)(A), to reflect the probable intent of Congress.

2021—Pub. L. 117-81 reenacted section catchline.

§ 665h. National Cyber Exercise Program

(a) Establishment of program
(1) In general

There is established in the Agency the Na-
tional Cyber Exercise Program (referred to in
this section as the ‘‘Exercise Program’) to
evaluate the National Cyber Incident Re-
sponse Plan, and other related plans and strat-
egies.

(2) Requirements

(A) In general

The Exercise Program shall be—

(i) based on current risk assessments, in-
cluding credible threats, vulnerabilities,
and consequences;

(ii) designed, to the extent practicable,
to simulate the partial or complete inca-
pacitation of a government or critical in-
frastructure network resulting from a
cyber incident;

(iii) designed to provide for the system-
atic evaluation of cyber readiness and en-
hance operational understanding of the
cyber incident response system and rel-
evant information sharing agreements;
and

(iv) designed to promptly develop after-
action reports and plans that can quickly
incorporate lessons learned into future op-
erations.

(B) Model exercise selection

The Exercise Program shall—

(i) include a selection of model exercises
that government and private entities can
readily adapt for use; and

(ii) aid such governments and private en-
tities with the design, implementation,
and evaluation of exercises that—

(I) conform to the requirements de-
scribed in subparagraph (A);

(IT) are consistent with any applicable
national, State, local, or Tribal strategy
or plan; and

(ITI) provide for systematic evaluation
of readiness.

(3) Consultation
In carrying out the Exercise Program, the
Director may consult with appropriate rep-

resentatives from Sector Risk Management
Agencies, the Office of the National Cyber Di-
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rector, cybersecurity research stakeholders,
and Sector Coordinating Councils.

(b) Definitions
In this section:
(1) State

The term ‘‘State’” means any State of the
United States, the District of Columbia, the
Commonwealth of Puerto Rico, the Northern
Mariana Islands, the United States Virgin Is-
lands, Guam, American Samoa, and any other
territory or possession of the United States.

(2) Private entity

The term ‘‘private entity’” has the meaning
given such term in section 1501 of this title.

(¢) Rule of construction

Nothing in this section shall be construed to
affect the authorities or responsibilities of the
Administrator of the Federal Emergency Man-
agement Agency pursuant to section 748 of this
title.

(Pub. L. 107-296, title XXII, §2220B, as added
Pub. L. 117-81, div. A, title XV, §1547(a), Dec. 27,
2021, 135 Stat. 2059.)

§665i. CyberSentry program
(a) Establishment

There is established in the Agency a program,
to be known as ‘‘CyberSentry’’, to provide con-
tinuous monitoring and detection of
cybersecurity risks to critical infrastructure en-
tities that own or operate industrial control sys-
tems that support national critical functions,
upon request and subject to the consent of such
owner or operator.

(b) Activities

The Director, through CyberSentry, shall—

(1) enter into strategic partnerships with
critical infrastructure owners and operators
that, in the determination of the Director and
subject to the availability of resources, own or
operate regionally or nationally significant in-
dustrial control systems that support national
critical functions, in order to provide tech-
nical assistance in the form of continuous
monitoring of industrial control systems and
the information systems that support such
systems and detection of cybersecurity risks
to such industrial control systems and other
cybersecurity services, as appropriate, based
on and subject to the agreement and consent
of such owner or operator;

(2) leverage sensitive or classified intel-
ligence about cybersecurity risks regarding
particular sectors, particular adversaries, and
trends in tactics, techniques, and procedures
to advise critical infrastructure owners and
operators regarding mitigation measures and
share information as appropriate;

(3) identify cybersecurity risks in the infor-
mation technology and information systems
that support industrial control systems which
could be exploited by adversaries attempting
to gain access to such industrial control sys-
tems, and work with owners and operators to
remediate such vulnerabilities;

(4) produce aggregated, anonymized analytic
products, based on threat hunting and contin-
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uous monitoring and detection activities and
partnerships, with findings and recommenda-
tions that can be disseminated to critical in-
frastructure owners and operators; and

(5) support activities authorized in accord-
ance with section 1501 of the National Defense
Authorization Act for Fiscal Year 2022.

(c) Privacy review

Not later than 180 days after December 27,
2021, the Privacy Officer of the Agency under
section 652(h) of this title shall—

(1) review the policies, guidelines, and ac-
tivities of CyberSentry for compliance with all
applicable privacy laws, including such laws
governing the acquisition, interception, reten-
tion, use, and disclosure of communities; and

(2) submit to the Committee on Homeland
Security of the House of Representatives and
the Committee on Homeland Security and
Governmental Affairs of the Senate a report
certifying compliance with all applicable pri-
vacy laws as referred to in paragraph (1), or
identifying any instances of noncompliance
with such privacy laws.

(d) Report to Congress

Not later than one year after December 27,
2021, the Director shall provide to the Com-
mittee on Homeland Security of the House of
Representatives and the Committee on Home-
land Security and Governmental Affairs of the
Senate a briefing and written report on imple-
mentation of this section.

(e) Savings

Nothing in this section may be construed to
permit the Federal Government to gain access
to information of a remote computing service
provider to the public or an electronic service
provider to the public, the disclosure of which is
not permitted under section 2702 of title 18.

(f) Definition

In this section, the term ‘‘industrial control
system’ means an information system used to
monitor and/or control industrial processes such
as manufacturing, product handling, production,
and distribution, including supervisory control
and data acquisition (SCADA) systems used to
monitor and/or control geographically dispersed
assets, distributed control systems (DCSs),
Human-Machine Interfaces (HMIs), and pro-
grammable logic controllers that control local-
ized processes.

(g) Termination

The authority to carry out a program under
this section shall terminate on the date that is
seven years after December 27, 2021.

(Pub. L. 107-296, title XXII, §2220C, as added Pub.
L. 117-81, div. A, title XV, §1548(a), Dec. 27, 2021,
135 Stat. 2061; amended Pub. L. 117-263, div. G,
title LXXI, §7143(b)(2)(L), Dec. 23, 2022, 136 Stat.
3661.)

Editorial Notes

REFERENCES IN TEXT

Section 1501 of the National Defense Authorization
Act for Fiscal Year 2022, referred to in subsec. (b)(5), is
section 1501 of Pub. L. 117-81, div. A, title XV, Dec. 27,
2021, 135 Stat. 2020, related to development of taxonomy
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of cyber capabilities, which is not classified to the
Code.
CODIFICATION

Section 1548(a) of Pub. L. 117-81, which directed that
this section be added at the end of title XXII of the
Homeland Security Act of 2002, was executed by adding
this section at the end of this part as if the directory
language had added the section at the end of subtitle A
of title XXII of the Act, to reflect the probable intent
of Congress.

AMENDMENTS

2022—Subsec. (f). Pub. L. 117-263 added subsec. (f) and
struck out former subsec. (f) which defined
cybersecurity risk, industrial control system, and in-
formation system.

§665j. Ransomware threat mitigation activities

(a) Joint Ransomware Task Force
(1) In general

Not later than 180 days after March 15, 2022,
the Director, in consultation with the Na-
tional Cyber Director, the Attorney General,
and the Director of the Federal Bureau of In-
vestigation, shall establish and chair the Joint
Ransomware Task Force to coordinate an on-
going nationwide campaign against
ransomware attacks, and identify and pursue
opportunities for international cooperation.
(2) Composition

The Joint Ransomware Task Force shall
consist of participants from Federal agencies,
as determined appropriate by the National
Cyber Director in consultation with the Sec-
retary of Homeland Security.

(3) Responsibilities

The Joint Ransomware Task Force, utilizing
only existing authorities of each participating
Federal agency, shall coordinate across the
Federal Government the following activities:

(A) Prioritization of intelligence-driven
operations to disrupt specific ransomware
actors.

(B) Consult with relevant private sector,
State, local, Tribal, and territorial govern-
ments and international stakeholders to
identify needs and establish mechanisms for
providing input into the Joint Ransomware
Task Force.

(C) Identifying, in consultation with rel-
evant entities, a list of highest threat
ransomware entities updated on an ongoing
basis, in order to facilitate—

(i) prioritization for Federal action by
appropriate Federal agencies; and

(ii) identify! metrics for success of said
actions.

(D) Disrupting ransomware criminal ac-
tors, associated infrastructure, and their fi-
nances.

(B) Facilitating coordination and collabo-
ration between Federal entities and relevant
entities, including the private sector, to im-
prove Federal actions against ransomware
threats.

(F) Collection, sharing, and analysis of
ransomware trends to inform Federal ac-
tions.

180 in original.
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(G) Creation of after-action reports and
other lessons learned from Federal actions
that identify successes and failures to im-
prove subsequent actions.

(H) Any other activities determined appro-
priate by the Joint Ransomware Task Force
to mitigate the threat of ransomware at-
tacks.

(b) Rule of construction

Nothing in this section shall be construed to
provide any additional authority to any Federal
agency.

(Pub. L. 117-103, div. Y, §106, Mar. 15, 2022, 136
Stat. 1056.)

Editorial Notes

CODIFICATION

Section was enacted as part of the Cyber Incident Re-
porting for Critical Infrastructure Act of 2022 and also
as part of the Consolidated Appropriations Act, 2022,
and not as part of the Homeland Security Act of 2002
which comprises this chapter.

Statutory Notes and Related Subsidiaries
DEFINITIONS

Pub. L. 117-103, div. Y, §102, Mar. 15, 2022, 136 Stat.
1038, provided that: ‘‘In this division [see Short Title of
2022 Amendment note set out under section 101 of this
titlel:

‘(1) COVERED CYBER INCIDENT; COVERED ENTITY;
CYBER INCIDENT; INFORMATION SYSTEM; RANSOM PAY-
MENT; RANSOMWARE ATTACK; SECURITY VULNER-
ABILITY.—The terms ‘covered cyber incident’, ‘cov-
ered entity’, ‘cyber incident’, ‘information system’,
‘ransom payment’, ‘ransomware attack’, and ‘secu-
rity vulnerability’ have the meanings given those
terms in section 2240 of the Homeland Security Act of
2002 [6 U.S.C. 681], as added by section 103 of this divi-
sion [see also 6 U.S.C. 650].

‘“(2) DIRECTOR.—The term ‘Director’ means the Di-
rector of the Cybersecurity and Infrastructure Secu-
rity Agency.”’

§665k. Federal Clearinghouse on School Safety
Evidence-based Practices

(a) Establishment
(1) In general

The Secretary, in coordination with the Sec-
retary of Education, the Attorney General,
and the Secretary of Health and Human Serv-
ices, shall establish a Federal Clearinghouse
on School Safety Evidence-based Practices (in
this section referred to as the ‘‘Clearing-
house’’) within the Department.

(2) Purpose

The Clearinghouse shall serve as a Federal
resource to identify and publish online
through SchoolSafety.gov, or any successor
website, evidence-based practices and rec-
ommendations to improve school safety for
use by State and local educational agencies,
institutions of higher education, State and
local law enforcement agencies, health profes-
sionals, and the general public.

(3) Personnel
(A) Assignments

The Clearinghouse shall be assigned such
personnel and resources as the Secretary
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considers appropriate to carry out this sec-
tion.

(B) Detailees

The Secretary of Education, the Attorney
General, and the Secretary of Health and
Human Services may detail personnel to the
Clearinghouse.

(4) Exemptions
(A) Paperwork Reduction Act

Chapter 35 of title 44 (commonly known as
the ‘“‘Paperwork Reduction Act’’), shall not
apply to any rulemaking or information col-
lection required under this section.

(B) Federal Advisory Committee Act

The Federal Advisory Committee Act (b
U.S.C. App.)! shall not apply for the pur-
poses of carrying out this section.

(b) Clearinghouse contents
(1) Consultation

In identifying the evidence-based practices

and recommendations for the Clearinghouse,
the Secretary shall—

(A) consult with appropriate Federal,
State, local, Tribal, private sector, and non-
governmental organizations, including civil
rights and disability rights organizations;
and

(B) consult with the Secretary of Edu-
cation to ensure that evidence-based prac-
tices published by the Clearinghouse are
aligned with evidence-based practices to sup-
port a positive and safe learning environ-
ment for all students.

(2) Criteria for evidence-based practices and
recommendations

The evidence-based practices and rec-

ommendations of the Clearinghouse shall—

(A) include comprehensive evidence-based
school safety measures;

(B) include the evidence or research ra-
tionale supporting the determination of the
Clearinghouse that the evidence-based prac-
tice or recommendation under subparagraph
(A) has been shown to have a significant ef-
fect on improving the health, safety, and
welfare of persons in school settings, includ-
ing—

(i) relevant research that is evidence-
based, as defined in section 7801 of title 20,
supporting the evidence-based practice or
recommendation;

(ii) findings and data from previous Fed-
eral or State commissions recommending
improvements to the safety posture of a
school; or

(iii) other supportive evidence or find-
ings relied upon by the Clearinghouse in
determining evidence-based practices and
recommendations, as determined in con-
sultation with the officers described in
subsection (a)(3)(B);

(C) include information on Federal pro-
grams for which implementation of each evi-
dence-based practice or recommendation is
an eligible use for the program;

1See References in Text note below.
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(D) be consistent with Federal civil rights
laws, including title II of the Americans
with Disabilities Act of 1990 (42 U.S.C. 12131
et seq.), the Rehabilitation Act of 1973 (29
U.S.C. 701 et seq.), and title VI of the Civil
Rights Act of 1964 (42 U.S.C. 2000d et seq.);
and

(E) include options for developmentally
appropriate recommendations for use in edu-
cational settings with respect to children’s
ages and physical, social, sensory, and emo-
tionally developmental statuses.

(3) Past commission recommendations

The Clearinghouse shall present, as deter-
mined in consultation with the officers de-
scribed in subsection (a)(3)(B), Federal, State,
local, Tribal, private sector, and nongovern-
mental organization issued best practices and
recommendations and identify any best prac-
tice or recommendation of the Clearinghouse
that was previously issued by any such organi-
zation or commission.

(c) Assistance and training

The Secretary may produce and publish mate-
rials on the Clearinghouse to assist and train
educational agencies and law enforcement agen-
cies on the implementation of the evidence-
based practices and recommendations.

(d) Continuous improvement

The Secretary shall—
(1) collect for the purpose of continuous im-
provement of the Clearinghouse—

(A) Clearinghouse data analytics;

(B) user feedback on the implementation
of resources, evidence-based practices, and
recommendations identified by the Clearing-
house; and

(C) any evaluations conducted on imple-
mentation of the evidence-based practices
and recommendations of the Clearinghouse;
and

(2) in coordination with the Secretary of
Education, the Secretary of Health and
Human Services, and the Attorney General—

(A) regularly assess and identify Clearing-
house evidence-based practices and rec-
ommendations for which there are no re-
sources available through Federal Govern-
ment programs for implementation; and

(B) establish an external advisory board,

which shall be comprised of appropriate
State, local, Tribal, private sector, and non-
governmental organizations, including orga-
nizations representing parents of elementary
and secondary school students, representa-
tive2 from civil rights organizations, rep-
resentatives of disability rights organiza-
tions, representatives of educators, rep-
resentatives of law enforcement, and non-
profit school safety and security organiza-
tions, to—

(i) provide feedback on the implementa-
tion of evidence-based practices and rec-
ommendations of the Clearinghouse; and

(ii) propose additional recommendations
for evidence-based practices for inclusion

280 in original. Probably should be ‘‘representatives’.
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in the Clearinghouse that meet the re-
quirements described in subsection
(0)(2)(B).

(e) Parental assistance

The Clearinghouse shall produce materials in
accessible formats to assist parents and legal
guardians of students with identifying relevant
Clearinghouse resources related to supporting
the implementation of Clearinghouse evidence-
based practices and recommendations.

(Pub. L. 107-296, title XXII, §2220D, as added
Pub. L. 117-159, div. A, title III, §13302(a), June
25, 2022, 136 Stat. 1334.)

Editorial Notes
REFERENCES IN TEXT

The Federal Advisory Committee Act, referred to in
subsec. (a)(4)(B), is Pub. L. 92463, Oct. 6, 1972, 86 Stat.
770, which was set out in the Appendix to Title 5, Gov-
ernment Organization and Employees, and was substan-
tially repealed and restated in chapter 10 (§1001 et seq.)
of Title 5 by Pub. L. 117-286, §§3(a), 7, Dec. 27, 2022, 136
Stat. 4197, 4361. For disposition of sections of the Act
into chapter 10 of Title 5, see Disposition Table pre-
ceding section 101 of Title 5.

The Americans with Disabilities Act of 1990, referred
to in subsec. (b)(2)(D), is Pub. L. 101-336, July 26, 1990,
104 Stat. 327. Title II of the Act is classified generally
to subchapter II (§12131 et seq.) of chapter 126 of Title
42, The Public Health and Welfare. For complete classi-
fication of this Act to the Code, see Short Title note
set out under section 12101 of Title 42 and Tables.

The Rehabilitation Act of 1973, referred to in subsec.
()(2)(D), is Pub. L. 93-112, Sept. 26, 1973, 87 Stat. 355,
which is classified generally to chapter 16 (§701 et seq.)
of Title 29, Labor. For complete classification of this
Act to the Code, see Short Title note set out under sec-
tion 701 of Title 29 and Tables.

The Civil Rights Act of 1964, referred to in subsec.
(b)(2)(D), is Pub. L. 88-352, July 2, 1964, 78 Stat. 241.
Title VI of the Act is classified generally to subchapter
V (§2000d et seq.) of chapter 21 of Title 42, The Public
Health and Welfare. For complete classification of this
Act to the Code, see Short Title note set out under sec-
tion 2000a of Title 42 and Tables.

Statutory Notes and Related Subsidiaries
LUKE AND ALEX SCHOOL SAFETY ACT OF 2022

Pub. L. 117-159, div. A, title III, subtitle C, June 25,
2022, 136 Stat. 1334, provided that:

““SEC. 13301. SHORT TITLE.

“This subtitle may be cited as the ‘Luke and Alex
School Safety Act of 2022°.

“SEC. 13302. FEDERAL CLEARINGHOUSE ON
SCHOOL SAFETY EVIDENCE-BASED PRAC-
TICES.

‘‘(a) IN GENERAL.—[Enacted this section.]
‘“(b) TECHNICAL AMENDMENTS.—[Amended table of

contents of the Homeland Security Act of 2002.]

“SEC. 13303. NOTIFICATION OF CLEARINGHOUSE.
‘‘(a) NOTIFICATION BY THE SECRETARY OF EDUCATION.—
The Secretary of Education shall provide written noti-
fication of the publication of the Federal Clearinghouse
on School Safety Evidence-based Practices (referred to
in this section and section 13304 as the ‘Clearinghouse’),
as required to be established under section 2220D of the
Homeland Security Act of 2002 [6 U.S.C. 665k], as added
by section 13302 of this Act, to—
‘(1) every State and local educational agency; and
‘(2) other Department of Education partners in the
implementation of the evidence-based practices and
recommendations of the Clearinghouse, as deter-
mined appropriate by the Secretary of Education.
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“(b) NOTIFICATION BY THE SECRETARY OF HOMELAND
SECURITY.—The Secretary of Homeland Security shall
provide written notification of the publication of the
Clearinghouse, as required to be established under sec-
tion 2220D of the Homeland Security Act of 2002 [6
U.S.C. 665k], as added by section 13302 of this Act, to—

‘(1) every State homeland security advisor;

‘(2) every State department of homeland security;
and

““(3) other Department of Homeland Security part-
ners in the implementation of the evidence-based
practices and recommendations of the Clearinghouse,
as determined appropriate by the Secretary of Home-
land Security.

““(c) NOTIFICATION BY THE SECRETARY OF HEALTH AND
HUMAN SERVICES.—The Secretary of Health and Human
Services shall provide written notification of the publi-
cation of the Clearinghouse, as required to be estab-
lished under section 2220D of the Homeland Security
Act of 2002 [6 U.S.C. 665k], as added by section 13302 of
this Act, to—

‘(1) every State department of public health; and

‘“(2) other Department of Health and Human Serv-
ices partners in the implementation of the evidence-
based practices and recommendations of the Clear-
inghouse, as determined appropriate by the Secretary
of Health and Human Services.

“(d) NOTIFICATION BY THE ATTORNEY GENERAL.—The
Attorney General shall provide written notification of
the publication of the Clearinghouse, as required to be
established under section 2220D of the Homeland Secu-
rity Act of 2002 [6 U.S.C. 665k], as added by section 13302
of this Act, to—

‘(1) every State department of justice; and

‘“(2) other Department of Justice partners in the
implementation of the evidence-based practices and
recommendations of the Clearinghouse, as deter-
mined appropriate by the Attorney General.

“SEC. 13304. GRANT PROGRAM REVIEW.

‘“‘(a) FEDERAL GRANTS AND RESOURCES.—Not later
than 1 year after the date of enactment of this Act
[June 25, 2022], the Clearinghouse or the external advi-
sory board established under section 2220D of the
Homeland Security Act of 2002 [6 U.S.C. 665k], as added
by this subtitle, shall—

‘“(1) review grant programs and identify any grant
program that may be used to implement evidence-
based practices and recommendations of the Clear-
inghouse;

‘(2) identify any evidence-based practices and rec-
ommendations of the Clearinghouse for which there
is not a Federal grant program that may be used for
the purposes of implementing the evidence-based
practice or recommendation as applicable to the
agency; and

“(3) periodically report any findings under para-
graph (2) to the appropriate committees of Congress.
“(b) STATE GRANTS AND RESOURCES.—The Clearing-

house shall, to the extent practicable, identify, for each
State—

‘(1) each agency responsible for school safety in the
State, or any State that does not have such an agen-
cy designated;

‘(2) any grant program that may be used for the
purposes of implementing evidence-based practices
and recommendations of the Clearinghouse; and

‘“(3) any resources other than grant programs that
may be used to assist in implementation of evidence-
based practices and recommendations of the Clear-
inghouse.

“SEC. 13305. RULES OF CONSTRUCTION.

‘‘(a) WAIVER OF REQUIREMENTS.—Nothing in this sub-
title or the amendments made by this subtitle shall be
construed to create, satisfy, or waive any requirement
under—

‘(1) title IT of the Americans With [sic] Disabilities
Act of 1990 (42 U.S.C. 12131 et seq.);

““(2) the Rehabilitation Act of 1973 (29 U.S.C. 701 et
seq.);
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¢(3) title VI of the Civil Rights Act of 1964 (42 U.S.C.

20004 et seq.);

““(4) title IX of the Education Amendments of 1972

(20 U.S.C. 1681 et seq.); or

¢“(b) the Age Discrimination Act of 19756 (42 U.S.C.

6101 et seq.).

‘“(b) PROHIBITION ON FEDERALLY DEVELOPED, MAN-
DATED, OR ENDORSED CURRICULUM.—Nothing in this sub-
title or the amendments made by this subtitle shall be
construed to authorize any officer or employee of the
Federal Government to engage in an activity otherwise
prohibited under section 103(b) of the Department of
Education Organization Act (20 U.S.C. 3403(b)).”’

§6651. School and daycare protection

(a) In general

Not later than 180 days after December 23,
2022, and annually thereafter, the Secretary of
Homeland Security shall submit to the Com-
mittee on Homeland Security of the House of
Representatives and the Committee on Home-
land Security and Governmental Affairs of the
Senate a report regarding the following:

(1) The Department of Homeland Security’s
activities, policies, and plans to enhance the
security of early childhood education pro-
grams, elementary schools, and secondary
schools during the preceding year that in-
cludes information on the Department’s ac-
tivities through the Federal School Safety
Clearinghouse.

(2) Information on all structures or efforts
within the Department intended to bolster co-
ordination among departmental components
and offices involved in carrying out paragraph
(1) and, with respect to each structure or ef-
fort, specificity on which components and of-
fices are involved and which component or of-
fice leads such structure or effort.

(3) A detailed description of the measures
used to ensure privacy rights, civil rights, and
civil liberties protections in carrying out
these activities.

(b) Briefing

Not later than 30 days after the submission of
each report required under subsection (a), the
Secretary of Homeland Security shall provide to
the Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives a briefing regarding such report
and the status of efforts to carry out plans in-
cluded in such report for the preceding year.

(c) Definitions

In this section, the terms ‘‘early childhood
education program’, ‘‘elementary school’”, and
‘“‘secondary school’” have the meanings given
such terms in section 7801 of title 20.

(Pub. L. 117-263, div. G, title LXXI, §7103, Dec.
23, 2022, 136 Stat. 3621.)

Editorial Notes

CODIFICATION

Section was enacted as part of the James M. Inhofe
National Defense Authorization Act for Fiscal Year
2023, and not as part of the Homeland Security Act of
2002 which comprises this chapter.
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§665m. President’s Cup Cybersecurity Competi-
tion

(a) In general

The Director of the Cybersecurity and Infra-
structure Security Agency (in this section re-
ferred to as the ‘‘Director’) of the Department
of Homeland Security is authorized to hold an
annual cybersecurity competition to be known
as the ‘“Department of Homeland Security
Cybersecurity and Infrastructure Security
Agency’s President’s Cup Cybersecurity Com-
petition” (in this section referred to as the
“‘competition’) for the purpose of identifying,
challenging, and competitively awarding prizes,
including cash prizes, to the United States Gov-
ernment’s best cybersecurity practitioners and
teams across offensive and defensive
cybersecurity disciplines.

(b) Eligibility

To be eligible to participate in the competi-
tion, an individual shall be a Federal civilian
employee or member of the uniformed services
(as such term is defined in section 2101(3) of title
5) and shall comply with any rules promulgated
by the Director regarding the competition.

(c¢) Competition administration

The Director may enter into a grant, contract,
cooperative agreement, or other agreement with
a private sector for-profit or nonprofit entity or
State or local government agency to administer
the competition.

(d) Competition parameters

Each competition shall incorporate the fol-
lowing elements:

(1) Cybersecurity skills outlined in the Na-
tional Initiative for Cybersecurity Education
Framework, or any successor framework.

(2) Individual and team events.

(3) Categories demonstrating offensive and
defensive cyber operations, such as software
reverse engineering and exploitation, network
operations, forensics, big data analysis, cyber
analysis, cyber defense, cyber exploitation, se-
cure programming, obfuscated coding, or
cyber-physical systems.

(4) Any other elements related to paragraphs
(1), (2), or (3), as determined necessary by the
Director.

(e) Use of funds
(1) In general

In order to further the goals and objectives
of the competition, the Director may use
amounts made available to the Director for
the competition for reasonable expenses for
the following:

(A) Advertising, marketing, and promoting
the competition.

(B) Meals for participants and organizers
of the competition if attendance at the meal
during the competition is necessary to main-
tain the integrity of the competition.

(C) Promotional items, including merchan-
dise and apparel.

(D) Consistent with section 4503 of title 5,
necessary expenses for the honorary recogni-
tion of competition participants, including
members of the uniformed services.
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(E) Monetary and nonmonetary awards for
competition participants, including mem-
bers of the uniformed services, subject to
subsection (f).

(2) Application

This subsection shall apply to amounts ap-
propriated on or after December 23, 2022.

(f) Prize limitation
(1) Awards by the Director

The Director may make one or more awards
per competition, except that the amount or
value of each shall not exceed $10,000.

(2) Awards by the Secretary of Homeland Secu-
rity
The Secretary of Homeland Security may
make one or more awards per competition, ex-
cept the amount or the value of each shall not
exceed $25,000.

(3) Regular pay

A monetary award under this section shall
be in addition to the regular pay of the recipi-
ent.

(4) Overall yearly award limit

The total amount or value of awards made
under this Act! during a fiscal year may not
exceed $100,000.

(g) Reporting requirements

The Director shall annually provide to the
Committee on Homeland Security of the House
of Representatives and the Committee on Home-
land Security and Governmental Affairs of the
Senate a report that includes the following with
respect to each competition conducted in the
preceding year:

(1) A description of available amounts.

(2) A description of authorized expenditures.

(3) Information relating to participation.

(4) Information relating to lessons learned,
and how such lessons may be applied to im-
prove cybersecurity operations and recruit-
ment of the Cybersecurity and Infrastructure
Security Agency of the Department of Home-
land Security.

(Pub. L. 117-263, div. G, title LXXI, §7121, Dec.
23, 2022, 136 Stat. 3638.)

Editorial Notes

REFERENCES IN TEXT

This Act, referred to in subsec. (f)(4), is Pub. L.
117-263, Dec. 23, 2022, 136 Stat. 2395, known as the James
M. Inhofe National Defense Authorization Act for Fis-
cal Year 2023, but probably means H.R. 6824, 117th
Cong., 2d Sess. (as reported to the Senate), known as
the President’s Cup Cybersecurity Competition Act,
which consisted only of the section containing the
short title and this section. The reference to ‘‘this Act”
from the original was not updated when the text of
H.R. 6824 was incorporated into Pub. L. 117-263.

CODIFICATION

Section was enacted as part of the James M. Inhofe
National Defense Authorization Act for Fiscal Year
2023, and not as part of the Homeland Security Act of
2002 which comprises this chapter.

1So0 in original. Probably should refer to ‘‘this section’. See
References in Text note below.
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§665n. Industrial Control Systems Cybersecurity
Training Initiative

(a) Establishment
(1) In general

The Industrial Control Systems
Cybersecurity Training Initiative (in this sec-
tion referred to as the ‘‘Initiative’’) is estab-
lished within the Agency.

(2) Purpose

The purpose of the Initiative is to develop
and strengthen the skills of the cybersecurity
workforce related to securing industrial con-
trol systems.

(b) Requirements

In carrying out the Initiative, the Director
shall—
(1) ensure the Initiative includes—

(A) virtual and in-person trainings and
courses provided at no cost to participants;

(B) trainings and courses available at dif-
ferent skill levels, including introductory
level courses;

(C) trainings and courses that cover cyber
defense strategies for industrial control sys-
tems, including an understanding of the
unique cyber threats facing industrial con-
trol systems and the mitigation of security
vulnerabilities in industrial control systems
technology; and

(D) appropriate consideration regarding
the availability of trainings and courses in
different regions of the United States; and?!

(2) engage in—

(A) collaboration with the National Lab-
oratories of the Department of Energy in ac-
cordance with section 189 of this title;

(B) consultation with Sector Risk Manage-
ment Agencies;?

(C) as appropriate, consultation with pri-
vate sector entities with relevant expertise,
such as vendors of industrial control sys-
tems technologies; and

(3) consult, to the maximum extent prac-
ticable, with commercial training providers
and academia to minimize the potential for
duplication of other training opportunities.

(c) Reports
(1) In general

Not later than one year after December 23,
2022, and annually thereafter, the Director
shall submit to the Committee on Homeland
Security of the House of Representatives and
the Committee on Homeland Security and
Governmental Affairs of the Senate a report
on the Initiative.

(2) Contents

Each report submitted under paragraph (1)
shall include the following:
(A) A description of the courses provided
under the Initiative.
(B) A description of outreach efforts to
raise awareness of the availability of such
courses.

180 in original. The word ‘‘and” probably should not appear.

280 in original. Probably should be followed by ‘‘and’.
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(C) The number of participants in each
course.

(D) Voluntarily provided information on
the demographics of participants in such
courses, including by sex, race, and place of
residence.

(BE) Information on the participation in
such courses of workers from each critical
infrastructure sector.

(F) Plans for expanding access to indus-
trial control systems education and train-
ing, including expanding access to women
and underrepresented populations, and ex-
panding access to different regions of the
United States.

(G) Recommendations regarding how to
strengthen the state of industrial control
systems cybersecurity education and train-
ing.

(Pub. L. 107-296, title XXII, §2220E, as added
Pub. L. 117-263, div. G, title LXXI, §7122(a), Dec.
23, 2022, 136 Stat. 3640.)

PART B—CRITICAL INFRASTRUCTURE
INFORMATION

Editorial Notes
CODIFICATION

Subtitle B of title XXII of Pub. L. 107-296, comprising
this part, was originally added as subtitle B of title II
of Pub. L. 107-296, and was classified to part B (§131 et
seq.) of subchapter II of this chapter. Subtitle B of title
IT of Pub. L. 107-296 was subsequently redesignated sub-
title B of title XXII of Pub. L. 107-296 by Pub. L.
115-278, §2(g)(2)(H), Nov. 16, 2018, 132 Stat. 4178, and
transferred to this part.

§ 671. Definitions

In this part:
(1) Agency

The term ‘‘agency’ has the meaning given it
in section 551 of title 5.

(2) Covered Federal agency

The term ‘‘covered Federal agency’ means
the Department of Homeland Security.

(3) Critical infrastructure information

The term ‘‘critical infrastructure informa-
tion”’ has the meaning given the term in sec-
tion 650 of this title.

(4) Critical infrastructure protection program

The term ‘‘critical infrastructure protection
program’ means any component or bureau of
a covered Federal agency that has been des-
ignated by the President or any agency head
to receive critical infrastructure information.

(5) Protected system

The term ‘‘protected system’—

(A) means any service, physical or com-
puter-based system, process, or procedure
that directly or indirectly affects the viabil-
ity of a facility of critical infrastructure;
and

(B) includes any physical or computer-
based system, including a computer, com-
puter system, computer or communications
network, or any component hardware or ele-
ment thereof, software program, processing
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instructions, or information or data in
transmission or storage therein, irrespective
of the medium of transmission or storage.

(6) Voluntary
(A) In general

The term ‘‘voluntary”, in the case of any
submittal of critical infrastructure informa-
tion to a covered Federal agency, means the
submittal thereof in the absence of such
agency’s exercise of legal authority to com-
pel access to or submission of such informa-
tion and may be accomplished by a single
entity or an Information Sharing and Anal-
ysis Organization on behalf of itself or its
members.

(B) Exclusions

The term ‘‘voluntary’—

(i) in the case of any action brought
under the securities laws as is defined in
section 78c(a)(47) of title 16—

(I) does not include information or
statements contained in any documents
or materials filed with the Securities
and Exchange Commission, or with Fed-
eral banking regulators, pursuant to sec-
tion 781(i) of title 15; and

(IT) with respect to the submittal of
critical infrastructure information, does
not include any disclosure or writing
that when made accompanied the solici-
tation of an offer or a sale of securities;
and

(ii) does mnot include information or
statements submitted or relied upon as a
basis for making licensing or permitting
determinations, or during regulatory pro-
ceedings.

(Pub. L. 107-296, title XXII, §2222, formerly title
II, §212, Nov. 25, 2002, 116 Stat. 2150; Pub. L.
114-113, div. N, title II, §204, Dec. 18, 2015, 129
Stat. 2961; renumbered title XXII, §2222, and
amended Pub. L. 115-278, §2(2)(2)(H), (9)(B)({),
Nov. 16, 2018, 132 Stat. 4178, 4181; Pub. L. 117-263,
div. G, title LXXI, §7143(b)(2)(M), Dec. 23, 2022,
136 Stat. 3661.)

Editorial Notes
CODIFICATION

Section was formerly classified to section 131 of this
title prior to renumbering by Pub. L. 115-278.

AMENDMENTS

2022—Par. (3). Pub. L. 117-263, §7143(b)(2)(M)(1), added
par. (3) and struck out former par. (3) which defined
critical infrastructure information.

Pars. (5) to (8). Pub. L. 117-263, §7143(b)(2)(M)(ii), (iii),
redesignated pars. (6) and (7) as (b) and (6), respectively,
and struck out former pars. (5) and (8) which defined In-
formation Sharing and Analysis Organization and
cybersecurity risk and incident, respectively.

2018—Par. (8). Pub. L. 115-278, §2(g2)(9)(B)({d), sub-
stituted ‘‘section 659 of this title’’ for ‘‘section 148 of
this title”.

2015—Par. (5)(A). Pub. L. 114-113, §204(1)(A), inserted
¢, including information related to cybersecurity risks
and incidents,” after ‘‘critical infrastructure informa-

tion” and ‘¢, including cybersecurity risks and inci-
dents,”” after ‘‘related to critical infrastructure”.
Par. (5)(B). Pub. L. 114-113, §204(1)(B), inserted

13

, including cybersecurity risks and incidents,” after
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