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the United States and reducing the impact of
cyber threats to non-Federal entities.

(¢) Feedback

The Director shall consult with relevant
State, local, Tribal, and territorial officials re-
garding the appointment, and State, local, Trib-
al, and territorial officials and other non-Fed-
eral entities regarding the performance, of the
Cybersecurity State Coordinator of a State.

(Pub. L. 107-296, title XXII, §2217, formerly § 2215,
as added Pub. L. 116-283, div. A, title XVII,
§1717(a)(1)(B), Jan. 1, 2021, 134 Stat. 4099; renum-
bered §2217 and amended Pub. L. 117-81, div. A,
title XV, §1547(b)(1)(A)(iv), Dec. 27, 2021, 135 Stat.
2061.)

Editorial Notes
PRIOR PROVISIONS

A prior section 2217 of Pub. L. 107-296 was renumbered
section 2220 and is classified to section 665f of this title.

AMENDMENTS
2021—Pub. L. 117-81 reenacted section catchline.

Statutory Notes and Related Subsidiaries
RULE OF CONSTRUCTION

Pub. L. 116-283, div. A, title XVII, §1717(a)(4), Jan. 1,
2021, 134 Stat. 4100, provided that: ‘‘Nothing in this sub-
section [enacting this section, amending section 652 of
this title, and enacting provisions set out as a note
below] or the amendments made by this subsection
may be construed to affect or otherwise modify the au-
thority of Federal law enforcement agencies with re-
spect to investigations relating to cybersecurity inci-
dents.”

COORDINATION PLAN

Pub. L. 116-283, div. A, title XVII, §1717(a)(2), Jan. 1,
2021, 134 Stat. 4100, provided that: ‘“Not later than 60
days after the date of the enactment of this Act [Jan.
1, 2021], the Director of the Cybersecurity and Infra-
structure Security Agency of the Department of Home-
land Security shall establish and submit to the Com-
mittee on Homeland Security and Governmental Af-
fairs in the Senate and the Committee on Homeland
Security in the House of Representatives a plan de-
scribing the reporting structure and coordination proc-
esses and procedures of Cybersecurity State Coordina-
tors within the Cybersecurity and Infrastructure Secu-
rity Agency under section 2215 of the Homeland Secu-
rity Act of 2002 [Pub. L. 107-296], as added by paragraph
(1)(B) [6 U.S.C. 6656c].”

§665d. Sector Risk Management Agencies
(a) In general

Consistent with applicable law, Presidential
directives, Federal regulations, and strategic
guidance from the Secretary, each Sector Risk
Management Agency, in coordination with the
Director, shall—

(1) provide specialized sector-specific exper-
tise to critical infrastructure owners and oper-
ators within its designated critical infrastruc-
ture sector or subsector of such sector; and

(2) support programs and associated activi-
ties of such sector or subsector of such sector.

(b) Implementation

In carrying out this section, Sector Risk Man-
agement Agencies shall—
(1) coordinate with the Department and, as
appropriate, other relevant Federal depart-
ments and agencies;
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(2) collaborate with critical infrastructure
owners and operators within the designated
critical infrastructure sector or subsector of
such sector; and
(3) coordinate with independent regulatory
agencies, and State, local, Tribal, and terri-
torial entities, as appropriate.
(c) Responsibilities

Consistent with applicable law, Presidential
directives, Federal regulations, and strategic
guidance from the Secretary, each Sector Risk
Management Agency shall utilize its specialized
expertise regarding its designated critical infra-
structure sector or subsector of such sector and
authorities under applicable law to—

(1) support sector risk management, in co-
ordination with the Director, including—

(A) establishing and carrying out programs
to assist critical infrastructure owners and
operators within the designated sector or
subsector of such sector in identifying, un-
derstanding, and mitigating threats,
vulnerabilities, and risks to their systems or
assets, or within a region, sector, or sub-
sector of such sector; and

(B) recommending security measures to
mitigate the consequences of destruction,
compromise, and disruption of systems and
assets;

(2) assess sector risk, in coordination with
the Director, including—

(A) identifying, assessing, and prioritizing
risks within the designated sector or sub-
sector of such sector, considering physical
security and cybersecurity threats,
vulnerabilities, and consequences; and

(B) supporting national risk assessment ef-
forts led by the Department;

(3) sector coordination, including—

(A) serving as a day-to-day Federal inter-
face for the prioritization and coordination
of sector-specific activities and responsibil-
ities under this title;

(B) serving as the Federal Government co-
ordinating council chair for the designated
sector or subsector of such sector; and

(C) participating in cross-sector coordi-
nating councils, as appropriate;

(4) facilitating, in coordination with the Di-
rector, the sharing with the Department and
other appropriate Federal department of infor-
mation regarding physical security and
cybersecurity threats within the designated
sector or subsector of such sector, including—

(A) facilitating, in coordination with the
Director, access to, and exchange of, infor-
mation and intelligence necessary to
strengthen the security of critical infra-
structure, including through Information
Sharing and Analysis Organizations and the
national cybersecurity and communications
integration center established pursuant to
section 659 of this title;

(B) facilitating the identification of intel-
ligence needs and priorities of critical infra-
structure owners and operators in the des-
ignated sector or subsector of such sector, in
coordination with the Director of National
Intelligence and the heads of other Federal
departments and agencies, as appropriate;
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(C) providing the Director, and facilitating
awareness within the designated sector or
subsector of such sector, of ongoing, and
where possible, real-time awareness of iden-
tified threats, vulnerabilities, mitigations,
and other actions related to the security of
such sector or subsector of such sector; and

(D) supporting the reporting requirements
of the Department under applicable law by
providing, on an annual basis, sector-specific
critical infrastructure information;

(5) supporting incident management, includ-
ing—

(A) supporting, in coordination with the
Director, incident management and restora-
tion efforts during or following a security
incident; and

(B) supporting the Director, upon request,
in national cybersecurity asset response ac-
tivities for critical infrastructure; and

(6) contributing to emergency preparedness
efforts, including—

(A) coordinating with critical infrastruc-
ture owners and operators within the des-
ignated sector or subsector of such sector
and the Director in the development of plan-
ning documents for coordinated action in
the event of a natural disaster, act of ter-
rorism, or other man-made disaster or emer-
gency,

(B) participating in and, in coordination
with the Director, conducting or facili-
tating, exercises and simulations of poten-
tial natural disasters, acts of terrorism, or
other man-made disasters or emergencies
within the designated sector or subsector of
such sector; and

(C) supporting the Department and other
Federal departments or agencies in devel-
oping planning documents or conducting ex-
ercises or simulations when relevant to the
designated sector or subsector or such sec-
tor.

(Pub. L. 107-296, title XXII, §2218, formerly §2215,
as added Pub. L. 116-283, div. H, title XC,
§9002(c)(1), Jan. 1, 2021, 134 Stat. 4770; renum-
bered §2218 and amended Pub. L. 117-81, div. A,
title XV, §1547(b)(1)(A)(v), Dec. 27, 2021, 135 Stat.
2061; Pub. L. 117-263, div. G, title LXXI,
§7143(b)(2)(J), Dec. 23, 2022, 136 Stat. 3660.)

Editorial Notes
PRIOR PROVISIONS

A prior section 2218 of Pub. L. 107-296 was renumbered
section 2220A and is classified to section 665g of this
title.

AMENDMENTS

2022—Subsec. (c)(4)(A). Pub. L. 117-263 substituted
“Information Sharing and Analysis Organizations’ for
“information sharing and analysis organizations’.

2021—Pub. L. 117-81 reenacted section catchline.

§ 665e. Cybersecurity Advisory Committee

(a) Establishment

The Secretary shall establish within the Agen-
cy a Cybersecurity Advisory Committee (re-
ferred to in this section as the ‘‘Advisory Com-
mittee”’).
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(b) Duties
(1) In general

The Advisory Committee shall advise, con-
sult with, report to, and make recommenda-
tions to the Director, as appropriate, on the
development, refinement, and implementation
of policies, programs, planning, and training
pertaining to the cybersecurity mission of the
Agency.

(2) Recommendations

(A) In general

The Advisory Committee shall develop, at
the request of the Director, recommenda-
tions for improvements to advance the
cybersecurity mission of the Agency and
strengthen the cybersecurity of the United
States.

(B) Recommendations of subcommittees

Recommendations agreed upon by sub-
committees established under subsection (d)
for any year shall be approved by the Advi-
sory Committee before the Advisory Com-
mittee submits to the Director the annual
report under paragraph (4) for that year.

(3) Periodic reports

The Advisory Committee shall periodically
submit to the Director—
(A) reports on matters identified by the
Director; and
(B) reports on other matters identified by
a majority of the members of the Advisory
Committee.
(4) Annual report
(A) In general

The Advisory Committee shall submit to
the Director an annual report providing in-
formation on the activities, findings, and
recommendations of the Advisory Com-
mittee, including its subcommittees, for the
preceding year.

(B) Publication

Not later than 180 days after the date on
which the Director receives an annual report
for a year under subparagraph (A), the Direc-
tor shall publish a public version of the re-
port describing the activities of the Advi-
sory Committee and such related matters as
would be informative to the public during
that year, consistent with section 552(b) of
title 5.

(5) Feedback

Not later than 90 days after receiving any
recommendation submitted by the Advisory
Committee under paragraph (2), (3), or (4), the
Director shall respond in writing to the Advi-
sory Committee with feedback on the rec-
ommendation. Such a response shall include—

(A) with respect to any recommendation
with which the Director concurs, an action
plan to implement the recommendation; and

(B) with respect to any recommendation

with which the Director does not concur, a

justification for why the Director does not

plan to implement the recommendation.
(6) Congressional notification

Not less frequently than once per year after
January 1, 2021, the Director shall provide to
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