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or a plan of action as otherwise defined in sec-

tion 4558 of title 50. 

(Pub. L. 107–296, title XXII, § 2224, formerly title 

II, § 214, Nov. 25, 2002, 116 Stat. 2152; Pub. L. 

108–271, § 8(b), July 7, 2004, 118 Stat. 814; Pub. L. 

112–199, title I, § 111, Nov. 27, 2012, 126 Stat. 1472; 

renumbered title XXII, § 2224, and amended Pub. 

L. 115–278, § 2(g)(2)(H), (9)(B)(ii), Nov. 16, 2018, 132 

Stat. 4178, 4181.)

Editorial Notes 

REFERENCES IN TEXT 

The Critical Infrastructure Information Act of 2002, 

referred to in subsec. (a)(2)(A), is subtitle B (§ 2221 et 

seq.) of title XXII of Pub. L. 107–296, Nov. 25, 2002, 116 

Stat. 2150, which is classified generally to this part. For 

complete classification of this Act to the Code, see 

Short Title note set out under section 101 of this title 

and Tables. 

The Federal Advisory Committee Act, referred to in 

subsec. (b), is Pub. L. 92–463, Oct. 6, 1972, 86 Stat. 770, as 

amended, which is set out in the Appendix to Title 5, 

Government Organization and Employees. 

CODIFICATION 

Section was formerly classified to section 133 of this 

title prior to renumbering by Pub. L. 115–278. 

AMENDMENTS 

2018—Subsec. (h). Pub. L. 115–278, § 2(g)(9)(B)(ii), sub-

stituted ‘‘section 672 of this title’’ for ‘‘section 132 of 

this title’’. 

2012—Subsec. (c). Pub. L. 112–199 inserted at end ‘‘For 

purposes of this section a permissible use of independ-

ently obtained information includes the disclosure of 

such information under section 2302(b)(8) of title 5.’’

2004—Subsec. (a)(1)(D)(ii)(II). Pub. L. 108–271 sub-

stituted ‘‘Government Accountability Office’’ for ‘‘Gen-

eral Accounting Office’’.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE OF 2012 AMENDMENT 

Amendment by Pub. L. 112–199 effective 30 days after 

Nov. 27, 2012, see section 202 of Pub. L. 112–199, set out 

as a note under section 1204 of Title 5, Government Or-

ganization and Employees. 

§ 674. No private right of action 

Nothing in this part may be construed to cre-

ate a private right of action for enforcement of 

any provision of this chapter. 

(Pub. L. 107–296, title XXII, § 2225, formerly title 

II, § 215, Nov. 25, 2002, 116 Stat. 2155; renumbered 

title XXII, § 2225, Pub. L. 115–278, § 2(g)(2)(H), 

Nov. 16, 2018, 132 Stat. 4178.)

Editorial Notes 

REFERENCES IN TEXT 

This chapter, referred to in text, was in the original 

‘‘this Act’’, meaning Pub. L. 107–296, Nov. 25, 2002, 116 

Stat. 2135, known as the Homeland Security Act of 2002, 

which is classified principally to this chapter. For com-

plete classification of this Act to the Code, see Short 

Title note set out under section 101 of this title and Ta-

bles. 

CODIFICATION 

Section was formerly classified to section 134 of this 

title prior to renumbering by Pub. L. 115–278.

PART C—DECLARATION OF A SIGNIFICANT 

INCIDENT 

§ 677. Sense of Congress 

It is the sense of Congress that—
(1) the purpose of this part is to authorize 

the Secretary to declare that a significant in-

cident has occurred and to establish the au-

thorities that are provided under the declara-

tion to respond to and recover from the sig-

nificant incident; and 
(2) the authorities established under this 

part are intended to enable the Secretary to 

provide voluntary assistance to non-Federal 

entities impacted by a significant incident. 

(Pub. L. 107–296, title XXII, § 2231, as added Pub. 

L. 117–58, div. G, title VI, § 70602(a), Nov. 15, 2021, 

135 Stat. 1267.) 

§ 677a. Definitions 

For the purposes of this part: 

(1) Asset response activity 

The term ‘‘asset response activity’’ means 

an activity to support an entity impacted by 

an incident with the response to, remediation 

of, or recovery from, the incident, including—
(A) furnishing technical and advisory as-

sistance to the entity to protect the assets 

of the entity, mitigate vulnerabilities, and 

reduce the related impacts; 
(B) assessing potential risks to the critical 

infrastructure sector or geographic region 

impacted by the incident, including poten-

tial cascading effects of the incident on 

other critical infrastructure sectors or geo-

graphic regions; 
(C) developing courses of action to miti-

gate the risks assessed under subparagraph 

(B); 
(D) facilitating information sharing and 

operational coordination with entities per-

forming threat response activities; and 
(E) providing guidance on how best to use 

Federal resources and capabilities in a time-

ly, effective manner to speed recovery from 

the incident. 

(2) Declaration 

The term ‘‘declaration’’ means a declaration 

of the Secretary under section 677b(a)(1) of 

this title. 

(3) Director 

The term ‘‘Director’’ means the Director of 

the Cybersecurity and Infrastructure Security 

Agency. 

(4) Federal agency 

The term ‘‘Federal agency’’ has the meaning 

given the term ‘‘agency’’ in section 3502 of 

title 44. 

(5) Fund 

The term ‘‘Fund’’ means the Cyber Response 

and Recovery Fund established under section 

677c(a) of this title. 

(6) Incident 

The term ‘‘incident’’ has the meaning given 

the term in section 3552 of title 44. 

(7) Renewal 

The term ‘‘renewal’’ means a renewal of a 

declaration under section 677b(d) of this title. 
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(8) Significant incident 

The term ‘‘significant incident’’—

(A) means an incident or a group of related 

incidents that results, or is likely to result, 

in demonstrable harm to—

(i) the national security interests, for-

eign relations, or economy of the United 

States; or 

(ii) the public confidence, civil liberties, 

or public health and safety of the people of 

the United States; and

(B) does not include an incident or a por-

tion of a group of related incidents that oc-

curs on—

(i) a national security system (as defined 

in section 3552 of title 44); or 

(ii) an information system described in 

paragraph (2) or (3) of section 3553(e) of 

title 44. 

(Pub. L. 107–296, title XXII, § 2232, as added Pub. 

L. 117–58, div. G, title VI, § 70602(a), Nov. 15, 2021, 

135 Stat. 1267.) 

§ 677b. Declaration 

(a) In general 

(1) Declaration 

The Secretary, in consultation with the Na-

tional Cyber Director, may make a declara-

tion of a significant incident in accordance 

with this section for the purpose of enabling 

the activities described in this part if the Sec-

retary determines that—

(A) a specific significant incident—

(i) has occurred; or 

(ii) is likely to occur imminently; and

(B) otherwise available resources, other 

than the Fund, are likely insufficient to re-

spond effectively to, or to mitigate effec-

tively, the specific significant incident de-

scribed in subparagraph (A). 

(2) Prohibition on delegation 

The Secretary may not delegate the author-

ity provided to the Secretary under paragraph 

(1). 

(b) Asset response activities 

Upon a declaration, the Director shall coordi-

nate—

(1) the asset response activities of each Fed-

eral agency in response to the specific signifi-

cant incident associated with the declaration; 

and 

(2) with appropriate entities, which may in-

clude—

(A) public and private entities and State 

and local governments with respect to the 

asset response activities of those entities 

and governments; and 

(B) Federal, State, local, and Tribal law 

enforcement agencies with respect to inves-

tigations and threat response activities of 

those law enforcement agencies; and

(3) Federal, State, local, and Tribal emer-

gency management and response agencies. 

(c) Duration 

Subject to subsection (d), a declaration shall 

terminate upon the earlier of—

(1) a determination by the Secretary that 

the declaration is no longer necessary; or 

(2) the expiration of the 120-day period be-

ginning on the date on which the Secretary 

makes the declaration. 

(d) Renewal 

The Secretary, without delegation, may renew 

a declaration as necessary. 

(e) Publication 

(1) In general 

Not later than 72 hours after a declaration 

or a renewal, the Secretary shall publish the 

declaration or renewal in the Federal Reg-

ister. 

(2) Prohibition 

A declaration or renewal published under 

paragraph (1) may not include the name of any 

affected individual or private company. 

(f) Advance actions 

(1) In general 

The Secretary—

(A) shall assess the resources available to 

respond to a potential declaration; and 

(B) may take actions before and while a 

declaration is in effect to arrange or procure 

additional resources for asset response ac-

tivities or technical assistance the Sec-

retary determines necessary, which may in-

clude entering into standby contracts with 

private entities for cybersecurity services or 

incident responders in the event of a dec-

laration. 

(2) Expenditure of funds 

Any expenditure from the Fund for the pur-

pose of paragraph (1)(B) shall be made from 

amounts available in the Fund, and amounts 

available in the Fund shall be in addition to 

any other appropriations available to the 

Cybersecurity and Infrastructure Security 

Agency for such purpose. 

(Pub. L. 107–296, title XXII, § 2233, as added Pub. 

L. 117–58, div. G, title VI, § 70602(a), Nov. 15, 2021, 

135 Stat. 1268.) 

§ 677c. Cyber Response and Recovery Fund 

(a) In general 

There is established a Cyber Response and Re-

covery Fund, which shall be available for—

(1) the coordination of activities described in 

section 677b(b) of this title; 

(2) response and recovery support for the 

specific significant incident associated with a 

declaration to Federal, State, local, and Trib-

al, entities and public and private entities on 

a reimbursable or non-reimbursable basis, in-

cluding through asset response activities and 

technical assistance, such as—

(A) vulnerability assessments and mitiga-

tion; 

(B) technical incident mitigation; 

(C) malware analysis; 

(D) analytic support; 

(E) threat detection and hunting; and 

(F) network protections;

(3) as the Director determines appropriate, 

grants for, or cooperative agreements with, 
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