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retary may appoint one or more temporary fidu-
ciaries for a period not to exceed 120 days. If a 
final decision has not been made within 120 
days, the Secretary may not continue the ap-
pointment of the fiduciary without obtaining a 
court order for appointment of a guardian, con-
servator, or other fiduciary under the authority 
provided in section 5502(b) of this title. 

(Added Pub. L. 108–454, title V, § 502(a), Dec. 10, 
2004, 118 Stat. 3618.)

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective on the first day of the seventh 
month beginning after Dec. 10, 2004, see section 507(a) of 
Pub. L. 108–454, set out as an Effective Date of 2004 
Amendment note under section 5312 of this title. 

§ 5508. Periodic onsite reviews of institutional fi-
duciaries 

In addition to such other reviews of fiduciaries 
as the Secretary may otherwise conduct, the 
Secretary shall provide for the periodic onsite 
review of any person or agency located in the 
United States that receives the benefits payable 
under laws administered by the Secretary to an-
other individual pursuant to the appointment of 
such person or agency as a fiduciary under sec-
tion 5502(a)(1) of this title in any case in which 
the fiduciary is serving in that capacity with re-
spect to more than 20 beneficiaries and the total 
annual amount of such benefits exceeds $50,000, 
as adjusted pursuant to section 5312 of this title. 

(Added Pub. L. 108–454, title V, § 504(a)(1), Dec. 
10, 2004, 118 Stat. 3620.)

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective on the first day of the seventh 
month beginning after Dec. 10, 2004, see section 507(a) of 
Pub. L. 108–454, set out as an Effective Date of 2004 
Amendment note under section 5312 of this title. 

§ 5509. Authority to require fiduciary to receive 
payments at regional offices of the Depart-
ment when failing to provide required ac-
counting 

(a) REQUIRED REPORTS AND ACCOUNTINGS.—The 
Secretary may require a fiduciary to file a re-
port or accounting pursuant to regulations pre-
scribed by the Secretary. 

(b) ACTIONS UPON FAILURE TO FILE.—In any 
case in which a fiduciary fails to submit a report 
or accounting required by the Secretary under 
subsection (a), the Secretary may, after fur-
nishing notice to such fiduciary and the bene-
ficiary entitled to such payment of benefits, re-
quire that such fiduciary appear in person at a 
regional office of the Department serving the 
area in which the beneficiary resides in order to 
receive such payments. 

(Added Pub. L. 108–454, title V, § 504(a)(1), Dec. 
10, 2004, 118 Stat. 3621.)

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective on the first day of the seventh 
month beginning after Dec. 10, 2004, see section 507(a) of 

Pub. L. 108–454, set out as an Effective Date of 2004 
Amendment note under section 5312 of this title. 

§ 5510. Annual report 

The Secretary shall include in the Annual 
Benefits Report of the Veterans Benefits Admin-
istration or the Secretary’s Annual Performance 
and Accountability Report information con-
cerning fiduciaries who have been appointed to 
receive payments for beneficiaries of the De-
partment. As part of such information, the Sec-
retary shall separately set forth the following: 

(1) The number of beneficiaries in each cat-
egory (veteran, surviving spouse, child, adult 
disabled child, or parent). 

(2) The types of benefit being paid (com-
pensation, pension, dependency and indemnity 
compensation, death pension or benefits pay-
able to a disabled child under chapter 18 of 
this title). 

(3) The total annual amounts and average 
annual amounts of benefits paid to fiduciaries 
for each category and type of benefit. 

(4) The number of fiduciaries who are the 
spouse, parent, legal custodian, court-ap-
pointed fiduciary, institutional fiduciary, cus-
todian in fact, and supervised direct payees. 

(5) The number of cases in which the fidu-
ciary was changed by the Secretary because of 
a finding that benefits had been misused. 

(6) How such cases of misuse of benefits were 
addressed by the Secretary. 

(7) The final disposition of such cases of mis-
use of benefits, including the number and dol-
lar amount of any benefits reissued to bene-
ficiaries. 

(8) The number of fiduciary cases referred to 
the Office of the Inspector General and the na-
ture of the actions taken by the Inspector 
General. 

(9) The total amount of money recovered by 
the Government in cases arising from the mis-
use of benefits by a fiduciary. 

(10) Such other information as the Secretary 
considers appropriate. 

(Added Pub. L. 108–454, title V, § 505(a), Dec. 10, 
2004, 118 Stat. 3621; amended Pub. L. 111–275, title 
X, § 1001(l), Oct. 13, 2010, 124 Stat. 2897.)

Editorial Notes 

AMENDMENTS 

2010—Pub. L. 111–275, § 1001(l)(1), substituted ‘‘fol-
lowing:’’ for ‘‘following: —’’ in introductory provisions. 

Par. (9). Pub. L. 111–275, § 1001(l)(2), substituted ‘‘Gov-
ernment’’ for ‘‘government’’.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective Dec. 10, 2004, see section 507(b)(1) of 
Pub. L. 108–454, set out as an Effective Date of 2004 
Amendment note under section 5312 of this title.

CHAPTER 57—RECORDS AND 
INVESTIGATIONS 

SUBCHAPTER I—RECORDS 

Sec. 

5701. Confidential nature of claims. 
5702. Furnishing of records. 
5703. Certification of records of District of Colum-

bia. 
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Sec. 

5704. Transcript of trial records. 
5705. Confidentiality of medical quality-assurance 

records. 
5706. Veterans identification card. 

SUBCHAPTER II—INVESTIGATIONS 

5711. Authority to issue subpoenas. 
5712. Validity of affidavits. 
5713. Disobedience to subpoena. 

SUBCHAPTER III—INFORMATION SECURITY 

5721. Purpose. 
5722. Policy. 
5723. Responsibilities. 
5724. Provision of credit protection and other serv-

ices. 
5725. Contracts for data processing or mainte-

nance. 
5726. Reports and notice to Congress on data 

breaches. 
5727. Definitions. 
5728. Authorization of appropriations.

Editorial Notes 

AMENDMENTS 

2015—Pub. L. 114–31, § 2(c), July 20, 2015, 129 Stat. 430, 
added item 5706. 

2006—Pub. L. 109–461, title IX, § 902(b), Dec. 22, 2006, 120 
Stat. 3460, added item for subchapter III and items 5721 
to 5728. 

1991—Pub. L. 102–54, § 14(d)(5)(B), (6)(C), June 13, 1991, 
105 Stat. 286, amended table of sections at beginning of 
chapter as in effect immediately before the enactment 
of Pub. L. 102–40 by substituting ‘‘subpoenas’’ for ‘‘sub-
penas’’ in item 3311 and ‘‘subpoena’’ for ‘‘subpena’’ in 
item 3313. 

Pub. L. 102–40, title IV, § 402(c)(1), May 7, 1991, 105 
Stat. 239, renumbered items 3301 to 3313 as 5701 to 5713, 
respectively. 

1980—Pub. L. 96–385, title V, § 505(b), Oct. 7, 1980, 94 
Stat. 1537, added item 3305.

Statutory Notes and Related Subsidiaries 

REMOVAL OF DEPENDENTS FROM AWARD OF 
COMPENSATION OR PENSION 

Pub. L. 116–315, title II, § 2008, Jan. 5, 2021, 134 Stat. 
4977, provided that: ‘‘Beginning not later than 90 days 
after the date of the enactment of this Act [Jan. 5, 
2021], the Secretary of Veterans Affairs shall ensure 
that—

‘‘(1) the recipient of an award of compensation or 
pension may remove any dependent from an award of 
compensation or pension to the individual using the 
eBenefits system of the Department of Veterans Af-
fairs, or a successor system; and 

‘‘(2) such removal takes effect not later than 60 
days after the date on which the recipient elects such 
removal.’’

UPDATING DEPENDENT INFORMATION 

Pub. L. 115–407, title V, § 502, Dec. 31, 2018, 132 Stat. 
5376, provided that: ‘‘The Secretary of Veterans Affairs 
shall make such changes to such information tech-
nology systems of the Department of Veterans Affairs, 
including the eBenefits system or successor system, as 
may be necessary so that whenever the Secretary 
records in such systems information about a dependent 
of a person, the person is able to review and revise such 
information.’’

OVERSIGHT OF ELECTRONIC HEALTH RECORD 
MODERNIZATION PROGRAM 

Pub. L. 115–407, title V, § 503, Dec. 31, 2018, 132 Stat. 
5376, provided that: 

‘‘(a) PROGRAM DOCUMENTS.—Not later than 30 days 
after the date of the enactment of this Act [Dec. 31, 

2018], the Secretary of Veterans Affairs shall submit to 
the appropriate congressional committees the fol-
lowing documents concerning the Electronic Health 
Record Modernization Program: 

‘‘(1) Integrated Master Plan. 
‘‘(2) Integrated Master Schedule. 
‘‘(3) Program Management Plan. 
‘‘(4) Annual and lifecycle cost estimates, including, 

at a minimum, cost elements relating to—
‘‘(A) Federal Government labor; 
‘‘(B) contractor labor; 
‘‘(C) hardware; 
‘‘(D) software; and 
‘‘(E) testing and evaluation. 

‘‘(5) Cost baseline. 
‘‘(6) Risk Management Plan. 
‘‘(7) Health IT Strategic Architecture Plan. 
‘‘(8) Transition Plan for implementing updated ar-

chitecture. 
‘‘(9) Data Migration Plan. 
‘‘(10) System and Data Security Plan. 
‘‘(11) Application Implementation Plan. 
‘‘(12) System Design Documents. 
‘‘(13) Legacy Veterans Information Systems and 

Technology Architecture Standardization, Security 
Enhancement, and Consolidation Project Plan. 

‘‘(14) Health Data Interoperability Management 
Plan. 

‘‘(15) Community Care Vision and Implementation 
Plan, including milestones and a detailed description 
of how complete interoperability with non-Depart-
ment health care providers will be achieved. 
‘‘(b) QUARTERLY UPDATES.—Not later than 30 days 

after the end of each fiscal quarter during the period 
beginning with the fiscal quarter in which this Act is 
enacted and ending on the date on which the Electronic 
Health Record Modernization Program is completed, 
the Secretary shall submit to the appropriate congres-
sional committees the most recent updated versions, if 
any exist, of the following documents: 

‘‘(1) Integrated Master Schedule. 
‘‘(2) Program Management Plan, including any 

written Program Management Review material de-
veloped for the Program Management Plan during 
the fiscal quarter covered by the submission. 

‘‘(3) Each document described in subsection (a)(4). 
‘‘(4) Performance Baseline Report for the fiscal 

quarter covered by the submission or for the fiscal 
quarter ending the fiscal year prior to the submis-
sion. 

‘‘(5) Budget Reconciliation Report. 
‘‘(6) Risk Management Plan and Risk Register. 

‘‘(c) CONTRACTS.—Not later than 5 days after award-
ing a contract, order, or agreement, including any 
modifications thereto, under the Electronic Health 
Record Modernization Program, the Secretary shall 
submit to the appropriate congressional committees a 
copy of the entire such contract, order, agreement, or 
modification. 

‘‘(d) NOTIFICATION.—
‘‘(1) REQUIREMENT.—Not later than 10 days after an 

event described in paragraph (2) occurs, the Secretary 
shall notify the appropriate congressional commit-
tees of such occurrence, including a description of the 
event and an explanation for why such event oc-
curred. 

‘‘(2) EVENT DESCRIBED.—An event described in this 
paragraph is any of the following events regarding 
the Electronic Health Record Modernization Pro-
gram: 

‘‘(A) The delay of any milestone or deliverable by 
30 or more days. 

‘‘(B) A request for equitable adjustment, equi-
table adjustment, [sic] or change order exceeding 
$1,000,000 (as such terms are defined in the Federal 
Acquisition Regulation). 

‘‘(C) The submission of any protest, claim, or dis-
pute, and the resolution of any protest, claim, or 
dispute (as such terms are defined in the Federal 
Acquisition Regulation). 
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‘‘(D) A loss of clinical or other data. 
‘‘(E) A breach of patient privacy, including any—

‘‘(i) disclosure of protected health information 
that is not permitted under regulations promul-
gated under section 264(c) of the Health Insurance 
Portability and Accountability Act of 1996 (Public 
Law 104–191; 42 U.S.C. 1320d–2 note); and 

‘‘(ii) breach of sensitive personal information 
(as defined in section 5727 of title 38, United 
States Code). 

‘‘(e) DEFINITIONS.—In this section: 
‘‘(1) The term ‘appropriate congressional commit-

tees’ means—
‘‘(A) the Committees on Veterans’ Affairs of the 

House of Representatives and the Senate; and 
‘‘(B) the Committees on Appropriations of the 

House of Representatives and the Senate. 
‘‘(2) The term ‘Electronic Health Record Moderniza-

tion Program’ means—
‘‘(A) any activities by the Department of Vet-

erans Affairs to procure or implement an electronic 
health or medical record system to replace any or 
all of the Veterans Information Systems and Tech-
nology Architecture, the Computerized Patient 
Record System, the Joint Legacy Viewer, or the 
Enterprise Health Management Platform; and 

‘‘(B) any contracts or agreements entered into by 
the Secretary of Veterans Affairs to carry out, sup-
port, or analyze the activities under subparagraph 
(A).’’

DISCONTINUATION OF USE OF SOCIAL SECURITY NUM-
BERS TO IDENTIFY INDIVIDUALS IN DEPARTMENT OF 
VETERANS AFFAIRS INFORMATION SYSTEMS 

Pub. L. 116–260, div. J, title II, § 237, Dec. 27, 2020, 134 
Stat. 1681, provided that: 

‘‘(a) Except as provided in subsection (b), the Sec-
retary of Veterans Affairs, in consultation with the 
Secretary of Defense and the Secretary of Labor, shall 
discontinue using Social Security account numbers to 
identify individuals in all information systems of the 
Department of Veterans Affairs as follows: 

‘‘(1) For all veterans submitting to the Secretary of 
Veterans Affairs new claims for benefits under laws 
administered by the Secretary, not later than March 
23, 2023. 

‘‘(2) For all individuals not described in paragraph 
(1), not later than March 23, 2026. 
‘‘(b) The Secretary of Veterans Affairs may use a So-

cial Security account number to identify an individual 
in an information system of the Department of Vet-
erans Affairs if and only if the use of such number is re-
quired to obtain information the Secretary requires 
from an information system that is not under the juris-
diction of the Secretary. 

‘‘(c) The matter in subsections (a) and (b) shall super-
sede section 238 of [div. F of] Public Law 116–94 [see 
below].’’

Similar provisions were contained in the following 
acts: 

Pub. L. 116–94, div. F, title II, § 238, Dec. 20, 2019, 133 
Stat. 2804. 

Pub. L. 115–244, div. C, title II, § 239, Sept. 21, 2018, 132 
Stat. 2972. 

Pub. L. 115–141, div. J, title II, § 240, Mar. 23, 2018, 132 
Stat. 822.

SUBCHAPTER I—RECORDS 

§ 5701. Confidential nature of claims 

(a) All files, records, reports, and other papers 
and documents pertaining to any claim under 
any of the laws administered by the Secretary 
and the names and addresses of present or 
former members of the Armed Forces, and their 
dependents, in the possession of the Department 
shall be confidential and privileged, and no dis-
closure thereof shall be made except as provided 
in this section. 

(b) The Secretary shall make disclosure of 
such files, records, reports, and other papers and 
documents as are described in subsection (a) of 
this section as follows: 

(1) To a claimant or duly authorized agent or 
representative of a claimant as to matters 
concerning the claimant alone when, in the 
judgment of the Secretary, such disclosure 
would not be injurious to the physical or men-
tal health of the claimant and to an inde-
pendent medical expert or experts for an advi-
sory opinion pursuant to section 5109 of this 
title. 

(2) When required by process of a United 
States court to be produced in any suit or pro-
ceeding therein pending. 

(3) When required by any department or 
other agency of the United States Govern-
ment. 

(4) In all proceedings in the nature of an in-
quest into the mental competency of a claim-
ant. 

(5) In any suit or other judicial proceeding 
when in the judgment of the Secretary such 
disclosure is deemed necessary and proper. 

(6) In connection with any proceeding for the 
collection of an amount owed to the United 
States by virtue of a person’s participation in 
any benefit program administered by the Sec-
retary when in the judgment of the Secretary 
such disclosure is deemed necessary and prop-
er.

(c)(1) The amount of any payment made by the 
Secretary to any person receiving benefits under 
a program administered by the Secretary shall 
be made known to any person who applies for 
such information. 

(2) Any appraisal report or certificate of rea-
sonable value submitted to or prepared by the 
Secretary in connection with any loan guaran-
teed, insured, or made under chapter 37 of this 
title shall be made available to any person who 
applies for such report or certificate. 

(3) Subject to the approval of the President, 
the Secretary may publish at any time and in 
any manner any or all information of record 
pertaining to any claim filed with the Secretary 
if the Secretary determines that the public in-
terest warrants or requires such publication. 

(d) The Secretary as a matter of discretion 
may authorize an inspection of Department 
records by duly authorized representatives of 
recognized organizations. 

(e) Except as otherwise specifically provided 
in this section with respect to certain informa-
tion, the Secretary may release information, 
statistics, or reports to individuals or organiza-
tions when in the Secretary’s judgment such re-
lease would serve a useful purpose. 

(f) The Secretary may, pursuant to regula-
tions the Secretary shall prescribe, release the 
name or address, or both, of any present or 
former member of the Armed Forces, or a de-
pendent of a present or former member of the 
Armed Forces, (1) to any nonprofit organization 
if the release is directly connected with the con-
duct of programs and the utilization of benefits 
under this title, or (2) to any criminal or civil 
law enforcement governmental agency or instru-
mentality charged under applicable law with the 
protection of the public health or safety if a 
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qualified representative of such agency or in-
strumentality has made a written request that 
such name or address be provided for a purpose 
authorized by law. Any organization or member 
thereof or other person who, knowing that the 
use of any name or address released by the Sec-
retary pursuant to the preceding sentence is 
limited to the purpose specified in such sen-
tence, willfully uses such name or address for a 
purpose other than those so specified, shall be 
guilty of a misdemeanor and be fined not more 
than $5,000 in the case of a first offense and not 
more than $20,000 in the case of any subsequent 
offense. 

(g)(1) Subject to the provisions of this sub-
section, and under regulations which the Sec-
retary shall prescribe, the Secretary may re-
lease the name or address, or both, of any person 
who is a present or former member of the Armed 
Forces, or who is a dependent of a present or 
former member of the Armed Forces, to a con-
sumer reporting agency if the release of such in-
formation is necessary for a purpose described in 
paragraph (2) of this subsection. 

(2) A release of information under paragraph 
(1) of this subsection concerning a person de-
scribed in such paragraph may be made for the 
purpose of—

(A) locating such a person—
(i) who has been administratively deter-

mined to be indebted to the United States by 
virtue of the person’s participation in a ben-
efits program administered by the Sec-
retary; or 

(ii) if the Secretary has determined under 
such regulations that (I) it is necessary to 
locate such person in order to conduct a 
study pursuant to section 527 of this title or 
a study required by any other provision of 
law, and (II) all reasonable steps have been 
taken to assure that the release of such in-
formation to such reporting agency will not 
have an adverse effect on such person; or

(B) obtaining a consumer report in order to 
assess the ability of a person described in sub-
paragraph (A)(i) of this paragraph to repay the 
indebtedness of such person to the United 
States, but the Secretary may release the 
name or address of such person for the purpose 
stated in this clause only if the Secretary de-
termines under such regulations that such per-
son has failed to respond appropriately to ad-
ministrative efforts to collect such indebted-
ness.

(3) The Secretary may also release to a con-
sumer reporting agency, for the purposes speci-
fied in subparagraph (A) or (B) of paragraph (2) 
of this subsection, such other information as the 
Secretary determines under such regulations is 
reasonably necessary to identify a person de-
scribed in such paragraph, except that the Sec-
retary may not release to a consumer reporting 
agency any information which indicates any in-
debtedness on the part of such person to the 
United States or any information which reflects 
adversely on such person. Before releasing any 
information under this paragraph, the Secretary 
shall, under such regulations, take reasonable 
steps to provide for the protection of the per-
sonal privacy of persons about whom informa-

tion is proposed to be released under this para-
graph. 

(4)(A) If the Secretary determines, under regu-
lations which the Secretary shall prescribe, that 
a person described in paragraph (1) of this sub-
section has failed to respond appropriately to 
reasonable administrative efforts to collect an 
indebtedness of such person described in para-
graph (2)(A)(i) of this subsection, the Secretary 
may release information concerning the indebt-
edness, including the name and address of such 
person, to a consumer reporting agency for the 
purpose of making such information available 
for inclusion in consumer reports regarding such 
person and, if necessary, for the purpose of lo-
cating such person, if—

(i) the Secretary has (I) made reasonable ef-
forts to notify such person of such person’s 
right to dispute through prescribed adminis-
trative processes the existence or amount of 
such indebtedness and of such person’s right to 
request a waiver of such indebtedness under 
section 5302 of this title, (II) afforded such per-
son a reasonable opportunity to exercise such 
rights, and (III) made a determination with re-
spect to any such dispute or request; and 

(ii) thirty calendar days have elapsed after 
the day on which the Secretary has made a de-
termination that reasonable efforts have been 
made to notify such person (I) that the Sec-
retary intends to release such information for 
such purpose or purposes, and (II) that, upon 
the request of such person, the Secretary shall 
inform such person of whether such informa-
tion has been so released and of the name and 
address of each consumer reporting agency to 
which such information was released by the 
Secretary and of the specific information so 
released.

(B) After release of any information under 
subparagraph (A) of this paragraph concerning 
the indebtedness of any person, the Secretary 
shall promptly notify—

(i) each consumer reporting agency to which 
such information has been released by the Sec-
retary; and 

(ii) each consumer reporting agency de-
scribed in subsection (i)(3)(B)(i) of this section 
to which such information has been trans-
mitted by the Secretary through a consumer 
reporting agency described in subsection 
(i)(3)(B)(ii)(I) of this section,

of any substantial change in the status or 
amount of such indebtedness and, upon the re-
quest of any such consumer reporting agency for 
verification of any or all information so re-
leased, promptly verify or correct, as appro-
priate, such information. The Secretary shall 
also, after the release of such information, in-
form such person, upon the request of such per-
son, of the name and address of each consumer 
reporting agency described in clause (i) or (ii) of 
this subparagraph to which such information 
was released or transmitted by the Secretary 
and of the specific information so released or 
transmitted. 

(h)(1) Under regulations which the Secretary 
shall prescribe, the Secretary may release the 
name or address, or both, of any person who is 
a present or former member of the Armed 



Page 993 TITLE 38—VETERANS’ BENEFITS § 5701

Forces, or who is a dependent of a present or 
former member of the Armed Forces (and other 
information relating to the identity of such per-
son), to any person in a category of persons de-
scribed in such regulations and specified in such 
regulations as a category of persons to whom 
such information may be released, if the release 
of such information is necessary for a purpose 
described in paragraph (2) of this subsection. 

(2) A release of information under paragraph 
(1) of this subsection may be made for the pur-
pose of—

(A) determining the creditworthiness, credit 
capacity, income, or financial resources of a 
person who has (i) applied for any benefit 
under chapter 37 of this title, or (ii) submitted 
an offer to the Secretary for the purchase of 
property acquired by the Secretary under sec-
tion 3720(a)(5) of this title; 

(B) verifying, either before or after the Sec-
retary has approved a person’s application for 
assistance in the form of a loan guaranty or 
loan insurance under chapter 37 of this title, 
information submitted by a lender to the Sec-
retary regarding the creditworthiness, credit 
capacity, income, or financial resources of 
such person; 

(C) offering for sale or other disposition by 
the Secretary, pursuant to section 3720 of this 
title, any loan or installment sale contract 
owned or held by the Secretary; or 

(D) providing assistance to any applicant for 
benefits under chapter 37 of this title or ad-
ministering such benefits if the Secretary 
promptly records the fact of such release in 
appropriate records pertaining to the person 
concerning whom such release was made.

(i)(1) No contract entered into for any of the 
purposes of subsection (g) or (h) of this section, 
and no action taken pursuant to any such con-
tract or either such subsection, shall result in 
the application of section 552a of title 5 to any 
consumer reporting agency or any employee of a 
consumer reporting agency. 

(2) The Secretary shall take reasonable steps 
to provide for the protection of the personal pri-
vacy of persons about whom information is dis-
closed under subsection (g) or (h) of this section. 

(3) For the purposes of this subsection and of 
subsection (g) of this section—

(A) The term ‘‘consumer report’’ has the 
meaning provided such term in subsection (d) 
of section 603 of the Fair Credit Reporting Act 
(15 U.S.C. 1681a(d)). 

(B) The term ‘‘consumer reporting agency’’ 
means—

(i) a consumer reporting agency as such 
term is defined in subsection (f) of section 
603 of the Fair Credit Reporting Act (15 
U.S.C. 1681a(f)), or 

(ii) any person who, for monetary fees, 
dues, or on a cooperative nonprofit basis, 
regularly engages in whole or in part in the 
practice of (I) obtaining credit or other in-
formation on consumers for the purpose of 
furnishing such information to consumer re-
porting agencies (as defined in clause (i) of 
this paragraph), or (II) serving as a mar-
keting agent under arrangements enabling 
third parties to obtain such information 
from such reporting agencies.

(j) Except as provided in subsection (i)(1) of 
this section, any disclosure made pursuant to 
this section shall be made in accordance with 
the provisions of section 552a of title 5. 

(k)(1)(A) Under regulations that the Secretary 
shall prescribe, the Secretary may disclose the 
name and address of any individual described in 
subparagraph (C) to an entity described in sub-
paragraph (B) in order to facilitate the deter-
mination by such entity whether the individual 
is, or after death will be, a suitable organ, tis-
sue, or eye donor if—

(i) the individual is near death (as deter-
mined by the Secretary) or is deceased; and 

(ii) the disclosure is permitted under regula-
tions promulgated pursuant to section 264 of 
the Health Insurance Portability and Account-
ability Act of 1996 (42 U.S.C. 1320d–2 note).

(B) An entity described in this subparagraph 
is—

(i) an organ procurement organization, in-
cluding eye and tissue banks; or 

(ii) an entity that the Secretary has deter-
mined—

(I) is substantially similar in function, 
professionalism, and reliability to an organ 
procurement organization; and 

(II) should be treated for purposes of this 
subsection in the same manner as an organ 
procurement organization.

(C) An individual described in this subpara-
graph is—

(i) a veteran; or 
(ii) a dependent of veteran.

(2) In this subsection, the term ‘‘organ pro-
curement organization’’ has the meaning given 
the term ‘‘qualified organ procurement organi-
zation’’ in section 371(b) of the Public Health 
Service Act (42 U.S.C. 273(b)). 

(l)(1) Under regulations the Secretary shall 
prescribe, the Secretary shall disclose informa-
tion about a covered individual to a State con-
trolled substance monitoring program, including 
a program approved by the Secretary of Health 
and Human Services under section 399O of the 
Public Health Service Act (42 U.S.C. 280g–3), to 
the extent necessary to prevent misuse and di-
version of prescription medicines. 

(2) In this subsection, a ‘‘covered individual’’ 
is an individual who is dispensed medication 
prescribed by an employee of the Department or 
by a non-Department provider authorized to pre-
scribe such medication by the Department. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1236, § 3301; 
Pub. L. 87–671, § 2, Sept. 19, 1962, 76 Stat. 557; 
Pub. L. 91–24, § 11, June 11, 1969, 83 Stat. 34; Pub. 
L. 92–540, title IV, § 412, Oct. 24, 1972, 86 Stat. 
1093; Pub. L. 94–321, § 1(a), June 29, 1976, 90 Stat. 
713; Pub. L. 94–581, title II, § 210(b), Oct. 21, 1976, 
90 Stat. 2863; Pub. L. 96–466, title VI, § 606, Oct. 
17, 1980, 94 Stat. 2212; Pub. L. 101–94, title III, 
§ 302(a), Aug. 16, 1989, 103 Stat. 628; renumbered 
§ 5701 and amended Pub. L. 102–40, title IV, 
§ 402(b)(1), (d)(1), May 7, 1991, 105 Stat. 238, 239; 
Pub. L. 102–83, §§ 2(c)(6), 4(a)(1), (2)(A)(xi), (3), (4), 
(b)(1), (2)(E), 5(c)(1), Aug. 6, 1991, 105 Stat. 
402–406; Pub. L. 107–14, § 8(a)(13), June 5, 2001, 115 
Stat. 35; Pub. L. 109–461, title II, § 204(a), Dec. 22, 
2006, 120 Stat. 3411; Pub. L. 112–74, div. H, title II, 
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§ 230(a), Dec. 23, 2011, 125 Stat. 1159; Pub. L. 
114–198, title IX, § 914, July 22, 2016, 130 Stat. 765; 
Pub. L. 114–223, div. A, title II, § 246, Sept. 29, 
2016, 130 Stat. 884; Pub. L. 115–55, § 2(u)(2), Aug. 
23, 2017, 131 Stat. 1113; Pub. L. 115–86, § 2, Nov. 21, 
2017, 131 Stat. 1276.)

Editorial Notes 

REFERENCES IN TEXT 

Section 264 of the Health Insurance Portability and 
Accountability Act of 1996, referred to in subsec. 
(k)(1)(A)(ii), is section 264 of title II of Pub. L. 104–191, 
Aug. 21, 1996, 110 Stat. 2033, which is set out as a note 
under section 1320d–2 of Title 42, The Public Health and 
Welfare. 

AMENDMENTS 

2017—Subsec. (b)(1). Pub. L. 115–55 struck out ‘‘or 
7109’’ after ‘‘section 5109’’. 

Subsec. (l). Pub. L. 115–86 designated existing provi-
sions as par. (1), substituted ‘‘about a covered indi-
vidual’’ for ‘‘about a veteran or the dependent of a vet-
eran’’, and added par. (2). 

2016—Subsec. (l). Pub. L. 114–198 and Pub. L. 114–223 
amended subsec. (l) identically, substituting ‘‘shall dis-
close’’ for ‘‘may disclose’’. 

2011—Subsec. (l). Pub. L. 112–74 added subsec. (l). 
2006—Subsec. (k). Pub. L. 109–461 added subsec. (k). 
2001—Subsec. (g)(2)(B). Pub. L. 107–14 substituted 

‘‘subparagraph (A)(i)’’ for ‘‘clause (A)(i)’’. 
Subsec. (g)(3). Pub. L. 107–14 substituted ‘‘subpara-

graph (A) or (B)’’ for ‘‘clause (A) or (B)’’. 
1991—Pub. L. 102–40, § 402(b)(1), renumbered section 

3301 of this title as this section. 
Subsec. (a). Pub. L. 102–83, § 4(a)(3), (4), substituted 

‘‘Department’’ for ‘‘Veterans’ Administration’’. 
Pub. L. 102–83, § 4(a)(1), substituted ‘‘administered by 

the Secretary’’ for ‘‘administered by the Veterans’ Ad-
ministration’’. 

Subsec. (b). Pub. L. 102–83, § 4(b)(1), (2)(E), substituted 
‘‘Secretary’’ for ‘‘Administrator’’ in introductory pro-
visions and in pars. (1), (5), and (6). 

Pub. L. 102–83, § 4(a)(1), substituted ‘‘administered by 
the Secretary’’ for ‘‘administered by the Veterans’ Ad-
ministration’’ in par. (6). 

Pub. L. 102–40, § 402(d)(1), substituted ‘‘5109’’ and 
‘‘7109’’ for ‘‘3009’’ and ‘‘4009’’, respectively, in par. (1). 

Subsec. (c)(1). Pub. L. 102–83, § 4(a)(2)(A)(xi), sub-
stituted ‘‘Secretary’’ for first reference to ‘‘Veterans’ 
Administration’’. 

Pub. L. 102–83, § 4(a)(1), substituted ‘‘administered by 
the Secretary’’ for ‘‘administered by the Veterans’ Ad-
ministration’’. 

Subsec. (c)(2). Pub. L. 102–83, § 4(a)(2)(A)(xi), sub-
stituted ‘‘Secretary’’ for ‘‘Veterans’ Administration’’. 

Subsec. (c)(3). Pub. L. 102–83, § 4(b)(1), (2)(E), sub-
stituted ‘‘Secretary’’ for ‘‘Administrator’’ in two 
places. 

Pub. L. 102–83, § 4(a)(2)(A)(xi), substituted ‘‘Sec-
retary’’ for ‘‘Veterans’ Administration’’ after ‘‘with 
the’’. 

Subsec. (d). Pub. L. 102–83, § 4(b)(1), (2)(E), substituted 
‘‘Secretary’’ for ‘‘Administrator’’. 

Pub. L. 102–83, § 4(a)(3), (4), substituted ‘‘Department’’ 
for ‘‘Veterans’ Administration’’. 

Subsec. (e). Pub. L. 102–83, § 4(b)(1), (2)(E), substituted 
‘‘Secretary’’ for ‘‘Administrator’’ and ‘‘Secretary’s’’ for 
‘‘Administrator’s’’. 

Subsec. (f). Pub. L. 102–83, § 4(b)(1), (2)(E), substituted 
‘‘Secretary’’ for ‘‘Administrator’’ wherever appearing. 

Subsec. (g)(1). Pub. L. 102–83, § 4(b)(1), (2)(E), sub-
stituted ‘‘Secretary’’ for ‘‘Administrator’’ in two 
places. 

Subsec. (g)(2)(A)(i). Pub. L. 102–83, § 4(a)(1), sub-
stituted ‘‘administered by the Secretary’’ for ‘‘adminis-
tered by the Veterans’ Administration’’. 

Subsec. (g)(2)(A)(ii). Pub. L. 102–83, § 4(b)(1), (2)(E), 
substituted ‘‘Secretary’’ for ‘‘Administrator’’. 

Pub. L. 102–83, § 2(c)(6), substituted ‘‘section 527’’ for 
‘‘section 219’’. 

Subsec. (g)(2)(B), (3), (4). Pub. L. 102–83, § 4(b)(1), 
(2)(E), substituted ‘‘Secretary’’ for ‘‘Administrator’’ 
wherever appearing. 

Subsec. (g)(4)(A)(i). Pub. L. 102–40, § 402(d)(1), sub-
stituted ‘‘5302’’ for ‘‘3102’’. 

Subsec. (h). Pub. L. 102–83, § 5(c)(1), substituted 
‘‘3720(a)(5)’’ for ‘‘1820(a)(5)’’ in par. (2)(A) and ‘‘3720’’ for 
‘‘1820’’ in par. (2)(C). 

Pub. L. 102–83, § 4(b)(1), (2)(E), substituted ‘‘Sec-
retary’’ for ‘‘Administrator’’ wherever appearing. 

Subsec. (i)(2). Pub. L. 102–83, § 4(b)(1), (2)(E), sub-
stituted ‘‘Secretary’’ for ‘‘Administrator’’. 

1989—Subsec. (b)(1). Pub. L. 101–94 substituted ‘‘sec-
tion 3009 or 4009’’ for ‘‘section 4009’’. 

1980—Subsec. (a). Pub. L. 96–466, § 606(a), substituted 
‘‘members of the Armed Forces’’ for ‘‘personnel of the 
armed services’’. 

Subsec. (b)(6). Pub. L. 96–466, § 606(b), added par. (6). 
Subsec. (c). Pub. L. 96–466, § 606(c), designated existing 

provisions as pars. (1) and (3) with minor changes in 
language, and in par. (1) as so designated, substituted 
reference to the amount of any payment made by the 
Veterans’ Administration to any person receiving bene-
fits under a program administered by the Veterans’ Ad-
ministration for reference to the amount of pension, 
compensation, or dependency and indemnity compensa-
tion of any beneficiary, and added par. (2). 

Subsec. (f). Pub. L. 96–466, § 606(d), substituted ‘‘name 
or address, or both, of any present or former member of 
the Armed Forces, or a dependent of a present or 
former member of the Armed Forces’’ for ‘‘names or ad-
dresses, or both, of any present or former members of 
the Armed Forces, and/or their dependents’’ and ‘‘writ-
ten request that such name or address’’ for ‘‘written re-
quest that such names or addresses’’. 

Subsecs. (g) to (i). Pub. L. 96–466, § 606(e), added sub-
secs. (g) to (i). Former subsec. (g) redesignated (j). 

Subsec. (j). Pub. L. 96–466, § 606(e), (f), redesignated 
former subsec. (g) as (j) and substituted ‘‘Except as pro-
vided in subsection (i)(1) of this section, any’’ for 
‘‘Any’’. 

1976—Subsec. (a). Pub. L. 94–321, § 1(a)(1), (2), des-
ignated introductory par. as subsec. (a) and as so des-
ignated, substituted ‘‘provided in this section.’’ for 
‘‘follows:’’. 

Subsec. (b). Pub. L. 94–321, § 1(a)(2), added subsec. (b). 
Pars. (1) to (5), formerly set out following introductory 
par., became part of such subsec. (b). 

Subsec. (b)(1). Pub. L. 94–581, § 210(b)(1), substituted 
‘‘claimant or duly authorized agent or representative of 
a claimant as to matters concerning the claimant 
alone’’ for ‘‘claimant or his duly authorized agent or 
representative as to matters concerning himself 
alone’’. 

Subsec. (c). Pub. L. 94–321, § 1(a)(3), redesignated par. 
(6) as subsec. (c). 

Subsec. (d). Pub. L. 94–581, § 210(b)(2), substituted ‘‘as 
a matter of discretion’’ for ‘‘in his discretion’’. 

Pub. L. 94–321, § 1(a)(3), redesignated par. (7) as subsec. 
(d). 

Subsec. (e). Pub. L. 94–581, § 210(b)(3), substituted ‘‘in 
the Administrator’s judgment’’ for ‘‘in his judgment’’. 

Pub. L. 94–321, § 1(a)(3), (4), redesignated par. (8) as 
subsec. (e) and substituted ‘‘Except as otherwise spe-
cifically provided in this section with respect to cer-
tain information, the’’ for ‘‘The’’. 

Subsec. (f). Pub. L. 94–321, § 1(a)(3), (5), redesignated 
par. (9) as subsec. (f) and inserted provision relating to 
the release of information pursuant to this subsection 
to criminal or civil law enforcement governmental 
agencies and increased the penalty for misuse of such 
information to the status of a misdemeanor, with a fine 
of not more than $5,000 for the first offense and not 
more than $20,000 for any subsequent offense. 

Subsec. (g). Pub. L. 94–321, § 1(a)(5), added subsec. (g). 
1972—Pub. L. 92–540 in introductory provision inserted 

reference to the names and addresses of present or 
former personnel of the armed forces, and their depend-
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ents, in the possession of the Veterans’ Administration, 
and added par. (9). 

1969—Par. (1). Pub. L. 91–24 substituted ‘‘the claimant 
and to an independent’’ for ‘‘the claimant. And to an 
independent’’. 

1962—Par. (1). Pub. L. 87–671 inserted provisions au-
thorizing disclosure to an independent medical expert 
or experts for an advisory opinion pursuant to section 
4009 of this title.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE OF 2017 AMENDMENT 

Amendment by Pub. L. 115–55 applicable to all claims 
for which the Secretary of Veterans Affairs provides 
notice of a decision under section 5104 of this title on 
or after the later of 540 days after Aug. 23, 2017, or 30 
days after the date on which the Secretary submits to 
Congress a certification of certain capabilities of the 
Department of Veterans Affairs to carry out the new 
appeals system established by Pub. L. 115–55 and to ad-
dress appeals of decisions on legacy claims, with provi-
sion for early applicability of the new appeals system 
to certain claims, see section 2(x) of Pub. L. 115–55, set 
out as a note under section 101 of this title, and brack-
eted note thereunder. 

EFFECTIVE DATE OF 1989 AMENDMENT 

Pub. L. 101–94, title III, § 302(c), Aug. 16, 1989, 103 Stat. 
628, provided that: ‘‘The amendments made by sub-
sections (a) and (b) [amending this section and section 
4092 [now 7292] of this title] shall take effect as if in-
cluded in the Veterans’ Judicial Review Act [div. A of 
Pub. L. 100–687].’’

EFFECTIVE DATE OF 1980 AMENDMENT 

Amendment by Pub. L. 96–466 effective Oct. 1, 1980, 
except as otherwise specifically provided, see section 
802(f) of Pub. L. 96–466, set out as an Effective Date note 
under section 5314 of this title. 

EFFECTIVE DATE OF 1976 AMENDMENTS 

Amendment by Pub. L. 94–581 effective Oct. 21, 1976, 
see section 211 of Pub. L. 94–581, set out as a note under 
section 111 of this title. 

Pub. L. 94–321, § 1(b), June 29, 1976, 90 Stat. 714, pro-
vided that: ‘‘The amendments made by subsection (a) of 
this section with respect to subsection (f) (as redesig-
nated by subsection (a)(3) of this section) of section 3301 
[now 5701] of title 38, United States Code (except for the 
increase in criminal penalties for a violation of the sec-
ond sentence of such subsection (f)), shall be effective 
with respect to names or addresses released on and 
after October 24, 1972.’’

EFFECTIVE DATE OF 1962 AMENDMENT 

Pub. L. 87–671, § 4, Sept. 19, 1962, 76 Stat. 557, provided 
that: ‘‘The amendments made by this Act [enacting 
section 4009 [now 7109] of this title and amending this 
section] shall be effective January 1, 1963.’’

REGULATIONS 

Pub. L. 109–461, title II, § 204(c), Dec. 22, 2006, 120 Stat. 
3411, provided that: ‘‘The Secretary of Veterans Affairs 
shall prescribe regulations under subsection (k) of sec-
tion 5701 of title 38, United States Code, as added by 
subsection (a), not later than 180 days after the date of 
the enactment of this Act [Dec. 22, 2006].’’

§ 5702. Furnishing of records 

(a) Any person desiring a copy of any record, 
paper, and so forth, in the custody of the Sec-
retary that may be disclosed under section 5701 
of this title must submit to the Secretary an ap-
plication in writing for such copy. The applica-
tion shall state specifically—

(1) the particular record, paper, and so forth, 
a copy of which is desired and whether cer-
tified or uncertified; and 

(2) the purpose for which such copy is desired 
to be used.

(b) The Secretary may establish a schedule of 
fees for copies and certification of such records. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1236, § 3302; 
renumbered § 5702 and amended Pub. L. 102–40, 
title IV, § 402(b)(1), (d)(1), May 7, 1991, 105 Stat. 
238, 239; Pub. L. 102–83, § 4(a)(2)(A)(xii), (b)(1), 
(2)(E), Aug. 6, 1991, 105 Stat. 403–405; Pub. L. 
103–446, title XII, § 1201(e)(16), Nov. 2, 1994, 108 
Stat. 4686.)

Editorial Notes 

AMENDMENTS 

1994—Pub. L. 103–446, § 1201(e)(16)(A), (B), inserted 
‘‘(a)’’ before ‘‘Any person desiring’’ and substituted 
‘‘custody of the Secretary that may be disclosed under 
section 5701 of this title must submit to the Secretary 
an application in writing for such copy. The application 
shall state’’ for ‘‘custody of the Secretary, which may 
be disclosed under section 5701 of this title, must make 
written application therefor to the Secretary, stating’’. 

Subsec. (b). Pub. L. 103–446, § 1201(e)(16)(C), which di-
rected amendment of subsec. (c) by substituting ‘‘may 
establish’’ for ‘‘is authorized to fix’’, was executed to 
subsec. (b) to reflect the probable intent of Congress, 
because the language sought to be amended appears in 
subsec. (b) and this section does not contain a subsec. 
(c). 

1991—Pub. L. 102–40, § 402(b)(1), renumbered section 
3302 of this title as this section. 

Pub. L. 102–83, § 4(a)(2)(A)(xii), which directed amend-
ment of subsec. (a) of this section by substituting ‘‘Sec-
retary’’ for ‘‘Veterans’ Administration’’ in two places, 
was executed to the undesignated first par., to reflect 
the probable intent of Congress. 

Pub. L. 102–40, § 402(d)(1), substituted ‘‘5701’’ for ‘‘3301’’ 
in undesignated first par. 

Subsec. (b). Pub. L. 102–83, § 4(b)(1), (2)(E), substituted 
‘‘Secretary’’ for ‘‘Administrator’’. 

§ 5703. Certification of records of District of Co-
lumbia 

When a copy of any public record of the Dis-
trict of Columbia is required by the Secretary to 
be used in determining the eligibility of any per-
son for benefits under laws administered by the 
Secretary, the official custodian of such public 
record shall without charge provide the appli-
cant for such benefits or any person (including 
any veterans’ organization) acting on the vet-
eran’s behalf or the authorized representative of 
the Secretary with a certified copy of such 
record. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1237, § 3303; 
Pub. L. 99–576, title VII, § 701(78), Oct. 28, 1986, 100 
Stat. 3298; renumbered § 5703, Pub. L. 102–40, title 
IV, § 402(b)(1), May 7, 1991, 105 Stat. 238; Pub. L. 
102–83, § 4(a)(1), (2)(A)(xiii), Aug. 6, 1991, 105 Stat. 
403.)

Editorial Notes 

AMENDMENTS 

1991—Pub. L. 102–40 renumbered section 3303 of this 
title as this section. 

Pub. L. 102–83 substituted ‘‘Secretary’’ for ‘‘Veterans’ 
Administration’’ in two places and ‘‘administered by 
the Secretary’’ for ‘‘administered by the Veterans’ Ad-
ministration’’. 

1986—Pub. L. 99–576 substituted ‘‘the veteran’s’’ for 
‘‘his’’. 
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1 See References in Text note below. 

§ 5704. Transcript of trial records 

The Secretary may purchase transcripts of the 
record, including all evidence, of trial of liti-
gated cases. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1237, § 3304; 
renumbered § 5704, Pub. L. 102–40, title IV, 
§ 402(b)(1), May 7, 1991, 105 Stat. 238; Pub. L. 
102–83, § 4(b)(1), (2)(E), Aug. 6, 1991, 105 Stat. 404, 
405.)

Editorial Notes 

AMENDMENTS 

1991—Pub. L. 102–40 renumbered section 3304 of this 
title as this section. 

Pub. L. 102–83 substituted ‘‘Secretary’’ for ‘‘Adminis-
trator’’. 

§ 5705. Confidentiality of medical quality-assur-
ance records 

(a) Records and documents created by the De-
partment as part of a medical quality-assurance 
program (other than reports submitted pursuant 
to section 7311(g) 1 of this title) are confidential 
and privileged and may not be disclosed to any 
person or entity except as provided in sub-
section (b) of this section. 

(b)(1) Subject to paragraph (2) of this sub-
section, a record or document described in sub-
section (a) of this section shall, upon request, be 
disclosed as follows: 

(A) To a Federal agency or private organiza-
tion, if such record or document is needed by 
such agency or organization to perform licens-
ing or accreditation functions related to De-
partment health-care facilities or to perform 
monitoring, required by statute, of Depart-
ment health-care facilities. 

(B) To a Federal executive agency or pro-
vider of health-care services, if such record or 
document is required by such agency or pro-
vider for participation by the Department in a 
health-care program with such agency or pro-
vider. 

(C) To a criminal or civil law enforcement 
governmental agency or instrumentality 
charged under applicable law with the protec-
tion of the public health or safety, if a quali-
fied representative of such agency or instru-
mentality makes a written request that such 
record or document be provided for a purpose 
authorized by law. 

(D) To health-care personnel, to the extent 
necessary to meet a medical emergency affect-
ing the health or safety of any individual.

(2) The name of and other identifying informa-
tion regarding any individual patient or em-
ployee of the Department, or any other indi-
vidual associated with the Department for pur-
poses of a medical quality-assurance program, 
contained in a record or document described in 
subsection (a) of this section shall be deleted 
from any record or document before any disclo-
sure made under this subsection if disclosure of 
such name and identifying information would 
constitute a clearly unwarranted invasion of 
personal privacy. 

(3) No person or entity to whom a record or 
document has been disclosed under this sub-

section shall make further disclosure of such 
record or document except for a purpose pro-
vided in this subsection. 

(4) Nothing in this section shall be construed 
as authority to withhold any record or docu-
ment from a committee of either House of Con-
gress or any joint committee of Congress, if 
such record or document pertains to any matter 
within the jurisdiction of such committee or 
joint committee. 

(5) Nothing in this section shall be construed 
as limiting the use of records and documents de-
scribed in subsection (a) of this section within 
the Department (including contractors and con-
sultants of the Department). 

(6) Nothing in this section shall be construed 
as authorizing or requiring withholding from 
any person or entity the disclosure of statistical 
information regarding Department health-care 
programs (including such information as aggre-
gate morbidity and mortality rates associated 
with specific activities at individual Depart-
ment health-care facilities) that does not im-
plicitly or explicitly identify individual patients 
or employees of the Department, or individuals 
who participated in the conduct of a medical 
quality-assurance review. 

(c) For the purpose of this section, the term 
‘‘medical quality-assurance program’’ means—

(1) with respect to any activity carried out 
before October 7, 1980, a Department system-
atic health-care review activity carried out by 
or for the Department for the purpose of im-
proving the quality of medical care or improv-
ing the utilization of health-care resources in 
Department health-care facilities; and 

(2) with respect to any activity carried out 
on or after October 7, 1980, a Department sys-
tematic health-care review activity designated 
by the Secretary to be carried out by or for 
the Department for either such purpose.

(d)(1) The Secretary shall prescribe regula-
tions to carry out this section. In prescribing 
such regulations, the Secretary shall specify 
those activities carried out before October 7, 
1980, which the Secretary determines meet the 
definition of medical quality-assurance program 
in subsection (c)(1) of this section and those ac-
tivities which the Secretary has designated 
under subsection (c)(2) of this section. The Sec-
retary shall, to the extent appropriate, incor-
porate into such regulations the provisions of 
the administrative guidelines and procedures 
governing such programs in existence on Octo-
ber 7, 1980. 

(2) An activity may not be considered as hav-
ing been designated as a medical quality-assur-
ance program for the purposes of subsection 
(c)(2) of this section unless the designation has 
been specified in such regulations. 

(e) Any person who, knowing that a document 
or record is a document or record described in 
subsection (a) of this section, willfully discloses 
such record or document except as provided for 
in subsection (b) of this section shall be fined 
not more than $5,000 in the case of a first offense 
and not more than $20,000 in the case of a subse-
quent offense. 

(Added Pub. L. 96–385, title V, § 505(a), Oct. 7, 
1980, 94 Stat. 1535, § 3305; amended Pub. L. 99–166, 
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title II, § 201, Dec. 3, 1985, 99 Stat. 949; renum-
bered § 5705 and amended Pub. L. 102–40, title IV, 
§§ 402(b)(1), 403(b)(2), May 7, 1991, 105 Stat. 238, 
239; Pub. L. 102–54, § 14(d)(4), June 13, 1991, 105 
Stat. 285; Pub. L. 102–83, § 4(a)(2)(F), (3), (4), 
(b)(1), (2)(E), Aug. 6, 1991, 105 Stat. 404, 405.)

Editorial Notes 

REFERENCES IN TEXT 

Section 7311(g) of this title, referred to in subsec. (a), 
was repealed by Pub. L. 103–446, title XII, § 1201(g)(5), 
Nov. 2, 1994, 108 Stat. 4687. 

AMENDMENTS 

1991—Pub. L. 102–40, § 402(b)(1), renumbered section 
3305 of this title as this section. 

Subsec. (a). Pub. L. 102–83, § 4(a)(3), (4), substituted 
‘‘Department’’ for ‘‘Veterans’ Administration’’. 

Pub. L. 102–40, § 403(b)(2), substituted ‘‘section 7311(g)’’ 
for ‘‘section 4152(b)’’. 

Subsec. (b)(1)(A), (B). Pub. L. 102–83, § 4(a)(3), (4), sub-
stituted ‘‘Department’’ for ‘‘Veterans’ Administration’’ 
wherever appearing. 

Subsec. (b)(2). Pub. L. 102–83, § 4(a)(3), (4), substituted 
‘‘Department’’ for ‘‘Veterans’ Administration’’. 

Pub. L. 102–83, § 4(a)(2)(F)(i), substituted ‘‘patient or 
employee of the Department’’ for ‘‘Veterans’ Adminis-
tration patient or employee’’. 

Subsec. (b)(5). Pub. L. 102–83, § 4(a)(3), (4), substituted 
‘‘Department’’ for ‘‘Veterans’ Administration’’ in two 
places. 

Subsec. (b)(6). Pub. L. 102–83, § 4(a)(3), (4), substituted 
‘‘Department’’ for ‘‘Veterans’ Administration’’ in two 
places. 

Pub. L. 102–83, § 4(a)(2)(F)(ii), substituted ‘‘patients or 
employees of the Department,’’ for ‘‘Veterans’ Admin-
istration patients or employees’’. 

Subsec. (c)(1). Pub. L. 102–83, § 4(a)(3), (4), substituted 
‘‘Department’’ for ‘‘Veterans’ Administration’’ wher-
ever appearing. 

Pub. L. 102–54, § 14(d)(4)(A), amended subsec. (c)(1) as 
in effect immediately before the enactment of Pub. L. 
102–40 by substituting ‘‘October 7, 1980’’ for ‘‘the date of 
the enactment of this section’’. 

Subsec. (c)(2). Pub. L. 102–83, § 4(b)(1), (2)(E), sub-
stituted ‘‘Secretary’’ for ‘‘Administrator’’. 

Pub. L. 102–83, § 4(a)(3), (4), substituted ‘‘Department’’ 
for ‘‘Veterans’ Administration’’ in two places. 

Pub. L. 102–54, § 14(d)(4)(A), amended subsec. (c)(2) as 
in effect immediately before the enactment of Pub. L. 
102–40 by substituting ‘‘October 7, 1980’’ for ‘‘the date of 
the enactment of this section’’. 

Subsec. (d)(1). Pub. L. 102–83, § 4(b)(1), (2)(E), sub-
stituted ‘‘Secretary’’ for ‘‘Administrator’’ wherever ap-
pearing. 

Pub. L. 102–54, § 14(d)(4)(B)(i)–(iii), amended subsec. 
(d)(1) as in effect immediately before the enactment of 
Pub. L. 102–40 by substituting ‘‘The’’ for ‘‘Not later 
than 180 days after the date of the enactment of this 
section, the’’ in first sentence, substituting ‘‘October 7, 
1980,’’ for ‘‘such enactment date’’ in second sentence, 
and striking out ‘‘existing’’ after ‘‘provisions of the’’ 
and inserting ‘‘in existence on October 7, 1980’’ after 
‘‘such programs’’ in last sentence. 

Subsec. (d)(2). Pub. L. 102–54, § 14(d)(4)(B)(iv), amended 
subsec. (d)(2) as in effect immediately before the enact-
ment of Pub. L. 102–40 by substituting ‘‘An activity 
may not be considered’’ for ‘‘After the date on which 
such regulations are first prescribed, no activity shall 
be considered’’. 

1985—Subsec. (a). Pub. L. 99–166, § 201(1), inserted 
‘‘(other than reports submitted pursuant to section 
4152(b) of this title)’’ after ‘‘program’’. 

Subsec. (b)(6). Pub. L. 99–166, § 201(2), added par. (6).

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective Oct. 7, 1980, see section 601(d) of 
Pub. L. 96–385, set out as an Effective Date of 1980 
Amendment note under section 1114 of this title. 

§ 5706. Veterans identification card 

(a) IN GENERAL.—The Secretary of Veterans 
Affairs shall issue an identification card de-
scribed in subsection (b) to each veteran who—

(1) requests such card; 
(2) presents a copy of Department of Defense 

form DD–214 or other official document from 
the official military personnel file of the vet-
eran that describes the service of the veteran; 
and 

(3) pays the fee under subsection (c)(1).

(b) IDENTIFICATION CARD.—An identification 
card described in this subsection is a card issued 
to a veteran that—

(1) displays a photograph of the veteran; 
(2) displays the name of the veteran; 
(3) explains that such card is not proof of 

any benefits to which the veteran is entitled 
to; 

(4) contains an identification number that is 
not a social security number; and 

(5) serves as proof that such veteran—
(A) served in the Armed Forces; and 
(B) has a Department of Defense form 

DD–214 or other official document in the of-
ficial military personnel file of the veteran 
that describes the service of the veteran.

(c) COSTS OF CARD.—(1) The Secretary shall 
charge a fee to each veteran who receives an 
identification card issued under this section, in-
cluding a replacement identification card. 

(2)(A) The fee charged under paragraph (1) 
shall equal such amount as the Secretary deter-
mines is necessary to issue an identification 
card under this section. 

(B) In determining the amount of the fee 
under subparagraph (A), the Secretary shall en-
sure that the total amount of fees collected 
under paragraph (1) equals an amount necessary 
to carry out this section, including costs related 
to any additional equipment or personnel re-
quired to carry out this section. 

(C) The Secretary shall review and reassess 
the determination under subparagraph (A) dur-
ing each five-year period in which the Secretary 
issues an identification card under this section. 

(3) Amounts collected under this subsection 
shall be deposited in an account of the Depart-
ment available to carry out this section. 
Amounts so deposited shall be—

(A) merged with amounts in such account; 
(B) available in such amounts as may be pro-

vided in appropriation Acts; and 
(C) subject to the same conditions and limi-

tations as amounts otherwise in such account.

(d) EFFECT OF CARD ON BENEFITS.—(1) An iden-
tification card issued under this section shall 
not serve as proof of any benefits that the vet-
eran may be entitled to under this title. 

(2) A veteran who is issued an identification 
card under this section shall not be entitled to 
any benefits under this title by reason of pos-
sessing such card. 
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(e) ADMINISTRATIVE MEASURES.—(1) The Sec-
retary shall ensure that any information col-
lected or used with respect to an identification 
card issued under this section is appropriately 
secured. 

(2) The Secretary may determine any appro-
priate procedures with respect to issuing a re-
placement identification card. 

(3) In carrying out this section, the Secretary 
shall coordinate with the National Personnel 
Records Center. 

(4) The Secretary may conduct such outreach 
to advertise the identification card under this 
section as the Secretary considers appropriate. 

(f) CONSTRUCTION.—This section shall not be 
construed to affect identification cards other-
wise provided by the Secretary to veterans en-
rolled in the health care system established 
under section 1705(a) of this title. 

(Added Pub. L. 114–31, § 2(b), July 20, 2015, 129 
Stat. 428.)

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Pub. L. 114–31, § 2(d), July 20, 2015, 129 Stat. 430, pro-
vided that: ‘‘The amendments made by this Act [enact-
ing this section] shall take effect on the date that is 60 
days after the date of the enactment of this Act [July 
20, 2015].’’

VETERANS IDENTIFICATION CARD; FINDINGS 

Pub. L. 114–31, § 2(a), July 20, 2015, 129 Stat. 428, pro-
vided that: 

‘‘Congress makes the following findings: 
‘‘(1) Effective on the day before the date of the en-

actment of this Act [July 20, 2015], veteran identifica-
tion cards were issued to veterans who have either 
completed the statutory time-in-service requirement 
for retirement from the Armed Forces or who have 
received a medical-related discharge from the Armed 
Forces. 

‘‘(2) Effective on the day before the date of the en-
actment of this Act, a veteran who served a minimum 
obligated time in service, but who did not meet the 
criteria described in paragraph (1), did not receive a 
means of identifying the veteran’s status as a veteran 
other than using the Department of Defense form 
DD–214 discharge papers of the veteran. 

‘‘(3) Goods, services, and promotional activities are 
often offered by public and private institutions to 
veterans who demonstrate proof of service in the 
military, but it is impractical for a veteran to always 
carry Department of Defense form DD–214 discharge 
papers to demonstrate such proof. 

‘‘(4) A general purpose veteran identification card 
made available to veterans would be useful to dem-
onstrate the status of the veterans without having to 
carry and use official Department of Defense form 
DD–214 discharge papers. 

‘‘(5) On the day before the date of the enactment of 
this Act, the Department of Veterans Affairs had the 
infrastructure in place across the United States to 
produce photographic identification cards and accept 
a small payment to cover the cost of these cards.’’

SUBCHAPTER II—INVESTIGATIONS 

§ 5711. Authority to issue subpoenas 

(a) For the purposes of the laws administered 
by the Secretary, the Secretary, and those em-
ployees to whom the Secretary may delegate 
such authority, to the extent of the authority so 
delegated, shall have the power to—

(1) issue subpoenas for and compel the at-
tendance of witnesses within a radius of 100 
miles from the place of hearing; 

(2) require the production of books, papers, 
documents, and other evidence; 

(3) take affidavits and administer oaths and 
affirmations; 

(4) aid claimants in the preparation and 
presentation of claims; and 

(5) make investigations and examine wit-
nesses upon any matter within the jurisdiction 
of the Department.

(b) Any person required by such subpoena to 
attend as a witness shall be allowed and paid the 
same fees and mileage as are paid witnesses in 
the district courts of the United States. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1237, § 3311; 
renumbered § 5711, Pub. L. 102–40, title IV, 
§ 402(b)(1), May 7, 1991, 105 Stat. 238; Pub. L. 
102–54, § 14(d)(5)(A), June 13, 1991, 105 Stat. 286.)

Editorial Notes 

AMENDMENTS 

1991—Pub. L. 102–40 renumbered section 3311 of this 
title as this section. 

Pub. L. 102–54 amended section as in effect imme-
diately before the enactment of Pub. L. 102–40 by sub-
stituting ‘‘subpoenas’’ for ‘‘subpenas’’ in section catch-
line and amending text generally. Prior to amendment, 
text read as follows: ‘‘For the purposes of the laws ad-
ministered by the Veterans’ Administration, the Ad-
ministrator, and those employees to whom the Admin-
istrator may delegate such authority, to the extent of 
the authority so delegated, shall have the power to 
issue subpenas for and compel the attendance of wit-
nesses within a radius of one hundred miles from the 
place of hearing, to require the production of books, pa-
pers, documents, and other evidence, to take affidavits, 
to administer oaths and affirmations, to aid claimants 
in the preparation and presentation of claims, and to 
make investigations and examine witnesses upon any 
matter within the jurisdiction of the Veterans’ Admin-
istration. Any person required by such subpena to at-
tend as a witness shall be allowed and paid the same 
fees and mileage as are paid witnesses in the district 
courts of the United States.’’

§ 5712. Validity of affidavits 

Any such oath, affirmation, affidavit, or ex-
amination, when certified under the hand of any 
such employee by whom it was administered or 
taken and authenticated by the seal of the De-
partment, may be offered or used in any court of 
the United States and without further proof of 
the identity or authority of such employee shall 
have like force and effect as if administered or 
taken before a clerk of such court. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1237, § 3312; 
renumbered § 5712, Pub. L. 102–40, title IV, 
§ 402(b)(1), May 7, 1991, 105 Stat. 238; Pub. L. 
102–83, § 4(a)(3), (4), Aug. 6, 1991, 105 Stat. 404.)

Editorial Notes 

AMENDMENTS 

1991—Pub. L. 102–40 renumbered section 3312 of this 
title as this section. 

Pub. L. 102–83 substituted ‘‘Department’’ for ‘‘Vet-
erans’ Administration’’. 

§ 5713. Disobedience to subpoena 

In case of disobedience to any such subpoena, 
the aid of any district court of the United States 
may be invoked in requiring the attendance and 
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testimony of witnesses and the production of 
documentary evidence, and such court within 
the jurisdiction of which the inquiry is carried 
on may, in case of contumacy or refusal to obey 
a subpoena issued to any officer, agent, or em-
ployee of any corporation or to any other per-
son, issue an order requiring such corporation or 
other person to appear or to give evidence 
touching the matter in question; and any failure 
to obey such order of the court may be punished 
by such court as a contempt thereof. 

(Pub. L. 85–857, Sept. 2, 1958, 72 Stat. 1237, § 3313; 
renumbered § 5713, Pub. L. 102–40, title IV, 
§ 402(b)(1), May 7, 1991, 105 Stat. 238; Pub. L. 
102–54, § 14(d)(6)(A), (B), June 13, 1991, 105 Stat. 
286.)

Editorial Notes 

AMENDMENTS 

1991—Pub. L. 102–40 renumbered section 3313 of this 
title as this section. 

Pub. L. 102–54 amended section as in effect imme-
diately before the enactment of Pub. L. 102–40 by sub-
stituting ‘‘subpoena’’ for ‘‘subpena’’ in section catch-
line and in two places in text.

SUBCHAPTER III—INFORMATION SECURITY 

§ 5721. Purpose 

The purpose of the Information Security Pro-
gram is to establish a program to provide secu-
rity for Department information and informa-
tion systems commensurate to the risk of harm, 
and to communicate the responsibilities of the 
Secretary, Under Secretaries, Assistant Secre-
taries, other key officials, Assistant Secretary 
for Information and Technology, Associate Dep-
uty Assistant Secretary for Cyber and Informa-
tion Security, and Inspector General of the De-
partment of Veterans Affairs as outlined in the 
provisions of subchapter III of chapter 35 of title 
44 (also known as the ‘‘Federal Information Se-
curity Management Act of 2002’’, which was en-
acted as part of the E-Government Act of 2002 
(Public Law 107–347)). 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3450.)

Editorial Notes 

REFERENCES IN TEXT 

The Federal Information Security Management Act 
of 2002, referred to in text, is the statutory short title 
for title III of Pub. L. 107–347, Dec. 17, 2002, 116 Stat. 
2946, and for title X of Pub. L. 107–296, Nov. 25, 116 Stat. 
2259. For complete classification of these Acts to the 
Code, see Short Title of 2002 Amendments note set out 
under section 101 of Title 44, Public Printing and Docu-
ments, Short Title note set out under section 101 of 
Title 6, Domestic Security, and Tables. 

The E-Government Act of 2002, referred to in text, is 
Pub. L. 107–347, Dec. 17, 2002, 116 Stat. 2899. For com-
plete classification of this Act to the Code, see Tables.

Statutory Notes and Related Subsidiaries 

REGULATIONS 

Pub. L. 109–461, title IX, § 902(c), Dec. 22, 2006, 120 Stat. 
3460, provided that: ‘‘Not later than one year after the 
date of the enactment of this Act [Dec. 22, 2006], the 
Secretary of Veterans Affairs shall prescribe regula-

tions to carry out subchapter III of chapter 57 of title 
38, United States Code, as added by subsection (a).’’

§ 5722. Policy 

(a) IN GENERAL.—The security of Department 
information and information systems is vital to 
the success of the mission of the Department. 
To that end, the Secretary shall establish and 
maintain a comprehensive Department-wide in-
formation security program to provide for the 
development and maintenance of cost-effective 
security controls needed to protect Department 
information, in any media or format, and De-
partment information systems. 

(b) ELEMENTS.—The Secretary shall ensure 
that the Department information security pro-
gram includes the following elements: 

(1) Periodic assessments of the risk and mag-
nitude of harm that could result from the un-
authorized access, use, disclosure, disruption, 
modification, or destruction of information 
and information systems that support the op-
erations and assets of the Department. 

(2) Policies and procedures that—
(A) are based on risk assessments; 
(B) cost-effectively reduce security risks 

to an acceptable level; and 
(C) ensure that information security is ad-

dressed throughout the life cycle of each De-
partment information system.

(3) Selection and effective implementation 
of minimum, mandatory technical, oper-
ational, and management security controls, or 
other compensating countermeasures, to pro-
tect the confidentiality, integrity, and avail-
ability of each Department system and its in-
formation. 

(4) Subordinate plans for providing adequate 
security for networks, facilities, systems, or 
groups of information systems, as appropriate. 

(5) Annual security awareness training for 
all Department employees, contractors, and 
all other users of VA sensitive data and De-
partment information systems that identifies 
the information security risks associated with 
the activities of such employees, contractors, 
and users and the responsibilities of such em-
ployees, contractors, and users to comply with 
Department policies and procedures designed 
to reduce such risks. 

(6) Periodic testing and evaluation of the ef-
fectiveness of security controls based on risk, 
including triennial certification testing of all 
management, operational, and technical con-
trols, and annual testing of a subset of those 
controls for each Department system. 

(7) A process for planning, developing, imple-
menting, evaluating, and documenting reme-
dial actions to address deficiencies in informa-
tion security policies, procedures, and prac-
tices. 

(8) Procedures for detecting, immediately re-
porting, and responding to security incidents, 
including mitigating risks before substantial 
damage is done as well as notifying and con-
sulting with the US-Computer Emergency 
Readiness Team of the Department of Home-
land Security, law enforcement agencies, the 
Inspector General of the Department, and 
other offices as appropriate. 
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(9) Plans and procedures to ensure con-
tinuity of operations for Department systems.

(c) COMPLIANCE WITH CERTAIN REQUIRE-
MENTS.—The Secretary shall comply with the 
provisions of subchapter III of chapter 35 of title 
44 and other related information security re-
quirements promulgated by the National Insti-
tute of Standards and Technology and the Office 
of Management and Budget that define Depart-
ment information system mandates. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3450.) 

§ 5723. Responsibilities 

(a) SECRETARY OF VETERANS AFFAIRS.—In ac-
cordance with the provisions of subchapter III of 
chapter 35 of title 44, the Secretary is respon-
sible for the following: 

(1) Ensuring that the Department adopts a 
Department-wide information security pro-
gram and otherwise complies with the provi-
sions of subchapter III of chapter 35 of title 44 
and other related information security re-
quirements. 

(2) Ensuring that information security pro-
tections are commensurate with the risk and 
magnitude of the potential harm to Depart-
ment information and information systems re-
sulting from unauthorized access, use, disclo-
sure, disruption, modification, or destruction. 

(3) Ensuring that information security man-
agement processes are integrated with Depart-
ment strategic and operational planning proc-
esses. 

(4) Ensuring that the Under Secretaries, As-
sistant Secretaries, and other key officials of 
the Department provide adequate security for 
the information and information systems 
under their control. 

(5) Ensuring enforcement and compliance 
with the requirements imposed on the Depart-
ment under the provisions of subchapter III of 
chapter 35 of title 44. 

(6) Ensuring that the Department has 
trained program and staff office personnel suf-
ficient to assist in complying with all the pro-
visions of subchapter III of chapter 35 of title 
44 and other related information security re-
quirements. 

(7) Ensuring that the Assistant Secretary for 
Information and Technology, in coordination 
with the Under Secretaries, Assistant Secre-
taries, and other key officials of the Depart-
ment report to Congress, the Office of Manage-
ment and Budget, and other entities as re-
quired by law and Executive Branch direction 
on the effectiveness of the Department infor-
mation security program, including remedial 
actions. 

(8) Notifying officials other than officials of 
the Department of data breaches when re-
quired under this subchapter. 

(9) Ensuring that the Assistant Secretary for 
Information and Technology has the authority 
and control necessary to develop, approve, im-
plement, integrate, and oversee the policies, 
procedures, processes, activities, and systems 
of the Department relating to subchapter III 
of chapter 35 of title 44, including the manage-
ment of all related mission applications, infor-

mation resources, personnel, and infrastruc-
ture. 

(10) Submitting to the Committees on Vet-
erans’ Affairs of the Senate and House of Rep-
resentatives, the Committee on Government 
Reform of the House of Representatives, and 
the Committee on Homeland Security and 
Governmental Affairs of the Senate, not later 
than March 1 each year, a report on the com-
pliance of the Department with subchapter III 
of chapter 35 of title 44, with the information 
in such report displayed in the aggregate and 
separately for each Administration, office, and 
facility of the Department. 

(11) Taking appropriate action to ensure 
that the budget for any fiscal year, as sub-
mitted by the President to Congress under sec-
tion 1105 of title 31, sets forth separately the 
amounts required in the budget for such fiscal 
year for compliance by the Department with 
Federal law and regulations governing infor-
mation security, including this subchapter 
and subchapter III of chapter 35 of title 44. 

(12) Providing notice to the Director of the 
Office of Management and Budget, the Inspec-
tor General of the Department, and such other 
Federal agencies as the Secretary considers 
appropriate of a presumptive data breach of 
which notice is provided the Secretary under 
subsection (b)(16) if, in the opinion of the As-
sistant Secretary for Information and Tech-
nology, the breach involves the information of 
twenty or more individuals.

(b) ASSISTANT SECRETARY FOR INFORMATION 
AND TECHNOLOGY.—The Assistant Secretary for 
Information and Technology, as the Chief Infor-
mation Officer of the Department, is responsible 
for the following: 

(1) Establishing, maintaining, and moni-
toring Department-wide information security 
policies, procedures, control techniques, train-
ing, and inspection requirements as elements 
of the Department information security pro-
gram. 

(2) Issuing policies and handbooks to provide 
direction for implementing the elements of 
the information security program to all De-
partment organizations. 

(3) Approving all policies and procedures 
that are related to information security for 
those areas of responsibility that are cur-
rently under the management and the over-
sight of other Department organizations. 

(4) Ordering and enforcing Department-wide 
compliance with and execution of any infor-
mation security policy. 

(5) Establishing minimum mandatory tech-
nical, operational, and management informa-
tion security control requirements for each 
Department system, consistent with risk, the 
processes identified in standards of the Na-
tional Institute of Standards and Technology, 
and the responsibilities of the Assistant Sec-
retary to operate and maintain all Depart-
ment systems currently creating, processing, 
collecting, or disseminating data on behalf of 
Department information owners. 

(6) Establishing standards for access to De-
partment information systems by organiza-
tions and individual employees, and to deny 
access as appropriate. 
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(7) Directing that any incidents of failure to 
comply with established information security 
policies be immediately reported to the Assist-
ant Secretary. 

(8) Reporting any compliance failure or pol-
icy violation directly to the appropriate Under 
Secretary, Assistant Secretary, or other key 
official of the Department for appropriate ad-
ministrative or disciplinary action. 

(9) Reporting any compliance failure or pol-
icy violation directly to the appropriate Under 
Secretary, Assistant Secretary, or other key 
official of the Department along with taking 
action to correct the failure or violation. 

(10) Requiring any key official of the Depart-
ment who is so notified to report to the Assist-
ant Secretary with respect to an action to be 
taken in response to any compliance failure or 
policy violation reported by the Assistant Sec-
retary. 

(11) Ensuring that the Chief Information Of-
ficers and Information Security Officers of the 
Department comply with all cyber security di-
rectives and mandates, and ensuring that 
these staff members have all necessary au-
thority and means to direct full compliance 
with such directives and mandates relating to 
the acquisition, operation, maintenance, or 
use of information technology resources from 
all facility staff. 

(12) Establishing the VA National Rules of 
Behavior for appropriate use and protection of 
the information which is used to support De-
partment missions and functions. 

(13) Establishing and providing supervision 
over an effective incident reporting system. 

(14) Submitting to the Secretary, at least 
once every quarter, a report on any deficiency 
in the compliance with subchapter III of chap-
ter 35 of title 44 of the Department or any Ad-
ministration, office, or facility of the Depart-
ment. 

(15) Reporting immediately to the Secretary 
on any significant deficiency in the compli-
ance described by paragraph (14). 

(16) Providing immediate notice to the Sec-
retary of any presumptive data breach.

(c) ASSOCIATE DEPUTY ASSISTANT SECRETARY 
FOR CYBER AND INFORMATION SECURITY.—In ac-
cordance with the provisions of subchapter III of 
chapter 35 of title 44, the Associate Deputy As-
sistant Secretary for Cyber and Information Se-
curity, as the Senior Information Security Offi-
cer of the Department, is responsible for car-
rying out the responsibilities of the Assistant 
Secretary for Information and Technology under 
the provisions of subchapter III of chapter 35 of 
title 44, as set forth in subsection (b). 

(d) DEPARTMENT INFORMATION OWNERS.—In ac-
cordance with the criteria of the Centralized IT 
Management System, Department information 
owners are responsible for the following: 

(1) Providing assistance to the Assistant 
Secretary for Information and Technology re-
garding the security requirements and appro-
priate level of security controls for the infor-
mation system or systems where sensitive per-
sonal information is currently created, col-
lected, processed, disseminated, or subject to 
disposal. 

(2) Determining who has access to the sys-
tem or systems containing sensitive personal 

information, including types of privileges and 
access rights. 

(3) Ensuring the VA National Rules of Be-
havior is signed on an annual basis and en-
forced by all system users to ensure appro-
priate use and protection of the information 
which is used to support Department missions 
and functions. 

(4) Assisting the Assistant Secretary for In-
formation and Technology in the identifica-
tion and assessment of the common security 
controls for systems where their information 
resides. 

(5) Providing assistance to Administration 
and staff office personnel involved in the de-
velopment of new systems regarding the ap-
propriate level of security controls for their 
information.

(e) OTHER KEY OFFICIALS.—In accordance with 
the provisions of subchapter III of chapter 35 of 
title 44, the Under Secretaries, Assistant Secre-
taries, and other key officials of the Department 
are responsible for the following: 

(1) Implementing the policies, procedures, 
practices, and other countermeasures identi-
fied in the Department information security 
program that comprise activities that are 
under their day-to-day operational control or 
supervision. 

(2) Periodically testing and evaluating infor-
mation security controls that comprise activi-
ties that are under their day-to-day oper-
ational control or supervision to ensure effec-
tive implementation. 

(3) Providing a plan of action and milestones 
to the Assistant Secretary for Information and 
Technology on at least a quarterly basis de-
tailing the status of actions being taken to 
correct any security compliance failure or pol-
icy violation. 

(4) Complying with the provisions of sub-
chapter III of chapter 35 of title 44 and other 
related information security laws and require-
ments in accordance with orders of the Assist-
ant Secretary for Information and Technology 
to execute the appropriate security controls 
commensurate to responding to a security bul-
letin of the Security Operations Center of the 
Department, with such orders to supersede and 
take priority over all operational tasks and 
assignments and be complied with imme-
diately. 

(5) Ensuring that—
(A) all employees within their organiza-

tions take immediate action to comply with 
orders from the Assistant Secretary for In-
formation and Technology to—

(i) mitigate the impact of any potential 
security vulnerability; 

(ii) respond to a security incident; or 
(iii) implement the provisions of a bul-

letin or alert of the Security Operations 
Center; and

(B) organizational managers have all nec-
essary authority and means to direct full 
compliance with such orders from the As-
sistant Secretary.

(6) Ensuring the VA National Rules of Be-
havior is signed and enforced by all system 
users to ensure appropriate use and protection 
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of the information which is used to support 
Department missions and functions on an an-
nual basis.

(f) USERS OF DEPARTMENT INFORMATION AND IN-
FORMATION SYSTEMS.—Users of Department in-
formation and information systems are respon-
sible for the following: 

(1) Complying with all Department informa-
tion security program policies, procedures, 
and practices. 

(2) Attending security awareness training on 
at least an annual basis. 

(3) Reporting all security incidents imme-
diately to the Information Security Officer of 
the system or facility and to their immediate 
supervisor. 

(4) Complying with orders from the Assist-
ant Secretary for Information and Technology 
directing specific activities when a security 
incident occurs. 

(5) Signing an acknowledgment that they 
have read, understand, and agree to abide by 
the VA National Rules of Behavior on an an-
nual basis.

(g) INSPECTOR GENERAL OF DEPARTMENT OF 
VETERANS AFFAIRS.—In accordance with the pro-
visions of subchapter III of chapter 35 of title 44, 
the Inspector General of the Department is re-
sponsible for the following: 

(1) Conducting an annual audit of the De-
partment information security program. 

(2) Submitting an independent annual report 
to the Office of Management and Budget on 
the status of the Department information se-
curity program, based on the results of the an-
nual audit. 

(3) Conducting investigations of complaints 
and referrals of violations as considered appro-
priate by the Inspector General. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3451; amended Pub. L. 111–275, title 
X, § 1001(m)(1), Oct. 13, 2010, 124 Stat. 2897.)

Editorial Notes 

AMENDMENTS 

2010—Subsec. (g)(2). Pub. L. 111–275 inserted ‘‘the’’ be-
fore ‘‘Department’’. 

§ 5724. Provision of credit protection and other 
services 

(a) INDEPENDENT RISK ANALYSIS.—(1) In the 
event of a data breach with respect to sensitive 
personal information that is processed or main-
tained by the Secretary, the Secretary shall en-
sure that, as soon as possible after the data 
breach, a non-Department entity or the Office of 
Inspector General of the Department conducts 
an independent risk analysis of the data breach 
to determine the level of risk associated with 
the data breach for the potential misuse of any 
sensitive personal information involved in the 
data breach. 

(2) If the Secretary determines, based on the 
findings of a risk analysis conducted under para-
graph (1), that a reasonable risk exists for the 
potential misuse of sensitive personal informa-
tion involved in a data breach, the Secretary 
shall provide credit protection services in ac-
cordance with the regulations prescribed by the 
Secretary under this section. 

(b) REGULATIONS.—Not later than 180 days 
after the date of the enactment of the Veterans 
Benefits, Health Care, and Information Tech-
nology Act of 2006, the Secretary shall prescribe 
interim regulations for the provision of the fol-
lowing in accordance with subsection (a)(2): 

(1) Notification. 
(2) Data mining. 
(3) Fraud alerts. 
(4) Data breach analysis. 
(5) Credit monitoring. 
(6) Identity theft insurance. 
(7) Credit protection services.

(c) REPORT.—(1) For each data breach with re-
spect to sensitive personal information proc-
essed or maintained by the Secretary, the Sec-
retary shall promptly submit to the Committees 
on Veterans’ Affairs of the Senate and House of 
Representatives a report containing the findings 
of any independent risk analysis conducted 
under subsection (a)(1), any determination of 
the Secretary under subsection (a)(2), and a de-
scription of any services provided pursuant to 
subsection (b). 

(2) In the event of a data breach with respect 
to sensitive personal information processed or 
maintained by the Secretary that is the sen-
sitive personal information of a member of the 
Army, Navy, Air Force, Marine Corps, or Space 
Force or a civilian officer or employee of the De-
partment of Defense, the Secretary shall submit 
the report required under paragraph (1) to the 
Committee on Armed Services of the Senate and 
the Committee on Armed Services of the House 
of Representatives in addition to the Commit-
tees on Veterans’ Affairs of the Senate and 
House of Representatives. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3455; amended Pub. L. 116–283, div. 
A, title IX, § 926(h), Jan. 1, 2021, 134 Stat. 3831.)

Editorial Notes 

REFERENCES IN TEXT 

The date of the enactment of the Veterans Benefits, 
Health Care, and Information Technology Act of 2006, 
referred to in subsec. (b), is the date of enactment of 
Pub. L. 109–461, which was approved Dec. 22, 2006. 

AMENDMENTS 

2021—Subsec. (c)(2). Pub. L. 116–283 substituted ‘‘Ma-
rine Corps, or Space Force’’ for ‘‘or Marine Corps’’. 

§ 5725. Contracts for data processing or mainte-
nance 

(a) CONTRACT REQUIREMENTS.—If the Secretary 
enters into a contract for the performance of 
any Department function that requires access to 
sensitive personal information, the Secretary 
shall require as a condition of the contract 
that—

(1) the contractor shall not, directly or 
through an affiliate of the contractor, disclose 
such information to any other person unless 
the disclosure is lawful and is expressly per-
mitted under the contract; 

(2) the contractor, or any subcontractor for 
a subcontract of the contract, shall promptly 
notify the Secretary of any data breach that 
occurs with respect to such information.
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(b) LIQUIDATED DAMAGES.—Each contract sub-
ject to the requirements of subsection (a) shall 
provide for liquidated damages to be paid by the 
contractor to the Secretary in the event of a 
data breach with respect to any sensitive per-
sonal information processed or maintained by 
the contractor or any subcontractor under that 
contract. 

(c) PROVISION OF CREDIT PROTECTION SERV-
ICES.—Any amount collected by the Secretary 
under subsection (b) shall be deposited in or 
credited to the Department account from which 
the contractor was paid and shall remain avail-
able for obligation without fiscal year limita-
tion exclusively for the purpose of providing 
credit protection services pursuant to section 
5724(b) of this title. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3456.) 

§ 5726. Reports and notice to Congress on data 
breaches 

(a) QUARTERLY REPORTS.—(1) Not later than 30 
days after the last day of a fiscal quarter, the 
Secretary shall submit to the Committees on 
Veterans’ Affairs of the Senate and House of 
Representatives a report on any data breach 
with respect to sensitive personal information 
processed or maintained by the Department that 
occurred during that quarter. 

(2) Each report submitted under paragraph (1) 
shall identify, for each data breach covered by 
the report—

(A) the Administration and facility of the 
Department responsible for processing or 
maintaining the sensitive personal informa-
tion involved in the data breach; and 

(B) the status of any remedial or corrective 
action with respect to the data breach.

(b) NOTIFICATION OF SIGNIFICANT DATA 
BREACHES.—(1) In the event of a data breach 
with respect to sensitive personal information 
processed or maintained by the Secretary that 
the Secretary determines is significant, the Sec-
retary shall provide notice of such breach to the 
Committees on Veterans’ Affairs of the Senate 
and House of Representatives. 

(2) In the event of a data breach with respect 
to sensitive personal information processed or 
maintained by the Secretary that is the sen-
sitive personal information of a member of the 
Army, Navy, Air Force, or Marine Corps or a ci-
vilian officer or employee of the Department of 
Defense that the Secretary determines is signifi-
cant under paragraph (1), the Secretary shall 
provide the notice required under paragraph (1) 
to the Committee on Armed Services of the Sen-
ate and the Committee on Armed Services of the 
House of Representatives in addition to the 
Committees on Veterans’ Affairs of the Senate 
and House of Representatives. 

(3) Notice under paragraphs (1) and (2) shall be 
provided promptly following the discovery of 
such a data breach and the implementation of 
any measures necessary to determine the scope 
of the breach, prevent any further breach or un-
authorized disclosures, and reasonably restore 
the integrity of the data system. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3457.) 

§ 5727. Definitions 

In this subchapter: 
(1) AVAILABILITY.—The term ‘‘availability’’ 

means ensuring timely and reliable access to 
and use of information. 

(2) CONFIDENTIALITY.—The term ‘‘confiden-
tiality’’ means preserving authorized restric-
tions on access and disclosure, including 
means for protecting personal privacy and pro-
prietary information. 

(3) CONTROL TECHNIQUES.—The term ‘‘control 
techniques’’ means methods for guiding and 
controlling the operations of information sys-
tems to ensure adherence to the provisions of 
subchapter III of chapter 35 of title 44 and 
other related information security require-
ments. 

(4) DATA BREACH.—The term ‘‘data breach’’ 
means the loss, theft, or other unauthorized 
access, other than those incidental to the 
scope of employment, to data containing sen-
sitive personal information, in electronic or 
printed form, that results in the potential 
compromise of the confidentiality or integrity 
of the data. 

(5) DATA BREACH ANALYSIS.—The term ‘‘data 
breach analysis’’ means the process used to de-
termine if a data breach has resulted in the 
misuse of sensitive personal information. 

(6) FRAUD RESOLUTION SYSTEMS.—The term 
‘‘fraud resolution services’’ means services to 
assist an individual in the process of recov-
ering and rehabilitating the credit of the indi-
vidual after the individual experiences iden-
tity theft. 

(7) IDENTITY THEFT.—The term ‘‘identity 
theft’’ has the meaning given such term under 
section 603 of the Fair Credit Reporting Act (15 
U.S.C. 1681a). 

(8) IDENTITY THEFT INSURANCE.—The term 
‘‘identity theft insurance’’ means any insur-
ance policy that pays benefits for costs, in-
cluding travel costs, notary fees, and postage 
costs, lost wages, and legal fees and expenses 
associated with efforts to correct and amelio-
rate the effects and results of identity theft of 
the insured individual. 

(9) INFORMATION OWNER.—The term ‘‘infor-
mation owner’’ means an agency official with 
statutory or operational authority for speci-
fied information and responsibility for estab-
lishing the criteria for its creation, collection, 
processing, dissemination, or disposal, which 
responsibilities may extend to interconnected 
systems or groups of interconnected systems. 

(10) INFORMATION RESOURCES.—The term ‘‘in-
formation resources’’ means information in 
any medium or form and its related resources, 
such as personnel, equipment, funds, and infor-
mation technology. 

(11) INFORMATION SECURITY.—The term ‘‘in-
formation security’’ means protecting infor-
mation and information systems from unau-
thorized access, use, disclosure, disruption, 
modification, or destruction in order to pro-
vide integrity, confidentiality, and avail-
ability. 

(12) INFORMATION SECURITY REQUIREMENTS.—
The term ‘‘information security require-
ments’’ means information security require-
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ments promulgated in accordance with law, or 
directed by the Secretary of Commerce, the 
National Institute of Standards and Tech-
nology, and the Office of Management and 
Budget, and, as to national security systems, 
the President. 

(13) INFORMATION SYSTEM.—The term ‘‘infor-
mation system’’ means a discrete set of infor-
mation resources organized for the collection, 
processing, maintenance, use, sharing, dis-
semination, or disposition of information, 
whether automated or manual. 

(14) INTEGRITY.—The term ‘‘integrity’’ means 
guarding against improper information modi-
fication or destruction, and includes ensuring 
information non-repudiation and authenticity. 

(15) NATIONAL SECURITY SYSTEM.—The term 
‘‘national security system’’ means an informa-
tion system that is protected at all times by 
policies and procedures established for the 
processing, maintenance, use, sharing, dis-
semination or disposition of information that 
has been specifically authorized under criteria 
established by statute or Executive Order to 
be kept classified in the interest of national 
defense or foreign policy. 

(16) PLAN OF ACTION AND MILESTONES.—The 
term ‘‘plan of action and milestones’’, means a 
plan used as a basis for the quarterly reporting 
requirements of the Office of Management and 
Budget that includes the following informa-
tion: 

(A) A description of the security weakness. 
(B) The identity of the office or organiza-

tion responsible for resolving the weakness. 
(C) An estimate of resources required to 

resolve the weakness by fiscal year. 
(D) The scheduled completion date. 
(E) Key milestones with estimated comple-

tion dates. 
(F) Any changes to the original key mile-

stone date. 
(G) The source that identified the weak-

ness. 
(H) The status of efforts to correct the 

weakness.

(17) PRINCIPAL CREDIT REPORTING AGENCY.—
The term ‘‘principal credit reporting agency’’ 
means a consumer reporting agency as de-
scribed in section 603(p) of the Fair Credit Re-
porting Act (15 U.S.C. 1681a(p)). 

(18) SECURITY INCIDENT.—The term ‘‘security 
incident’’ means an event that has, or could 
have, resulted in loss or damage to Depart-
ment assets, or sensitive information, or an 
action that breaches Department security pro-
cedures. 

(19) SENSITIVE PERSONAL INFORMATION.—The 
term ‘‘sensitive personal information’’, with 
respect to an individual, means any informa-
tion about the individual maintained by an 
agency, including the following: 

(A) Education, financial transactions, 
medical history, and criminal or employ-
ment history. 

(B) Information that can be used to distin-
guish or trace the individual’s identity, in-
cluding name, social security number, date 
and place of birth, mother’s maiden name, or 
biometric records.

(20) SUBORDINATE PLAN.—The term ‘‘subordi-
nate plan’’, also referred to as a ‘‘system secu-

rity plan’’, means a plan that defines the secu-
rity controls that are either planned or imple-
mented for networks, facilities, systems, or 
groups of systems, as appropriate, within a 
specific accreditation boundary. 

(21) TRAINING.—The term ‘‘training’’ means a 
learning experience in which an individual is 
taught to execute a specific information secu-
rity procedure or understand the information 
security common body of knowledge. 

(22) VA NATIONAL RULES OF BEHAVIOR.—The 
term ‘‘VA National Rules of Behavior’’ means 
a set of Department rules that describes the 
responsibilities and expected behavior of per-
sonnel with regard to information system 
usage. 

(23) VA SENSITIVE DATA.—The term ‘‘VA sen-
sitive data’’ means all Department data, on 
any storage media or in any form or format, 
which requires protection due to the risk of 
harm that could result from inadvertent or de-
liberate disclosure, alteration, or destruction 
of the information and includes information 
whose improper use or disclosure could ad-
versely affect the ability of an agency to ac-
complish its mission, proprietary information, 
and records about individuals requiring pro-
tection under applicable confidentiality provi-
sions. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3457; amended Pub. L. 111–275, title 
X, § 1001(m)(2), Oct. 13, 2010, 124 Stat. 2897.)

Editorial Notes 

AMENDMENTS 

2010—Par. (20). Pub. L. 111–275 substituted ‘‘plan that 
defines’’ for ‘‘subordinate plan defines’’. 

§ 5728. Authorization of appropriations 

There are authorized to be appropriated to 
carry out this subchapter such sums as may be 
necessary for each fiscal year. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3460.)

CHAPTER 59—AGENTS AND ATTORNEYS 

Sec. 

5901. Prohibition against acting as claims agent or 
attorney. 

5902. Recognition of representatives of organiza-
tions. 

5903. Recognition with respect to particular 
claims. 

5904. Recognition of agents and attorneys gen-
erally. 

5905. Penalty for certain acts. 
5906. Availability of legal assistance at Depart-

ment facilities.

Editorial Notes 

AMENDMENTS 

2021—Pub. L. 116–283, div. A, title V, § 548(a)(2), Jan. 1, 
2021, 134 Stat. 3618, added item 5906. 

1991—Pub. L. 102–40, title IV, § 402(c)(1), May 7, 1991, 
105 Stat. 239, renumbered items 3401 to 3405 as 5901 to 
5905, respectively. 

§ 5901. Prohibition against acting as claims agent 
or attorney 

Except as provided by section 500 of title 5, no 
individual may act as an agent or attorney in 
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