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Editorial Notes 

REFERENCES IN TEXT 

Rule 41(f), referred to in text, was redesignated 41(g) 

by 1972 amendment eff. Oct. 1, 1972. 

AMENDMENTS 

1968—Pub. L. 90–578 substituted ‘‘Magistrates’’ for 

‘‘Commissioners’’.

Statutory Notes and Related Subsidiaries 

CHANGE OF NAME 

Words ‘‘magistrate judge’’ substituted for ‘‘mag-

istrate’’ in section catchline and ‘‘Magistrate judges’’ 

substituted for ‘‘Magistrates’’ in text pursuant to sec-

tion 321 of Pub. L. 101–650, set out as a note under sec-

tion 631 of Title 28, Judiciary and Judicial Procedure. 

EFFECTIVE DATE OF 1968 AMENDMENT 

Amendment by Pub. L. 90–578 effective Oct. 17, 1968, 

except when a later effective date is applicable, which 

is the earlier of date when implementation of amend-

ment by appointment of magistrates [now United 

States magistrate judges] and assumption of office 

takes place or third anniversary of enactment of Pub. 

L. 90–578 on Oct. 17, 1968, see section 403 of Pub. L. 

90–578, set out as a note under section 631 of Title 28, 

Judiciary and Judicial Procedure. 

§ 3117. Mobile tracking devices 

(a) IN GENERAL.—If a court is empowered to 
issue a warrant or other order for the installa-
tion of a mobile tracking device, such order may 
authorize the use of that device within the juris-
diction of the court, and outside that jurisdic-
tion if the device is installed in that jurisdic-
tion. 

(b) DEFINITION.—As used in this section, the 
term ‘‘tracking device’’ means an electronic or 
mechanical device which permits the tracking 
of the movement of a person or object. 

(Added Pub. L. 99–508, title I, § 108(a), Oct. 21, 
1986, 100 Stat. 1858.)

Editorial Notes 

CODIFICATION 

Another section 3117 was renumbered section 3118 of 

this title.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 111 of Pub. 

L. 99–508, set out as an Effective Date of 1986 Amend-

ment note under section 2510 of this title. 

§ 3118. Implied consent for certain tests 

(a) CONSENT.—Whoever operates a motor vehi-
cle in the special maritime and territorial juris-
diction of the United States consents thereby to 
a chemical test or tests of such person’s blood, 
breath, or urine, if arrested for any offense aris-
ing from such person’s driving while under the 
influence of a drug or alcohol in such jurisdic-
tion. The test or tests shall be administered 
upon the request of a police officer having rea-
sonable grounds to believe the person arrested 

to have been driving a motor vehicle upon the 
special maritime and territorial jurisdiction of 
the United States while under the influence of 
drugs or alcohol in violation of the laws of a 
State, territory, possession, or district. 

(b) EFFECT OF REFUSAL.—Whoever, having con-
sented to a test or tests by reason of subsection 
(a), refuses to submit to such a test or tests, 
after having first been advised of the con-
sequences of such a refusal, shall be denied the 
privilege of operating a motor vehicle upon the 
special maritime and territorial jurisdiction of 
the United States during the period of a year 
commencing on the date of arrest upon which 
such test or tests was refused, and such refusal 
may be admitted into evidence in any case aris-
ing from such person’s driving while under the 
influence of a drug or alcohol in such jurisdic-
tion. Any person who operates a motor vehicle 
in the special maritime and territorial jurisdic-
tion of the United States after having been de-
nied such privilege under this subsection shall 
be treated for the purposes of any civil or crimi-
nal proceedings arising out of such operation as 
operating such vehicle without a license to do 
so. 

(Added Pub. L. 100–690, title VI, § 6477(b)(1), Nov. 
18, 1988, 102 Stat. 4381, § 3117; renumbered § 3118, 
Pub. L. 101–647, title XXXV, § 3574, Nov. 29, 1990, 
104 Stat. 4929.)

Editorial Notes 

AMENDMENTS 

1990—Pub. L. 101–647 renumbered second section 3117 

of this title as this section.

CHAPTER 206—PEN REGISTERS AND TRAP 
AND TRACE DEVICES 

Sec. 

3121. General prohibition on pen register and trap 

and trace device use; exception. 

3122. Application for an order for a pen register or 

a trap and trace device. 

3123. Issuance of an order for a pen register or a 

trap and trace device. 

3124. Assistance in installation and use of a pen 

register or a trap and trace device. 

3125. Emergency pen register and trap and trace 

device installation. 

3126. Reports concerning pen registers and trap and 

trace devices. 

3127. Definitions for chapter.

Editorial Notes 

AMENDMENTS 

1988—Pub. L. 100–690, title VII, §§ 7068, 7092(c), Nov. 18, 

1988, 102 Stat. 4405, 4411, substituted ‘‘trap and trace’’ 

for ‘‘trap or trace’’ in item 3123, added item 3125, and 

redesignated former items 3125 and 3126 as 3126 and 3127, 

respectively. 

§ 3121. General prohibition on pen register and 
trap and trace device use; exception 

(a) IN GENERAL.—Except as provided in this 
section, no person may install or use a pen reg-
ister or a trap and trace device without first ob-
taining a court order under section 3123 of this 
title or under the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1801 et seq.) or an 
order from a foreign government that is subject 
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Page 693 TITLE 18—CRIMES AND CRIMINAL PROCEDURE § 3123

to an executive agreement that the Attorney 
General has determined and certified to Con-
gress satisfies section 2523. 

(b) EXCEPTION.—The prohibition of subsection 
(a) does not apply with respect to the use of a 
pen register or a trap and trace device by a pro-
vider of electronic or wire communication serv-
ice—

(1) relating to the operation, maintenance, 
and testing of a wire or electronic communica-
tion service or to the protection of the rights 
or property of such provider, or to the protec-
tion of users of that service from abuse of 
service or unlawful use of service; or 

(2) to record the fact that a wire or elec-
tronic communication was initiated or com-
pleted in order to protect such provider, an-
other provider furnishing service toward the 
completion of the wire communication, or a 
user of that service, from fraudulent, unlawful 
or abusive use of service; or (3) where the con-
sent of the user of that service has been ob-
tained.

(c) LIMITATION.—A government agency author-
ized to install and use a pen register or trap and 
trace device under this chapter or under State 
law shall use technology reasonably available to 
it that restricts the recording or decoding of 
electronic or other impulses to the dialing, rout-
ing, addressing, and signaling information uti-
lized in the processing and transmitting of wire 
or electronic communications so as not to in-
clude the contents of any wire or electronic 
communications. 

(d) PENALTY.—Whoever knowingly violates 
subsection (a) shall be fined under this title or 
imprisoned not more than one year, or both. 

(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1868; amended Pub. L. 103–414, title 
II, § 207(b), Oct. 25, 1994, 108 Stat. 4292; Pub. L. 
107–56, title II, § 216(a), Oct. 26, 2001, 115 Stat. 288; 
Pub. L. 115–141, div. V, § 104(3)(A), Mar. 23, 2018, 
132 Stat. 1217.)

Editorial Notes 

REFERENCES IN TEXT 

The Foreign Intelligence Surveillance Act of 1978, re-
ferred to in subsec. (a), is Pub. L. 95–511, Oct. 25, 1978, 
92 Stat. 1783, as amended, which is classified principally 
to chapter 36 (§ 1801 et seq.) of Title 50, War and Na-

tional Defense. For complete classification of this Act 

to the Code, see Short Title note set out under section 

1801 of Title 50 and Tables. 

AMENDMENTS 

2018—Subsec. (a). Pub. L. 115–141 inserted before pe-

riod at end ‘‘or an order from a foreign government 

that is subject to an executive agreement that the At-

torney General has determined and certified to Con-

gress satisfies section 2523’’. 
2001—Subsec. (c). Pub. L. 107–56 inserted ‘‘or trap and 

trace device’’ after ‘‘pen register’’ and ‘‘, routing, ad-

dressing,’’ after ‘‘dialing’’ and substituted ‘‘the proc-

essing and transmitting of wire or electronic commu-

nications so as not to include the contents of any wire 

or electronic communications’’ for ‘‘call processing’’. 
1994—Subsecs. (c), (d). Pub. L. 103–414 added subsec. 

(c) and redesignated former subsec. (c) as (d).

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Pub. L. 99–508, title III, § 302, Oct. 21, 1986, 100 Stat. 

1872, provided that: 

‘‘(a) IN GENERAL.—Except as provided in subsection 

(b), this title and the amendments made by this title 

[enacting this chapter and section 1367 of this title] 

shall take effect ninety days after the date of the en-

actment of this Act [Oct. 21, 1986] and shall, in the case 

of conduct pursuant to a court order or extension, 

apply only with respect to court orders or extensions 

made after this title takes effect. 

‘‘(b) SPECIAL RULE FOR STATE AUTHORIZATIONS OF 

INTERCEPTIONS.—Any pen register or trap and trace de-

vice order or installation which would be valid and law-

ful without regard to the amendments made by this 

title shall be valid and lawful notwithstanding such 

amendments if such order or installation occurs during 

the period beginning on the date such amendments 

take effect and ending on the earlier of—

‘‘(1) the day before the date of the taking effect of 

changes in State law required in order to make orders 

or installations under Federal law as amended by this 

title; or 

‘‘(2) the date two years after the date of the enact-

ment of this Act [Oct. 21, 1986].’’

§ 3122. Application for an order for a pen register 
or a trap and trace device 

(a) APPLICATION.—(1) An attorney for the Gov-
ernment may make application for an order or 
an extension of an order under section 3123 of 
this title authorizing or approving the installa-
tion and use of a pen register or a trap and trace 
device under this chapter, in writing under oath 
or equivalent affirmation, to a court of com-
petent jurisdiction. 

(2) Unless prohibited by State law, a State in-
vestigative or law enforcement officer may 
make application for an order or an extension of 
an order under section 3123 of this title author-
izing or approving the installation and use of a 
pen register or a trap and trace device under 
this chapter, in writing under oath or equivalent 
affirmation, to a court of competent jurisdiction 
of such State. 

(b) CONTENTS OF APPLICATION.—An application 
under subsection (a) of this section shall in-
clude—

(1) the identity of the attorney for the Gov-
ernment or the State law enforcement or in-
vestigative officer making the application and 
the identity of the law enforcement agency 
conducting the investigation; and 

(2) a certification by the applicant that the 
information likely to be obtained is relevant 
to an ongoing criminal investigation being 
conducted by that agency. 

(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1869.)

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title. 

§ 3123. Issuance of an order for a pen register or 
a trap and trace device 

(a) IN GENERAL.—
(1) ATTORNEY FOR THE GOVERNMENT.—Upon 

an application made under section 3122(a)(1), 
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Page 694TITLE 18—CRIMES AND CRIMINAL PROCEDURE§ 3123

the court shall enter an ex parte order author-
izing the installation and use of a pen register 
or trap and trace device anywhere within the 
United States, if the court finds that the at-
torney for the Government has certified to the 
court that the information likely to be ob-
tained by such installation and use is relevant 
to an ongoing criminal investigation. The 
order, upon service of that order, shall apply 
to any person or entity providing wire or elec-
tronic communication service in the United 
States whose assistance may facilitate the 
execution of the order. Whenever such an 
order is served on any person or entity not 
specifically named in the order, upon request 
of such person or entity, the attorney for the 
Government or law enforcement or investiga-
tive officer that is serving the order shall pro-
vide written or electronic certification that 
the order applies to the person or entity being 
served. 

(2) STATE INVESTIGATIVE OR LAW ENFORCE-
MENT OFFICER.—Upon an application made 
under section 3122(a)(2), the court shall enter 
an ex parte order authorizing the installation 
and use of a pen register or trap and trace de-
vice within the jurisdiction of the court, if the 
court finds that the State law enforcement or 
investigative officer has certified to the court 
that the information likely to be obtained by 
such installation and use is relevant to an on-
going criminal investigation. 

(3)(A) Where the law enforcement agency im-
plementing an ex parte order under this sub-
section seeks to do so by installing and using 
its own pen register or trap and trace device 
on a packet-switched data network of a pro-
vider of electronic communication service to 
the public, the agency shall ensure that a 
record will be maintained which will iden-
tify—

(i) any officer or officers who installed the 
device and any officer or officers who 
accessed the device to obtain information 
from the network; 

(ii) the date and time the device was in-
stalled, the date and time the device was 
uninstalled, and the date, time, and duration 
of each time the device is accessed to obtain 
information; 

(iii) the configuration of the device at the 
time of its installation and any subsequent 
modification thereof; and 

(iv) any information which has been col-
lected by the device.

To the extent that the pen register or trap and 
trace device can be set automatically to 
record this information electronically, the 
record shall be maintained electronically 
throughout the installation and use of such 
device. 

(B) The record maintained under subpara-
graph (A) shall be provided ex parte and under 
seal to the court which entered the ex parte 
order authorizing the installation and use of 
the device within 30 days after termination of 
the order (including any extensions thereof). 
(b) CONTENTS OF ORDER.—An order issued 

under this section—
(1) shall specify—

(A) the identity, if known, of the person to 
whom is leased or in whose name is listed 

the telephone line or other facility to which 
the pen register or trap and trace device is 
to be attached or applied; 

(B) the identity, if known, of the person 
who is the subject of the criminal investiga-
tion; 

(C) the attributes of the communications 
to which the order applies, including the 
number or other identifier and, if known, the 
location of the telephone line or other facil-
ity to which the pen register or trap and 
trace device is to be attached or applied, 
and, in the case of an order authorizing in-
stallation and use of a trap and trace device 
under subsection (a)(2), the geographic lim-
its of the order; and 

(D) a statement of the offense to which the 
information likely to be obtained by the pen 
register or trap and trace device relates; and

(2) shall direct, upon the request of the ap-
plicant, the furnishing of information, facili-
ties, and technical assistance necessary to ac-
complish the installation of the pen register 
or trap and trace device under section 3124 of 
this title.

(c) TIME PERIOD AND EXTENSIONS.—(1) An order 
issued under this section shall authorize the in-
stallation and use of a pen register or a trap and 
trace device for a period not to exceed sixty 
days. 

(2) Extensions of such an order may be grant-
ed, but only upon an application for an order 
under section 3122 of this title and upon the judi-
cial finding required by subsection (a) of this 
section. The period of extension shall be for a 
period not to exceed sixty days. 

(d) NONDISCLOSURE OF EXISTENCE OF PEN REG-
ISTER OR A TRAP AND TRACE DEVICE.—An order 
authorizing or approving the installation and 
use of a pen register or a trap and trace device 
shall direct that—

(1) the order be sealed until otherwise or-
dered by the court; and 

(2) the person owning or leasing the line or 
other facility to which the pen register or a 
trap and trace device is attached or applied, or 
who is obligated by the order to provide assist-
ance to the applicant, not disclose the exist-
ence of the pen register or trap and trace de-
vice or the existence of the investigation to 
the listed subscriber, or to any other person, 
unless or until otherwise ordered by the court. 

(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1869; amended Pub. L. 107–56, title 
II, § 216(b), Oct. 26, 2001, 115 Stat. 288.)

Editorial Notes 

AMENDMENTS 

2001—Subsec. (a). Pub. L. 107–56, § 216(b)(1), reenacted 

heading without change and amended text generally. 

Prior to amendment, text read as follows: ‘‘Upon an ap-

plication made under section 3122 of this title, the 

court shall enter an ex parte order authorizing the in-

stallation and use of a pen register or a trap and trace 

device within the jurisdiction of the court if the court 

finds that the attorney for the Government or the 

State law enforcement or investigative officer has cer-

tified to the court that the information likely to be ob-

tained by such installation and use is relevant to an 

ongoing criminal investigation.’’
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Page 695 TITLE 18—CRIMES AND CRIMINAL PROCEDURE § 3124

Subsec. (b)(1)(A). Pub. L. 107–56, § 216(b)(2)(A), inserted 

‘‘or other facility’’ after ‘‘telephone line’’ and ‘‘or ap-

plied’’ before semicolon at end. 

Subsec. (b)(1)(C). Pub. L. 107–56, § 216(b)(2)(B), added 

subpar. (C) and struck out former subpar (C) which read 

as follows: ‘‘the number and, if known, physical loca-

tion of the telephone line to which the pen register or 

trap and trace device is to be attached and, in the case 

of a trap and trace device, the geographic limits of the 

trap and trace order; and’’. 

Subsec. (d)(2). Pub. L. 107–56, § 216(b)(3), inserted ‘‘or 

other facility’’ after ‘‘leasing the line’’ and substituted 

‘‘or applied, or who is obligated by the order’’ for ‘‘, or 

who has been ordered by the court’’.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title. 

§ 3124. Assistance in installation and use of a pen 
register or a trap and trace device 

(a) PEN REGISTERS.—Upon the request of an at-
torney for the Government or an officer of a law 
enforcement agency authorized to install and 
use a pen register under this chapter, a provider 
of wire or electronic communication service, 
landlord, custodian, or other person shall fur-
nish such investigative or law enforcement offi-
cer forthwith all information, facilities, and 
technical assistance necessary to accomplish 
the installation of the pen register unobtru-
sively and with a minimum of interference with 
the services that the person so ordered by the 
court accords the party with respect to whom 
the installation and use is to take place, if such 
assistance is directed by a court order as pro-
vided in section 3123(b)(2) of this title. 

(b) TRAP AND TRACE DEVICE.—Upon the request 
of an attorney for the Government or an officer 
of a law enforcement agency authorized to re-
ceive the results of a trap and trace device under 
this chapter, a provider of a wire or electronic 
communication service, landlord, custodian, or 
other person shall install such device forthwith 
on the appropriate line or other facility and 
shall furnish such investigative or law enforce-
ment officer all additional information, facili-
ties and technical assistance including installa-
tion and operation of the device unobtrusively 
and with a minimum of interference with the 
services that the person so ordered by the court 
accords the party with respect to whom the in-
stallation and use is to take place, if such in-
stallation and assistance is directed by a court 
order as provided in section 3123(b)(2) of this 
title. Unless otherwise ordered by the court, the 
results of the trap and trace device shall be fur-
nished, pursuant to section 3123(b) or section 
3125 of this title, to the officer of a law enforce-
ment agency, designated in the court order, at 
reasonable intervals during regular business 
hours for the duration of the order. 

(c) COMPENSATION.—A provider of a wire or 
electronic communication service, landlord, cus-
todian, or other person who furnishes facilities 
or technical assistance pursuant to this section 

shall be reasonably compensated for such rea-
sonable expenses incurred in providing such fa-
cilities and assistance. 

(d) NO CAUSE OF ACTION AGAINST A PROVIDER 
DISCLOSING INFORMATION UNDER THIS CHAPTER.—
No cause of action shall lie in any court against 
any provider of a wire or electronic communica-
tion service, its officers, employees, agents, or 
other specified persons for providing informa-
tion, facilities, or assistance in accordance with 
a court order under this chapter, request pursu-
ant to section 3125 of this title, or an order from 
a foreign government that is subject to an exec-
utive agreement that the Attorney General has 
determined and certified to Congress satisfies 
section 2523. 

(e) DEFENSE.—A good faith reliance on a court 
order under this chapter, a request pursuant to 
section 3125 of this title, a legislative authoriza-
tion, a statutory authorization, or a good faith 
determination that the conduct complained of 
was permitted by an order from a foreign gov-
ernment that is subject to executive agreement 
that the Attorney General has determined and 
certified to Congress satisfies section 2523, is a 
complete defense against any civil or criminal 
action brought under this chapter or any other 
law. 

(f) COMMUNICATIONS ASSISTANCE ENFORCEMENT 
ORDERS.—Pursuant to section 2522, an order may 
be issued to enforce the assistance capability 
and capacity requirements under the Commu-
nications Assistance for Law Enforcement Act. 

(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1870; amended Pub. L. 100–690, title 
VII, §§ 7040, 7092(b), (d), Nov. 18, 1988, 102 Stat. 
4399, 4411; Pub. L. 101–647, title XXXV, § 3575, 
Nov. 29, 1990, 104 Stat. 4929; Pub. L. 103–414, title 
II, § 201(b)(2), Oct. 25, 1994, 108 Stat. 4290; Pub. L. 
107–56, title II, § 216(c)(5), (6), Oct. 26, 2001, 115 
Stat. 290; Pub. L. 115–141, div. V, § 104(3)(B), Mar. 
23, 2018, 132 Stat. 1217.)

Editorial Notes 

REFERENCES IN TEXT 

The Communications Assistance for Law Enforce-

ment Act, referred to in subsec. (f), is title I of Pub. L. 

103–414, Oct. 25, 1994, 108 Stat. 4279, which is classified 

generally to subchapter I (§ 1001 et seq.) of chapter 9 of 

Title 47, Telecommunications. For complete classifica-

tion of this Act to the Code, see Short Title note set 

out under section 1001 of Title 47 and Tables. 

AMENDMENTS 

2018—Subsec. (d). Pub. L. 115–141, § 104(3)(B)(i), amend-

ed subsec. (d) generally. Prior to amendment, text read 

as follows: ‘‘No cause of action shall lie in any court 

against any provider of a wire or electronic commu-

nication service, its officers, employees, agents, or 

other specified persons for providing information, fa-

cilities, or assistance in accordance with a court order 

under this chapter or request pursuant to section 3125 

of this title.’’
Subsec. (e). Pub. L. 115–141, § 104(3)(B)(ii), amended 

subsec. (e) generally. Prior to amendment, text read as 

follows: ‘‘A good faith reliance on a court order under 

this chapter, a request pursuant to section 3125 of this 

title, a legislative authorization, or a statutory author-

ization is a complete defense against any civil or crimi-

nal action brought under this chapter or any other 

law.’’
2001—Subsec. (b). Pub. L. 107–56, § 216(c)(6), inserted 

‘‘or other facility’’ after ‘‘the appropriate line’’. 
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Subsec. (d). Pub. L. 107–56, § 216(c)(5), struck out ‘‘the 

terms of’’ before ‘‘a court order’’. 
1994—Subsec. (f). Pub. L. 103–414 added subsec. (f). 
1990—Subsec. (b). Pub. L. 101–647 substituted ‘‘section 

3123(b)’’ for ‘‘subsection 3123(b)’’. 
1988—Subsec. (b). Pub. L. 100–690, §§ 7040, 7092(d), in-

serted ‘‘, pursuant to subsection 3123(b) or section 3125 

of this title,’’ after ‘‘shall be furnished’’ and ‘‘order’’ 

after last reference to ‘‘court’’. 
Subsec. (d). Pub. L. 100–690, § 7092(b)(1), inserted ‘‘or 

request pursuant to section 3125 of this title’’ after 

‘‘this chapter’’. 
Subsec. (e). Pub. L. 100–690, § 7092(b)(2), inserted 

‘‘under this chapter, a request pursuant to section 3125 

of this title’’ after ‘‘court order’’.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title. 

ASSISTANCE TO LAW ENFORCEMENT AGENCIES 

Pub. L. 107–56, title II, § 222, Oct. 26, 2001, 115 Stat. 292, 

provided that: ‘‘Nothing in this Act [see Short Title of 

2001 Amendment note set out under section 1 of this 

title] shall impose any additional technical obligation 

or requirement on a provider of a wire or electronic 

communication service or other person to furnish fa-

cilities or technical assistance. A provider of a wire or 

electronic communication service, landlord, custodian, 

or other person who furnishes facilities or technical as-

sistance pursuant to section 216 [amending this section 

and sections 3121, 3123, and 3127 of this title] shall be 

reasonably compensated for such reasonable expendi-

tures incurred in providing such facilities or assist-

ance.’’

§ 3125. Emergency pen register and trap and 
trace device installation 

(a) Notwithstanding any other provision of 
this chapter, any investigative or law enforce-
ment officer, specially designated by the Attor-
ney General, the Deputy Attorney General, the 
Associate Attorney General, any Assistant At-
torney General, any acting Assistant Attorney 
General, or any Deputy Assistant Attorney Gen-
eral, or by the principal prosecuting attorney of 
any State or subdivision thereof acting pursuant 
to a statute of that State, who reasonably deter-
mines that—

(1) an emergency situation exists that in-
volves—

(A) immediate danger of death or serious 
bodily injury to any person; 

(B) conspiratorial activities characteristic 
of organized crime; 

(C) an immediate threat to a national se-
curity interest; or 

(D) an ongoing attack on a protected com-
puter (as defined in section 1030) that con-
stitutes a crime punishable by a term of im-
prisonment greater than one year;

that requires the installation and use of a pen 
register or a trap and trace device before an 
order authorizing such installation and use 
can, with due diligence, be obtained, and 

(2) there are grounds upon which an order 
could be entered under this chapter to author-
ize such installation and use;

may have installed and use a pen register or 
trap and trace device if, within forty-eight hours 
after the installation has occurred, or begins to 
occur, an order approving the installation or use 
is issued in accordance with section 3123 of this 
title. 

(b) In the absence of an authorizing order, 
such use shall immediately terminate when the 
information sought is obtained, when the appli-
cation for the order is denied or when forty-
eight hours have lapsed since the installation of 
the pen register or trap and trace device, which-
ever is earlier. 

(c) The knowing installation or use by any in-
vestigative or law enforcement officer of a pen 
register or trap and trace device pursuant to 
subsection (a) without application for the au-
thorizing order within forty-eight hours of the 
installation shall constitute a violation of this 
chapter. 

(d) A provider of a wire or electronic service, 
landlord, custodian, or other person who fur-
nished facilities or technical assistance pursu-
ant to this section shall be reasonably com-
pensated for such reasonable expenses incurred 
in providing such facilities and assistance. 

(Added Pub. L. 100–690, title VII, § 7092(a)(2), Nov. 
18, 1988, 102 Stat. 4410; amended Pub. L. 103–322, 
title XXXIII, § 330008(3), Sept. 13, 1994, 108 Stat. 
2142; Pub. L. 104–294, title VI, § 601(f)(5), Oct. 11, 
1996, 110 Stat. 3499; Pub. L. 107–296, title XXII, 
§ 2207(i), formerly title II, § 225(i), Nov. 25, 2002, 
116 Stat. 2158, renumbered § 2207(i), Pub. L. 
115–278, § 2(g)(2)(I), Nov. 16, 2018, 132 Stat. 4178.)

Editorial Notes 

PRIOR PROVISIONS 

A prior section 3125 was renumbered section 3126 of 

this title. 

AMENDMENTS 

2002—Subsec. (a)(1)(C), (D). Pub. L. 107–296 added sub-

pars. (C) and (D). 

1996—Subsec. (a). Pub. L. 104–294 struck out closing 

quotation mark at end. 

1994—Subsec. (a). Pub. L. 103–322, § 330008(3)(A), (B), 

substituted ‘‘use;’’ for ‘‘use’ ’’ in par. (2) and directed 

that matter beginning with ‘‘may have installed’’ and 

ending with ‘‘section 3123 of this title’’ be realigned so 

that it is flush to the left margin, which was executed 

to text containing a period after ‘‘section 3123 of this 

title’’, to reflect the probable intent of Congress. 

Subsec. (d). Pub. L. 103–322, § 330008(3)(C), substituted 

‘‘provider of’’ for ‘‘provider for’’.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE OF 2002 AMENDMENT 

Amendment by Pub. L. 107–296 effective 60 days after 

Nov. 25, 2002, see section 4 of Pub. L. 107–296, set out as 

an Effective Date note under section 101 of Title 6, Do-

mestic Security. 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title. 
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§ 3126. Reports concerning pen registers and 
trap and trace devices 

The Attorney General shall annually report to 
Congress on the number of pen register orders 
and orders for trap and trace devices applied for 
by law enforcement agencies of the Department 
of Justice, which report shall include informa-
tion concerning—

(1) the period of interceptions authorized by 
the order, and the number and duration of any 
extensions of the order; 

(2) the offense specified in the order or appli-
cation, or extension of an order; 

(3) the number of investigations involved; 
(4) the number and nature of the facilities 

affected; and 
(5) the identity, including district, of the ap-

plying investigative or law enforcement agen-
cy making the application and the person au-
thorizing the order. 

(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1871, § 3125; renumbered § 3126, Pub. 
L. 100–690, title VII, § 7092(a)(1), Nov. 18, 1988, 102 
Stat. 4410; amended Pub. L. 106–197, § 3, May 2, 
2000, 114 Stat. 247.)

Editorial Notes 

PRIOR PROVISIONS 

A prior section 3126 was renumbered section 3127 of 

this title. 

AMENDMENTS 

2000—Pub. L. 106–197 substituted ‘‘, which report shall 

include information concerning—’’ and pars. (1) to (5) 

for period at end. 

1988—Pub. L. 100–690 renumbered section 3125 of this 

title as this section.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title. 

REPORT ON USE OF DCS 1000 (CARNIVORE) TO 

IMPLEMENT ORDERS UNDER SECTION 3123

Pub. L. 107–273, div. A, title III, § 305(a), Nov. 2, 2002, 

116 Stat. 1782, provided that: ‘‘At the same time that 

the Attorney General submits to Congress the annual 

reports required by section 3126 of title 18, United 

States Code, that are respectively next due after the 

end of each of the fiscal years 2002 and 2003, the Attor-

ney General shall also submit to the Chairmen and 

ranking minority members of the Committees on the 

Judiciary of the Senate and of the House of Representa-

tives a report, covering the same respective time pe-

riod, on the number of orders under section 3123 applied 

for by law enforcement agencies of the Department of 

Justice whose implementation involved the use of the 

DCS 1000 program (or any subsequent version of such 

program), which report shall include information con-

cerning—

‘‘(1) the period of interceptions authorized by the 

order, and the number and duration of any extensions 

of the order; 

‘‘(2) the offense specified in the order or applica-

tion, or extension of an order; 

‘‘(3) the number of investigations involved; 

‘‘(4) the number and nature of the facilities af-

fected; 
‘‘(5) the identity of the applying investigative or 

law enforcement agency making the application for 

an order; and 
‘‘(6) the specific persons authorizing the use of the 

DCS 1000 program (or any subsequent version of such 

program) in the implementation of such order.’’

§ 3127. Definitions for chapter 

As used in this chapter—
(1) the terms ‘‘wire communication’’, ‘‘elec-

tronic communication’’, ‘‘electronic commu-
nication service’’, and ‘‘contents’’ have the 
meanings set forth for such terms in section 
2510 of this title; 

(2) the term ‘‘court of competent jurisdic-
tion’’ means—

(A) any district court of the United States 
(including a magistrate judge of such a 
court) or any United States court of appeals 
that—

(i) has jurisdiction over the offense being 
investigated; 

(ii) is in or for a district in which the 
provider of a wire or electronic commu-
nication service is located; 

(iii) is in or for a district in which a 
landlord, custodian, or other person sub-
ject to subsections (a) or (b) of section 3124 
of this title is located; or 

(iv) is acting on a request for foreign as-
sistance pursuant to section 3512 of this 
title; or

(B) a court of general criminal jurisdiction 
of a State authorized by the law of that 
State to enter orders authorizing the use of 
a pen register or a trap and trace device;

(3) the term ‘‘pen register’’ means a device 
or process which records or decodes dialing, 
routing, addressing, or signaling information 
transmitted by an instrument or facility from 
which a wire or electronic communication is 
transmitted, provided, however, that such in-
formation shall not include the contents of 
any communication, but such term does not 
include any device or process used by a pro-
vider or customer of a wire or electronic com-
munication service for billing, or recording as 
an incident to billing, for communications 
services provided by such provider or any de-
vice or process used by a provider or customer 
of a wire communication service for cost ac-
counting or other like purposes in the ordi-
nary course of its business; 

(4) the term ‘‘trap and trace device’’ means 
a device or process which captures the incom-
ing electronic or other impulses which iden-
tify the originating number or other dialing, 
routing, addressing, and signaling information 
reasonably likely to identify the source of a 
wire or electronic communication, provided, 
however, that such information shall not in-
clude the contents of any communication; 

(5) the term ‘‘attorney for the Government’’ 
has the meaning given such term for the pur-
poses of the Federal Rules of Criminal Proce-
dure; and 

(6) the term ‘‘State’’ means a State, the Dis-
trict of Columbia, Puerto Rico, and any other 
possession or territory of the United States. 
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(Added Pub. L. 99–508, title III, § 301(a), Oct. 21, 
1986, 100 Stat. 1871, § 3126; renumbered § 3127, Pub. 
L. 100–690, title VII, § 7092(a)(1), Nov. 18, 1988, 102 
Stat. 4410; amended Pub. L. 107–56, title II, 
§ 216(c)(1)–(4), Oct. 26, 2001, 115 Stat. 290; Pub. L. 
111–79, § 2(3), Oct. 19, 2009, 123 Stat. 2087.)

Editorial Notes 

REFERENCES IN TEXT 

The Federal Rules of Criminal Procedure, referred to 

in par. (5), are set out in the Appendix to this title. 

AMENDMENTS 

2009—Par. (2)(A). Pub. L. 111–79 substituted ‘‘that—’’ 

and cls. (i) to (iv) for ‘‘having jurisdiction over the of-

fense being investigated; or’’. 

2001—Par. (1). Pub. L. 107–56, § 216(c)(4), struck out 

‘‘and’’ after ‘‘ ‘electronic communication’,’’ and in-

serted ‘‘, and ‘contents’ ’’ after ‘‘ ‘electronic commu-

nication service’ ’’. 

Par. (2)(A). Pub. L. 107–56, § 216(c)(1), added subpar. (A) 

and struck out former subpar. (A) which read as fol-

lows: ‘‘a district court of the United States (including 

a magistrate judge of such a court) or a United States 

Court of Appeals; or’’. 

Par. (3). Pub. L. 107–56, § 216(c)(2), substituted ‘‘dial-

ing, routing, addressing, or signaling information 

transmitted by an instrument or facility from which a 

wire or electronic communication is transmitted, pro-

vided, however, that such information shall not include 

the contents of any communication’’ for ‘‘electronic or 

other impulses which identify the numbers dialed or 

otherwise transmitted on the telephone line to which 

such device is attached’’ and inserted ‘‘or process’’ 

after ‘‘device’’ wherever appearing. 

Par. (4). Pub. L. 107–56, § 216(c)(3), inserted ‘‘or proc-

ess’’ after ‘‘means a device’’ and substituted ‘‘or other 

dialing, routing, addressing, and signaling information 

reasonably likely to identify the source of a wire or 

electronic communication, provided, however, that 

such information shall not include the contents of any 

communication;’’ for ‘‘of an instrument or device from 

which a wire or electronic communication was trans-

mitted;’’. 

1988—Pub. L. 100–690 renumbered section 3126 of this 

title as this section.

Statutory Notes and Related Subsidiaries 

EFFECTIVE DATE 

Section effective 90 days after Oct. 21, 1986, and, in 

case of conduct pursuant to court order or extension, 

applicable only with respect to court orders and exten-

sions made after such date, with special rule for State 

authorizations of interceptions, see section 302 of Pub. 

L. 99–508, set out as a note under section 3121 of this 

title.

CHAPTER 207—RELEASE AND DETENTION 
PENDING JUDICIAL PROCEEDINGS 

Sec. 

3141. Release and detention authority generally. 

3142. Release or detention of a defendant pending 

trial. 

3143. Release or detention of a defendant pending 

sentence or appeal. 

3144. Release or detention of a material witness. 

3145. Review and appeal of a release or detention 

order. 

3146. Penalty for failure to appear. 

3147. Penalty for an offense committed while on re-

lease. 

3148. Sanctions for violation of a release condition. 

3149. Surrender of an offender by a surety. 

3150. Applicability to a case removed from a State 

court. 

Sec. 

[3150a. Repealed.] 

3151. Refund of forfeited bail. 

3152. Establishment of pretrial services. 

3153. Organization and administration of pretrial 

services. 

3154. Functions and powers relating to pretrial 

services. 

3155. Annual reports. 

3156. Definitions.

Editorial Notes 

AMENDMENTS 

1988—Pub. L. 100–690, title VII, § 7084(b), Nov. 18, 1988, 

102 Stat. 4408, added item 3151. 

1984—Pub. L. 98–473, title II, § 203(e), Oct. 12, 1984, 98 

Stat. 1985, inserted ‘‘AND DETENTION PENDING JU-

DICIAL PROCEEDING’’ in chapter heading, added new 

items 3141 to 3150, and struck out former items 3141 to 

3151 as follows: item 3141 ‘‘Power of courts and mag-

istrates’’, item 3142 ‘‘Surrender by bail’’, item 3143 ‘‘Ad-

ditional bail’’, item 3144 ‘‘Cases removed from State 

courts’’, item 3145 ‘‘Parties and witnesses—Rule’’, item 

3146 ‘‘Release in noncapital cases prior to trial’’, item 

3147 ‘‘Appeal from conditions of release’’, item 3148 

‘‘Release in capital cases or after conviction’’, item 

3149 ‘‘Release of material witnesses’’, item 3150 ‘‘Pen-

alties for failure to appear’’, item 3150a ‘‘Refund of for-

feited bail’’, item 3151 ‘‘Contempt’’. 

1982—Pub. L. 97–267, § 6, Sept. 27, 1982, 96 Stat. 1138, 

struck out ‘‘agencies’’ after ‘‘services’’ in item 3152, 

substituted ‘‘and administration of pretrial services’’ 

for ‘‘of pretrial services agencies’’ in item 3153, ‘‘relat-

ing to pretrial services’’ for ‘‘of pretrial services agen-

cies’’ in item 3154, and ‘‘Annual reports’’ for ‘‘Report to 

Congress’’ in item 3155. 

Pub. L. 97–258, § 2(d)(3)(A), Sept. 13, 1982, 96 Stat. 1058, 

added item 3150a. 

1975—Pub. L. 93–619, title II, § 202, Jan. 3, 1975, 88 Stat. 

2089, added items 3153 to 3156, and in item 3152, sub-

stituted ‘‘Establishment of Pretrial Services Agencies’’ 

for ‘‘Definitions’’. 

1966—Pub. L. 89–465, §§ 3(b), 5(e)(1), June 22, 1966, 80 

Stat. 216, 217, substituted ‘‘RELEASE’’ for ‘‘BAIL’’ in 

chapter heading and ‘‘Release in noncapital cases prior 

to trial’’ for ‘‘Jumping Bail’’ in item 3146, and added 

items 3147 to 3152. 

1954—Act Aug. 20, 1954, ch. 772, § 2, 68 Stat. 748, added 

item 3146. 

§ 3141. Release and detention authority generally 

(a) PENDING TRIAL.—A judicial officer author-
ized to order the arrest of a person under section 
3041 of this title before whom an arrested person 
is brought shall order that such person be re-
leased or detained, pending judicial proceedings, 
under this chapter. 

(b) PENDING SENTENCE OR APPEAL.—A judicial 
officer of a court of original jurisdiction over an 
offense, or a judicial officer of a Federal appel-
late court, shall order that, pending imposition 
or execution of sentence, or pending appeal of 
conviction or sentence, a person be released or 
detained under this chapter. 

(Added Pub. L. 98–473, title II, § 203(a), Oct. 12, 
1984, 98 Stat. 1976; amended Pub. L. 99–646, § 55(a), 
(b), Nov. 10, 1986, 100 Stat. 3607.)

Editorial Notes 

PRIOR PROVISIONS 

A prior section 3141, acts June 25, 1948, ch. 645, 62 

Stat. 821; June 22, 1966, Pub. L. 89–465, § 5(b), 80 Stat. 217, 

related to powers of courts and magistrates with re-

spect to release on bail or otherwise, prior to repeal in 
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