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AMENDMENTS 

2016—Subsecs. (a)(1), (c), (d)(3)(B). Pub. L. 114–255 sub-
stituted ‘‘HIT Advisory Committee’’ for ‘‘HIT Policy 
Committee and the HIT Standards Committee’’. 

§ 300jj–52. Information blocking 

(a) Definition 

(1) In general 

In this section, the term ‘‘information 
blocking’’ means a practice that— 

(A) except as required by law or specified 
by the Secretary pursuant to rulemaking 
under paragraph (3), is likely to interfere 
with, prevent, or materially discourage ac-
cess, exchange, or use of electronic health 
information; and 

(B)(i) if conducted by a health information 
technology developer, exchange, or network, 
such developer, exchange, or network knows, 
or should know, that such practice is likely 
to interfere with, prevent, or materially dis-
courage the access, exchange, or use of elec-
tronic health information; or 

(ii) if conducted by a health care provider, 
such provider knows that such practice is 
unreasonable and is likely to interfere with, 
prevent, or materially discourage access, ex-
change, or use of electronic health informa-
tion. 

(2) Practices described 

The information blocking practices de-
scribed in paragraph (1) may include— 

(A) practices that restrict authorized ac-
cess, exchange, or use under applicable State 
or Federal law of such information for treat-
ment and other permitted purposes under 
such applicable law, including transitions 
between certified health information tech-
nologies; 

(B) implementing health information tech-
nology in nonstandard ways that are likely 
to substantially increase the complexity or 
burden of accessing, exchanging, or using 
electronic health information; and 

(C) implementing health information tech-
nology in ways that are likely to— 

(i) restrict the access, exchange, or use 
of electronic health information with re-
spect to exporting complete information 
sets or in transitioning between health in-
formation technology systems; or 

(ii) lead to fraud, waste, or abuse, or im-
pede innovations and advancements in 
health information access, exchange, and 
use, including care delivery enabled by 
health information technology. 

(3) Rulemaking 

The Secretary, through rulemaking, shall 
identify reasonable and necessary activities 
that do not constitute information blocking 
for purposes of paragraph (1). 

(4) No enforcement before exception identified 

The term ‘‘information blocking’’ does not 
include any practice or conduct occurring 
prior to the date that is 30 days after Decem-
ber 13, 2016. 

(5) Consultation 

The Secretary may consult with the Federal 
Trade Commission in promulgating regula-

tions under this subsection, to the extent that 
such regulations define practices that are nec-
essary to promote competition and consumer 
welfare. 

(6) Application 

The term ‘‘information blocking’’, with re-
spect to an individual or entity, shall not in-
clude an act or practice other than an act or 
practice committed by such individual or en-
tity. 

(7) Clarification 

In carrying out this section, the Secretary 
shall ensure that health care providers are not 
penalized for the failure of developers of 
health information technology or other enti-
ties offering health information technology to 
such providers to ensure that such technology 
meets the requirements to be certified under 
this subchapter. 

(b) Inspector General authority 

(1) In general 

The inspector general of the Department of 
Health and Human Services (referred to in this 
section as the ‘‘Inspector General’’) may in-
vestigate any claim that— 

(A) a health information technology devel-
oper of certified health information tech-
nology or other entity offering certified 
health information technology— 

(i) submitted a false attestation under 
section 300jj–11(c)(5)(D)(vii) of this title; or 

(ii) engaged in information blocking; 

(B) a health care provider engaged in infor-
mation blocking; or 

(C) a health information exchange or net-
work engaged in information blocking. 

(2) Penalties 

(A) Developers, networks, and exchanges 

Any individual or entity described in sub-
paragraph (A) or (C) of paragraph (1) that 
the Inspector General, following an inves-
tigation conducted under this subsection, 
determines to have committed information 
blocking shall be subject to a civil monetary 
penalty determined by the Secretary for all 
such violations identified through such in-
vestigation, which may not exceed $1,000,000 
per violation. Such determination shall take 
into account factors such as the nature and 
extent of the information blocking and harm 
resulting from such information blocking, 
including, where applicable, the number of 
patients affected, the number of providers 
affected, and the number of days the infor-
mation blocking persisted. 

(B) Providers 

Any individual or entity described in sub-
paragraph (B) of paragraph (1) determined by 
the Inspector General to have committed in-
formation blocking shall be referred to the 
appropriate agency to be subject to appro-
priate disincentives using authorities under 
applicable Federal law, as the Secretary sets 
forth through notice and comment rule-
making. 

(C) Procedure 

The provisions of section 1320a–7a of this 
title (other than subsections (a) and (b) of 
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such section) shall apply to a civil money 
penalty applied under this paragraph in the 
same manner as such provisions apply to a 
civil money penalty or proceeding under 
such section 1320a–7a(a) of this title. 

(D) Recovered penalty funds 

The amounts recovered under this para-
graph shall be allocated as follows: 

(i) Annual operating expenses 

Each year following the establishment of 
the authority under this subsection, the 
Office of the Inspector General shall pro-
vide to the Secretary an estimate of the 
costs to carry out investigations under 
this section. Such estimate may include 
reasonable reserves to account for vari-
ance in annual amounts recovered under 
this paragraph. There is authorized to be 
appropriated for purposes of carrying out 
this section an amount equal to the 
amount specified in such estimate for the 
fiscal year. 

(ii) Application to other programs 

The amounts recovered under this para-
graph and remaining after amounts are 
made available under clause (i) shall be 
transferred to the Federal Hospital Insur-
ance Trust Fund under section 1395i of this 
title and the Federal Supplementary Medi-
cal Insurance Trust Fund under section 
1395t of this title, in such proportion as the 
Secretary determines appropriate. 

(E) Authorization of appropriations 

There is authorized to be appropriated to 
the Office of the Inspector General to carry 
out this section $10,000,000, to remain avail-
able until expended. 

(3) Resolution of claims 

(A) In general 

The Office of the Inspector General, if such 
Office determines that a consultation re-
garding the health privacy and security 
rules promulgated under section 264(c) of the 
Health Insurance Portability and Account-
ability Act of 1996 (42 U.S.C. 1320d–2 note) 
will resolve an information blocking claim, 
may refer such instances of information 
blocking to the Office for Civil Rights of the 
Department of Health and Human Services 
for resolution. 

(B) Limitation on liability 

If a health care provider or health infor-
mation technology developer makes infor-
mation available based on a good faith reli-
ance on consultations with the Office for 
Civil Rights of the Department of Health 
and Human Services pursuant to a referral 
under subparagraph (A), with respect to such 
information, the health care provider or de-
veloper shall not be liable for such disclo-
sure or disclosures made pursuant to sub-
paragraph (A). 

(c) Identifying barriers to exchange of certified 
health information technology 

(1) Trusted exchange defined 

In this section, the term ‘‘trusted exchange’’ 
with respect to certified electronic health 

records means that the certified electronic 
health record technology has the technical ca-
pability to enable secure health information 
exchange between users and multiple certified 
electronic health record technology systems. 

(2) Guidance 

The National Coordinator, in consultation 
with the Office for Civil Rights of the Depart-
ment of Health and Human Services, shall 
issue guidance on common legal, governance, 
and security barriers that prevent the trusted 
exchange of electronic health information. 

(3) Referral 

The National Coordinator and the Office for 
Civil Rights of the Department of Health and 
Human Services may refer to the Inspector 
General instances or patterns of refusal to ex-
change health information with an individual 
or entity using certified electronic health 
record technology that is technically capable 
of trusted exchange and under conditions when 
exchange is legally permissible. 

(d) Additional provisions 

(1) Information sharing provisions 

The National Coordinator may serve as a 
technical consultant to the Inspector General 
and the Federal Trade Commission for pur-
poses of carrying out this section. The Na-
tional Coordinator may, notwithstanding any 
other provision of law, share information re-
lated to claims or investigations under sub-
section (b) with the Federal Trade Commission 
for purposes of such investigations and shall 
share information with the Inspector General, 
as required by law. 

(2) Protection from disclosure of information 

Any information that is received by the Na-
tional Coordinator in connection with a claim 
or suggestion of possible information blocking 
and that could reasonably be expected to fa-
cilitate identification of the source of the in-
formation— 

(A) shall not be disclosed by the National 
Coordinator except as may be necessary to 
carry out the purpose of this section; 

(B) shall be exempt from mandatory dis-
closure under section 552 of title 5, as pro-
vided by subsection (b)(3) of such section; 
and 

(C) may be used by the Inspector General 
or Federal Trade Commission for reporting 
purposes to the extent that such information 
could not reasonably be expected to facili-
tate identification of the source of such in-
formation. 

(3) Standardized process 

(A) In general 

The National Coordinator shall implement 
a standardized process for the public to sub-
mit reports on claims of— 

(i) health information technology prod-
ucts or developers of such products (or 
other entities offering such products to 
health care providers) not being interoper-
able or resulting in information blocking; 

(ii) actions described in subsection (b)(1) 
that result in information blocking as de-
scribed in subsection (a); and 
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2 So in original. No par. (2) has been enacted. 
3 See References in Text note below. 
4 So in original. Probably should be preceded by ‘‘subsection’’. 

(iii) any other act described in sub-
section (a). 

(B) Collection of information 

The standardized process implemented 
under subparagraph (A) shall provide for the 
collection of such information as the origi-
nating institution, location, type of trans-
action, system and version, timestamp, ter-
minating institution, locations, system and 
version, failure notice, and other related in-
formation. 

(4) Nonduplication of penalty structures 

In carrying out this subsection, the Sec-
retary shall, to the extent possible, ensure 
that penalties do not duplicate penalty struc-
tures that would otherwise apply with respect 
to information blocking and the type of indi-
vidual or entity involved as of the day before 
December 13, 2016. 

(July 1, 1944, ch. 373, title XXX, § 3022, as added 
Pub. L. 114–255, div. A, title IV, § 4004, Dec. 13, 
2016, 130 Stat. 1176.) 

REFERENCES IN TEXT 

Section 264(c) of the Health Insurance Portability and 
Accountability Act of 1996, referred to in subsec. 
(b)(3)(A), is section 264(c) of Pub. L. 104–191, which is set 
out as a note under section 1320d–2 of this title. 

SUBCHAPTER XXIX—DATA COLLECTION, 
ANALYSIS, AND QUALITY 

§ 300kk. Data collection, analysis, and quality 

(a) Data collection 

(1) In general 

The Secretary shall ensure that, by not later 
than 2 years after March 23, 2010, any federally 
conducted or supported health care or public 
health program, activity or survey (including 
Current Population Surveys and American 
Community Surveys conducted by the Bureau 
of Labor Statistics and the Bureau of the Cen-
sus) collects and reports, to the extent prac-
ticable— 

(A) data on race, ethnicity, sex, primary 
language, and disability status for appli-
cants, recipients, or participants; 

(B) data at the smallest geographic level 
such as State, local, or institutional levels if 
such data can be aggregated; 

(C) sufficient data to generate statistically 
reliable estimates by racial, ethnic, sex, pri-
mary language, and disability status sub-
groups for applicants, recipients or partici-
pants using, if needed, statistical oversam-
ples of these subpopulations; and 

(D) any other demographic data as deemed 
appropriate by the Secretary regarding 
health disparities. 

(2) Collection standards 

In collecting data described in paragraph (1), 
the Secretary or designee shall— 

(A) use Office of Management and Budget 
standards, at a minimum, for race and eth-
nicity measures; 

(B) develop standards for the measurement 
of sex, primary language, and disability 
status; 

(C) develop standards for the collection of 
data described in paragraph (1) that, at a 
minimum— 

(i) collects self-reported data by the ap-
plicant, recipient, or participant; and 

(ii) collects data from a parent or legal 
guardian if the applicant, recipient, or par-
ticipant is a minor or legally incapaci-
tated; 

(D) survey health care providers and estab-
lish other procedures in order to assess ac-
cess to care and treatment for individuals 
with disabilities and to identify— 

(i) locations where individuals with dis-
abilities access primary, acute (including 
intensive), and long-term care; 

(ii) the number of providers with acces-
sible facilities and equipment to meet the 
needs of the individuals with disabilities, 
including medical diagnostic equipment 
that meets the minimum technical cri-
teria set forth in section 794f of title 29; 
and 

(iii) the number of employees of health 
care providers trained in disability aware-
ness and patient care of individuals with 
disabilities; and 

(E) require that any reporting requirement 
imposed for purposes of measuring quality 
under any ongoing or federally conducted or 
supported health care or public health pro-
gram, activity, or survey includes require-
ments for the collection of data on individ-
uals receiving health care items or services 
under such programs activities 1 by race, 
ethnicity, sex, primary language, and dis-
ability status. 

(3) Data management 

In collecting data described in paragraph (1), 
the Secretary, acting through the National 
Coordinator for Health Information Tech-
nology shall— 

(A) develop national standards for the 
management of data collected; and 

(B) develop interoperability and security 
systems for data management. 

(b) Data analysis 

(1) 2 In general 

For each federally conducted or supported 
health care or public health program or activ-
ity, the Secretary shall analyze data collected 
under paragraph (a) to detect and monitor 
trends in health disparities (as defined for pur-
poses of section 285t 3 of this title) at the Fed-
eral and State levels. 

(c) Data reporting and dissemination 

(1) In general 

The Secretary shall make the analyses de-
scribed in (b) 4 available to— 

(A) the Office of Minority Health; 
(B) the National Center on Minority 

Health and Health Disparities; 
(C) the Agency for Healthcare Research 

and Quality; 
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