§ 1028A

TITLE 18—CRIMES AND CRIMINAL PROCEDURE

FRAUD AND RELATED ACTIVITY IN CONNECTION WITH
IDENTIFICATION DOCUMENTS
Pub. L. 98–473, title II, § 609L, Oct. 12, 1984, 98 Stat.
2103, provided that:
‘‘(a) For purposes of section 1028 of title 18, United
States Code, to the maximum extent feasible, personal
descriptors or identifiers utilized in identification documents, as defined in such section, shall utilize common descriptive terms and formats designed to—
‘‘(1) reduce the redundancy and duplication of identification systems by providing information which
can be utilized by the maximum number of authorities, and
‘‘(2) facilitate positive identification of bona fide
holders of identification documents.
‘‘(b) The President shall, no later than 3 years after
the date of enactment of this Act [Oct. 12, 1984], and
after consultation with Federal, State, local, and international issuing authorities, and concerned groups
make recommnedations [recommendations] to the Congress for the enactment of comprehensive legislation
on Federal identification systems. Such legislation
shall—
‘‘(1) give due consideration to protecting the privacy of persons who are the subject of any identification system,
‘‘(2) recommend appropriate civil and criminal
sanctions for the misuse or unauthorized disclosure
of personal identification information, and
‘‘(3) make recommendations providing for the exchange of personal identification information as authorized by Federal or State law or Executive order
of the President or the chief executive officer of any
of the several States.’’

§ 1028A. Aggravated identity theft
(a) OFFENSES.—
(1) IN GENERAL.—Whoever, during and in relation to any felony violation enumerated in
subsection (c), knowingly transfers, possesses,
or uses, without lawful authority, a means of
identification of another person shall, in addition to the punishment provided for such felony, be sentenced to a term of imprisonment
of 2 years.
(2) TERRORISM OFFENSE.—Whoever, during
and in relation to any felony violation enumerated in section 2332b(g)(5)(B), knowingly
transfers, possesses, or uses, without lawful
authority, a means of identification of another
person or a false identification document
shall, in addition to the punishment provided
for such felony, be sentenced to a term of imprisonment of 5 years.
(b) CONSECUTIVE SENTENCE.—Notwithstanding
any other provision of law—
(1) a court shall not place on probation any
person convicted of a violation of this section;
(2) except as provided in paragraph (4), no
term of imprisonment imposed on a person
under this section shall run concurrently with
any other term of imprisonment imposed on
the person under any other provision of law,
including any term of imprisonment imposed
for the felony during which the means of identification was transferred, possessed, or used;
(3) in determining any term of imprisonment
to be imposed for the felony during which the
means of identification was transferred, possessed, or used, a court shall not in any way
reduce the term to be imposed for such crime
so as to compensate for, or otherwise take into
account, any separate term of imprisonment
imposed or to be imposed for a violation of
this section; and
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(4) a term of imprisonment imposed on a person for a violation of this section may, in the
discretion of the court, run concurrently, in
whole or in part, only with another term of
imprisonment that is imposed by the court at
the same time on that person for an additional
violation of this section, provided that such
discretion shall be exercised in accordance
with any applicable guidelines and policy
statements issued by the Sentencing Commission pursuant to section 994 of title 28.
(c) DEFINITION.—For purposes of this section,
the term ‘‘felony violation enumerated in subsection (c)’’ means any offense that is a felony
violation of—
(1) section 641 (relating to theft of public
money, property, or rewards 1), section 656 (relating to theft, embezzlement, or misapplication by bank officer or employee), or section
664 (relating to theft from employee benefit
plans);
(2) section 911 (relating to false personation
of citizenship);
(3) section 922(a)(6) (relating to false statements in connection with the acquisition of a
firearm);
(4) any provision contained in this chapter
(relating to fraud and false statements), other
than this section or section 1028(a)(7);
(5) any provision contained in chapter 63 (relating to mail, bank, and wire fraud);
(6) any provision contained in chapter 69 (relating to nationality and citizenship);
(7) any provision contained in chapter 75 (relating to passports and visas);
(8) section 523 of the Gramm-Leach-Bliley
Act (15 U.S.C. 6823) (relating to obtaining customer information by false pretenses);
(9) section 243 or 266 of the Immigration and
Nationality Act (8 U.S.C. 1253 and 1306) (relating to willfully failing to leave the United
States after deportation and creating a counterfeit alien registration card);
(10) any provision contained in chapter 8 of
title II of the Immigration and Nationality
Act (8 U.S.C. 1321 et seq.) (relating to various
immigration offenses); or
(11) section 208, 811, 1107(b), 1128B(a), or 1632
of the Social Security Act (42 U.S.C. 408, 1011,
1307(b), 1320a–7b(a), and 1383a) (relating to false
statements relating to programs under the
Act).
(Added Pub. L. 108–275, § 2(a), July 15, 2004, 118
Stat. 831.)
REFERENCES IN TEXT
The Immigration and Nationality Act, referred to in
subsec. (c)(10), is act June 27, 1952, ch. 477, 66 Stat. 163,
as amended. Chapter 8 of title II of the Act is classified
generally to part VIII (§ 1321 et seq.) of subchapter II of
chapter 12 of Title 8, Aliens and Nationality. For complete classification of this Act to the Code, see Short
Title note set out under section 1101 of Title 8 and
Tables.
The Social Security Act, referred to in subsec. (c)(11),
is act Aug. 14, 1935, ch. 531, 49 Stat. 620, as amended,
which is classified generally to chapter 7 (§ 301 et seq.)
of Title 42, The Public Health and Welfare. For complete classification of this Act to the Code, see section
1305 of Title 42 and Tables.
1 So

in original. Probably should be ‘‘records’’.

Page 301

TITLE 18—CRIMES AND CRIMINAL PROCEDURE

§ 1029. Fraud and related activity in connection
with access devices
(a) Whoever—
(1) knowingly and with intent to defraud
produces, uses, or traffics in one or more counterfeit access devices;
(2) knowingly and with intent to defraud
traffics in or uses one or more unauthorized
access devices during any one-year period, and
by such conduct obtains anything of value aggregating $1,000 or more during that period;
(3) knowingly and with intent to defraud
possesses fifteen or more devices which are
counterfeit or unauthorized access devices;
(4) knowingly, and with intent to defraud,
produces, traffics in, has control or custody of,
or possesses device-making equipment;
(5) knowingly and with intent to defraud effects transactions, with 1 or more access devices issued to another person or persons, to
receive payment or any other thing of value
during any 1-year period the aggregate value
of which is equal to or greater than $1,000;
(6) without the authorization of the issuer of
the access device, knowingly and with intent
to defraud solicits a person for the purpose
of—
(A) offering an access device; or
(B) selling information regarding or an application to obtain an access device;
(7) knowingly and with intent to defraud
uses, produces, traffics in, has control or custody of, or possesses a telecommunications instrument that has been modified or altered to
obtain unauthorized use of telecommunications services;
(8) knowingly and with intent to defraud
uses, produces, traffics in, has control or custody of, or possesses a scanning receiver;
(9) knowingly uses, produces, traffics in, has
control or custody of, or possesses hardware or
software, knowing it has been configured to
insert or modify telecommunication identifying information associated with or contained
in a telecommunications instrument so that
such instrument may be used to obtain telecommunications service without authorization; or
(10) without the authorization of the credit
card system member or its agent, knowingly
and with intent to defraud causes or arranges
for another person to present to the member
or its agent, for payment, 1 or more evidences
or records of transactions made by an access
device;
shall, if the offense affects interstate or foreign
commerce, be punished as provided in subsection
(c) of this section.
(b)(1) Whoever attempts to commit an offense
under subsection (a) of this section shall be subject to the same penalties as those prescribed
for the offense attempted.
(2) Whoever is a party to a conspiracy of two
or more persons to commit an offense under subsection (a) of this section, if any of the parties
engages in any conduct in furtherance of such
offense, shall be fined an amount not greater
than the amount provided as the maximum fine
for such offense under subsection (c) of this section or imprisoned not longer than one-half the
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period provided as the maximum imprisonment
for such offense under subsection (c) of this section, or both.
(c) PENALTIES.—
(1) GENERALLY.—The punishment for an offense under subsection (a) of this section is—
(A) in the case of an offense that does not
occur after a conviction for another offense
under this section—
(i) if the offense is under paragraph (1),
(2), (3), (6), (7), or (10) of subsection (a), a
fine under this title or imprisonment for
not more than 10 years, or both; and
(ii) if the offense is under paragraph (4),
(5), (8), or (9) of subsection (a), a fine under
this title or imprisonment for not more
than 15 years, or both;
(B) in the case of an offense that occurs
after a conviction for another offense under
this section, a fine under this title or imprisonment for not more than 20 years, or both;
and
(C) in either case, forfeiture to the United
States of any personal property used or intended to be used to commit the offense.
(2) FORFEITURE PROCEDURE.—The forfeiture
of property under this section, including any
seizure and disposition of the property and any
related administrative and judicial proceeding, shall be governed by section 413 of the
Controlled Substances Act, except for subsection (d) of that section.
(d) The United States Secret Service shall, in
addition to any other agency having such authority, have the authority to investigate offenses under this section. Such authority of the
United States Secret Service shall be exercised
in accordance with an agreement which shall be
entered into by the Secretary of the Treasury
and the Attorney General.
(e) As used in this section—
(1) the term ‘‘access device’’ means any card,
plate, code, account number, electronic serial
number, mobile identification number, personal identification number, or other telecommunications service, equipment, or instrument identifier, or other means of account access that can be used, alone or in conjunction
with another access device, to obtain money,
goods, services, or any other thing of value, or
that can be used to initiate a transfer of funds
(other than a transfer originated solely by
paper instrument);
(2) the term ‘‘counterfeit access device’’
means any access device that is counterfeit,
fictitious, altered, or forged, or an identifiable
component of an access device or a counterfeit
access device;
(3) the term ‘‘unauthorized access device’’
means any access device that is lost, stolen,
expired, revoked, canceled, or obtained with
intent to defraud;
(4) the term ‘‘produce’’ includes design,
alter, authenticate, duplicate, or assemble;
(5) the term ‘‘traffic’’ means transfer, or
otherwise dispose of, to another, or obtain
control of with intent to transfer or dispose of;
(6) the term ‘‘device-making equipment’’
means any equipment, mechanism, or impression designed or primarily used for making an
access device or a counterfeit access device;

