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other equipment used by consumers to access
multichannel video programming and other
services offered over multichannel video programming systems, to consumers, if the system
operator’s charges to consumers for such devices
and equipment are separately stated and not
subsidized by charges for any such service.
(b) Protection of system security
The Commission shall not prescribe regulations under subsection (a) of this section which
would jeopardize security of multichannel video
programming and other services offered over
multichannel video programming systems, or
impede the legal rights of a provider of such
services to prevent theft of service.
(c) Waiver
The Commission shall waive a regulation
adopted under subsection (a) of this section for
a limited time upon an appropriate showing by
a provider of multichannel video programming
and other services offered over multichannel
video programming systems, or an equipment
provider, that such waiver is necessary to assist
the development or introduction of a new or improved multichannel video programming or
other service offered over multichannel video
programming systems, technology, or products.
Upon an appropriate showing, the Commission
shall grant any such waiver request within 90
days of any application filed under this subsection, and such waiver shall be effective for all
service providers and products in that category
and for all providers of services and products.
(d) Avoidance of redundant regulations
(1) Commercial availability determinations
Determinations made or regulations prescribed by the Commission with respect to
commercial availability to consumers of converter boxes, interactive communications
equipment, and other equipment used by consumers to access multichannel video programming and other services offered over multichannel video programming systems, before
February 8, 1996, shall fulfill the requirements
of this section.
(2) Regulations
Nothing in this section affects section
64.702(e) of the Commission’s regulations (47
C.F.R. 64.702(e)) or other Commission regulations governing interconnection and competitive provision of customer premises equipment
used in connection with basic common carrier
communications services.
(e) Sunset
The regulations adopted under this section
shall cease to apply when the Commission determines that—
(1) the market for the multichannel video
programming distributors is fully competitive;
(2) the market for converter boxes, and
interactive communications equipment, used
in conjunction with that service is fully competitive; and
(3) elimination of the regulations would promote competition and the public interest.
(f) Commission’s authority
Nothing in this section shall be construed as
expanding or limiting any authority that the
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Commission may have under law in effect before
February 8, 1996.
(June 19, 1934, ch. 652, title VI, § 629, as added
Pub. L. 104–104, title III, § 304, Feb. 8, 1996, 110
Stat. 125.)
PART IV—MISCELLANEOUS PROVISIONS
§ 551. Protection of subscriber privacy
(a) Notice to subscriber regarding personally
identifiable information; definitions
(1) At the time of entering into an agreement
to provide any cable service or other service to
a subscriber and at least once a year thereafter,
a cable operator shall provide notice in the form
of a separate, written statement to such subscriber which clearly and conspicuously informs
the subscriber of—
(A) the nature of personally identifiable information collected or to be collected with respect to the subscriber and the nature of the
use of such information;
(B) the nature, frequency, and purpose of
any disclosure which may be made of such information, including an identification of the
types of persons to whom the disclosure may
be made;
(C) the period during which such information will be maintained by the cable operator;
(D) the times and place at which the subscriber may have access to such information
in accordance with subsection (d) of this section; and
(E) the limitations provided by this section
with respect to the collection and disclosure of
information by a cable operator and the right
of the subscriber under subsections (f) and (h)
of this section to enforce such limitations.
In the case of subscribers who have entered into
such an agreement before the effective date of
this section, such notice shall be provided within 180 days of such date and at least once a year
thereafter.
(2) For purposes of this section, other than
subsection (h) of this section—
(A) the term ‘‘personally identifiable information’’ does not include any record of aggregate data which does not identify particular
persons;
(B) the term ‘‘other service’’ includes any
wire or radio communications service provided
using any of the facilities of a cable operator
that are used in the provision of cable service;
and
(C) the term ‘‘cable operator’’ includes, in
addition to persons within the definition of
cable operator in section 522 of this title, any
person who (i) is owned or controlled by, or
under common ownership or control with, a
cable operator, and (ii) provides any wire or
radio communications service.
(b) Collection of personally identifiable information using cable system
(1) Except as provided in paragraph (2), a cable
operator shall not use the cable system to collect personally identifiable information concerning any subscriber without the prior written
or electronic consent of the subscriber concerned.
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(2) A cable operator may use the cable system
to collect such information in order to—
(A) obtain information necessary to render a
cable service or other service provided by the
cable operator to the subscriber; or
(B) detect unauthorized reception of cable
communications.
(c) Disclosure of personally identifiable information
(1) Except as provided in paragraph (2), a cable
operator shall not disclose personally identifiable information concerning any subscriber
without the prior written or electronic consent
of the subscriber concerned and shall take such
actions as are necessary to prevent unauthorized
access to such information by a person other
than the subscriber or cable operator.
(2) A cable operator may disclose such information if the disclosure is—
(A) necessary to render, or conduct a legitimate business activity related to, a cable service or other service provided by the cable operator to the subscriber;
(B) subject to subsection (h) of this section,
made pursuant to a court order authorizing
such disclosure, if the subscriber is notified of
such order by the person to whom the order is
directed;
(C) a disclosure of the names and addresses
of subscribers to any cable service or other
service, if—
(i) the cable operator has provided the subscriber the opportunity to prohibit or limit
such disclosure, and
(ii) the disclosure does not reveal, directly
or indirectly, the—
(I) extent of any viewing or other use by
the subscriber of a cable service or other
service provided by the cable operator, or
(II) the nature of any transaction made
by the subscriber over the cable system of
the cable operator; or
(D) to a government entity as authorized
under chapters 119, 121, or 206 of title 18, except that such disclosure shall not include
records revealing cable subscriber selection of
video programming from a cable operator.
(d) Subscriber access to information
A cable subscriber shall be provided access to
all personally identifiable information regarding
that subscriber which is collected and maintained by a cable operator. Such information
shall be made available to the subscriber at reasonable times and at a convenient place designated by such cable operator. A cable subscriber shall be provided reasonable opportunity
to correct any error in such information.
(e) Destruction of information
A cable operator shall destroy personally identifiable information if the information is no
longer necessary for the purpose for which it
was collected and there are no pending requests
or orders for access to such information under
subsection (d) of this section or pursuant to a
court order.

(f) Civil action in United States district court;
damages; attorney’s fees and costs; nonexclusive nature of remedy
(1) Any person aggrieved by any act of a cable
operator in violation of this section may bring a
civil action in a United States district court.
(2) The court may award—
(A) actual damages but not less than liquidated damages computed at the rate of $100
a day for each day of violation or $1,000,
whichever is higher;
(B) punitive damages; and
(C) reasonable attorneys’ fees and other litigation costs reasonably incurred.
(3) The remedy provided by this section shall
be in addition to any other lawful remedy available to a cable subscriber.
(g) Regulation by States or franchising authorities
Nothing in this subchapter shall be construed
to prohibit any State or any franchising authority from enacting or enforcing laws consistent
with this section for the protection of subscriber
privacy.
(h) Disclosure of information to governmental
entity pursuant to court order
Except as provided in subsection (c)(2)(D) of
this section, a governmental entity may obtain
personally identifiable information concerning a
cable subscriber pursuant to a court order only
if, in the court proceeding relevant to such
court order—
(1) such entity offers clear and convincing
evidence that the subject of the information is
reasonably suspected of engaging in criminal
activity and that the information sought
would be material evidence in the case; and
(2) the subject of the information is afforded
the opportunity to appear and contest such entity’s claim.
(June 19, 1934, ch. 652, title VI, § 631, as added
Pub. L. 98–549, § 2, Oct. 30, 1984, 98 Stat. 2794;
amended Pub. L. 102–385, § 20, Oct. 5, 1992, 106
Stat. 1497; Pub. L. 107–56, title II, § 211, Oct. 26,
2001, 115 Stat. 283.)
REFERENCES IN TEXT
For ‘‘the effective date of this section’’, referred to in
subsec. (a)(1), as 60 days after Oct. 30, 1984, except where
otherwise expressly provided, see section 9(a) of Pub. L.
98–549, set out as an Effective Date note under section
521 of this title.
AMENDMENTS
2001—Subsec. (c)(2)(D). Pub. L. 107–56, § 211(1), added
subpar. (D).
Subsec. (h). Pub. L. 107–56, § 211(2), substituted ‘‘Except as provided in subsection (c)(2)(D) of this section,
a governmental entity’’ for ‘‘A governmental entity’’ in
introductory provisions.
1992—Subsec. (a)(2). Pub. L. 102–385, § 20(a), amended
par. (2) generally. Prior to amendment, par. (2) read as
follows: ‘‘For purposes of this section, the term ‘personally identifiable information’ does not include any
record of aggregate data which does not identify particular persons.’’
Subsec. (c)(1). Pub. L. 102–385, § 20(b), inserted before
period at end ‘‘and shall take such actions as are necessary to prevent unauthorized access to such information by a person other than the subscriber or cable operator’’.
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EFFECTIVE DATE OF 1992 AMENDMENT

Amendment by Pub. L. 102–385 effective 60 days after
Oct. 5, 1992, see section 28 of Pub. L. 102–385, set out as
a note under section 325 of this title.
EFFECTIVE DATE
Section effective 60 days after Oct. 30, 1984, except
where otherwise expressly provided, see section 9(a) of
Pub. L. 98–549, set out as a note under section 521 of
this title.

§ 552. Consumer protection and customer service
(a) Franchising authority enforcement
A franchising authority may establish and enforce—
(1) customer service requirements of the
cable operator; and
(2) construction schedules and other construction-related requirements, including construction-related performance requirements,
of the cable operator.
(b) Commission standards
The Commission shall, within 180 days of October 5, 1992, establish standards by which cable
operators may fulfill their customer service requirements. Such standards shall include, at a
minimum, requirements governing—
(1) cable system office hours and telephone
availability;
(2) installations, outages, and service calls;
and
(3) communications between the cable operator and the subscriber (including standards
governing bills and refunds).
(c) Subscriber notice
A cable operator may provide notice of service
and rate changes to subscribers using any reasonable written means at its sole discretion.
Notwithstanding section 543(b)(6) of this title or
any other provision of this chapter, a cable operator shall not be required to provide prior notice
of any rate change that is the result of a regulatory fee, franchise fee, or any other fee, tax,
assessment, or charge of any kind imposed by
any Federal agency, State, or franchising authority on the transaction between the operator
and the subscriber.
(d) Consumer protection laws and customer service agreements
(1) Consumer protection laws
Nothing in this subchapter shall be construed to prohibit any State or any franchising authority from enacting or enforcing any
consumer protection law, to the extent not
specifically preempted by this subchapter.
(2) Customer service requirement agreements
Nothing in this section shall be construed to
preclude a franchising authority and a cable
operator from agreeing to customer service requirements that exceed the standards established by the Commission under subsection (b)
of this section. Nothing in this subchapter
shall be construed to prevent the establishment or enforcement of any municipal law or
regulation, or any State law, concerning customer service that imposes customer service
requirements that exceed the standards set by
the Commission under this section, or that ad-
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dresses matters not addressed by the standards set by the Commission under this section.
(June 19, 1934, ch. 652, title VI, § 632, as added
Pub. L. 98–549, § 2, Oct. 30, 1984, 98 Stat. 2796;
amended Pub. L. 102–385, § 8, Oct. 5, 1992, 106
Stat. 1484; Pub. L. 104–104, title III, § 301(g), Feb.
8, 1996, 110 Stat. 117.)
REFERENCES IN TEXT
This chapter, referred to in subsec. (c), was in the
original ‘‘this Act’’, meaning act June 19, 1934, ch. 652,
48 Stat. 1064, known as the Communications Act of 1934,
which is classified principally to this chapter. For complete classification of this Act to the Code, see section
609 of this title and Tables.
AMENDMENTS
1996—Subsecs. (c), (d). Pub. L. 104–104 added subsec.
(c) and redesignated former subsec. (c) as (d).
1992—Pub. L. 102–385 amended section generally. Prior
to amendment, section read as follows:
‘‘(a) A franchising authority may require, as part of
a franchise (including a franchise renewal, subject to
section 546 of this title), provisions for enforcement
of—
‘‘(1) customer service requirements of the cable operator; and
‘‘(2) construction schedules and other constructionrelated requirements of the cable operator.
‘‘(b) A franchising authority may enforce any provision, contained in any franchise, relating to requirements described in paragraph (1) or (2) of subsection (a)
of this section, to the extent not inconsistent with this
subchapter.
‘‘(c) Nothing in this subchapter shall be construed to
prohibit any State or any franchising authority from
enacting or enforcing any consumer protection law, to
the extent not inconsistent with this subchapter.’’
EFFECTIVE DATE OF 1992 AMENDMENT
Amendment by Pub. L. 102–385 effective 60 days after
Oct. 5, 1992, see section 28 of Pub. L. 102–385, set out as
a note under section 325 of this title.
EFFECTIVE DATE
Section effective 60 days after Oct. 30, 1984, except
where otherwise expressly provided, see section 9(a) of
Pub. L. 98–549, set out as a note under section 521 of
this title.

§ 553. Unauthorized reception of cable service
(a) Unauthorized interception or receipt or assistance in intercepting or receiving service;
‘‘assist in intercepting or receiving’’ defined
(1) No person shall intercept or receive or assist in intercepting or receiving any communications service offered over a cable system,
unless specifically authorized to do so by a cable
operator or as may otherwise be specifically authorized by law.
(2) For the purpose of this section, the term
‘‘assist in intercepting or receiving’’ shall include the manufacture or distribution of equipment intended by the manufacturer or distributor (as the case may be) for unauthorized reception of any communications service offered over
a cable system in violation of subparagraph (1).
(b) Penalties for willful violation
(1) Any person who willfully violates subsection (a)(1) of this section shall be fined not
more than $1,000 or imprisoned for not more
than 6 months, or both.
(2) Any person who violates subsection (a)(1) of
this section willfully and for purposes of com-

