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(g) Termination

This section shall cease to be effective on De-
cember 31, 2007.

(July 26, 1947, ch. 343, title VII, §705, as added
Pub. L. 109-163, div. A, title IX, §933(a)(1), Jan. 6,
2006, 119 Stat. 3413.)

REFERENCES IN TEXT

The Federal Rules of Civil Procedure, referred to in
subsec. (e)(2)(E), are set out in the Appendix to Title 28,
Judiciary and Judicial Procedure.

SUBCHAPTER VI—ACCESS TO CLASSIFIED
INFORMATION

§435. Procedures

(a) Not later than 180 days after October 14,
1994, the President shall, by Executive order or
regulation, establish procedures to govern ac-
cess to classified information which shall be
binding upon all departments, agencies, and of-
fices of the executive branch of Government.
Such procedures shall, at a minimum—

(1) provide that, except as may be permitted
by the President, no employee in the executive
branch of Government may be given access to
classified information by any department,
agency, or office of the executive branch of
Government unless, based upon an appropriate
background investigation, such access is de-
termined to be clearly consistent with the na-
tional security interests of the United States;

(2) establish uniform minimum requirements
governing the scope and frequency of back-
ground investigations and reinvestigations for
all employees in the executive branch of Gov-
ernment who require access to classified infor-
mation as part of their official responsibil-
ities;

(3) provide that all employees in the execu-
tive branch of Government who require access
to classified information shall be required as a
condition of such access to provide to the em-
ploying department or agency written consent
which permits access by an authorized inves-
tigative agency to relevant financial records,
other financial information, consumer reports,
travel records, and computers used in the per-
formance of Government duties, as determined
by the President, in accordance with section
436 of this title, during the period of access to
classified information and for a period of three
years thereafter;

(4) provide that all employees in the execu-
tive branch of Government who require access
to particularly sensitive classified informa-
tion, as determined by the President, shall be
required, as a condition of maintaining access
to such information, to submit to the employ-
ing department or agency, during the period of
such access, relevant information concerning
their financial condition and foreign travel, as
determined by the President, as may be nec-
essary to ensure appropriate security; and

(5) establish uniform minimum standards to
ensure that employees in the executive branch
of Government whose access to classified in-
formation is being denied or terminated under
this subchapter are appropriately advised of
the reasons for such denial or termination and
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are provided an adequate opportunity to re-
spond to all adverse information which forms
the basis for such denial or termination before
final action by the department or agency con-
cerned.

(b)(1) Subsection (a) of this section shall not
be deemed to limit or affect the responsibility
and power of an agency head pursuant to other
law or Executive order to deny or terminate ac-
cess to classified information if the national se-
curity so requires. Such responsibility and
power may be exercised only when the agency
head determines that the procedures prescribed
by subsection (a) of this section cannot be in-
voked in a manner that is consistent with the
national security.

(2) Upon the exercise of such responsibility,
the agency head shall submit a report to the
congressional intelligence committees.

(July 26, 1947, ch. 343, title VIII, §801, as added
Pub. L. 103-359, title VIII, §802(a), Oct. 14, 1994,
108 Stat. 3435; amended Pub. L. 106-120, title III,
§305(a), Dec. 3, 1999, 113 Stat. 1611; Pub. L.
107-306, title III, §353(b)(2)(B), Nov. 27, 2002, 116
Stat. 2402.)

AMENDMENTS

2002—Subsec. (b)(2). Pub. L. 107-306 substituted ‘‘con-
gressional intelligence committees’” for ‘‘Permanent
Select Committee on Intelligence of the House of Rep-
resentatives and the Select Committee on Intelligence
of the Senate”.

1999—Subsec. (a)(3). Pub. L. 106-120 substituted ‘‘trav-
el records, and computers used in the performance of
Government duties’ for ‘‘and travel records’.

EFFECTIVE DATE OF 1999 AMENDMENT

Pub. L. 106-120, title III, §305(c), Dec. 3, 1999, 113 Stat.
1612, provided that: ‘“The President shall modify the
procedures required by section 801(a)(3) of the National
Security Act of 1947 [50 U.S.C. 435(a)(3)] to take into ac-
count the amendment to that section made by sub-
section (a) of this section not later than 90 days after
the date of the enactment of this Act [Dec. 3, 1999].”

EFFECTIVE DATE

Section 802(c) of Pub. L. 103-359 provided that: ‘“The
amendments made by subsections (a) and (b) [enacting
this subchapter] shall take effect 180 days after the
date of enactment of this Act [Oct. 14, 1994].”

DECLASSIFICATION OF INFORMATION

Pub. L. 106-567, title VII, Dec. 27, 2000, 114 Stat. 2856,
as amended by Pub. L. 108-458, title I, §1102, Dec. 17,
2004, 118 Stat. 3699, provided that:

“SEC. 701. SHORT TITLE.
““This title may be cited as the ‘Public Interest De-
classification Act of 2000°.

“SEC. 702. FINDINGS.
‘‘Congress makes the following findings:

‘(1) It is in the national interest to establish an ef-
fective, coordinated, and cost-effective means by
which records on specific subjects of extraordinary
public interest that do not undermine the national
security interests of the United States may be col-
lected, retained, reviewed, and disseminated to Con-
gress, policymakers in the executive branch, and the
public.

‘“(2) Ensuring, through such measures, public access
to information that does not require continued pro-
tection to maintain the national security interests of
the United States is a key to striking the balance be-
tween secrecy essential to national security and the
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openness that is central to the proper functioning of
the political institutions of the United States.

“SEC. 703. PUBLIC INTEREST DECLASSIFICATION

BOARD.

‘‘(a) ESTABLISHMENT.—(1) There is established within
the executive branch of the United States a board to be
known as the ‘Public Interest Declassification Board’
(in this title referred to as the ‘Board’).

‘“(2) The Board shall report directly to the President
or, upon designation by the President, the Vice Presi-
dent, the Attorney General, or other designee of the
President. The other designee of the President under
this paragraph may not be an agency head or official
authorized to classify information under Executive
Order 12958 [set out below], or any successor order.

““(b) PURPOSES.—The purposes of the Board are as fol-
lows:

‘(1) To advise the President, the Assistant to the
President for National Security Affairs, the Director
of the Office of Management and Budget, and such
other executive branch officials as the Board consid-
ers appropriate on the systematic, thorough, coordi-
nated, and comprehensive identification, collection,
review for declassification, and release to Congress,
interested agencies, and the public of declassified
records and materials (including donated historical
materials) that are of archival value, including
records and materials of extraordinary public inter-
est.

‘(2) To promote the fullest possible public access to
a thorough, accurate, and reliable documentary
record of significant United States national security
decisions and significant United States national secu-
rity activities in order to—

‘“(A) support the oversight and legislative func-
tions of Congress;

‘(B) support the policymaking role of the execu-
tive branch;

‘(C) respond to the interest of the public in na-
tional security matters; and

‘(D) promote reliable historical analysis and new
avenues of historical study in national security
matters.

‘“(3) To provide recommendations to the President
for the identification, collection, and review for de-
classification of information of extraordinary public
interest that does not undermine the national secu-
rity of the United States, to be undertaken in accord-
ance with a declassification program that has been
established or may be established by the President by
Executive order.

‘“(4) To advise the President, the Assistant to the
President for National Security Affairs, the Director
of the Office of Management and Budget, and such
other executive branch officials as the Board consid-
ers appropriate on policies deriving from the issuance
by the President of Executive orders regarding the
classification and declassification of national secu-
rity information.

‘“(5) To review and make recommendations to the
President in a timely manner with respect to any
congressional request, made by the committee of ju-
risdiction, to declassify certain records or to recon-
sider a declination to declassify specific records.

“‘(c) MEMBERSHIP.—(1) The Board shall be composed of
nine individuals appointed from among citizens of the
United States who are preeminent in the fields of his-
tory, national security, foreign policy, intelligence pol-
icy, social science, law, or archives, including individ-
uals who have served in Congress or otherwise in the
Federal Government or have otherwise engaged in re-
search, scholarship, or publication in such fields on
matters relating to the national security of the United
States, of whom—

‘“(A) five shall be appointed by the President;

‘“(B) one shall be appointed by the Speaker of the
House of Representatives;

‘“(C) one shall be appointed by the majority leader
of the Senate;
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‘(D) one shall be appointed by the minority leader
of the Senate; and

‘“(E) one shall be appointed by the minority leader
of the House of Representatives.

‘“(2)(A) Of the members initially appointed to the
Board by the President—

‘(i) three shall be appointed for a term of 4 years;

‘“(ii) one shall be appointed for a term of 3 years;
and

‘‘(iii) one shall be appointed for a term of 2 years.
‘(B) The members initially appointed to the Board by

the Speaker of the House of Representatives or by the
majority leader of the Senate shall be appointed for a
term of 3 years.

‘“(C) The members initially appointed to the Board by
the minority leader of the House of Representatives or
the Senate shall be appointed for a term of 2 years.

‘(D) Any subsequent appointment to the Board shall
be for a term of 3 years.

‘“(83) A vacancy in the Board shall be filled in the
same manner as the original appointment. A member of
the Board appointed to fill a vacancy before the expira-
tion of a term shall serve for the remainder of the
term.

‘“(4) A member of the Board may be appointed to a
new term on the Board upon the expiration of the mem-
ber’s term on the Board, except that no member may
serve more than three full terms on the Board.

““(d) CHAIRPERSON; EXECUTIVE SECRETARY.—(1)(A) The
President shall designate one of the members of the
Board as the Chairperson of the Board.

‘(B) The term of service as Chairperson of the Board
shall be 2 years.

“(C) A member serving as Chairperson of the Board
may be redesignated as Chairperson of the Board upon
the expiration of the member’s term as Chairperson of
the Board, except that no member shall serve as Chair-
person of the Board for more than 6 years.

‘“(2) The Director of the Information Security Over-
sight Office shall serve as the Executive Secretary of
the Board.

‘“(e) MEETINGS.—The Board shall meet as needed to
accomplish its mission, consistent with the availability
of funds. A majority of the members of the Board shall
constitute a quorum.

‘“(f) STAFF.—Any employee of the Federal Govern-
ment may be detailed to the Board, with the agreement
of and without reimbursement to the detailing agency,
and such detail shall be without interruption or loss of
civil, military, or foreign service status or privilege.

‘(g) SECURITY.—(1) The members and staff of the
Board shall, as a condition of appointment to or em-
ployment with the Board, hold appropriate security
clearances for access to the classified records and ma-
terials to be reviewed by the Board or its staff, and
shall follow the guidance and practices on security
under applicable Executive orders and Presidential or
agency directives.

‘(2) The head of an agency shall, as a condition of
granting access to a member of the Board, the Execu-
tive Secretary of the Board, or a member of the staff of
the Board to classified records or materials of the agen-
cy under this title, require the member, the Executive
Secretary, or the member of the staff, as the case may
be, to—

‘“(A) execute an agreement regarding the security
of such records or materials that is approved by the
head of the agency; and

‘“(B) hold an appropriate security clearance granted
or recognized under the standard procedures and eli-
gibility criteria of the agency, including any special
access approval required for access to such records or
materials.

‘“(3) The members of the Board, the Executive Sec-
retary of the Board, and the members of the staff of the
Board may not use any information acquired in the
course of their official activities on the Board for non-
official purposes.

‘“(4) For purposes of any law or regulation governing
access to classified information that pertains to the na-
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tional security of the United States, and subject to any
limitations on access arising under section 706(b), and
to facilitate the advisory functions of the Board under
this title, a member of the Board seeking access to a
record or material under this title shall be deemed for
purposes of this subsection to have a need to know the
contents of the record or material.

‘‘(h) COMPENSATION.—(1) Each member of the Board
shall receive compensation at a rate not to exceed the
daily equivalent of the annual rate of basic pay payable
for positions at ES-1 of the Senior Executive Service
under section 5382 of title 5, United States Code, for
each day such member is engaged in the actual per-
formance of duties of the Board.

‘(2) Members of the Board shall be allowed travel ex-
penses, including per diem in lieu of subsistence at
rates authorized for employees of agencies under sub-
chapter I of chapter 57 of title 5, United States Code,
while away from their homes or regular places of busi-
ness in the performance of the duties of the Board.

‘(i) GUIDANCE; ANNUAL BUDGET.—(1) On behalf of the
President, the Assistant to the President for National
Security Affairs shall provide guidance on policy to the
Board.

‘(2) The Executive Secretary of the Board, under the
direction of the Chairperson of the Board and the
Board, and acting in consultation with the Archivist of
the United States, the Assistant to the President for
National Security Affairs, and the Director of the Of-
fice of Management and Budget, shall prepare the an-
nual budget of the Board.

“(j) SuPPORT.—The Information Security Oversight
Office may support the activities of the Board under
this title. Such support shall be provided on a reim-
bursable basis.

(k) PUBLIC AVAILABILITY OF RECORDS AND RE-
PORTS.—(1) The Board shall make available for public
inspection records of its proceedings and reports pre-
pared in the course of its activities under this title to
the extent such records and reports are not classified
and would not be exempt from release under the provi-
sions of section 552 of title 5, United States Code.

“(2) In making records and reports available under
paragraph (1), the Board shall coordinate the release of
such records and reports with appropriate officials from
agencies with expertise in classified information in
order to ensure that such records and reports do not in-
advertently contain classified information.

‘() APPLICABILITY OF CERTAIN ADMINISTRATIVE
LAwWS.—The provisions of the Federal Advisory Com-
mittee Act (b U.S.C. App.) shall not apply to the activi-
ties of the Board under this title. However, the records
of the Board shall be governed by the provisions of the
Federal Records Act of 1950 [see References in Text
note under section 450j of Title 25, Indians].

“SEC. 704. IDENTIFICATION, COLLECTION, AND RE-
VIEW FOR DECLASSIFICATION OF INFORMA-
TION OF ARCHIVAL VALUE OR EXTRAOR-
DINARY PUBLIC INTEREST.

‘(a) BRIEFINGS ON AGENCY DECLASSIFICATION PRO-
GRAMS.—(1) As requested by the Board, or by the Select
Committee on Intelligence of the Senate or the Perma-
nent Select Committee on Intelligence of the House of
Representatives, the head of any agency with the au-
thority under an Executive order to classify informa-
tion shall provide to the Board, the Select Committee
on Intelligence of the Senate, or the Permanent Select
Committee on Intelligence of the House of Representa-
tives, on an annual basis, a summary briefing and re-
port on such agency’s progress and plans in the declas-
sification of national security information. Such brief-
ing shall cover the declassification goals set by statute,
regulation, or policy, the agency’s progress with re-
spect to such goals, and the agency’s planned goals and
priorities for its declassification activities over the
next 2 fiscal years. Agency briefings and reports shall
give particular attention to progress on the declas-
sification of records and materials that are of archival
value or extraordinary public interest to the people of
the United States.
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‘“(2)(A) The annual briefing and report under para-
graph (1) for agencies within the Department of De-
fense, including the military departments and the ele-
ments of the intelligence community, shall be provided
on a consolidated basis.

‘(B) In this paragraph, the term ‘elements of the in-
telligence community’ means the elements of the intel-
ligence community specified or designated under sec-
tion 3(4) of the National Security Act of 1947 (50 U.S.C.
401a(4)).

“(b) RECOMMENDATIONS ON AGENCY DECLASSIFICATION
PROGRAMS.—(1) Upon reviewing and discussing declas-
sification plans and progress with an agency, the Board
shall provide to the head of the agency the written rec-
ommendations of the Board as to how the agency’s de-
classification program could be improved. A copy of
each recommendation shall also be submitted to the
Assistant to the President for National Security Af-
fairs and the Director of the Office of Management and
Budget.

‘“(2) Consistent with the provisions of section 703(k),
the Board’s recommendations to the head of an agency
under paragraph (1) shall become public 60 days after
such recommendations are sent to the head of the agen-
cy under that paragraph.

‘“(c) RECOMMENDATIONS ON SPECIAL SEARCHES FOR
RECORDS OF EXTRAORDINARY PUBLIC INTEREST.—(1) The
Board shall also make recommendations to the Presi-
dent regarding proposed initiatives to identify, collect,
and review for declassification classified records and
materials of extraordinary public interest.

‘(2) In making recommendations under paragraph (1),
the Board shall consider the following:

‘“(A) The opinions and requests of Members of Con-
gress, including opinions and requests expressed or
embodied in letters or legislative proposals, and also
including specific requests for the declassification of
certain records or for the reconsideration of declina-
tions to declassify specific records.

‘“(B) The opinions and requests of the National Se-
curity Council, the Director of Central Intelligence,
and the heads of other agencies.

‘“(C) The opinions of United States citizens.

‘(D) The opinions of members of the Board.

‘“(E) The impact of special searches on systematic
and all other on-going declassification programs.

“(F) The costs (including budgetary costs) and the
impact that complying with the recommendations
would have on agency budgets, programs, and oper-
ations.

‘“(G) The benefits of the recommendations.

‘“(H) The impact of compliance with the recom-
mendations on the national security of the United
States.

“(d) PRESIDENT’S DECLASSIFICATION PRIORITIES.—(1)
Concurrent with the submission to Congress of the
budget of the President each fiscal year under section
1105 of title 31, United States Code, the Director of the
Office of Management and Budget shall publish a de-
scription of the President’s declassification program
and priorities, together with a listing of the funds re-
quested to implement that program.

‘(2) Nothing in this title shall be construed to sub-
stitute or supersede, or establish a funding process for,
any declassification program that has been established
or may be established by the President by Executive
order.

‘‘(e) DECLASSIFICATION REVIEWS.—If requested by the
President, the Board shall review in a timely manner
certain records or declinations to declassify specific
records, the declassification of which has been the sub-
ject of specific congressional request described in sec-
tion 703(b)(5).

“SEC. 705. PROTECTION OF NATIONAL SECURITY

INFORMATION AND OTHER INFORMATION.

‘“(a) IN GENERAL.—Nothing in this title shall be con-
strued to limit the authority of the head of an agency
to classify information or to continue the classification
of information previously classified by that agency.
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“(b) SPECIAL ACCESS PROGRAMS.—Nothing in this
title shall be construed to limit the authority of the
head of an agency to grant or deny access to a special
access program.

‘‘(c) AUTHORITIES OF DIRECTOR OF CENTRAL INTEL-
LIGENCE.—Nothing in this title shall be construed to
limit the authorities of the Director of Central Intel-
ligence as the head of the intelligence community, in-
cluding the Director’s responsibility to protect intel-
ligence sources and methods from unauthorized disclo-
sure as required by section 103(c)(6) of the National Se-
curity Act of 1947 ([former] 50 U.S.C. 403-3(c)(6)).

‘(d) EXEMPTIONS TO RELEASE OF INFORMATION.—Noth-
ing in this title shall be construed to limit any exemp-
tion or exception to the release to the public under this
title of information that is protected under subsection
(b) of section 552 of title 5, United States Code (com-
monly referred to as the ‘Freedom of Information Act’),
or section 552a of title 5, United States Code (com-
monly referred to as the ‘Privacy Act’).

‘‘(e) WITHHOLDING INFORMATION FROM CONGRESS.—
Nothing in this title shall be construed to authorize the
withholding of information from Congress.

“SEC. 706. STANDARDS AND PROCEDURES.

‘‘(a) LIAISON.—(1) The head of each agency with the
authority under an Executive order to classify informa-
tion and the head of each Federal Presidential library
shall designate an employee of such agency or library
to act as liaison to the Board for purposes of this title.

‘“(2) The Board may establish liaison and otherwise
consult with such other historical and advisory com-
mittees as the Board considers appropriate for purposes
of this title.

“(b) LIMITATIONS ON ACCESS.—(1)(A) Except as pro-
vided in paragraph (2), if the head of an agency or the
head of a Federal Presidential library determines it
necessary to deny or restrict access of the Board, or of
the agency or library liaison to the Board, to informa-
tion contained in a record or material, in whole or in
part, the head of the agency or the head of the library
shall promptly notify the Board in writing of such de-
termination.

‘(B) Each notice to the Board under subparagraph (A)
shall include a description of the nature of the records
or materials, and a justification for the determination,
covered by such notice.

“(2) In the case of a determination referred to in
paragraph (1) with respect to a special access program
created by the Secretary of Defense, the Director of
Central Intelligence, or the head of any other agency,
the notification of denial of access under paragraph (1),
including a description of the nature of the Board’s re-
quest for access, shall be submitted to the Assistant to
the President for National Security Affairs rather than
to the Board.

‘‘(c) DISCRETION TO DISCLOSE.—At the conclusion of a
declassification review, the head of an agency may, in
the discretion of the head of the agency, determine
that the public’s interest in the disclosure of records or
materials of the agency covered by such review, and
still properly classified, outweighs the Government’s
need to protect such records or materials, and may re-
lease such records or materials in accordance with the
provisions of Executive Order No. 12958 [set out below]
or any successor order to such Executive order.

‘‘(d) DISCRETION To PROTECT.—At the conclusion of a
declassification review, the head of an agency may, in
the discretion of the head of the agency, determine
that the interest of the agency in the protection of
records or materials of the agency covered by such re-
view, and still properly classified, outweighs the
public’s need for access to such records or materials,
and may deny release of such records or materials in
accordance with the provisions of Executive Order No.
12958 or any successor order to such Executive order.

‘‘(e) REPORTS.—(1)(A) Except as provided in paragraph
(2), the Board shall annually submit to the appropriate
congressional committees a report on the activities of
the Board under this title, including summary informa-

TITLE 50—WAR AND NATIONAL DEFENSE

Page 184

tion regarding any denials to the Board by the head of
an agency or the head of a Federal Presidential library
of access to records or materials under this title.

‘(B) In this paragraph, the term ‘appropriate con-
gressional committees’ means the Select Committee on
Intelligence and the Committee on Governmental Af-
fairs [now Committee on Homeland Security and Gov-
ernmental Affairs] of the Senate and the Permanent
Select Committee on Intelligence and the Committee
on Government Reform of the House of Representa-
tives.

‘(2) Notwithstanding paragraph (1), notice that the
Board has been denied access to records and materials,
and a justification for the determination in support of
the denial, shall be submitted by the agency denying
the access as follows:

‘“(A) In the case of the denial of access to a special
access program created by the Secretary of Defense,
to the Committees on Armed Services and Appropria-
tions of the Senate and to the Committees on Armed
Services and Appropriations of the House of Rep-
resentatives.

‘“(B) In the case of the denial of access to a special
access program created by the Director of Central In-
telligence, or by the head of any other agency (in-
cluding the Department of Defense) if the special ac-
cess program pertains to intelligence activities, or of
access to any information and materials relating to
intelligence sources and methods, to the Select Com-
mittee on Intelligence of the Senate and the Perma-
nent Select Committee on Intelligence of the House
of Representatives.

“(C) In the case of the denial of access to a special
access program created by the Secretary of Energy or
the Administrator for Nuclear Security, to the Com-
mittees on Armed Services and Appropriations and
the Select Committee on Intelligence of the Senate
and to the Committees on Armed Services and Appro-
priations and the Permanent Select Committee on
Intelligence of the House of Representatives.

‘(f) NOTIFICATION OF REVIEW.—In response to a spe-
cific congressional request for declassification review
described in section 703(b)(5), the Board shall advise the
originators of the request in a timely manner whether
the Board intends to conduct such review.

“SEC. 707. JUDICIAL REVIEW.

‘““Nothing in this title limits the protection afforded
to any information under any other provision of law.
This title is not intended and may not be construed to
create any right or benefit, substantive or procedural,
enforceable against the United States, its agencies, its
officers, or its employees. This title does not modify in
any way the substantive criteria or procedures for the
classification of information, nor does this title create
any right or benefit subject to judicial review.

“SEC. 708. FUNDING.

‘“‘(a) AUTHORIZATION OF APPROPRIATIONS.—There is
hereby authorized to be appropriated to carry out the
provisions of this title amounts as follows:

‘(1) For fiscal year 2001, $650,000.
‘“(2) For each fiscal year after fiscal year 2001, such
sums as may be necessary for such fiscal year.

‘“(b) FUNDING REQUESTS.—The President shall include
in the budget submitted to Congress for each fiscal
year under section 1105 of title 31, United States Code,
a request for amounts for the activities of the Board
under this title during such fiscal year.

“SEC. 709. DEFINITIONS.
“In this title:
(1) AGENCY.—(A) Except as provided in subpara-
graph (B), the term ‘agency’ means the following:
‘(i) An Executive agency, as that term is defined
in section 105 of title 5, United States Code.
“(ii) A military department, as that term is de-
fined in section 102 of such title.
““(iii) Any other entity in the executive branch
that comes into the possession of classified infor-
madtion.
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‘“(B) The term does not include the Board.

‘“(2) CLASSIFIED MATERIAL OR RECORD.—The terms
‘classified material’ and ‘classified record’ include
any correspondence, memorandum, book, plan, map,
drawing, diagram, pictorial or graphic work, photo-
graph, film, microfilm, sound recording, videotape,
machine readable records, and other documentary
material, regardless of physical form or characteris-
tics, that has been determined pursuant to Executive
order to require protection against unauthorized dis-
closure in the interests of the national security of the
United States.

‘(3) DECLASSIFICATION.—The term ‘declassification’
means the process by which records or materials that
have been classified are determined no longer to re-
quire protection from unauthorized disclosure to pro-
tect the national security of the United States.

‘“(4) DONATED HISTORICAL MATERIAL.—The term ‘do-
nated historical material’ means collections of per-
sonal papers donated or given to a Federal Presi-
dential library or other archival repository under a
deed of gift or otherwise.

‘() FEDERAL PRESIDENTIAL LIBRARY.—The term
‘Federal Presidential library’ means a library oper-
ated and maintained by the United States Govern-
ment through the National Archives and Records Ad-
ministration under the applicable provisions of the
Federal Records Act of 1950 [see References in Text
note under section 450j of Title 25, Indians].

‘“(6) NATIONAL SECURITY.—The term ‘national secu-
rity’ means the national defense or foreign relations
of the United States.

“(T) RECORDS OR MATERIALS OF EXTRAORDINARY PUB-
LIC INTEREST.—The term ‘records or materials of ex-
traordinary public interest’ means records or mate-
rials that—

“(A) demonstrate and record the national secu-
rity policies, actions, and decisions of the United
States, including—

‘“(i) policies, events, actions, and decisions
which led to significant national security out-
comes; and

‘“(ii) the development and evolution of signifi-
cant United States national security policies, ac-
tions, and decisions;

‘“(B) will provide a significantly different perspec-
tive in general from records and materials publicly
available in other historical sources; and

‘(C) would need to be addressed through ad hoc
record searches outside any systematic declas-
sification program established under Executive
order.

‘(8) RECORDS OF ARCHIVAL VALUE.—The term
‘records of archival value’ means records that have
been determined by the Archivist of the United
States to have sufficient historical or other value to
warrant their continued preservation by the Federal
Government.

“SEC. 710. EFFECTIVE DATE; SUNSET.

‘‘(a) EFFECTIVE DATE.—This title shall take effect on
the date that is 120 days after the date of the enact-
ment of this Act [Dec. 27, 2000].

‘“(b) SUNSET.—The provisions of this title shall expire
8 years after the date of the enactment of this Act, un-
less reauthorized by statute.”

[Reference to the Director of Central Intelligence or
the Director of the Central Intelligence Agency in the
Director’s capacity as the head of the intelligence com-
munity deemed to be a reference to the Director of Na-
tional Intelligence. Reference to the Director of Cen-
tral Intelligence or the Director of the Central Intel-
ligence Agency in the Director’s capacity as the head of
the Central Intelligence Agency deemed to be a ref-
erence to the Director of the Central Intelligence Agen-
cy. See section 1081(a), (b) of Pub. L. 108-458, set out as
a note under section 401 of this title.]

COMPILATION AND ORGANIZATION OF PREVIOUSLY
DECLASSIFIED RECORDS

Pub. L. 106-398, §1 [[div. A], title X, §1075(c), (d)], Oct.
30, 2000, 114 Stat. 1654, 1654A-280, provided that:
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““(c) COMPILATION AND ORGANIZATION OF RECORDS.—
The Department of Defense may not be required, when
conducting a special search, to compile or organize
records that have already been declassified and placed
into the public domain.

‘(d) SPECIAL SEARCHES.—For the purpose of this sec-
tion, the term ‘special search’ means the response of
the Department of Defense to any of the following:

(1) A statutory requirement to conduct a declas-
sification review on a specified set of agency records.

‘“(2) An Executive order to conduct a declassifica-
tion review on a specified set of agency records.

‘“(3) An order from the President or an official with
delegated authority from the President to conduct a
declassification review on a specified set of agency
records.”’

CERTIFICATION AND REPORT RELATED TO AUTOMATIC
DECLASSIFICATION OF DEPARTMENT OF DEFENSE
RECORDS

Pub. L. 106-65, div. A, title X, §1041(c), (d), Oct. 5, 1999,
113 Stat. 758, provided that:

““(c) CERTIFICATION REQUIRED WITH RESPECT TO AUTO-
MATIC DECLASSIFICATION OF RECORDS.—No records of the
Department of Defense that have not been reviewed for
declassification shall be subject to automatic declas-
sification unless the Secretary of Defense certifies to
Congress that such declassification would not harm the
national security.

“(d) REPORT ON AUTOMATIC DECLASSIFICATION OF DE-
PARTMENT OF DEFENSE RECORDS.—Not later than Feb-
ruary 1, 2001, the Secretary of Defense shall submit to
the Committee on Armed Services of the House of Rep-
resentatives and the Committee on Armed Services of
the Senate a report on the efforts of the Department of
Defense relating to the declassification of classified
records under the control of the Department of De-
fense. Such report shall include the following:

‘(1) An assessment of whether the Department will
be able to review all relevant records for declassifica-
tion before any date established for automatic declas-
sification.

“(2) An estimate of the cost of reviewing records to
meet any requirement to review all relevant records
for declassification by a date established for auto-
matic declassification.

“(3) An estimate of the number of records, if any,
that the Department will be unable to review for de-
classification before any such date and the affect [sic]
on national security of the automatic declassifica-
tion of those records.

‘(4) An estimate of the length of time by which any
such date would need to be extended to avoid the
automatic declassification of records that have not
yvet been reviewed as of such date.”

SUPPLEMENT TO PLAN FOR DECLASSIFICATION OF
RESTRICTED DATA AND FORMERLY RESTRICTED DATA

Pub. L. 106-65, div. C, title XXXI, §3149, Oct. 5, 1999,
113 Stat. 938, which was formerly set out as a note
under this section, was renumbered section 4523 of Pub.
L. 107-314, the Bob Stump National Defense Authoriza-
tion Act for Fiscal Year 2003, by Pub. L. 108-136, div. C,
title XXXI, §3141(h)(13)(A)-(C), Nov. 24, 2003, 117 Stat.
1775, and is classified to section 2673 of this title.

IDENTIFICATION IN BUDGET MATERIALS OF AMOUNTS
FOR DECLASSIFICATION ACTIVITIES AND LIMITATION ON
EXPENDITURES FOR SUCH ACTIVITIES

Pub. L. 106-65, div. C, title XXXI, §3173, Oct. 5, 1999,
113 Stat. 949, which was formerly set out as a note
under this section, was renumbered section 4525 of Pub.
L. 107-314, the Bob Stump National Defense Authoriza-
tion Act for Fiscal Year 2003, by Pub. L. 108-136, div. C,
title XXXI, §3141(h)(156)(A)-(C), Nov. 24, 2003, 117 Stat.
1775, and is classified to section 2675 of this title.

PROTECTION AGAINST INADVERTENT RELEASE OF
RESTRICTED DATA AND FORMERLY RESTRICTED DATA

Pub. L. 105-261, div. C, title XXXI, §3161, Oct. 17, 1998,
112 Stat. 2259, as amended by Pub. L. 106-65, div. A, title
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X, §1067(3), Oct. 5, 1999, 113 Stat. 774; Pub. L. 106-398, §1
[div. C, title XXXI, §3193(a)], Oct. 30, 2000, 114 Stat. 1654,
1654A-480, which was formerly set out as a note under
this section, was renumbered section 4522 of Pub. L.
107-314, the Bob Stump National Defense Authorization
Act for Fiscal Year 2003, by Pub. L. 108-136, div. C, title
XXXI, §3141(h)(12)(A)—(C), Nov. 24, 2003, 117 Stat. 1774,
and is classified to section 2672 of this title.

SECRECY AGREEMENTS USED IN INTELLIGENCE
ACTIVITIES

Pub. L. 104-93, title III, §306, Jan. 6, 1996, 109 Stat. 966,
provided that: ‘‘Notwithstanding any other provision of
law not specifically referencing this section, a non-
disclosure policy form or agreement that is to be exe-
cuted by a person connected with the conduct of an in-
telligence or intelligence-related activity, other than
an employee or officer of the United States Govern-
ment, may contain provisions appropriate to the par-
ticular activity for which such document is to be used.
Such form or agreement shall, at a minimum—

‘(1) require that the person will not disclose any
classified information received in the course of such
activity unless specifically authorized to do so by the
United States Government; and

‘“(2) provide that the form or agreement does not
bar—

‘‘(A) disclosures to Congress; or

“(B) disclosures to an authorized official of an ex-
ecutive agency that are deemed essential to report-
ing a violation of United States law.”

VOLUNTARY SERVICE PROGRAM

Pub. L. 104-93, title IV, §402, Jan. 6, 1996, 109 Stat. 969,
authorized the Director of Central Intelligence to es-
tablish and maintain a program from fiscal years 1996
through 2001 to utilize the services contributed by not
more than 50 annuitants who served without compensa-
tion as volunteers in aid of the review for declassifica-
tion or downgrading of classified information by the
Central Intelligence Agency under applicable Executive
orders governing the classification and declassification
of national security information and Pub. L. 102-526 (44
U.S.C. 2107 note).

COMMISSION ON PROTECTING AND REDUCING
GOVERNMENT SECRECY

Pub. L. 103-236, title IX, Apr. 30, 1994, 108 Stat. 525,
provided that:
“SEC. 901. SHORT TITLE.

“This title may be cited as the ‘Protection and Re-
duction of Government Secrecy Act’.
“SEC. 902. FINDINGS.

“The Congress makes the following findings:

‘(1) During the Cold War an extensive secrecy sys-
tem developed which limited public access to infor-
mation and reduced the ability of the public to par-
ticipate with full knowledge in the process of govern-
mental decisionmaking.

‘4(2) In 1992 alone 6,349,632 documents were classified
and approximately three million persons held some
form of security clearance.

“(3) The burden of managing more than 6 million
newly classified documents every year has led to tre-
mendous administrative expense, reduced commu-
nication within the government and within the sci-
entific community, reduced communication between
the government and the people of the United States,
and the selective and unauthorized public disclosure
of classified information.

‘“(4) It has been estimated that private businesses
spend more than $14 billion each year implementing
government mandated regulations for protecting
classified information.

‘(5) If a smaller amount of truly sensitive informa-
tion were classified the information could be held
more securely.

‘4(6) In 1970 a Task Force organized by the Defense
Science Board and headed by Dr. Frederick Seitz con-
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cluded that ‘more might be gained than lost if our

Nation were to adopt—unilaterally, if necessary—a

policy of complete openness in all areas of informa-

tion’.

‘(7 The procedures for granting security clear-
ances have themselves become an expensive and inef-
ficient part of the secrecy system and should be
closely examined.

‘(8) A bipartisan study commission specially con-
stituted for the purpose of examining the conse-
quences of the secrecy system will be able to offer
comprehensive proposals for reform.

“SEC. 903. PURPOSE.

‘It is the purpose of this title to establish for a two-
year period a Commission on Protecting and Reducing
Government Secrecy—

‘(1) to examine the implications of the extensive
classification of information and to make recom-
mendations to reduce the volume of information clas-
sified and thereby to strengthen the protection of le-
gitimately classified information; and

‘“(2) to examine and make recommendations con-
cerning current procedures relating to the granting
of security clearances.

“SEC. 904. COMPOSITION OF THE COMMISSION.

‘‘(a) ESTABLISHMENT.—To carry out the purpose of
this title, there is established a Commission on Pro-
tecting and Reducing Government Secrecy (in this title
referred to as the ‘Commission’).

‘“(b) COMPOSITION.—The Commission shall be com-
posed of twelve members, as follows:

‘(1) Four members appointed by the President, of
whom two shall be appointed from the executive
branch of the Government and two shall be appointed
from private life.

‘“(2) Two members appointed by the Majority Lead-
er of the Senate, of whom one shall be a Member of
the Senate and one shall be appointed from private
life.

‘(3) Two members appointed by the Minority Lead-
er of the Senate, of whom one shall be a Member of
the Senate and one shall be appointed from private
life.

‘(4) Two members appointed by the Speaker of the
House of Representatives, of whom one shall be a
Member of the House and one shall be appointed from
private life.

‘“(5) Two members appointed by the Minority Lead-
er of the House of Representatives, of whom one shall
be a Member of the House and one shall be appointed
from private life.

‘‘(c) CHAIRMAN.—The Commission shall elect a Chair-
man from among its members.

‘“(d) QUORUM; VACANCIES.—After its initial meeting,
the Commission shall meet upon the call of the Chair-
man or a majority of its members. Seven members of
the Commission shall constitute a quorum. Any va-
cancy in the Commission shall not affect its powers but
shall be filled in the same manner in which the original
appointment was made.

‘“(e) APPOINTMENT OF MEMBERS; INITIAL MEETING.—(1)
It is the sense of the Congress that members of the
Commission should be appointed not later than 60 days
after the date of enactment of this title [Apr. 30, 1994].

“(2) If after 60 days from the date of enactment of
this Act seven or more members of the Commission
have been appointed, those members who have been ap-
pointed may meet and select a Chairman who there-
after shall have authority to begin the operations of
the Commission, including the hiring of staff.

“SEC. 905. FUNCTIONS OF THE COMMISSION.
“The functions of the Commission shall be—

‘(1) to conduct, for a period of 2 years from the date
of its first meeting, an investigation into all matters
in any way related to any legislation, executive
order, regulation, practice, or procedure relating to
classified information or granting security -clear-
ances; and
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‘“(2) to submit to the Congress a final report con-
taining such recommendations concerning the classi-
fication of national security information and the
granting of security clearances as the Commission
shall determine, including proposing new procedures,
rules, regulations, or legislation.

“SEC. 906. POWERS OF THE COMMISSION.

‘‘(a) IN GENERAL.—(1) The Commission or, on the au-
thorization of the Commission, any subcommittee or
member thereof, may, for the purpose of carrying out
the provisions of this title—

‘“(A) hold such hearings and sit and act at such
times and places, take such testimony, receive such
evidence, administer such oaths, and

‘“(B) require, by subpoena or otherwise, the attend-
ance and testimony of such witnesses and the produc-
tion of such books, records, correspondence, memo-
randa, papers, and documents,

as the Commission or such designated subcommittee or
designated member may deem advisable.

‘(2) Subpoenas issued under paragraph (1)(B) may be
issued under the signature of the Chairman of the Com-
mission, the chairman of any designated subcommit-
tee, or any designated member, and may be served by
any person designated by such Chairman, subcommit-
tee chairman, or member. The provisions of sections 102
through 104 of the Revised Statutes of the United
States (2 U.S.C. 192-194) shall apply in the case of any
failure of any witness to comply with any subpoena or
to testify when summoned under authority of this sec-
tion.

“‘(b) CONTRACTING.—The Commission may, to such ex-
tent and in such amounts as are provided in appropria-
tion Acts, enter into contracts to enable the Commis-
sion to discharge its duties under this title.

‘(c) INFORMATION FROM FEDERAL AGENCIES.—The
Commission is authorized to secure directly from any
executive department, bureau, agency, board, commis-
sion, office, independent establishment, or instrumen-
tality of the Government information, suggestions, es-
timates, and statistics for the purposes of this title.
Each such department, bureau, agency, board, commis-
sion, office, establishment, or instrumentality shall, to
the extent authorized by law, furnish such information,
suggestions, estimates, and statistics directly to the
Commission, upon request made by the Chairman.

“(d) ASSISTANCE FROM FEDERAL AGENCIES.—(1) The
Secretary of State is authorized on a reimbursable or
non-reimbursable basis to provide the Commission with
administrative services, funds, facilities, staff, and
other support services for the performance of the Com-
mission’s functions.

‘(2) The Administrator of General Services shall pro-
vide to the Commission on a reimbursable basis such
administrative support services as the Commission
may request.

‘“(3) In addition to the assistance set forth in para-
graphs (1) and (2), departments and agencies of the
United States are authorized to provide to the Commis-
sion such services, funds, facilities, staff, and other
support services as they may deem advisable and as
may be authorized by law.

‘‘(e) GIFTS.—The Commission may accept, use, and
dispose of gifts or donations of services or property.

““(f) POSTAL SERVICES.—The Commission may use the
United States mails in the same manner and under the
same conditions as departments and agencies of the
United States.

“SEC. 907. STAFF OF THE COMMISSION.

‘‘(a) IN GENERAL.—The Chairman, in accordance with
rules agreed upon by the Commission, may appoint and
fix the compensation of a staff director and such other
personnel as may be necessary to enable the Commis-
sion to carry out its functions, without regard to the
provisions of title 5, United States Code, governing ap-
pointments in the competitive service, and without re-
gard to the provisions of chapter 51 and subchapter III
of chapter 53 of such title relating to classification and
General Schedule pay rates, except that no rate of pay
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fixed under this subsection may exceed the equivalent
of that payable to a person occupying a position at
level V of the Executive Schedule under section 5316 of
title 5, United States Code. Any Federal Government
employee may be detailed to the Commission without
reimbursement from the Commission, and such detailee
shall retain the rights, status, and privileges of his or
her regular employment without interruption.

“(b) CONSULTANT SERVICES.—The Commission is au-
thorized to procure the services of experts and consult-
ants in accordance with section 3109 of title 5, United
States Code, but at rates not to exceed the daily rate
paid a person occupying a position at level IV of the
Executive Schedule under section 5315 of title 5, United
States Code.

“SEC. 908.
PENSES.

‘‘(a) COMPENSATION.—(1) Except as provided in para-
graph (2), each member of the Commission may be com-
pensated at not to exceed the daily equivalent of the
annual rate of basic pay in effect for a position at level
IV of the Executive Schedule under section 5315 of title
5, United States Code, for each day during which that
member is engaged in the actual performance of the du-
ties of the Commission.

‘“(2) Members of the Commission who are officers or
employees of the United States or Members of Congress
shall receive no additional pay on account of their serv-
ice on the Commission.

‘“(b) TRAVEL EXPENSES.—While away from their
homes or regular places of business in the performance
of services for the Commission, members of the Com-
mission shall be allowed travel expenses, including per
diem in lieu of subsistence, in the same manner as per-
sons employed intermittently in the Government serv-
ice are allowed expenses under section 5703(b) of title 5,
United States Code.

“SEC. 909. SECURITY CLEARANCES FOR COMMIS-
SION MEMBERS AND STAFF.

‘““The appropriate executive departments and agencies
shall cooperate with the Commission in expeditiously
providing to the Commission members and staff appro-
priate security clearances in a manner consistent with
existing procedures and requirements, except that no
person shall be provided with access to classified infor-
mation pursuant to this section who would not other-
wise qualify for such security clearance.

“SEC. 910. FINAL REPORT OF COMMISSION; TERMI-
NATION.

‘‘(a) FINAL REPORT.—Not later than two years after
the date of the first meeting of the Commission, the
Commission shall submit to the Congress its final re-
port, as described in section 905(2).

‘“(b) TERMINATION.—(1) The Commission, and all the
authorities of this title, shall terminate on the date
which is 60 days after the date on which a final report
is required to be transmitted under subsection (a).

‘(2) The Commission may use the 60-day period re-
ferred to in paragraph (1) for the purpose of concluding
its activities, including providing testimony to com-
mittees of Congress concerning its final report and dis-
seminating that report.”

COMPENSATION AND TRAVEL EX-

REPORTS RELATING TO CERTAIN SPECIAL ACCESS
PROGRAMS AND SIMILAR PROGRAMS

Pub. L. 103-160, div. A, title XI, §1152, Nov. 30, 1993, 107
Stat. 1758, as amended by Pub. L. 106-65, div. C, title
XXXII, §3294(e)(2), Oct. 5, 1999, 113 Stat. 970, provided
that:

‘“(a) IN GENERAL.—(1) Not later than February 1 of
each year, the head of each covered department or
agency shall submit to Congress a report on each spe-
cial access program carried out in the department or
agency.

‘“(2) Each such report shall set forth—

““(A) the total amount requested by the department
or agency for special access programs within the

budget submitted under section 1105 of title 31,
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United States Code, for the fiscal year following the
fiscal year in which the report is submitted; and

‘“(B) for each program in such budget that is a spe-
cial access program—

‘(i) a brief description of the program;

‘“(ii) in the case of a procurement program, a brief
discussion of the major milestones established for
the program;

‘‘(iii) the actual cost of the program for each fis-
cal year during which the program has been con-
ducted before the fiscal year during which that
budget is submitted; and

‘“(iv) the estimated total cost of the program and
the estimated cost of the program for (I) the cur-
rent fiscal year, (II) the fiscal year for which the
budget is submitted, and (IIT) each of the four suc-
ceeding fiscal years during which the program is ex-
pected to be conducted.

“(b) NEWLY DESIGNATED PROGRAMS.—(1) Not later
than February 1 of each year, the head of each covered
department or agency shall submit to Congress a report
that, with respect to each new special access program
of that department or agency, provides—

‘“(A) notice of the designation of the program as a
special access program; and
‘(B) justification for such designation.

‘“(2) A report under paragraph (1) with respect to a
program shall include—

‘“(A) the current estimate of the total program cost
for the program; and

‘(B) an identification, as applicable, of existing
programs or technologies that are similar to the
technology, or that have a mission similar to the
technology, or that have a mission similar to the
mission, of the program that is the subject of the no-
tice.

‘(3) In this subsection, the term ‘new special access
program’ means a special access program that has not
previously been covered in a notice and justification
under this subsection.

“(c) REVISION IN CLASSIFICATION OF PROGRAMS.—(1)
Whenever a change in the classification of a special ac-
cess program of a covered department or agency is
planned to be made or whenever classified information
concerning a special access program of a covered de-
partment or agency is to be declassified and made pub-
lic, the head of the department or agency shall submit
to Congress a report containing a description of the
proposed change or the information to be declassified,
the reasons for the proposed change or declassification,
and notice of any public announcement planned to be
made with respect to the proposed change or declas-
sification.

‘(2) Except as provided in paragraph (3), a report re-
ferred to in paragraph (1) shall be submitted not less
than 14 days before the date on which the proposed
change, declassification, or public announcement is to
occur.

“(3) If the head of the department or agency deter-
mines that because of exceptional circumstances the
requirement of paragraph (2) cannot be met with re-
spect to a proposed change, declassification, or public
announcement concerning a special access program of
the department or agency, the head of the department
or agency may submit the report required by paragraph
(1) regarding the proposed change, declassification, or
public announcement at any time before the proposed
change, declassification, or public announcement is
made and shall include in the report an explanation of
the exceptional circumstances.

“(d) REVISION OF CRITERIA FOR DESIGNATING PRO-
GRAMS.—Whenever there is a modification or termi-
nation of the policy and criteria used for designating a
program of a covered department or agency as a special
access program, the head of the department or agency
shall promptly notify Congress of such modification or
termination. Any such notification shall contain the
reasons for the modification or termination and, in the
case of a modification, the provisions of the policy as
modified.
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‘““(e) WAIVER OF REPORTING REQUIREMENT.—(1) The
head of a covered department or agency may waive any
requirement under subsection (a), (b), or (c) that cer-
tain information be included in a report under that
subsection if the head of the department or agency de-
termines that inclusion of that information in the re-
port would adversely affect the national security. Any
such waiver shall be made on a case-by-case basis.

‘“(2) If the head of a department or agency exercises
the authority provided under paragraph (1), the head of
the department or agency shall provide the information
described in that subsection with respect to the special
access program concerned, and the justification for the
waiver, to Congress.

‘(f) INITIATION OF PROGRAMS.—A special access pro-
gram may not be initiated by a covered department or
agency until—

‘(1) the appropriate oversight committees are noti-
fied of the program; and

‘(2) a period of 30 days elapses after such notifica-
tion is received.

“‘(g) DEFINITIONS.—For purposes of this section:

(1) COVERED DEPARTMENT OR AGENCY.—(A) Except
as provided in subparagraph (B), the term ‘covered
department or agency’ means any department or
agency of the Federal Government that carries out a
special access program.

“(B) Such term does not include—

“(i) the Department of Defense (which is required
to submit reports on special access programs under
section 119 of title 10, United States Code);

‘(i) the National Nuclear Security Administra-
tion (which is required to submit reports on special
access programs under section 3236 of the National
Nuclear Security Administration Act [60 U.S.C.
2426)); or

‘‘(iii) an agency in the Intelligence Community
(as defined in section 3(4) of the National Security
Act of 1947 (50 U.S.C. 401a)).

‘(2) SPECIAL ACCESS PROGRAM.—The term ‘special
access program’ means any program that, under the
authority of Executive Order 12356 [formerly set out
below] (or any successor Executive order), is estab-
lished by the head of a department or agency whom
the President has designated in the Federal Register
as an original ‘secret’ or ‘top secret’ classification au-
thority that imposes ‘need-to-know’ controls or ac-
cess controls beyond those controls normally re-
quired (by regulations applicable to such department
or agency) for access to information classified as
‘confidential’, ‘secret’, or ‘top secret’.”

DISCLOSURE OF INFORMATION CONCERNING UNAC-
COUNTED FOR UNITED STATES PERSONNEL OF COLD
WAR, KOREAN CONFLICT, AND VIETNAM ERA

Pub. L. 102-190, div. A, title X, §1082, Dec. 5, 1991, 105
Stat. 1480, as amended by Pub. L. 103-337, div. A, title
X, §1036, Oct. b, 1994, 108 Stat. 2841; Pub. L. 104-106, div.
A, title X, §1085, Feb. 10, 1996, 110 Stat. 457, provided
that:

‘“‘(a) PUBLIC AVAILABILITY OF INFORMATION.—(1) Ex-
cept as provided in subsection (b), the Secretary of De-
fense shall, with respect to any information referred to
in paragraph (2), place the information in a suitable li-
brary-like location within a facility within the Na-
tional Capital region for public review and photo-
copying.

‘“(2) Paragraph (1) applies to any record, live-sighting
report, or other information in the custody of the offi-
cial custodian referred to in subsection (d)(3) that may
pertain to the location, treatment, or condition of (A)
United States personnel who remain not accounted for
as a result of service in the Armed Forces or other Fed-
eral Government service during the Korean conflict,
the Vietnam era, or the Cold War, or (B) their remains.

‘“(b) EXCEPTIONS.—(1) The Secretary of Defense may
not make a record or other information available to
the public pursuant to subsection (a) if—

‘“(A) the record or other information is exempt
from the disclosure requirements of section 552 of
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title 5, United States Code, by reason of subsection

(b) of that section; or

‘“(B) the record or other information is in a system
of records exempt from the requirements of sub-
section (d) of section 552a of such title pursuant to
subsection (j) or (k) of that section.

‘(2) The Secretary of Defense may not make a record
or other information available to the public pursuant
to subsection (a) if the record or other information spe-
cifically mentions a person by name unless—

““(A) in the case of a person who is alive (and not in-
capacitated) and whose whereabouts are known, that
person expressly consents in writing to the disclosure
of the record or other information; or

‘“(B) in the case of a person who is dead or incapaci-
tated or whose whereabouts are unknown, a family
member or family members of that person deter-
mined by the Secretary of Defense to be appropriate
for such purpose expressly consent in writing to the
disclosure of the record or other information.

““(3)(A) The limitation on disclosure in paragraph (2)
does not apply in the case of a person who is dead or in-
capacitated or whose whereabouts are unknown if the
family member or members of that person determined
pursuant to subparagraph (B) of that paragraph cannot
be located by the Secretary of Defense—

‘(1) in the case of a person missing from the Viet-
nam era, after a reasonable effort; and

‘“(ii) in the case of a person missing from the Ko-
rean Conflict or Cold War, after a period of 90 days
from the date on which any record or other informa-
tion referred to in paragraph (2) is received by the De-
partment of Defense for disclosure review from the
Archivist of the United States, the Library of Con-
gress, or the Joint United States-Russian Commis-
sion on POW/MIAs.

“(B) Paragraph (2) does not apply to the access of an
adult member of the family of a person to any record
or information to the extent that the record or other
information relates to that person.

*“(C) The authority of a person to consent to disclo-
sure of a record or other information for the purposes
of paragraph (2) may be delegated to another person or
an organization only by means of an express legal
power of attorney granted by the person authorized by
that paragraph to consent to the disclosure.

‘‘(c) DEADLINES.—(1) In the case of records or other
information originated by the Department of Defense,
the official custodian shall make such records and
other information available to the public pursuant to
this section not later than January 2, 1996. Such
records or other information shall be made available as
soon as a review carried out for the purposes of sub-
section (b) is completed.

‘“(2) Whenever a department or agency of the Federal
Government receives any record or other information
referred to in subsection (a) that is required by this
section to be made available to the public, the head of
that department or agency shall ensure that such
record or other information is provided to the Sec-
retary of Defense, and the Secretary shall make such
record or other information available in accordance
with subsection (a) as soon as possible and, in any
event, not later than one year after the date on which
the record or information is received by the depart-
ment or agency of the Federal Government.

‘(3) If the Secretary of Defense determines that the
disclosure of any record or other information referred
to in subsection (a) by the date required by paragraph
(1) or (2) may compromise the safety of any United
States personnel referred to in subsection (a)(2) who re-
main not accounted for but who may still be alive in
captivity, then the Secretary may withhold that record
or other information from the disclosure otherwise re-
quired by this section. Whenever the Secretary makes
a determination under the preceding sentence, the Sec-
retary shall immediately notify the President and the
Congress of that determination.

‘“(d) DEFINITIONS.—For purposes of this section:

‘(1) The terms ‘Korean conflict’ and ‘Vietnam era’
have the meanings given those terms in section 101 of
title 38, United States Code.
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‘“(2) The term ‘Cold War’ means the period from the
end of World War II to the beginning of the Korean
conflict and the period from the end of the Korean
conflict to the beginning of the Vietnam era.

‘“(3) The term ‘official custodian’ means—

““(A) in the case of records, reports, and informa-
tion relating to the Korean conflict or the Cold
War, the Archivist of the United States; and

“(B) in the case of records, reports, and informa-
tion relating to the Vietnam era, the Secretary of
Defense.”

DISCLOSURE OF INFORMATION CONCERNING AMERICAN
PERSONNEL LISTED AS PRISONER, MISSING, OR UNAC-
COUNTED FOR IN SOUTHEAST ASIA

Pub. L. 100-453, title IV, §404, Sept. 29, 1988, 102 Stat.
1908, provided that:
‘“(a) This section is enacted to ensure that current
disclosure policy is incorporated into law.
““(b) Except as provided in subsection (c), the head of
each department or agency—
‘(1) with respect to which funds are authorized
under this Act [see Tables for classification], and
‘“(2) which holds or receives live sighting reports of
any United States citizen reported missing in action,
prisoner of war, or unaccounted for from the Vietnam
Conflict,
shall make available to the next-of-kin of that United
States citizen all reports, or portions thereof, held by
that department or agency which have been correlated
or possibly correlated to that citizen.
‘‘(c) Subsection (b) does not apply with respect to—
‘(1) information that would reveal or compromise
sources and methods of intelligence collection; or
‘“(2) specific information that previously has been
made available to the next-of-kin.
‘“(d) The head of each department or agency covered
by subsection (a) shall make information available
under this section in a timely manner.”’

EXECUTIVE ORDER NoO. 10501

Ex. Ord. No. 10501, Nov. 5, 1953, 18 F.R. 7049, as amend-
ed by Ex. Ord. No. 10816, May 7, 1959, 24 F.R. 3777; Ex.
Ord. No. 10901, Jan. 9, 1961, 26 F.R. 217; Ex. Ord. No.
10964, Sept. 20, 1961, 26 F.R. 8932; Ex. Ord. No. 10985, Jan.
12, 1962, 27 F.R. 439; Ex. Ord. No. 11097, Feb. 28, 1963, 28
F.R. 2225; Ex. Ord. No. 11382, Nov. 28, 1967, 32 F.R. 16247,
which related to safeguarding official information, was
superseded by Ex. Ord. No. 11652, Mar. 8, 1972, 37 F.R.
5209, formerly set out below.

EX. ORD. NO. 10865. SAFEGUARDING CLASSIFIED
INFORMATION WITHIN INDUSTRY

Ex. Ord. No. 10865, Feb. 20, 1960, 25 F.R. 1583, as
amended by Ex. Ord. No. 10909, Jan. 17, 1961, 26 F.R. 508;
Ex. Ord. No. 11382, Nov. 28, 1967, 32 F.R. 16247; Ex. Ord.
No. 12829, §203(g), Jan. 6, 1993, 58 F.R. 3479; Ex. Ord. No.
13284, §15, Jan. 23, 2003, 68 F.R. 4076, provided:

WHEREAS it is mandatory that the United States
protect itself against hostile or destructive activities
by preventing unauthorized disclosures of classified in-
formation relating to the national defense; and

WHEREAS it is a fundamental principle of our Gov-
ernment to protect the interests of individuals against
unreasonable or unwarranted encroachment; and

WHEREAS I find that the provisions and procedures
prescribed by this order are necessary to assure the
preservation of the integrity of classified defense infor-
mation and to protect the national interest; and

WHEREAS I find that those provisions and proce-
dures recognize the interest of individuals affected
thereby and provide maximum possible safeguards to
protect such interests:

NOW, THEREFORE, under and by virtue of the au-
thority vested in me by the Constitution and statutes
of the United States, and as President of the United
States and as Commander in Chief of the armed forces
of the United States, it is hereby ordered as follows:

SECTION 1. When used in this order, the term ‘‘head of
a department’” means the Secretary of State, the Sec-
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retary of Defense, the Secretary of Transportation, the
Secretary of Energy, the Secretary of Homeland Secu-
rity, the Nuclear Regulatory Commission, the Adminis-
trator of the National Aeronautics and Space Adminis-
tration, and, in section 4, the Attorney General. The
term ‘‘head of a department’ also means the head of
any department or agency, including but not limited to
those referenced above with whom the Department of
Defense makes an agreement to extend regulations pre-
scribed by the Secretary of Defense concerning author-
izations for access to classified information pursuant to
Executive Order No. 12829 [set out below].

SEC. 2. An authorization for access to classified infor-
mation pursuant to Executive Order No. 12829 [set out
below] may be granted by the head of a department or
his designee, including but not limited to, those offi-
cials named in section 8 of this order, to an individual,
hereinafter termed an ‘“‘applicant”, for a specific classi-
fication category only upon a finding that it is clearly
consistent with the national interest to do so.

SEcC. 3. Except as provided in section 9 of this order,
an authorization for access to a specific classification
category may not be finally denied or revoked pursuant
to Executive Order No. 12829 [set out below] by the head
of a department or his designee, including, but not lim-
ited to, those officials named in section 8 of this order,
unless the applicant has been given the following:

(1) A written statement of the reasons why his access
authorization may be denied or revoked, which shall be
as comprehensive and detailed as the national security
permits.

(2) A reasonable opportunity to reply in writing
under oath or affirmation to the statement of reasons.

(3) After he has filed under oath or affirmation a
written reply to the statement of reasons, the form and
sufficiency of which may be prescribed by regulations
issued by the head of the department concerned, an op-
portunity to appear personally before the head of the
department concerned or his designee including, but
not limited to, those officials named in section 8 of this
order for the purpose of supporting his eligibility for
access authorization and to present evidence on his be-
half.

(4) A reasonable time to prepare for that appearance.

(5) An opportunity to be represented by counsel.

(6) An opportunity to cross-examine persons either
orally or through written interrogatories in accordance
with section 4 on matters not relating to the character-
ization in the statement of reasons of any organization
or individual other than the applicant.

(7) A written notice of the final decision in his case
which, if adverse, shall specify whether the head of the
department or his designee, including, but not limited
to, those officials named in section 8 of this order,
found for or against him with respect to each allega-
tion in the statement of reasons.

SEC. 4. (a) An applicant shall be afforded an oppor-
tunity to cross-examine persons who have made oral or
written statements adverse to the applicant relating to
a controverted issue except that any such statement
may be received and considered without affording such
opportunity in the circumstances described in either of
the following paragraphs:

(1) The head of the department supplying the state-
ment certifies that the person who furnished the infor-
mation is a confidential informant who has been en-
gaged in obtaining intelligence information for the
Government and that disclosure of his identity would
be substantially harmful to the national interest.

(2) The head of the department concerned or his spe-
cial designee for that particular purpose has prelimi-
narily determined, after considering information fur-
nished by the investigative agency involved as to the
reliability of the person and the accuracy of the state-
ment concerned, that the statement concerned appears
to be reliable and material, and the head of the depart-
ment or such special designee has determined that fail-
ure to receive and consider such statement would, in
view of the level of access sought, be substantially
harmful to the national security and that the person

TITLE 50—WAR AND NATIONAL DEFENSE

Page 190

who furnished the information cannot appear to testify
(A) due to death, severe illness, or similar cause, in
which case the identity of the person and the informa-
tion to be considered shall be made available to the ap-
plicant, or (B) due to some other cause determined by
the head of the department to be good and sufficient.

(b) Whenever procedures under paragraphs (1) or (2) of
subsection (a) of this section are used (1) the applicant
shall be given a summary of the information which
shall be as comprehensive and detailed as the national
security permits, (2) appropriate consideration shall be
accorded to the fact that the applicant did not have an
opportunity to cross-examine such person or persons,
and (3) a final determination adverse to the applicant
shall be made only by the head of the department based
upon his personal review of the case.

SEC. 5. (a) Records compiled in the regular course of
business, or other physical evidence other than inves-
tigative reports, may be received and considered sub-
ject to rebuttal without authenticating witnesses, pro-
vided that such information has been furnished to the
department concerned by an investigative agency pur-
suant to its responsibilities in connection with assist-
ing the head of the department concerned to safeguard
classified information within industry pursuant to this
order.

(b) Records compiled in the regular course of busi-
ness, or other physical evidence other than investiga-
tive reports, relating to a controverted issue which, be-
cause they are classified, may not be inspected by the
applicant, may be received and considered provided
that: (1) the head of the department concerned or his
special designee for that purpose has made a prelimi-
nary determination that such physical evidence ap-
pears to be material, (2) the head of the department
concerned or such designee has made a determination
that failure to receive and consider such physical evi-
dence would, in view of the level of access sought, be
substantially harmful to the national security, and (3)
to the extent that the national security permits, a
summary or description of such physical evidence is
made available to the applicant. In every such case, in-
formation as to the authenticity and accuracy of such
physical evidence furnished by the investigative agency
involved shall be considered. In such instances a final
determination adverse to the applicant shall be made
only by the head of the department based upon his per-
sonal review of the case.

SEC. 6. The head of a department of the United States
or his representative, may issue, in appropriate cases,
invitations and requests to appear and testify in order
that the applicant may have the opportunity to cross-
examine as provided by this order. Whenever a witness
is so invited or requested to appear and testify at a pro-
ceeding and the witness is an officer or employee of the
executive branch of the Government or a member of
the armed forces of the United States, and the proceed-
ing involves the activity in connection with which the
witness is employed, travel expenses and per diem are
authorized as provided by the Standardized Govern-
ment Travel Regulations or the Joint Travel Regula-
tions, as appropriate. In all other cases (including non-
Government employees as well as officers or employees
of the executive branch of the Government or members
of the armed forces of the United States not covered by
the foregoing sentence), transportation in kind and re-
imbursement for actual expenses are authorized in an
amount not to exceed the amount payable under Stand-
ardized Government Travel Regulations. An officer or
employee of the executive branch of the Government or
a member of the armed forces of the United States who
is invited or requested to appear pursuant to this para-
graph shall be deemed to be in the performance of his
official duties. So far as the national security permits,
the head of the investigative agency involved shall co-
operate with the Secretary, the Administrator, or the
head of the other department or agency, as the case
may be, in identifying persons who have made state-
ments adverse to the applicant and in assisting him in
making them available for cross-examination. If a per-



Page 191

son so invited is an officer or employee of the executive
branch of the government or a member of the armed
forces of the United States, the head of the department
or agency concerned shall cooperate in making that
person available for cross-examination.

SEC. 7. Any determination under this order adverse to
an applicant shall be a determination in terms of the
national interest and shall in no sense be a determina-
tion as to the loyalty of the applicant concerned.

SEC. 8. Except as otherwise specified in the preceding
provisions of this order, any authority vested in the
head of a department by this order may be delegated to
the the [sic] deputy of that department, or the prin-
cipal assistant to the head of that department, as the
case may be.

SEC. 9. Nothing contained in this order shall be
deemed to limit or affect the responsibility and powers
of the head of a department to deny or revoke access to
a specific classification category if the security of the
nation so requires. Such authority may not be dele-
gated and may be exercised only when the head of a de-
partment determines that the procedures prescribed in
sections 3, 4, and 5 cannot be invoked consistently with
the national security and such determination shall be
conclusive.

MODIFICATION OF EXECUTIVE ORDER NoO. 10865

Ex. Ord. No. 10865, Feb. 20, 1960, 26 F.R. 1583, as
amended, set out above, when referring to functions of
the Atomic Energy Commission is modified to provide
that all such functions shall be exercised by the Sec-
retary of Energy and the Nuclear Regulatory Commis-
sion, see section 4(a)(1) of Ex. Ord. No. 12038, Feb. 3,
1978, 43 F.R. 4957, set out under section 71561 of Title 42,
The Public Health and Welfare.

EXECUTIVE ORDER NoO. 10985

Ex. Ord. No. 10985, Jan. 12, 1962, 27 F.R. 439, which
amended Executive Order No. 10501, which related to
safeguarding official information, was superseded by
Ex. Ord. No. 11652, Mar. 8, 1972, 37 F.R. 5209, formerly
set out below.

EXECUTIVE ORDER No. 11097

Ex. Ord. No. 11097, Feb. 28, 1963, 28 F.R. 2225, which
amended Executive Order No. 10501, which related to
safeguarding official information, was superseded by
Ex. Ord. No. 11652, Mar. 8, 1972, 37 F.R. 5209, formerly
set out below.

EXECUTIVE ORDER NO. 11652

Ex. Ord. No. 11652, Mar. 8, 1972, 37 F.R. 5209, as amend-
ed by Ex. Ord. No. 11714, Apr. 24, 1973, 38 F.R. 10245; Ex.
Ord. No. 11862, June 11, 1975, 40 F.R. 25197; Ex. Ord. No.
12038, Feb. 3, 1978, 43 F.R. 4957, which related to the
classification and declassification of national security
information and material, was revoked by Ex. Ord. No.
12065, June 28, 1978, 43 F.R. 28949, formerly set out
below.

EX. ORD. NoO. 11932. CLASSIFICATION OF CERTAIN INFOR-
MATION AND MATERIAL OBTAINED FROM ADVISORY BOD-
IES CREATED TO IMPLEMENT THE INTERNATIONAL EN-
ERGY PROGRAM

Ex. Ord. No. 11932, Aug. 4, 1976, 41 F.R. 32691, provided:

The United States has entered into the Agreement on
an International Energy Program of November 18, 1974,
which created the International Energy Agency. This
program is a substantial factor in the conduct of our
foreign relations and an important element of our na-
tional security. The effectiveness of the Agreement de-
pends significantly upon the provision and exchange of
information and material by participants in advisory
bodies created by the International Energy Agency.
Confidentiality is essential to assure the free and open
discussion necessary to accomplish the tasks assigned
to those bodies. I have consulted with the Secretary of
State, the Attorney General and the Administrator of
the Federal Energy Administration concerning the
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handling and safeguarding of information and material
in the possession of the United States which has been
obtained pursuant to the program, and I find that some
of such information and material requires protection as
provided in Executive Order No. 11652 of March 8, 1972,
as amended [formerly set out above].

NOW, THEREFORE, by virtue of the authority vested
in me by the Constitution and statutes of the United
States, and as President of the United States, it is
hereby ordered as follows:

SECTION 1. Information and material obtained pursu-
ant to the International Energy Program and which re-
quires protection against unauthorized disclosure in
the interest of the national defense or foreign relations
of the United States shall be classified pursuant to Ex-
ecutive Order No. 11652 of March 8, 1972, as amended
[formerly set out above]. The Secretary of State shall
have the responsibility for the classification, declas-
sification and safeguarding of information and material
in the possession of the United States Government
which has been obtained pursuant to:

(a) Section 252(c)(3), (d)(2), or (e)(3) of the Energy Pol-
icy and Conservation Act (89 Stat. 871; 42 U.S.C.
6272(c)(3), (d)(2), (e)(3)), or

(b) The Voluntary Agreement and Program relating
to the International Energy Program (40 F.R. 16041,
April 8, 1975), or

(c) Any similar Voluntary Agreement and Program
entered into under the Energy Policy and Conservation
Act [42 U.S.C. 6201 et seq.] after the date of this Order.

SEC. 2. Information or material classified pursuant to
Section 1 of this Order may be exempted from the Gen-
eral Declassification Schedule established by Section 5
of Executive Order No. 11652 [formerly set out above] if
it was obtained by the United States on the under-
standing that it be kept in confidence, or if it might
otherwise be exempted under Section 5(B) of such
Order.

SEC. 3. (a) Within 60 days of the date of this Order,
the Secretary of State shall promulgate regulations
which implement his responsibilities under this Order.

(b) The directives issued under Section 6 of Executive
Order No. 11652 [formerly set out above] shall not apply
to information and material classified under this
Order. However, the regulations promulgated by the
Secretary of State shall:

(1) conform, to the extent practicable, to the poli-
cies set forth in Section 6 of Executive Order No.
11652 [formerly set out above], and

(2) provide that he may take such measures as he
deems necessary and appropriate to ensure the con-
fidentiality of any information and material classi-
fied under this Order that may remain in the custody
or control of any person outside the United States
Government.

GERALD R. FORD.
EXECUTIVE ORDER NO. 12065

Ex. Ord. No. 12065, June 28, 1978, 43 F.R. 28949, as
amended by Ex. Ord. No. 12148, July 20, 1979, 44 F.R.
43239; Ex. Ord. No. 12163, Sept. 29, 1979, 44 F.R. 56673,
which related to classification and declassification of
national security information and material, was re-
voked by Ex. Ord. No. 12356, Apr. 2, 1982, 47 F.R. 14874,
15557, formerly set out below.

EXECUTIVE ORDER NO. 12356

Ex. Ord. No. 12356, Apr. 2, 1982, 47 F.R. 14874, 15557,
which prescribed a uniform system for classifying, de-
classifying, and safeguarding national security infor-
mation, was revoked by Ex. Ord. No. 12958, §6.1(d), Apr.
17, 1995, 60 F.R. 19843, set out below.

EX. ORD. NO. 12812. DECLASSIFICATION AND RELEASE OF
MATERIALS PERTAINING TO PRISONERS OF WAR AND
MISSING IN ACTION

Ex. Ord. No. 12812, July 22, 1992, 57 F.R. 32879, pro-
vided:

WHEREAS, the Senate, by S. Res. 324 of July 2, 1992,
has asked that I ‘‘expeditiously issue an Executive
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order requiring all executive branch departments and
agencies to declassify and publicly release without
compromising United States national security all docu-
ments, files, and other materials pertaining to POWs
and MIAs;” and

WHEREAS, indiscriminate release of classified mate-
rial could jeopardize continuing United States Govern-
ment efforts to achieve the fullest possible accounting
of Vietnam-era POWs and MIAs; and

WHEREAS, I have concluded that the public interest
would be served by the declassification and public re-
lease of materials pertaining to Vietnam-era POWs and
MIAs as provided below;

NOW, THEREFORE, by the authority vested in me as
President by the Constitution and the laws of the
United States of America, I hereby order as follows:

SECTION 1. All executive departments and agencies
shall expeditiously review all documents, files, and
other materials pertaining to American POWs and
MIAs lost in Southeast Asia for the purposes of declas-
sification in accordance with the standards and proce-
dures of Executive Order No. 12356 [formerly set out
above].

SEC. 2. All executive departments and agencies shall
make publicly available documents, files, and other
materials declassified pursuant to section 1, except for
those the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy of returnees,
family members of POWs and MIAs, or other persons,
or would impair the deliberative processes of the execu-
tive branch.

SEC. 3. This order is not intended to create any right
or benefit, substantive or procedural, enforceable by a
party against the United States, its agencies or instru-
mentalities, its officers or employees, or any other per-
son.

GEORGE BUSH.

EX. ORD. NO. 12829. NATIONAL INDUSTRIAL SECURITY
PROGRAM

Ex. Ord. No. 12829, Jan. 6, 1993, 58 F.R. 3479, as amend-
ed by Ex. Ord. No. 12885, Dec. 14, 1993, 58 F.R. 65863, pro-
vided:

This order establishes a National Industrial Security
Program to safeguard Federal Government classified
information that is released to contractors, licensees,
and grantees of the United States Government. To pro-
mote our national interests, the United States Govern-
ment issues contracts, licenses, and grants to non-
government organizations. When these arrangements
require access to classified information, the national
security requires that this information be safeguarded
in a manner equivalent to its protection within the ex-
ecutive branch of Government. The national security
also requires that our industrial security program pro-
mote the economic and technological interests of the
United States. Redundant, overlapping, or unnecessary
requirements impede those interests. Therefore, the
National Industrial Security Program shall serve as a
single, integrated, cohesive industrial security program
to protect classified information and to preserve our
Nation’s economic and technological interests.

Therefore, by the authority vested in me as President
by the Constitution and the laws of the United States
of America, including the Atomic Energy Act of 1954, as
amended (42 U.S.C. 2011-2286) [42 U.S.C. 2011 et seq.], the
National Security Act of 1947, as amended (codified as
amended in scattered sections of the United States
Code) [see Short Title note set out under section 401 of
this title], and the Federal Advisory Committee Act, as
amended (5 U.S.C. App. 2) [6 U.S.C. App.], it is hereby
ordered as follows:

PART 1. ESTABLISHMENT AND POLICY

SECTION 101. Establishment. (a) There is established a
National Industrial Security Program. The purpose of
this program is to safeguard classified information that
may be released or has been released to current, pro-
spective, or former contractors, licensees, or grantees
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of United States agencies. For the purposes of this
order, the terms ‘‘contractor, licensee, or grantee’”’
means current, prospective, or former contractors, li-
censees, or grantees of United States agencies. The Na-
tional Industrial Security Program shall be applicable
to all executive branch departments and agencies.

(b) The National Industrial Security Program shall
provide for the protection of information classified pur-
suant to Executive Order No. 12356 of April 2, 1982 [for-
merly set out above], or its successor, and the Atomic
Energy Act of 1954, as amended [42 U.S.C. 2011 et seq.].

(c) For the purposes of this order, the term ‘‘contrac-
tor” does not include individuals engaged under per-
sonal services contracts.

SEC. 102. Policy Direction. (a) The National Security
Council shall provide overall policy direction for the
National Industrial Security Program.

(b) The Director of the Information Security Over-
sight Office, established under Executive Order No.
12356 of April 2, 1982 [formerly set out above], shall be
responsible for implementing and monitoring the Na-
tional Industrial Security Program and shall:

(1) develop, in consultation with the agencies, and
promulgate subject to the approval of the National Se-
curity Council, directives for the implementation of
this order, which shall be binding on the agencies;

(2) oversee agency, contractor, licensee, and grantee
actions to ensure compliance with this order and im-
plementing directives;

(3) review all agency implementing regulations, in-
ternal rules, or guidelines. The Director shall require
any regulation, rule, or guideline to be changed if it is
not consistent with this order or implementing direc-
tives. Any such decision by the Director may be ap-
pealed to the National Security Council. The agency
regulation, rule, or guideline shall remain in effect
pending a prompt decision on the appeal;

(4) have the authority, pursuant to terms of applica-
ble contracts, licenses, grants, or regulations, to con-
duct on-site reviews of the implementation of the Na-
tional Industrial Security Program by each agency,
contractor, licensee, and grantee that has access to or
stores classified information and to require of each
agency, contractor, licensee, and grantee those reports,
information, and other cooperation that may be nec-
essary to fulfill the Director’s responsibilities. If these
reports, inspections, or access to specific classified in-
formation, or other forms of cooperation, would pose an
exceptional national security risk, the affected agency
head or the senior official designated under section
203(a) of this order may request the National Security
Council to deny access to the Director. The Director
shall not have access pending a prompt decision by the
National Security Council;

(5) report any violations of this order or its imple-
menting directives to the head of the agency or to the
senior official designated under section 203(a) of this
order so that corrective action, if appropriate, may be
taken. Any such report pertaining to the implementa-
tion of the National Industrial Security Program by a
contractor, licensee, or grantee shall be directed to the
agency that is exercising operational oversight over
the contractor, licensee, or grantee under section 202 of
this order;

(6) consider and take action on complaints and sug-
gestions from persons within or outside the Govern-
ment with respect to the administration of the Na-
tional Industrial Security Program;

(7) consider, in consultation with the advisory com-
mittee established by this order, affected agencies, con-
tractors, licensees, and grantees, and recommend to the
President through the National Security Council
changes to this order; and

(8) report at least annually to the President through
the National Security Council on the implementation
of the National Industrial Security Program.

(c) Nothing in this order shall be construed to super-
sede the authority of the Secretary of Energy or the
Nuclear Regulatory Commission under the Atomic En-
ergy Act of 1954, as amended [42 U.S.C. 2011 et seq.], or
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the authority of the Director of Central Intelligence
under the National Security Act of 1947, as amended
[see Short Title note set out under section 401 of this
title], or Executive Order No. 12333 of December 8, 1981
[50 U.S.C. 401 note].

SEC. 103. National Industrial Security Program Policy
Advisory Committee. (a) Establishment. There is estab-
lished the National Industrial Security Program Policy
Advisory Committee (‘‘Committee’’). The Director of
the Information Security Oversight Office shall serve
as Chairman of the Committee and appoint the mem-
bers of the Committee. The members of the Committee
shall be the representatives of those departments and
agencies most affected by the National Industrial Secu-
rity Program and nongovernment representatives of
contractors, licensees, or grantees involved with classi-
fied contracts, licenses, or grants, as determined by the
Chairman.

(b) Functions. (1) The Committee members shall ad-
vise the Chairman of the Committee on all matters
concerning the policies of the National Industrial Secu-
rity Program, including recommended changes to those
policies as reflected in this order, its implementing di-
rectives, or the operating manual established under
this order, and serve as a forum to discuss policy issues
in dispute.

(2) The Committee shall meet at the request of the
Chairman, but at least twice during the calendar year.

(c) Administration. (1) Members of the Committee
shall serve without compensation for their work on the
Committee. However, nongovernment members may be
allowed travel expenses, including per diem in lieu of
subsistence, as authorized by law for persons serving
intermittently in the Government service (6 U.S.C.
5701-5707).

(2) To the extent permitted by law and subject to the
availability of funds, the Administrator of General
Services shall provide the Committee with administra-
tive services, facilities, staff, and other support serv-
ices necessary for the performance of its functions.

(d) General. Notwithstanding any other Executive
order, the functions of the President under the Federal
Advisory Committee Act, as amended [6 U.S.C. App.],
except that of reporting to the Congress, which are ap-
plicable to the Committee, shall be performed by the
Administrator of General Services in accordance with
the guidelines and procedures established by the Gen-
eral Services Administration.

PART 2. OPERATIONS

SEC. 201. National Industrial Security Program Operat-
ing Manual. (a) The Secretary of Defense, in consulta-
tion with all affected agencies and with the concur-
rence of the Secretary of Energy, the Nuclear Regu-
latory Commission, and the Director of Central Intel-
ligence, shall issue and maintain a National Industrial
Security Program Operating Manual (‘‘Manual’’). The
Secretary of Energy and the Nuclear Regulatory Com-
mission shall prescribe and issue that portion of the
Manual that pertains to information classified under
the Atomic Energy Act of 1954, as amended [42 U.S.C.
2011 et seq.]. The Director of Central Intelligence shall
prescribe and issue that portion of the Manual that per-
tains to intelligence sources and methods, including
Sensitive Compartmented Information.

(b) The Manual shall prescribe specific requirements,
restrictions, and other safeguards that are necessary to
preclude unauthorized disclosure and control author-
ized disclosure of classified information to contractors,
licensees, or grantees. The Manual shall apply to the
release of classified information during all phases of
the contracting process including bidding, negotiation,
award, performance, and termination of contracts, the
licensing process, or the grant process, with or under
the control of departments or agencies.

(c) The Manual shall also prescribe requirements, re-
strictions, and other safeguards that are necessary to
protect special classes of classified information, includ-
ing Restricted Data, Formerly Restricted Data, intel-
ligence sources and methods information, Sensitive
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Compartmented Information, and Special Access Pro-
gram information.

(d) In establishing particular requirements, restric-
tions, and other safeguards within the Manual, the Sec-
retary of Defense, the Secretary of Energy, the Nuclear
Regulatory Commission, and the Director of Central
Intelligence shall take into account these factors: (i)
the damage to the national security that reasonably
could be expected to result from an unauthorized dis-
closure; (ii) the existing or anticipated threat to the
disclosure of information; and (iii) the short- and long-
term costs of the requirements, restrictions, and other
safeguards.

(e) To the extent that is practicable and reasonable,
the requirements, restrictions, and safeguards that the
Manual establishes for the protection of classified in-
formation by contractors, licensees, and grantees shall
be consistent with the requirements, restrictions, and
safeguards that directives implementing Executive
Order No. 12356 of April 2, 1982 [formerly set out above],
or the Atomic Energy Act of 1954, as amended, estab-
lish for the protection of classified information by
agencies. Upon request by the Chairman of the Com-
mittee, the Secretary of Defense shall provide an expla-
nation and justification for any requirement, restric-
tion, or safeguard that results in a standard for the pro-
tection of classified information by contractors, li-
censees, and grantees that differs from the standard
that applies to agencies.

(f) The Manual shall be issued to correspond as close-
1y as possible to pertinent decisions of the Secretary of
Defense and the Director of Central Intelligence made
pursuant to the recommendations of the Joint Security
Review Commission and to revisions to the security
classification system that result from Presidential Re-
view Directive 29, but in any event no later than June
30, 1994.

SEC. 202. Operational Oversight. (a) The Secretary of
Defense shall serve as Executive Agent for inspecting
and monitoring the contractors, licensees, and grantees
who require or will require access to, or who store or
will store classified information; and for determining
the eligibility for access to classified information of
contractors, licensees, and grantees and their respec-
tive employees. The heads of agencies shall enter into
agreements with the Secretary of Defense that estab-
lish the terms of the Secretary’s responsibilities on be-
half of these agency heads.

(b) The Director of Central Intelligence retains au-
thority over access to intelligence sources and meth-
ods, including Sensitive Compartmented Information.
The Director of Central Intelligence may inspect and
moniter [sic] contractor, licensee, and grantee pro-
grams and facilities that involve access to such infor-
mation or may enter into written agreements with the
Secretary of Defense, as Executive Agent, to inspect
and monitor these programs or facilities, in whole or in
part, on the Director’s behalf.

(c) The Secretary of Energy and the Nuclear Regu-
latory Commission retain authority over access to in-
formation under their respective programs classified
under the Atomic Energy Act of 1954, as amended [42
U.S.C. 2011 et seq.]. The Secretary or the Commission
may inspect and monitor contractor, licensee, and
grantee programs and facilities that involve access to
such information or may enter into written agreements
with the Secretary of Defense, as Executive Agent, to
inspect and monitor these programs or facilities, in
whole or in part, on behalf of the Secretary or the Com-
mission, respectively.

(d) The Executive Agent shall have the authority to
issue, after consultation with affected agencies, stand-
ard forms or other standardization that will promote
the implementation of the National Industrial Security
Program.

SEC. 203. Implementation. (a) The head of each agency
that enters into classified contracts, licenses, or grants
shall designate a senior agency official to direct and
administer the agency’s implementation and compli-
ance with the National Industrial Security Program.



§435

(b) Agency implementing regulations, internal rules,
or guidelines shall be consistent with this order, its im-
plementing directives, and the Manual. Agencies shall
issue these regulations, rules, or guidelines no later
than 180 days from the issuance of the Manual. They
may incorporate all or portions of the Manual by ref-
erence.

(c) Bach agency head or the senior official designated
under paragraph (a) above shall take appropriate and
prompt corrective action whenever a violation of this
order, its implementing directives, or the Manual oc-
curs.

(d) The senior agency official designated under para-
graph (a) above shall account each year for the costs
within the agency associated with the implementation
of the National Industrial Security Program. These
costs shall be reported to the Director of the Informa-
tion Security Oversight Office, who shall include them
in the reports to the President prescribed by this order.

(e) The Secretary of Defense, with the concurrence of
the Administrator of General Services, the Adminis-
trator of the National Aeronautics and Space Adminis-
tration, and such other agency heads or officials who
may be responsible, shall amend the Federal Acquisi-
tion Regulation to be consistent with the implementa-
tion of the National Industrial Security Program.

(f) All contracts, licenses, or grants that involve ac-
cess to classified information and that are advertised
or proposed following the issuance of agency regula-
tions, rules, or guidelines described in paragraph (b)
above shall comply with the National Industrial Secu-
rity Program. To the extent that is feasible, economi-
cal, and permitted by law, agencies shall amend, mod-
ify, or convert preexisting contracts, licenses, or
grants, or previously advertised or proposed contracts,
licenses, or grants, that involve access to classified in-
formation for operation under the National Industrial
Security Program. Any direct inspection or monitoring
of contractors, licensees, or grantees specified by this
order shall be carried out pursuant to the terms of a
contract, license, grant, or regulation.

(g) Executive Order No. 10865 of February 20, 1960 [set
out above], as amended by Executive Order No. 10909 of
January 17, 1961, and Executive Order No. 11382 of No-
vember 27, 1967, is hereby amended as follows:

(1) Section 1(a) and (b) are revoked as of the effective
date of this order.

(2) Section 1(c) is renumbered as Section 1 and is
amended to read as follows:

““SECTION 1. When used in this order, the term ‘head
of a department’ means the Secretary of State, the Sec-
retary of Defense, the Secretary of Transportation, the
Secretary of Energy, the Nuclear Regulatory Commis-
sion, the Administrator of the National Aeronautics
and Space Administration, and, in section 4, the Attor-
ney General. The term ‘head of a department’ also
means the head of any department or agency, including
but not limited to those referenced above with whom
the Department of Defense makes an agreement to ex-
tend regulations prescribed by the Secretary of Defense
concerning authorizations for access to classified infor-
mation pursuant to Executive Order No. 12829.”

(3) Section 2 is amended by inserting the words ‘‘pur-
suant to Executive Order No. 12829” after the word ‘‘in-
formation.”

(4) Section 3 is amended by inserting the words ‘‘pur-
suant to Executive Order No. 12829 between the words
“revoked” and ‘“by’’ in the second clause of that sec-
tion.

(5) Section 6 is amended by striking out the words
“The Secretary of State, the Secretary of Defense, the
Administrator of the National Aeronautics and Space
Administration, the Secretary of Transportation, or his
representative, or the head of any other department or
agency of the United States with which the Depart-
ment of Defense makes an agreement under section
(1)(b),” at the beginning of the first sentence, and in-
serting in their place ‘“The head of a department of the
United States . . . .”

(6) Section 8 is amended by striking out paragraphs
(1) through (7) and inserting in their place ‘. . . the
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deputy of that department, or the principal assistant to
the head of that department, as the case may be.”’

(h) All delegations, rules, regulations, orders, direc-
tives, agreements, contracts, licenses, and grants is-
sued under preexisting authorities, including section
1(a) and (b) of Executive Order No. 10865 of February 20,
1960, as amended, by Executive Order No. 10909 of Janu-
ary 17, 1961, and Executive Order No. 11382 of November
27, 1967, shall remain in full force and effect until
amended, modified, or terminated pursuant to author-
ity of this order.

(i) This order shall be effective immediately.

EX. ORD. NO. 12937. DECLASSIFICATION OF SELECTED
RECORDS WITHIN NATIONAL ARCHIVES OF UNITED STATES

Ex. Ord. No. 12937, Nov. 10, 1994, 59 F.R. 59097, pro-
vided:

By the authority vested in me as President by the
Constitution and the laws of the United States of
America, it is hereby ordered:

SECTION 1. The records in the National Archives of
the United States referenced in the list accompanying
this order are hereby declassified.

SEC. 2. The Archivist of the United States shall take
such actions as are necessary to make such records
available for public research no later than 30 days from
the date of this Order, except to the extent that the
head of an affected agency and the Archivist have de-
termined that specific information within such records
must be protected from disclosure pursuant to an au-
thorized exemption to the Freedom of Information Act,
5 U.S.C. 552, other than the exemption that pertains to
national security information.

SEC. 3. Nothing contained in this order shall create
any right or benefit, substantive or procedural, enforce-
able by any party against the United States, its agen-
cies or instrumentalities, its officers or employees, or
any other person.

WILLIAM J. CLINTON.

Records in the following record groups (‘‘RG’’) in the
National Archives of the United States shall be declas-
sified. Page numbers are approximate. A complete list
of the selected records is available from the Archivist
of the United States.

I. All unreviewed World War II and earlier records, in-
cluding:

A. RG 18, Army Air Forces 1,722,400 pp.

B. RG 65, Federal Bureau of Inves- 362,500 pp.
tigation

C. RG 127, United States Marine 195,000 pp.
Corps

D. RG 216, Office of Censorship 112,500 pp.

E. RG 226, Office of Strategic 415,000 pp.
Services

F. RG 60, United States Occupa- 4,422,500 pp.
tion Headquarters

G. RG 331, Allied Operational and 3,097,500 pp.
Occupation Headquarters,
World War II (including 350
reels of Allied Force Head-
quarters)

H. RG 332, United States Theaters 1,182,500 pp.
of War, World War II

1. RG 338, Mediterranean Theater 9,500,000 pp.

of Operations and European
Command
Subtotal for World War IT and
earlier
II. Post-1945 Collections (Military and Civil)
A. RG 19, Bureau of Ships, Pre-
1950 General Correspondence
(selected records)
B. RG 51, Bureau of the Budget,
52.12 Budget Preparation
Branch, 1952-69
C. RG 72, Bureau of Aeronautics
(Navy) (selected records)

21.0 million pp.

1,732,500 pp.

142,500 pp.

5,665,000 pp.
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D. RG 166, Foreign Agricultural
Service, Narrative Reports,
1955-61

BE. RG 313, Naval Operating Forces
(selected records)

RG 319, Office of the Chief of
Military History
Manuscripts and Background

Papers (selected records)

G. RG 337, Headquarters, Army
Ground Forces (selected
records)

H. RG 341, Headquarters, United
States Air Force (selected
records)

I. RG 389, Office of the Provost
Marshal General (selected
records)

RG 391, United States Army
Regular Army Mobil Units

K. RG 428, General Records of the
Department of the Navy (se-
lected records)

L. RG 472, Army Vietnam Collec-
tion (selected records)

Subtotal for Other

TOTAL

EX. ORD. NoO. 12951. RELEASE OF IMAGERY ACQUIRED BY
SPACE-BASED NATIONAL INTELLIGENCE RECONNAIS-
SANCE SYSTEMS

Ex. Ord. No. 12951, Feb. 22, 1995, 60 F.R. 10789, pro-
vided:

By the authority vested in me as President by the
Constitution and the laws of the United States of
America and in order to release certain scientifically
or environmentally useful imagery acquired by space-
based national intelligence reconnaissance systems,
consistent with the national security, it is hereby or-
dered as follows:

SECTION 1. Public Release of Historical Intelligence Im-
agery. Imagery acquired by the space-based national in-
telligence reconnaissance systems known as the Co-
rona, Argon, and Lanyard missions shall, within 18
months of the date of this order, be declassified and
transferred to the National Archives and Records Ad-
ministration with a copy sent to the United States Ge-
ological Survey of the Department of the Interior con-
sistent with procedures approved by the Director of
Central Intelligence and the Archivist of the United
States. Upon transfer, such imagery shall be deemed
declassified and shall be made available to the public.

SEC. 2. Review for Future Public Release of Intelligence
Imagery. (a) All information that meets the criteria in
section 2(b) of this order shall be kept secret in the in-
terests of national defense and foreign policy until
deemed otherwise by the Director of Central Intel-
ligence. In consultation with the Secretaries of State
and Defense, the Director of Central Intelligence shall
establish a comprehensive program for the periodic re-
view of imagery from systems other than the Corona,
Argon, and Lanyard missions, with the objective of
making available to the public as much imagery as pos-
sible consistent with the interests of national defense
and foreign policy. For imagery from obsolete broad-
area film-return systems other than Corona, Argon,
and Lanyard missions, this review shall be completed
within 5 years of the date of this order. Review of im-
agery from any other system that the Director of Cen-
tral Intelligence deems to be obsolete shall be accom-
plished according to a timetable established by the Di-
rector of Central Intelligence. The Director of Central
Intelligence shall report annually to the President on
the implementation of this order.

(b) The criteria referred to in section 2(a) of this
order consist of the following: imagery acquired by a
space-based national intelligence reconnaissance sys-
tem other than the Corona, Argon, and Lanyard mis-
sions.

SEC. 3. General Provisions. (a) This order prescribes a
comprehensive and exclusive system for the public re-

1,272,500 pp.

407,500 pp.

933,000 pp.

1,269,700 pp.

4,870,000 pp.

448,000 pp.

240,000 pp.

31,250 pp.

5,864,000 pp.

22.9 million pp.
43.9 million pp.
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lease of imagery acquired by space-based national in-
telligence reconnaissance systems. This order is the ex-
clusive Executive order governing the public release of
imagery for purposes of section 552(b)(1) of the Freedom
of Information Act [5 U.S.C. 552(b)(1)].

(b) Nothing contained in this order shall create any
right or benefit, substantive or procedural, enforceable
by any party against the United States, its agencies or
instrumentalities, its officers or employees, or any
other person.

SEC. 4. Definition. As used herein, ‘‘imagery’ means
the product acquired by space-based national intel-
ligence reconnaissance systems that provides a like-
ness or representation of any natural or man-made fea-
ture or related objective or activities and satellite posi-
tional data acquired at the same time the likeness or
representation was acquired.

WILLIAM J. CLINTON.

EX. ORD. NO. 12958. CLASSIFIED NATIONAL SECURITY
INFORMATION

Ex. Ord. No. 12958, Apr. 17, 1995, 60 F.R. 19825, as
amended by Ex. Ord. No. 12972, Sept. 18, 1995, 60 F.R.
48863; Ex. Ord. No. 13142, Nov. 19, 1999, 64 F.R. 66089; Ex.
Ord. No. 13292, Mar. 25, 2003, 68 F.R. 156315, provided:

This order prescribes a uniform system for classify-
ing, safeguarding, and declassifying national security
information, including information relating to defense
against transnational terrorism. Our democratic prin-
ciples require that the American people be informed of
the activities of their Government. Also, our Nation’s
progress depends on the free flow of information. Nev-
ertheless, throughout our history, the national defense
has required that certain information be maintained in
confidence in order to protect our citizens, our demo-
cratic institutions, our homeland security, and our
interactions with foreign nations. Protecting informa-
tion critical to our Nation’s security remains a prior-
ity.

NOW, THEREFORE, by the authority vested in me as
President by the Constitution and the laws of the
United States of America, it is hereby ordered as fol-
lows:

PART 1—ORIGINAL CLASSIFICATION

SEC. 1.1. Classification Standards. (a) Information may
be originally classified under the terms of this order
only if all of the following conditions are met:

(1) an original classification authority is classifying
the information;

(2) the information is owned by, produced by or for,
or is under the control of the United States Govern-
ment;

(3) the information falls within one or more of the
categories of information listed in section 1.4 of this
order; and

(4) the original classification authority determines
that the unauthorized disclosure of the information
reasonably could be expected to result in damage to the
national security, which includes defense against trans-
national terrorism, and the original classification au-
thority is able to identify or describe the damage.

(b) Classified information shall not be declassified
automatically as a result of any unauthorized disclo-
sure of identical or similar information.

(c) The unauthorized disclosure of foreign govern-
ment information is presumed to cause damage to the
national security.

SEC. 1.2. Classification Levels. (a) Information may be
classified at one of the following three levels:

(1) “Top Secret’” shall be applied to information, the
unauthorized disclosure of which reasonably could be
expected to cause exceptionally grave damage to the
national security that the original classification au-
thority is able to identify or describe.

(2) ““Secret’” shall be applied to information, the un-
authorized disclosure of which reasonably could be ex-
pected to cause serious damage to the national security
that the original classification authority is able to
identify or describe.



§435

(3) ‘‘Confidential” shall be applied to information,
the unauthorized disclosure of which reasonably could
be expected to cause damage to the national security
that the original classification authority is able to
identify or describe.

(b) Except as otherwise provided by statute, no other
terms shall be used to identify United States classified
information.

SEC. 1.3. Classification Authority. (a) The authority to
classify information originally may be exercised only

by:

(1) the President and, in the performance of executive
duties, the Vice President;

(2) agency heads and officials designated by the Presi-
dent in the Federal Register; and

(3) United States Government officials delegated this
authority pursuant to paragraph (c) of this section.

(b) Officials authorized to classify information at a
specified level are also authorized to classify informa-
tion at a lower level.

(c) Delegation of original classification authority.

(1) Delegations of original classification authority
shall be limited to the minimum required to administer
this order. Agency heads are responsible for ensuring
that designated subordinate officials have a demon-
strable and continuing need to exercise this authority.

(2) “Top Secret’” original classification authority
may be delegated only by the President; in the per-
formance of executive duties, the Vice President; or an
agency head or official designated pursuant to para-
graph (a)(2) of this section.

(3) “Secret” or ‘‘Confidential”’ original classification
authority may be delegated only by the President; in
the performance of executive duties, the Vice Presi-
dent; or an agency head or official designated pursuant
to paragraph (a)(2) of this section; or the senior agency
official described in section 5.4(d) of this order, pro-
vided that official has been delegated ‘‘Top Secret”
original classification authority by the agency head.

(4) Each delegation of original classification author-
ity shall be in writing and the authority shall not be
redelegated except as provided in this order. Each dele-
gation shall identify the official by name or position
title.

(d) Original classification authorities must receive
training in original classification as provided in this
order and its implementing directives. Such training
must include instruction on the proper safeguarding of
classified information and of the criminal, civil, and
administrative sanctions that may be brought against
an individual who fails to protect classified informa-
tion from unauthorized disclosure.

(e) Exceptional cases. When an employee, government
contractor, licensee, certificate holder, or grantee of an
agency who does not have original classification au-
thority originates information believed by that person
to require classification, the information shall be pro-
tected in a manner consistent with this order and its
implementing directives. The information shall be
transmitted promptly as provided under this order or
its implementing directives to the agency that has ap-
propriate subject matter interest and classification au-
thority with respect to this information. That agency
shall decide within 30 days whether to classify this in-
formation. If it is not clear which agency has classi-
fication responsibility for this information, it shall be
sent to the Director of the Information Security Over-
sight Office. The Director shall determine the agency
having primary subject matter interest and forward the
information, with appropriate recommendations, to
that agency for a classification determination.

SEC. 1.4. Classification Categories. Information shall
not be considered for classification unless it concerns:
(a) military plans, weapons systems, or operations;

(b) foreign government information;

(c) intelligence activities (including special activi-
ties), intelligence sources or methods, or cryptology;

(d) foreign relations or foreign activities of the
United States, including confidential sources;

(e) scientific, technological, or economic matters re-
lating to the national security, which includes defense
against transnational terrorism;
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(f) United States Government programs for safe-
guarding nuclear materials or facilities;

(g) vulnerabilities or capabilities of systems, installa-
tions, infrastructures, projects, plans, or protection
services relating to the national security, which in-
cludes defense against transnational terrorism; or

(h) weapons of mass destruction.

SEC. 1.5. Duration of Classification. (a) At the time of
original classification, the original classification au-
thority shall attempt to establish a specific date or
event for declassification based upon the duration of
the national security sensitivity of the information.
Upon reaching the date or event, the information shall
be automatically declassified. The date or event shall
not exceed the time frame established in paragraph (b)
of this section.

(b) If the original classification authority cannot de-
termine an earlier specific date or event for declas-
sification, information shall be marked for declassifica-
tion 10 years from the date of the original decision, un-
less the original classification authority otherwise de-
termines that the sensitivity of the information re-
quires that it shall be marked for declassification for
up to 25 years from the date of the original decision.
All information classified under this section shall be
subject to section 3.3 of this order if it is contained in
records of permanent historical value under title 44,
United States Code.

(c) An original classification authority may extend
the duration of classification, change the level of clas-
sification, or reclassify specific information only when
the standards and procedures for classifying informa-
tion under this order are followed.

(d) Information marked for an indefinite duration of
classification under predecessor orders, for example,
marked as ‘‘Originating Agency’s Determination Re-
quired,” or information classified under predecessor or-
ders that contains no declassification instructions shall
be declassified in accordance with part 3 of this order.

SEC. 1.6. Identification and Markings. (a) At the time of
original classification, the following shall appear on
the face of each classified document, or shall be applied
to other classified media in an appropriate manner:

(1) one of the three classification levels defined in
section 1.2 of this order;

(2) the identity, by name or personal identifier and
position, of the original classification authority;

(3) the agency and office of origin, if not otherwise
evident;

(4) declassification instructions, which shall indicate
one of the following:

(A) the date or event for declassification, as pre-

scribed in section 1.5(a) or section 1.5(c);

(B) the date that is 10 years from the date of origi-
nal classification, as prescribed in section 1.5(b); or
(C) the date that is up to 25 years from the date of

original classification, as prescribed in section 1.5(b);

and

() a concise reason for classification that, at a mini-
mum, cites the applicable classification categories in
section 1.4 of this order.

(b) Specific information described in paragraph (a) of
this section may be excluded if it would reveal addi-
tional classified information.

(c) With respect to each classified document, the
agency originating the document shall, by marking or
other means, indicate which portions are classified,
with the applicable classification level, and which por-
tions are unclassified. In accordance with standards
prescribed in directives issued under this order, the Di-
rector of the Information Security Oversight Office
may grant waivers of this requirement. The Director
shall revoke any waiver upon a finding of abuse.

(d) Markings implementing the provisions of this
order, including abbreviations and requirements to
safeguard classified working papers, shall conform to
the standards prescribed in implementing directives is-
sued pursuant to this order.

(e) Foreign government information shall retain its
original classification markings or shall be assigned a
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U.S. classification that provides a degree of protection
at least equivalent to that required by the entity that
furnished the information. Foreign government infor-
mation retaining its original classification markings
need not be assigned a U.S. classification marking pro-
vided that the responsible agency determines that the
foreign government markings are adequate to meet the
purposes served by U.S. classification markings.

(f) Information assigned a level of classification
under this or predecessor orders shall be considered as
classified at that level of classification despite the
omission of other required markings. Whenever such
information is used in the derivative classification
process or is reviewed for possible declassification,
holders of such information shall coordinate with an
appropriate classification authority for the application
of omitted markings.

(g) The classification authority shall, whenever prac-
ticable, use a classified addendum whenever classified
information constitutes a small portion of an otherwise
unclassified document.

(h) Prior to public release, all declassified records
shall be appropriately marked to reflect their declas-
sification.

SEC. 1.7. Classification Prohibitions and Limitations.

(a) In no case shall information be classified in order
to:

(1) conceal violations of law, inefficiency, or adminis-
trative error;

(2) prevent embarrassment to a person, organization,
or agency;

(3) restrain competition; or

(4) prevent or delay the release of information that
does not require protection in the interest of the na-
tional security.

(b) Basic scientific research information not clearly
related to the national security shall not be classified.

(c) Information may be reclassified after declassifica-
tion and release to the public under proper authority
only in accordance with the following conditions:

(1) the reclassification action is taken under the per-
sonal authority of the agency head or deputy agency
head, who determines in writing that the reclassifica-
tion of the information is necessary in the interest of
the national security;

(2) the information may be reasonably recovered; and

(3) the reclassification action is reported promptly to
the Director of the Information Security Oversight Of-
fice.

(d) Information that has not previously been dis-
closed to the public under proper authority may be
classified or reclassified after an agency has received a
request for it under the Freedom of Information Act (6
U.S.C. 552) or the Privacy Act of 1974 (56 U.S.C. 552a), or
the mandatory review provisions of section 3.5 of this
order only if such classification meets the require-
ments of this order and is accomplished on a document-
by-document basis with the personal participation or
under the direction of the agency head, the deputy
agency head, or the senior agency official designated
under section 5.4 of this order.

(e) Compilations of items of information that are in-
dividually unclassified may be classified if the com-
piled information reveals an additional association or
relationship that: (1) meets the standards for classifica-
tion under this order; and (2) is not otherwise revealed
in the individual items of information. As used in this
order, ‘‘compilation’” means an aggregation of pre-ex-
isting unclassified items of information.

SEC. 1.8. Classification Challenges. (a) Authorized hold-
ers of information who, in good faith, believe that its
classification status is improper are encouraged and ex-
pected to challenge the classification status of the in-
formation in accordance with agency procedures estab-
lished under paragraph (b) of this section.

(b) In accordance with implementing directives is-
sued pursuant to this order, an agency head or senior
agency official shall establish procedures under which
authorized holders of information are encouraged and
expected to challenge the classification of information
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that they believe is improperly classified or unclassi-
fied. These procedures shall ensure that:

(1) individuals are not subject to retribution for
bringing such actions;

(2) an opportunity is provided for review by an impar-
tial official or panel; and

(3) individuals are advised of their right to appeal
agency decisions to the Interagency Security Classi-
fication Appeals Panel (Panel) established by section
5.3 of this order.

PART 2—DERIVATIVE CLASSIFICATION

SEC. 2.1. Use of Derivative Classification. (a) Persons
who only reproduce, extract, or summarize classified
information, or who only apply classification markings
derived from source material or as directed by a classi-
fication guide, need not possess original classification
authority.

(b) Persons who apply derivative classification mark-
ings shall:

(1) observe and respect original classification deci-
sions; and

(2) carry forward to any newly created documents the
pertinent classification markings. For information de-
rivatively classified based on multiple sources, the de-
rivative classifier shall carry forward:

(A) the date or event for declassification that cor-
responds to the longest period of classification among
the sources; and

(B) a listing of these sources on or attached to the
official file or record copy.

SEC. 2.2. Classification Guides. (a) Agencies with origi-
nal classification authority shall prepare classification
guides to facilitate the proper and uniform derivative
classification of information. These guides shall con-
form to standards contained in directives issued under
this order.

(b) Each guide shall be approved personally and in
writing by an official who:

(1) has program or supervisory responsibility over the
information or is the senior agency official; and

(2) is authorized to classify information originally at
the highest level of classification prescribed in the
guide.

(c) Agencies shall establish procedures to ensure that
classification guides are reviewed and updated as pro-
vided in directives issued under this order.

PART 3—DECLASSIFICATION AND DOWNGRADING

SEC. 3.1. Authority for Declassification. (a) Information
shall be declassified as soon as it no longer meets the
standards for classification under this order.

(b) It is presumed that information that continues to
meet the classification requirements under this order
requires continued protection. In some exceptional
cases, however, the need to protect such information
may be outweighed by the public interest in disclosure
of the information, and in these cases the information
should be declassified. When such questions arise, they
shall be referred to the agency head or the senior agen-
cy official. That official will determine, as an exercise
of discretion, whether the public interest in disclosure
outweighs the damage to the national security that
might reasonably be expected from disclosure. This
provision does not:

(1) amplify or modify the substantive criteria or pro-
cedures for classification; or

(2) create any substantive or procedural rights sub-
ject to judicial review.

(c) If the Director of the Information Security Over-
sight Office determines that information is classified in
violation of this order, the Director may require the in-
formation to be declassified by the agency that origi-
nated the classification. Any such decision by the Di-
rector may be appealed to the President through the
Assistant to the President for National Security Af-
fairs. The information shall remain classified pending a
prompt decision on the appeal.

(d) The provisions of this section shall also apply to
agencies that, under the terms of this order, do not
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have original classification authority, but had such au-
thority under predecessor orders.

SEC. 3.2. Transferred Records. (a) In the case of classi-
fied records transferred in conjunction with a transfer
of functions, and not merely for storage purposes, the
receiving agency shall be deemed to be the originating
agency for purposes of this order.

(b) In the case of classified records that are not offi-
cially transferred as described in paragraph (a) of this
section, but that originated in an agency that has
ceased to exist and for which there is no successor
agency, each agency in possession of such records shall
be deemed to be the originating agency for purposes of
this order. Such records may be declassified or down-
graded by the agency in possession after consultation
with any other agency that has an interest in the sub-
ject matter of the records.

(c) Classified records accessioned into the National
Archives and Records Administration (National Ar-
chives) as of the effective date of this order shall be de-
classified or downgraded by the Archivist of the United
States (Archivist) in accordance with this order, the di-
rectives issued pursuant to this order, agency declas-
sification guides, and any existing procedural agree-
ment between the Archivist and the relevant agency
head.

(d) The originating agency shall take all reasonable
steps to declassify classified information contained in
records determined to have permanent historical value
before they are accessioned into the National Archives.
However, the Archivist may require that classified
records be accessioned into the National Archives when
necessary to comply with the provisions of the Federal
Records Act [see References in Text note set out under
section 3603 of Title 44, Public Printing and Docu-
ments]. This provision does not apply to records being
transferred to the Archivist pursuant to section 2203 of
title 44, United States Code, or records for which the
National Archives serves as the custodian of the
records of an agency or organization that has gone out
of existence.

(e) To the extent practicable, agencies shall adopt a
system of records management that will facilitate the
public release of documents at the time such docu-
ments are declassified pursuant to the provisions for
automatic declassification in section 3.3 of this order.

SEC. 3.3. Automatic Declassification. (a) Subject to
paragraphs (b)-(e) of this section, on December 31, 2006,
all classified records that (1) are more than 25 years old
and (2) have been determined to have permanent histor-
ical value under title 44, United States Code, shall be
automatically declassified whether or not the records
have been reviewed. Subsequently, all classified records
shall be automatically declassified on December 31 of
the year that is 256 years from the date of its original
classification, except as provided in paragraphs (b)-(e)
of this section.

(b) An agency head may exempt from automatic de-
classification under paragraph (a) of this section spe-
cific information, the release of which could be ex-
pected to:

(1) reveal the identity of a confidential human
source, or a human intelligence source, or reveal infor-
mation about the application of an intelligence source
or method;

(2) reveal information that would assist in the devel-
opment or use of weapons of mass destruction;

(3) reveal information that would impair U.S. crypto-
logic systems or activities;

(4) reveal information that would impair the applica-
tion of state of the art technology within a U.S. weapon
system;

(5) reveal actual U.S. military war plans that remain
in effect;

(6) reveal information, including foreign government
information, that would seriously and demonstrably
impair relations between the United States and a for-
eign government, or seriously and demonstrably under-
mine ongoing diplomatic activities of the United
States;

TITLE 50—WAR AND NATIONAL DEFENSE

Page 198

(7) reveal information that would clearly and demon-
strably impair the current ability of United States
Government officials to protect the President, Vice
President, and other protectees for whom protection
services, in the interest of the national security, are
authorized;

(8) reveal information that would seriously and de-
monstrably impair current national security emer-
gency preparedness plans or reveal current vulnerabili-
ties of systems, installations, infrastructures, or
projects relating to the national security; or

(9) violate a statute, treaty, or international agree-
ment.

(c) An agency head shall notify the President through
the Assistant to the President for National Security
Affairs of any specific file series of records for which a
review or assessment has determined that the informa-
tion within that file series almost invariably falls with-
in one or more of the exemption categories listed in
paragraph (b) of this section and which the agency pro-
poses to exempt from automatic declassification. The
notification shall include:

(1) a description of the file series;

(2) an explanation of why the information within the
file series is almost invariably exempt from automatic
declassification and why the information must remain
classified for a longer period of time; and

(3) except for the identity of a confidential human
source or a human intelligence source, as provided in
paragraph (b) of this section, a specific date or event
for declassification of the information. The President
may direct the agency head not to exempt the file se-
ries or to declassify the information within that series
at an earlier date than recommended. File series ex-
emptions previously approved by the President shall re-
main valid without any additional agency action.

(d) At least 180 days before information is automati-
cally declassified under this section, an agency head or
senior agency official shall notify the Director of the
Information Security Oversight Office, serving as Exec-
utive Secretary of the Panel, of any specific informa-
tion beyond that included in a notification to the
President under paragraph (c) of this section that the
agency proposes to exempt from automatic declas-
sification. The notification shall include:

(1) a description of the information, either by ref-
erence to information in specific records or in the form
of a declassification guide;

(2) an explanation of why the information is exempt
from automatic declassification and must remain clas-
sified for a longer period of time; and

(3) except for the identity of a confidential human
source or a human intelligence source, as provided in
paragraph (b) of this section, a specific date or event
for declassification of the information. The Panel may
direct the agency not to exempt the information or to
declassify it at an earlier date than recommended. The
agency head may appeal such a decision to the Presi-
dent through the Assistant to the President for Na-
tional Security Affairs. The information will remain
classified while such an appeal is pending.

(e) The following provisions shall apply to the onset
of automatic declassification:

(1) Classified records within an integral file block, as
defined in this order, that are otherwise subject to
automatic declassification under this section shall not
be automatically declassified until December 31 of the
year that is 25 years from the date of the most recent
record within the file block.

(2) By notification to the Director of the Information
Security Oversight Office, before the records are sub-
ject to automatic declassification, an agency head or
senior agency official designated under section 5.4 of
this order may delay automatic declassification for up
to 5 additional years for classified information con-
tained in microforms, motion pictures, audiotapes, vid-
eotapes, or comparable media that make a review for
possible declassification exemptions more difficult or
costly.

(3) By notification to the Director of the Information
Security Oversight Office, before the records are sub-
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ject to automatic declassification, an agency head or
senior agency official designated under section 5.4 of
this order may delay automatic declassification for up
to 3 years for classified records that have been referred
or transferred to that agency by another agency less
than 3 years before automatic declassification would
otherwise be required.

(4) By notification to the Director of the Information
Security Oversight Office, an agency head or senior
agency official designated under section 5.4 of this
order may delay automatic declassification for up to 3
years from the date of discovery of classified records
that were inadvertently not reviewed prior to the effec-
tive date of automatic declassification.

(f) Information exempted from automatic declas-
sification under this section shall remain subject to the
mandatory and systematic declassification review pro-
visions of this order.

(g) The Secretary of State shall determine when the
United States should commence negotiations with the
appropriate officials of a foreign government or inter-
national organization of governments to modify any
treaty or international agreement that requires the
classification of information contained in records af-
fected by this section for a period longer than 25 years
from the date of its creation, unless the treaty or inter-
national agreement pertains to information that may
otherwise remain classified beyond 25 years under this
section.

(h) Records containing information that originated
with other agencies or the disclosure of which would af-
fect the interests or activities of other agencies shall
be referred for review to those agencies and the infor-
mation of concern shall be subject to automatic declas-
sification only by those agencies, consistent with the
provisions of subparagraphs (e)(3) and (e)(4) of this sec-
tion.

SEC. 3.4. Systematic Declassification Review. (a) Each
agency that has originated classified information under
this order or its predecessors shall establish and con-
duct a program for systematic declassification review.
This program shall apply to records of permanent his-
torical value exempted from automatic declassification
under section 3.3 of this order. Agencies shall prioritize
the systematic review of records based upon the degree
of researcher interest and the likelihood of declassifica-
tion upon review.

(b) The Archivist shall conduct a systematic declas-
sification review program for classified records: (1) ac-
cessioned into the National Archives as of the effective
date of this order; (2) transferred to the Archivist pur-
suant to section 2203 of title 44, United States Code; and
(3) for which the National Archives serves as the custo-
dian for an agency or organization that has gone out of
existence. This program shall apply to pertinent
records no later than 25 years from the date of their
creation. The Archivist shall establish priorities for the
systematic review of these records based upon the de-
gree of researcher interest and the likelihood of declas-
sification upon review. These records shall be reviewed
in accordance with the standards of this order, its im-
plementing directives, and declassification guides pro-
vided to the Archivist by each agency that originated
the records. The Director of the Information Security
Oversight Office shall ensure that agencies provide the
Archivist with adequate and current declassification
guides.

(c) After consultation with affected agencies, the Sec-
retary of Defense may establish special procedures for
systematic review for declassification of classified
cryptologic information, and the Director of Central
Intelligence may establish special procedures for sys-
tematic review for declassification of classified infor-
mation pertaining to intelligence activities (including
special activities), or intelligence sources or methods.

SEC. 3.5. Mandatory Declassification Review. (a) Except
as provided in paragraph (b) of this section, all infor-
mation classified under this order or predecessor orders
shall be subject to a review for declassification by the
originating agency if:
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(1) the request for a review describes the document or
material containing the information with sufficient
specificity to enable the agency to locate it with a rea-
sonable amount of effort;

(2) the information is not exempted from search and
review under sections 105C [now 702], 105D [now 703], or
701 of the National Security Act of 1947 (50 U.S.C. 403-5¢c
[now 432], 403-5e [now 432a], and 431); and

(3) the information has not been reviewed for declas-
sification within the past 2 years. If the agency has re-
viewed the information within the past 2 years, or the
information is the subject of pending litigation, the
agency shall inform the requester of this fact and of
the requester’s appeal rights.

(b) Information originated by:

(1) the incumbent President or, in the performance of
executive duties, the incumbent Vice President;

(2) the incumbent President’s White House Staff or,
in the performance of executive duties, the incumbent
Vice President’s Staff;

(3) committees, commissions, or boards appointed by
the incumbent President; or

(4) other entities within the Executive Office of the
President that solely advise and assist the incumbent
President is exempted from the provisions of paragraph
(a) of this section. However, the Archivist shall have
the authority to review, downgrade, and declassify pa-
pers or records of former Presidents under the control
of the Archivist pursuant to sections 2107, 2111, 2111
note, or 2203 of title 44, United States Code. Review pro-
cedures developed by the Archivist shall provide for
consultation with agencies having primary subject
matter interest and shall be consistent with the provi-
sions of applicable laws or lawful agreements that per-
tain to the respective Presidential papers or records.
Agencies with primary subject matter interest shall be
notified promptly of the Archivist’s decision. Any final
decision by the Archivist may be appealed by the re-
quester or an agency to the Panel. The information
shall remain classified pending a prompt decision on
the appeal.

(c) Agencies conducting a mandatory review for de-
classification shall declassify information that no
longer meets the standards for classification under this
order. They shall release this information unless with-
holding is otherwise authorized and warranted under
applicable law.

(d) In accordance with directives issued pursuant to
this order, agency heads shall develop procedures to
process requests for the mandatory review of classified
information. These procedures shall apply to informa-
tion classified under this or predecessor orders. They
also shall provide a means for administratively appeal-
ing a denial of a mandatory review request, and for no-
tifying the requester of the right to appeal a final agen-
cy decision to the Panel.

(e) After consultation with affected agencies, the Sec-
retary of Defense shall develop special procedures for
the review of cryptologic information; the Director of
Central Intelligence shall develop special procedures
for the review of information pertaining to intelligence
activities (including special activities), or intelligence
sources or methods; and the Archivist shall develop
special procedures for the review of information acces-
sioned into the National Archives.

SEC. 3.6. Processing Requests and Reviews. In response
to a request for information under the Freedom of In-
formation Act [5 U.S.C. 552], the Privacy Act of 1974 [5
U.S.C. 552a], or the mandatory review provisions of this
order, or pursuant to the automatic declassification or
systematic review provisions of this order:

(a) An agency may refuse to confirm or deny the ex-
istence or nonexistence of requested records whenever
the fact of their existence or nonexistence is itself clas-
sified under this order or its predecessors.

(b) When an agency receives any request for docu-
ments in its custody that contain information that was
originally classified by another agency, or comes
across such documents in the process of the automatic
declassification or systematic review provisions of this
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order, it shall refer copies of any request and the perti-
nent documents to the originating agency for process-
ing, and may, after consultation with the originating
agency, inform any requester of the referral unless
such association is itself classified under this order or
its predecessors. In cases in which the originating agen-
cy determines in writing that a response under para-
graph (a) of this section is required, the referring agen-
cy shall respond to the requester in accordance with
that paragraph.

SEC. 3.7. Declassification Database. (a) The Director of
the Information Security Oversight Office, in conjunc-
tion with those agencies that originate classified infor-
mation, shall coordinate the linkage and effective utili-
zation of existing agency databases of records that
have been declassified and publicly released.

(b) Agency heads shall fully cooperate with the Direc-
tor of the Information Security Oversight Office in
these efforts.

PART 4—SAFEGUARDING

SEC. 4.1. General Restrictions on Access. (a) A person
may have access to classified information provided
that:

(1) a favorable determination of eligibility for access
has been made by an agency head or the agency head’s
designee;

(2) the person has signed an approved nondisclosure
agreement; and

(3) the person has a need-to-know the information.

(b) Every person who has met the standards for ac-
cess to classified information in paragraph (a) of this
section shall receive contemporaneous training on the
proper safeguarding of classified information and on
the criminal, civil, and administrative sanctions that
may be imposed on an individual who fails to protect
classified information from unauthorized disclosure.

(c) Classified information shall remain under the con-
trol of the originating agency or its successor in func-
tion. An agency shall not disclose information origi-
nally classified by another agency without its author-
ization. An official or employee leaving agency service
may not remove classified information from the agen-
cy’s control.

(d) Classified information may not be removed from
official premises without proper authorization.

(e) Persons authorized to disseminate classified infor-
mation outside the executive branch shall ensure the
protection of the information in a manner equivalent
to that provided within the executive branch.

(f) Consistent with law, directives, and regulation, an
agency head or senior agency official shall establish
uniform procedures to ensure that automated informa-
tion systems, including networks and telecommunica-
tions systems, that collect, create, communicate, com-
pute, disseminate, process, or store classified informa-
tion have controls that:

(1) prevent access by unauthorized persons; and

(2) ensure the integrity of the information.

(g) Consistent with law, directives, and regulation,
each agency head or senior agency official shall estab-
lish controls to ensure that classified information is
used, processed, stored, reproduced, transmitted, and
destroyed under conditions that provide adequate pro-
tection and prevent access by unauthorized persons.

(h) Consistent with directives issued pursuant to this
order, an agency shall safeguard foreign government
information under standards that provide a degree of
protection at least equivalent to that required by the
government or international organization of govern-
ments that furnished the information. When adequate
to achieve equivalency, these standards may be less re-
strictive than the safeguarding standards that ordi-
narily apply to United States ‘‘Confidential”’ informa-
tion, including modified handling and transmission and
allowing access to individuals with a need-to-know who
have not otherwise been cleared for access to classified
information or executed an approved nondisclosure
agreement.

(i) Except as otherwise provided by statute, this
order, directives implementing this order, or by direc-
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tion of the President, classified information originat-
ing in one agency shall not be disseminated outside any
other agency to which it has been made available with-
out the consent of the originating agency. An agency
head or senior agency official may waive this require-
ment for specific information originated within that
agency. For purposes of this section, the Department of
Defense shall be considered one agency. Prior consent
is not required when referring records for declassifica-
tion review that contain information originating in
several agencies.

SEC. 4.2. Distribution Controls. (a) Each agency shall
establish controls over the distribution of classified in-
formation to ensure that it is distributed only to orga-
nizations or individuals eligible for access and with a
need-to-know the information.

(b) In an emergency, when necessary to respond to an
imminent threat to life or in defense of the homeland,
the agency head or any designee may authorize the dis-
closure of classified information to an individual or in-
dividuals who are otherwise not eligible for access.
Such actions shall be taken only in accordance with
the directives implementing this order and any proce-
dures issued by agencies governing the classified infor-
mation, which shall be designed to minimize the classi-
fied information that is disclosed under these circum-
stances and the number of individuals who receive it.
Information disclosed under this provision or imple-
menting directives and procedures shall not be deemed
declassified as a result of such disclosure or subsequent
use by a recipient. Such disclosures shall be reported
promptly to the originator of the classified informa-
tion. For purposes of this section, the Director of Cen-
tral Intelligence may issue an implementing directive
governing the emergency disclosure of classified intel-
ligence information.

(c) Each agency shall update, at least annually, the
automatic, routine, or recurring distribution of classi-
fied information that they distribute. Recipients shall
cooperate fully with distributors who are updating dis-
tribution lists and shall notify distributors whenever a
relevant change in status occurs.

SEC. 4.3. Special Access Programs. (a) Establishment of
special access programs. Unless otherwise authorized
by the President, only the Secretaries of State, De-
fense, and Energy, and the Director of Central Intel-
ligence, or the principal deputy of each, may create a
special access program. For special access programs
pertaining to intelligence activities (including special
activities, but not including military operational, stra-
tegic, and tactical programs), or intelligence sources or
methods, this function shall be exercised by the Direc-
tor of Central Intelligence. These officials shall keep
the number of these programs at an absolute minimum,
and shall establish them only when the program is re-
quired by statute or upon a specific finding that:

(1) the vulnerability of, or threat to, specific informa-
tion is exceptional; and

(2) the normal criteria for determining eligibility for
access applicable to information classified at the same
level are not deemed sufficient to protect the informa-
tion from unauthorized disclosure.

(b) Requirements and limitations. (1) Special access
programs shall be limited to programs in which the
number of persons who will have access ordinarily will
be reasonably small and commensurate with the objec-
tive of providing enhanced protection for the informa-
tion involved.

(2) Each agency head shall establish and maintain a
system of accounting for special access programs con-
sistent with directives issued pursuant to this order.

(3) Special access programs shall be subject to the
oversight program established under section 5.4(d) of
this order. In addition, the Director of the Information
Security Oversight Office shall be afforded access to
these programs, in accordance with the security re-
quirements of each program, in order to perform the
functions assigned to the Information Security Over-
sight Office under this order. An agency head may limit
access to a special access program to the Director and



Page 201

no more than one other employee of the Information
Security Oversight Office, or, for special access pro-
grams that are extraordinarily sensitive and vulner-
able, to the Director only.

(4) The agency head or principal deputy shall review
annually each special access program to determine
whether it continues to meet the requirements of this
order.

(5) Upon request, an agency head shall brief the As-
sistant to the President for National Security Affairs,
or a designee, on any or all of the agency’s special ac-
cess programs.

(c) Nothing in this order shall supersede any require-
ment made by or under 10 U.S.C. 119.

SEC. 4.4. Access by Historical Researchers and Certain
Former Government Personnel. (a) The requirement in
section 4.1(a)(3) of this order that access to classified
information may be granted only to individuals who
have a need-to-know the information may be waived for
persons who:

(1) are engaged in historical research projects;

(2) previously have occupied policy-making positions
to which they were appointed by the President under
section 105(a)(2)(A) of title 3, United States Code, or the
Vice President under 106(a)(1)(A) of title 3, United
States Code; or

(3) served as President or Vice President.

(b) Waivers under this section may be granted only if
the agency head or senior agency official of the origi-
nating agency:

(1) determines in writing that access is consistent
with the interest of the national security;

(2) takes appropriate steps to protect classified infor-
mation from unauthorized disclosure or compromise,
and ensures that the information is safeguarded in a
manner consistent with this order; and

(3) limits the access granted to former Presidential
appointees and Vice Presidential appointees to items
that the person originated, reviewed, signed, or re-
ceived while serving as a Presidential appointee or a
Vice Presidential appointee.

PART 5—IMPLEMENTATION AND REVIEW

SEC. 5.1. Program Direction. (a) The Director of the In-
formation Security Oversight Office, under the direc-
tion of the Archivist and in consultation with the As-
sistant to the President for National Security Affairs,
shall issue such directives as are necessary to imple-
ment this order. These directives shall be binding upon
the agencies. Directives issued by the Director of the
Information Security Oversight Office shall establish
standards for:

(1) classification and marking principles;

(2) safeguarding classified information, which shall
pertain to the handling, storage, distribution, trans-
mittal, and destruction of and accounting for classified
information;

(3) agency security education and training programs;

(4) agency self-inspection programs; and

(5) classification and declassification guides.

(b) The Archivist shall delegate the implementation
and monitoring functions of this program to the Direc-
tor of the Information Security Oversight Office.

SEC. 5.2. Information Security Oversight Office. (a)
There is established within the National Archives an
Information Security Oversight Office. The Archivist
shall appoint the Director of the Information Security
Oversight Office, subject to the approval of the Presi-
dent.

(b) Under the direction of the Archivist, acting in
consultation with the Assistant to the President for
National Security Affairs, the Director of the Informa-
tion Security Oversight Office shall:

(1) develop directives for the implementation of this
order;

(2) oversee agency actions to ensure compliance with
this order and its implementing directives;

(3) review and approve agency implementing regula-
tions and agency guides for systematic declassification
review prior to their issuance by the agency;
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(4) have the authority to conduct on-site reviews of
each agency’s program established under this order,
and to require of each agency those reports, informa-
tion, and other cooperation that may be necessary to
fulfill its responsibilities. If granting access to specific
categories of classified information would pose an ex-
ceptional national security risk, the affected agency
head or the senior agency official shall submit a writ-
ten justification recommending the denial of access to
the President through the Assistant to the President
for National Security Affairs within 60 days of the re-
quest for access. Access shall be denied pending the re-
sponse;

(5) review requests for original classification author-
ity from agencies or officials not granted original clas-
sification authority and, if deemed appropriate, rec-
ommend Presidential approval through the Assistant
to the President for National Security Affairs;

(6) consider and take action on complaints and sug-
gestions from persons within or outside the Govern-
ment with respect to the administration of the pro-
gram established under this order;

(7) have the authority to prescribe, after consultation
with affected agencies, standardization of forms or pro-
cedures that will promote the implementation of the
program established under this order;

(8) report at least annually to the President on the
implementation of this order; and

(9) convene and chair interagency meetings to discuss
matters pertaining to the program established by this
order.

SEC. 5.3. Interagency Security Classification Appeals
Panel.

(a) Establishment and administration.

(1) There is established an Interagency Security Clas-
sification Appeals Panel. The Departments of State,
Defense, and Justice, the Central Intelligence Agency,
the National Archives, and the Assistant to the Presi-
dent for National Security Affairs shall each be rep-
resented by a senior-level representative who is a full-
time or permanent part-time Federal officer or em-
ployee designated to serve as a member of the Panel by
the respective agency head. The President shall select
the Chair of the Panel from among the Panel members.

(2) A vacancy on the Panel shall be filled as quickly
as possible as provided in paragraph (a)(1) of this sec-
tion.

(3) The Director of the Information Security Over-
sight Office shall serve as the Executive Secretary. The
staff of the Information Security Oversight Office shall
provide program and administrative support for the
Panel.

(4) The members and staff of the Panel shall be re-
quired to meet eligibility for access standards in order
to fulfill the Panel’s functions.

(5) The Panel shall meet at the call of the Chair. The
Chair shall schedule meetings as may be necessary for
the Panel to fulfill its functions in a timely manner.

(6) The Information Security Oversight Office shall
include in its reports to the President a summary of
the Panel’s activities.

(b) Functions. The Panel shall:

(1) decide on appeals by persons who have filed classi-
fication challenges under section 1.8 of this order;

(2) approve, deny, or amend agency exemptions from
automatic declassification as provided in section 3.3 of
this order; and

(3) decide on appeals by persons or entities who have
filed requests for mandatory declassification review
under section 3.5 of this order.

(c) Rules and procedures. The Panel shall issue by-
laws, which shall be published in the Federal Register.
The bylaws shall establish the rules and procedures
that the Panel will follow in accepting, considering,
and issuing decisions on appeals. The rules and proce-
dures of the Panel shall provide that the Panel will
consider appeals only on actions in which:

(1) the appellant has exhausted his or her adminis-
trative remedies within the responsible agency;

(2) there is no current action pending on the issue
within the Federal courts; and
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(3) the information has not been the subject of re-
view by the Federal courts or the Panel within the
past 2 years.

(d) Agency heads shall cooperate fully with the Panel
so that it can fulfill its functions in a timely and fully
informed manner. An agency head may appeal a deci-
sion of the Panel to the President through the Assist-
ant to the President for National Security Affairs. The
Panel shall report to the President through the Assist-
ant to the President for National Security Affairs any
instance in which it believes that an agency head is not
cooperating fully with the Panel.

(e) The Panel is established for the sole purpose of ad-
vising and assisting the President in the discharge of
his constitutional and discretionary authority to pro-
tect the national security of the United States. Panel
decisions are committed to the discretion of the Panel,
unless changed by the President.

(f) Notwithstanding paragraphs (a) through (e) of this
section, whenever the Panel reaches a conclusion that
information owned or controlled by the Director of
Central Intelligence (Director) should be declassified,
and the Director notifies the Panel that he objects to
its conclusion because he has determined that the in-
formation could reasonably be expected to cause dam-
age to the national security and to reveal (1) the iden-
tity of a human intelligence source, or (2) information
about the application of an intelligence source or
method (including any information that concerns, or is
provided as a result of, a relationship with a cooperat-
ing intelligence element of a foreign government), the
information shall remain classified unless the Direc-
tor’s determination is appealed to the President, and
the President reverses the determination.

SEC. 5.4. General Responsibilities. Heads of agencies
that originate or handle classified information shall:

(a) demonstrate personal commitment and commit
senior management to the successful implementation
of the program established under this order;

(b) commit necessary resources to the effective im-
plementation of the program established under this
order;

(c) ensure that agency records systems are designed
and maintained to optimize the safeguarding of classi-
fied information, and to facilitate its declassification
under the terms of this order when it no longer meets
the standards for continued classification; and

(d) designate a senior agency official to direct and ad-
minister the program, whose responsibilities shall in-
clude:

(1) overseeing the agency’s program established under
this order, provided, an agency head may designate a
separate official to oversee special access programs au-
thorized under this order. This official shall provide a
full accounting of the agency’s special access programs
at least annually;

(2) promulgating implementing regulations, which
shall be published in the Federal Register to the extent
that they affect members of the public;

(3) establishing and maintaining security education
and training programs;

(4) establishing and maintaining an ongoing self-in-
spection program, which shall include the periodic re-
view and assessment of the agency’s classified product;

(5) establishing procedures to prevent unnecessary ac-
cess to classified information, including procedures
that:

(A) require that a need for access to classified infor-
mation is established before initiating administrative
clearance procedures; and

(B) ensure that the number of persons granted ac-
cess to classified information is limited to the mini-
mum consistent with operational and security re-
quirements and needs;

(6) developing special contingency plans for the safe-
guarding of classified information used in or near hos-
tile or potentially hostile areas;

(7) ensuring that the performance contract or other
system used to rate civilian or military personnel per-
formance includes the management of classified infor-
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mation as a critical element or item to be evaluated in
the rating of:
(A) original classification authorities;
(B) security managers or security specialists; and
(C) all other personnel whose duties significantly
involve the creation or handling of classified infor-
mation;

(8) accounting for the costs associated with the im-
plementation of this order, which shall be reported to
the Director of the Information Security Oversight Of-
fice for publication; and

(9) assigning in a prompt manner agency personnel to
respond to any request, appeal, challenge, complaint,
or suggestion arising out of this order that pertains to
classified information that originated in a component
of the agency that no longer exists and for which there
is no clear successor in function.

SEC. 5.5. Sanctions. (a) If the Director of the Informa-
tion Security Oversight Office finds that a violation of
this order or its implementing directives has occurred,
the Director shall make a report to the head of the
agency or to the senior agency official so that correc-
tive steps, if appropriate, may be taken.

(b) Officers and employees of the United States Gov-
ernment, and its contractors, licensees, certificate
holders, and grantees shall be subject to appropriate
sanctions if they knowingly, willfully, or negligently:

(1) disclose to unauthorized persons information prop-
erly classified under this order or predecessor orders;

(2) classify or continue the classification of informa-
tion in violation of this order or any implementing di-
rective;

(3) create or continue a special access program con-
trary to the requirements of this order; or

(4) contravene any other provision of this order or its
implementing directives.

(c) Sanctions may include reprimand, suspension
without pay, removal, termination of classification au-
thority, loss or denial of access to classified informa-
tion, or other sanctions in accordance with applicable
law and agency regulation.

(d) The agency head, senior agency official, or other
supervisory official shall, at a minimum, promptly re-
move the classification authority of any individual who
demonstrates reckless disregard or a pattern of error in
applying the classification standards of this order.

(e) The agency head or senior agency official shall:

(1) take appropriate and prompt corrective action
when a violation or infraction under paragraph (b) of
this section occurs; and

(2) notify the Director of the Information Security
Oversight Office when a violation under paragraph
(b)(1), (2), or (3) of this section occurs.

PART 6—GENERAL PROVISIONS

SEC. 6.1. Definitions. For purposes of this order:

(a) ‘““Access’ means the ability or opportunity to gain
knowledge of classified information.

(b) ‘“Agency’” means any ‘‘Executive agency,” as de-
fined in 5 U.S.C. 105; any ‘‘Military department’ as de-
fined in 5 U.S.C. 102; and any other entity within the
executive branch that comes into the possession of
classified information.

(c) ‘““‘Automated information system’ means an as-
sembly of computer hardware, software, or firmware
configured to collect, create, communicate, compute,
disseminate, process, store, or control data or informa-
tion.

(d) ““Automatic declassification’” means the declas-
sification of information based solely upon:

(1) the occurrence of a specific date or event as deter-
mined by the original classification authority; or

(2) the expiration of a maximum time frame for dura-
tion of classification established under this order.

(e) ‘‘Classification” means the act or process by
which information is determined to be classified infor-
mation.

(f) ‘““Classification guidance’” means any instruction
or source that prescribes the classification of specific
information.
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(g) ‘“‘Classification guide’” means a documentary form
of classification guidance issued by an original classi-
fication authority that identifies the elements of infor-
mation regarding a specific subject that must be classi-
fied and establishes the level and duration of classifica-
tion for each such element.

(h) ‘“‘Classified national security information’ or
‘“classified information’” means information that has
been determined pursuant to this order or any prede-
cessor order to require protection against unauthorized
disclosure and is marked to indicate its classified
status when in documentary form.

(i) ““Confidential source’” means any individual or or-
ganization that has provided, or that may reasonably
be expected to provide, information to the United
States on matters pertaining to the national security
with the expectation that the information or relation-
ship, or both, are to be held in confidence.

(j) “‘Damage to the national security’ means harm to
the national defense or foreign relations of the United
States from the unauthorized disclosure of informa-
tion, taking into consideration such aspects of the in-
formation as the sensitivity, value, utility, and prove-
nance of that information.

(k) ““Declassification” means the authorized change
in the status of information from classified informa-
tion to unclassified information.

(1) “Declassification authority’ means:

(1) the official who authorized the original classifica-
tion, if that official is still serving in the same posi-
tion;

(2) the originator’s current successor in function;

(3) a supervisory official of either; or

(4) officials delegated declassification authority in
writing by the agency head or the senior agency offi-
cial.

(m) ‘“‘Declassification guide’” means written instruc-
tions issued by a declassification authority that de-
scribes the elements of information regarding a specific
subject that may be declassified and the elements that
must remain classified.

(n) “Derivative classification’” means the incorporat-
ing, paraphrasing, restating, or generating in new form
information that is already classified, and marking the
newly developed material consistent with the classi-
fication markings that apply to the source informa-
tion. Derivative classification includes the classifica-
tion of information based on classification guidance.
The duplication or reproduction of existing classified
information is not derivative classification.

(0) “Document’ means any recorded information, re-
gardless of the nature of the medium or the method or
circumstances of recording.

(p) “Downgrading’” means a determination by a de-
classification authority that information classified and
safeguarded at a specified level shall be classified and
safeguarded at a lower level.

(q) ‘‘File series” means file units or documents ar-
ranged according to a filing system or kept together
because they relate to a particular subject or function,
result from the same activity, document a specific kind
of transaction, take a particular physical form, or have
some other relationship arising out of their creation,
receipt, or use, such as restrictions on access or use.

(r) “Foreign government information’ means:

(1) information provided to the United States Govern-
ment by a foreign government or governments, an
international organization of governments, or any ele-
ment thereof, with the expectation that the informa-
tion, the source of the information, or both, are to be
held in confidence;

(2) information produced by the United States Gov-
ernment pursuant to or as a result of a joint arrange-
ment with a foreign government or governments, or an
international organization of governments, or any ele-
ment thereof, requiring that the information, the ar-
rangement, or both, are to be held in confidence; or

(3) information received and treated as ‘‘foreign gov-
ernment information’ under the terms of a predecessor
order.
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(s) “Information” means any knowledge that can be
communicated or documentary material, regardless of
its physical form or characteristics, that is owned by,
produced by or for, or is under the control of the United
States Government. ‘“‘Control” means the authority of
the agency that originates information, or its successor
in function, to regulate access to the information.

(t) “Infraction’” means any knowing, willful, or neg-
ligent action contrary to the requirements of this order
or its implementing directives that does not constitute
a ‘‘violation,” as defined below.

(u) “‘Integral file block” means a distinct component
of a file series, as defined in this section, that should
be maintained as a separate unit in order to ensure the
integrity of the records. An integral file block may
consist of a set of records covering either a specific
topic or a range of time such as presidential adminis-
tration or a 5-year retirement schedule within a spe-
cific file series that is retired from active use as a
group.

(v) “Integrity’” means the state that exists when in-
formation is unchanged from its source and has not
been accidentally or intentionally modified, altered, or
destroyed.

(w) ‘“Mandatory declassification review’ means the
review for declassification of classified information in
response to a request for declassification that meets
the requirements under section 3.5 of this order.

(x) “Multiple sources” means two or more source doc-
uments, classification guides, or a combination of both.

(y) “National security’’ means the national defense
or foreign relations of the United States.

(z) ‘“‘Need-to-know’’ means a determination made by
an authorized holder of classified information that a
prospective recipient requires access to specific classi-
fied information in order to perform or assist in a law-
ful and authorized governmental function.

(aa) ‘“‘Network” means a system of two or more com-
puters that can exchange data or information.

(bb) “‘Original classification’ means an initial deter-
mination that information requires, in the interest of
the national security, protection against unauthorized
disclosure.

(ce) ““‘Original classification authority’ means an in-
dividual authorized in writing, either by the President,
the Vice President in the performance of executive du-
ties, or by agency heads or other officials designated by
the President, to classify information in the first in-
stance.

(dd) ‘“‘Records’ means the records of an agency and
Presidential papers or Presidential records, as those
terms are defined in title 44, United States Code, in-
cluding those created or maintained by a government
contractor, licensee, certificate holder, or grantee that
are subject to the sponsoring agency’s control under
the terms of the contract, license, certificate, or grant.

(ee) ““Records having permanent historical value”
means Presidential papers or Presidential records and
the records of an agency that the Archivist has deter-
mined should be maintained permanently in accord-
ance with title 44, United States Code.

(ff) ““‘Records management’’ means the planning, con-
trolling, directing, organizing, training, promoting, and
other managerial activities involved with respect to
records creation, records maintenance and use, and
records disposition in order to achieve adequate and
proper documentation of the policies and transactions
of the Federal Government and effective and economi-
cal management of agency operations.

(gg) ‘‘Safeguarding’” means measures and controls
that are prescribed to protect classified information.

(hh) ‘“‘Self-inspection’ means the internal review and
evaluation of individual agency activities and the agen-
cy as a whole with respect to the implementation of
the program established under this order and its imple-
menting directives.

(ii) ““‘Senior agency official”’ means the official des-
ignated by the agency head under section 5.4(d) of this
order to direct and administer the agency’s program
under which information is classified, safeguarded, and
declassified.
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(ji) ““Source document’” means an existing document
that contains classified information that is incor-
porated, paraphrased, restated, or generated in new
form into a new document.

(kk) ‘“‘Special access program’ means a program es-
tablished for a specific class of classified information
that imposes safeguarding and access requirements
that exceed those normally required for information at
the same classification level.

(11) “‘Systematic declassification review’” means the
review for declassification of classified information
contained in records that have been determined by the
Archivist to have permanent historical value in accord-
ance with title 44, United States Code.

(mm) ‘““Telecommunications’ means the preparation,
transmission, or communication of information by
electronic means.

(nn) ‘“‘“Unauthorized disclosure’’” means a communica-
tion or physical transfer of classified information to an
unauthorized recipient.

(00) ‘“‘Violation” means:

(1) any knowing, willful, or negligent action that
could reasonably be expected to result in an unauthor-
ized disclosure of classified information;

(2) any knowing, willful, or negligent action to clas-
sify or continue the classification of information con-
trary to the requirements of this order or its imple-
menting directives; or

(3) any knowing, willful, or negligent action to create
or continue a special access program contrary to the
requirements of this order.

(pp) ‘“Weapons of mass destruction’ means chemical,
biological, radiological, and nuclear weapons.

SEC. 6.2. General Provisions. (a) Nothing in this order
shall supersede any requirement made by or under the
Atomic Energy Act of 1954, as amended [42 U.S.C. 2011
et seq.], or the National Security Act of 1947, as amend-
ed [act July 26, 1947, see Short Title note set out under
section 401 of this title]. ‘‘Restricted Data’ and ‘‘For-
merly Restricted Data’ shall be handled, protected,
classified, downgraded, and declassified in conformity
with the provisions of the Atomic Energy Act of 1954,
as amended, and regulations issued under that Act.

(b) The Attorney General, upon request by the head
of an agency or the Director of the Information Secu-
rity Oversight Office, shall render an interpretation of
this order with respect to any question arising in the
course of its administration.

(¢c) Nothing in this order limits the protection af-
forded any information by other provisions of law, in-
cluding the Constitution, Freedom of Information Act
[6 U.S.C. 552] exemptions, the Privacy Act of 1974 [5
U.S.C. 552a], and the National Security Act of 1947, as
amended. This order is not intended to and does not
create any right or benefit, substantive or procedural,
enforceable at law by a party against the United
States, its departments, agencies, officers, employees,
or agents. The foregoing is in addition to the specific
provisos set forth in sections 3.1(b) and 5.3(e) of this
order.” [sic]

(d) Executive Order 12356 of April 6, 1982, was revoked
as of October 14, 1995.

SEC. 6.3. Effective Date. This order is effective imme-
diately, except for section 1.6, which shall become ef-
fective 180 days from the date of this order.

OFFICIALS DESIGNATED TO CLASSIFY NATIONAL SECURITY
INFORMATION

Executive Secretary of National Security Council
designated to exercise authority of President to clas-
sify certain information originally as ‘‘Top Secret’’ by
section 7(b) of Ex. Ord. No. 13010, July 15, 1996, 61 F.R.
37347, as amended, set out as a note under section 5195
of Title 42, The Public Health and Welfare.

Order of President of the United States, dated Oct. 13,
1995, 60 F.R. 53845, provided:

Pursuant to the provisions of Section 1.4 of Executive
Order No. 12958 of April 17, 1995, entitled ‘‘Classified Na-
tional Security Information,” [set out above] I hereby
designate the following officials to classify information
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originally as ‘“‘Top Secret’, ‘“Secret’”, or ‘‘Confiden-

tial’:
TOP SECRET

EXECUTIVE OFFICE OF THE PRESIDENT:

The Vice President

The Chief of Staff to the President

The Director, Office of Management and Budget

The Assistant to the President for National Security
Affairs

The Director, Office of National Drug Control Policy

The Chairman, President’s Foreign Intelligence Advi-
sory Board

DEPARTMENTS AND AGENCIES:

The Secretary of State

The Secretary of the Treasury

The Secretary of Defense

The Secretary of the Army

The Secretary of the Navy

The Secretary of the Air Force

The Attorney General

The Secretary of Energy

The Chairman, Nuclear Regulatory Commission

The Director, United States Arms Control and Dis-
armament Agency

The Director of Central Intelligence

The Administrator, National Aeronautics and Space
Administration

The Director, Federal Emergency Management Agen-
cy

SECRET

EXECUTIVE OFFICE OF THE PRESIDENT:

The United States Trade Representative

The Chairman, Council of Economic Advisers

The Director, Office of Science and Technology Pol-
icy

DEPARTMENTS AND AGENCIES:

The Secretary of Commerce

The Secretary of Transportation

The Administrator, Agency for International Devel-
opment

The Director, United States Information Agency

CONFIDENTIAL

The President, Export-Import Bank of the United
States

The President, Overseas Private Investment Corpora-
tion

Any delegation of this authority shall be in accord-
ance with Section 1.4(c) of Executive Order No. 12958.

This Order shall be published in the Federal Register.

WILLIAM J. CLINTON.

[For abolition of United States Arms Control and
Disarmament Agency and United States Information
Agency (other than Broadcasting Board of Governors
and International Broadcasting Bureau), transfer of
functions, and treatment of references, see sections
65611-6521, 6531, 6532, and 6551 of Title 22, Foreign Rela-
tions and Intercourse.]

Order of President of the United States, dated Feb.
27, 1996, 61 F.R. 7977, provided:

Pursuant to the provisions of section 1.4 of Executive
Order No. 12958 of April 17, 1995, entitled ‘‘Classified Na-
tional Security Information,” [set out above] I hereby
designate the following additional officials to classify
information originally as ‘“Top Secret’:

The Chair, Commission on the Roles and Capabilities
of the United States Intelligence Community

The Director, National Counterintelligence Center

The Chair of the Commission on the Roles and Capa-
bilities of the United States Intelligence Community,
shall exercise the authority to classify information
originally as ‘‘Top Secret’ during the existence of the
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Commission and for such time afterwards as may be
necessary to complete the Commission’s administra-
tive affairs.

The authority of the Director of the National
Counterintelligence Center to classify information
originally as ‘“Top Secret’ is limited to those circum-
stances in which the original classification of informa-
tion is necessary in order for the Center to fulfill its
mission and functions.

Any delegation of this authority shall be in accord-
ance with section 1.4(c) of Executive Order No. 12958.

This order shall be published in the Federal Register.

WILLIAM J. CLINTON.

Order of President of the United States, dated Feb.
26, 1997, 62 F.R. 9349, provided:

Pursuant to the provisions of section 1.4 of Executive
Order 12958 of April 17, 1995, entitled ‘‘Classified Na-
tional Security Information,” [set out above] I hereby
designate the following additional official to classify
information originally as ‘‘Top Secret’’:

The Chair, President’s Commission on Critical Infra-
structure Protection.

The Chair of the President’s Commission on Critical
Infrastructure Protection, established under Executive
Order 13010 of July 15, 1996 [42 U.S.C. 5195 note], shall
exercise the authority to classify information origi-
nally as ‘“Top Secret’” during the existence of the Com-
mission.

Any delegation of this authority shall be in accord-
ance with section 1.4(c) of Executive Order 12958.

This order shall be published in the Federal Register.

WILLIAM J. CLINTON.

Order of President of the United States, dated Dec.
10, 2001, 66 F.R. 64347, provided:

Pursuant to the provisions of section 1.4 of Executive
Order 12958 of April 17, 1995, entitled ‘‘Classified Na-
tional Security Information,” [set out above] I hereby
designate the Secretary of Health and Human Services
to classify information originally as ‘‘Secret.”

Any delegation of this authority shall be in accord-
ance with section 1.4(c) of Executive Order 12958.

This order shall be published in the Federal Register.

GEORGE W. BUSH.

Order of President of the United States, dated May 6,
2002, 67 F.R. 31109, provided:

In accordance with the provisions of section 1.4 of Ex-
ecutive Order 12958 of April 17, 1995, entitled ‘‘Classified
National Security Information,” [set out above] I here-
by designate the Administrator of the Environmental
Protection Agency to classify information originally as
‘“‘Secret.”

Any delegation of this authority shall be in accord-
ance with section 1.4(c) of Executive Order 12958.

This order shall be published in the Federal Register.

GEORGE W. BUSH.

Order of President of the United States, dated Sept.
26, 2002, 67 F.R. 61465, provided:

In accordance with the provisions of section 1.4 of Ex-
ecutive Order 12958 of April 17, 1995, entitled ‘‘Classified
National Security Information,” [set out above] I here-
by designate the Secretary of Agriculture to classify
information originally as ‘‘Secret.”

Any delegation of this authority shall be in accord-
ance with section 1.4(c) of Executive Order 12958.

This order shall be published in the Federal Register.

GEORGE W. BUSH.

Order of President of the United States, dated Sept.
17, 2003, 68 F.R. 55257, provided:

Consistent with the provisions of section 1.3 of Execu-
tive Order 12958 of April 17, 1995, as amended, entitled
“Classified National Security Information,” [set out
above] I hereby designate the Director of the Office of
Science and Technology Policy to classify information
originally as ‘“Top Secret.”

Any delegation of this authority shall be in accord-
ance with section 1.3(c) of Executive Order 12958, as
amended.

TITLE 50—WAR AND NATIONAL DEFENSE

§435

This order shall be published in the Federal Register.
GEORGE W. BUSH.

Order of President of the United States, dated Apr. 21,
2005, 70 F.R. 21609, provided:

Consistent with the provisions of section 1.3 of Execu-
tive Order 12958 of April 17, 1995, as amended, entitled
‘‘Classified National Security Information,” [set out
above] I hereby designate the following officers to clas-
sify information originally as ‘‘Top Secret:”

Director of National Intelligence; and

Director of the Central Intelligence Agency.

Any delegation of this authority shall be in accord-
ance with section 1.3(c) of Executive Order 12958, as
amended.

This order shall be published in the Federal Register.

GEORGE W. BUSH.

EX. ORD. NO. 12968. ACCESS TO CLASSIFIED INFORMATION

Ex. Ord. No. 12968, Aug. 2, 1995, 60 F.R. 40245, provided:

The national interest requires that certain informa-
tion be maintained in confidence through a system of
classification in order to protect our citizens, our
democratic institutions, and our participation within
the community of nations. The unauthorized disclosure
of information classified in the national interest can
cause irreparable damage to the national security and
loss of human life.

Security policies designed to protect classified infor-
mation must ensure consistent, cost effective, and effi-
cient protection of our Nation’s classified information,
while providing fair and equitable treatment to those
Americans upon whom we rely to guard our national
security.

This order establishes a uniform Federal personnel
security program for employees who will be considered
for initial or continued access to classified informa-
tion.

NOW, THEREFORE, by the authority vested in me as
President by the Constitution and the laws of the
United States of America, it is hereby ordered as fol-
lows:

PART 1—DEFINITIONS, ACCESS TO CLASSIFIED
INFORMATION, FINANCIAL DISCLOSURE, AND
OTHER ITEMS

SECTION 1.1. Definitions. For the purposes of this
order: (a) ‘‘Agency’ means any ‘‘Executive agency,’”’ as
defined in 5 U.S.C. 105, the ‘‘military departments,” as
defined in 5 U.S.C. 102, and any other entity within the
executive branch that comes into the possession of
classified information, including the Defense Intel-
ligence Agency, National Security Agency, and the Na-
tional Reconnaissance Office.

(b) ‘“‘Applicant’” means a person other than an em-
ployee who has received an authorized conditional offer
of employment for a position that requires access to
classified information.

(c) ‘“‘Authorized investigative agency’ means an
agency authorized by law or regulation to conduct a
counterintelligence investigation or investigation of
persons who are proposed for access to classified infor-
mation to ascertain whether such persons satisfy the
criteria for obtaining and retaining access to such in-
formation.

(d) ‘‘Classified information’ means information that
has been determined pursuant to Executive Order No.
12958 [set out above], or any successor order, Executive
Order No. 12951 [set out above], or any successor order,
or the Atomic Energy Act of 1954 (42 U.S.C. 2011 [et
seq.]), to require protection against unauthorized dis-
closure.

(e) “Employee’ means a person, other than the Presi-
dent and Vice President, employed by, detailed or as-
signed to, an agency, including members of the Armed
Forces; an expert or consultant to an agency; an indus-
trial or commercial contractor, licensee, certificate
holder, or grantee of an agency, including all sub-
contractors; a personal services contractor; or any
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other category of person who acts for or on behalf of an
agency as determined by the appropriate agency head.

(f) “Foreign power” and ‘‘agent of a foreign power”’
have the meaning provided in 50 U.S.C. 1801.

(g) “Need for access’” means a determination that an
employee requires access to a particular level of classi-
fied information in order to perform or assist in a law-
ful and authorized governmental function.

(h) ““Need-to-know’ means a determination made by
an authorized holder of classified information that a
prospective recipient requires access to specific classi-
fied information in order to perform or assist in a law-
ful and authorized governmental function.

(i) ‘““Overseas Security Policy Board” means the
Board established by the President to consider, de-
velop, coordinate and promote policies, standards and
agreements on overseas security operations, programs
and projects that affect all United States Government
agencies under the authority of a Chief of Mission.

(j) ““‘Security Policy Board’” means the Board estab-
lished by the President to consider, coordinate, and
recommend policy directives for U.S. security policies,
procedures, and practices.

(k) ‘““‘Special access program’ has the meaning pro-
vided in section 4.1 of Executive Order No. 12958 [set out
above], or any successor order.

SEC. 1.2. Access to Classified Information. (a) No em-
ployee shall be granted access to classified information
unless that employee has been determined to be eligi-
ble in accordance with this order and to possess a need-
to-know.

(b) Agency heads shall be responsible for establishing
and maintaining an effective program to ensure that
access to classified information by each employee is
clearly consistent with the interests of the national se-
curity.

(c) Employees shall not be granted access to classi-
fied information unless they:

(1) have been determined to be eligible for access
under section 3.1 of this order by agency heads or des-
ignated officials based upon a favorable adjudication of
an appropriate investigation of the employee’s back-
ground;

(2) have a demonstrated need-to-know; and

(3) have signed an approved nondisclosure agreement.

(d) All employees shall be subject to investigation by
an appropriate government authority prior to being
granted access to classified information and at any
time during the period of access to ascertain whether
they continue to meet the requirements for access.

(e)(1) All employees granted access to classified infor-
mation shall be required as a condition of such access
to provide to the employing agency written consent
permitting access by an authorized investigative agen-
cy, for such time as access to classified information is
maintained and for a period of 3 years thereafter, to:

(A) relevant financial records that are maintained by
a financial institution as defined in 31 U.S.C. 5312(a) or
by a holding company as defined in section 1101(6) of
the Right to Financial Privacy Act of 1978 (12 U.S.C.
3401[(6)1);

(B) consumer reports pertaining to the employee
under the Fair Credit Reporting Act (156 U.S.C. 168la
[1681 et seq.]); and

(C) records maintained by commercial entities within
the United States pertaining to any travel by the em-
ployee outside the United States.

(2) Information may be requested pursuant to em-
ployee consent under this section where:

(A) there are reasonable grounds to believe, based on
credible information, that the employee or former em-
ployee is, or may be, disclosing classified information
in an unauthorized manner to a foreign power or agent
of a foreign power;

(B) information the employing agency deems credible
indicates the employee or former employee has in-
curred excessive indebtedness or has acquired a level of
affluence that cannot be explained by other informa-
tion; or

(C) circumstances indicate the employee or former
employee had the capability and opportunity to dis-
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close classified information that is known to have been
lost or compromised to a foreign power or an agent of
a foreign power.

(3) Nothing in this section shall be construed to affect
the authority of an investigating agency to obtain in-
formation pursuant to the Right to Financial Privacy
Act [of 1978, 12 U.S.C. 3401 et seq.], the Fair Credit Re-
porting Act [156 U.S.C. 1681 et seq.] or any other applica-
ble law.

SEC. 1.3. Financial Disclosure. (a) Not later than 180
days after the effective date of this order, the head of
each agency that originates, handles, transmits, or pos-
sesses classified information shall designate each em-
ployee, by position or category where possible, who has
a regular need for access to classified information that,
in the discretion of the agency head, would reveal:

(1) the identity of covert agents as defined in the In-
telligence Identities Protection Act of 1982 (50 U.S.C.
421 [et seq.]);

(2) technical or specialized national intelligence col-
lection and processing systems that, if disclosed in an
unauthorized manner, would substantially negate or
impair the effectiveness of the system;

(3) the details of:

(A) the nature, contents, algorithm, preparation, or
use of any code, cipher, or cryptographic system or;

(B) the design, construction, functioning, mainte-
nance, or repair of any cryptographic equipment; but
not including information concerning the use of cryp-
tographic equipment and services;

(4) particularly sensitive special access programs, the
disclosure of which would substantially negate or im-
pair the effectiveness of the information or activity in-
volved; or

(b) especially sensitive nuclear weapons design infor-
mation (but only for those positions that have been
certified as being of a high degree of importance or sen-
sitivity, as described in section 145(f) of the Atomic En-
ergy Act of 1954, as amended [42 U.S.C. 2165(f)]).

(b) An employee may not be granted access, or hold
a position designated as requiring access, to informa-
tion described in subsection (a) unless, as a condition of
access to such information, the employee:

(1) files with the head of the agency a financial dis-
closure report, including information with respect to
the spouse and dependent children of the employee, as
part of all background investigations or reinvestiga-
tions;

(2) is subject to annual financial disclosure require-
ments, if selected by the agency head; and

(3) files relevant information concerning foreign trav-
el, as determined by the Security Policy Board.

(c) Not later than 180 days after the effective date of
this order, the Security Policy Board shall develop pro-
cedures for the implementation of this section, includ-
ing a standard financial disclosure form for use by em-
ployees under subsection (b) of this section, and agency
heads shall identify certain employees, by position or
category, who are subject to annual financial disclo-
sure.

SEC. 1.4. Use of Automated Financial Record Data Bases.
As part of all investigations and reinvestigations de-
scribed in section 1.2(d) of this order, agencies may re-
quest the Department of the Treasury, under terms and
conditions prescribed by the Secretary of the Treasury,
to search automated data bases consisting of reports of
currency transactions by financial institutions, inter-
national transportation of currency or monetary in-
struments, foreign bank and financial accounts, trans-
actions under $10,000 that are reported as possible
money laundering violations, and records of foreign
travel.

SEC. 1.5. Employee Education and Assistance. The head
of each agency that grants access to classified informa-
tion shall establish a program for employees with ac-
cess to classified information to: (a) educate employees
about individual responsibilities under this order; and

(b) inform employees about guidance and assistance
available concerning issues that may affect their eligi-
bility for access to classified information, including
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sources of assistance for employees who have questions
or concerns about financial matters, mental health, or
substance abuse.

PART 2—ACCESS ELIGIBILITY POLICY AND
PROCEDURE

SEC. 2.1. Eligibility Determinations. (a) Determinations
of eligibility for access to classified information shall
be based on criteria established under this order. Such
determinations are separate from suitability deter-
minations with respect to the hiring or retention of
persons for employment by the government or any
other personnel actions.

(b) The number of employees that each agency deter-
mines are eligible for access to classified information
shall be kept to the minimum required for the conduct
of agency functions.

(1) Eligibility for access to classified information
shall not be requested or granted solely to permit entry
to, or ease of movement within, controlled areas when
the employee has no need for access and access to clas-
sified information may reasonably be prevented. Where
circumstances indicate employees may be inadvert-
ently exposed to classified information in the course of
their duties, agencies are authorized to grant or deny,
in their discretion, facility access approvals to such
employees based on an appropriate level of investiga-
tion as determined by each agency.

(2) Except in agencies where eligibility for access is
a mandatory condition of employment, eligibility for
access to classified information shall only be requested
or granted based on a demonstrated, foreseeable need
for access. Requesting or approving eligibility in excess
of actual requirements is prohibited.

(3) Eligibility for access to classified information
may be granted where there is a temporary need for ac-
cess, such as one-time participation in a classified
project, provided the investigative standards estab-
lished under this order have been satisfied. In such
cases, a fixed date or event for expiration shall be iden-
tified and access to classified information shall be lim-
ited to information related to the particular project or
assignment.

(4) Access to classified information shall be termi-
nated when an employee no longer has a need for ac-
cess.

SEC. 2.2. Level of Access Approval. (a) The level at
which an access approval is granted for an employee
shall be limited, and relate directly, to the level of
classified information for which there is a need for ac-
cess. Eligibility for access to a higher level of classified
information includes eligibility for access to informa-
tion classified at a lower level.

(b) Access to classified information relating to a spe-
cial access program shall be granted in accordance with
procedures established by the head of the agency that
created the program or, for programs pertaining to in-
telligence activities (including special activities but
not including military operational, strategic, and tac-
tical programs) or intelligence sources and methods, by
the Director of Central Intelligence. To the extent pos-
sible and consistent with the national security inter-
ests of the United States, such procedures shall be con-
sistent with the standards and procedures established
by and under this order.

SEC. 2.3. Temporary Access to Higher Levels. (a) An em-
ployee who has been determined to be eligible for ac-
cess to classified information based on favorable adju-
dication of a completed investigation may be granted
temporary access to a higher level where security per-
sonnel authorized by the agency head to make access
eligibility determinations find that such access:

(1) is necessary to meet operational or contractual
exigencies not expected to be of a recurring nature;

(2) will not exceed 180 days; and

(3) is limited to specific, identifiable information that
is made the subject of a written access record.

(b) Where the access granted under subsection (a) of
this section involves another agency’s classified infor-
mation, that agency must concur before access to its
information is granted.
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SEC. 2.4. Reciprocal Acceptance of Access Eligibility De-
terminations. (a) Except when an agency has substantial
information indicating that an employee may not sat-
isfy the standards in section 3.1 of this order, back-
ground investigations and eligibility determinations
conducted under this order shall be mutually and recip-
rocally accepted by all agencies.

(b) Except where there is substantial information in-
dicating that the employee may not satisfy the stand-
ards in section 3.1 of this order, an employee with exist-
ing access to a special access program shall not be de-
nied eligibility for access to another special access pro-
gram at the same sensitivity level as determined per-
sonally by the agency head or deputy agency head, or
have an existing access eligibility readjudicated, so
long as the employee has a need for access to the infor-
mation involved.

(c) This section shall not preclude agency heads from
establishing additional, but not duplicative, investiga-
tive or adjudicative procedures for a special access pro-
gram or for candidates for detail or assignment to their
agencies, where such procedures are required in excep-
tional circumstances to protect the national security.

(d) Where temporary eligibility for access is granted
under sections 2.3 or 3.3 of this order or where the de-
termination of eligibility for access is conditional, the
fact of such temporary or conditional access shall be
conveyed to any other agency that considers affording
the employee access to its information.

SEC. 2.5. Specific Access Requirement. (a) Employees
who have been determined to be eligible for access to
classified information shall be given access to classi-
fied information only where there is a need-to-know
that information.

(b) It is the responsibility of employees who are au-
thorized holders of classified information to verify that
a prospective recipient’s eligibility for access has been
granted by an authorized agency official and to ensure
that a need-to-know exists prior to allowing such ac-
cess, and to challenge requests for access that do not
appear well-founded.

SEC. 2.6. Access by Non-United States Citizcens. (a)
Where there are compelling reasons in furtherance of
an agency mission, immigrant alien and foreign na-
tional employees who possess a special expertise may,
in the discretion of the agency, be granted limited ac-
cess to classified information only for specific pro-
grams, projects, contracts, licenses, certificates, or
grants for which there is a need for access. Such indi-
viduals shall not be eligible for access to any greater
level of classified information than the United States
Government has determined may be releasable to the
country of which the subject is currently a citizen, and
such limited access may be approved only if the prior
10 years of the subject’s life can be appropriately inves-
tigated. If there are any doubts concerning granting ac-
cess, additional lawful investigative procedures shall be
fully pursued.

(b) Exceptions to these requirements may be per-
mitted only by the agency head or the senior agency of-
ficial designated under section 6.1 of this order to fur-
ther substantial national security interests.

PART 3—ACCESS ELIGIBILITY STANDARDS

SEC. 3.1. Standards. (a) No employee shall be deemed
to be eligible for access to classified information mere-
ly by reason of Federal service or contracting, licensee,
certificate holder, or grantee status, or as a matter of
right or privilege, or as a result of any particular title,
rank, position, or affiliation.

(b) Except as provided in sections 2.6 and 3.3 of this
order, eligibility for access to classified information
shall be granted only to employees who are United
States citizens for whom an appropriate investigation
has been completed and whose personal and profes-
sional history affirmatively indicates loyalty to the
United States, strength of character, trustworthiness,
honesty, reliability, discretion, and sound judgment, as
well as freedom from conflicting allegiances and poten-
tial for coercion, and willingness and ability to abide
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by regulations governing the use, handling, and protec-
tion of classified information. A determination of eligi-
bility for access to such information is a discretionary
security decision based on judgments by appropriately
trained adjudicative personnel. Eligibility shall be
granted only where facts and circumstances indicate
access to classified information is clearly consistent
with the national security interests of the United
States, and any doubt shall be resolved in favor of the
national security.

(c) The United States Government does not discrimi-
nate on the basis of race, color, religion, sex, national
origin, disability, or sexual orientation in granting ac-
cess to classified information.

(d) In determining eligibility for access under this
order, agencies may investigate and consider any mat-
ter that relates to the determination of whether access
is clearly consistent with the interests of national se-
curity. No inference concerning the standards in this
section may be raised solely on the basis of the sexual
orientation of the employee.

(e) No negative inference concerning the standards in
this section may be raised solely on the basis of mental
health counseling. Such counseling can be a positive
factor in eligibility determinations. However, mental
health counseling, where relevant to the adjudication
of access to classified information, may justify further
inquiry to determine whether the standards of sub-
section (b) of this section are satisfied, and mental
health may be considered where it directly relates to
those standards.

(f) Not later than 180 days after the effective date of
this order, the Security Policy Board shall develop a
common set of adjudicative guidelines for determining
eligibility for access to classified information, includ-
ing access to special access programs.

SEC. 3.2. Basis for Eligibility Approval. (a) Eligibility
determinations for access to classified information
shall be based on information concerning the applicant
or employee that is acquired through the investigation
conducted pursuant to this order or otherwise available
to security officials and shall be made part of the appli-
cant’s or employee’s security record. Applicants or em-
ployees shall be required to provide relevant informa-
tion pertaining to their background and character for
use in investigating and adjudicating their eligibility
for access.

(b) Not later than 180 days after the effective date of
this order, the Security Policy Board shall develop a
common set of investigative standards for background
investigations for access to classified information.
These standards may vary for the various levels of ac-
cess.

(¢) Nothing in this order shall prohibit an agency
from utilizing any lawful investigative procedure in ad-
dition to the investigative requirements set forth in
this order and its implementing regulations to resolve
issues that may arise during the course of a back-
ground investigation or reinvestigation.

SEC. 3.3. Special Circumstances. (a) In exceptional cir-
cumstances where official functions must be performed
prior to the completion of the investigative and adju-
dication process, temporary eligibility for access to
classified information may be granted to an employee
while the initial investigation is underway. When such
eligibility is granted, the initial investigation shall be
expedited.

(1) Temporary eligibility for access under this section
shall include a justification, and the employee must be
notified in writing that further access is expressly con-
ditioned on the favorable completion of the investiga-
tion and issuance of an access eligibility approval. Ac-
cess will be immediately terminated, along with any
assignment requiring an access eligibility approval, if
such approval is not granted.

(2) Temporary eligibility for access may be granted
only by security personnel authorized by the agency
head to make access eligibility determinations and
shall be based on minimum investigative standards de-
veloped by the Security Policy Board not later than 180
days after the effective date of this order.
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(3) Temporary eligibility for access may be granted
only to particular, identified categories of classified in-
formation necessary to perform the lawful and author-
ized functions that are the basis for the granting of
temporary access.

(b) Nothing in subsection (a) shall be construed as al-
tering the authority of an agency head to waive re-
quirements for granting access to classified informa-
tion pursuant to statutory authority.

(c) Where access has been terminated under section
2.1(b)(4) of this order and a new need for access arises,
access eligibility up to the same level shall be re-
approved without further investigation as to employees
who were determined to be eligible based on a favorable
adjudication of an investigation completed within the
prior 5 years, provided they have remained employed by
the same employer during the period in question, the
employee certifies in writing that there has been no
change in the relevant information provided by the em-
ployee for the last background investigation, and there
is no information that would tend to indicate the em-
ployee may no longer satisfy the standards established
by this order for access to classified information.

(d) Access eligibility shall be reapproved for individ-
uals who were determined to be eligible based on a fa-
vorable adjudication of an investigation completed
within the prior 5 years and who have been retired or
otherwise separated from United States Government
employment for not more than 2 years; provided there
is no indication the individual may no longer satisfy
the standards of this order, the individual certifies in
writing that there has been no change in the relevant
information provided by the individual for the last
background investigation, and an appropriate record
check reveals no unfavorable information.

SEC. 3.4. Reinvestigation Requirements. (a) Because cir-
cumstances and characteristics may change dramati-
cally over time and thereby alter the eligibility of em-
ployees for continued access to classified information,
reinvestigations shall be conducted with the same pri-
ority and care as initial investigations.

(b) Employees who are eligible for access to classified
information shall be the subject of periodic reinvestiga-
tions and may also be reinvestigated if, at any time,
there is reason to believe that they may no longer meet
the standards for access established in this order.

(c) Not later than 180 days after the effective date of
this order, the Security Policy Board shall develop a
common set of reinvestigative standards, including the
frequency of reinvestigations.

PART 4—INVESTIGATIONS FOR FOREIGN
GOVERNMENTS

SEC. 4. Authority. Agencies that conduct background
investigations, including the Federal Bureau of Inves-
tigation and the Department of State, are authorized
to conduct personnel security investigations in the
United States when requested by a foreign government
as part of its own personnel security program and with
the consent of the individual.

PART 5—REVIEW OF ACCESS DETERMINATIONS

SEC. 5.1. Determinations of Need for Access. A deter-
mination under section 2.1(b)(4) of this order that an
employee does not have, or no longer has, a need for ac-
cess is a discretionary determination and shall be con-
clusive.

SEC. 5.2. Review Proceedings for Denials or Revocations
of Eligibility for Access. (a) Applicants and employees
who are determined to not meet the standards for ac-
cess to classified information established in section 3.1
of this order shall be:

(1) provided as comprehensive and detailed a written
explanation of the basis for that conclusion as the na-
tional security interests of the United States and other
applicable law permit;

(2) provided within 30 days, upon request and to the
extent the documents would be provided if requested
under the Freedom of Information Act (6 U.S.C. 552) or
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the Privacy Act (3 U.S.C. 552a), as applicable, any docu-
ments, records, and reports upon which a denial or rev-
ocation is based;

(3) informed of their right to be represented by coun-
sel or other representative at their own expense; to re-
quest any documents, records, and reports as described
in section 5.2(a)(2) upon which a denial or revocation is
based; and to request the entire investigative file, as
permitted by the national security and other applicable
law, which, if requested, shall be promptly provided
prior to the time set for a written reply;

(4) provided a reasonable opportunity to reply in
writing to, and to request a review of, the determina-
tion;

(5) provided written notice of and reasons for the re-
sults of the review, the identity of the deciding author-
ity, and written notice of the right to appeal;

(6) provided an opportunity to appeal in writing to a
high level panel, appointed by the agency head, which
shall be comprised of at least three members, two of
whom shall be selected from outside the security field.
Decisions of the panel shall be in writing, and final ex-
cept as provided in subsection (b) of this section; and

(7) provided an opportunity to appear personally and
to present relevant documents, materials, and informa-
tion at some point in the process before an adjudicative
or other authority, other than the investigating entity,
as determined by the agency head. A written summary
or recording of such appearance shall be made part of
the applicant’s or employee’s security record, unless
such appearance occurs in the presence of the appeals
panel described in subsection (a)(6) of this section.

(b) Nothing in this section shall prohibit an agency
head from personally exercising the appeal authority in
subsection (a)(6) of this section based upon recom-
mendations from an appeals panel. In such case, the de-
cision of the agency head shall be final.

(c) Agency heads shall promulgate regulations to im-
plement this section and, at their sole discretion and as
resources and national security considerations permit,
may provide additional review proceedings beyond
those required by subsection (a) of this section. This
section does not require additional proceedings, how-
ever, and creates no procedural or substantive rights.

(d) When the head of an agency or principal deputy
personally certifies that a procedure set forth in this
section cannot be made available in a particular case
without damaging the national security interests of
the United States by revealing classified information,
the particular procedure shall not be made available.
This certification shall be conclusive.

(e) This section shall not be deemed to limit or affect
the responsibility and power of an agency head pursu-
ant to any law or other Executive order to deny or ter-
minate access to classified information in the interests
of national security. The power and responsibility to
deny or terminate access to classified information pur-
suant to any law or other Executive order may be exer-
cised only where the agency head determines that the
procedures prescribed in subsection (a) of this section
cannot be invoked in a manner that is consistent with
national security. This determination shall be conclu-
sive.

(f)(1) This section shall not be deemed to limit or af-
fect the responsibility and power of an agency head to
make determinations of suitability for employment.

(2) Nothing in this section shall require that an agen-
cy provide the procedures prescribed in subsection (a)
of this section to an applicant where a conditional offer
of employment is withdrawn for reasons of suitability
or any other reason other than denial of eligibility for
access to classified information.

(3) A suitability determination shall not be used for
the purpose of denying an applicant or employee the re-
view proceedings of this section where there has been a
denial or revocation of eligibility for access to classi-
fied information.

PART 6—IMPLEMENTATION

SEC. 6.1. Agency Implementing Responsibilities. Heads of
agencies that grant employees access to classified in-
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formation shall: (a) designate a senior agency official
to direct and administer the agency’s personnel secu-
rity program established by this order. All such pro-
grams shall include active oversight and continuing se-
curity education and awareness programs to ensure ef-
fective implementation of this order;

(b) cooperate, under the guidance of the Security Pol-
icy Board, with other agencies to achieve practical,
consistent, and effective adjudicative training and
guidelines; and

(c) conduct periodic evaluations of the agency’s im-
plementation and administration of this order, includ-
ing the implementation of section 1.3(a) of this order.
Copies of each report shall be provided to the Security
Policy Board.

SEC. 6.2. Employee Responsibilities. (a) Employees who
are granted eligibility for access to classified informa-
tion shall:

(1) protect classified information in their custody
from unauthorized disclosure;

(2) report all contacts with persons, including foreign
nationals, who seek in any way to obtain unauthorized
access to classified information;

(3) report all violations of security regulations to the
appropriate security officials; and

(4) comply with all other security requirements set
forth in this order and its implementing regulations.

(b) Employees are encouraged and expected to report
any information that raises doubts as to whether an-
other employee’s continued eligibility for access to
classified information is clearly consistent with the na-
tional security.

SEC. 6.3. Security Policy Board Responsibilities and Im-
plementation. (a) With respect to actions taken by the
Security Policy Board pursuant to sections 1.3(c), 3.1(f),
3.2(b), 3.3(a)(2), and 3.4(c) of this order, the Security
Policy Board shall make recommendations to the
President through the Assistant to the President for
National Security Affairs for implementation.

(b) Any guidelines, standards, or procedures devel-
oped by the Security Policy Board pursuant to this
order shall be consistent with those guidelines issued
by the Federal Bureau of Investigation in March 1994
on Background Investigations Policy/Guidelines Re-
garding Sexual Orientation.

(¢) In carrying out its responsibilities under this
order, the Security Policy Board shall consult where
appropriate with the Overseas Security Policy Board.
In carrying out its responsibilities under section 1.3(c)
of this order, the Security Policy Board shall obtain
the concurrence of the Director of the Office of Man-
agement and Budget.

SEC. 6.4. Sanctions. Employees shall be subject to ap-
propriate sanctions if they knowingly and willfully
grant eligibility for, or allow access to, classified infor-
mation in violation of this order or its implementing
regulations. Sanctions may include reprimand, suspen-
sion without pay, removal, and other actions in accord-
ance with applicable law and agency regulations.

PART 7—GENERAL PROVISIONS

SEC. 7.1. Classified Information Procedures Act. Nothing
in this order is intended to alter the procedures estab-
lished under the Classified Information Procedures Act
(18 U.S.C. App.).

SEC. 7.2. General. (a) Information obtained by an agen-
cy under sections 1.2(e) or 1.3 of this order may not be
disseminated outside the agency, except to:

(1) the agency employing the employee who is the
subject of the records or information;

(2) the Department of Justice for law enforcement or
counterintelligence purposes; or

(3) any agency if such information is clearly relevant
to the authorized responsibilities of such agency.

(b) The Attorney General, at the request of the head
of an agency, shall render an interpretation of this
order with respect to any question arising in the course
of its administration.

(c) No prior Executive orders are repealed by this
order. To the extent that this order is inconsistent with
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any provision of any prior Executive order, this order
shall control, except that this order shall not diminish
or otherwise affect the requirements of Executive
Order No. 10450 [5 U.S.C. 7311 note], the denial and rev-
ocation procedures provided to individuals covered by
Executive Order No. 10865, as amended [set out above],
or access by historical researchers and former presi-
dential appointees under Executive Order No. 12958 [set
out above] or any successor order.

(d) If any provision of this order or the application of
such provision is held to be invalid, the remainder of
this order shall not be affected.

(e) This Executive order is intended only to improve
the internal management of the executive branch and
is not intended to, and does not, create any right to ad-
ministrative or judicial review, or any other right or
benefit or trust responsibility, substantive or proce-
dural, enforceable by a party against the United States,
its agencies or instrumentalities, its officers or em-
ployees, or any other person.

(f) This order is effective immediately.

WILLIAM J. CLINTON.

§435a. Limitation on handling, retention, and
storage of certain classified materials by the
Department of State

(a) Certification regarding full compliance with
requirements

The Director of Central Intelligence shall cer-
tify to the appropriate committees of Congress
whether or not each covered element of the De-
partment of State is in full compliance with all
applicable directives of the Director of Central
Intelligence relating to the handling, retention,
or storage of covered classified material.

(b) Limitation on certification

The Director of Central Intelligence may not
certify a covered element of the Department of
State as being in full compliance with the direc-
tives referred to in subsection (a) of this section
if the covered element is currently subject to a
waiver of compliance with respect to any such
directive.

(¢) Report on noncompliance

Whenever the Director of Central Intelligence
determines that a covered element of the De-
partment of State is not in full compliance with
any directive referred to in subsection (a) of this
section, the Director shall promptly notify the
appropriate committees of Congress of such de-
termination.

(d) Effects of certification of non-full compliance

(1) Subject to subsection (e) of this section, ef-
fective as of January 1, 2001, a covered element
of the Department of State may not retain or
store covered classified material unless the Di-
rector has certified under subsection (a) of this
section as of such date that the covered element
is in full compliance with the directives referred
to in subsection (a) of this section.

(2) If the prohibition in paragraph (1) takes ef-
fect in accordance with that paragraph, the pro-
hibition shall remain in effect until the date on
which the Director certifies under subsection (a)
of this section that the covered element in-
volved is in full compliance with the directives
referred to in that subsection.

(e) Waiver by Director of Central Intelligence

(1) The Director of Central Intelligence may
waive the applicability of the prohibition in sub-
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section (d) of this section to an element of the
Department of State otherwise covered by such
prohibition if the Director determines that the
waiver is in the national security interests of
the United States.

(2) The Director shall submit to appropriate
committees of Congress a report on each exer-
cise of the waiver authority in paragraph (1).

(3) BEach report under paragraph (2) with re-
spect to the exercise of authority under para-
graph (1) shall set forth the following:

(A) The covered element of the Department
of State addressed by the waiver.

(B) The reasons for the waiver.

(C) The actions that will be taken to bring
such element into full compliance with the di-
rectives referred to in subsection (a) of this
section, including a schedule for completion of
such actions.

(D) The actions taken by the Director to
protect any covered classified material to be
handled, retained, or stored by such element
pending achievement of full compliance of
such element with such directives.

(f) Definitions

In this section:

(1) The term ‘‘appropriate committees of
Congress’’ means the following:

(A) The Select Committee on Intelligence
and the Committee on Foreign Relations of
the Senate.

(B) The Permanent Select Committee on
Intelligence and the Committee on Inter-
national Relations of the House of Rep-
resentatives.

(2) The term ‘‘covered classified material”
means any material classified at the Sensitive
Compartmented Information (SCI) level.

(3) The term ‘‘covered element of the De-
partment of State’” means each element of the
Department of State that handles, retains, or
stores covered classified material.

(4) The term ‘“‘material’”’ means any data, re-
gardless of physical form or characteristic, in-
cluding written or printed matter, automated
information systems storage media, maps,
charts, paintings, drawings, films, photo-
graphs, engravings, sketches, working notes,
papers, reproductions of any such things by
any means or process, and sound, voice, mag-
netic, or electronic recordings.

(5) The term ‘‘Sensitive Compartmented In-
formation (SCI) level”, in the case of classified
material, means a level of classification for in-
formation in such material concerning or de-
rived from intelligence sources, methods, or
analytical processes that requires such infor-
mation to be handled within formal access
control systems established by the Director of
Central Intelligence.

(Pub. L. 106-567, title III, §309, Dec. 27, 2000, 114
Stat. 2840.)
CODIFICATION

Section was enacted as part of the Intelligence Au-
thorization Act for Fiscal Year 2001, and not as part of
the National Security Act of 1947 which comprises this
chapter.

CHANGE OF NAME

Reference to the Director of Central Intelligence or
the Director of the Central Intelligence Agency in the
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Director’s capacity as the head of the intelligence com-
munity deemed to be a reference to the Director of Na-
tional Intelligence. Reference to the Director of Cen-
tral Intelligence or the Director of the Central Intel-
ligence Agency in the Director’s capacity as the head of
the Central Intelligence Agency deemed to be a ref-
erence to the Director of the Central Intelligence Agen-
cy. See section 1081(a), (b) of Pub. L. 108-458, set out as
a note under section 401 of this title.

§435b. Security clearances
(a) Definitions
In this section:
(1) The term ‘‘agency’ means—
(A) an executive agency (as that term is
defined in section 105 of title 5);
(B) a military department (as that term is
defined in section 102 of title 5); and
(C) an element of the intelligence commu-
nity.

(2) The term ‘‘authorized investigative agen-
cy” means an agency designated by the head
of the agency selected pursuant to subsection
(b) of this section to conduct a counter-
intelligence investigation or investigation of
persons who are proposed for access to classi-
fied information to ascertain whether such
persons satisfy the criteria for obtaining and
retaining access to such information.

(3) The term ‘‘authorized adjudicative agen-
cy’”’ means an agency authorized by law, regu-
lation, or direction of the Director of National
Intelligence to determine eligibility for access
to classified information in accordance with
Executive Order 12968.

(4) The term ‘highly sensitive program”
means—

(A) a government program designated as a
Special Access Program (as that term is de-
fined in section 4.1(h) of Executive Order
12958 or any successor Executive order); or

(B) a government program that applies re-
strictions required for—

(i) restricted data (as that term is de-
fined in section 2014(y) of title 42; or

(ii) other information commonly referred
to as ‘‘sensitive compartmented informa-
tion”’.

(6) The term ‘‘current investigation file”
means, with respect to a security clearance, a
file on an investigation or adjudication that
has been conducted during—

(A) the b-year period beginning on the date
the security clearance was granted, in the
case of a Top Secret Clearance, or the date
access was granted to a highly sensitive pro-
gram;

(B) the 10-year period beginning on the
date the security clearance was granted in
the case of a Secret Clearance; and

(C) the 15-year period beginning on the
date the security clearance was granted in
the case of a Confidential Clearance.

(6) The term ‘‘personnel security investiga-
tion” means any investigation required for the
purpose of determining the eligibility of any
military, civilian, or government contractor
personnel to access classified information.

150 in original. There probably should be a closing parenthesis
before the semicolon.
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(7) The term ‘‘periodic reinvestigations”
means investigations conducted for the pur-
pose of updating a previously completed back-
ground investigation—

(A) every b years in the case of a top secret
clearance or access to a highly sensitive pro-
gram;

(B) every 10 years in the case of a secret
clearance; or

(C) every 15 years in the case of a Con-
fidential Clearance.

(8) The term ‘‘appropriate committees of
Congress’ means—

(A) the Permanent Select Committee on
Intelligence and the Committees on Armed
Services, Homeland Security, Government
Reform, and the Judiciary of the House of
Representatives; and

(B) the Select Committee on Intelligence
and the Committees on Armed Services,
Homeland Security and Governmental Af-
fairs, and the Judiciary of the Senate.

(b) Selection of entity

Not later than 90 days after December 17, 2004,
the President shall select a single department,
agency, or element of the executive branch to be
responsible for—

(1) directing day-to-day oversight of inves-
tigations and adjudications for personnel secu-
rity clearances, including for highly sensitive
programs, throughout the United States Gov-
ernment;

(2) developing and implementing uniform
and consistent policies and procedures to en-
sure the effective, efficient, and timely com-
pletion of security clearances and determina-
tions for access to highly sensitive programs,
including the standardization of security ques-
tionnaires, financial disclosure requirements
for security clearance applicants, and poly-
graph policies and procedures;

(3) serving as the final authority to des-
ignate an authorized investigative agency or
authorized adjudicative agency;

(4) ensuring reciprocal recognition of access
to classified information among the agencies
of the United States Government, including
acting as the final authority to arbitrate and
resolve disputes involving the reciprocity of
security clearances and access to highly sen-
sitive programs pursuant to subsection (d) of
this section;

(5) ensuring, to the maximum extent prac-
ticable, that sufficient resources are available
in each agency to achieve clearance and inves-
tigative program goals; and

(6) reviewing and coordinating the develop-
ment of tools and techniques for enhancing
the conduct of investigations and granting of
clearances.

(c) Performance of security clearance investiga-
tions

(1) Notwithstanding any other provision of
law, not later than 180 days after December 17,
2004, the President shall, in consultation with
the head of the entity selected pursuant to sub-
section (b) of this section, select a single agency
of the executive branch to conduct, to the maxi-
mum extent practicable, security clearance in-
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vestigations of employees and contractor per-
sonnel of the United States Government who re-
quire access to classified information and to
provide and maintain all security clearances of
such employees and contractor personnel. The
head of the entity selected pursuant to sub-
section (b) of this section may designate other
agencies to conduct such investigations if the
head of the entity selected pursuant to sub-
section (b) of this section considers it appro-
priate for national security and efficiency pur-
poses.

(2) The agency selected under paragraph (1)
shall—

(A) take all necessary actions to carry out
the requirements of this section, including en-
tering into a memorandum of understanding
with any agency carrying out responsibilities
relating to security clearances or security
clearance investigations before December 17,
2004;

(B) as soon as practicable, integrate report-
ing of security clearance applications, secu-
rity clearance investigations, and determina-
tions of eligibility for security clearances,
with the database required by subsection (e) of
this section; and

(C) ensure that security clearance investiga-
tions are conducted in accordance with uni-
form standards and requirements established
under subsection (b) of this section, including
uniform security questionnaires and financial
disclosure requirements.

(d) Reciprocity of security clearance and access
determinations

(1) All security clearance background inves-
tigations and determinations completed by an
authorized investigative agency or authorized
adjudicative agency shall be accepted by all
agencies.

(2) All security clearance background inves-
tigations initiated by an authorized investiga-
tive agency shall be transferable to any other
authorized investigative agency.

(3)(A) An authorized investigative agency or
authorized adjudicative agency may not estab-
lish additional investigative or adjudicative re-
quirements (other than requirements for the
conduct of a polygraph examination) that ex-
ceed requirements specified in Executive Orders
establishing security requirements for access to
classified information without the approval of
the head of the entity selected pursuant to sub-
section (b) of this section.

(B) Notwithstanding subparagraph (A), the
head of the entity selected pursuant to sub-
section (b) of this section may establish such ad-
ditional requirements as the head of such entity
considers necessary for national security pur-
poses.

(4) An authorized investigative agency or au-
thorized adjudicative agency may not conduct
an investigation for purposes of determining
whether to grant a security clearance to an indi-
vidual where a current investigation or clear-
ance of equal level already exists or has been
granted by another authorized adjudicative
agency.

(5) The head of the entity selected pursuant to
subsection (b) of this section may disallow the
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reciprocal recognition of an individual security
clearance by an agency under this section on a
case-by-case basis if the head of the entity se-
lected pursuant to subsection (b) of this section
determines that such action is necessary for na-
tional security purposes.

(6) The head of the entity selected pursuant to
subsection (b) of this section shall establish a
review procedure by which agencies can seek re-
view of actions required under this section.

(e) Database on security clearances

(1) Not later than 12 months after December
17, 2004, the Director of the Office of Personnel
Management shall, in cooperation with the
heads of the entities selected pursuant to sub-
sections (b) and (c) of this section, establish and
commence operating and maintaining an inte-
grated, secure, database into which appropriate
data relevant to the granting, denial, or revoca-
tion of a security clearance or access pertaining
to military, civilian, or government contractor
personnel shall be entered from all authorized
investigative and adjudicative agencies.

(2) The database under this subsection shall
function to integrate information from existing
Federal clearance tracking systems from other
authorized investigative and adjudicative agen-
cies into a single consolidated database.

(3) Each authorized investigative or adjudica-
tive agency shall check the database under this
subsection to determine whether an individual
the agency has identified as requiring a security
clearance has already been granted or denied a
security clearance, or has had a security clear-
ance revoked, by any other authorized inves-
tigative or adjudicative agency.

(4) The head of the entity selected pursuant to
subsection (b) of this section shall evaluate the
extent to which an agency is submitting infor-
mation to, and requesting information from, the
database under this subsection as part of a de-
termination of whether to certify the agency as
an authorized investigative agency or author-
ized adjudicative agency.

(5) The head of the entity selected pursuant to
subsection (b) of this section may authorize an
agency to withhold information about certain
individuals from the database under this sub-
section if the head of the entity considers it nec-
essary for national security purposes.

(f) Evaluation of use of available technology in
clearance investigations and adjudications

(1) The head of the entity selected pursuant to
subsection (b) of this section shall evaluate the
use of available information technology and
databases to expedite investigative and adju-
dicative processes for all and to verify standard
information submitted as part of an application
for a security clearance.

(2) The evaluation shall assess the application
of the technologies described in paragraph (1)
for—

(A) granting interim clearances to appli-
cants at the secret, top secret, and special ac-
cess program levels before the completion of
the appropriate full investigation;

(B) expediting investigations and adjudica-
tions of security clearances, including ver-
ification of information submitted by the ap-
plicant;
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(C) ongoing verification of suitability of per-
sonnel with security clearances in effect for
continued access to classified information;

(D) use of such technologies to augment
periodic reinvestigations;

(E) assessing the impact of the use of such
technologies on the rights of applicants to ver-
ify, correct, or challenge information obtained
through such technologies; and

(F) such other purposes as the head of the
entity selected pursuant to subsection (b) of
this section considers appropriate.

(3) An individual subject to verification utiliz-
ing the technology described in paragraph (1)
shall be notified of such verification, shall pro-
vide consent to such use, and shall have access
to data being verified in order to correct errors
or challenge information the individual believes
is incorrect.

(4) Not later than one year after December 17,
2004, the head of the entity selected pursuant to
subsection (b) of this section shall submit to the
President and the appropriate committees of
Congress a report on the results of the evalua-
tion, including recommendations on the use of
technologies described in paragraph (1).

(g2) Reduction in length of personnel security
clearance process

(1) The head of the entity selected pursuant to
subsection (b) of this section shall, within 90
days of selection under that subsection, develop,
in consultation with the appropriate commit-
tees of Congress and each authorized adjudica-
tive agency, a plan to reduce the length of the
personnel security clearance process.

(2)(A) To the extent practical the plan under
paragraph (1) shall require that each authorized
adjudicative agency make a determination on at
least 90 percent of all applications for a person-
nel security clearance within an average of 60
days after the date of receipt of the completed
application for a security clearance by an au-
thorized investigative agency. Such 60-day aver-
age period shall include—

(i) a period of not longer than 40 days to
complete the investigative phase of the clear-
ance review; and

(ii) a period of not longer than 20 days to
complete the adjudicative phase of the clear-
ance review.

(B) Determinations on clearances not made
within 60 days shall be made without delay.

(3)(A) The plan under paragraph (1) shall take
effect b years after December 17, 2004.

(B) During the period beginning on a date not
later than 2 years after December 17, 2004, and
ending on the date on which the plan under
paragraph (1) takes effect, each authorized adju-
dicative agency shall make a determination on
at least 80 percent of all applications for a per-
sonnel security clearance pursuant to this sec-
tion within an average of 120 days after the date
of receipt of the application for a security clear-
ance by an authorized investigative agency.
Such 120-day average period shall include—

(i) a period of not longer than 90 days to
complete the investigative phase of the clear-
ance review; and

(ii) a period of not longer than 30 days to
complete the adjudicative phase of the clear-
ance review.
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(h) Reports

(1) Not later than February 15, 2006, and annu-
ally thereafter through 2011, the head of the en-
tity selected pursuant to subsection (b) of this
section shall submit to the appropriate commit-
tees of Congress a report on the progress made
during the preceding year toward meeting the
requirements of this section.

(2) Each report shall include, for the period
covered by such report—

(A) the periods of time required by the au-
thorized investigative agencies and authorized
adjudicative agencies for conducting inves-
tigations, adjudicating cases, and granting
clearances, from date of submission to ulti-
mate disposition and notification to the sub-
ject and the subject’s employer;

(B) a discussion of any impediments to the
smooth and timely functioning of the require-
ments of this section; and

(C) such other information or recommenda-
tions as the head of the entity selected pursu-
ant to subsection (b) of this section considers
appropriate.

(i) Authorization of appropriations

There is authorized to be appropriated such
sums as may be necessary for fiscal year 2005
and each fiscal year thereafter for the imple-
mentation, maintenance, and operation of the
database required by subsection (e) of this sec-
tion.

(Pub. L. 108-458, title III, §3001, Dec. 17, 2004, 118
Stat. 3705.)

REFERENCES IN TEXT

Executive Order 12968, referred to in subsec. (a)(3), is
set out as a note under section 435 of this title.

Executive Order 12958, referred to in subsec. (a)(4)(A),
is set out as a note under section 435 of this title.

CODIFICATION

Section was enacted as part of the Intelligence Re-
form and Terrorism Prevention Act of 2004 and not as
part of the National Security Act of 1947 which com-
prises this chapter.

SECURITY CLEARANCES FOR TRANSITION TEAM MEMBERS

Pub. L. 108-458, title VII, §7601(c), Dec. 17, 2004, 118
Stat. 3857, provided that:

‘(1) DEFINITION.—In this section, the term ‘major
party’ shall have the meaning given under section
9002(6) of the Internal Revenue Code of 1986 [26 U.S.C.
9002(6)].

‘“(2) IN GENERAL.—Each major party candidate for
President may submit, before the date of the general
election, requests for security clearances for prospec-
tive transition team members who will have a need for
access to classified information to carry out their re-
sponsibilities as members of the President-elect’s tran-
sition team.

‘“(3) COMPLETION DATE.—Necessary background inves-
tigations and eligibility determinations to permit ap-
propriate prospective transition team members to have
access to classified information shall be completed, to
the fullest extent practicable, by the day after the date
of the general election.”

§436. Requests by authorized investigative agen-
cies
(a) Generally

(1) Any authorized investigative agency may
request from any financial agency, financial in-
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stitution, or holding company, or from any con-
sumer reporting agency, such financial records,
other financial information, and consumer re-
ports as may be necessary in order to conduct
any authorized law enforcement investigation,
counterintelligence inquiry, or security deter-
mination. Any authorized investigative agency
may also request records maintained by any
commercial entity within the United States per-
taining to travel by an employee in the execu-
tive branch of Government outside the United
States.

(2) Requests may be made under this section
where—

(A) the records sought pertain to a person
who is or was an employee in the executive
branch of Government required by the Presi-
dent in an Executive order or regulation, as a
condition of access to classified information,
to provide consent, during a background inves-
tigation and for such time as access to the in-
formation is maintained, and for a period of
not more than three years thereafter, permit-
ting access to financial records, other finan-
cial information, consumer reports, and travel
records; and

(B)(i) there are reasonable grounds to be-
lieve, based on credible information, that the
person is, or may be, disclosing classified in-
formation in an unauthorized manner to a for-
eign power or agent of a foreign power;

(ii) information the employing agency deems
credible indicates the person has incurred ex-
cessive indebtedness or has acquired a level of
affluence which cannot be explained by other
information known to the agency; or

(iii) circumstances indicate the person had
the capability and opportunity to disclose
classified information which is known to have
been lost or compromised to a foreign power
or an agent of a foreign power.

(3) Each such request—

(A) shall be accompanied by a written cer-
tification signed by the department or agency
head or deputy department or agency head
concerned, or by a senior official designated
for this purpose by the department or agency
head concerned (whose rank shall be no lower
than Assistant Secretary or Assistant Direc-
tor), and shall certify that—

(i) the person concerned is or was an em-
ployee within the meaning of paragraph
(2)(A);

(ii) the request is being made pursuant to
an authorized inquiry or investigation and is
authorized under this section; and

(iii) the records or information to be re-
viewed are records or information which the
employee has previously agreed to make
available to the authorized investigative
agency for review;

(B) shall contain a copy of the agreement re-
ferred to in subparagraph (A)(iii);
(C) shall identify specifically or by category
the records or information to be reviewed; and
(D) shall inform the recipient of the request
of the prohibition described in subsection (b)
of this section.
(b) Prohibition of certain disclosure

(1) If an authorized investigative agency de-
scribed in subsection (a) certifies that otherwise
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there may result a danger to the national secu-
rity of the United States, interference with a
criminal, counterterrorism, or counter-
intelligence investigation, interference with dip-
lomatic relations, or danger to the life or phys-
ical safety of any person, no governmental or
private entity, or officer, employee, or agent of
such entity, may disclose to any person (other
than those to whom such disclosure is necessary
to comply with the request or an attorney to ob-
tain legal advice or legal assistance with respect
to the request) that such entity has received or
satisfied a request made by an authorized inves-
tigative agency under this section.

(2) The request shall notify the person or en-
tity to whom the request is directed of the non-
disclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons
necessary to comply with the request or to an
attorney to obtain legal advice or legal assist-
ance with respect to the request shall inform
such persons of any applicable nondisclosure re-
quirement. Any person who receives a disclosure
under this subsection shall be subject to the
same prohibitions on disclosure under paragraph
(1).

(4) At the request of the authorized investiga-
tive agency, any person making or intending to
make a disclosure under this section shall iden-
tify to the requesting official of the authorized
investigative agency the person to whom such
disclosure will be made or to whom such disclo-
sure was made prior to the request, except that
nothing in this section shall require a person to
inform the requesting official of the identity of
an attorney to whom disclosure was made or
will be made to obtain legal advice or legal as-
sistance with respect to the request under sub-
section (a).

(c) Records or information; inspection or copy-
ing

(1) Notwithstanding any other provision of law
(other than section 6103 of title 26), an entity re-
ceiving a request for records or information
under subsection (a) of this section shall, if the
request satisfies the requirements of this sec-
tion, make available such records or informa-
tion within 30 days for inspection or copying, as
may be appropriate, by the agency requesting
such records or information.

(2) Any entity (including any officer, em-
ployee, or agent thereof) that discloses records
or information for inspection or copying pursu-
ant to this section in good faith reliance upon
the certifications made by an agency pursuant
to this section shall not be liable for any such
disclosure to any person under this subchapter,
the constitution of any State, or any law or reg-
ulation of any State or any political subdivision
of any State.

(d) Reimbursement of costs

Any agency requesting records or information
under this section may, subject to the availabil-
ity of appropriations, reimburse a private entity
for any cost reasonably incurred by such entity
in responding to such request, including the cost
of identifying, reproducing, or transporting
records or other data.
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(e) Dissemination of records or information re-
ceived

An agency receiving records or information
pursuant to a request under this section may
disseminate the records or information obtained
pursuant to such request outside the agency
only—

(1) to the agency employing the employee
who is the subject of the records or informa-
tion;

(2) to the Department of Justice for law en-
forcement or counterintelligence purposes; or

(3) with respect to dissemination to an agen-
cy of the United States, if such information is
clearly relevant to the authorized responsibil-
ities of such agency.

(f) Construction of section

Nothing in this section may be construed to
affect the authority of an investigative agency
to obtain information pursuant to the Right to
Financial Privacy Act (12 U.S.C. 3401 et seq.) or
the Fair Credit Reporting Act (15 U.S.C. 1681 et
seq.).

(July 26, 1947, ch. 343, title VIII, §802, as added
Pub. L. 103-359, title VIII, §802(a), Oct. 14, 1994,
108 Stat. 3436; amended Pub. L. 109-177, title I,
§116(f), Mar. 9, 2006, 120 Stat. 216; Pub. L. 109-178,
§4(e), Mar. 9, 2006, 120 Stat. 281.)

REFERENCES IN TEXT

The Right to Financial Privacy Act, referred to in
subsec. (f), probably means the Right to Financial Pri-
vacy Act of 1978, which is title XI of Pub. L. 95-630, Nov.
10, 1978, 92 Stat. 3697, as amended, and is classified gen-
erally to chapter 35 (§3401 et seq.) of Title 12, Banks and
Banking. For complete classification of this Act to the
Code, see Short Title note set out under section 3401 of
Title 12 and Tables.

The Fair Credit Reporting Act, referred to in subsec.
(f), is title VI of Pub. L. 90-321, as added by Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat. 1127, as
amended, which is classified generally to subchapter IIT
(§1681 et seq.) of chapter 41 of Title 15, Commerce and
Trade. For complete classification of this Act to the
Code, see Short Title of 1970 Amendment note set out
under section 1601 of Title 15 and Tables.

AMENDMENTS

2006—Subsec. (b). Pub. L. 109-177 amended subsec. (b)
generally. Prior to amendment, text read as follows:
“Notwithstanding any other provision of law, no gov-
ernmental or private entity, or officer, employee, or
agent of such entity, may disclose to any person, other
than those officers, employees, or agents of such entity
necessary to satisfy a request made under this section,
that such entity has received or satisfied a request
made by an authorized investigative agency under this
section.”

Subsec. (b)(4). Pub. L. 109-178 amended par. (4) gener-
ally. Prior to amendment, par. (4) read as follows: “At
the request of the authorized investigative agency, any
person making or intending to make a disclosure under
this section shall identify to the requesting official of
the authorized investigative agency the person to
whom such disclosure will be made or to whom such
disclosure was made prior to the request, but in no cir-
cumstance shall a person be required to inform such of-
ficial that the person intends to consult an attorney to
obtain legal advice or legal assistance.”

§437. Exceptions

Except as otherwise specifically provided, the
provisions of this subchapter shall not apply to
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the President and Vice President, Members of
the Congress, Justices of the Supreme Court,
and Federal judges appointed by the President.

(July 26, 1947, ch. 343, title VIII, §803, as added
Pub. L. 103-359, title VIII, §802(a), Oct. 14, 1994,
108 Stat. 3437.)

§ 438. Definitions

For purposes of this subchapter—

(1) the term ‘‘authorized investigative agen-
cy’’ means an agency authorized by law or reg-
ulation to conduct a counterintelligence in-
vestigation or investigations of persons who
are proposed for access to classified informa-
tion to ascertain whether such persons satisfy
the criteria for obtaining and retaining access
to such information;

(2) the term ‘‘classified information’ means
any information that has been determined
pursuant to Executive Order No. 12356 of April
2, 1982, or successor orders, or the Atomic En-
ergy Act of 1954 [42 U.S.C. 2011 et seq.], to re-
quire protection against unauthorized disclo-
sure and that is so designated;

(3) the term ‘‘consumer reporting agency”’
has the meaning given such term in section
1681a of title 15;

(4) the term ‘‘employee’’ includes any person
who receives a salary or compensation of any
kind from the United States Government, is a
contractor of the United States Government
or an employee thereof, is an unpaid consult-
ant of the United States Government, or
otherwise acts for or on behalf of the United
States Government, except as otherwise deter-
mined by the President;

(5) the terms ‘‘financial agency’ and ‘‘finan-
cial institution” have the meanings given to
such terms in section 5312(a) of title 31 and the
term ‘‘holding company’ has the meaning
given to such term in section 3401(6) of title 12;

(6) the terms ‘‘foreign power’’ and ‘‘agent of
a foreign power’ have the same meanings as
set forth in sections?! 1801(a) and (b), respec-
tively, of this title;

(7) the term ‘‘State’” means each of the sev-
eral States of the United States, the District
of Columbia, the Commonwealth of Puerto
Rico, the Commonwealth of the Northern Mar-
iana Islands, the United States Virgin Islands,
Guam, American Samoa, the Republic of the
Marshall Islands, the Federated States of Mi-
cronesia, and the Republic of Palau, and any
other possession of the United States; and

(8) the term ‘‘computer” means any elec-
tronic, magnetic, optical, electrochemical, or
other high speed data processing device per-
forming logical, arithmetic, or storage func-
tions, and includes any data storage facility or
communications facility directly related to or
operating in conjunction with such device and
any data or other information stored or con-
tained in such device.

(July 26, 1947, ch. 343, title VIII, §804, as added
Pub. L. 103-359, title VIII, §802(a), Oct. 14, 1994,
108 Stat. 3438; amended Pub. L. 106-120, title III,
§305(b), Dec. 3, 1999, 113 Stat. 1611.)

180 in original. Probably should be ‘‘section’.
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REFERENCES IN TEXT

Executive Order No. 12356, referred to in par. (2), is
set out as a note under section 435 of this title.

The Atomic Energy Act of 1954, referred to in par. (2),
is act Aug. 1, 1946, ch. 724, as added by act Aug. 30, 1954,
ch. 1073, §1, 68 Stat. 921, and amended, which is classi-
fied generally to chapter 23 (§2011 et seq.) of Title 42,
The Public Health and Welfare. For complete classi-
fication of this Act to the Code, see Short Title note
set out under section 2011 of Title 42 and Tables.

AMENDMENTS
1999—Par. (8). Pub. L. 106-120 added par. (8).

SUBCHAPTER VII—APPLICATION OF SANC-
TIONS LAWS TO INTELLIGENCE ACTIVI-
TIES

§441. Stay of sanctions

Notwithstanding any provision of law identi-
fied in section 441c of this title, the President
may stay the imposition of an economic, cul-
tural, diplomatic, or other sanction or related
action by the United States Government con-
cerning a foreign country, organization, or per-
son when the President determines and reports
to Congress in accordance with section 441b of
this title that to proceed without delay would
seriously risk the compromise of an ongoing
criminal investigation directly related to the
activities giving rise to the sanction or an intel-
ligence source or method directly related to the
activities giving rise to the sanction. Any such
stay shall be effective for a period of time speci-
fied by the President, which period may not ex-
ceed 120 days, unless such period is extended in
accordance with section 441a of this title.

(July 26, 1947, ch. 343, title IX, §901, as added
Pub. L. 104-93, title III, §303(a), Jan. 6, 1996, 109
Stat. 964.)

§441a. Extension of stay

Whenever the President determines and re-
ports to Congress in accordance with section
441b of this title that a stay of sanctions or re-
lated actions pursuant to section 441 of this title
has not afforded sufficient time to obviate the
risk to an ongoing criminal investigation or to
an intelligence source or method that gave rise
to the stay, he may extend such stay for a pe-
riod of time specified by the President, which
period may not exceed 120 days. The authority of
this section may be used to extend the period of
a stay pursuant to section 441 of this title for
successive periods of not more than 120 days
each.

(July 26, 1947, ch. 343, title IX, §902, as added
Pub. L. 104-93, title III, §303(a), Jan. 6, 1996, 109
Stat. 964.)

§441b. Reports

Reports to Congress pursuant to sections 441
and 441a of this title shall be submitted prompt-
ly upon determinations under this subchapter.
Such reports shall be submitted to the Commit-
tee on International Relations of the House of
Representatives and the Committee on Foreign
Relations of the Senate. With respect to deter-
minations relating to intelligence sources and
methods, reports shall also be submitted to the
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congressional intelligence committees. With re-
spect to determinations relating to ongoing
criminal investigations, reports shall also be
submitted to the Committees on the Judiciary
of the House of Representatives and the Senate.

(July 26, 1947, ch. 343, title IX, §903, as added
Pub. L. 104-93, title III, §303(a), Jan. 6, 1996, 109
Stat. 964; amended Pub. L. 107-306, title III,
§3563(b)(2)(C), Nov. 27, 2002, 116 Stat. 2402.)

AMENDMENTS

2002—Pub. L. 107-306 substituted ‘‘congressional intel-
ligence committees’ for ‘“‘Permanent Select Committee
on Intelligence of the House of Representatives and the
Select Committee on Intelligence of the Senate’.

§441c. Laws subject to stay

The President may use the authority of sec-
tions 441 and 441a of this title to stay the impo-
sition of an economic, cultural, diplomatic, or
other sanction or related action by the United
States Government related to the proliferation
of weapons of mass destruction, their delivery
systems, or advanced conventional weapons
otherwise required to be imposed by the Chemi-
cal and Biological Weapons Control and Warfare
Elimination Act of 1991 (title III of Public Law
102-182) [22 U.S.C. 5601 et seq.]; the Nuclear Pro-
liferation Prevention Act of 1994 (title VIII of
Public Law 103-236); title XVII of the National
Defense Authorization Act for Fiscal Year 1991
(Public Law 101-510) (relating to the non-
proliferation of missile technology); the Iran-
Iraq Arms Nonproliferation Act of 1992 (title
XVI of Public Law 102-484); section 573 of the
Foreign Operations, Export Financing Related
Programs Appropriations Act, 1994 (Public Law
103-87); section 563 of the Foreign Operations,
Export Financing Related Programs Appropria-
tions Act, 1995 (Public Law 103-306); and com-
parable provisions.

(July 26, 1947, ch. 343, title IX, §904, as added
Pub. L. 104-93, title III, §303(a), Jan. 6, 1996, 109
Stat. 965.)

REFERENCES IN TEXT

The Chemical and Biological Weapons Control and
Warfare Elimination Act of 1991, referred to in text, is
title III of Pub. L. 102-182, Dec. 4, 1991, 105 Stat. 1245, as
amended, which is classified principally to chapter 65
(§5601 et seq.) of Title 22, Foreign Relations and Inter-
course. For complete classification of this Act to the
Code, see Short Title note set out under section 5601 of
Title 22 and Tables.

The Nuclear Proliferation Prevention Act of 1994, re-
ferred to in text, is title VIII of Pub. L. 103-236, Apr. 30,
1994, 108 Stat. 507, as amended. For complete classifica-
tion of this Act to the Code, see Short Title note set
out under section 6301 of Title 22, Foreign Relations
and Intercourse, and Tables.

Title XVII of the National Defense Authorization Act
for Fiscal Year 1991, referred to in text, is title XVII of
div. A of Pub. L. 101-510, Nov. 5, 1990, 104 Stat. 1750, as
amended, which enacted section 2410b of the Appendix
to this title and sections 2797 to 2797c of Title 22, For-
eign Relations and Intercourse, amended section 2405 of
the Appendix to this title, and enacted provisions set
out as notes under section 2402 of the Appendix to this
title and section 2797 of Title 22. For complete classi-
fication of title XVII to the Code, see Tables.

The Iran-Iraq Arms Nonproliferation Act of 1992, re-
ferred to in text, is title XVI of div. A of Pub. L.
102-484, Oct. 23, 1992, 106 Stat. 2571, as amended, which
is set out as a note under section 1701 of this title.
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