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and interests in property of the persons listed
in the Annex to the order.

I have delegated to the Secretary of the
Treasury the authority, in consultation with the
Attorney General and Secretary of State, to
take such actions, including the promulgation
of rules and regulations, and to employ all
powers granted to the President by IEEPA as
may be necessary to carry out the purposes of
the order. All agencies of the United States
Government are directed to take all appropri-
ate measures within their authority to carry out
the provisions of the order.

I am enclosing a copy of the Executive Or-
der I have issued.

Sincerely,

BARACK OBAMA

NOTE: Identical letters were sent to Paul D.
Ryan, Speaker of the House of Representa-
tives, and Joseph R. Biden, Jr., President of the
Senate. The letter referred to Igor Valentinov-
ich Korobov, Chief, Sergey Aleksandrovich Gi-
zunov, Deputy Chief, and Igor Olegovich
Kostyukov and Vladimir Stepanovich Alex-
seyev, First Deputy Chiefs, Russia’s Main In-
telligence Directorate (GRU), who were
named in the Annex accompanying Executive
Order 13757, which is listed in Appendix D at
the end of this volume. The letter was released
by the Office of the Press Secretary on Decem-
ber 29. 

Statement on United States Actions in Response to Malicious Cyber Activity
and Harassment by the Russian Government
December 29, 2016

Today I have ordered a number of actions in
response to the Russian Government’s aggres-
sive harassment of U.S. officials and cyber op-
erations aimed at the U.S. election. These ac-
tions follow repeated private and public warn-
ings that we have issued to the Russian Gov-
ernment and are a necessary and appropriate
response to efforts to harm U.S. interests in vi-
olation of established international norms of
behavior.

All Americans should be alarmed by Russia’s
actions. In October, my administration publi-
cized our assessment that Russia took actions
intended to interfere with the U.S. election
process. These data theft and disclosure activi-
ties could only have been directed by the high-
est levels of the Russian Government. More-
over, our diplomats have experienced an unac-
ceptable level of harassment in Moscow by
Russian security services and police over the
last year. Such activities have consequences.
Today I have ordered a number of actions in
response.

I have issued an Executive order that pro-
vides additional authority for responding to
certain cyber activity that seeks to interfere
with or undermine our election processes and

institutions or those of our allies or partners.
Using this new authority, I have sanctioned
nine entities and individuals: the GRU and the
FSB, two Russian intelligence services; four in-
dividual officers of the GRU; and three compa-
nies that provided material support to the
GRU’s cyber operations. In addition, the Sec-
retary of the Treasury is designating two Rus-
sian individuals for using cyber-enabled means
to cause misappropriation of funds and person-
al identifying information. The State Depart-
ment is also shutting down two Russian com-
pounds, in Maryland and New York, used by
Russian personnel for intelligence-related pur-
poses, and is declaring “persona non grata” 35
Russian intelligence operatives. Finally, the
Department of Homeland Security and the
Federal Bureau of Investigation are releasing
declassified technical information on Russian
civilian and military intelligence service cyber
activity to help network defenders in the Unit-
ed States and abroad identify, detect, and dis-
rupt Russia’s global campaign of malicious cy-
ber activities.

These actions are not the sum total of our
response to Russia’s aggressive activities. We
will continue to take a variety of actions at a
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time and place of our choosing, some of which
will not be publicized. In addition to holding
Russia accountable for what it has done, the
United States and friends and allies around the
world must work together to oppose Russia’s
efforts to undermine established international
norms of behavior and interfere with demo-
cratic governance. To that end, my administra-
tion will be providing a report to Congress in
the coming days about Russia’s efforts to inter-
fere in our election, as well as malicious cyber
activity related to our election cycle in previous
elections.

NOTE: The statement referred to Igor Valenti-
novich Korobov, Chief, Sergey Aleksandrovich
Gizunov, Deputy Chief, and Igor Olegovich

Kostyukov and Vladimir Stepanovich Alex-
seyev, First Deputy Chiefs, Russia’s Main In-
telligence Directorate (GRU), who were
named in the Annex accompanying Executive
Order 13757, which was signed by the Presi-
dent on December 28 and released by the Of-
fice of the Press Secretary on December 29;
and Evgeniy Mikhailovich Bogachev and Alek-
sey Alekseyevich Belan, Russian citizens who
were sanctioned in a parallel action on Decem-
ber 29 by the Department of the Treasury’s
Office of Foreign Assets Control for engaging
in malicious cyber-enabled activities pursuant
to Executive Order 13694. Executive Order
13757 is listed in Appendix D at the end of this
volume.

The President’s Weekly Address
December 31, 2016

Happy New Year, everybody. At a time
when we turn the page on 1 year and look
ahead to the future, I just wanted to take a
minute to thank you for everything you’ve
done to make America stronger these past 8
years.

Just 8 years ago, as I prepared to take office,
our economy teetered on the brink of depres-
sion. Nearly 800,000 Americans were losing
their jobs each month. In some communities,
nearly one in five folks were out of work. Al-
most 180,000 troops were serving in Iraq and
Afghanistan, and Usama bin Laden was still at
large. And on challenges from health care to
climate change, we’d been kicking the can
down the road for way too long.

Eight years later, you’ve told a different sto-
ry. We turned recession into recovery. Our
businesses have created 15.6 million new jobs
since early 2010, and we’ve put more people
back to work than all other major advanced
economies combined. A resurgent auto indus-
try has added nearly 700,000 jobs and is pro-
ducing more cars than ever. Poverty is falling.
Incomes are rising. In fact, last year, folks’ typ-
ical household income rose by $2,800. That’s
the single biggest increase on record, and folks

at the bottom and middle saw bigger gains than
those at the top.

Twenty million more Americans know the
financial security of health insurance. Our kids’
high school graduation rate is at an alltime
high. We’ve brought 165,000 troops from Iraq
and Afghanistan and took out Usama bin Lad-
en. Through diplomacy, we shut down Iran’s
nuclear weapons program, opened up a new
chapter with the people of Cuba, and brought
nearly 200 nations together around a climate
agreement that could save this planet for our
kids. Almost every country on Earth sees
America as stronger and more respected today
than they did 8 years ago. And marriage equal-
ity is finally a reality from coast to coast.

We have made extraordinary progress as a
country these past 8 years. And here’s the
thing: None of it was inevitable. It was the re-
sult of tough choices we made and the result of
your hard work and resilience. And to keep
America moving forward is a task that falls to all
of us. Sustaining and building on all we’ve
achieved—from helping more young people af-
ford a higher education, to ending discrimina-
tion based on preexisting conditions, to tighten-
ing rules on Wall Street, to protecting this plan-
et for our kids—that’s going to take all of us
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