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Thank you.

NOTE: The President spoke at 12 p.m. at the
Kilo 7/8 pier. In his remarks, he referred to

Ichiro Suzuki, right fielder, Major League
Baseball’s Miami Marlins. Prime Minister Abe
spoke in Japanese, and his remarks were trans-
lated by an interpreter.

Statement on the Designation of Bears Ears National Monument and Gold
Butte National Monument
December 28, 2016

Today I am designating two new national
monuments in the desert landscapes of South-
eastern Utah and Southern Nevada to protect
some of our country’s most important cultural
treasures, including abundant rock art, archeo-
logical sites, and lands considered sacred by
Native American tribes. Today’s actions will
help protect this cultural legacy and will ensure
that future generations are able to enjoy and
appreciate these scenic and historic land-
scapes. Importantly, today I have also estab-
lished a Bears Ears Commission to ensure that
tribal expertise and traditional knowledge help
inform the management of the Bears Ears Na-

tional Monument and help us to best care for
its remarkable national treasures.

Following years of public input and various
proposals to protect both of these areas, includ-
ing legislation and a proposal from tribal govern-
ments in and around Utah, these monuments
will protect places that a wide range of stake-
holders all agree are worthy of protection. We
also have worked to ensure that tribes and local
communities can continue to access and benefit
from these lands for generations to come.

NOTE: The statement referred to Proclama-
tions 8558 and 8559, which are listed in Ap-
pendix D at the end of this volume.

Letter to Congressional Leaders on Taking Additional Steps To Address the
National Emergency With Respect to Significant Malicious Cyber-Enabled
Activities
December 28, 2016

Dear Mr. Speaker: (Dear Mr. President:)

Pursuant to the International Emergency
Economic Powers Act (50 U.S.C. 1701 et
seq.) (IEEPA), I hereby report that I have is-
sued an Executive Order (the “order”) that
takes additional steps to address the increas-
ing use of significant malicious cyber-enabled
activities to undermine democratic processes
or institutions. These steps have been taken
with respect to the national emergency de-
clared in Executive Order 13694 of April 1,
2015.

The order amends section 1(a) of Executive
Order 13694 by providing authority for block-
ing the property and interests in property of
any person determined by the Secretary of the

Treasury, in consultation with the Attorney
General and the Secretary of State, to be re-
sponsible for or complicit in, or to have en-
gaged in, directly or indirectly, cyber-enabled
activities originating from, or directed by per-
sons located, in whole or in substantial part,
outside the United States that are reasonably
likely to result in, or have materially contribut-
ed to, a significant threat to the national securi-
ty, foreign policy, or economic health or finan-
cial stability of the United States and that have
the purpose or effect of tampering with, alter-
ing, or causing a misappropriation of informa-
tion with the purpose or effect of interfering
with or undermining election processes or in-
stitutions. The order also blocks the property
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and interests in property of the persons listed
in the Annex to the order.

I have delegated to the Secretary of the
Treasury the authority, in consultation with the
Attorney General and Secretary of State, to
take such actions, including the promulgation
of rules and regulations, and to employ all
powers granted to the President by IEEPA as
may be necessary to carry out the purposes of
the order. All agencies of the United States
Government are directed to take all appropri-
ate measures within their authority to carry out
the provisions of the order.

I am enclosing a copy of the Executive Or-
der I have issued.

Sincerely,

BARACK OBAMA

NOTE: Identical letters were sent to Paul D.
Ryan, Speaker of the House of Representa-
tives, and Joseph R. Biden, Jr., President of the
Senate. The letter referred to Igor Valentinov-
ich Korobov, Chief, Sergey Aleksandrovich Gi-
zunov, Deputy Chief, and Igor Olegovich
Kostyukov and Vladimir Stepanovich Alex-
seyev, First Deputy Chiefs, Russia’s Main In-
telligence Directorate (GRU), who were
named in the Annex accompanying Executive
Order 13757, which is listed in Appendix D at
the end of this volume. The letter was released
by the Office of the Press Secretary on Decem-
ber 29. 

Statement on United States Actions in Response to Malicious Cyber Activity
and Harassment by the Russian Government
December 29, 2016

Today I have ordered a number of actions in
response to the Russian Government’s aggres-
sive harassment of U.S. officials and cyber op-
erations aimed at the U.S. election. These ac-
tions follow repeated private and public warn-
ings that we have issued to the Russian Gov-
ernment and are a necessary and appropriate
response to efforts to harm U.S. interests in vi-
olation of established international norms of
behavior.

All Americans should be alarmed by Russia’s
actions. In October, my administration publi-
cized our assessment that Russia took actions
intended to interfere with the U.S. election
process. These data theft and disclosure activi-
ties could only have been directed by the high-
est levels of the Russian Government. More-
over, our diplomats have experienced an unac-
ceptable level of harassment in Moscow by
Russian security services and police over the
last year. Such activities have consequences.
Today I have ordered a number of actions in
response.

I have issued an Executive order that pro-
vides additional authority for responding to
certain cyber activity that seeks to interfere
with or undermine our election processes and

institutions or those of our allies or partners.
Using this new authority, I have sanctioned
nine entities and individuals: the GRU and the
FSB, two Russian intelligence services; four in-
dividual officers of the GRU; and three compa-
nies that provided material support to the
GRU’s cyber operations. In addition, the Sec-
retary of the Treasury is designating two Rus-
sian individuals for using cyber-enabled means
to cause misappropriation of funds and person-
al identifying information. The State Depart-
ment is also shutting down two Russian com-
pounds, in Maryland and New York, used by
Russian personnel for intelligence-related pur-
poses, and is declaring “persona non grata” 35
Russian intelligence operatives. Finally, the
Department of Homeland Security and the
Federal Bureau of Investigation are releasing
declassified technical information on Russian
civilian and military intelligence service cyber
activity to help network defenders in the Unit-
ed States and abroad identify, detect, and dis-
rupt Russia’s global campaign of malicious cy-
ber activities.

These actions are not the sum total of our
response to Russia’s aggressive activities. We
will continue to take a variety of actions at a
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