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and to President-elect Buhari and look for-
ward to continuing to work with the newly

elected Government on our many shared pri-
orities.

Statement on Signing an Executive Order on Blocking the Property of
Certain Persons Engaging in Significant Malicious Cyber-Enabled Activities

April 1, 2015

Today I issued an Executive order that pro-
vides a new authority to respond to the threat
posed by malicious cyber actors. Cyber threats
pose one of the most serious economic and na-
tional security challenges to the United States,
and my administration is pursuing a compre-
hensive strategy to confront them. As we have
seen in recent months, these threats can ema-
nate from a range of sources and target our
critical infrastructure, our companies, and our
citizens. This Executive order offers a targeted
tool for countering the most significant cyber
threats that we face.

This Executive order authorizes the Secre-
tary of the Treasury, in consultation with the
Attorney General and the Secretary of State, to
impose sanctions on individuals or entities that
engage in malicious cyber-enabled activities
that create a significant threat to the national
security, foreign policy, or economic health or
financial stability of the United States. The ma-
licious cyber-enabled activity must have the
purpose or effect of significantly harming or
compromising critical infrastructure; misap-
propriating funds or economic resources, trade

secrets, personal identifiers, or financial infor-
mation for commercial or competitive advan-
tage or private financial gain; knowingly receiv-
ing or using trade secrets that were stolen by
cyber-enabled means for commercial or com-
petitive advantage or private financial gain; dis-
rupting the availability of a computer or net-
work of computers, for example, through a de-
nial of service attack; and attempting, assisting,
or providing material support for any of the
above activities.

I intend to employ the authorities of my of-
fice and this administration, including diplo-
matic engagement, trade policy tools, and law
enforcement mechanisms, to counter the
threat posed by malicious cyber actors. This
Executive order supports the administration’s
broader strategy by adding a new authority to
combat the most serious malicious cyber
threats that we face.

NOTE: The statement referred to Executive
Order 13694, which is listed in Appendix D at
the end of this volume.

Letter to Congressional Leaders on Blocking the Property of Certain
Persons Engaging in Significant Malicious Cyber-Enabled Activities

April 1, 2015
Dear Mr. Speaker: (Dear Mr. President:)

Pursuant to the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.)
(IEEPA), T hereby report that I have issued an
Executive Order (the “order”) declaring a na-
tional emergency with respect to the unusual
and extraordinary threat to the national securi-
ty, foreign policy, and economy of the United
States posed by the increasing prevalence and
severity of malicious cyber-enabled activities
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originating from, or directed by persons locat-
ed, in whole or in substantial part, outside the
United States.

The order would block the property and in-
terests in property of:

* any person determined by the Secretary
of the Treasury, in consultation with the
Attorney General and the Secretary of
State, to be responsible for or complicit
in, or to have engaged in, directly or indi-
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