
2124

Nov. 15 / Administration of William J. Clinton, 1996

Notwithstanding this, the Secretary of Com-
merce retains the discretion to consider the for-
eign availability of comparable encryption prod-
ucts in any particular case.

Sincerely,

WILLIAM J. CLINTON

NOTE: Identical letters were sent to Newt Ging-
rich, Speaker of the House of Representatives,
and Albert Gore, Jr., President of the Senate. The
Executive order is listed in Appendix D at the
end of this volume.

Memorandum on Encryption Export Policy
November 15, 1996

Memorandum for the Vice President, the
Secretary of State, the Secretary of the Treasury,
the Secretary of Defense, the Attorney General,
the Secretary of Commerce, United States Trade
Representative, Director of the Office of
Management and Budget, Chief of Staff to the
President, Director of Central Intelligence,
Director, Federal Bureau of Investigation,
Director, National Security Agency, Assistant to
the President for National Security Affairs,
Assistant to the President for Economic Policy,
Assistant to the President for Science and
Technology Policy

Subject: Encryption Export Policy

Encryption products, when used outside the
United States, can jeopardize our foreign policy
and national security interests. Moreover, such
products, when used by international criminal
organizations, can threaten the safety of U.S.
citizens here and abroad, as well as the safety
of the citizens of other countries. The expor-
tation of encryption products accordingly must
be controlled to further U.S. foreign policy ob-
jectives, and promote our national security, in-
cluding the protection of the safety of U.S. citi-
zens abroad. Nonetheless, because of the in-
creasingly widespread use of encryption products
for the legitimate protection of the privacy of
data and communications in nonmilitary con-
texts; because of the importance to U.S. eco-
nomic interests of the market for encryption
products; and because, pursuant to the terms
set forth in the Executive order entitled Admin-
istration of Export Controls on Encryption Prod-
ucts (the ‘‘new Executive order’’) of November
15, 1996, Commerce Department controls of the
export of such dual-use encryption products can
be accomplished without compromising U.S. for-
eign policy objectives and national security inter-

ests, I have determined at this time not to con-
tinue to designate such encryption products as
defense articles on the United States Munitions
List.

Accordingly, under the powers vested in me
by the Constitution and the laws of the United
States, I direct that:

1. Encryption products that presently are or
would be designated in Category XIII of the
United States Munitions List and regulated by
the Department of State pursuant to the Arms
Export Control Act (22 U.S.C. 2778 et seq.)
shall be transferred to the Commerce Control
List, and regulated by the Department of Com-
merce under the authority conferred in Execu-
tive Order 12924 of August 19, 1994 (as contin-
ued on August 15, 1995, and August 14, 1996),
Executive Order 12981 of December 5, 1995,
and the new Executive order except that
encryption products specifically designed, devel-
oped, configured, adapted, or modified for mili-
tary applications (including command, control,
and intelligence applications), shall continue to
be designated as defense articles, shall remain
on the United States Munitions List, and shall
continue to be controlled under the Arms Ex-
port Control Act. The transfer described in this
paragraph shall be effective upon the issuance
of final regulations (the ‘‘Final Regulations’’) im-
plementing the safeguards specified in this di-
rective and in the new Executive order.

2. The Final Regulations shall specify that
the encryption products specified in section 1
of this memorandum shall be placed on the
Commerce Control List administered by the
Department of Commerce. The Department of
Commerce shall, to the extent permitted by law,
administer the export of such encryption prod-
ucts, including encryption software, pursuant to
the requirements of sections 5 and 6 of the
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former Export Administration Act (50 U.S.C.
App. 2405 and 2406), and the regulations there-
under, as continued in effect by Executive
Order 12924 of August 19, 1994 (continued on
August 15, 1995, and on August 14, 1996), ex-
cept as otherwise indicated in or modified by
the new Executive order, Executive Order
12981 of December 5, 1995, and any Executive
orders and laws cited therein.

3. The Final Regulations shall provide that
encryption products described in section 1 of
this memorandum can be licensed for export
only if the requirements of the controls of both
sections 5 and 6 of the former Export Adminis-
tration Act (50 U.S.C. App. 2405 and 2406),
and the regulations thereunder, as modified by
the new Executive order, Executive Order
12981 of December 5, 1995, and any Executive
orders and laws cited therein, are satisfied. Con-
sistent with section 742.1(f) of the current Ex-
port Administration Regulations, the Final Regu-
lations shall ensure that a license for such a
product will be issued only if an application
can be and is approved under both section 5
and section 6. The controls on such products
will apply to all destinations.

Except for those products transferred to the
Commerce Control List prior to the effective
date of the Final Regulations, exports and reex-
ports of encryption products shall initially be
subject to case-by-case review to ensure that
export thereof would be consistent with U.S.
foreign policy objectives and national security
interests, including the safety of U.S. citizens.
Consideration shall be given to more liberalized
licensing treatment of each such individual prod-
uct after interagency review is completed. The
Final Regulations shall also effectuate all other
specific objectives and directives set forth in this
directive.

4. Because encryption source code can easily
and mechanically be transformed into object
code, and because export of such source code
is controlled because of the code’s functional
capacity, rather than because of any ‘‘informa-
tion’’ such code might convey, the Final Regula-
tions shall specify that encryption source code
shall be treated as an encryption product, and
not as technical data or technology, for export
licensing purposes.

5. All provisions in the Final Regulations re-
garding ‘‘de minimis’’ domestic content of items
shall not apply with respect to the encryption

products described in paragraph 1 of this memo-
randum.

6. The Final Regulations shall, in a manner
consistent with section 16(5)(C) of the EAA,
50 U.S.C. App. 2415(5)(C), provide that it will
constitute an export of encryption source code
or object code software for a person to make
such software available for transfer outside the
United States, over radio, electromagnetic,
photooptical, or photoelectric communications
facilities accessible to persons outside the United
States, including transfer from electronic bul-
letin boards and Internet file transfer protocol
sites, unless the party making the software avail-
able takes precautions adequate to prevent the
unauthorized transfer of such code outside the
United States.

7. Until the Final Regulations are issued, the
Department of State shall continue to have au-
thority to administer the export of encryption
products described in section 1 of this memo-
randum as defense articles designated in Cat-
egory XIII of the United States Munitions List,
pursuant to the Arms Export Control Act.

8. Upon enactment of any legislation reau-
thorizing the administration of export controls,
the Secretary of Defense, the Secretary of State,
and the Attorney General shall reexamine
whether adequate controls on encryption prod-
ucts can be maintained under the provisions of
the new statute and advise the Secretary of
Commerce of their conclusions as well as any
recommendations for action. If adequate con-
trols on encryption products cannot be main-
tained under a new statute, then such products
shall, where consistent with law, be designated
or redesignated as defense articles under 22
U.S.C. 2778(a)(1), to be placed on the United
States Munitions List and controlled pursuant
to the terms of the Arms Export Control Act
and the International Traffic in Arms Regula-
tions. Any disputes regarding the decision to
designate or redesignate shall be resolved by
the President.

WILLIAM J. CLINTON

NOTE: The Executive order is listed in Appendix
D at the end of this volume.
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