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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 14, 2023

The Honorable Patty Murray

President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable Mike Johnson

Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR MURRAY AND SPEAKER JOHNSON:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2023 Annual
Report to Congress. This Report responds to our mandate “to moni-
tor, investigate, and report to Congress on the national security im-
plications of the bilateral trade and economic relationship between
the United States and the People’s Republic of China.” The Com-
mission reached a broad and bipartisan consensus on the contents
of this Report, with all 12 members voting unanimously to approve
and submit it to Congress.

In accordance with our mandate, this Report, which is current as
of October 6, includes the results and recommendations of our hear-
ings, research, and review of the areas identified by Congress in our
mandate, as defined in Public Law No. 106-398 (October 30, 2000)
and amended by Public Laws No. 107-67 (November 12, 2001), No.
108-7 (February 20, 2003), 109-108 (November 22, 2005), No. 110-
161 (December 26, 2007), and No. 113-291 (December 19, 2014). The
Commission’s charter, which includes the 11 directed research areas
of our mandate, is included as Appendix I of the Report.

The Commission conducted seven public hearings, taking testimo-
ny from 67 expert witnesses from government, the private sector, ac-
ademia, think tanks, research institutions, and other backgrounds.
For each of these hearings, the Commission produced a transcript
(posted on our website at www.USCC.gov). This year’s hearings in-
cluded:

e China’s Military Diplomacy and Overseas Security Activities;

e China’s Challenges and Capabilities in Educating and Training
the Next Generation Workforce;

e China’s Global Influence and Interference Activities;

e China’s Pursuit of Defense Technologies: Implications for U.S.
and Multilateral Export Control and Investment Screening Re-
gimes;

e Rule by Law: China’s Increasingly Global Legal Reach;

e Europe, the United States, and Relations with China: Conver-
gence or Divergence?; and

e China’s Current Economy: Implications for Investors and Sup-
ply Chains.

The Commission received a number of briefings, both unclassified
and classified, by executive branch agencies, the intelligence commu-
nity, foreign government officials, and U.S. and foreign nongovern-
mental experts on topics such as Europe’s views of China, China’s
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education system and its implications for economic competitiveness,
climate for U.S. businesses in China, personnel of the People’s Liber-
ation Army, and China’s foreign military relations. The Commission
includes key insights gained through these briefings either in its
unclassified Annual Report or, as appropriate, in a classified annex
to that Report.

The Commission conducted official fact-finding travel this year to
Belgium, Germany, and Lithuania to hear and discuss perspectives
on Europe and the United States’ relations with China as well as
transatlantic cooperation. In these visits, the Commission delegation
met with U.S. diplomats, foreign government and alliance officials,
business representatives, academics, journalists, and other experts.
The Commission also relied substantially on the work of our ex-
cellent professional staff (see Appendix IV) in accordance with our
mandate (see Appendix I).

The Report includes 30 recommendations for congressional con-
sideration. The Commissioners agreed that ten of these recommen-
dations, which appear on page 26, are the most important for
congressional action. The complete list of recommendations appears
on page 697 at the conclusion of the Report.

We offer this Report to Congress in the hope that it will be useful
for assessing progress and challenges in U.S.-China relations. Thank
you for the opportunity to serve. We look forward to continuing to
work with Members of Congress in the upcoming year to address
issues of concern in the U.S.-China relationship.

Sincerely,

Carolyn Bagtholomew Alex N. V@—\
Chairman Vice Chairm!
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INTRODUCTION

Throughout much of 2023, the public discussion of China in the
United States was preoccupied with the short-term ups and downs
of the relationship between the two countries. Tensions between the
two were said to be rising or easing, warming or chilling, usually as
the result of high-level visits (or the lack of them). The underlying
reality was that, amid these ups and downs, the rivalry between
the United States and China was intensifying. While the top-level
contacts reflected a general desire, at least by the United States, to
improve the relationship with Beijing and create an air of normalcy,
the new normal is one of continuing, long-term strategic and sys-
temic competition.

China’s Communist Party (CCP) regime gives no sign of altering
its policies, either at home or abroad. Beijing continues to reject
cooperation with the United States on fundamental questions of na-
tional security, economics, or trade. None of the flurry of visits and
other diplomacy over the past year have resulted in any significant
change of course by the regime. The result of high-level meetings
between the United States and China has been merely the promise
of further meetings—that is, of more talk rather than concrete ac-
tions. China now appears to view diplomacy with the United States
primarily as a tool for forestalling and delaying U.S. pressure over
a period of years while China moves ever further down the path
of developing its own economic, military, and technological capabil-
ities. Beijing, in a continuing and deepening effort to challenge the
existing international order, seeks to create a new one that will be
aligned against the United States and its democratic allies in Eu-
rope, Asia, and elsewhere.

China may now be on the verge of its most serious economic crisis
in 40 years. After over three years of brutally enforced lockdowns, in
December 2022 the CCP regime suddenly reversed course and aban-
doned its previous draconian approach to disease control. The end of
“Zero-COVID” was widely expected to reinvigorate China’s slumping
economy, but despite an initial uptick, growth has remained anemic.
This poor performance has raised new doubts about General Secre-
tary of the CCP Xi Jinping’s economic management skills as well as
China’s model for sustaining long-term growth.

After decades of debt-fueled growth, the CCP’s ability to use its
traditional tools to support the economy is constrained. Households
and businesses have now lost confidence in the regime’s ability to
produce sustained, stable growth and prefer to sit on their money
rather than to consume or invest. This is helping to speed the ongo-
ing deflation of China’s real estate bubble, which could lead to more
bankruptcies for major construction companies as well as bank fail-
ures and a loss of wealth for families who have bet on continually
rising prices. In addition to its domestic troubles, China also faces
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an increasingly inhospitable international environment as the Unit-
ed States and other advanced industrial countries attempt to shift
supply chains out of China and “de-risk” their economic relations
with it.

Notwithstanding the evident seriousness of the situation, Bei-
jing has thus far responded with relatively minor fixes and empty
exhortations designed to revive confidence. Reflecting its habitual
secrecy and need for control, the CCP regime has also stopped the
publication of some economic data (including youth unemployment
figures) and cracked down on Western companies doing indepen-
dent economic research in China. These measures have only fueled
concerns about its long-term trajectory, further depressing foreign
direct investment.

Experts (including some in China) have long warned that the
country’s growth model, with its heavy dependence on exports and
debt-fueled investments in real estate and infrastructure, was un-
sustainable. Yet, to date, little has been done to change it. The CCP
is reluctant to relax its grip on the economy by placing greater reli-
ance on market forces and putting more money and decision-making
power in the hands of consumers and private entrepreneurs. Beijing
is using subsidies to help its exports gain large shares of the glob-
al market for new products like electric vehicles. In the somewhat
longer run, it is evidently betting that massive, state-directed in-
vestments and continued access to foreign technology can help it to
achieve the breakthroughs it needs to boost productivity and main-
tain growth.

Despite indications that its behavior is generating growing suspi-
cion and resistance from other countries, Beijing continues to hold
to the same aggressive course on foreign policy that it has been pur-
suing in recent years. In the face of Russian war crimes, battlefield
setbacks, a coup attempt in Moscow, and persistent criticism from
the United States and other democratic countries, Xi Jinping has
not wavered in his support for Russian President Vladimir Putin’s
unprovoked invasion of Ukraine. China continues to provide “non-le-
thal” military assistance to Moscow while helping to buffer the Rus-
sian economy from Western sanctions by importing increasing vol-
umes of Russian grain, energy, and other raw materials. Meanwhile,
military cooperation between the two countries is deepening well
beyond Ukraine: last summer, the Russian and Chinese navies con-
ducted joint patrols in the Arctic and near Alaska.

China’s support for Russia has had diplomatic costs, especially in
Europe. But the CCP regime appears already to have factored these
negative reactions into its calculations and has decided to stand by
Russia regardless. China’s criticism of alleged Western double-stan-
dards and hypocrisy in its handling of the Ukraine crisis has been
more favorably received in parts of the so-called “Global South.”
Here, Beijing is working hard to expand its influence, including in
March 2023 by launching a so-called “Global Security Initiative” and
in August by seeking to assert a leadership role at the BRICS sum-
mit.

Although a sustained economic slowdown could force difficult
choices and tradeoffs, China continues to pour resources into its un-
precedented military buildup. The PLA places particular emphasis
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on achieving technological breakthroughs in missiles, space, under-
sea warfare, and artificial intelligence, among other areas, in hopes
that these might enable it to deter or defeat the forces of the United
States and its allies.

Alongside its military buildup, Beijing has stepped up its use of
political influence operations to try to shape the perceptions and
preferences of foreign elites and publics. The CCP regime has also
become more aggressive in attempting to persuade or coerce others
into accepting its own antidemocratic definition of legal concepts
and in trying to enforce its own laws on foreign soil, such as through
the establishment of illegal, covert “police stations” in other coun-
tries, including the United States. Its espionage activities have con-
tinued unabated. In 2023, the CCP regime continued the methodical
and ruthless destruction of Hong Kong’s once-vibrant civil society,
completing its transformation into a Chinese—rather than an in-
ternational—city. In an attempt to sway the outcome of Taiwan’s
upcoming January 2024 presidential election, China continues to
ramp up pressure on the island, seeking to increase its diplomatic
isolation and to impose economic costs. Beijing’s bellicosity is caus-
ing growing concern in Europe as well as in Asia.

Despite the evident worsening of its economic prospects and ex-
ternal situation, the CCP regime has thus far done very little to try
to allay suspicions about its intentions or to lessen tensions, either
with the United States or its major allies. China is attempting a
limited “charm offensive” directed primarily at Europe. But Beijing’s
support for Russia has heightened suspicion of its motives in Euro-
pean capitals and, at least to date, has reduced the effectiveness of
its diplomacy. After refusing meetings with high-level officials, Chi-
na has shown an increased willingness to engage with the United
States, but there is little evidence that it intends to make conces-
sions or modify its own policies to improve relations.

To date, China’s efforts to appear more cooperative with the Unit-
ed States and Europe have been mostly in the realm of rhetoric and
abstract ideas rather than concrete action. Europe has moved closer
to the United States in now recognizing that China is a systemic
rival and that the vague concept of “de-risking” is necessary. Euro-
pean governments increasingly recognize that they have a role to
play in helping to dissuade China from attacking Taiwan. But the
United States, the EU, and individual nations in both Europe and
Asia all need to do much more, in collaboration with one another, to
counter China’s aggressive policies overseas and continuing mercan-
tilism at home. Unless and until Beijing changes course, it will not
be possible to achieve a genuine improvement in relations. The “new
normal” cannot be one in which the United States merely accepts
Beijing’s ever-hardening policies and its ever-tightening control over
the Chinese people.

Looking ahead to 2024, the U.S. relationship with China is likely
to be affected by developments outside that country, including U.S.
elections in 2024, the Taiwan presidential elections in January, and
the course of the war in Ukraine. Finally, U.S.-China ties could be
influenced next year by changing developments inside China, in-
cluding the possibility that the Chinese economy could experience
a deep slump. Amid these uncertainties and the continuing talk of
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“tensions” and “thaws” between the United States and China, the
prospects for 2024 are for continuing strategic competition and an
intensifying systemic rivalry between the two countries.



EXECUTIVE SUMMARY

Chapter 1: Year in Review

Section 1: U.S.-China Bilateral and China’s External Economic
and Trade Relations

In 2023, the United States pursued diplomatic engagement with
Beijing while seeking to de-risk the economic and security relation-
ship. De-risking has seen its most muscular expression in an un-
precedented export control regime designed to stifle China’s access
to advanced semiconductor technologies. At the same time, bilater-
al trade reflects deep and continuing commercial ties between the
United States and China. Beijing’s increased control over corporate
information flows has significantly complicated the ability of U.S.
firms to assess risk in China. Meanwhile, China’s role in global debt
distress, attempts to internationalize the renminbi (RMB), economic
sustainment of Russia and its war in Ukraine, and economic coer-
cion in 2023 all highlight its opportunistic stance: Beijing seeks to
reap benefits from the financial instability it sows while attempting
to shield itself from effects of the same. China’s willingness to help
international rule-breakers like Russia sidestep U.S. sanctions is an
example of how the Party-state seeks to bend the rules-based order
in its favor.

The composition of U.S.-China bilateral trade has changed dramat-
ically in the last five years, owing to U.S. tariffs imposed under the
Trump Administration Section 301 investigations, an increasingly un-
certain business environment inside China, and other policy initia-
tives and efforts. Although China dismantled the COVID-19 controls
that had sent its economy into unpredictable lockdowns throughout
2022, U.S. businesses and investors are reassessing the stability of
China’s domestic policy environment. Many of the U.S. industries ex-
posed to trade actions and geopolitical tensions have begun to shift
toward suppliers in other parts of Asia. Frequently, however, these
suppliers are Chinese companies with overseas operations, and U.S.
supply chain exposure remains at risk as Chinese producers expand
their presence in regional supply chains, a trend seen most promi-
nently as China’s rapidly growing electric vehicle and battery indus-
try invests heavily to establish a footprint overseas.

After a decade of predatory lending through the Belt and Road
Initiative (BRI), nearly 60 percent of China’s loan holders were in
financial distress in 2022, up from just 5 percent in 2010. Beijing
has resisted global appeals to address these debt challenges, instead
seeking to leverage these troubles and international events to ex-
pand the use and reach of the RMB. At the same time, China is ex-
panding its energy partnerships with countries across Central Asia
and the Middle East to increase its energy access and security while
insulating itself from U.S. economic statecraft.
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Key Findings

e U.S. restrictions introduced in 2022 to curb China’s ability to
manufacture and develop advanced semiconductors have limited
China’s access to key segments of the chip industry that could
advance its military. The controls prompted China to increase
efforts to draw foreign talent to its chip industry, circumvent
export controls, expand espionage activities, and promote indig-
enous innovation. In September 2023, Huawei began selling a
smartphone that reportedly uses a Chinese-made chip capable
of 5G performance despite U.S. restrictions, although China’s
capacity to domestically produce these chips at scale remains
uncertain. The restrictions led to a drop in U.S. semiconductor
exports of 50.7 percent in the first eight months of 2023 rela-
tive to the same period in 2022—down to $3.1 billion from $6.4
billion the year prior.

¢ Five years after the United States first imposed tariffs under
the Trump Administration Section 301 investigations, the com-
position of bilateral trade has changed dramatically. Many of
the U.S. industries exposed to trade actions and geopolitical ten-
sions are seeking to shift toward suppliers based outside of Chi-
na; however, this may not substantially reduce U.S. reliance on
Chinese producers. A growing portion of suppliers in overseas
markets are owned by Chinese entities, who also seek to evade
trade restrictions by setting up facilities overseas, particularly
in other parts of Asia and Mexico. U.S. exposure to China also
rose through transshipment of goods through third countries.

e U.S. businesses delayed or reconsidered investment in China
amid a weak economic outlook there, contributing to a contin-
ued decline of foreign direct investment (FDI) flows into China
in 2023 after record lows in 2022. Amid heightened geopolitical
tensions, U.S. businesses frequently found their Chinese oper-
ations getting caught in the crosshairs of Chinese restrictions.
While many U.S. firms continue to view access to China’s mar-
ket as crucial to growth, a growing number of firms are moving
to limit exposure and identify alternative strategies.

e As part of China’s far-reaching anti-espionage and national se-
curity campaign, restrictions on cross-border data flows have cut
off offshore businesses and investors from real-time financial
and economic data. Amendments to China’s Counterespionage
Law that went into effect in June broadened the definition of
espionage activities to include any information gathering that
involves material related to China’s broad and ambiguous defi-
nition of national security, potentially subjecting any company
that collects information to investigation for espionage.

¢ Developing countries that received loans financed through Chi-
na’s policy banks are facing widespread debt distress, but China
is not providing sufficient relief. China’s continued free-riding
on multilateral relief efforts and persistent refusal to offer debt
forgiveness to many distressed borrowers undermines U.S.-led
efforts to assist developing countries through comprehensive
debt relief and restructuring.
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¢ China is attempting to expand international use of the RMB and
encourage participation in its RMB-based cross-border payment
system through bilateral currency agreements and swap lines.
These steps could provide an alternative financial architecture
for countries seeking to circumvent or insulate themselves from
U.S. sanctions, but they have not meaningfully increased global
settlement in RMB.

Section 2: U.S.-China Security and Foreign Affairs

Throughout 2023, the Chinese Communist Party (CCP) recalibrat-
ed its foreign policy to counteract increasingly negative internation-
al perceptions of China over its support for Russia’s unprovoked
war in Ukraine and Beijing’s aggression toward neighbors in the
Indo-Pacific region. Emerging from Zero-COVID lockdowns in 2022,
Chinese diplomats engaged in a flurry of activity in an attempt
to assuage key global partners and cast China as a contributor to
the global good. These engagements have demonstrated a change
in tone but not substance, aimed primarily at preserving Beijing’s
access to foreign markets, technology, and FDI as well as its global
influence. Beijing has sought to cultivate support from governments
across Latin America and the Caribbean, Africa, and Europe in or-
der to facilitate these objectives. In practice, Beijing continues ef-
forts to shield Russia diplomatically and provide material support
for its war in Ukraine. Sino-Russian defense cooperation is by no
means limited to Ukraine, as both countries continue joint military
exercises in the Indo-Pacific—including strategic bomber patrols
with nuclear-capable aircraft—and ostensibly scientific activities in
the polar regions. China may also be exploiting new opportunities
to attract talent in artificial intelligence (AI) due to the exodus of
Russian technology workers. Meanwhile, in Europe, the CCP has
sought to undermine the transatlantic unity that has emerged vis-
a-vis China as a response to Beijing’s foreign policy choices. The
CCP has also continued to engage selectively with the United States
while preparing Chinese society for protracted strategic competition,
up to and including the possibility of war.

China took several steps this year to reshape the global order. The
June 2023 Foreign Relations Law creates a legal basis for sanctions
and “countermeasures” against countries for actions Beijing deems
threatening to its sovereignty, security, and development interests.
Under the law, China’s treaty commitments may no longer be bind-
ing. In a similar vein, China seeks to influence global governance or-
ganizations by promoting new initiatives to rework the norms under-
pinning these institutions, attempting to change the way they work.
Through Beijing’s Global Security Initiative, China’s leaders hope to
undermine U.S. leadership in international security affairs, establish-
ing a role for China in mediating international conflicts and normal-
izing its selective application of its principle of “noninterference.”

That principle of noninterference does not apply to Beijing’s es-
pionage activity. In 2023, actors linked to China’s government per-
petrated multiple cyberespionage attacks against the United States
and foreign governments, demonstrating the growing prowess and
danger posed by Beijing’s cyber operations. In 2023, media reve-
lations emerged that China has operated an intelligence facility
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in Cuba since 2019 and that it is negotiating to establish a new
joint military training facility there. A Chinese state-backed hack-
ing group infiltrated the unclassified Microsoft email servers of the
U.S. Departments of State and Commerce in May 2023, perpetrating
the first publicly known, successful Chinese hack of a Cabinet-level
official since 2008. China’s unpredictable and increased use of its
Counterespionage Law and other national security laws also cre-
ates new risks for foreign businesses and their personnel. These and
other even more brazen destabilizing activities show a trend of an
increasingly assertive foreign policy that Beijing gives every indica-
tion of continuing and intensifying.

Key Findings

e In 2023, top CCP leaders portrayed their country as facing “ex-
treme scenarios” and called on Chinese society to steel itself
against the alleged efforts of the United States and its allies
to blackmail, contain, and pressure China. General Secretary
of the CCP Xi Jinping has called repeatedly on the People’s
Liberation Army (PLA) to prepare for war. This rhetoric has
been coupled with a number of war-readiness measures, includ-
ing new legislation focused on reenlistment and the revision of
China’s conscription law, a 7.2 percent increase to the official
defense budget, and the establishment of new “National De-
fense Mobilization” offices around the country.

e China continued to support Russia amid its ongoing war in
Ukraine, apparently judging that Russia’s value as a partner in
opposition to the United States outweighed the mounting rep-
utational costs of taking sides with the aggressor. Beijing’s dip-
lomatic, technological, and economic assistance provided vital
lifelines that kept the Russian government afloat as its military
foundered on the battlefield. Farther afield, China and Russia
continued to conduct military exercises and scientific missions
in the Pacific and polar regions, respectively.

e China’s leadership has selectively responded to U.S. efforts to
reduce tensions for the purposes of preserving Chinese access
to U.S. markets, technology, and FDI. At the same time, China
continued to blame the United States for the worsening bilat-
eral relationship and refused to cooperate on key issues, such
as reestablishing crisis communications channels and stemming
the flow of fentanyl into the United States. China has also se-
lectively engaged with U.S. allies and partners to try to drive a
wedge between them and the United States.

e China promoted its new trifecta of foreign policy initiatives
known as the Global Security, Development, and Civilization
Initiatives to reshape the international system in its favor. At
the same time, Beijing sought to burnish its image as a force
for world peace by offering to mediate high-profile conflicts and
continuing vigorous diplomatic outreach to countries in Africa
as well as Latin America and the Caribbean, all of whom it
views as important potential allies in its attempts to transform
the world order. These efforts are part of Beijing’s ongoing work
to court countries in the Global South.
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e In the Indo-Pacific region, China continued to adopt a
heavy-handed and at times confrontational approach to its
neighbors. In the South China Sea, China acted aggressively
toward claimant states and transiting military forces alike. In
East Asia, China sought to drive a wedge between the United
States, Japan, and South Korea. Meanwhile, tensions contin-
ued to simmer on the border with India, and suspicions toward
China’s efforts to gain strategic influence in the Pacific Islands

grew.

e The PLA honed its expeditionary capabilities through new
base construction in Cambodia and a much-publicized mission
to evacuate Chinese and foreign nationals from Sudan. At the
same time, Beijing continued attempts to enhance its military
presence in Cuba through a reported joint military facility that
is under negotiation, and it conducted a host of aggressive cy-
berespionage campaigns against the United States and foreign
governments as well as numerous private organizations.

Chapter 2: China’s Efforts to Subvert Norms and
Exploit Open Societies

Section 1: Rule by Law: China’s Increasingly Global Legal
Reach

China is attempting to use its own and other countries’ legal sys-
tems to achieve a suite of strategic and political goals, including
silencing critics of the regime, stalling litigation against Chinese
firms that steal intellectual property (IP), and targeting other actors
that challenge CCP goals. At the same time, the CCP is attempting
to draw more foreign business by increasing the efficiency and pro-
fessionalism of its legal system. Despite using terms and practices
consistent with a rule of law system, these reforms should not be
confused with acceptance of the principles underlying that system.
Instead, China’s “rule by law” system aims to strengthen the Par-
ty’s control through its ability to intervene in rulings and achieve
its goals while also applying Chinese law outside its borders. In-
ternationally, China seeks to shape international law in its favor
by discrediting established norms, exporting authoritarian elements
of its legal system, and influencing laws and norms development
in and through emerging fields like space and cyber governance.
These efforts pose unique challenges to the integrity of Western ju-
dicial institutions and the rule of law. These challenges manifest in
three primary ways: China’s undermining of international laws that
thwart Beijing’s objectives; China’s ongoing efforts to align interna-
tional law with its illiberal values; and China’s global enforcement
of domestic laws, particularly criminal laws. As part of its efforts to
enforce its laws outside China’s borders, Beijing has placed agents
abroad, including in the United States, to coerce or harass Chinese
nationals. A prime example was brought to light in April 2023, when
the Federal Bureau of Investigation arrested several individuals op-
erating an undeclared overseas Chinese “police station” in Lower
Manhattan. While the United States can respond to such challeng-
es domestically, China’s continued abrogation of international rules
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and norms—committed with impunity—undermine confidence in
and the effectiveness of international organizations and treaties.

Key Findings

The CCP uses law as a tool to wield power, not constrain it.
Rather than viewing courts as independent, neutral arbiters
of disputes between equal parties, the Party-state leverages
the judiciary as a tool to advance its policy and political goals
through a rule by law system. Under this construct, the CCP
pays lip service to clear, stable, and evenly applied laws, taking
full advantage when they produce outcomes determined to be
favorable to Beijing but quickly departing this system once it
impedes CCP interests. Rule by law does not limit the Party’s
exercise of power or hold central leaders accountable.

Chinese legislation increasingly includes extraterritorial provi-
sions, and China’s government is expanding its ability to apply
Chinese laws outside its borders. Its efforts range from extrater-
ritorial enforcement of Chinese laws—sometimes unbeknownst
to the host country—to penalizing firms operating in China for
their activities in other jurisdictions.

The CCP seeks to advance techno-authoritarianism beyond Chi-
na’s borders, especially through partnerships and trainings with
developing nations and those in BRI. Beijing encourages these
governments to acquire its sophisticated surveillance tech and
to use it to normalize censorship, lack of privacy, and other au-
thoritarian norms within their countries, dampening the preva-
lence of Western concepts like “rule of law,” which it denigrates
as “erroneous Western thought.”

China’s promotion of surveillance technology to other govern-
ments also carries an ulterior benefit for Beijing: exercising
certain powers granted to it within the Chinese legal system,
the Party-state can compel Chinese firms to provide data from
citizens of other countries collected on those platforms. The Par-
ty-state may then use these data to enforce its laws beyond
China’s borders, in effect giving Beijing’s domestic laws inter-
national force and applications. In this way, Beijing grants itself
power within the sovereign borders of other states.

Beijing’s rule by law approach creates hazards for international
firms, which must navigate competing legal systems with con-
tradictory requirements, expectations, and mandates. To comply
with the legal and regulatory provisions of China’s authoritari-
an system as well as democratic systems, some companies must
establish segregated operations in China or even prioritize com-
pliance with one legal system over another.

In international law, or the rules and norms that govern rela-
tions between countries, China actively participates in fora it
believes it can influence but deliberately undermines fora and
laws that conflict with its objectives. For the former, its efforts
are focused on setting rules of the road in emerging areas of
international law that could have substantial future commercial
impact, such as cyber governance and space.
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e China’s government exploits the openness of the U.S. legal sys-
tem to bring meritless lawsuits against its critics in U.S. court,
imposing burdensome legal costs on dissidents and adversaries.
While some U.S. states have procedural safeguards to throw out
these politically motivated suits, there is no federal statute to
prevent China from using U.S. federal court to silence critics
and dissidents.

Section 2: Battling for Overseas Hearts and Minds: China’s
United Front and Propaganda Work

Over the past ten years, General Secretary Xi has directed a
wide-ranging effort to enhance the potency and reach of China’s
overseas influence activities. Aiming to discredit the CCP’s critics
while inducing others to advance its strategic goals, these activi-
ties involve a variety of agencies within the Party-state as well as
proxies who further its initiatives in foreign countries, often—but
not always—unwittingly. Foreign countries’ media, politicians, busi-
nesses, academic institutions, and ethnically Chinese citizens and
residents are all major targets of Beijing’s harmful, aggressive, and
at times illegal overseas influence efforts. Operating with flagrant
disregard for sovereignty and the laws of foreign nations, these ac-
tivities go well beyond “soft power” and persuasion to include brib-
ery and threats of violence against officeholders and candidates for
public office; harassment of the press, including allegedly framing
individual reporters for criminal activity; and intimidation of the
Chinese diaspora on foreign soil through the use of informants and
threats against family in China.

Notably, China’s influence operations often seek to undermine po-
litical processes and manipulate political or social activity to dis-
guise actions that advance China’s interests as being the efforts of
domestic constituencies. These efforts may include conducting on-
line disinformation campaigns, co-opting domestic constituencies
through the activities of front organizations, or even threatening
or punishing political and economic leaders who support policies
Beijing regards as disadvantageous. While some of China’s harmful
overseas influence activities may be illegal in the targeted country,
others may be entirely legal or occupy a legal gray zone.

Key Findings

e For CCP leaders, influencing how the outside world views
and engages with China is a matter of regime survival and a
means of advancing national interests. The Party-state recog-
nizes that the success of certain objectives—such as the CCP’s
unquestioned rule over China, the absence of criticism regard-
ing CCP policies, the Party’s unequivocal claim to speak for
the Chinese diaspora in a way the outside world acknowledg-
es, and the unification of Taiwan with the Mainland—depends
partly on the behavior of foreign leaders and publics. In the
same vein, CCP leaders understand that foreign parties’ reac-
tions to their efforts may impact the effectiveness of China’s
signature foreign policy initiatives, foreign investment, and
technology transfer as well as the attractiveness of its global
image.
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Under Xi’s rule, China’s overseas influence activities are now
more prevalent, institutionalized, technologically sophisticated,
and aggressive than under his predecessors. China’s overseas
influence activities involve many actors within the Party-state
and can be found in countries around the world, regardless of
their form of government or level of development.

The Chinese Party-state exhibits a growing and increasingly
brazen tendency to employ coercion in tandem with persuasion
to conduct overseas influence activities, often in ways that chal-
lenge other countries’ sovereignty or threaten the rights of per-
sons living within their borders. Beijing seeks to sow discord in
other countries, including the United States, where the uptick
in China’s influence activities has inflamed rhetoric and con-
tributed to a troubling rise in violence against Asian Americans.

Certain factors make countries more or less resilient to China’s
overseas influence activities. These include the presence of lib-
eral democratic institutions, such as a free press and an inde-
pendent judiciary, the extent of economic dependence on China,
the prevalence of domestic corruption, and a foreign society’s
familiarity with China.

In the media sphere, China’s Party-state aims to bolster its
global image by encouraging positive coverage, manipulating
local media environments, and silencing critical voices. Content
sharing agreements between Chinese state media and foreign
media outlets, CCP-sponsored media training programs, invest-
ments in local media, disinformation propagated through so-
cial media, and intimidation of media figures are all avenues
tlflré)ﬁgh which the Party-state seeks to control foreign coverage
o ina.

In the political sphere, Beijing seeks to empower foreign politi-
cal figures who will pursue policies it regards as favorable while
deterring, threatening, or punishing those who pursue policies it
regards as disadvantageous. Covert efforts to influence electoral
processes, to violate the civil liberties of people within another
country’s borders, to curry favor with sitting officials, and to
harass unfriendly political figures are all hallmarks of China’s
overseas political influence activities.

In the economic sphere, Beijing attempts to align the commer-
cial interests of other countries with its own strategic goals and
to distort domestic policymaking. In countries with weak insti-
tutions, China often employs outright corruption, enriching rul-
ing elites who advance its objectives. In democracies, industry
associations and business councils may serve as proxies for CCP
interests. The CCP may also leverage business partnerships in
strategic sectors to advocate for policies favorable to China.

In the academic sphere, the Chinese government endeavors to
control access to knowledge about China and, by extension, to
influence public opinion regarding the policy choices based on
that knowledge. China’s influence activities can result in cen-
sorship, intimidation, and harassment that shape critical dis-
course about China in universities around the world.
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Chapter 3: Potential Risks to China’s Future
Economic Competitiveness

Section 1: China Educating and Training Its Next Generation
Workforce

Stark contrasts define China’s education system, which contains
some of the world’s most highly rated universities within a broad-
er landscape beset by widespread, systemic weaknesses. These con-
trasts contribute to and reflect a more general divergence between
China’s increasing ability to compete with the United States in cut-
ting-edge innovation and its deteriorating productivity growth. Un-
equal access to quality education, particularly noticeable between
urban and rural areas, undermines the country’s capacity to culti-
vate a nationwide skilled workforce. The implications for the United
States are mixed: Party-state-led initiatives that funnel resources
into strategic sectors such as Al and semiconductors may generate
near-term challenges for the United States, while China’s broad-
er educational deficiencies may hamper its long-term economic and
technological competitiveness.

At the same time, China will likely struggle to maintain economic
growth, as its workforce lacks foundational skills to transition to a
more knowledge-intensive economy. While China’s government in-
vested heavily to drastically increase quantitative enrollment and
output indicators, beyond China’s wealthiest metropolitan areas,
most of the country’s primary, secondary, vocational, and higher edu-
cation institutions suffer major qualitative deficiencies and perform
at a level well below that of countries with similar per capita in-
come. China’s soaring official youth unemployment is in part related
to the limited upskilling of China’s workforce and the questionable
quality of the education and training a large portion of students re-
ceive. Because of a weak domestic training system in many advanced
industries, China’s leadership remains reliant on talent educated
overseas to meet its technological development objectives. These and
other challenges in China’s education system create obstacles to dif-
fusing productivity boosting knowhow throughout China’s economy,
contributing to a divide between China’s overall development and
its advances in cutting-edge technology.

Education in China also serves as a tool of repression against
ethnic minorities in Tibet and Xinjiang. Particular facets of the ed-
ucation system, namely boarding schools and vocational training
facilities, are core components of the Party-state’s campaign of cul-
tural genocide in minority regions and systemic use of forced labor
in domestic and global supply chains.

Key Findings

e China’s continued economic growth depends on the country’s
ability to cultivate talent, but its education system faces acute
challenges. China’s primary, secondary, vocational, and higher
education suffer from weak curricula and instruction that leave
some graduates poorly trained to enter the workforce, particu-
larly in rural areas.

e The quantitative expansion in China’s education system has
not been matched by qualitative improvement. Large swaths



14

of high school and vocational students receive low-quality edu-
cation, leaving them unprepared to join an increasingly knowl-
edge-intensive economy; at the same time, colleges outside of
a top few fail to develop students’ cognitive or technical skills.
These structural issues are one factor that has contributed to
China’s soaring official youth unemployment rate, which was
above 21 percent in June 2023 before the Party-state abruptly
stopped reporting it.

¢ Despite major challenges facing China’s education system, a
relatively small number of universities have emerged as world-
class institutions that drive global innovation, posing a critical
challenge to U.S. security. Research centers at these universities
often serve as platforms to advance industrial policy objectives
and further China’s development of dual-use technologies, such
as Al and semiconductors.

e Concentration of resources in a few of China’s top universities
and select schools in the wealthiest metropolitan areas has
come at the expense of broad-based investments in the coun-
try’s educational system. Even if top universities train scien-
tists and engineers who can develop world-leading technologies,
the workforce may lack the technical proficiency to adapt and
deploy these innovations.

e The national college entrance exam, the gaokao, is the center-
piece of China’s education system and is both a key to success
for some and a source of mounting challenges. Its focus on in-
tensive memorization inhibits development of critical thinking
skills. Despite drawbacks, the Chinese public views the exam
as the primary route to upward mobility and a great equalizer
in a system that otherwise privileges wealth and connections,
making it a bulwark of social stability. Still, this social contract
is under stress. University graduates confront a difficult job
market in a decelerating economy. Fewer opportunities have led
some students to question the system’s meritocracy, challenging
an idea central to the CCP’s legitimacy.

Section 2: Fiscal, Financial, and Debt Problems Weigh Down
Beijing’s Ambitions

Optimism surrounding China’s post-COVID economy at the be-
ginning of 2023 has all but vanished. For two decades, this growth
model has relied on debt-fueled investment in both commercial and
residential real estate and infrastructure, which combined, have
generated employment and revenue, and routinely accounted for
40-45 percent of China’s gross domestic product (GDP). CCP policy
decisions have contributed directly to weaknesses and the collapse
in the real estate and infrastructure sectors. The CCP’s approach
has left the country encumbered with an unsustainable debt burden
and a deeply imbalanced economy, with China unable to consume
what it produces and reliant on export-led growth. These structural
problems have become acute, posing significant political and eco-
nomic challenges to the Party-state. Confident that its strong cen-
tral government balance sheet can prevent systemic instability, the
CCP is focused on constraining the rapid growth in debt at the local
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levels where some of the largest economic challenges are concentrat-
ed. Beijing intends to grapple with structural issues by asserting
more top-down control, aiming to defuse debt risks while steering
more resources into the Party’s technology ambitions.

China’s investment-dependent growth model has contributed to
the country’s rapid increase in overall debt-to-GDP ratio, which has
more than doubled since 2008 and is projected to pass 300 per-
cent in 2023. The weight of this accumulated debt is amplified by
increasing distress, as defaults on property loans rise while asset
prices fall and property sales decline. Irrespective of Beijing’s in-
tentions toward deleveraging, its ability to use the banking system
as a shock absorber against economic downturn and unemploy-
ment is constrained. Additional economic difficulties are also tied
to real estate. With roughly 70 percent of household wealth in real
estate, falling property prices have dampened consumer spending
and confidence. Local governments, meanwhile, long reliant on fis-
cal revenue from selling land-use rights to property developers, are
in increasingly dire fiscal straits as sales have plunged and new
revenue sources have failed to materialize. The deeper, structural
nature of China’s economic challenges call into question the future
of the country’s investment-led model as well as its overall growth
trajectory.

Key Findings

e China has relied upon investment in real estate and infrastruc-
ture to create employment, generate revenue for local and cen-
tral government coffers, support upstream industries like steel
and cement, and broadly drive its domestic economy. This de-
cades-old debt-fueled model is now facing its most severe chal-
lenge. A crisis in China’s real estate sector, which accounts for
25-30 percent of the country’s GDP, has cascaded through the
economy. Property developers have lost capacity to buy land,
purchase construction materials, make payments to contrac-
tors, and deliver housing units. Thirty-four of fifty developers
have defaulted at some point on dollar-denominated bonds, with
the two largest companies in—or at risk of—bankruptcy. Infra-
structure construction, which accounts for another 15 percent of
GDP, is experiencing similar pressures.

e The property crisis has had a severe impact on local govern-
ment revenue. Real estate developers’ purchase of new land
plots has collapsed. Land sales have previously provided rough-
ly one-third of local government revenue essential to education,
health, municipal services, and general welfare.

e With roughly 70 percent of household wealth tied up in real
estate, falling property sales and prices have shifted consumer
focus to reducing existing household debt. This, in turn, is con-
tributing to risks of deflation.

e Despite over two decades of official statements emphasizing
the importance of boosting consumption, in 2022, household
consumption as a share of GDP dropped to its lowest level in
nearly a decade, followed by a slight 2023 rebound. As a result,
China will continue to rely on exports to sustain growth, dis-
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torting markets and leaning on the rest of the world to absorb
its excess production.

e The failure of the real estate model is systemic and the fi-
nancing mechanism that underpins it is in acute stress. Ris-
ing property loan defaults with falling asset sales and prices
have created the conditions for broader instability in the fi-
nancial system. Bank profit margins are declining and con-
sumer deposit rates are shrinking, while bank balance sheets
are carrying an increasing load of undeclared nonperforming
loans. These financial strains are occurring at a time when the
CCP is opening the sector to foreign investment, raising risks
for U.S. citizens invested in pension and wealth management
products.

e In addition to the pressures of the pandemic, misguided policy
choices by the CCP have contributed to the country’s overall
debt-to-GDP ratio, which has more than doubled since 2008.
In 2023 it passed 300 percent. Much of this debt is passed be-
tween one state-owned entity and another to hide the volume
of debt and the impact of risk. As an example, 80 percent of
local government bonds are purchased by state-owned commer-
cial banks.

¢ Beijing has stated its intention to address the accumulation in
local debt; however, policy choices may be constrained by the
financial risks and destabilizing impact on households, foreign
investor sentiment, and state and non-state-owned enterprise
revenue.

Chapter 4: China Seeking Military Influence and
Advanced Capabilities

Section 1: China’s Relations with Foreign Militaries

China uses the PLA’s activities and relationships with foreign
militaries to promote a positive image of China as an internation-
al security partner, undermine U.S. influence, and pursue military,
foreign policy, and economic benefits. China’s leadership coordinates
a range of military activities with foreign security forces, including
bilateral and multilateral meetings, functional exchanges, port calls,
exercises, and arms sales. It also uses military exchanges to pursue
combat-relevant skills, practice power projection capabilities, and
collect intelligence. Most of the PLA’s combat and combat support
training exercises are conducted with its “no limits” partner Russia
in both bilateral and multilateral settings, and the PLA also gains
experience by participating in exercises with U.S. allies and part-
ners. China seeks to leverage ostensibly “cooperative” military en-
gagements with its Indo-Pacific neighbors to discourage them from
pushing back against China’s aggressive pursuit of its own interests
in the region. Although China’s military diplomacy is expanding, the
United States maintains key strengths and advantages in building
partner capacity that can help it remain a partner of choice for se-
curity cooperation.

The CCP views its military as a tool that not only serves war-
fighting objectives but can also influence diplomatic, economic, and
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security conditions in peacetime, and Xi Jinping has sought to in-
crease the PLA’s leverage internationally. Expanded leadership in
international security affairs is seen as an opportunity for Beijing to
expressly offer itself as an alternative security partner to the Unit-
ed States. China’s military exchanges with foreign countries aim
to build influence with partners near key economic locations. For
example, China’s participation in UN peacekeeping operations in
some African countries coincides with greater Chinese investments
in energy and critical minerals. China is now the fourth-largest
exporter of military equipment in the world, having expanded its
global weapons customer base and shifted from a “supplier of last
resort” to a more competitive defense industry that has upgraded
the quality of its arms for exports. Foreign military relations is an
area of U.S.-China competition that is likely to intensify as China
continues to use international military interactions to promote the
same false narratives about U.S. intentions and strategic goals that
it also advances by other means.

Key Findings

e China orients many of its interactions with foreign militaries
around undermining U.S. leadership of international security
affairs. The PLA’s messaging to its foreign counterparts in bi-
lateral and multilateral military engagements aims to enhance
China’s reputation at the expense of the United States.

e Russia is China’s most important military partner, and their
relationship serves many of China’s interests, such as signaling
strategic unity against the United States, undermining U.S. se-
curity partnerships, practicing combat-relevant military skills,
and obtaining advanced technology. During Russia’s unprovoked
war in Ukraine, China and Russia have continued to conduct
joint exercises both bilaterally and with other partners such as
Iran and other members of the Shanghai Cooperation Organi-
zation (SCO).

e China’s military exercises with foreign counterparts align with
Xi’s requirement for the military to strengthen its combat effec-
tiveness. The PLA uses bilateral and multilateral exercises to
carry out increasingly realistic, combat-oriented training such
as live-fire drills, combat simulations, air defense, and strike
operations. The PLA also pursues relevant combat support
capabilities such as communications, logistics, survival skills,
military medicine, and other basic military skills. The PLA ac-
crues additional benefits, including practicing skills that sup-
port power projection and gathering military intelligence during
exchanges.

¢ China uses ostensibly cooperative engagements with militaries
of neighboring states to encourage greater acquiescence to its
plans in the region. Nevertheless, China undermines its own
efforts in some cases by continuing to engage in aggressive be-
havior targeted at these same militaries, such as by harassing
the vessels of its supposed “partners” in the South China Sea.

e Many of the activities China conducts with foreign militaries,
including exercises and international military education and
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training, do little to develop foreign partner military capacity.
The United States maintains strong advantages in these areas
due to the quality of its programs and focus on building partner
capacity that China struggles to replicate.

Section 2: Weapons, Technology, and Export Controls

China’s rapid military modernization over the past two decades
shows it has not only been successful as a “fast follower” but also
is now leading in several technologies as it seeks to “leapfrog” the
United States to achieve dominance in the military domain. The
United States and China are engaged in a de facto arms competi-
tion, and the PLA is preparing for the possibility of open confron-
tation. If China overtakes longstanding areas of U.S. advantage
in undersea warfare and space and establishes a decisive lead in
Al, the balance of power in Asia and worldwide could be dramat-
ically altered. But whether China will become the world’s defense
technology leader remains an open question, depending on how
speedily it resolves its own inadequacies in areas such as human
capital and certain manufacturing technologies. One potential ac-
celerant of Beijing’s efforts is its relationship with Russia. Russia
may have no choice but to share its most valuable defense technol-
ogies with China, particularly those relevant to undersea warfare,
as it becomes increasingly isolated from the world due to its war
in Ukraine.

Chinese military leaders perceive Al as an inevitability in war-
fare. While the U.S. military leads the PLA in several Al applica-
tions (such as in the aerial domain), the PLA has focused on new
technologies to become increasingly competitive in computer vision
and autonomous underwater vehicles. These are potentially par-
adigm-shifting advances in warfare with broad ramifications. For
example, Al advances in underwater vehicles, combined with accel-
erated Chinese research on satellite-mounted light detection and
ranging (LiDAR) technology, could enable China to locate subma-
rines at depths of up to 500 meters. These investments could neu-
tralize the United States’ longstanding advantages in the undersea
domain at a time when top U.S. military officials and experts are
raising concerns the United States is retiring many of its aging sub-
marines faster than they can be replaced.

Further, China’s military Al firms have utilized U.S. technologies
to create products for the PLA. Many of China’s nonstate military
Al firms also operate as civilian nonstate technology firms, avoiding
the scrutiny and sanctions that come with aiding an adversarial
military. Many drew on U.S. technology advancement—in some cas-
es U.S. funding—during their development.

Key Findings
e The CCP aspires to transform China from a “fast follower” into
a world leader in defense technologies. Party leaders frame this
drive to catch up and surpass the United States in key warf-
ighting domains in terms of the needs for self-reliance in critical

technologies and a shift from a model based on copying foreign
technologies to one of original innovation.
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e China’s military-industrial complex produces a variety of qual-
ity modern weapons systems that increasingly enable the PLA
to challenge the balance of power in the Asia Pacific region.
China is also pursuing a space-based nuclear weapon that has
the potential to threaten the U.S. homeland with a new global
strike capability, and it is developing frontier technologies that
could lead to a paradigm shift in warfighting. It does so in spite
of the fact that its domestic defense industry is dominated by
state-owned monopolies and plagued by inefficiency.

e China is already a world leader in missile and space technol-
ogies, and tighter U.S. export controls are unlikely to have an
effect on future Chinese innovation in these areas. China’s huge
inventory of conventional ballistic, cruise, and hypersonic mis-
siles already limits the United States’ ability to operate freely
within the second island chain. Beijing’s pursuit of space-based
nuclear weapons and potential development of low-yield war-
heads could also complicate U.S. deterrence by offering the PLA
greater flexibility to threaten or engage in limited nuclear use
against U.S. forces in the region.

e China has made significant strides in submarine technology
over time and is heavily investing in anti-submarine warfare
capabilities to erode the longstanding U.S. advantage in un-
dersea warfare. Current limitations China faces in undersea
warfare technologies include quieting technologies for manned
nuclear submarines and propulsion systems for small undersea
vehicles. Russian technological assistance could, however, deci-
sively affect how quickly China catches up to the United States
in this area.

e China’s military-civil fusion program has made rapid progress
in Al for defense applications by leveraging commercial advanc-
es. Investment and procurement patterns suggest the PLA aims
to use Al-enabled weapons systems to counter specific U.S. ad-
vantages and target U.S. vulnerabilities.

e U.S. export controls toward China have expanded substantially,
though they now face significant obstacles to enforcement. Mili-
tary-civil fusion presents a unique challenge to export controls,
requiring a renewed focus on dual-use technologies, particularly
in current multilateral regimes, which focus mainly on prevent-
ing the spread of military technologies that currently exist rath-
er than preventing the development of new ones.

e Current investment restrictions are insufficient to stem the
flow of U.S. and foreign technology, expertise, and capital into
China’s defense sector. Capital and technology flows are often
accompanied by technical expertise, managerial acumen, and
business networks—factors much more difficult to contain to
intended end users. These intangible benefits can help Chinese
firms build operational capabilities that are not covered under
current screening mechanisms and into which the U.S. govern-
ment has limited visibility.
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Chapter 5: Changing Relations with Europe,
Taiwan, and Hong Kong

Section 1: Europe-China Relations; Convergence and
Divergence in Transatlantic Cooperation

Accounting for nearly 25 percent of global GDP and 10 percent
of the world’s population, Europe has deep economic ties to both
China and the United States. Consequently, the continent serves as
a locus of geostrategic competition between the United States and
China. Europe’s approach to China affects the scope and impact of
U.S. policies, including those that seek to limit U.S. exposure to and
dependence on China, maintain a free and open Indo-Pacific region,
and protect the rules-based international order. Ultimately, Europe
must confront and mitigate the strategic impact of an increasingly
aggressive China while balancing its economic dependence on the
Chinese market. For its part, the United States may be confronted
with consequences from China’s actions through their impact on Eu-
ropean markets and security calculations as well as potential spill-
over effects from European governments’ policy responses to China.

China views Europe as an important region for supporting its eco-
nomic rise and other political and geostrategic goals—but also one
that is increasingly pushing back against its actions and moving
into greater convergence with the United States. Economically, Chi-
na is expanding its coercive capacity over Europe through invest-
ments in critical infrastructure, including logistics networks, ports,
and 5G capabilities. China also seeks to expand trade volume with
the EU’s single market and member state economies and to broaden
Chinese market access in Europe. As with the United States, how-
ever, China’s trade relationship with Europe undermines European
competitiveness through market distortions caused by China’s un-
fair trade practices. Politically, China seeks to sow division within
Europe between EU institutions and member states, undermining
EU authority while elevating individual states when their perspec-
tives align with China’s own. In addition to actively inflaming ten-
sions, China capitalizes on differing perspectives between the EU
and its member states by providing countries an alternative to par-
ticipation in the EU. It also leverages its extensive economic ties to
create competing incentives within individual European countries to
reduce their capacity and willingness to respond to China through
their national policies.

China’s continued disregard for the rules-based international or-
der, increasingly aggressive economic actions, and support for Rus-
sia’s unprovoked invasion of Ukraine present direct risks to Europe-
an economic and security interests. In light of these challenges, the
EU and most of its member states are shifting their assessments
of China from an economic partner to a multidimensional system-
ic rival, creating the potential for greater convergence in U.S. and
European approaches to dealing with China. Important differences
nonetheless remain, and diversity in European approaches presents
China opportunities to undermine EU action through selective en-
gagement with member states. At the same time, many of the EU’s
economic policies fail to adequately address China’s practices while
also presenting challenges for the United States. Taiwan is also a
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topic of growing importance in Europe; however, European govern-
ments and publics have yet to reach conclusions about the threat
the Chinese government’s toward Taiwan may pose to their inter-
ests and how they should respond.

Key Findings

e China’s policies present a range of economic and security chal-
lenges to the EU and European countries. Unbalanced trade
and substantial Chinese infrastructure investment on the con-
tinent undermine economic security and leave European coun-
tries potentially vulnerable to China’s economic coercion. China
seeks to interfere and stoke division in the EU and its member
states’ politics through media influence, disinformation cam-
paigns, subversion of EU institutions, coercion of individual
member states and policymakers, and the uneven provision of
economic incentives. China also undermines European security
by providing political and economic support for Russia.

e The EU and individual European states’ strategic assessments
of China are rapidly shifting from primarily seeing China as
a potential policy partner and geographically distant economic
competitor to increasingly seeing it as a systemic rival with an
active presence in Europe. This shift is bringing European poli-
cy approaches into greater convergence with the United States,
particularly as it relates to China’s growing economic threat via
unfair trade practices and strategically motivated investments
in sensitive infrastructure and technologies.

e Diversity in views between and within EU countries makes con-
sensus-building slow and may limit the scope, speed, and depth
of fundamental change in the EU’s collective policy approach
to China. This complexity in European approaches may affect
the U.S. response to China and limit the space for viable policy
cooperation with the EU.

e Europe is an important locus of geostrategic competition be-
tween the United States and China. Like the United States, the
EU seeks to bolster its economic resilience and reduce depen-
dence on China. While it is developing some economic tools to
mitigate China’s unfair trade practices and economic coercion,
these tools are often voluntary and narrower in scope than cor-
responding U.S. mechanisms, limiting the effectiveness of trans-
atlantic coordination. Significant disagreements over economic
policy between the EU and the United States, including differ-
ences over preferential subsidies, also complicate policy coordi-
nation on China.

e Russia’s invasion of Ukraine has increased European govern-
ments’ focus on challenges from China. Beijing’s support for
Russia throughout the war has highlighted the threat China
poses to European countries across a variety of issue areas, in-
cluding through its use of disinformation and its willingness to
provide diplomatic, economic, and military assistance to other
hostile, aggressive powers. It also draws attention to the EU’s
and its member states’ vulnerabilities, such as economic depen-
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dency on and supply chain risks from China and the potential
economic costs of a conflict in the Taiwan Strait.

¢ China’s leadership perceives increasing challenges to its eco-
nomic, geostrategic, and political goals in Europe, including
increasing economic rivalry with the EU and European econ-
omies, greater coordination between the EU and the United
States, hardening views of Russia among European govern-
ments, and the EU and its member states’ intensifying focus on
a values-based China policy. Chinese leaders have grown more
pessimistic about their ability to prevent further convergence
between the United States and its European allies, and they
have decided to accept some damage to their relations with the
EU and European countries to maintain their strategic partner-
ship with Russia.

e Chinese aggression against Taiwan would have serious econom-
ic and strategic consequences for the EU and European coun-
tries. Although Taiwan is a topic of growing importance in Eu-
rope, European governments and publics have not yet reached
definitive conclusions about their interests and possible poten-
tial responses to a conflict stemming from Chinese aggression
toward Taiwan. Despite deepening ties between Taiwan and Eu-
rope and statements from both the EU and individual state gov-
ernments about their support for stability in the Taiwan Strait,
a remaining lack of a coherent European policy toward Taiwan
weakens the extent to which these positive steps can contribute
to deterrence.

Section 2: Taiwan

In 2023, China accelerated its multifaceted political, military, eco-
nomic, and information pressure campaign against Taiwan, continu-
ing to raise international concerns about the possibility of Beijing
initiating military aggression. Beijing’s coercion is aimed at influ-
encing the outcome of the presidential election in January 2024.
President Tsai Ing-wen’s Administration continues to adopt mea-
sures to inoculate Taiwan against these coercive efforts, especially
in the security and economic spheres; however, the results of these
measures will not be apparent for some time. Reforms to Taiwan’s
military and efforts to root out election-related disinformation are
contributing to greater resilience of the island, even as the PLA
has intensified gray zone activities and rehearsals for possible mili-
tary action. Taiwan’s economy remains stable despite the global dip
in demand for semiconductors and punitive measures from Beijing
aimed, again, at influencing the upcoming election. Over the last
year, Taiwan has sought to draw even closer to the United States
through new initiatives, strengthening its security and economic ties
through the Biden Administration’s announcement of drawdown au-
thorities for faster arms transfers and the U.S.-Taiwan Initiative on
21st Century Trade.

Politically, Beijing continues to target Taiwan with disinformation
and united front work to amplify societal divisions and demoralize
the electorate. Taiwan’s population has overwhelmingly rejected the
CCP’s “one country, two systems” framework, and none of the four
major candidates is advocating for moving forward under that par-
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adigm. Economically, China continued to ramp up its pressure cam-
paign against Taiwan in the leadup to the election, enacting new
bans on targeted imports from the island and opening an investiga-
tion designed to call into question the future stability of cross-Strait
trade and investment. Internationally, China continued its efforts
to isolate Taiwan. In the face of the massive, unrelenting resources
Beijing continues to devote to undermine its standing, Taiwan has
abandoned previous efforts to compete directly with China’s check-
book diplomacy. Instead, Taiwan takes a tailored approach to part-
ners and seeks to strengthen relations with a broad range of coun-
tries by highlighting its critical industries and its role as a beacon
of democracy.

On the security front, the PLA expanded its provocative opera-
tions in the air and waters around Taiwan in 2023, violating the
island’s air defense identification zone (ADIZ) on an almost daily
basis in an attempt to normalize its presence. Prominent Chinese
state-linked think tanks are also studying the implications of the
war in Ukraine for a potential conflict over Taiwan as well as for
lessons about U.S. deterrence strategy. Chinese scholars have noted
the effective use of dual-use technology, such as drones and Star-
link satellites, as well as the United States’ use of its intelligence
capabilities to influence the information environment prior to the
invasion and to enhance Ukraine’s military effectiveness. Taiwan
has also announced a number of changes to its military in 2023,
including a restructuring of its conscription system and future pro-
curement priorities, to enhance its defensive capabilities.

Key Findings

e In the runup to the 2024 elections, Beijing is accelerating its
multifaceted coercion campaign against Taiwan. The PLA has
continued to ratchet up military activity around Taiwan, con-
tinuing a trend over the past five years of increased military
coercion that reflects a rising risk of conflict.

e Taiwan’s four major presidential candidates have attempted to
differentiate their China policies from one another while tai-
loring their positions to reflect popular consensus among the
island’s voters. Taiwan’s electorate has overwhelmingly rejected
the CCP’s “one country, two systems” framework, with no major
candidate advocating for moving the cross-Strait relationship
forward under that paradigm.

e Taiwan’s military continues to develop its capabilities to resist
a PLA military campaign, announcing plans to enhance both
its training and equipment. Taiwan continues to grow its profi-
ciency with advanced U.S.-supplied weapons and is integrating
lessons observed in Russia’s war against Ukraine. Taiwan’s mil-
itary has begun the process of reforming training for its con-
scripted members and extending conscripted military service
from four months to one year.

¢ Beijing has stepped up its economic pressure campaign by con-
tinuing to ban targeted imports in addition to threatening to
roll back decades-old preferential cross-Strait trade arrange-
ments. A drop in global demand for its key exports caused Tai-
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wan’s economy to temporarily slip into recession in early 2023,
raising concerns that while the economy has stabilized, it may
still be susceptible to the impact of economic coercion.

Section 3: Hong Kong

Hong Kong now lives under the Mainland’s control. Beijing con-
tinues to adapt Hong Kong’s institutions to mainland preferences
and has eliminated the territory’s once vibrant civil society. China’s
central government has installed loyal judges and placed leaders in
key roles, leading to the strictest interpretation of the National Se-
curity Law (NSL). Hong Kong’s move to enforce its NSL beyond its
jurisdiction also reveals the stronger mainland influence that is de-
stroying its legal system. The effects of Beijing’s authoritarian over-
reach are driving more Hong Kongers to leave the territory. Those
who choose to stay must decide whether to self-censor or risk polit-
ically motivated legal action for activities that were once protected
by law and common across the Special Administrative Region. As
these expats and Hong Kongers leave for other regional hubs such
as Singapore, mainland human capital and investment increasing-
ly dominate Hong Kong’s business environment, cementing Hong
Kong’s status as a Chinese, rather than international, city.

Though Hong Kong’s role as an international commercial hub has
decreased, the territory remains important for Beijing’s economic
ambitions, particularly its efforts to connect the Mainland to inter-
national financial markets. Hong Kong has also reportedly become
a transshipment hub for diverting U.S. technology to Russia, while
Hong Kong-based firms have joined China in aiding Russian tech-
nology supply chains.

The extent of Hong Kong’s judicial degradation can be seen in the
trials of Jimmy Lai, the Hong Kong 47, and many others. These cas-
es are examples of the complete erosion of civil liberties and should
be illustrative of China’s future enforcement of the NSL in Hong
Kong. Likewise, Hong Kong’s faith-based communities, trade unions,
and journalists face increasing repression, coercion, and a limited
ability to participate in civil society.

Key Findings

e Hong Kong Chief Executive John Lee serves as Beijing’s en-

forcer of the CCP’s interests in reversing the territory’s once

democratic institutions and civil society. The CCP now controls
Hong Kong’s political, judicial, religious, and education systems.

e Under the NSL, the central government in Beijing has the au-
thority to intervene in any legal case in which it sees an “in-
tractable” problem or determines the city is unable to resolve
the problem on its own.

e The Hong Kong government is now attempting to extend its
reach, taking an extraterritorial approach to enforcement. It is
charging individuals overseas on national security grounds, has
placed bounties on some overseas prodemocracy activists, and
has attempted to intimidate their family members.

¢ Hong Kong’s civil society was weakened further this year as
Beijing’s restrictions on religious organizations, labor rights,
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and the press led some organizations to choose to disband rath-
er than submit to new restrictions on free speech and assembly.

Faced with the continued departure of international firms and
human capital, Hong Kong is seeking to draw in mainland Chi-
nese business and talent to boost its lagging domestic economy.
Chinese nationals and businesses have flooded Hong Kong’s
labor force and economy, solidifying Hong Kong’s reliance on
mainland China. Beijing’s efforts to rehabilitate Hong Kong’s
international image are cosmetic, designed purely to attract for-
eign business.
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THE COMMISSION’S KEY RECOMMENDATIONS

The Commission considers 10 of its 30 recommendations to Con-
gress to be of particular significance. The complete list of recommen-
dations appears at the Report’s conclusion on page 697.

The Commission recommends:

I.

II.

III.

Iv.

Congress consider legislation establishing a framework for
corporate disclosure requirements to provide investors great-
er transparency into risks from publicly traded companies’ ex-
posure to China. Factors encompassed within the framework
may include but not be limited to the percentage of compa-
nies’ total assets in China, their joint ventures with Chinese
firms, the amount and nature of research and development
they undertake in China, and the influence of any company
personnel associated with the Chinese Communist Party in
corporate decision-making.

Congress establish a risk matrix framework to evaluate the
national security threat posed by electronic products import-
ed from the People’s Republic of China. To eliminate or miti-
gate risks identified in the threat matrix evaluation, Congress
should consider the use of all trade tools, including tariffs.

Congress direct the U.S. Department of Defense to work with
European partners to protect the movement of U.S. military
equipment, supplies, and personnel from Chinese surveillance
via China’s National Transportation and Logistics Public In-
formation Platform (LOGINK) and any other logistics plat-
form controlled by, affiliated with, or subject to the jurisdic-
tion of the Chinese Communist Party or the Government of
the People’s Republic of China or any logistics platform that
shares data with such a system. Coordination with European
partners should include:

¢ Identifying ports in NATO countries that currently utilize
or intend to utilize LOGINK or similar systems from China
or other countries of concern;

e Assessing the U.S. military’s current and past potential ex-
posure to Chinese surveillance via LOGINK or similar sys-
tems and the risks to U.S. interests and national security
resulting from such exposure;

¢ Identifying and assessing the feasibility of adopting alter-
native shipping routes through ports that do not currently
utilize or intend to utilize LOGINK or similar systems, in-
cluding by identifying any risks to U.S. military programs,
activities, and movements that would be created by at-
tempting to avoid exposure to such systems; and

e Implementing joint measures to mitigate the identified
risks of exposure to LOGINK and similar systems in Eu-
ropean ports.

Congress address China’s state-sponsored influence and in-
terference in the United States by amending the Higher Ed-
ucation Act of 1965 as follows:
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¢ To require the U.S. Department of Education to share data
on U.S. universities and colleges’ foreign gifts and contract
disclosures, required under section 117 of the act, with U.S.
federal law enforcement, intelligence agencies, and other
relevant agencies, including but not limited to the Feder-
al Bureau of Investigation and the Office of the Director
of National Intelligence (ODNI). Such information shar-
ing should encompass gifts and contracts extending back
at least ten years, or a period of time determined by Con-
gress, as well as all future gifts and contracts as they are
disclosed to the department.

e To direct an interagency review, led by ODNI, to assess the
section 117 data to identify risks posed by China- and Hong
Kong-origin money received by U.S. universities and col-
leges. The interagency findings should be reported to Con-
gress and inform steps, including potential suspension of
federal funds, to mitigate risks associated with continued
receipt of China-origin money by U.S. universities and col-
leges.

e To require universities and colleges to include in their sec-
tion 117 reporting when a foreign gift or contract disclo-
sure has been added retroactively or when a past entry has
been revised and to establish penalties for late reporting.
Penalties may include loss of federal financial assistance
within three consecutive or nonconsecutive years of failing
to disclose gifts or contracts above the current threshold of
$250,000.

e To direct the U.S. Department of Education to evaluate the
adequacy of the current reporting threshold of $250,000 by
conducting a study on the average amount of foreign gifts
and contracts received or signed by U.S. universities and
colleges in a variety of academic disciplines and to deter-
mine whether the threshold needs to be adjusted for pro-
grams in disciplines that Congress deems critical to U.S.
national security. The study should also include an analysis
of the amount, focus, and potential impact of China- and
Hong Kong-origin gifts and contracts received by U.S. uni-
versities and colleges over the last ten years.

V. Congress enact legislation to address politically oppressive

VL

lawsuits initiated by the Chinese government or its proxies
attempting to silence, intimidate, or impose significant litiga-
tion costs on parties for exercising protected rights through
political engagement or other public participation. Such leg-
islation would create a procedure providing for expedited
consideration of efforts to dismiss such lawsuits and staying
expensive discovery proceedings until the court has made a
threshold determination on the merits of the lawsuit.

Congress request an evaluation, to be completed within 180
days by the General Accountability Office, of the effectiveness
of recently imposed semiconductor export control regulations
in preventing China from either acquiring or developing the
capacity to manufacture certain advanced semiconductors.
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VIII.

IX.

28

The report should include an assessment of the extent of co-
operation received from key allied governments, as well as
both U.S. and foreign-based companies, and an evaluation of
China’s efforts to circumvent these controls or to negate their
effectiveness by developing its own indigenous capabilities.
This assessment should be prepared for public release but
may include a classified annex. The report should be updated
annually.

Congress provide the Committee on Foreign Investment in
the United States (CFIUS) the authority to review invest-
ments in U.S. companies that could support foreign acquisi-
tion of capabilities to attain technological self-sufficiency or
otherwise impair the economic competitiveness of the United
States, including:

¢ Investments in technology areas prioritized in potential
adversaries’ industrial policies, such as China’s 14th Five-
Year Plan, Made in China 2025, and other related initia-
tives;

e Investments in U.S. firms that have received funding from
the U.S. Departments of Defense, Commerce, Energy, and
other U.S. government funding for projects critical to na-
tional security and competitiveness; and

e Other investments that may provide privileged access to
expertise, business networks, and production methods crit-
ical to maintaining U.S. economic and technological com-
petitiveness.

Congress establish an interagency group, led by the Office of
the Director of National Intelligence, to create a public data-
base to assist U.S. companies, universities, and individuals in
conducting due diligence on potential business or academic
partners in China. The database should enable users to iden-
tify how China’s military, United Front Work Department,
intelligence agencies, and security agencies may be linked to
Chinese companies, investment firms and other financial in-
stitutions, research institutes, and universities.

Congress should direct the U.S. Department of Defense (DOD)
to expand the training of Taiwan’s military to locations in the
United States for the purpose of conducting weapons famil-
iarization with systems that have been ordered by but not
yet delivered to Taiwan in order to speed Taiwan’s adoption
of those systems once delivered. Congress should authorize
DOD to station standing observer teams from Taiwan at U.S.
training installations and bases to observe and participate in
such training.

Congress direct the Administration to engage in discussion
with European allies on plans and preparations to impose
economic sanctions on China in the event of a confrontation
over Taiwan, an escalation in China’s support for Russia, or
other contingencies. Congress also direct the Administration
to consult with Congress on the progress of these discussions.



CHAPTER 1

YEAR IN REVIEW

SECTION 1: U.S.-CHINA BILATERAL AND
CHINA’S EXTERNAL ECONOMIC AND TRADE
RELATIONS

Abstract

In 2023, the United States pursued diplomatic engagement with
Beijing while seeking to de-risk the economic and security relation-
ship. De-risking has seen its most muscular expression in an un-
precedented export control regime designed to stifle China’s access
to advanced semiconductor technologies. At the same time, bilater-
al trade reflects deep and continuing commercial ties between the
United States and China. Beijing’s increased control over corporate
information flows has significantly complicated the ability of U.S.
firms to assess risk in China. Meanwhile, China’s role in global debt
distress, attempts to internationalize the renminbi (RMB), economic
sustainment of Russia and its war in Ukraine, and economic coer-
cion in 2023 all highlight its opportunistic stance: Beijing seeks to
reap benefits from the financial instability it sows while attempting
to shield itself from effects of the same. China’s willingness to help
international rule-breakers like Russia sidestep U.S. sanctions is an
example of how the Party-state seeks to bend the rules-based order
in its favor.

Key Findings

e U.S. restrictions introduced in 2022 to curb China’s ability to
manufacture and develop advanced semiconductors have limited
China’s access to key segments of the chip industry that could
advance its military. The controls prompted China to increase
efforts to draw foreign talent to its chip industry, circumvent
export controls, expand espionage activities, and promote indig-
enous innovation. In September 2023, Huawei began selling a
smartphone that reportedly uses a Chinese-made chip capable
of 5G performance despite U.S. restrictions, although China’s
capacity to domestically produce these chips at scale remains
uncertain. The restrictions led to a drop in U.S. semiconductor
exports of 50.7 percent in the first eight months of 2023 rela-
tive to the same period in 2022—down to $3.1 billion from $6.4
billion the year prior.

¢ Five years after the United States first imposed tariffs under
the Trump Administration Section 301 investigations, the com-
position of bilateral trade has changed dramatically. Many of

(29)
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the U.S. industries exposed to trade actions and geopolitical ten-
sions are seeking to shift toward suppliers based outside of Chi-
na; however, this may not substantially reduce U.S. reliance on
Chinese producers. A growing portion of suppliers in overseas
markets are owned by Chinese entities, who also seek to evade
trade restrictions by setting up facilities overseas, particularly
in other parts of Asia and Mexico. U.S. exposure to China also
rose through transshipment of goods through third countries.

e U.S. businesses delayed or reconsidered investment in China
amid a weak economic outlook there, contributing to a contin-
ued decline of foreign direct investment (FDI) flows into China
in 2023 after record lows in 2022. Amid heightened geopolitical
tensions, U.S. businesses frequently found their Chinese oper-
ations getting caught in the crosshairs of Chinese restrictions.
While many U.S. firms continue to view access to China’s mar-
ket as crucial to growth, a growing number of firms are moving
to limit exposure and identify alternative strategies.

e As part of China’s far-reaching anti-espionage and national se-
curity campaign, restrictions on cross-border data flows have cut
off offshore businesses and investors from real-time financial
and economic data. Amendments to China’s Counterespionage
Law that went into effect in June broadened the definition of
espionage activities to include any information gathering that
involves material related to China’s broad and ambiguous defi-
nition of national security, potentially subjecting any company
that collects information to investigation for espionage.

e Developing countries that received loans financed through Chi-
na’s policy banks are facing widespread debt distress, but China
is not providing sufficient relief. China’s continued free-riding
on multilateral relief efforts and persistent refusal to offer debt
forgiveness to many distressed borrowers undermines U.S.-led
efforts to assist developing countries through comprehensive
debt relief and restructuring.

e China is attempting to expand international use of the RMB and
encourage participation in its RMB-based cross-border payment
system through bilateral currency agreements and swap lines.
These steps could provide an alternative financial architecture
for countries seeking to circumvent or insulate themselves from
U.S. sanctions, but they have not meaningfully increased global
settlement in RMB.

Introduction

Seeing declining foreign investment after three years of strict con-
trols under the “Zero-COVID” policy, China sought to present itself
as a market-driven, business-friendly economy in 2023, hoping to
lure foreign capital and knowhow back to its market. While its exter-
nal messaging may have changed, the Chinese Communist Party’s
(CCP) goals—to enhance the overall power of China and the CCP—
have not. The CCP’s approach to its external trade and financial re-
lations is focused on promoting self-reliance while bolstering China’s
influence as an indispensable global sourcing hub. At the same time,
CCP leaders are acutely aware of gaps in China’s domestic produc-
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tion capacity, where China views attracting foreign research and
technology as critical to accelerating industrial advancement. Chi-
na’s continued need for foreign business and finance clashes with
a state-centric and security-focused trajectory hastened by General
Secretary of the CCP Xi Jinping over the previous decade. State
planners continue to use requirements for market access—including
requiring companies to form joint ventures with Chinese firms—to
induce companies into relocating their operations within its borders,
enabling the transfer of industry knowhow, trade secrets, and tech-
nology to Chinese firms.1

China seeks to diversify and secure its access to critical technol-
ogies while striving in the long term to reduce reliance on foreign
technology supply chains. China’s vulnerabilities were exposed by
U.S.-led actions at the end of 2022 to restrict China’s access to ad-
vanced semiconductor technology. China’s domestic semiconductor
industry is struggling to develop alternative supplies of chips used
in its military and artificial intelligence (AI) applications, though
its capabilities continue to advance. Its dominance of the electric
vehicle (EV) industry at all stages of the production chain stands
out as a rare example of China achieving its self-reliance objectives.

Viewing the impact of U.S. and allied economic restrictions on
Russia following its unprovoked invasion of Ukraine, Chinese lead-
ership has been vocal about the need to weaken the sanctions power
of the United States. As it seeks to reduce its reliance on U.S. dollars
in bilateral trade and financial relations, this past year China final-
ized a range of trade and investment deals with countries, includ-
ing Brazil and Saudi Arabia,* allowing for some settlement in RMB
rather than the U.S. dollar, though none of the countries involved
have yet reported concluding settlements under the respective ar-
rangements.2 China has also sought to deepen trade networks with
countries beyond the sway of U.S.-led sanctions, including Iran.

This section examines key developments and trends in U.S-China
bilateral economic relations and China’s other external economic rela-
tions. For analysis of the CCP’s domestic economy in 2023 and its long-
term fiscal and financial challenges, see Chapter 3, Section 2, “Fiscal,
Financial, and Debt Problems Weigh Down Beijing’s Ambitions.”

The United States’ Evolving Approach to Economic
Competition with China

Diplomatic Thaw with China

The Biden Administration launched a series of high-level
diplomatic engagements with China in 2023 as it messaged
the possibility of continued cooperation despite bilateral
tensions. After the United States downed a Chinese spy balloon

*Although Brazil and Saudi Arabia have announced their intent to conduct some bilateral
trade in RMB, both countries continue to use the U.S. dollar to settle transactions for their most
important exports While China purchases 25 percent of Saudi Arabia’s oil exports, the Kingdom
trades oil exclusively in the U.S. dollar. Similarly, China purchased nearly 70 percent of Brazil’s
soybean exports in 2022, but there is currently no publicly available information regarding the
existence or extent of potential soybean sales in RMB. Regardless, Brazil and Saudi Arabia’s
open support for RMB internationalization presents a subtle but noteworthy shift in interna-
tional attitudes regarding the use of the U.S. dollar in global trade. Gillian Tett, “Prepare for a
Multipolar Currency World,” Financial Times, March 30, 2023; Summer Said and Stephen Kalin,
“Saudi Arabia Considers Accepting Yuan Instead of Dollars for Chinese Oil Sales,” Wall Street
Journal, March 15, 2022.
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that intruded into U.S. airspace in February 2023, China froze
its diplomatic communications with the United States for several
months. The Biden Administration’s efforts to maintain open lines of
communication with China resumed in May 2023, when U.S. Com-
merce Secretary Gina Raimondo met with her Chinese counterpart
in Washington.? Secretary Raimondo’s meeting was followed by vis-
its to Beijing by U.S. Secretary of State Antony Blinken in June
2023 and U.S. Treasury Secretary Janet Yellen and the president’s
special envoy for climate John Kerry, both in July 2023.4 Secretary
Yellen emphasized that the Biden Administration believes it is pos-
sible to achieve a mutually beneficial, long-term economic relation-
ship—“one that supports growth and innovation on both sides”—
during her meeting with China’s Premier Li Qiang in Beijing.?
Secretary Yellen also reiterated longstanding U.S. concerns about
China’s nonmarket policies.® Secretary Yellen’s messaging that co-
operation can occur in spite of geopolitical tensions reinforces an
approach to economic relations with China she laid out in an April
2023 speech.” The strategy focuses on investing in U.S. domestic
capabilities, increasing supply chain resiliency, and aligning strat-
egies with U.S. allies and partners to shape the environment for
sustained U.S.-China competition. Secretary Yellen emphasized that
this strategy is narrowly focused on national security risks from
China, stating, “Even as our targeted actions may have economic
impacts, they are motivated solely by our concerns about our securi-
ty and values. Our goal is not to use these tools to gain competitive
economic advantage.”® Additional visits by U.S. Cabinet officials in
2023, including a trip to Beijing by Secretary Raimondo in August
2023, sought to further clarify the United States’ intent to maintain
stable commercial relations.?

The United States has maintained the tariffs imposed un-
der the Trump Administration Section 301 investigation as
the U.S. Trade Representative (USTR) conducts a review of
their efficacy and impact. Under the Trade Act of 1974, USTR
has a statutory requirement to conduct a four-year review of the
tariff actions taken under the Section 301 authority, assessing the
effectiveness of the action in achieving its objective and the impact
on the U.S. economy.1® The USTR review began in September 2022
and could conclude by the end of 2023.11 While the details of the
review are not yet known, in July 2023 the USTR stated the review
will consider “the existing tariffs structure and how to make the
tariffs more strategic in light of impacts on sectors of the U.S. econ-
omy as well as the goal of increasing domestic manufacturing.”12
Secretary Yellen indicated that the tariffs are a point of leverage as
the United States seeks to address China’s unfair trade practices,
stating that “it’s premature to use this as an area for de-escalation,
at least at this time.”13

The United States Places “De-Risking” at the Center of Its
Economic Approach

In 2023, the Biden Administration adopted the G7 concept
of “de-risking” to frame its approach to the national securi-
ty vulnerabilities stemming from the economic relationship
with China. In a May 2023 statement, President Joe Biden and
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the other G7 leaders committed to de-risking as the basis for their
approach to economic resiliency and security (see textbox below). By
emphasizing de-risking instead of decoupling, the Biden Adminis-
tration sought to reduce tensions with China and signal its pursuit
of objectives it says seek to avoid a broad severance of economic
relations and unintended impacts on global commerce. President
Biden stated that de-risking further aims to resist Chinese econom-
ic coercion, counter Chinese nonmarket trade practices, and place
limits on China’s access to a “narrow set of advanced technologies
critical for our national security.” 14 However, the full scope of these
technologies has yet to be specified.* Administration actions also
continue to address forced labor concerns in Xinjiang.1> According
to Secretary Raimondo in August 2023, the United States seeks to
allow trade and investment in “un-risky” areas to thrive, protecting
national security while minimizing damage to other commercial re-
lations.1é (For more on European countries’ approach to de-risking,
see Chapter 5, Section 1, “Europe-China Relations; Convergence and
Divergence in Transatlantic Cooperation.”)

De-Risking and Siloing Face Limits as China Seeks to
Deepen Self-Reliance

De-risking is emerging as a shorthand for a transatlantic vision
of reducing economic reliance on China without complete decou-
pling, though individual countries and companies have taken di-
verging approaches to defining and implementing de-risking. In
March 2023, President of the European Commission Ursula von
der Leyen introduced de-risking as the focus of EU policy toward
China, stating that “it is neither viable—nor in Europe’s inter-
est—to decouple from China.”17 She depicted the EU’s economic
de-risking strategy as resting on four pillars: (1) increasing Eu-
ropean economic competitiveness and supply chain resiliency, (2)
countering Chinese economic distortions, (3) controlling the flow
of technologies that pose national security risks, and (4) aligning
EU policy with its partners.1® The de-risking construct was subse-
quently adopted by the United States, when President Biden and
the other G7 leaders released a communiqué on May 20, 2023,
pledging to coordinate an approach to “economic resilience and
economic security that is based on diversifying and deepening
partnership and de-risking, not decoupling.”1? In short, a de-risk-
ing strategy would aim to allow companies to continue profiting
inside China and broadly protect firms from China’s ongoing non-
market policies.

The United States’ developing de-risking approach aligns with
calls from U.S. businesses operating in China to avoid escalating
geopolitical tensions with China. In its annual American Busi-
ness in China White Paper, released in March 2023, the Ameri-
can Chamber of Commerce in China (AmCham China) set one of
its three policy priorities as maintaining “channels for commer-
cial engagement and meaningful exchange while separately ad-
dressing national security concerns and values-based differences

*For more on the challenges facing the United States’ export control regime, see Chapter 4,
Section 2, “Weapons, Technology, and Export Controls.”
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De-Risking and Siloing Face Limits as China Seeks to
Deepen Self-Reliance—Continued

where possible.”29 Ten days prior to the G7 communiqué released
in May, President and CEO of the U.S. Chamber of Commerce Su-
zanne P. Clark emphasized that the United States needs “to take
the surgical approach of de-risking.”2! De-risking also dovetails
with nascent efforts of U.S. and other foreign businesses to silo
their operations in China, hiving off their China operations into
localized business units and creating duplicate supply chains iso-
lated to the Chinese market.22 For instance, the U.S. technology
company Salesforce is shifting to provide its services inside China
through a partnership with Alibaba Cloud.23 Siloing aims to insu-
late multinational companies’ China operations from present and
future disruptions stemming from policies enacted by Beijing and
Washington, including measures to control technology flows.24

Countries and firms attempting to employ a de-risking strat-
egy run into an immediate challenge confronting China’s own
dual circulation strategy. First articulated by the CCP in 2020,
the strategy seeks to promote China’s self-reliance while bolster-
ing its influence as an indispensable global sourcing hub.*25 As
Managing Director of U.S. think tank MacroPolo Damien Ma ex-
plains, by concentrating investments in technology projects and
strengthening supply chains, “Beijing’s strategy appears to be
precisely focused on entrenching China as the irreplaceable pro-
duction node.”26 A successfully realized dual circulation strategy
would increase the difficulties facing U.S. and foreign companies
in their efforts to reduce dependence on China and diversify sup-
ply chains.

Chinese officials attempted to strengthen ties with glob-
al businesses and thwart corporate support for U.S. and
other governments’ attempts to reduce economic ties. In
a concerted charm offensive, Chinese officials sought to reengage
global businesses and reduce their concerns about operating risks
inside China, hoping to slow corporate efforts to diversify away
from China, revive companies’ direct investment into China, and
potentially diminish business backing for future U.S. policy mea-
sures aimed at addressing national security risks. Premier Li
vehemently criticized the U.S. de-risking strategy in public com-
ments at the June 2023 World Economic Forum meeting in Tian-
jin, saying that governments should not “overstretch the concept
of risk or turn it into an ideological tool” and instead should leave
addressing risks to the business community.27 Additionally, since
China reopened to international travel at the start of 2023, senior
Chinese officials have hosted and met with multiple executives of
leading multinational firms who visited China, including CEOs of
Airbus,T Apple, General Motors, Intel, JPMorgan, and Samsung.28

*For more on China’s supply chain strategy, see U.S.-China Economic and Security Review
Commission, Chapter 2, Section 4, “U.S. Supply Chain Vulnerabilities and Resilience,” in 2022
Annual Report to Congress, November 2022, 296-305.

FFor more on China’s charm offensive toward European companies, see Chapter 5, Section 1,
“Europe-China Relations; Convergence and Divergence in Transatlantic Cooperation.”
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In June 2023, Microsoft cofounder Bill Gates met with General
Secretary Xi in Beijing, where Xi expressed China’s openness to
cooperation and emphasized that China would not be a “strong
country seeking hegemony.”29 Tesla CEO Elon Musk visited mul-
tiple officials during a May 2023 trip to China, including China’s
then Foreign Affairs Minister Qin Gang, the ministers of com-
merce and industry, and Vice Premier Ding Xuexiang.39 Subse-
quently, in July, Tesla emerged as the only foreign automaker to
sign on to a pledge by China’s EV industry to avoid a price war
and promote “core socialist values.”31

The United States is continuing to pursue engagement
in Asia through the Indo-Pacific Economic Framework
(IPEF). The United States launched IPEF in 2022 with 13 oth-
er partner countries.* Biden Administration officials have stated
that IPEF is not intended to be a “traditional trade agreement”
but rather aims to develop high standard rules on trade in the
Indo-Pacific and further goals related to sustainability, labor, and
supply chains. The initiative offers an alternative vision of eco-
nomic engagement to Beijing’s own efforts to enhance its region-
al economic leadership and deepen economic ties. IPEF consists
of four key areas of cooperation, or pillars: (1) trade; (2) supply
chains; (3) clean energy, decarbonization, and infrastructure; and
(4) tax and anticorruption.f The initiative does not involve nego-
tiations over market access or tariff liberalization, which critics
say will limit its appeal and impact.32

The IPEF Supply Chain Agreement, which was reached on
May 27, 2023, marks the first concrete measure under the
trade initiative since it was launched a year earlier.33 IPEF
partners announced an agreement on standards and mechanisms
designed to bolster supply chain resilience, including by setting up
three bodies to facilitate cooperation, information sharing, and ef-
forts to coordinate supply chain diversification.§34 The proposed
supply chain agreement contains few binding commitments on the
14 IPEF partners, and it may initially spur few substantive initia-
tives to realign supply chains.3> Nonetheless, the proposed coordi-
nation bodies may still play an important role in building capacity

*In addition to the United States, IPEF member countries include Australia, Brunei Darus-
salam, Fiji, India, Indonesia, Japan, Malaysia, New Zealand, Philippines, Singapore, South Korea,
Thailand, and Vietnam.

TThe Biden Administration may implement IPEF commitments through trade executive agree-
ments that would not require congressional approval. Trade executive agreements, similar to
the U.S.-Japan deal of 2019, must be limited in scope but can include binding commitments on
certain rules. Their content may focus largely on establishing engagement among trade part-
ners without precise market access agreements. Brock R. Williams, Rachel F. Fefer, and Mark E.
Manyin, “Biden Administration Plans for an Indo-Pacific Economic Framework,” Congressional
Research Service, February 25, 2022; Kathleen Claussen, “Trade’s Mini-Deals,” Virginia Journal
ofInternatwnal Law 62:2 (2022): 348-352.

%For more on the United States’ options for regional trade engagement in the Indo-Pacific, see
US -China Economic and Security Review Commission, Chapter 2, Section 2, “Challenging Chi-
na’s Trade Practices,” in 2022 Annual Report to Congress, November 2022, 210-216.

§ The proposed agreement establishes a Supply Chain Council, a Supply ‘Chain Crisis Network,
and a Labor Rights Advisory Board. IPEF’s Supply Chain Council is intended to allow countries
to develop action plans to diversify and develop supply chains in critical sectors, while the Supply
Chain Crisis Response Network will create an emergency communications channel to coordinate
responses and disseminate information in the face of supply chain disruptions. The Labor Rights
Advisory Board seeks to improve supply chain resilience by promoting higher labor standards in
trade. U.S. Department of Commerce, Indo-Pacific Economic Framework for Prosperity Agreement
Relating to Supply Chain Resilience, September 7, 2023.
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in supply chain management among IPEF partners and businesses,
which could help U.S. businesses identify alternative suppliers or
production bases to China.36

The Biden Administration seeks closer ties with IPEF
members, including Vietnam, as a counterweight to Chi-
na’s growing influence in the Indo-Pacific region. In Sep-
tember 2023, President Biden met with Vietnam’s General Sec-
retary Nguyen Phu Trong in Hanoi to establish a comprehensive
strategic partnership.37 The Biden Administration seeks to devel-
op trade partners outside of China by furthering U.S-Vietnamese
economic cooperation, including efforts to enhance semiconductor
supply chain resilience by building capacity in both countries.38
It is unclear, however, the extent to which developing trade rela-
tions with Vietnam will remove China from U.S. supply chains.
Following the end of China’s Zero-COVID policy, Chinese firms
began moving production overseas to other countries in Southeast
Asia and elsewhere. Vietnamese government data report Chinese
firms invested in 45 new projects in the country in the first 50
days of 2023 alone.3? In addition, nearly one-third of Vietnam’s
imports come from China.#*0 China’s deep trade and investment
relations with Vietnam complicate U.S. de-risking efforts, as U.S.
activities with Vietnamese partners may still ultimately depend
upon Chinese firms and imports.

U.S. Targets China’s Access to Advanced Technology

To curb China’s advancements in critical technology, the
United States began deploying a targeted strategy based
on controlling supply chain chokepoints. In October 2022,
National Security Advisor Jake Sullivan described the Biden
Administration’s approach to restricting technology transfer to
China as keeping a “small yard, high fence.”4! This approach en-
tailed keeping the scope of technology controls limited (the “small
yard”), while implementing robust measures to prevent circum-
vention or unauthorized transfers to China (the “high fence”).
In late 2022 and into 2023, the United States coordinated with
Japan and the Netherlands to implement an unprecedented ex-
port control regime designed to limit China’s access to advanced
semiconductor technologies.#2 In August 2023, the Biden Admin-
istration also issued an executive order on outbound investment
designed to limit U.S. companies’ financial support for China’s
semiconductors and microelectronics, quantum information tech-
nology, and Al industries (for more on the scope, limitations, and
potential impact of the executive order, see Chapter 4, Section 2,
“Weapons, Technology, and Export Controls”).43

U.S. Severs China’s Access to Advanced Semiconductors

The United States introduced restrictions in 2022 intend-
ed to curb China’s ability to manufacture and develop ad-
vanced semiconductors that enhance its military capabili-
ties, cutting China’s economy off from key nodes of the chip
industry. On October 7, 2022, the U.S. Department of Commerce
Bureau of Industry and Security (BIS) implemented a package of
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restrictions on U.S. exports of the most advanced computing chips,*
particularly those relevant to the development of Al, and semicon-
ductor manufacturing equipment to entities based in China.} 44 The
controls do not apply to “legacy semiconductors” or less advanced
chips used in home appliances, automobiles, and many connected
devices. In these areas, China is likely to continue dominating pro-
duction (see Figure 1). The consultancy Counterpoint estimated that
the restrictions on advanced semiconductor products would only
impact about 10 percent of China’s logic chip production through
2025.45 The restrictions nonetheless led to a steep drop in U.S. semi-
conductor exports to China. U.S. semiconductor companies exported
just $3.1 billion worth of chips to China in the first eight months of
2023, a drop of 50.7 percent compared to the $6.4 billion in exports
over the same period in 2022 (see Table 1).46 The United States is
meanwhile seeking to increase its self-reliance in semiconductors
through the implementation of the CHIPS and Science Act of 2022,
and the Biden Administration is allocating billions in tax credits
and funding to industry to incentivize domestic manufacturing. In
March 2023, the Departments of Commerce and the Treasury re-
leased proposed rules that prohibit CHIPS funding recipients from
expanding production capacity for leading-edge chips in foreign
countries of concern and place limits on the construction of legacy
facilities in those countries.i47

*For logic chips (semiconductor devices that perform computer calculations to power digital de-
vices) and system memory chips (high-performance semiconductor devices that rapidly store data
during computations), the degree of sophistication is measured in the width of transistors placed
onto a silicon wafer, as more transistors in a smaller space can generally process more calcula-
tions. The most advanced logic chips, produced almost entirely in Taiwan, now have transistors
3 nanometers in width (see Figure 1). The sophistication of flash memory chips—semiconductor
devices that store digital data long term, in contrast to the rapid memory operation undertaken
by system memory—is measured in the number of layers. Roughly, BIS has set the threshold for
advanced chip fabrication as follows: for logic chips, 16 nm or 14 nm or below; for DRAM memory
chips, 18 nm; for NAND flash memory chips, 128 layers or more. For more on the scope of these
controls, see Chapter 4, Section 2, “Weapons, Technology, and Export Controls.” U.S. Department
of Commerce, Bureau of Industry and Security, Commerce Implements New Export Controls on
Advanced Computing and Semiconductor Manufacturing Items to the People’s Republic of China
(PRC), October 7, 2022.

FThe rules introduce five new license requirements: (1) to sell top-end chips necessary for train-
ing machine learning models and building supercomputers; (2) to sell certain advanced semicon-
ductor manufacturing equipment; (3) expanding the scope of foreign direct product rules to cover
advanced computing chips, supercomputers, and advanced semiconductors for high-performance
applications in China or to 28 entities that aided China’s military in developing high-performance
computing capabilities; (4) for all items subject to the Export Administration Regulations when
there is “knowledge” that the item is destined for end use in the “development” or “production”
of chips in China at facilities fabricating advanced chips; and (5) for U.S. persons, including U.S.
citizens, passport holders, green card holders, juridical citizens, U.S. residents, and others, to
“support” the “development” or “production” of advanced chips in China without a license from
BIS. For more on the impact of the restrictions, see Chapter 4, Section 2, “Weapons, Technology,
and Export Controls.” U.S. Department of Commerce, Bureau of Industry and Security, Commerce
Implements New Export Controls on Advanced Computing and Semiconductor Manufacturing
Items to the People’s Republic of China (PRC), October 7, 2022.

#In what the Commerce Department refers to as “guardrails,” the rules stipulate that the
department will claw back any funding awards if a recipient engages in any transaction val-
ued at over $100,000 that expands semiconductor manufacturing capacity for leading-edge and
advanced facilities by 5 percent in foreign countries of concern within ten years of receiving
the award. It will also claw back the reward if recipients expand their existing mature-node
production capacity in a foreign country of concern beyond 10 percent or if such expansion does
not predominantly serve the domestic market of that country. U.S. Department of Commerce,
Commerce Department Outlines Proposed National Security Guardrails for CHIPS for America
Incentives Program, March 21, 2023.
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Figure 1: Global Distribution of Semiconductor Manufacturing Capacity
by Region, 2019
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Note: DAO is an acronym for discrete, analog, and optoelectronics and sensors, which refers to
a range of semiconductor parts and components, including diodes, transistors, radio frequency
semiconductors, and optical sensors.

Source: Antomo Varas et al., “Strengthening the Global Semiconductor Supply Chain in an Un-
certain Era,” Boston Consultmg Group and Semiconductor Industry Association, April 2021, 35.

The October 7 restrictions additionally prohibit U.S. per-
sons from helping develop China’s advanced semiconductor
capacity without first applying for a license exemption, ef-
fectively blocking senior U.S. semiconductor engineers and
scientists from working on covered technologies at Chinese
companies.*48 In response, hundreds of U.S. personnel, including
engineers from U.S. semiconductor equipment manufacturers Ap-
plied Materials, KLLA, and Lam Research who worked as support
personnel inside Chinese chip companies, abruptly left core positions
inside China’s semiconductor industry.4® The restrictions prompted
Chinese companies to intensify their efforts to attract semiconductor
talent.50 China lacks a robust domestic pipeline for training quali-
fied semiconductor engineers and technicians, leaving Chinese chip
companies heavily dependent on talent trained overseas (for more
on the weakness in China’s training of technical talent, see Chapter
3, Section 1, “China Training and Educating Its Next Generation
Workforce”).51 After U.S. chip company Marvell Technology laid off
its entire research and development (R&D) workforce in China since
late 2022,7 former employees were quickly head-hunted by Chinese
semiconductor firms.52 Similarly, Chinese companies are reportedly
offering semiconductor talent in Taiwan five times what they could
earn domestically.53

*Aside from licensing requlrements the Export Administration Regulations prohibit U.S. per-
sons from knowingly providing “support,” broadly defined, for the development or production of
missiles, nuclear weapons, chemical, and biological weapons as well as foreign maritime nuclear
projects. Additionally, BIS has the authomty to inform U.S. persons that their activities could
support these end uses and impose a licensing requirement on the activities. The October 7
restrictions use this authority to prevent U.S. persons from supporting advanced semiconductor
development in China. Thomas J. McCarthy et al., “International Trade Alert: BIS Imposes New
Controls to Limit the Development and Production of Advanced Computing and Semiconductor
Capabilities in China,” Akin Gump, October 27, 2022, 4-5.

TAlthough Marvell did not announce how many individuals it laid off inside of China, its R&D
workforce at one point in the past numbered over 800 workers. iJiWei, “Marvell, Once Full of
Chinese DNA, Becomes Leader in Decoupling from China,” March 22, 2023.
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Table 1: Top U.S. Exports of Advanced Semiconductors and
Semiconductor Manufacturing Equipment to China, 2022 and 2023
(January through August)

Export Category 2022 2023 YoY Change
Processors and controllers $4,520 million | $1,488 million -67.1%
Machines and apparatus $2,952 million | $1,899 million -35.7%
for the manufacture of
semiconductor devices or of
electronic integrated circuits
Other parts of electronic $1,460 million | $1,355 million -7.2%
integrated circuits
Electronic integrated circuit | $285 million $225 million -21.0%
amplifiers
Solid-state nonvolatile stor- | $281 million $101 million -64.0%
age devices
Optical instruments and $254 million $193 million -24.3%
devices for inspecting semi-
conductor wafers or devices,
etc.

Note: The trade data in this table reflect both semiconductor-related products that are subject
to U.S. export restrictions and those that are not currently controlled.

Source: U.S. Census Bureau, Advanced Technology Products, October 6, 2023; U.S. Census Bu-
reau, Trade in Goods with China, October 6, 2023.

As China’s semiconductor industry faced export restric-
tions from the Netherlands and Japan, Chinese firms rushed
to build out capacity by stockpiling equipment from foreign
companies. On January 28, 2023, the Netherlands and Japan
agreed to align their export control policies with the U.S. restric-
tions on China’s chips sector, pledging to coordinate on controlling
China’s access to chokepoint technologies like semiconductor design
software and lithography, where its indigenously developed technol-
ogy significantly lags behind the leading edge.?¢ Both the Nether-
lands and Japan are home to the world’s leading manufacturers of
photolithography machines capable of printing advanced integrated
chip designs on semiconductor wafers.5> Since 2019, the Nether-
lands has restricted sales to China of extreme ultraviolet photoli-
thography machines,* which are solely produced by the Dutch firm
ASML; however, neither Japan nor the Netherlands had previously
controlled exports of deep ultraviolet (DUV) lithography machines
used for mass-producing less advanced chips at the 14 nanome-
ter (nm) node.56 In July 2023, Japan added certain semiconductor
manufacturing equipment, including DUV technology, to its export
control list.57 The Netherlands similarly started restricting exports
in September 2023.58 Prior to these restrictions coming into effect,
Chinese companies surged their orders for foreign semiconductor
manufacturing technology in 2023, capitalizing on the roughly
eight-month lag between when the Dutch government announced
its intent to place controls on exports to China and its implementa-
tion.52 Between January and August 2023, China imported $3.2 bil-

*These machines are capable of mass-producing the most advanced integrated circuits at the
3 nm node.



40

lion (RMB 23.5 billion) * worth of semiconductor manufacturing ma-
chines from the Netherlands, a 96.1 percent increase over the $1.7
billion (RMB 12 billion) recorded over the same period in 2022.60
China’s imports of semiconductor equipment from all countries to-
taled $13.8 billion (RMB 100 billion) over the first eight months of
2023 as Chinese companies built up stockpiles.61 China is on pace
to more than double its imports of semiconductor equipment from
2019 levels, when the United States added the Chinese telecommu-
nications giant Huawei to the Entity List and thereby restricted
Huawei’s access to semiconductor technologies, prompting Beijing to
accelerate its push to expand domestic chip manufacturing capac-
ity.62 Even though Chinese companies mainly acquired equipment
capable only of manufacturing older generations of integrated cir-
cuits, these stockpiling activities could enable China to deepen its
dominance of legacy semiconductors.

Chinese companies have demonstrated their ability to pro-
duce high-end chips, despite U.S. export controls. In Septem-
ber 2023, Huawei began selling the Mate 60 Pro smartphone, which
reportedly uses a Chinese-made chip with features that closely ap-
proximate those of U.S.-controlled semiconductor technology.3 The
Kirin 9000s, produced by the Chinese state-owned Semiconductor
Manufacturing International Company (SMIC) and designed by
Huawei’s subsidiary HiSilicon, is capable of connecting to 5G net-
works and has features consistent with a 7 nm chip, a technology
that was previously limited to Samsung, Intel, and TSMC semicon-
ductors.6* An examination of the Huawei phone conducted by ex-
perts at TechInsights confirmed that the device’s processor perfor-
mance means SMIC is just two generations behind 3 nm technology,
which is the most advanced chip currently in production.f 65

Experts largely assess Huawei and SMIC’s newest produc-
tion capabilities as a genuine breakthrough, though uncer-
tainty regarding the extent of China’s indigenization and
production efficiency remains. Chris Miller, author of Chip
War, argues that Huawei’s Mate 60 Pro may be “the most ‘Chinese’
advanced smartphone ever made” given that “the phone’s prima-
ry 7 nm processor [and] many of the phone’s auxiliary chips are
homegrown, including the Bluetooth, WiFi and power management
chips.”66 These advances have exceeded expectations and also call
into question the efficacy of current export control implementation
that, as explained by National Security Advisor Jake Sullivan prior
to implementation of the October 2022 controls, is intended not only
to ensure the United States stays several generations ahead but also
to “maintain as large of a lead as possible.”¢7 China’s domestic ad-
vances in the critical domain of leading-edge semiconductor produc-
tion raise national security challenges to the United States, given
the dual-use nature of the technology and its military applications
for AI computer vision, autonomous weapons systems, and other

*Unless noted otherwise, this section uses the following exchange rate throughout: $1 = RMB
7.25.

TTSMC is currently constructing a plant to produce 2 nm chips in Kaohsiung, Taiwan. The
intended start date of mass production of these chips has yet to be determined. Hideaki Ryugen,
“TSMC to Make Cutting-Edge 2-nm Chips at New Plant in Southern Taiwan,” Nikkei Asia, Au-
gust 10, 2023.
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uses (for more on this, see Chapter 4, Section 2, “Weapons, Technolo-
gy, and Export Controls”). As semiconductor analyst Dylan Patel ar-
gues, SMIC’s advanced production process is still largely enabled by
Western technology, such as immersion DUV lithography machines
from ASML (which remain available for China to purchase until the
end of 2023), but it is also likely facilitated by porousness in existing
U.S. export controls on semiconductor manufacturing equipment.68
In addition, the phone still appears to be made with several critical
nondomestic components. For instance, the phone’s memory chips
are believed to come from legacy technology produced by the South
Korean firm SK Hynix, although the company has denied selling to
Huawei since the export controls were introduced.® Even amid gen-
uine advances, the continued use of Western semiconductor produc-
tion equipment and the appearance of nondomestic hardware in the
latest phone produced by China’s flagship telecommunications firm
underscores the country’s continued reliance on external producers
for advanced technology.

China’s retaliatory actions against the United States in re-
sponse to the semiconductor controls were narrowly defined
in scope. Beijing sought easy targets for punitive action that would
grant leverage and deter further restrictions without incurring sig-
nificant domestic costs. In 2023, China froze a handful of U.S. com-
panies out of China’s market and restricted access to two minerals
critical to U.S. advanced technology industries.

e On February 16, 2023, China launched the first salvo of its Un-
reliable Entity List* by blacklisting Lockheed Martin and Ray-
theon Missile and Defense Corp, a subsidiary of RTX (formerly
Raytheon Technologies), imposing trade and investment restric-
tions and barring the defense firms from importing or exporting
weapons systems in China.’® As U.S. export controls prevent
both companies from selling military equipment in China, the
restrictions had little commercial impact.7!

e On May 21, 2023, the Cyberspace Administration of China
(CAC) determined that memory chips produced by Micron con-
tained “significant security risks,” banning Chinese critical in-
frastructure operators from procuring Micron products.”2 The
ban, which followed an investigation launched in March 2023,
was CAC’s first regulatory action targeting a foreign company.”3
Although Micron is a major producer of memory chips inside
China, where it generated nearly 11 percent of its revenue in
fiscal year 2022, CAC’s restriction will likely have little impact
on Chinese companies, given that Samsung and SK Hynix are
peer competitors to Micron and sell similar chips inside Chi-
na.”’#

¢ On August 1, 2023, China implemented export controls on
gallium and germanium as well as dozens of related prod-

*China’s Ministry of Commerce introduced the Unreliable Entity List in 2019 as a tool to
target foreign companies, groups, and individuals who harm the interests of Chinese companies.
The list enables the Chinese government to blacklist any foreign entity found to be “endangering
national sovereignty, security or development interests of China.” China Ministry of Commerce,
MOFCOM Order No. 4 of 2020 on Provisions on the Unreliable Entity List, September 19, 2020.
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ucts made with those metals,* causing shipments to halt
as exporters waited to receive dual-use export licenses from
China’s Ministry of Commerce (MOFCOM).T75 China export-
ed zero gallium and germanium products in August 2023 to
the United States and other countries.”® On September 21,
a spokesperson for MOFCOM stated that the ministry had
since granted export licenses for the covered products to sev-
eral companies, but it did not provide further detail on how
many companies could resume exporting, which countries they
could export to, or which products were approved. As a result,
some exports may resume, but the full scope and long-term im-
pact of these measures remain unclear as of October 6, 2023.
China’s restrictions could create acute supply shortages for the
United States in key technologies. Both gallium and germanium
are deemed critical minerals by the U.S. Geological Survey, and
they have applications ranging from semiconductors to missile
systems to solar panels.”? China is the world’s dominant source
of both resources, accounting for 98 percent of the world’s pri-
mary production of gallium ore and 60 percent of its germani-
um.”® The United States has limited domestic production and
stockpiles of both minerals.”® The United States, Japan, and
Germany may be able to develop alternative supply sources by
retrofitting domestic refineries with the capabilities to extract
the minerals, but these alternatives may not be operational in
time to prevent significant shortages (see textbox below).80

e On September 6, 2023, China banned central government offi-
cials and state-owned enterprise (SOE) employees from using
Apple and other foreign-branded devices for work purposes and
from bringing privately owned foreign devices into government
facilities.®! Although the Chinese government has denied the
existence of such a ban, those familiar with the matter report
the government made the move in an effort to cut reliance on
foreign technology and limit the flows of data outside of China’s
borders.82 In addition to ostensible security concerns, the new
restrictions were announced within days of the release of Hua-
wei’s Mate 60 Pro smartphone, discussed above.®3 As a result
of the ban, Apple shares lost $200 billion in value just two days
after the announcement, while state-sponsored Chinese media
has reported the Pro Mate 60 is selling out across China.84 The

*The covered gallium and germanium compounds include gallium nitride, gallium oxide, gal-
lium phosphide, gallium arsenide, indium gallium nitride, gallium selenide, gallium antimonide,
area melted germanium ingots, germanium dioxide, germanium tetrachloride, and compounds
containing phosphorus, germanium, and zinc. The controls also cover major applications of these
compounds, including gallium nitride and gallium arsenide wafers for integrated circuit produc-
tion. China Ministry of Commerce, Announcement No. 23 of 2023 of the Ministry of Commerce
and the General Administration of Customs on the Implementation of Export Controls on Items
Related to Gallium and Germanium (Fi55¥ #FRAE A H20231E55235 KX BAH KIS
it VR I A7), July 3, 2023.

TExporters attempting to ship these newly controlled mineral products overseas must apply
for approval through China’s export licensing process. The exporter must submit information on
the end user and end use when applying for the export license. China’s Ministry of Commerce
has not specified how it will evaluate applications nor how many licenses it will grant. Reuters,
“China Gallium, Germanium Export Curbs Kick In; Wait for Permits Starts,” August 1, 2023;
China Ministry of Commerce, Announcement No. 23 of 2023 of the Ministry of Commerce and the
General Administration of Customs on the Implementation of Export Controls on Items Related
to Gallium and Germanium (5% HREZ AT 202345235 KT AR RISt H 14
A ), July 3, 2023.
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prohibition on Apple is similar to China’s 2021 restrictions on
the use of Tesla by military, government, and SOE employees—
including a ban on driving privately owned Tesla vehicles in
certain government compounds. The Tesla ban was similarly
implemented in a stated effort to reduce dependence on foreign
technology and prevent data collected in China from moving
overseas.85

China’s Critical Mineral Export Restrictions Target U.S.
Supply Chain Vulnerabilities

China’s controls on gallium and germanium threaten to disrupt
the United States’ supply chain for high-performance semicon-
ductors. The United States is currently highly reliant on Chinese
production of the minerals, both for sourcing directly from Chi-
na and indirectly through the predominance of Chinese gallium
and germanium in global supply chains. China accounts for 53
percent of the United States’ supply of raw gallium metal and
54 percent of its germanium imports, although raw gallium and
germanium make up only a small fraction of the U.S. economy’s
total consumption of the minerals.8¢ Over 95 percent of the Unit-
ed States’ gallium consumption is in the form of gallium arsenide
wafers, a type of semiconductor that outperforms more prevalent
silicon wafers for sensitive electronic equipment, such as radar
systems.87 The United States mainly sources these wafers from
Germany, Japan, and Taiwan, but producers in these countries are
highly dependent on China for low-purity gallium metal. It is not
yet clear whether China will approve license applications for ex-
porting gallium and germanium products to these countries, mak-
ing the impact on supply chains dependent on minerals sourced
from China uncertain.®® Estimates vary on how long inventories
and reserves could last if China completely cuts off supplies of
gallium and germanium.8° In such a scenario, global inventories
of the materials may run out after a number of months. While
the U.S. Department of Defense maintains a strategic stockpile of
germanium, it does not have reserves of gallium.90

The United States may be able to mitigate a long-term supply
disruption to U.S. domestic technology production by restarting
gallium and germanium refining at dormant facilities located in
the United States and partner countries.* 91 Industry analysts ex-
pect a supply shortage induced by the export controls to drive up
the price of the minerals, which may help make production prof-
itable again outside of China and encourage refiners in Japan,
the United States,i and other countries to resume production or

*Prior to 2000, the main producers of primary low-purity gallium—the raw feedstock for down-
stream refined gallium applications—were Germany, Japan, Kazakhstan, and Russia, ranking
ahead of China’s output. However, China’s gallium production tracked the rapid, state-supported
growth of China’s aluminum industry, as the government required aluminum processors to install
equipment to extract gallium. Matthew P. Funaiole, Brian Hart, and Aidan Powers-Riggs, “Min-
eral Monopoly: China’s Control over Gallium Is a National Security Threat,” Center for Strategic
and International Studies, July 18, 2023; U.S. Geological Survey, Gallium Statistics and Infor-
mation, 2023.

TThe United States has one operational refinery in Gramercy, Louisiana, that processes bauxite
into alumina, but it does not currently extract gallium from the runoff of the refining process. The
multinational mineral and metal processing company Nyrstar’s zinc smelting plant in Clarksville,
Tennessee, is considering adding enough gallium and germanium extraction capacity to meet up
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China’s Critical Mineral Export Restrictions Target U.S.
Supply Chain Vulnerabilities—Continued

retrofit other facilities to refine the controlled minerals.92 A ger-
manium shortage in the United States may be easier to overcome,
as germanium is currently recovered from zinc mines located in
Alaska and Tennessee.?3 Industry analysts differ on how long it
would take to install gallium processing capacity, with some pro-
jecting a multi-year process.9

The gallium and germanium export controls are likely intended
to signal China’s willingness to curtail U.S. access to other critical
minerals monopolized by China. The U.S. Geological Survey esti-
mates that in 2022, China was the world’s leading producer in 30
out of the 50 critical minerals, and it was the United States’ pri-
mary import source for rare earth elements along with ten other
critical minerals (see Table 2). The United States faces particular-
ly acute vulnerabilities to China’s control over the rare earths*
supply chain. According to a report by the RAND Corporation,
“China could effectively cut off 40-50 percent of global rare earth
oxide 7 supply, which would affect prime manufacturers and sup-
plier of advanced components used in the U.S. Department of De-
fense’s systems and platforms.”9> There is precedent for China
utilizing its monopoly over rare earths as a tool of economic co-
ercion. In 2010, China reportedly restricted exports of rare earth
elements to Japan for two months following a territorial dispute
over the Senkaku Islands, although the restrictions were never
formally announced.®® Subsequently, Japan reduced its reliance
on Chinese rare earths by diversifying suppliers and investing in
non-Chinese operations internationally.?7 In 2020, 25 percent of
Japan’s rare earths imports by value came from China, compared
to 88 percent in 2010.98

to 80 percent of domestic demand, a process it says will take two years. Natalie Liu, “Tennessee
Refinery Could Break Chinese Chokehold on Two Critical Minerals,” Voice of America, August 15,
2023; U.S. Geological Survey, Mineral Commodity Summaries, January 2023; Nyrstar, “Nyrstar
Clarksville,” 2023.

*Rare earths are a group of 17 metallic elements.

TRare earth elements are commonly sold and transported as rare earth oxides, which are sta-
ble, refined compounds extracted from rare earth elements. Consequently, rare earth quantities
are usually reported in their oxidized form.
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Table 2: List of Critical Minerals* the United States Primarily Sourced
from China, 2022

Total U.S. China’s
Primary Imports for Share

Critical Import Consumption of U.S.
Mineral Source (metric tons) | Imports Major Uses
Antimony China 25,590 63% flame retardant;
antimonial lead and
ammunition
Arsenic China 5,400 57% herbicide and insec-
ticide; wood pressure
treatment; semicon-
ductors for solar cells,
space research, and
telecommunications
Barite China 2,300 38% oil and natural gas

drilling; radiation
shields at nuclear
plants and for x-rays

Bismuth China 2,800 65% metal additive for cast
iron and pipe fittings;
pharmaceuticals; semi-
conductor manufac-
turing

Gallium China 12,000 53% manufacturing of semi-
conductor wafers

Germanium | China 29,000 54% semiconductor manu-
facturing; solar cells;
fiberoptics; LED

Graphite China 82,000 33% batteries; brake

(natural) linings; lubricants;
steelmaking

Rare Earths | China 11,940 74% magnets; catalysts;

(compounds metallurgical; battery

and metals) alloys

Tantalum China 1,700 24% alloys for gas turbines

used in aerospace and
oil and gas industries;
automotive and con-
sumer electronics

Tungsten China 14,000 29% cutting and wear-re-
sistant applications in
construction, metal-
work, mining, and

oil and gas drilling;
specialty steel alloys;
electrical components

*In 2022, the U.S. Geological Survey identified 50 minerals as critical minerals. The agency
defines a critical mineral as “a non-fuel mineral or mineral material essential to the economic
or national security of the U.S. and which has a supply chain vulnerable to disruption. Criti-
cal minerals are also characterized as serving an essential function in the manufacturing of a
product, the absence of which would have significant consequences for the economy or national
security.” U.S. Geological Survey, U.S. Geological Survey Releases 2022 List of Critical Minerals,
February 22, 2022.
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Table 2: List of Critical Minerals the United States Primarily Sourced
from China, 2022—Continued

Total U.S. China’s
Primary Imports for Share

Critical Import Consumption of U.S.
Mineral Source (metric tons) | Imports Major Uses
Yttrium China 1,000 94% catalysts, electronics,

lasers, metallurgy;
jet-engine coatings,
sensors, bearings, and
seals

Note: China’s share of U.S. imports is based on average imports over 2018 to 2021.
Source: U.S. Geological Survey, Mineral Commodity Summaries, January 2023, 21.

De-Risking Accelerates

U.S. corporations are actively seeking strategies to miti-
gate risks in their supply chains, prompted by their demon-
strated vulnerability to policy and market shifts in China.
Although China dismantled the COVID-19 controls that had sent
its economy into unpredictable lockdowns throughout 2022, U.S.
businesses and investors are reassessing the stability of China’s do-
mestic policy environment. With Beijing exerting increasing control
over the economy and more aggressively pursuing its national secu-
rity goals, the business environment for U.S. companies has grown
harsher. Amid geopolitical tensions, U.S. businesses frequently found
their Chinese operations getting caught up in the crosshairs of Chi-
nese restrictions. While many U.S. firms continue to view access to
China’s market as crucial to growth, a growing number of firms are
moving to limit exposure and identify alternative strategies.

Bilateral Trade Reflects Deep and Continuing Commercial Ties

The U.S. goods trade deficit with China fell to its lowest
reading since 2020, when the outbreak of COVID-19 rattled
global supply chains. According to U.S. Census calculations, the
U.S. trade deficit with China in the year through August 2023 shrank
33 percent compared to the same period in 2022, falling to $181.8
billion (see Figure 2).99 This is the lowest trade deficit since 2010.100
The improvement in the trade deficit resulted from a softening of
U.S. import demand that began in September 2022 as U.S. consum-
ers shifted spending toward services. However, U.S. data on trade
with China may currently overstate the improvement in the bilater-
al balance. Particularly, U.S. statistical authorities may not capture
the full value of China’s imports into the United States, partially
due to a lack of data on the tens of billions of dollars’ worth of low-
price goods that enter duty-free under the de minimis exception *
(for more on novel drivers of the discrepancy in U.S. and Chinese
trade data, see the textbox “Incomplete U.S. Data on e-Commerce
Trade with China”).101 Data reported by China’s customs authority
show a larger surplus with the United States at $206.4 billion (RMB
1.5 trillion) in the first eight months of the year, though Chinese

*A de minimis threshold demarcates the value below which goods are considered too small
to be subject to tariffs or most inspections. In the United States, this threshold was raised from
$200 to $800 in 2016.
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statistics also show a substantial 17.4 percent decline relative to the
same period in 2022.102

U.S. goods imports from China totaled just $276 billion
in the first eight months of 2023, falling $92.5 billion be-
hind the pace of imports over the same period in 2022.103
U.S. imports from China are on track to decline compared to
2022, when they reached $536.3 billion, the highest level since
the onset of the trade war in 2018.19¢ Throughout the pandem-
ic, Chinese factories were allowed to keep production lines open
even as municipalities put stricter quarantine provisions in place
in an attempt to slow the spread of COVID-19, enabling China’s
export sector to meet a surge in demand for goods as U.S. busi-
nesses and consumers reallocated spending from domestic service
industries.105 However, since the end of 2022 and in the first half
of 2023, consumer spending on goods has slowed, causing trade
flows to revert back to the mean.196 The softening in U.S. de-
mand for goods compounded the challenges already faced by Chi-
na’s economy amid a globally weak macroeconomic environment.
Slowing economic growth and high inflation worldwide contrib-
uted to a slump in global demand for Chinese exports, sapping
a key driver of China’s economy as falling orders forced Chinese
manufacturers to lower production.107

Figure 2: U.S. Bilateral Goods Trade with China, January 2020-
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Source: U.S. Census Bureau, Trade in Goods with China.

Despite new restrictions on U.S. technology exports to
China, U.S. exports to China remained robust in 2023, driv-
en by strong Chinese demand for U.S. oil, aircraft compo-
nents, and biopharmaceuticals. Between January and August
2023, U.S. goods exports totaled $94 billion, largely matching the
record export amount of $97.1 billion in the first eight months
of 2022.108 The strong export performance occurred despite a
sharp decline in U.S. shipments of semiconductor products and
manufacturing equipment resulting from U.S. export restrictions
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implemented in October 2022. Instead, exports were buoyed by
record values of shipments in three industries: oil, aircraft com-
ponents, and biotechnology.

e The United States exported crude oil to China at a record
rate in the first seven months of 2023, sending 103.4 million
barrels across the Pacific, an increase of 179 percent relative
to 2022.199 In value terms China-bound crude oil exports to-
taled $7.9 billion in the ﬁrst seven months of 2023, increas-
ing $4.7 billion over the 2022 figure.110 Rather than a surge
in domestic demand for oil, which remained subdued as the
recovery in China’s economy slowed, the uptick was driven
by China’s smaller independent refiners taking advantage of
low crlﬁile prices to export refined products or stock up inven-
tories.

e After international air travel resumed in China following the
end of its Zero-COVID measures, China’s aviation industry
faced shortages of maintenance parts, causing it to ramp up
orders for parts and components from the United States.112 U.S.
exports of civilian aircraft, engines, equipment, and parts to
China in the first eight months of the year increased 46 percent
year-on-year to a total of $4.7 billion, although this still lagged
the pre-pandemic import level of $7. 5 billion between January
and August 2019.%113

¢ In the first quarter of 2023, biotechnology exports also increased
28.4 percent year-on-year, totaling $1.6 billion, although this
surge tapered off by the middle of 2023.7114 This strong trade
at the start of the year was driven by U.S. shipments of im-
munological products dosed and packaged for Chinese hospitals
and consumers, including steroids used to treat asthma.l15 U.S.
biopharmaceutical and medicine sales in China have acceler-
ated in recent years as China sped up the regulatory approval
process for new drugs.i116 Shortages of drugs inside China in
the second half of 2022 likely also created an acute need to re-
build medical supplies after waves of COVID-19 cases flooded
China’s hospitals and medical centers and increased demand
for medicines.117

*Part of the surge in aviation-related trade may be associated with increased demand for com-
ponents and parts to service Boeing 737 Max 8 aircraft as Chinese carriers restarted commercial
flights using the plane. The Max 8 was grounded worldwide in 2019 following two fatal crashes.
Though the U.S. Federal Aviation Administration reapproved the aircraft for service at the end of
2020, Chinese carriers did not redeploy the plane on commercial routes until early 2023. Su Wu,

Boelngs 737 MAX Is Back In China: Here’s Who's Flying It Now,” Simple Flying, July 2, 2023.

TThese exports did not include COVID-19 vaccines. China has only approved 1nd1gen0usly
produced COVID-19 vaccines for wide use domestically. In December 2022, China allowed the
German biopharma company BioNTech to administer a batch of the BioNTech-Pfizer mRNA
COVID-19 vaccine to German expatriates located in China, but it has not extended the approval
to Chinese citizens. Thomas Escritt and Alexander Ratz, “First Foreign COVID Vaccines Head to
China from Germany,” Reuters, December 21, 2022.

£For more on how China controls market access for U.S. pharmaceutlcal companies, see
U.S.-China Economic and Security Review Commission, Chapter 3, Section 3, “Growing U.S. Re-
liance on China’s Biotech and Pharmaceutical Products in 2019 Annual Report to Congress,
November 2019, 265-269.
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Incomplete U.S. Data on e-Commerce Trade with China

U.S. data on the bilateral trade with China likely understates
the goods trade deficit due to tariff evasion, with importers un-
derreporting the import value to minimize their tariff payment.*
Economists at the Federal Reserve estimate that import under-
valuation led to $10 billion in lost tariff revenue per year for the
United States.T 118 Since 2020, U.S. customs data on imports from
China have fallen below China’s estimates for the same flow of
goods. According to Chinese data, the trade deficit reached $404
billion at the end of 2022, more than $20 billion larger than U.S.
Census Bureau figures. Notably, China’s General Administration
of Customs historically understated the size of the U.S. goods
trade deficit by around $95 billion relative to U.S. data, a discrep-
ancy partly driven by Chinese companies forging export invoices
to obtain greater tax rebates.119

Additionally, U.S. Census Bureau trade data do not include im-
ports that enter the United States under the de minimis thresh-
old—in other words, goods shipments valued at less than $800.
This encompasses a significant proportion of e-commerce imports.
In particular, Chinese e-commerce platforms Shein and Temu
have developed expansive logistics operations based on using
small parcel shipments that fall below the de minimis thresh-
old to export consumer goods to the United States, including fast
fashion apparel, leading to a rapid rise in de minimis shipments
for which U.S. customs officials have limited data.t129 The two
companies, whose average sales prices fall well short of the de
minimis threshold,§ are estimated to account for over half of all
de minimis shipments from China.'2! The volume of de minimis
apparel imports is reflected in a growing disparity between U.S.
import statistics, which do not include de minimis shipments,
and Chinese customs data, which reflect all Chinese exports re-
gardless of whether their value falls below the U.S. de minimis
threshold.122 The U.S. Census Bureau estimates that the United
States imported $22.1 billion in clothing and apparel from China
in 2022, nearly $15 billion less than the $36.5 billion in value
Chinese exporters recorded with China’s General Administration
of Customs.123 This gap has grown in recent years, likely as a re-
sult of an expansion in the number of parcels entering the United

*Customs fraud and false invoicing to evade sanctions are crimes under the False Claims Act.
Giovanna M. Cinelli et al., “2023 Technology Marathon: Enforcement Update: False Claims Act
and International Trade,” Morgan Lewis, June 29, 2023.

FChinese exporters likely also overstated the value of their exports to Chinese customs au-
thority, which allowed them to benefit from a value-added tax rebate. China has lowered the
gross value-added tax and raised the value-added tax rebate on exports since the beginning of
the trade war to reduce the impact of higher U.S. tariffs on Chinese exporters. Hunter L. Clark
and Anna Wong, “Did the U.S. Bilateral Goods Deficit with China Increase or Decrease during
the U.S.-China Trade Conflict?” Board of Governors of the Federal Reserve System, June 21, 2021.

#For more on the risks and challenges posed to U.S. regulations and laws posed by Chinese
e-commerce firms, see Nicholas Kaufman, “Shein, Temu, and Chinese e-Commerce: Data Risks,
Sourcing Violations, and Trade Loopholes,” U.S.-China Economic and Security Review Commis-
sion, April 14, 2023.

§Shein clothing and accessories average about $11 per item. Temu reports that no products
offered on its website have a sales price over $800. Select Committee on the Chinese Communist
Party, Fast Fashion and the Uyghur Genocide: Interim Findings, 2023, 8; Lora Jones, “Shein: The
Secretive Chinese Brand Dressing Gen Z,” BBC, November 9, 2021.
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Incomplete U.S. Data on e-Commerce Trade with China—
Continued

States from China using the de minimis exception (see Figure
3)* 124

The volume of de minimis imports challenges the capacity of
U.S. customs authorities to detect products from Xinjiang poten-
tially made with Uyghur forced labor, undermining the enforce-
ment of the Uyghur Forced Labor Prevention Act. Because the
de minimis exception incentivizes Chinese e-commerce companies
like Shein and Temu to ship products to the United States in
tens of millions of individual parcels, U.S. customs officials are
only able to inspect a fraction of all de minimis shipments from
China.125 A Bloomberg investigation published in November 2022
cross-referenced climate and weather signatures on cotton fabrics
used in clothing from Chinese fast fashion e-commerce firm Shein
to determine that they originated in Xinjiang.126 In September,
Reuters reported that ten of 37 garments collected by U.S. Cus-
toms and Border Patrol in May 2023 also showed links to Xinji-
ang.127 The Uyghur Forced Labor Prevention Act bans the use of
Xinjiang cotton in imported clothing unless the supplier can de-
finitively prove that the cotton was not a product of forced labor, a
level of scrutiny that Shein does not appear to be undertaking.128

Trade War Diverted Tariffed Imports Away from China

The composition of bilateral trade has changed dramati-
cally over the five years since the United States first imposed
tariffs under the Trump Administration Section 301 investi-
gations. U.S. industries most exposed to trade actions and geopolit-
ical tensions have shifted toward suppliers based outside of China,
a growing portion of which are Chinese companies with overseas
operations. The U.S. International Trade Commission estimated that
U.S. imports across all Chinese products fell 2 percent for every 1
percent increase in the tariff line on each product category.129 Ac-
cording to analysis by Chad Bown, senior fellow at the Peterson
Institute for International Economics, U.S. imports of Chinese prod-
ucts subject to tariff rate hikes were largely flat and remained below

*#U.S. Customs and Border Protection (CBP) produces estimates on the value of de minimis
shipments; however, the consistency of these estimates is questionable. CBP reported that de
minimis shipments from China declined from $46.4 billion in fiscal year 2020 to $10.4 billion in
fiscal year 2021, which conflicts with the 10.8 percent year-on-year increase in the quantity of
de minimis parcels received from China for those years. This may be caused by a lack of data on
de minimis shipments. According to CBP, less than half of all importers using the Section 321
exemption submit the voluntary Entry Type 86 form into the CBP’s commercial trade processing
portal, Automated Commercial Environment. U.S. Customs and Border Protection, E-Commerce,
August 29, 2023; U.S. Customs and Border Protection, Section 321 De Minimis Shipments: Fiscal
Year 2018 to 2021 Statistics, October 2022; Josh Zumbrun, “The $67 Billion Tariff Dodge That’s
Undermining U.S. Trade Policy,” Wall Street Journal, April 25, 2022.

T Bloomberg contracted Agroisolab GmbH, a lab in Germany, to test the items using stable iso-
tope analysis. This process measures variations in the isotopes of carbon, oxygen, and hydrogen
in the cotton’s fibers to determine the climate characteristics and altitude of the region where it
was grown. Shein’s cotton was compared with two fabric samples from Xinjiang. The first batch
of Shein garments tested, which included pants and a blouse, matched the Xinjiang samples with
only slight variations. Sheridan Prasso, “Shein’s Cotton Tied to Chinese Region Accused of Forced
Labor,” Bloomberg, November 20, 2022.
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Figure 3: U.S. and Chinese Data on Apparel Shipments to the
United States, 2018-2022
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product categories, including clothing and apparel.

Source: China General Administration of Customs, Customs Statistics; U.S. Census Bureau,
USA Trade Online; U.S. Customs and Border Protection, Section 321 De Minimis Shipments:
Fiscal Year 2018 to 2021 Statistics, October 2022.
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2018 levels.130 Figure 4 shows that after the USTR issued each of
the four tariff lists as part of the Section 301 trade actions, U.S.
imports of goods subject to tariffs declined. In contrast, Dr. Bown
calculates that imports of Chinese goods not targeted by tariff ac-
tions were 42 percent higher in 2022 compared to the 12 months
preceding the trade war.131 Consequently, goods affected by U.S. tar-
iff actions accounted for a declining portion of U.S. goods imports
from China, dropping from 67.4 percent in 2018 to 54 percent by
the end of 2022.132

Figure 4: Impact of Section 301 Tariffs on U.S. Imports of Chinese Goods,
2017-2022
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Note: The tariffs imposed in response to the findings of the 2018 Section 301 investigation into
China’s nonmarket trade practices were issued on several lists of imported products between July
2018 and September 2019. Lists 1 and 2 include tariffs on about $50 billion in imports (based on
2017 values) that were implemented on July 6, 2018, and August 23, 2018, respectively. List 3
includes tariffs on about $200 billion in imports implemented on September 24, 2018. List 4 in-
cludes tariffs on about $300 billion in imports, originally to be implemented in two phases: list
4A on September 1, 2019, and the remainder on December 15, 2019, although this final list was
not implemented as negotiations on the January 2020 Phase One Trade Deal began.

Source: Adapted from Chad P. Bown, “U.S. Imports from China Are Both Decoupling and Reach-
ing New Highs. Here’s How,” Peterson Institute for International Economics, March 31, 2023;
Chad P. Bown, Euijin Jung, and Zhiyao (Lucy) Lu, “Trump and China Formalize Tariffs on $260
Billion of Imports and Look Ahead to Next Phase,” Peterson Institute for International Economics,
September 20, 2018; Office of the U.S. Trade Representative, China Section 301—Tariff Actions
and Exclusion Process.

U.S. industries ranging from clothing to electronics shift-
ed away from China-based suppliers as they looked to avoid
paying tariffs on Chinese imports. The Section 301 tariffs inten-
sified pressure to seek alternative sourcing options outside of China,
accelerating a preexisting trend driven by rising costs of production
in China from increasing wages and a declining workforce, among
other factors. U.S. importers increased imports from producers in
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other parts of Asia as well as Mexico.133 According to global man-
agement consultancy Kearney, China’s share of U.S. manufactured
imports sourced from all low cost countries in Asia fell to 50.7 in
2022, declining from 65.6 percent in 2013.134 In contrast, Vietnam’s
share of U.S. imports from Asia nearly doubled from its 2018 level
of 5.8 percent.135

Chinese companies are expanding their presence in South-
east Asian supply chains, increasing U.S. exposure to Chi-
nese content in goods imported from other countries. Even
as a rising share of manufactured goods came from outside of Chi-
na, the amount of Chinese content embedded in these imports rose
as Chinese companies expanded their presence in Southeast Asian
supply chains. Although the true magnitude of Chinese value-added
content in U.S. imports is unknown due to limited efforts to fully
map U.S. supply chains, trade and national production data indicate
that the manufacturing sectors of ASEAN economies source a sub-
stantial share of their intermediate inputs from China. In Cambo-
dia and Vietnam, products and services originating from China and
Hong Kong accounted, respectively, for 20.2 percent and 15.8 per-
cent of all value added in the production of exports in 2020.* 136 The
electronics manufacturing sectors of these countries have become
significantly dependent on Chinese inputs, particularly since 2017.
In Cambodia’s electronics export sector, 50.5 percent of all inputs
originated in China in 2020, rising from 40.1 percent in 2017, while
the share in Vietnam rose to 19.7 percent in 2020, up from 13.7 per-
cent in 2017.137 While these data do not break out these countries’
exports just to the United States and therefore cannot reveal the
full extent of Chinese products in U.S. supply chains, U.S. imports
from these countries have accelerated over the past six years.t The
United States’ imports from Cambodia rose from $3.1 billion in 2017
to $12.2 billion in 2022, while imports from Vietnam increased from
$46.5 billion to $127.5 billion over the same period.138

The shift in trade was also driven by Chinese suppliers
physically relocating to other countries.i Chinese FDI in coun-
tries including Vietnam, Thailand, and Mexico increased as Chinese

*Across all ASEAN economies, 8.4 percent of value added to exports originated from China
in 2020, up from 6.7 percent in 2017. Organization for Economic Cooperation and Development,
“Trade in Value Added Database.”

TA team of economists led by Caroline Freund, dean of the University of California San Di-
ego’s Global Policy and Strategy School, found that between 2017 and 2022, the United States
increased trade with countries whose industries are highly integrated with China. U.S. importers
were more likely to source from suppliers in other Asian economies that themselves relied on
inputs from China. The authors of the study used a country’s imports of products within a specific
industry to measure the extent of trade linkages between China and the third country market.
For a particular product, if a country’s industry imported extensively from China—not just the
product itself but also related and intermediate goods—the United States was more inclined to
import that product from that country. Caroline Freund et al., “Is U.S. Trade Policy Reshaping
Global Supply Chains?” IMF Conference on Geoeconomic Fragmentation, May 25, 2023.

#Chinese companies have also used third countries as platforms to illegally transship goods
to the United States, wherein Chinese exporters evade U.S. tariffs by briefly rerouting products
through another country without making substantial transformations or modifications to the
good. In December 2022, the U.S. Department of Commerce International Trade Administration
determined that four Southeast Asian countries—Malaysia, Thailand, Vietnam, and Cambodia—
were being used by Chinese companies to circumvent U.S. antidumping and countervailing duty
orders on solar products from China. Combined, these four countries accounted for the majority
of the United States’ imports of solar products. Margaret Spiegelman, “Commerce Issues Pre-
liminary Affirmative Rules in Solar Probes,” Inside Trade, December 2, 2022; U.S. Department
of Commerce, Preliminary Determination of Circumvention Inquiries of Solar Cells and Modules
Produced in China, December 2, 2022.
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exporters sought to move production to low-cost destinations,* avoid-
ing the Section 301 tariffs and limiting exposure to future U.S. trade
restrictions by setting up manufacturing bases outside of China.139
The investment activities of Chinese multinational enterprises in
Southeast Asia are likely to increase as China seeks to deepen its
economic integration in the region, including through the Regional
Comprehensive Economic Partnership—the China-initiated trade
agreement that came into effect in January 2022.7 140

China Imposes New Restrictions on Access to Business-
Essential Information

Access to reliable market intelligence deteriorated under
a far-reaching anti-espionage campaign designed to assert
greater Party-state control over corporate information flows.
Chinese security officials raided three multinational corporate ad-
visory firms in 2023, including the U.S. due diligence firm Mintz
Group in March and U.S. consulting group Bain & Co in April.
Although Chinese officials did not provide an explanation for the
investigations, Chinese state-owned television broadcaster CCTV
produced a report on Capvision, a consultancy whose offices were
raided by police in May 2023, that alleged Capvision coordinated
a network of experts and insiders to sell sensitive information and
state secrets.14l The raids reportedly form part of a campaign to
extend the reach of China’s national security apparatus and cut off
foreign companies’ access to information deemed sensitive by the
Party-state.142 The antispy campaign follows March 2023 amend-
ments to the Counterespionage Law that went into effect in July.
These revisions broaden the definition of espionage activities to in-
clude any information gathering that involves material related to
China’s national security, expanding the remit beyond dealing in
state secrets (see textbox “The CCP Considers Economic Data and
Public Perception of the Economy Matters of National Security”).143

As restrictions on cross-border data flows went into effect,
offshore businesses and investors were cut off from real-time
financial and economic data providers and corporate regis-
tries. Since 2022, overseas corporations reported that the widely
used data provider Wind Information started restricting access to
certain data services, including real-time insights into sectors of
China’s economy ranging from housing to retail sales.14¢ Companies
also lost access to databases on corporate data registries, including
the business databases Qichacha and Tianyancha as well as Wind’s
corporate data services, preventing individuals outside of China
from easily retrieving information such as the shareholders in a
given Chinese company, its affiliated entities, or involvement in le-
gal disputes.145 The restrictions come as China implements its data
governance regime  wherein the Party-state views cyberspace, data,

*Between 2018 and 2023, FDI by Chinese entities totaled $4.6 billion in Vietnam, $3.1 billion
in Thailand, and $2.1 billion in Mexico. Derek Scissors, “China Global Investment Tracker Amer-
ican Enterprlse Institute, 2023.

TThe Regional Comprehensive Economic Partnership encompasses 15 economies: the ten mem-
bers of ASEAN (Brunei, Burma [Myanmar], Cambodia, Indonesia, Laos, Malaysia, the Philip-
pines, Singapore, Thailand, Vietnam), Australia, China, Japan, New Zealand, and South Korea.

#The legal framework governing cross-border data transfers includes China’s Cybersecurity
Law enacted in 2017, the 2021 enactment of the Data Security Law, and the Personal Informa-
tion Protection Law. Major rules to implement the laws came into effect in 2022 and 2023. They
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and networks as sovereign territory and subject to local laws and
restrictions.146 The expansive authority of the data security laws is
compelling Chinese companies to restrict overseas access to avoid
crossing vaguely defined lines. As a result, firms and analysts face
worsening information quality on China’s business climate, and Chi-
na’s official data releases are curated and manipulated to present a
more positive view of the economy (for more on China’s increasingly
unreliable statistics releases, see Chapter 3, Section 2, “Fiscal, Fi-
nancial, and Debt Problems Weigh Down Beijing’s Ambitions”). The
access restrictions may also complicate foreign companies’ ability to
comply with home-market regulations, particularly sanctions and
export restrictions targeting Chinese entities. As a result of the re-
strictions and the raids, U.S. businesses face greater difficulty in
ensuring counterparties in China are not subject to restrictions on
exports of controlled technology, U.S. investment restrictions, the
Uyghur Forced Labor Prevention Act, and other requirements un-
der U.S. law.147

Limits on accessing corporate registry data and the se-
ries of raids on foreign due diligence and consulting firms
mark an acceleration of a long trend of censoring economic
information. China’s government has repeatedly imposed restric-
tions on access to economic data and its collection, censored domes-
tic economic information and news, and punished foreign outlets for
coverage of sensitive economic topics. In 2021, for instance, China’s
government censored independent indicators of inflation to control
news about sharp price increases, and in 2023 it suspended a gov-
ernment dataset on youth unemployment after the rate for urban
16- to 24-year-olds climbed to an all-time high of 21.3 percent in
June 2023.148 In 2012, China’s government also blocked Bloomberg
and Businessweek’s websites after they published a story on then
Vice President Xi Jinping’s family wealth.149

The CCP Considers Economic Data and Public
Perception of the Economy Matters of National Security

In 2014, General Secretary Xi introduced the “Comprehensive
National Security Concept,” a broad-ranging framework that ar-
gues threats to the CCP regime may originate from any field in
the domestic or international arena, including “economic securi-
ty” and “cultural security.” Under Xi, the concept has become a
core tenet of decision-making, expanded to all policy areas, and
permeated from the Politburo down to the grassroots governance
level.#150 Tt emphasizes the importance of not only averting
threats but also proactively identifying and neutralizing emerg-

establish procedures for conducting a security assessment before transferring data and personal
information overseas (effective September 2022), a third-party certification process for conducting
cross-border data transfers (effective November 2022), and a standard contract for facilitating
the data transfers overseas (effective June 2023). Qiang Tong and Wang Xintong, “How China Is
Tightening Controls over Cross-Border Data Transfers,” Caixin Global, June 14, 2023; Womble
Bond Dickinson, “Cross-Border Data Transfers under China’s Personal Information Protection
Law,” May 31, 2023; Todd Liao, “China’s Cross-Border Data Transfer Security Assessment Mea-
sures Take Effect September 1,” Morgan Lewis, August 1, 2022.

*For more, see U.S.-China Economic and Security Review Commission, Chapter 1, “CCP De-
cision-Making and Xi Jinping’s Centralization of Authority,” in 2022 Annual Report to Congress,
November 2022, 25-120.
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The CCP Considers Economic Data and Public
Perception of the Economy Matters of National
Security—Continued

ing threats before they cause lasting damage.151 The framework
further regards economic security as the foundation upon which
“security of the people” can be achieved, placing it second only
to the “bedrock” of political security in a hierarchy of security
domains.* 152 With economic security underpinning societal sta-
bility, Chinese leaders are sensitive to public opinion on the econ-
omy, regarding unfavorable economic data and phenomena that
indicate discontent, such as a trend of Chinese youth “lying flat,”
as fundamental threats to national security.153

The revision of China’s Counterespionage Law furthers a trend
of state oversight of economic data and financial news, providing
a national security justification for data censorship. The revisions
expanded the scope of information the government may consider
a threat to national security to encompass all “documents, data,
materials, or items related to national security,” whereas the pri-
or version of the law had only concerned “state secrets and in-
telligence.”15¢ This codifies the Party-state’s broad discretion to
conduct investigations under a flexible, expansive national secu-
rity definition, potentially subjecting any company that collects
information to investigation for espionage.i15> Commenting on
the revisions, the U.S. Chamber of Commerce stated in April 2023
that the “additional scrutiny of firms providing essential business
services dramatically increases the uncertainties and risks of do-
ing business in the People’s Republic.” 156

U.S. Direct Investment in China Slows amid Rising Risks

Many U.S. businesses delayed or reconsidered investment
in China amid a weak economic outlook, causing FDI in Chi-
na to tumble in 2022. Just 45 percent of U.S. companies surveyed
by AmCham China in its 2023 Business Climate Survey planned to
increase their investment plans in China, the lowest proportion in
the business survey’s history (see Figure 5).157 Among those com-
panies expanding investment, most planned only small increas-
es. The drop in planned investment contributed to FDI flows into

*According to Party sources, the structure of the “Comprehensive National Security Concept”
comprises five elements and five relationships. The five elements are: “security of the people as
the aim, political security as the fundamental principle, economic security as the foundation,
military, cultural, and societal security as the guarantees, and the promotion of international se-
curity as the source of support.” Tang Aijun, “Ideological Security in the Framework of the Overall
National Security Outlook” (E&W%Tz%ﬂ?’)&iﬁﬁ‘?%%ﬁﬁﬁﬁ&i%), Socialism Studies, December
12, 2019. CSIS Interpret Translation.

T“Lying Flat” is an online meme that gained prominence in 2021 and is used to describe re-
jection of societal pressure. It comes as China’s economy has slowed, youth unemployment has
surged, and opportunities for graduates have declined despite increasingly rigorous demands of
education. David Bandurski, “Lying Flat,” China Media Project, July 17, 2023.

#While these revisions more concretely define a broader set of conduct as espionage activity,
Senior Fellow at Yale Law School’s Paul Tsai China Center Jeremy Daum notes much of the
enforcement and enactment authorities already existed under previously issued rules, including
the 2017 Provisions on Efforts on Counter-Espionage Security Precautions and the 2021 Detailed
Implementation Rules for the Counter-Espionage Law. In his assessment, the practical implica-
tions of the 2023 Counterespionage Law may be negligible, as it merely defines the existing scope
of counterintelligence powers. Jeremy Daum, “Bad as It Ever Was: Notes on the Espionage Law,”
China Law Translate, May 2, 2023.
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China falling to a record low, extending a multiyear slowdown in
direct investment. Across U.S. and other foreign companies, green-
field FDI flows—including investments in new factories and facili-
ties—dropped to $17 billion in 2022, 43.3 percent below the flows
in 2021.158 FDI in 2023 has proven equally dismal, with just $3.2
billion in new greenfield investment transactions in the first quarter
of 2023, declining 34 percent year-on-year from the first quarter of
2022 and down 75 percent relative to 2021.159 Total direct invest-
ment inside China, including both mergers and acquisitions and
greenfield FDI by all foreign companies, fell to its lowest recorded
level of $41 billion in 2022.160

Figure 5: Surveyed Investment Plans of U.S. Multinational Enterprises in
China, 2017-2022
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Note: Each year, AmCham China surveyed leaders of U.S. businesses operating in China about
their investment plans for the following year.

Source: American Chamber of Commerce in China, “2023 China Business Climate Survey Re-
port,” March 2023, 48; American Chamber of Commerce in China, “2020 China Business Climate
Survey Report,” March 2020, 33.

Beijing’s prioritization of national security undercut the
Party-state’s message of openness to foreign investment and
led U.S. businesses to consider reducing or isolating their
operations in China. In March 2023, China’s newly appointed
Premier Li tried in his first major public remarks to reassure global
businesses, saying that China strives to create a “first-class business
environment that is market-oriented, rule-of-law-based and interna-
tionalized.”161 China’s government carried out a series of initiatives
in 2023 to attract foreign investment, hoping that foreign capital in-
flows will help revive the stagnant economy. China’s MOFCOM even
launched a “Invest in China Year” campaign in 2023, organizing a
series of events to attract foreign businesses.162 Provincial and local
governments also rolled out tax incentives for foreign investors.163
Despite this overture to international business, a rising number of
U.S. companies have indicated that they plan to reduce their pres-
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ence inside China. According to AmCham China’s April 2023 flash
survey of U.S. businesses in China, 23 percent of surveyed business-
es are relocating parts of their operations or assessing their options
to do s0.164 Businesses cited tensions in the U.S.-China relationship
and geopolitical risks as the number one and two challenges to their
operations inside China (see Table 3). In contrast to surveys in pre-
vious years, survey respondents elevated their concerns about expo-
sure to policy volatility and the Party-state’s national security eco-
nomic narrative. Concerns about the “Chinese policy environment”
and “increasing Chinese protectionism and/or economic nationalism”
also rose to U.S. firms’ third- and fourth-largest challenges.165

Table 3: Top Five Challenges Facing U.S. Businesses in China, AmCham
China 2023 April Flash Survey on China Business Climate Sentiment

2023 Flash Survey on China 2022 Business Climate
Rank Business Climate Survey

1 Rising tensions in U.S.-China Rising tensions in U.S.-China
relations relations

2 Geopolitical risks Inconsistent/unclear laws and/

or regulations and enforcement

3 Chinese policy environment Rising labor costs

4 Increasing Chinese protection- | Regulatory compliance risks
ism and/or economic national-
ism

5 Inconsistent/unclear laws and/ | Concerns about data security
or regulations and enforcement

Source: American Chamber of Commerce in China, “Flash Survey on China Business Climate
Sentiment Updates,” April 2023, 15; American Chamber of Commerce in China, “China Business
Climate Survey Report,” March 2023, 35.

Emerging Supply Chain Vulnerabilities in the Electric
Vehicle Industry

A decade of government support has made China’s EV
market into the world’s largest and led to a surge in Chinese
exports across the broader category of new energy vehicles
(NEVs).* In the first seven months of 2023, China’s EV exports
alone increased 119 percent over the previous year.166 China is now
the world’s largest EV exporter. In 2022, Chinese EV exports ac-
counted for 35 percent of global EV trade, although a majority of
China’s EV exports were produced by foreign automakers manu-
facturing inside China, either through wholly-owned foreign enter-
prises or via joint ventures with Chinese automakers (see Figure
6).167 Tesla alone made up 40 percent of China’s total EV exports.168
Western multinational EV manufacturers have established export
hubs inside China, aiming to lower production costs by operating
within China’s dynamic EV ecosystem.f169 In contrast to overseas
sales, foreign brands make up only a small portion of China’s own

*New energy vehicles (NEVs) include EVs, plug-in hybrids, and hydrogen fuel cell EVs.

TAuto parts supplier Forvia’s CEO Patrick Koller estimated that Chinese automakers can man-
ufacture EVs for over $10,000 less than European carmakers. The cost advantage of producing
in China has enabled Chinese automakers to outprice competitors while also expanding into the
budget vehicle segment. Over 20 percent of vehicles for sale in China were priced under $15,000
in 2022. No vehicles are for sale at that price point in either the United States or Europe. Colin
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EV market, where domestic manufacturers are driving the rapid
expansion of Chinese EV sales.170 In 2022, sales of EVs and other
NEVs inside China totaled 6.9 million vehicles, nearly double the
sales in 2021.171 Despite the slowing economy, NEV purchases be-
tween January and August 2023 continued to rise 40 percent year-
on-year as the government stepped in to boost auto purchases using
tax exemptions.172 Currently, one in four passenger vehicles sold in
China is a NEV, up from one in 20 in 2019.%173

Figure 6: China’s Exports of Electric Vehicles by Brand, 2022
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Note: Sino-European joint ventures include ventures established between Chinese automakers
and major European automakers, including BMW, Mercedes-Benz, Renault, and Volkswagen.
SAIC, BYD, and Geely are Chinese automakers.

Source: Ilaria Mazzocco and Gregor Sebastian, “Electric Shock: Interpreting China’s Electric
Vehicle Export Boom,” Center for Strategic and International Studies, September 14, 2023.

Made-in-China EV exports to the EU have boomed over
the past two years, prompting the European Commission to
launch an antisubsidy investigation into China’s EV indus-
try. On September 13, 2023, European Commission President von
der Leyen announced that the EU is launching an antisubsidy in-
vestigation into EVs exported by China, stating that China is dis-
torting the EU market by keeping prices “artificially low by huge
state subsidies.”174 The investigation formally launched on October
4, 2023.175 The EU’s review of China’s nonmarket EV practices is
in the context of deepening ties between European and Chinese au-
tomotive sectors.17¢ Europe has absorbed most of the surge in Chi-
na’s exports of EVs.i177 The EU is on track to more than double
its imports of EVs from China in 2023 relative to 2022 as China’s
shipments of vehicles continue to accelerate (see Figure 7). The EU

McKerracher, “Electric Vehicles Have China’s Massive Middle Market Surrounded,” Bloomberg,
August 30, 2023 Ilaria Mazzocco, written testimony for U.S.-China Economic and Security Re-
view Commlsswn Hearing on China’s Current Economy: Implications for Investors and Supply
Chains, August 21 2023, 4; Joseph White, “China Has a 10,000 Euro Cost Advantage in Small
EVs, Auto Supplier Says,” Reuters, January 5, 2023.

*In 2020, China’s government set a goal for NEVs to constitute 20 percent of total auto sales
by 2025, a target the EV industry has now surpassed. Daniel Ren, “China Keeps 20 Percent Sales
Target for Home-Grown Electric Cars by 2025, Calling Controversial Industrial Plan by Another
Name,” South China Morning Post, November 3 2020.

+Over 70 percent of China’s $3.2 "billion in EV shlpments were destined for Europe and the UK
in 2022. Myungshin Cho, “China’s Electric Car Exports Surge to Record on European Demand,”
Bloomberg, December 27, 2022.
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imported $6.2 billion (€5.8 billion) in EVs from China in the first
seven months of 2023, a 125.8 percent increase over the same pe-
riod in 2022.178 Made-in-China EVs make up a growing fraction of
EU sales: imported EVs from China accounted for 11.2 of all EVs
sold in Germany in the first half of 2023.17° European automakers
are simultaneously expanding production into China. Because the
EU maintains low tariffs on EVs and European purchases subsidies
are available regardless of the vehicles’ country of origin, European
automakers, including BMW, Mercedes, and Renault, are offshor-
ing production to China, including through joint ventures with Chi-
nese automakers, as they aim to lower the costs of producing cars
bound for both the Chinese and European markets.180 For instance,
BMW has produced and exported its iX3 battery EV through a
China-based joint venture with Brilliance since 2020.181 The EU’s
most senior trade official, Valdis Dombrovskis, stated that the EU’s
antisubsidy probe may extend to foreign automakers’ China opera-
tions if “they are receiving production-side subsidies” from China.182
Should China escalate trade tensions in response to the EU’s anti-
subsidy review, Europe’s auto sector may also be exposed to trade
costs or retaliatory measures.183

Figure 7: EU Imports of Battery EVs from China, 2019-2023
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Chinese automakers currently hold only a small share of
the EV market outside of China, but they are investing heav-
ily in expanding their overseas footprint. China’s most popular
domestic EV brand, BYD,* is now the world’s largest EV producer
and is rapidly expanding overseas. Between January and August
2023, BYD reported 117,500 in overseas NEV sales, making up 16
percent of China’s total NEV exports over the same period.18¢ BYD

*BYD is short for Build Your Dreams. Berkshire Hathaway was an early investor in BYD,
buying $225 million in the company’s Hong Kong-listed stock in 2008. In July 2022, Berkshire’s
stake was worth $9.5 billion, although it has since started selling its positions. Josh Funk, “War-
ren Buffett’s Company Keeps Selling Carmaker BYD’s Stock,” Associated Press, May 8, 2023.
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has already doubled the 56,000 in overseas vehicle sales it recorded
for all of 2022, which were primarily exported to India, Thailand,
and Brazil.185 It expects to ramp up sales to 400,000 vehicles in
2024, aiming to leverage its low-cost EVs to enter not only devel-
oping economy markets and also increase sales to markets such as
Japan and Europe.186 It aims to send 30,000 vehicles to Mexico by
2024.187 China’s automakers are also seeking to move production
closer to overseas markets.188 Since 2016, BYD and Geely, the Chi-
nese owner of Volvo and Polestar, have announced 14 and 15 green-
field projects outside of China, respectively.* 189

Chinese EV manufacturers have made limited entries into
the U.S. market. Aside from BYD’s success in manufacturing and
selling electric buses in the United States,i Chinese automakers
have largely avoided the U.S. market due to high tariffs on imported
passenger vehicles from China and the smaller size of the U.S. EV
market relative to that of Europe.190 A handful of exceptions exist.
The premium EV manufacturer Polestar plans to start production in
the United States at a new facility in South Carolina in 2024, which
will be the Chinese-owned automaker’s first production facility lo-
cated outside of China.191 U.S. automaker General Motors plans to
introduce its Buick Electra EV model—which it currently produces
for sale in China—to the U.S. market in the next two years.}192
Ford also has a partnership with Contemporary Amperex Technolo-
gy (CATL), the world’s largest battery supplier, to invest $3.5 billion
into a lithium-iron- -phosphate battery factory in Michigan.193 CATL
is also expanding its operations in other markets, including in Eu-
rope, where it is projected to be the region’s largest battery maker
once its factories in Germany and Hungary come online, potentially
as early as 2025.194

EV Subsidies: A Replicable Success for Chinese
Industrial Policy?

China’s EV subsidy programs played a key role in creating an
integrated supply chain for EVs over the past decade, although
it came at immense cost and inefficiency.195 Local governments,
rather than central ministries, played the leading role in deploy-
ing consumer subsidies for EV purchases.§ 196 While government

*BYD has invested at least $1.3 billion in overseas facilities in Vietnam, Thailand, and Chile
since 2022. Derek Scissors, “China Global Investment Tracker,” American Enterprise Institute,
2023.

TIn 2021, transit authorities across the United States operated 245 BYD buses out of a total
fleet of 975 electric buses. The National Defense Authorization Act for Fiscal Year 2020 prohibited
the Federal Transit Authority from awarding grants and funding for purchasing buses from man-
ufacturers owned or controlled by corporations based in China and other nonmarket economies,
effective December 2021. Some municipalities have continued to place orders for BYD buses
mainly due to the costs of switching to another supplier. U.S. Federal Transit Administration,
2021 Annual Database Revenue Vehicle Inventory; Ian Duncan, “U.S. Funding Ban for Chinese
Buses Arrives, Disrupting Transition to Electric,” Washington Post, December 17, 2021.

#General Motors has not announced where it will produce the Electra if it proceeds with plans
to sell it in the United States. General Motors has a history of producing Buicks in China for
export to the United States; it has shipped its internal combustion engine Envision SUV from fac-
tories in China to the United States since 2016. Drew Dorian, “2025 Buick Electra E5,” Car and
Driver, 2023; Daniell Paquette, “A Slap in the Face to U.S. Taxpayers Most Vehicles Imported
from China Are Made by an American Company,” Washington Post, March 20, 2017.

§ While nominally called consumer subsidies, these were paid out to manufacturers rather than
consumers, with the intent that producers would pass on the support to consumers through lower
vehicle prices. Gerard DiPippo, Ilaria Mazzocco, and Scott Kennedy, “Red Ink: Estimating Chinese
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EV Subsidies: A Replicable Success for Chinese
Industrial Policy?—Continued

financial assistance fostered the growth of now-leading EV com-
panies, including Shenzhen’s support for BYD, the policies also
led to adverse incentives for automakers. As Center for Strategic
and International Studies fellow Ilaria Mazzocco observes, “In-
dustrial policy-induced business cycles have generated strong and
rapid growth, but they also tend to produce irrational exuberance,
policy abuse, and market fragmentation.”197 Local governments
denied subsidies for EVs made in other provinces, and public of-
ficials supported local firms by procuring solely from manufac-
turers located in the same city. This created a highly fragmented
market with hundreds of EV manufacturers, many of which failed
to bring a car into production.*198 Fraud was also rampant, with
companies fabricating sales in order to pocket the subsidies.199
Further, the costs of the subsidies program were immense. Be-
tween 2009 and 2017, consumer subsidies amounted to $33.8
billion (RMB 245 billion), meaning that the government fronted
nearly a quarter of all EV sales.7200 Partially due to the spiral-
ing costs, Beijing centralized control over the subsidies after 2016
and began to phase out consumer subsidies. Beijing terminated
local consumer subsidies by June 2019, and it phased out central
subsidies entirely at the end of 2022.201

China’s control over critical mineral supplies and dominance
in battery production accelerated the expansion of Chinese auto-
makers into downstream production of EVs.202 Because batteries
are the most important and often most expensive component of
EVs, Chinese EV makers benefited from China’s established con-
trol over the battery supply chain.203 In 2022, Chinese companies
made up over 75 percent of global battery cell manufacturing ca-
pacity and 90 percent of all anode and electrolyte production.204
China’s CATL currently accounts for 37 percent of global market
share for EV batteries.205 BYD ranked in second place with 13.6
percent, ahead of South Korea’s LG Energy Solution, which ac-
counts for 12.3 percent.206

China’s economic planners may struggle to replicate the suc-
cess of its EV industrial policy in other industries where China
lacks substantial preexisting capabilities. University of California
San Diego researchers Barry Naughton, Siwen Xiao, and Yaos-
heng Xu argue that EVs are an example of a “long-board” indus-
trial policy success, referring to technology areas where China
already possesses competitive advantages.297 The authors distin-
guish this technology from “short-board” technologies, where Chi-

Industrial Policy Spending in Comparative Perspective,” Center for Strategic and International
Studies, May 23, 2022, 55.

*In 2018, roughly 15 percent of over 400 EV manufacturers had actually brought cars to mar-
ket. Analysts project that 80 percent of new NEV startups founded since China introduced its
subsidy programs for EVs have exited or are exiting the market. Bloomberg, “China’s Cutthroat
EV Market Is Squeezing Out Smaller Players,” June 26, 2023; Ilaria Mazzocco, “Electrifying: How
China Built an EV Industry in a Decade,” MacroPolo, July 8, 2020.

TFor example, consumer subsidies for BYD’s e6 model car from the municipal and national
government amounted to $9,756 (RMB 60,000) each in 2014, equivalent to one-third of the factory
cost of the vehicle. Ilaria Mazzocco, “Electrifying: How China Built an EV Industry in a Decade,”
MacroPolo, July 8, 2020; Dazhong Kanche, “How Far Are Electric Cars from Us? In-Depth Expe-
rience with the BYD e6” [FiahZE A2 ? JRE 58 1L T itie6], July 10, 2014.
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na lacks the capabilities to achieve import substitution. In this
latter category, China faces both high costs in growing new indus-
tries and lower benefits to the economy should they succeed. The
troubled 14-year-long development of the COMAC C919, China’s
first domestically produced narrow-body aircraft, underscores the
difficulties China faces in catching up in technologies dominated
by Western producers.™*208

Foreign Portfolio Investment in China

U.S. Financial Services Companies Reassess Their Strategies
in China

Some foreign banks and investment firms have started
reducing their footprint as their ventures struggle to gain
ground in China’s state-owned-bank-dominated financial
system. As China took significant steps since 2018 to open its fi-
nancial services market to foreign investment, including reforms
it committed to implement nearly 20 years earlier when negotiat-
ing its entry into the WTO, U.S. financial institutions made am-
bitious investments to expand their China operations.299 Foreign
fund managers, banks, and insurers that entered under newly
available channels encountered financial markets that were satu-
rated by Chinese state-owned financial services companies, many
of which leveraged joint ventures with foreign firms to bolster in-
ternal expertise and financial acumen, leaving global funds with
just a margin of the market.210 At the end of 2022, U.S. holdings
of Chinese stocks and bonds totaled $247.2 billion, a small frac-
tion compared to the $29.3 trillion (RMB 212.3 trillion) in total
market capitalization on the Shanghai and Shenzhen Stock Ex-
changes alone.211 While some foreign fund managers like Black-
rock and Fidelity remain committed to competing for market
share in China despite declining profitability, other U.S. financial
firms are drawing back from China.212 Vanguard is reportedly
preparing to exit its financial advisory joint venture with Ant
Group and close its office in Shanghai, four years after launch-
ing the venture in 2019.213 In April 2023, the U.S. mutual fund
Van Eck abandoned its plan to set up a unit in China’s mutual
fund market.214 Of the total U.S. holdings, four of the largest U.S.
banks operating in China—JPMorgan, Citigroup, Bank of Amer-
ica, and Morgan Stanley—cut their combined China exposure by
16 percent in 2022, holding just $48 billion inside China.215

*Analysts at the Center for Strategic and International Studies (CSIS) estimate that COMAC
received between $49 billion and $72 billion in state support to develop the C919 as of 2020.
However, as the CSIS Trustee Chair in Chinese Business and Economics Scott Kennedy notes,
“It is misleading to call the C919 a Chinese plane because almost all of its components, including
everything that keeps the plane aloft, are imported.” China Eastern Airlines completed the first
commercial C919 flight in May 2023, but COMAC has yet to find a market for the aircraft out-
side of China. Reuters, “China’s Home-Grown C919 Completes First Commercial Flight,” May 28,
2023; Scott Kennedy, “China’s COMAC: An Aerospace Minor Leaguer,” Center for Strategic and
International Studies, December 7, 2020.
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Even as some foreign financial institutions withdraw
from or reduce their footprint in China’s market, Chi-
nese regulators are greenlighting more foreign-owned
fund managers. Since late 2022, the China Securities Regula-
tory Commission (CSRC) accelerated approvals for wholly for-
eign-owned mutual fund and wealth management businesses in
China, potentially increasing foreign firms’ ability to seek profits
in China’s still-developing financial system. In November 2022,
the Canadian asset management firm Manulife received approval
to buy out its Chinese partner’s stake in a joint venture fund,
becoming the first financial institution to convert a joint venture
into a wholly foreign-owned entity since China removed the cap
on foreign ownership in the sector in 2020.216 The CSRC subse-
quently approved JPMorgan’s bid to take over its mutual fund
joint venture in January 2023 at the same time it granted the
United Kingdom (UK)-based bank Standard Chartered approval
to set up a fully foreign-owned securities brokerage.217 In Febru-
ary, Morgan Stanley received approval to take full control over
its asset management joint venture.218 Prior to the recent string
of approvals, four other U.S. firms received approval to establish
wealth management and/or mutual fund businesses: BlackRock
and Goldman Sachs for majority-owned wealth management joint
ventures in May 2021; and Neuberger Berman Group, Fidelity,
and BlackRock for wholly owned mutual fund businesses in Sep-
tember 2021, August 2021, and August 2020, respectively.219

While gaining full control over a fund may grant foreign
financial institutions greater flexibility, they will still face
a Chinese financial market landscape dominated by state-
backed players with deep capital pockets. Chinese regulators
remain apprehensive about foreign financial services companies
gaining too much influence, especially as China creates new mar-
kets for financial services.220 Regulations on entry to China’s emerg-
ing private pension market favor domestic firms, creating a barrier
to nearly all foreign companies entering without a Chinese partner’s
support (see textbox below).

Foreign Financial Institutions Locked Out of Early
Access to China’s Pension Market

China launched a pilot marketplace for private pension plans
in 2022 that allows individuals to contribute up to $1,791 (RMB
12,000) annually in tax-deferred plans, a system analogous to
the Investment Retirement Accounts prevalent in the United
States.221 China’s private pension system is projected to grow
from $300 billion in 2022 to $1.7 trillion by 2025 as China’s pop-
ulation rapidly ages, presenting a lucrative opportunity for funds
that launch products on the marketplace.222 However, most whol-
ly foreign-owned asset managers lack the requisite domestic as-
sets to meet the threshold for participation in pilots of the pro-
gram. To start selling individual pension fund products, financial
institutions must have at least $2.8 billion (RMB 20 billion) in
assets in a mutual fund business, and Morgan Stanley, Manulife,
and JPMorgan are currently the only wholly foreign-owned fund
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Access to China’s Pension Market—Continued

managers large enough to participate.223 Instead, large Chinese
financial institutions are already moving to capture a significant
portion of the nascent pension marketplace, potentially limiting
the scope for the entry of foreign pension products.224¢ These re-
strictions largely mirror a pattern of limiting foreign competition
to financial markets until domestic firms have sufficient time to
establish market dominance.

U.S. asset managers are also creating distance from their
China-based operations as U.S. regulators increase their
scrutiny of investments in China. Sequoia Capital, whose China
venture capital unit has backed many of China’s major tech start-
ups, announced in June that it will split its China operations into
an independent company alongside a planned restructuring that
carves out its operations in India and Southeast Asia.?25 Sequoia’s
$56 billion in assets under management in China will be placed in
a new entity called HongShan.*226 This exceeds the $53 billion in
Sequoia Capital’s assets under management in the United States
and Europe, combined.22? HongShan may still be able to raise funds
from U.S. investors following the completion of the business separa-
tion.228 U.S. government restrictions on investing in Chinese com-
panies tied to China’s military-civil fusion strategy, as well as the
potential implementation of Washington’s outbound investment re-
view mechanism, may reduce the opportunities for investing in Chi-
na’s technology sector. U.S. investment managers are also increasing
scrutiny of investments that could be seen as bankrolling China’s
military.229

China’s Securities Regulator Formalizes an Approval Process
for Overseas Listings in the United States

At the end of 2022, China permitted U.S. regulatory in-
spections of China and Hong Kong-based auditors for the
first time, a step that brought over 100 U.S.-listed Chinese
companies into compliance with U.S. securities law and re-
moved the possibility of a mass delisting. Prior to these inves-
tigations, the Chinese government had prevented the Public Com-
pany Accounting Oversight Board (PCAOB), a nonprofit corporation
established by Congress to oversee the audits of publicly traded
companies listed on U.S. exchanges, from conducting inspections of
auditors based in mainland China and Hong Kong as mandated un-
der the Sarbanes-Oxley Act of 2002.7 Under a process established in
the Holding Foreign Companies Accountable Act of 2018 (HFCAA),
issuers that retained auditors from such noncompliant jurisdictions
for several consecutive years would face a trading prohibition on

*HongShan is Mandarin for sequoia or redwood.

T Prior to the PCAOB’s 2022 determination, China and Hong Kong were the only jurisdictions
with PCAOB-registered auditors where the PCAOB was prevented from carrying out its oversight
responsibilities. Until 2021, the PCAOB was unable to conduct inspections of firms located in
Belgium as well, but the board reached an agreement with the Belgian Audit Oversight College
in April 2021. U.S. Public Company Accounting Oversight Board, PCAOB Enters into Cooperative
Agreement with Belgian Audit Regulator, April 20, 2021.
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U.S. securities markets.* The Securities and Exchange Commission
identified 174 issuers—including Alibaba, the largest Chinese com-
pany on U.S. exchanges by market capitalization—that were non-
compliant with the provisions of the HFCAA in fiscal year 2021.230
However, after successfully completing a round of regulatory inspec-
tions of two audit firms in mainland China and Hong Kong in late
2022,7 the PCAOB retracted its determination of China and Hong
Kong as noncompliant jurisdictions on December 15, 2022.231 This
reconsideration by the PCAOB means that Chinese companies do
not currently face the risk of a trading ban under the HFCAA. {232
It further cleared the way for new listings by companies that retain
China and Hong Kong-based auditors, leading to a brief revival of
listing activity in the first quarter of 2023. In the first three months
of 2023, 13 Chinese companies listed on major U.S. exchanges and
raised a combined total of $376 million through initial product of-
ferings (IPOs).233

Although Chinese overseas IPOs rebounded at the start of
2023, listing activity stalled as the CSRC formalized over-
sight and regulatory control over Chinese companies go-
ing public on foreign stock exchanges. Chinese overseas IPOs
ground to a near halt after March 31, 2023, when China’s securities
regulator revised its approval process for companies going public
overseas.§ 234 Under the new review mechanism, all companies are
required to register their listing with the CSRC, enabling regulators
to block any proposed listing that violates China’s laws and regu-
lations or poses risks to national security and the CCP.235 Though
the CSRC touted the measures as necessary for enforcing regulatory
compliance and preventing fraud, its review process is wide-ranging,
including an evaluation of the company’s safeguards against disclos-
ing what the Party-state views as state secrets.236 The new approv-
al process forms the latest element of Beijing’s evolving regulatory

*The HFCAA was signed into law on December 18, 2020. The law requires certain issuers of
securities to establish that they are not owned or controlled by a forelgn government. Issuers
must make this certification if the PCAOB is unable to inspect an issuer’s audit work papers.
Securities from issuers whose audit work papers cannot be inspected by the PCAOB for three
consecutive years are then prohibited from being traded on U.S. exchanges. On December 2, 2021,
the Securities and Exchange Commission finalized rules to implement the HFCAA. After noncom-
pliant companies are designated “Commission-Identified Issuers,” they are required to disclose
the percentage of their shares owned by a government entity, whether a government entity has
a controlling financial interest in the company, the name of each CCP official who is a member
of the company’s board of directors, and whether the company’s articles of incorporation contain
any charter of the CCP. If a company is designated as a Commission-Identified Issuer for three
consecutive years, trading of its securities on U.S. exchanges becomes prohibited—a timeline that
was shortened to two years in the Consolidated Appropriations Act, 2023. Consolidated Appropri-
ation Act, 2023, Pub. L. No. 117-328, 2022; U.S. Securities and Exchange Commission, Holding
Foreign Companies Accountable Act Disclosure, December 2, 2021.

TPCAOB investigators selected eight audit engagements conducted by KPMG Huazhen LLP
in mainland China and PricewaterhouseCoopers Hong Kong for inspection. U.S. Public Compa-
ny Accounting Oversight Board, PCAOB Secures Complete Access to Inspect, Investigate Chinese
Firms for First Time in History, September 15, 2022.

#With the PCAOB vacating its HFCAA determination on mainland China and Hong Kong,
these issuers will regain compliance with the HFCAA after filing their fiscal year 2022 annual
reports, although this is conditional on the continued compliance of Chinese regulators with
the PCAOB’s oversight investigations. Should the PCAOB discover that Chinese regulators are
granting it less-than-complete access to auditors of U.S.-listed issuers, whether in investigations
in 2023 or beyond, it can immediately reinstate the negative determination under HFCAA. This
would restart the clock under HFCAA, wherein U.S.-listed Chinese companies will have at most
two years to retain an auditor from a compliant jurisdiction before they are subjected to a trading
prohibition.

§ Five issuers headquartered in China debuted their shares on the Nasdaq in April 2023; how-
ever, these companies had registered their listing with the U.S. exchange prior to March 31, 2023.
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regime for overseas listings, which expanded rapidly since 2021 as
the Party-state increased oversight of cross-border data flows. Af-
ter ride-hailing app DiDi Chuxing proceeded with its blockbuster
$4.4 billion IPO in June 2021 despite objections from CAC,* China
clamped down on new listings as it deployed new review mecha-
nisms for overseas IPOs, including a mandatory data review pro-
cess introduced by CAC in February 2022.7237 Qverseas listings by
Chinese companies in all sectors had slowed to a drip in late 2021
and 2022.238 The CSRC’s introduction of an approval process for all
overseas listings in 2023 is likely intended to reopen a pathway for
companies that align with Beijing’s economic priorities to raise capi-
tal on foreign markets. Consequently, Chinese IPOs may increase on
U.S. exchanges as the CSRC completes its approval process, which
is reportedly taking upward of six months.239 Firms operating in
industries deemed sensitive by the CCP are likely to face increased
scrutiny when applying to list overseas.

Listings of Chinese companies utilizing variable interest
entity structures (VIEs) may accelerate under the CSRC’s re-
vised overseas IPO approval process, potentially magnifying
the risks to U.S. investors. Since the early 2000s, hundreds of
Chinese companies, particularly those in the internet sector,f have
listed in the United States using VIEs—complex corporate struc-
tures that grant shareholders contractual claims to control via an
offshore shell company without transferring actual ownership in the
company—to circumvent China’s restrictions on foreign ownership
in industries the CCP deems sensitive.§ Prior to 2023, Chinese com-
panies that list overseas using a VIE were not required to register
their listings with the CSRC, as the VIE is not considered a Chinese
company under China’s law.240 In its March 2023 implementation
of an overseas IPO approval mechanism, the CSRC established a
requirement for companies to register and receive permission before

*In May 2022, DiDi announced it would delist from the New York Stock Exchange and finally
exited on June 2022. DiDi is still listed on U.S. over-the-counter markets with a market capital-
ization over $14 billion, making it by far the largest company whose shares are primarily listed
on OTC markets in the United States. Yiqin Shen, Henry Ren, and Filipe Pacheco, “Chinese
Ride-Hailing Giant Didi Boasts $14 Billion Value, One Year after NYSE Delisting,” Bloomberg,
June 14, 2023.

TThe General Offices of the CCP Central Committee and State Council jointly issued the Opin-
ions on Strictly Cracking Down on Illegal Securities Activity in Accordance with Law in July 2021.
The opinions pledged to strengthen supervision of Chinese companies issuing securities overseas
and enhance oversight of cross-border data flows, the latter of which was reflected in a data
security review mechanism for certain companies seeking to list overseas introduced in February
2022 by CAC. The CAC review is mandatory for Chinese companies that collect personal infor-
mation on more than one million users. Cyberspace Administration of China, Cybersecurity Re-
view Measures (W %44 4= i 21 /}%), December 28, 2021. Translation; State Council of the People’s
Republic of China, The General Office of the Cenitral Committee of the Chinese Communist Party
and the General Office of the State Council of the People’s Republic of China Jointly Issued the
“Opinions on Strictly Cracking Down on Illegal Securities Activity in Accordance with Law” (‘1
Herp g p N T S BRI A T BN “Oe TUIE NI T T IE B 25 s & W), July 6, 2021. Translation.

i Eight of the Chinese companies to newly list on U.S. exchanges in the first half of 2023 did
so using a VIE, bringing the total number of Chinese issuers using VIEs on the Nasdaq and
New York Stock Exchange to 169 as of June 30, 2023, with a combined market capitalization
of $823 billion, or 88.3 percent of the total market cap of all 267 U.S.-listed Chinese companies.
U.S.-China Economic and Security Review Commission, Chinese Companies Listed on Major U.S.
Stock Exchanges, January 9, 2023.

§Chinese companies are not unique in using VIEs as part of their corporate structures. VIE
structures are defined in the standards for consolidating subsidiaries on corporate balance sheets
under the Generally Accepted Accounting Principles, the set of accounting rules followed by most
U.S. firms. Chinese companies are unique, however, in placing their core businesses inside of
VIEs, which enables many Chinese companies to circumvent China’s sector-level restrictions on
foreign ownership (including in the internet sector) and list overseas.
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going public overseas through VIE structures.*241 On September 14,
2023, the Chinese auto insurance platform CheChe Technology be-
came the first company formally approved by the CSRC to list using
a VIE arrangement on the Nasdaq, potentially signaling Chinese
regulators’ intent to accelerate such listings.242 Although the VIEs
received recognition from China’s security regulator in its March
2023 rules, these corporate structures still hold only dubious legal
status under China’s laws, and the enforceability of a VIE’s contrac-
tual arrangements is unproven in Chinese courts. Foreign investors
may have little recourse to enforcement in the Chinese legal system
if VIE-listed companies take the company private at lower valuation
or if businesses fail.243

China Leverages Bilateral Debt to Promote Its
National Interests Externally

In the wake of a global economic downturn and following ten years
of extensive and predatory lending under the Belt and Road Initia-
tive (BRI), 2022 and 2023 saw a mounting wave of sovereign finan-
cial distress among developing countries holding debt from China’s
policy banks.i China has been and continues to be a primary con-
tributor to this nascent crisis through its extensive and poorly reg-
ulated bilateral lending relationships with risky borrowers. In many
ways, rising debt distress across developing countries represents the
culmination of China’s longstanding, irresponsible lending practic-
es. In response to this crisis of its own creation, China seeks to
leverage debt troubles and international events to expand the use
and reach of the RMB through currency swap lines. In addition,
China is expanding its energy partnerships with countries across
Central Asia and the Middle East to increase its energy access and
security while insulating itself from U.S. economic statecraft. In the
long run, developing debt troubles, de-dollarization, and China’s ex-
panding partnerships with Russia and energy-producing states will
reduce China’s sensitivity to U.S. sanctions, grow developing and
resource-rich states’ ties to and dependency on China, and increase
international competition for energy resources.

Rising Distress among Countries Holding Loans from China

A record number of countries that borrowed from Chi-
na are in debt distress due to high interest rates, heavy
loan burdens, and worsening global economic conditions.
Nearly 60 percent of China’s debtor nations were in financial
distress in 2022, up from just 5 percent in 2010.244¢ Borrowers
with adjustable interest rates have been particularly vulnerable
due to inflation. For instance, Argentina’s semiannual payments
on a $4.7 billion loan from China increased from $87 million in

*The CSRC’s regulations issued in March 2023 mandate any company seeking to list outside of
China to file for approval if the majority of its operations and revenue-generating activities took
place in China or if the majority of its senior management are Chinese citizens. These conditions
apply regardless of whether the China-based operating entity is consolidated through direct own-
ership or a VIE structure. China Securities Regulatory Commission, Trial Administrative Mea-
sures of Overseas Securities Offering and Listing by Domestic Companies, February 17, 2023, 8.

7The UN Global Crisis Response Group estimates that 3.3 billion people, or approx1mately
42 percent of global population, live in countries that spend more on interest payments than
education or health. United Nations Global Crisis Response Group, “A World of Debt: A Growing
Burden to Global Prosperity,” July 2023, 14.
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January to $137 million in July 2022.245 Many borrowers with
low interest rates are also facing distress as their gross domestic
product (GDP) falters and the burden of external debt payments
becomes unmanageable. In 2021, Zambia’s external public and
publicly guaranteed debt-to-GDP ratio was 133 percent, and of
the $20 billion in external public debt, an estimated one-third
was owed to China alone.246

BRI Implementation after Ten Years

Announced in 2013, General Secretary Xi’s hallmark BRI is a
China-led global investment and development program that seeks
to fuel China’s domestic growth, expand trade linkages, export
excess productive capacity, and advance geopolitical influence by
moving China to the center of the global order.24” Cumulative
BRI funding is estimated to have reached nearly one trillion dol-
lars,* with $67.8 billion allocated to over 200 new engagements
within BRI countries in 2022.1248 Although the Chinese govern-
ment touts the initiative as an opportunity for “win-win” coopera-
tion with participants, China has been BRI’s primary beneficiary.
In the ten years since its inception, BRI has generated some suc-
cesses for China, many failures for participants, and significant
controversy.

Much of BRI’s infrastructure building efforts have failed
to deliver. Many projects either stalled or never started.
Many of those completed have significant quality con-
cerns.} 249 For instance, in January 2023, the Ugandan govern-
ment had to begin repaying the $1.44 billion it borrowed from
China to fund the 600 megawatt Karuma Hydro Power Project
despite the dam being three years behind schedule and inoper-
able as of January 2023.§250 While Ecuador’s Coca Coda Sin-

*Cumulative BRI funding includes approximately $573 billion in construction contracts and
$389 billion in nonfinancial investments. Christoph Nedopil Wang, “China Belt and Road Initia-
tive (BRI) Investment Report 2022,” Green Financing & Development Center, February 3, 2023.

TDue to opacity in Chinese government reporting, there is debate regarding the total number
of projects financed through BRI. Christopher Nedopil Wang of the Green Finance and Develop-
ment Center (GFDC) affiliated with Fudan University in Shanghai uses data from the American
Enterprise Institute’s China Global Investment Tracker and the GFDC to estimate that 147 BRI
participant countries received $67.8 billion for over 200 BRI-related engagements in 2022. In
contrast, Nadia Clark, a research associate for the Council on Foreign Relations, uses a more
expansive definition and counts any foreign contract signed by a Chinese enterprise with a BRI
participant as a single BRI project. Using data from the Chinese Ministry of Commerce, Ms.
Clark reports that Chinese enterprises signed 5,514 new contracts valued at $130 billion in
2022. Nadia Clark, “The Rise and Fall of the BRI,” Council on Foreign Relations, April 6, 2023;
Christoph Nedopil Wang, “China Belt and Road Initiative (BRI) Investment Report 2022,” Green
Financing and Development Center, February 3, 2023.

#Although the Chinese government does not publish official statistics on the status of BRI proj-
ects, AidData estimates that of 13,427 recorded development projects funded by China between
2000 and 2017, 2,577 have been either canceled, suspended, or stalled in implementation. Ammar
A. Malik et al., “Banking on the Belt and Road: Insights from a New Global Dataset of 13,427
Chinese Development Projects,” AidData, September 29, 2021, 7.

§ The current operational status of the dam in Uganda cannot be determined due to conflicting
media accounts. According to a report published by the Wall Street Journal, the Karuma plant
“remains inoperational” as of January 2023. An April news brief by China’s Assets Supervision
and Administration Commission of the State Council as well as an article published by the Ugan-
dan state-owned media outlet New Vision reported that at least a portion of the plant went online
in March 2023. The privately owned Ugandan media publisher Monitor, however, shared a video
of Ugandan Prime Minister Robhinah Nabbania where she indicated that the dam was still not
operational as of July 2023. Monitor, “Power from Karuma Dam to Cost More,” July 16, 2023; John
Odyek, “Karuma Dam High Voltage Transmission Lines Commissioned,” New Vision, March 27,
2023; Xie Yuanxiao, “Uganda’s Largest Hydropower Plant Starts Operation,” State-Owned Assets
Supervision and Administration Commission of the State Council, April 7, 2023. http://webcache.
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claire hydroelectric plant was completed in 2016 and is current-
ly operational, dam operators recorded over 7,600 visible cracks
in the structure’s machinery as well as missing bolts on valves
controlling water flow, leading to safety and structural integrity
concerns.251 The project was funded by the China Development
Bank through a $1.7 billion loan with a 6.9 percent interest rate
and is in repayment.252

BRI has been a success for China, which has used the
initiative to develop a network of politically aligned and
economically entangled countries—many with substantial
resource reserves—across the developing world. China’s ex-
ports to BRI countries have nearly doubled from $872 billion in
2014 to $1.5 trillion at the end of 2022, and it is currently the
top trading partner to more than 120 countries.253 Its outbound
foreign investment to BRI countries has increased substantially
as well, rising from $9.9 billion (or 13 percent of China’s total
outward FDI) in 2013 to $23.8 billion (81 percent) between Jan-
uary and June of 2023.%#254 In addition to economic gains, BRI
provides China leverage to push its political agenda. In the past
three years, two countries have received BRI funding after they
switched recognition from Taiwan to China, including Nicaragua
in 2021 and Honduras in 2023.1255 Moreover, recent research
shows that Chinese developmental lending has an “amplifica-
tion effect” on recipient countries’ existing political institutions—
whereby loans from China make autocratic borrowers more auto-
cratic—thus strengthening China’s economic ties to and leverage
over increasingly illiberal countries.256

For many participants, BRI has resulted in mounting
debt and financial distress. Of BRI's 148 members, 66 coun-
tries—or 45 percent of the total-—qualify for the International De-
velopment Association (IDA), a group of 75 low-income countries
that are eligible for special financing through the World Bank.257
Among joint BRI-IDA members, there is an overrepresentation

googleusercontent.com/search?q=cache:yLjhpWr27nUd:en.sasac.gov.cn/2023/04/07/c_15087.htm
&cd=18&hl=en&ct=clnk&gl=us&client=firefox-b-1-d; Ryan Dube and Gabriele Steinhauser, “Chi-
na’s Global Mega-Projects Are Falling Apart,” Wall Street Journal, January 20, 2023.

*According to data compiled by the American Enterprise Institute and the Heritage Foun-
dation, China’s total outward FDI in 2013 was $29.5 billion. By the end of June 2023, its total
outward FDI had risen to $74.4 billion. American Enterprise Institute, “China Global Investment
Tracker,” June 2023.

FIn March 2023, Honduras switched recognition from Taiwan to China. Taiwan’s Foreign Min-
ister Joseph Wu stated that Honduran President Xiomara Castro made the switch after her
government requested $2.5 billion in financing from Taipei but received a more palatable offer
from Beijing, a claim the Honduran government denies. Honduras is currently in negotiations
with China for $20 billion in financing for a new rail line. Kylie Madry, “Honduras Probes Chinese
Interest in Investing in $20 Billion Rail Line,” Reuters, July 7, 2023; Associated Press, “Honduras
Establishes Ties with China after Break from Taiwan,” National Public Radio, March 27, 2023;
Ben Blanchard and Gustavo Palencia, “Honduras Denies Demanding $2.5 bln in Taiwan Aid
before China Announcement,” Reuters, March 22, 2023.

iThe study uses an ordinary least-squares regression model to measure the impact of Chi-
nese development lending on a recipient’s level of democracy or autocracy over time, given the
fact that these institutions begin as either an autocracy or democracy. The study uses AidData’s
Chinese official finance dataset to construct a panel of 104 Chinese aid recipients from 2002 to
2017. These data are paired with information on a recipient’s level of autocracy or democracy as
measured by Polity IV. Gregory W. Caskey, “Chinese Development Lending & the Amplification
Effect,” Stanford Center on China’s Economy and Institutions, June 2022.
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of countries in debt trouble. Of the ten IDA countries currently
in debt distress, nine are BRI participants.*258 Moreover, in the
past three years, several BRI participants—including Sri Lanka
and Zambia—have defaulted on their debt, while others—Ilike Pa-
kistan and Argentina—languish in prolonged economic crises. 259
To address rising financial issues among members, between 2000
and 2021, China extended $240 billion in rescue financing to 22
countries—all of which are BRI participants—with 77 percent of
this funding being extended after 2016.1260 This relief, however,
has had little impact on BRI countries’ rising loan burdens due
to the scale of the issue. It is estimated that for every $1 of aid
China provided, it created an additional $9 in debt.261

China is not providing sufficient debt relief to distressed
borrowers. Despite repeated requests by the United States, World
Bank, International Monetary Fund (IMF), and other democratic
and developed partners, China refuses to offer broad and substantial
debt relief or restructuring to developing countries in distress.§ 262
In August 2022, China canceled 23 loans to African countries in
an attempt to address rising financial distress and narratives sur-
rounding China’s “debt-trap diplomacy.”{ 263 These cancelations ac-
counted for less than 1 percent of the debt African countries owe
to China, and most of this forgiveness went to 20-year-old defaults,
loans that were long since unlikely to be repaid.264 Moreover, of the
54 countries in Africa, China is known to have lent to 51 of these
countries in the past two decades. Among these borrowers, 18 are
at a moderate risk of external debt distress, 12 are at a high risk

*The BRI countries in debt distress are the Republic of the Congo, Ghana, Grenada, Laos, Ma-
lawi, Somalia, Sudan, Zambia, and Zimbabwe. Sdo Tomé and Principe is the only country in debt
distress that is not recognized as a BRI participant. World Bank, “Debt Sustainability Analysis,”
May 2023; Christoph Nedopil Wang, “China Belt and Road Initiative (BRI) Investment Report
2022, Green Financing & Development Center, February 3, 2023.

TThere are several ways to define when a country enters a debt crisis, but in general a debt
crisis occurs when a government becomes unable to pay back its loans or when it defaults on its
loans. For more on Sri Lanka’s and Pakistan’s respective debt challenges, see U.S.-China Econom-
ic and Security Review Commission, Chapter 3, Section 3, “China’s Activities and Influence in
South and Central Asia,” in 2022 Annual Report to Congress, November 2022, 519-587.

iSebastian Horn et al. report that of the $240 billion in rescue funding offered by China, $172
billion was offered through swap lines. When calculating swap line totals, the authors treated
rollovers and renewals of lines as an expansion of financing, identical to the creation of a new
swap line. According to Matthew Mingey and Logan Wright, this treatment has led to significant
overcounting of swap line totals. Mr. Mingey and Mr. Wright recalculate total swap lines counting
rollovers and renewals based on net expansion and report that China’s total swap line offers from
2000 to 2021 come to $38.5 billion, which would bring China’s total estimated rescue financing
to $106.5 billion. Matthew Mingey and Logan Wright, “China’s External Debt Renegotiations
after Zambia,” Rhodium Group, June 29, 2023; Sebastian Horn et al., “China as an International
Lender of Last Resort,” National Bureau of Economic Research, April 2023.

§ Although it is the largest bilateral creditor to the developing world, China is not a member
of the Paris Club, a group of 22 creditor countries that aim to develop workable solutions to
mounting debt problems among borrower countries. The 22 permanent members of the group are
Australia, Austria, Belgium, Brazil, Canada, Denmark, Finland, France, Germany, Ireland, Israel,
Ttaly, Japan, Korea, Netherlands, Norway, Russia, Spain, Sweden, Switzerland, the UK, and the
United States. Shawn Donnan and Tom Hancock, “China Lent Heavily to Developing Nations.
Now It’s Helping Them Manage Their Debt,” Bloomberg, March 27, 2023. Adam Hayes, “Paris
Club,” Investopedia, May 5, 2022; Paris Club, “Permanent Members.”

f“Debt-trap diplomacy” is the act of deliberately providing loans to countries the lender knows
are unable to pay in an effort to gain economic and political leverage over the debtor state. Kate
Bartlett, “China Cancels 23 Loans to Africa amid ‘Debt Trap’ Debate,” Voice of America, August
25, 2022.
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of distress, and seven are currently in distress.*265 China’s primary
strategy for dealing with distressed borrowers has been to extend
loan maturity, as it did with a $2 billion loan to Pakistan in March
2023 and as it offered for an undisclosed amount of debt owed by
Sri Lanka in February 2023.7266 Rolling over loans gives borrowers
more time to repay but may also prolong and increase the borrow-
ers’ debt burden.267 More recently, China has extended emergency
loans to distressed countries. Between 2018 and 2021, China offered
Pakistan and Sri Lanka, two major BRI partners in significant dis-
tress, more than $26 billion in emergency loan funding.268 Emer-
gency loans offer a way for countries to continue funding productive
ventures that may facilitate future loan repayment, but they also
grow the debt these countries already hold.

In addition to not providing sufficient relief to most bor-
rowers bilaterally, China sometimes impedes multilateral ef-
forts to restructure financially distressed countries’ debts,
as it did in Zambia. In 2020, Zambia’s external public debt stood
at $18.7 billion and central government debt was 103 percent of
GDP269 As its foreign reserves were rapidly eaten by loan pay-
ments, Zambia requested relief through debt restructuring. While
most creditors, including the United States, were willing to coordi-
nate relief, China—which held one-third of Zambia’s debt—refused
to participate.2’0 China instead insisted on confidential bilateral
debt negotiations that would bar Zambia from discussing the terms
of the deal. Without China’s participation, creditors were unable to
develop a comprehensive relief plan; Zambia depleted its foreign re-
serves and defaulted on its debt in November 2020.271 China did
finally agree to debt restructuring in 2022, but only after it became
a co-chair of Zambia’s creditors committee with France.2?2 In June
2023, Zambia secured a multilateral agreement to restructure $6.3
billion in debts owed to foreign governments, including China. The
country’s debt will be rescheduled over more than 20 years with a
three-year grace period during which time only interest must be
paid.£273 Although a deal was eventually secured, China’s initial
refusal to participate in multilateral negotiations prolonged and po-
tentially worsened Zambia’s financial situation.

*According to loan data compiled by AidData and Boston University’s Global Development
Policy Center, Eswatini, Sdo Tomé and Principe, and Somalia have no recorded instances of bor-
rowing from China for the period of 2000 to 2020. Of those three, Somalia and Sdo Tomé and
Principe are in debt distress. Eswatini’s risk of distress was not evaluated by the World Bank.
Although these countries have not recently borrowed from China, Sdo Tomé and Principe and
Somalia have received developmental assistance from China in the past 20 years, including $210
million and $52 million in allocated and pledged grant funding, respectively. World Bank, “Debt
Sustainability Analysis,” March 2023; Boston University Global Development Policy Center “Chi-
nese Loans to Africa Database.” 2023; AidData, “AidData’s Global Chinese Development Finance
Dataset, Version 2.0.”

TIn January 2023, the Export Import Bank of China signaled intent to extend maturity on an
undisclosed amount of debt held by Sri Lanka through suspended debt repayments, although Sri
Lanka appears to be moving toward a bailout package offered by the IMF. Bharatha Mallawara-
chi, “Sri Lanka’s Parliament Approves a Debt Restructuring Plan in an Attempt to Overcome
Economic Crisis,” Associated Press News, July 1, 2023; Devjyot Ghoshal and Uditha Jayasinghe,
“China Offers Sri Lanka Debt Moratorium, IMF Help Still in Doubt,” Reuters, January 24, 2023.

%A French official speaking on condition of anonymity reported to Reuters that French Pres-
ident Emmanuel Macron’s talks with Xi Jinping in Beijing in April 2023 helped in facilitating
the deal. For more information on President Macron’s trip and Europe’s relations with China,
see Chapter 5, Section 1, “Europe-China Relations; Convergence and Divergence in Transatlantic
Cooperation.” Lelgh Thomas Jorgelina Do Rosario and Chris Mfula, “Zambia Seals $6.3 Billion
Restructuring in Breakthrough for Indebted Nations,” Reuters, June 23 2023.
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China continues to free-ride on international efforts to
alleviate distressed countries’ financial burdens by continu-
ing unsustainable lending in the wake of multilateral debt
relief efforts. For instance, China has continued to lend to Hon-
duras, which has received substantial debt relief through several
multilateral programs. In 2003, Honduras had $556 million in debt
forgiven as part of the IMF and World Bank’s Heavily Indebted Poor
Countries’ Initiative, representing a 17.8 percent reduction in the
Honduran government’s total debt.274 This relief was followed by an
additional $141 million in IMF debt forgiveness under the Multilat-
eral Debt Relief Initiative in 2005 and $1.4 billion provided by the
Inter-American Development Bank in 2007.275 As a result of these
efforts, Honduras’ external debt stocks as a percentage of gross na-
tional income fell from 81 percent in 2000 to 27 percent in 2010.276
In taking advantage of Honduras’ new fiscal health, Chinese lenders
began increasing loans to the country. From 2010 to 2021, China’s
share of Honduras’ external bilateral debt increased from 2 percent
to 16 percent.*277 In addition, many of the loans China provided
came with interest rates well above the IMF’s concessional rates.
In 2014, while the IMF was offering around 1 percent interest on
loans to low-income countries, China extended a $298 million loan
to Honduras at 4.1 percent interest.278 Honduras’ debt-to-gross na-
tional income (GNI) percentage has increased steadily with Chinese
lending, reaching 45 percent by 2021.279 In 2023, even as Honduras
finalized an agreement with the IMF for a 36-month credit facility
for $830 million to support economic reforms, the Latin American
country also entered into negotiations with China for financing for
a new $20 billion rail line.280

Often, this lending also comes with political benefits for
China. Negotiations on rail line financing for Honduras were ini-
tiated shortly after the country switched diplomatic recognition
from Taiwan to Beijing earlier in 2023.281 China has an established
pattern of lending to Heavily Indebted Poor Countries (HIPC) par-
ticipants following their initial participation, with the majority of
Chinese loans to Comoros, the Republic of the Congo, Cote d’Ivoire,
Guinea, Liberia, and Togo occurring after these countries completed
the program in the early 2010s.7 With the notable exception of Cote
d’Ivoire, all of these countries have publicly supported China’s con-
duct in the South China Sea and most have supported China’s pol-
icies in Hong Kong and Xinjiang (for more information on China’s
lending to HIPCs and political benefits for China, see Appendix).

China primarily accounts for borrower risk by offering
high and adjustable interest rates on loans, which tend to ex-
ceed rates provided by Western governments and multilater-
al institutions.282 In addition, China typically does not disclose the

*In 2010, Honduras’ external bilateral debt was $796 million, with China holding $18.3 million.
By 2021, Honduran debt increased to $935 million, with $153 million being held by China. By
comparison, the United States held only $2 million in Honduran debt in 2010 and $1.4 million
in 2021. World Bank, “International Debt Statistics.”

7Data on Chinese lending to these countries cover the period from 2000 to 2017. Of the 39
HIPC participants, 26 completed the program before 2010, ten completed the program after 2010,
and three are currently applying for or in the program. Among countries that completed the pro-
gram after 2010, just under 64 percent of lending from China occurred within seven years of fin-
ishing the HIPC, AidData, “AidData’s Global Chinese Development Finance Dataset, Version 2.0.”



74

terms of its loans, which makes it difficult for developing borrowers
to directly compare interest rates across lenders.* A recent working
paper by AidData, Harvard, the Kiel Institute, and the World Bank
estimates interest rates on China’s emergency loans are two and a
half times above the IMF’s rates.283 Moreover, China often provides
high-interest loans despite a borrower’s preexisting debt burden.f
In February 2023, China extended a $700 million loan—with an
undisclosed interest rate—to Pakistan to float the country’s econo-
my as it navigates a debt crisis exacerbated by rising inflation and
a series of floods.£284 This funding is in addition to the estimated
$100 billion Pakistan owes to international creditors and $30 billion
it owes China specifically.285

China’s ability to provide comprehensive debt relief to dis-
tressed overseas borrowers is significantly limited by mount-
ing domestic economic challenges. Forgiving loans requires
lenders to accept heavy losses, but banks in China are already under
pressure due to the country’s slowing economy, declining home pric-
es, and stalled real estate market.286 In addition, the government
of China itself faces a debt crisis. The IMF estimates China’s total
government debt stands at 121 percent of GDP in 2023, a figure
that includes hidden borrowing done through financing companies
set up by Chinese municipalities and provinces.287 Moreover, Chi-
na’s long-awaited post-COVID-19 recovery has been slow in coming;
deflationary pressures are mounting amid weak demand, pushing
China’s central bank to ease policy.288 While reduced lending rates
can spur consumption and economic growth, they will add further
pressure to China’s banks, which are already struggling to main-
tain profitability. (For more on China’s domestic debt challenges, see
Chapter 3, Section 2, “Fiscal, Financial, and Debt Problems Weigh
Down Beijing’s Ambitions.”)

Despite a recent decline in new overseas lending, China
remains a key financer for many developing borrowers. Ac-
cording to the Inter-American Dialogue’s China-Latin America Fi-
nance Database, Chinese policy banks lent $813 million to Latin
America and the Caribbean in 2022 after extending a single new
loan valued at $204 million to Trinidad and Tobago for the pur-
chase of vaccines and medical equipment in 2021.289 This financing
includes $500 million to Brazil from the China Development Bank
and $192 million and $121 million to Guyana and Barbados, respec-
tively, from the Export-Import Bank of China.290 In addition to in-

*In a review of 100 loan contracts signed between 2000 and 2020, researchers at AidData
housed within the College of William and Mary found that the Export-Import Bank of China has
increased its use of confidentiality clauses in contracts, with every loan in the sample having such
a clause since 2015. Anna Gelpern et al., “How China Lends: A Rare Look into 100 Debt Contracts
with Foreign Governments,” AidData, March 2021.

TWhile the Chinese government does not publish comprehensive data on its lending terms and
practices, there are a number of organizations that track and compile what information China
and its lending partners do publicly disclose. For example, AidData compiles detailed information
on loans from China, including those issued by government agencies, state-owned enterprises,
and private and policy banks. Of the 3,103 loans, buyer’s credits, and seller’s credits extended
between 2000 and 2017, there are 1,659 transactions with a known interest rate, 1,940 with a
known maturity length, and 1,285 with a known grace period. Samantha Custer et al., “Tracking
Chinese Development Finance: An Application of AidData’s TUFF 2.0 Methodology,” AidData at
William & Mary, September 29, 2021, 7.

#China’s approach to lending tends to be more transactional and less transparent than lending
through Western countries or multilateral organizations like the IMF. Adam Behsudi, “The ‘Rift
Is There”: China vs. the World on Global Debt,” Politico, April 11, 2023.
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creasing its volume of debt holdings, China remains a creditor for its
current outstanding loans, which tie borrowers to China for the du-
ration of repayment. For example, loans on two China-funded infra-
structure projects in Bangladesh—the Karnaphuli river tunnel and
the Padma bridge rail link—will enter into repayment in November
and December of 2023.291 Due to the terms of these loans, many of
which carry maturities of at least 20 years, China will maintain its
position as lender to Bangladesh for at least another two decades.292

The Global Development Initiative Inserts Chinese
Interests into the UN Agenda

In September 2021, during his address to the UN General As-
sembly, General Secretary Xi unveiled China’s newest plan to
forge itself into a leader in international development through
the Global Development Initiative (GDI). The GDI is explicitly
tied to the UN’s 2030 Agenda for Sustainable Development * and
aims to make China a leader in public health, poverty alleviation,
and environmentally responsible economic growth.293 China has
not clarified how exactly it intends to contribute to these goals.29¢
Much like BRI, the GDI arrived as a blank slate with little initial
policy vision attached, giving China space to adapt the initiative
and revise its purported vision to meet evolving foreign policy
objectives.

Whereas BRI sought to extend China’s influence through bilat-
eral linkages, the GDI seeks to operate multilaterally through the
UN. Within a year of its launch, more than 55 countries stated
their support for the initiative, calling themselves the “Group of
Friends” of the GDI and hosting working sessions at the UN.295
Co-opting UN platforms benefits China by reducing the costs of
coordination, lending legitimacy to its objectives, and amplifying
its influence globally.i In addition, BRI has focused on funding
infrastructure projects through some development aid but mostly
loans. By contrast, in his address to the UN, Xi stated that the
GDI would revitalize the economy by providing debt suspension
and aid to developing countries, particularly those facing “excep-
tional difficulties.”296 This suggests that debt relief may become a
component of the GDI, perhaps even to large BRI partners, even
as China has yet to provide bilateral forgiveness to many of its
own borrowers. Any potential multilateral UN-sponsored effort
to reduce the debt burdens of countries weighted down by BRI
loans would benefit China by sharing the costs of its irresponsible
lending while burdening the United States with providing relief
for Chinese loans.

*The UN’s Sustainable Development Goals are a set of 17 global objectives adopted by all mem-
ber states in 2015 that “provides a shared blueprint for peace and prosperity for people and the
planet, now and into the future.” The objectives primarily seek to reduce poverty while improving
health and education, reducing inequality, and spurring environmentally sustainable economic
growth United Natlons “Department of Economic and Social Affairs—Sustainable Development.”

+For more on China’s co- option of UN agencies, see U.S.-China Economic and Security Review
Commission, PRC in International Organizations, December 3, 2022; U.S.-China Economic and
Security Review Commission, Chapter 1, Section 2, “The China Model: Return of the Middle
Kingdom,” in 2020 Annual Report to Congress, December 2020, 80-135.
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China’s Deepening Economic Relationship with Russia

China has tossed an economic lifeline to a strategic partner,
buffering Russia’s economy from international sanctions and
enabling its unprovoked war in Ukraine to continue. Trade
between China and Russia reached a record high of $179 billion (1.3
trillion RMB) in 2022, rising 30 percent year-over-year; trade further
accelerated from January to September of 2023, rising 32 percent
over the same period in 2022.297 Though China has been Russia’s
largest trade partner for 12 years, bilateral trade expanded signifi-
cantly in the six months following the invasion. China accounted
for 35 percent of Russian imports between March and September
2022, up from 20 percent over the same period in 2021. Similarly,
20 percent of total Russian exports went to China between March
and September 2022, up from 15 percent in 2021.298 Since the im-
plementation of sanctions on Russia from the United States and its
allies, China has seized on the short-term opportunity to purchase
cheap commodities from its isolated, resource-rich neighbor, especial-
ly oil and gas.299 China more than doubled its imports of Russian
liquified petroleum gas (LPG) in 2022, and China’s oil imports from
Russia reached a record-level 1.66 million barrels per day in Janu-
ary 2023.%300 Russian imports of Chinese semiconductors, a critical
dual-use technology, jumped from $200 million in 2021 to more than
$500 million in 2022 (though Beijing has reportedly refrained from
selling Russia its most advanced chips—those deemed strategically
important—such as the Loongson processors).301 Agricultural trade
also expanded, with total Russian exports of agricultural products
to China worth $7 billion in 2022, up 41 percent year-on-year. 302

In a demonstration of long-term strategic ambitions that
build on the recent acceleration of trade, Russian President
Vladimir Putin and Xi Jinping met for a two-day bilateral
summit in Moscow in March. In the past, Xi has referred to
Putin as his “best and bosom friend,” and the two leaders of the
nominally non-allied countries with a “no limits” friendship reaf-
firmed their commitment to deepen relations under the Comprehen-
sive Strategic Partnership of Coordination for the New Era.303 The
framework seeks to move forward development goals and insulate
the economies of both nations from further economic restrictions
imposed by the United States and its allies and partners, as well as
“advance the multi-polarization of the world.”304

Chinese companies have moved to capture market share in
Russia in the wake of multinational corporations’ exodus.3%5
Although over 1,000 multinational firms have exited Russia since

*The previous record was 1.60 million barrels a day in April 2020, driven by China seizing an
opportunity to buy cheap oil for its strategic reserves as global demand collapsed at the onset of
the pandemic. Olga Yagova and Gleb Gorodyankin, “China Buys Record Volume of Russian Oil as
European Demand Dives: Traders,” Reuters, March 25, 2020.

TAgricultural products from Russia are ‘not targeted by sanctions in order to mitigate food
insecurity from supply shortages. Ukraine claims Russia has been stealing grain from occupied
territories to sell on the world market since the war began, and this summer it said Russia
intends to mask sales of stolen grain to China with software and automation tools. The G7
initiated a plan to track stolen grain from Ukraine in June 2023. Maytaal Angel, “G7 Working
on Scheme to Combat Theft of Ukraine Grain, UK Says,” Reuters, June 12, 2023; Arvin Donley,
“Ukraine Claims Russia Preparing to Ship Stolen Grain to China,” World-Grain.com, July 10,
2023; Alexander Khrebet, “National Resistance Center: Russia Preparing to Export Stolen Grain
from Occupied Ukraine to China,” Kyiv Independent, July 9, 2023.
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February 2022, many Chinese companies have stayed and expand-
ed operations while being cautious not to run afoul of international
sanctions.39¢ Chinese car companies and consumer electronics com-
panies have significantly expanded their market share in Russia,
with automakers Chery, Great Wall Motor, and Geely claiming 16.5
percent of passenger car and small commercial vehicle sales in Rus-
sia during 2022, up from just 6.3 percent the year before.307 Other
foreign automakers pulled out of the country and several domestic
firms had to suspend production after being unable to acquire parts
due to economic restrictions.*308 Chery alone increased its sales in
Russia by 31 percent in 2022, even though total new car sales in
Russia dropped by 59 percent for the year.39° Similarly, Chinese
smartphone maker Xiaomi increased its market share from 45 per-
cent in 2021 to 80 percent in 2022, and Huawei displaced HP to be-
come the second-largest seller of notebook computers in Russia.310
In April, the U.S. Commerce Department added 12 Chinese compa-
nies to the Entity List for supplying dual-use technology to Russia,
including 3HC Semiconductors Co. Ltd., Wynn Electronics Co. Ltd.,
and Yongli Electronic Components Co. Ltd.311 In June, the EU fol-
lowed suit by adding three Chinese companies to an entities list
included in its 11th sanctions package against Russia.312 Then in
late September, the Commerce Department sanctioned nine Chinese
entities for supplying parts and aerospace components to Russian
and Iranian suppliers of unmanned aerial vehicles used by Russia’s
military, followed by 42 additional Chinese entities on October 6
for supporting Russian military production, including through the
sale of U.S.-origin microelectronics used in Russian precision-guided
missiles.313

Beijing is leveraging its advantageous negotiating position
with Russia to lock in favorable terms on long-term sources
of energy, agricultural products, and raw metal inputs for its
industries.314 At the Xi-Putin summit in March, Russia committed
to deliver at least 98 billion cubic meters (bcm) of gas a year to
China by 2030, a more than six-fold increase of what Russia sold
to China in 2022.315 President Putin publicly stated that all parties
had concluded “all agreements” on finishing Power-of-Siberia 2, an
approximately 1,600 mile pipeline from the Yamal Peninsula that
would reroute gas traditionally bound for Europe across Mongolia
to China and add 50 bem of annual gas transport capacity, slightly
less than the now defunct Nord Stream 1 pipeline that linked Rus-
sia to Germany.316 In a sign that China is holding out for a better
deal on Power-of-Siberia 2, subsequent official statements from Xi
made no mention of agreements on the pipeline.317 Russia appeared
to quickly walk back its stance, issuing a revised statement saying
that pipeline details still need to be resolved.318 In May 2023, Rus-
sia announced it would vastly increase grain exports to China via
the New Land Grain Corridor, a transportation and storage network
first proposed by Beijing in 2012.31° Despite the fact that Russia
was the largest exporter of wheat in 2021 and China was the larg-

*In June 2022, CNBC reported that Russian automaker Avtovaz had resumed production of
its Lada Granta sedan without numerous safety features it could not install due to sanctions,
including airbags, antilock braking systems, and emergency retraction locks on seatbelts. Phil
McCausland, “Sanctions Force Russia to Produce Popular Car without Air Bags, Other Safety
Features,” CNBC, June 14, 2022.
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est importer, China imported only 12,274 metric tons of 26 million
metric tons Russia exported that year, or roughly 0.05 percent of
Russia’s total.320 Russia has committed to increase that number to
8 million metric tons, or near one-third of total Russian exports,
once the New Land Grain Corridor comes online.*321 Xj has recent-
ly emphasized the need for China to diversify its food supply amid
domestic climate shocks and rising trade tensions with the United
States, calling agriculture a “foundation of national security.”322

The RMB’s Incremental Advance in Global Finance

Though the RMB is far from displacing the U.S. dollar as
the global reserve currency, mechanisms that enable increas-
ing use of RMB in certain payments help to shield countries
targeted by U.S. sanctions while providing other countries
the ability to circumvent sanctions. According to 2023 second
quarter data from the IMF, the U.S. dollar comprises 59 percent
of all allocated foreign exchange reserves, while the RMB compris-
es just 2.5 percent.323 This puts the RMB well behind the euro at
20 percent, the yen at 5.4 percent, and the pound at 4.9 percent,
and roughly equivalent to the Canadian dollar at 2.5 percent.324
Although small in scale, the presence of the RMB in internation-
al reserves challenges the United States by offering an alternative
currency to countries seeking to circumvent U.S. and allied-imposed
sanctions. This includes direct targets of sanctions, such as Russia
and North Korea, as well as third parties looking to continue limited
exchange with targeted states. For instance, in the past year, India f
and Pakistan have both used RMB to pay for some imports of Rus-
sian oil, while Bangladesh agreed to use RMB to settle payment for
a nuclear power plant being built by the Russian state-owned Ro-
satom.325 Small-scale transactions like these have little impact on
RMB internationalization in the aggregate, but they do impact the
economic and strategic calculations countries make when assessing
if and how to respond to U.S. sanctions. Despite this limited usage,
China is nevertheless opportunistic and quick to leverage geopoliti-
cal events and economic trends to further RMB internationalization.

China’s Incremental Approach to RMB
Internationalization

Despite efforts by China to promote its currency, international
adoption of the RMB remains limited. It has not attained status
as a significant reserve currency, and its share of global payments
has not meaningfully increased over the last seven years: in April
2023, the RMB represented 2.29 percent of global reserves, up
less than half a percentage point since its share of 1.82 percent
in April 2016.326 Export invoicing across North America and Asia
continues to be dominated by the U.S. dollar. By contrast, only 23

*For more on China’s food security challenges and policies to address them, see Lauren Green-
wood, “China’s Interests in U.S. Agriculture: Augmenting Food Security through Investment
Abroad,” U.S.-China Economic and Security Review Commission, May 26, 2022.

TIn addition to purchasing some oil in RMB, India and Russia were in talks to establish a ru-
pee-ruble trade system in early 2023. Talks ended without establishing any exchange mechanism
due to Indian banks’ concerns over expanding engagement with Russia while it was under sanc-
tions, among other issues. K. A. Dhananjay, “End of the Road for India and Russia’s Rupee-Ruble
Trade?” Diplomat, May 22, 2023.
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China’s Incremental Approach to RMB
Internationalization—Continued

percent of China’s goods trade was denominated in RMB in 2023,
well below the peak of 29 percent in 2015.327 In addition, the
RMB has not attained widespread use in international exchange
outside of China’s bilateral transactions; even within China’s own
trade, the majority of its transactions are not denominated in
RMB.328 Crucially, China’s banking system relies heavily on the
dollar for overseas borrowing and lending. According to Bank for
International Settlements data, banks in China had cross-border
liabilities amounting to $1.6 trillion, with $586 billion (37 percent)
being dollar-denominated by Q3 of 2021.32° Chinese nonfinancial
firms issued 36 percent of dollar-denominated bonds issued by
emerging market economies as of 2019.330

The RMB’s lack of progress in gaining international adoption is
driven in part by China’s own monetary policy. China maintains
a mostly closed capital account, meaning that the People’s Bank
of China tightly controls foreign exchange entering the country
and the amount of RMB exiting the country and in circulation
internationally. This allows it to manipulate the exchange rate by
managing the supply of RMB relative to demand, but limiting the
amount of RMB in circulation outside of China comes at the cost
of hurting attempts to promote its use internationally.331 While
hindering widespread RMB adoption, these controls prevent cap-
ital from exiting the country, forcing businesses and households
inside of China to reinvest in the Chinese economy instead of
foreign enterprise, thus fueling China’s domestic economic devel-
opment.

Constrained by its domestic priorities, China has pursued an
incremental approach to RMB internationalization alongside its
more ambitious goal of establishing the RMB as a primary re-
serve currency.332 This lower-intensity approach strives to boost
the RMB’s limited use in mostly bilateral settings, particularly
through trade settlement.333 Although nearly imperceptible in
aggregated statistics, this approach has been effective in provid-
ing an alternative financial architecture for limited circumven-
tion of some elements of U.S. economic statecraft.

Following the imposition of Western sanctions in response
to the invasion of Ukraine, Russia has become increasingly
reliant on China as an import source and export destination,
a fact China has capitalized on by increasing the use of RMB
in its trade with Russia.?3* The RMB’s share in Russian import
settlements rose from 4 percent to 23 percent in 2022, and now
nearly all Chinese purchases of Russian commodities—including
oil, coal, and some metals—are settled in RMB.335 To accommodate
this growing trade, China’s commercial and policy banks have be-
gun building out their capacity to facilitate RMB-based cross-border
transactions with Russia, including by promoting the adoption of
China’s Cross-Border Interbank Payment System (CIPS).336 Russia
also appears to be embracing the RMB. At the start of 2023, the
Russian Finance Ministry began selling RMB instead of U.S. dollars
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and what it deems other “unfriendly” Western currencies.337 The
ministry also developed a new structure for the country’s sovereign
wealth fund to hold 60 percent of its assets in RMB, including pro-
ceeds from oil and gas.338 As a result, the Chinese RMB effectively
replaced the U.S. dollar as the most traded currency in Russia in
February of 2023—but only in Russia, thus effecting only a minimal
fraction of global U.S. dollar transactions.339 China’s willingness to
help international rulebreakers like Russia sidestep U.S. sanctions
decreases the efficacy and deterring power of this key tool in U.S.
economic statecraft.

In addition to Russian gas, the RMB is now being used to
settle some oil trades between China and countries across
the Middle East at an increasing, albeit limited, rate. During
his December visit to Riyadh, Xi told Gulf Cooperation Council lead-
ers that China would work toward buying energy commodities in
RMB instead of the dollar, seeking to “make full use of the Shanghai
Petroleum and National Gas Exchange as a platform to carry out
RMB settlement of oil and gas trade.”340 To that end, in 2023, China
settled its first liquified natural gas (LNG) purchase in RMB, with
the state-owned China National Offshore Oil Corporation (CNOOC)
purchasing 65,000 tons of LNG from the United Arab Emirates
through the French firm TotalEnergies.?4l While Iraq still settles
its oil deals in U.S. dollars, in February 2023, the Iraqi central bank
stated it would allow non-oil trade with China to be settled using
the RMB.342 Despite these developments, the U.S. dollar is still used
in 80 percent of global oil sales, and Saudi Arabia—which sells more
than 25 percent of its total oil exports to China—trades exclusively
in U.S. dollars.*343 Although it is unlikely that any oil-producing
country will shift any large portion of settlement from the dollar to
RMB in the near term, the growing presence of the RMB in econom-
ic exchanges could lay the foundation for a potential transition. (See
Chapter 1, Section 2, “U.S.-China Security and Foreign Affairs” for
more on China’s pursuit of a greater diplomatic role in the Middle
East.)

China is using finance instruments like currency swap
lines as an opportunity to incrementally expand the RMB’s
use and centrality among China’s trading partners and fi-
nancially distressed countries. A currency swap line is an ar-
rangement between two central banks to exchange currency in or-
der to provide foreign currency liquidity to domestic banks without
dipping into foreign reserves. Through a swap line, a central bank
can borrow RMB from the People’s Bank of China and lend these
funds to local banks that in turn lend to firms engaged in com-
mercial relations with China (with funds typically used for goods
trade, Chinese construction contracts, or investment into Chinese
government bonds).344 Drawing funds through a swap also bolsters
foreign exchange reserves, which may help prevent a balance of pay-

*Neither China nor Saudi Arabia provide comprehensive statistics on RMB settlement in
cross-border transactions; however, it is unlikely the RMB comprises a significant portion of bi-
lateral exchange. In December 2022, China highlighted its first-ever RMB transaction with Saudi
Arabia for products from China’s Yiwu City, suggesting there is trade currently occurring in RMB.
Ministry of Foreign Affairs of the People’s Republic of China, Foreign Ministry Spokesperson Mao
Ning’s Regular Press Conference on December 9, 2022, December 9, 2022.
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ment crisis wherein a country is unable to pay for essential import-
ed goods and services due to a lack of foreign currency liquidity.345
Such swaps can thus be an attractive option for indebted countries
with substantial engagement with China. As of 2021, China has es-
tablished swap lines with at least 38 countries,* amounting to $544
million outstanding, with a preference for countries that have sig-
nificant export exposure to Chinese goods.346 These swap lines tend
to be infrequently used, particularly in comparison with U.S. swap
lines.347 Nonetheless, the swaps speak to China’s evolving efforts to
more thoroughly interconnect countries around the globe to its own
sphere of influence.

The incremental advance of the RMB may further the
development of alternative financial payment infrastruc-
ture, increasing China’s ability to mitigate financial sanc-
tions. At the same time that marginal RMB use allows China
to exert more influence over its trading partners and debt-dis-
tressed countries, it also creates impetus for these countries to
participate in alternative financial infrastructure that specializes
in RMB settlements, namely China’s CIPS. Cambodia provides
an example of how incremental RMB internationalization may
promote the use of CIPS. China has long been one of Cambodia’s
largest financial contributors, but the country’s economic reliance
on China intensified after the two signed a free trade agreement
in 2020.348 According to figures provided by China’s General
Administration of Customs, Cambodia’s trade deficit with Chi-
na nearly doubled from $6.6 billion in 2020 to $12.4 billion in
2022.349 In addition, China is Cambodia’s largest trading part-
ner overall, producing one-third of all the country’s imports.350
Cambodia’s rising purchases of Chinese imports intensified its
demand for RMB, likely motivating the central bank’s decision to
join CIPS, which was announced in February 2023.351 By using
CIPS, China’s trade settlements with Cambodia will fall outside
of payments systems controlled by the United States and its al-
lies, thus insulating these transactions from U.S. and partnered
sanctions. Despite rising use of the RMB, China still faces lim-
itations when it comes to effectively mitigating the impact of U.S.
and multilateral financial sanctions, most obviously the trillions
of dollars’ worth of assets it holds in U.S. and allied markets.352

China is moving to increase Argentina’s use of the RMB
as that country experiences severe and prolonged econom-
ic challenges with few viable alternatives. China and Ar-
gentina have participated in currency swap line agreements ev-
ery year from 2008 to 2021.353 The frequency and value of these
swaps along with the use of RMB in external transactions have
increased as Argentina’s debt and domestic economic turmoil
have intensified in the past five years. Argentina’s external pub-
lic debt reached $394 billion by February of 2023, with at least
$17 billion in loans being funded by Chinese banks between 2005
and 2019.35¢ A drought earlier this year caused a sharp drop in

*China has swap lines with 38 countries but 39 central banks, including Hong Kong. China’s
largest swap line is with Hong Kong and valued at $69 billion. Hector Perez-Saiz and Longmei
Zhang, “Renminbi Usage in Cross-Border Payments: Regional Patterns and the Role of Swaps
Lines and Offshore Clearing Banks,” IMF Work Paper, March 31, 2023, 9.
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Argentina’s agricultural export revenue, and a survey of analysts
conducted in May by Argentina’s central bank forecasts an annual
inflation rate of 149 percent for 2023.355 These factors—coupled
with Argentina’s unsustainable debt burden, series of defaults on
its sovereign bonds, and high global interest rates—have exac-
erbated devaluation pressure on the Argentine peso and limited
the country’s ability to build up its foreign reserves.356 In need
of substantial and sustained liquidity injections to alleviate some
of this pressure and with few options available, in April 2023,
Argentina announced it would start purchasing $1 billion worth
of Chinese imports in RMB as a measure to relieve the country’s
dwindling dollar reserves.357 Argentina also renewed and extend-
ed its swap line agreement with China in June 2023, doubling the
amount of funds accessible to nearly $10 billion.358

China plays on the desire of third countries for strate-
gic nonalignment in the mounting U.S.-China geostrategic
competition, offering the RMB as a competitive alterna-
tive to the U.S. dollar. Brazil offers an example.359 In 2018,
Brazil held no RMB in its foreign reserves. By the end of 2022,
however, the RMB accounted for 5.4 percent of central bank hold-
ings, making it Brazil’s second-largest currency reserve behind
the dollar.*360 China is Brazil’s largest source of imports and
largest destination for exports, with bilateral trade between the
two valued at $157 billion in 2022.7361 Agricultural exports from
Brazil play a particularly important role in bilateral trade, with
China purchasing $48 billion in agricultural products in 2022, in-
cluding nearly 70 percent of Brazil’s total soybean exports.362 In
March 2023, Brazil and China reached an agreement to conduct
bilateral trade and financial transactions in their own currencies,
the RMB and the real.363 Although Brazil and China have not
yet publicly settled any bilateral trade using either currency, the
scale of the two countries’ agricultural trade lays the foundation
for a substantial shift away from the U.S. dollar and toward the
RMB if they were to begin settling transactions with the RMB or
the real. Moreover, during his visit to Beijing in April, Brazilian
President Luiz Inacio Lula da Silva called on other developing
countries to replace the dollar with domestic currency in trade.364
At the BRICS (Brazil, Russia, India, China, South Africa) sum-
mit in August 2023, Brazil’s Finance Minister Fernando Haddad
suggested that Brazil and Argentina could settle bilateral trade
using RMB, although no actions have yet been taken in this di-
rection.365 A member of BRICS and one of the largest developing
countries in terms of GDP and population, Brazil’s limited but
growing interest in de-dollarization highlights the potential long-
term impact gradual RMB internationalization may have on the
United States’ ability to coordinate sanctions across third coun-
tries.

*The U.S. dollar currently comprises 80 percent of Brazil’s foreign exchange reserves. Reuters,
“Yuan Tops Euro as Brazil’s Second Currency in Foreign Reserves,” March 31, 2023.

TBrazil is one of 58 countries the government of China identified as havmg a trade surplus
with China in 2022. General Administrations of Customs of China, December 2022 Import and
Ex ort Commodity by Main Country (Region) Gross Table (USD Value) (2022412 71 ik Hi 117

BRIGEDO B R CE D).
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China’s Expanding Energy Partnerships

China’s import demand for energy commodities, includ-
ing gas and oil, has increased as its economy marginally re-
bounds relative to its performance during COVID-19.* Chi-
na’s oil demand topped 16 million barrels per day in April 2023,
up from 12.7 million barrels in April 2022, as cheap Russian crude
feedstock bolstered Chinese refiners’ production.3¢6 China further
benefited from international limits on Russian crude imports by
selling a portion of the newly refined oil to countries that imposed
the ban, including Australia, Canada, the EU, Japan, the UK, and
the United States.{367 Similarly, China’s imports of natural gas rose
to a five-month high in June 2023, and the International Energy
Agency forecasts China’s gas consumption in 2023 to increase by
more than 6 percent relative to 2022.368 To spur growth, meet de-
mand, and fortify energy security against potential sanctions, China
has sought to expand its trade relations with existing oil and gas
suppliers in Central Asia as well as establish new relations with
resource-rich actors across South Asia and the Middle East, includ-
ing Qatar and the Taliban in Afghanistan. China’s preference for
partnering with high-risk and autocratic countries helps to sustain
and stabilize these governments while offering a viable path to cir-
cumvent U.S. leadership and U.S. economic statecraft.

China seeks to finalize long-stalled negotiations on an ex-
pansion to the Central Asia gas pipeline to insulate itself
from U.S. sanctions while bolstering energy security and sup-
ply. Turkmenistan is currently China’s largest overland supplier of
natural gas, able to provide 55 billion cubic meters (bcm) of energy
annually through Lines A, B, and C of the Central Asia-China gas
pipeline.£369 China has sought to expand this supply through BRI
funding for a fourth (Line D), which would provide an additional 30
bem of gas annually to China.§370 In the decade since an agreement
was reached on the expansion, the pipeline—like so many BRI proj-
ects—remains incomplete.37! This year, China renewed its efforts
to complete the project by prioritizing construction on Line D as a
way to secure gas inflows from its long-term overland partners, al-
though it remains to be seen if any substantial progress is made.372
In addition to greater supply, the pipeline’s overland delivery system
and location increases China’s energy security, since Turkmenistan
is unlikely to participate in U.S.-led sanctions given the economic
significance of gas exports to China for its economy.373

*China’s apparent rebound in demand for energy commodities is driven primarily by revived
travel following the lifting of the Zero-COVID policy rather than significantly boosted industrial
activity.

TAs outlined in the Center for Research on Energy and Clean Air’s analysis, China’s resale of
refined Russian crude not only undermines the impact of sanctions on Russia but also increases
U.S. and its partners’ dependence on China. Hubert Thieriot et al., “The Laundromat: How the
Price Cap Coalition Whitewashes Russian Oil in Third Countries,” Center for Research on Energy
and Clean Air, April 19, 2023.

ZQuantities of 55 bem represent the upper limit of transportation capacity. In 2021, Turkmeni-
stan exported only 31 bem of gas to China. Enerdata, “Turkmenistan Plans to More than Double
Gas Exports to China to 65 bem/year,” October 20, 2022.

§ China consumed approximately 378.7 bem of ‘natural gas in 2021. China currently sources
approximately 12 percent of its natural gas from Turkmenistan. Jessica Aizarani, “Natural Gas
Consumption in China from 1998 to 2021,” Statista, March 2, 2023; Enerdata, “Turkmenistan
Plans to More than Double Gas Exports to "China to 65 bcm/year,” October 20, 2022.
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China is also developing new energy partnerships with
Gulf States and South Asia, including entering into a drill-
ing contract with the Taliban. In November 2022, China and
Qatar agreed to a $60 billion 27-year contract for LNG. 374 The deal
would export 4 million tons of additional LNG to China annual-
ly.375 In terms of access to oil, China has renewed overtures to ac-
cess Afghanistan’s natural resources, particularly in the energy and
mineral sectors, following the United States’ withdrawal from Af-
ghanistan.376 In January 2023, China’s state-owned Xinjiang Cen-
tral Asia Petroleum and Gas Company signed an agreement with
Taliban leadership to drill for oil in Afghanistan in January 2023.377

China Eases Overt Coercion as It Increases Overtures to
Europe

After years of mounting aggression in its external eco-
nomic relations, in 2023 China moderated its use of overt
coercion against developed countries. Beginning in 2016 and
reaching a peak in 2020, economic coercion has been an oft-used
tool of Beijing’s foreign policy, applied against both developed and
underdeveloped nations alike.* Although China’s use of overt coer-
cive tactics has moderated in the past three years, between 2020
and 2022, the Australian Strategic Policy Institute recorded 73 in-
stances of attempted coercion by China.37® Notably, China’s recent
application of coercive tactics tends to focus on wealthier countries,
with two attempts on Eswatini and one on Brazil and Bangladesh
standing out as exceptions.{ 379

Complications in Tracking China’s Economic Coercion

In an effort to address China’s use of economic coercion, the
United States and its partners and allies are developing policies
to counteract China’s intimidation tactics. In March 2023, the EU
reached an agreement on a market-wide anticoercion instrument
following China’s attempted economic manipulation of Lithua-
nia.}380 In May 2023, the G7 announced their intent to address
“a disturbing rise in incidents of economic coercion” by sharing
information through the newly created Coordination Platform on
Economic Coercion.381 The following month, Australia, Canada,

*Qver this period, China’s use of coercion increased in frequency, rising from just under ten
cases in 2016 to a height of 38 cases in 2020. In addition, China is increasingly using coercion to
pursue policy goals outside of its typical “red line” concerns, such as the recognition of Taiwan, to
respond to rising issues, such as restrictions on the use of Huawei equipment in telecommunica-
tions infrastructure. Aya Adachi, Alexander Brown, and Max J. Zenglein, “Fasten Your Seatbelts:
How to Manage China’s Economic Coercion,” Mercator Institute for China Studies, August 25,
2022; Fergus Hunter et al., “Countering China’s Coercive Diplomacy,” Australian Strategic Policy
Institute, February 22, 2023.

TIn the case of Eswatini, China sought to force the country to end its relations with Taiwan
and recognize the One China policy, traditional “red line” issues for the Chinese government. In
February 2020, China threatened to “isolate” Eswatini from the international community and
prohibited its citizens from entering any Chinese embassy (with the exclusion of the consulate
in Johannesburg). In the case of Brazil and Bangladesh, China sought to punish the countries
for behaviors outside of its typical “red line” issues, including in response to the Brazilian presi-
dent’s criticism of China’s response to COVID-19 and Bangladesh’s interest in participating in the
Quadrilateral Security Dialogue. Fergus Hunter et al., “Countering China’s Coercive Diplomacy,”
Australian Strategic Policy Institute, February 22, 2023.

#For more information on China’s attempted economic coercion of Lithuania and the EU’s
anticoercion instrument, see Chapter 5, Section 1, “Europe-China Relations; Convergence and
Divergence in Transatlantic Cooperation.”
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Complications in Tracking China’s Economic Coercion—
Continued

Japan, New Zealand, the UK, and the United States endorsed
a joint declaration against trade-related economic coercion and
nonmarket practices.?82 While neither the G7 statement nor the
joint declaration mention China, officials from both the British
government and the USTR point to China’s exertion of economic
pressure on Australia and Lithuania in political disputes as an
impetus for multilateral cooperation to address economic coer-
cion.383

Key to developing an effective anticoercion policy is estab-
lishing a clear and comprehensive definition of economic coer-
cion that covers all cases and provides the basis for a unified
approach. Defining and measuring China’s use of economic in-
timidation, however, is difficult, and multiple definitions exist.
In general, coercion is defined as an effort to punish or influ-
ence a foreign entity’s behavior through the use of economic
and noneconomic sanctions.?84 Economic sanctions typically
include trade and investment restrictions, tourism bans, and
popular boycotts, while noneconomic sanctions may include ar-
bitrary detention or execution, cyberattacks, and state-issued
threats.385

Where definitions of coercion tend to diverge is in identifying
the intended targets of intimidation. For example, the Australian
Strategic Policy Institute and the Mercator Institute for China
Studies (MERICS) both provide effective and informative data on
China’s economic intimidation while focusing on different aspects
of coercion; the Australian Strategic Policy Institute focuses on
China’s coercive actions against foreign governments, while MER-
ICS focuses on China’s coercion of foreign firms.386 In addition,
given its focus on firms, MERICS includes administrative dis-
crimination as a form of coercion but does not count arbitrary de-
tention or cyberattacks.?87 These differences in definition lead to
different counts regarding the number of coercive actions China
took in a given year; for instance, the Australian Strategic Policy
Institute found 16 instances of coercion in 2021, while MERICS
found 13.388 Both approaches provide compelling insights into dif-
ferent aspects of China’s intimidation tactics, and differences in
data highlight the importance of developing a broad and compre-
hensive understanding of China’s coercive actions against diverse
targets for policy purposes.

In addition to definitional differences, assessments of China’s
coercion tend to focus on overt intimidation and do not include
subtler and more difficult-to-detect pressure applied in private
settings due to a lack of publicly available information.382 The
underreporting of private coercion has likely led to a significant
undercounting of China’s coercive actions. MERICS asserts that
the “majority of cases [of coercion] remains invisible” due to the
informal nature of China’s tactics and targeted entities’ fear of
reprisal.390 Based on this analysis, MERICS concludes that “Chi-
na’s most effective form of economic coercion might therefore be
covert pressure on companies.”391
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China’s declining use of overt coercion is likely driven by
several factors. First, there are increasing multilateral efforts to
counteract China’s economic intimidation, including the G7’s Coordi-
nation Platform on Economic Coercion and the EU’s anticoercion in-
strument. Second, China is attempting to improve its international
image following years of aggressive diplomacy and its poor handling
of the COVID-19 pandemic.392 In the past year, Xi has attempted to
charm the heads of foreign states, notably European leaders, in an
attempt to win international supporters while dividing potential co-
alitions of opposition (for more information on the EU’s anticoercion
instrument and China’s charm offensive in Europe, see Chapter 5,
Section 1, “Europe-China Relations; Convergence and Divergence in
Transatlantic Cooperation”). Finally, China’s economic coercion has
also backfired at times, causing significant consequences for Chi-
na. For instance, its informal ban on Australian coal in response to
Australia’s call for an investigation into the origins of COVID-19
may have partially contributed to a coal shortage and subsequent
series of blackouts across China in the summer of 2021, while Aus-
tralia was able to sell the coal to other buyers.*393 Continued trade
restrictions against imports from Taiwan in the leadup to Taiwan’s
2024 elections constitute a notable exception to China’s otherwise
moderated approach to coercion. (For more on China’s coercion of
Taiwan, see Chapter 5, Section 2, “Taiwan.”)

China has hosted leaders from developed countries in an
attempt to revitalize economic ties, but Beijing’s refusal to
offer substantive concessions—including taking steps to fos-
ter a level economic playing field and market reciprocity
and to provide decisive statements condemning Russia’s un-
provoked war in Ukraine—has undermined the campaign’s
effectiveness. Between November 2022 and April 2023, Xi host-
ed leaders from Germany, Spain, France, and the EU in an effort
to smooth over relations following Russia’s unprovoked invasion of
Ukraine and potentially restart the currently stalled Comprehen-
sive Agreement on Investment.{39¢ Xi did not make any substan-
tial concessions following these meetings, however, beyond a brief
call to Ukraine’s President Volodymyr Zelenskyy in late April 2023
following the repeated requests of European leaders.395 In Decem-
ber 2022, Australian Foreign Affairs Minister Penny Wong visited
Beijing, marking the first time an Australian minister had done so
in three years.396 In discussions with her counterpart from China,
Minister Wong raised issues of human rights and “trade blockages”
as well as the need to manage tensions between the United States
and China.397 In February 2023, Australia’s and China’s trade min-
isters held talks to ensure “the timely and full resumption of trade”
following China’s imposition of sanctions in 2020 on a range of Aus-
tralian goods, including coal and wine, in response to calls by then
Prime Minister Scott Morrison for an investigation into the origins
of COVID.398 China partially reversed course on coal by allowing

*For more on China’s coercive response to Australia, see U.S.-China Economic and Security Re-
view Commission, Chapter 2, Section 1, “Year in Review: Economics and Trade,” in 2021 Annual
Report to Congress, November 2021, 150-152.

T For more information on the Comprehensive Agreement on Investment and Europe’s relations
with China, see Chapter 5, Section 1, “Europe-China Relations; Convergence and Divergence in
Transatlantic Cooperation.”
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Australian imports back into the country in January 2023, although
significant sanctions remain on a variety of goods.399

Despite its softening approach in 2023, China continues to
strengthen formal legal channels through which to imple-
ment coercive tactics. In July 2023, China implemented a new
and sweeping Foreign Relations Law aimed at countering trade
sanctions by the United States and its partners and allies.* The law
builds on China’s 2021 Anti-Foreign Sanction Law, which prohibits
companies operating in China from complying with foreign sanc-
tions.400 China specifically takes issue with U.S.-led export controls
on semiconductors and U.S. efforts to reduce reliance on Chinese
suppliers in critical sectors.#°1 In the new legislation, China made
several thinly veiled references to coercion and sanctions, reiterat-
ing its intent “to take corresponding countermeasures” against ac-
tions that it perceived as “endanger[ing] China’s sovereignty, securi-
ty, and development interests.”492 In an effort to communicate U.S.
policy on export controls and deepen discussion on persistent eco-
nomic issues between the United States and China, U.S. Commerce
Secretary Raimondo recently announced the creation of an export
control enforcement information exchange platform with China. The
platform aims to reduce misunderstanding of U.S. national security
policies by China, with the first meeting held in August 2023.403

*For more on China’s Foreign Relations Law, see Chapter 1, Section 2, “U.S.-China Security
and Foreign Affairs.”
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Appendix: Highly Indebted Poor Countries’
Diplomatic Support for China’s Controversial

International Positions

Publicly
Total Loans Supported
Provided China’s Publicly
Year of by China Publicly Conduct | Supported
HIPC Following Supported in the China’s
Initiative HIPC Total of All China’s South Positions
Comple- Initiative Chinese Xinjiang China on Hong
Country tion Completion Loans Policy * Seaf Kong i
Afghanistan§ | 2010
Benin 2003 $1.0 Billion | $1.1 Billion X
Bolivia 2001 $4.1 Billion | $4.1 Billion
Burkina Faso | 2002 $0 $0 X
Burundi 2009 $159 Million | $182 Million X X X
Cameroon 2006 $1.8 Billion | $1.8 Billion X X X
Central 2009 $89 Million | $136 Million X X
African
Republic
Chad 2015 $41 Million | $3.2 Billion
Comoros 2012 $146 Million | $185 Million X X
Republic of 2010 $6.6 Billion | $11.4 X X X
the Congo Billion
Democratic 2010 $2.6 Billion | $12.1 X X
Republic of Billion
the Congo
Cote d’Ivoire | 2012 $549 Million | $960 Million
Eritrea Pre- $0 $636 Billion X X X
Decision
Ethiopia 2004 $14.8 $14.8 X
Billion Billion
The Gambia | 2007 $367 Million | $367 Million X
Ghana 2004 $31.1 $31.1
Billion Billion
Guinea 2012 $21.8 $21.9 X X
Billion Billion

*“Publicly Supported China’s Xinjiang Policy” refers to countries that signed a letter in July
2019 publicly declaring their support for China’s Xinjiang policies, as well as subsequent signers
and other public statements.

T“Publicly Supported China’s Conduct in the South China Sea” refers to countries that declared
their support for China’s conduct in the South China Sea via official statements and declarations.

£“Publicly Supported China’s Positions on Hong Kong” refers to countries that supported Bei-
jing’s suppression of the 2019 Hong Kong prodemocracy protests as well as states that declared
their support for China’s 2020 Hong Kong National Security Law.

§ Afghanistan received two loans of unspecified amounts from the People’s Bank of China in
2008. Both loans went to finance a joint Afghan-Chinese venture in copper mining.
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Publicly
Total Loans Supported
Provided China’s Publicly
Year of by China Publicly Conduct | Supported
HIPC Following Supported in the China’s
Initiative HIPC Total of All China’s South Positions
Comple- Initiative Chinese Xinjiang China on Hong
Country tion Completion Loans Policy Sea Kong
Guinea- 2010 $19.3 $123 Million X X
Bissau Million
Guyana 2003 $878 Million | $878 Million
Haiti 2009 $0 $0
Honduras 2005 $297 Million | $297 Million
Liberia 2010 $540 Million | $549 Million X
Madagascar | 2004 $250 Million | $250 Million X
Malawi 2006 $916 Million | $916 Million X
Mali 2003 $2.5 Billion | $2.6 Billion X
Mauritania 2002 $1.7 Billion | $1.7 Billion X X
Mozambique | 2001 $7.9 Billion | $7.9 Billion X X X
Nicaragua 2004 $4.9 Million | $4.9 Million
Niger 2003 $2.7 Billion | $2.7 Billion X X
Rwanda 2005 $376 Million | $384 Million
Sao Tomé 2007
and Principe
Senegal 2004 $3.1 Billion | $3.1 Billion X
Sierra Leone | 2006 $1.6 Billion | $1.6 Billion X X
Somalia Com- $0 X X X
pleting
Program
Sudan Com- $6.7 Billion X X X
pleting
Program
Tanzania 2001 $12.6 $12.6 X X
Billion Billion
Togo 2010 $601 Million | $786 Million X X X
Uganda 2000 $975 Million | $975 Million X X X
Zambia 2005 $4.5 Billion | $4.6 Billion X X X

Source: Various.404
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SECTION 2: U.S.-CHINA SECURITY AND
FOREIGN AFFAIRS

Abstract

Throughout 2023, the Chinese Communist Party (CCP) recalibrat-
ed its foreign policy to counteract increasingly negative internation-
al perceptions of China over its support for Russia’s unprovoked
war in Ukraine and Beijing’s aggression toward neighbors in the
Indo-Pacific region. Emerging from Zero-COVID lockdowns in 2022,
Chinese diplomats engaged in a flurry of activity in an attempt to
assuage key global partners and cast China as a contributor to the
global good. These engagements have demonstrated a change in
tone but not substance, aimed primarily at preserving Beijing’s ac-
cess to foreign markets, technology, and foreign direct investment,
as well as its global influence. Beijing has sought to cultivate sup-
port from governments across Latin America and the Caribbean,
Africa, and Europe in order to facilitate these objectives. In practice,
Beijing continues efforts to shield Russia diplomatically and provide
material support for its war in Ukraine. The CCP has sought to
undermine the transatlantic unity that has emerged vis-a-vis China
as a response to Beijing’s foreign policy choices. The CCP has also
continued to engage selectively with the United States while prepar-
ing Chinese society for protracted strategic competition, up to and
including the possibility of war.

Key Findings

e In 2023, top CCP leaders portrayed their country as facing “ex-
treme scenarios” and called on Chinese society to steel itself
against the alleged efforts of the United States and its allies
to blackmail, contain, and pressure China. General Secretary
of the CCP Xi Jinping has called repeatedly on the People’s
Liberation Army (PLA) to prepare for war. This rhetoric has
been coupled with a number of war-readiness measures, includ-
ing new legislation focused on reenlistment and the revision of
China’s conscription law, a 7.2 percent increase to the official
defense budget, and the establishment of new “National De-
fense Mobilization” offices around the country.

e China continued to support Russia amid its ongoing war in
Ukraine, apparently judging that Russia’s value as a partner in
opposition to the United States outweighed the mounting rep-
utational costs of taking sides with the aggressor. Beijing’s dip-
lomatic, technological, and economic assistance provided vital
lifelines that kept the Russian government afloat as its military
foundered on the battlefield. Farther afield, China and Russia
continued to conduct military exercises and scientific missions
in the Pacific and polar regions, respectively.
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e China’s leadership has selectively responded to U.S. efforts to
reduce tensions for the purposes of preserving Chinese access
to U.S. markets, technology, and foreign direct investment. At
the same time, China continued to blame the United States for
the worsening bilateral relationship and refused to cooperate on
key issues, such as reestablishing crisis communications chan-
nels and stemming the flow of fentanyl into the United States.
China has also selectively engaged with U.S. allies and partners
to try to drive a wedge between them and the United States.

e China promoted its new trifecta of foreign policy initiatives
known as the Global Security, Development, and Civilization
Initiatives to reshape the international system in its favor. At
the same time, Beijing sought to burnish its image as a force
for world peace by offering to mediate high-profile conflicts and
continuing vigorous diplomatic outreach to countries in Africa
as well as Latin America and the Caribbean, all of whom it
views as important potential allies in its attempts to transform
the world order. These activities are part of Beijing’s ongoing
work to court countries in the Global South.

¢ Inthe Indo-Pacific region, China continued to adopt a heavy-hand-
ed and at times confrontational approach to its neighbors. In
the South China Sea, China acted aggressively toward claimant
states and transiting military forces alike. In East Asia, China
sought to drive a wedge between the United States, Japan, and
South Korea. Meanwhile, tensions continued to simmer on the
border with India, and suspicions toward China’s efforts to gain
strategic influence in the Pacific Islands grew.

e The PLA honed its expeditionary capabilities through new base
construction in Cambodia and a much-publicized mission to
evacuate Chinese and foreign nationals from the ongoing con-
flict in Sudan. At the same time, Beijing continued attempts to
enhance its military presence in Cuba through a reported joint
military facility that is under negotiation, and it conducted a
host of aggressive cyberespionage campaigns against the Unit-
ed States and foreign governments as well as numerous private
organizations.

Introduction

China began 2023 determined to recalibrate its relations with
the world following a period of intense inward focus on the lead-
ership transitions of the 20th Party Congress and the abrupt dis-
mantlement of its draconian Zero-COVID regime in the last quar-
ter of 2022.1 Taking stock of recent measures by the United States
and other countries to bolster security partnerships and restrict
the export of advanced technologies, China’s leaders decried these
measures as instances of geopolitical “containment” and redoubled
their efforts to prepare their government, economy, and society for
future hardships in anticipation of prolonged strategic competition
with the United States.?2 In the foreign policy realm, Chinese lead-
ers continued to stand by Russia amid its faltering war in Ukraine,
even as they sought to limit harm to their international image by
emphasizing China’s contributions to global governance, conflict me-
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diation efforts, and engagement with developing countries. China’s
aggressive rhetoric and behaviors toward Indo-Pacific countries un-
dermined its efforts to improve ties closer to home, while its global
military activities and intelligence collection continued apace.

This section assesses key developments in China’s politics, foreign
relations, and military power projection in 2023. It begins by exam-
ining Chinese leaders’ view of their position in the international
system before surveying China’s global diplomacy and activities to-
ward regional neighbors. The section concludes with an examination
of China’s military operations and espionage activities abroad, both
of which contribute to its growing comprehensive national power.*
The section’s findings are based on Commission hearings, discus-
sions with outside experts, and open source research and analysis
throughout the year.

20th Party Congress Consolidates Xi’s Control, but
Turbulence Roils Party’s Upper Ranks

General Secretary Xi emerged from the CCP’s 20th Party Con-
gress as the undisputed leader of the Party, contravening multi-
ple Party norms by attaining a third term as CCP general sec-
retary and remaining in office beyond the prevailing age limit of
68.3 Xi also stacked the seven-man Politburo Standing Committee
with individuals who have strong ties to him, and he increased
the number of individuals on the now 24-man Politburo with
whom he had long-term personal or professional ties from 15 to
19 members.* At the same time, many prominent officials affili-
ated with Xi’s predecessor Hu Jintao and his Communist Youth
League faction were demoted.? Jude Blanchette, Freeman Chair
in China Studies at the Center for Strategic and International
Studies (CSIS), assessed that the clean sweep of top positions
indicated Xi’s lack of desire to show “even a modicum of compro-
mise” to any other stakeholder or faction.® Dylan Loh, an assis-
tant professor at Nanyang Technological University, assessed that
with these loyalists in place, Xi “has a much freer rein and man-
date in pursuing his domestic and foreign policies” than before.”

In recent months, however, several high-profile officials selected
by Xi for key positions have been removed due to security concerns
or are under investigation for alleged corruption.® Dennis Wilder,
former deputy assistant director for East Asia and the Pacific at the
Central Intelligence Agency, observed that if the corruption allega-
tions are true, “it indicates that Xi’s vetting process for selecting top
officials is deeply flawed and suggests corruption is commonplace
within the system despite Xi’s decade-long campaign against it.”?
Top officials who appear to have been purged include:

e Minister of Foreign Affairs Qin Gang: In July 2023, the Stand-
ing Committee of the 14th National People’s Congress (NPC)
voted to remove Qin from his post as Minister of Foreign

*China’s concept of comprehensive national power encompasses the combination of a country’s
material strength to include military, economic, and technological ability as well as soft power.
For more analysis on the origins of the concept see U.S.-China Economic and Security Review
Commission, Chapter 1, Section 1, “A Global Contest for Power and Influence: China’s View of
Strategic Competltlon with the United States,” in 2020 Annual Report to Congress, December
2020, 35-36.
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20th Party Congress Consolidates Xi’s Control, but
Turbulence Roils Party’s Upper Ranks—Continued

Affairs without additional explanation, and reappointed Di-
rector of the Office of the Central Foreign Affairs Commission
Wang Yi as the Minister of Foreign Affairs.10 In September,
the Wall Street Journal reported that senior Chinese officials
were told “an internal Communist Party investigation found
former Foreign Minister Qin Gang to have engaged in an ex-
tramarital affair that lasted through his tenure as Beijing’s
top envoy to Washington,” and led to the birth of a child in
the United States, indiscretions the leadership felt potential-
ly compromised China’s national security.* 11

e The Commander and Deputy Commander of the PLA Rocket
Force and Deputy Chief of the Joint Staff Department of the
Central Military Commission: In late July and early August
2023, it was reported that the PLA Rocket Force commander,
General Li Yuchao, deputy commander, General Liu Guang-
bin, and a former deputy commander, Lieutenant General
Zhang Zhenzhong{ were believed to have been taken away
by investigators as part of a larger anticorruption drive in
the military.l2 Then commander of the PLA Rocket Force
General Li Yuchao was replaced by General Wang Houbin,
who had previously served as deputy commander of the PLA
Navy.}13

e Minister of Defense General Li Shangfu: In September, the
Wall Street Journal reported that General Li was under in-
vestigation, citing U.S. officials’ assessment that he is likely
to be relieved of his duties.* The Washington Post report-
ed that two people involved in China’s defense industry said
that there is “broad consensus that Li’s absence is related to
corruption charges relating to his previous position as head
of military procurement.”> General Li was previously head
of the Central Military Commission’s (CMC) Equipment De-

*On October 24, Qin Gang was also removed from his position as State Councilor. Sylvie
Zhuang, “China’s Ex-Foreign Minister Qin Gang Stripped of Last Remaining State Title,” South
China Morning Post, October 24, 2023.

7In June 2022, Lieutenant General Zhang Zhenzhong’s new position as the deputy chief of staff
of the Joint Staff Department of the Central Military Commission was confirmed when he attend-
ed the 19th Shangri-La Dialogue as a member of the Chinese delegation. Lin Yunshi, “Person-
nel Observation | Alternate Central Committee Member Zhang Zhenzhong is Appointed Deput
Chief of Staff of the Joint Staff Department of the Central Military Commission” (A F /%% | 1%%7\:
PRIKAR T FE RS S EHEI 2 K), Caixin, June 13, 2022, Translation; Xinhua, “GLOBALink |
China Rebuts U.S. Defense Secretary’s Remarks on South China Sea, Taiwan,” June 12, 2022.

% During this time, the Political Commissar of the PLA Rocket Force, General Xu Zhongbo,
reportedly stepped down and was replaced by General Xu Xisheng, who had previously served
as the deputy political commissar of the Southern Theater Command, the political commissar of
the PLA Air Force of the Southern Theater Command, and currently a CCP Central Committee
member. It is unclear whether General Xu Zhongbo stepped down in connection to the anticor-
ruption investigation. According to Alexander Niell, an adjunct fellow at the Pacific Forum, the
appointment of navy and air force officers in the PLA Rocket Force suggests that the Chinese
leadership is focused on developing the nuclear triad, which would allow nuclear missiles to
be launched from the air, sea, and land under an integrated command system. Joyce Huang,
“Analysts Say Shakeup at China’s Rocket Force Suggests Strategy Shift Toward ‘Nuclear Triad,”
Voice of America, August 2, 2023; Kathrin Hille, “China Ousts Top Generals from Nuclear Rocket
Force,” Financial Times, July 31, 2023; Lin Yunshi, “Personnel Observation | The Chief Officer of
the Rocket Force has been Adjusted and Promoted to General Wang Houbin and Xu Xisheng to
Take Up New Posts Across Service and Arms” (NS | KHT 4 E BRI K T, 6
¥ 7E SR E D, Caixin, July 31, 2023. Translation.
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20th Party Congress Consolidates Xi’s Control, but
Turbulence Roils Party’s Upper Ranks—Continued

velopment Department from 2017 to 2022, during which time
he was sanctioned by the United States in 2018 for purchas-
ing Russian weapons.'® General Li’s last public appearance
was on August 29 at the China-Africa Peace and Security
Forum in Beijing.*17

CCP Prepares China for Escalating Tensions and
Conflict

Throughout late 2022 and 2023, General Secretary Xi contin-
ued to escalate his rhetoric and emphasize the need for China to
prepare for hardships stemming from what he sees as the hostile
actions of the United States and allied countries. In particular, Xi
has repeatedly called on Chinese officials and citizens to anticipate
“worst-case” and “extreme” scenarios, terms that imply China could
face heightened tensions with the United States, serious econom-
ic damage resulting from measures like sanctions and export con-
trols, and more intense strategic rivalry, including the possibility of
an open war over Taiwan.j 18 Xi urged the country to harden itself
against “worst-case scenarios” in his speech at the 20th Party Con-
gress in October 2022, emphasizing that China needed to respond to
strategic risks and uncertainties in the international environment
by upholding the Party’s control and adopting a “fighting spirit” so
that “we cannot be swayed by fallacies, deterred by intimidation, or
cowed by pressure.” {19 At the 14th NPC in March 2023,§ Xi directly
blamed the United States and its allies for China’s recent economic
and diplomatic troubles, asserting that “Western countries—led by
the U.S.—have implemented all-round containment, encirclement

*On October 24, General Li was removed from his post as the Minister of National Defense, as
well as State Councﬂor without additional explanation. William Zheng, Jane Cai, and Jack Lau,
“China Sacks Missing Defense Chief Li Shangfu with No Explanation,” South China Morning
Post, October 24, 2023.

TFor example, Jin Canrong, the associate dean of the School of International Studies at the
Renmin University of China, stated that “extreme scenarios” in particular refer to “the danger of
war” and, more specifically, “the Taiwan question,” arguing that the United States’ actions in the
region, not Beijing’s own assertive behavior, are the reasons why this risk exists. Yang Sheng,
“Complex Security Threats Call for Modern Thinking, Measures: Experts,” Global Times, June
5, 2023.

iAdditionally, for the first time since 1949, mentions of “security” eclipsed those of the “econo-
my” in the report to the Party Congress. Xi mentioned the term “security” 91 times and “economy”
60 times during his report to the 20th Party Congress. Bloomberg, “Xi Mentions of ‘Security’
Eclipse ‘Economy’ in Historic Shift,” October 18, 2022.

§The proceedings of the March 2023 14th NPC further solidified Xis position and centralized
Party control over the state institutions of China’s government. Xi secured an expected third term
as state chairman of the People’s Republic of China and Chairman of the CMC. The Xi loyalists
recently elevated to the Politburo Standing Committee at the Party Congress also took up corre-
sponding leadership roles of China’s major state institutions. The NPC also approved a significant
restructuring of the State Council, the rough analogue to a ministerial cabinet within China’s
state government. The reorganization altered the functions of a dozen agencies and created two
new Party commissions on priority topics, thereby further strengthening Party control over key
government functions and clarifying the role of the state under Xi as primarily an 1mp1ementer
of Party policies. NPC Observer, “A Guide to China’s 2023 State Council Restructurlng March
23, 2023; AP News, “Xi Awarded 3rd Term as China’s President, Extending Rule,” March 10, 2023;
thua “Xi Jlnplng Unammously Elected to Serve as State Chairman Central Mllltary Com.
mission Chairman” (335 F4: 5% 06 [H 5% 32 oh sk & 3 J#), March 10, 2023. Translation; Susan V.
Lawrence and Mari Y. Lee, “China’s Political System in Charts: A Snapshot before the 20th Party
Congress,” Congressional Research Service, CRS R46977, November 24, 2021, 27, 30.
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and suppression against us, bringing unprecedentedly severe chal-
lenges to our country’s development.”20

Recent statements by Xi in May and June 2023 continued to
highlight foreign threats to China’s security and convey an increas-
ing sense of peril.21 At a meeting of the Central National Security
Commission on May 30, Xi again invoked “worst-case and extreme
scenarios” and called on officials to “modernize our national security
system and capacity, and get prepared for actual combat and dealing
with practical problems.”22 During an inspection tour of an industri-
al park in Inner Mongolia the following week, Xi emphasized that
China’s dual-circulation strategy * should aim to ensure the “normal
operation of the national economy under extreme circumstances,”
alluding to economic disruptions stemming from a potential decou-
pling with the U.S. economy.23

Xi has also made several direct statements urging the PLA to
prepare for war. During a visit to the CMC’s Joint Operations Com-
mand Center in November 2022, for instance, Xi said that “the en-
tire military must... focus on combat ability as the fundamental and
only criterion, concentrate all energy on fighting a war, direct all
work towards warfare and speed up to build the ability to win.”24 In
July 2023, Xi reiterated that the PLA must prepare for war during
an inspection tour of the Eastern Theater Command in Jiangsu
Province, which is responsible for military operations in the East
China Sea and the Taiwan Strait.2>

These exhortations to the military have been coupled with a num-
ber of legislative, budgetary, and logistical developments indicating
that the Chinese leadership is taking preliminary but limited steps
to enable effective war mobilization. China’s NPC implemented a
new Reservists Law that journalist John Pomfret and former Dep-
uty National Security Advisor Matthew Pottinger argued will allow
the PLA to “more easily activate its reserve forces and institution-
alize a system for replenishing combat troops in the event of war.”26
China revised its conscription law to allow retired PLA soldiers to
reenlist, and it also focuses on recruiting students with backgrounds
in science and engineering to serve in military positions relating
to space and cyber warfare.2? Furthermore, China announced a 7.2
percent increase in its official defense spending during the open-
ing session of the 14th NPC, bringing the total defense budget to
an estimated $224 billion.T28 Beijing has opened new recruitment
centers known as National Defense Mobilization offices £ across the
country since December 2022 while also upgrading air-raid shelters

*Under the “dual-circulation” strategy, China aims to reorient its manufacturing sector toward
fulfilling domestic demand, rather than producing for export. It will continue to seek out and
draw on international resources, capital, technology, and talent but avoid overreliance on glob-
al economic integration. For more on China’s “dual-circulation” economic strategy priorities, see
U.S.-China Economic and Security Review Commission, Chapter 2, Section 1, “Year in Review:
Economics and Trade,” in 2020 Annual Report to Congress, December 2020, 207—208.

TChina obscures much of its official defense budget through a fusion of military and civilian
spending as well as its non-transparent reporting practices, making it an unreliable figure. For
example, in June 2023, Senator Dan Sullivan (R-AK) said that the U.S. intelligence community
estimated China’s defense budget to be around $700 billion, far above the stated figure of $224
billion. Mackenzie Eaglen, “Setting the Record Straight on Beijing’s Actual Military Spending,”
American Enterprise Institute, August 8, 2023; Xinhua, “China’s 2023 Defense Budget to Rise by
7.2%, Remaining Single-Digit for 8th Year,” March 6, 2023.

#China has opened National Defense Mobilization offices in Beijing, Fujian, Hubei, Hunan, In-
ner Mongolia, Shandong, Shanghai, Sichuan, Tibet, and Wuhan. John Pomfret and Matt Pottinger,
“Xi Jinping Says He Is Preparing China for War,” Foreign Affairs, March 29, 2023.
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and at least one “wartime emergency hospital” in Fujian Province,
located across the strait from Taiwan.2° China announced it would
increase its grain production capacity by 50 million tons in March
2023, which may indicate that Beijing is seeking to improve its food
security in the event a war disrupts global supply chains.30

Retooling the Country for Self-Reliance in Science and
Technology

In 2023, the CCP made significant personnel changes both to re-
inforce loyalty to Xi and advance its efforts to build a geopolitically
resilient economy less dependent on the United States and other
Western countries for foreign technology. These priorities are appar-
ent in personnel appointments in the Politburo Standing Commit-
tee, Politburo, and Central Committee:

e The six members of the Politburo Standing Committee serving
alongside Xi, who represent the top leadership of the CCP, have
mostly had long careers in Party politics and have all proven
their loyalty repeatedly to Xi over decades.3! Loyalty is the
most important credential for promotion to the Politburo Stand-
ing Committee; having first served under Xi in 2007, Executive
Vice Premier of the State Council Ding Xuexiang stands alone
among its members in having credible scientific credentials.32
Ding earned a master’s degree in materials science and spent
the first 17 years of his career at the Shanghai Materials Re-
search Institute.3? His portfolio currently includes science and
technology issues.34

e The new 24-man Politburo revealed at the 20th Party Congress
not only has members with robust connections to Xi but also
has a noticeably higher proportion of members with scientific
and technocratic backgrounds than in previous terms.35 Com-
pared to the outgoing leadership team, eight of the new 24-
man Politburo have science, technology, engineering, and math-
ematics (STEM) backgrounds, compared to just four in the 19th
Politburo.*36 For example, Li Ganjie, Ma Xingrui, Yuan Jiajun,
and Zhang Guoqing, known as the “Military-Industrial Gang,”
not only have ties to Xi by virtue of their promotion to provin-
cial-level roles on his watch but also have extensive experience
managing complex state-owned technology projects.3” The re-
maining officials with STEM backgrounds have more distant
connections to Xi, but all bring noteworthy scientific and tech-
nological expertise to the Politburo.f 38

e STEM backgrounds in the 205-person Central Committee in-
creased by 35 percent to over one-third (69 members) of the
total.3® Of the 69 Central Committee members with STEM

*Among the eight current Politburo members with technocratic backgrounds, five hold PhD
degrees and three have master’s degrees. These Politburo members have expertise in environmen-
tal engineering, materials science, nuclear engineering, systems engineering, aerospace, medical
science, and defense technology. Ruihan Huang and AJ Cortese, “Nanometers over GDP: Can
Technocrat Leaders Improve China’s Industrial Policy?” MacroPolo, May 23, 2023.

TAccording to the Asia Society Policy Institute, Yin Li allegedly helped Xi’s wife, Peng Liyuan,
become a World Health Organization Goodwill Ambassador for Tuberculosis and HIV in 2011.
Liu Guozhong worked under Li Zhanshu, a retired Xi confidant, during the 2000s in Heilongji-
ang. Chen Jining built favor with Xi as an administrator of Tsinghua University in Beijing. Asia
Society Policy Institute, “Decoding Chinese Politics,” 2023.
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backgrounds, 36 also lead provinces in their capacities either
as provincial party secretaries or as governors, overseeing the
key administrative units in China responsible for implementing
Beijing’s policies and agenda.40

China also announced the reorganization of the Ministry of Sci-
ence and Technology to improve the coordination of China’s science
and technology policy, reflecting its focus on achieving self-sufficien-
¢y and gaining superiority over the United States in critical tech-
nologies.*41 In a State Council reform plan approved by the NPC
in March 2023 as part of a broader Party-state reorganization, the
responsibilities of the Ministry of Science and Technology—includ-
ing evaluating and managing specific research projects and research
funding—were redistributed to relevant Party and state bodies
that also conduct science and technology work.f42 The reform of
the Ministry of Science and Technology is intended to streamline
and strengthen its management over strategic planning of China’s
science and technology system.43 The broader reorganization also
transferred the state’s overall responsibility for managing China’s
science and technology policy to the Party through the creation of
a Central Science and Technology Commission.#4 In doing so, Party
leadership will utilize the new commission to attempt to solve long-
standing difficulties in coordination between the Ministry of Science
and Technology and other entities under the State Council.£45 (For
more on the role of the Central Science and Technology Commis-
sion and other institutions created or reorganized during the March
2023 NPC, see Chapter 3, Section 2, “Fiscal, Financial, and Debt
Problems Weigh Down Beijing’s Ambitions.”)

China’s Foreign Relations Law Seeks Tools to Counter
Western Sanctions

In June 2023, the NPC passed the Foreign Relations Law of the
People’s Republic of China (PRC), a sweeping piece of legislation
that codifies China’s foreign policy principles and creates a legal
basis for the imposition of “countermeasures” in response to foreign
actions Beijing deems a threat.§46 According to Chinese state me-
dia, the law aims to fix supposed shortcomings in China’s approach
to foreign affairs and address recent challenges posed by other coun-
tries’ imposition of sanctions, export controls, and extraterritorial
application of domestic law against China.4” The law includes pro-

*State Council Secretary-General Xiao Jie framed the motivation for the State Council re-
form plan in terms of geopolitical competition. “Facing the severe circumstances of international
scientific and technological competition as well as external containment and suppression, it is
necessary to... accelerate the realization of high-level scientific and technological self-reliance
and self-improvement,” he said. Xinhua, “Explanation of the State Council Institutional Reform
Plan” (%T&%ﬁmﬂ*’]"ﬂliﬁ%ﬁ’)ﬁﬂﬂ) March 8, 2023. Translation.

TThese include the Ministry of Agriculture and Rural Affairs, the National Development and
Reform Commission, the Ministry of Ecology and Env1r0nment the National Health Commis-
sion, and the Ministry of Industry and Information Technology Huang Yanhao and Han Wei,
“In Depth: The Remaking of China’s Science and Technology Ministry,” Caixin Global, March
15, 2023.

i Prior to the reorganization, coordination of scientific and technological work was challenging
because tasks were distributed across several departments within the State Council. The Min-
istry of Science and Technology had limited power to coordinate work with other ministries on
the same bureaucratic level. Huang Yanhao and Han Wei, “In Depth: The Remaking of China’s
Science and Technology Ministry,” Caixin Global, March 15, 2023.

§ The law became effective on July 1, 2023. Evelyn Cheng, “China Has a New Foreign Relations
Law. Here’s What It Means for Business,” CNBC, July 10, 2023.
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visions that establish China’s intention to respond with sanctions
and other restrictive measures to actions taken by other countries
that harm its sovereignty, security, or development interests (article
33) and assert the CCP’s leadership in foreign policy and the impor-
tance of “uphold[ing] its system of socialism with Chinese character-
istics” (articles 17 and 9).48 It also enshrines Xi’s global initiatives
(article 18) and states that China’s implementation of treaties must
not “harm national sovereignty or security, or the societal public
interest” (article 31).49 Moritz Rudolf, a research scholar in law and
fellow at Yale Law School’s Paul Tsai China Center, observes that
article 31 is particularly concerning because its vague language cre-
ates uncertainty surrounding China’s adherence to its treaty com-
mitments and “sends the signal that the necessity to prepare for
‘international struggle’ outweighs the other elements of the PRC’s
foreign relations.”59 Dr. Rudolf argues that the law underscores Chi-
na’s increasing ambitions to act globally and to use the law as a tool
to reshape the international legal environment in its favor.5! (For
more on China’s international use of law, see Chapter 2, Section 1,
“Rule by Law: China’s Increasingly Global Legal Reach.”)

Counterespionage Law Tightens State Security, Raises Risks
of Arbitrary Detention

The NPC also amended China’s Counterespionage Law in April 2023,
broadening the definition of espionage and granting the authorities ex-
tensive powers to investigate espionage in ways that heighten risks to
foreign nationals and businesses operating in China.*52 According to
the revised law, acts constituting espionage now include efforts to ob-
tain information related to China’s national security, “seeking to align
with an espionage organization and its agents”—an act that remains
undefined—and cyberattacks against Chinese government entities and
critical infrastructure.53 The law also allows Chinese authorities to im-
pose exit bans on anyone suspected of or under investigation for espio-
nage, regardless of nationality, if they are deemed a potential national
security risk after leaving China.?* These provisions signal the Chi-
nese government’s heightened scrutiny of data collection activities and
have raised concerns among foreign observers that Chinese authorities
could designate routine market research and business intelligence ac-
tivities conducted by foreign companies as forms of espionage, or ac-
cuse foreign corporations of spying, if they operate in China and simul-
taneously conduct business with foreign governments elsewhere.55 The
new law’s administrative investigation powers establish low thresholds
for Chinese authorities to raid the offices of foreign businesses, search
their phones, examine their business files, or demand access to sensi-
tive data or trade secrets.?® Speaking to Nikkei Asia about the anti-es-
pionage law in June 2023, Michael Hart, the president of the American
Chamber of Commerce in China, said that “AmCham companies want
to follow the laws, [but] if normal business activity gets reclassified,
that’s where people are concerned.”>” (For more on how China’s ex-
panding definition of national security and espionage activities impacts
foreign companies in China, see Chapter 1, Section 1, “U.S.-China Bi-
lateral and China’s External Economic and Trade Relations.”)

*The law became effective on July 1, 2023. China Law Translate, “Counter-Espionage Law of
the P.R.C. (2023 ed.),” April 26, 2023.
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China’s Global Diplomacy

Through its diplomacy in 2023, China sought to recalibrate its
relations with the rest of the world while continuing to acquire
greater power and influence for itself. Despite the associated eco-
nomic and reputational risks, China increased its support to Russia
amid the war in Ukraine, seeing the Kremlin as a source of materi-
al benefits, such as energy imports, and a useful counterbalance to
the U.S.-led rules-based international order. With the United States,
China has sought limited engagement, seemingly more as a safe-
guard against further deterioration of the relationship than out of
a genuine desire to improve relations. In the Indo-Pacific, China’s
openly hostile, heavy-handed approach generated resistance from
many of its neighbors. At the same time, China vigorously promot-
ed its alternative vision for global governance and made further in-
roads with governments across Africa as well as Latin America and
the Caribbean.

China Supports Russia in Its War against Ukraine

Beginning in late 2022, China’s leadership intensified efforts to
deepen its relationship with Russia and provide a lifeline to its war
against Ukraine.58 These efforts have continued despite the damage
inflicted to China’s relations with major global counterparts, includ-
ing the United States and the EU.59 “At each juncture when Xi Jin-
ping has been faced with decisions on whether to position China in
the carefully neutral way he did in 2014 after Russia’s annexation
of Crimea or to throw China’s political weight behind [Russian Pres-
ident Vladimir] Putin and bolster the Sino-Russian relationship, he
has chosen the latter, in full knowledge of what the fallout will be,”
Andrew Small, a senior transatlantic fellow at the German Mar-
shall Fund of the United States, observed in his testimony before
the Commission.6? At the same time, Beijing benefited from Mos-
cow’s economic and diplomatic isolation, seizing on the opportunity
to import cheap energy and raw materials from its increasingly de-
pendent neighbor.61 China has leveraged its partnership with Rus-
sia to seek influence in and greater access to the Indo-Pacific and
in the Arctic.*62 As Mr. Small observed, “In the wider struggle that
Beijing sees itself engaged in with the United States—and with the
West more broadly—there is no partner more important to the PRC
than Russia.”63

China Provides Diplomatic Cover, Weakens Sanctions on
Russia

China continues high-level diplomatic and rhetorical support to
protect the Kremlin from sanctions and international condemna-
tion.64 Throughout 2022, Chinese officials criticized sanctions im-
posed on Russia by the United States and other countries, sometimes
dismissing them as ineffective while at other times condemning

*China has also sought to take advantage of Russia’s diminishing presence in Central Asia as
a result of its invasion of Ukraine. For more on China’s activities in Central Asia, see U.S.-China
Economic and Security Review Commission, Chapter 3, Section 3, “China’s Activities and Influ-
ence in South and Central Asia,” in 2022 Annual Report to Congress November 2022, 555-557,
561-563.
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them as instances of illegitimate “long-arm jurisdiction.”*65 In
March 2023, Xi and President Vladimir Putin released a joint state-
ment asserting that China and Russia oppose sanctions “unautho-
rized by the UN Security Council [UNSC],” denying the legitimacy
of any sanctions effort beyond that approved by the UNSC, a body
on which the two leaders sit as permanent members and wield a
veto.66 As of June 2023, China has abstained from at least six UN
General Assembly resolutions condemning Russia’s invasion.67 Chi-
nese diplomats also protested unilateral U.S. sanctions against Chi-
nese companies that allegedly helped Russia’s military evade export
controls and attempted to persuade its EU counterparts to drop a
proposed blacklist of eight Chinese firms that provided support to
Russia’s military and industrial complex.68 Beijing has paired these
efforts to discredit and limit sanctions on Russia with the contin-
ued amplification of Kremlin propaganda narratives. For example,
Chinese diplomats have invoked so-called “legitimate security con-
cerns” in official statements to justify Russia’s unprovoked inva-
sion of Ukraine, used the “legitimate security concerns” language
to frame its claims over Taiwan, and regularly criticized NATO on
social media.6?

China’s Material Support to Russia

While the U.S. and other governments have refrained from mak-
ing a determination that China has delivered “lethal aid”{ to Rus-
sia, as of August 2023 it has provided a number of military and
dual-use exports that have aided Moscow’s war effort.”0 China’s ma-
terial support to Russia includes:

e Semiconductors: In 2022, China doubled its exports of integrat-
ed circuits to Russia, relative to 2021’s figures, to an amount
valued at $179 million.”! Semiconductors are essential for mod-
ern weapons systems like missiles, tanks, drones, and aircraft,
and are likely feeding the Russian war machine.’2 According to
an unclassified July 2023 report by the U.S. Office of the Direc-
tor of National Intelligence, China has made some progress in

*Zhang Hui, a professor at Wuhan University’s Institute of International Law claims that the
United States” use of “long-arm jurisdiction” for national security purposes, particularly second-
ary sanctions, violates the sovereignty of other countries by limiting their ability to determine
their relations with other states. Zhang Hui, “The Hegemonic Essence of U.S. ‘Long Arm’ Jurisdic-
tion” (32 [E“KIE & %”Fl’j%ﬂiﬁji)(zf—‘fﬁ) Guangmmg Daily, February 17, 2023. Translation.

TAlthough the term “lethal aid” is not clearly defined in U.S. law, ‘but is rather a term of art,
Title 10 of the U.S. Code defines “nonlethal aid” as anything that “is not a weapon, ammunition,
or other equipment or material designed to inflict serious bodily injury or death.” For example,
communications equipment, intelligence assistance, body armor, and infrastructure could be con-
sidered nonlethal aid. U.S. officials have warned that China’s provision of lethal aid to Russia
would constitute a red line justifying secondary sanctions or other punitive measures. However,
Administration officials have remained vague about what kind of transfers could constitute le-
thal aid. In February 2023, for example, when Secretary Blinken interviewed with CBS News,
journalist Margaret Brennan pressed him for specific answers on the types of lethal aid Beijing
was considering, but Secretary Blinken only spoke in general terms. Secretary Blinken replied,
“There’s a whole gamut of things that—that fit in that category, everything from ammunition
to the weapons themselves.” Doina Chiacu and Sarah N. Lynch, “China Lethal Aid to Russia
Would Come at Real Cost, U.S. Says,” Reuters, February 26, 2023; Claire Parker, “What Counts
as an ‘Invasion’ or as ‘Lethal Aid’? Here’s What Some Terms from the Russia-Ukraine Crisis Re-
ally Mean,” Washington Post, February 23, 2022; Sophia Barkoff, “China Considering Providing
‘Lethal Support’ to Aid Russian Invasion of Ukraine, Blinken Says,” CBS, February 19, 2023;
Joshua E. Keating, “What Exactly Is ‘Non-Lethal’ Aid?” Foreign Policy, August 12, 2012; “Excess
Nonlethal Supplies: Availability for Humanitarian Relief, Domestic Emergency Assistance, and
Homeless Veterans Assistance,” 10 U.S.C. §2557.
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developing and manufacturing chips for military use, but the
“failure rate”* for Chinese chips bought by Russia is as high as
40 percent.”3

e Fighter jet parts: In October 2022, Chinese state-owned aircraft
firm AVIC International Holding Corp. sent $1.2 million worth
of Su-35 fighter jet parts to Russian state-owned defense com-
panies.”* Russia is using Su-35 fighters for air-to-air combat
and ground support operations in Ukraine.?>

e Mobile radar units: In October 2022, a procurement unit of
China’s Air Force Equipment Department, China Taly Aviation
Technologies Corp., shipped parts for mobile radar units to a
sanctioned Russia state-owned missile manufacturer Almaz An-
tey.”6 Russia has used mobile radar units in Ukraine as part of
its S-400 anti-aircraft missile system to detect enemy jet fight-
ers, missiles, and drones.””

e Super-heavy civilian and armored trucks: China’s shipments
of super-heavy civilian trucks, which are vital for moving
heavy military equipment, rose from 370 trucks in December
2021 to 4,598 in December 2022, an increase of over 1,000
percent.”8 According to the Wall Street Journal, in June 2023,
shipments of “Tiger” armored trucks produced by Shaanxi
Baoji Special Vehicles Manufacturing were also found in
Chechnya, a contributor of troops and equipment to Russia’s
war in Ukraine.?®

e Drones: Throughout 2022, nearly 70 Chinese exporters shipped
$12 million in drones and drone parts to Russia.8® The drones
may be used by Russia to carry out reconnaissance missions or
drop explosives.8!

e Navigation equipment: In August 2022, Chinese state-owned de-
fense company Poly Technologies sent navigation equipment to
Russian state-owned military export firm JSC Rosoboronexport
to be used in Mi-17 military transport helicopters.82

e Communications jamming equipment: In August 2022, Chinese
electronics firm Fujian Nanan Baofeng Electronic Co. used an
Uzbek state-owned defense firm intermediary to supply JSC
Rosoboronexport a telescoping antenna for the RB-531BE elec-
tronic warfare vehicle.83

¢ Gunpowder: Chinese state-owned Poly Technologies exported
nearly $2 million of gunpowder in 2022, enough to make 80
million rounds of ammunition.84

o Assault rifles: Between June and December 2022, China North
Industries Group Corporation Limited (NORINCO), one of Chi-
na’s largest state-owned defense contractors, sent Russia 1,000
CQ-A rifles listed in customs data as “civilian hunting rifles.”8>
The CQ-A is NORINCO’s copy of the U.S. M-4A1 carbine—a
rifle for close-quarters combat that is currently the standard-is-
sue firearm of most U.S. military units.86

*The “failure rate” of a semiconductor is a measure of failure per unit of time and is utilized by
the semiconductor industry to determine a product’s reliability. William J. Vigrass, “Calculation of
Semiconductor Failure Rates,” Renesas Electronics Corporation.
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e Body armor: Russia received 12 tons of Chinese body armor
routed via Turkey in December 2022.87

e Satellite imagery of Ukraine: Changsha Tianyi Space Science
and Technology Research Institute (Spacety China) and its
Luxembourg-based subsidiary provided high-resolution satellite
imagery of Ukraine to a Russia-based technology firm, which
helped enable the combat operations of the Russian private mil-
itary company Wagner Group.88

Hong Kong has also served as a transshipment hub for advanced
microelectronic components to Russia, circumventing sanctions.89
According to the Free Russia Foundation, a DC-based prodemoc-
racy group, Hong Kong doubled its exports of semiconductors
and integrated circuits to Russia to around $400 million in 2022,
making it second only to mainland China in the value of trade
with Russia in these products.?® Brian Kot, a research assistant
at the Carnegie Endowment for International Peace, noted that
Hong Kong’s participation in sanctions busting is a “direct con-
sequence of Hong Kong’s increased subservience to China,” with
Hong Kong’s Chief Executive John Lee following Beijing’s refus-
al to recognize U.S. sanctions placed on Russia.?! Despite U.S.
technology companies halting direct sales to Russia in order to
stay compliant with sanctions requirements, smaller Hong Kong
traders, including one-man operations and recently established
businesses, have sent shipments of U.S. chip supplies to Rus-
sia.*92 One example is Agu Information Technology, a new Hong
Kong-based distributor established in April 2022 that sold $18.7
million worth of Intel semiconductors to Russia.?3 Japanese-made
chips have also been exported to Russia via Hong Kong.9¢ For
instance, in October 2022, 4,000 semiconductors made by Japan’s
Kioxia Holdings were sent to a Russian company through a Hong
Kong-based trading company.95

China’s Energy Imports and Currency Provide Economic Lifeline to
Russia

China has also continued to provide an economic lifeline to the
Kremlin through its imports of Russian oil and gas as well as its
exports of automobiles, electronics, and semiconductors to Russia.%¢
As a result of this broader economic sustainment of Russia, the
renminbi’s (RMB) prevalence in the Russian economy has grown.97
(For more on China’s economic support to Russia, see Chapter 3,
Section 2, “Fiscal, Financial, and Debt Problems Weigh Down Bei-
jing’s Ambitions.”) This support has allowed the Kremlin to sidestep
sanctions and export controls by the United States and its allies
and partners, blunting their effectiveness.?8 China’s ability to buy
cheap overland fossil fuel commodities from Russia has also reduced
Beijing’s vulnerability to a blockade on its extensive oil imports that
transverse the Strait of Malacca.9?

*In mid-June, officials from the U.S. Department of the Treasury asked Hong Kong banks and
regulators for assistance in identifying U.S. high-tech items like semiconductors being transferred
to Russia. Echo Wong and Pak Yiu, “U.S. Treasury Warned Hong Kong Banks on Tech Exports to
Russia,” Nikkei Asia, July 6, 2023.
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The June 2023 Wagner Incident: Implications for
Chinese Leadership

The Wagner Group’s direct challenge to the Russian leadership
in June 2023 not only underscored the fragility of President Pu-
tin’s power but also reinforced long-held beliefs within the CCP
about the importance of controlling the military and private se-
curity companies within China.1%0 From June 23 to 24, chief of
the Russian private military company Wagner Group Yevgeny
Prigozhin* led an armored convoy toward Moscow in what some
commentators called an “attempted coup” or “mutiny.”101 Sever-
al foreign observers assessing the Wagner incident in the weeks
following argued that a similar military insurrection would never
have been possible in China due to the recent changes in struc-
ture and policy that strengthened CCP control over the PLA.102
Chinese analysts argued that private military companies could
eventually pose a threat to CCP leadership if left unchecked, how-
ever.193 Zhao Long, a senior research fellow at the Chinese state-
backed think tank Shanghai Institutes for International Studies,
argued in an analysis of the Wagner incident that China should
be wary of companies like Wagner Group because “allowing such
organizations to grow bigger and stronger, [as well as] ignoring
their coordination with traditional military organizations, may
lead to infighting and eventually [lead to] civil strife.”194 (For
more on China’s private security companies, see “Chinese State-
Owned Security Companies Could Increase Presence in Africa”
later in this section.)

Following the Wagner incident, China’s propaganda apparatus
emphasized the importance of the CCP’s control over the military
while simultaneously limiting online public discussion about po-
tential uprisings at home.1%5 During the weekend of the Wagner
incident, a Weibo account run by the PLA made a post about
Mao’s revamp of the military in 1927 ensuring CCP control over
the military.19¢ In a June 2023 article posted the day after the
Wagner Group halted its march toward Moscow, the PLA Daily
also praised the political commissar system as “irreplaceable”
guaranteeing the CCP’s leadership over the military.197 An anal-
ysis from the U.S.-based nonprofit China Digital Times found that
Chinese authorities censored search queries involving the phrase
“eliminating the Emperor’s cronies,” a term dating to the Han
Dynasty that describes coups or uprisings, on the social media
site Weibo following the Wagner incident.198 Some social media
users speculated that the censorship reflected the Chinese lead-

*Prigozhin began his foray into politics in the 1990s with a career in the restaurant industry
after serving nine years in prison for crimes ranging from robbery to fraud. Around this time,
Prigozhin met future Russian President Vladimir Putin when the latter was a top aide to the
mayor of St. Petersburg. Prigozhin obtained major state contracts by leveraging his political con-
nections, earning him the nickname of “Putin’s Chef.” Prigozhin established the Wagner Group
in 2014, which operates in support of Moscow’s allies in Syria, Libya, and the Central African
Republic. In February 2022, the Wagner Group joined Russia’s war effort against Ukraine and
led Russia’s assault against the Ukrainian city of Bakhmut. Facing heavy losses of Wagner forces
during the war, Prigozhin criticized Russia’s military leadership for incompetence and treason
and subsequently launched an ultimately-aborted attempt to march on Moscow in June 2023.
Mark Trevelyan, “Who Is Yevgeny Prigozhin, the Wagner Mercenary Chief?” Reuters, August 24,
2023; Reuters, “Surrounded by Corpses, Wagner’s Prigozhin Blasts Russian Defence Minister in
Expletive-laden Video,” May 5, 2023.
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The June 2023 Wagner Incident: Implications for
Chinese Leadership—Continued

ership’s “deep-seated fears about similar challenges to its own
power base.” 109

Following Prigozhin’s death in a plane crash which some ex-
perts speculated was carried out at the behest of the Kremlin,*
Chinese commentators contemplated the potential implications
of his death for the Wagner Group’s future and Russia’s war
in Ukraine.119 Freelance writer Chen Feng wrote in Guancha,
a Chinese state media outlet, that Prigozhin’s death “is a relief
for Poland, Lithuania, Latvia, Estonia and even NATO,” adding
that “the confrontation with Russia will continue, but the un-
predictable and uncontrollable factors brought by Prigozhin and
Wagner are greatly reduced.”l!l Mr. Chen notes, however, that
Wagner’s new leadership will likely be easier for the Kremlin to
control, which will benefit President Putin.112 Military analyst
Song Zhongping of the Global Times, a state-run tabloid, claimed
that the United States and its allies were seeking to discredit Pu-
tin and undermine Russia’s “internal unity and stability” by as-
sessing that he may have been responsible for Prigozhin’s death,
portraying these assessments as part of a broader “cognitive and
information warfare” campaign.113

Chinese-Russian Coordination in the Indo-Pacific and Beyond

China and Russia coordinate on security issues beyond the war in
Ukraine. Notable examples include rhetorical alignment on China’s
claims over Taiwan, joint military exercises in the Indo-Pacific, and
ostensibly scientific activities in the polar regions.

Russian Support for China’s Claims on Taiwan

Russia is increasingly willing to provide rhetorical support to
China on the Taiwan issue, raising the question of whether those
words could eventually evolve into material and operational support
for a Chinese war of aggression against the island.!1* (For more
on China’s approach to Taiwan in 2023, see Chapter 5, Section 2,
“Taiwan.”) In March 2023, President Putin made an unprecedented
commitment to Xi, stating that Russia “reaffirms its adherence to
the One China principle, recognizes Taiwan as an inalienable part
of Chinese territory, opposes any form of “Taiwan independence,” and
firmly supports China’s measures to safeguard its sovereignty and
territorial integrity.”115 Previous Russian statements only noted
that the Kremlin respected the One China principle and opposed
Taiwan independence but did not express full-throated support for
China’s actions toward Taiwan.116 In April 2023, Russia further con-
doned Chinese aggressive behavior toward Taiwan, when Kremlin

*#U.S. intelligence officials assessed in a preliminary intelligence report that an explosive de-
vice or bomb may have caused the crash, as there was no evidence of a surface-to-air weapon or
missile launch directed at the plane based on satellite intelligence. The officials, speaking on the
condition of anonymity, stated that it was likely that Putin approved the assassination. Jennifer
Jacobs and Alex Wickman, “Russia Rejects US Claims Putin Likely Approved Prigozhin Killing,”
Bloomberg, August 24, 2023; Julian E. Barnes et al., “Blast Likely Downed Jet and Killed Prigo-
zhin, U.S. Officials Say,” New York Times, August 24, 2023.
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Spokesman Dmitry Peskov defended the large-scale military exer-
cises China conducted around Taiwan after Taiwan President Tsai
Ing-wen’s meeting with then U.S. Speaker of the House Kevin Mec-
Carthy in the United States.!l?” Mr. Peskov asserted that Beijing
had the “sovereign right” to respond to “repeated actions that have
been provocative toward the People’s Republic of China.”118 Accord-
ing to Alexander Gabuev, director of the Carnegie Russia Eurasia
Center in Berlin, the leverage Beijing is currently gaining over Mos-
cow as a result of the war in Ukraine may also lead to increased
Russian sharing of designs and technology for advanced weapons
systems over time.119 “This is material support for China’s Taiwan
policy that’s not advertised,” Mr. Gabuev observed.120

Joint Strategic Bomber Patrols in the Indo-Pacific

China and Russia continued strategic bomber patrols with nu-
clear-capable aircraft in the Indo-Pacific, demonstrating their deep-
ening military collaboration and collective might to nearby coun-
tries.* 121 In November 2022, Chinese H-6K bombers, Russian Tu-95
bombers, and Russian Su-35 fighters flew an eight-hour mission over
the Sea of Japan and East China Sea.'22 During the drill, Russia
and China landed their bombers at one another’s bases, a first for
both militaries.123 The patrols prompted Japan and South Korea to
quickly scramble their aircraft in response, and Japan expressed its
“severe concerns” with China and Russia’s joint air force activities
near Japan’s territory.t12¢ In June 2023, China and Russia again
sent H-6 and Tu-95 bombers to the Sea of Japan and East China
Sea for two days, prompting Korea and Japan to scramble aircraft
and for Japan to again lodge protests.125

Scientific and Economic Projects with Russia Could Give China
Strategic Advantages in the Polar Regions

Beijing is also leveraging scientific and economic cooperation with
Russia to make further inroads in the polar regions.'26 During Xi’s
March 2023 state visit to Moscow, he and President Putin agreed
to “continue to deepen practical cooperation in polar scientific re-
search,” an area in which Russia had previously limited in its in-
teractions with China.l2? With China’s prospects of expanding its
presence in the Arctic through collaboration with the Nordic coun-
tries shrinking due to deteriorating geopolitical circumstances, Rus-
sia is becoming an increasingly important partner in accessing the
region.128 At the same time, the Kremlin’s diplomatic exclusion from
the Arctic Council has left Russia in a position where Beijing is
its best option for serving as a collaborator.12? For example, during

*China and Russia previously carried out joint strategic bomber patrols in 2019, 2020, and
2021. Wang Qi, “Chinese, Russian Bombers Hold Joint Patrol, Safeguarding World Strategic Sta-
bility amid Western Provocations,” Global Times, November 19, 2021; Justin McCurry, “Japan and
South Korea Scramble Jets to Track Russian and Chinese Bomber Patrol,” Guardian, December
22, 2020; Franz-Stefan Gady, “China, Russia Conduct First Ever Joint Strategic Bomber Patrol
Flights in Indo-Pacific Region,” Diplomat, July 23, 2019.

FIn April 2023, Japan published a revised version of the “Basic Plan on Ocean Policy,” citing
Beijing and Moscow’s joint naval exercises as a reason for Japan’s national interests being “under
greater threat than ever before.” The following month, then Japanese Foreign Minister Yoshimasa
Hayashi expressed additional concern over China and Russia “strengthening their military col-
laboration,” including joint flights and naval exercises. David Keyton and Karl Ritter, “Chma and
Russia are Increasing Their Military Collaboration, Japan’s Foreign Minister Warns,” Associated
Press, May 13, 2023; Kyodo News, “Japan Wary of China, Russia Military Presence in Updated
Ocean Policy,” April 28, 2023.
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Putin and Xi’s March 2023 state visit, Russia demonstrated further
willingness to accommodate China in the region by agreeing to cre-
ate a joint working body focused on the development of the North-
ern Sea Route, which stretches across Russia’s northern coastline
from the Kara Strait through the Arctic Ocean to Providence Bay (in
northeastern Siberia) and serves as the shortest shipping route be-
tween East Asia and Europe.130 The China Coast Guard (CCG) and
the Russian Federal Security Service also signed a memorandum of
understanding (MOU) regarding maritime cooperation in April 2023
during a meeting in the Russian city of Murmansk, located within
the Arctic Circle.131 Although the details of the memorandum were
not publicly announced, experts assess it may open the door to deep-
er security cooperation in the Arctic region.132

Russia and China have publicly described their cooperation as ci-
vilian research expeditions and attempted to open a joint scientific
research base in the Arctic, but recent cooperation between Russian
and Chinese scientists on applications relevant to anti-submarine
warfare has raised concerns that this purportedly scientific coop-
eration in fact has military applications.133 According to the White
House’s national strategy for the Arctic published in October 2022,
China’s scientific engagements in the region are used for “dual-use
research with intelligence or military applications.” 134 Sarah Kirch-
berger, head of Asia-Pacific Strategy and Security at the Institute
for Security Policy at Kiel University, noted in testimony before the
Commission that intense research collaboration between Chinese
research and development (R&D) institutions with military ties,
such as Harbin Engineering University, and Russian counterparts
on hydroacoustics communication and fiberoptic hydrophone devel-
opment in Arctic waters for use under the ice.13> These research
topics have clear applications for anti-submarine warfare.136

China has also made several investments in Russian commodities
operations in the Arctic that may someday translate into strategic
access for Beijing.*137 In 2019, the Chinese Academy of Sciences
and Fuzhou University conducted a study to identify the Russian
ports along the Northern Sea Route that have significant potential
for facilitating Chinese access to the region.138 An April 2023 report
by CSIS found that major Chinese firms have in fact been investing
in Russian ports in and around the Arctic Circle for years, including
the Chinese state-owned Poly Group’s $300 million investment into
a coal terminal in the city of Murmansk and commitment to devel-
op a deep-water port at Arkhangelsk in 2016.139 Chinese firms and
financiers have also made investments in liquified natural gas and
quartz deposits near the Arctic Circle.140

China-Russia Collaboration in Artificial Intelligence

China may exploit new opportunities to attract talent in the field
of artificial intelligence (AI) due to the exodus of technology workers
from Russia amid the war in Ukraine as well as the Russian govern-

*China and Russia began dialogues on Arctic cooperation over a decade ago, but the Kremlin
initially had attempted to limit Beijing’s presence in the region by trying to prevent its mem-
bership in the Arctic Council and prohibiting its research vessels from transiting through the
Northern Sea Route. Russia may have been apprehensive about a Chinese presence in the Artic
due to Moscow’s placement of strategic assets there, ranging from ballistic missiles to advanced
radar arrays. For more, see Matthew P. Funaiole et al., “Frozen Frontiers: China’s Great Power
Ambitions in the Polar Regions,” Center for Strategic and International Studies, April 18, 2023.
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ment’s stifling of domestic AT R&D.141 Both Xi and Putin view Al as
a critical technology for geopolitical power.142 Although it is unclear
how many went to China to seek employment, around 100,000 in-
formation technology specialists left Russia in 2022, constituting at
least 10 percent of the country’s technology workforce.* 143 In 2021,
a Russian government poll assessing the level of confidence in the
Kremlin’s Al efforts demonstrated that only 64 percent of domestic
Al specialists were content with their working conditions.144 Accord-
ing to the poll, Russia’s personnel shortages and a weak venture
capital market, among other issues, caused Al development with-
in the country to lag.145 According to Samuel Bendett, an adjunct
senior fellow at the Center for a New American Security (CNAS)
and adviser at the Center for Naval Analyses, the Kremlin’s plans
to address these issues were paused in 2022 following its invasion
of Ukraine.146 The invasion led to the rapid pull-out of major in-
formation technology and high-tech companies from Russia, brain
drain, and sanctions on advanced technology components that may
weaken Russia’s domestic Al research and development for years
to come.1%47 John Lee, the director of East West Futures Consulting,
assessed that in the fields of Al and software development before
the war, Chinese firms were “attracted by Russia’s capable research
institutions and skilled labor pool, while the prospect of access to
PRC markets attracted Russian partners” and noted that despite
ongoing sanctions against the Kremlin, the Chinese will likely try
to leverage Russian talent “in software fields that cannot yet be
adequately serviced by the PRC’s domestic labor force and existing
corporate expertise.”148 Prior to 2022, China and Russia’s Al collab-
oration was expanding, with 14 times as many Al-related publica-
tions coauthored by Chinese and Russian researchers published in
2019 compared to 2010 and, despite fluctuations in the interim, an
overall increase of China-Russia Al investments from $182 million
in 2016 to $300 million in January 2021.149

North Korea’s Weapons Deal with Russia May Complement
China’s Material Support for the War against Ukraine

North Korean leader Kim Jong Un’s weapons deal with Putin may
complement Beijing’s effort to materially support Russia’s war in
Ukraine, but it is unclear whether such an agreement would have
a decisive impact on the war effort.7 Kim’s tour of Russian mili-
tary facilities in September 2023 and remarks by Putin expressing
openness to military cooperation gave rise to speculation that North
Korea may provide ammunition and artillery shells to Russia in ex-

*The New York Times noted in April 2022 that in the weeks following Russia’s invasion of
Ukraine, thousands of Russian tech workers fled to Armenia, Georgla Turkey, the United Arab
Emlrates and other countries. Cade Metz and Adam Satanano “Russian Tech Industry Faces
‘Brain Dram as Workers Flee,” New York Times, April 13, 2022.

TCooperation between the three countries has also appeared to increase in recent months. In
July 2023, North Korea invited delegations of Chinese and Russian officials to Pyongyang to
celebrate the 70th anniversary of the armistice of the Korean War. The following month, Mos-
cow proposed that China, Russia, and North Korea participate in joint naval exercises, ‘which
would be a first for Pyongyang, and North Korea hosted Chinese and Russian delegates for a
second time during the 75th anniversary of the country’s founding. Kim Tong-Hyung, “Kim Jong
Un hosts Chinese and Russian Guests at a Parade Celebrating North Korea’s 75th Anniversa-
ry,” Associated Press, September 9, 2023; Christian Davies, “Russia Proposes Joint Naval Drills
with North Korea and China,” Financial Times, September 4, 2023; Brad Lendon and Gawon
Bae, “North Korea, China and Russia Commemorate ‘Victory’ 70 Years Ago, While Aligning on
Ukraine,” CNN, July 27, 2023.
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change for missile and space technologies.15°¢ General Mark Milley,
then chairman of the Joint Chiefs of Staff, predicted after the meet-
ing that North Korea would provide Moscow with Soviet-era 152mm
artillery rounds, although it remained unclear how many rounds
would be transferred or how soon the transfer would take place.151
General Milley told reporters he was “skeptical” North Korea’s mate-
rial assistance to Russia would make a significant impact on the out-
come of the war.152 In October 2023, CBS News reported that a U.S.
official confirmed Pyongyang was sending artillery to the Kremlin,
but it did not specify the quantity or type of rounds.153 By contrast,
Bruce W. Bennett, a professor at the Pardee RAND Graduate School,
argued that the combination of North Korean and Chinese materi-
al support could “prolong the war” and “substantially increase the
damage inflicted.” 154 Yun Sun, the director of the China program at
the Stimson Center, observed that even though Pyongyang’s transfer
of military technology to the Kremlin would destabilize the region,
“China will turn the table and blame the U.S. and its allies for push-
ing both Russia and North Korea in a corner. This reinforces China’s
opposition to the ‘Asian NATOQ’ it sees [the] U.S. as orchestrating.” 155

China Selectively Responds to U.S. Engagement while
Blaming It for Tensions

China selectively responded to U.S. engagement efforts intend-
ed to reduce tensions in 2023, likely for the purpose of preserving
its access to foreign technology, markets, and financing.156 It did
so without offering meaningful concessions and while blaming the
United States for all problems in the relationship.157 The U.S.-China
relationship was strained at the end of 2022 due to what the Unit-
ed States and its allies saw as Chinese provocations in the Taiwan
Strait and South China Sea as well as China’s support throughout
the year of Russia’s ongoing invasion of Ukraine.158 Even so, the No-
vember 2022 meeting between U.S. President Joe Biden* and Gen-
eral Secretary Xi on the sidelines of the G-20 Summit in Indonesia
culminated in an agreement that U.S. Secretary of State Antony
Blinken would visit China in early 2023, creating initial prospects
for an improvement in the relationship.t15° These diplomatic efforts
at rapprochement were quickly derailed by the discovery of a Chi-
nese surveillance balloon transiting over the United States, resulting
in the postponement of Secretary Blinken’s trip and other high-lev-

*According to a readout released by the White House, President Biden emphasized that United
States and China must manage competition responsibly and maintain open lines of commu-
nication. He also underscored areas where the United States and China could work together
to address transnational challenges such as climate change and global macroeconomic stability
(debt relief, health security, and global food security). President Biden also raised concerns about
Taiwan, Xinjiang, Tibet, Hong Kong, human rights, the Democratic People’s Republic of Korea,
and Russia’s brutal war against Ukraine. White House, Readout of President Joe Biden’s Meeting
with President Xi Jinping of the People’s Republic of China, November 15, 2022.

TOn November 22, 2022, a week after President Biden’s meeting with Xi, U.S. Secretary of De-
fense Lloyd J. Austin III met with China’s then Minister of National Defense General Wei Fenghe
on the margins of the ASEAN Defense Minister’s Meeting-Plus (ADMM-Plus) in Cambodia. This
was the first senior-level defense meeting with China since China canceled military-to-military
talks following then Speaker of the House Nancy Pelosi’s visit to Taiwan. U.S. Department of
Defense, Readout of Secretary of Defense Lloyd J. Austin IIT's Meeting with People’s Republic
of China (PRC) Minister of National Defense General Wei Fenghe, November 22, 2022; Reuters,
“Pentagon Chief Raises Concern about Beijing’s ‘Dangerous’ Behavior with Chinese Counterpart,”
November 22, 2022.
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el official exchanges for several months.*160 Since then, China has
hosted or participated in several meetings with U.S. officials, but it
has approached these engagements in a transactional way while re-
fusing to substantively discuss issues of concern to the U.S. side.161

China’s Spy Balloon Program Publicly Reveals Global
Reach of Surveillance Efforts

Although General Milley said publicly in September 2023 that
the U.S. intelligence community ultimately concluded the Chinese
spy balloon neither collected intelligence over the United States nor
transmitted it back to China, the discovery of its transit over the
country earlier in the year shed light on the extent of China’s global
balloon surveillance program.162 In February, the U.S. Department
of Defense (DOD) stated that the Chinese surveillance balloon seen
flying across the United States was a part of larger global Chinese
surveillance program using high-altitude balloons.163 According to
DOD, over the past several years, Chinese balloons have been spot-
ted operating over South America, East Asia (including Japan and
Taiwan), and Europe.164 China’s balloons are reportedly capable of
gathering signals intelligence, allowing it to collect large amounts of
communications and data on targets below.165 Balloons allow China
to operate more stealthily because they move with wind patterns
rather than the fixed—and thus more predictable—patterns of sat-
ellites.166 Balloons also allow China to gather clearer images be-
cause they are able to hover above a target for extended periods of
time, unlike a satellite that is in constant motion.§ 167 According to a
former senior U.S. intelligence officer, China’s balloon program may
also supplement the data collection of its satellite networks by pro-
viding information on atmospheric conditions and communications
that are only accessible at lower altitudes.168 This information could
assist China in improving and expanding its missile, naval, and air
operations.169

*On January 28, 2023, a PLA surveillance balloon was detected entering U.S. airspace over
Alaska after transiting the Pacific Ocean from its launch base in Hainan, China. While Chinese
authorities claimed the balloon was a non-military “weather balloon,” DOD determined that Chi-
na’s high-altitude balloon program was intended for intelligence collection. The balloon’s trajecto-
ry took it over Alaska, Canada, and the continental United States, passing close to a number of
sensitive U.S. military sites, including those known to host U.S. intercontinental ballistic missiles.
President Biden authorized DOD to neutralize the balloon, and an U.S. Air Force F-22 Raptor
subsequently shot down the balloon off the coast of South Carolina on February 4. In the hours
after the downing, PLA leadership reportedly refused outreach by Defense Secretary Austin on
a crisis hotline between the two militaries, reflecting a lack of interest in mitigating the crisis.
The incident prompted Secretary Blinken to postpone his planned trip to China, and President
Biden described the incident as an “unacceptable” violation of U.S. sovereignty. Ellen Nakashima,
Shane Harris, and Jason Samenow, “U.S. Tracked China Spy Balloon from Launch on Hainan
Island along Unusual Path,” Washmgton Post, February 14, 2023; David Vergun, “Chinese Sur-
veillance Balloons Global in Scope, Says Ofﬁmal US. Department of Defense, February 13, 2023;
Ellen Knickmeyer and Associated Press, “U.S. Mlhtary Called China on a Crisis Hotline Dunng
the Spy Balloon Crisis but Chinese Officials Refused to Talk: ‘That’s Really Dangerous,”” Fortune,
February 10, 2023; Matthew Lee, “Chinese Balloon Soars Across US; Blinken Scraps Beijing
Trip,” AP News, February 3, 2023.

FAccording to Brian Weeden, director of program planning for Secure World Foundation, bal-
loons can capture images of targets at a “much closer distance and can dwell over an area for a
longer time than low Earth orbiting satellites.” By contrast, a small constellation of satellites in
orbit would be required to capture images of a single area consistently from space. Moreover, a
balloon’s ability to loiter complicates efforts an adversary might take to protect against intelli-
gence collection, because a balloon’s trajectory is less predictable than that of Earth orbiting sat-
ellites. Theresa Hitchems, “Balloons vs. Satellites: Popping Some Misconceptions about Capability
and Legality,” Breaking Defense, February 7, 2023; Courtney Albon, “Why Stratospheric Balloons
Are Used In Era of Space-Based Intelligence,” C4ISRNET, February 6, 2023.
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China Entertains Limited Engagement with the United States

In the aftermath of the spy balloon incident, China engaged with
U.S. officials in areas where it had clear economic or strategic inter-
ests.170 U.S. Commerce Secretary Gina Raimondo met with her Chi-
nese counterpart in Washington, DC at the end of May 2023, where
they discussed U.S. economic and trade policies of interest to Bei-
jing, including China’s concerns over the United States’ semiconduc-
tor policies, export controls, and foreign investment review.171 The
same month, Central Intelligence Agency (CIA) Director William
Burns made a secret trip to Beijing, where he met with Chinese
officials to emphasize maintaining open lines of communication in
intelligence channels, since Beijing had unilaterally broken off most
regular calls between senior intelligence officials after the downing
of the balloon.172 Secretary Blinken visited Beijing in June 2023—
the first trip by a U.S. secretary of state to China in five years.173
U.S. Department of the Treasury Secretary Janet Yellen and the
president’s special envoy for climate John Kerry both visited Chi-
na in July 2023.17¢ Secretary Blinken’s visit included discussion of
issues that are strategically important to China, such as Taiwan,
U.S. de-risking policies, and global macroeconomic stability; it also
resulted in a commitment to work toward increasing the number
of commercial flights, and produced an invitation to then Foreign
Minister Qin to visit the United States, which he accepted.1’> The
meeting with Secretary Yellen reportedly involved discussion of co-
operation to stabilize the macro-economy, as well as climate finance
and debt distress in low-income and emerging economies.176

Secretary Raimondo traveled to Beijing in late August 2023, just
weeks after the release of a U.S. executive order addressing reg-
ulating U.S. investments in certain national security technologies
and products in China.l?? (For more on the implications of the ex-
ecutive order, see Chapter 1, Section 1, “U.S.-China Bilateral and
China’s External Economic and Trade Relations.”) During Secretary
Raimondo’s visit, China and the United States agreed to establish a
commercial issues working group to help both sides solve investment
and trade issues, with the United States set to host the first meet-
ing in 2024 and subsequent meetings taking place twice a year.178
The working group will comprise public and private sector leaders
from the United States and China.l7? The two sides also reached an
agreement to create an export control enforcement information ex-
change, which will serve as a platform to reduce misunderstandings
and ensure clarity of the United States’ expectations on national
security.180 Both countries also agreed to allow subject matter ex-
perts to participate in discussions during administrative licensing
proceedings that involve sensitive business information and trade
secrets.181

China Refuses to Accept Responsibility for Bilateral Tensions

China continues to absolve itself of any responsibility for the prob-
lems in the bilateral relationship with the United States, placing
the onus of improving ties entirely on the United States.182 While
U.S. officials have consistently called for open channels of communi-
cation to ensure competition does not veer into conflict, China has
used public and private engagements, as well as its propaganda
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system, to promote its narrative that the United States is to blame
and should acquiesce to China’s demands for the sake of improving
relations.183

At the same time, China has continued to reject U.S. requests for
top-level defense talks and the restoration of military communica-
tion channels to delay cooperation on curbing the flow of fentan-
yl precursors from China into the United States and to engage in
unprofessional and dangerous military behavior in the Indo-Pacific
region. Then Defense Minister General Li Shangfu, who is currently
under investigation for corruption, refused to meet with U.S. Secre-
tary of Defense Lloyd Austin at the Shangri-La Dialogue in Singa-
pore in June 2023 due to the Chinese side’s insistence that sanctions
on Li be lifted before any talks.*184 Also in June, China reported-
ly rebuffed Secretary Blinken’s calls to restore military-to-military
communication, which China had unilaterally severed after then
Speaker of the U.S. House of Representatives Nancy Pelosi’s visit to
Taiwan in 2022.185 China has also been unresponsive to U.S. calls
to cooperate more closely on fentanyl trafficking after it unilateral-
ly canceled talks on the issue following then Speaker Pelosi’s visit,
saying the United States should instead respond to the crisis by
fixing its own societal problems and examining the role of phar-
maceutical companies.186 Although the United States invited China
to participate in the first meeting of a global coalition of countries
convened to crack down on synthetic drug trafficking in July, China
did not respond or attend.f187 Finally, China continued to reject
U.S. complaints that the PLA has carried out “unsafe and unpro-
fessional” intercepts of U.S. naval vessels and aircraft in the South
China Sea and the Taiwan Strait.i188 During the 2023 Shangri-La

*On September 20, 2018, the United States imposed sanctions on Li, then the director of the
CMC Equipment Development Department, for engaging in significant transactions with persons
listed under the Countering America’s Adversaries Through Sanctions Act (CAATSA). According
to a fact sheet published by the State Department, the transactions involved “Russia’s transfer
to China of Su-35 combat aircraft and S-400 surface-to-air missile system-related equipment.”
A State Department spokesperson clarified that Secretary Austin “is able to engage in official
United States government business” with Li, despite the sanctions. Nike Ching, “U.S.: Sanctions
on China’s New Defense Chief Not a Hurdle for Military Talks,” Voice of America, March 20, 2023;
U.S. Department of State, CAATSA Section 231: Addition of 33 Entities and Individuals to the
List of Specified Persons and Imposition of Sanctions on the Equipment Development Department,
September 20, 2018.

TThe U.S. Department of the Treasury’s Office of Foreign Assets Control designated 12 entities
and 13 individuals based in China for the international proliferation of illicit drugs in October
2023. The China-based network was found responsible for manufacturing and distributing “ton
quantities” of fentanyl, methamphetamine, and MDMA precursors. The first charges against Chi-
na-based companies and Chinese nationals occurred on June 23, 2023, when the U.S. Justice
Department announced the first prosecutions to charge four China-based precursor chemical
manufacturing companies and their employees with crimes related to fentanyl production, distri-
bution, and sales resulting from precursor chemicals. U.S. Department of the Treasury, Treasury
Targets Large Chinese Network of Illicit Drug Producers, October 3, 2023; U.S. Department of
Justice, Justice Department Announces Charges against China-Based Chemical Manufacturing
Companies and Arrests of Executives in Fentanyl Manufacturing, June 23, 2023.

#According to a press release issued by DOD in June 2023, there has been an “alarming in-
crease” in the number of intercepts and confrontations in the region. For instance, in December
2022, DOD reported that a Chinese Navy J-11 pilot flew 20 feet next to the nose of a U.S. Air
Force RC-135, forcing the U.S. pilot to maneuver away from the PLA Air Force pilot to prevent
a collision. A similar incident occurred in May 2023. In March 2023, China made threats to the
United States after a U.S. Navy destroyer sailed through disputed waters near the Paracel Is-
lands for two days in a row. In June 2023, DOD released video of a Chinese warship cutting off
the U.S. destroyer USS Chung-Hoon in the Taiwan Strait, nearly causing a collision after coming
within 150 yards of the U.S. ship. Jim Garamone, “Defense Leaders See Increase in Risky Chi-
nese Intercepts,” DOD News, June 8, 2023; Igor Patrick, “US Military Slams Chinese Warship’s
‘Unsafe and Unprofessional’ Maneuvers in Taiwan Strait,” South China Morning Post, June 6,
2023; David Rising, “China Threatens Consequences over US Warship’s Actions,” Associated Press,
March 24, 2023.
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Dialogue, in response to an audience question regarding unprofes-
sional operational behavior, then Defense Minister General Li hit
back at the United States, claiming that “foreign vessels and fighter
jets coml[ing] into areas near [China’s] territory” are “not here for
innocent passage” but are “here for provocation.”189

China Seeks to Shape Global Governance, Mediate Global
Conflicts

China seeks to influence global governance organizations to bene-
fit CCP interests. It does so by promoting new initiatives that aspire
to rework the norms underpinning global institutions, attempting to
change the way existing institutions work, and inserting itself into
attempts to mediate active world conflicts.

China Promotes Xi’s Global Initiatives as Solutions to World’s
Problems

Beijing continues to promote three mutually reinforcing foreign
policy initiatives: the Global Development Initiative, Global Secu-
rity Initiative, and Global Civilization Initiative. Each is aimed at
reshaping global governance in ways amenable to CCP interests.
Now featuring prominently in China’s new Foreign Relations Law,
the three initiatives establish a blueprint for constructing a new
global governance system to replace the rules-based international
order led by the United States and its allies.10 In the proposed sys-
tem, China would play a leading role in international affairs, other
states and international organizations would respect and potentially
even emulate China’s authoritarian Party-state system, and univer-
sal values such as human rights and democracy would no longer be
upheld as a standard for international behavior.191 While advanc-
ing this objective, China’s leadership aims to gain recognition for
contributing solutions to global problems.192 The details of China’s
agenda for these three interrelated initiatives remain amorphous as
China’s government institutions continue to flesh out the initiatives
via leadership speeches, Chinese state media commentary, and other
avenues.

The Global Development Initiative aims to promote China’s lead-
ership in the international development sphere.193 Xi introduced
the initiative on September 21, 2021, in a speech before the UN
General Assembly.194 The initiative has been strategically promoted
in association with the UN’s 2030 Sustainable Development Goals,
allowing China to project an image of itself as a positive contributor
to international economic stability and sustainability.1®> China has
also established a forum at the UN called the “Group of Friends of
the Global Development Initiative” to discuss the agenda and imple-
mentation of the initiative.196 Implementation of projects associated
with the initiative has reportedly been occurring jointly between the
China International Development Cooperation Agency (CIDCA),*
China’s Minister of Commerce, and various ASEAN and UN agen-
cies.197 (For more on the development of the Global Development

*As stated by Chairman of the CIDCA, Luo Zhaohui, CIDCA manages China’s foreign aid
and international development cooperatlon and is in charge of coordinating Global Development
Initiative projects. Luo Zhaohui, “GDI Contributes to UN Development Goals,” China Daily, April
26, 2023.
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Initiative in 2023, see Chapter 1, Section 1, “U.S.-China Bilateral
and China’s External Economic and Trade Relations.”)

The Global Security Initiative aims to establish China as a leader
of global security affairs.* Xi introduced the Global Security Ini-
tiative in a speech at the Boao Forum for Asiaf on April 21, 2022,
in Hainan, China.198 China presents the Global Security Initiative
as a framework that is applicable worldwide and able to address a
wide range of traditional and nontraditional security challenges.} 199
Through the Global Security Initiative, China’s leaders hope to un-
dermine U.S. leadership in international security affairs, establish a
role for China in mediating international conflicts, and normalize its
selective application of its stated principle of “non-interference.”200
The Global Security Initiative has been a constant theme in Chi-
na’s diplomacy in 2023, with leaders invoking the initiative in re-
marks at high-profile events, such as the Shangri-La Dialogue and
the G20 Foreign Ministers Meeting, and careful integration of the
concept into China’s other major diplomatic efforts.§2°1 In Febru-
ary 2023, China released a Global Security Initiative Concept Paper
elaborating on the initiative and laying out plans for its further
implementation worldwide.292 The concept paper specifically identi-
fies the Shanghai Cooperation Organization (SCO), BRICS (Brazil,
Russia, India, China, South Africa) Cooperation, the China-Africa
Peace and Security Forum, the Middle East Security Forum, the
Beijing Xiangshan Forum, and the Global Public Security Coopera-
tion ForumJ as organizations that could promote Global Security
Initiative principles.203

The Global Civilization Initiative focuses mainly on governance
and aims to promote China’s leadership in international political
affairs. Xi introduced the Global Civilization Initiative in a speech

*For more on the introduction and key objectives of the Global Security Initiative, see U.S.-Chi-
na Economic and Securlty Review Commission, Chapter 3, Section 1, “Year in Review: Security
and Foreign Affairs,” in 2022 Annual Report to Congress November 2022 368-370. For more on
the Global Securlty Initiative as a case study of China’s foreign policy formulation process, see
U.S.-China Economic and Security Review Commission, Chapter 1, “CCP Decision-Making and Xi
Jinping’s Centralization of Authority,” in 2022 Annual Report to Congress, November 2022, 65—67.

TThe Boao Forum for Asia is an international organization created by China with a stated
mission of promoting economic integration and advancing development in Asia. The forum is
headquartered in the town of Boao in Hainan Province, China. Boao Forum for Asia, “About
BFA,” 2021-2022.

“For example, China’s Global Security Initiative Concept Paper identified 20 areas of cooper-
ation that China will prioritize including addressing security challenges in ASEAN, the Middle
East, Africa, Latin America and the Caribbean, and the Pacific Islands. According to ’the Concept
Paper issues pursued under the Global Securlty Initiative framework will reportedly include
pursuing cooperation on transnational maritime issues, counterterrorism, information security,
biosecurity, Al, outer space, food and energy security, law enforcement, and climate change. Chi-
na’s Ministry of Foreign Affairs, The Global Security Initiative Concept Paper, February 21, 2023.

§ China’s position paper on the war in Ukraine leaned heavily on talking points associated with
the Global Security Initiative, and Chinese state media directly invoked the concept in connection
to the peace deal between Iran and Saudi Arabia. Michael Schuman, Jonathan Fulton, and Tu-
via Gering, “How Beijing’s Newest Global Initiatives Seek to Remake the World Order,” Atlantic
Council, June 21, 2023; Kheir Diabat, “Security Initiative Works in Middle East,” China Daily,
March 16, 2023; China’s Ministry of Foreign Affairs, China’s Position on the Political Settlement
of the Ukraine Crisis, February 24, 2023.

f'The Global Public Security Cooperation Forum—commonly referred to by China as Lianyun-
gang, after the name of the Chinese city where it is hosted—was established in 2015 by China’s
Ministry of Public Security (MPS). According to Jordan Link, an independent researcher, at the
Lianyungang Forum, “The MPS holds international convenings, trains foreign police officers, pro-
vides opportunities for information sharing, and promotes Chinese security technologies.” The
forum has been attended by police and security sector officials from 30 to 40 countries annually
and representatives from organizations such as Interpol and the SCO. Jordan Link, written tes-
timony for U.S.-China Economic and Security Review Commission, Hearing on China’s Military
Diplomacy and Overseas Security Activities, January 26, 2023, 67, "Jordan Link, “The Expanding
International Reach of China’s Police,” Center for American Progress, October 17, 2022.
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at the CCP Dialogue with World Political Parties High-Level Meet-
ing on March 15, 2023.294 Through the initiative, China’s leadership
seeks to normalize the concept of the relativity of values, under-
mining the idea that certain values such as democracy and human
rights are universally applicable.295 According to Evan Ellis, a re-
search professor of Latin American studies at the U.S. Army War
College, “By promoting the relativism of values and arguing against
calling out bad behavior and seeking to stop it, the concept appeals
to regimes that desire to do what they wish, from criminality and
repression at home to the ruthless invasion of their neighbors under
the spurious mantle of ‘legitimate security concerns.’”2%6 The con-
cept also encourages ruling political parties to play a greater role in
global governance worldwide.297 As the newest of the three initia-
tives, the Global Civilization Initiative remains the least developed
in its implementation, but China’s ambassadors abroad are actively
promoting the concept through various channels such as op-eds and
webinars.208

China Seeks to Burnish Image as Global Peacemaker

China pushed aggressively in 2023 to involve itself in conflict me-
diation efforts across the Middle East, Africa, and Europe, reflecting
a desire for greater diplomatic prestige and aspirations to supplant
the United States as the primary leader in global governance.20?
These efforts included the following:

e China claims credit for brokering Saudi-Iran deal: In March
2023, China claimed to have brokered an agreement between
Iran and Saudi Arabia to restore diplomatic relations, ending a
seven-year dispute and fueling speculation that Beijing seeks to
take up the U.S. mantle of peacemaker in the Middle East.*210
Chinese officials were quick to hail China’s role in the talks de-
spite the fact they were initially facilitated by Iraq and Oman
several years earlier.211 As of August 2023, Saudi Arabia and
Iran had reopened their respective embassies, but other parts
of the deal had not yet been implemented.212

e China offers to host talks to end Israel-Palestine conflict: China
also offered to mediate the conflict between Israelis and Pales-
tinians in 2023.213 In June, Xi put forward a three-point pro-
posal for a two-state solution to the conflict during Palestinian
Authority President Mahmoud Abbas’s June visit to Beijing.214

*In 2016, Saudi Arabia cut ties with Iran following an attack on its embassy in Tehran in
response to Saudi Arabia’s execution of the Saudi Shia cleric Sheikh Nimr al-Nimr, a prominent
Saudi Shia opposition cleric. Over the next six years, distrust between the two countries con-
tinued despite a few attempts to establish dialogue. Analysts cite several major events between
2018 and 2021 that prevented the restoration of diplomatic relations: Saudi Arabia’s opposition to
Iran’s nuclear and ballistic missile advances, the Kingdom’s accusation that Iran was behind mis-
sile and drone attacks on Saudi Arabian oil facilities and tankers in 2019 (denied by Iran), and
Yemen’s Iran-aligned Houthi movement. Under the deal, Saudi Arabia and Iran will reportedly
normalize diplomatic relations, re-open their respective embassies and missions, and implement
two previously signed agreements related to security, economics, trade, technology and cultural
cooperation. United States Institute of Peace, “Timeline of Iran-Saudi Relations,” September 20,
2023; Adam Gallagher, Sarhang Hamasaeed, and Garrett Nada, “What You Need to Know about
China’s Saudi-Iran Deal,” United States Institute of Peace, March 16, 2023; Saeed Azimi, “The
Story behind China’s Role in the Iran-Saudi Deal,” Stimson Center, March 13, 2023; China’s
Embassy to the Kingdom of Sweden, Joint Trilateral Statement by the People’s Republic of China,
the Kingdom of Saudi Arabia, and the Islamic Republic of Iran, March 10, 2023; Parisa Hafezi,
Nayera Abdallah, and Aziz El Yaakoubi, “Iran and Saudi Arabia Agree to Resume Ties in Talks
Brokered by China,” Reuters, March 10, 2023.
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This proposal was similar to a previous plan Beijing put forward
in 2013, which had failed to gain traction among the parties.215
Palestinians have been more receptive to the idea of China as a
peace broker, with one survey finding that around 80 percent of
Palestinians support China’s facilitation of peace talks, but Is-
rael is less likely to accept China playing such a role.*216 There
is no evidence China’s offer was taken up by either side.217

e China offers to facilitate peace in Ethiopia: China also sought
to involve itself this year in efforts to implement a peace ac-
cord that was reached by the Ethiopian government and Tigray
People’s Liberation Front in November 2022.218 In March 2023,
China’s special envoy for the Horn of Africa Xue Bing flew to
Addis Ababa, Ethiopia, to meet with Ethiopian government of-
ficials to discuss the challenges that ongoing instability posed
to the accord, slightly beating Secretary Blinken to the city for
talks.21® During his visit, Special Envoy Xue pandered to the
Ethiopian government by describing the conflict as Ethiopia’s
internal affair and made a veiled criticism of the United States’
sanctions on Ethiopia for human rights abuses by condemning
“interference in other countries’ sovereignty and domestic af-
fairs in the name of humanitarianism and human rights.”220
The same month, China undermined U.S. efforts to hold the
Ethiopian government accountable for implementing all ele-
ments of the peace agreement by opening a new export market
for Ethiopia and granting zero tariff treatment to 98 percent of
tariff lines on products from Ethiopia.221 The zero tariff treat-
ment is likely to offer Ethiopia some benefits in further diver-
sifying its exports.222 Though given the outsized trade imbal-
ance f between Ethiopia and China, the zero tariff treatment is
a low-cost option for China to improve political relations with
Ethiopia. China’s announcement follows the United States’
continued suspension of Ethiopia’s duty-free access to the U.S.
market under the Africa Growth and Opportunity Act (AGOA)
trade preference program due to gross violations of internation-
ally recognized human rights perpetrated by the government of
Ethiopia.223

e China postures as neutral mediator of Russia’s war against
Ukraine: China’s Ministry of Foreign Affairs released a posi-
tion paper on Ukraine in February 2023 purporting to provide a
neutral, 12-point political framework for settling the war while
demonstrating China’s capacity to be a global peacemaker.i224

*Aspects of China’s peace proposal, such as ceasing the development of settlement homes in
the West Bank, are largely non-starters for Netanyahu’s government, which has taken a firmer
stance on land claims. Israeli ambassador to the United States Michael Herzog noted he does not
believe China will successfully broker peace between Israel and Palestine, calling China’s efforts
a “political initiative” and suggesting that if peace talks were to begin agaln he would expect
the United States to be actively involved in the mediation. Jacob Magid, “Having Given Up on
the US, Palestinians Look to China to Mediate Peace with Israel,” Times of Israel, June 15, 2023;
Liz Jassin, “China Won’t Broker Israel-Palestine Peace: Michael Herzog,” News Nation, April 25,
2023; Dan Williams, “Israel’s Netanyahu Returns with Hard-Right Cabinet Set to Expand Settle-
ments,” Reuters, December 29, 2022.

+In 2021, China exported $2.8 billion to Ethiopia, compared to the $148 million Ethiopia ex-
ported to China. Observatory of Economic Complexity, “China and Ethiopia.” https://oec.world/
en/profile/bilateral-country/chn/partner/eth.

#China’s position on the political settlement of Russia’s war against Ukraine included the
following 12 points: (1) respecting the sovereignty of all countries, (2) abandoning the Cold War



134

The document repeated established Chinese talking points
about the war, including Beijing’s support for the UN Charter
and territorial integrity, opposition to unilateral sanctions, and
condemnation of any expansion of U.S.-led military alliances.225
The paper also placed the onus on “all parties” to resolve the
conflict, rather than acknowledging Russia as the aggressor, and
implicitly blamed Ukraine’s allies for allegedly perpetuating a
“Cold War mentality” that did not take into account Russia’s
“legitimate security interests.”226 China’s position paper pro-
voked skepticism from Europe and the United States as well as
a lukewarm reaction from Russia and Ukraine, consigning it to
a position of irrelevance.227

China Continues to Make Inroads in Latin America and the
Caribbean

China’s efforts to increase its presence and influence in the Global
South * are particularly visible in Latin America and the Caribbe-
an. China continued its aggressive courtship of Latin American and
Caribbean governments through diplomacy, investments in strate-
gically valuable infrastructure, and space cooperation. These mea-
sures could ultimately lead to an expanded Chinese footprint in the
region, including for the PLA.

China’s Diplomacy Wins Friends, Support for Beijing’s
Initiatives

China’s diplomacy toward Latin American and Caribbean coun-
tries in 2023 targeted countries of strategic value to Beijing while
emphasizing its contributions to regional development, its alterna-
tive vision of the global order, and the benefits of breaking diplo-
matic ties with Taiwan.228 Between November 2022 and June 2023,
Chinese leaders met with leaders from Argentina, Chile, Bolivia,
Brazil, Barbados, and Honduras, reflecting a wide-ranging diplo-
matic approach to a region with historically deep U.S. influence.229
Notable meetings included the following:

e In November 2022, Argentinian President Alberto Ferndndez
and General Secretary Xi met in Bali, Indonesia, on the mar-
gins of the G20 summit, where the Chinese leader expressed
his desire to increase imports of Argentinian goods and pro-
moted his global initiatives in the hope Argentina would sup-
port them.23% The meeting reflected China’s strategic interests
in deepening its ties with Argentina, which include diplomatic

mentality, (3) ceasing hostilities, (4) resuming peace talks, (5) resolving the humanitarian crisis,
(6) protecting civilians and prisoners of war, (7) keeping nuclear power plants safe, (8) reducing
strategic risks, (9) facilitating grain exports, (10) stopping unilateral sanctions, (11) keeping in-
dustrial and supply chains stable, and (12) promoting post-conflict reconstruction. China’s Minis-
try of Foreign Affairs, China’s Position on the Political Settlement of the Ukraine Crisis, February
24, 2023.

*According to Anne Garland Mahler, associate professor of Spanish at the University of Virgin-
ia, the term “Global South” is used in intergovernmental development organizations, especially
those that originated from the Non-Aligned Movement, to describe economically disadvantaged
nation-states and to offer a post-Cold War alternative to the “Third World.” Authors Nour Da-
dos and Raewyn Connell, faculty members at the University of Sydney, assert that the Global
South encompasses the regions of Latin America, Asia, Africa, and Oceania, all regions outside
of Europe and North America with lower-income countries that are often * pohtlcally or cultur-
ally marginalized.” Nour Dados and Raewyn Connell, “The Global South,” American Sociological
Association 11:1 (February 2012): 12; Anne Garland Mahler “What/Where Is the Global South?”
University of Virginia.
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support and continued access to the PLA-run space tracking
station in Neuquén Province.231

e In January 2023, Xi addressed the seventh summit of the Com-
munity of Latin American and Caribbean States (CELAC) in
Buenos Aires, Argentina, where he promoted engagement with
Latin American and Caribbean countries through his global ini-
tiatives.232 According to Dr. Ellis, China views CELAC as a key
multilateral tool for engaging with the region while excluding
the United States and Canada.*233 Beijing and CELAC hold
forums through which China engages participating countries on
telecommunications, biotechnology, agriculture, infrastructure,
space, and local governance, among other areas.234

¢ In June 2023, Honduran President Xiomara Castro made a state
visit to Beijing, just three months after the island’s decision
to break diplomatic ties with Taiwan.23> During the meeting,
President Castro expressed Honduras’s support for China’s Belt
and Road Initiative (BRI) and other global initiatives, while Xi
called for a free trade agreement and deepened people-to-peo-
ple exchanges.236 China likely views Honduras as an important
trade and investment partner in Central America, with Beijing
seeking to earn money from participating in the country’s in-
frastructure projects relating to dams and power generation, as
well as a $20 billion rail line linking its coasts.237

China’s vigorous diplomacy has translated into some Latin Ameri-
can and Caribbean leaders’ public support for Chinese interests and
initiatives. For example, during his April 2023 state visit to Chi-
na, Brazilian President Luiz Inacio Lula da Silva called for a shift
away from dollar-denominated trade, expressed support for Beijing’s
One China principle, and demonstrated enthusiasm for deepened
economic and technology cooperation with China.238 To take anoth-
er example, in May, Bolivian President Luis Arce expressed sup-
port for Xi’s global initiatives and called for further cooperation on
the production of zinc and lithium{ during a conference organized
by the Chinese Council for the Promotion of International Trade
(CCPIT), an organization affiliated with China’s united front sys-
tem.%239 President Arce also expressed interest in using the RMB

*China and CELAC established a cooperation mechanism known as the China-CELAC Forum
in 2014. China’s Ministry of Foreign Affairs Department of Latin America and Caribbean Affairs,
Basic Information about China-CELAC Forum, April 2016, 3—4.

TChina is an important driver of lithium and zinc demand due to its manufacturing needs. Lith-
ium is a key component of China’s electric vehicle production, while zinc is used for rust-proofing
metals. Aside from lithium and zinc, silver, lead, and tin are mined in Bolivia. In January, Bolivia
signed an agreement with Chinese firms Contemporary Amperex Technology Co. Ltd. (CATL),
CATLs recycling subsidiary BRUNP, and the mining company CMOC to partner with the Bo-
livian state-owned lithium mining company Yacimientos de Litio Bolivianos (YLB) to explore
Bolivia’s untapped lithium resources. Bolivia solicited proposals to mine its lithium in 2021 and
received submissions from companies in Argentina, China, Russia, and the United States. Daniel
Ramos, “Bolivia Hlkes Lithium Resources Estimate to 23 Million Tons,” Reuters, July 20, 2023;
Joseph Bouchard, “In Bolivia, China Signs Deal for World’s Largest Lithium Reserves Dtplomat
February 10, 2023 Matt Blms “Bolivia Picks Chinese Firms for $1 Billion Lithium Project,”
Chemical and Engmeermg News January 24, 2023; Dillon Jaghory, “How China Is Transforming
the Global Lithium Industry,” Global X, September 27, 2022; Economic Times, “China Is the Key
Driver of Zinc Demand at Present: Gavin Wendt, MineLife,” November 2, 2016.

£The CCPIT, established in 1952, is a quasi-governmental entity linked to the Ministry of
Commerce and responsible for national foreign trade and investment promotion. CCPIT was rec-
ognized in a de-classified 1957 CIA report on China’s united front system as a “front organization”
used as an instrument by the CCP to “mobilize a number of federations and important persons
in support of an important propaganda program.” As a tool of the Party-state system, CCPIT
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for international trade during a press conference in May and called
for reducing “dependence on the U.S. dollar” at the 62nd Summit
of Heads of State of MERCOSUR and Associated States in July.240

China Invests in Latin American and Caribbean Strategic
Infrastructure

China is continuing commercial investments with potential stra-
tegic implications in the Latin America and Caribbean region. China
has leveraged its relationships with Latin American and Caribbean
countries in recent years to help finance and construct potential
dual-use infrastructure, such as energy grids and ports, which could
give China sway over important strategic assets or provide a foot-
hold for a future military presence in the region.241 Notable devel-
opments in 2023 include:

e In April 2023, Caixin Global reported that the state-owned Chi-
na Southern Power Grid Co. Ltd. will pay $2.9 billion to ac-
quire two local power suppliers in Peru from Italy’s Enel, pend-
ing regulatory approval.242 Enel’s Peruvian subsidiary—Enel
Peru—agreed to sell all shares that it owns in its subsidiary
power distribution and supply company Enel Distribuciéon Peru
SAA and its subsidiary energy services provider Enel X Peru
SAC to China Southern Power Grid Co. Ltd.243 The Peruvian
National Society of Industries, a chamber of private compa-
nies, has expressed concerns that by acquiring the two power
suppliers, Beijing could achieve a monopoly over Peru’s energy
sector, especially in and around the capital of Lima, where the
two energy firms power electricity for over half of the popula-
tion.244 The acquisition would complement the 2020 purchase
by Chinese state-owned Three Gorges Corporation of Luz del
Sur, which provides power to the other half of Lima, as well as
the corporation’s 2018 deal for the Chaglla hydroelectrical plant
that serves as Peru’s third-largest power generator.245

e An MOU signed between the Chinese state-owned Shaanxi
Chemical Industry Group and the governor of Tierra del Fuego,
Argentina, in August 2022 was reportedly kept secret until
it was ratified by the Argentinian provincial executive later
that year.246 Under the terms of the MOU, the Chinese state-
owned company will invest approximately $1.2 billion into a
petrochemical plant and a multipurpose port.247 The MOU has
sparked pushback in Argentina, where national legislators such
as Federico Frigerio have said that the project “encourages a
Chinese state-owned company to take control of our strategic
infrastructure.”248 Some observers argue that China could uti-
lize this port in Tierra del Fuego to control the passage of ves-
sels in the Magellan Strait, more directly access Antarctica, and
even support China’s fishing fleet in the South Atlantic, where

partners with organizations such as the All-China Federation of Industry and Commerce, another
component of the CCP’s united front system. Lukasz Sarek, “CCPIT in Poland: Economic Cooper-
ation in the Hands of a Party-State Actor,” Sinopsis, May 4, 2023, 2; Jichang Lulu, “Repurposing
Democracy: The European Parliament China Friendship Cluster,” Sinopsis, November 26, 2019,
24-26; China Council for the Promotion of International Trade, “About CCPIT,” March 24, 2016;
U.S. Central Intelligence Agency, The United Front in Communist China, May 1957 (approved for
release August 24, 1999), 13, 59, 63.
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in 2022 there were an estimated 800 Chinese vessels fishing
illegally.249

e A subsidiary of the state-owned China Ocean Shipping Com-
pany (COSCO) Ltd. called COSCO Shipping Ports Ltd. is con-
tinuing construction of a commercial port and industrial zone
in Chancay, a fishing and farming town located 50 miles north
of Peru’s capital, Lima, that is supposed to be completed in
2024.250 In May 2023, however, Peru’s prosecution office initiat-
ed an investigation into the construction site, where a landslide
damaged at least four houses near a tunnel and forced COSCO
Shipping Ports Ltd. to halt construction.251 Commentators note
that the port would aid China’s efforts to bolster its energy and
food security and could also hypothetically serve as an interme-
diate staging base for PLA operations in the Eastern Pacific.252

China-Latin America Space Cooperation

Beijing is deepening space cooperation with Latin American coun-
tries to help achieve its goal of becoming a major space power.253
During President Lula da Silva’s visit to China in April 2023, Chi-
nese state media reported that Brazil and China would deepen proj-
ect planning for the CBERS-05 satellite, accelerate development of
the CBERS-06 satellite, and expand cooperation in lunar and deep-
space exploration.*25¢ Also in April 2023, following Beijing’s invita-
tion, Venezuela expressed its interest in joining the International
Lunar Research Station (ILRS), a planned lunar base run by China
and Russia that was unveiled in 2021 and reportedly aims to begin
construction by the 2030s.7255 Beijing also announced the Interna-
tional Lunar Research Station Cooperation Organization (ILRSCO)
in April 2023, which—unlike the U.S.-led Artemis Accords (a non-
binding multilateral agreement)—will be a formal organization with
a bureaucratic structure and leadership potentially led by China.256
This organization may become a platform through which Beijing
further elevates regional space cooperation with Latin American
and Caribbean countries.257

China is also developing ground-based satellites throughout the
Latin America and Caribbean region that could be used for future
military and intelligence collection purposes in the Southern Hemi-
sphere.258 According to an October 2022 report by CSIS, satellite

*The China-Brazil Earth Resources Satellite (CBERS) satellites provide global optical re-
mote-sensing data on earth resources. China and Brazil launched the first version of the CBERS
satellite in 1999. Xinhua, “New China-Brazil Earth Resource Satellite Sent into Space,” December
20, 2019.

TWhen the CELAC joint plan was first released in 2021, China invited regional member coun-
tries to join the ILRS. Since then, China has signed cooperation agreements or statements of
intent with Argentina, Brazil, and Peru (as a member of the Asia-Pacific Space Cooperation Or-
ganization). Ling Xin, “China’s Moon Ambitions Take Shape with Construction Road Map for
Research Station,” South China Morning Post, April 25, 2023.

£The development of Chinese-operated satellite ground stations in Latin America and Carib-
bean countries, such as Venezuela, Brazil, Bolivia, Argentina, and Chile, provides China with
coverage of the skies over the Southern Hemisphere. These facilities are a component of China’s
expanding global network of ground stations to track and maintain communications with satel-
lites in orbit. The proximity of these ground stations to the United States raises concerns that
the facilities could further Chinese intelligence gathering and intercept sensitive information. In
testimony to the House Armed Services Committee in 2019, then commander of the U.S. Southern
Command Admiral Craig Faller stated that China could “monitor and potentially target U.S.,
Allied, and partner space activities” using deep space tracking facility in Argentina. Matthew P.
Funaiole et al., “Eyes on the Skies: China’s Growing Space Footprint in South America,” Center
for Strategic and International Studies, Hidden Reach Issue No. 1, October 4, 2022. For more
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imagery reveals that China’s Espacio Lejano Station in Neuquén,
Argentina, which has operated since 2017, and is likely run by per-
sonnel of the PLA’s Strategic Support Force,* has only utilized a
small portion of the 500 acres of land that was leased to Beijing,
indicating that the ground station may expand in the future.25°
Currently, Espacio Lejano’s 35-meter antenna can send and receive
data in S- and X- bands;f these bands may be used to transmit data
related to airborne early warning, intelligence, surveillance, and re-
connaissance (ISR) and command and control in addition to civil
applications in telecommunications systems and deep space oper-
ations.260 The facility can also receive data in the Ka-band, which
could support close-range targeting radars on military aircraft in
addition to civil applications like high-resolution mapping and radio
astronomy.261 The report also notes that Emposat, a Beijing-based
firm tied to the Chinese Academy of Sciences, is planning to build
another ground station in Rio Gallegos with Argentine company As-
centio, which will house four to six antennas and provide increased
coverage of Earth-orbiting satellites due to its proximity to the
South Pole.262

Chinese Engagement with Africa Remains Persistent,
Multifaceted

In 2023, China continued its efforts to build goodwill in the Global
South and support for China’s foreign policy initiatives by engaging
countries on the African continent through diplomacy and medical
cooperation. There were also indications that Chinese private secu-
rity companies could expand their presence in Africa in the near
future.

China Seeks African Countries’ Support for CCP Vision of
Global Order

China’s diplomacy toward Africa in 2023 reflected its efforts to
build support within the Global South for the CCP’s proposed re-
visions to the international order and multilateral institutions.263
In January 2023, then Foreign Minister Qin continued the more
than three-decade tradition of his predecessors by making Africa
the first destination of the year, visiting five African countries, in-
cluding Ethiopia, Gabon, Angola, Benin, and Egypt.264 According to

on China’s space cooperation and influence in Latin America and the Caribbean, see U.S.-China
Economic and Security Review Commission, Chapter 1, Section 2, “China’s Influence in Latin
America and the Caribbean,” in 2021 Annual Report to Congress, November 2021, 99-100. For
more on China’s expanding global network of ground stations, see U.S.-China Economic and Secu-
rity Review Commission, Chapter 4, Section 3, “China’s Ambitions in Space: Contesting the Final
Frontier,” in 2019 Annual Report to Congress, November 2019, 371-372.

*As a result of the merger of the former China Satellite Launch and Tracking Control Gener-
al (CLTC) with other space-related military organizations in 2015, the PLA’s Strategic Support
Force Space Systems Department plays a role in the operation of "China’s overseas ground sta-
tions. For instance, the Espacio Lejano ground station in Argentina is run by the China Satellite
Launch and Tracking Control General, a sub-entity of the PLA Strategic Support Force. Matthew
P. Funaiole et al., “Eyes on the Skies: China’s Growing Space Footprint in South America,” Center
for Strategic and International Studies, Hidden Reach Issue No. 1, October 4, 2022. For more
on China’s expanding global network of ground stations, see U.S.-China Economic and Security
Review Commission, Chapter 4, Section 3, “China’s Ambitions in Space: Contesting the Final
Frontier,” in 2019 Annual Report to Congress, November 2019, 371-372.

TAntennas communicate via radio waves that are segmented into sections, or “bands,” that
are located on the radio spectrum. The use of a particular antenna can be ascertained by un-
derstanding what types of data are transmitted across these bands. Matthew P., Funaiole et al.,
“Eyes on the Skies: China’s Growing Space Footprint in South America,” Center for Strategic and
International Studies, Hidden Reach Issue No. 1, October 4, 2022.
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Paul Nantulya, a Research Associate at the U.S. National Defense
University Africa Center for Strategic Studies, Chinese diplomatic
efforts are motivated by the recognition that “Africa has something
China needs to increase its clout at the multilateral level, that is,
its voting and representational strength.”265 Following then Foreign
Minister Qin’s visit to Africa, Beijing hosted an “Africa Day” recep-
tion for various African foreign ministers, ambassadors, and diplo-
matic envoys on May 25, 2023, where Qin called for closer China-Af-
rica cooperation.®266 At the reception, then Foreign Minister Qin
appealed to African nations by asserting China’s status as a fellow
“developing nation” that has shared “weal and woe” with African
countries for 60 years.267 In tribute to this supposed solidarity, then
Foreign Minister Qin stated that China hopes to work with African
countries to implement the Global Development Initiative, Global
Security Initiative, and Global Civilization Initiative in tandem with
“push[ing] forward the reform of the global governance system.”268
In June 2023, political cadres from the ruling parties of six Afri-
can countries graduated from a leadership training workshop at the
CCP-funded Mwalimu Julius Nyerere Leadership School in Kibaha,
Tanzania.269 The school is a $40 million joint project of the CCP
and the Former Liberation Movements of Southern Africa (FLMSA),
where party officials of the member countries learn about China’s
model of governance.f 270

Medical Diplomacy Cultivates Goodwill

China has touted its medical diplomacy toward Africa, which
involves building healthcare facilities and dispatching Chinese
healthcare workers abroad. In January 2023, China and the African
Union unveiled the Africa Center for Disease Control and Preven-
tion (CDC) headquarters in Addis Ababa, Ethiopia, built and fund-
ed by China as a flagship project for China’s medical diplomacy in
Africa.271 The Africa CDC headquarters is intended to increase the
African Union’s epidemic response capacity and includes facilities
to improve disease prevention and monitoring capabilities.272 At the
Third China-Africa Economic and Trade Expo in June 2023, an of-
ficial from China’s National Medical Products Administration said
that Chinese pharmaceutical companies would expand investment
in Africa, support the development of local African medicine, and
carry out joint medical research with African partners.273 China
also continues to dispatch medical personnel to Africa.27¢ In 2023,
China’s Ministry of Foreign Affairs and Chinese state media marked
the 60th anniversary of China’s first dispatch of a Chinese medical
team to Africa.f275

*According to the remarks made by then Foreign Minister Qin, the following African diplomatic
personnel attended the event: Demeke Mekonnen Hassen, Deputy Prime Minister and Minister
of Foreign Affairs of Ethiopia; Christophe Lutundula, Vice Prime Minister and Minister of For-
eign Affairs of the Democratic Republic of Congo; Martin Mpana, Dean of the African Diplomatic
Corps in China and Ambassador of Cameroon to China; Rahamtalla M. Osman, Permanent Rep-
resentative of the African Union to China; and Ambassador Charif Maoulana of the Union of
Comoros, chair of the African Union. China’s Ministry of Foreign Affairs, When Brothers Are of
One Heart and One Mind, They Have the Strength to Break Metal, May 25, 2023.

TThe six African countries include Tanzania, South Africa, Mozambique, Zimbabwe, Namibia,
and Angola. Jevans Nyabiage, “China’s Political Party School in Africa Takes First Students from
6 Countries,” South China Morning Post, June 21, 2022.

#According to the National Health Commission of China, China has dispatched around 30,000
medical personnel to 76 countries and regions across five continents since the first Chinese med-
ical team arrived in Algeria in 1963. The Chinese personnel have primarily focused on Africa,
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Chinese State-Owned Security Companies Could Increase
Presence in Africa

Developments in 2022 and 2023 suggest Beijing may increase
the presence of its “private security companies,” which are actually
state controlled, on the African continent to better protect Chinese
assets in the future.27¢ During the 20th Party Congress in October
2022, Xi stressed the need to “strengthen our capacity to ensure
overseas security and protect the lawful rights and interests of Chi-
nese citizens and legal entities overseas.”277 These interests include
multi-million-dollar programs sponsored by Chinese state-owned en-
terprises as part of BRI, which runs through many countries with
civil conflict.278 The March 2023 killings of nine Chinese nationals
by heavily armed gunmen at a mine in the Central African Repub-
lic highlighted this risk, prompting Xi to call for those responsi-
ble to be “severely punished” and the Chinese Ministry of Foreign
Affairs to issue a security alert for its citizens.279 Experts assert
that Beijing may ramp up the use of security companies in light of
the murders.280 At present, there are Chinese security companies
operating in 14 African countries, primarily concentrated in East
and Southern Africa.281 Due to the direct control Beijing asserts
over these companies, firms such as the Huaxin Zhong An Security
Group or Beijing DeWe Security Service are restricted by Chinese
law in their use of firearms, often relying on collaboration with host
nation security companies, local militias, or local authorities.282 Mr.
Nantulya, asserts that these Chinese companies “work very, very
differently from Russian ones like Wagner” because the Wagner
Group, a private military company, is engaged in combat operations
and becomes part of the state security apparatus of the country by
fighting a war on the host nation’s behalf.*283

China’s Regional Approach: Heavy-Handed and
Aggressive Treatment toward Neighbors

China continued to adopt a heavy-handed and at times confron-
tational approach to its neighbors in the Indo-Pacific region. In the
South China Sea, China acted aggressively toward claimant states
and transiting military forces alike. In East Asia, China sought to
drive a wedge between the United States and its allies. Meanwhile,
tensions simmered on the border with India, and Pacific Island na-
tions balked at China’s efforts to gain strategic influence in their
region.

China’s Harassment of Vessels in the South China Sea

China maneuvered aggressively against claimant states in the
South China Sea, including the Philippines and Vietnam. The CCG
has consistently harassed Philippine Coast Guard ships operating in
the South China Sea. In February 2023, a CCG ship allegedly used a
military-grade laser against the Philippine Coast Guard to prevent

providing 290 million diagnoses and treatments for local people. Xinhua, “Six Decades of Selfless
Aid Make Chinese Doctors ‘Most Welcome Guests’ in Africa,” April 6, 2023.

*For example, Central African Republic president Faustin-Archange Touadéra has retained
Wagner since 2018 to help maintain his grip on power by fighting rebels that control large areas
of the country. Approximately 1,500 Wagner troops work alongside the Central African Republic’s
military. Katarina Hoije, “Wagner-Backed Central African Leader Wins Right to Third Term,”
Bloomberg, August 8, 2023.
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delivery of supplies within the Second Thomas Shoal.284 China’s ag-
gressive behavior in the region prompted the commanding general of
the Philippine Army to assert in May that his country faces threats
from China “every day” in the South China Sea.285 In April, a CCG
ship blocked a Philippine patrol vessel steaming into the Second
Thomas Shoal for an underwater survey, nearly causing a collision,
and in June, multiple CCG vessels followed, harassed, and obstruct-
ed Philippine Coast Guard vessels operating near the Second Thom-
as Shoal.286 In response to China’s harassment, the Philippines’
Foreign Ministry has filed 97 diplomatic protests against China
since President Ferdinand Marcos assumed office last year, with 30
of those protests filed between January 1 and July 6 of 2023.287 In
September 2023, the Philippine Coast Guard reported that three
CCG boats and one Chinese maritime militia boat installed a float-
ing barrier to prevent fishing boats from entering a disputed area
of the South China Sea, spanning 300 meters in the Scarborough
Shoal.288 Philippine authorities removed the barrier, and the Philip-
pine Coast Guard subsequently issued a statement saying that “the
barrier posed a hazard to navigation, a clear violation of internation-
al law.”289 From May to June 2023, a Chinese research ship and its
escort vessels also operated in Vietnam’s exclusive economic zone
(EEZ) for nearly a month, including into areas where Russia and
Vietnam operate joint energy projects.290 The Chinese ships refused
to leave in response to a request by the Vietnamese government, but
they ultimately returned to Hainan, China.291

Philippines Expands Military Cooperation with United States
in Response to China’s Maritime Aggression

Continued Chinese aggression in the South China Sea has
prompted the Philippines to deepen its military cooperation with the
United States.*292 Most notably, in February 2023, the Philippines
announced it would be expanding its Enhanced Defense Coopera-
tion Agreement (EDCA) with the United States to include four new
sites, bringing the total number of Philippine Armed Forces bases
from which the United States can operate from five to nine.7293
The U.S.-Philippines base deal has clear implications for a war over
Taiwan, both for the potential rescue of Filipino nationals living in
Taiwan, as President Marcos has suggested, and due to the poten-
tial for U.S. forces to operate from the bases.29¢ President Marcos
also said publicly that it would be difficult for the Philippines to re-
main neutral during a conflict over Taiwan, prompting the Chinese
ambassador to the Philippines to make veiled threats against over-
seas Filipino workers in Taiwan, advising Manila to “unequivocally

*In April 2023, the Philippines hosted the largest ever Balikatan joint exercise between the
United States, Philippines, and Australia, with 17,600 personnel in attendance. The same month,
U.S. and Philippine defense and diplomatic officials met for the first “2 Plus 2” meeting in seven
years. Rene Acosta and Jon Grady, “U.S., Philippines Kick Off Largest-Ever Balikatan Exercise as
Defense, Foreign Affairs Leaders Meet in Washington,” USNI, April 11, 2023; U.S. Department of
State, Joint Statement of the U.S.-Philippines 2+2 Ministerial Dialogue, April 11, 2023.

FThe U.S.-Philippines EDCA was originally signed in 2014 to supplement the existing Visiting
Forces Agreement of 1998 and allows a U.S. military presence on a rotational basis for disaster
and humanitarian responses and to facilitate U.S.-Philippine military exercises. United States
Embassy in the Philippines, Fact Sheet: Enhanced Defense Cooperation Agreement, March 20,
2023; U.S. Department of State, U.S. Security Cooperation with the Philippines, October 7, 2022;
Government of the Philippines, Agreement between the Government of the Republic of the Phil-
ippines and the Government of the United States of America Regarding the Treatment of United
States Armed Forces Visiting the Philippines, February 10, 1998.
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oppose” Taiwan independence if it cared about the wellbeing of the
150,000 Filipinos working there.295 The Chinese Embassy in Manila
reacted to the expansion of the EDCA by accusing the United States
of attempting to encircle China and stating that granting the U.S.
military greater access to Philippine military bases will drag the
Philippines into “geopolitical strife” that will “seriously harm Phil-
ippine national interests.”296 China’s foreign ministry spokeswoman
Mao Ning also accused the United States of acting “out of self-inter-
est” and of holding a “zero-sum mentality” that would “inevitably”
result in increased military tension.297

China Condemns Japan’s Alignment with the United States

While China and Japan had several diplomatic engagements in
late 2022 and early 2023, they have been undercut by Beijing’s hos-
tile rhetoric and aggressive maritime activity around Japan. After
Japan Prime Minister Fumio Kishida and General Secretary Xi met
on the margins of the Asia-Pacific Economic Cooperation (APEC)
forum in November 2022, both sides reportedly agreed to increase
communications and hold a series of high-level dialogues.298 In Feb-
ruary 2023, China and Japan’s Foreign Ministries held the first se-
curity dialogue in four years, and the two sides’ militaries agreed to
establish the first ever defense hotline.299 The hotline, which con-
nects Japan’s Defense Minister and China’s Minister of National
Defense, was established in March 2023 and held its inaugural con-
versation in May.300

Despite these positive diplomatic engagements, China continued
its intrusions into Japanese waters and stridently criticized Japan’s
engagement with the United States and NATO.301 In November
2022, four CCG ships—including one armed with a 76mm cannon,
the largest ever seen on such a vessel—were seen in the waters near
the Japanese-administered Senkaku Islands.392 Three similar inci-
dents took place in March and May 2023, with one lasting for over
80 hours, which the Kyodo News claimed was the “longest period
Chinese ships have intruded into the waters since the Japanese gov-
ernment put the islets under state control in 2012.”393 In April, then
Foreign Minister Qin responded to Japan’s decision to restrict ex-
ports of semiconductor manufacturing equipment in alignment with
the United States by stating that “Japan should not help a villain
do evil.”3%4 In May, Beijing slammed Japan over reports that it was
considering hosting a NATO liaison office in Tokyo, although as of
July 2023 there had been no concrete movement to establish the of-
fice.*305 In July, Director of the Office of the Central Foreign Affairs
Commission Wang Yi, China’s top diplomat, appealed to Japanese
and South Korean government and nongovernment participants of
the International Forum for Trilateral Cooperation to pursue “stra-
tegic autonomy” from the United States and cooperate with Beijing

*French President Emmanuel Macron also opposed the opening of the proposed NATO office
in Tokyo, arguing that Japan is located too far outside the geographic scope of the organization.
President Macron has also previously opposed NATO focusmg on China, such as in 2021, when he
stated that “we shouldn’t confuse our goals asserting that, “NATO is a mllltary orgamzatlon the
issue of our relationship with China isn’t just a military issue. NATO is an organization that con-
cerns the North Atlantic, China has little to do with the North Atlantic.” Stuart Lau and Laura
Kayali, “Macron Blocks NATO Outpost in Japan amid Chinese Complaints,” Politico, July 7, 2023.
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to “revitalize Asia.”*306 Later that month, following the two-day
NATO summit in Vilnius, Lithuania, Beijing reacted angrily to a
NATO communiqué portraying China as a major challenge to the
military alliance’s interests and criticized the presence of Australia,
Japan, New Zealand, and South Korea at the summit.3%7 (For more
on the NATO Summit in Vilnius and NATO’s engagement with the
Indo-Pacific, see Chapter 5, Section 1, “Europe-China Relations;
Convergence and Divergence in Transatlantic Cooperation.”)

China also instigated a diplomatic row with the Japanese gov-
ernment and launched an online disinformation campaign following
the discharge of treated water from the Fukushima Daiichi nuclear
power plant in August.398 In response to the release of the treated
water, on August 24 China’s General Administration of Customs an-
nounced an import ban on all aquatic products from Japan, includ-
ing seafood.399 Despite Japan’s cooperation with the International
Atomic Energy Agency (IAEA) to conduct continuous safety reviews
of the discharged treated water, China has consistently and vocally
opposed Japan’s plan.f 310 China’s Ministry of Foreign Affairs fueled
doubt and concern among domestic and international audiences by
criticizing Japan for being “extremely selfish and irresponsible” and
accusing the Japanese government of choosing the “cheapest option”
for managing the contaminated water.311 China-linked actors have
conducted a coordinated online disinformation campaign about the
risks of the water release.312 The UK-based data analysis firm Log-
ically found that between January and August 2023, Chinese offi-
cials, state media, and pro-China influencers amplified the disinfor-
mation and narratives in line with Chinese government statements
that opposed Japan’s decision to release the wastewater.313 Both the
Chinese government’s statements and this disinformation campaign
encouraged Chinese citizens to engage in abusive behavior, such as
throwing bricks, rocks, and eggs at Japanese consulates and schools
in China, and make over 400,000 nuisance calls to the Japanese
Embassy.?14 These moves prompted Japan’s prime minister to call
on China to urge its citizens to halt acts of harassment.315

China Critical of South Korea’s Views on Taiwan, Relations
with United States

China’s approach to South Korea in 2023 mirrored its approach
to Japan, featuring an attempt at high-level diplomatic engagement
that was ultimately undermined by strident Chinese criticism of
South Korea’s remarks on Taiwan and engagement with the United
States. In November 2022, President Yoon Suk-yeol of South Korea

*During the event, Wang Yi made off-color racial remarks to Japanese and South Korean
participants of the forum in an attempt to revitalize racial pan-East Asian solidarity against the
West. Wang Yi stated, “No matter how blonde you dye your hair, how sharp you shape your nose,
you can never become a European or American, you can never become a Westerner.” Nectar Gan,
““You Can Never Become a Westerner:’ China’s Top Diplomat Urges Japan and South Korea to
Align with Beijing and ‘Revitalize Asia,’”” CNN, July 5, 2023.

TFollowing the destruction of the Fukushima nuclear plant by a tsunami in 2011, water has
been used to cool down the reactor’s fuel rods, producing contaminated water that was later
treated and stored in tanks. The treated water still contains high levels of radioactive substances
tritium and carbon-14. Japan proposed diluting the treated water with seawater before releasing
it into the ocean, a plan the IAEA determined complied with international safety standards and
would have “negligible” impact on the environment. Tessa Wong, “Fukushima: China Retaliates
as Japan Releases Treated Nuclear Water,” BBC, August 24, 2023; International Atomic Energy
Agency, “TAEA Finds Japan’s Plans to Release Treated Water into the Sea at Fukushima Consis-
tent with International Safety Standards,” July 4, 2023.
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met with General Secretary Xi on the margins of the G20 summit
in Bali, Indonesia.31®6 During the meeting, Xi called for a bilater-
al trade agreement, high-tech manufacturing cooperation, and for
South Korea to “oppose politicizing economic cooperation”—a veiled
reference to cooperating with U.S. export controls and other eco-
nomic measures—while President Yoon expressed a desire for Chi-
na to respond more vigorously to North Korea’s continued threats,
amounting to what one observer described as “a confirmation of
each leader’s differences.”317

Since the Yoon-Xi meeting, China’s foreign ministry has been open-
ly critical of South Korea’s foreign policy, straining relations.318 In
April, then Foreign Minister Qin sharply rejected President Yoon’s
description of Taiwan as a “global issue,” urging Seoul to act with
caution on Taiwan and stating that the issue “is a matter for the
Chinese, who do not need to be told what should or should not be
done.”319 In June, China’s ambassador to Seoul Xing Haiming met
with South Korean opposition leader Lee Jae-myung and criticized
South Korea’s engagement with the United States, warning that
“those who bet on China’s loss [in rivalry with the United States]
will definitely regret it.”320 Ahead of President Biden’s meeting
with Japanese Prime Minister Kishida and South Korean President
Yoon at Camp David in August, China’s foreign ministry spokesman
Wang Wenbin criticized South Korea’s trilateral diplomacy by con-
demning the alleged “cobbling together of various small circles by
the countries concerned.”321

India’s Tensions with China Continue

Relations between India and China in 2023 continued to be
strained by clashes along the disputed border. On December 9, 2022,
Indian and Chinese forces engaged in a violent altercation along the
Line of Actual Control, a 2,100-mile contested border in the Tawang
district of Arunachal Pradesh.322 While neither side used firearms
and no fatalities were reported, both sides sustained injuries.323
The incident in Tawang marked the most consequential skirmish
between Indian and Chinese forces since deadly fighting in Galwan
Valley in 2020 that led to 20 Indian casualties and four reported
Chinese casualties.324 Despite more than 17 rounds of military talks
between Chinese and Indian forces since the 2020 clash to address
the disengagement along the western sector of Aksai Chin,* the
Tawang altercation demonstrated that tensions along the border
remain between India and China and could potentially escalate.325
Both sides also continued to build up their military forces and infra-
structure along the Line of Actual Control, investing in light tanks
that can maneuver in high altitudes and mountainous terrain.f 326
China further strained relations when it published a new 2023

*The Aksai Chin region along the Line of Actual Control has held the most clashes between
Indian and Chinese forces, including Depsang Valley in 2013, Chumar in 2014, Burtse in 2015,
Hot Spring in 2020, Galwan Valley in 2020, and Pangong Tso in 2020. To reference disputed areas
and military incidents along the Sino-Indian Border (2013-2022) see U.S.-China Economic and
Security Review Commission, Chapter 3, Section 3, “China’s Activities and Influence in South and
Central Asia,” in 2022 Annual Report to Congress, November 2022, 536.

T Following the altercation, Indian and Chinese forces held an additional two rounds of military
talks, as the two sides appeared to be tempering their disagreements to allow for a potential
meeting between Xi and India’s Prime Minister Narendra Modi at the 15th BRICS summit held
in South Africa in August 2023. Sudha Ramachandran, “19th Round of India-China Border Talks
Produces Joint Statement,” Diplomat, August 17, 2023.
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edition of its so-called “standard map of China” on August 28 that
continued to depict India’s Arunachal Pradesh and the disputed Ak-
sai Chin plateau as part of Chinese territory.327 Despite meeting
with Indian Prime Minister Narendra Modi on the sidelines of the
BRICS summit in August, Xi did not attend the G-20 summit hosted
by India in September, an apparent snub that set back prospects for
the two leaders to resolve the border tensions.328

India’s relationship with China is also becoming increasingly com-
plicated as a result of the latter’s deepening ties with Russia amid
the war in Ukraine.329 Experts assess that Indian leaders may be
concerned about Russia’s weakened position and growing reliance on
China for economic and strategic support, since such a dependency
could ensure continued Russian arms sales* to China or even Rus-
sian support for China in a potential Sino-Indian border conflict.330
In July 2023, India hosted a virtual summit of the Shanghai Coop-
eration Organization that was attended by Putin and Xi.231 Some
experts argued that the shift of the summit to a virtual format could
be an effort by India to downplay the meeting, which took place just
weeks after Modi’s state visit to Washington.332

India faces a more complicated security environment created by
China’s engagement with Pakistan, a neighboring country India re-
gards as hostile.333 China has longstanding security ties with Pa-
kistan motivated by a common geopolitical rivalry and territorial
disputes with India.334 Since 2015, these ties have been bolstered
by the China-Pakistan Economic Corridor (CPEC), an initiative
that promises massive infrastructure investment as part of China’s
BRI but has so far fallen short of expectations in its implementa-
tion.335 China’s existing investment in Pakistani ports has raised
suspicions that these ports may be intended for use as PLA Navy
bases, which would enable China to project power and undermine
India’s influence in the Indian Ocean.33¢ China also continues to sell
conventional, strategic, and offensive strike weapons to Pakistan
that could be used against India,f accounting for 75 percent of all
of Pakistan’s imported arms by value since 2015.337 In April 2023,
China’s defense ministry officials announced that the two countries
would expand military cooperation.338 The following month, China

*Russia provides China with advanced platforms such as Su-35 fighter jets, which may give
the PLA an edge over India’s military. Krzysztof Iwanek, “Does China-Russia Cooperation Hurt
India’s National Interests?” Diplomat, April 25, 2023; Stockholm International Peace Research
Institute, “SIPRI Arms Transfers Database.”

TBetween the 1970s and 1990s, China assisted Pakistan’s nuclear weapons program, including
bomb designs, the development of high-explosive components, and nuclear weapons delivery ca-
pabilities. One of the primary figures facilitating this transfer was AQ Khan, a Pakistani nuclear
scientist who cooperated with China’s nuclear establishment to establish Islamabad’s nuclear ar-
senal, and who later facilitated the illegal proliferation of nuclear weapons expertise and technol-
ogy around the world. More recently, China has further advanced Pakistan’s strategic capabilities
by providing space access and advanced optical tracking systems for the development of multiple
independent reentry vehicles (MIRVs) on missiles. According to the U.S. Institute of Peace, some
analysts assess that China may assist Pakistan in developing or acquiring hypersonic weapons
such as the Dongfeng DF-17 medium-range ballistic missile, or provide assistance as Pakistan
pursues an anti-ship ballistic missile (P-282) modeled on China’s DF-21D. Sameer P. Lalwani, “A
Threshold Alliance: The China-Pakistan Military Relationship,” United States Institute of Peace,
March 2023, 11; Peter Huessy, “The China Connection: How AQ Khan Helped the World Prolifer-
ate,” National Interest, October 16, 2021.

#According to the U.S. Institute of Peace, Pakistan’s conventional arms appear to be increasing-
ly tied to and dependent on China’s Beidou navigation satellite system for positioning, navigation,
and timing. This is especially true of Pakistan’s advanced air-delivered strike capabilities, such as
the Raad II and Babur cruise missiles, and the Ababeel ballistic missile. Sameer P. Lalwani, “A
Threshold Alliance: The China-Pakistan Military Relationship,” United States Institute of Peace,
March 2023, 12.
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delivered two frigates to Pakistan’s navy intended to safeguard the
seas around CPEC.339

China’s Growing Presence in the Pacific Islands Prompts
Backlash

In 2023, China persisted in efforts to increase military access and
diplomatic clout with Pacific Island nations through both persua-
sive and coercive means. These efforts came despite China’s failure
to secure a region-wide security pact with the Pacific Island na-
tions last year and amid increased U.S. engagement with some of
the key island nations.349 Most notably, in May 2023, the United
States signed a new security pact with Papua New Guinea, and re-
newed its Compact of Free Association agreements with Palau and
the Federated States of Micronesia,* contrasting with China’s failed
overture in 2022.7341 President Biden also hosted the leaders of 18
Pacific Island countries in Washington, DC, in September 2023, un-
derscoring the United States’ commitment to investing in and en-
gaging with the region.342

One example of China’s continued efforts to win over the Pacific
Islands in 2023 was its expanded engagement with the Solomon
Islands.i In July 2023, Solomon Islands Prime Minister Manasseh
Sogavare met with Xi in Beijing, where the two leaders reported-
ly established and discussed the outlines of a new “comprehensive
strategic partnership” between the two countries and formalized
a police cooperation deal that permits China to help “strengthen
Solomon Islands’ police law enforcement capacity” through 2025.343
China has previously provided the Solomon Islands with riot control
equipment and police training.344

Despite Beijing’s progress with the Solomon Islands, other Pa-
cific Island nations have condemned China’s efforts to expand its
influence through coercion. In March 2023, outgoing Micronesian
President David Panuelo accused China of seeking to intimidate
him, attempting to bribe government officials, and gathering intel-
ligence on Micronesia’s resources and submarine paths through the
use of research vessels in the waters around Micronesia.34> Then
President Panuelo asserted that China’s use of these tactics were

*As of October 6, the United States and the Marshall Island’s Compact of Free Association
agreement lapsed on September 30, and had yet to be renewed. Khushboo Razdan, “U.S. Deal
with Marshall Island Lapses Without Renewal, but Cofa Talks Continue; Micronesia and Palau
Reaffirm Ties,” South China Morning Post, October 3, 2023.

TThe United States also increased its diplomatic presence in the Solomon Islands by reopening
the U.S. embassy there in January 2023. The embassy had been closed there for 30 years as part
of a global reduction in diplomatic posts. In September 2023, the United States also announced
that embassies would open in two other South Pacific nations, the Cook Islands and Niue. Angela
Cullen, “Biden Set to Announce New Embassies in Cook Islands, Niue,” Bloomberg, September
24, 2023; Nick Perry, “US Opens Embassy in Solomon Islands to Counter China,” AP News,
February 2, 2023.

#In 2022, China and the Solomon Islands signed a secretive security pact that would allow
Bemng to send law enforcement and military personnel, protect Chinese personnel and projects,
and allow China to carry out logistical replenishment, according to a draft of the agreement,
which alarmed international observers. PLA access to the Solomon Islands could potentially com-
promise the ability of the U.S. and Australian militaries to transit through the region on their
way to a conflict in East Asia. Prime Minister Sogavare said in June 2023 that he requested a
review of the Solomon Islands’ security pact with Australia, yet he claimed he did not wish to
downgrade the Solomon Islands’ relations with Australia. Agence France-Presse, “Solomons PM
Calls for ‘Review’ of Australia Defence Pact,” June 29, 2023; U.S.-China Economic and Security
Review Commission, 2022 Annual Report to Congress, November 2022, 380; Patricia M. Kim,
“Does the China-Solomon Islands Security Pact Portend a More Interventionist Beijing?” Brook-
ings Institution, May 6, 2022.
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motivated by a desire to align Micronesia with China or ensure its
neutrality in the event of a Taiwan invasion.346 In April 2023, Fiji-
an Prime Minister Sitiveni Rabuka stated that his government was
investigating Panuelo’s claims that he was spied on during a visit
to Fiji and argued that China should not use the Pacific Islands as
part of a powerplay in the region.* 347 In June 2023, Palau President
Surangel Whipps asked the United States, Japan, and other allies
to help his country deter Chinese research vessels from operating
without its consent in Palau’s EEZ after several reported incursions
there.348 Also in June, Fijian Prime Minister Rabuka said Fiji was
reconsidering its 2011 policing agreement with Beijing allowing
Chinese police officers to be stationed in the island nation, citing
differences between Fiji and China’s systems and values.349

China Expands Global Military, Espionage
Capabilities

The PLA continues to acquire the overseas access and skills it
needs to sustain a more permanent military presence beyond its
borders. (For more on China’s global military diplomacy and oper-
ations, see Chapter 4, Section 1, “China’s Relations With Foreign
Militaries.”) China’s intelligence apparatus has also intensified its
intelligence collection efforts, displaying increasing sophistication
against a range of targets.

Basing and Overseas Operations Expand Power Projection
Capabilities

China continues to build or seek access to military facilities over-
seas and practice the skills needed for power projection, likely with
the goals of ensuring the rapid seizure of Taiwan and denying U.S.
military access to the Indo-Pacific.

Construction of Artificial Islands in South China Sea
Continues

China continues to build up its artificial islands in the South
China Sea to bolster its expansive territorial claims and support
its military footprint there. In December 2022, Bloomberg report-
ed that China is building up “several unoccupied land features” in
the northern Spratly Islands.350 In Eldad Reef, new land formations
have appeared above water, with images showing “large holes, debris
piles and excavator tracks at a site that used to be only partially
exposed at high tide.”351 Similar activity was also sighted at Lank-
iam Cay, Whitsun Reef, and Sandy Cay.352 China has also continued
improving the equipment it uses for artificial island building.353 In
February 2023, the South China Morning Post reported that China
had opened supermarkets to serve military personnel in three of
its largest man-made islands, enhancing its ability to sustain its
military outposts in the South China Sea.354

*Fijian Prime Minister Sitiveni Rabuka later clarified his comments to Australian Broadcast-
ing Corporation, that he did not believe China was “intentionally using” the Pacific as a power-
play in the region. Lice Movono, Nick Sas, and Stephen Dziedzic, “Fiji Prime Minister Investigat-
ing China Spy Claims, Says ‘Survival’ Is Key Issue for Pacific Nations,” Australian Broadcasting
Corporation, April 5, 2023.

FThese artificial islands include Fiery Cross Reef, Subi Reef, and Mischief Reef in the Spratly
Islands. For more, see Laura Zhou, “South China Sea: Disputed Spratly Islands Now Home to
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More Construction on Cambodian Naval Base Linked to
China’s Military

Satellite imagery captured in 2023 revealed new construction
at Cambodia’s Naval Base in Ream, where the PLA reportedly
has exclusive use of the military facility.355 In February, Radio
Free Asia released satellite pictures from earth imaging company
Planet Labs showing the construction of new structures, large-
scale land clearance, and two new piers.36 According to analysis
by Tom Shugart, adjunct senior fellow with the Defense Program
at CNAS, the imagery appears to show a deep pier that could
dock full-size PLA Navy combatants.357 In April, the Cambodi-
an government also announced plans to develop an air defense
center and expand a radar system near the Ream Naval Base.358
Cambodia’s development of a deep water port and an air defense
system will enhance the strategic value of the base as a potential
site for intelligence collection, air defense operations, and naval
operations and maintenance.* 359

PLA Evacuation of Chinese Nationals from Sudan Practices
Expeditionary Capabilities

China has honed skills relevant to power projection through its
humanitarian rescue efforts in Sudan. In April 2023, the PLA evac-
uated 940 Chinese citizens and 231 foreigners from Port Sudan, a
city in the country of Sudan, where a war is raging between the
Sudanese military and a rival militant group.360¢ The PLA Navy
guided missile destroyer Nanning and the Type 903 supply ship
Weishanhu were diverted from their escort missions and antipiracy
patrols in the Gulf of Aden to carry out the evacuation.361 The sup-
ply ship carried a helicopter and 490 officers and soldiers including
dozens of special forces personnel.?62 Notably, no PLA assets were
deployed from China’s military base in Djibouti, even though hu-
manitarian operations were one of the stated reasons behind its es-
tablishment.363 The Sudan evacuation was the third time the PLA
Navy had participated in an evacuation operation from a conflict
zone.T364 Chinese state media capitalized on the evacuation, as-
serting that it exemplified China’s ability to protect its nationals
living abroad.365

China Spies on Foreign Adversaries and Debtor Nations

Chinese state-sponsored espionage continued apace in 2023. Nota-
ble developments included public revelations about a listening post
in Cuba as well as a spate of cyberattacks against the United States
and other countries.

Supermarkets for PLA Soldiers,” South China Morning Post, February 11, 2023.

*According to Nikkei Asia, a Cambodian defense ministry spokesperson said there would be no
Chinese funding, support, or presence at these facilities. Jack Brook and Phin Rathana, “Cambo-
dia Reveals Air Defense Plans near China-Funded Naval Base,” Nikkei Asia, April 1, 2023. For
more on Ream Naval Base as a potential node of PLA power projection, see U.S.-China Economic
and Security Review Commission, Chapter 3, Section 2, “China’s Growing Power Projection and
Expeditionary Capabilities,” in 2020 Annual Report to Congress, December 2020, 407—408.

FChina first used its armed forces to evacuate more than 30,000 Chinese citizens from Libya
in 2011. In 2015, China deployed a naval fleet to evacuate more than 600 Chinese citizens from
Yemen. China Daily, “Sudan Evacuation Shows China Fulfills Its International Obligation,” Chi-
na Military Online, May 11, 2023; Gabe Collins and Andrew S. Erickson, “Implications of China’s
Military Evacuation of Citizens from Libya,” Jamestown Foundation, March 11, 2011.
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China’s Surveillance and Military Facilities in Cuba Could
Facilitate Spying on United States

In 2023, media revelations emerged that China has operated an
intelligence facility in Cuba since 2019 and that it is negotiating to
establish a new joint military training facility there.366

e In June 2023, the Wall Street Journal reported that China and
Cuba had reached a secret agreement to build a signals intelli-
gence facility on the island, potentially allowing China to eaves-
drop on electronic communications at military bases through-
out the southeastern United States.?67 A Biden Administration
official subsequently told the New York Times that China had
operated an intelligence facility in Cuba since before 2019.368
The media reporting led members of Congress and experts to
express concern about China’s intelligence collection activities
near the United States.369 According to Dr. Ellis, China’s use
of electronic intelligence facilities in Cuba could enable it to
monitor and potentially disrupt U.S. military deployments and
sustainment flows in the event of a conflict between the United
States and China.370 Paul Kolbe, a 25-year CIA officer and now
senior fellow at Harvard Kennedy School’s Belfer Center, said
that China’s spy post was just one element of a “vast apparatus
of Chinese intelligence activities directed against the U.S.”371
He assessed that the intelligence facility in Cuba reflects Chi-
na’s “geopolitical goals of expansion and assiduous cultivation of
governments in Latin America.”372

¢ Another report by the Wall Street Journal later that month
found that China and Cuba were negotiating to establish a new
joint military training facility on Cuba’s northern coast.373 U.S.
officials have reportedly made contact with Cuban officials to
discourage the deal from moving forward and raised concern of
Cuba ceding sovereignty to China.37¢ Former National Security
Advisor John Bolton noted that such a facility could allow the
PLA to train within close proximity to the United States and to
conceal a number of offensive weapons, delivery systems, and
other threatening capabilities, such as hypersonic cruise mis-
siles.375

Chinese Cyber Operations Target U.S. and Foreign
Governments

In 2023, actors linked to China’s government perpetrated multiple
cyberespionage attacks against the U.S. and foreign governments,
demonstrating the growing prowess and danger posed by Beijing’s
cyber operations.376 These included the following:

e A Chinese state-backed hacking group infiltrated the unclas-
sified Microsoft email servers of the U.S. Department of Com-
merce and the U.S. Department of State beginning in May 2023,
perpetrating the first publicly known, successful Chinese hack
of a Cabinet-level official since 2008.%#377 Although the hackers

*According to a comprehensive survey of publicly available information on instances of Chinese
espionage directed against the United States since 2000 by CSIS, the last known instance of a
Cabinet-level official facing a Chinese hack was then-U.S. Secretary of Commerce Carlos Gutier-
rez in May 2008. According to the survey, Chinese officials inserted spyware onto then Secretary
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failed to access Secretary Blinken’s account, they did manage
to break into the email accounts of several senior State De-
partment officials, including U.S. Ambassador to China Nicholas
Burns and the Assistant Secretary of State for East Asia Dan-
iel J. Kritenbrink as well as Commerce Secretary Raimondo’s
account.37® The hacks took place mere weeks before Secretary
Blinken’s visit to Beijing and may have provided the Chinese

government insights into U.S. policy thinking ahead of the vis-
it.379

e Microsoft announced in May 2023 that a Chinese state-spon-
sored hacking group known as Volt Typhoon had targeted critical
infrastructure in Guam and elsewhere in the United States.38°
The cyberespionage campaign reportedly targeted critical in-
frastructure organizations in the government, maritime, com-
munications, transportation, manufacturing, and information
technology sectors, among others.381 U.S. Secretary of the Navy
Carlos Del Toro stated that the U.S. Navy was “impacted” by the
cyberattack but declined to provide further details.382 The U.S.
National Security Agency released a joint advisory with Five
Eyes partner agencies sharing information about the sophisti-
cated tactics used by Volt Typhoon and best practices on how to
detect and mitigate further malicious activity.383

e Reuters reported in May 2023 that Chinese-backed hackers had
conducted a cyberespionage campaign against the Kenyan gov-
ernment over a three-year period, allegedly for the purpose of
collecting information about Kenya’s ability to repay BRI-relat-
ed debts owed to the Chinese government.384 Eight of Kenya’s
ministries and government departments—including the presi-
dential office, Kenya’s intelligence service, and the treasury and
foreign affairs departments—were compromised in the hack.385
The hackers reportedly stole documents pertaining to Kenya’s
foreign debt, a sixth of which is owed to China.386

e The cybersecurity firm Mandiant reported in June 2023 that
Chinese state-backed hackers were likely behind the massive
exploitation of a recently discovered flaw in Barracuda Net-
works’ email security system.*387 The hackers reportedly ex-
filtrated data involving email domains and users from a vari-
ety of government and private organizations.7 388 Compromised
organizations identified by Mandiant included Asian and Eu-
ropean government officials, the ASEAN Ministry of Foreign

Gutierrez’s laptop during a trade mission. Center for Strategic and International Studies, “Survey
of Chinese Espionage in the United States since 2000,” March 2023, 5

*Barracuda Networks is a security, networking, and storage solutions company based in
Campbell, California, that offers Software as a Service (SaaS) deployment, cloud computing,
threat protection, backups, and other solutions. Barracuda has more than 200,000 global cus-
tomers around the world, including government clients. Barracuda, “Company.” htips://www.
barracuda.com/company; Barracuda, “Customers.” hitps://www.barracuda.com/company/
customers; Bloomberg, “Barracuda Networks Inc.” hitps://www.bloomberg.com/profile/company/
CUDA:US?sref=mxbIZFb4.

Chinese hackers were able to break into the networks of hundreds of these public and private
organizations around the world, with nearly a third being government agencies. Public and pri-
vate organizations in at least 16 countries across the Americas, Asia-Pacific, Europe, the Middle
East, and Africa were impacted by the hacks. Frank Bajak, “Chinese Spies Breached Hundreds
of Pubhc Private Networks, Security Firm Says,” Associated Press, September 4, 2023; Austin
Larsen et al., “Barracuda ESG Zero- -Day Vulnerability (CVE-2023- 2868) Explmted Glabally by
Aggressive and Skilled Actor, Suspected Links to China,” Mandiant, June 15, 2023.
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Affairs, and academic researchers and organizations in Taiwan
and Hong Kong.389 The Cybersecurity and Infrastructure Se-
curity Agency (CISA) issued a notice to U.S. federal agencies
warning of the vulnerability.390 Charles Carmakal, Mandiant’s
chief technical officer, called the exploitation the “broadest cy-
berespionage campaign known to be conducted by a China-nex-
us threat actor” since the 2021 Microsoft Exchange hack, which
affected at least 30,000 U.S. organizations.391
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CHAPTER 2

CHINA’S EFFORTS TO SUBVERT NORMS
AND EXPLOIT OPEN SOCIETIES

SECTION 1: RULE BY LAW: CHINA’S
INCREASINGLY GLOBAL LEGAL REACH

Abstract

China is attempting to use its own and other countries’ legal sys-
tems and regulatory bodies to achieve a suite of strategic and polit-
ical goals, including silencing critics of the regime, stalling litigation
against Chinese firms that steal intellectual property (IP), and tar-
geting other actors that challenge Chinese Communist Party (CCP)
goals. At the same time, the CCP is attempting to draw more foreign
business by increasing the efficiency and professionalism of its legal
system. Despite using terms and practices consistent with a rule of
law system, these reforms should not be confused with acceptance of
the principles underlying that system. Instead, China’s “rule by law”
system aims to strengthen the Party’s control through its ability to
intervene in rulings and achieve its goals while also applying Chi-
nese law outside its borders. Internationally, China seeks to shape
international law in its favor by discrediting established norms, ex-
porting authoritarian elements of its legal system, and influencing
laws and norms development in and through emerging fields like
space and cyber governance. The United States and countries com-
mitted to the rule of law lack mechanisms to adequately deal with
the challenges China’s rule by law presents to the integrity of their
institutions and the international system.

Key Findings

e The CCP uses law as a tool to wield power, not constrain it.
Rather than viewing courts as independent, neutral arbiters
of disputes between equal parties, the Party-state leverages
the judiciary as a tool to advance its policy and political goals
through a rule by law system. Under this construct, the CCP
pays lip service to clear, stable, and evenly applied laws, taking
full advantage when they produce outcomes determined to be
favorable to Beijing but quickly departing this system once it
impedes CCP interests. Rule by law does not limit the Party’s
exercise of power or hold central leaders accountable.

e Chinese legislation increasingly includes extraterritorial provi-
sions, and China’s government is expanding its ability to apply
Chinese laws outside its borders. Its efforts range from extrater-
ritorial enforcement of Chinese laws—sometimes unbeknownst
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to the host country—to penalizing firms operating in China for
their activities in other jurisdictions.

e The CCP seeks to advance techno-authoritarianism beyond
China’s borders, especially through partnerships and trainings
with developing nations and those in the Belt and Road Initia-
tive (BRI). Beijing encourages these governments to acquire its
sophisticated surveillance tech and to use it to normalize cen-
sorship, lack of privacy, and other authoritarian norms within
their countries, dampening the prevalence of Western concepts
like “rule of law,” which it denigrates as “erroneous Western
thought.”

e China’s promotion of surveillance technology to other govern-
ments also carries an ulterior benefit for Beijing: exercising
certain powers granted to it within the Chinese legal system,
the Party-state can compel Chinese firms to provide data from
citizens of other countries collected on those platforms. The Par-
ty-state may then use these data to enforce its laws beyond
China’s borders, in effect giving Beijing’s domestic laws inter-
national force and applications. In this way, Beijing grants itself
power within the sovereign borders of other states.

¢ Beijing’s rule by law approach creates hazards for international
firms, which must navigate competing legal systems with con-
tradictory requirements, expectations, and mandates. To comply
with the legal and regulatory provisions of China’s authoritari-
an system as well as democratic systems, some companies must
establish segregated operations in China or even prioritize com-
pliance with one legal system over another.

¢ In international law, or the rules and norms that govern rela-
tions between countries, China actively participates in fora it
believes it can influence but deliberately undermines fora and
laws that conflict with its objectives. For the former, its efforts
are focused on setting rules of the road in emerging areas of
international law that could have substantial future commercial
impact, such as cyber governance and space.

e China’s government exploits the openness of the U.S. legal sys-
tem to bring meritless lawsuits against its critics in U.S. court,
imposing burdensome legal costs on dissidents and adversaries.
While some U.S. states have procedural safeguards to throw out
these politically motivated suits, there is no federal statute to
prevent China from using U.S. federal court to silence critics
and dissidents.

Recommendations
The Commission recommends:

e Congress enact legislation to address politically oppressive
lawsuits initiated by the Chinese government or its proxies at-
tempting to silence, intimidate, or impose significant litigation
costs on parties for exercising protected rights through politi-
cal engagement or other public participation. Such legislation
would create a procedure providing for expedited consideration
of efforts to dismiss such lawsuits and staying expensive discov-
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ery proceedings until the court has made a threshold determi-
nation on the merits of the lawsuit.

e Congress pass legislation requiring the Judicial Conference of
the United States to prepare an evaluation and guidance for
U.S. courts and administrative personnel on the Chinese legal
system and body of law for purposes of assisting courts in as-
sessing recognition of Chinese judgments and change of venue,
choice of law, and forum non conveniens inquiries.

Introduction

Just as economic development and international engagement
have not fostered political liberalization in China, neither have they
strengthened China’s rule of law or resulted in convergence with le-
gal systems in liberal democracies. As the Chinese Communist Par-
ty (CCP) has tightened political control over society and the market,
it is similarly intervening in the legal system with an eye toward
enacting laws and establishing courts that serve as instruments of
CCP power. China’s ambitions in wielding laws and courts to ad-
vance its geopolitical objectives extend beyond its borders as well.
China is increasing its sway in international commercial dispute
resolution, expanding extraterritorial enforcement of its laws, and
shaping emerging fields within international law. Its efforts even
extend to U.S. courtrooms, where it has brought frivolous lawsuits
against dissidents simply to impose legal costs.

This section catalogues China’s various uses of its own legal sys-
tem, international law, and foreign courts to implement Chinese pol-
icy—in other words using law to achieve goals that are distinctly
not legal in nature. The section opens with a short discussion of
how Chinese jurists and legal theorists view the law. It then reviews
key developments in China’s legal system under CCP General Sec-
retary Xi Jinping, particularly increased Party influence in court
rulings and greater use of extraterritorial provisions in legislation.
Through a series of case studies, the section analyzes how China is
attempting to export ideas from its own legal system, shape the de-
velopment of international rules and norms, and compromise other
countries’ sovereignty in extending law enforcement efforts beyond
its borders. The section concludes with a discussion of challenges
U.S. courts confront from Chinese parties and in interpreting Chi-
na’s laws before offering an assessment of the implications for the
United States.

The CCP Uses Law as a Tool to Wield, Not Constrain,
Power

The CCP views law as a tool to increase the state’s capacity to
achieve its political objectives without limiting central leaders’ pow-
er. To this end, the CCP seeks the commercial efficiencies afforded
by clear, stable, and evenly applied laws in most cases. To facilitate
economic development, it has adopted many elements of contract
law and equity ownership from both common law systems like that
of the United States and UK as well as civil law systems like that
of Germany. At the same time, the CCP views the legal system as
a means to reinforce its authority, and it rejects concepts like sep-
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aration of powers that would enable the legal system to provide
independent oversight over the political elite or check their exercise
of power.l In criminal proceedings in China, suspects have no right
to refuse interrogation, enjoy no presumption of innocence, have no
right to confront their accusers or compel the presence of witnesses
to testify in their defense, and are granted extremely limited rights
to counsel.*2 Nonetheless, central leaders want the legal system to
help them enforce laws consistently to achieve CCP objectives and
implement policy priorities that might otherwise face resistance
from lower levels of government. Similar to its goals domestically,
the CCP wants international law—the norms and rules countries
agree to in their interactions with one another and the institutions
they form to decide and uphold these norms and rules—to work
as its domestic legal system does: to function effectively but not
constrain China’s actions. Taken together, this approach constitutes
China’s vision of “rule by law”T and aims to achieve the governance
benefits of a rule of a law system without undermining one-party
rule.

China’s Legal System under Xi Jinping: More Party Influence,
More Extraterritoriality

To strengthen China’s ability to use the law as an instrument of
Party-state power, General Secretary Xi has restructured the judi-
ciary and expanded the remit of China’s legislature. When Xi en-
tered office in 2012, China’s court system was highly susceptible to
interference from local governments.? Moreover, China’s laws are
often deliberately vague to allow for flexibility in implementation,
so government agencies’ regulations to supplement and implement
laws become authoritative sources of guidance.* Xi’s initiatives to
strengthen rule by law, articulated in several key CCP meetings
since 2014 and the Plan on Building the Rule of Law in China
(2020-2025), focus on shoring up the capacity of the jurisdiction and
legislature while preserving the CCP’s ultimate authority and rein-
ing in local governments’ leeway in interpreting laws.?

Even as these documents affirm the importance of establishing
a uniquely Chinese approach to the law, jurists’ and legislators’ ef-
forts to improve the efficacy of the legal system readily draw from
and adapt concepts from other legal systems.® While some of these
include procedural measures that improve the consistency and
transparency of China’s courts, others pose challenges to the United

*China is a signatory to the Vienna Convention on Consular Relations of 1963, which sets forth
signatory countries’ obligations to foreign nationals detained within their jurisdictions. Under
article 36 of the convention, Chinese authorities are obligated to advise detained foreign nationals
of their right of access to a consular representative “without delay,” but they are not obligated to
inform the detained persons’ consular posts of the detention or arrest unless the detained foreign
national requests notification. China has violated the convention in the past, such as the denial
by Chinese authorities of Australian national Yang Hengjun’s right of consular access in 2021.
Kirsty Needham and Cate Cadell, “China Keeps Diplomats out of Espionage Trial of Australian
Yang Hengjun,” Reuters, May 27, 2021; Sandra Weiland, “The Vienna Convention on Consular
Relations: Persuasive Force or Binding Law,” Denver Journal of International Law and Policy
33:4 (Fall 2005), 675-687, 675, 678.

T Chinese sources since 1997 have used the term “/%JA,” translated as “rule of law,” to describe
China’s approach to the law, distinguishing it from “/%ffil]” or “rule by law” used in prior official
documents. Yale Law School fellow Moritz Rudolph notes that the CCP’s fundamentally “rule by
law” approach has not changed, however, and is guided by a Marxist tradition of viewing law
as subservient to the goals of the state. Moritz Rudolph, written testimony for the U.S.-China
Economic and Security Review Commission, Hearing on Rule by Law: China’s Increasingly Global
Legal Reach, May 4, 2023, 1.
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States and other countries. Chief among these is a concerted attempt
to increase longarm jurisdiction in China’s laws and also penalize
compliance with foreign sanctions.” China’s selective application of
procedural concepts from foreign courts can also undermine trans-
national litigation, as China’s courts may employ procedural steps
explicitly to advance Party-state policy objectives where foreign
courts employ them as neutral arbiters between disputants. China’s
recent extensive use of anti-suit injunctions to forestall unfavorable
litigation against Chinese companies in IP cases, discussed below,
demonstrates this challenge.

Xi’s Judicial Reforms Aim to Foster Capable Judges Loyal to
the CCP

Changes to the judicial system under Xi aim to improve the pro-
fessional capacity of China’s courts to hear complex commercial cas-
es and strengthen their independence from local governments while
bringing them more directly under the supervision of the CCP and
higher courts. China’s local governments often intervene in cases to
support local industries, shield themselves from liability in admin-
istrative lawsuits, or protect corruption.® Because courts are part
of the bureaucracy rather than an independent branch of govern-
ment, other agencies sometimes refuse to cooperate in enforcing lo-
cal courts’ judgments. Additionally, because formulation of laws and
regulations is highly centralized in China—until 2015, only 31 of
China’s sub-provincial-level jurisdictions and 18 of its largest cit-
ies could enact local statutes—local officials have traditionally had
broad leeway to interpret law and regulations according to “local
conditions.”*? In what George Washington University law professor
Donald Clarke describes as its “first meeting specifically devoted to
the legal system,” the CCP Central Committee’s 2014 Fourth Ple-
num Decision separated China’s judiciary from the rest of China’s
civil service, cutting off local governments’ ability to interfere in cas-
es through control over judicial appointments and salary determi-
nations within their administrative jurisdiction.1® Additionally, the
decision proposed to establish circuit courts to hear cross-jurisdic-
tional cases less subject to pressure from local governments, which
saw the first pilot courts established in 2016.11

None of these efforts to strengthen the judiciary’s resilience
against local political interference create genuine judicial indepen-
dence, however, and the structure of the judiciary reinforces Party
oversight. CCP political-legal committees oversee the work of the
courts—among other aspects of the bureaucracy—at each level of
China’s government, and many of China’s judges are CCP mem-
bers.t12 Moreover, special committees led by court presidents can

*This is compounded because China does not have a common law system in which legal prece-
dent determines future interpretation. In China, the “law” encompasses statutes, regulations, and
in many cases unpublished Party directives or guidance, but it does not include case law. China’s
courts nonetheless also hear cases and interpret government regulations in a fashion similar to
judging the application of law.

TA 2016 editorial from the Legal Daily, a state-run paper on China’s court system, indicated
upward of 85 percent of judges are CCP members. There is not an explicit requirement for judges
to be Party members, but Party membership is required to join the Communist Party Group, an
institution with ten-members at the apex of each level of the judiciary. Judiciaries Worldwide,
“China,” Federal Judicial Center; Zhao Hongqi, “Party Member Judges Must Strengthen Their
Awareness of Judicial Service to the People” (% i1 VA H ok 7] 1% N IR, Legal Daily, June
15, 2016. Translation.
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review, override, or approve decisions at each level of the judiciary,
an authority often exercised in complex and politically sensitive cas-
es.13 As Florida University law professor Larry DiMatto explains:

[T]he impartial, objective, and well-reasoned judicial appli-
cation of the law has not been a hallmark of China’s court
system. Important governmental (bureaucracy), Party, and
local non-governmental power structures (organizations, ru-
ral collectives) continue to influence judicial decision mak-
ing. As one scholar has noted, the Communist Party is the
“chost hidden in the legal machine.” For most courts if there
is a perceived conflict between government policy (national,
regional, local) and formal law they will most often ignore
the law and side with policy objectives.1

In testimony before the Commission, Harris Bricken founding
partner Dan Harris indicated that judges in China will preemptive-
ly seek guidance from higher courts before reaching a decision when
the case pertains to a topic the CCP considers sensitive.l®> As the
CCP’s industrial policy and national security goals have grown more
expansive, the number of potentially sensitive cases has increased
significantly, inviting greater CCP interference in court decisions.16

Like Economic Policy, Judicial Reform Aims to Increase Efficiency
and Control

The goals for the court system mirror the CCP’s goals for eco-
nomic development: to foster general market efficiency in nonstra-
tegic sectors while retaining the ability to exercise selective control
over the nonstate sector through centralized authority. Likewise,
the CCP wants the legal system to function effectively in resolving
commercial disputes and creating a favorable business environment
but at the same time enabling the Party to steer outcomes and de-
cisions when it desires. To this end, many aspects of China’s legal
system function efficiently and fairly, provided the case is not sen-
sitive. As Mr. Harris describes, “Many Chinese lawyers call this the
90-10 rule. Ninety percent of the time the Chinese courts rule fairly
because that allows China’s economy to function and that ultimately
benefits the CCP. But if a case is critical to CCP power and control,
fairness gets tossed out the window.”17 He similarly notes contract
enforcement is often effective at resolving disputes quickly and pro-
viding plaintiffs preliminary relief, such as ordering a defendant to
stop infringing on IP, provided plaintiffs pursue litigation in Chi-
nese courts and contracts are written in Chinese and governed by
China’s laws.18 A key component of China’s efforts to improve the
court system’s efficiency is extensive use of technology and digital
processes (see “China Uses Technology Extensively in Law Enforce-
ment and Court Procedure” later in this section).1®

China has also launched numerous programs to improve the tech-
nical acumen of judges focused on high-value commercial cases.
These include establishing foreign exchange programs to improve
Chinese judges’ knowledge of international law and creating various
tiers of specialized IP courts with educational criteria for judges.2°
Much of this training dovetails with other efforts to improve the
attractiveness of China’s venues for dispute settlement, both to en-
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courage greater foreign investment and to bolster China’s ability to
steer international disputes with Chinese companies toward domes-
tic courts.2! In cultivating a stronger cadre of jurists with expertise
in technical and foreign law, China’s government also aims to formu-
late strategies for advancing China’s interests in international law.22

China Uses Technology Extensively in Enforcement and Court
Procedure

China’s government views integration of digital processes as a
means to improve the legal system’s efficiency, enforcement capaci-
ty, and resilience against interference from lower governments. The
most pervasive and notable example is China’s sprawling social
credit system, a nationwide system to monitor individual and corpo-
rate compliance with laws and regulations.* The social credit system
incentivizes compliance through a series of sticks and carrots, for
instance offering fast-tracked regulatory approvals to “creditworthy”
entities and a series of tiered penalties to violators. The worst of
these includes being “blacklisted” until the offender undertakes
corrective measures. For individuals, being blacklisted can result
in prohibitions on purchasing plane or upper-class train tickets.23
For companies, it can mean being barred from participating in gov-
ernment procurement or receiving subsidies.24 The system can also
target foreign companies for actions outside of China’s jurisdiction.
For instance, in 2018, China’s Civil Aviation Administration threat-
ened to punish 44 international airlines for listing Taiwan sepa-
rately from China on their international websites, a directive the
majority complied with to avoid penalties.25 In a report prepared
for the Commission, research consultancy Trivium China found that
blacklists often target violations that regulators struggle to address
through China’s legal system, such as defaulting on debt.26

Other technology-enabled solutions in China’s legal system fo-
cus on establishing “smart courts,” an umbrella term for reforms
to streamline and digitize judicial proceedings. Steps to implement
smart courts range from establishing e-filing portals, including a
feature enabling parties to file lawsuits or motions for evidence via
social media platform WeChat, to moving courts fully online—a step
China quickly implemented at the onset of COVID.27 Since 2014,
China’s courts have also published extensive records online, includ-
ing tens of millions of decisions, although scholarly analysis indi-
cates numerous cases that are likely deemed sensitive have been
omitted from public view.28 While these steps improve the court sys-
tem’s efficiency and provide some degree of transparency, they are
also explicitly intended to provide more capacity to monitor judges
and not for the purpose of establishing precedent-based case law.2?

China’s Laws Attempt to Counteract Sanctions and Govern
Activity beyond Its Borders

Chinese legislators and administrative agencies are trying to
strengthen China’s ability to apply commercial and criminal law
extraterritorially and mitigate the impact of foreign economic re-

*For more on China’s corporate social credit system, see Kendra Schaefer, “China’s Corporate
Social Credit System: Context, Competition, Technology and Geopolitics,” Trivium China (pre-
pared for the U.S.-China Economic and Security Review Commission), November 16, 2020, 26-29.
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strictions on China. Both are key elements of China’s attempts to
build capacity in “foreign-related rule of law,” a core element of Xi
Jinping Thought on the Rule of Law.* The Plan on Building the Rule
of Law in China (2020-2025) explicitly calls for China to ““promote
the construction of a legal system applicable outside the jurisdiction
of [the] country.”30 Xi uses the same turn of phrase in describing
goals for “using rule by law to carry out international struggles” in
an April 2022 article in authoritative CCP journal Seeking Truth.
In the same article, he calls on China to “further improve laws and
regulations countering sanctions, interference, and ‘long-arm juris-
diction.’”31 Chinese University of Political Science and Law profes-
sor Huo Zhengxin characterizes these as the spear and shield of
foreign-related rule of law, likening extraterritorial laws as an of-
fensive approach to asserting China’s interests beyond its borders,
coupled with a defensive tactic of blocking other countries’ attempts
to assert longarm jurisdiction against Chinese entities.32 In addition
to strengthening China’s ability to apply its own laws extraterri-
toriality and to counter foreign economic restrictions, the CCP is
encouraging courts in China to become more adept at interpreting
and applying foreign law.33

In implementation, Chinese legal theorists see foreign-related
rule of law as an extension of China’s domestic rule by law. Profes-
sor Huo explains that “foreign-related rule of law includes not only
the elements of China’s domestic legal system that address foreign
and international affairs... but also includes China’s immersion in
the international legal system through participation in formulation
of international laws, law enforcement, and judicial cooperation....
To put it bluntly, foreign-related rule of law breaks the long-stand-
ing distinction between domestic law and international law.”34 Re-
searchers at the United States Institute of Peace note, “By linking
domestic and international law, the party seeks to achieve its ulti-
mate goal of enabling the PRC [People’s Republic of China] to occu-
py the same role vis-a-vis other states internationally as the CCP
plays for Chinese citizens domestically.”35

The Spear of Foreign-Related Rule of Law: Extraterritorial Laws

On the offensive side, China’s legislature has increased its is-
suance of laws containing expressly extraterritorial provisions
in the last ten years (see Appendix I: Extraterritorial Provisions
and Countermeasures in Chinese Laws). Many of these laws seek
to regulate commercial interactions with Chinese entities that oc-
cur outside China’s borders. China’s Antimonopoly Law, issued in
2007, extends to conduct outside China that impacts competition
in China’s domestic market.3¢ China’s evolving data governance re-
gime is a source of many extraterritorial provisions, including the
Personal Information Protection Law’s application to “the activities
carried out outside the territory of [China] to process the personal
information of natural persons within the territory.” {37 While some

*As noted above, Chinese official translations render “/%f” as “rule of law,” including in Xi Jin-
ping Thought on the Rule of Law and the Plan on Building the Rule of Law in China (2020-2025),
but the CCP’s fundamentally “rule by law” approach has not changed. Moritz Rudolph, written
testimony for the U.S.-China Economic and Security Review Commission, Hearing on Rule by
Law: China’s Increasingly Global Legal Reach, May 4, 2023, 1.

FFor more on China’s data governance regime, see Emma Rafaelof, “China’s Evolving Data
Governance Regime,” U.S.-China Economic and Security Review Commission, July 26, 2022.
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of these regulations are in principle similar to components of the
EU’s General Data Protection Regulation (GDPR),* China’s require-
ments are stricter and less clearly defined and require more review
by government authorities, creating far greater compliance burdens
for organizations outside China.38 Article 43 of the 2021 Personal
Information Protection Law also establishes retaliatory measures
against countries that adopt discriminatory measures against Chi-
na, a provision that Stanford University and New America’s Digi-
China Project assesses could be used to target competitors.39

China is also strengthening its ability to enforce laws against a
vaguely defined, broad scope of national security interests and relat-
ed offenses. For instance, China’s 2018 amendment of the Counterter-
rorism Law defines terrorism as “propositions and actions that create
social panic, endanger public safety, violate person and property, or co-
erce national organs or international organizations,” and indicates the
state will pursue criminal responsibility for terrorist activity outside
China.{40 Article 38 of the 2020 Hong Kong National Security Law ex-
tends the law’s application to anyone who commits undefined “offenses”
against Hong Kong, regardless of where the activity deemed an offense
took place. In July 2023, Hong Kong police issued arrest warrants of-
fering rewards of over $127,000 (1 million Hong Kong dollars) for each
of eight overseas activists, including former lawmakers Dennis Kwok
and Ted Hui (for more on enforcement of the National Security Law,
see Chapter 5, Section 3, “Hong Kong”).£41 Sarah Cook, senior advisor
for China, Hong Kong, and Taiwan at Freedom House, notes that arti-
cle 38 “exposes a much wider array of individuals... to detention and
prosecution should they travel to Hong Kong, mainland China, or any
country where the rule of law is weak and the government is eager to
curry favor with Beijing.”42 The latter is of increasing concern for U.S.
citizens, as China’s government is expanding its criminal enforcement
{:hrough cooperation agreements and extradition treaties, discussed be-
ow.

The Shield of Foreign-Related Rule of Law: Reciprocal
Countermeasures

On the “defensive” side, China’s government is formalizing a le-
gal and regulatory framework to counter foreign trade restrictions
and sanctions, aimed especially at export controls on Chinese com-
panies and financial sanctions on Chinese individuals (see Appen-
dix I. Extraterritorial Provisions and Countermeasures in Chinese
Laws). The most sweeping of these new measures are the June 2021
Anti-Foreign Sanctions Law and the June 2023 Foreign Relations
Law.§ The former prohibits companies operating in China from com-

*For instance, article 53 in China’s Personal Information Protection Law requires “personal
information processors” outside of China to establish entities or appoint representatives within
the country responsible for relevant matters of personal information protection, similar to re-
quirements for “data controllers” in the GDPR. Julia Zhu, “The Personal Information Protection
Law: China’s Version of the GDPR?” Columbia Journal of Translation Law, February 14, 2022.

FThe initial draft of the law included “‘thought, speech, or behavior” that attempts to ‘influence
national policy-making’” in the definition of terrorism. Human Rights Watch, “China: Draft Coun-
terterrorism Law a Recipe for Abuses,” January 20, 2015.

iThe other six include activists Nathan Law, Anna Kwok, Finn Lau, lawyer Kevin Yam, la-
bor organizer Mung Siu-tat, and internet commentator Yuan Gong-yi. James Pomfret and Jessie
Pang, “Hong Kong Police Issue Arrest Warrants for Eight Overseas Activists,” Reuters, July 3,
2023.

§ The law’s purview extends beyond strengthening China’s retaliatory measures, outlining Chi-
na’s general foreign policy framework and goals. Dr. Rudolph notes the law, “restates China’s
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plying with foreign sanctions the Chinese government determines
are “discriminatory” and gives those affected by sanctions the right
to sue.#3 The latter has an even broader scope, establishing China’s
right to impose countermeasures and restrictive measures “against
acts that harm [its] sovereignty, security, and developmental inter-
ests in violation of international law and fundamental norms of in-
ternational relations.”44 A Chinese legal theorist and Chinese state
media have attempted to justify this by alleging that U.S. longarm
jurisdiction, in particular secondary sanctions, violates the funda-
mental norms of international relations by limiting countries’ ability
to determine their relations with other states.4®

Vague and ideologically driven framing could extend Beijing’s
evolving retaliatory framework well beyond responding to economic
restrictions. Under Xi’s “comprehensive national security concept”
introduced in 2014, areas as diverse and broad-ranging as “cultural
security” are deemed elements of national security.46 As analysts at
the Mercator Institute for China Studies note:

[EJverything has become a matter of national security for
the party. Creating a favorable international public opin-
ion environment, i.e., strengthening China’s positions and
keeping criticism on key issues in check, is seen as key for
China’s development interests. This thinking underlies the
expansion of Beijing’s red lines and core interests over the
past years, hence the recent inclusion of “maritime issues”
and “pandemics” to the list of sensitive topics. These now sit
alongside longstanding sore points like Xinjiang, Tibet, and
Taiwan as issue areas where criticism or interference by for-
eign countries could warrant countersanctions by China.*7

Campaign-Style Enforcement Adds Risk of Sudden, Swift
Implementation

Though China has significantly expanded its toolkit for applying
retaliatory restrictions, it has only invoked the new measures in a
few instances and so far without great effect. In part, this is because
it continues to rely on ad hoc retaliatory measures and other forms
of coercion.4® For instance, months after China’s Ministry of Com-
merce released its Rules on Counteracting Unjustified Extra-Terri-
torial Application of Foreign Legislation and Other Measures (see
Appendix I, Table 2), it introduced a series of restrictions on outgo-
ing Trump Administration and other U.S. government officials * sim-
ply via a press conference without employing the formal mechanism
it had just created.4® Professor Huo notes that continued application
of countermeasures on an ad hoc basis will likely undermine the
potential deterrent effect of establishing such measures via formal
legal and regulatory channels.5? He also suggests that China’s long-
standing criticism of U.S. longarm jurisdiction without a codified

long-standing foreign policy positions and codifies its foreign policy praxis.” The law also high-
lights China’s recently launched Global Security Initiative, Global Development Initiative, and
Global Civilization Initiative. For more on the law’s impact on China’s foreign policy, see Chapter
1, Section 2, “Year in Review: Security and Foreign Affairs.” Moritz Rudolph, “China’s Foreign
Relations Law: Balancing ‘Struggle’ with Beijing’s ‘Responsible Great Power’ Narrative,” NPC
Observer, July 3, 2023.

*The Commission’s current chairman was among those sanctioned by China.
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response has led to a perception that China is simply paying lip
service to norms of international relations.51

For U.S. entities operating in China, the risk that Chinese agencies
begin to implement retaliatory measures abruptly and expansively
creates uncertainty. Owing both to a legacy of Mao-era governance *
and in part because the state does not have the administrative capac-
ity to enforce laws and regulations consistently, China’s government
often initiates “shock and awe” campaigns to enforce certain laws.52
These campaigns are aimed at scaring regulated individuals and en-
tities into compliance.53 Frequently, these campaigns seek to make
examples of prominent firms.5¢ Although Chinese entities are much
more often the targets of such campaigns, their application against
foreigners and foreign firms operating in China tends to result in
much higher fines.5> Campaign-style enforcement is also harsh be-
cause regulators are incentivized to take a harder line for their own
promotion prospects and because administrative agencies in China
are seldom subject to judicial scrutiny.?6 For instance, in an unprec-
edented and sweeping application of China’s Antimonopoly Law in
2014, U.S. chip maker Qualcomm was fined a record $975 million
(renminbi [RMB] 6 billion) and also agreed to license its chip designs
to Chinese firms at a significant discount to its global rates.{57 This
year, in an effort to inhibit foreign firms from collecting potentially
damaging evidence about Chinese entities or negative information
on China’s economic performance, China’s government conducted a
series of raids on offices of foreign consulting firms, including Capvi-
sion, Bain & Company, and Mintz Group.i°8 The raids coincided with
the revision of China’s Counterespionage Law to expand its scope,
including encompassing all “documents, data, materials or items re-
lated to national security” where the prior version of the law had
only concerned “state secrets and intelligence.”?® (For more on the
Counterespionage Law and implications for the United States, see
Chapter 1, Section 2, “Year in Review: Security and Foreign Affairs.”)

China’s Courts Back Commercial Interests: Setting
Global Licensing Rates through Anti-Suit Injunctions

In 2020 and 2021, China’s courts aggressively issued orders to
prevent foreign patent-holders from suing Chinese firms for IP
infringement. These orders, called anti-suit injunctions (ASIs),
hold plaintiffs in contempt of court in China and may impose
fines if they proceed with cases abroad.§ In common law juris-

*In testimony before the Commission, Fordham Law professor Carl Minzer traced the evolution
of Mao-era campaigns against crime into enforcement actions against nonstate companies. See
Carl Minzer, written testimony for the U.S.-China Economic and Security Review Commission,
Hearing on Stability in China: Lessons from Tiananmen and Implications for the United States,
May 15, 2014.

T Heftier fines have since been levied as part of a regulatory tightening campaign against in-
ternet firms starting in late 2020, including a $2.6 billion (RMB 18.1 billion) fine for Alibaba
in 2021 (also for antitrust violations) and a $985 million (RMB 7 billion) fine for Ant Group in
2023 for corporate governance, consumer protection, and other violations. Julie Zhu and Jane
Xu, “China Ends Ant Group’s Regulatory Revamp with a Nearly $1 Billion Fine,” Reuters, July
7, 2023; Raymond Zhang, “China Fines Alibaba $2.8 Billion in Landmark Antitrust Case,” New
York Times, April 9, 2021.

iIn August 2023, Mintz Group was fined $1.5 million (RMB 10.7 million) for conducting “un-
approved statistical work.” Laura He, “China Fines US Due Diligence Firm Mintz Group $1.5
Million for ‘Unapproved’ Investigations,” CNN, August 22, 2023.

§In three cases in 2020, Conversant v. Huawei, InterDigital v. Xiaomi, and OPPO v. Sharp, Chi-
nese courts granted ASIs requested by the Chinese manufacturer, imposing fines of approximately
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China’s Courts Back Commercial Interests: Setting
Global Licensing Rates through Anti-Suit Injunctions—
Continued

dictions, ASIs are interim orders to prohibit litigants from initi-
ating or continuing parallel litigation in another jurisdiction so
as to minimize friction between courts and prevent cases from
being heard in multiple different jurisdictions at once. Chinese
courts’ implementation of ASIs differs from this practice in sev-
eral important respects, demonstrating their politicized nature.
ASIs issued by Chinese courts only target foreign litigation and
only apply to cases outside of China.* They are also highly non-
transparent, as many Chinese courts’ decisions in related cases
have not been published, and their application does not have a
clear legislative basis.®0

For a sign of China’s courts’ willingness to back Chinese com-
mercial interests, the country’s recent wave of ASIs in IP-related
litigation is instructive: it amounts to a nonindependent judiciary
advancing an industrial policy objective, namely driving down the
fair, reasonable, and nondiscriminatory (FRAND) royalty rates
for standard-essential patents (SEPs)f owned by overseas com-
panies, thereby reducing the cost of foreign technology inputs for
Chinese manufacturers.6! Mark Cohen, Asia IP project director at
Berkeley Center for Law & Technology, notes that “China’s ASI
practices have been promoted and endorsed by the highest levels
of China’s political and judicial leadership.”62 Shenzhen Inter-
mediate People’s Court Judge Zhu Jianjun advocates for China
to use SEPs to “form countermeasures in international competi-
tion... [and] build the main battlefield for foreign-related dispute
resolution.”63 Law professors Jorge Contreras and Yang Yu also
observe that the global scope of some of China’s ASIs “is more
sweeping than any ASI issued in U.S. or other courts in FRAND
cases.”®* While ASIs generally address the jurisdictions in which
parallel proceedings are occurring, China seeks global enforce-
ment through its ASIs, employing them to prevent any jurisdic-

$150,000 (renminbi [RMB] 1 million per day) for any violation. Jorge L. Contreras, “Anti-Suit
Injunctions and Jurisdictional Competition in Global FRAND Litigation: The Case for Judicial
Restraint,” New York University Journal of Intellectual Property and Entertainment Law 11:2
(Fall 2021): 178.

*The Shenzhen Intermediate People’s Court determined in October 2020 that other courts in
China can still rule on global licensing terms for SEPs even when litigants are prohibited from
pursuing parallel litigation in other countries, a ruling upheld a year later by the Intellectual
Property Tribunal of the Supreme People’s Court of China. Zhongren Cheng, “The Chinese Su-
preme Court Affirms Chinese Courts’ Jurisdiction over Global Royalty Rates of Standard-Essen-
tial Patents: Sharp v. Oppo,” Berkeley Technology Law Journal (January 3, 2022); Aaron Wininger,
“China’s Supreme People’s Court Affirms Right to Set Royalty Rates Worldwide in OPPO/Sharp
Standard Essential Patent Case,” National Law Review, September 5, 2021.

TTechnical standards for emerging technologies often incorporate cutting-edge features held
under patent by the original developer. Because this IP may become essential to following the
standard, or “standard-essential,” other companies that adopt the standard are required to li-
cense the SEP from the patent holder. This can guarantee billions in revenue for widely licensed
patents, as complying with a standard generally means a producer is locked into using features
specified by the standard—and paying royalties to the SEP holder—until another standard be-
comes dominant. To prevent SEP holders from abusing their market position and charging unrea-
sonable licensing fees, the standards-making bodies obligate the holder to license the SEP under
“fair, reasonable, and non-discriminatory” terms, or FRAND. FRAND terms apply globally, but
SEP holders must often enforce their IP in multiple jurisdictions in order to assert their claim to
licensing fees. Michael T. Renaud et al., “Key Considerations for Global SEP Litigation—Part 1,”
Mintz, October 30, 2019; Abraham Kasdan and Michael J. Kasdan, “Recent Developments in the
Licensing of Standards Essential Patents,” National Law Review, August 30, 2019.
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tion in the world other than China from determining FRAND
rates on valuable SEP patents.65 As Mr. Cohen described in tes-
timony before the Commission, “These cases often were highly
intrusive of the sovereignty of foreign courts to adjudicate patent
claims granted in their respective jurisdictions. As patents are
territorial, only national courts generally adjudicate local patent
claims, unless the parties have otherwise consented, which is
rare.”66

China’s use of ASIs is an example of China’s courts adapting
concepts from foreign legal systems to advance China’s stra-
tegic goals, namely the industrial policy objectives described
above, and to expand China’s influence in setting global judi-
cial norms.67 By using terminology from other legal systems,
China’s courts seek to convey a sense of legitimacy for their
highly distorted application of transplanted concepts. Fortu-
nately, China appears to have ceased issuing global ASIs for
IP-related cases, after the EU filed a case against China at the
WTO in 2022 over its use of ASIs to restrict EU firms from
defending their SEPs, to which the United States, Canada, and
Japan have requested to join as third parties.®® A panel was
composed to hear the case in March 2023.69

China’s Attempt to Shape International Legal
Regimes

Domestically, the CCP seeks to craft a legal system that brings
the advantages of rule of law without any of its accompanying
limits on the Party’s power; beyond China’s borders, the Party
aims to do the same. Short of exporting its legal system wholesale
to other countries, China’s objective is to establish global laws
and norms that recognize the legitimacy—and even the superior-
ity—of its own authoritarian system. Additionally, China wants to
prevent international law from constraining its exercise of power
or enforcement of its laws beyond its jurisdiction. In parallel to
its promotion of its governance model abroad, China is trying
to increase its influence in international law by simultaneously
strengthening its position in international fora where it believes
it can shape outcomes in its favor. At the same time, China un-
dermines fora it believes serve as obstacles to its strategic prior-
ities, establishing alternative institutions to support its agenda
and working bilaterally to export elements of its model and build
other governments’ capacity to implement them. For the United
States and other countries committed to rule of law, China’s mul-
tipronged efforts pose three primary challenges examined in case
studies below: (1) China undermines international law that con-
tradicts its objectives; (2) China seeks to align foreign and inter-
national law with its own law and illiberal values; and (3) China
aims to enforce its laws, particularly criminal laws, globally.
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China Undermines International Law That Contradicts Its
Objectives

China has disregarded multiple treaties to which it is a par-
ty, justifying its actions by claiming the treaties did not apply
to areas it claims as sovereign territory. China demonstrates a
particular antipathy toward those that provide for international
arbitration measures, which China also views as infringing on
its sovereignty.”® For example, despite being a signatory of the
UN Convention on the Law of the Sea (UNCLOS), China has re-
fused to recognize the 2016 UNCLOS arbitral ruling determining
that China’s territorial claims in the South China Sea violate
the Philippines’ exclusive economic zone (EEZ).* 71Additionally,
the National People’s Congress’s 2020 passage of the Hong Kong
National Security Law and its subsequent implementation in
Hong Kong has been in abrogation of the Sino-British Joint Dec-
laration.’2 While China has ratified seven of the 11 fundamental
international labor conventions of the UN’s International Labor
Organization,} Beijing has also been accused of breaching the
same conventions it ratified.”® These include widespread accusa-
tions of not only labor violations but also human rights violations
throughout the country.”4 While China signed the Forced Labor
Convention and Abolition of Forced Labor Convention in 2022,
China’s continued use of forced labor in Xinjiang highlights its
insincerity toward international law.7> A UN assessment in 2022
suggested that China is in violation of its commitments to end
forced labor under the Forced Labor Convention and Abolition of
Forced Labor Convention.”® Based on observations from 2020 and
2021, the International Trade Union Confederation alleged that
China’s government has engaged in a widespread and systemic
program of forced labor in Xinjiang targeting Uyghur and other
Turkic or Muslim minorities for agriculture and industrial activ-
ities.”7 China’s assent to international treaties concerning human
rights has also been selective, and it has been widely accused of
breaking its international commitments to human rights, with
UN experts calling on China to address systematic human rights
violations.”8

China’s violations of its international agreements—performed
with impunity—weaken international law. With China facing lim-
ited or no recourse for its actions, countries are less likely to look
to interstate dispute resolution mechanisms to challenge Beijing or
hold it accountable. The failure of international law to govern con-
duct between countries in maritime East Asia directly challenges
U.S. security interests in the region.

*An exclusive economic zone, as prescribed by the 1982 United Nations Convention on the Law
of the Sea, is an area of the sea in which a state has exclusive rights over the exploration and
use of marine resources. An EEZ stretches from the outer limit of the territorial sea (12 nautical
miles from the baseline) to 200 nautical miles from the coast of the state. UN Convention on the
Law of the Sea §55-75, 1982.

FThe seven fundamental conventions of the International Labor Organization ratified by Chi-
na are the Equal Remuneration Convention, the Discrimination (Employment and Occupation)
Convention, the Minimum Age Convention, the Worst Forms of Child Labor Convention, the
Occupational Safety and Health Convention, the Forced Labor Convention, and the Abolition of
Forced Labor Convention. China has not ratified the Freedom of Association and Protection of
the Right to Organize Convention, the Right to Organize and Collective Bargaining Convention,
the Promotional Framework for Occupational Safety and Health Convention, or the Protocol of
2014 to the Forced Labor Convention. International Labor Organization, “Ratifications for China.”
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The Maritime Domain: China Undermines the Law of the Sea

Despite signing and ratifying UNCLOS,* China rejects the limita-
tions that would be imposed on it by adhering to the convention.?®
China justifies its position by claiming that the key areas of conten-
tion in its maritime periphery are its sovereign territory and that
international law does not apply.8° The prime targets of this justi-
fication are China’s claims in the South China Sea and Senkaku
Islands.8! China claims almost 90 percent of the total area of the
South China Sea based on disputed historical evidence and argues
that all of the maritime features within its nine-dash line are its
sovereign territory; it also makes unclarified ambiguous claims to
the waters within the nine-dash line.82 China has even incorporated
its claimed features in the South China Sea into its administrative
structure{ to lend weight to its argument that these features are
just as integral to China’s territory as any of its other provinces.83

China has attempted to claim excessive maritime rights by di-
rectly labeling or alluding to the waters between certain features
in its periphery as internal waters, a designation under UNCLOS
that would allow China to regulate passage through those waters.84
China has drawn baselines around both its claimed features in the
Paracels in the South China Sea and the Senkaku Islands in the
East China Sea that demarcate the waters between them as its in-
ternal waters even though the geography in these locations does
not match the requirements established under UNCLOS for doing
s0.185 Notably, China has not made such specific baseline claims
in the Spratlys—where it occupies a number of features and also
makes undefined claims to all of the features and surrounding wa-
ters—likely due to how escalatory a declaration would be, as such
a move would put Vietnamese- and Philippine-occupied features
within what China claims as internal waters.86 Furthermore, some
advocates of the PRC position posit that the PRC’s lack of declared
baselines in or around the Spratlys generate no opposable claim for
a nation like the Philippines to dispute, again demonstrating the
PRC’s strategy of limiting the applicability of international law.87
Despite the unspecified nature of China’s position, the 2016 arbitral
tribunal ruled that China has no justifiable claim under UNCLOS
to internal waters in the Spratlys.§88 In addition to this ruling on

*Entered into force in 1994, UNCLOS lays down a comprehensive regime of law and order
in the world’s oceans and seas, establishing rules governing all uses of the oceans and their
resources. The United States, while a signatory to UNCLOS, has not ratified the convention. UN
Convention on the Law of the Sea, 1982.

TIn 2012, the PRC created the “Sansha Municipal Prefecture” as an administrative prefecture
of Hainan Province that had responsibility for all features in the South China Sea, including
expressly the Xisha, Nansha, and Zhongsha districts. Zachary Haver, “Sansha and the Expansion
of China’s South China Sea Administration,” Center for Strategic and International Studies, May
12, 2020

ZChina has drawn what are known as “straight baselines” in these areas. In contrast to the
standard method for determining baselines, UNCLOS allows a coastal state to draw straight
baselines “In localities where the coastline is deeply indented and cut into, or if there is a fringe
of islands along the coast in its immediate vicinity.” The geography of the Paracels and Senka-
ku Islands does not meet either of these conditions. James Kraska, “China’s Excessive Straight
Baseline Claims,” in James Kraska, Ronan Long, and Myron H. Nordqulst eds., Peaceful Maritime
Engagement in East Asia and the Paczﬁc Region, Oceans Law and Policy, 2023 157-160; The UN
Convention on the Law of the Sea § 5, 7, 1982.

§The tribunal found China cannot justiﬁably claim internal waters in the Spratlys by drawing
straight baselines around the features because the geography does not match UNCLOS’ require-
ment of a deeply indented coastline or a fringe of islands in the immediate vicinity of the coast-
line. The Tribunal similarly ruled that China cannot claim internal waters in the Spratlys by
asserting the rights of an archipelagic state to draw “archipelagic baselines” around the features.
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internal waters, the 2016 arbitral tribunal found that none of the
maritime features in the Spratlys meet the criteria to be considered
an island under UNCLOS , which invalidates any potential Chinese
claims to an EEZ or continental shelf around them.8°

To further erode the effectiveness of international law, China
pushes its neighbors toward resolving disputes in the South Chi-
na Sea bilaterally.?0 Unless claimant countries like Vietnam and
the Philippines accept Beijing’s terms, China is often able to block
claimants’ ability to exercise their resource rights.9! For instance, it
has prevented Vietnam and the Philippines from developing under-
water oil and gas fields located in areas where their EEZs overlap
with China’s claimed waters.92 This establishes what Isaac Kardon,
senior fellow at the Carnegie Endowment for International Peace,
refers to as “veto jurisdiction” over maritime resources claims in its
periphery: backed by its naval power, China holds final say in what
its neighbors can do in their own EEZs.93

Since the 2016 ruling in the favor of the Philippines, China has
not changed its policy toward the disputed features and waters, con-
tinuing to treat them as its own territory, as UNCLOS has no effec-
tive enforcement mechanism.%4 By disregarding a dispute resolution
mechanism that it agreed to in signing UNCLOS,* China appears
to have discouraged other claimants from putting their faith in the
convention.?> Despite the Philippines’ favorable ruling, there have
been no follow-on cases brought by other South China Sea claimants
as might be expected, indicating that countries with valid claims
against China may have lost faith that a favorable ruling by the
Permanent Court of Arbitration would provide relief.96

China Claims UN Resolution Establishes Its Sovereignty
over Taiwan

Using sovereignty claims to mitigate the applicability of inter-
national law, as China has done in the South China Sea, holds
direct implications for Taiwan. Just as China contends that its
maritime claims along its periphery are China’s internal territory,
China has been vocal in its assertions that Taiwan’s status is a
matter of its own internal affairs and will not tolerate interfer-
ence from other nations.?7 China is attempting to leverage a false
interpretation of the UN resolution recognizing the PRC as the

As defined by UNCLOS, an “archipelagic state” is constituted wholly by one or more archipelagos
and may include other islands, a condition that China does not meet. Recognized archipelagic
states include the Philippines and Indonesia. The tribunal further noted that even an archipe-
lagic state would not be entitled to draw archipelagic baselines around the Spratlys because the
water-to-land ratio greatly exceeds the allowable limit under UNCLOS. Dai Tamada, “Straight
or Archipelagic Baseline with Respect to Offshore Archipelago?” in James Kraska, Ronan Long,
and Myron H. Nordquist eds., Peaceful Maritime Engagement in East Asia and the Pacific Region,
Oceans Law and Policy, 2023, 190-192; Asia Maritime Transparency Initiative, “Reading between
the Lines: The Next Spratly Legal Dispute,” Center for Strategic and International Studies, March
21, 2019; PCA Case No. 2013-19 in the Matter of the South China Sea Arbitration before an Arbi-
tral Tribunal Constituted Under Annex VII to the 1982 United Nations Convention on the Law of
the Sea between the Republic of the Philippines and the People’s Republic of China, Award, July
12, 2016, 235-237; UN Convention on the Law of the Sea § 5, 7, 46-54, 1982.

*The PRC government asserts that its 2006 statement rejecting the arbitration clause of
UNCLOS constitutes a valid reservation against submitting to compulsory arbltratlon such an
interpretation is not supported by UNCLOS article 309, which states that “no reservations or
exceptions may be made to this Convention unless expressly permitted by other article of this
Convention.” Article 310 allows for declarations and reservations upon ratification, but the PRC
did not elect to do so.
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China Claims UN Resolution Establishes Its Sovereignty
over Taiwan—Continued

rightful representative of China, promoting a view that this reso-
lution codifies China’s “One China principle,” a phrase China uses
to assert that Taiwan is a part of China.*98 China’s State Coun-
cil’s Taiwan Affairs Office claims UN General Assembly Resolu-
tion 2758 is “a political document encapsulating the One China
Principle whose legal authority leaves no room for doubt and has
been acknowledged worldwide.”?? In fact, Resolution 2758 solely
addresses the question of China’s representation in the UN and
does not mention “one China” or Taiwan or address the self-gov-
erned island’s sovereignty.190 In her testimony before the Com-
mission, Yu-Jie Chen of Academia Sinica argued that Beijing’s in-
tensified efforts to exclude Taiwan from international institutions
are aimed not only at isolating Taiwan but also at promoting the
One China principle internationally to present Taiwan’s legal sta-
tus as a matter of China’s internal affairs.191 Such a distinction
would be particularly useful to Beijing in a conflict across the
Taiwan Strait, which China’s government would almost certainly
claim to be a domestic issue rather than an invasion to annex
a functionally sovereign Taiwan.192 Similarly, China has protest-
ed the passage of foreign warships through the Taiwan Strait,
claiming that those ships were passing through China’s internal
waters.103

China Seeks to Align Foreign and International Law with Its
Own Law

China is encouraging other countries to adopt laws and proce-
dures like its own and is attempting to shape the evolution of inter-
national law to advance its objectives. These efforts are especially
focused on areas Chinese jurists call “frontier law”—emerging fields
in which international law has been less clearly defined, better po-
sitioning China to influence its evolution—including cyber law and
norms, space law, polar law, climate change law, maritime law, and
nuclear security. Notably, China’s encouragement of other countries
to adopt elements of Chinese law and its attempt to steer interna-
tional law can be mutually reinforcing. In cyber law, for instance,
Vietnam and Uzbekistan have both adopted elements of China’s re-
strictive cyber governance regime; both have also voted in favor of
UN General Assembly resolutions that support countries’ discretion
to curb internet freedoms. If successful, China’s efforts could provide
a model of authoritarian law for other countries to follow, potential-
ly harming U.S. interests or U.S. citizens’ safety in those countries
while also establishing international frameworks that challenge lib-
eral Western values and U.S. strategic objectives.

*The “One China principle” refers to the Chinese government’s position that there is only one
China; that there is only one legitimate government of China, the People’s Republic of China
(PRC); and that Taiwan is an inalienable part of the state called “China.” By contrast, the “One
China policy” of the U.S. government refers to its position recognizing the PRC—rather than
the Republic of China (ROC) government on Taiwan—as the sole legal government of China but
only “acknowledging” the PRC’s position that Taiwan is part of China. Many other countries that
maintain official ties with Beijing use the phrase “One China policy” to describe their stance of
officially recognizing the PRC while simultaneously not recognizing the Republic of China.
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China Expands Its Influence in International Arbitration
via the Belt and Road

China is attempting to increase the attractiveness of its own
courts and arbitral institutions to draw more cases to China
while at the same time increasing the application of Chinese
law and procedure abroad. It is particularly focusing its efforts
in areas where China has significant commercial interests and
in countries that have borrowed heavily from China but have
weak domestic legal institutions, especially those involved in BRI.
In 2019, the China International Commercial Court (CICC),* a
branch of the Supreme People’s Court designated for proceedings
on international disputes, began hearing cases. China has since
established eight more international commercial courts in major
Chinese cities.T 194 Chinese entities involved in projects overseas
are also insisting that China’s laws govern contracts. A study of
100 contracts between Chinese entities and foreign governments
by the Center for Global Development showed that the Export—
Import Bank of China’s debt contracts nearly always stipulate
the use of the China International Economic and Trade Arbitra-
tion Commission (CIETAC) in dispute resolution and the use of
Chinese law in all Export-Import Bank of China concessional
and buyer credit loan contracts.105

China’s push to develop capacity in commercial disputes has
corresponded with a rise in the number of first-instance foreign-re-
lated civil and commercial cases in Chinese courts, from 14,800
in 2013 to 27,300 in 2021.%196 As lenders from China insert lan-
guage into contracts mandating Chinese arbitration in dispute
resolution, CIETAC, China’s largest arbitral tribunal, also regis-
tered a record high number of cases in 2022, with 642 relating
to foreign cases totaling about $5.15 billion (RMB 37.4 billion) in
dispute.l97 In total, parties from 69 jurisdictions were involved
in CIETAC cases last year, including from 32 countries partici-
pating in BRI.108 Chinese arbitral institutions are also increas-
ing the application of China’s laws abroad through partnerships
with tribunals in other countries, such as the China Africa Joint
Arbitration Center (CAJAC). Prior to its establishment, many dis-
putes between Chinese and African entities were decided in local
courts, which could be plagued by inefficiency and bureaucratic
red tape.199 CAJAC enables Chinese entities to resolve disputes
guided by China’s laws and procedures in centers in Johannes-
burg and Nairobi. China has established similar joint institutions
in Thailand and Kyrgyzstan.110

Though Chinese dispute resolution venues are becoming more
competitive, the political nature of China’s judicial system limits
its attractiveness. As University of Sydney law professor Vivi-

*For more on the CICC, see Leyton Nelson, “Dispute Settlement with Chinese Characteristics:
Assessing China’s International Commercial Court,” U.S.-China Economic and Security Review
Commission, February 28, 2023.

TAlong with Beijing, additional cities with International Commercial Courts include Chengdu,
Suzhou, Shenzhen, Hangzhou, Xian, and Xiamen. China Justice Observer, “Xiamen International
Commercial Court Holds Its First Hearing,” October 31, 2022; China Justice Observer, “Hangzhou
Int'l Commercial Court Hears Its First Case Involving Procurement of Test Kits,” March 16,
2023; Hansel Pham, “The China International Commercial Court,” White & Case, March 4, 2021.

£The Supreme People’s Court does not define “foreign-related case.”
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China Expands Its Influence in International Arbitration
via the Belt and Road—Continued

enne Bath described in testimony before the Commission, China’s
courts remain subservient to the CCP’s strong oversight, creating,
“an ongoing risk of intervention (both political and otherwise) in
court decisions which will continue... to undermine the credibility
of China’s courts as an international dispute resolution venue.”111
Additionally, nearly all disputes heard by Chinese institutions in-
volve a China- or Hong Kong-based party. The proliferation of
Chinese arbitral tribunals and Chinese law governing interna-
tional contracts nonetheless presents nascent competition with
existing patterns of international arbitration largely governed by
U.S. law.112 According to Matthew Erie at the University of Ox-
ford, U.S. influence in international law grew in tandem with the
U.S. role in international commerce, as lawyers supervising in-
ternational contracts on behalf of U.S. firms sought to have deals
governed by U.S. law.113 This meant that “[a]s the US became the
financial center of the world, New York and Delaware law were
used in contracts the world over.”114 Now, as Chinese commer-
cial activity expands globally, particularly in developing countries,
an increasing number of law firms and courts are specializing
in the application of Chinese law.115> Dr. Erie notes that “African
lawyers, arbitrators, and businesspeople welcome Chinese capital
and want to create legal institutions to facilitate its entry into
African markets.”116

China’s Export of Cyber Restrictions and Techno-
Authoritarianism

China is promoting laws and regulations modeled on its own cyber
governance regime that appeal to authoritarian countries, potential-
ly paving the way for greater global acceptance of more authoritar-
ian models of the internet. A key tactic in China’s exportation of its
cyber governance regime is capacity building through state-to-state
training workshops. Since 2017, China has held training sessions
and seminars with numerous developing countries on China’s in-
formation policy and management of the internet.117 At the Baise
Executive Leadership Academy near the Sino-Vietnam border over,
for example, 400 government officials from southeast Asian coun-
tries were trained in how to “guide public opinion” online.118 In an-
other two-week Seminar on Cyberspace Management for officials
from BRI countries, attendees toured Chinese facilities that tracked
cyber activity and examined methods of digitally tracking public
sentiment.119 According to an investigation by Freedom House, in
2017 and 2018 alone, government officials from at least 36 countries
attended seminars in China on “cyberspace management.”120

China’s state-to-state capacity building appears to have influenced
the legal systems of attending countries. Shortly after Vietnamese
officials attended training on internet governance and security in
2017, Vietnam introduced a new cybersecurity law in 2018 that
closely mimics China’s, including close government management
over the access to and storage of data.121 Tanzanian and Ugandan
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officials attending Chinese seminars on cyberspace management
similarly preceded both countries passing restrictive cyber crime
and media laws in 2018.122 The laws enhance government powers
in censorship and impose harsh punishments for journalists pub-
lishing content perceived as damaging to the state.123

China’s trainings on cyber governance are also meant to encour-
age the export of surveillance technologies. According to Freedom
House, at least 38 countries, including many who have sent officials
to cyber training seminars in China, have receieved or are set to
receive internet equipment from Chinese technology companies.124
Among these, 18 are receiving artificial intelligence systems specif-
ically designed for law enforcement.125> Deploying surveillance tech-
nology from China can also encourage countries to adopt laws and
regulations stipulating how authorities might use these technolo-
gies. Following Zimbabwe’s 2018 purchase of a mass facial recogni-
tion system from China-based surveillance tech firm CloudWalk,*
for instance, the country adopted a new cybersecurity law modeled
on China’s that expanded the government’s authority to conduct
surveillance using CloudWalk’s facial recognition tools.126 After the
Zimbabwe law’s adoption in 2021, the EU renewed sanctions on
Zimbabwe for undermining human rights, including intimidating
political opponents and harassing journalists.127

In addition to remodeling other nations’ legal structures in the
CCP’s image and likeness, there is a hidden benefit for Beijing when
other countries acquire surveillance tech from China: China’s legal
system grants the Party-state the authority to access and act upon
the data foreign governments might collect with those systems, as
long as those systems are serviced by Chinese entities. As outlined
in article 11 of China’s National Security Law, “to maintain national
security, national security agencies may inspect organizational and
personal electronic communication tools, facilities, and other relat-
ed equipment belonging to any organization or individual.”128 Sim-
ilarly, article 18 underpins the state’s absolute authority to access
networks: “when a national security organization investigates any
circumstances threatening national security and gathers evidence,
organizations and individuals must comply with conveying relevant
information to authorities and may not refuse to do so0.”12°

The CCP Exercises Extensive Control over Nonstate
Firms

Beyond the National Security Law, China has developed nu-
merous avenues through which to intervene in corporate deci-
sion-making and direct nonstate firms and resources toward ad-
vancing the CCP’s priorities. China’s government can leverage
these tools to strengthen oversight of ostensibly nonstate internet
and technology firms exporting surveillance technology as well as
firms supporting China’s military-civil fusion strategyf and de-

*The U.S. Department of Commerce’s Bureau of Industry and Security added CloudWalk to the
Entity List in May 2020 for its involvement in human rights violations associated with China’s
mass detention and repression of the Uyghur Muslim minority in Xinjiang. U.S. Department of
Commerce, Bureau of Industry and Security, “Addition of Entities to the Entity List, Revision of
Certain Entries on the Entity List,” Federal Register 85:109, June 5, 2020.

TAs articulated in many speeches, Xi’s vision for military civil-fusion aims to facilitate transfers
between the defense and civilian sectors to improve the sophistication of China’s military and cre-
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The CCP Exercises Extensive Control over Nonstate
Firms—Continued

fense modernization objectives. Chinese law grants the state priv-
ileged status in the governance of any corporation for which it is
a shareholder, regardless of its ownership stake.130 The state may
exercise these rights through its extensive investment in the non-
state economy, which has increased significantly in the last ten
years through government guidance funds leading investments
in state-directed priority areas, government attempts to stabi-
lize China’s stock market through mass share purchases, and
“mixed-ownership reform.”* Beyond these de jure mechanisms
for intervention, the CCP itself is not bound by legal constraints
and is expanding its influence over firms’ management and per-
sonnel decisions through CCP committees.?31 Additionally, policy
incentives, such as subsidies, grants, and tax breaks, as well as
corporate monitoring mechanisms guide companies toward ful-
filling the Chinese government’s objectives even without direct
government influence.132

Within this expanded framework of government control, tra-
ditional definitions of state control in an entity no longer apply
because any commercial entity may be compelled to act on behalf
of the Chinese government’s interest, regardless of the state’s for-
mal ownership. This rising control makes the distinction between
civilian and defense activities of Chinese companies increasingly
blurry and furthers the Chinese government’s objective of cul-
tivating a commercial environment that supports military-civ-
il fusion and broader technological development.i The Chinese
government’s extensive footprint in China’s corporate sector also
increases the likelihood that foreign capital invested in China’s
economy will ultimately fund CCP objectives.

China Is Attempting to Normalize Internet Censorship and
Surveillance in International Organizations

State-to-state trainings in cyber governance complement China’s
attempts to steer international organizations toward embracing
an authoritarian vision of the internet more easily censored and
regulated at a national level. While global use of the internet car-
ried promise for freedom of speech and has been key to promoting

ate cohesion in Chinese industry and academia working with and in support of military objectives
so that the entire system can be effectively mobilized to support the military in the future and
to drive technological innovation and economic growth. Greg Levesque, written testimony for the
U.S.-China Economic and Security Review Commission, Hearing on What Keeps Xi Up at Night:
Beijing’s Internal and External Challenges, February 7, 2019, 10-16.

*Mixed-ownership reform has attempted to improve the efficiency of China’s state sector by
inviting private capital and managerial expertise into nonstrategic sectors, such as hotel chains
and other services, while allowing China’s government to concentrate on managing the operations
of a smaller number of state-owned enterprises in critical sectors of strategic importance, such
as energy, telecommunications, and technologies prioritized under industrial policy initiatives.
In practice, the program has tilted much more heavily toward increased state investment in the
nonstate sector rather than vice versa. For more on the state’s increased ownership of nonstate
firms, see U.S.-China Economic and Security Review Commission, Chapter 2, Section 3, “The Chi-
nese Government’s Evolving Control of the Nonstate Sector,” in 2021 Annual Report to Congress,
November 2021, 222-224.

FFor more on the state’s increased ownership of nonstate firms, see U.S.-China Economic and
Security Review Commission, Chapter 2, Section 4, “U.S.-China Financial Connectivity and Risks
to U.S. National Security,” in 2021 Annual Report to Congress, November 2021, 241-286.
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free access to information on a global scale, under China’s cyber
sovereignty model, data and networks would constitute sovereign
territory within individual countries’ jurisdictions to be governed
according to local laws.123 The model is directly in contrast to the
free and open multistakeholder platform championed by the United
States and other democracies. In effect, China’s Cyberspace Admin-
istration has moved to narrow the internet’s use, invoking the logic
of nationally bounded cyberspace to justify limiting the exercise of
free speech and personal privacy in China and promoting repressive
internet governance on a global scale.134

Within the UN and its standards-setting agency, the International
Telecommunications Union (ITU), China has tried to promote its
overarching vision of centrally controlled, nationally bounded inter-
net. In 2015, China attempted to have the UN adopt cyber sover-
eignty in a series of documents defining global internet policies and
frameworks, aligning with Russia, Cuba, and a group of 134 devel-
oping countries.135 It ultimately dropped the proposed language ow-
ing to strong resistance from developed countries led by the United
States, but the final documents approved by the UN General Assem-
bly include phrasing that allows for a greater role for state man-
agement of the internet.136 Leaked documents from the ITU study
group meetings in 2019 indicate China is pushing for adoption of
standards for facial recognition technology that would facilitate Chi-
nese-style surveillance norms.137 Because standards set by the ITU
are more influential among developing countries, dissemination of
standards promoting techno-authoritarianism may pave the way for
China to align more countries behind its initiatives in the UN and
other international organizations.138

China Seeks to Ensure Maximum Flexibility in International
Space Law

The emerging global space law regime is another area of “fron-
tier law” where China seeks to ensure the alignment of developing
international law to its own interests. In contrast to its efforts to
revise global cyber governance norms, China views the current in-
ternational architecture that governs space as favorable to its inter-
ests (see Appendix II: International Space Law Frameworks). It has
made few efforts toward building space law to a level commensurate
with the global space industry’s expansion in recent years and has
refrained from endorsing efforts to establish norms for responsible
behavior in space.139 China is wary of proposed changes to the or-
der that it believes would constrain its future actions in space, par-
ticularly U.S.-sponsored changes like the voluntary moratorium on
destructive antisatellite testing in space.140

China has countered the influence of the United States and its
allies in space legislation within the UN, proposing resolutions that
would restrict U.S. actions in space while resisting U.S. and allied
initiatives to develop norms of responsible behaviors in space.l4!
One such example is the 2008 draft presented to the UN by China
and Russia titled the Treaty on the Prevention of the Placement of
Weapons in Outer Space, the Threat or Use of Force against Out-
er Space Objects (PPWT).142 In testimony before the Commission,
Brian Weeden, director of program planning at the Secure World
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Foundation, notes that the PPWT sought to define “space weapons”
and to prohibit their deployment into outer space but was silent on
the development, testing, and deployment of ground-based antisatel-
lite weapons.143 Dr. Weeden states that “most outside experts assess
the PPWT as an attempt to limit a potential future U.S. space-based
missile defense program, which China and Russia believe would un-
dermine their nuclear deterrent.” 144 Despite both China and Russia
advocating for a UN resolution to prevent the militarization of space,
the U.S. Defense Intelligence Agency has reported that both coun-
tries continue to develop and test space and counterspace weapons
systems.145 In 2021, the United States proposed a resolution that
centered around a ban on destructive antisatellite weapons testing
that would generate space debris, endangering other nations’ sat-
ellites.146 China opposed the resolution, countering that a binding
arms control agreement was needed first.147

The current absence of defined “rules of the road” in space en-
ables Chinese activities, such as its lack of concern over falling
space debris, irresponsible communications practices, and continued
destructive antisatellite weapons testing. China appears to apply an
extremely lax interpretation of the “due regard”* clause of the 1967
Outer Space Treaty, given that there is no set definition of what
constitutes “due regard.”148 Under the Outer Space Treaty, all na-
tions are bound by a duty to consult with others prior to conducting
activities that might “cause potentially harmful interference” with
other state parties’ peaceful use of space.14? The People’s Liberation
Army (PLA) and affiliated institutions are reportedly engaged in
the development and testing of kinetic kill missiles, ground-based
lasers, and orbiting space robots in addition to hypersonic and frac-
tional orbital bombardment systems that that would utilize low-
earth orbit as an attack vector.150 China’s resistance to establishing
norms in space allows irresponsible actions to continue; the PLA’s
2007 live-fire antisatellite weapons test generated over 900 debris
fragments that remain a danger to space actors and will need to be
avoided for decades to come.151 In 2021, just hours before the U.S.
National Aeronautics and Space Administration (NASA) was set to
launch a crewed mission to the International Space Station (ISS),
the ISS was forced to maneuver to avoid being struck by a piece of
debris from China’s 2007 test.152 A PRC rocket launch in October
of 2022 that resulted in the uncontrolled reentry of a 23-ton rocket
booster was criticized by the heads of both NASA and the European
Space Agency, with NASA chief Bill Nelson characterizing it as an
unnecessary risk and stating that the PRC did not share trajectory
information needed to predict landing zones.153 A recently brokered
deal between Hong Kong Aerospace Technology Group, a Chinese
company, and the government of Djibouti to build a rocket launch
facility may represent an attempt by the PRC to circumvent the
obligations imposed on it by the Outer Space Treaty by establishing
a space launch site in a country that is not party to the treaty.154
Such a site may be used as a platform to present the PRC’s alterna-

*Codified in article IX of the 1967 Outer Space Treaty (OST), the due regard principle obligates
states to conduct all their space activities “with due regard to the corresponding interests of other
all other States Parties to the Treaty.” If a state fails to consult with others prior to potentially
harmful actions, it must abide by the principle of “due regard.”
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tive views of space law while undermining the current international
space governance regime.155

On the question of resources derived from space, current interna-
tional space law does not include a legal mechanism to clearly ad-
judicate ownership of space-based resources, leaving room for inter-
pretation based on the dictates of a country’s national interests.156
The Outer Space Treaty states that celestial bodies are not sub-
ject to national appropriation, but it is vague on the legal status of
any resources extracted from those bodies.157 While most countries
believe the extraction of space-based resources is not incompatible
with the ban on sovereignty over these bodies, there is no agreement
on what the framework for such activities should be.158 Previous
statements from senior Chinese officials indicate that Beijing in-
tends to claim a right to use space-based resources in the absence
of a clear legal framework regulating mining in space, lest Beijing
forfeit its “space rights and interests.”15° In 2021, China’s Shenzen
Origin Space Technology Co. launched the first commercial space-
craft dedicated to the mining of space resources, indicating Beijing’s
preparations for eventual space mining operations.160

China Resists U.S.-Led Initiative on Civil Space Cooperation

Chinese leadership appears to believe that the United States is
attempting to build a U.S.-centered legal regime in space with the
Artemis Accords,* a U.S.-led nonbinding framework for coopera-
tion in civil space exploration.161 China has expressed opposition
to the Artemis Accords, framing the agreement as an attempt by
the United States to unilaterally set ground rules for lunar behav-
ior and arguing that the United States is attempting to foment a
new space race.162 While many of the accords’ provisions are already
in force under existing UN space treaties or would otherwise align
with China’s interpretations of space resource use, China objects
to a commitment to mitigate space debris and the establishment
of “safety zones” wherein nations announce and coordinate zones
of noninterference for the purpose of deconfliction of lunar activi-
ties.163 China views the accords as the United States abandoning
reforming space law through bodies such as the UN and attempting
to build a U.S.-centered legal regime in space.164 Despite the accords
largely aligning with China’s interpretation of international law on
the extraction and utilization of space resources, China’s criticism of
the accords likely indicates trepidation that the NASA-led initiative
will outpace China’s lunar program.165

China may be preparing to launch its own competing body for
space cooperation between nations. A 2022 white paper detailed
China’s ambitions in space.166 Of notable inclusion in the docu-
ment was a section devoted to the governance of space advocating

*The Artemis Accords is a nonbinding multilateral arrangement between the United States
government and other world governments participating in the Artemis program, a U.S.-led effort
to return humans to the Moon by 2025 with the ultimate goal of expanding space exploration
to Mars and beyond. The accords act as a framework for cooperation in the civil exploration
and peaceful use of the Moon, Mars, and other astronomical objects. The accords reinforce the
commitment by the United States and signatory nations to the Registration Convention and
the Rescue and Return Agreement as well as best practices and norms of responsible behavior
that NASA and its partners support, including the public release of scientific data. As of July
2023, 27 countries have signed the accords. National Aeronautics and Space Administration, The
Artemis Accords.
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for China to take a greater role in its development, which may be
achieved through China’s proposed International Lunar Research
Station (ILRS).167 While not explicitly an alternative to the Artemis
Accords, China has announced a partnership with Russia to devel-
op the ILRS complete with its own set of principles, which, if they
differ from those expressed in the Artemis Accords, could result in a
situation where there are multiple competing frameworks for lunar
space activities.168 First announced in 2021 in a joint statement by
China and Russia, ILRS signatories are unknown at this time but
will likely include members of the China-led Asia Pacific Space Co-
operation Organization (APSCQO).* 169

China Aims to Enforce Its Laws Around the World

During General Secretary Xi’s tenure, China’s law enforcement
and related agencies have significantly expanded their capacity
to investigate and prosecute outside China’s borders. This expan-
sion is partly driven by attempts to bring purportedly corrupt
Chinese officials living abroad to justice.l’9 However, it has also
strengthened China’s ability to target overseas Chinese nationals
or even other countries’ citizens for political reasons, particularly
criticism of China’s government.17? To enforce its laws abroad,
China has both greatly increased its network of extradition trea-
ties and reportedly established numerous secret police stations
overseas, directly violating host countries’ sovereignty.l72 Citi-
zens in countries with which China has concluded mutual legal
assistance treaties or law enforcement agreements may be at risk
of extradition to China.173

Extraterritorial Enforcement of China’s Laws via Undeclared
Entities and Agents

Beijing considers all individuals of Chinese descent, whether
PRC nationals living overseas or ethnically Chinese citizens and
residents of foreign countries, part of the Chinese nation.174 The
CCP—through China’s law enforcement, intelligence, and public se-
curity agencies, in particular—has established numerous operations
to investigate and charge residents of other countries for violating
PRC law, both in cooperation with foreign countries through formal
extradition treaties and coordination mechanisms and in violation of
other countries’ sovereignty. This increase in extraterritorial ambi-
tions is reinforced by the CCP’s view of citizenship and nationality.

China has also sought to place agents and organizations abroad
and in the United States designed to monitor, harass, and persuade
citizens wanted by PRC authorities to return to China.175 In April
2023, the Federal Bureau of Investigation arrested two individuals
for their involvement in helping manage and operate an undeclared
“overseas Chinese police station” in Lower Manhattan without no-
tifying the U.S. government.176 The U.S. Department of Justice al-
leges that in 2018, the individuals assisted Chinese law enforcement
in efforts to coerce a “PRC fugitive” to return to China and assisted
the Ministry of Public Security in locating a prodemocracy activist

*APSCO consists of: Turkey, Peru, Mongolia, Thailand, Pakistan, Iran, Bangladesh, and China.
Dues-paying APSCO members are granted access to Chinese space training, ground stations, and
satellite development projects. Asia Pacific Space Cooperation Organization, “What Is APSCO?”
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in California.177 U.S. law enforcement alleges that the Fuzhou Pub-
lic Security Bureau (PSB) operated through a nonprofit organization
founded to assist the local Fujian Chinese diaspora in order to dis-
guise its police operations in Manhattan.17® As argued by Martin
Pubrick of the Jamestown Foundation, the operation of police sta-
tions in foreign countries without prior consultation of the host na-
tion government constitutes a breach of the UN Vienna Convention
on Diplomatic Relations of 1961.%172 DOJ issued an additional three
dozen charges against members of China’s national police force who
helped facilitate these harassing behaviors from operating sites in
China.180 U.S. attorney Breon Peace of the Eastern District of New
York stated that this case “reveals the Chinese government’s fla-
grant violation of our nation’s sovereignty by establishing a secret
police station in the middle of New York City. As alleged, the defen-
dants and their co-conspirators were tasked with doing the PRC’s
bidding, including helping locate a Chinese dissident living in the
United States, and obstructed our investigation by deleting their
communications.” 181

China Attempts to Enlist Tech Companies in Censorship
and Surveillance

The Party-state also seeks to extend China’s domestic law en-
forcement activities to citizens of other countries in virtual set-
tings. In 2020, Xinjiang “Julien” Jin, a former China-based Zoom
executive, was charged with multiple counts of conspiracy in
blocking commemorative dedications marking the anniversary
of the 1989 Tiananmen Square massacre at the Chinese govern-
ment’s behest.182 According to reporting by the New York Times,
Mr. Jin allegedly told a colleague in April 2020 that the Chinese
government requested Zoom to develop a feature that would ter-
minate a meeting within one minute of discovering any viola-
tion of China’s laws.183 Mr. Jin complied with this request and
coordinated across Zoom to have Tiananmen Square memorial
meetings shut down for fabricated violations of Zoom’s terms of
service agreements.184 At least four meetings commemorating the
massacre in 2020—largely attended by U.S.-based users—were
terminated as a result of Mr. Jin’s actions, according to prose-
cutors.185 An internal investigation by Zoom also revealed that
Mr. Jin had shared individual user data with Chinese authorities,
though Zoom claimed this applied to fewer than ten individuals,
and he also requested user data from Zoom’s U.S. servers.186 In
2023, DOJ amended an additional criminal complaint related to
United States v. Julien Jin et al. charging ten individuals, includ-
ing six Ministry of Public Security officers and two officials in the
Cyberspace Administration of China, with conspiracy to commit
interstate harassment and unlawful conspiracy to transfer means
of identification.187

*Article 12 of the convention states that “the sending State may not, without the prior express
consent of the receiving State, establish offices formmg part of the mission in localities other
than those in which the mission itself is established.” United Nations, “Vienna Convention on
Diplomatic Relations,” April 18, 1962, Article 12.
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China Leverages Economic Influence to Expand Law
Enforcement Cooperation

China is wielding its economic weight to increase its network of
extradition treaties and law enforcement cooperation agreements.188
Countries in Central Asia and Southeast Asia have consented to
extradite Uyghurs to China, often coinciding with Chinese invest-
ment pledges in these countries.’®® According to a report by the
Wilson Center, China is the largest financial creditor to five of the
top ten countries in which Uyghurs are most vulnerable to harass-
ment, detention, or extradition to China: Pakistan, Kyrgyzstan, Ta-
jikistan, Cambodia, and Burma (Myanmar).19° As of 2023, each of
these countries except Burma has agreed to a formal extradition
treaty with China.191 Other countries that depend on China’s eco-
nomic presence continue to ratify extradition treaties with China,
including in the past year the Democratic Republic of the Congo and
Uruguay, both of which count China as their largest trading part-
ner.192 As of September 2023, China has ratified extradition treaties
with 45 countries, with 14 other extradition treaties waiting to be
ratified by either China or the partner country.* 193

A prominent case of China using economic leverage for extradi-
tion is Tajikistan, where China held more than half of the country’s
$2.8 billion external debt in 2017, equivalent to 35.9 percent of its
gross domestic product (GDP) that year. Tajikistan has previously
paid off debts to China by ceding mining rights and other resource
agreements.| 194 Following deepening economic relations and the
ratification of an extradition treaty between the two countries in
2015, China has built strategic facilities and border outposts across
the country in cooperation with Tajik police forces.195 The end re-
sult has been a mass extradition of Uyghurs to China, with Tajik-
istan’s Uyghur population declining from a height of 3,000 in 2016
to around 100 in 2022.196 Lawyers for Uyghur rights groups have
filed a formal complaint in the International Criminal Court (ICC)
against Tajikistan for this practice; the complaint also names Cam-
bodia.197 As China is not an ICC member and is outside the ICC’s
jurisdiction, it was not named in the complaint. China continues to
pursues additional extradition treaties with countries with sizable
Uyghur populations and where it has deepening economic relations,
including Turkey, with which China’s National People’s Congress
ratified an extradition treaty in 2020. Facing sizable protests over
the safety of Turkey’s Uyghur community, the Turkish parliament
has yet to ratify the extradition treaty as of July 2023.198

Europe more broadly has recently moved to push back on Chi-
na’s extradition treaty network with the European Court of Hu-
man Rights ruling in January 2023 to halt all extraditions to
China, a ruling most recently held up by a court in Italy in March
2023.199 This extradition ban applies to any nation that is party

*In Europe, Armenia, Turkey, and Greece have yet to ratify their extradition treaties with
China. In the Asia Pacific, Sri Lanka, Nepal, and Australia have not yet ratified. The Australia
ratification has faced strong protests and is unlikely to move forward. In Latin and South Amer-
ica, Argentina, Chile, Ecuador, and Panama have yet to ratify their treaties. In Africa, Kenya,
Senegal, Zimbabwe, and Mauritius have yet to ratify. Safeguard Defenders, “China Expands Sys-
tem of Extradition Treaties,” January 25, 2023.

FFor more on Tajikistan-China economic relations, see U.S.-China Economic and Security Re-
view Commission, Chapter 3, Section 3, “China’s Activities and Influence in South and Central
Asia,” in 2022 Annual Report to Congress, November 2022, 557-558.
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to the European Convention on Human Rights, encompassing vir-
tually every European country except Russia and Belarus.200Eco-
nomic leverage has also been used to target citizens of Taiwan.
Spanish Human Rights Group Safeguard Defenders released a
report in 2019 documenting over 600 cases between 2016 and
2019 of Taiwan nationals abroad who, when accused of criminal
activity, have been extradited or deported to China rather than
Taiwan.201 This practice has been found in countries across Asia,
Africa, and Europe.292 Many of the countries that have sent Tai-
wan nationals to China have close economic relations with Chi-
na, including Armenia, Indonesia, and the Philippines, all sig-
natories of China’s BRI.293 In one high-profile case, Kenya, one
of the highest recipients of BRI investment in Africa, agreed to
extradite to mainland China 45 Taiwan citizens implicated in a
telecom equipment scam that targeted Chinese nationals, despite
protests from Taiwan.294 Kenya continues to deepen its economic
relations with China. The year following the deportations, Kenya
opened a major railway from the port of Mombasa to the city of
Naivasha, financed by a $5 billion loan from a Chinese bank, and
as of 2022, China serves as Kenya’s largest external creditor, at
22 percent of its external debt.205 Amid Kenya’s deepening reli-
ance on Chinese financing, in 2023 Kenya’s Cabinet endorsed a
formal extradition treaty with China that appears to encompass
Taiwan citizens, as well, if ratified by the National Assembly.206

The CCP Uses U.S. Courts to Target Dissidents and Fugitives

The CCP and its proxies have brought lawsuits alleging man-
ufactured claims in U.S. court in an attempt to exercise sover-
eign control within U.S. borders. These cases seek both to silence
critics of China’s government and to pressure fugitives into re-
turning to China to face prosecution on charges that are often
politically motivated.207 While many of the suits brought against
Chinese dissidents residing in the United States are eventually
thrown out, they can impose significant financial costs and time
burdens on the defendants.208 Such suits can also deter other
potential critics from speaking out for fear they will be targeted
in a similar manner.2%9 Similarly, in 2020, China’s electric vehicle
maker BYD brought an unsuccessful defamation suit against the
Alliance of American Manufacturers and several of its employ-
ees for publishing concerns that BYD profited from forced labor
in Xinjiang and was controlled by the Chinese government.* Al-
though some states have safeguards to prevent frivolous lawsuits
in an attempt to suppress free speech,f there is no equivalent

*BYD alleged that the Alliance of American Manufacturers’ (AAM) maliciously published arti-
cles claiming BYD benefited from forced labor and was under the control of the Chinese govern-
ment, although AAM knew the claims were false or intentionally distorted underlying evidence.
The District Court for the District of Columbia rejected three attempts at litigation by BYD,
finding that it failed to demonstrate that AAM acted with malice. The DC Circuit Court dismissed
an appeal on the same grounds, and the Supreme Court rejected writ of certiorari from BYD.
AAM’s claims that BYD benefited from forced labor were based on a report from the Australian
Strategic Policy Institute. BYD Company Ltd. v. Alliance for American Manufacturing, et al. (DC
Cir. 2022), cert. denied, (U.S. October 11, 2022) (No. 22—-137).

TAnti- Strateg‘lc thlgatlon Against Public Participation (SLAPP) statutes establish procedural
safeguards against courts accepting such suits. For instance, many state anti-SLAPP statutes
shift the burden of proof to demonstrate that a case is not frivolous to the plaintiff if the de-
fendant can show the case was likely brought for political reasons. Eighteen states do not have
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for federal cases. Additionally, while China’s government can ex-
ploit the openness of the U.S. court system to advance political
objectives, it is shielded from lawsuits by the Foreign Sovereign
Immunities Act and act of state doctrine.* Lawyers representing
the CCP or its proxies in these meritless cases may be violating
American Bar Association rules.{

Suits seeking to pressure fugitives to return to China are part
of Operation Fox Hunti and a similar program called Sky Net
launched in 2015, both repatriation operations that claim to tar-
get overseas “corrupt officials.”§ The return to China of Xiao Ji-
anming, the former chairman of the state-owned mining company
Yunnan Tin Co., demonstrates a CCP success in employing such
tactics. Mr. Xiao had fled to the United States in 2012 and was
sued in 2019 by a U.S. subsidiary of Yunnan Tin (Yuntinic) in
California for allegedly diverting company funds from 2002 to
2006.210 One month after the suit was filed, Mr. Xiao returned
to China and Yuntinic’s lawyer withdrew the suit.211 The CCP’s
Discipline Inspection Commission reportedly hailed the lawsuit,
saying it caused “tremendous pressure on [Mr. Xiao] and became
an important factor that prompted him to make up his mind to
return to China.”212 While some of the targets of this campaign
appear to be financial criminals, these operations are also known
to target dissidents within Chinese diaspora communities that
have not been accused of corruption, such as Wang Zaigang, who
was seemingly targeted under Fox Hunt for participating in a
Seattle protest against Xi Jinping in 2015.q 213

such statutes. Austin Vining and Sarah Matthews, “Overview of Anti-SLAPP Laws,” Reporters
Committee for Freedom of the Press.

*The court-created act of state doctrine instructs that U.S. courts cannot judge the validity of
foreign sovereign acts performed in the foreign country’s territory, even if authoritarian acts—like
expropriation, political persecution, and torture—violate U.S. law and public policy. Citation of
the act of state doctrine barred Chinese dissidents’ action against a computer hardware provider
that allegedly supported China’s nationwide surveillance program. In 2014, the Federal District
Court in Maryland dismissed Du Daobin v. Cisco Systems, a case brought by Chinese dissidents
alleging that U.S. company Cisco knowingly customized, marketed, sold, and provided continued
support and service for technologies as part of China’s Golden Shleld a digital censorship and
surveillance system used by the Chinese government to facilitate human rights abuses. Cindy
Cohn and Rainey Reitman, “Maryland Court Dismisses Landmark Case That Sought to Hold Cis-
co Responsible for Violating Human Rights,” Electronic Frontier Foundation, February 27, 2014.

iThe American Bar Association’s Model Rules of Professional Conduct prohibit lawyers from
bringing meritless legal actions. The suits brought by the CCP and its proxies are often framed
as legitimate business disputes when brought to U.S. courts. American Bar Association, “Model
Rules of Professional Conduct,” Rule 3.1.

iLaunched in 2014, Operation Fox Hunt is a Chinese government initiative professed to repa-
triate allegedly corrupt Chinese officials so they could be prosecuted for their crimes in China.
The Chinese government has used a variety of means to bring those officials back, including
offering lighter sentences to encourage voluntary repatriation and working with foreign govern-
ments (including the United States) to extradite suspects. However, Beijing has also resorted to
pressuring its targets by threatening their family members in China or even allegedly kidnap-
ping wanted fugitives, including political dissidents.

§The ability of many CCP officials to flee abroad is assisted by the prevalence of the “naked of-
ficial” (#1447 51 )—a Party or government official whose immediate family members live overseas
as permanent residents or have already become foreign nationals.

fThe United States has established procedures for working with foreign law enforcement agen-
cies and has previously cooperated with Chinese authorities on prosecuting and repatriating
Chinese nationals accused of financial crimes. However, many of the charges brought against
individuals pursued under Operation Fox Hunt are unlikely to hold up to scrutiny by the U.S.
justice system. Former Assistant Attorney General John Demers explains that “some of these
people didn’t do what they are charged with having done. And we also know that the Chinese
government has used the anticorruption campaign more broadly within the country with a polit-
ical purpose.” Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase Down Fugitives:
American Courts,” Wall Street Journal, July 29, 2020.
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Rule by Law Distorts U.S. Judicial Doctrine and
Processes

Increased economic and social engagement has brought Chi-
na’s legal system into more frequent contact with the U.S. legal
system, requiring U.S. courts to construe Chinese law in a vari-
ety of settings, from contract and intellectual property disputes
to family relations. Likewise, U.S. courts are increasingly con-
fronted with cases requiring them to assess the Chinese system
itself, often by evaluating the adequacy of the process afforded
in Chinese courts or the specific remedies provided by Chinese
law. These evaluations are central to the application of numer-
ous doctrines of international law, especially those that extend
a measure of deference to other judicial systems regarding the
meaning of their own laws and matters occurring with their own
jurisdictions.

These doctrines, including choice of law rules, the doctrine of
forum non conveniens, and principles of judicial comity, are well
established in international and U.S. legal traditions—and for
good reason, as the United States expects other judicial systems
to afford comparable deference when dealing with questions of
U.S. law and adjudicating cases involving U.S. disputants.

However, the application of these doctrines and others are
premised on certain assumptions about the parallels between
the U.S. legal system and other legal systems, assumptions
that often do not hold in cases involving illiberal judicial sys-
tems like China’s. The challenge is not simply that there are
differences between the U.S. legal system and China’s, as there
are differences between every legal system. The gulf is more
fundamental, as China’s authoritarian system lacks institu-
tional cornerstones that independent judicial systems share.
Authoritarian regimes like China want the superficial benefits
of a modern legal system without actually empowering an in-
dependent judiciary that could hear challenges to the CCP’s
core interests.214 To those ends, China departs from notions of
the “rule of law” in fundamental ways, namely through written
“laws” that do not bind, hidden norms that do, and courts that
bend to political interests.* 215

These departures from the rule of law often can result in
distortions in those cases where the U.S. and China’s legal sys-
tems meet. Indeed, these differences are so profound, and yet so
opaque, that U.S. courts may lack sufficient familiarity to fully
assess China’s legal system or judiciary in determining wheth-
er application of certain deferential doctrines is warranted or
whether the recognition of China’s judicial decisions is appro-
priate. As Georgetown Law Professor Mark Jia noted, “A regime
that uses law selectively at home is probably more likely to do
so in litigation abroad,” which creates challenges for U.S. courts
in evaluating Chinese law, assessing Chinese government-prof-

*Although the Chinese constitution explicitly protects the right to free expression, the constitu-
tion itself is not directly enforceable, and other laws and regulations that clearly violate the text
of the constitution are not subject to judicial scrutiny. For instance, China’s Cybersecurity Law
requires companies to censor “prohibited” information and restrict online anonymity.
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Rule by Law Distorts U.S. Judicial Doctrine and
Processes—Continued

fered interpretations of its own laws, weighing the procedural
protections afforded political lawsuits filed or supported by the
CCP, and grappling with multi-jurisdictional intellectual property
disputes.216

Implications for the United States

China’s far-reaching ambitions in applying its own laws as an in-
strument of statecraft and bending international law to its will pose
fundamental challenges to the United States and the international
system. Critically, the lack of consequences for China’s rejection of
international law—and its exploitation of the U.S. court system—
constitute a significant, long-term threat to both. The United States
and other countries committed to the fair administration of justice
lack defensive measures to counter China’s systematic erosion of
the rule of law in international commerce and affairs. While the
United States can respond to this challenge domestically, China’s
continued abrogation of international rules and norms—committed
with impunity—undermines confidence in and the effectiveness of
international organizations and treaties.

The CCP views law as a tool to further the development goals
of the Party-state without constraining the actions of the political
elite. This vision of rule by law represents a clash of systems with
the impartial, well-reasoned application of law to all citizens and
institutions embodied in the democratic concept of rule of law. The
most essential element in this clash may be in words and concepts
themselves: many of the terms upon which China’s legal system is
constructed, including ideas it is attempting to export to other coun-
tries, appear to be derived from common law or civil law systems
in developed democracies. In practice, however, these concepts are
distorted and politicized far beyond their original application. In the
United States, courts are part of an independent branch of govern-
ment and serve as a neutral arbiter between two disputants viewed
equally before the law. When acting to advance a strategy of helping
national champions avoid penalties for infringing on other countries’
IP, courts become exponents of China’s industrial policy. The chal-
lenge is compounded if courts in other jurisdictions fail to recognize
the political nature of China’s courts and treat their judgments as
having been rendered by peer institutions.

Within its own legal system, China’s rapid expansion of extrater-
ritorial provisions and countermeasures against foreign sanctions
creates new uncertainty for foreign business operating in the coun-
try and could influence their actions in other jurisdictions. Laws
like China’s Anti-Foreign Sanctions Law and Foreign Relations Law
establish processes for China to penalize foreign firms for complying
with laws and regulations of other countries that it deems discrimi-
natory. A history of abrupt, politically driven enforcement campaigns,
poor due process protections, and making examples of foreign firms
deepens this uncertainty. Should China employ countermeasures for
the full breadth of potential offenses under its expansive definition
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of national security, foreign governments and U.S. and foreign firms
may increase self-censorship to avoid being targeted.

Globally, the CCP seeks to promote its authoritarian legal system
as a viable and even preferable alternative to rule of law. China’s
initial successes coupling exports of surveillance technology equip-
ment with capacity-building measures to encourage other countries
to adopt elements of its cyber governance regime show its efforts
have a receptive audience among authoritarian and authoritar-
ian-leaning regimes. Aside from facilitating the spread of rule by
law systems akin to its own, China’s attempts to shape interna-
tional law will gain more impact as it is able to form coalitions of
like-minded authoritarian states and challenge initiatives from the
United States and its democratic allies and partners.
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Appendix I: Extraterritorial Provisions and
Countermeasures in Chinese Laws

Table 1: Select Chinese Laws with Extraterritorial Provisions

Title and Date

Extraterritorial Provisions

Data Security Law
(2021)

Article 2 indicates the law applies to data process-
ing activities outside China that harm “national
security, public interests, or the lawful rights and in-
terests of individuals or organizations of the People’s
Republic of China.”

Personal Information
Protection Law (2021)

Article 3 of the law states that it applies to all
entities that handle the personal information of in-
dividuals within China’s borders. Article 40 contains
a data localization provision mandating that data
containing personal information gathered within
China be stored in China. Article 42 establishes a
blacklist and other punitive measures for foreign
companies that violate the law (potentially includ-
ing those outside China), potentially limiting or
altogether banning their ability to access Chinese
personal data. Article 43 establishes retaliatory
measures against countries that adopt discriminato-
ry measures against China. Article 53 requires any
“personal information processor” outside of China to
establish a dedicated entity or appoint a represen-
tative within China to be responsible for relevant
matters of personal information protection.

Hong Kong National
Security Law (2020)

Article 38 extends the jurisdiction of the law to indi-
viduals who are not residents of Hong Kong and ap-
plies to broadly defined “offenses” conducted outside
of Hong Kong, including “secession,” “subversion,”
“terrorism,” and “collusion with foreign forces.”

Antiterrorism Law
(2015, amended 2018)

Article 11 asserts that the PRC exercises jurisdic-
tion over terrorist activity committed against the
government, citizens, or organizations of the PRC
located outside China’s territory. Article 71 of the
law authorizes counterterrorism operations outside
China’s borders.

Cyber Security Law
(2017)

Article 75 provides an extraterritorial application
of the law stipulating that any foreign entities

that hack or interfere with any critical information
infrastructure causing “serious consequences” will
incur legal liability. Article 75 authorizes the Public
Security Bureau to impose sanctions, freeze assets,
or “take other necessary punitive measures” against
entities in breach of the law.

Antimonopoly Law
(2007)

Article 2 extends the applicability of the law to “mo-
nopolistic conducts” outside of China that may have
the effect of eliminating or restricting competition in
China’s domestic market.
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Table 1: Select Chinese Laws with Extraterritorial Provisions—

Continued

Title and Date

Extraterritorial Provisions

Chinese Criminal Law
(1979, amended 2021)

Article 7 applies this law to citizens of the PRC
outside China’s territory. Article 8 states that this
law may be applied to foreigners outside China’s
territory if the crime committed carries a minimum
three-year imprisonment term in China unless the
conduct was legal where the crime was committed.
Article 10 states that breaches of the law committed
outside China’s territory may still be investigated,
and in some cases punished, even if the offender
had already been tried outside China.

Source: Various.217

Table 2: Chinese Laws and Regulations Establishing Reciprocal Measures
against Economic Restrictions

Title and Date

Countermeasures Established

Foreign Trade Law
(1994, amended 2016)

Article 7 in the 2016 revision allows for countermea-
sures to be adopted by China in response to discrim-
inatory, prohibitive, or restrictive measures taken by
another country with respect to trade.

Foreign Investment
Law (2020)

While meant to improve the environment for foreign
investment and business, article 40 of the law
allows reciprocal measures against restrictions on or
perceived discrimination against Chinese investors
abroad. Ambiguous language awards regulators
broad discretionary powers in granting (or blocking)
market access.

Unreliable Entity List
(2020)

The Unreliable Entity List aims to impose costs on
foreign companies that restrict market transactions
with Chinese firms, organizations, or individuals

to comply with foreign sanctions and blacklists. It
creates a working mechanism to designate foreign
entities and take punitive measures against them.

Export Control Law
(2020)

The law unifies China’s previously fragmented
export control regime into a single, comprehensive
framework. It applies to dual-use, military, and
nuclear items as well as to other goods, technologies,
and services related to national security. The law
provides a basis for export controls to protect the
PRC’s “national security and interests.” Article 48
also allows for reciprocal measures to be taken in
response to foreign governments’ export controls.

Rules on Counteracting
Unjustified Extra-Ter-
ritorial Application of
Foreign Legislation and
Other Measures

(2021)

The rules are designed to deter what the Chinese
government perceives as unjustified extraterritorial
application of foreign law, such as secondary sanc-
tions. The rules establish a working mechanism to
investigate extraterritorial measures, which may re-
sult in a prohibition to comply with said measures.
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Table 2: Chinese Laws and Regulations Establishing Reciprocal
Measures against Economic Restrictions—Continued

Title and Date

Countermeasures Established

Data Security Law
(2021)

The law enhances state authority over the collec-
tion, use, and protection of data in China. Article

26 allows for “equal countermeasures” to be taken
when a foreign country enacts any measure deemed
“discriminatory” or “restrictive” with respect to
investment or trade related to data or technology for
data development and utilization.

Anti-Foreign Sanctions
Law
(2021)

The law officially intends to provide a legal frame-
work for countersanctions and other measures
against foreign countries that impose sanctions on
China. In practice, the law acts as a blocking stat-
ute, a retaliatory regime, and proactive sanctions
legislation rolled into one.

Draft Personal Informa-
tion Protection Law
(2021)

Article 43 of the law contains clear retaliatory pro-
visions. It allows for countermeasures to be taken if
the PRC deems any “country or region” to have tak-
en discriminatory prohibitions, limitations, or other
measures against the PRC in the area of personal
information protection.

Foreign Relations Law
(2023)

The law outlines the PRC’s official foreign policy
framework and goals and delegates the foreign
affairs authority of various Party-state organs. Arti-
cles 32 and 37 lay out the PRC’s intent to strength-
en capacity for “protecting overseas interests,” while
Chapter III codifies the PRC’s ambitions to “pre-
serve” and “reform” the international order.218

Source: Adapted from Katja Drinhausen and Helena Legarda, “China’s Anti-Foreign Sanctions
Law: A Warning to the World,” Mercator Institute for China Studies, June 24, 2021; China Law
Translate, “Foreign Relations Law (2023),” June 28, 2023.
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Appendix II: International Space Law
Frameworks

In addition to each country’s national space legislation, a state’s
space activities are governed by various UN resolutions that went
into force in the decade following the passage of the 1967 Outer
Space Treaty. Unlike countries such as Japan or the UK,* China
lacks an overarching, comprehensive domestic space law that delin-
eates the rights and responsibilities of its institutions in space.219
This is likely due to the lack of need for such a law, given that there
are comparatively few actors in the Chinese space industry.220 Due
to the absence of such a law, the legal framework for Chinese space
activity falls to the international space conventions that China is a
party to through the UN.221 China is a signatory to the four most
widely adopted treaties governing actions in space, detailed below.

Space Governance Architecture

e Space governance architecture consists of agreements be-
tween nations concerning exploration, sovereignty claims,
the placement of weapons of mass destruction, and state su-
pervision of their space entities.222 Space law has evolved
as a piecemeal series of treaties, primarily through two UN
agencies: the UN Office of Outer Space Affairs (UNOOSA)
and the UN Committee on the Peaceful Uses of Outer Space
(COPUONS).

e The 1967 Outer Space Treaty bans the stationing of weap-
ons of mass destruction in outer space, prohibits military ac-
tivities on celestial bodies, and details legally binding rules
governing the peaceful exploration and use of space.223

e The 1968 Rescue Agreement provides that countries shall
take all possible steps to rescue and assist astronauts in dis-
tress and promptly return them to their launching country
and that countries shall aid launching countries in recover-
ing space objects that return to earth outside the territory of
the country from which they were launched.224

e The 1972 Liability Convention provides that a country
shall be liable to pay compensation for damage caused by its
space objects to the surface of the earth or to aircraft and
liable for damage due to its faults in space.225

e The 1976 Registration Convention requires countries to
furnish the UN with specific details about each launched
space object.226

A fifth treaty, the Moon Treaty, was entered into force in 1984
but has seen limited support, with only 18 nations party to the
agreement. Major space-capable nations, such as the United
States, Russia, and China, are not party to the agreement, which
would have provided for an international regime responsible for

*For a full list of nations’ domestic space laws and regulations, see the United Nations Office
for Outer Space Affairs’ list of National Space Laws.
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exploitation of resources on the Moon and other celestial bod-
ies.227

The Rescue Agreement, Liability Convention, and Registration
Convention all act to elaborate on provisions of the Outer Space
Treaty.228

The current legal regime that governs space does very little to
constrain nations’ actions apart from direct, kinetic interference
with their space vehicles and a prohibition on the placement of
weapons of mass destruction.229 Current space law also falls short
of addressing issues such as those posed by falling space debris or
resource extraction from celestial bodies.23° Current international
law in space does not impose any meaningful restrictions on Chi-
na’s or other nations’ actions in space, especially when compared
to other areas of international law, such as maritime activities.231




212
ENDNOTES FOR SECTION 1

1. Mark Jia, “Illiberal Law in American Courts,” University of Pennsylvania Law
Review 168 (December 2020): 1685-1744, 1693-1694.

2. Ira Belkin, “China’s Criminal Justice System: A Work in Progress,” Yale Law,
2002.

3. Donald Clarke, “China’s Legal System and the Fourth Plenum,” Asia Policy 20
(July 2015): 10-16.

4. Wei Cui, “The Legal Maladies of ‘Federalism, Chinese-Style,” Peter A. Allard
School of Law (2014) 4, 7-8.

5. CCP Central Committee and State Council, Plan on Building the Rule of Law in
China (2020-2025) (i34 v [H 2 % £1(2020 — 20254F)), January 10, 2021. Translation.

6. Larry A. DiMatto, “Rule of Law’ in China: The Confrontation of Formal Law with
Cultural Norms,” Cornell International Law Journal 51:2 (Spring 2018): 391-444.

7. Moritz Rudolf, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 16.

8. Larry A. DiMatto, “Rule of Law’ in China: The Confrontation of Formal Law
with Cultural Norms,” Cornell International Law Journal 51:2, Spring 2018, 391-444,
422(;} Congressional-Executive Commission on China, Judicial Independence in the
PRC.

9. William Weightmen, “Xi Cracks Down on Local Governments’ Compliance and
Creativity,” East Asia Forum, June 14, 2018; Wei Cui, “The Legal Maladies of ‘Feder-
alism, Chinese-Style,’“ Peter A. Allard School of Law, 2014, 4.

10. Donald Clarke, “China’s Legal System and the Fourth Plenum,” Asia Policy 20,
(July 2015): 10, 10-16.

11. George C Chen, “China’s New Circuit Tribunals Allow Tighter Control of Ju-
diciary,” Oxford Human Rights Hub, March 6, 2017; Donald Clarke, “China’s Legal
System and the Fourth Plenum,” Asia Policy 20 (July 2015): 3.

12. Congressional-Executive Commission on China, Judicial Independence in the
PRC.

13. Jacque Delisle, “China’s Legal System” in William A. Joseph, ed., Politics in
China, 3rd ed., Oxford University Press, 2019; Congressional-Executive Commission
on China, Judicial Independence in the PRC.

14. Larry A. DiMatto, “Rule of Law’ in China: The Confrontation of Formal Law with
Cultural Norms,” Cornell International Law Journal 51:2 (Spring 2018): 391-444, 423.

15. Dan Harris, oral testimony before the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 66.

16. Dan Harris, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 2; Moritz Rudolph, “Xi Jinping Thought on the Rule of Law,” Stiftung
Wissencraft und Politik Comment 28, (April 2021): 7.

17. Dan Harris, oral testimony before the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 2.

18. Dan Harris, “Three Rules for China Contracts,” China Law Blog, September 28,
2021; China Law Blog, “China Contracts: Make Them Enforceable or Don’t Bother,”
August 18, 2015.

19. Claire Cousineau, “Smart Courts and the Push for Technological Innovation
in China’s Judicial System,” Center for Strategic and International Studies, April 15,
2021.

20. Moritz Rudolph, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Le-
gal Reach, May 4, 2023, 15-16; Hannibal El-Mohtar, “China’s Intellectual Property
Courts: A Procedural Overview,” China Law Blog, September 20, 2019.

21. Vivienne Bath, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 2-5.

22. Moritz Rudolph, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Legal
Reach, May 4, 2023, 16.

23. Stacey Vanek Smith and Cardiff Garcia, “What It’s Like to Be on the Blacklist
in China’s New Social Credit System,” NPR, October 18, 2023.

24. Kendra Schaefer, “China’s Corporate Social Credit System: Context, Competi-
tion, Technology and Geopolitics,” Trivium China (prepared for the U.S.-China Eco-
nomic and Security Review Commission), November 16, 2020, 11.



213

25. Tara Francis Chan, “It Looks Like China Is Extending Its Black Mirror-Like
‘Social Credit System’ to Overseas Companies,” Business Insider, July 3, 2018.

26. Kendra Schaefer, “China’s Corporate Social Credit System: Context, Competi-
tion, Technology and Geopolitics,” Trivium China (prepared for the U.S.-China Eco-
nomic and Security Review Commission), November 16, 2020, 28.

27. Moritz Rudolph, “Xi Jinping Thought on the Rule of Law,” Stiftung Wissencraft
und Politik Comment 28 (April 2021): 6.

28. Benjamin L. Liebman et al., “Mass Digitization of Chinese Court Decisions,”
Journal of Law and Courts 8:2 (October 21, 2022): 4.

29. Claire Cousineau, “Smart Courts and the Push for Technological Innovation
in China’s Judicial System,” Center for Strategic and International Studies, April 15,
2021.

30. China Law Translate, “Plan on Building the Rule of Law in China (2020—
2025),” January 10, 2021.

31. Xi Jinping, “Adhere to the Road of Socialist Rule of Law with Chinese Char-
acteristics and Better Promote the Construction of the Socialist Rule of Law System
with Chinese Characteristics” (M FFiE T [FERF i dh o 1 AR TERE AP [FAE Al 2>
T FRER R ), Qiushi, April 2022. Translation.

32. Huo Zhengxin, “The Construction of Our Country’s Extraterritorial Application
System——From the Perspective of Coordinating and Promoting Domestic and For-
eign-Related Rule of Law” (F&EVEIS AN G F 4 5 2 1 @ —— LAG B4R ik va A 42
VA NAK), China Law Review 2022:1 (January 2022). Translation.

33. Moritz Rudolf, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 6-8, 15-16.

34. Huo Zhengxin, “The Construction of Our Country’s Extraterritorial Application
System——From the Perspective of Coordinating and Promoting Domestic and For-
eign-Related Rule of Law” (F&EVEI/ME Ik R 2 @**u?ﬁ%féi& PR A A%
VA NALE), China Law Review 2022:1 (January 2022). Translation.

35. Jordan Link, Nina Palmer, and Laura Edwards, “Beijing’s Strategy for Assert-
ing Its ‘Party Rule by Law’ Abroad, United States Institute of Peace, September 2022,
No. 512, 7-8.

36. Vivienne Bath, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 2.

37. China Briefing, “The PRC Personal Information Protection Law (Final): A Full
Translation,” August 24, 2021.

38. Xu Ke et al., “Analyzing China’s PIPL and How It Compares to the EU’s
GDPR,” International Association of Privacy Professionals, August 24, 2021; Ken Dai
and Jet Deng, “China’s GDPR Is Coming: Are You Ready? Exploring the Upcoming
China’s Draft Personal Information Protection Law Topic One - Scope of Application,”
JD Supra, March 11, 2021.

39. Alex Lee, “Personal Data, Global Effects: China’s Draft Privacy Law in the
International Context,” DigiChina, January 4, 2021.

40. China Law Translate, “Counter-Terrorism Law (as amended in 2018),” April
27, 2018.

41. James Pomfret and Jessie Pang, “Hong Kong Police Issue Arrest Warrants for
Eight Overseas Activists,” Reuters, July 3, 2023.

42. Sarah Cook, “Beijing’s Extraterritorial Reach, Hong Kong National Security
Law, More ‘Subversion’ Charges in China,” China Media Bulletin 146 (July 2020).

43. Katja Drinhausen and Helena Legarda, “China’s Anti-Foreign Sanctions Law:
A Warning to the World,” Mercator Institute for China Studies, June 24, 2021.

44. Moritz Rudolph, “China’s Foreign Relations Law: Balancing ‘Struggle’ with Bei-
jing’s ‘Responsible Great Power’ Narrative,” NPC Observer, July 3, 2023.

45. Zhang Hui, “The Hegemonic Essence of U.S. ‘Long Arm Jurisdiction’” (ZE[F “{
B EEY (I XA IR), Guangming Daily, February 17, 2023. Translation; Xinhua,
“Facts on U.S. Breaching International Rules,” April 20, 2021.

46. Katja Drinhausen and Helena Legarda, “China’s Anti-Foreign Sanctions Law:
A Warning to the World,” Mercator Institute for China Studies, June 24, 2021.

47. Katja Drinhausen and Helena Legarda, “China’s Anti-Foreign Sanctions Law:
A Warning to the World,” Mercator Institute for China Studies, June 24, 2021.

48. Fergus Hunter et al., “Countering China’s Coercive Diplomacy,” Australian
Strategic Policy Institute, February 22, 2023, 4-6, 12.

49. Huo Zhengxin, “The Construction of Our Country’s Extraterritorial Application
System——From the Perspective of Coordinating and Promoting Domestic and For-
eign-Related Rule of Law” (F& B VLI /ME I A 5 2 M @ —— LA kit [ ki f 4
VG ANMK), China Law Review 2022:1 (January 2022). Translation; Ministry of Foreign



214

Affairs of the People’s Republic of China, Foreign Ministry Spokesperson’s Remarks
on China’s Decision to Impose Sanctions on Relevant US Individuals and Entity, July
23, 2021; Ministry of Commerce of the People’s Republic of China, MOFCOM Order
No. 1 of 2021 on Rules on Counteracting Unjustified Extra-Territorial Application of
Foreign Legislation and Other Measures, January 9, 2021.

50. Huo Zhengxin, “The Construction of Our Country’s Extraterritorial Application
System——From the Perspective of Coordinating and Promoting Domestic and For-
eign-Related Rule of Law” (F&ENVEIS MG F 4 R 2 1 @t ——LAGe B4R [ kR A A2
VG NAK), China Law Review 2022:1 (January 2022). Translation.

51. Huo Zhengxin, “The Construction of Our Country’s Extraterritorial Application
System——From the Perspective of Coordinating and Promoting Domestic and For-
eign-Related Rule of Law” (FREVEIL SN F A 5 2 04 1 —— LA - HE0E [/ i i Ak
VENAK), China Law Review 2022:1 (January 2022). Translation.

52. Economist, “China’s Government Launches a Campaign against Medical Cor-
ruption,” September 14, 2023; Benjamin van Rooij, “The Campaign Enforcement
Style: Chinese Practice in Context and Comparison” in Comparative Law and Regu-
lation: Understanding the Global Regulatory Process, Francesca Bignami and David
Zaring, eds., Edward Elgar, 2016, 221, 228; China’s Tax Officials Vow ‘Shock and
Awe’ Campaign in War against Cross-Border Tax Cheats,” South China Morning Post,
March 6, 2015.

53. Benjamin van Rooij, “The Campaign Enforcement Style: Chinese Practice in
Context and Comparison,” in Comparative Law and Regulation: Understanding the
Global Regulatory Process, Francesca Bignami and David Zaring, eds., Edward Elgar,
2016, 221-225.

54. Eduardo Baptista and Brenda Goh, “China Consultancy Crackdown Sends Jit-
ters across Foreign Business,” Reuters, May 10, 2023.

55. Associated Press, “Qualcomm Hit with Record Fine in Chinese Anti-Monopoly
Case,” NPR, February 10, 2015; Paul Mozur and Quentin Hardy, “China Hits Qual-
comm with Fine,” New York Times, February 9, 2015.

56. Angela Zhang, China’s Antitrust Exceptionalism, Oxford University Press,
2021, 10-15.

57. Associated Press, “Qualcomm Hit with Record Fine in Chinese Anti-Monopoly
Case,” NPR, February 10, 2015; Paul Mozur and Quentin Hardy, “China Hits Qual-
comm with Fine,” New York Times, February 9, 2015.

58. Laura He, “China Fines US Due Diligence Firm Mintz Group $1.5 Million for
‘Unapproved’ Investigations,” CNN, August 22, 2023.

59. Nathaniel Taplin, “Beijing’s Bain Raid, Espionage Law Are Self-Sabotage,” Wall
Street Journal, April 28, 2023; China Law Translate, “PRC Counter-Espionage Law
(Draft Revisions) (2nd Reading Draft),” January 3, 2023.

60. Mark Cohen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 4; Mark Cohen, “China’s Practice of Anti-Suit Injunctions in SEP Litigation:
Transplant or False Friend?” in Jonathan Barnett, ed., 5G and Beyond: Intellectual
Property and Competition Policy in the Internet of Things, May 31, 2022, 17.

61. Andrei Iancu and Paul R. Michel, “The Solution to Chinese Courts’ Increasingly
Aggressive Overreach,” Center for Strategic and International Studies, April 6, 2022;
Mark Cohen, “China’s Role in Global SEP Strategy—Recent Berkeley Program,” Chi-
na IPR, December 13, 2021.

62. Mark Cohen, “China’s Practice of Anti-Suit Injunctions in SEP Litigation:
Transplant or False Friend?” in Jonathan Barnett, ed., 5G and Beyond: Intellectual
Property and Competition Policy in the Internet of Things, May 31, 2022, 17.

63. Zhu Jianjun, “Research on Judicial Judgment Issues of SEP Global Royalty
Rates,” Mark Cohen, trans., Berkeley Law, January 2021.

64. Jorge L. Contreras and Yang Yu, “Guest Post by Profs. Contreras and Yu: Will
China’s New Anti-Suit Injunctions Shift the Balance of Global FRAND Litigation?”
Patentlyo, October 22, 2020.

65. Jorge L. Contreras and Yang Yu, “Guest Post by Profs. Contreras and Yu: Will
China’s New Anti-Suit Injunctions Shift the Balance of Global FRAND Litigation?”
Patentlyo, October 22, 2020.

66. Mark Cohen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 4.

67. Mark Cohen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 5.

68. Andre Iancu and Paul R. Michel, “The Solution to Chinese Courts’ Increasingly
Aggressive Overreach,” Center for Strategic and International Studies, April 6, 2022.



215

69. World Trade Organization, China—Enforcement of Intellectual Property Rights,
DS611, August 16, 2023.

70. European Parliament, “China’s Compliance with Selected Fields of Internation-
al Law,” Think Tank, September 9, 2021, 1.

71. China’s Ministry of Foreign Affairs, Position Paper of the Government of the
People’s Republic of China on the Matter of Jurisdiction in the South China Sea Ar-
bitration Initiated by the Republic of the Philippines, December 7, 2014.

72. William James, “UK Says China’s Security Law Is Serious Violation of Hong
Kong Treaty,” Reuters, July 1, 2020.

73. International Labor Organization, “Ratifications for China.”

74. European Parliament, “China’s Compliance with Selected Fields of Internation-
al Law,” Think Tank, September 9, 2021, 5-6; International Labor Organization, “Ap-
plication of International Labour Standards 2022,” 2022, 515; United Nations, “China
Must Address Grave Human Rights Concerns and Enable Credible International In-
vestigations: UN Experts,” UN Human Rights Office of the High Commissioner, June
10, 2022; Human Rights Watch, “China.”

75. U.S. Department of State, Forced Labor in China’s Xinjiang Region, July 1,
2021.

76. United Nations Human Rights Office of the High Commissioner, “OHCHR As-
sessment of Human Rights Concerns in the Xinjiang Uyghur Autonomous Region,
People’s Republic of China,” August 31, 2022, 36-39, 43-44.

77. International Labor Organization, “Application of International Labour Stan-
dards 2022, 2022, 515.

78. United Nations, “China Must Address Grave Human Rights Concerns and En-
able Credible International Investigation: UN Experts,” UN Human Rights Office of
the High Commissioner, June 10, 2022; European Parliament, “China’s Compliance
with Selected Fields of International Law,” Think Tank, September 9, 2021, 5.

79. Isaac Kardon, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 2-4.

80. Isaac Kardon, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 4.

81. Isaac Kardon, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 4; Jessie Yeung, “China Is Doubling Down on Its Territorial Claims and
That’s Causing Conflict across Asia,” CNN, September 30, 2020.

82. Lowy Institute, “China’s Nine-Dash Line Proves Stranger than Fiction,” April
12, 2022; Oriana Skylar Mastro, “How China Is Bending the Rules in the South Chi-
na Sea,” Lowy Institute, February 17, 2021.

83. Zachary Haver, “Sansha and the Expansion of China’s South China Sea Admin-
istration,” Center for Strategic and International Studies, May 12, 2020.

84. Dai Tamada, “Straight or Archipelagic Baseline with Respect to Offshore Ar-
chipelago?” in James Kraska, Ronan Long, and Myron H. Nordquist eds., Peaceful
Maritime Engagement in East Asia and the Pacific Region, Oceans Law and Poli-
cy, 2023, 190-192; James Kraska, “China’s Excessive Straight Baseline Claims,” in
James Kraska, Ronan Long, and Myron H. Nordquist eds., Peaceful Maritime Engage-
ment in East Asia and the Pacific Region, Oceans Law and Policy, 2023, 157-160; Asia
Maritime Transparency Initiative, “Reading between the Lines: The Next Spratly
Legal Dispute,” Center for Strategic and International Studies, March 21, 2019; UN
Convention on the Law of the Sea § 5, 7, 46-54, 1982.

85. James Kraska, “China’s Excessive Straight Baseline Claims,” in James Kraska,
Ronan Long, and Myron H. Nordquist eds., Peaceful Maritime Engagement in East
Asia and the Pacific Region, Oceans Law and Policy, 2023, 157-160; UN Convention
on the Law of the Sea § 5, 7, 1982.

86. Asia Maritime Transparency Initiative, “Reading between the Lines: The Next
Spratly Legal Dispute,” Center for Strategic and International Studies, March 21,
%019; Asia Maritime Transparency Initiative, “Island Features of the South China

ea.”

87. Isaac Kardon, China’s Law of the Sea, Yale University Press, 2023, 246-247.

88. Dai Tamada, “Straight or Archipelagic Baseline with Respect to Offshore Archi-
pelago?” in James Kraska, Ronan Long, and Myron H. Nordquist eds., Peaceful Mar-
itime Engagement in East Asia and the Pacific Region, Oceans Law and Policy, 2023,
190-192; Asia Maritime Transparency Initiative, “Reading between the Lines: The
Next Spratly Legal Dispute,” Center for Strategic and International Studies, March
21, 2019; PCA Case No. 2013-19 in the Matter of the South China Sea Arbitration
before an Arbitral Tribunal Constituted Under Annex VII to the 1982 United Nations



216

Convention on the Law of the Sea between the Republic of the Philippines and the
People’s Republic of China, Award, July 12, 2016, 235-237; UN Convention on the
Law of the Sea § 5, 7, 46-54, 1982.

89. Euan Graham, “The Hague Tribunal’s South China Sea Ruling: Empty Prov-
ocation or Slow-Burning Influence?” Council on Foreign Relations, August 18, 2016;
UN Convention on the Law of the Sea § 121, 1982.

90. BBC, “What Is the South China Sea Dispute?” July 7, 2023.

91. Isaac Kardon, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 2.

92. Benar News, “Analyst Suspects China Pressure as Philippines Suspends Oil
Exploration,” April 21, 2022; Reuters, “U.S. ‘Deeply Concerned’ by China’s in Vietnam
Oil and Gas Activity,” August 22, 2019.

93. Isaac Kardon, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 2.

94. Nimisha Shrivastava and Toshika Soni, “Enforceability of UNCLOS in Inter-
national Maritime Law,” National Law University Odisha, August 5, 2019; Brian Mc-
Garry, “Enforcing an Unenforceable Ruling in the South China Sea,” Diplomat, July
16, 2016; UN Convention on the Law of the Sea §279-296, 1982.

95. Ralph Jennings, “5 Years after South China Sea Ruling, Rivals Quietly Accept-
ing China’s Refusal to Comply,” Voice of America, July 31, 2021; Ankit Panda, “China
Warns Vietnam to Not ‘Complicate’ South China Sea Dispute by Seeking Legal Arbi-
tration,” Diplomat, November 9, 2019; UN Convention on the Law of the Sea.

96. Ralph Jennings, “5 Years after South China Sea Ruling, Rivals Quietly Accept-
ing China’s Refusal to Comply,” Voice of America, July 31, 2021; Richard Javad Hey-
drian, “Vietnam’s Legal Warfare against China: Prospects and Challenges,” Center for
Strategic and International Studies, November 21, 2019; Ankit Panda, “China Warns
Vietnam to Not ‘Complicate’ South China Sea Dispute by Seeking Legal Arbitration,”
Diplomat, November 9, 2019.

97. Oriana Skylar Mastro, “How China Is Bending the Rules in the South China
Sea,” Lowy Institute, February 17, 2021.

98. Yu-Jie Chen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 1-2.

99. Yu-Jie Chen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 4; Taiwan Affairs Office of the State Council (FE 4Bt GIEHEIPAZE), The
Taiwan Question and China’s Reunification in the New Era (575 v 85 g C i E 4t
—3\k), August 10, 2022. Translation.

100. Yu-Jie Chen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 3.

101. Yu-Jie Chen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 3.

102. Yu-Jie Chen, written testimony for U.S.-China Economic and Security Review
Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach, May
4, 2023, 3.

103. Hu Xijin, “China Stresses Legal Status of Taiwan Straits to Deter US Provo-
cation,” China’s Ministry of Foreign Affairs, June 14, 2022.

104. Vivienne Bath, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023.

105. Anna Gelpern et al., “How China Lends: A Rare Look into 100 Debt Contracts
with Foreign Governments,” Center for Global Development, March 8, 2021.

106. Susan Finder, “Supreme People’s Court Updates Its Request for Instructions
Procedures Concerning the Application of Law,” Supreme People’s Court Monitor,
June 17, 2023.

107. Herbert Smith Freehills, “CIETAC 2022 Statistics Show Its Endeavour in
Line with International Practices,” February 16, 2023.

108. Herbert Smith Freehills, “CIETAC 2022 Statistics Show Its Endeavour in
Line with International Practices,” February 16, 2023.

109. Danni Hofmeyr, “The China-Africa Joint Arbitration Centre,” Dentons, Janu-
ary 26, 2017; Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal
of Transnational Law (February 16, 2023): 32.



217

110. Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal of
Transnational Law (February 16, 2023): 47.

111. Vivienne Bath, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 5-6.

112. Vivienne Bath, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 7-8.

113. Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal of
Transnational Law (February 16, 2023): 21.

114. Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal of
Transnational Law (February 16, 2023): 21.

115. Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal of
Transnational Law (February 16, 2023): 7.

116. Matthew S. Erie, “The Soft Power of Chinese Law,” Columbia Journal of
Transnational Law (February 16, 2023): 7.

117. Paul Scharre, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 5.

118. Paul Scharre, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 5.

119. Paul Scharre, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 5.

120. Paresh Dave, “China Exports Its Restrictive Internet Policies to Dozens of
Countries: Report,” Reuters, November 1, 2018; Adrian Shahbaz, “The Rise of Digital
Authoritarianism,” Freedom House, October, 2018, 4.

121. Adrian Shahbaz, “The Rise of Digital Authoritarianism,” Freedom House, Oc-
tober 2018, 8.

122. Adrian Shahbaz, “The Rise of Digital Authoritarianism,” Freedom House, Oc-
tober 2018, 8.

123. Hilary Matfess and Jeffrey Smith, “Africa’s Attack on Internet Freedom,” For-
eign Policy, July 13, 2018.

124. Paresh Dave, “China Exports Its Restrictive Internet Policies to Dozens of
Countries: Report,” Reuters, November 1, 2018; Adrian Shahbaz, “The Rise of Digital
Authoritarianism,” Freedom House, October 2018, 8.

125. Paresh Dave, “China Exports Its Restrictive Internet Policies to Dozens of
Countries: Report,” Reuters, November 1, 2018; Adrian Shahbaz, “The Rise of Digital
Authoritarianism,” Freedom House, October 2018, 8.

126. Paul Scharre, written testimony for the U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 5.

127. European Council, “Zimbabwe: Declaration by the High Representative on Be-
half of the European Union,” February 21, 2022; MISA Zimbabwe, “Analysis of the
Data Protection Act,” December 6, 2021.

128. China National People’s Congress, State Security Law of the People’s Republic
of China, (FF1EN Fﬁ'i@?ﬂ%‘ifzéii), February 22, 1993. Translation.

129. China National People’s Congress, State Security Law of the People’s Republic
of China, (11N %%*ﬂ%ﬁé&'), February 22, 1993. Translation.

130. Li-Wen Lin and Curtis J. Milhaupt, “We Are the (National) Champions: Un-
derstanding the Mechanisms of State Capitalism in China,” Stanford Law Review
65:5 (May 2013): 43, 46.

131. Tamar Groswald Ozery, written testimony for the U.S.-China Economic and
Security Review Commission, Hearing on U.S. Investment in China’s Capital Markets
and Military-Industrial Complex, March 19, 2021, 13; Tamar Groswald Ozery, “Un-
raveling China’s Capital Market Growth: A Political Economy Account,” University of
Michigan Law School, June 2019, 119.

132. U.S.-China Economic and Security Review Commission, 2018 Annual Report
to Congress, November 2018, 77-80.

133. Adam Segal, “Chinese Cyber Diplomacy in a New Era of Uncertainty,” Hoover
Institution, June 2, 2017, 3.

134. Adam Segal, “When China Rules the Web,” Foreign Affairs, August 13, 2018.

135. Dan Levin, “At U.N., China Tries to Influence Fight over Internet Control,”
New York Times, December 16, 2015.

136. Dan Levin, “At U.N., China Tries to Influence Fight over Internet Control,”
New York Times, December 16, 2015.



218

137. PYMNTS, “Leaked Documents Show UN Facial ID Tenets Framed by China,”
December 2, 2019.

138. Anna Gross, Madhumita Murgia, and Yuan Yang, “Chinese Tech Groups Shap-
ing UN Facial Recognition Standards,” Financial Times, December 1, 2019.

139. White House, Fact Sheet: Vice President Harris Advances National Security
Norms in Space, April 18, 2022; Bruce McClintock et al., “Responsible Space Behav-
ior for the New Space Era,” RAND Corporation, 2021; Bradley Bowman and Jared
Thompson, “Russia and China Seek to Tie America’s Hands in Space,” Foreign Policy,
March 31, 2021; United Nations, “UN Reducing Space Threats through Norms, Rules
and Principles of Responsible Behaviours: Resolution / Adopted by the General As-
sembly,” 2020.

140. Brian Weeden, written testimony for the U.S.-China Economic and Security
Review Commission, Hearing on China in Space: A Strategic Competition? April 25,
2019, 3, 12; Victoria Samson and Brian Weeden, “Opinion: For the First Time in
Decades, U.S. Seizes Initiative on Space Security,” C4ISRNET, September 14, 2023;
Delegation of the European Union to the UN and Other International Organiza-
tions in Geneva, “Conference on Disarmament, EU Statement in Subsidiary Body
3: Prevention of an Arms Race in Outer Space,” June 7, 2022; Bruce McClintock et
al., “Responsible Space Behavior for the New Space Era,” RAND Corporation, 2021.

141. Bradley Bowman and Jared Thompson, “Russia and China Seek to Tie Amer-
ica’s Hands in Space,” Foreign Policy, March 31, 2021; United Nations, “UN Reducing
Space Threats through Norms, Rules and Principles of Responsible Behaviours: Res-
olution / Adopted by the General Assembly,” 2020.

142. Bradley Bowman and Jared Thompson, “Russia and China Seek to Tie Amer-
ica’s Hands in Space,” Foreign Policy, March 31, 2021.

143. Brian Weeden, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Legal
Reach, May 4, 2023, 11.

144. Brian Weeden, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Legal
Reach, May 4, 2023, 11.

145. United States Defense Intelligence Agency, Challenges to Security in Space,
2022, 17-18, 26—29; Permanent Mission of the People’s Republic of China to the UN,
“Document of the People’s Republic of China Pursuant to UNGA Resolution 76/230
(2021),” May 3, 2022.

146. Brian Weeden, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Legal
Reach, May 4, 2023, 12-13.

147. Brian Weeden, written testimony for the U.S.-China Economic and Securi-
ty Review Commission, Hearing on Rule by Law: China’s Increasingly Global Legal
Reach, May 4, 2023, 12-13.

148. United Nations, “Treaty on Principles Governing the Activities of States in
the Exploration and Use of Outer Space, Including the Moon and Other Celestial
Bodies,” 1967.

149. United Nations, “Treaty on Principles Governing the Activities of States in
the Exploration and Use of Outer Space, Including the Moon and Other Celestial
Bodies,” 1967.

150. U.S. Defense Intelligence Agency, Challenges to Security in Space, 2022, 17—
18; Demitri Sevastopulo and Kathrin Hille, “China Tests New Space Capability with
Hypersonic Missile,” Financial Times, October 16, 2021.

151. Leonard Davis, “China’s Anti-Satellite Test: Worrisome Debris Cloud Circles
Earth,” Space.com, November 17, 2021.

152. Joey Roulette, “The Space Station Just Dodged Debris from a 2007 Chinese
Weapons Test,” New York Times, November 10, 2021.

153. Brett Tingley, “China’s Latest Giant Rocket Debris Crash Blasted by US and
European Space Chiefs,” Space.com, November 4, 2022.

154. Benjamin Silverstein, “China’s Space Dream Is a Legal Nightmare,” Foreign
Policy, April 21, 2023.

155. Benjamin Silverstein, “China’s Space Dream Is a Legal Nightmare,” Foreign
Policy, April 21, 2023.

156. Jacob Gershman, “The Moon Is a Huge Potential Resource. But Who Owns
1t?” Wall Street Journal, July 14, 2019; Senjuti Mallick and Rajeswari Pillai Raja-
gopalan, “If Space Is ‘the Province of Mankind, Who Owns Its Resources?” Observer
Research Foundation, January 24, 2019; CNBC, “Space Mining Could Become a Real
Thing—and It Could Be Worth Trillions,” May 15, 2018; Namrata Goswami, “China
in Space: Ambitions and Possible Conflict,” Strategic Studies Quarterly (Spring 2018):
75, 90.



219

157. United Nations, “Treaty on Principles Governing the Activities of States in
the Exploration and Use of Outer Space, Including the Moon and Other Celestial
Bodies,” 1967.

158. Brian Weeden, written testimony for the U.S.-China Economic and Security
Review Commission, Hearing on China in Space: A Strategic Competition? April 25,
2019, 62.

159. China Youth Daily, “Ye Peijian: If We Don’t Go to Mars Today, It Will Be
Difficult to Go in the Future” ("M% &: 4SRN AR, ¥R LEM), March 5, 2015.
Translation.

160. Ariel Cohen, “China’s Space Mining Industry is Prepping for Launch—But
What about the US?” Forbes, October 26, 2021.

161. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 13.

162. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 13; Deng Xiaoci, “China’s Top Space Contractor CASC Reveals New
Launch Vehicle Able to Send Chinese to Moon by around 2030,” Global Times, August
21, 2022; Elliot Ji, Michael B. Cerny, and Raphael J. Piliero, “What Does China Think
about NASA’s Artemis Accords?” Diplomat, September 17, 2020.

163. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 10-11; National Aeronautics and Space Administration, The Artemis
Accords; Elliot Ji, Michael B. Cerny, and Raphael J. Piliero, “What Does China Think
about NASA’s Artemis Accords?” Diplomat, September 17, 2020.

164. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 10-11; Marc Julienne, “China’s Ambitions in Space: The Sky’s the Lim-
it,” French Institute of International Relations, January 2021, 35; Elliot Ji, Michael
B. Cerny, and Raphael J. Piliero, “What Does China Think about NASA’s Artemis
Accords?” Diplomat, September 17, 2020.

165. Mark R. Whittington, “Why China Is Fuming over NASA’s Artemis Program,”
The Hill, September 4, 2022.

166. Xinhua, “Full Text: China’s Space Program: A 2021 Perspective,” January 28,
2022. Translation.

167. R. Lincoln Hines, “Beijing Issued a White Paper on China’s Space Program.
Here’s What’s New,” Washington Post, February 2, 2022.

168. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 13.

169. Andrew Jones, “China to Establish Organization to Coordinate International
Moon Base,” Space News, April 28, 2023.

170. Sebastian Rotella and Kirsten Berg, “Operation Fox Hunt: How China Ex-
ports Repression Using a Network of Spies Hidden in Plain Sight,” ProPublica, July
22, 2021.

171. Safeguard Defenders, “China Expands System of Extradition Treaties,” Jan-
uary 25, 2023; Safeguard Defenders, “Patrol and Persuade - A Follow Up on 110
Overseas Investigation,” December 5, 2022.

172. Safeguard Defenders, “China Expands System of Extradition Treaties,” Jan-
uary 25, 2023; Safeguard Defenders, “Patrol and Persuade - A Follow Up on 110
Overseas Investigation,” December 5, 2022.

173. Moritz Rudolph, “Xi Jinping Thought on the Rule of Law,” Stiftung Wissen-
craft und Politik Comment 2 (April 2021): 7.

174. Mareike Ohlberg, written testimony for U.S.-China Economic and Security
Review Commission, Hearing on China’s Global Influence and Interference Activities,
March 23, 2023, 4; Audrye Wong, “The Diaspora and China’s Foreign Influence Activ-
ities,” Wilson Center, May 31, 2022, 608, 611-614.

175. Martin Purbrick, “The Long Arm of the Law(less): The PRC’s Overseas Police
Stations,” Jamestown Foundation, June 12, 2023; Kenji Asada, Yukio Tajima, and
Soma Kawakami, “China’s 100-Plus ‘Secret Police Stations’ Span from NY to Tokyo,”
Nikkei Asia, June 6, 2023; Phelim Kine, Cristina Gallardo, and Joseph Gedeon, “Why
China’s Police State Has a Precinct near You,” Politico, April 19, 2023; Associated
Press, “What Are China’s Alleged ‘Secret Overseas Police Stations’?” April 18, 2023;
Safeguard Defenders, “Patrol and Persuade - A Follow Up on 110 Overseas Investi-
gation,” December 5, 2022, 5; Nina dos Santos, “Exclusive: China Operating over 100
Police Stations across the World with the Help of Some Host Nations, Report Claims,”
CNN, December 4, 2022;



220

176. U.S. Department of Justice, Two Arrested for Operating Illegal Overseas Police
Station of the Chinese Government, April 17, 2023; Larry Neumeister and Eric Tuck-
er, “Secret Chinese Police Station in New York Leads to Arrests,” Associated Press,
April 17, 2023.

177. April Xu, “After FBI Arrests, Chinatown Leaders Deny ‘Secret Police Station’
Allegations,” Documented NY, April 19, 2023; U.S. Department of Justice, Two Ar-
rested for Operating Illegal Overseas Police Station of the Chinese Government, April
17, 2023.

178. April Xu, “After FBI Arrests, Chinatown Leaders Deny ‘Secret Police Station’
Allegations,” Documented NY, April 19, 2023; Josh Rogin, “Opinion: Chinese Police
Stations in NYC Are Part of a Vast Influence Operation,” Washington Post, April 19,
2023; Safeguard Defenders, “Patrol and Persuade - A Follow Up on 110 Overseas
Investigation,” December 5, 2022, 7.

179. Martin Pubrick, “The Long Arm of the Law(less): The PRC’s Overseas Police
Stations,” Jamestown Foundation, June 12, 2023.

180. U.S. Department of Justice, 34 Officers of People’s Republic of China National
Police Charged with Perpetrating Transnational Repression Scheme Targeting U.S.
Residents, April 17, 2023.

181. U.S. Department of Justice, Two Arrested for Operating Illegal Overseas Police
Station of the Chinese Government, April 17, 2023.

182. U.S. Department of Justice, China-Based Executive at U.S. Telecommunica-
tions Company Charged with Disrupting Video Meetings Commemorating Tiananmen
Square Massacre, December 18, 2020.

183. Nicole Hong, “Zoom Executive Accused of Disrupting Calls at China’s Behest,”
New York Times, December 18, 2020.

184. Nicole Hong, “Zoom Executive Accused of Disrupting Calls at China’s Behest,”
New York Times, December 18, 2020; U.S. Department of Justice, China-Based Exec-
utive at U.S. Telecommunications Company Charged with Disrupting Video Meetings
Commemorating Tiananmen Square Massacre, December 18, 2020.

185. U.S. Department of Justice, China-Based Executive at U.S. Telecommunica-
tions Company Charged with Disrupting Video Meetings Commemorating Tiananmen
Square Massacre, December 18, 2020.

186. Nicole Hong, “Zoom Executive Accused of Disrupting Calls at China’s Behest,”
New York Times, December 18, 2020.

187. U.S. Department of Justice, 40 Officers of People’s Republic of China National
Police Charged with Perpetrating Transnational Repression Scheme Targeting U.S.
Residents, April 17, 2023.

188. Moritz Rudolf, “Xi Jinping Thought on the Rule of Law,” German Institute for
International and Security Affairs, April 2021, 5.

189. Thomas Eder and Bertram Lang, “The Pitfalls of Law Enforcement Coopera-
tion with China,” Diplomat, January 21, 2017.

190. Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress
the Uyghurs,” Wilson Center, 2022, 176.

191. Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress
the Uyghurs,” Wilson Center, 2022, 190-191.

192. Observatory of Economic Complexity, “Uruguay,” OEC World, August 16,
2023; Observatory of Economic Complexity, “Democratic Republic of the Congo,” OEC
World, August 16, 2023.

193. Safeguard Defenders, “China Expands System of Extradition Treaties,” Janu-
ary 25, 2023; Asia Freedom Institute, “China Expands Extradition Treaties,” January
29, 2023.

194. Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress
the Uyghurs,” Wilson Center, 2022, 176.

195. Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress
the Uyghurs,” Wilson Center, 2022, 176.

196. Bradley Jardine, “Great Wall of Steel: China’s Global Campaign to Suppress
the Uyghurs,” Wilson Center, 2022, 176.

197. Bruce Pannier, “Tajikistan Accused of Helping China in Campaign against
Uyghurs,” Radio Free Europe, June 15, 2021.

198. Darren Butler, “Looming China Extradition Deal Worries Uighurs in Turkey,”
Reuters, March 8, 2021.

199. Frankie Vetch, “Europe Cracks Down on China’s Abuse of Extradition,” Coda,
March 23, 2023.

200. Frankie Vetch, “Europe Cracks Down on China’s Abuse of Extradition,” Coda,
March 23, 2023.

201. Safeguard Defenders, “China’s Hunt for Taiwanese Overseas,” November 11,
2021.



221

202. Safeguard Defenders, “China’s Hunt for Taiwanese Overseas,” November 11,
21.
203. Safeguard Defenders, “China’s Hunt for Taiwanese Overseas,” November 11,
21

204. Lawrence Chung, “Indignant’ Taiwan to Send Officials to Beijing to Negotiate
Release of Nationals Deported from Kenya for Alleged Phone Scam,” South China
Morning Post, April 13, 2016.

205. House Foreign Affairs Committee, China’s Engagement in Sub-Saharan Af-
rica, November 14, 2022; Victoria Amunga, “Kenyan Lawmakers Want More Details
on $5B Railway Loan after Contract Partially Released,” Voice of America, November
8, 2022.

206. East African, “Kenya Approves Extradition of Citizens to China, Italy,” March
21, 2023.

207. Diego Zambrano, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 1-2; Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase
Down Fugitives: American Courts,” Wall Street Journal, July 29, 2020.

208. Diego Zambrano, “Foreign Dictators in U.S. Court,” University of Chicago, May
17, 2022, 188.

209. Diego Zambrano, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 8.

210. Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase Down Fugi-
tives: American Courts,” Wall Street Journal, July 29, 2020; Yuntinic Resources, Inc.,
a California Corporation vs. Jianming Xiao, et al., 2019.

211. Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase Down Fu-
gitives: American Courts,” Wall Street Journal, July 29, 2020.

212. Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase Down Fu-
gitives: American Courts,” Wall Street Journal, July 29, 2020.

213. Sebastian Rotella and Kirsten Berg, “Operation Fox Hunt: How China Ex-
ports Repression Using a Network of Spies Hidden in Plain Sight,” ProPublica, July
22, 2021; Sophie Richardson, “Letter from HRW To Interpol Secretary General Stock,”
Human Rights Watch, September 24, 2017.

214. Mark Jia, “Illiberal Law in American Courts,” University of Pennsylvania Law
Review 168 (December 2020): 1685-1744, 1710.

215. Mark Jia, “Illiberal Law in American Courts,” University of Pennsylvania Law
Review 168 (December 2020): 1685-1744, 1693-1694.

216. Mark Jia, “Illiberal Law in American Courts,” University of Pennsylvania Law
Review 168 (December 2020): 1685-1744.

217. General: Vivienne Bath, written testimony for the U.S.-China Economic and
Security Review Commission, Hearing on Rule by Law: China’s Increasingly Global
Legal Reach, May 4, 2023, 1; Moritz Rudolph, written testimony for the U.S.-China
Economic and Security Review Commission, Hearing on Rule by Law: China’s In-
creasingly Global Legal Reach, May 4, 2023, 8; Data Security Law: Sarah Cook,
“Beijing’s Extraterritorial Reach, Hong Kong National Security Law, More ‘Subver-
sion” Charges in China,” China Media Bulletin 146 (July 2020); Personal Informa-
tion Protection Law: Rogier Creemers and Graham Webster, “Translation: Person-
al Information Protection Law of the People’s Republic of China—Effective Nov. 1,
2021,” Stanford University, August 20, 2021; Julia Zhu, “The Personal Information
Protection Law: China’s Version of the GDPR?” Columbia Journal of Transnational
Law, February 14, 2022; Hong Kong National Security Law: Hong Kong Free
Press, “In Full: Official English Translation of the Hong Kong National Security Law,”
July 1, 2020; Donald Clarke, “Hong Kong’s National Security Law: A First Look,”
China Collection, June 30, 2020; Antiterrorism Law: China Law Translate, “Count-
er-Terrorism Law (as amended in 2018),” April 27, 2018; Cybersecurity Law: Rogier
Creemers, Graham Webster, and Paul Triolo, “Translation: Cybersecurity Law of the
People’s Republic of China (Effective June 1, 2017),” Stanford University, June 29,
2018; Antimonopoly Law: Antimonopoly Law of the People’s Republic of China,
August 30, 2007; Vivienne Bath, written testimony for the U.S.-China Economic and
Security Review Commission, Hearing on Rule by Law: China’s Increasingly Global
Legal Reach, May 4, 2023, 2; Chinese Criminal Law: China Law Translate, “Crim-
inal Law 2021 Edition,” December 28, 2020.

218. Moritz Rudolf, “China’s Foreign Relations Law: Balancing ‘Struggle’ with Bei-
jing’s ‘Responsible Great Power’ Narrative,” NPC Observer, July 3, 2023.

219. Kevin Pollpeter et al., “China’s Space Narrative,” China Aerospace Studies In-
stitute, March 26, 2019, 39; United Nations Office for Outer Space Affairs, “National
Space Law.”



222

220. Kevin Pollpeter et al., “China’s Space Narrative,” China Aerospace Studies
Institute, March 26, 2019, 39.

221. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4 2023, 14.

222. Sophie Goguichvili et al. “The Global Legal Landscape of Space: Who Writes
the Rules on the Final Frontier?” Wilson Center, October 1, 2021.

223. Daryl Kimball, “The Outer Space Treaty at a Glance,” Arms Control Associa-
tion, October, 2020.

224, United Nations Office for Outer Space Affairs, “Agreement on the Rescue of
Iskstronauts, the Return of Astronauts and the Return of Objects Launched into Outer

pace.”

225. United Nations Office for Outer Space Affairs, “Convention on International
Liability for Damage Caused by Space Objects.”

226. United Nations Office for Outer Space Affairs, “Convention on Registration of
Objects Launched into Outer Space.”

227. United Nations Office for Outer Space Affairs, “Agreement Governing the Ac-
tivities of States on the Moon and Other Celestial Bodies.”

228. Sophie Goguichviliet al., Alan Linenberger, Amber Gillette, and Alexandra
Novak, “The Global Legal Landscape of Space: Who Writes the Rules on the Final
Frontier?” Wilson Center, October 1, 2021.

229. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 4.

230. Sophie Lewis, “A Chinese Rocket Is Crashing into Earth Tonight—and Offi-
cials Have Narrowed Down Where Its Debris Could Land,” CBS News, May 8, 2021;
Senjuti Mallick and Rajeswari Pillai Rajagopalan, “If Space Is ‘the Province of Man-
kind,” Who Owns Its Resources?” Observer Research Foundation, January 24, 2019.

231. Brian Weeden, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on Rule by Law: China’s Increasingly Global Legal Reach,
May 4, 2023, 13.



SECTION 2: BATTLING FOR OVERSEAS HEARTS
AND MINDS: CHINA’S UNITED FRONT AND
PROPAGANDA WORK

Abstract

Over the past ten years, General Secretary of the Chinese Com-
munist Party (CCP) Xi Jinping has directed a wide-ranging effort
to enhance the potency and reach of China’s overseas influence ac-
tivities. Aiming to discredit the CCP’s critics while inducing others
to advance its strategic goals, these activities involve a variety of
agencies within the Party-state as well as proxies who further its
initiatives in fore1gn countries, often—but not always—unwittingly.
Foreign countries’ media, pohtlclans businesses, academic institu-
tions, and ethnically Chinese citizens and residents are all major
targets of Beijing’s harmful, aggressive, and at times illegal overseas
influence efforts. Operating with flagrant disregard for sovereignty
and the laws of foreign nations, these activities go well beyond “soft
power” and persuasion to include bribery and threats of violence
against officeholders and candidates for public office; harassment of
the press, including allegedly framing individual reporters for crimi-
nal activity; and intimidation of the Chinese diaspora on foreign soil
through the use of informants and threats against family in China.

Key Findings

e For CCP leaders, influencing how the outside world views and
engages with China is a matter of regime survival and a means
of advancing national interests. The Party-state recognizes that
the success of certain objectives—such as the CCP’s unques-
tioned rule over China, the absence of criticism regarding CCP
policies, the Party’s unequivocal claim to speak for the Chinese
diaspora in a way the outside world acknowledges, and the uni-
fication of Taiwan with the Mainland—depends partly on the
behavior of foreign leaders and publics. In the same vein, CCP
leaders understand that foreign parties’ reactions to their ef-
forts may impact the effectiveness of China’s signature foreign
policy initiatives, foreign investment, and technology transfer as
well as the attractiveness of its global image.

e Under Xi’s rule, China’s overseas influence activities are now
more prevalent, institutionalized, technologically sophisticated,
and aggressive than under his predecessors. China’s overseas
influence activities involve many actors within the Party-state
and can be found in countries around the world, regardless of
their form of government or level of development.

¢ The Chinese Party-state exhibits a growing and increasingly
brazen tendency to employ coercion in tandem with persuasion
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to conduct overseas influence activities, often in ways that chal-
lenge other countries’ sovereignty or threaten the rights of per-
sons living within their borders. Beijing seeks to sow discord in
other countries, including the United States, where the uptick
in China’s influence activities has inflamed rhetoric and con-
tributed to a troubling rise in violence against Asian Americans.

e Certain factors make countries more or less resilient to China’s
overseas influence activities. These include the presence of lib-
eral democratic institutions, such as a free press and an inde-
pendent judiciary, the extent of economic dependence on China,
the prevalence of domestic corruption, and a foreign society’s
familiarity with China.

e In the media sphere, China’s Party-state aims to bolster its
global image by encouraging positive coverage, manipulating
local media environments, and silencing critical voices. Content
sharing agreements between Chinese state media and foreign
media outlets, CCP-sponsored media training programs, invest-
ments in local media, disinformation propagated through so-
cial media, and intimidation of media figures are all avenues
through which the Party-state seeks to control foreign coverage
of China.

e In the political sphere, Beijing seeks to empower foreign politi-
cal figures who will pursue policies it regards as favorable while
deterring, threatening, or punishing those who pursue policies it
regards as disadvantageous. Covert efforts to influence electoral
processes, to violate the civil liberties of people within another
country’s borders, to curry favor with sitting officials, and to
harass unfriendly political figures are all hallmarks of China’s
overseas political influence activities.

e In the economic sphere, Beijing attempts to align the commer-
cial interests of other countries with its own strategic goals and
to distort domestic policymaking. In countries with weak insti-
tutions, China often employs outright corruption, enriching rul-
ing elites who advance its objectives. In democracies, industry
associations and business councils may serve as proxies for CCP
interests. The CCP may also leverage business partnerships in
strategic sectors to advocate for policies favorable to China.

¢ In the academic sphere, the Chinese government endeavors to
control access to knowledge about China and, by extension, to
influence public opinion regarding the policy choices based on
that knowledge. China’s influence activities can result in cen-
sorship, intimidation, and harassment that shape critical dis-
course about China in universities around the world.

Recommendations

The Commission recommends:

e Congress address China’s state-sponsored influence and inter-
ference in the United States by amending the Higher Education
Act of 1965 as follows:
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o To require the U.S. Department of Education to share data
on U.S. universities and colleges’ foreign gifts and contract
disclosures, required under section 117 of the act, with U.S.
federal law enforcement, intelligence agencies, and other rele-
vant agencies, including but not limited to the Federal Bureau
of Investigations and the Office of the Director of National
Intelligence (ODNI). Such information sharing should encom-
pass gifts and contracts extending back at least ten years, or
a period of time determined by Congress, as well as all future
gifts and contracts as they are disclosed to the department.

o To direct an interagency review, led by ODNI, to assess the
section 117 data to identify risks posed by China- and Hong
Kong- origin money received by U.S. universities and colleges.
The interagency findings should be reported to Congress and
inform steps, including potential suspension of federal funds,
to mitigate risks associated with continued receipt of Chi-
na-origin money by U.S. universities and colleges.

o To require universities and colleges to include in their section
117 reporting when a foreign gift or contract disclosure has
been added retroactively or when a past entry has been re-
vised, and to establish penalties for late reporting. Penalties
may include loss of federal financial assistance within three
consecutive or non-consecutive years of failing to disclose gifts
or contracts above the current threshold of $250,000.

o To direct the Department of Education to evaluate the ade-
quacy of the current reporting threshold of $250,000 by con-
ducting a study on the average amount of foreign gifts and
contracts received or signed by U.S. universities and colleges
in a variety of academic disciplines and to determine whether
the threshold needs to be adjusted for programs in disciplines
that Congress deems critical to U.S. national security. The
study should also include an analysis of the amount, focus,
and potential impact of China- and Hong Kong-origin gifts
and contracts received by U.S. universities and colleges over
the last ten years.

e Congress pass legislation to amend the Foreign Investment
Risk Review Modernization Act (FIRRMA) to expand the defi-
nition of “covered transaction” to include “research contracts.”
Under the expanded definition, the Committee on Foreign
Investment in the United States (CFIUS) should have the
authority to review investments made by Chinese entities in
the U.S. education system in the form of contracts. All parties
to the transaction, including the foreign contracting organi-
zations and U.S. institutions, should file a joint declaration
to CFIUS ahead of their contract start date. Upon passage
of this legislation, reporting requirements under section 117
of the Higher Education Act should be adjusted through reg-
ulation to include foreign gifts to U.S. universities and col-
leges, effectively transferring the administrative authority to
receive and oversee the collection of foreign research contract
reporting to CFIUS.
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e Congress amend the Lobbying Disclosure Act (LDA) to require
domestic associations, such as industry or trade associations,
who employ an individual registered as a lobbyist to publicly
disclose any donations or member contributions from entities
based in China and other countries of concern, as well as their
U.S. affiliates.

e Congress support the establishment of a new entity under the
U.S. Agency for Global Media (USAGM) to coordinate and dis-
seminate news content internationally in Chinese, English, and
other languages to promote fact-based information on China
and counter CCP global information manipulation. The entity
could facilitate partnerships with international journalists and
media, and provide independent content, particularly where
Chinese state and state-sponsored entities seek to discredit the
United States and the values of liberal democracy and promote
false narratives about China. This digital service will:

o Curate and repackage the best of USAGM entities’ daily con-
tent to provide uncensored China-related news in Mandarin
and English for countries around the world where China is
making inroads promoting its values and attempting to dis-
credit the United States; and

o Engage audiences and partners through multiple platforms
and multilateral means to promote responsible and fact-based
journalism.

e Congress establish an interagency group, led by the Office of the
Director of National Intelligence, to create a public database to
assist U.S. companies, universities, and individuals in conduct-
ing due diligence on potential business or academic partners in
China. The database should enable users to identify how Chi-
na’s military, United Front Work Department, intelligence agen-
cies, and security agencies may be linked to Chinese companies,
investment firms and other financial institutions, research in-
stitutes, and universities.

e Congress direct the U.S. Department of State, in coordination
with the U.S. Department of Commerce and U.S. Trade and De-
velopment Agency, to prepare a public biennial assessment of
the impact of China’s lending and other financial practices on
Belt and Road Initiative (BRI) participant countries and recom-
mend best practices for addressing the impacts of China’s activ-
ities through U.S. diplomatic and programmatic engagements.

o The assessment should consider the impact of these practices
on corruption and social stability within recipient countries,
among other issues.

o Based on the findings of the report, Congress request the
Department of State, in coordination with the Development
Finance Corporation, United States Trade and Development
Agency, and other relevant agencies, to work with the EU to
develop a unified approach to addressing the impact of Chi-
na’s activities under BRI in third countries.
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e Congress should consider legislative restrictions to address the
national security and systemic risks raised by Chinese social
media applications.

e Congress should require the U.S. Department of State to es-
tablish as grounds for student visa revocation any instance
where a foreign student surveils on behalf of or reports to any
foreign-state intelligence, security, law enforcement, or political
party authority the civil or political speech of any other student,
or threatens to do so. The Department of State shall develop
appropriate evidentiary sources and standards for revocation.

Introduction

This year, China’s government continued to aggressively seek to
influence foreign policymakers and interfere with civic life overseas.
To advance its goals, Beijing relies on a variety of covert and overt
influence tactics, some of which clearly violate U.S. law and under-
mine the protections afforded to U.S. persons. One such case was
publicly revealed in April 2023, when the Federal Bureau of Inves-
tigation announced that it had arrested and charged two defendants
in connection with opening and operating an illegal overseas “police
station” in lower Manhattan, New York, for a provincial branch of
China’s Ministry of Public Security (MPS).! The defendants alleged-
ly helped the Chinese government find Chinese nationals living in
the United States, harass them, and in some cases threaten them
with consequences if they did not return to China.2 Notably, one of
the defendants was introduced to the MPS by an official of China’s
United Front Work Department, the agency responsible for China’s
overseas influence operations.? “The PRC [People’s Republic of Chi-
nal, through its repressive security apparatus, established a secret
physical presence in New York City to monitor and intimidate dissi-
dents and those critical of its government,” Assistant Attorney Gen-
eral Matthew G. Olsen of the U.S. Department of Justice’s (DOJ)
National Security Division said.# “The PRC’s actions go far beyond
the bounds of acceptable nation-state conduct. We will resolutely de-
fend the freedoms of all those living in our country from the threat
of authoritarian repression,” he added.?

The actions described in the April 2023 complaint offer a window
into the Chinese Party-state’s overseas influence activities, which
have long sought to advance China’s priorities at the expense of
and with blatant disregard for foreign countries’ interests, laws, in-
stitutions, and residents.® This section explores how China’s over-
seas influence activities have evolved from the early days of the
communist revolution to suit the opportunities and demands of the
modern era. This section first assesses the Party-state’s efforts to
influence foreign societies in covert, harmful, and sometimes illegal
ways through two characteristic forms of Leninist political activities
known as united front work and external propaganda work. Then,
the section surveys the Party-state’s influence tactics and their ap-
plication in a variety of media, political, economic, and academic
contexts around the world. The section concludes by considering the
implications of China’s overseas influence activities for the United
States. The section draws on the Commission’s March 2023 hearing,
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“China’s Global Influence and Interference Activities,” consultations
with experts, and open source research and analysis.

Defining China’s Overseas Influence Activities and a
Theory of Harm

This section defines “overseas influence activities” as the wide
range of actions the CCP leadership undertakes to shape other
countries’ perceptions and their policy choices in ways that ad-
vance Chinese national interests. Furthermore, this section re-
stricts its focus to only those influence activities that plausibly
cause harm to the targeted country.* Harm to a country can be
construed in a variety of overlapping ways:

e Compromising political processes and institutions: This in-
cludes corrupting the integrity of political deliberation and
its associated processes as well as manipulating political or
social activity to disguise actions that advance China’s inter-
ests as the efforts of domestic constituencies.”

e Manipulating the information environment: This includes un-
dermining the ability of media or other civil society actors
to hold domestic and foreign actors accountable for choices
contrary to the public interest; it also includes restricting the
availability of knowledge that domestic policymakers require
as the basis for sound decision-making.8

e Encroaching on civil liberties: This includes preventing citi-
zens in democratic countries from exercising the freedoms to
which they are entitled (such as freedom of speech, freedom
of assembly, freedom of religion, and freedom of the press)
and may take the form of state-sponsored transnational re-
pression schemes carried out by China’s security services.?

e Undermining the commercial environment: This may involve
elite capture and other forms of corruption to create com-
mercial conditions that advance Chinese objectives, including
awarding contracts to Chinese firms, deepening dependence
on China, and achieving preferential access to resources or
export markets. Dependence on China as an export market
or as a supplier of critical goods and technology can then be
leveraged for coercive purposes.10

Some of China’s harmful overseas influence activities may be
illegal in the targeted country, but others may be entirely legal or
occupy a legal gray zone that makes them difficult to mitigate ef-
fectively. Some of these activities may exploit differences between
federal, state, and local regulations.l! In some cases, a discrete
instance of the influence activity may not be problematic, but the
cumulative impact of China’s activities may cause harm to the
targeted society.

*In contrast to activities that could be understood as beneficial and purely intended to build
“soft power,” which refers to the ability of a country to persuade others to do what it wants with-
out force or coercion. Joseph S. Nye, Jr., “Soft Power: The Means to Success in World Politics,”
Foreign Affairs, May/June 2004.
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Influencing Hearts and Minds Abroad: China’s United
Front and External Propaganda Activities

CCP leaders believe they must influence the outside world in order
to protect themselves from threats to their regime and to advance
China’s national interests, including its “national rejuvenation.”* 12
Since the Tiananmen Square massacre in 1989, the Party-state has
assessed that it faces a hostile Western bloc bent on undermining
China’s political stability by spreading “subversive” ideas within
China as well as among the Chinese diaspora.l3 At the same time,
it maintains that Western countries unfairly smear China’s interna-
tional image and aim to constrain its emergence as a global power.14
As a result, the Party-state seeks to influence the world in which
it operates and shape how China is perceived by foreign audiences
in ways observers often label “influence operations” or “foreign in-
terference.”1®> Drawing from the ideology developed by Russian po-
litical theorist and Marxist revolutionary Vladimir Lenin, the Par-
ty-state structures its efforts to influence foreign perceptions around
two longstanding Leninist{ approaches to foreign policy: “united
front work” and “external propaganda work.”16 United front work
involves rallying support for the CCP and neutralizing opposition
to its policies and authority, while external propaganda work aims
to control international perceptions of China and increase the CCP’s
sway over global narratives.1?

The Party-state conducts united front and external propaganda
work against a variety of overseas populationsi to rally them in
support of its agenda or counter threats to the success of that agen-
da.'® The CCP’s targets include foreign government officials, busi-
nesspersons, human rights advocates, and other influential figures
the Party-state believes have the clout needed to advance or impede
policies aligned with its goals.1® Another major target is the Chinese
diaspora, whom the Party-state views as resources for advancing its

*The CCP’s narrative of “national rejuvenation” promlses to increase China’s material power
and redress grievances from what Chinese leaders call the “century of humiliation,” which Beijing
believes robbed it of its rightful place as a global leader. Xi has repeatedly stated that unification
with Taiwan is an important part of national rejuvenation. For more on the national rejuvenation
concept, see U.S.-China Economic and Security Review Commission, Chapter 1, Section 2, “The
China Model: Return of the Middle Kingdom,” in 2020 Annual Report to Congress, December
2020, 89.

tDeveloped by Lenin in the early 1900s and deployed by the Communist Party of the Soviet
Union, Leninism is typically understood as an action-oriented ideology that builds upon the intel-
lectual groundwork laid by Marxism. Leninism builds on Marxism in holding that there exists a
singular, collective, utopian goal that polity and society should be organized and mobilized toward
reaching. Leninism supplements Marxism, however, in holding that a vanguard Party, operating
under the pretense of representing the working class or the “proletariat,” is both uniquely qual-
ified and necessary for achieving Marxism’s prophesied communlst future. The core legacy of
Leninism is a blueprint for creating an “organizational weapon,” namely a set of organizational
tactics for achieving, maintaining, and enacting societal control and influence. The organizational
weapon in Lenin’s framework is the Communist Party, which, operating under regimented hierar-
chical control of “democratic centralism,” is meant to thoroughly penetrate every sphere of society
and implement plans from the top down. Philip Selznick, “The Organizational Weapon,” McGraw
Hill (RAND series), 1952, 3-8; U.S.-China Economic and Security Review Commission, The China
Rising Leaders Project, Part 1: The Chinese Communist Party and Its Emerging Next-Genera-
tion Leaders, March 23, 2012, 55; Vladimir Lenin, “What Is to Be Done?: Burning Questions for
Our Movement,” in Lenin’s Collected Works, 1902; Daniel Tobin, written testimony for U.S.-China
Economic and Security Review Commission, Hearing on a ‘China Model?’ Beijing’s Promotion of
Alternative Global Norms and Standards, March 13, 2020.

£While this chapter focuses on the Party-state’s overseas united front work and propaganda
work, it is important to note that China also conducts these activities within its borders toward
its own population. Ryan Fedasiuk, “How China’s United Front System Works Overseas,” Austra-
lian Strategic Policy Institute, April 13, 2022.
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overseas interests and consolidating its global influence.20 Beijing
lays claim to all “sons and daughters of the Chinese nation in China
and abroad,” including PRC nationals overseas as well as ethnically
Chinese citizens and residents of foreign countries in its expansive
definition of what it means to be “Chinese.”2! A third target is per-
secuted ethnic and religious minorities whom the CCP perceives as
threats to territorial integrity and social cohesion, such as but not
limited to Tibetans, Uyghurs, Mongolians, and members of the out-
lawed Falun Gong movement.22 A fourth target is citizens of Hong
Kong who have resisted Beijing’s imposition of the National Secu-
rity Law and other encroachments on the formerly free territory.23
A fifth category is citizens of Taiwan, where the Party-state’s goals
include cultivating support for unification with the Mainland and
opposing de jure independence.24

Making Friends and Isolating Enemies: China’s United Front
Work

United front work is a way of managing relationships with im-
portant groups and individuals outside of the CCP that is based on
Russian revolutionary Vladimir Lenin’s concept of forming a “united
front,” or a temporary alliance with one’s friends and lesser ene-
mies,* to defeat greater enemies.2> Contemporary united front work
encapsulates the various activities of CCP organs, Chinese govern-
ment agencies, and their affiliates to coopt or coerce groups outside
of the CCP—including but certainly not limited to foreigners—into
comporting with the Party’s demands and advancing Chinese na-
tional interests as the CCP defines them.26 Chinese leaders from
Mao Zedong onward have affirmed the importance of united front
work, describing it as a “magic weapon” for defeating the CCP’s en-
emies.2?

Shortly after ascending to power, General Secretary Xi reempha-
sized the role of united front work as an increasingly important tool
and a “magic weapon”T for achieving China’s national interests in a
dangerous and dynamic world.28 In a speech at the Central United
Front Work Conference: in July 2022, Xi observed that the interna-
tional environment was in flux and argued that united front work
was now more important than before to safeguard China’s nation-
al sovereignty, security, and development interests.2? United front
work will be crucial to the Party-state’s efforts to become a “modern
socialist country” and realize “the great rejuvenation of the Chinese

*The CCP has long divided the world into “friends” and “enemies.” Friends are those inside of
China who uphold the Party’s rule and policy agenda and those outside of China who use their
power and influence to advance China’s interests. The CCP’s enemies are defined as those who
question its legitimacy or exercise of power. Mareike Ohlberg, written testimony for U.S.-China
Economic and Security Review Commission, Hearing on China’s Global Influence and Interference
Activities, March 23, 2023, 6; Matt Schrader “Friends and Enemies: A Framework for Under-
standing ‘Chinese Political Inferference in Democratic Countries,” German Marshall Fund, April
22, 2022, 1-2.

7The term “magic weapon” was first coined by Mao Zedong but has been used by every Chinese
leader since to describe three “weapons” or efforts necessary for the Party’s success: united front
work, Party building, and the armed struggle (or military activities). Peter Mattis and Alex Joske,
“The Third Magic Weapon: Reforming China’s United Front,” War on the Rocks, June 24, 2019.

iThe Central United Front Work Conference gathers together the country’s top leadership to
discuss the state of united front work and set future priorities. Xinhua, “At the Central United
Front Work Conference, Xi Jinping Emphasized Promoting the Unity and Struggle of Chinese
Sons and Daughters at "Home and Abroad to Gather Great Power for the Great Rejuvenation of
the Chinese Nation” CHETAED R G TAE W ESR (IR N A L2 BS54 2 b R A
KEMICEFE ), July 30, 2022. Translation.
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nation,” Xi argued, calling on officials below him to carry out united
front work with “a high sense of mission and responsibility.”30

The CCP has signaled that united front work is a major priori-
ty and has reformed the bureaucratic structures that implement it
over the past ten years. Xi has called for strengthening united front
work under the banner of his “Great United Front” concept.3! He
has also emphasized that all CCP officials must participate in unit-
ed front work and touted united front work’s importance in speeches
at the last two Party congresses and national work conferences on
the subject.32 Current united front regulations state that the CCP
must lead united front work and that Party committees at all levels
of government must play a role in united front work.33 Major bu-
reaucratic changes since Xi came to power include reviving a lead-
ing small group to coordinate Party activities on united front work,
elevating the status of the Central United Front Work Conference,
issuing two sets of regulations for united front work, and reorganiz-
ing the United Front Work Department (UFWD).34

China’s System for United Front Work: A Party-State-Wide
Endeavor

The “united front system” encompasses dozens of Party bodies,
ministries, military organizations, and civic entities that bring differ-
ent platforms, capabilities, and personnel to bear in China’s foreign
influence activities.3> United front work is inherent in many of the
Party-state’s global activities, from its funding of Chinese-language
study centers, to its diplomats’ engagement with foreign elites, to
its espionage services’ collection of intelligence, to its national po-
lice force’s perpetration of transnational repression.36 United front
work is also carried out by a wide range of quasi-official and civil
society groups that are based abroad but may nonetheless respond
to CCP and ministry guidance, underscoring the fact that China’s
overseas influence activities frequently involve proxies and benefit
from plausible deniability.37 The involvement of so many actors in-
side and outside of the Party-state makes the united front system a
flexible and effective vehicle of influence.38 Important actors within
the united front system include but are not limited to the following:

e The United Front Work Department (UFWD), the CCP
Central Committee department that coordinates united
front work toward the Chinese diaspora, Taiwan, Hong
Kong, ethnic minorities, and religious groups.3? Accord-
ing to Alex Joske, a senior risk advisor at McGrathNicol who
testified before the Commission, the UFWD contributes sig-
nificantly to covert overseas operations involving political in-
fluence, intelligence collection, and technology transfer.#0 The
UFWD does not exist at just the central level of China’s polit-
ical system; rather, there are smaller, identical versions of the
UFWD embedded within Party committees down to the local
level that carry out united front work inside and outside of
China.4! Provincial or even municipal UFWDs often supervise
the quasi-governmental and civil society groups that lobby for
Party-state interests overseas.*2 Most Chinese embassies and
consulates include UFWD personnel among their staff.43
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e The Chinese People’s Political Consultative Conference
(CPPCC), which is an “advisory” body the Party-state
uses to coordinate between itself and important social
groups—such as leaders in business, academia, and re-
ligious organizations outside of the Party—to carry out
united front work.*4¢ CPPCC delegates attend a high-profile
annual meeting to receive direction from the CCP regarding the
ways its policies should be characterized to both domestic and
foreign audiences.#®> Delegates to the CPPCC serve as proxies
for CCP interests by virtue of their participation in this forum,
and they frequently act as interlocuters with foreign govern-
ment officials, businesses, and academic institutions.46

e The International Liaison Department, another CCP
Central Committee department that engages with more
than 600 foreign political parties in 160 countries or re-
gions to facilitate united front work.7 47 This “party-to-par-
ty diplomacy” frequently involves conducting political training,
promoting China’s governance model, reinforcing China’s global
narratives, and increasing the number of China-friendly figures
across the political spectrum in foreign countries.48

¢ Quasi-official organizations subordinate to the UFWD
and related organs, which advocate for Party-state inter-
ests while appearing to be nongovernmental entities.*°
Some of these quasi-official organizations, such as the China
Council for the Promotion of Peaceful National Reunification
(CCPPNR), advocate for the “peaceful reunification” of Taiwan
and mainland China.?? Others, such as the Chinese People’s
Association for Friendship with Foreign Countries (CPAFFC),
advocate for closer bilateral ties with China and oversee major
elements of China’s subnational diplomacy, such as sister-city
partnerships.51 Still others, such as the Western Returned
Scholars Association (WRSA), encourage Chinese students and
scholars who have been educated abroad to contribute scientific
knowledge and technology to the cause of China’s moderniza-
tion.52

e Overseas Chinese community organizations whose lead-
ers may at times be engaged by the UFWD or related
organs and who may express the positions of the Par-
ty-state as the views of the communities they serve.>3
Peter Mattis, then director for intelligence at the Special Com-
petitive Studies Project, wrote in testimony before the Com-
mission that the united front system may co-opt the leaders
of some ethnic community organizations, such as chambers of
commerce, hometown associations, and cultural promotion cen-
ters.54 Notably, ordinary members of these community organiza-
tions may be unaware of the leadership’s engagement with the

*Both the elevation of fourth-ranking Politburo Standing Committee member Wang Huning to
chairman of the CPPCC and reports that Xi has tasked him to develop a “theoretical unification
strategy fit for the Xi era” indicate that united front work will likely play a greater role in China’s
future approach to Taiwan. Katsuji Nakazawa, “Analysis: Xi Puts Top Brain in Charge of Taiwan
Unification Strategy,” Nikkei Asia, January 26, 2023.

TThe CCP engages with ruling, opposition, and fringe parties across the ideological spectrum
in its party-to-party diplomacy. Lina Benabdallah, “Ties That Bind: China’s Party-to-Party Diplo-
macy in Africa,” Konrad-Adenauer-Stiftung, October 2021, 8.
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united front system, and the organizations themselves may not
be directly under the command of any united front-related or-
gan.?5 Community organizations with links to the united front
might receive support in the form of funding, logistical support,
and advice, and they likely have varying degrees of autonomy.>¢

China Leverages United Front Work for Intelligence
Collection, Repression

United front work builds relationships that facilitate intelli-
gence collection and/or repressive activities by China’s Ministry
of State Security (MSS) and MPS.*57 Mr. Joske testified before
the Commission that China’s intelligence services have recruited
united front figures in foreign countries as clandestine assets or
even posed as UFWD officials themselves to facilitate intelligence
operations.58

One recent case illustrates this entanglement between united
front work and China’s security services. In May 2023, DOJ in-
dicted a Massachusetts man for allegedly acting as an unregis-
tered foreign agent of the Chinese government and accused him
of providing information about Chinese dissidents and others to
China’s MPS and the UFWD.5° According to DOJ, Liang Litang
allegedly “provided PRC government officials with information
regarding members and leaders of Boston-area, Chinese family
associations and community organizations with pro-Taiwan lean-
ings.”60 DOJ also alleged that the information Mr. Liang provided
to the UFWD and MPS included the identification of an individual
he believed had “sabotaged” PRC flags in Boston’s Chinatown in
October 2018, a video of a dissident attending the “Boston Stands
with Hong Kong” march in August 2019, and photographs of an-
ti-PRC dissidents in front of the Boston Public Library in Sep-
tember 2019.61 The fact pattern described by DOJ demonstrates
that the UFWD and China’s security services may indeed rely
on the same human source to accomplish their varied objectives.

“Telling China’s Story Well”: CCP External Propaganda Work

External propaganda work refers to the Party-state’s efforts to
shape the attitudes of foreign audiences through propaganda.i 2
Like united front work, external propaganda work is also based on
Leninist principles of information control and has been practiced by
the CCP since the 1920s.63 The CCP leaders of the past and present
have viewed external propaganda work as a means of cultivating

*The MSS maintains two front organizations, the China International Cultural Exchange Cen-
ter (CICEC) and the China Institutes of Contemporary International Relations (CICIR), that
engage with foreign scholars of China and think tank experts to influence foreign policy debates
in a manner consistent with united front work. Alex Joske, Spies and Lies: How China’s Great-
est Covert Operations Fooled the World, Hardie Grant Books 2022, 26; Alex Joske, “The Party
Speaks for You: Foreign Interference and the Chinese Communist Party’s United Front System,”
Australian Strategic Policy Institute, 2020, 15; Peter Mattis and Matthew Brazil, Chinese Commu-
nist Espionage: An Intelligence Primer, Naval Institute Press, 2019, 56; Larry Diamond and Or-
ville Schell, eds., “China’s Influence and American Interests: Promoting Constructive Vigilance,”
Hoover Institution, 2019, 79-80.

TPropaganda is information, especially of a biased or misleading nature, used to promote or
publicize a particular political cause or point of view. European Parliament, Understanding Pro-
paganda and Disinformation, November 15, 2015.
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positive global attitudes toward China, countering what they view
as hostile foreign propaganda about China, publicizing the CCP’s
stance on important issues, promoting Chinese culture abroad, and
enhancing China’s ability to set the global agenda.6* External pro-
paganda work reinforces united front work by influencing the atti-
tudes of key overseas constituencies and is sometimes implemented
by the same organizations within the Party-state bureaucracy.6>

Since coming to power in 2013, Xi has repeatedly spoken about
the importance of improving China’s image by breaking what he
alleges is a Western, biased monopoly on international informa-
tion about China.%¢ Frequently, he describes the work of improving
China’s image through external propaganda in terms of “strength-
enfing] China’s international communication capabilities” or “telling
China’s story well.”67 In a 2015 speech, Xi underscored the global
reach of propaganda work by stating, “Wherever the readers are,
wherever the viewers are, that is where propaganda reports must
extend their feelers, and where the focus and foothold of propaganda
and ideological work must be placed.”68 In 2022 at the 20th Party
Congress, Xi made clear that the priority remains to “better tell
China’s stories, make China’s voice heard, and present a China that
is credible, appealing, and respectable.”¢® He vowed to make China’s
external propaganda work more effective and “to strengthen China’s
voice in international affairs so it is commensurate with our com-
posite national strength and international status.”70

Xi has also intensified the external propaganda drive that began
under his predecessor Hu Jintao by directing changes to the way
China’s propaganda apparatus produces and disseminates content
to foreigners.”! Since highlighting external propaganda work during
a 2016 visit to the headquarters of People’s Daily, Xinhua News
Agency, and China Central Television (CCTV), Xi has spoken repeat-
edly about the need for China to improve the precision, salience, and
efficacy of its global propaganda efforts.”2 He also oversaw the 2018
consolidation of three state television and radio broadcasters aimed
at overseas audiences—China Global Television Network (CGTN),
China Radio International, and China National Radio—into a me-
ga-broadcaster supervised by the CCP Central Propaganda Depart-
ment and referred to as the “Voice of China” in media intended for
foreigners.”3 In line with Xi’s exhortations to improve external pro-
paganda work, state media-affiliated newspapers and broadcasting
platforms have increased their production of content for foreign au-
diences, launched new overseas bureaus,* hired large numbers of
foreign journalists, and increased their social media presence.”*

*As of 2021, Xinhua has 181 overseas bureaus, while CGTN has offices in more than 70 coun-
tries. China Radio International also has a presence in at least 14 countries. By contrast, the
Associated Press has around 250 bureaus worldwide. Both Xinhua and China Daily also pay for
online and print inserts in U.S. news outlets. Between 2019 and 2021, China Daily spent more
than $7 million buying ad space in both print and online publications. Additionally, it claims to
have 300 thousand copies in circulation daily in the United States and 600 thousand overseas.
As a state-owned company, China Daily provides Beijing with a direct platform to spread propa-
ganda in the United States, primarily reaching an older generation of readers. Alternatively, an
increasing number of Americans rely on new media, like TikTok, for their news. TikTok, which
is privately owned by a Chinese company but ultimately must be responsive to the demands
of the Party-state, provides Beijing with a potential avenue to reach its more than 150 million
users in the United Sates. Catherine Thorbecke, “T'ikTok Says It Has 150 Million US Users amid
Renewed Calls for a Ban,” CNN Business, March 21, 2023; Christopher Paul, “How China Plays
by Different Rules—at Everyone Else’s Expense,” RAND Corporation, February 7, 2022; Joshua
Kurlantzick, “China Wants Your Attention, Please,” Council of Foreign Relations, December 28,
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China’s System for External Propaganda Work

China’s external propaganda system encompasses many agencies
that work to influence the international media environment on the
CCP’s behalf or in ways that advance its interests.”> The govern-
ment and nongovernment actors within China’s propaganda system
listed below engage in a mixture of propaganda, censorship, and
disinformation * to shape foreign media discourse.”® The CCP’s Pro-
paganda Department issues guidance regarding specific messages
to be conveyed to foreign audiences that are then implemented by
state media outlets, ministries, and Party bodies.”” As with unit-
ed front work, the top CCP leadership expects organizations at all
levels within China’s Party-state—and increasingly within Hong
Kong—to contribute to external propaganda work.”® Entities con-
tributing to China’s external propaganda work, officially directed or
not, include:

¢ Chinese state-owned media outlets, such as Xinhua News
Agency, China Daily, China Global Television Network
(CGTN), and China Radio International, which dissemi-
nate news and other programming around the world in
dozens of local languages.”® Joshua Kurlantzick, a senior
fellow for Southeast Asia at the Council on Foreign Relations,
observes that CGTN, China Radio International, and most other
Chinese state media outlets have struggled to grow their audi-
ence share in many regions of the world despite their efforts to
replicate the sleek and professional appearance of international
media counterparts.8® An important exception is Xinhua, which
maintains cooperation and content-sharing agreements with
numerous foreign news outlets and wire services that distribute
its stories or advertisements directly to local audiences.i8! Mr.
Kurlantzick notes that in places where it has relatively more
reporters, such as Africa and Southeast Asia, Xinhua is beating
competitor wire services to stories and is not under the same
pressure as its competitors to turn a profit.s2

e The Ministry of Foreign Affairs, which oversees the ac-
tivities of China’s diplomatic corps, training programs
for journalists from other countries, and the accredi-
tation of foreign journalists working in China.33 Sarah
Cook, the senior advisor for China, Hong Kong, and Taiwan at
Freedom House, observed in testimony before the Commission
that Chinese diplomats frequently promote falsehoods, such as
conspiracies regarding the origins of COVID-19, the source of

2022; Hadas Gold, “State Department Asks Americans Working for Chinese Media to Share Per-
sonal Details,” CNN Business, May 22, 2020.

*Censorship is the suppression of ideas and information that some individuals, groups, or gov-
ernment officials find objectionable or dangerous. Disinformation refers to politically motivated
messaging designed to engender public cynicism, uncertainty, apathy, distrust, and paranoia for
the purpose of depressmg citizen engagement. American Library Association, ¢ ‘First Amendment
and Censorship,” October 2021; National Endowment for Democracy, “Issue Brief: Distinguishing
Disinformation from Propaganda, Misinformation, and ‘Fake News,” October 17, 2017.

TWhile some major U.S. news outlets, like the New York Times, Washington Post, and Wall
Street Journal discontinued their content-sharing agreements with Xinhua, as of at least 2021,
others such as USA Today, the Los Angeles Times, and the Financial Times continue to permit in-
serts from Xinhua News Agency or China Daily. The paid inserts are sometimes labeled as being
from China Daily, but they often fail to note their ties to the Chinese government. In 2022, CNN
also published an advertisement for Xinhua advertising the Beijing Winter Olympics. Freedom
House, “Beijing’s Global Media Influence 2022,” 2022.
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prodemocracy protests in Hong Kong, and the atrocities commit-
ted against Uyghurs in Xinjiang.84 Chinese diplomats have also
pressured foreign media executives and journalists in private
and public settings to censor critical coverage about China.8?
For example, in 2021, the Chinese embassy in Sweden sent a
threatening email to Swedish journalist Jojje Olsson demanding
that he stop his critical coverage of Beijing.86

e The Ministry of Education, which oversees the promo-
tion of officially approved versions of Chinese history
and state-sponsored educational initiatives.8” The Minis-
try of Education oversees the parent body funding Confucius
Institutes, which have come under fire in the United States
over concerns they facilitate censorship and promote China’s
worldview as well as sovereignty claims over Taiwan.®8 In fact,
Politburo member Li Changchun openly described Confucius
Institutes as “an important part of our country’s external pro-
paganda layout” as early as 2007, leaving no doubt as to Con-
fucius Institutes’ supportive role in China’s global propaganda
activities.89 Since June 2022, 104 of 118 U.S.-based Confucius
Institutes have closed, but some new programs and initiatives
have already emerged to replace the closed institutes.?? Accord-
ing to Ian Oxnevad, a senior fellow at the National Association
of Scholars, some U.S. universities have transferred language
instruction previously held at Confucius Institutes to extant
partnerships with Chinese universities, while others are estab-
lishing new partnerships with the Chinese government agency
responsible for administering the Confucius Institutes (previ-
ously known as the Hanban, but now called the Ministry of
Education Center for Language Exchange and Cooperation).*91

¢ The Ministry of Culture and Tourism, which oversees the
promotion of officially approved versions of Chinese art
and culture abroad.??2 The Ministry of Culture and Tourism
oversees multi-channel networks (MCNs), which are agencies
that manage online influencers and help them produce content
approved and, in some cases, directly commissioned by the Par-
ty-state.?3 Some of these influencers produce propaganda spe-
cifically designed for overseas audiences and post their videos
on foreign platforms, such as YouTube.?4 A report by the Aus-
tralian Strategic Policy Institute highlighted one set of MCN-
backed YouTube accounts that publish content depicting the
supposedly joyous lifestyles of residents in Xinjiang, Tibet, and
Inner Mongolia, a clear effort to counter media reporting of Chi-
nese atrocities in these regions.%

e The People’s Liberation Army (PLA), the MSS, and oth-
er state-linked actors that conduct disinformation cam-
paigns targeting foreign audiences.?¢ While the PLA is most
likely behind many disinformation campaigns targeting Taiwan,

*The Center for Language Exchange and Cooperation in turn oversees an organization called
the Chinese International Education Foundation, which funds Confucius Institutes and their re-
placement programs. Rachelle Peterson, Flora Yan, and Ian Oxnevad, “After Confucius Institutes:
China’s Enduring Influence on American Higher Education,” National Association of Scholars,
June 2022, 8; Zhuang Pinghui, “China’s Confucius Institutes rebrand after overseas propaganda
rows,” South China Morning Post, July 4, 2020.
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others, such as the coordinated DRAGONBRIDGE * campaign
that propagated divisive content ahead of the U.S. midterms in
November 2022, are likely state-linked but difficult to attribute
to a particular Chinese government agency or military unit.%7

Chinese law enforcement agencies, which have been
linked to a massive online influence campaign target-
ing more than 50 platforms, including Meta, X (formerly
Twitter), TikTok, YouTube, and others.?8 In August 2023,
Meta announced that it had removed 7,704 accounts, 954 pag-
es, and 15 groups linked to a larger influence effort by Chi-
nese law enforcement that sought to promote pro-China talking
points and attack CCP critics.?? Content included criticisms of
the United States and positive commentary on China’s gover-
nance of Xinjiang, among other issues related to Beijing’s global
interests.100

The Hong Kong government, which has jailed local jour-
nalists, barred foreign journalists from permission to
cover certain events, and forced the closure of free me-
dia in the territory.l0l Once a bastion of press freedom in
Asia, Hong Kong plummeted from 18th place to 148th place
in Reporters Without Borders’ annual index on press freedom
between 2002 and 2022.102

Local media owners and political elites in foreign coun-

tries, who may favor closer ties with Beijing.193 Ms. Cook

argues these local media owners and political elites have often

“taken action—either at the direct behest of Chinese officials

or for their own pre-emptive business interests—to suppress

ﬁritiical reporting or amplify pro-Beijing propaganda and false-
00ds.”104

CCP Propaganda Pushes Tailored Messages to Global
Audiences

China’s external propaganda features both positive stories

about China and negative stories about the United States.105
Rebecca Fair, vice president of information advantage at the
technology services firm Two Six Technologies, testified before
the Commission that “almost 30 percent of PRC tweets in the
last 12 months use cultural content to promote a positive image
of China” and speculated that this positive messaging over the
past year by official Chinese government accounts was intend-
ed to counter perceived bad publicity in international media.106
During the same period, Ms. Fair noted, official and pro-Beijing
social media accounts also spread negative narratives portraying
the United States as a “global destabilizer” with severe internal
problems.197 Prominent topics included the United States’ alleged
escalation of the war in Ukraine, U.S. support for Japan’s defense,

*DRAGONBRIDGE is a cyber threat group linked to China that uses an expansive network of
inauthentic social media accounts to influence Hong Kong, Taiwan, and the United States. Man-
diant Intelligence, “Pro-PRC DRAGONBRIDGE Influence Campaign Leverages New TTPs to Ag-
gressively Target U.S. Interests, Including Midterm Elections,” October 26, 2022; Andy Greenberg,
“A Pro-China Disinfo Campaign Is Targeting US Elections—Badly,” WIRED, October 26, 2022.
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CCP Propaganda Pushes Tailored Messages to Global
Audiences—Continued

and parallels between the January 8, 2023, insurrection in Brazil
and the January 6, 2021, attack on the U.S. Capitol.108

Chinese propaganda on social media is often tailored to audi-
ences in different geographic regions in a variety of languages.109
According to Ms. Fair, between 2022 and 2023, official Chinese
government-affiliated tweets as well as inauthentic tweets likely
linked to the Chinese government targeting audiences in East
Asia, Southeast Asia, the Middle East, and North Africa tended
to emphasize negative depictions of the United States.119 By con-
trast, Chinese government-sponsored tweets targeting audienc-
es in Australia and Oceania, Latin America and the Caribbean,
Sub-Saharan Africa, and South and Central Asia focused on Chi-
nese infrastructure and investment.111

More broadly, Chinese media outlets frequently amplify the
Russian media’s messages, a phenomenon that Caitlin Dearing
Scott, a technical and team lead at the International Republican
Institute’s Center for Global Impact, described in her testimony
before the Commission as “narrative collusion.”112 Chinese cover-
age of Russia’s war in Ukraine is a clear recent example of this
collusion.113 Chinese officials and state media have adopted the
Kremlin’s sanitized language about the war, propagated claims
that the United States and NATO are to blame for tensions,
and provided vastly more air time to Russian perspectives than
Ukrainian ones.!14 Chinese state media outlets have also con-
sistently reposted social media content promoting the Kremlin’s
claim that the United States is running more than 30 bioweapons
labs in Ukraine.115

China’s Overseas Influence by Domain

China attempts to shape foreign media, political, economic, and
academic systems abroad through a mixture of persuasive and co-
ercive tactics inherent in united front and propaganda work. Ac-
cording to Ms. Cook and Mareike Ohlberg, a senior fellow in the
Indo-Pacific Program at the German Marshall Fund, China’s coer-
cive tactics have become more obvious—and more prevalent—in its
global activities over the past ten years, reflecting Chinese leaders’
belief that a strong country cannot be seen to tolerate criticism of
any kind.116

While it is clear that China’s overseas influence activities ag-
gressively target countries around the world, they appear to have
varying degrees of success.117 Moreover, determining whether these
efforts decisively impacted the outcome, even in particular cases,
remains challenging. Nevertheless, several witnesses testified before
the Commission that specific characteristics of the target country
may make it more or less resistant to China’s overseas influence
activities. These include:

e The presence of liberal democratic institutions. Countries
with a free press, political opposition, elections, an active civil
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society, and an independent legal system are better positioned
than countries without those institutions to identify and root
out undue foreign influence and interference.118

e The extent of economic dependence on China as well
as domestic corruption. Economic ties such as trade, infra-
structure investment, and lending are often “the entry point for
broader PRC political influence and interference,” Ms. Dearing
Scott observed.11® She noted that Beijing routinely exploits cor-
ruption among local elites to “capture” their support, arguing
that countries with medium to high levels of corruption are
most susceptible to Chinese influence based on BRI deals or
other economic inducements.120

¢ Knowledge of China within the foreign government and
population. Countries with low levels of local China expertise
may struggle to identify the potential pitfalls of engagement
with China, determine what types of cooperation facilitate CCP
influence efforts, or implement appropriate responses to miti-
gate and counter the most nefarious aspects of that influence.121
According to Ms. Cook, low levels of “China literacy” were com-
mon among all of the countries Freedom House described as
“vulnerable” to Chinese media influence in a recent study.122

China’s Harmful Media Influence Activities

The CCP is intensifying its global campaign to shape the media
environments of foreign countries, relying on more sophisticated
and coercive tactics than in the past.123 These efforts occur in all
regions of the world but appear especially vigorous in developing
countries.’2¢ Content sharing, media training programs, invest-
ments in local media, disinformation propagated through social me-
dia, and intimidation of media figures are five tactics that exempli-
fy China’s efforts to influence foreign media systems.125 Beijing’s
efforts to influence global media discourse have been challenged by
the resistance of local media establishments—especially in demo-
cratic countries—and the rigidity of its official messaging system,
but they may become more effective if the Party-state continues to
deploy narratives that resonate with local audiences and adapt to
emerging social media platforms.126

Content-Sharing Agreements Inject CCP Narratives into
Mainstream Media

Content-sharing agreements and other partnerships with main-
stream media are the most important way official Chinese messag-
ing reaches large local audiences.12?7 Under such agreements, Chi-
nese state media organizations such as Xinhua and China News
Service typically provide paid-for or free news stories, photos, or
videos to foreign media outlets, disguising CCP propaganda as legit-
imate coverage for local audiences.128 According to a 2022 Freedom
House report, at least 130 news outlets in the 30 countries surveyed
published Chinese state-produced content in print, on television, or
on the radio between 2019 and 2021.12° Chinese state media or oth-
er state-backed entities may also cooperate with foreign media to
coproduce film and television content, sometimes presenting them-
selves as private media groups even as they expose foreign audienc-
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es to official programming.130 Examples of Chinese content-sharing
agreements include:

e China Daily’s previous deals with at least 30 foreign newspa-
pers—including the New York Times, the Wall Street Journal,
the Washington Post, the UK Telegraph, and the Sydney Morn-
ing Herald—to carry four- or eight-page propaganda inserts
called China Watch.131 A number of media outlets later dropped
China Watch amid the pandemic and public scrutiny.132 Several
U.S. newspapers, such as the Los Angeles Times, continue to
publish China Watch.133

e Content-sharing agreements between Xinhua and three influen-
tial state-run media outlets in Ghana: Ghana News Agency, the
Ghanaian Times, and Daily Graphic.134

e CGTN’s regular slot on public broadcaster Kenya Broadcasting
Corporation’s Channel 1 from 11:00 p.m. to midnight, Monday
to Friday, as well as China Radio International’s use of a fre-
quency provided by the same public broadcaster to broadcast
}]g;rloggamming for 19 hours a day in English, Chinese, and Swa-

ili.135

e Agreements between the China International Communication
Center * and media groups in the United States and Southeast
Asia over the past seven years to co-produce or distribute doc-
umentaries favorably portraying China. For instance, Discovery
Channel aired a documentary series called “China: Time of Xi,”
which presented a one-sided, positive overview of Xi Jinping’s
tenure.136 In Southeast Asia, the National Television of Cambo-
dia co-produced a documentary that discussed China-Cambodia
relations and praised the CCP’s response to the COVID-19 vi-
rus.137 The Chinese Embassy in Cambodia promoted the docu-
mentary, noting that the production deal had been led by the
Central Propaganda Department’s Overseas Promotion office.138

CCP Media Training Programs Encourage Foreign Journalists
to “Tell China’s Story Well”

The Party-state also brings foreign journalists to China for all-ex-
penses-paid “trainings” and “exchanges” that expose them to official
talking points, cultivate goodwill toward China, and promote the
CCP’s state-controlled model of journalism.j 139 Media training and
exchange programs are managed jointly by China’s Foreign Minis-
try and the China Public Diplomacy Association and coordinated
by press centers for journalists from the Asia Pacific, Africa, Latin
America, and the Caribbean, aligning with Beijing’s efforts to ex-
pand its presence in developing countries.t 149 Generally speaking,
the programs prioritize journalists from developing or middle-in-

*The China International Communication Center is a company operated by the State Council
Information Office (SCIO) that shares an address with the Central Propaganda Department’s
Office of Foreign Propaganda. David Bandurksi, “Co-Producing with the CCP,” China Media Proj-
ect, February 17, 2023.

T China’s model of state-controlled journalism views information as a resource to be controlled
by the state rather than a public good grounded in journalistic standards. Journalists are trained
to cover events without criticizing domestic or Chinese officials and to portray a positive image
of China. Africa Center for Strategic Studies, “China’s Influence on African Media,” May 12, 2023.

#Similar programs exist for journalists from Europe and Central Asia. Reporters Without Bor-
ders, “China’s Pursuit of a New World Media Order,” 2019, 33.
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come countries and range from four days to ten months long.141 For-
eign journalists receive housing and a stipend for living expenses;
visit or intern with Chinese media organizations; interview Chinese
officials; take classes in China’s politics, approach to development,
and media practices; and participate in trips to popular tourist at-
tractions.142 Anecdotal evidence suggests the programs do not give
foreign journalists opportunities to ask critical questions of Chinese
interlocuters, tend to restrict participants’ freedom of movement
within China, and sometimes provide participants with instructions
on how they should report on China when they return home.143
Interviews with former participants suggest the trips successfully
influence some journalists’ perceptions of China but fail with oth-
ers.144 More broadly, the participation of foreign journalists in these
programs confers legitimacy on the Chinese media and creates the
impression of widespread approval for CCP policies.145

While the COVID-19 pandemic disrupted in-person international
media trainings and exchanges for several years, recent evidence
suggests China restarted these programs in late 2022 and that they
remain global in scope.146

e Prior to the pandemic, a 2019 Reporters Without Borders report
estimated that about 3,400 journalists from at least 146 coun-
tries had come to China for some sort of training or exchange
program, though this figure was likely an underestimate.147

e In June 2022, 73 journalists from 54 countries arrived in Bei-
jing for a six-month fellowship program during which they were
told there would be ample opportunity to study and cover the
upcoming 20th Party Congress.148

e In early 2023, journalists from 51 countries in Africa, South-
east Asia, and Central Europe began a four-month exchange
program that promised opportunities to extensively cover the
meetings of China’s National People’s Congress and the CPPCC
in March.149

Ownership of Media Outlets, Digital Platforms Threatens
Editorial Independence

China’s Party-state also influences media coverage abroad through
Chinese companies’ shares in or complete ownership of media out-
lets.* 150 Even when privately owned, Chinese media and technology
companies maintain close ties with the CCP and may act as “gate-
keepers” that veto or otherwise influence editorial coverage of China
at the outlets in which they invest.151 Chinese companies are also at
the forefront of digital television broadcasting on the African conti-
nent and are expanding the reach of Chinese social media platforms
around the world, creating new avenues through which the CCP can
influence news distribution outside of China.152 There is already ev-
idence that Chinese companies have used their control over foreign
media outlets and digital platforms to suppress reporting critical
of China, ensure coverage reflects CCP preferences, or crowd out

*Section 310 (a) (b) of the 1934 Communications Act prohibits the Federal Communications
Commission from granting broadcast, aeronautical radio, or common carrier licenses to any U.S.
entity that has more than a 25 percent investment by a forelgn corporation, government, or indi-
vidual. Federal Communications Commission, Foreign Ownership Rules and Policies for Common
Carrier, Aeronautical En Route and Aeronautwal Fixed Radio Station Licensees.
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coverage by other international broadcasters with content produced
by Chinese state media.l53 Examples of Party-state-affiliated enti-
ties seeking to influence the coverage or distribution of content in
foreign media include the following:

e Journalist Azad Essa was fired by South African news outlet
Independent Online in 2018, hours after one of his columns crit-
icized China’s persecution of Uyghurs.154 Chinese investors had
a 20 percent stake in Independent Online at the time.155

e Journalists working at the Taiwan-based China Times and
CtiTV, both owned by the pro-Beijing Want Want media group,*
told the Financial Times in 2019 that their editors take instruc-
tions regarding coverage on cross-Strait relations directly from
the Taiwan Affairs Office, the body in the Chinese government
that handles Taiwan affairs.156

e StarTimes, a Chinese satellite company with close ties to the
CCP, provides digital television infrastructure services to Gha-
na, Mozambique, Nigeria, Senegal, and South Africa.157 Accord-
ing to Freedom House, StarTimes offers access to inexpensive
subscription television packages that favor Chinese state media
channels over those of other international broadcasters.158

e WeChat suspended several prominent U.S. accounts run by
Chinese immigrants or Chinese-Americans between 2021 and
2023 for posting content that praised life in the United States
or did not take an overtly pro-Beijing position on issues like
the U.S.-China trade war.159 WeChat is owned by the Chinese
technology giant Tencent.160

e TikTok, the Chinese-owned social media platform, suspended ac-
counts and blocked content that showed or mentioned religious
activities banned in China, the Tiananmen Square massacre,
Tibetan independence, and other topics that Beijing regards as
sensitive.161 (For more on TikTok’s most recent efforts to block
content on prodemocracy activities in Hong Kong, see Chapter
5, Section 3, “Hong Kong.”)

Social Media Posts Spread CCP Propaganda and
Disinformation

China’s Party-state increasingly relies on social media platforms
to spread propaganda and disinformation in foreign media environ-
ments.162 Chinese embassies, consulates, diplomats, and state me-
dia outlets have created hundreds of new accounts on Facebook and
Twitter | since 2019, disseminating China’s official views on interna-
tional events in a variety of languages to millions of followers world-
wide.163 Networks of fake accounts linked to the CCPi frequently

*Want Want Holdings Limited is a Taiwan food and beverage manufacturer headquartered in
Shanghai, China. The company makes about 90 percent of its revenue by selling its products in
China, giving rise to longstanding rumors that it is closely aligned with mainland Chinese au-
thorities. Lisa Wang, “China Times Group Is Sold to Want Want,” Taipei Times, November 5, 2008;
Nick Aspinwall, “Taiwan Shaken by Concerns over Chinese Influence in Media, Press Freedom,”
Diplomat, July 27, 2019.

TIn July 2023, Twitter was rebranded as X. Wes Davis, “Twitter is being rebranded as X,” The
Verge, July 23, 2023.

#Such as those run by OneSight Technology, which held a contract with state-owned China
News Service. Jeff Kao and Mia Shuang, “How China Built a Twitter Propaganda Machine Then
Let It Loose on Coronavirus,” ProPublica, March 26, 2020.
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and rapidly share posts from official Chinese accounts as well as ar-
ticles containing disinformation on Facebook, Twitter, and YouTube,
artificially inflating the statistics measuring engagement with these
official accounts and accelerating the spread of falsehoods across
the internet.164 The kinds of content shared by Chinese state-affil-
iated media has grown more creative over time, with outlets such
as the Global Times and People’s Daily posting videos set to music
on YouTube or posting memes that convey anti-U.S. messages with
references to popular culture in a comical fashion.165 State media
organizations also pay Chinese and foreign social media personal-
ities to serve as “influencers” on YouTube, Twitter, Facebook, and
TikTok, promoting views sympathetic to the CCP without disclosing
their state affiliation.166 In 2022, the Digital Threat Analysis Center
(formerly the research firm Miburo) catalogued at least 200 influ-
encers with connections to the Chinese government or state media
operating in 38 different languages.167 Examples of China’s manip-
ulation of social media include:

e Researchers’ discovery in August 2023 of networks of Chinese
state-linked social media accounts spreading disinformation
about the Maui wildfires, including content claiming the fires
were the result of a “weather weapon” allegedly created by the
U.S. government.168 Reports on these disinformation activities,
including from the cybersecurity firm Recorded Future and Mic-
rosoft, note that the social media networks posted in more than
25 languages and used Al-generated images to sow discord in
the United States and elsewhere.169

¢ Xinhua’s posting on Twitter of a “Tetris”-themed meme criti-
cizing the United States’ handling of the COVID-19 virus in
2021.170

¢ Chinese state media collaboration with an Israeli social media
influencer who contradicted international reporting on China’s
atrocities in Xinjiang through trips to the province in which he
interviewed local cotton farmers and claimed, “It’s totally nor-
mal here.”17! In an interview conducted with CGTN during the
visit, the influencer asserted that there was “true harmony” be-
tween the Uyghurs and Han Chinese in Xinjiang.172

e U.S. cybersecurity firms’ discovery in 2022 of a Chinese state-
linked online influence campaign called DRAGONBRIDGE,
which has used massive networks of inauthentic accounts to
spread false or divisive content about alleged environmental
degradation by U.S. and Canadian rare earth companies, Chi-
na’s COVID-19 response, the war in Ukraine, and the explosion
of the Nord Stream 2 gas pipeline.173

China’s Diplomats Pressure Foreign Journalists to Avoid
Critical Coverage

Chinese diplomats routinely pressure media executives and jour-
nalists outside of China to alter coverage they view as unfavorable—
behavior that Freedom House observes has become more aggressive
in recent years.174 This pressure typically involves demands to edit
or delete unfavorable content as well as threats to pursue defama-
tion lawsuits or withdraw advertising if the offending media outlet
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or journalist does not comply.17”> Chinese diplomats may castigate
the media outlet or journalist publicly, but Freedom House observes
that more often, pressure is exerted privately in phone calls urging
a retraction or apology.176 Online harassment or cyberattacks by ac-
tors linked to Beijing may occur in tandem with Chinese diplomats’
complaints about critical coverage.1”? Chinese authorities may also
harass or detain the China-based relatives of foreign journalists to
punish them for critical coverage.*178 Examples of Chinese diplo-
matic pressure on foreign media include:

e Kuwaiti newspaper Arab Times’ decision to delete an interview
with Taiwan’s foreign minister from its website following public
condemnation by the Chinese Embassy in Kuwait in August
2021.179 Arab Times replaced the online interview with a state-
ment from the embassy titled “There is only one China in the
world and Taiwan is an inalienable part of China’s territory.” 180

e The Chinese Embassy in Sweden’s aggressive treatment of
Swedish journalists during the tenure of Ambassador Gui Con-
gyou (2017-2021), who gained notoriety as one of China’s best-
known “wolf warrior” diplomats.j 181 This included threats the
embassy sent to Swedish freelance journalist Jojje Olsson in
2018 and in 2021 following stories critical of the Chinese gov-
ernment.182

e The intense online harassment and apparent framing of De
Volkskrant reporter Marije Vlaskamp for fake bomb threats
against the Chinese embassies in Oslo and The Hague follow-
ing her coverage of sensitive topics, including the activities of
Chinese dissidents in the Netherlands.1®3 The Netherlands’
Ministry of Foreign Affairs subsequently demanded clarification
from the Chinese Embassy about the origins of the intimidation
campaign against Ms. Vlaskamp.184

According to Ms. Cook, a recent Freedom House study of Chinese
influence on foreign media between 2019 and 2022 found at least
one incident of censorship or intimidation aimed at suppressing re-
porting or viewpoints critical of the Chinese government and com-
panies in 24 of the 30 countries assessed.185 About half of these
incidents involved Chinese diplomats or state-owned enterprises,
Ms. Cook noted, but the other half involved “local officials or media
executives from outside China who attempted to suppress the criti-
cal reporting because of their own interest[s] related to the Chinese
government.” 186

China’s Harmful Political Influence Activities

The CCP attempts to shape the political ecosystems and choic-
es of foreign countries, exploiting the porous nature of democratic
systems and making use of cyber operations as well as coercion to
achieve its goals.187 Ms. Dearing Scott testified before the Commis-

*For instance, in 2018 Chinese authorities detained relatives of at least five U.S.-based report-
ers who covered the CCP’s crackdown in Xinjiang for Radio Free Asia’s Uyghur service. Austin
Ramzy, “After U.S. Based Reporters Exposed Abuses, China Seized Their Relatives,” New York
Times, March 1, 2018

+Between 2017 and 2020, Ambassador Gui was reportedly summoned by Sweden’s forelg‘n
ministry more than 40 times to protest his remarks. Lai Fu, “Growling Back at the West,” China
Media Project, August 8, 2021.
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sion that her organization, the International Republican Institute,
had “noted robust attempts by the PRC at pure political influence
and interference.” 188 She argued that the type of political influence
activity employed depends on the country China is targeting.189 Ms.
Dearing Scott observed that while China often prefers to “identi-
fy, empower, and occasionally fund proxies, candidates, and parties
that favor cooperation with the PRC and who will not push the
envelope on any of the PRC’s red lines,” it has also attempted to
directly steer elections in Taiwan, Australia, and Canada.19° The al-
legations and evidence of CCP-linked political influence efforts that
do exist publicly are limited, complicating any effort to quantify the
scale of these activities or to assess their efficacy on average, even
if they appear to show that Beijing has generally failed to achieve
its aims.191

Influencing Foreign Electoral Processes

There is a small but growing amount of evidence that actors as-
sociated with China’s Party-state have sought to influence electoral
processes in the United States as well as in allied and partner coun-
tries, though the operations that have been exposed do not appear
to have impacted the outcomes.'2 Efforts to fund candidates per-
ceived as friendly to Beijing during elections or to bombard the pub-
lic with disinformation that undermines confidence in certain can-
didates, the government, or the integrity of the election at large are
all consistent with the U.S. National Intelligence Council’s definition
of election influence.*193 Recent examples in which actors linked
to China’s Party-state have attempted to influence other countries’
elections include the following:

e Prior to the November 2022 U.S. midterm elections, cybersecu-
rity researchers discovered multiple coordinated social media
campaigns in which fake online accounts potentially linked to
China’s Party-state propagated content containing anti-U.S.
messages, criticisms of U.S. politicians, and highly divisive po-
litical topics across a variety of social media platforms.194 One
social media influence campaign dubbed DRAGONBRIDGE by
U.S. cybersecurity firm Mandiant aggressively sought to dis-
credit the U.S. democratic process by posting English-language
videos discouraging Americans from voting, impugning the
productivity of U.S. lawmakers, and highlighting instances of
politically motivated violence as evidence that U.S. democracy
had purportedly failed.195 Another series of campaigns discov-
ered by Twitter spanned more than 2,000 inauthentic accounts
and propagated claims that the 2020 election had been rigged,
narratives favored by the U.S. political right and U.S. political
left, and messages echoing the Chinese government’s rhetoric
on issues like then Speaker of the U.S. House of Representa-
tives Nancy Pelosi’s 2022 trip to Taiwan.196 Yet another cam-
paign discovered by Meta involved a series of fake accounts on
Facebook and Instagram that posed as conservative and liberal

*The National Intelligence Council considers “election interference” to be a subset of election
influence activities that specifically target the technical elements of an election, such as voter reg-
istration, casting and counting ballots, or reporting results. National Intelhgence Council, Foreign
Threats to the 2020 US Federal Electwns, March 21, 2021.
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Americans sharing content related to gun ownership and abor-
tion access in sometimes mangled English.*197 There is no evi-
dence that these social media campaigns had any impact on the
2022 midterms’ outcome, but experts assess these efforts reflect
China’s maturing cyber operations tradecraft and the adoption
of tactics generally associated with Russian and Iranian influ-
ence campaigns.198

e In March 2022, DOJ arrested a Chinese national for allegedly
working on behalf of the MSS on charges related to a conspir-
acy to surveil and harass a candidate for U.S. Congress in New
York.199 The Chinese national, Lin Qiming, allegedly hired a
private investigator to discover and manufacture compromising
information about the candidate, whom media reporting re-
vealed to be Yan Xiong, a military veteran and former leader of
the 1989 prodemocracy protests.200 According to the DOJ com-
plaint, Mr. Lin also suggested the private investigator physical-
ly attack Mr. Yan and “beat him until he cannot run for election”
or arrange a car crash ahead of the election.201 While there is
no evidence the scheme had any impact on the election’s out-
come, Mr. Yan claims the scheme “successfully” sank his race.202

e Between November 2022 and May 2023, Canadian media pub-
lished a series of reports based on leaked intelligence from the
Canadian Security Intelligence Service that detailed allega-
tions of Chinese state-sponsored influence operations during
the country’s 2019 and 2021 federal elections.203 The reports
included claims that China funneled money through its Toronto
consulate to 11 candidates who ran in the 2019 federal elec-
tion and that Chinese diplomats and their united front proxies
made undeclared donations to political campaigns and hired in-
ternational Chinese students to volunteer for certain candidates
ahead of the 2021 federal election.204 The leaked Canadian Se-
curity Intelligence Service documents reportedly detail efforts
by several Chinese consular officials to encourage members of
Chinese-Canadian organizations to rally votes for the Liberal
Party and defeat Conservative Party candidates because they
viewed the latter as hostile to China.2%5 There is no evidence
China’s state-sponsored influence operations changed either
election’s outcome.206

e In February 2022, Australian media reported that the Austra-
lian Security Intelligence Organization (ASIO), Australia’s do-
mestic counterintelligence agency, had disrupted a plot in which
China-linked figures allegedly sought to fund parliamentary
candidates in the New South Wales branch of the Labor Party in
an upcoming federal election.207 ASIO chief Mike Burgess said
in a speech that the plot was arranged by a wealthy individual
with connections to a foreign government—a country Australian
media subsequently determined was China based on interviews
with multiple sources in the intelligence establishment unau-

*According to Meta’s 2022 report, in at least one instance, an inauthentic account shifted from
posting pro-choice content to anti-Biden content while malntalnmg the same user information.
Ben Nimmo and Mike Torrey, “Taking Down Coordinated Inauthentic Behavior from Russia and
China,” Meta, September 2022, 9.
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thorized to speak publicly.298 The wealthy individual allegedly
hired a subordinate to identify “candidates likely to run in the
election who either supported the interests of the foreign gov-
ernment or who were assessed as vulnerable to inducements
and cultivation” and provided to that subordinate an offshore
bank account with hundreds of thousands of dollars for operat-
ing expenses.209 Mr. Burgess said ASIO successfully prevented
the wealthy individual and the subordinate from getting specific
candidates preselected to stand for Labor seats, and there is no
evidence the plot affected the outcome of the election.210

Attempted Infiltration of U.S. Institutions to Violate Rights of
Diaspora Communities

China’s Party-state has deployed a number of schemes to violate
the rights of ethnically Chinese people and other minorities living in
the United States, at times attempting to infiltrate U.S. government
and civic institutions to provide cover for its egregious and illegal
activities.211 Andrew Chubb, a senior lecturer at Lancaster Univer-
sity, argued in testimony before the Commission that “the most de-
monstrable overseas impact of Beijing’s interference has been on
civil liberties and human rights, particularly inside diaspora com-
munities.”212 He observed that Beijing’s influence activity “against
dissidents and persecuted ethnic groups has severely impacted on
freedoms of speech, political association and social trust in émigré
communities,” an observation borne out by recent nongovernmental
organization (NGO) reporting and law enforcement charges related
to China’s transnational repression practices.213 Recent examples in
which actors linked to China’s Party-state have allegedly deployed
harmful tactics and attempted to undermine civil liberties such as
religious freedom, freedom of speech, and freedom of assembly by
infiltrating U.S. government or civic society institutions include the
following:

e In May 2023, DOJ unsealed a complaint charging a Chinese
citizen and a U.S. resident with participating in a scheme to
revoke a New York-based Falun Gong organization’s tax-exempt
status and paying bribes to an undercover U.S. law enforcement
officer posing as an Internal Revenue Service (IRS) agent.214
DOJ’s complaint alleged that the two men filed a false com-
plaint against a Falun Gong entity using the IRS’s Whistleblow-
er Program at the direction of Chinese officials and then paid
$5,000 in cash bribes to the undercover law enforcement officer
in order to initiate an audit of the Falun Gong entity.215 “John
Chen and Lin Feng allegedly waged a campaign at the behest
of the Government of the People’s Republic of China to influence
a U.S. Government official in order to further the PRC Govern-
ment’s repression of practitioners of Falun Gong,” U.S. Attorney
Damian Williams for the Southern District of New York said of
the foiled plot.216 He noted that Beijing’s use of illegal methods
to achieve its autocratic aims are “as shocking as they are in-
sidious.”217

e In March 2022, DOJ charged three individuals with conspir-
ing to act as agents of the Chinese government, commit inter-
state harassment, and bribe a federal official for the purpose
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of discrediting Chinese prodemocracy activists residing in the
United States.218 According to DOJ, two of the defendants—Fan
“Frank” Liu, the president of a purported media company, and
Matthew Ziburis, a former correctional officer for the state of
Florida—acted at the direction of Qiang “Jason” Sun, a PRC-
based employee of an international tech company, to spy on and
spread negative information about multiple Chinese dissidents
living in California, Indiana, and New York City.21° In one case,
the defendants allegedly paid a private investigator to bribe an
IRS employee to access the federal tax returns of a Chinese
dissident, hoping to discredit him by publicly disclosing his tax
liabilities.220 The private investigator cooperated with law en-
forcement, and no IRS employee received a bribe payment.221

e In March 2022, DOJ charged a New York man with acting as
an agent of China’s government and accused him of using his
status within the Chinese dissident community to collect in-
formation about activists on behalf of the MSS.222 According
to DOJ, Wang Shujun—a former leader within the Chinese
dissident community and founder of a prodemocracy organiza-
tion serving Chinese dissidents in Queens, New York—collected
information about prominent activists, dissidents, and human
rights leaders made available to him in confidence as the leader
of the civil society organization at the direction of MSS han-
dlers from at least 2016 onward.223 Mr. Wang’s alleged victims
included Hong Kong prodemocracy activists, advocates for Tai-
wan independence, Uyghur activists, Mongolian activists, and
Tibetan activists in New York City as well as abroad.22¢ DOJ’s
complaint stated that one Hong Kong democracy activist whom
Mr. Wang reported was arrested in Hong Kong and jailed on
political charges as a result.225

Intimidation of Political Figures Who Pursue Policies
Unfavorable to China

China’s Party-state pressures sitting officials and other political
figures in foreign countries to avoid policies it regards as unfavor-
able to its interests. This pressure may take the form of attack-
ing foreign political figures’ reputations, threatening their family
members, or retaliating for moves it disapproves of by cutting off
exchanges with China. Examples in which China’s Party-state has
pressured foreign political figures to change policies or positions it
dislikes include the following:

e In May 2023, Canadian press reported that the Canadian Secu-
rity Intelligence Service had produced an assessment two years
prior finding that the MSS had targeted the family of Michael
Chong, a Conservative Member of Parliament [MP] who spon-
sored a parliamentary measure to recognize China’s atrocities
in Xinjiang as genocide.226 Suspected MSS officer Zhao Wei re-
portedly sought information on Mr. Chong’s relatives in Hong
Kong while posted as a diplomat at the Toronto consulate.227
Canadian intelligence assessed this was “almost certainly meant
to make an example of this MP and deter others from taking
anti-PRC positions.”228
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e In March 2023, outgoing President of the Federated States of
Micronesia (FSM) David Panuelo described an instance of in-
timidation by Chinese officials in a public letter to fellow Pacific
Islands leaders warning of Beijing’s covert and coercive efforts
to align the region with China instead of the United States.* 229
“You can imagine my surprise when I was followed this past
July in Fiji during the Pacific Islands Forum by two Chinese
men; my further surprise when it was determined that they
worked for the Chinese Embassy in Suva,” then President Pan-
uelo wrote, recalling the incident.230 “To be clear: I have had
direct threats against my personal safety from PRC officials act-
ing in an official capacity.”251

Incentivizing Sitting Officials to Support Policies Favorable
to China

The Party-state also aggressively seeks to access and incentiv-
ize sitting officials in foreign countries to support policies that fa-
vor China, frequently relying on financial contributions distribut-
ed by its proxies to further these goals.232 According to Mr. Mattis,
wealthy individuals are a common type of proxy that work on the
Party-state’s behalf to “move money quickly outside of China and ...
spend that money legitimately without generating the alarm that
comes with more direct state activity.”233 He notes that these funds
can buy “access to the major political parties” and fund “platforms
for pro-China voices.”234 Examples in which individuals linked to
the Party-state have attempted to cultivate sitting politicians’ sup-
port for China-friendly policies through financial contributions in-
clude the following:

e In 2023, Canadian media reported that the Canadian Security
Intelligence Service had uncovered evidence a decade prior of a
Chinese state-backed plot to improperly influence then Liberal
Party leader Justin Trudeau by directing a wealthy individu-
al to donate to organizations affiliated with his father, former
Prime Minister Pierre Trudeau.235> According to the Globe and
Mail, the intelligence service intercepted a 2014 conversation
between a Chinese consular official and Canada-based billion-
aire Zhang Bin in which the official instructed Mr. Zhang to
donate $1 million to the Trudeau Foundation and told him
the Chinese government would reimburse him for the entire
amount.236 Mr. Zhang, who is a member of several major united
front organizations, subsequently joined with another wealthy
Chinese businessman to donate $1 million to the Trudeau Foun-
dation and the University of Montreal in 2015, where the elder
Trudeau had studied and later taught.237 The office of current
Prime Minister Justin Trudeau stated that he was unaware
of Mr. Zhang’s donation and had ceased involvement with the
Trudeau Foundation upon becoming leader of the Liberal Party
in 2013, two years prior to the donation.238

e In 2022, UK intelligence service MI5 issued a rare “interference
alert” alleging that British-Chinese lawyer Christine Ching Kui

*During his presidency, Panuelo authored several letters critical of Beijing. Cleo Paskal, “Mi-
cronesia’s President Writes Bombshell Letter on China’s ‘Political Warfare,” Diplomat, March
10, 2023.
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Lee was “knowingly engaged in political interference activities
on behalf of the United Front Work Department (UFWD) of the
Chinese Communist party.”239 The alert stated that Ms. Lee
was “engaged in the facilitation of financial donations to polit-
ical parties, Parliamentarians, aspiring Parliamentarians and
individuals seeking political office in the UK” on behalf of indi-
viduals based in China and Hong Kong in “covert coordination
with the UFWD.”240 It warned anyone in contact with Ms. Lee
to be “mindful of her affiliation with the Chinese state and re-
mit to advance the CCP’s agenda in UK politics.”241 A Guard-
tan report found that Ms. Lee’s law firm had made donations
to UK political figures totaling $926,349 (£675,586), $801,011
(£584,177) of which were “donations in kind” to the office of
Labor member of Parliament and former shadow cabinet mem-
ber Barry Gardiner.242 Ms. Lee is known to be a member of the
China Overseas Friendship Association* and the CPPCC, both
of which are involved in united front work.243

China’s Harmful Economic Influence Activities

There are two key features of the Party-state’s united front strat-
egy discussed below: the use of influence operations to advance Chi-
na’s economic interests in other countries and the use of economic
actors to exert influence over foreign countries in order to shape
policies that suit Beijing.24¢ Chinese firms’ pervasive and system-
atic efforts to “capture” elites{ for the purpose of achieving China’s
foreign investment objectives degrade the international business
environment, making it harder for firms not aligned with Beijing’s
agenda to compete. These economic influence activities also deepen
other countries’ dependence on China, create debt sustainability con-
cerns, and cause harm to local populations and environments. More
broadly, Beijing attempts to co-opt local organizations or establish
organizations it presents as being local or joint but that actually
represent its views. While such activities may not be as harmful to
the international business environment and local economies as Chi-
na’s elite capture, they nonetheless present a challenge for officials
to identify the presence and extent of China’s foreign influence on
economic policymaking.

Elite Capture Fuels Corruption and Builds Market Share for
Chinese Companies

A major aspect of China’s overseas economic influence activities
involves capturing foreign elites through bribery or other forms of

*The China Overseas Friendship Association is an important platform through which the
UFWD co-opts and interacts with overseas united front figures. According to Mr. Joske, the as-
sociation operates “like bureau-level organs of the UFWD” and has chapters around the world.
Alex Joske, “The Party Speaks for You: Foreign Interference and the Chinese Communist Party’s
United Front System,” Australian Strategic Policy Institute, 2020, 7, 12, 44; Xinhua, “CCP Central
Committee Issues Regulations on CCP United Front Work” (3 sk Ej1 e oy [ 35 7 5 45— i 2 TAF
219)), September 22, 2015. Translation.

TElite capture is a form of corruption in which public officials and national elites manage or
direct government projects in a manner that enables them to misdirect resources for their own
personal financial gain to the detriment of the public. Chinese influence creates a system of incen-
tives whereby those in positions of power choose and implement policy outcomes advantageous to
China but likely detrimental to public welfare because the elites will also be enriched through the
outcome. International Republican Institute, “A World Safe for the Party China’s Authoritarian
Influence and the Democratic Response: Country Case Studies from Nepal, Kenya, Montenegro,
Panama, Georgia and Greece,” 2021, iii.
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personal enrichment. These actions often aim to secure contracts
for national projects for Chinese companies, even when the exces-
sive cost of those contracts, the companies’ poor credentials, stated
rationale for those projects, or overall impact of those projects on a
country’s finances clearly contravene the public interest.245 As Ms.
Dearing Scott noted in her testimony, BRI-related infrastructure fi-
nancing and domestic plans for large public infrastructure projects
frequently create opportunities for corruption as well as lucrative
deals and greater market access for Chinese companies.246 Beijing’s
BRI projects take particular advantage of countries in which corrup-
tion is rampant and democratic institutions are weak, effectively fu-
eling greater corruption and crony capitalism.247 (for more informa-
tion on the status of BRI implementation, see U.S.-China Economic
and Security Review Commission, Chapter 1, Section 1, “U.S.-Chi-
na Bilateral and China’s External Economic and Trade Relations.”)
Cases of elite capture are individually egregious but also are part of
a larger pattern of China’s economic influence.248 While examples of
China’s efforts to foster corruption in foreign countries to benefit the
Party-state’s interests are extensive, select examples demonstrating
the Party’s tactics include the following:

e Sinohydro, a Chinese state-owned hydropower engineering and
construction company, allegedly paid $76 million in bribes to
Ecuadorian government officials during the bidding process and
construction of the Coca Codo Sinclair hydroelectric plant, the
largest hydroelectric dam project in Ecuadorian history.249 This
infusion of bribes undermined Ecuador’s government institu-
tions and resulted in a deal that made China money but has not
proven environmentally or economically fruitful for Ecuador.25°
The dam cost more than $2.2 billion, was built near an active
volcano despite warnings by geologists that it could collapse,
and now only operates at half capacity due to the strain it puts
on the country’s electrical grid.251 In March 2023, Ecuadorian
prosecutors charged 37 people—including a former president
and a former Chinese ambassador to Ecuador—with accepting
bribes between 2009 and 2018.252 Ecuador’s former electricity
minister and the former anticorruption official monitoring the
project were also sentenced on bribery charges.253

e Patrick Ho, the former head of an NGO backed by Chinese
energy conglomerate CEFC China, attempted to bribe top
officials in Chad and Uganda in exchange for business ad-
vantages, including valuable oil rights.*25¢ The NGO Mr. Ho
oversaw was partly based in Arlington, Virginia, was regis-
tered as a charitable entity in the United States, and held
“Special Consultative Status” with the UN Economic and So-
cial Council.255 Mr. Ho was convicted in 2018 of violations
under the Foreign Corrupt Practices Act (FCPA), sentenced
to 36 months in prison, fined $400,000, and deported to Hong
Kong upon his release.256

*According to the U.S. Department of Justice, “CEFC China is a Shanghai-based multibil-
lion-dollar conglomerate that operates internationally in multiple sectors, including oil, gas, and
banking.” U.S. Department of Justice, Former Head of Organization Backed by Chinese Energy
Conglomerate Sentenced to Three Years in Prison for International Bribery and Money Laundering
Offenses, March 25, 2019.
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e In 2018, the son of a Nepali political adviser reportedly pushed
for a contract to be awarded to Huawei subsidiary China Com-
munications Services (CCS) to build a videoconferencing fa-
cility within the prime minister’s office in return for financial
compensation.257 The project was ultimately canceled after it
attracted the scrutiny of Nepal’s anticorruption commission,
which found that the son of the president’s chief political ad-
visor had received payment and visited Huawei’s headquarters
while in China.258 While the project was eventually canceled,
initial concerns from security experts regarding the cybersecuri-
ty risks of embedding Huawei technology into government com-
munications systems were ignored, as were concerns about the
government favoring a Chinese company over Nepal Telecom,
which could have also built the facility.2° Despite the failure
of the project, Beijing continues to seek advantageous relations
with the Nepali government and empower pro-China political
parties in the country.260

China Cultivates Foreign Constituencies to Support Favorable
Economic Policies

A distinctive aspect of China’s approach to overseas influence ac-
tivities is the fact that the CCP and its united front proxies cul-
tivate constituencies in foreign countries who lobby for Beijing’s
preferred economic policies even as they represent their private in-
terests. The reliance of particular groups or industries on trade or
exchanges with China, and their ability to advocate for their inter-
ests to national-level policymakers, represents a point of leverage
that Chinese leaders recognize as a means of influencing economic
policies.261 United front-linked industry associations and fora facil-
itating outreach to government officials work to establish coalitions
of local businesses that can advocate for China’s policy preferenc-
es.262 The Chinese organizations’ role in the process may distort
policymaking, as they often try to disguise their activities as organ-
ic, grassroots initiatives.263 In fact, these united front activities are
sanctioned by the Chinese government and conducted via organi-
zations with ties to key economic agencies that may seek to steer
both Chinese business engagement in the country and local busi-
ness toward fulfilling Chinese policy objectives.264 These objectives
may include decisions to remove tariffs or to boost imports China
depends on for food security, such as soybeans and beef.265 Exam-
ples of Chinese entities’ efforts to cultivate domestic constituencies
that further Beijing’s economic agenda include:

e Chinese companies’ efforts to increase trade in agricultural and
mineral commodities with Brazil through engagement in the
China-Brazil Business Council (CEBC), an organization with
ties to China’s united front that describes itself as committed
to “improving the trade and investment environment between
the countries.”266 The CEBC has branches in Brazil and in
China—with the latter supervised by China’s Ministry of Com-
merce, ensuring the organization is representing the official
views and policies of the government—and is part of the united
front-linked China Council for the Promotion of International
Investment (CCIIP).267 CCIIP is one of the oldest of the gov-
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ernment-approved “civil society organizations,” often referred to
as “people’s organizations,” administered by China’s Ministry of
Civil Affairs.268 These organizations are specifically tasked with
carrying out elements of government policy. Ms. Dearing Scott
testified before the Commission that the CEBC “has become an
important tool for defending Chinese interests in Brazil” and
noted that the organization advocates for views held by the
CCP and policies favorable to China.269 For example, in a 2020
report, the CEBC suggested that China has implemented most
of the commitments it made at the time it acceded to the WTO,
a claim the Commission determined to be false in its 2022
Annual Report to Congress.2’© The CEBC report also warns
against limiting Huawei’s participation in 5G and suggests this
would hamper critical partnerships with other high-technology
Chinese companies.2?1 Instead, the CEBC report recommends
Brazil pursue a long-term strategy toward China that deepens
engagement between the two countries and avoids the supposed
missteps of U.S. economic policy toward China.*272 The CEBC
also hosts fora that bring Chinese and Brazilian government of-
ficials together to discuss expanded trade and investment, such
as a November 2021 virtual forum on China-Brazil cooperation
in agricultural biotechnology geared toward increasing Brazil-
ian agricultural exports to China, which included Ambassador
Yang Wanming and president of the Chinese Academy of Agri-
cultural Sciences Wu Kongming.273

¢ CCP-linked entities’ engagement with the United States Heart-
land China Association (USHCA), a U.S. nonprofit organization
focused on agriculture that describes itself as “committed to
building bridges and promoting opportunities between the peo-
ples of the Heartland region [of the United States]... and the
People’s Republic of China.”27¢ USHCA has partnered with the
Chinese Embassy, the united front-linked Chinese People’s As-
sociation for Friendship with Foreign Countries (CPAFFC), and
the united front-linked China-United States Exchange Founda-
tion (CUSEF) to hold various gatherings and events, often pro-
viding a platform for the promotion of official Chinese views on
agricultural trade and exchange.f 275 USHCA also engages with
subnational leaders who can influence agricultural trade policy
in key U.S. states.276

e CCP-linked entities’ engagement with U.S. governors to facil-
itate trade and investment through the U.S.-China Governors
Forum, which was established in 2011 but became defunct after
the U.S. Department of State withdrew in 2021, citing foreign
influence concerns.2’7 CPAFFC, a key organization in China’s

*The author of the CEBC’s 2020 report became Brazil’s secretary for international affairs at
the Ministry of Finance in 2023, demonstratmg the organization’s ties to influential members
of Brazil’s government. Wilson Center “U.S.-Brazil Economic Relations: New Opportunities for
Trade and Investment,” March 22, 2023.

7In 2023, Luan Richeng, the CEO of state-owned grain company COFCO, delivered remarks at
USCHA's third annual Agriculture Roundtable in which he thanked Chinese government entities,
including CPAFFC, for their help in facilitating the event and U.S.-China agricultural cooperation
more broadly. In his remarks, Mr. Luan insinuated that U.S. policies, which he described as “an-
ti-globalization policies,” have created greater vulnerabilities in global food supply chains. United
States Heartland China Association, “Luan Richeng Remarks @USHCA 3rd Annual Agriculture
Roundtable 2023,” YouTube, May 9, 2023.
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united front network, co-organized the forum with the U.S. Na-
tional Governors Association and together hosted Xi at the 2015
gathering as well as other high-ranking Chinese government
officials in the following years.278 Addressing an audience gath-
ered in Kentucky at the 2019 U.S.-China Governors Forum, then
Chinese Ambassador to the United States Cui Tiankai noted
the impact of the Trump Administration’s tariffs on U.S. states
and urged attendees “to pay serious attention to this, and not
let some ill-informed, ill-intentioned people incite a ‘new Cold
War’ at the expense of the people’s interests.”279 The warning
was clearly intended to rally U.S officials against the tariffs and
echoed a 2018 remark by the spokesperson of the Chinese Min-
istry of Commerce, who called on U.S. companies importing Chi-
nese goods to “do more to lobby the U.S. government and work
hard to safeguard their own interests.”280 Ambassador Cui also
praised Kentucky, saying he always finds “true friendship, not
groundless suspicions” there, and thanked the state’s governor
and CPAFFC for hosting the event.281

China’s Harmful Academic Influence Activities

The CCP seeks to aggressively influence research at foreign uni-
versities and think tanks.282 Glenn Tiffert, a research fellow at the
Hoover Institution, testified before the Commission that the CCP
and affiliated actors “employ a range of overt and covert methods
to manipulate the ecosystem of knowledge, the flows of information,
and the source bases that inform decisionmakers and public opinion
around the globe,” heavily targeting academia in these efforts.283
The surveillance and intimidation of campus community members,
the censorship of China-related publications and databases, and the
encouragement of financial- and human capital-related dependen-
cies on China within foreign universities and think tanks are three
tactics that exemplify Beijing’s efforts to take advantage of and con-
trol foreign academic discourse.

CCP Surveillance and Intimidation Undermine Academic
Freedom, Student Safety

The CCP uses a variety of coercive measures to influence how
members of the campus community discuss China-related issues
and to deter potential critics from freely expressing themselves.284
One of these measures is the surveillance of Chinese students and
others by Chinese diplomats and networks of informants on cam-
pus, which induces self-censorship.285 Campus informants are some-
times, but not always, linked to student groups that receive funding
from the Chinese government, such as the Chinese Students and
Scholars Association (CSSA).286 Another type of coercive activity
involves Chinese diplomats and individual Chinese students who
employ intimidating modes of conversation, make explicit threats, or
otherwise harass faculty, other students, or university administra-
tors for a view they hold or activity they undertake that contradicts
Party orthodoxy.287 According to Dr. Tiffert, state-sponsored surveil-
lance and intimidation “creates an atmosphere of fear, impairs the
ability of PRC students to enjoy equal access to the privileges and
benefits of the US education for which they are generally paying
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full freight, and starves our campuses of the full range of ideas and
perspectives that Chinese students can contribute to our classrooms,
affecting the education that everyone receives.”288 A third type of
coercive measure involves efforts to heckle, disrupt, or cancel speak-
ers or events on campus that criticize or diverge from the Party’s
orthodoxy—activities that clearly undermine academic freedom.289
Examples of campus intimidation or disruptions intended to deter
or punish criticism of the CCP include the following:

e In 2022, the CSSA at George Washington University complained
to university leadership about the appearance of posters on
campus designed by Chinese-Australian artist Badiucao criti-
cizing China’s human rights abuses ahead of the 2022 Olympics
in Beijing.290 The CSSA’s complaint alleged that the posters re-
flected racism toward Chinese students, constituted a “naked
attack on the Chinese nation,” and called for those who had put
up the posters to be “severely” punished, prompting the univer-
sity to announce that it would remove the posters.291 The uni-
versity president ultimately reversed the decision after learning
that the posters in question were a critique of Chinese govern-
ment policies, citing the need to protect freedom of speech on
campus and promising that the students who originally put up
the posters would not be punished.292

e A 2021 investigation by Human Rights Watch found that pro-
democracy students from mainland China and Hong Kong at
Australian universities were threatened by some of their class-
mates with physical violence, claims they would be reported to
Chinese authorities, or doxxing* online.293

e In 2020, an online panel at Brandeis University discussing Chi-
na’s treatment of Muslim Uyghurs was “Zoombombed” by online
participants who scrawled profanities on one of the presenter’s
slides and played China’s national anthem to drown out her
voice.29¢ Prior to the event, the Brandeis CSSA organized a
campaign on WeChat calling for the cancelation of the panel,
an entreaty that university administrators ignored.295

Manipulating the “Source Base” of Foreign Knowledge about
China

The CCP regularly censors authoritative sources of China-relat-
ed knowledge in order to distort the types of conclusions foreigners
can draw about the country from publicly available information.296
This practice is evident in the systematic deletion from Chinese ac-
ademic databases of articles touching on topics the CCP regards as
sensitive or as challenging Party orthodoxy; it is also evident in the
reduction of foreigners’ access to such databases.297 Similarly, arti-
cles published jointly by Western and Chinese academic presses are
often unilaterally edited by the PRC side to comport with the CCP’s
political preferences, and they may revise map and place names to
confer legitimacy on Chinese territorial claims.298 The CCP has also

*“Doxxing” is the intentional revelation of a person’s private information online without their
consent, often with malicious intent. This includes sharing phone numbers, home addresses, iden-
tification numbers, and any sensitive and previously private information such as personal pho-
tos that could make the victim identifiable and potentially exposed to further harassment. Sen
Nguyen, “What Is Doxxing and What Can You Do If You Are Doxxed?” CNN, February 7, 2023.
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considerably restricted the participation of Chinese academics and
scientists in international conferences, depriving foreign audiences
of access to a diversity of perspectives and providing grounds for
the Party to dismiss academic assessments that challenge its official
positions as “ill-informed” attacks on China.29° “By tampering with
the source base we use in ways that are invisible to the end user or
difficult to detect,” Dr. Tiffert observes, “these measures corrupt our
scholarship and hijack our tongues with the aim of enlisting them to
inadvertently propagate official narratives.”390 Examples of China’s
censorship of the “source base” include the following:

e In July 2023, regulations on China’s genetic databases went
into effect, providing the government with additional oversight
of the country’s vast biobanks* while restricting foreign coun-
tries’ access.301 While the United States and other countries
maintain an open environment for sharing scientific discoveries
and data, China continues to resist reciprocity in this area.302
As Anna Puglisi, director of biotechnology programs at George-
town’s Center for Security and Emerging Technology, noted in
testimony before the Commission, the Chinese government is
“not adhering to the global norms of collaboration” by restrict-
ing the export of its own genomic data.303

e In March 2023, the Chinese government announced new restric-
tions on international access to the China National Knowledge
Infrastructure Database (CNKI),{ the academic database most
heavily used by foreign scholars of China.3%4 According to no-
tices sent to foreign universities and libraries that subscribe to
CNKI, access to four databases containing PhD dissertations
and masters theses, conference proceedings, the National Pop-
ulation Census of China, and statistical yearbooks was tempo-
rarily suspended as of April 1 pending “regulatory review” of
CNKT’s cross-border services.305 The move followed a June 2022
announcement by the Cyberspace Administration of China that
CNKI would undergo a “cybersecurity review” for the stated
purpose of “preventing national data security risks, maintaining
national security and protecting the public interest,” a measure
foreign observers assessed would lead to the removal of many
valuable sources from CNKI.306

e In March 2022, Chinese security services prevented at least five
Chinese scholars based in the PRC from virtually attending the
annual gathering of the Association for Asian Studies, one of
the most important international conferences for scholars in the
Asian studies field.307

*Biobanks are collections of human biological samples linked to personal genetic and health
information. Laura Annaratone et al., “Basic Principles of Biobanking: From Biological Samples
to Precision Medicine for Patients,” Virchows Archiv: An International Journal of Pathology 479:2
(2021): 233-246.

TCNKI is a multidisciplinary database of over 8,500 periodic titles published in China that
hosts about 95 percent of all academic literature written in Chinese as well as government re-
ports and yearbooks with key statistical datasets such as yearly census numbers by city and
province, economic data, and health data. As Ruby MacDougall, an analyst at Ithaka S+R, ob-
serves, “Scholars from across disciplines who work on China regularly turn to CNKI journals and
datasets for research, and unrestricted access to information contained in CNKI is widely viewed
as a crucial tool for sustaining a deep understanding of China.” Ruby MacDougall, “Reflecting on
Restricted Access to a Chinese Research Lifeline,” Ithaka S+R, April 25, 2023.
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e In late 2020 or early 2021, verdicts and other judicial decisions
began disappearing from China Judgments Online, a web por-
tal-based database run by China’s Supreme People’s Court that
had provided foreign legal scholars with some insight into the
country’s judicial system since 2013.308

e In 2019, two professors at the University of Otago in New Zea-
land discovered that their Chinese press partner had censored
one of the essays in the special issue submitted to the journal
Frontiers of Literary Studies in China, which is jointly pub-
lished by the Netherlands-based company Brill and Higher Ed-
ucation Press, an organization subordinate to China’s Ministry
of Education.309

Chinese Funding of Foreign Universities and Think Tanks
May Influence Research Activities

Foreign universities and think tanks’ dependence on Chinese
sources for funds may undermine the academic freedom, integrity,
and activities of these institutions.310 For example, funding provid-
ed by China-based partners in the form of donations, grants, re-
search partnerships, and agreements to establish Confucius Insti-
tutes with universities and think tanks has raised concerns in the
United States* and elsewhere that the arrangements could disin-
centivize rigorous or critical research about China, especially when
the Chinese partners are companies or universities with close ties
to the CCP.311 U.S. institutions of higher education frequently ac-
cept gifts, donations, and contracts from China, and despite feder-
al requirements to disclosef to the U.S. Department of Education
any foreign gifts or contracts that exceed $250,000, noncompliance
is widespread.312 A 2020 report by the Department of Education
found that in 2020 alone, colleges and universities retroactively re-
ported more than $6.5 billion in foreign funding, including from Chi-
na.313 The fact that universities often retroactively disclose foreign
funding complicates efforts to ascertain the full amount of funding
received from China in a given year, meaning the total number of
China-origin gifts and contracts U.S. universities receive likely ex-
ceeds that reflected in publicly available data. For example, between
January and halfway through October 2022, U.S. universities and
colleges reported $31.8 million from China, but this number may
increase as additional gifts and contracts are retroactively reported
in the coming months and years.314 Examples in which foreign ac-
ademic institutions’ acceptance of Chinese funding either plausibly

*Policymakers and analysts in the United States have expressed concerns about the lack of
transparency surrounding these donations, the dependencies on China they create, and the fact
that some of the Chinese entities that have provided funding are on the U.S. Department of
Defense’s Communist Chinese Military Companies (CCMC) List or the U.S. Department of Com-
merce’s Military End-User List. A Bloomberg analysis of data collected by the U.S. Department
of Education between 2013 and 2020 concluded that 115 U.S. colleges received almost a billion
dollars in gifts and contracts from Chinese sources during this period. Daniel Currell, “Foreign
Money in U.S. Universities, Part VI — A Guided Tour of Chinese Money in U.S. Universities,” Na-
tional Security Institute, October 6, 2021; Janet Lorin and Brandon Kochkodin, “Harvard Leads
U.S. Colleges That Received $1 Billion from China,” Bloomberg, February 6, 2020.

TSection 117 of the Higher Education Act of 1965 requires universities and colleges that re-
ceive federal financial assistance to disclose to the U.S. Department of Education contracts with
or gifts from a foreign entity. The threshold for reporting is currently $250,000 or more in one
calendar year. U.S. Department of Education Office of Federal Student Aid, Section 117 Foreign
Gift and Contract Reporting, 2023.
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influenced their operations or created the risk of improper influence
in the future include the following:

e In 2023, University of California Berkeley failed to report a
$220 million investment from the Chinese city of Shenzhen’s
municipal government.315 The money was intended to finance a
research campus in China.31é Berkeley’s partnership with the
Shenzhen municipal government was announced in 2018 but
was not reported despite the Department of Education’s require-
ment to disclose foreign gifts or contracts within six months of
signing a deal and the university’s own policy of protecting aca-
demic freedom and U.S. national security.317 According to media
reporting, after the contract was signed, “Berkeley researchers
granted Chinese officials private tours of their cutting-edge U.S.
semiconductor facilities and gave ‘priority commercialization
rights’ for intellectual properties they produced to Chinese gov-
ernment-backed funds.”318

e In 2021, a professor at the University of Cambridge who di-
rects one of its colleges’ China-focused research centers report-
edly advised colleagues to avoid discussing contentious issues
on China’s human rights record so as not to be seen as “cam-
paigning... for freedom for Hong Kong, [or] freedom for the Ui-
ghurs.”319 According to the British newspaper Sunday Times,
this professor’s position was funded by a £3.7 million ($4.6 mil-
lion) donation to the university from the Chong Hua foundation,
a trust allegedly controlled by the daughter of former Chinese
Premier Wen Jiabao.320 The professor also reportedly sat on the
board of China International Capital Corporation, a Chinese in-
vestment bank that is partially state owned.321

e In 2020, media reports revealed that Vrije Universiteit, the
Netherlands’ fourth-largest university, had accepted hun-
dreds of millions of euros’ worth of funding from a Chinese
university to support its Cross Cultural Human Rights Cen-
ter, which espoused views on China’s treatment of Uyghurs
and human rights record effectively echoing those of the
Chinese government.322 One post on the center’s website, for
example, stated that several of its Dutch academics had vis-
ited Xinjiang and concluded that there was “definitely no dis-
crimination of Uyghurs or other minorities in the region.”323
Following a public outcry and a statement from the Nether-
lands’ education minister expressing concerns about academ-
ic freedom, Vrije Universiteit announced that it would refuse
further funding from the Chinese university and repay any
money it had received.324

Some universities have decided to forgo Chinese funding to protect
academic freedom, however. In 2023, Friedrich Alexander University
of Erlangen Nuremberg (FAU), one of Germany’s largest universi-
ties, suspended its collaboration with students funded by the China
Scholarship Council (CSC), a Chinese-government backed organiza-
tion that administers study abroad programs for Chinese nationals,
including students sponsored by institutions tied to China’s military,
defense industry conglomerates, and other government agencies to
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study scientific disciplines relevant to defense modernization.* 325
The FAU executive committee expressed concerns with the contract
CSC students are required by the Chinese government to sign prior
to their studies in Germany, which includes a pledge to remain in
communication with the Chinese embassy, maintain allegiance to
the Party, and return to China after completing their scholarship.326
The executive committee explained that “under these contracts CSC
scholarship holders will be unable to fully exercise their academic
freedom and freedom of expression as stipulated under the Germa-
ny Basic Law.”327

Implications for the United States

China’s brazen, egregious, and increasingly aggressive overseas
influence activities present a diverse set of risks to the United
States and fellow liberal democracies.328 At the same time, they cre-
ate opportunities for Congress to strengthen U.S. institutions, work
closely with other countries that face similar challenges, and devel-
op mitigation efforts that other democracies around the world can
emulate.329 Many of the Party-state’s attempts to influence political
and social life in the United States as well as allied and partner
countries have been exposed by media reporting or disrupted by
law enforcement, suggesting that democratic countries have the ca-
pacity to cope with many of these challenges, even if further public
scrutiny, new laws, and more robust safeguards against coercion are
required.330

First, China’s overseas influence activities challenge U.S. national
security as well as international conventions and norms. The Par-
ty-state’s efforts to unduly influence elections by flooding social me-
dia with divisive and false content threaten the integrity of the U.S.
political system and its decision-making processes.331 There is no
public evidence that Beijing has funded networks of candidates to
win races in the United States, but recent allegations of such activ-
ity in Canada suggest that heightened vigilance around future U.S.
elections is warranted.332 Similarly, the Party-state’s attempts to in-
fluence every level of government raise legitimate questions about

*The China Scholarship Council (CSC) describes itself as a nonprofit organization affiliated with
China’s Ministry of Education that administers a variety of study abroad funds and programs for
Chinese nationals, including some designed to cultivate human talent for China’s industrial and
defense aims. The CSC’s website indicates that its advisory board includes ten ministries and
academies, at least eight of which are known to be involved in talent recruitment or technology
transfer activities. One of its programs, the National Study Abroad Fund, requires recipients to
study scientific fields prioritized by the state, support the CCP’s leadership, and return to China
for a two-year work commitment. Another CSC scholarship, the National Government-Sponsored
Graduate Student Program for the Building of Top Universities, targets doctoral students who
are already affiliated with universities belonging to China’s military-industrial complex. Like the
National Study Abroad Fund, this scholarship requires political loyalty and a two-year service
commitment upon returning to China but also emphasizes that applicants must secure admission
to well-known universities in technologically advanced countries. The list of “accepting units”
approved to solicit and sponsor applications on the scholarship’s behalf includes a host of institu-
tions tied to China’s military, defense industry conglomerates, state-owned enterprises, and other
government agencies. A final CSC scholarship, the National Government-Sponsored Program for
Senior Research Scholars, Visiting Scholars, and Postdoctoral Students, targets S&T researchers
who are advanced in their careers and already work for an employer linked to the Chinese gov-
ernment, like state-owned enterprises. This scholarship’s 2020 selection guidelines indicate that
recipients must follow the study plan agreed upon with their employer, regularly submit “training
reports” on their progress to the Chinese consulate while abroad, and communicate the results
of their study upon returning home. For more, see Anastasya Lloyd-Damnjanovic and Alexander
Bowe, “Overseas Chinese Students and Scholars in China’s Drive for Innovation,” U.S.-China
Economic and Security Review Commission, October 7, 2020, 12-13.
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whether state and local leaders have the knowledge, support, and
resources they need to properly evaluate outreach from China. Chi-
na’s deliberate integration of united front work with the activities of
its security services also means united front activities may conceal
dangerous espionage and harassment.333

Second, China’s overseas influence activities often violate U.S. law
and threaten the civil liberties of U.S. persons* and others wishing
to exercise their rights freely within the United States. The Par-
ty-state’s surveillance and intimidation of U.S. persons and others
has impacted freedom of speech, freedom of political association, and
social trust.33¢ At the same time, the Party-state frames U.S. gov-
ernment and law enforcement responses to its overseas influence
activities as racist. Given the Party-state’s weaponization of race,
an effective policy approach should avoid alarmist rhetoric, clearly
establish the involvement of the Party-state in harmful activities,
and take steps to protect people of Asian descent from unwarranted
political suspicion and violence.335

Third, China’s economic influence undermines the integrity of
global markets and U.S. policymaking. Elite capture and other in-
fluence activities in foreign markets could create a tilted playing
field, encouraging foreign governments and businesses to favor Chi-
nese companies in awarding contracts, for instance. In cultivating
deep ties to state and municipal governments, Chinese united front
organizations may also effectively build constituencies that advocate
for policy choices favored by the CCP, without a clear connection
to China. Additionally, Chinese companies may seek to establish
deals with key U.S. firms that align the commercial objectives of
U.S. industry with the strategic objectives of the CCP. This places
U.S. policymakers in the difficult position of evaluating whether U.S.
firms are making investment decisions and supporting policies that
privilege their short-term business interests at the expense of U.S.
competitiveness, supply chain security, and national security more
broadly.

Finally, China’s overseas influence activities endanger the in-
dependence of media and academic institutions that U.S. policy-
makers rely on to make sound foreign policy decisions. The Par-
ty-state’s efforts to covertly manipulate research and publications
by universities, think tanks, and media organizations is prompt-
ing self-censorship by institutions meant to provide transparen-
cy and fora for public debate.33¢ In addition to grappling with
Beijing’s assault on the “knowledge base,” U.S. policymakers face
substantial limitations in the data available to establish the ex-
tent of some institutions’ dependencies on entities connected with
the Party-state. For example, it remains difficult to grasp the full
extent of China-origin donations to U.S. universities even though
such disclosures are required under section 117 of the Higher
Education Act, partly because universities’ compliance with the
law is uneven, partly because entities’ ties to the Party-state are
not always obvious, and partly because the Federal Government
does not make this information public in an accessible format.337

*U.S. Code defines a “United States person” as “any U.S. citizen or alien admitted for perma-
nent residence in the United States, and any corporation, partnershlp or other organization or-
ganized under the laws of the United States,” Cornell Law School, “22 U.S. Code §6010—TUnited
States person’ defined.”



261

Without greater transparency, U.S. policymakers will struggle
to formulate policies that appropriately gauge and mitigate the
risks stemming from China’s overseas influence activities in the
academic and media spheres.
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CHAPTER 3

POTENTIAL RISKS TO CHINA’S FUTURE
ECONOMIC COMPETITIVENESS

SECTION 1: CHINA EDUCATING AND TRAINING
ITS NEXT GENERATION WORKFORCE

Abstract

Stark contrasts define China’s education system, which contains
some of the world’s most highly rated universities within a broad-
er landscape beset by widespread, systemic weaknesses. These con-
trasts contribute to and reflect a more general divergence between
China’s increasing ability to compete with the United States in cut-
ting-edge innovation and its deteriorating productivity growth. Un-
equal access to quality education, particularly noticeable between
urban and rural areas, undermines the country’s capacity to culti-
vate a nationwide skilled workforce. The implications for the United
States are mixed: Party-state-led initiatives that funnel resources
into strategic sectors such as artificial intelligence (AI) and semicon-
ductors may generate near-term challenges for the United States,
while China’s broader educational deficiencies may hamper its long-
term economic and technological competitiveness.

Key Findings
e China’s continued economic growth depends on the country’s
ability to cultivate talent, but its education system faces acute
challenges. China’s primary, secondary, vocational, and higher
education suffer from weak curricula and instruction that leave
some graduates poorly trained to enter the workforce, particu-
larly in rural areas.

e The quantitative expansion in China’s education system has
not been matched by qualitative improvement. Large swaths
of high school and vocational students receive low-quality edu-
cation, leaving them unprepared to join an increasingly knowl-
edge-intensive economy; at the same time, colleges outside of
a top few fail to develop students’ cognitive or technical skills.
These structural issues are one factor that has contributed to
China’s soaring official youth unemployment rate, which was
above 21 percent in June 2023 before the Party-state abruptly
stopped reporting it.

¢ Despite major challenges facing China’s education system, a
relatively small number of universities have emerged as world-
class institutions that drive global innovation, posing a critical
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challenge to U.S. security. Research centers at these universities
often serve as platforms to advance industrial policy objectives
and further China’s development of dual-use technologies, such
as Al and semiconductors.

e Concentration of resources in a few of China’s top universities
and select schools in the wealthiest metropolitan areas has
come at the expense of broad-based investments in the coun-
try’s educational system. Even if top universities train scien-
tists and engineers who can develop world-leading technologies,
the workforce may lack the technical proficiency to adapt and
deploy these innovations.

e The national college entrance exam, the gaokao, is the center-
piece of China’s education system and is both a key to success
for some and a source of mounting challenges. Its focus on in-
tensive memorization inhibits development of critical thinking
skills. Despite drawbacks, the Chinese public views the exam
as the primary route to upward mobility and a great equalizer
in a system that otherwise privileges wealth and connections,
making it a bulwark of social stability. Still, this social contract
is under stress. University graduates confront a difficult job
market in a decelerating economy. Fewer opportunities have led
some students to question the system’s meritocracy, challenging
an idea central to the Chinese Communist Party’s (CCP) legit-
imacy.

Recommendations
The Commission recommends:

e Congress request a Government Accountability Office report
assessing the reciprocal nature of information sharing, includ-
ing access to databases, and scientific collaboration between
the United States and the People’s Republic of China. Such a
report shall include information on access by U.S. academics
and experts to ongoing research activities, projects, symposia,
and other scientific and technology activities in China. It should
also assess whether such collaboration and activities provide
comparable information and value to that which is available to
researchers from China at international conferences and venues
or in the United States.

Introduction

According to General Secretary of the CCP Xi Jinping, competi-
tion in today’s world is essentially competition in talent and educa-
tion. An assessment of China’s education system, its curriculum, in-
struction, and achievements is compromised by a lack of qualitative
research. Nevertheless, there are indicators that call into question
China’s ability to engage in breakthrough technological innovation
and at the same time sustain training and skills to serve econom-
ic productivity and growth. This section explores key features of
China’s education system. The context, however, is as important as
the quantitative measures of students, teachers, programs, and gov-
ernment investment and guidance. While China has increased the
number of students attending college, evidence suggests many grad-
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uates face limited success and opportunities. Moreover, there is an
ongoing tension in the system characterized by education experts as
involution, where it is harder and harder to succeed in China. The
rural population endures educational disadvantages described as
learning little at a lower level. In contrast, a select few universities
are driving China’s Al chip and quantum research, although these
centers are largely staffed by researchers returning from abroad.
Education in China continues to be affected by a tension between
the CCP’s interests and the nation’s educational needs. The creative
thinking skills key to technological breakthroughs are seen by the
Party as a threat to ideological rigor. Years of rote memorization to
pass the national college entrance exam stands in tension to the
need for technological innovation. Even as these weaknesses remain
unaddressed, China’s government is focusing its educational system
on securing a lead in emerging technology areas, and the potential
of breakthrough success in China’s science and technology (S&T)
research may pose a significant threat to the United States and its
allies.

This section begins with an overview of the key features of Chi-
na’s education system. It then examines the critical role the edu-
cation system plays in supporting Party-state ambitions in indige-
nous technological development. Augmenting quantitative measures
with qualitative analysis, the section then delves into the mounting
challenges in labor market outcomes and their interconnection with
educational quality in China. Finally, the section identifies implica-
tions for the United States. The section draws on the Commission’s
2023 hearing on “China’s Challenges and Capabilities in Educating
and Training the Next Generation Workforce,” the Commission’s
staff and contracted research, consultations with policy experts, and
open source research and analysis.

Education and China’s Economic, Technological,
and Military Objectives

The Party-state sees China’s education system as an essential
tool for its economic growth, technological development, and mil-
itary modernization ambitions. At the most basic level, the CCP
leverages this system to develop its workforce and enable both eco-
nomic development and industrial upgrading. China’s education
system is also a core component of its S&T ecosystem as it builds
a knowledgeable workforce and facilitates translation of research
into commercial and military technology. But as China’s economic
activity shifts toward knowledge and skill-intensive work, sustained
economic growth is at risk of being undermined by the large portion
of China’s workforce that still lacks sufficient cognitive skills. Foun-
dational skills in math and creative thinking, increasingly critical
for adapting to technology-induced changes in the economy, are not
broadly supported. In testimony before the Commission, Stanford
education economist Scott Rozelle estimated that roughly “500 mil-
lion people, almost all poor, rural individuals, have no skills that
allow them to participate in the high-skill, high-wage economy.”?!

Though China has committed immense resources into growing
and training its talent base, government expenditure as a share of
gross domestic product (GDP)—3.3 percent in 2021—is less than
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the average of 5.2 percent among high-income countries and the 4.3
percent expended by the United States for the same year.*2 This
spending even lags behind the middle-income country average of
4.1 percent of GDP.3 China’s relative underinvestment in education
partially reflects a highly unequal distribution of resources between
rural and urban education systems, with local governments bearing
over 90 percent of these funding responsibilities.# Evidence shows
that wealthier cities can allocate more funding to support students
and attract talented teachers, which exacerbates a rural-urban di-
vide in education outcomes.>

Education is a key pillar of China’s military-civil fusion strategy,
particularly leveraging civilian innovation to drive military modern-
ization (for more on China’s strategy to align its commercial and
military industries into an integrated system, see Chapter 4, Sec-
tion 2, “Weapons, Technology, and Export Controls”).f In practice,
the Party-state implements this component of the strategy by mo-
bilizing nonstate actors to support military development objectives
through a thick web of linkages between state and nonstate entities
that blurs the lines between civilian and military realms. Univer-
sities are key actors within this military-industrial ecosystem: the
CCP controls funding and administrative levers across all universi-
ties to direct research activities toward advancing the national S&T
agenda. According to the Australian Strategic Policy Institute, over
60 public universities are explicitly involved in defense-related re-
search and training in defense technology.® This number includes
the group of schools known as the Seven Sons of National Defense,
which have historic roots in China’s defense industry.: This poses
a challenge for U.S.-China research collaboration, as ostensibly ci-
vilian universities seek to establish partnerships aiming to acquire
specific capabilities.” A 2020 report by the Hoover Institution iden-
tified 254 scientific publications coauthored by researchers at U.S.
institutions with researchers affiliated with the Seven Sons univer-
sities between January 2013 and March 2019.8 Numerous universi-
ties and affiliated research institutes have been added to the Entity
List for their role in military-civil fusion and acquiring technology
and knowhow for the People’s Liberation Army (PLA).? China’s pub-
licly declared commitment to promote transnational cooperation in

*In 2021, China’s Ministry of Finance reported that government expenditure across all levels
of educatlon totaled $591 billion (renminbi [RMB] 3.8 trillion). However, China’s educational
expenditure data quality are poor and inconsistent, as most funding occurs at local levels. The
Ministry of Education, in contrast, suggests that China spent $902 billion (RMB 5.8 trillion) on
education in 2021, or 5 percent of GDP. China Ministry of Education, Statistical Report on the
Implementation of National Education Funding in 2021 (202145 4 [F] 20 77 26 B AT 1 G i PRI,
December 30, 2022. Translation; China Ministry of Finance, Fiscal Revenue and Expenditure in
2021 [QOZIEWHWiTH% January 29, 2022. Translation.

TAs articulated in many speeches, General Secretary Xi’s vision for military-civil fusion aims to
facilitate transfers between the defense and civilian sectors to improve the sophistication of Chi-
na’s military, creating cohesion in Chinese industry and academia working with and in support of
military objectives so that the entire system can be effectively mobilized to support the military
in the future and to drive technological innovation and economic growth. Greg Levesque, written
testimony for the U.S.-China Economic and Security Review Commission, Hearing on What Keeps
Xi Up at Night: Beijing’s Internal and External Challenges, February 7, 2019, 10-16.

iThe Seven Sons of National Defense is a group of universities deeply integrated with China’s
defense industry that are subordinate to the Ministry of Industry and Information Technology.
The universities include Beijing Institute of Technology, Beihang University (previously named
Beijing University of Aeronautics and Astronautics), Harbin Engineering University, Harbin In-
stitute of Technology, Nanjing University of Aeronautics and Astronautics, Nanjing University
of Science and Technology, and Northwestern Polytechnical University. Alex Joske, “The China
Defense Universities Tracker,” Australian Strategic Policy Institute, November 25, 2019.
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S&T may instead be aimed at accelerating these actors’ technology
acquisition efforts, meaning the research output of such collabora-
tion primarily benefits China, with little reciprocated to the United
States. The U.S.-China Agreement on Cooperation in Science and
Technology, a bilateral agreement to facilitate scientific interaction
that was renewed for six months in August 2023, has limitations in
safeguarding against the transfer of critical capabilities to China’s
defense research ecosystem.* 10

Education System and the Pursuit of Technological
Development

Evaluating the ability of China’s education system to contribute
to economic development and innovation requires a holistic assess-
ment. While universities are widely recognized as ecosystems that
drive an economy’s innovation output, all tiers of an education sys-
tem factor into an economy’s capacity to develop and adapt new
technology. Educational outcomes support technological development
and economic growth in three key ways: supporting breakthrough
innovation, diffusing knowledge and technological knowhow to in-
dustry, and training a workforce that can promote production, man-
ufacturing, and technological upgrading. China’s education system
is relatively strong in the first area but struggling in the latter two.

e Innovation: Education systems train scientists and engineers
while providing them access to facilities and resources, sup-
porting both foundational research and applied research and
development (R&D). Universities draw in funding from various
sources to advance promising frontier research areas with limit-
ed commercial viability (e.g., for many applications of quantum
physics at present).

e Diffusion to industry: Linkages between university research
hubs, government agencies, and industry facilitate economic
upgrading via knowledge and technological diffusion. Univer-
sity-industry linkages include commercialization via licensing
and academic startups as well as conferences and consulting.

e Training and development: Robust technical education supports
the development of cognitive skills within and upstream from
the leading technology sectors, creating a workforce capable
of adapting and adopting innovations throughout the econo-
my. Since a trained workforce promotes technology diffusion
by adapting innovations, spillover benefits accrue as industry
builds on developments across adjacent fields (e.g., biotech re-
searchers using Al to identify cancer in X-rays), increasing la-
bor productivity and stimulating market demand.

*The U.S.-China Agreement on Cooperation in Science and Technology was originally signed
in 1979 and last extended for five years in 2018. The agreement promotes bilateral science and
technology exchanges and has fostered cooperative research across a range of fields, including
between government agencies. Some argue that the agreement contains outdated and insufficient
provisions. Director and distinguished senior fellow at the Berkeley Center for Law and Technolo-
gy Mark Cohen noted that the agreement’s provisions on intellectual property date back to 1967.
Professor Emeritus at the University of Oregon Richard P. Suttmeier argued that the agreement
was first negotiated at a time when the United States vastly outmatched China in S&T capabili-
ties, although the gap has since narrowed. Mark Cohen, “Renewing the U.S.-China STA Is Not the
Question,” ChinalPR, August 13, 2023; Richard P. Suttmeier, “Trends in U.S.-China Science and
Technological Cooperation: Collaborative Knowledge Production for the Twenty-First Century?”
(prepared for the U.S.-China Economic and Security Review Commission), September 11, 2014, 4.
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Key Features of China’s Education System

China’s education system is defined by sharp contrasts between
high-quality schools and universities in China’s most populous and
prosperous cities and generally mediocre institutions everywhere
else, substantial reliance on foreign-trained faculty, and a high de-
gree of CCP control throughout. Despite a massive quantitative
expansion over the last several decades and pointed areas of suc-
cess, the vast majority of China’s education system still suffers from
major deficiencies. Weak vocational education, deep inequalities in
educational outcomes for rural versus urban students, poor teacher
quality, and limited integration with industry outside of the most
elite institutions compromise China’s ability to cultivate a workforce
capable of sustaining productivity-based economic growth. Moreover,
underinvestment and insufficient support for early childhood devel-
opment inhibits the cognitive development of millions of rural Chi-
nese infants, planting the seeds of a rural human capital crisis even
before children reach school age. Despite these challenges, roughly
two dozen of China’s top universities rival peer institutions in the
United States in terms of research and education quality, particu-
larly in science, technology, mathematics, and engineering (STEM)
fields. Their research output, steered by China’s government toward
meeting national technology development goals, facilitates challeng-
es to U.S. security and economic competitiveness. A pattern of select
pockets of excellence amid broader weakness replicates at each level
of China’s education system.

China’s education system has expanded rapidly since the 1986
passage of the Compulsory Education Law, which requires all chil-
dren to receive nine years of basic education.!! Continued education
after junior high school is optional for students. Nationwide exams
at the end of junior high school filter those that complete nine years
of school into either academic or vocational schools (see Figure 1).
Another nationwide exam in the final year of senior high school
determines students’ qualification for university. As there are few
other avenues to attend elite universities outside of a high score,
students and families view the college entrance exam, or gaokao, as
the pivotal opportunity for upward mobility (see textbox “The Ga-
okao: China’s All-Consuming Exam” below). Students consequently
devote tremendous effort toward this goal, and many students be-
gin preparing for the gaokao as early as primary school.*12 Actual
learning outcomes are difficult to measure, a challenge compound-
ed by China’s manipulation of standardized international test score
data (see textbox “China’s Problematic Participation in the Program
for International Student Assessment (PISA)” below).

Quantity Outpaces Quality across China’s Primary, Secondary,
and University Education

Compulsory Education

In 2021, there were 158 million students in the compulsory
education system (grades 1-9), with 107.8 million in elementary

*Teachers’ evaluations, as well as school administrator bonuses, are based in large part on
students’ gaokao scores. Zachary Howlett, Meritocracy and Its Discontents, Cornell University
Press, 2021, 93-94.
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school and another 50.2 million in junior high school.*13 Chi-
na’s government deploys considerable resources to support this
student population, with 154,279 elementary schools across the
country employing 6.2 million teachers in 2021.14 As of 2020,
93.8 percent of the compulsory school-age population completed
all nine years; however, this is a recent development.f15 School
attainment grew rapidly over the past three decades, meaning
older generations received fewer years of education.i As a result,
nearly one in five adults aged 25-64 years old have completed
fewer than nine years of schooling as of 2020.16 Educational at-
tainment is even lower within China’s rural resident population,
where over two in five adults aged 25 and over have never com-
pleted junior high school.17 This rural-urban gap in education is
a substantial threat to China’s economic development.

China’s Problematic Participation in the Program for
International Student Assessment (PISA)

The performance of China’s education system garnered in-
ternational attention after a select number of schools ranked
at the top of the Organization for Economic Cooperation and
Development’s (OECD) Program for International Student As-
sessment (PISA) despite the controversial administration of the
assessment in China.l® PISA aims to provide comparable data
about the relative performance of education systems across
countries by assessing the knowledge and cognitive abilities
of 15-year-old students in reading, mathematics, and science.1?
The program is administered by the OECD every three years
across more than 80 economies. PISA scores have become a
widely recognized and influential metric in the field of educa-
tion assessment. Because China has controlled how PISA tests
are administered and limited the availability of results, it is

*In 2020, China’s government claimed that 99.96 percent of all school-aged children were ac-
tually enrolled in schools (i.e., the net enrollment rate was nearly 100 percent). Emily Han-
num, “Educational Development in China: Progress, Challenges, and Outlook” (prepared for the
U.S.-China Economic and Security Review Commission), February 23, 2023, 9; China Ministry of
Education, Major Educational Achievements in China in 2020, February 28, 2021.

TIn 2021, China’s Ministry of Education stated that the completion rate for compulsory educa-
tion—calculated as the ratio of graduates from ninth grade to the number of students enrolled in
that cohort during first grade—was 95.4 percent. However, this methodology overstates the num-
ber of students who graduate “on-time,” as it includes over-age students who did not graduate at
the intended age. In 2020, 9.8 percent of all junior high students were aged 16 years or above,
compared to an intended graduation age of 14. Under the definition of junior high school comple-
tion used for the UN Sustainable Development Goals—the education attainment rate among all
people aged three to five years above the intended age for the last grade of junior high school (in
China’s case, the reference age group is 17 to 19 years old)—China’s compulsory completion rate
was 93.8 percent. UN Children’s Fund, China National Bureau of Statistics, UN Population Fund,
“What the 2020 Census Can Tell Us about Children in China: Facts and Figures,” April 2023,
16-17; China Ministry of Education, Statistical Report on China’s Educational Achievements in
2021, September 23, 2022.

%£Gross enrollment in junior high education grew from 66.7 percent in 1990 to near-universal
enrollment in 2020. The gross enrollment ratio is calculated by dividing the total enrollment in
schooling by the population of school-aged children. This can lead to gross enrollment overstating
the size of the cohort in grades appropriate for their age, as it reflects both overage and underage
students. UN Children’s Fund, China National Bureau of Statistics, and UN Population Fund,
“What the 2020 Census Can Tell Us about Children in China: Facts and Figures,” April 2023,
16; Emily Hannum, “Educational Development in China: Progress, Challenges, and Outlook”
(prepared for the U.S.-China Economic and Security Review Commission), February 23, 2023,
9; Organization for Economic Cooperation and Development, “Benchmarkmg the Performance of
China’s Education System,” October 2020, 40.
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China’s Problematic Participation in the Program for
International Student Assessment (PISA)—Continued

impossible to use PISA as a representation of the country’s
educational quality.

Major problems with China’s participation in 2009 and
2012: China has participated in PISA testing four times, the first
two in 2009 and 2012, respectively, under the heading “Shang-
hai-China.” By restricting participation to its wealthiest met-
ropolitan area, the country managed to rank first in the world
across reading, mathematics, and science. Notably, in 2009, PISA
tests were actually administered in 12 Chinese provinces, includ-
ing several rural areas, but only scores from Shanghai were re-
leased and “the Chinese government has so far not allowed the
OECD to publish the actual data,” which remains the case to this
day.2% Close analysis of the number of 15-year-old test takers in
Shanghai, moreover, revealed systematic exclusion of approxi-
mately two-thirds of the testing age population.* Less-privileged
children of migrant workers with rural household registration,
or hukou, were excluded from PISA assessments, along with stu-
dents with special needs, leaving only the most privileged to take
the test.21 Furthermore, unlike most other participating econo-
mies, the Shanghai municipal government explicitly prioritized
PISA performance for schools, influencing results.22 Despite the
systematic manipulation on multiple fronts, Shanghai’s results
were credulously celebrated internationally.

Problems with China’s participation in 2015 and 2018:
In 2015, China allowed four of its wealthiest provincial-level
territories—Beijing, Shanghai, Jiangsu, and Guangdong—to
participate in the assessment. China’s ranking slipped to the
sixth spot in math, tenth spot in science, and 27th spot in read-
ing.23 Realizing that Guangdong, a province of over 100 mil-
lion people with a substantial rural population, was dragging
down the results, the Party decided to substitute in the small-
er, richer, and more urbanized province of Zhejiang in the 2018
assessment. The country’s rankings duly skyrocketed back to
first across all subjects.24 China will likely include Zhejiang in
lieu of Guangdong again in the 2022 assessment, which will be
released in late 2023.

*Based on other population figures in other countries, “one would expect about 300,000 15-year-
olds in Shanghai” to have part1c1pated “Instead, only about one-third of that amount 108,056,
is reported by PISA.” Sean Coughlan, “China: The World’s Cleverest Country?” BBC News May
12, 2012.
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Secondary and Vocational Education

After completing the mandatory nine years of basic education,
around age 15, students are tested and filtered into either an
academic or vocational educational track based on their perfor-
mance on the senior high school entrance exam. Those students
who score in roughly the top 50 percent, the vast majority of
whom are urban hukou holders, enter general high schools and
will study core, transferable skills in math, science, computers,
and language.26 As with China’s primary schools, general high
schools are massively stratified in quality. Students in China’s
wealthiest urban areas undergo rigorous coursework to prepare
for testing into an elite university.2?7 The quality of senior high
school education, however, drops off precipitously outside of these
urban centers.28 Most students at China’s first-tier universities
come from urban school districts, while less than 1 percent of
students from underperforming urban high schools or the coun-
tryside test into a top university.29

Students who score in the bottom half of the high school entrance
exam can attend vocational high school, though many choose to stop
schooling instead.* China’s vocational education system has large-
ly been neglected over the past three decades, and recent efforts
to shore up technical training have delivered poor results. As Dr.
Rozelle summarizes, “Studies have shown that vocational schooling
has failed to instill either general learning or even specific vocation-
al skills, and even induces drop out.”3? Many students end up in the
low-wage factory workforce, and in some cases vocational schools
explicitly act as labor dispatch agencies to provide cheap labor for
the manufacturing sector.?! In turn, vocational education is widely
stigmatized, with many considering attendance of vocational school
a personal and academic failure.7 32

The Gaokao: China’s All-Consuming Exam

A record 12.9 million students took the gaokao in 2023.%33
Buttressed by “the cultural importance attached to educational
credentials,” the gaokao serves as “the conducting baton of the
Chinese education system,” according to Zachary Howlett, sociol-
ogist at the Yale-National University of Singapore.3¢ The gaokao
is effectively the sole determinant of the caliber of university high
school students can attend, which in turn has outsized bearing

*In 2021, 15.9 million students graduated from junior high school, whereas general high
schools and vocational high schools admitted just 9 million and 4.9 million students, respectively.
While China’s Ministry of Education does not provide data on the percentage of students that fail
to complete 12 years of school, these figures suggest more than 10 percent drop out after junior
high school. China National Bureau of Statistics, “21-2 Number of Students of Formal Education
by Type and Level,” 2022 Statistical Yearbook.

TIn 2022, the Chinese government revised the Vocational Education Law for the first time in
26 years, formally declaring vocational and general education of equal importance in an attempt
to dispel the stigma, in addition to other measures aimed at increasing overall vocational educa-
tion. The extent to which the changes will be effective remains to be seen. Li Yulan, “The First
Revision after 26 Years—Where Is the “New” in the New Vocational Education Law” (K} [f264 &
PABVT — T B B B EMR L), Guangming Daily, April 28, 2022.

#In 2019, China allowed secondary vocational students to take the exam and have a pathway
into a nonvocational college. This change undergirds the record gaokao participation in 2023.
Zhao Yusha, “Record 12.91 Million Sit amid Popularization of Higher Education,” Global Times,
June 7, 2023.
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The Gaokao: China’s All-Consuming Exam—Continued

on career prospects.®*35 Studying for the exam is consequently an
all-consuming undertaking, with students across China spending
up to 14 hours a day of their senior high school years becoming
“test-taking machines” at the expense of other pursuits, passions,
and extracurriculars.36¢ As an indicator of how seriously the exam
is taken, police in one city during the 2023 exam even deployed
a magnetic pulse gun to prevent drones from potentially facili-
tating cheating.3” The gravity of the exam exacts a heavy toll on
China’s youth. As one student laments: “Our final purpose, our
whole life before 18, is for the gaokao. Every teacher says, ‘If you
don’t pass the gaokao, and you don’t go to college, your life is
ruined.”{ 38 Many worry that the intensive, memorization-heavy
nature of test-taking in China stifles development of skills needed
for innovative and critical thinking.3°

The exam is nonetheless a cornerstone of the Party-state’s le-
gitimacy, giving many in China hope that they can improve their
life circumstances.£4° The gaokao, as Dr. Howlett notes, takes on
special gravity because it is widely perceived as China’s “only rel-
atively fair competition” within a broader “system rife with cor-
ruption and backroom dealing.”4! As one rural high school prin-
cipal put it to Dr. Howlett, “Without the gaokao, there would be
a social revolution.”#2 The all-out scramble to succeed in China’s
high-stakes examination system can also serve the Party-state’s
pursuit of political stability in an indirect way. As author Peter
Hessler wrote of his experience teaching in China’s Sichuan Prov-
ince in 2022: “There’s a point at which competition becomes a
highly effective distraction. For most of my students, the greatest
worry didn’t seem to be classroom security cameras or other in-
struments of state control—it was the thought of all those talent-
ed young people around them.”43

Unequal Access to Education Undermines China’s Talent Base

Learning inequities and barriers confronting rural students cascade
throughout the education system, leaving many without the necessary
skills to contribute to China’s modernizing economy. Rural schools have
historically been underfunded, under-resourced, and understaffed rela-

*Each year, the Ministry of Education determines two cutoff scores for the gaokao based on the
number of university spots available, one being a minimum score for entry into any university
and the second for entry to elite universities. Emily Hannum, Xuehui An, and Hua-Yu Sebastian
Cherng, “Examinations and Educational Opportunity in China: Mobility and Bottlenecks for the
Rural Poor,” Oxford Review of Education 37:2 (2011): 270-275.

TStudents routinely characterized their experience finishing the gaokao as one of “breaking out
of prison” or “ending captivity.” Shuyi Guo, “Gaockao Examination Influences Senior High School
Education to Some Extent, Resultlng in the Senior High School Education Bringing Many Nega-
tive Effects to Its Students Atlantis Press, December 30, 2022, 1980.

#Dr. Howlett argues that China watchers’ understandmg of Chinese political legitimacy is
wrong. Rather than resting on a tacit performance of legitimacy wherein “people acquiesce to
Party-state rule in exchange for wealth,” people instead “expect to have opportunities to improve
their [own] lives. In other words, people expect the state to guarantee the conditions for the mer-
itorious to advance. At minimum, it must ensure the perception that such conditions exist. Like
the imperial exams of old, the gaokao reinforces this perception because it forms a national fate-
ful rite of passage that is open, anonymous, and competitive.” Zachary Howlett, written testimony
for U.S.-China Economic and Security Review Commission, Hearing on China’s Challenges and
Capabilities in Educating and Training the Next Generation Workforce, February 24, 2023, 8-9.
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tive to urban areas.*4* China’s government enforces an internal pass-
port system that limits individuals’ access to public services, including
education, outside of their place of “household registration,” or hukou.4>
Over 60 percent of students hold rural hukou and are restricted from
accessing urban schools, even though their parents often move to cities
as migrant workers.T4¢ The consequence is that rural students are of-
ten shut out of superior urban schools. While rural children complete
the mandatory nine years of education at approximately the same rate
as urban residents, they are much less prepared to succeed in senior
high school. In 2020, just 56.7 percent of rural residents completed se-
nior high school by the time they turned 20, compared to 82.3 percent
among urban residents.f47

Relative to urban students, rural students are falling short on as-
sessments of math and language achievement, which are significant
correlates with a worker’s ability to acquire new skills and competi-
tiveness in the job market.4® Many rural families lack the resources
to support further education after junior high school. Although Chi-
na’s Compulsory Education Law provides tuition-free education for
the first nine years of school, students must pay tuition to attend
senior secondary school, with fees ranging from $138 (RMB 1,000)§
to $690 (RMB 5,000) per year—a sizeable burden relative to a rural
household’s meager wages.{ 4° As a result, a rural Aukou is a barrier
to higher educational attainment, and only a small fraction of rural
residents ever attend university.**

*Over the past decade, government investment and programs have targeted some of the most
consequential barriers to learning in rural areas, including problems common to developing econ-
omy contexts that were widespread in China’s countryside. As Dr. Rozelle and author Natalie Hell
detail in their 2020 book Invisible China, basic, untreated health issues hindered students’ ability
to learn, despite the availability of low-cost treatments. Through field work conducted between
2013 and 2016, they found that around 60 percent of rural children suffered from anemia, uncor-
rected poor vision, and/or intestinal worm infection. More recent statistics suggest that govern-
ment programs have begun to have a positive impact in improving widespread health problems
among rural children. Education scholars visiting rural schools over the past decade also found
that basic education infrastructure remained lacking, finding inadequate facilities, equipment,
and materials, including insufficient numbers of desks and textbooks. Dr. Rozelle nonetheless
indicates this situation is also starting to improve, writing, “China has invested enormously into
improving school infrastructure; teachers are now paid by the central government on a tlmely
basis; most schools have computer rooms and libraries and good quality equipment for teaching.”
Desplte China’s progress, the low rate of rural students who continue to high school and univer-
sity reflects the systemic challenges that persist. Scott Rozelle, written testimony for U.S.-China
Economic and Security Review Commission, Hearing on China’s Challenges and Capabilities in
Educating and Training the Next Generation Workforce, February 24, 2023, 4; Scott Rozelle and
Natalie Hell, Invisible China: How the Urban-Rural Divide Threatens China’s Rise, University of
Chicago Press, 2020, 109.

FParents in China’s nearly 300-million-strong migrant workforce who bring their children with
them to cities face limited access to public services and a near-absent social support network,
meaning babies receive little to no individualized care while their parents work ten- to 12-hour
days. China Labor Bulletin, “Migrant Workers and Their Children,” May 26, 2022; McKinsey
Global Institute, “Reskilling China: Transforming the World’s Largest Workforce into Lifelong
Learners,” 2021, 62.

+The completlon rate for urban residents includes both urban hukou holders and internal
migrant students with rural hukou, but the completion rate for urban hukou holders alone is
likely higher. Children in China’s mlg-rant floating population have limited access to urban public
schools, gated by onerous application requirements. Private schools provide another option for
migrant families that are willing to pay the relatively modest tuition; however, these schools
are frequently overcrowded and provide an inferior education. China Labor Bulletin, “Migrant
Workers and Their Children,” May 26, 2022.

§ Unless noted otherwise, this section uses the following exchange rate throughout: $1 = RMB 7.25.

fIn 2021, the average dlsposable income of rural households was $2,994 (RMB 18,931), just
under 40 percent of the $7,374 (RMB 47,412) earned by the average urban hukou holder. China
National Bureau of Statistics, “6-6 Per Capital Income and Consumption Expenditure of Urban
Households,” 2022 Statistical Yearbook; China National Bureau of Statistics, “6-11 Per Capital
Income and Consumption Expenditure of Rural Households,” 2022 Statistical Yearbook.

**For example, in Central and Western China, where much of the rural population resides, only
10 percent of rural students attend university. Scott Rozelle, written testimony for U.S.-China
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These learning challenges are exacerbated by widespread delays
in infants’ basic cognitive development across rural China. Tens of
millions of rural children are behind before they even start school,
as many rural areas face an “invisible crisis” in early childhood de-
velopment. As many as 45 percent of rural babies are at risk of de-
layed cognitive development in the first three years of childhood.5°
Dr. Rozelle notes that a primary cause of delayed cognitive develop-
ment is insufficient stimulation from caregivers.* Widespread sep-
aration of rural children from parents working in cities is a major
contributor to this challenge.5!

The rural human capital crisis threatens to undermine China’s
productivity growth, and barriers to rural education may contribute
to the economy becoming stuck in a middle-income trap.f As Dr.
Rozelle states, “An educated labor force can more easily shift into
higher value-added (or “white collar”) jobs, facilitating the national
transition from a low-skill, low-wage economy to a high-skill, high-
wage economy.”52 Workers who are unable to make the transition
face being marginalized in the labor market. Already, less-educat-
ed workers face declining wages as China’s manufacturing sector
becomes less labor-intensive and more automated, with low-skill
workers being forced to find work in China’s informal services sec-
tor.53 As Dr. Rozelle argues, “There has never been a nation in past
decades that has moved from middle income to high income (and
stayed at high income) when their labor force has had such low lev-
els of human capital” as China has today.5* A stagnant economy and
hundreds of millions of low-skilled workers harbor the potential for
immense costs to China’s economic and social landscape. Structural-
ly unemployable workers may view the prospect of upward mobility
as increasingly remote, and broad malaise may lead to declining
welfare and social unrest.5®

University Education

The Party-state views higher education as crucial to China’s
competitiveness and has invested in a quantitatively astounding
expansion of China’s higher education system over the last three
decades. Enrollment has expanded 22 times over from roughly two
million enrolled students in higher education in 1990 to 44 million
in 2021.56 China’s postgraduate enrollment (masters and PhDs) is
even more impressive, ballooning 36 times from 93,100 in 1990 to
3.33 million in 2021.%57 In 2010, only 3 percent of China’s adult

Economic and Security Review Commission, Hearing on China’s Challenges and Capabilities in
Educating and Training the Next Generation Workforce, February 24, 2023, 3

*As Dr. Rozelle explains, “The main problem is rooted in insufficient stimulation of infants
from caregivers. Studies in China show that close to half of rural caregivers rarely read, sing, or
talk to their babies, either because they are out of the village working (as a migrant and have
left their children behind with grandparents) or do not realize how important such engagement
is.” Scott Rozelle, written testimony for U.S.-China Economic and Security Review Commission,
Hearing on China’s Challenges and Capabilities in Educating and Training the Next Generation
Workforce, February 24, 2023, 4.

TMany economies that have achieved middle-income status faced a stagnation in growth and
productivity—often due to an aging population and rising labor costs for labor-intensive indus-
tries—before they could “graduate” to high-income status. By “growing old before growing rich,”
this “trapped” group of economies is unable to establish sustainable drivers of economic growth,
and such economic distress generates political and social unrest. Pierre-Richard Agénor, “Caught
in the Middle? The Economics of Middle-Income Traps,” Journal of Economic Surveys 31:3 (2017):
771-791.

#Over the past two decades, the number of degree-granting higher education institutions has
also grown rapidly from 1,041 universities in 2000 to 2,738 in 2020. China’s tertiary education
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population (ages 25—64) held at least an undergraduate degree. As
of 2020, 9 percent of China’s adult population held at least an un-
dergraduate degree.>® By comparison, 39 percent of U.S. adults held
a bachelor’s degree or higher in 2020.59

In strictly quantitative terms, China’s higher education system is
now larger than that of the United States. In 2021, China matricu-
lated 4.3 million undergraduates (equivalent to 0.3 percent of Chi-
na’s population) compared to the United States’ 2.1 million (equiva-
lent to 0.63 percent of the United States’ population).* 60 Similarly,
China appears to be catching up quickly to the United States in hu-
man capital in STEM disciplines. In 2020, over 1.7 million students
completed bachelor’s degrees at Chinese universities in science and
engineering,f compared to 437,000 STEM bachelor’s degree gradu-
ates in the United States (including approximately 15,870 Chinese
nationals enrolled at U.S. institutions).i61 By 2025, Chinese univer-
sities are projected to graduate over 77,000 STEM PhDs, twice as
many as the United States.62

The quantitative expansion of higher education institutions has not
been met with equal qualitative improvements in faculty or learning
outcomes. In a 2021 study comparing the U.S. and Chinese education
systems’ cultivation of cognitive abilities and workforce skills, Stanford
associate education professor Prashant Loyalka and a team of research-
ers found that high school graduates from both countries entered un-
dergraduate programs with nearly equivalent critical thinking skills.
Chinese students, however, left university having regressed drastically
in academic and critical thinking skills, not only relative to peers in
the United States (who, in contrast, made significant gains) but also in
absolute terms over the course of college education.§63 In a separate

system includes higher vocational or technical education institutions as well, and there were
1,468 of these schools in 2020. China National Bureau of Statistics, “21-6 Number of Schools by
Type and Level,” 2022 Statistical Yearbook.

*In 2021, 4.43 million students graduated from tertiary (or college) institutions in the Unit-
ed States, with 24.6 percent receiving associate’s degrees and 49.9 percent receiving bachelor’s
degrees. China, meanwhile, graduated 9.09 million college graduates overall, with 47.2 percent
receiving bachelor’s degrees. Meanwhile, in 2021 in China, there were 1,238 bachelor’s de-
gree—granting institutions, with a combined enrollment of 18.9 million undergraduates. Melanie
Hanson, “College Enrollment & Student Demographic Statistics,” Education Data Initiative, July
26, 2022 Guangming Daily, “The Employment Situation of 9.09 Million College Graduates Is
Generally Stable” (90977 m& Kiki?)ﬁfkﬁ?}ﬁi‘\?ﬁ%ﬁ), December 29, 2021. Translation; China
National Bureau of Statistics, “21-1 Number of Schools and Educational Personnel by Type and
Level (2021),” 2022 Statistical Yearbook; China National Bureau of Statistics, “21-2 Number of
Students of Formal Education by Type and Level (2021),” 2022 Statistical Yearbook.

TChina’s STEM graduates are concentrated in the engineering field, and 1.4 million students
graduated in 2020 with an undergraduate degree in engineering, which also includes computer
science under the Ministry of Education’s classification of degrees. In the United States, 148,000
students graduated in engineering and 97,000 in computer science. China Ministry of Education,
Number of Regular Students for Normal Courses in HEIs by Discipline, 2020; China Mlnlstry of
Education, Catalogue of Undergraduate Majors for Regular Higher Education Institutions (3 1y
ST IHARI I H %), 2020; National Center for Education Statistics, Degrees in Engineering and
Engineering Technologles Conferred by Postsecondary Institutions, by Level of Degree and Sex of
Student: Selected Years, 1949-50 through 2019-20.

%In the closest comparable year for which there are data, 2018, the National Science Founda-
tion estimated 63,480 Chinese nationals were enrolled in science and engineering undergraduate
programs. A quarter of that number, 15,870, is the graduating class. This number is roughly
consistent with research from Georgetown’s Center for Security and Emerging Technology, which
estimated that roughly 2 percent of all U.S. STEM undergraduates are Chinese nationals. Ja-
cob Feldgoise and Remco Zwetsloot, “Estimating the Number of Chinese STEM Students in the
United States,” Center for Security and Emerging Technology, October 2020, 3; Josh Trapani and
Katherine Hale, “Higher Education in Science and Engineering,” U.S. National Science Founda-
tion, September 4, 2019.

§These results are based on math and physics exams as well as a critical thinking exam
given to the same students at multiple points. The critical thinking exam “reflects the ability to
develop sound and valid arguments, evaluate evidence and its use, understand implications and
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2019 study, Dr. Loyalka found that computer science students in their
senior year at Chinese universities significantly underperformed com-
pared to their U.S. counterparts.6* Computer science graduates from
China’s top-tier institutions had skill levels more akin to those of U.S.
students graduating from nonelite institutions, with the average U.S.
computer science major even outperforming the average elite computer
science major in China.65 Dr. Loyalka attributes the regression in crit-
ical thinking among Chinese students to a lack of incentive to study
hard, as they are all but guaranteed to graduate in four years.66 In
most universities across China, professors are not allowed to fail stu-
dents, grades count for little, and there are few incentives for teachers
to teach well.67

Dr. Howlett attributes Chinese students’ lagging performance to
weak curricula and poor instruction and evaluation.® “Many college
majors and programs in China, particularly at elite universities,
provide excellent training,” Dr. Howlett wrote in testimony for the
Commission, “but students in ordinary universities often say that
the knowledge their professors teach is out of date and disconnect-
ed with the realities of the employment market.”69 Many students,
especially at lower-tier universities, spend their time at university
preparing for examinations to attain a higher degree from a more
prestigious university, which has increasingly become a prerequisite
for competitiveness in the job market.70

As Denis Simon, former vice chancellor of Duke Kunshan Uni-
versity, noted during testimony before the Commission, “[Y]ou have
to ask yourself if the enrollments in universities are increasing so
rapidly, who is teaching these kids? That’s a really big question.”?1
China’s own assessments of weaknesses in the education system
routinely point to teacher quality as among the biggest challeng-
es, and evidence strongly suggests that the country has not trained
qualified faculty at a pace equivalent to the expansion in enroll-
ment.”2 In 2018, China’s Ministry of Education (MOE) reported that
only 38.2 percent of university professors held doctoral degrees.”3
While the ratio is much higher at China’s top universities—a sur-
vey of 731 STEM faculty at China’s top 25 universities found that
96 percent held a PhD—the MOE’s statistics overstate the number
of high-caliber educators due to variation in the quality of Chinese
PhD programs.”4 Additionally, professors are disproportionately re-
cruited from their alma maters; in 2009, some 57 percent of faculty
worked at the institution where they studied.”® In testimony, Dr. Si-
mon suggested the “incestuousness in the system” remains a major
issue, with universities facing a shallow labor pool and forced to re-
tain low-performing teachers due to a lack of suitable candidates.®

Foreign Talent and Resources Fill Shortfalls in China’s
Education System

Because the expansion of China’s university enrollment has out-
paced the country’s ability to train faculty, China has sought to rely

consequences, and differentiate between causation and explanation.... The exam was designed
to be culturally neutral, so that it could be given to students in different national contexts. The
same critical thinking exam was given to first- and third-year students in the baseline. It was
also given, almost two years later, to the same students in the follow-up.” Prashant Loyalka et al.,
“Skill Levels and Gains in Unlvermty STEM Education in China, India, Russia and the United
States,” Nature Human Behavior 5 (2021): 11.
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on overseas training and foreign talent to fill the vacuum. Many
of China’s most internationally cited professors and researchers
hold degrees from foreign institutions.”” In research tracking the
top-cited authors in 44 critical technology areas by their country of
residence, the Australian Strategic Policy Institute estimated that
roughly one-third of all authors in China who rank at the top of
citation indices completed their graduate studies at an overseas uni-
versity.”® The trend is set to continue with foreign-trained Chinese
scholars returning at higher rates. According to one estimate, over
1,400 Chinese scientists and researchers left posts at U.S. universi-
ties and joined universities in China in 2021 alone.”® Nonetheless,
hundreds of thousands of Chinese students still aspire to study out-
side of China, with a large proportion intending to remain overseas
after graduation (for more, see textbox below).

Foreign Universities Attract Promising Chinese Students

Because of the intense competition for spots in China’s top uni-
versities and because foreign universities are perceived as higher
quality and more prestigious, many talented Chinese students
aspire to study overseas, particularly in the United States.80 In
the 2021 academic year, 290,086 Chinese students were enrolled
at U.S. universities.*81 A large proportion of these students seek
to remain in the United States after graduation. In one survey
of Chinese nationals at 50 U.S. four-year universities, roughly 40
percent indicated intent to remain permanently in the United
States after graduation, with many more planning to stay in the
United States for another one to five years.82 The stay rates are
even higher among Chinese nationals who earned a STEM PhD
at a U.S. institution. According to a study by the Center for Se-
curity and Emerging Technology, over 90 percent of students who
earned their doctoral degree between 2000 and 2015 remained
in the United States as of 2017, reflecting the demand for STEM
talent within the United States.83 Though there has not been as
systematic a study on stay rates of Chinese graduates after 2015,
the stay rates of Chinese students may have started to decline
amid growing U.S.-China tensions, particularly since 2018.84 Sim-
ilar factors may be driving an uptick in Chinese studying over-
seas in other countries, particularly the United Kingdom (UK).
In a survey by a Chinese education company, the proportion of
Chinese students wanting to study in the United States declined
from roughly 50 percent in 2015 to 30 percent in 2022, while
the share wishing to study in the UK rose from 32 percent to 41
percent.85

To shore up its faculty and researcher pool, reverse a brain drain
from top Chinese students staying abroad after completing their de-
grees, and attract leading foreign researchers, China has launched a
number of recruitment initiatives, most famously the Thousand Talents
program (for a catalogue of China’s recruitment initiatives, see Appen-

*The student body has declined during the course of the pandemic. In 2019, 372,532 students
were enrolled at U.S. universities.
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dix I, “List of China’s Talent Programs”).* These initiatives have pulled
a large cohort of well-qualified academics into China’s S&T ecosystem,
rewarding over 16,000 scientists for working in China through 2018.86
Talent recruitment initiatives have nonetheless had clear limitations.
Many recruited under such programs are only willing to work part of
the year in China, splitting their affiliation between their overseas and
Chinese institutions.8”7 Returnee researchers employed fulltime in Chi-
na are generally less accomplished.88 Moreover, one study found that
young Chinese academics who rejected China’s talent recruitment re-
wards were more productive researchers, while those who accepted the
offer won fewer and smaller research grants and were unlikely to hold
a faculty appointment outside of China.8? In spite of these limitations
to date, academics may yet be drawn to China by increased funding
opportunities and state-of-the-art facilities offered by China’s extensive
state-led research programs.?? Other factors cited by academics return-
ing to China from the United States include U.S. scrutiny of Chinese
researchers and increased violence targeting Asian-Americans.?!

China’s Education System Is a Policy Tool

China’s leadership views education as both a primary means to
attain the Party’s great power aspirations and a tool that must be
strictly controlled. To steer curricula and research, particularly in
higher education, the Party oversees a centralized state adminis-
trative structure (see Appendix II, “Major Agencies Involved in the
State Direction of Research”). National education objectives are pre-
dominantly defined by the MOE, which guides China’s education
system via five- to 15-year policy roadmaps and closely manages
China’s top 75 universities.?2 Established in 2018 and housed with-
in the MOE, the CCP Central Education Work Leading Small Group
coordinates across education policy and ensures implementation fol-
lows the Party’s objectives.?2 The minister of education also runs the
Small Group’s day-to-day management, reflecting the politicization
of education in China.%4

The Party-state exerts tremendous operational control and in-
fluence within the university system in particular. As a Center for
Strategic and Emerging Technology (CSET) study notes, “Universi-
ties in China differ significantly from those in the United States,
with the most glaring difference being that the CCP exercises exten-
sive control over university administration, staffing, and research
priorities. University presidents, for example, are typically not se-

*China’s overseas talent recruitment ecosystem rests on three mutually reinforcing pillars.
First, the government operates scholarship programs to fund Chinese students to study STEM
fields at foreign universities in exchange for an obligation to return home immediately and com-
plete a national service work requirement lasting several years. In the second pillar, programs
offer robust incentives to Chinese students who are studying or working abroad to return to Chi-
na at some point in the future. These incentives include perks associated with talent programs,
like the opportunity to conduct research at prestigious institutions, employment in specialized
entrepreneurship parks, and special government subsidies to start their own businesses. Third,
networks of transnational technology transfer organizations target Chinese students and scholars
who have permanently settled in other countries. These transnational organizations are part
of the CCP’s united front system, which is tasked with mobilizing Chinese citizens and ethnic
Chinese in pursuit of the Party’s goals. Such transnational organizations incentivize Chinese
students and scholars to contribute to China’s national rejuvenation through appeals to nation-
al pride, ethnic identity, or desire for financial reward. Despite the considerable resources de-
ployed to attract high-performing researchers, the programs are still only attracting second-tier
researchers. For more on these programs, see Anastasya Lloyd-Damnjanovic and Alexander Bowe,
“Overseas Chinese Students and Scholars in China’s Drive for Innovation,” U.S.-China Economic
and Security Review Commission, October 7, 2020.
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lected by search committees comprised of senior faculty, but by the
Organization Department of the university’s CCP committee.”95
More broadly, the university governance structure is characterized
by a dual control system, with a formal university administration
shadowed at every level by the Party’s own structures: a Party sec-
retary at the top who outranks the president; Party groups and cells
within university departments; and Communist Youth League or-
ganizations that recruit, train, and mobilize young people on cam-
pus. Furthermore, CCP control within universities can be especial-
ly granular, with professors even given quotas for the number of
graduate students they may supervise.?¢ In a series of interviews
with Chinese academics published in 2021, the Institute for Defense
Analysis Science and Technology Policy Institute, a U.S. federally
funded research and development center, found that the most com-
mon complaint was bureaucratic control over China’s academic S&T
research ecosystem.*97

Higher Education Is a Tool in China’s Quest for National
Security

The CCP’s emphasis on education facilitating technological ad-
vancement is further driven by the Party’s vision of a world in-
creasingly hostile to its great power aspirations.? Concerned that
access to overseas research, training, and talent may be cut off,
the CCP sees improving domestic foundational research capabil-
ities as a vital component of economic and national security, en-
abling China to achieve self-sufficiency in critical domains, move
up value chains, and shore up identified supply chain vulnerabili-
ties. Urgent calls to overcome “chokepoints” over key technologies
and avoid what General Secretary Xi has referred to as “tech-
nological vassaldom” animate China’s quest to foster innovative
universities.?8 At the same time, China’s S&T education goals are
driven by Xi’s belief that the global power dynamics are under-
going “great changes unseen in a century,” and China must take
advantage of the strategic moment to build prowess in emerging

*In 2015 and 2016, Science and Technology Policy Institute researchers interviewed 40 ac-
ademics in China. Of those, 21 commented on political control and 18 agreed the control was
excessive and harmful. Sixteen also commented on the rigidly bureaucratic graduate student
quota, explaining that “the quota on the number of graduate students is first dictated by MOE,
providing a quota to each university; universities then dictate quotas for each department; and
department leaders then dictate quotas for each professor.” Xueying Han et al., “Challenges to
China’s Academic STEM Research Ecosystem,” Institute for Defense Analysis’ Science and Tech-
nology Policy Institute, July 2021.

TIn his 20th Party Congress report, General Secretary Xi starkly described the world as un-
dergoing a “new period of turmoil and change” wherein “external suppression and containment
may escalate at any time.” In a speech in March 2023, Xi made a rare and uniquely direct move
by explicitly calling out the United States, saying: “Western countries led by the United States
have implemented all-around contamment encirclement and suppression of China, which has
brought unprecedented severe challenges to our country’s development” and went on to empha-
size that 1n the comlng period, the risks and challenges we face will only increase and become
more severe.” Xinhua, “Xi Jinping: Hold High the Great Banner of Socialism with Chinese Char-
acteristics and Work Together to Build a Modern Socialist Country in an All-Round Way—Report
at the Twentleth National Congress of the Communist Party of China” (>JiT: i Lﬁl’ﬁ
S SCH R Sy At et 2 2 UL E %Tlﬁiﬁ ——FE R E I +{A¢lﬂﬁﬁé§i
IR %), October 25, 2022. Translation; Xinhua, “(Published under the authority of the Two Ses-
sions) When Xi Jinping Visited the Members of the Civil Construction Industry and Commerce
Federation Who Participated in the CPPCC Meeting, He Emphasized Correct Guidance for the
Healthy and High-Quality Development of the Private Economy, Wang Huning Cai Qi, and Din,
Xuexiang Partlclpated in the Visit and Discussion” (%2332 KUK Ai) SIEFE B2 2 B 2 WL
RETHIEAZ AR I IEfS]T RE 25K R &R E/’XE EYrT R TEH?’\)JH%‘EH*H W),
March 6, 2023. Translation.
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fields and disruptive technologies like AI to overtake the United
States.?2 China’s domestic innovation system with universities as
the linchpin will be called upon to fulfill the CCP’s technological
aspirations. China’s military-civil fusion initiative will in turn
leverage the technological prowess nurtured in Chinese universi-
ties to rapidly advance its military capabilities, potentially posing
significant challenges to U.S. interests and security.

The CCP’s Political Indoctrination and Control Now Permeates
Chinese Education

China’s surge in university enrollment in the 1980s produced
a tension between two competing objectives: promoting education
for greater economic growth and increasing political control of the
population.190 Following the 1989 Tiananmen Square massacre, the
Party executed a draconian crackdown on the education system
in the 1990s, labeling its efforts a “patriotic education campaign.”
While this indoctrination campaign saw a brief period of laxity in
the 2000s, an inflection point occurred in 2013 when the MOE initi-
ated a new patriotic education campaign it referred to as “My Chi-
nese Dream,” altering textbooks to “guide young students to feel the
superiority of the road and system of socialism with Chinese char-
acteristics.”101 This trend has intensified since Xi came to power,
with the ministry releasing a guiding opinion in 2016 to “integrate
patriotic education into all aspects of education and teaching.”192 In
2019, the Central Committee and State Council issued a lengthy no-
tice explicitly placing Xi Jinping Thought at the core of patriotic ed-
ucation at all levels.103 Textbooks introduced at the start of the 2021
school year were fully inundated with these references.19¢ CCP in-
doctrination today now extends even to preschool students.105 Addi-
tionally, the gaokao has begun incorporating elements of Xi Jinping
Thought into essay questions.19¢ Suisheng Zhao, a political scientist
at Denver University, argues this has “created a new generation of
nationalists who are more fiercely patriotic and loyal to the party
than those of the older generations.”107

Education and Cultural Genocide in Tibet and Xinjiang

In its darkest guises, education in China goes beyond indoc-
trination to serve as a tool for the Party’s campaign of cultural
genocide against ethnic minorities in Tibet and Xinjiang that has
seen hundreds of thousands of students removed from their fami-
lies and forced into boarding schools.198 While roughly 20 percent
of children study at boarding schools in China, in areas populated
by Tibetans the share approaches 100 percent, according to the
UN High Commissioner for Human Rights.109 Nearly one mil-
lion Tibetan children are forced into “residential schools” wherein
they receive education solely in Mandarin as part of an inten-
tional program to separate them from their roots and eradicate
their culture.l10 In Xinjiang, up to half a million young children
have been placed in boarding schools, while many parents have
been sent to concentration camps, which the Party refers to as
“educational facilities,” where they undergo so-called “transforma-
tion through education.”11! The Education Bureau in Xinjiang’s
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Education and Cultural Genocide in Tibet and Xinjiang—
Continued

capital Urumgqi, in an open announcement calling forth a cadre
of local teachers to implement the Party’s indoctrination, para-
phrased Stalin by reminding would-be recruits that “teachers are
the engineers of the human soul.”112

China’s Education System in Technological
Competition

China’s education system is facilitating breakthrough innovations
that contribute to both economic and national security challenges
for the United States. Many of these innovations are in dual-use
technologies, such as AI and semiconductors—fields in which a
small number of highly trained scientists and engineers can make
major strides in advancing the technological frontier. Understanding
this, the Party has concentrated resources in its elite institutions
and is building a network of dedicated national laboratories with
deep connections to government agencies leading industrial poli-
cy 1nitiatives and developing defense technology. China’s strategy,
while posing acute risks to the United States, also comes at a cost
to its long-term material development: fewer resources are directed
toward fostering broad increases in workforce productivity.

China’s Higher Education System Focuses on Improving
Domestic Innovation

Beijjing has intentionally concentrated resources into a select
number of elite institutions, enacting a series of initiatives aimed
at developing globally competitive universities over the past three
decades. Most recently, the Party-state’s 2015 “Double First-Class
University” initiative seeks to develop “first-class” universities and
“first-class” academic disciplines, aiming to elevate 147 higher edu-
cation institutions to world-class status (see Table 1 for an overview
of China’s efforts to develop world-class universities).113 Within this
cohort of Double First-Class institutions, as noted previously, the
MOE directly oversees 75 of the most elite universities, providing
them the bulk of centrally allocated funding for higher education.
Direct funding of these universities is the single largest publicly
known line item provided for by the State Council, at $50.9 billion
(RMB 327.1 billion) in 2021.*114 In large part due to this concen-
tration of resources at the top, several of China’s universities have
climbed global ranking tables of higher education institutions, with
a few now arguably among the best in the world. The 2023 edition of
the Times Higher Education World University Rankings has seven
Chinese universities among the top 100 institutions worldwide and

*This number, derived from CSET’s recent report on Chinese universities, is recalculated here
using a market exchange rate of 6.76 rather than via the Purchasing Power Parity (PPP) meth-
odology used in CSET’s report. The MOE’s budget is the largest of any ministry with publicly
disclosed figures, and direct funding of these universities takes up 85 percent of its budget. Ryan
Fedasiuk, Alam Omar Loera Martinez, and Anna Puglisi, “A Competitive Era for China’s Uni-
versities,” Center for Security and Emerging Technology, March 2022, 1; Dahlia Peterson, Kayla
Goode, and Diana Gehlhaus, “Education in China and the United States: A Comparative System
Overview,” Center for Strategic and Emerging Technology, September 2021, 17-18.
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27 among the top 500, with Tsinghua and Peking ranking highest at
16th and 17th, respectively.* 115 The United States, according to the
same rankings, has seven of the top ten universities globally, 34 in
the top 100, and 105 in the top 500.116 Thirty percent of the Times
Higher Education ranking is citations by faculty and researchers,
likely skewing results in Chinese universities’ favor, as the Chinese
academic system has long incentivized high citation rates in aca-
demic promotion.f 117

Table 1: Comparison of China’s Universities of Excellence Initiatives

Program Timeline Description

Project 211 1995-2017 Project 211 provided funding to around 100 top
universities to foster the development of elite in-
stitutions that can compete in the 21st century.
Universities applied for inclusion in the program
by outlining their plans to become high-quality
research institutions and centers of teaching ex-
cellence, and they were selected for inclusion by
an interministerial working group. In addition to
billions of dollars in funding directly associated
with the program, inclusion in Project 211 also
catalyzed investment from provincial and local
governments where the university was located.

Project 985 1998-2017 Project 985, named after the year and month

it launched in May 1998, initially provided a
large pool of funds to nine universities chosen
by the central government as flagship institu-
tions. These universities would become known

as the C9 group, China’s Ivy League equivalent.
The initiative formalized the goal of developing
world-class universities. It was later expanded to
fund 30 additional universities.

Double First- | 2015-present | The Double First-Class initiative replaced the
Class 211 and 985 projects between 2015 and 2017.

It initially provided funding to a core group

of 42 universities, which were deemed to have
potential as world-class institutions and leading
centers of science-based innovation. Another 95
high-performing universities were selected to
excel in specific disciplines. The second phase
of the initiative, launched in 2022, expanded
the number of member universities to 147 and
removed the distinction between core and disci-
pline-focused universities. These universities are
granted access to additional funding based on
the government’s evaluation of its performance
in particular disciplines as well as overall inter-
national ranking.

Source: Various.118

*The other universities are all members of the so-called C9 League in China, an association
established in 2009 that receives lavish government funding. The C9 universities ranked in the
top 100 consist of Tsinghua University, Peking University, Fudan University, Shanghai Jiao Tong
University, Zhejiang University, University of Science and Technology of China, and Nanjing Uni-
versity. The two other C9 universities are Harbin Institute of Technology and Xi’an Jiaotong Uni-
versity. Emily Hannum, “Educational Development in China: Progress, Challenges, and Outlook”
(prepared for the U.S. -China Economic and Security Review Commission), February 23, 2023, 18.

TChinese universities offer substantial cash rewards for publication in prestlglous Journals
A review of such awards offered by 40 Chinese universities between 2008 and 2016 found that
authors published in Nature or Science received an average of $43,783 in 2016. Wei Quan, Bikun
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In first-tier cities,* China’s elite universities anchor the technol-
ogy ecosystem and play a fundamental role in China’s efforts to
dominate every part of what it calls “the innovation chain.”11® While
focusing on basic research, such universities are also integrated
closely with China’s many state-managed laboratories, research in-
stitutes, and funded research projects.’20 As CSET researchers note
in a study on China’s state key labs,T they are “evolving to be one
of the most important building blocks in China’s innovation base,”
are at the forefront of China’s efforts to reduce dependence on for-
eign technology, and are key contributors to military-civil fusion.121
These 533 laboratories are overseen by the MOE as well as China’s
Ministry of Science and Technology (MOST) and tend to be orga-
nized around a specific discipline.l22 The labs are often co-located
with elite universities (those counted in the Double First-Class pro-
gram), and university faculty are frequently the investigators on re-
search grants awarded to the state key labs.123 MOST also oversees
thousands of national-level R&D projects, known as National Key
Projects (5,262 launched between 2016 and 2021), as well as the
National Natural Science Foundation, with the majority of funding
going to elite universities and research labs.124

Specific Disciplines at the Frontier

Resource concentration is also directed into specific disciplines
selected by the central government. Currently, 465 disciplines from
147 universities are being targeted and supported under the prem-
ise that they have “the potential to become world class.”125 Notably,
whereas universities such as Peking and Tsinghua have roughly
30 disciplines that will qualify for promotion, lesser institutions
tend to have only a few and are disproportionately concentrated in
“hard” technology and science areas, such as the Wuhan University
of Technology, whose only supported discipline will be materials sci-
ence and engineering.126 As Emily Hannum, professor of sociology
and education at the University of Pennsylvania, notes in a report
prepared for the Commission, “unlike the earlier projects, the Dou-
ble First Class project supported not only ‘the already established
universities’ but also universities ‘with urgent needs, distinctive
features, and new disciplines.’”127 In spite of this, as Dr. Hannum
notes, the “majority of disciplines to be developed are still clustered

Chen, and Fei Shu, “Publish or Impoverish: An Investigation of the Monetary Reward System of
Science in China (1999-2016),” arXiv, July 2017.

*Chinese cities are unofficially but widely grouped into four “tiers” based on population, af-
fluence, and whether they are governed at a provincial level (e.g., Shanghai, Chongqing, Beijing,
and Tianjin are provincial-level municipalities), as provincial capitals, or at lower echelons of
administrative hierarchy. For example, Shanghai is a first-tier city; Chengdu, the populous capital
of Sichuan and a regional hub in the southwest, is a second-tier city; Wenzhou, a prefecture-level
port city and tourist destination on the coast of Zhepang Province, 1s a third- tier city; and Xiang-
cheng, a county-level city in Henan Province famous foremost as the birthplace of the first pres-
ident of the Republic of China, Yuan Shikai, is a fourth-tier city. Dorcas Wong, “China’s City-Tier
Classification: How Does It Work?” China Briefing, February 27, 2019.

TState key labs are subordinate to—but far more numerous than—the 20 national-level labs.
The Party-state also operates 191 National Engineering Research Centers, differing from state-
key labs in being more focused on commercialization of technology. Previously, these research
centers were far greater in number but have been scaled back due to the current widespread
quality issues, failing to actually promote commercialization while building up debt and wast-
ing resources. Jeroen Groenewegen-Lau and Michael Laha, Controlhng the Innovation Chain:
China’s Strategy to Become a Science and Technology Superpower,” Mercator Institute for China
Studies, February 2, 2022; Michael Laha, “How China Plans to Engineer Its Way Out of Technol-
ogy ‘Strangleholds,”’ Australian Strategic Policy Institute, September 26, 2022.
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in major cosmopolitan areas in the eastern region of China,” and
for most of China’s provinces, the only institution selected into the
Double First-Class project is the strongest university in the provin-
cial capital.128

Promoting Semiconductor and AI Development in Higher
Education

Promoted areas of study are disproportionately in the Party’s
priority S&T areas, including semiconductors and Al. Since 2015,
the Party-state has selected 28 schools to build out microelec-
tronics colleges. In 2020, China separated integrated circuit sci-
ence and engineering from the broader category of electronic S&T
and made it a first-level discipline.129 Also in 2020, the National
Development and Reform Commission and the MOE moved for-
ward on implementing “national integrated circuit industry-ed-
ucation integrated innovation platforms” at specific universities
to increase university-industry collaboration. According to Dr. Si-
mon, each “has a specialized mandate, e.g. Tsinghua is focused
on CMOS* logic devices and circuits, memory, and sensors,” and
each receives hundreds of millions of RMB from the government
in support.139 In 2021, 18 universities were selected to begin of-
fering doctoral programs in integrated circuit science and engi-
neering, nearly all of them elite universities on China’s coast.131
Efforts in Al mirror these trends in semiconductors, according
to Dahlia Peterson, a research analyst at CSET.132 More elite
locales have established Al institutes, which by Ms. Peterson’s
calculations currently include at least 36 Al colleges and 18 Al re-
search institutes.133 More broadly, in 2019 the MOE standardized
an Al major that has now been taken up by 440 universities. Ini-
tial uptake was strongest at elite institutions but has now spread
to lower-tier universities, raising concerns about quality.134 These
initiatives are a clear response to Beijing’s calls to the higher ed-
ucation system to target “stranglehold” technology areas as well
as areas critical to the Party-state’s industrial policy ambitions.

Concentration of Resources at the Top Is Growing China’s
Innovation Capacity

A wide array of organizations and analysts find that China’s over-
all innovation capacity has expanded sizably over the last several
decades, in line with China’s massive expenditure on its leading uni-
versities. The World Intellectual Property Organization’s Global In-
novation Index, one of the most frequently cited metrics, found that
from 2010 to 2022 China advanced from the 43rd to the 11th ranked
country in terms of innovation capacity.13> Two recent reports but-
tress this finding with a broad set of quantitative indicators. In
late 2022, the Information Technology and Innovation Foundation
(ITIF), a U.S. nonprofit public policy think tank, created a propri-
etary index summing together a range of innovation inputs, outputs,

*CMOS stands for Complementary Metal-Oxide-Semiconductor and refers to the physical lay-
ering of a semiconductor: a metal (used for the transistor gate) is deposited on top of a layer of
silicon dioxide (the “oxide”), which in turn is on top of a silicon semiconductor substrate. CMOS
is the most common method for constructing integrated circuits.
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and outcomes (e.g., R&D spending, science and engineering articles,
and value added in advanced industries) to calculate China’s overall
innovation capacity, finding that it has ballooned from 77.8 percent
of the United States’ capacity in 2010 to exceed the United States at
139.2 percent as of 2020.136 In early 2023, meanwhile, the Austra-
lian Strategic Policy Institute (ASPI), based on research that looked
at academic publications related to specific technologies, concluded
that “China has built the foundations to position itself as the world’s
leading science and technology superpower, by establishing a some-
times stunning lead in high-impact research across the majority of
critical and emerging technology domains.”137 The authors note that
“China’s global lead extends to 37 out of 44 technologies that ASPI
is now tracking, covering a range of crucial technology fields span-
ning defense, space, robotics, energy, the environment, biotechnology,
Al, advanced materials and key quantum technology areas” (see Ta-
ble 2).138 As portrayed in the figure below, the technology monopoly
risk score developed by ASPI is derived by considering two factors:
(1) the top country’s share of the world’s top ten institutions in the
specific technology and (2) the top country’s research lead over the
closest competitor, based on the ratio of publications in the top 10
percent most cited for that technology. “High risk” means eight or
more of the top ten institutions are in the top country, and that
country also commands at least three times the share of publica-
tions in the top 10 percent relative to the next closest country.® 139
Publications, however, are a second order measure and may not
necessarily be indicative of underlying technological deployment.
Chinese policy incentives, which reward metrics like patenting and
citations, may also lead the study to overstate the actual progress
of Chinese scientific research.140

Table 2: Research Areas China Appears to Lead

Technology
Lead Monopoly
Selected Technologies Country Risk

Advanced materials and manufacturing
Nanoscale materials and manufacturing China high
Coatings China high
Smart materials China medium
Advanced composite materials China medium
Novel metamaterials China medium
High-specification machining processes China medium
Advanced explosives and energetic materials China medium
Al, computing, and communications
Advanced radiofrequency communications (incl. 5G China high

and 6G)

*Medium risk in turn means five out of the top institutions are in the first-ranked country,
which also commands at least two times the share of publications in the top 10 percent relative
to the next-closest country. Low risk simply means the medium-risk criteria were not met. Jamie
Gaida et al., “ASPT’s Critical Technology Tracker: The Global Race for Future Power,” Australian
Strategic Polwy Institute, February 2023, 13.
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Table 2: Research Areas China Appears to Lead—Continued

Technology
Lead Monopoly
Selected Technologies Country Risk
Advanced optical communications China medium
Al algorithms and hardware accelerators China medium
Distributed ledgers China medium
Advanced data analytics China medium
Energy and environment
Hydrogen and ammonia for power China high
Supercapacitors China high
Electric batteries China high
Photovoltaics China medium
Nuclear waste management and recycling China medium
Directed energy technologies China medium
Biotechnology, gene technology, and vaccines
Synthetic biology China high
Biological manufacturing China medium
Sensing, timing, and navigation
Photonic sensors China high
Defense, space, robotics, and transportation
Advanced aircraft engineers (incl. hypersonics) China medium
Drones, swarming, and collaborative robots China medium

Source: Jamie Gaida et al., “ASPI’s Critical Technology Tracker: The Global Race for Future
Power,” Australian Strategic Policy Institute, February 2023, 8.

China Limits Academic Sharing of Research and Data

As China expands its presence in academic research in biotech-
nology and other cutting-edge domains, the Party-state is also
increasingly enforcing restrictions on data sharing and research
transparency. According to Anna Puglisi, director for biotechnolo-
gy at Georgetown’s Center for Security and Emerging Technology,
“China has amassed the largest genomic holdings of anywhere in
the world.” 141 Beijing views these resources as a strategic advan-
tage and is increasingly protective of them. In July 2023, the Par-
ty-state issued new regulations on foreign access that add onto
2019 laws already restricting foreign entities’ ability to collect
genetic material in China or disseminate it abroad.l42 The new
regulations further increase scrutiny of collaboration in clinical
studies and restrict outflows of information, creating an environ-
ment so stringently controlled that one specialist described it as
“basically grant[ing] exclusive access to Chinese nationals based
in China to conduct this research.”143 Chinese publications in
Western journals have begun omitting data on genomic sequenc-
es, including a disclaimer stating that—due to restrictions im-
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China Limits Academic Sharing of Research and Data—
Continued

posed by the Chinese government on the export of genomic data
and certain sequencing information—they are unable to share
the complete data, instead providing a mere summary of the un-
derlying data.l44 Such practices deviate from the global norms
of research collaboration and create a slippery slope with regard
to data transparency in the scientific community.145 The greater
scrutiny over academic information sharing comes after several
databases were restricted on CNKI, the top portal for academic
papers in China, reflecting the tightening grip over information
as the Party-state prioritizes national security and control.146

China’s Innovation Emphasis May Fuel a Technology
“Diffusion Deficit”

As demonstrated above, assessments of China’s science, technolo-
gy, and education capacity often rely heavily on quantitative metrics
such as research publications, R&D expenditures, and patents. Such
traditional innovation metrics, however, often overlook the issue of
“technology diffusion,” or the process by which innovations, tech-
nological knowledge, and new production processes spread across
an economy.* Scholars have emphasized the importance of techno-
logical diffusion in economic and technological development for de-
cades.t147 Particularly important is the potential relationship be-
tween diffusion capacity and a country’s growth in productivity, or
the amount of output that can be produced from a given amount
of inputs, such as labor and capital. China’s declining productivity
growth since at least 2007% may owe in part to barriers to diffus-
ing technology and knowhow throughout its economy, particularly
educational barriers.14® George Washington University political sci-
entist Jeffrey Ding disaggregated the 2020 Global Innovation Index
into subindices that align with innovation and diffusion, respective-
ly, in order to highlight an apparent differential between the two.
Where China registers an impressive performance on the former
subindex, ranking on average 13.8, Dr. Ding describes China’s rela-
tively poor performance on the latter, ranking on average 47.2, as a
“diffusion deficit” (see Table 3).149

*This is partly because diffusion is much harder to measure at a national level. Aggregate data
for innovation inputs (e.g., R&D) and outputs (e.g., patents) are readily available. By contrast,
data on the extent and intensity of diffusion, or for instance how many firms adopt a new tech-
nology and how frequently they use it, tend to only be available in small, firm-level datasets and
are often not readily comparable between sectors or technologies. Jeffrey Ding, “The U.S. May Be
Overstating China’s Technological Prowess,” China File, June 7, 2023; Diego A. Comin and Marti
Mestieri, “Technology Diffusion: Measurement, Causes and Consequences,” National Bureau of
Economic Research, May 8, 2013.

TThe most widely referenced study on diffusion of innovations—with over 150,000 citations, ac-
cording to Google Scholar—was first written in 1962. That study was itself a synthesis of research
across hundreds of studies on diffusion undertaken in the decades prior, building in particular on
studies looking at technology adoption among farmers in the American Midwest. Everett Rogers,
“Diffusion of Innovations,” Free Press of Glencoe, 1962.

%Since 2007, China’s GDP growth has mostly been driven by state-directed investment in in-
frastructure and housing projects, where for the prior three decades it was driven upward of 70
percent of GDP growth due to reallocation of resources from low- to high-efficiency sectors and
firms. For more background on the decrease in China’s productivity, see Loren Brandt, written
testimony for the U.S.-China Economic and Security Review Commission, Hearing on An Assess-
ment of the CCP’s Economic Ambitions, Plans, and Metrics of Success, April 15, 2021.
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Table 3: China’s Innovation vs. Diffusion Capacity, 2020

Innovation Capacity Subindex Diffusion Capacity Subindex
China’s China’s
Global Global
Indicator Rank Indicator Rank

QS University Rankings 3 ICT Access 71

Gross Expenditures on R&D 13 ICT Use 53

Global R&D Companies 3 University/Industry Re- 29

search Collaboration

Researchers, Fulltime Equiv/ 48 State of Cluster Develop- 25

mn pop ment

R&D Performed by Business 12 Gross Domestic Expen- 81

diture on Research and
Development Financed by

Abroad
R&D Finance by Business 4 JV Strategic Alliance Deals/ 76
Bn
Patents by Origin 1 Patent Families 2+ Offices/ 27
Bn PPP% GDP
Patent Cooperation, Treaty 15 Intellectual Property Re- 44
Patents by Origin ceipts, % Total Trade
Utility Models by Origin/Bn 1 High-tech Net Exports, % 5
PPP$ GDP Total Trade
Scientific and Technical 39 Information and commu- 61
Articles nications technology (ICT)
Services Exports, % Total
Trade
Citable Documents H-Index 13
Average Ranking 13.8 Average Ranking 47.2

Source: Adapted from Jeffrey Ding, written testimony for U.S.-China Economic and Security
Review Commission, Hearing on China’s Challenges and Capabilities in Educating and Training
the Next Generation Workforce, February 24, 2023, 7

The stark decline in quality outside China’s top universities may
contribute to China’s apparent diffusion deficit. Beyond the select
universities directly managed by the MOE and other state agen-
cies, most institutions are funded by cash-strapped city and pro-
vincial governments.* Dr. Simon explains that for higher education
institutions, “after you go beyond the first 25, 30, at least on the
civilian universities, the drop-off [in quality] is very, very sharp.”150
Cross-country comparisons focused on number of graduates and

*Although Chinese universities charge tuition, fees are maintained at low levels by the MOE
and provincial governments in order to promote universal access to education. As a consequence,
universities rely on government appropriations to finance operations. Increasingly, universities
have diversified their funding sources by soliciting donations from the nonstate sector, but these
remain a small portion of their revenue sources. An expanding number of private colleges operate
outside the government funding structure, charging tuition fees many times higher than public
universities. William B. Kirby, Empire of Ideas: Creating the Modern University from Germany to
America to China, Harvard University Press and Belknap Press, 2022, 254, 261; Gerard A. Posti-
glione, Expandmg Higher Education: China’s Precarious Balance,” China Quarterly 244 (2020):
922-923; Guangming Daily, “How Universities Can Make Up for Fundraising” (#[E K2 anfa #h
g, January 13, 2016. Translation.
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publications often do not capture this drop-off. If, as most research
on the issue suggests, a crucial aspect of effective diffusion of in-
novations is absorptive capability, then diffusion in China is like-
ly hampered by the extent of the drop-off in educational provision
outside of China’s well-off urban areas.151 Additionally, even among
firms that do ostensibly adopt new innovations, the ability to ful-
ly utilize and assimilate such technologies and processes is con-
strained by internal competencies, such as skilled and knowledge-
able managers and employees.152 With severe constraints on talent
development outside well-off urban areas, firms in poorer regions
will struggle to effectively benefit from innovations. Despite China’s
rapid development over the last several years, across information
and communications technology broadly, “China lags behind the U.S.
in penetration rates of many digital technologies across industrial
applications, including digital factories, industrial robots, smart sen-
sors, key industrial software, and cloud computing.”153

China’s innovation and technological diffusion capacities each pose
unique challenges. On the one hand, China’s intensive concentration
of resources into innovations in critical and emerging technology
sectors could lead to asymmetrical payoffs, giving the Party-state
power, challenging U.S. technology leadership in new domains, and
creating potential threats. China’s evolving strategies for concen-
trating resources to solve key technology challenges is improving
and should not be underestimated, as Dr. Puglisi assessed in testi-
mony before the Commission.?5* Development of dual-use technolo-
gies in domains like biotechnology and AI may possess “first mover”
advantages that could confer impactful and lasting benefits, partic-
ularly relevant to the Party-state’s military-civil fusion strategy.155
Beijing-based venture capitalist Kai Fu Lee argues that critics of
China’s resource concentration strategy fail to appreciate the asym-
metrical upside potential:

What these critics miss is that this process can be both high-
ly inefficient and extraordinarily effective. When the long-
term upside is so monumental, overpaying in the short term
can be the right thing to do. The Chinese government want-
ed to engineer a fundamental shift in the Chinese economy,
from manufacturing-led growth to innovation led growth,
and it wanted to do that in a hurry and the process of pure
force was often locally inefficient—incubators that went un-
occupied and innovation avenues that never paid off—but
on a national scale, the impact was tremendous.156

At the same time, a number of analysts believe that China’s inef-
ficient allocation will be a severe constraint on the country’s further
development. As Loren Brandt and Thomas Rawski wrote in a 2020
research paper published by the IZA Institute of Labor Economics,

Assigning vast resources to a talented and highly motivated
corps of domestic researchers will surely deliver successes....
When measured against the enormity of the world’s larg-
est economy, however, even considerable numbers of isolated
breakthroughs may fail to deliver economy-wide productiv-
ity increases, leading to a Soviet-style outcome in which the
occasional Sputnik illuminates galaxies of mediocrity.157
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Similarly, Doug Fuller, associate professor at Copenhagen Busi-
ness School and an expert on China’s S&T ecosystem, argues that
for “the needs of a developing country like China ... knowledge dif-
fusion should take precedence over knowledge generation.”* 158

China’s Education System Struggles to Promote Diffusion via
Industry Linkages

While universities in China’s wealthy coastal cities have strong
ties to industry, producing startups from research labs and licensing
technology to businesses, most of China has weak university-industry
linkages. Richer locales such as Shenzhen and Kunshan (where Duke
University’s China campus is located) have benefited from attracting
national and international elite universities to set up satellite campus-
es, often covering large portions of their costs. By contrast, most areas
in China have had to create and fund their own institutions.t 159 Since
2000, nearly 700 universities were created by local governments with
a primary aim of fostering cooperation between academia and local
industry, with 196 out of China’s 339 cities, or 57.8 percent, establish-
ing their own university.160 Hundreds of so-called “university towns”
in turn were brought forth by government investment around these
universities.161 The results have been poor, with most institutions low
in quality and failing to spur technological diffusion. As of 2021, 802
colleges and universities had established an in-house technology trans-
fer institution, yet only 12 had technology development, consulting, and
service contracts valued at more than $138 million (RMB 1 billion).162
Further, research from Qiang Zha, associate professor of education at
York University, has shown that local institutions have been plagued
by bad incentives and limited expertise, fatally undermining integra-
tion with industry.z China’s local universities face major “constraints
in the strength and availability of their teaching staff” and operate
under top-down incentives that encourage engaging in publication and
metric chasing.163 Dr. Zha notes that rather than work closely with lo-
cal industry, they “mimic elite universities through increasing research
activities and adding graduate programs.”164 Industry, in turn, has had
little incentive to collaborate substantively with China’s nonelite uni-
versities.

*Dr. Ding also noted a historical parallel between China today and the former Soviet Union,
when innovation-oriented assessments overstated that nation’s prowess. Dr. Ding, for example,
writes that “the notion of a ‘scientific manpower gap’ — specifically, that the Soviet Union was
graduating two to three times as many scientists and engineers than the U.S. — took hold in U.S.
discourse” and that “[tlhroughout the 1950s, this figure was ‘repeated ad infinitum’ by analysts
and politicians.” Jeffrey Ding, “The Diffusion Deficit in Scientific and Technological Power: Re-as-
sessing China’s Rise,” Review of International Political Economy (2023): 12.

TDuke’s deal with Kunshan, a wealthy city in coastal Jiangsu, for example, entailed the Mu-
nicipality of Kunshan providing and leasing 200 acres of land to Duke for ten years at no cost as
well as paying for construction. Operational costs were split between Kunshan and Duke for the
first six years. Duke’s Kunshan campus is one of 16 U.S. branch campuses in China, according to
March 2023 data from the Cross-Border Education Research Team. Ian Wilhem, “Duke’s China
Plan Sparks Doubts on Campus,” Chronicle of Higher Education, May 25, 2011; Cross-Border
Education Research Team, “List of International Branch Campuses.”

%Dr. Zha also notes that local universities are driven by an overwhelming imperative to raise
funds, and thus “they tend to offer more ‘soft’ programs; those do not require expensive resource
inputs, such as business administration, foreign languages, economics, management, Chinese lan-
guage and literature, and media studies. Such programs do not cost much, while the enrollment
pool is relatively large and steady, which in turn helps secure government appropriations and
student fee revenues. After all, local governments’ appropriations and students’ contributions con-
stitute almost the entire revenue stream of those universities.” Qiang Zha, “Newly Founded Local
Universities: ‘Land-Grant Colleges’ on Chinese Soil?” in Ceren Ergenc and David S.G. Goodman,
eds., Handbook on Local Governance in China: Structures, Variations, and Innovations, Edward
Elgar Publishing, 2023, 4.



310

Limited Industry-Education Linkages Threaten Beijing’s
Industrial Policy Aims

The disconnect between education and industry is hindering
Beijing’s progress in the competitive race for the industries of the
future. China’s research landscape has become dotted with many
government-created “science parks” and “development zones” that
focus in part on promoting education-industry collaboration on
specific technologies.165 Qutside of a few high-performing zones,
such as Beijing’s Zhongguancun, local governments have accumu-
lated an extensive amount of debt to promote such university-in-
dustry collaboration with little to show.* While a coordination
body exists in the semiconductor industry to promote industry-ed-
ucation linkages (known as the Semiconductor Industry & Ed-
ucation Integration Development Alliance), substantive collab-
oration is rare and partnerships are largely limited to naming
and donations, serving as a form of corporate brand promotion
and a method to acquire tax breaks and subsidies.!6¢ The cen-
tral government has effectively acknowledged the overextension
and waste set off by “zone fever,” reducing the number of existing
zones and dramatically slowing approval of new ones such that
only five new high-technology zones were approved between 2018
and 2023.1:167 The Party-state’s own 2023 assessment of China’s
innovation ecosystem, produced by the Chinese Academy of Sci-
ences, warned of the continuing lack of education and industry
collaboration:

In comparison to the world’s S&T superpowers, China’s
innovation and development in S&T has no shortage of
issues, such as deficiencies in foundational and critical
technologies, a lack of interaction between the education-
al and technical industries, and a shortage of industry

*There are 140 national-level science parks as of 2021 and, per China’s most recent audit in
2018, there were 552 national-level development zones, which’ included 219 “economic and tech-
nology development zones” and 156 “high-technology industrial development zones.” Below the
national level, zones have proliferated to 1,991 at the provincial level and, though not tabulated
by the audit, tens of thousands more below the provincial level. The results are a select few zones
of excellence, such as Beijing’s Zhongguancun, but many more have failed to develop or diffuse
technology while incurring massive debt. Creating these zones is the primary undertaking of local
government financing vehicles, involving major expenditure on infrastructure and accounting for
a large portion of China’s recent debt accumulation. China Ministry of Science and Technology,
The Ministry of Science and Technology and the Ministry 7Ff Education Identified the Eleventh
Batch of National University Science and Technology Parks ( ﬁ“f HBEHRINE S+ E TR R
$%1d), June 3, 2021. Translation; National Development and Reform Commission et al., Catalogue
of China Development Zone Audit Announcements (2018 edition) (" [E -5 [X % 4% 2 5 11 57:(20184F
}i2)), February 26, 2018. Translation.

+The alliance was jointly initiated and established by 73 leading education and industry organiza-
tions, including Tsinghua Unigroup, SMIC, Huahong Group, Tsinghua University, Peking University,
Xidian University, and Institute of eroelectromcs and Chinese Academy of Sciences. Industrial
Culture Development Center of the Ministry of Industry and Information Technology, “Wang Zhijun
Attended the Founding Meeting of the Integrated Circuit Industry-Education Integration Develop-
ment Alliance and the 2nd Semlconductor Wisdom Conference in 2019” (£ &% H gﬁi L P
R T K 2 201958 — i SR A 84 K 2%), December 23, 2019. Translation.

#According to analysis by the Mercator Institute for China Studies (MERICS), this led MOST,
which at the time managed high-technology zones under its Torch Program, to miss its target of
240 high-technology zones by 2020. Following Party-state restructuring in 2023, however, MOST’s
management of these zones has now been moved to Ministry of Industry and Information Tech-
nology. Similar trends hold for the Economic and Technological Development Zones, which are
overseen by the Ministry of Commerce. Jeroen Groenewegen-Lau and Michael Laha, “Controlling
the Innovation Chain: China’s Strategy to Become a Science and Technology Superpower,” Mer-
cator Institute for China Studies, February 2, 2022, 13.
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Limited Industry-Education Linkages Threaten Beijing’s
Industrial Policy Aims—Continued

members in the community for S&T innovation. These
issues have severely restricted the overall effectiveness of
the innovation system. In the face of deep and complex
changes occurring both within China and abroad, the
national innovation system urgently needs to undergo a
systematic transformation.168

Labor Market Outcomes and Educational Quality

Despite its growing strengths in fostering innovation, China’s ed-
ucation system is failing to meet the economy’s demand for skilled
workers, posing an immense challenge to China’s continued economic
growth.169 Analyses of China’s labor force indicate major skills gaps
and shortfalls of workers with needed skills. The education system’s
challenges in developing a nationwide skilled workforce could slow
the development of knowledge-intensive sectors and deepen China’s
“diffusion deficit.” A recent spike in the youth unemployment rate
has put a spotlight on the limited training and development pro-
vided by China’s education system. The high youth unemployment
situation is also attributable to the Party-state’s missteps in Ze-
ro-COVID and its regulatory crackdown on nonstate businesses. At
the same time, despite efforts to reform and promote vocational ed-
ucation, vocational schools almost uniformly fail to instill work-rel-
evant skills let alone develop students’ broader cognitive abilities,
hindering the development of a technically skilled workforce and
fostering a societal bias against such schooling.

China’s Education System Struggles to Meet Labor Market
Demand

China’s government is grappling with looming talent shortages
as it struggles to expand training capacity and guide students to
pursue careers in sectors targeted by government industrial policies.
In 2016, China’s MOE, Ministry of Human Resources and Social
Security, and Ministry of Industry and Information Technology fore-
casted that ten key industrial sectors will face a shortfall of nearly
30 million skilled workers by 2025, with huge gaps in new-genera-
tion information technology (IT), power equipment, and new mate-
rials.170 McKinsey Global Institute similarly projects that by 2030,
up to 220 million Chinese workers will lack the skills needed to con-
tribute to the economy, meaning 30 percent of the workforce will be
forced to reskill, retrain, or languish in unemployment.1?1 In report-
ing by independent Chinese economic media outlet Caixin, a senior
executive of a leading Chinese recruitment service provider stated
that the driving factor in China’s unemployment is a mismatch be-
tween the skills of graduates and the demands of the labor market.
The current unemployment situation “doesn’t reflect insufficient job
offerings so much as a structural mismatch between supply and de-
mand,” the executive said.172 The prospects of a high-paying career
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weigh heavily in students’ decision on what discipline to study.*173
This dynamic has led to an oversupply of graduates in the infor-
mation and communications technology sector, with 43 percent of
job applicants pursuing IT positions.17¢ With roughly one-third of
university graduates failing to find work in a field related to what
they studied at school, there is some evidence for this structural
mismatch hypothesis, as companies are forced to compete over a
sparse pool of individuals with appropriate experience.175

Evidence from AI and semiconductors suggests Chinese industry
faces challenges in filling vacant roles due to inadequately trained
talent, in spite of the Party-state’s efforts to train microelectronics
and Al specialists. Multiple Al subsectors suffer from “critical short-
ages,” with fewer than four workers for every ten open positions, cal-
culated as a labor supply-demand ratio below 0.4. The ratios range
from 0.37 for Al chip engineers to 0.23 for machine learning engi-
neers, 0.20 for natural language engineers, and 0.09 for computer
vision engineers, among other shortages.l”®¢ Meanwhile, according
to a major mainland research report on China’s semiconductor tal-
ent ecosystem covering 2020-2021, the semiconductor industry is
expecting a shortfall in talent of 200,000-300,000 trained person-
nel, with 541,000 estimated to be employed in the industry in 2021
(about double the U.S. number) compared to an estimated need for
740,000-760,000 by the end of 2023.7177 While China’s top micro-
electronics colleges graduate roughly 180,000 people, nearly enough
to fill the gap, only 13.8 percent funnel into the industry.:178 The
underlying reason for this, Dr. Simon explained in his testimony, is
that a large portion of graduates from these programs “simply do
not possess the right sets of skills and experience needed by the
industry.”179 This deficit reflects the fact that faculty often lack en-
gagement with industry, institutions lack pilot research equipment
or production lines for students to train on, and many schools do not
even possess up-to-date textbooks.180

Demographic Decline Increases China’s Need for Skilled
Workers to Sustain Growth

China’s workforce is shrinking as the population ages, deepening
the necessity for human capital improvement to sustain economic
growth. According to UN modeling, China’s working-age population
(those aged 15-64) is projected to decline from 986 million in 2021
to 767 million by 2050.§ 181 This shrinking workforce will be forced

*Universities and their provincial education authorities negotiate each year on the number of
students to admit by major. This grants the MOE a degree of control over the allocation of ma-
jors across the higher education system; however, student applicants retain discretion over what
major they study. After receiving their score on the gaokao, students rank their top choice schools
as well as the specific majors they wish to apply to, with the highest-scoring students generally
able to self-select into their preferred programs. Ruixue Jia and Hongbin Li, “Just Above the
Exam Cutoff Score: Elite College Admission and Wages in China,” Journal of Public Economics
196 (2021): 3; Organization for Economic Cooperation and Development, “Education in China: A
Snapshot,” 2016, 12.

FAcross the semiconductor ecosystem’s three segments of design, manufacturing, and packag-
ing and testing, there are— respectively—199,600, 181,200, and 160,200 employees in China as
of 2021. Li Pei, “[Chip Vision] Discussion on Semiconductor Talent Shortage, Vocational Education
Should Not Be Absent” ([E-HLEF 2 G4k A A S 101 18, B E AREYE), Ajiwei, April 18, 2022.

+These data reflect graduates from 20 of the 28 microelectronic colleges in China that had
available data.

§In 2021, out of the total working-age population of 986 million, China’s workforce had 780
million workers based on data from the International Labor Organization and the UN Popula-
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Demographic Decline Increases China’s Need for Skilled
Workers to Sustain Growth—Continued

to support a massive dependent population. By 2050, the UN proj-
ects that there will be one old-age dependent (over 65) for every
two working-age individuals, an increase from one senior for every
five workers in 2021.182 Continued growth in per capita income will
require each worker to become more productive.

High Youth Unemployment Creates Potential for Unrest

After averaging 17.5 percent in 2022, China’s unemployment rate
for 16- to 24-year-old urbanites had climbed to an all-time high of
21.3 percent by June 2023, a stark contrast with the highly stable
and managed unemployment rate for 25- to 59-year-old urbanites
(see Figure 2).183 China’s national statistics agency subsequently
ceased releasing the youth unemployment data series, a decision
likely made due to increasingly dismal data.'84 The sharp rise in
unemployment coincided with the largest ever cohort of graduates
from China’s higher education system—11.58 million—who entered
a slowing job market in the summer of 2023.185 While these unem-
ployment figures comprise more than just college graduates, new
graduates appear to face the weakest job prospects. In 2022, unem-
ployment for college graduates in 2022 was estimated at 24.5 per-
cent® in what was then characterized as the “hardest employment
season in history.”186 The climbing youth unemployment rate in
2023 likely reflects even dimmer job prospects for university degree
holders.187

Analysts disagree on the extent to which shortcomings in China’s
education system are to blame for high youth unemployment, with
some citing a weak economy, interventionist government policies,
and even underlying statistical issues as primary factors.188 The
foremost cause may be lingering economic weakness from China’s
drastic Zero-COVID campaign. Labor-intensive jobs in the services
industries are disproportionately filled by young people, especial-
ly those without an undergraduate degree, and the fall in retail
spending under strict lockdowns in 2022 contributed to significant
job losses.189 Job creation in the services sector remained weak
in 2023 due to a sluggish recovery in household consumption.190
Meanwhile, in addition to Zero-COVID, the Chinese Party-state’s
efforts to engineer the economy have contributed to labor market
problems for new graduates. The tutoring, real estate, and commer-
cial internet industries, which absorbed a substantial and growing
share of new graduates up until 2020, each experienced a Party-
state-led “rectification” campaign that severely depressed new hir-
ing.191 Finally, China uses a looser definition of unemployment that

tion Division. World Bank, “Labor Force, Total—China,” 2022; UN Department of Economic and
Social Affairs, Population Division, “World Population Prospects 2022: Population by Select Age
Groups—Both Sexes,” 2022.

*According to Caixin and Nikkei Asia, Zhuo Xian, vice department director at the State Coun-
cil’s Development Research Center, stated that the unemployment rate was estimated at 1.4
times that of youth as a whole, which would put the number at 24.5 percent in 2022. Huang
Huizhao et al., “Solving China’s Soaring Youth Unemployment,” Nikkei Asia, March 16, 2023.

TEmployment in the services sector fell by 12.9 million workers between 2021 and 2022, a de-
cline of 3.6 percent. China Ministry of Human Resources and Social Security via CEIC database.
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Figure 2: China’s Increasing Urban Youth Unemployment, January 2018-
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Note: Like China’s official overall unemployment indicator, the officially reported youth unem-
ployment rate tracks registered unemployment in China’s urban areas.
Source: China National Bureau of Statistics via CEIC database.

may inflate numbers, especially in the youth category with the high-
est labor market frictions.* In contrast to these explanations, mean-
while, the Party-state has used its propaganda channels to play up
the less credible notion that unemployment owes to students being
unwilling to take certain jobs because of their “expectations getting
higher.” 192

China’s Tutoring Crackdown May Worsen Inequality

As part of a sweepmg regulatory clampdown across several
sectors dubbed the “common prosperity” campaign in 2021,F the
Chinese government introduced a series of tightening measures
on the once booming for-profit tutoring industry. Among other
changes, the new regulations require all companies offering tu-
toring services in the compulsory education (grades 1-9) curricula
to become nonprofits, prohibit them from going public, and force

*In China, unemployment data include jobless individuals in urban areas who have sought
employment in the preceding three months and are able to start work within two weeks. The
primary unemployment metric in the United States, by contrast, only includes those who have
pursued employment within the most recent four weeks and are capable of starting immediately.
Adam Wolfe, “China counts anyone living in an urban area without a job that has looked for work
in the past 3 months and can start work within 2 weeks as unemployed. The US only counts as
unemployed those that have looked for work in the past 4 weeks and can start immediately,” X,
formerly known as Twitter, June 6, 2023.

FTThe campaign also included a prominent crackdown on consumer-facing internet firms and
fintech firms as well as high-level rhetoric about expanding the middle class, with General Secre-
tary Xi suggesting that China create an “olive-shaped [income] distribution, where the middle is
large and the two ends are small” in an August 2021 speech at Central Commission for Financial
and Economic Affairs, one of China’s top economic deliberation bodies. For more on the campaign,
see Chapter 2, Section 1, “Year in Review: Economics and Trade,” in U.S.-China Economic and
Security Review Commlssmn 2021 Annual Report to Congress, November 2021, 119-164; Trivium
China, “Soaking the Rich,” China Markets Dispatch, August 18, 2021.
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China’s Tutoring Crackdown May Worsen Inequality—
Continued

all online tutoring companies to register with regulators for ap-
proval to operate.193 The move devastated the industry overnight.
The largest private tutoring company, New Oriental, which once
enrolled some ten million students, lost 80 percent of its revenue
and 90 percent of its market value and laid off more than half
of its roughly 110,000 employees.194 Prior to the crackdown, total
employment estimates for the industry were in the millions, with
hundreds of private companies operating in the space.195 The
Party’s regulations were ostensibly intended to reduce inequality
in educational access generally as a part of General Secretary Xi’s
so-called common prosperity campaign as well as—analysts be-
lieve—Party-state efforts to counteract China’s demographic de-
cline by making it less expensive for families to raise children.196
Many, however, view the afterschool tutoring crackdown as off
the mark and counterproductive, attacking a mere symptom of
the underlying problem, which is the hypercompetitive college
entrance system.197

Ironically, the crackdown may even be exacerbating the in-
equality it set out to ameliorate. Middle class Chinese parents
complain that in order to secure a future for their child, they
must now surreptitiously hire private tutors that are 50 percent
more expensive—an expense wealthier families can much more
easily afford.198 Worse, underserved rural areas have seen shut-
downs of crucial learning centers that provided online access to
learning opportunities that otherwise are not available.19? The
Party-state’s intervention has contributed to China’s rising youth
unemployment while creating unintended side effects that may
have made the original problem of inequity in the education sys-
tem worse.

Economic uncertainty and limited job prospects are nonetheless
leading students into suboptimal pathways as the Party-state re-
sponds to ward off any potential social unrest. Record numbers of
Chinese graduates are opting to either take the civil service exam
for a government job or try to pursue additional education.290 Oth-
ers, meanwhile, are looking to the safety net of state-owned enter-
prises (SOEs), with 39 percent of students from China’s top-ranked
universities stating in 2021 that they most prefer employment at
SOEs.201 In April 2023, Beijing announced an employment promo-
tion campaign that will see central and local levels mobilize SOEs
and government offices to hire additional graduates as well as sub-
sidize various firms to hire fresh graduates to limit youth unem-
ployment.202 In the short run, such efforts threaten to exacerbate
inefficient resource allocation issues, when only a consumer-led eco-
nomic recovery is likely to stimulate aggregate demand and pro-
mote employment. Over the long term, the Party-state continues
to indicate that it is focused on remediating quality issues, issuing
directives, and working with higher education institutions to reform
curriculum, improve teacher quality, and promote better integration
with industry needs (see Appendix III, “Selected Education System
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Guidance Documents since 2019”). Major funding shortfalls at local
levels, pervasive incentive problems, ongoing discrimination against
rural migrant populations, and increasing resources directed at po-
litical indoctrination call into question the efficacy of these long-
term reforms.

Vocational Training in China Does Not Teach Transferrable
Skills

Central planners intend for China’s vocational education system
to meet labor market demand for technical skills, but poor learning
outcomes prevail across vocational schools, potentially endangering
China’s advantages in manufacturing. As a result of a lack of coor-
dination between industry and vocational schools, course content is
often outdated and out of step with modern production techniques.
As wages rise in China, factories are turning to automation and
pivoting to higher-value-added stages of production to stay compet-
itive.203 Without robust technical skills training, however, highly
automated factories are struggling to find workers capable of oper-
ating advanced equipment.20¢ According to a 2020 Peking Univer-
sity study, only 35 percent of students found a job upon graduating
from a vocational high school, reflecting the extent of a mismatch
between skills and job requirements.205

Chinese policymakers are attempting to reform the underde-
veloped vocational education system to meet the needs of China’s
changing economy; however, the problems lie beyond vocational
school campuses. In 2020, nine ministries jointly released an ac-
tion plan to reform the apprenticeship system, which imitates the
German apprenticeship system where schools and enterprises have
co-equal responsibilities for developing training programs.29¢ While
some vocational schools have partnered with domestic and foreign
multinational enterprises® to improve the quality of their curricula
and provide apprenticeships, these partnerships tend to overempha-
size techniques specific to those firms; furthermore, these firms seek
to deemphasize skills that are potentially transferable to other busi-
nesses.207 As Dr. Rozelle and author Natalie Hell document in their
book Invisible China, 56 percent of vocational education students
spent their internships doing manufacturing work that required no
specialized skillset, such as graphic design students who spent their
internships assembling smartphones on a factory line.208

Even with local governments providing substantial monetary in-
centives for firms to shift part of their internal training to vocational
schools, firms report that establishing these partnerships is highly
costly while still generating suboptimal outcomes.299 Chinese poli-
cymakers are nonetheless doubling down on facilitating firm-school
linkages to overcome the market failure in training technical skills.

*Foreign multinational companies have participated extensively in developing local appren-
ticeship and training programs to support their operations in China, often in return for substan-
tial government subsidies. These companies include major carmakers—Germany’s VW, the UK’s
Jaguar-Land Rover, and Japan’s Toyota—as well as South Korea’s Samsung and the German
machine tooling giant Bosch. In total, over 200 companies have developed partnerships with lead-
ing vocational schools across China. Asian Development Bank, “Crossing the River by Touching
the Stones: Alternative Approaches in Technical and Vocational Education and Training in the
People’s Republic of China and the Republic of Korea,” 2022, 65; Hao Zhang, “An Institutional
Dilemma in China’s Skills-Development System: Evidence from Two Apprenticeship Reforms,”
China Quarterly 248:1 (2021): 1116-1117, 1120-1121; McKinsey Global Institute, “Reskilling Chi-
na: Transforming the World’s Largest Workforce into Lifelong Learners,” 2021, 11.
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In pursuing this avenue, China risks a miss-skilled workforce if fu-
ture technological disruptions render some skillsets obsolete. Fur-
ther elevating this risk is the fact that schools are not simultaneous-
ly emphasizing foundational skills such as math, science, English,
and computers, which enable workers to learn new things over a
lifetime of employment.210

Vocational Education in Semiconductors and Al

China faces talent shortages at every level of the semiconductor
and Al industries, but challenges at the vocational level may be
as acute as those at the top.211 When it comes to running semi-
conductor fabrication facilities, operating manufacturing equip-
ment lines, and undertaking packaging and testing, for instance,
higher education qualifications are often unnecessary and some
of the largest limitations are in technical and vocational-level
talent.212 In 2016, China’s Party-state established the China Vo-
cational Education and Microelectronics Industry Alliance to at-
tempt to resolve shortcomings.213 The 2020 State Council notice
on promoting the integrated circuit and software industry further
incentivized a number of vocational and technical schools to set
up majors in integrated circuit production to train technicians;
it also strove to get buy-in from industry via tax breaks.214 In
Al, meanwhile, as competition shifts toward identifying industri-
al-level applications, China is trying to shift toward an education
approach that blends technical expertise with fluency in AIl.215 In
2017, China’s State Council launched the New Generation Al De-
velopment Plan, which called for implementing Al training at ev-
ery level of education.216 Hundreds of higher vocational colleges
responded to the directive by establishing professional Al cours-
es that include training in coding, machine learning, computer
vision, and natural language processing.217 China’s Al industry
giants have established partnerships with vocational colleges
and deployed online training courses.21® A core issue remains the
shortage of qualified teachers. As Ms. Peterson assessed in testi-
mony before the Commission, the massive expansion of Al edu-
cation “runs the risk that China’s centralized push could lead to
widespread integration of Al education, but with poorly designed
curricula and insufficient instructional resources.”219

Implications for the United States

The strengths and weaknesses in China’s education system have
significant implications for China’s economic and technological com-
petitiveness with the United States. Overall, the uneven distribu-
tion of educational excellence in China, predominantly concentrated
in select urban regions, calls into question China’s ability to escape
the middle-income trap in the medium- to long-term future. Despite
China’s vast size, the prevailing weaknesses in its education system
are inhibiting the development of a skilled labor force necessary for
sustained economic advancement. The associated diffusion deficit
leaves China’s education system struggling to upgrade its economy
and cultivate an environment of innovation outside of its metro-
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politan areas, thus constraining the country’s ability to translate
technological advancements into employment and broad, produc-
tivity-based growth. This systemic weakness could impede China’s
ability to establish a comprehensive, nationwide knowledge econo-
my and sustain robust economic competition with the United States
into the future.

Despite overall systemic limitations, localized pockets of excel-
lence in China have the potential to pose significant challenges for
the United States. These can emanate from strategic industries that
compete with their counterparts in the U.S. economy or through the
creation and application of advanced technologies and weaponry
systems. Even a small proportion of high-performing institutions
and individuals in China’s large population can have a significant
global impact. China’s government is strategically employing educa-
tion policies to bolster its industrial policy ambitions in areas like
Al and semiconductors, and with sufficient resources such policies
may facilitate breakthroughs in targeted domains. Despite overall
educational limitations, China’s state-led research system could
promote integration of research breakthroughs into defense appli-
cations, threatening U.S. national security.

Ultimately, there are clear strengths to the U.S. model that China
is far from matching. Foremost, these include the education system’s
ability to train a workforce that can widely and quickly adopt tech-
nology, as well as strong ties between education institutions and in-
dustry. Challenges from China present opportunities for the United
States to maintain and potentially strengthen its competitive posi-
tion. Despite China’s advancements over the past several decades,
the United States’ broad-based educational capabilities remain far
superior.*

*Such a conclusion is confirmed by the MOE’s own think tank, the Chinese Academy of Educa-
tional Science. The think tank created an index ranking each country’s “educational power,” which
concluded that the United States ranks first at 0.89, way ahead of second-place UK at 0.76 and
23rd-ranked China at 0.62. Xi specifically cited this ranking during a collective study session in
May 2023. CCTV, “[Video] During the Fifth Collective Study of the Political Bureau of the Central
Committee of the Communist Party of China, Xi Jinping Emphasized Accelerating the Construc-
tion of an Educational Powerhouse to Provide Strong Support for the Great Rejuvenation of the
Chinese Nation” ([H8] ST~ 75 s 3L gl Jay 5 LRI 2 ST Bl R ve 8 i DR
AR K E DRILE J523%), May 29, 2023. Translation; China National Academy of Educational Sci-
ence, Building an Educational Power by the Research Group of the Chinese Academy of Education:
China in the World (*FEZR bt @il @@z amsmE . AP E), May 12, 2023. Translation.
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Appendix II: Major Agencies Involved in the
State Direction of Research

This appendix looks at the ministries and policy instruments
within the Party-state that steer research and teaching activities at
China’s higher education institutions. Although only a select number
of universities are directly administered by the central government,
multiple agencies within the Party-state control powerful levers to
influence the research decisions of academics and administrators.
These mechanisms include conducting grant approvals and research
funding, administering the state key laboratories system, and set-
ting high-level guidelines. Aside from the MOE, three organizations,
namely China’s Ministry of Science and Technology (MOST), the
Ministry of Industry and Information Technology (MIIT), and the
Chinese Academy of Sciences (CAS), have critical equities and roles
in China’s higher education ecosystem. MOST is responsible for
overseeing basic R&D and has become more focused on this central
task following the 2023 Party-state restructuring wherein it became
a “leaner but more powerful R&D-focused institution” (see textbox
below for more information).220 Most significantly, MOST is the
largest government funder of R&D and also oversees the National
Natural Sciences Foundation, which is the major funding agent for
research projects in the natural sciences in China.221 Universities
and faculty thus look not only to the MOE but also to MOST to
guide and coordinate their research capacities. MIIT, meanwhile,
oversees industrial policy implementation and high-technology de-
velopment zones, which often draw in and facilitate university-in-
dustry research collaboration, diffusion, and interconnection with
fundamental research and the education ecosystem. MIIT also man-
ages China’s most important defense-focused universities, known as
the Seven Sons of National Defense. CAS, the largest research in-
stitution in China, is responsible for a substantial portion of Chi-
na’s broader innovation and education ecosystem, including running
hundreds of research institutes and state key laboratories, which
are often co-located with universities, as well as directly overseeing
two of China’s most prestigious research universities.

Ministry of MOST sets the top-level goals and long-term plans for the en-
Science and tire civilian-focused S&T research system.222 [t also manages

Technology China’s state-run system of basic and applied science laborato-
(MOST) ries, and it is responsible for designating laboratories as state

key laboratories, which gives a laboratory access to consistent
annual funding rather than having to compete for grants.223
MOST operates the Torch Center, the government agency that
creates the infrastructure for China’s 173 high-tech industrial
development zones and oversees their operation.22¢4 Over 80
percent of the state key labs are located in these industrial
clusters.225 MOST has shifted its approach to funding science,
increasingly focusing on the quality of research over the quan-
tity of research centers. In particular, MOST announced in Au-
gust 2022 that it will focus support into state key laboratories
that are producing research “deemed useful” for the nation
and will restructure or withdraw support from those that are
not directly supporting its techno-industrial plans.226
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Ministry of
Science and

MOST also absorbed the National Natural Science Foundation
of China (see below) and the State Administration of For-

Foundation of
China (NSFC)

Technology eign Experts Affairs, giving it direct control over much of the
(MOST)— funding for science research and China’s talent recruitment
Continued policies, respectively.* 227

National The NSFC is the major funding agent for research projects
Natural in natural sciences.228 It evaluates research proposals and
Sciences awards grant money to researchers at universities and re-

search institutes.22? In 2021, the NSFC provided $4.8 billion
(RMB 30.8 billion) in funding to around 20,000 research
projects in basic science, accounting for 16.9 percent of China’s
total basic research expenditure.239 In 2017, 64.5 percent of
papers published by Chinese researches in journals included
in the Science Citations Index noted the NSFC as a funding
provider.231 In 2018, the NSFC was placed directly under
MOST, which gives MOST control over 45 percent of the gov-
ernment’s funding for R&D.232

National Social
Science Fund
(NSSF)

The NSSF is the main source of funding for social sciences
research at Chinese universities.233 The NSSF is a research
funding body under the CCP’s Leading Group for Philosophy
and Social Sciences that provides grants to research proj-
ects in the social sciences. {234 Through the NSSF, the CCP
uses grant funding to control the direction of social science
research. Since 2012, NSSF funding has increasingly skewed
toward proposals tied to Xi Jinping’s ideology or the develop-
ment of Marxism.235 In 2022, the NSSF had a budget of $433
million (RMB 2.9 billion) for funding research.236

State
Administration
for Science,
Technology, and
Industry for
National
Defense (SAS-
TIND)

SASTIND is an agency under MIIT that sets top-level policies
for China’s defense-focused innovation ecosystem. SASTIND
oversees China’s 56 defense S&T key laboratories, which focus
on defense R&D.%237 SASTIND also directly administers the
Seven Sons of National Defense, a group of universities tied to
China’s defense industry.§ The agency has also reached agree-
ments with other state agencies, including the Ministry of
Education, to jointly supervise 61 additional universities and

boost defense-related research activity at those institutions.238

*As part of a major restructuring of MOST announced in March 2023, the State Administration
of Foreign Expert Affairs will be transferred to China’s Ministry of Human Resources and Social
Security. For more on MOST’s changing role in managing China’s industrial policy, see Chapter
3, Section 2, “Fiscal, Financial, and Debt Problems Weigh Down Beijing’s Ambitions.”

TThe NSSF is directly run by the National Office for Philosophy and Social Sciences under
the State Council, which handles the daily work of the CCP leading group of the same name.
National Office for Philosophy and Social Sciences, Departmental Budget 2022, March 2022, 3.
Translation.

%These laboratories are likely comanaged by the CCP’s Central Military Commission Equip-
ment Development Department. Alex Stone and Ma Xiu, “The PRC State & Defense Laboratory
System: An Overview,” China Aerospace Studies Institute, April 2022, 1.

§ These universities are Beijing Institute of Technology, Beihang University, Harbin Engineer-
ing University, Nanjing University of Aeronautics and Astronautics, Nanjing University of Sci-
ence and Technology, and Northwestern Polytechnical University.
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Ministry of The MOE oversees the entire higher education system. Its

Education main responsibilities include:

(MOE) e Managing and funding the 75 universities under its direct
administration

e Administering the gaokao

e Jointly managing the Double First-Class University program
alongside the Ministry of Finance and National Development
and Reform Commission

e Accrediting degree-granting programs and assessing quality
of universities

e Publishing guidelines on teaching academic subjects

e Approving Sino-foreign joint universities and education pro-

ams 239

In addition, the MOE manages 450 MOE key laboratories, 149

of which are also designated as state key laboratories, making

it the largest administrator of these laboratories in China.240

Chinese Acade- | CAS is the largest research institution in China and is direct-
my of Sciences ly under the State Council.24! In addition to research con-
(CAS) ducted at its more than 100 institutes, CAS also operates the

University of Science and Technology and the University of
Chinese Academy of Sciences, two of China’s leading research
universities.242 CAS runs 153 key laboratories, many of which
are designated state key labs.243

Geopolitical Impetus behind 2023 Party-State Restructuring
of the Research Ecosystem

China’s Party-state is proactively implementing reforms in its
S&T institutions to surmount technological limitations and bolster
domestic innovation capabilities amid intensifying geopolitical ri-
valry. As part of the most recent Party and state reorganization in
March 2023, the Party-led Central Science and Technology Commis-
sion was established, becoming the highest-ranked authority over
the entire S&T research ecosystem, surpassing the State Council’s
National Science and Technology Leading Group, which previously
held the top position. The office for this new S&T commission will be
housed within MOST, greatly increasing the ministry’s bureaucratic
sway. At the same time, however, MOST had substantial responsi-
bilities removed from it and distributed to other agencies. This is
apparently intended to increase the ministries’ role in macro-level
direction rather than micro-level implementation. State Councilor
Xiao Jie said that restructuring MOST was specifically motivated by
the “severe situation” of “international technology competition, con-
tainment, and suppression.”244 There also appears to be a compre-
hensive effort underway to distinguish basic science and research
from applied industrial policy and commercialization. The most no-
table bureaucratic change involves transferring MOST’s responsi-
bilities for high-tech development zones to MIIT.245 Likewise, while
then Vice Premier Liu He previously oversaw both industrial policy
and S&T, these responsibilities have now been divided between Pre-
mier Li Qiang and a vice premier. Premier Li will be responsible
for a basic research portfolio that includes education, science, and
technology issues, while the vice premier will be responsible for in-
dustrial policy, market reform, and state-owned enterprises.246
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Appendix IIl: Selected Education System
Guidance Documents since 2019

These top-level documents provide guidance to the rest of the
Party-state system. These documents are akin to “wish lists”
that are aspirational and broad. Nonetheless, they point to areas
wherein the Party-state perceives weaknesses in its educational
system.

State Council and Central Committee (2019): “China’s Edu-
cational Modernization 2035.”247 This is the highest-level guid-
ance document on China’s education system produced by the Par-
ty-state. The document emphasizes being both “red and expert,”*
but overall it evinces an understanding of the key challenges facing
China’s education system.

Overarching Priorities:

¢ (1) Thoroughly study and implement Xi Jinping Thought on
Socialism with Chinese Characteristics for a New Era, (2)
develop high-quality education with Chinese characteristics
to the world’s leading edge, (3) promote the popularization
of high-level and high-quality education at all levels (e.g.,
provide quality preschool, compulsory, high school; improve
vocational capabilities), (4) realize the equalization of basic
public education services, (5) build a lifelong learning system
for all, (6) enhance the cultivation and innovation capabilities
of first-class talents (e.g., significantly improve the competi-
tiveness of higher education), (7) build a team of high-qual-
ity professional and innovative teachers, (8) accelerate the
reform of education in the information age, (9) create a new
pattern of opening up education internationally, and (10) pro-
mote the modernization and enhance the capabilities of the
education governance system.

14th Five-Year Plan Outline (2020):248 This document provides
shorter-term overarching guidance based on the Party’s recognition
of ambitions and challenges, per the 2035 outline above.

Overarching Priorities:

e “Construct a high-quality education system”: (1) promote eq-
uitable basic public education, (2) enhance the adaptability of
vocational and technical education, (3) increase the quality of
higher education, (4) build teams of high-quality professional
teachers, and (5) deepen education reform (i.e., focus on quality
and create evaluation systems).

e “Advancing socialist culture” (1) promote Xi Jinping Thought
and (2) develop philosophy and social sciences with Chinese
characteristics.

*In 1963, the CCP introduced the “red and expert” policy to control access to higher education,
requiring that applicants excel in both technocratic and ideological elements. “Red and expert”
has reemerged in higher education in recent years as universities incorporate Xi Jinping Thought
into their curricula. University Heidelberg, “Red and Expert—Negotiating Academic Freedom in
China,” October 28, 2022.
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Selected Specific Goals (these goals speak to the increasing recognition,
at the highest levels of the Party, of vocational education’s
importance):

e Enhance the adaptability of vocational and technical educa-
tion ... deepen the integration of production and education
and school-enterprise cooperation, encourage enterprises to
conduct high-quality vocational and technical education, and
explore an apprenticeship system with Chinese characteris-
tics ... build a number of high-level vocational technical col-
leges and majors, and steadily develop vocational undergrad-
uate education ... support high-level engineering universities
in organizing vocational and technical teaching majors and
establish a mechanism for the joint training of “double-qual-
ified” (i.e., academic and business qualifications) teachers by
colleges and universities, vocational schools, and industry en-
terprises.

e Accelerate the training of talents in higher education that are
in short supply: science, engineering, agriculture, and medical
majors.

e Increase the gross enrollment rate of higher education to 60
percent ... increase the gross enrollment rate in high school ed-
ucation to 92 percent or higher ... increase the gross enrollment
rate in preschool education to over 90 percent.

Ministry of Education 14th Five-Year Plan (2021): “Imple-
mentation Plan for Promoting an Educational Powerhouse
during the 14th Five-Year Plan Period.”24° This document was
produced following the outline of the 14th Five-Year Plan document.

Overarching Priorities:

¢ (1) Consolidate the achievements of basic education in poverty
alleviation, (2) integrate production and education in vocational
education, and (3) develop well-rounded higher education.

Selected Specific Goals:

e Accelerate the construction of “double first-class” universities
and majors and vigorously strengthen disciplines and majors
in urgently needed fields ... significantly improve the ability to
cultivate talents, and speed up the cracking of the “strangle-
hold” over key core technologies. In key fields such as integrated
circuit and energy storage technology, a number of national in-
dustry-education integration innovation platforms will be con-
structed; build a joint training base for graduate students with
industry-education integration.

¢ In terms of specific project planning and arrangement, priori-
ty should be given to the construction of teaching and scientif-
ic research facilities for integrated circuits, Al, energy storage
technology, quantum technology, high-end equipment, smart
manufacturing, biotechnology, medical research, digital economy
(including blockchain), and other related disciplines.
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General Office of the CCP’s Central Committee (2021):
Opinions on Promoting the High-Quality Development of
Modern Vocational Education.250 This document further outlines
the growing recognition the Party places on vocational education.

Overarching Priorities:

e By 2025, establish a “modern vocational education system”; by
2035, ensure the overall level of vocational education is at the
forefront of the world.

e Enhance the adaptability of vocational education; build a skill-
based society; cultivate more high-quality technical and skilled
personnel to “comprehensively construct a modern socialist
country.”

Selected Specific Goals:

e Better integrate production and education, giving priority to the
development of strategic emerging industries such as advanced
manufacturing, new energy, new materials, modern agriculture,
modern information technology, biotechnology, and Al

e For vocational schools, work with leading enterprises to par-
ticipate deeply in vocational education professional planning,
curriculum setting, teaching material development, teaching de-
sign, and teaching implementation and cooperate to build new
majors and develop new courses; implement financing, land,
credit, and tax policies to enterprises integrating production
and education; and accelerate the establishment of the “voca-
tional education college entrance examination” system.

¢ Comprehensively improve the quality of teachers; design and
develop courses according to actual production and job needs;
update the teaching standards in a timely manner; and incor-
porate new technologies, new processes, new norms, and typical
production cases into the teaching content in a timely manner.

e Explore the international development model of “Chinese + vo-
cational skills” and promote vocational schools to follow Chinese
companies to go out; actively create a number of high-level in-
ternational vocational schools; and launch a number of inter-
nationally influential professional standards, curriculum stan-
dards, and teaching resources.
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SECTION 2: FISCAL, FINANCIAL, AND
DEBT PROBLEMS WEIGH DOWN BEIJING’S
AMBITIONS

Abstract

Optimism surrounding China’s post-COVID economy at the be-
ginning of 2023 has all but vanished. For two decades, this growth
model has relied on debt-fueled investment in both commercial and
residential real estate and infrastructure, which combined, have
generated employment and revenue, and routinely accounted for
40-45 percent of China’s gross domestic product (GDP). Chinese
Communist Party (CCP) policy decisions have contributed directly
to weaknesses and the collapse in the real estate and infrastructure
sectors. The CCP’s approach has left the country encumbered with
an unsustainable debt burden and a deeply imbalanced economy,
with China unable to consume what it produces and reliant on ex-
port-led growth. These structural problems have become acute, pos-
ing significant political and economic challenges to the Party-state.
Confident that its strong central government balance sheet can pre-
vent systemic instability, the CCP is focused on constraining the
rapid growth in debt at the local levels where some of the largest
economic challenges are concentrated. Beijing intends to grapple
with structural issues by asserting more top-down control, aiming
to defuse debt risks while steering more resources into the Party’s
technology ambitions.

Key Findings

e China has relied upon investment in real estate and infrastruc-
ture to create employment, generate revenue for local and cen-
tral government coffers, support upstream industries like steel
and cement, and broadly drive its domestic economy. This de-
cades-old debt-fueled model is now facing its most severe chal-
lenge. A crisis in China’s real estate sector, which accounts for
25-30 percent of the country’s GDP, has cascaded through the
economy. Property developers have lost capacity to buy land,
purchase construction materials, make payments to contrac-
tors, and deliver housing units. Thirty-four of fifty developers
have defaulted at some point on dollar-denominated bonds, with
the two largest companies in—or at risk of—bankruptcy. Infra-
structure construction, which accounts for another 15 percent of
GDP, is experiencing similar pressures.

e The property crisis has had a severe impact on local govern-
ment revenue. Real estate developers’ purchase of new land
plots has collapsed. Land sales have previously provided rough-
ly one-third of local government revenue essential to education,
health, municipal services, and general welfare.

(340)
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e With roughly 70 percent of household wealth tied up in real
estate, falling property sales and prices have shifted consumer
focus to reducing existing household debt. This, in turn, is con-
tributing to risks of deflation.

e Despite over two decades of official statements emphasizing
the importance of boosting consumption, in 2022, household
consumption as a share of GDP dropped to its lowest level in
nearly a decade, followed by a slight 2023 rebound. As a result,
China will continue to rely on exports to sustain growth, dis-
torting markets and leaning on the rest of the world to absorb
its excess production.

e The failure of the real estate model is systemic, and the financ-
ing mechanism that underpins it is in acute stress. Rising prop-
erty loan defaults with falling asset sales and prices have creat-
ed the conditions for broader instability in the financial system.
Bank profit margins are declining and consumer deposit rates
are shrinking, while bank balance sheets are carrying an in-
creasing load of undeclared nonperforming loans. These finan-
cial strains are occurring at a time when the CCP is opening
the sector to foreign investment, raising risks for U.S. citizens
invested in pension and wealth management products.

¢ In addition to the pressures of the pandemic, misguided policy
choices by the CCP have contributed to the country’s overall
debt-to-GDP ratio, which has more than doubled since 2008.
In 2023 it passed 300 percent. Much of this debt is passed be-
tween one state-owned entity and another to hide the volume
of debt and the impact of risk. As an example, 80 percent of
local government bonds are purchased by state-owned commer-
cial banks.

¢ Beijing has stated its intention to address the accumulation in
local debt; however, policy choices may be constrained by the
financial risks and destabilizing impact on households, foreign
investor sentiment, and state and non-state-owned enterprise
revenue.

Recommendations
The Commission recommends:

¢ To combat tariff evasion by Chinese exporters, Congress amend
the procedures for investigating claims of trade remedy laws
in the Enforce and Protect Act of 2015 to include merchandise
subject to tariffs under the findings of the 2018 Section 301 in-
vestigation into China’s acts, policies, and practices of related to
technology transfer, intellectual property, and innovation.

e Congress consider legislation establishing a framework for
corporate disclosure requirements to provide investors great-
er transparency into risks from publicly traded companies’ ex-
posure to China. Factors encompassed within the framework
may include but not be limited to the percentage of companies’
total assets in China, their joint ventures with Chinese firms,
the amount and nature of research and development they un-
dertake in China, and the influence of any company personnel



342

associated with the Chinese Communist Party in corporate de-
cision-making.

e The Joint Economic Committee should consider resuming pro-
duction of an annual unclassified report on the state of the
Chinese economy and economic policy decisions of the Chinese
Communist Party. The report would analyze open source and
classified data and analysis, leveraging expertise from across
the U.S. government, including analysts and economists from
the relevant agencies of the intelligence community.

e Congress consider legislation requiring federal financial author-
ities, including the Federal Reserve, to seek specific information
from bank and investment institutions regarding their exposure
to, and involvement in, the People’s Republic of China. Such in-
formation shall include 