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The current state of the art in securing cyber systems is 
best summed up as: zero trust, always verify. Over the 
last decade, significant technical strides have been made in 
architecting cybersecurity into the foundations of today’s 
systems. Zero trust is one of these core security principles. 
Network administrators assume compromise each and 
every time a host or network device opens a connection to 
a critical resource, accesses a privileged account, or down-
loads and executes software. These network- and host-
based activities are continuously analyzed by a zero-trust 
decision engine to make risk-informed decisions that 
prioritize protecting the network. A large enterprise, how-
ever, may log thousands of requests for host and network 
resources every minute, creating ever greater volumes of 
cyber network and host data that must be analyzed for 
malicious behavior. While zero trust has successfully en-
couraged network administrators to aggressively monitor 
every device on the system, the most difficult challenge is 
to determine the type and frequency of analytics to apply 
to this data to maintain security over the operating lifetime 
of the network.

This issue of The Next Wave explores research by NSA 
and our collaborators for improving the cybersecurity of 
complex systems through the development and deploy-
ment of cyber analytics that can operate on heterogeneous 
data that is collected from sensors deployed throughout 
the network. Researchers apply advanced concepts de-
veloped from machine learning (ML), topology, and graph 
theory to solve important cybersecurity problems such as 
detecting network anomalies, discovering new malware, 
and detecting the behavior of compromised devices.

We open the issue with a joint paper with our collabo-
rators at the Pacific Northwest National Laboratory. As the 
article ‘’Stepping Out of Flatland” illustrates, modern data 
science and ML are constantly providing new methods 
to analyze cyber data. The authors provide a novel and 
sophisticated framework to analyze behavior in cyber net-
work data using the theory of hypergraphs and concepts 
from the growing field of topological data analysis. The 
mathematical richness of a hypergraph allows the complex 
relationships in cyber log data to be captured and modeled 
effectively with topological features. The mathematical 

structure inherent in a hypergraph then allows these topo-
logical signatures to be used to analyze behavior and de-
tect attacks. This approach has the advantage of overcom-
ing the lack of interpretability of conventional methods.

Cybersecurity anomaly detection is a growing area of 
concern; the detection of malicious activity is of para-
mount importance in securing a network. One standard 
method, which relies on known vulnerabilities, is to use 
some form of signature-based method. Instead, in the arti-
cle ‘’Cybersecurity Anomaly Detection Using Graph Vertex 
Degree Assortativity,” the goal of the author is to analyze 
internal NetFlow data and identify subtle changes that may 
indicate malicious activity. To do this, network flow traffic 
is encoded as a directed graph called a traffic dispersion 
graph. Then one particular graph measure of connectiv-
ity, vertex degree assortativity, detects anomalous activ-
ity for different Internet protocols (IPs). Follow-on time 
series analysis analyzes and resolves IP anomalies that are 
uncovered. These techniques also take into account the 
constant change inherent in network flow and can be used 
to develop a semi-automated workflow for monitoring an 
enterprise network.

The article “A Federated Machine Learning Paradigm for 
Scalable Cyber Threat Detection” is an excellent example 
of the application of artificial intelligence (AI) and ML to 
the detection of anomalous behavior by intrusion detec-
tion systems in near real time. They address the challenges 
that arise because of the incompatibility between the need 
for a detailed view of network state provided by multiple 
sensors (i.e., local servers at the network’s edge) and the 
constraints imposed with moving large amounts of data to 
a centralized repository for model training (i.e., the central 
server). To do this, they use federated learning; models are 
trained in a distributed environment on the local servers 
under the management of a central server. Feedback is ag-
gregated and models are either updated for deployment or 
additional local training is requested by the central server. 
Notably, the raw data is stored locally and not transferred 
to the central server. The authors use unsupervised learn-
ing methods and neural net architectures as their main 
tool for detecting malicious or anomalous cyber activity.
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We devote the rest of the issue to cyber analytic tools 
that have been developed by researchers that are op-
erating on real-world data such as network packet cap-
tures and binary files. Authors from NSA’s Laboratory 
for Advanced Cybersecurity Research collaborated with 
George Mason University to tackle the timely problem of 
detecting compromised Internet of Things (IoT) devices 
by leveraging existing ML image processing capabilities to 
analyze IoT wireless protocols for malicious behavior. The 
system provides both situational awareness and anomaly 
detection capabilities by providing alerts in an easy-to-use, 
interactive dashboard.

The next article, "Malware Bytes" explores the effec-
tiveness of looking at the bytes of malware files using ML 
techniques on byte N-grams. This work, which leverages 
over a decade of research at the Laboratory for Physical 
Sciences, has been shown to detect previously unseen mal-
ware and has inspired new ways to improve the computing 
architecture used for training these algorithms and scan-
ning the “fire hose of files” entering an enterprise network 
every day.

The final feature article reviews recent work at the 
Laboratory for Telecommunication Sciences to develop 
a new analytic tool to improve binary file analysis. The 
new tool, YELLOWTIGER, extracts features from binaries 
to help analysts identify similar code structures that may 
indicate malicious behavior, identify authorship, and 
predict provenance. 

We thank the authors for their continuing contributions 
to the important field of cyber analytics research—an 
essential component in today’s cybersecurity architecture. 
We also extend our thanks to Jessica for the outstanding 
editing, layout, and artwork throughout this issue. 
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STEPPING OUT OF FLATLAND: 
Discovering Behavior Patterns 
as Topological Structures in 
Cyber Hypergraphs
H e l e n  J e n n e ,  S i n a n  G .  A k s o y,  D a n i e l  M .  B e s t ,  A l y s o n  B i t t n e r,  
G r e g o r y  H e n s e l m a n - P e t r u s e k ,  C l i f f  J o s l y n ,  B i l l  K a y,  A u d u n  M y e r s , 
G a r r e t  S e p p a l a ,  J a c k s o n  Wa r l e y,  S t e p h e n  J .  Yo u n g ,  E m i l i e  P u r v i n e 

Data breaches and ransomware attacks occur so often that they have become 
part of our daily news cycle. Last year, 1,802 data compromises affected 
422 million people [1]. In a 2022 op-ed co-written by the Cybersecurity and 

Infrastructure Security Agency Director and National Cyber Director, they described 
the omnipresent threat of cyberattacks as “the new normal,” writing that in the 
modern landscape of complex cyber threats, “our shields will likely be up for the 
foreseeable future” [2]. This is due to a myriad of factors, including the increasing 
number of Internet-of-Things devices, shift to remote work during the pandemic, and 
advancement in adversarial techniques—all of which contribute to the increase in 
both the complexity of data captured and the challenge of protecting our networks. 
At the same time, cyber research has made strides, leveraging advances in machine 
learning and natural language processing to focus on identifying sophisticated 
attacks that are known to evade conventional measures. While successful, the 
shortcomings of these methods, particularly the lack of interpretability, are inherent 
and difficult to overcome. Consequently, there is an ever-increasing need to develop 
new tools for analyzing cyber data to enable more effective attack  detection.

In this article, we present a novel framework based in the theory of hypergraphs 
and topology to understand data from cyber networks through topological 
signatures, which are both flexible and can be traced back to the log data. While 
our approach’s mathematical grounding requires some technical development, 
this pays off in interpretability, which we will demonstrate with concrete examples 
in a large-scale cyber network dataset. These examples are an introduction to 
the broader possibilities that lie ahead; our goal is to demonstrate the value 
of applying methods from the burgeoning fields of hypernetwork science and 
applied topology to understand relationships among behaviors in cyber  data.
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From Flatland to Cyberland
In US and NATO military doctrine, cyberspace is 
often considered a domain, alongside land, sea, 
air, and space [3, 4]. But unlike these domains, we 
cannot travel into cyberspace and physically touch 
the system processes or digital information. Because 
of the lack of physical constraints in cyber, many 
have observed that thinking of it as a domain could 
be a hindrance by putting unnecessarily restrictive 
limits on what behaviors are possible [4, 5, 6]. In a 
recent article [6], Pierre Trepagnier of Massachusetts 
Institute of Technology Lincoln Laboratory con-
tended that instead we should think of cyberspace 
as another dimension. He presented his argument 
using the classic novella Flatland, by Edwin A. Abbott, 
which takes place in a two-dimensional world inhab-
ited by geometric figures. In the story, the narrator, a 
square, is visited by a sphere from three-dimensional 
Spaceland, who appears to be a circle as it passes 
through Flatland. Despite the sphere’s best efforts, 
the square cannot comprehend three-dimensional 
space until the sphere takes him there. In his essay, 
Trepagnier identifies numerous parallels between 
our challenges to understand cyberspace and the 
square’s inability to understand Spaceland. He writes,

In our physical world, our senses have evolved 
to perceive threats directly. But we cannot 
perceive packets; our perception of cyber is 
entirely synthetic, through sensors which we 
place out in Cyberland and whose outputs we 
route back into [our world].

To elaborate on Trepagnier’s description, sensors 
in Cyberland collect timestamped data called logs. 
Log data are generated from every device and appli-
cation in the network, including routers, firewalls, 
workstations, and servers. Logs consist of digital 
observations, which vary in terms of the granularity, 
scope, and modality of information captured. For 
example, host logs are records of everything that hap-
pens at a system level, where a host is an individual 
computer, server, or other connected device. These 
records include login attempts, file creation and de-
letion, registry edits, errors, warnings, and other pro-
cesses. Network logs offer a higher level perspective; 
they record information that crosses the boundaries 
of individual hosts like the flow of digital packets 
between hosts, and thus offer valuable insights into 
network-wide patterns. Gaining a complete picture 
of the current cyber landscape requires synthesizing 
information from host logs, network logs, and other 

data sources. Each stream of logs provides incom-
plete information, but they are linked through the 
imperceptible dimension of Cyberland. The challenge 
is modeling these data in such a way that recovers the 
unseen complexity and allows cyber analysts to take 
action based on the understanding they gain from 
the models.

OpTC data: Introduction and context
Before describing our approach to modeling cyber 
data, we introduce the dataset we will use through-
out this article: the Operationally Transparent Cyber 
(OpTC) dataset [7]. The OpTC dataset was released 
by the Defense Advanced Research Projects Agency 
(DARPA) Transparent Computing program to enable 
research that enhances understanding of and de-
fense against advanced persistent threats (APTs) at 
scale. An attack by an APT is an extended cyberattack 
(low and slow) that, for example, aims to steal highly 
sensitive data or to impose the will of the malicious 
actor. It involves multiple stages, including initial in-
filtration, expanding access, using that access to gain 
administrative credentials, moving laterally to other 
servers or workstations, and finally exfiltrating data.

The OpTC dataset contains over 17 billion events 
generated from a simulated network consisting of 
approximately 500 hosts, scripted to mimic daily user 
activities (e.g., downloading files from emails, editing 
files, and browsing the Internet), along with three 
days of annotated red team activity representing APT 
scenarios. The OpTC dataset brings both network and 
host logs together in a common format with common 
metadata fields, allowing one to make connections 
between system processes and other individual log 
events. We show an excerpt of the logs in table 1 to 
illustrate some of the detail provided in the dataset. 
These are a particular type of network logs, called 
network flow logs, that summarize host-to-host 
communications, such as a computer accessing a 
website or a user opening a remote desktop connec-
tion to access another computer. In the OpTC data, a 
single network flow log contains the start time of the 
flow (timestamp), the length of the flow (duration), 
the originating computer system [source Internet 
Protocol (IP) address], the recipient (destination 
IP address), the interface used to send and receive 
communication (source and destination port), and 
the method of sending data (protocol), in addition 
to other metadata such as the path to the program 
that started the event (image path) and which entity 
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a. These are only a fraction of the keys (columns) recorded in the data. There are common keys shared among all log types, like ac-
tion-object, host, principal, process ID, and others, but also fields unique to each log type.

is performing the action (principal). The richness of 
the data, documentation of red team attacks in the 
ground truth, and subsequent in-depth analysis of 
the network and host events [8] has led to the use of 
OpTC in a variety of research programs for cyberse-
curity threat detection [9, 10, 11, 12, 13].

TABLE 1. Excerpt of network flow logs of OpTC dataa

time action-object host principal pid source IP dest IP dest 
port

protocol image 
path

13:51:28 START-FLOW SysClient0501 bantonio 2956 142.20.57.246 142.20.61.189 3389 TCP mstsc.exe

13:52: 08 MESSAGE-FLOW SysClient0974 sbobertz 3768 142.20.59.207 153.129.45.5 80 TCP firefox.exe

13:54:36 MESSAGE-FLOW SysClient0974 sysadmin 3636 142.20.59.207 142.20.56.6 3389 TCP mstsc.exe

13:55:40 START-FLOW SysClient0811 rsantilli 5712 142.20.59.44 142.20.61.130 135 TCP python.exe

Hypergraphs as models of cyber 
network data
Activity in the OpTC data (and cyber log data in gen-
eral) is characterized by many complex relationships 
among groups of items recorded in the logs. For ex-
ample, groups of ports can be related by virtue of the 
processes that use them; or groups of IP addresses 
can be related based on the protocols they employ for 
their various communications. To model and analyze 
the relationships present in complex data like the 
OpTC data, we turn to hypergraphs. As mathematical 
models of data with group-wise relationships, hyper-
graphs have provided great benefit in recent years to 
researchers across a variety of domains [14, 15, 16, 
17, 18, 19].

A hypergraph consists of a set of vertices, repre-
senting individual entities, along with a collection of 
hyperedges, where each hyperedge is a subset of the 
vertices of any size and represents some joint prop-
erty among the vertices it contains. For example, the 
relationship between users and destination ports can 
be naturally structured as a hypergraph where the 
users are vertices, and each destination port hyper-
edge contains the users that use that port, as shown 
in figure 1 (left and right). In general, when data 
come as individual records and each record contains 
the same field names, one can choose two fields (e.g., 
source IP address and destination port in network 
flow logs, or command line and user in host logs) and 
model the relationship among the items that fill those 
fields using a hypergraph.

FIGURE 1. These two user–port hypergraphs (left and right) have the same graph representation (center). Both hypergraphs capture 
user behavior information through the hyperedge containment and intersection patterns that the graph cannot. 

As the name suggests, hypergraphs are general-
izations of graphs, which model pairwise relation-
ships by restricting hyperedges (called “edges” in 
this context) to be size two. In cyber data, graphs 
have been used to model communications between 
IP addresses, relationships between users, and 
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b. The terms “graph” and “network” are often used synonymously, with “network” usually connoting when a graph is modeling real-world data. 
However, from here on we will use the term “graph” to avoid confusion with the cyber use of the word “network.”

similarities among malware [10, 20, 21, 22, 23, 24, 
25]. But graphs should be used with caution in data 
with complex relationships; as we learned from 
Flatland, appearances when projecting down from 
higher dimensional spaces can be deceiving. For 
example, the aforementioned user–port relationship 
with a hypergraph can also be represented as a graph 
where two user vertices are linked by an edge when 
they perform actions using the same port. However, 
modeling the data with a graph results in information 
loss: the same user–user graph can correspond to 
many user–port hypergraphs, as shown in figure 1. 
As the examples in this figure illustrate, hypergraphs 
can capture complexities that graphs cannot. While 
two edges in a graph can only interact by sharing one 
vertex, two hyperedges in a hypergraph can interact 
in many more ways. Hyperedges can intersect in any 
number of vertices, or one hyperedge can be fully 
contained within another. If we think of hyperedges 
as representing groups of vertices that share a behav-
ior, the hypergraph perspective allows us to model 
how behaviors are linked or related by virtue of the 
vertices which display that behavior. The question 
then is how to use these models to gain understand-
ing of the data and the behaviors therein.

A recent and active area of research to study hy-
pergraph models of data is “hypernetwork science” 
[26], taking inspiration from the well-established 
field of “network science,”b which is the analysis of 
graph models of real-world data. Often in hyper-
network science, methods that were developed to 
analyze graph models are extended and generalized 

to apply to hypergraphs; but in many cases, this is 
not a trivial task. One such graph method that has 
proven valuable across a wide range of fields is the 
study of how small, connected graph substructures 
(also known as “motifs”) appear in large graphs. A 
graph motif is nothing more than a small connectiv-
ity pattern or signature. Some of the simplest graph 
motifs include the triangle, square, n-star, and n-path. 
All 3-edge motifs—the triangle, 3-star, and 3-path—
are illustrated in figure 2 (left). In cyber graphs, the 
“connector,” where multiple vertices all connect to the 
same pair of vertices (an example with three central 
vertices is pictured in figure 2), and n-star motifs are 
common and indicative of certain kinds of network 
behaviors and configurations [27].

FIGURE 2. The first column shows three-edge graph motifs; the second column shows an example of a connector motif, and the third 
column shows seven of the 27 three-hyperedge hypergraph motifs.

In order to extend motifs to hypergraphs, with 
the straightforward generalization being small, 
connected subhypergraphs, we look to recent work 
that defines 27 hypergraph motifs with three hyper-
edges [28] and develops algorithms to count them. 
But the authors of that work note that generalizing 
their hypergraph motifs to four and five hyperedg-
es results in a combinatorial explosion: there are 
1,853 four-hyperedge hypergraph motifs (compared 
to 5 four-edge graph motifs) and over 18.6 million 
five-hyperedge hypergraph motifs (compared to 12 
five-edge graph motifs). To illustrate just some of the 
complexities of hypergraph motifs, we again refer 
to figure 2 (right) where seven of the 27 three-hy-
peredge hypergraph motifs are shown, those that 
can occur with just three vertices. As we will see in 
the OpTC data, these complexities, in particular the 
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presence of single-vertex hyperedges and hyperedge 
containment, are important for capturing different 
behavior patterns. Because of their combinatorial 
complexity, for hypergraph motifs to be useful in 
characterizing these patterns, they must be studied 
as a small number of groups of motifs where each 
group contains motifs of “similar enough” structure. 
While one could imagine many ways to define similar 
enough structure, resulting in different groupings of 
motifs, one way is to turn to the mathematical field of 
topology, which provides techniques for summariz-
ing structure in a flexible and interpretable way. This 
forms the basis of our framework; we define topo-
logical signatures in hypergraphs by grouping motifs 
that are topologically similar.

The topological perspective
Topology studies different shapes with a flexible no-
tion of what it means for two shapes to be “the same,” 
where two shapes are considered the same if they can 
be continuously deformed (via stretching, twisting, 
bending, but not breaking, tearing, or puncturing) 
into one another. Figure 3 shows a classic example of 
a continuous deformation between a coffee cup and 
a donut. This concept is made rigorous by studying 
what are called topological invariants. A topological 
invariant is a mathematical quantity that identifies 
certain properties of shapes and is guaranteed to be 
equal for two shapes that are the same topologically. 
For the last 20 years, topological invariants have been 
used as a tool to make sense of high-dimensional data 
in a field called topological data analysis. One of the 
most studied topological invariants in the data sci-
ence community is called homology, which informally 
is a method of counting holes in a shape. The number 
of connected components (zero-dimensional holes), 
loops (one-dimensional holes), voids (two-dimen-
sional holes, like the inside of a basketball), and high-
er dimensional analogs are topological invariants that 

FIGURE 3. A donut and a coffee cup are topologically the 
same because the coffee cup can be continuously deformed 
into a donut. [Image credit: Lucas Vieira, Public domain, via 
Wikimedia commons]

conveniently encode multidimensional structures in a 
way that has proven useful in many applications and 
for different data types [29, 30].

Core to the notion of homology is the idea of a con-
tinuous deformation. But it is not immediately clear 
what that means in the case of a hypergraph. While 
we can draw a hypergraph on a page, it is not some-
thing we can hold in our hands and twist or bend. 
To leverage the topological invariant of homology to 
create topological signatures in the context of hyper-
graphs, we need a method to translate hypergraphs 
into topological objects that we can deform. Example 
building blocks of such tangible topological objects, 
in dimensions we can perceive, are points (zero-di-
mensional), lines (one-dimensional), solid triangles 
(two-dimensional), and solid tetrahedra (three-di-
mensional); these building blocks are shown connect-
ed together to form an example topological object in 
figure 4. It will be important later to know that these 
building blocks also include their lower dimensional 
boundaries. For example, a triangle includes its three 
edges and three vertices; a tetrahedron includes its 
four triangular faces, six edges, and four vertices. 
Higher dimensional analogs exist, and even though 
we cannot hold them, the theory for computing their 
homology extends seamlessly. Translating from a 
hypergraph to one of these topological objects can be 
done in many ways, and the topological holes of each 
one will tell us something different about the hyper-
graph and the data that was used to construct it.

FIGURE 4. This topological object is composed of points, lines, 
solid triangles (orange), and solid tetrahedra (yellow). 

Translating hypergraphs into the 
language of topology
Our research team is exploring various methods to 
translate hypergraphs into topological objects and 

FEATURE
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what insight the homology of these objects provides 
in the context of cyber data. As we will see, after find-
ing a hole in a topological translation of a hypergraph, 
we can identify the hypergraph motif that gives rise 
to the hole. When multiple hypergraph motifs give 
rise to the same dimension of hole, we group them 
as motifs that are topologically similar through the 
lens of that translation. This group of motifs is then a 
topological signature.

We have identified two hypergraph translation 
methods of particular interest, which result in two 
types of groupings of motifs into topological signa-
tures, but there are others that could also lead to 
interesting insights into cyber datasets [31, 32]. We 
briefly mention the first and provide a reference to 
work where we show its use in cyber. We then go 
into more detail in the second construction, including 
grounding it by interpreting the holes in the context 
of benign and adversarial activity in the OpTC data.

Perhaps the most straightforward way to create a 
topological object from a hypergraph is by replacing 
each hyperedge of size k with a solid (k-1)-dimen-
sional building block. We will refer to this as the clo-
sure of the hypergraph. In figure 5, we show three ex-
ample hypergraphs (first column) with their closures 
(second column). Notice that two of the hypergraphs 
in this figure have the same closure, which has a 
one-dimensional hole. Therefore, these hypergraphs 
are topologically similar motifs through the lens of 
the hypergraph closure. This is because forming the 
closure of a hypergraph is akin to adding every sub-
set of every hyperedge to the hypergraph, whether 
or not it was there to begin with. When a hyperedge 
of size four is present, for instance, we replace it with 
the solid tetrahedron that also includes all the 3-way 
triangular faces, 2-way edges, and singleton vertices. 
Recently our team studied how motifs giving rise to 
holes in the closure of hypergraphs that capture the 
relationship between source IP address and exe-
cutable (e.g., python.exe) in small time windows in 
the OpTC data change over time [33]. In that work, 
unusual patterns of topological change correlated 
with some instances of malicious network behavior 
recorded in the ground truth.

Motifs found using the closure of a hypergraph 
identify what we might consider as intrinsic cycles, 
those that you can see if you just look at a drawing of 
the hypergraph. This is certainly a valuable perspec-
tive but forming the closure only provides one way 
of studying how behaviors, captured by hyperedges, 
interact. Another approach comes from the earlier 

observation that a hyperedge can be interpreted 
as a group of vertices sharing a behavior. From this 
perspective, we posit that hyperedge containment 
relations are important since they mean that a group 
of vertices that share one behavior (the smaller hyp-
eredge) also fully share another behavior (the larger 
hyperedge). This position leads us to introduce our 
second method to translate a hypergraph into a to-
pological object that we call the nesting object of the 
hypergraph. To put it concisely, the nesting object in-
cludes a vertex for each hyperedge in the hypergraph 
and a (k-1)-dimensional building block for every se-
quence of k hyperedges where one is a subset of the 
next. To explain how this construction relates to our 
assertion that hyperedge containments are import-
ant, we build the nesting object in a two-step process.

In the first step of the translation, we create the 
hyperedge containment graph (HCG) of a hypergraph 
that has one vertex for each hyperedge, and an edge 
in the HCG represents a hyperedge containment 
relationship in the hypergraph. Concretely we add an 
edge in the HCG between the vertices corresponding 
to two hyperedges whenever one of the hyperedges 
is contained in the other. The third column of figure 
5 shows the HCG for the same three example hyper-
graphs. Since any graph, and in particular our HCG, 
consists of points (vertices) and line segments (edg-
es), it is already a topological object in that sense, 
and thus can contain one-dimensional holes (loops). 
But it cannot contain any higher dimensional holes. 
Moreover, the one-dimensional holes in the HCG can 
be generated from different types of hypergraph sub-
structures. Specifically, we define a nest of hyperedg-
es as a sequence of hyperedges, each one a subset of 
the next. In the case of three hyperedges, this is when 
one hyperedge is completely contained in another 
hyperedge, which is itself completely contained in 
a third hyperedge. Then in the HCG, there is a 3-cy-
cle between those three hyperedges. These nests 
are interesting in their own right, but they are easy 
to identify in the HCG as the completely connected 
subgraphs; the machinery of homology is not needed 
to identify nests. Other holes in the HCG encode re-
lationships among the nests, and finding those holes 
can point to more complex behavior patterns. To find 
these we need to look not at the nests themselves, 
but at the relationships between them. This is the 
motivation behind the second step of our process, to 
enrich the HCG with higher dimensional structure to 
distinguish between the nests and the relationships 
among the nests.
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c. The technical term is restricted barycentric subdivision. If you are interested in learning more about the technical details 
see [32, 34, 35].

FIGURE 5. In the first column are three small hypergraphs with their closure (second column), hyperedge containment graph (third 
column), and nesting object (fourth column). In the closure, the topological building blocks (triangles and tetrahedra) are colored cor-
responding to the hyperedges that give rise to them. In the hyperedge containment graph and nesting object, the vertices are colored 
the same as their corresponding hyperedges. 

For homology to ignore cycles created by these 
nests and find other complex containment patterns 
among the nests we must “fill in” the one-dimension-
al holes they create. Specifically, we replace every 
cycle of length 3 in the HCG with a solid triangle, and 
every set of 4 vertices that are completely connected 
(known as a 4-clique, and representing a nested se-
quence of 4 hyperedges) with a solid tetrahedron. We 
do this in general for all k-cliques (set of k vertices 
that are all pairwise connected) in the HCG, replacing 
them with (k-1)-dimensional analogs of tetrahedra. 
The result of this procedure is the nesting object.c We 
noted above that homology of the closure identifies 
“intrinsic” holes in the hypergraph. In the case of the 
nesting object, we understand that one-dimensional 
holes correspond loosely to cycles in which hyper-
edges are fully contained within intersections of oth-
er hyperedges (although the exact structure that is 
identified through homology of the nesting complex 
is more nuanced, especially in higher dimensions). 
We can see this difference between holes in the clo-
sure and nesting object illustrated in figure 5, where 

the rightmost column shows the nesting object of 
our three example hypergraphs. What is interesting 
is that, while the top two hypergraphs had the same 
closure, it is now the bottom two that have topologi-
cally similar nesting objects. Both have a one-dimen-
sional hole. The cycles are different lengths, 4 and 6, 
but since the overall pattern of pairs of intersecting 
hyperedges containing a hyperedge within their 
intersection is the same, these two small hypergraph 
motifs that give rise to the one-dimensional holes are 
grouped as topologically similar. The top hypergraph 
in the figure is missing one of the hyperedges in the 
intersection of two larger hyperedges which breaks 
the cycle and so it is not topologically similar through 
the lens of the nesting object.

We now have all the mathematical background 
needed to explore the OpTC data through the nesting 
object of a specific hypergraph construction. We will 
see how groups of hypergraph motifs that are topo-
logically similar arise from similar behaviors, many of 
which correspond to adversarial activity.

FEATURE
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d. The port changes from HTTPS to SSH at 13:11 when bantonio starts a reverse SSH connection. 

e. A DC is a machine responsible for managing network security requests. It provides a service to ensure that only users with authoriza-
tion on a resource are allowed access.

Topological signatures in the OpTC data
In the remainder of this article, we delve into exam-
ples from the OpTC data where we look for structure 
in the form of topological signatures. These exam-
ples show how the homology of the nesting objects 
of hypergraphs provided insight into interpretable 
patterns of activity that were often tied to malicious 
actions. As previously described, due to the compre-
hensive nature of the OpTC dataset there are many 
options for hypergraph constructions. Topological 
holes that arise from different choices of vertices and 
hyperedges could lead to the discovery of distinct 
but equally significant behaviors. For this investi-
gation we focus on hypergraphs where the vertices 
represent (source IP, host) pairs (as these identify 
machines) and the hyperedges represent (desti-
nation IP, destination port) pairs to model the way 
that machines interact with other systems on the 
network (here, and for the remainder of the article, 
we abbreviate “IP address” to “IP”). We restrict each 
hypergraph to a 10-minute time window of data. As 
a reminder, this means that a vertex is in a hyper-
edge if there is network flow log with that (source IP, 
host, destination IP, destination port) tuple during 
the time window represented by the hypergraph. To 
simplify exposition, we will refer to the vertices as 
“machines” rather than their (source IP, host) pair. 
We will see that significant aspects of the red team 
activity, including communication with the com-
mand and control (C2) server and lateral movement, 
manifest as nontrivial homology of this hypergraph’s 
nesting object.

Adversarial behavior as holes
Each of the three days of red team activity in the 
OpTC data had a different APT attack campaign 
involving different hosts and users and so can be 
studied independently; here, we focus on the sec-
ond day. At a high level, the second day represents 
a custom PowerShell Empire scenario. PowerShell 
Empire is a toolkit designed to streamline the phases 
of an APT attack following initial infiltration. It 
enables attackers to escalate privileges and gather 
intelligence, while evading detection. For example, 
by using PowerShell Empire an attacker can run 
scripts and modules in memory to stay more easily 
hidden. Specifically, it provides C2 capabilities that 

facilitate communication between the attacker and 
the compromised hosts by generating a listener that 
is protocol based (often HTTP, HTTPS, or DNS), so the 
communication looks like normal network traffic.

At the beginning of the second day of the red 
team activity, the users bantonio and rsantilli were 
compromised when they opened malicious attach-
ments from phishing emails on their workstations. 
As soon as they were compromised, bantonio’s and 
rsantilli’s machines began to communicate regularly 
with the two C2 servers, whose IPs we will refer to 
as C2A and C2B. In the logs, this means that there 
are records containing bantonio’s machine, with the 
destination IP C2A using the port for HTTPS traf-
fic. Similarly, there are frequent records containing 
rsantilli’s machine, with the destination IP C2B using 
the HTTP port. In the hypergraphs, this manifests as 
a hyperedge labeled (C2A, HTTPS) containing a single 
vertex corresponding to bantonio’s machine, and a 
(C2B, HTTP) hyperedge containing a single vertex 
corresponding to rsantilli’s machine. The former 
hyperedge appears in all hypergraphs overlapping 
with the time where bantonio’s machine was active, 
10:36 until 15:28.d The latter hyperedge appears in 
all hypergraphs overlapping with the time interval 
10:40 to 13:25, when rsantilli’s machine was active. 
Later in the afternoon, across different time windows, 
the single-vertex (C2B, HTTP) hyperedge instead 
contains vertices corresponding to other machines, 
consistent with the lateral movement documented in 
the diary of red team activity.

These singleton hyperedges that correspond to the 
C2 communications do not, by themselves, create any 
topological holes in the nesting object. More hyper-
edges are needed to tie those behaviors together. In 
addition to the communications with C2A and C2B, 
rsantilli’s and bantonio’s machines also communi-
cated with the same domain controller (DC)e across 
two different channels of communication (HTTP 
and HTTPS) shortly after they were compromised. 
Consequently, the large, complex hypergraph repre-
senting this time interval (figure 6, left) contains the 
motif shown in figure 6 (center). The nesting object 
of this motif is a cycle of length 4 shown in figure 6 
(right), which is very similar to the bottom example 
in figure 5. This example illustrates a one-dimen-
sional hole in the nesting object whose correspond-
ing motif contains hyperedges corresponding to 
adversary behavior.
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FIGURE 6. On the left is the full hypergraph corresponding to one 10-minute time window whose nesting object has a single one-di-
mensional hole. The motif representing that hole is shown in the center (hyperedges are also highlighted in the full hypergraph), and 
the nesting object is shown right. 

Interestingly, more than half of the motifs we 
found in hypergraphs within the time period of 
malicious activity had this motif of two single-vertex 
hyperedges in the intersection of two large hyper-
edges (38 out of 64). Figure 7 shows two more motifs 
(that created holes in the nesting complexes of hyper-
graphs representing 11:00-11:10 and 13:45-13:55, 
respectively) that, at first glance, appear identical to 
the one in figure 6, but there are some subtle differ-
ences in what the hyperedges represent. In the left 
motif, the single-vertex hyperedges again contain ver-
tices representing bantonio’s and rsantilli’s machines, 
and the blue and orange hyperedges show that these 
machines were communicating with a common DC, 
but the red hyperedge containing bantonio’s machine 
represents not one destination IP and port hyper-
edge but 335 of them. Close inspection of the logs 
shows that these hyperedges represent network flow 

records that are a downstream effect of the attack-
er’s attempt to elevate the permission level of their 
account on bantonio’s machine using PowerShell 
Empire. The motif on the right of figure 7 represents 
the attacker moving to different hosts using remote 
desktop sessions. Specifically, the red hyperedge 
represents when the attacker used a remote desktop 
session to move to host 974, and the green hyperedge 
represents when the attacker moved from host 974 
to host 005 a few minutes later. These differences 
illustrate that this common nesting object structure is 
not just representing one adversary tactic; rather, this 
structure is consistent with the way that those behav-
iors interconnect, not with the behaviors themselves.

Even when the motifs do not have this structure of 
two single-vertex hyperedges in the intersection of 
two large hyperedges, they still often demonstrated 

FIGURE 7. These two additional sub-hypergraphs of 10-minute windows have cycles in their nesting complexes. The structure is the 
same as in figure 6 but the behaviors that the hyperedges represent are slightly different. 

FEATURE
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connections to adversary behavior. For example, 
figure 8 shows a motif that has the same hyperedge 
containment relationships as the middle hyper-
graph in figure 5 and, therefore, also has a cycle of 
length 6 as its nesting object. The hyperedges in the 
motif represent bantonio’s and rsantilli’s machines 
talking to their C2 servers (the red hyperedges and 
green hyperedges, respectively), along with a benign 
remote desktop session from another machine (the 
brown hyperedge) and communication with DCs (the 
three large hyperedges). The commonalities between 
this and the examples in figures 7 and 8 illustrate the 
need for flexibility of motifs and topological signa-
tures, not just in theory but when working with real 
data. If we had just been searching for motifs that 
looked exactly like the examples in figures 7 and 8, 
we would have missed this.

FIGURE 8. This sub-hypergraph of a 10-minute window (left) 
was identified by our algorithm to have a cycle in its nest-
ing object (right). This is a 6-cycle as opposed to a 4-cycle in 
figures 7 and 8 but was found as a result of our search for 
one-dimensional holes.

Common interpretations of motifs
In traditional cyber research, signature-based meth-
ods search for patterns that match known adversary 
tactics, techniques, and procedures and raise an 
alert when a match is found. In contrast, our frame-
work defining topological signatures is designed to 
discover more flexible patterns that occur in high-
er dimensional structures of cyber data, and what 
those patterns mean. But also of great value are 
methods in exploratory data analysis (EDA), which 
identify significant patterns from the bottom up. In 
this exposition we built our examples to clarify the 
connection to the ground truth adversary behavior. 
But in practice we made these discoveries through 
EDA by applying our topology software [36] to the 

full hypergraph from each time window to detect any 
instances of homology in its nesting object. We did 
not know what kinds of behaviors the motifs it found 
would represent; by inspecting which machines and 
(destination IP, destination port) pairs the vertices 
and edges represented, we discovered that many of 
the motifs were linked to the C2 communication from 
compromised machines. While not every motif could 
be linked to malicious activity (although many could, 
discussed below), a key finding of our work is that 
most of the motifs were interpretable, in that their 
hyperedges could be inspected and understood as 
linked behaviors. Moreover, there were commonali-
ties in the interpretations.

This discovery is summarized in figure 9, which 
gives a timeline showing which elements of the red 
team’s activity commonly show up across the mo-
tifs. The portion of the timeline where the red team 
was active is highlighted in red, and the gray cells 
indicate time windows for which the nesting object 
of the hypergraph had holes. Note that not all time 
windows had holes. If the hypergraph did have at 
least one hole, we show whether any of their corre-
sponding motifs had features we have discussed. The 
appearance of bantonio’s and rsantilli’s machines in 
single-vertex hyperedges are indicated with red and 
blue dots, respectively; a green dot indicates when 
the single-vertex hyperedge contained the adminis-
trator on host 974; a yellow dot indicates when the 
single-vertex hyperedge represented a remote desk-
top protocol (RDP) session (benign or malicious); 
finally, we indicate when at least one of the large hy-
peredges of a motif represented communication with 
a DC with an orange outline. The last two characteris-
tics are not alone indicative of malicious activity; for 
example, sometimes an RDP session is initiated by 
an adversary, but other times it is benign. However, 
we included these characteristics in the figure to 
emphasize that even when the motif was not linked 
to malicious activity, it was still interpretable most 
of the time. In fact, there are only two time windows 
that have a hole but none of these annotations.

It is remarkable that application of our frame-
work—building a hypergraph, creating the nesting 
object, and computing the homology—discovers 
behavioral interactions joined together into similar 
patterns that we can interpret, even though there are 
differences in the finer details of the activity.
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FIGURE 9. This annotated timeline displays our findings. We highlight (gray) which 10-minute windows have one-dimensional holes in 
their nesting objects. We additionally indicate when there is a one-dimensional hole in a window that contains elements of adversary 
activity or DC communications. 

Evaluating holes as cyber alerts
Having established the success of our method at dis-
covering and interpreting patterns, we look toward 
the challenge of turning topological signature iden-
tification into a cyber alert specifically designed to 
capture behavior that aligns with known adversary 
tactics. Although future work is needed to achieve 
that goal, in order to identify next steps we describe 
and study false positives and false negatives as they 
present in our current analysis.

False positives

If critical components of a motif (e.g., the single-ver-
tex hyperedges included in larger hyperedges) could 
be linked to malicious behavior via process ID in the 
ground truth, we consider the motif to be malicious, 
a true positive. Of the 64 motifs in 31 time windows, 
47 motifs (73.4 percent) were malicious. These 47 
motifs occurred in 24 of the time windows, and when 
multiple motifs occurred in one time window, they 
were often very similar (for example, differing by a 
single hyperedge). The remainder of the motifs are 
false positives, but 13 of them were found to be relat-
ed to benign RDP sessions. This leaves only 4 motifs 
(6.25 percent) that were not interpretable.

Another way we could quantify false positives 
is by counting motifs in hypergraphs constructed 
over a benign time period in the data with compa-
rable levels of activity to the times of compromise. 

Unfortunately, the heterogeneity of the OpTC data 
makes this difficult. To approximate a benign time 
period, we used the same data but eliminated all 
network flow logs collected from compromised hosts 
before recomputing the homology. When we did this, 
we saw the number of vertices and hyperedges did 
not change much (figure 10, left), but the average 
number of holes per time window decreased from 1.0 
to 0.43, and the majority of time windows had no ho-
mology (53 out of 64 had no homology, compared to 
33 out of 64 with all hosts), which is shown in figure 
10 (page 14, right). It may not seem surprising that 
the number of holes is smaller after removing some 
vertices and hyperedges. But notice that in figures 
7, 8, and 9, there are many vertices (machines) that 
we could remove from the motifs without changing 
the fact that there is a one-dimensional hole in the 
nesting object. In these cases, it is the compromised 
machines (vertices) and the communications re-
sulting from that compromise (hyperedges) that are 
crucial to the existence of the holes. In other words, 
it is which vertices and hyperedges we removed that 
is important.

False negatives

Our analysis of false negatives is more nuanced 
because of the choices built into our framework, 
namely the choice of hypergraph construction. To 
mirror the definition of a false positive, we could 
consider any adversary action that was not part of a 
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motif as a false negative. However, there are a variety 
of different behaviors during an APT attack, some of 
which may primarily show up in host logs rather than 
network flow logs. The variety of adversary tactics 
mean that there will not likely be a single hypergraph 
construction that detects all malicious activity. While 
holes in the nesting object of the hypergraph con-
struction we focused on seem to consistently identify 
similar patterns of behavior, more work is needed to 
discover hypergraph constructions that can be used 
to detect other adversarial behaviors in this dataset 
and others.

Additionally, we point out that when the adversary 
was active, the single-vertex (C2A, HTTPS) and (C2B, 
HTTP) hyperedges were present in each hypergraph. 
But in some time windows these hyperedges are not 
part of a motif giving rise to a hole. This is because 
our framework is designed to detect the linkage of 
behaviors in interesting ways, rather than single 
behaviors. Once adversary behavior is discovered in 
one time period as part of an instance of a topological 
signature, the individual components of the signature 
can be used to seed analyst queries for other instanc-
es of those behaviors.

 
FIGURE 10. The number of vertices and hyperedges in hypergraphs with (source IP, host) vertices and (destination IP, destination port) 
hyperedges constructed from day 2 of the OpTC data are displayed in the scatter plot on the left, and the number of one-dimension-
al holes in these hypergraphs is displayed in the scatter plot on the right. To quantify homology unrelated to adversarial activity, we 
constructed hypergraphs both using data from all the hosts and a subset of the data that excludes the compromised hosts. Note that 
malicious activity occurs from 10:28 to 15:42. 

Conclusion
The problem of developing new cyber tools that en-
able effective attack detection in a way that keeps up 

with adversary developments is challenging, in part 
because of the unknown complexity within the data. 
The framework we introduce here, identifying behav-
ior linkage patterns through topological signatures, 
answers the challenge of stepping out of Flatland into 
the unknown dimension of Cyberland and points to 
a wide area of potential research. Our exploration 
of the OpTC data provides one example of its utility 
to make sense of this complex cyber data. Unlike 
traditional signature-based cyber tools, our methods 
did not set out to define patterns based on known 
adversary techniques, rather we modeled the com-
plexity using hypergraphs and looked for structure 
via homology. It was very surprising and exciting that 
homology of the nesting objects took these hyper-
graphs with around 750 vertices and 100 hyperedges 
each and found small hypergraph motifs that were 
typically interpretable and often included adversary 
activity. There is still a need for more theory to un-
derstand the homology of topological translations of 
hypergraphs, interpretation to flesh out how topolog-
ical signatures relate to user and adversary behav-
iors, and a bridge to be built between theoreticians 
and cyber analysts to ensure both sides understand 
and can help shape the perspective of the other. Our 
team will continue to explore these directions and we 
look forward to collaborations and partnerships as 
we continue our journey through Cyberland.  
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D a n i e l  J u d a

Two fundamental questions in cybersecurity are what is malicious activity and how do we de-
tect it. These questions are generally answered using one of two paradigms. The first is signa-
ture-based threat detection, where known vulnerabilities are scanned using some form of 

detection software. The second is broadly termed anomaly detection, where analysts simply look 
for anything on the network that is considered atypical. We can distill this process down to asking 
the following: given network traffic during a fixed time period, can we determine if the character 
of the traffic is anomalous relative to some historical norm? Due to the constant change inherent 
in modern networks, establishing a historical norm can be difficult. Moreover, this constant change 
leads to many techniques highlighting behavior that is anomalous, but not actually malicious. 
There is a good deal of literature on these topics, too much to adequately summarize here, so we 
reference only the papers we borrowed techniques from. Our goal is to analyze internal netflow 
data from an enterprise network and identify subtle changes which may indicate malicious activity.

[Photo credit: iStock.com/carloscastilla]

Cybersecurity Anomaly Detection 
Using Graph Vertex Degree 
Assortativity
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Intuitively, network flow traffic lends itself to being 
encoded as a graph. This is formalized by Iliofotou, 
et al. in [1], where the authors describe a method 

for analyzing network traffic by considering direct-
ed graphs which they call traffic dispersion graphs 
(TDGs). These are graphs which consist of taking all 
nodes and edges in a network and then removing 
edges using some filtration criteria. We leverage 
this technique to study protocols independently. In 
particular, we look at well-understood protocols and 
analyze the TDG associated to each protocol using a 
well-known graph theoretic connectivity measure.

There are numerous techniques in graph theory 
to measure connectivity and communities. We utilize 
degree assortativity which was first introduced by 
Newman in [2, 3] and has since been used in a variety 
of fields. We use vertex assortativity on TDGs to 
identify days where subnetworks of an enterprise 
network are behaving atypically. We then use clas-
sical techniques from time series analysis to further 
investigate this behavior. The resulting combination 
of techniques provides a new method for analyzing 
network data and tipping of anomalies to cybersecu-
rity threat analysts.

In this article, we first provide the necessary graph 
theory background for our technique, including an 
in-depth discussion of vertex assortativity. Next we 
discuss the necessary network theory background 
for our testing. Subsequent to that, we describe our 
testing and results, and we outline some ideas for us-
ing time series to drill down on detected anomalies. 
In the final section we offer conclusions. Suggestions 
for future directions are interspersed throughout 
the paper. 

Graph theory background
A graph 𝐺 = (𝑉, 𝐸) is a pair of sets, whose elements 
are called vertices and edges respectively, such that

𝑒 ∈ 𝐸 is a two element subset of 𝑉. If 𝐺 is a direct-
ed graph, then edges are ordered pairs rather than 
unordered subsets of 𝑉. For each vertex 𝑣 ∈ 𝑉 we call 
the values

𝑑−(𝑣) = |{𝑒 ∈ 𝐸∣ 𝑒 = (𝑣, 𝑥), 𝑥 ∈ 𝑉}| and
𝑑+(𝑣) = |{𝑒 ∈ 𝐸∣ 𝑒 = (𝑥, 𝑣) ∈ 𝐸, 𝑥 ∈ 𝑉}|

the out-degree and in-degree of 𝑣 respectively. The 
out-degree counts the number of edges originating 
at 𝑣 and the in-degree counts the number of edges 
terminating at 𝑣. For each vertex 𝑣 ∈ 𝑉, the total 
degree of 𝑣 is 𝑑(𝑣) = 𝑑−(𝑣) + 𝑑+(𝑣), the count of 

edges either originating or terminating at 𝑣. When 
𝐺 is an undirected graph we use 𝑑(𝑣) to denote the 
degree of 𝑣. For general background on graphs see, 
for example, [4] for undirected graphs or [5] for 
directed graphs.

For a graph 𝐺 = (𝑉, 𝐸), assortativity or the as-
sortativity coefficient is a measure of the preference 
for the vertices of 𝐺 to connect to other vertices that 
are similar under a chosen measure. The assorta-
tivity coefficient for 𝐺 is a value r ∈ [−1,1]. If 𝐺 has 
𝑟 = −1, then we say 𝐺 is completely disassortative 
and if 𝑟 = 1, then we say 𝐺 is assortative. It was first 
defined by Newman in [2, 3] and has since been 
applied in a wide variety of fields such as biology [6] 
and social networking [7]. An extensive survey of 
assortativity results can be found in [8]. Throughout 
the paper, we will use the various degrees introduced 
above for our measure of similarity.

Let 𝐺 be an undirected graph and 𝑝𝑘 be the prob-
ability that a randomly sampled vertex from 𝐺 has 
degree , that is, 𝑝k =  |{𝑣 ∈ 𝑉 | 𝑑(𝑣) = 𝑘}|. Consider 

the distribution qk ∝ pk+1 given by qk = . This 
weighted distribution associates to 𝑘 the number of 
times a vertex of degree 𝑘 + 1 appears as an endpoint 
of an edge and is referred to as the remaining degree 
distribution. Intuitively, for an endpoint, 𝑣, of an edge, 
𝑒, the remaining degree counts the number of edges 
incident to 𝑣 other than 𝑒 and is given by 𝑑(𝑣) − 1. 
Let 𝑑̅ nd 𝑠 be the sample mean and sample standard 
deviation of the remaining degrees of the vertices. Let 
𝑓: 𝐸 → ℝ be defined as 

where 𝑒 = (𝑣𝑖, 𝑣𝑗). The assortativity coefficient of 𝐺 is 
defined as 

.

The reader who is familiar with statistics will rec-
ognize this as a special case of the Pearson correla-
tion coefficient of the degrees of the endpoints of 
a randomly sampled edge. If 𝑠 = 0, then we define 
𝑟 = 1. This matches our intuition based on the defini-
tion, since if the standard deviation of the degrees is 
zero, then all edges connect to vertices that have the 
same degree.

The local assortativity at 𝑣, defined in [6, 9, 10] 
and denoted 𝜌(𝑣), is the amount 𝑣 contributes 
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to the global assortativity. Given this definition, 
𝑟 = ∑𝑣∈𝑉  𝜌(𝑣). For 𝑣 ∈ 𝑉, we denote by 𝑁(𝑉), the set 
containing 𝑣 and all vertices adjacent to 𝑣 called the 
neighborhood of 𝑣. To compute the local assortativity 
at 𝑣, we consider 𝐻 = (𝑉𝐻 = 𝑁(𝑣), 𝐸𝐻) = 𝐺|𝑁(𝑣), the 
induced subgraph on 𝐺 restricted to the neighbor-
hood of 𝑣. Using the notation above, we have

.

If , that is, the variance of the scaled vertex degree 

distribution is , then we define 𝜌(𝑣) = .

FIGURE 1. Example of a disassortative undirected graph. We 

have 𝑑(𝐴) = 3 and 𝑑(𝐵) = 𝑑(𝐶) = 𝑑(D)= 1. This gives 𝑞0 = 𝑞2 = , 

, , and therefore 𝑟 = 1. 

We also have 𝜌(𝐵) = 𝜌(𝐶) = 𝜌(𝐷) = .

FIGURE 2. Example of an undirected graph. We have 
𝑑(𝐴) = 𝑑(𝐶) = 3, 𝑑(𝐵) = 𝑑(𝐷) = 2, and 𝑑(𝐸) = 𝑑(F) = 𝑑(G)= 1. This 

gives 𝑞0 = 𝑞1 = 𝑞2 = , 𝑑̅ = 1, s2 = 1, and therefore 𝑟 = − .

Let 𝐺 be a directed graph. In [7], the authors 
extend the notion of assortativity to 𝐺 by defining 
four different assortativity coefficients associated to 
𝐺. Recall, for a vertex 𝑣 in 𝐺, we have three notions of 
degree: in-degree, out-degree, and total degree. Also 
recall, that the purpose of assortativity is to measure 
the preference of vertices to connect to vertices that 
are similar. For undirected graphs, we used degree 
(or total degree) to measure similarity. In the case of 
a directed graph, we can choose which type of degree 
we want to use to measure similarity. 

Let 𝑉𝑖 ⊆ 𝑉 be the set of initial vertices and 𝑉𝑡 ⊆ 𝑉 
be the set of terminal vertices. Let  be the prob-
ability that a randomly sampled vertex from 𝑉𝑖 has 
in-degree k, that is,  |{𝑣 ∈ 𝑉𝑖 | 𝑑+(𝑣) = 𝑘}|. 
Notice, if 𝑣 is the initial vertex of an edge 𝑒, then 𝑒 
contributes to the out-degree of 𝑣, not the in-degree. 
Thus we let 𝑑̅𝑖 and 𝑠𝑖 be the sample mean and sam-
ple standard deviation of the in-degree. Thus we let 
𝑑̅i

+ and si
+ be the sample mean and sample standard 

deviation of the in-degree of the initial vertices 
respectively. On the other hand, if 𝑣 is the terminal 
vertex of an edge 𝑒, then 𝑒 does contribute to the 
in-degree of 𝑣. Thus, for the terminal vertices we 
again consider the distribution  given 

by . Let 𝑑̅i
+ and si

+ be the sample 
mean and sample standard deviation of the remain-
ing in-degree of the terminal vertices respectively. 
Let 𝑓+,+: 𝐸 → ℝ be defined as 

where 𝑒 = (𝑣𝑖, 𝑣𝑗). Note, for the terminal vertices we 
account for the edge contributing to the in-degree 
and for the initial vertices, we do not. The in-in vertex 
degree assortativity coefficient of 𝐺 is defined as

.
The reader who is familiar with statistics will again 

recognize this as a special case of the Pearson cor-
relation coefficient of the in-degrees of the endpoints 
of a randomly sampled edge. Similar definitions yield 
the in-out (𝑟+,−), out-in (𝑟−,+), and out-out (𝑟−,−) 
vertex degree assortativities. Suppose that si

* = st
*. 

If 𝑑̅i
* = 𝑑̅t

*, then we set 𝑟*, *= 1. If the sample means 
don’t agree, then we set 𝑟*, * = 1. This again matches 
with our intuition based on the original definition. 
Intuitively, if there is no sample standard deviation 
and the sample means match, we have perfect cor-
relation between initial and terminal vertices. On the 
other hand, if there is no sample standard deviation 
and the sample means don’t match, we have perfect 
anticorrelation between initial and terminal vertices. 
Finally, if only one of si

* and st
* is 0, then we define 

𝑟*, * = 0.

Local assortativity was extended to directed 
graphs and discussed by Piraveenan, et al. in [6, 10]. 
It is once again defined, in each of the four different 
cases of directed assortativity, to be the contribu-
tion a vertex 𝑣 makes to the global value. Thus, for 
example, the local in-in assortativity of a vertex 𝑣 is 

given by ρ+,+ (v)=r+,+ |N(v)= , where 
H=(VH=N(v), EH )=G |N(v) as before. The other notions 
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of directed local assortativity are defined similarly. 
Once again, if si

* = st
*= 0, then we define ρ*,* (v)= 

 when 𝑑̅i
* = 𝑑̅t

* and ρ*,* (v)=  when 𝑑̅i
* ≠ 𝑑̅t

*.

a. Throughout we will be using network layer addresses, that is, IP addresses. It is also reasonable to use physical layer Media Access 
Control (MAC) addresses.

FIGURE 3. Example of a directed graph with in-in  

vertex degree assortativity r+,+= −  We have 
d^+ (C)=0, d+ (B)=d+ (D)=1, d+ (A)=2. For the initial vertices, we 
have Vi={A,C,D},  

and .For the terminal verti-

ces, we have Vi={A,B,D}, qt
0,+ = qt

1,+ = , 𝑑̅+
t =  and s+

t = .

We close this section with some remarks on assor-
tativity. It is generally observed that for large disas-
sortative networks whose degree distribution follows 
a power law, such as an enterprise network or the 
Internet, the assortativity value decreases, that is, 
tends to 0. This is true in both the undirected and di-
rected case. An alternative based on Spearman’s Rho 
was proposed in [11, 12], but it is significantly more 
computationally intensive. We chose to limit the size 
of our graphs so that asymptotic behavior was not a 
concern and to avoid the additional computational 
complexity that is caused by using Spearman’s Rho.

Cybersecurity background
Our goal is to apply graph theory to network flow 
(netflow) data to enable anomaly detection. Netflow 
data consists of metadata associated to transmission 
control protocol/Internet protocol (TCP/IP) connec-
tions. At the most basic level, a TCP/IP connection is 
a series of packets exchanged by the participants. In 
netflow data analysis, packets associated to a single 
communication are often combined into sessions. 
In particular, for our application a TCP/IP session 
between two hosts is a series of communications, 
such as a handshake followed by the transfer of 
desired information.

In order to use the graph theoretic techniques 
developed in the previous section, we need a 

well-defined method for transferring our netflow 
data to a graph. A traffic dispersion graph (TDG) as 
described in [1], is a graph, built from netflow data, 
with edges limited to those meeting some desired 
criteria. Formally, let G represent a set of network 
traffic where each vertex corresponds to an addressa 
and each edge is a connection from a source address 
to a destination address. In particular, the edges 
are directed and G is a directed graph. We define a 
boolean function f:E→{0,1} for determining if an edge 
satisfies the chosen criteria. Our TDG is the subgraph 
H=(V,E(H))⊆G = such that E(H)={ e∈E |ƒ(e)=1}. 
Thus, ƒ functions as a filter for which edges are ad-
mitted to the subgraph H. In our application, we will 
filter the edges based on protocol using the standard 
TCP/IP port addressing scheme. 

As an example, let’s examine a protocol of interest: 
lightweight directory access protocol (LDAP). This 
protocol is a fundamental directory look-up protocol 
within a network used for things such as verifying a 
login name and password before allowing network 
access. In this example, ƒ is defined piecewise as 1 
if an edge represents a connection under the LDAP 
protocol and 0 otherwise. Thus E(H) is the set of all 
edges that are a connection from a source IP address 
to a destination IP address under the LDAP protocol.

Within this protocol, a host (IP address) acts 
as either a server or a client. Typically, there is no 
peer-to-peer communication between clients and 
therefore all traffic on clients should be either to or 
from a server. Servers communicate to each other 
only when there is a need to utilize secondary servers 
due to traffic volume; that is, when a primary serv-
er receives too many access requests to handle, it 
will begin pushing excess access requests over to a 
secondary server. This will appear as “peer-to-peer” 
traffic between servers and may be an indicator of 
either a network malfunction or an attack such as a 
denial-of-service attack. Moreover, this will affect the 
assortativity value which we expect to be close to –1 
in general for this TDG. 

Application to the LDAP protocol
For our application, we consider netflow traffic from 
an enterprise network. Throughout this section, all 
graphs are directed as described in the graph theory 
background discussion. We made several choices 
to limit the amount of data being used to avoid the 
issues previously discussed. We limited our graphs 
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to subnets with the first three IP octets in common 
(commonly referred to as /24 subnets). We generate 
an edge between two hosts when there is a session 
between them, that is, we will not add edges for each 
packet in the session. We also only consider unique 
address pairings; that is, if a host initiates commu-
nication multiple times to the same destination, we 
only allow one edge between them in each direction. 
As an example, consider two IP addresses, A and B. 
We add two vertices A and B to our graph. If A initi-
ates a session with B, then we add an edge (A, B) to 
our graph. If A later initiates another session with B, 
we do not add an edge. On the other hand, if B initi-
ates a session with A, we add an edge (B, A).

FIGURE 4. Example histogram of assortativity values built from 60 days of netflow using the LDAP protocol. Note the potential outliers 
in the [−0.87,–0.88] bin.

Thus our workflow is the following. Fix a 
time-window from which to examine traffic and build 
TDGs, filtering based on LDAP, to represent each of 
several days. For each TDG, compute the directed 
assortativity coefficients. Given the four sets of coeffi-
cients, build a histogram to examine the distribution 
of each coefficient. We then visually isolate dates 
where one or more of the coefficients is anomalous. 
Figure 3 shows an example of a histogram of the in-
out assortativity coefficients for a 60-day window on 
an enterprise network. Note, the values are clustered 
near r= –1 as expected. Two things are immediately 
clear from this histogram. Although our sample is 
small, if we considered the in-out assortativity value 
on a given day to be a random variable, this histo-
gram suggests that the probability density function 
is far from any standard distribution. This makes hy-
pothesis testing to determine if a value is anomalous 
more challenging since we do not have distributional 
information available. Despite this, the histogram 
suggests that there are some reasonable choices for 

outliers, such as the assortativity coefficients which 
fall into the [–0.87,–0.88] bin in the histogram. These 
outliers correspond to particular days. 

Suppose we have identified a potentially anoma-
lous day. We now want to establish a cause for this 
behavior. To do so we consider the local assortativity 
coefficients for each IP address seen in our graph. 
In figure 3 our anomalous day(s) appears to have an 
unusually high in-out assortativity value. Recall, the 
local assortativity coefficient for a particular vertex 
is that vertex’s contribution to the global assortativ-
ity coefficient. Thus we are interested in individual 
vertices, or correspondingly IP addresses, that exhibit 
an unusually high local assortativity coefficient. This 
generates a set of IP addresses of interest for further 
study. These addresses can then be passed to a cyber-
security expert for examination.

A time series approach to analyzing and 
resolving anomalies
A time series is a collection of real-valued observa-
tions, X={x0, … , xN} made sequentially in time. We will 
briefly introduce some ideas in the area of time series 
analysis. For greater detail see, for example, [13]. 
Our goal is to use time series analysis to explain our 
anomalous IP addresses identified in the previous 
section on application to the LDAP protocol. To this 
end, we examine the time series of local assortativity 
coefficients for a particular IP address. We develop 
a time series model that best fits the series. We then 
use this model to forecast or predict the expected 
local assortativity values for the IP address and 
measure how far the predictions are from the corre-
sponding true values.
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Given a time series X={x0, … , xN}, we want to devel-
op a model which can be used to forecast or predict 
series values. For X, the lag correlation coefficient of 
lag k measures how well correlated values that are k  
units of time apart in the time series are. It is given by

Where  is the average value of the time 
series. These values can be plotted in a correlogram 
and are useful for determining a model type that is 
likely to fit the data. Figure 5 shows a plot of a time 
series of the local assortativity coefficients of an indi-
vidual IP address for 100 days and the corresponding 
correlogram. Recall, our goal is to use the time series 
of local assortativity coefficients to explain anom-
alous IP addresses. To do so, we identify a best-fit 
time series model of our data and then consider the 
residual error as a test statistic for quantifying how 
anomalous the behavior of the IP address is.

FIGURE 5. Example time series and correlogram of local assortativity values.

Under suitable assumptions, for a random time se-
ries, the lag correlation coefficients are approximate-
ly normally distributed with mean 0 and variance 
. Thus, in the random case we expect the majority of 
the lag correlation coefficients to fall in the interval 

. The horizontal lines in the correlogram 
of figure 5 are placed to mark this interval. Notice 
that the autocorrelation coefficients initially de-
crease monotonically to r3=0 and ri ≈ 0 for i > 3. This 
suggests that an autogressive (AR) model would be a 
reasonable choice of model. We choose an AR model 
of order three given r3=0, that is, the series value at 
time t, depends linearly on the values at times t−1, 
t−2, t−3. Thus, a framework for our model is given by

xt+3 = α0 xt + α1 xt+1 + α2 xt+2 + ϵ,

where ϵ ∈ ℝ represents some small error value that is 
normally distributed with mean 0. The αi are parame-
ters that are estimated by the method of least squares 
to find the model which gives the best approximation 
of the original time series.
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Once we have found the coefficients for our model, 
we can generate the new series of predicted values 

with the value , corresponding to  in the 
original series. Moreover, we can generate a series 
of residual error values ℰ={ei=  −xi |  i=3, … , N}, 
which we can think of as a series of random variables, 
and consider the empirical probability density func-
tion for ℰ

Under idealized circumstances, that is, we know 
the true values for the and the choice of model is per-
fect, we would have ei = ϵ and therefore ℰ ≈ N(0,σϵ). 
Unfortunately, in practice, the coefficients αi are 
approximations. Thus we have to be careful in how 
we choose to use the ei for hypothesis testing in 
general. Fortunately, if the model is chosen well, then 
in most applications ℰ tends to be approximately 

normal. This fact can be leveraged to apply standard 
hypothesis testing techniques. For example, we can 
use Z-score testing on the empirical distribution of 
the residual errors to find outliers which correspond 
to days when the local assortativity coefficient of the 
IP address is anomalous.

Conclusion
We developed an application of graph theoretic and 
time series analysis techniques to answer questions 
about anomalies in the cybersecurity domain. This 
work can be used to develop a semi-automated work-
flow for monitoring an enterprise network. We in-
troduced some interesting directions for future work 
including using alternative connectivity measures.  
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Paradigm for Scalable Cyber 
Threat Detection
J o h n  A .  E m a n u e l l o  a n d  A n d r e w  G o l c z y n s k i
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cybercyber

The ubiquity of cyber threats, coupled with the speed and scale at which they can attack 
society’s critical cyber infrastructure has made the protection of these systems a major 
technical challenge. While great strides have been made toward some level of automation to 

aid network defenders, many of the tools are based on brittle signatures, which fail to detect novel 
cyber threats. This combination of circumstances has driven a small-but-growing body of research 
and development around the application of artificial intelligence (AI) and machine learning (ML) 
tools to the detection of malicious behavior in real time. 

There are numerous practical and engineering challenges in fully bringing AI to bear on the cyber 
threat hunting problem. At the heart of these challenges is the incompatibility between the need for 
a detailed view of network state as captured by sensors, and the bandwidth constraints associated 
with moving such massive data volumes to a centralized repository for AI model training. The 
federated learning paradigm, wherein models are trained in a distributed fashion without the need 
for data aggregation, presents a potential strategy for training ML models for cybersecurity. In this 
article, we describe a federated ML paradigm that is consistent with the detection of malicious cyber 
activity in near real time, test on a benchmark dataset, and conduct an analysis of the practical 
implications for deploying such a model on a real network.
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Background
The difficulty of cybersecurity lies in the asymmetric 
advantages the adversary holds. Indeed, defenders 
must protect all assets against all their possible vul-
nerabilities; whereas, an attacker need only exploit a 
single vulnerability to gain access on a network and 
set into motion a multistage cyberattack. Armed with 
a seemingly unlimited number of tools, advanced 
persistent threats (APTs) are highly sophisticated and 
motivated, enabling them to relentlessly target our 
most sensitive networks, including those that support 
critical infrastructure. 

APT-style attacks are rarely composed of a single 
action; rather, they typically contain numerous events 
which constitute multiple stages of an attack. The 
progression of these stages is often modeled by on-
tologies such as Lockheed Martin’s Cyber Kill Chain, 
which tracks and organizes detectable behaviors 
from individual log events or collections thereof [1, 
2]. The subtlety of attacker behaviors, especially from 
sophisticated actors, makes detection difficult, with 
discovery often only happening after the goals of the 
attack have been accomplished. 

It is worth mentioning that this is not an abstract 
problem. Digital systems underpin nearly all aspects 
of modern societies, including economic institutions, 
critical infrastructure, and even democracy itself. 
From a commercial standpoint, malicious cyber ac-
tors are motivated by economic espionage, especially 
the theft of intellectual property, which by some es-
timates can cost a company billions of dollars in rev-
enue losses alone [3]. For democracies, cyberattacks 
could disrupt elections and erode public confidence 
in democratic institutions. As such, robust measures 
to secure cyber systems are critical components of 
safeguarding societal stability, economic resilience, 
and national security.

Intrusion detection systems
The evidence of attacks on an enterprise network can 
be captured by a high number of disparate sensors, 
logging network traffic, cloud telemetry, end point 
activity, etc. As such, development of automated ap-
proaches to intrusion detection have been an area of 
interest at least since the late 1980’s [20]. These in-
trusion detection systems (IDS) have historically re-
lied heavily on signature-based rules, which describe 
a known malicious activity that, upon matching an 

observed behavior, alert a human defender to inves-
tigate. These rules include byte patterns in network 
traffic packets or attribute patterns in host logs [4, 5].

However, as these rules can only describe known 
malicious behavior, APTs can easily defeat these sig-
natures. For example, if a signature includes a specific 
rule involving a byte pattern in network packets, the 
adversary can simply fragment packets or otherwise 
change the contents of packets to defeat the rule and 
still perpetrate the attack. As such, these signatures 
must be constantly updated in an at least partially 
manual process that often consumes more time than 
the adversary needs to implement a countermeasure. 
Further in the adversary’s favor is the wide availabil-
ity of such rules to exploit in order to misdirect de-
fenders or otherwise obfuscate their attacks; indeed, 
by overloading defenders with alerts, they can make 
it extremely difficult for defenders to decide what to 
focus on. All told, these drawbacks are driving a body 
of work to apply ML to create more flexible iterations 
of IDS.

Given the extremely high degree of variance of 
normal user activity, these models must be trained 
on data which sufficiently captures the network’s 
baseline, and this can only be done when data is 
sampled at a high rate across the assortment of sen-
sors. Contrary to centralized ML paradigms, the data 
volumes and bandwidth constraints of an enterprise 
network prohibit the ingestion of sufficient amounts 
of data to a single compute server. These unique 
constraints suggest that federated learning may be a 
potential paradigm for training autonomous threat 
hunting tools. More specifically, such approaches sup-
port the training of ML models on multiple compute 
nodes, each with their own training data (potentially 
drawn from different distributions) that feed a global 
model that can be deployed at the edge for inference.

It should be noted that, given the evolving nature 
of cyber threats and the high degree of variance of 
normal activities between different networks, the 
availability of a labeled dataset would not be condu-
cive to the task at hand. Thus, it is far more effective 
to train these ML models in unsupervised fashion, as 
anomaly detectors, rather than as explicit malicious 
behavior classifiers. Algorithms such as clustering, 
isolation forests, and autoencoders are well suited for 
anomaly detection and are integrated in widely used 
software packages, making them easy for researchers 
and cybersecurity analysts to use.
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Neural network approaches for intrusion 
detection
In the approach we outline below, we appeal to an au-
toencoder (AE), which is a neural network that is de-
signed to be an identity function on the input space, 
and is composed of two functions: an encoder and a 
decoder [6]. More specifically, the training process of 
an autoencoder ƒ = g ∘ h results in a nonlinear encod-
er h: ℝn→ℝm and decoder g: ℝm→ℝn functions, where 
m ≪ n and the objective function is mean squared 
error loss with respect to the standard Euclidean dis-
tance between input and output: ‖x − ƒ (x)‖2. We note 
that this choice of relative dimension sizes results in 
what is called an “undercomplete autoencoder” and 
is, in effect, a nonlinear analogue principal compo-
nent analysis [6]. By construction, (undercomplete) 
AEs learn salient information about the training data, 
with the compression/reconstruction process failing 
on outliers or other data drawn from distributions 
vastly different from that of the training set. This 
property allows an AE to indicate when a given da-
tum was drawn from a novel distribution, making the 
architecture ideal for anomaly detection [7, 8].

The choice of a neural network as a proposed 
architecture for detecting malicious cyber activity 

FIGURE 1. Federated learning is a machine learning setting where multiple entities (i.e., local servers) collaborate to train a model, un-
der the management of a central parameter server. Each client’s raw data is stored locally and is not exchanged or transferred; instead, 
local servers complete some number of training steps on the model, and their feedback is aggregated by the central server that serves 
an updated model for either further training by the local servers or deployment.

has been studied in the literature, and shows prom-
ise as a more flexible alternative approach from 
traditional signature-based detection schemes [9, 
10]. While cyber telemetry logs largely contain 
categorical data points, there are techniques such 
as log2vec that can transform these logs into nu-
merical data points that are ingestible by neural 
network architectures [9, 11, 12].

Our prior work demonstrates that the numer-
ic representations of cyber logs can be learned in 
tandem with detection tasks [12]. Here, our NLP-
inspired approach to anomaly detection requires us 
to embed our preprocessed records into a semanti-
cally relevant vector space, which is the input to an 
AE-based anomaly detector at inference. We tested 
this technique on the Operationally Transparent 
Cyber (OpTC) dataset created by Defense Advanced 
Research Projects Agency (DARPA) [17, 18], which 
consists of network and host logging collected from 
a network of hundreds of Windows hosts over a one-
week period. The activity represents both normal 
(benign) user activity, as well as logging from an 
APT-inspired red team attack over the course of three 
days, during which numerous machines were under 
different phases of a multi-staged attack. Our tech-
nique was able to detect high volumes of anomalous 
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activities during the red team attack, and very low 
volumes of anomalies when there were no attacks.

A federated-learning paradigm for 
intrusion detection
Federated learning (FL) is a relatively new concept 
in the field of AI/ML that involves training a model 
across multiple devices, which are often called nodes 
or learners. Each node trains the model separately 
on its own data and shares model information with 
a central server [13]. This central server then aggre-
gates the contributions of the participating nodes to 
produce a model, which is shared back to the nodes 
for further training or inference. There are several 
flavors of training archetypes (e.g., synchronous and 
asynchronous) and aggregation techniques which 
are covered in the literature. For our purposes, we 
assume that the model in question is some kind of 
neural network and that a single training step of the 
model is as follows:

1.    The central server transmits the most current 
model to each of the local servers.

2.    Each local server feeds a portion of its local 
data through the model and computes the gra-
dients of the mutually agreed upon objective 
function and transmits these gradients back to 
the central server.

3.    The central server aggregates the gradi-
ents from the local servers and performs a 
model update.

Federated ML presents a viable solution by dis-
tributing the learning process to the network’s edge, 
where the data is generated. This paradigm balances 
the need for models to be trained on realistic, live 
data with the practical constraints presented in 
cybersecurity [13, 14]. Rather than transmitting raw 
data to a centralized server, federated learners utilize 
local computation and collaboration among net-
worked devices to train AI models. This decentralized 
approach significantly reduces the need for trans-
ferring large amounts of data across the network, 
alleviating bandwidth constraints and minimizing 
latency issues. 

Another consideration is the false positive prob-
lem. Indeed, if AI/ML is to be a force multiplier in 
cybersecurity, any solution must be careful not to 
produce more false positives than a human analyst 
can adjudicate. In fact, a major problem with current 

systems is that the number of alerts defenders must 
sift through are unmanageable. If AI/ML solutions 
are to attain wide adoption, they must add analytic 
value rather than generate unhelpful alerts. In a FL 
paradigm, training on a wider variety of data facili-
tates better approximation of the true distribution of 
the “data in the wild.” However, in a FL paradigm, the 
nonuniform occurrence of certain data points across 
the unified training set allows federated models to 
still learn salient information about these points, and 
to pass those insights on to a deployed model.

To see the importance of such a consideration in 
cybersecurity, note that normal activities vary widely 
across users; for example, certain users have a higher 
propensity to run programs like Microsoft Excel than 
others. This means that, for an ML model trained on 
host-based logs, if a user who rarely launches Excel 
simply does so, the model would mark the behav-
ior as anomalous. However, simply launching Excel 
is hardly indicative of a cyberattack. Hence, in a FL 
paradigm, it is possible to aggregate the vast num-
ber of normal activities within a model, in a manner 
that is reminiscent of balancing the “bias-variance 
trade-off” [15].

Given these strengths, we propose that an FL 
paradigm could be employed in protection of an 
enterprise computer network to discover potential-
ly malicious activity in a way that is both robust to 
evolving cyber threats and capable of alleviating alert 
fatigue that exists due to current rules-based IDS. 

Early after its inception, a key selling point for 
federated models was their purported ability to keep 
local data private [13, 14]. As cyber systems often 
contain sensitive information such as personally 
identifiable information (PII), proprietary informa-
tion/intellectual property, or any information that 
could cause harm if released in the public domain, 
one could imagine that FL techniques could be 
employed across organizations to produce commu-
nity-driven AI/ML models for cybersecurity, without 
risking the disclosure of the sensitive information 
associated with those systems. 

However, as noted in the literature, such priva-
cy claims have been grossly overblown [15, 16]. 
Indeed, ML model updates can leak several varieties 
of information to even casually motivated attackers. 
More specifically, attackers can infer properties of the 
training data or even reconstruct specific training ex-
amples. While the amount of work required to extract 



 The Next Wave | Vol. 25 No. 1 | 2024 | 29

FEATURE

this sort of information from ML models can be quite 
expensive, the economics of cybersecurity make it 
so that the information to be extracted is worth the 
resources. Absent advances in techniques such as ho-
momorphic encryption, we believe that the technolo-
gy is not sufficiently able to mitigate the risks associ-
ated with cross-organizational federated learners.

Our approach
We implement a FL paradigm across five different 
servers, each of which stand in for a single host on 
an enterprise network. Each server contains data 
from exactly one host in our dataset, and no data is 
shared across servers. Using Tensorflow’s distrib-
uted MultiWorkerMirrored strategy, we instantiate 
a common model across five g4dn.8xlarge AWS EC2 
instances, with one of the workers also playing the 
role of the global server for aggregating gradients and 
serving model updates.

The precise model architecture is an implementa-
tion that is similar to that of our previous work [12]. 
The input is a log record corresponding to single net-
work or host activity on a computer (e.g., opening a 
network flow, editing a registry key, etc). Each record 
consists of 27 fields (e.g., user name, IP address, path, 
registry key, etc.), each of which can take on any of a 
variety of values, which we shall call “words.” Each 
of the 27 words yi of the record is fed into an embed-
ding layer to obtain a vector representation of each in 
ℝ8. The 27 eight-dimensional word embeddings are 
then concatenated into a 216-dimensional vector V, 
which corresponds to the embedding of the record. 
The record embedding is fed into an AE with a single 
hidden layer mapping the record into ℝ8 and back to 
ℝ216. This reconstruction of the record embedding, 
V̂ is the first output of the model. We then break V ̂ 
back into its 27 component vectors, each of which is 
fed into a common dense layer to effectively compute 
word-by-word probability distributions across the 
entire vocabulary space (ŷi). The objective for the 
neural network is a two-term loss function, which 
balances the ability of the network to reconstruct 
the record embeddings with its ability to predict the 
component words that constructed the record from 
the reconstructed embedding. More succinctly, the 

record-level loss is Loss =  CEL(ŷi ,yi ) + α‖V−V ̂ ‖, 
where CEL is Tensorflow’s sparse categorical cross 
entropy loss from logits and α is a regularization term 
to keep the reconstruction loss of the internal AE 

roughly on par with the CEL term. We experimented 
with different values and settled on α = 100 for this 
task, which puts the two loss terms on roughly equal 
magnitude. Note that this is different from our previ-
ous work, where we used α = 5 for data drawn from 
single hosts.

Results from our previous work demonstrate that 
the model is both effective at learning semantically 
relevant representations for the words in the records 
as well as providing a useful anomaly detection 
scheme on cybersecurity logs. Our goal here is to 
demonstrate how such a model could be employed 
in federated fashion to learn on an even larger scale 
than previously demonstrated, and to demonstrate 
that such models remain effective at the downstream 
task of detecting malicious cyber activity in the 
OpTC dataset.

OpTC dataset
As in our previous work, we appeal to the OpTC 
dataset. As mentioned above, these data consist of 
network and host logging collected from a network of 
hundreds of Windows hosts over a one-week period, 
representing normal (i.e., benign) user activity [17, 
18]. Over a three-day period within this week, a set 
of red team actors also worked to perform various 
penetration tests against the network, seeking to 
infiltrate the network, ensure persistence, and carry 
out increasingly complex attacks over time. As the 
data contains logs from hosts that were and were not 
attacked by the red team, and each host that was at-
tacked was only attacked during a proper subperiod 
of the three-day attack, this data constitutes a strong 
benchmark for intrusion detection techniques.

Specifically, we used the ECAR collection (so 
named as its format is an extension of the Mitre 
Cyber Analytics Repository, or CAR, data format), 
which consisted of combined network and host 
metadata logging drawn from Sysmon, Procmon, and 
other sensors [19]. While each record contained only 
a handful of fields, 58 unique fields were present 
across the entirety of the raw data, including the net-
work five tuple (source and destination IPs/ports and 
protocol), image and module paths, and usernames. 
To prepare the data for use in our experiments, we 
applied a very-light handed preprocessing approach 
to the logs from five hosts, namely sysclient 0201-
0205 to create a vocabulary consisting of terms that 
were tokenized. We chose to follow the exact same 
preprocessing pipeline, except where noted below. 
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These steps resulted in a vocabulary size of 10,667 
words across the training and test corpora:

1.    Dropping unnecessary features: Of the 58 keys 
in the ECAR file, only 27 were kept for process-
ing. The remaining fields were determined to 
be insufficiently relevant to our chosen task/
approach and were dropped.

2.    Feature prefixing: Some terms may have specific 
meanings depending on which feature they are 
associated with. For example, the number 443 
has a specific meaning in the “dest port” field, 
but that meaning would not be preserved in 
other fields. To ensure that these meanings are 
respected, values of select features were pre-
fixed with their feature name (e.g., “443” would 
be mapped to the term ”PORT_443” when it is 
found in the “dest port” field).

3.    Connection time bucketing: Network activity 
records contain start and end times for the con-
nection; to discretize these values, connection 
durations were calculated and bucketed into 
SMALL, MEDIUM, and LARGE buckets based 
on manual inspection of the distribution of 
connection durations.

4.    Path/file name extraction: File paths and reg-
istry keys can contain machine-specific sets of 
directories, even when considering a common 
item (e.g., “xyz.dll” might be found in different 
directory locations on separate machines, even 
though the underlying file is the same). To 
correct for this, such paths are reduced to only 
the file name. Similarly, when parsing com-
mand line input, only the name of the executed 
program is maintained (i.e., the full path and 
any arguments are dropped).

5.    /24 CIDR subnet extraction: IPv4 addresses 
were, in many cases, too sparse across the 
dataset to be well-represented, so we opted to 
remove the last octet from each address and 
only use the /24 subnet. While this did reduce 
the resolution of the representation of our 
addresses, we gained additional robustness by 
aggregating rare terms into a smaller number 
of representations.

6.    Ephemeral port aggregation: Ports used for 
outgoing network traffic are typically arbi-
trarily chosen from the high end (i.e., great-
er than 49151) of the range of valid ports. 
These choices carry no real meaning, and 
needlessly expand the vocabulary space, and 

so such ports were replaced with a generic 
”EPHEMERAL_PORT” token.

7.    Removal of rare terms: After performing the 
above tokenization, terms that appeared fewer 
than 10 times (determined by examination of 
the distribution of term frequencies) over our 
training corpus were discarded and replaced 
with a generic ”OBSCURE_TERM” token.

8.    Conversion to vocabulary indices: All remain-
ing vocabulary tokens were indexed, and each 
token was replaced with its index. Empty 
fields (e.g., file path fields are empty for net-
work traffic events) were replaced with a 
”NULL_TERM” token.

With the vocabulary determined, we needed 
to select a training corpus for the neural network 
model described above. Our goals were primarily to 
measure the efficacy of the model in detecting red 
team activity, and to assess the model’s ability to 
generalize to normal activities rarely-or-never seen 
by the model. To accomplish this, we chose to train 
on sysclient 0203, sysclient 0204, and sysclient 0205. 
The choice of these three hosts is primarily motivated 
by the fact they had the largest volumes across the 
five hosts, at roughly 24 million records each (the 
other two hosts had roughly 10 million fewer records 
available). Given the data volumes, we restricted 
the training set to only include the three-day period 
preceding the red team events. Test data constituted 
the three-day period corresponding to the red team 
exercise, during which sysclient 0201, sysclient 0203, 
and sysclient 0205 were attacked. Sysclient 0202 and 
sysclient 0204 contain no red team activity, and we 
include model inference results from these hosts for 
comparison. In sum, our test set included roughly 45 
million records across the five hosts.

We also note that, due to restrictions in 
Tensorflow’s MultiWorkerMirrored distributed 
learning strategy, we had to ensure that every node 
had precisely the same batch size and same number 
of batches. We chose to limit the number of records 
from each node in the training set to be precisely 24 
million records. 

Neural network training paradigm
We do wish to note one key difference in the train-
ing paradigm between this and our previous works. 
Previously, we constructed a custom Tensorflow 
training loop within Python, wherein we selected 
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batches based on the inverse weight of the occur-
rence of terms appearing in the corpus. The intention 
behind that choice was to ensure that the embed-
dings of rarely occurring terms were given sufficient 
opportunity to converge, while not overfitting the 
overall model to frequently occurring terms. This 
custom training loop did come at the expense of 
speed; however, when we attempted to implement 
the same approach using Tensorflow’s distributed 
MultiWorkerMirrored strategy, the latency associated 

with model update sharing made the federated train-
ing process prohibitively slow. To circumvent this 
issue, we reworked the training process, and trained 
the FL models with model.fit() using batch sizes of 
512 across each of the compute nodes. While we did 
notice a significant slowdown in training time (as 
compared training with model.fit() on a single work-
er), the overall speed was still reasonable.

On a related noted, our selection of EC2 hardware 
was the result of some early experiments, wherein 

FIGURE 2. Each compute node conducts a training step on a replica of this model, which is described in the text. The total number of 
trainable parameters is 185,189, of which 85,416 are for vocabulary embeddings. The remaining 100,000 parameters are spread across 
the encoder, decoder, and word extractor layers, the last of which constituted 96,093. Thus, the model puts a strong emphasis on 
producing effective vocabulary that are informed by the semantic relationships within the data.
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we tested this methodology on two g3.xlarge servers 
and found the training process to be too slow. We 
expect that this was due to the rather low network 
performance of these instances (i.e., up to 10 gigabits 
per second) and opted instead for the g4dn.8xlarge, 
which provided a guaranteed 50 gigabits per sec-
ond. The training process here appeared to be much 
faster, but was still slower than that observed in the 
nondistributed case.

Results
Our testing methodology reflects our previous work, 
so that the FL model may be compared to the indi-
vidual models trained on each of the hosts we ex-
amined. This methodology is consistent with using 
these types of utilities to alert administrators at times 
when network and host logs are exhibiting anom-
alous behavior, and to provide prioritized lists of 
anomalies for investigation/action in an operational 

FIGURE 3. These word embed-
dings show tight clusters around 
many different types of file types 
that appear commonly across the 
dataset (e.g., Microsoft Office 
files in blue). Note these are a 
t-distributed stochastic neighbor 
embedding (TSNE) of the original 
eight-dimensional vectors down 
to two dimensions. 

environment. In cybersecurity use cases, overall 
accuracy is not a useful measure for our performance, 
as we have a large class imbalance (i.e., less than one 
percent of our test data is labeled as anomalous). Our 
goal is not necessarily to correctly classify all of our 
malicious traffic as anomalous, as some of that traffic 
may be only incidentally labeled as malicious due to 
its association with a red team process. Instead, we 
choose to provide two main results that address the 
above use cases: a qualitative view of changes in the 
network’s cross-entropy loss over time, and measure-
ments of precision using various error levels as clas-
sification thresholds. We feel that these results best 
promote our goal of allowing administrative users to 
know when an attack is taking place, while also pro-
viding a manageable number of true positives, with a 
high degree of certainty (i.e., high precision).

In terms of assessing the detection efficacy of 
the model, we compute an anomaly score s for 
each record, which as in our previous work is 
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s =  CEL(ŷi, yi), as a measure of how well the model 
reconstructs the input data. In the ideal, the model 
should be able to reconstruct benign data with higher 
fidelity than data associated to red team events. 

Overall, the results of these measures indicate 
that the model is capable of distinguishing benign 
activities from red team events. Additionally, figure 
3 shows the learned embeddings for the vocabulary 
do result in semantically consistent embeddings. 
That is, key categories of vocabulary words (e.g., 
registry keys/values, mum/cat files) and Microsoft 
office files constitute rough clusters in the embed-
ding space. The specific categories we selected were 
either constituting a particular file type from the “file 
path” field (e.g., “.pyc” files or “.dll” files), or types of 
vocabulary words from different fields that almost 
always appear together (e.g., registry keys and reg-
istry values). While this is merely a heuristic, we can 
clearly see that along these categories, clusters do 
emerge among like points. For example, registry keys 
and values are generally embedded near other reg-
istry keys, and values and are generally further away 
from embeddings of words in other categories. While 
not perfect, the training paradigm clearly generates 
meaningful embeddings based on the contexts in 
which they appear, similar to the nonfederated model 
featured in our previous work [12].

Results for sysclient 0203-0205
While the model was trained on data from these 
hosts, the model had no access to the red team activ-
ities performed on sysclient 0203 and sysclient 0205 
during training. Since 0204 is an unattacked host 
with its data in the training corpus, we consider this 
to be our “control” host. Overall, the federated model 
is able to distinguish between benign activities from 
red team activities on 0203 and 0205 and generalizes 
well to the test set on 0204. 

As seen in figure 4 (page 34), the anomaly score 
distributions for benign and red team activities on 
both attacked hosts are such that there is a clear 
separation between a large portion of the malicious 
activity, and the majority of the remaining activity. 
The scores for sysclient 0204 are similar to the be-
nign scores of the other two hosts.

based anomaly detection system. To that end, we 
gather our test data into 60-minute buckets, calcu-
late the percentage of records in each bucket over 
the 99.9th percentile of a random sample of benign 
data from the given host during the training period 
and display the resulting time series in figure 6 (page 
36). Generally speaking, anomaly scores are within 
the expected levels outside the attacks on sysclient 
0203 and sysclient 0205 and remain at consistently 
elevated levels during the times each were attacked. 
There were some exceptions, however. The spikes 
in our metrics at t=1500 and t=2880 are correlated 
with large spikes in the volume of WMI (Windows 
Management Instrumentation) activity on each host. 
These spikes are consistent with our previous work 
and we, also as before, have elected to treat these 
spikes as nonmalicious anomalies. There are some 
red team events that appear at t=1000, which did not 
appear in our previous work. This is most likely due 
to an update in the labeling procedure we employed. 
That the anomaly scores do not spike around this 
time is not surprising given the fact that there are 
only around 100 red team events in total.

For sysclient 0204, anomaly scores appear to be 
within expectations and in this SOC scenario, no 
alerts would be generated. Again, this is exactly what 
one would want to happen, since the red team did not 
attack this host.

Results for sysclient 0201 and 0202
This is a challenging scenario for the model. Recall 
that the training data for the model included no 
records from sysclient 0201 nor sysclient 0202, and 
were chosen because 0201 contained activities from 
the red team constituting multiple stages of an attack 
and 0202 did not.

As we see in figure 7 (page 37), the results for 
sysclient 0201 are decent, especially given that the 
training of the FL model had not seen data from this 
host during training. Here the separation between 
the anomaly score distributions by class are not as 
clear, indicating that either there were high volumes 
of benign activities which were different enough from 
the training data that they were difficult to recon-
struct, or high volumes of the red team activities 
were too similar to training data. This also means 
that precision and recall for a naive classifier using 
the anomaly score as a threshold had significantly 
degraded performance. However, using the scores 

Emulating deployment of this model in a Security 
Operations Center (SOC), we opted for a temporally 



34

A Federated Machine-Learning Paradigm for Scalable Cyber Threat Detection

FIGURE 4. These histo-
grams of anomaly score 
by class (benign and 
red team) on sysclient 
0203 (top) sysclient 
0204 (middle) and 
sysclient 0205 (bottom) 
show a clear separation 
between a large portion 
of the malicious activity, 
and the majority of the 
remaining activity. The 
scores for sysclient 0204 
are similar to the benign 
scores of the other 
two hosts.
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FIGURE 5. For 
these precision and 
recall curves for 
sysclient 0203 (top) 
and sysclient 0205 
(bottom), we used a 
threshold to create a 
naïve classifier on the 
test data. For each 
quantile, q, between 
the 95th and 100th 
percentile of our test 
loss distribution, we 
classify every record 
with a loss above q as 
being anomalous.

as a temporal anomaly detection scheme, we see 
that the model does generalize somewhat. Anomaly 
score spikes early on match the high volumes of red 
team activities. Spikes around t=1500 and t=2880 
are consistent with sysclients 0203-0205, and lend 
further credence to the notion that these are benign, 
but anomalous events.

The results for sysclient 0202 are strong. The 
anomaly score distribution is very similar to the 
benign activities of the other hosts. Additionally, 
these scores remain within expectations in the 
temporal-based anomaly detection scenario. All told, 
this very clearly demonstrates that the FL model 
generalizes well.

Discussion
While we do not perfectly mirror our results from 
the previous work on sysclient 0201-0204, we do 
demonstrate that such a FL paradigm has the poten-
tial to aid in real-time cyber threat hunting. The re-
sults for sysclient 0201 do highlight the need for the 
training data FL model to be sufficiently close to data 
in the wild. The degradation in performance as com-
pared to our previous work is most likely due to the 
model having not seen enough data that is similar to 
the data that characterizes normal activities on 0201. 

Another key component of transitioning such a 
technique to practice is determining the appropriate 
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FIGURE 6. In this comparison of the 
amount of red team activity in a given 
60-minute bucket, and the amount of 
activity over the 99.5th percentile of 
the error distribution for the training 
data on the associated host,the dashed 
line is set at the average expected level 
of the graph, 0.5 percent. This figure 
includes two attacked hosts, sysclient 
0203 (top) and sysclient 0205 (bottom), 
as well as the unattacked host, sysclient 
0204 (middle).
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FIGURE 7. In these results 
for sysclient 0201, the sepa-
ration between the anomaly 
score distributions by class 
are not as clear; however, us-
ing the scores as a temporal 
anomaly detection scheme, 
we see that the model 
does generalize somewhat. 
Anomaly score spikes early 
on match the high volumes 
of red team activities.
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FIGURE 8. Results for syscli-
ent 0202 shows the anomaly 
score distribution is very 
similar to the benign activities 
of the other hosts.

hyper parameters. In our experiments, we set many 
of the hyperparameters to be consistent with our 
previous work. We do so in order to enable an ap-
ples-to-apples comparison of our works. In practice, 
one should expect the depth of the network, the size 
of the code layer, and even the dimensions of the 
vocabulary embeddings to scale with the complexity 
of the underlying data. In the case of training an FL 
model on orders of magnitude more hosts than ours, 
we advise to perform an ablation study.

Future work
The clearest future work would be to attempt to scale 
this FL paradigm to even more hosts on OpTC. Such 
an endeavor would be extremely informative for 
those wishing to employ scalable AI/ML-enhanced 
cybersecurity analytics in an SOC. Future work also 
includes a deeper exploration finding suitable hard-
ware and software that can bring the speed of train-
ing a FL model on par with a non-FL one (especially 
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for the scalability concerns). The tensorflow distrib-
uted learning module includes support for a strategy 
that is optimized for tensor processing units (TPUs). 
Testing out this concept on such architecture would 
be an interesting endeavor. 

As we have alluded, privacy-preserving method-
ologies, if perfected, could enable cross-organiza-
tional model training and collaboration for enhanced 
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Around the world, critical infrastructures increasingly incorporate Internet-of-Things (IoT) 
devices and networks. Since, by definition, most IoT devices are connected to national if not 
global networks, the explosive growth of IoT systems introduces a vast new set of potential 

vulnerabilities and exploitable cyber threat vectors. IoT cyberattack classes range from injecting false 
or misleading sensor data and distributed denial-of-service attacks to long-term stealthy advanced 
persistent threats (APTs). 

This article describes our efforts to provide tools to detect potentially compromised IoT devices based 
on behavioral analysis of their local wireless [e.g., Bluetooth, Bluetooth Low Energy (BLE), ZigBee, etc.] 
communications. We have integrated these tools into a project called the Wireless IoT Monitoring 
System (WIMS). We adopt a classification-based machine learning (ML) approach, whereby device-
based IoT packet exchanges are encoded into a set of images. Our ML models are trained to recognize 
well-behaving devices and identify anomalous traffic through these generated images as an indication 
of a potentially compromised device or system.
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The wireless IoT protocol landscape consists of 
dozens of over-the-air protocols based on both 
open-source and proprietary standards. While 

many types of attacks against older protocols such as 
Bluetooth have been identified, attacks against newer 
protocols such as long-range wide area network 
(LoRaWAN) and narrowband (NB)-IoT are less un-
derstood and the threat space and exploit scenarios 
are not as well-defined. To address this discrepancy, 
we leverage transfer learning (TL) techniques. Using 
TL, we can train an anomaly detection classifier for 
a well-known class of attacks, say against Bluetooth, 
and reuse that knowledge to shorten the training 
time and improve the accuracy of anomaly detection 
for a newer protocol, such as LoRaWAN.

We first provide a brief background into the wire-
less IoT threatscape, and then discuss our IoT mon-
itoring system. Next, we describe how we transform 
IoT packet captures into picture images representing 
encoded time series data from the network traffic 
and use ML on those images to identify anomalous 
activity. Thereafter, we explain how we use TL to 
rapidly train image classifiers on new protocols and 
attack classes. Lastly, we provide some experimental 
results and offer conclusions.

Threatscape for wireless IoT
There has been limited work on using ML to monitor 
wireless IoT traffic and detect suspicious behavior. 
Current solutions primarily focus on wired or 802.11 
wireless IoT devices and focus on the communication 
patterns between an IoT device and the host server. 
For example, one might monitor the encrypted web 
communications of a smart home hub/gateway from 
the router to the manufacturer’s cloud server. These 
solutions would examine features like the number 
of times the device usually communicates with the 
server, average data transmission size, frequency of 
communications, etc. However, these solutions are 
not examining the local wireless communications 
of the IoT devices. IoT end devices often use proto-
cols like Bluetooth, ZigBee, Z-Wave, Thread, NB-IoT, 
LoRaWAN, and now 5G to communicate with the 
managing device, hub, gateway, or cloud server.

Monitoring traffic over these protocols requires 
special equipment that is often designed for use by 
radio-frequency (RF) experts and is not tailored for 
use by the average network analyst and certainly not 
designed to be used for long-term monitoring and de-
tection. Further, IoT devices typically lack traditional 

security mechanisms such as firewalls, antivirus 
programs, system logs, etc. that can be used to pre-
vent, detect, and analyze potential malicious activity. 
Because of this, we sought to develop a wireless IoT 
monitoring system that performs anomaly detection 
using what is often the only source of information 
available from wireless IoT devices—the packets 
they transmit to communicate between other IoT end 
devices and IoT gateways.

To fully grasp the IoT problem set, it is useful to 
understand the scale of the IoT space from the num-
ber of protocols available and in use by technology 
developers, to the complex networks spanning multi-
ple protocols. The number of IoT protocols is a rela-
tively difficult number to pin down. A quick Internet 
search of “How many IoT protocols are there?” yields 
results of anywhere from the top six IoT protocols 
to 26 IoT protocols [1]. Most of these articles also 
acknowledge that their lists are “extensive—but not 
exhaustive.” As wireless technologies improve, new 
protocols are constantly being developed to cater 
to the specific needs of mobile networks. The Fifth 
Generation of Mobile Telephony (5G) standard, for 
example, was “functionally frozen in June 2018 and 
fully specified by September 2019.” 5G promises 
support for a “massive Internet of Things” integrating 
“the operational aspects that apply to the wide range 
of IoT devices and services anticipated in the 5G 
timeframe” [2]. On the other hand, some IoT sensor 
devices have been in use for decades and will contin-
ue to be so for many more years, without the oppor-
tunity for updates. Therefore, IoT-enabled devices 
often have support for not only new technologies, but 
also legacy protocols.

In addition to the number individual protocols 
available for use, many modern IoT networks make 
use of several IoT protocols to provide better quality 
of service (QoS) to their users. Amazon Sidewalk, 
for example, uses (at a minimum) BLE [2.4 gigahertz 
(GHz) industrial, scientific, and medical (ISM) band] 
for short-range communications and LoRa [900 
megahertz (MHz) ISM band] for long range [3]. Many 
devices support multiple methods of communica-
tion and automatically switch between the protocols 
based on any number of metrics determined by the 
device manufacturer. Each protocol a device supports 
is another communication link and therefore poten-
tial attack vector for malicious actors.

How does an organization protect itself when 
incorporating devices with IoT interfaces into its 
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operations? Simply not using devices with IoT capa-
bilities is likely the safest option; however, this option 
is growing increasingly difficult and impractical. It is 
not uncommon for device manufacturers to include 
one or more wireless protocol interfaces. There are 
many reasons to do so from a manufacturer’s per-
spective to include, QoS (as discussed previously), 
redundant links for firmware updates, mesh network 
support, device metrics, information collection, etc.

Wireless IoT monitoring options
Before developing analytics to perform behavioral 
analysis of wireless IoT traffic, a process first need-
ed to be developed to collect the traffic from the IoT 
devices. There are two primary means of doing this 
currently. The first is using commercially available 
IoT protocol analyzers/sniffers, which automatically 
detect and demodulate supported IoT signals and 
output the observed traffic in an easily parseable, 
often packetized format for easy analysis of the data. 
The second method is using software-defined radios 
(SDRs) which provide a generic radio front end that 
captures raw samples of the RF spectrum. These de-
vices allow for adjustable tuning and instantaneous 
bandwidth to cover nearly any portion of the RF spec-
trum; however, they require specialized expertise to 
operate to obtain the IoT data.

IoT protocol analyzers
Commercially available protocol analyzers/packet 
sniffers are available to monitor the most common 
wireless IoT protocols to include Bluetooth Classic 
[basic rate/enhanced data rate (BR/EDR)], BLE, Wi-
Fi, and 802.15.4-based protocols such as Zigbee and 
Thread [4, 5, 6]. Many implementations are hard-
ware-based solutions that cater to specific frequency 
bands or specific protocols. Higher-end wireless sniff-
ers can often detect packets from several different 
protocols, perform simultaneous collection on each 
of them, while also providing the raw RF data stream. 
Example solutions include the Spanalytics PANalyzer, 
the Ellisys Vanguard, and Frontline X500, all of which 
target the 2.4 GHz ISM band. 

The difficulty of dealing with hardware-based RF 
solutions is that in order to adapt to new protocols 
or protocols in a different frequency band, additional 
hardware or at a minimum new firmware/drivers 
must be pushed to all devices. Adding new hardware 
introduces many considerations into a system’s 

design to include physical footprint, complexity (e.g., 
potentially multiple manufacturers/interfaces), pow-
er consumption, additional cost, maintenance, etc. 

These commercial-off-the-shelf (COTS) packet 
sniffers are a great option for targeting the most 
common protocols being used. With that being said, 
because of the vast number of protocols in the IoT 
space, quite a few are not supported or require 
additional hardware to cover. Each of the manufac-
turers previously listed provide additional hardware 
expansions to provide support for additional popular 
protocols in the 900 MHz ISM band such as LoRa and 
Z-Wave. This however still leaves quite a few proto-
cols unsupported and again raises the issues of add-
ing additional hardware to the system architecture. 

Software-defined radios
To attempt to fill in the gaps and solve some of the 
hardware scalability issues, software-defined radi-
os (SDRs) provide flexibility and adaptability. SDRs 
provide a “generic” radio front end that captures raw 
samples of the RF spectrum. These devices allow for 
adjustable tuning and instantaneous bandwidth to 
cover nearly any portion of the RF spectrum need-
ed. Many provide onboard field-programmable gate 
arrays (FPGAs) for use as signal processors and 
provide high-speed interfaces such as universal serial 
bus (USB), Ethernet, peripheral component intercon-
nect express (PCIe), etc. for offloading to a separate 
processor. These separate processors can make use 
of modern processor units [central processing units 
(CPUs), graphics processing units (GPUs), etc.] to pro-
cess wideband captures of the spectrum in real time. 
Because the SDR front end is relatively generic, the 
system used to process the RF sample stream can be 
upgraded to meet the needs of the signal processing 
toolchain. Additionally, the architecture of SDR-based 
systems makes processing multiple protocols in par-
allel relatively simple. 

Because the radio front-end interface is abstracted 
from the processing unit, developing signal packet 
sniffers becomes extremely modular and software 
based. Signal processing toolchains can be written 
in any language supported by the processing unit 
which is likely running a modern operating system 
and can support almost any compiler. GNU Radio, for 
example, is a popular open-source SDR development 
framework commonly used by hobbyists and re-
searchers to implement signal processing toolchains. 
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GNU Radio is built on C/C++ and Python and great-
ly simplifies the work required to develop an SDR 
protocol sniffer implementation. This provides an ad-
ditional benefit due to the availability of open-source 
implementations of nearly every IoT protocol. Adding 
support for a protocol could be as simple as installing 
an open-source GNU Radio module. 

To further increase modularity, a management 
framework could be used to abstract the front-end 
radios from any signal processing units. A manage-
ment framework would control distributed antennas 
as well as multiple SDRs monitoring multiple por-
tions of the spectrum in different locations simul-
taneously. This management framework would be 
able to control not only the portions of the spectrum 
being monitored but also control the protocols being 
processed. An SDR solution is a major improvement 
over an IoT protocol analyzer since it is extremely 
modular and adaptable to the specific requirements 
of an organization.

Distributed monitoring architecture
For the initial effort, we utilized commercial IoT pro-
tocol analyzers/sniffers due to their ease of use and 
support for the most common wireless IoT protocols 
(e.g., Bluetooth, BLE, ZigBee, etc.). However, as we 
continue to add support for additional wireless IoT 
protocols to the system which do not have commer-
cially available sniffing tools, we are also adding SDR 
support to enable the processing of further protocols.

To enable the use of artificial intelligence (AI)/ML 
anomaly detection analytics for wireless IoT traffic, 

we designed a distributed architecture and the sup-
porting software to monitor the wireless IoT traffic 
over an area. The area to be monitored could be a 
room, building, campus, etc. if sufficient IoT traffic 
sniffers were placed throughout the area to ensure 
adequate coverage to collect the wireless IoT traffic. 
The sniffers need to be distributed optimally through 
the space due to low power and low-transmission 
range of most wireless IoT protocols. These distribut-
ed sniffers will send all observed wireless IoT traffic 
to a central server for further processing. This system 
is called the Wireless IoT Monitoring System (WIMS).

The central WIMS server provides two 
primary functions: 

1.    Situational awareness into which wireless IoT 
protocols and devices are observed in the cover-
age area. This includes a count of how many de-
vices of each protocol were observed over a set 
time period, the addresses of the devices, and 
the sniffer(s) that detected the device to aid 
in geolocation. Additionally, if the end device 
uses a resolvable public media access control 
(MAC) address—the system will provide as 
much identifying information on the device 
as possible.

2.    ML-based anomaly detection analytics on the 
observed IoT traffic. If a potential anomaly is 
flagged, it will be displayed on the alert dash-
board, can be clicked-into for further infor-
mation, and alerts can optionally be forward-
ed to other security tools or to designated 
security officials. 

FIGURE 1. This Wireless IoT Monitoring System (WIMS) dashboard provides an overview of which IoT protocols and devices were 
observed in the coverage area. It also displays alerts for devices with detected anomalous traffic. 
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a. It should be noted that the images produced by WIMS cannot be readily interpreted by human analysts.

Anomaly detection approach
Wireless behavioral monitoring systems such as 
WIMS must ingest and process large numbers of IoT 
packet data streams. Sophisticated IoT cyberattacks 
may only be detectable by understanding the statisti-
cal relationships both within each packet and be-
tween packets in each data stream.  Given the sheer 
number of packets and complex interrelationships 
between packets inside of data streams, current ML 
approaches are particularly attractive since they au-
tomatically learn to classify individual datasets into 
discrete classes.

IoT data streams are a type of time series informa-
tion. These time series form data types that can be 
viewed as one-dimensional or two-dimensional grids.  
Convolutional neural networks (CNNs) do extreme-
ly well at classifying grids. For instance, CNNs are 
known to excel at image classification, where each 
image is processed as a two-dimensional grid of pixel 
values.  By treating IoT data streams as time series 
grids representing packet data, WIMS takes advan-
tage of existing computer vision and image process-
ing ML capabilities.

The fundamental ML approach used is to turn 
packet captures from a particular IoT protocol into 
a set of images which are then analyzed by a CNN. 
WIMS uses a Gramian angular field (GAF), described 
below, to convert the time series into a two-dimen-
sional grid which can be treated as an image.a The 
advantage of this approach is that it preserves tem-
poral dependencies among packet events, provided 
the events are properly encoded. The CNN is trained 
to recognize anomalous versus normal traffic in a 
process akin to image classification. Once a stable 
model is developed, that model is used for TL to a 
new protocol. 

After suitably accurate results for correct classifi-
cation (i.e., normal versus anomalous) are achieved 
with this method, the next goal is to transfer the well-
trained CNN for anomaly detection on other proto-
cols. When building this capability, we first sought to 
demonstrate, with nearly 100 percent accuracy, the 
ability to detect a Bluetooth response flooding attack 
using a CNN image-classification algorithm, and then 
use TL to substantially reduce the training time for 
anomaly detection of a response to a flooding attack 
in an 802.15.4 network such as ZigBee.

As traffic is collected from the IoT traffic sniffers 
and forwarded to the central server, the data is stored 
in a MySQL database in the form of packet capture 
(PCAP) files. The first steps of the ML processing 
pipeline are to turn each individual PCAP into an 
image which can be processed by a CNN. This pipe-
line is shown below and is explained in detail in the 
following section. 

FIGURE 2. In this ML processing pipeline, the IoT data is ingested in PCAP form, converted into a time series for each feature, and then 
pre-processed prior to being transformed into a Gramian angular field (GAF) picture and inputted into a CNN for anomaly detection.

Image production
The first step in transforming packet captures into 
images is to extract time series data from the data-
base from each feature of interest. Example features 
of interest are packet interarrival time, packet size, 
and protocol message type. Specifically, each value in 
the time series comes from one packet. For the data-
base used in the WIMS, this corresponds to one row. 
The time series is split into fixed size chunks corre-
sponding to a certain duration of elapsed real time. 
The current default is one second. This produces a 
subseries for each feature. 

When processing data extracted from a database 
(e.g., training, validation, testing) or a dictionary 
(i.e., real-time prediction), the values of each feature 
must be parsed in an appropriate fashion. The parser 
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replaces any NULL values from the database with a 
chosen pad value for the feature, then converts the 
data extracted from the database with values of the 
appropriate data type. The rules for pad values are 
as follows: 

1.    It cannot be a value which could legitimately 
arise from a true observation; for example, 
don’t pick a positive value for packet length, 
for example. 

2.    It makes sense in the context of its 
respective feature.

3.    It can be represented by the chosen data type 
for this feature; for instance, don’t pick a nega-
tive pad value when using an unsigned integer 
like np.uint32.

At this point a Gramian angular field is produced 
for each subseries. This is done by rescaling all values 
to fall within the interval [0,1]. These values are then 
put into a polar coordinate system by encoding the 
value as the angular cosine and the time stamp as 
the radius. A square matrix is then used where each 
entry is the trigonometric sum between each pair 
of points. This enables the identification of tempo-
ral correlations between different time intervals. A 
square Gramian matrix is produced which is then 
transformed into an red-green-blue (RGB) image. 

FIGURE 3. In building this Gramian angular field (GAF) represen-
tation, the value of each feature in the time series is converted 
into a polar coordinate system, and a two-dimensional grid (i.e., 
the image) is produced where each entry is the trigonometric 
sum between each pair of points.

A key part of the data processing pipeline is to use 
stackable GAF representations, each correspond-
ing to the same time slice for each feature to form a 
tensor of arbitrary dimensionality. This allows for an 
N-channel image that allows a network traffic repre-
sentation of arbitrary complexity, providing maxi-
mum flexibility for feature selection. This is shown in 
the figure 3.

Figure 4 shows an example image, consisting of 
16 samples, from a training dataset used to iden-
tify a Bluetooth flooding attack. The image shown 
here is for interarrival time. The advantage of this 
approach is that we can make full use of existing 
ML techniques for image classification for anomaly 
detection. We train our CNN to function as a one-class 
classifier. It learns to recognize “normal” images that 
correspond to non-anomalous traffic and to reject 
non-normal images. These rejected images corre-
spond to anomalous traffic.

FIGURE 4. This sample Bluetooth GAF representation contains 
16 separate subsequences from a Bluetooth flooding attack. The 
initial input was packet interarrival time. 

Convolutional neural network and 
transfer learning
 The WIMS treats anomaly detection as a binary 
classification problem. The approach is to produce 
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images using the technique just described of both 
normal behaving traffic and anomalous traffic. The 
CNN is then trained to predict whether a newly 
presented sample falls in the normal class of images 
it has been trained on. All samples not classified as 
normal are considered anomalous and can generate 
an alert.

The WIMS uses a relatively small CNN. It is shown 
in figure 5. It uses two convolutional layers with a 
relatively low number of output channels, three fully 
connected dense layers with a relatively low number 
of parameters, max polling layers, and rectified linear 
(ReLU) activation. Taken together there are approxi-
mately six million trainable parameters. Considerable 
effort was put into fine tuning the CNN values to 
produce highly accurate results.

FIGURE 5. In this WIMS CNN, the CNN uses two convolutional layers with a relatively low number of output channels, three fully con-
nected dense layers with a relatively low number of parameters, max polling layers, and ReLU activation.

Let TP represent the true positive rate, TF rep-
resent the true negative rate, FP represent the false 
positive rate, and FN represent the false negative rate. 
We evaluated the performance of our approach using 
F1 and the Matthews correlation coefficient (MCC) 
metrics. An F1 score is the harmonic mean of preci-
sion and recall. The F1 score can be written as 

.

For binary classifiers, MCC shows the correlation 
between predictions and actual observations. A 
value of 1.0 shows perfect prediction, 0 is essentially 
random, while -1.0 represents completely incorrect 
predictions. The MCC can be calculated directly from 
the 2x2 confusion matrix by calculating the following:

.

In our work, once routine F1 and MCC scores of 
0.98 or above were obtained, it was possible to start 
the process of TL. The goal was to take a CNN trained 
for Bluetooth anomaly detection and transfer learned 
values to a new CNN, in this case anomaly detection 
for an 802.15.4 network. 

The primary method used entails “freezing” the 
first layers of the pre-trained network and using 
these layers as a “feature extractor,” but plugging 
in and training entirely new, “unfrozen,” randomly 
initialized weight layers to replace the last layers of 
the network, which will perform classification based 
on those extracted features. This method assumes 
that the important features to be extracted from an 
input to perform an accurate classification of that 
input are the same for both the base and target tasks, 
but that the correct classification based on those 
extracted features may differ between the base and 
target tasks. 

We implemented the following eight 
different variants: 

1.    A special placeholder value that denotes 
training from scratch (no TL, random weight 
initialization, all layers unfrozen) 

2.    Unfreeze only the last fully connected layer 
3.    Unfreeze all (3) fully connected layers 
4.    Unfreeze the later convolutional layers (the 

second one) and all fully connected layers 
5.    Unfreeze all (2) layers (convolutional and fully 

connected) in the entire network 
6.    Scenario 1, but reset the unfrozen layers 
7.    Scenario 2, but reset the unfrozen layers 
8.    Scenario 3, but reset the unfrozen layers 
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The WIMS software includes tunable per-layer 
learning rates so that unfrozen layers can learn 
at different rates depending upon whether their 
weights have been reinitialized prior to TL. For this 
application, we want larger learning rates for training 
from scratch and smaller learning rates for transfer. 
This allows the system to learn quickly from scratch 
and fine-tune existing knowledge carefully during 
transfer. The system also supports different L2 reg-
ularization penalties used by the adaptive moment 
estimation (ADAM) optimizer [7]. ADAM is a compu-
tationally efficient gradient-based optimization algo-
rithm commonly used to fine-tune weights in neural 
networks. WIMS also uses different learning rate 
scheduling policies based on the layer type—“base” 
meaning unfrozen and reset (or learning from scratch 
in scenario 1), or “transfer” meaning unfrozen but 
not reset.

The system uses k-fold cross validation when 
training models to generate checkpoints, and when 
testing those models or using them together to vote 
and make a collective prediction. The k-fold cross val-
idation randomly splits the training dataset into 10 
equally sized subsets. Ten networks are then trained 

where each network uses a different 1/10 of the data 
for validation and the other 9/10 for training. When 
testing and making predictions, the 10 model check-
points work together to vote and determine if a given 
sample is anomalous or non-anomalous. They each 
get an equal vote, and the average of their confidenc-
es that a given sample is anomalous is used to make 
a collective prediction, with a threshold of 0.5 (>0.5 
means anomalous, <= 0.5 means non-anomalous). 
This was experimentally determined to be critical for 
achieving accurate results. 

When generating models using TL, several ques-
tions arise when training models to detect a given 
anomaly: Which protocol should we start with (i.e., 
train from scratch on)? Which existing checkpoints 
should we use to train new models using TL? In 
which order should we train on protocols—can we 
use a previous protocol’s TL checkpoint as a base for 
further TL on a new protocol? 

To address these challenges, we developed a tree-
based algorithm for exploring the optimal scenario. 
Each tree has a single protocol at its root; we train 
from scratch on that protocol. The tree is traverse 

FIGURE 6. For these Bluetooth anomaly detection model results, the Braktooth anomaly [8] was used to create a flooding attack on a 
Bluetooth speaker. Graphs are depicted for the results of training accuracy, value accuracy, training loss, and value loss.
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TL from a parent node to generate its child node(s). 
All methods of TL are compared, combinations of 
frozen, unfrozen, and “reset” layers. At that point, the 
algorithm selects the best F1 score to occupy a tree 
node going forward before moving to the node’s chil-
dren. Each tree contains all possible TL checkpoints 
starting from a base protocol without any cycles—
an ancestor in the tree is never revisited as a child. 
Multiple trees can be produced to see which protocol 
makes for the best base.

Evaluation
We tested the above classification and prediction al-
gorithms and then used the TL techniques described 
above and experimented under a variety of condi-
tions. For the Bluetooth protocol, we used a Bluetooth 
speaker and the Braktooth anomaly [8]. This causes 
a response-flooding result—the speaker is discon-
nected from Bluetooth and then reboots. The three 
features selected for the stackable CNN were packet 
interarrival time, packet size, and packet type. The 
results are shown in figure 6. After fine tuning train-
ing parameters, we were able to achieve 1.0 accuracy. 
The results also show training and testing loss.

We then performed TL to the 802.15.4 protocol. 
We ran tests using a wireless personal area network 
(WPAN) consisting of an 802.15.4 hub and a ther-
mostat, and we implemented a flooding response. 
Using combinations of the eight TL scenarios, we 
were interested in the two following figures of merit: 
1) can we achieve high levels of accuracy, and 2) can 
we reduce the training time? 

Figure 7 shows the results for one of these scenari-
os. As can be seen, after only nine training epochs, we 
obtained prediction accuracy of 0.97.

FIGURE 7. In our results, TL was used to apply Bluetooth flooding anomaly models to an 802.15.4 protocol. Graphs are depicted for 
the results of training accuracy, value accuracy, training loss, and value loss.

By observing training and target loss it is also 
possible to observe periods of model instability 
during gradient update epochs. To better understand 
this issue, we developed and implemented numerical 
function fitting software for IoT data for 12 differ-
ent probability distributions, including log-gamma, 
parteo, and exponential. They revealed fundamental 
structural differences between Bluetooth and WPAN 
for the features we selected.

From an algorithmic perspective, the project 
achieved its objectives of demonstrating TL for 
multiple wireless protocols. Enabling factors that 
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contributed to the success of the TL include the 
development of stackable GAF image production 
techniques, a deeper understanding of how to fine 
tune CNN parameters for prediction, the use of the 
eight different scenarios for TL, and the tree-based 
approach for TL protocol selection. Future work 
could explore different types of IoT-based attacks 
such as man-in-the-middle and the use of adversar-
ial ML techniques to enhance our understanding of 
poorly understood protocols. We also expect that the 
probability distribution fitting tool will be extremely 
useful in understanding new datasets.

Conclusion
This paper described WIMS, a distributed system 
used to monitor deployed IoT networks at the en-
terprise level. It uses COTS IoT protocol analyzers/
sniffers and SDRs to collect wireless network traffic. 
On a device-by-device basis, packet captures are 
turned into images. A CNN is trained to recognize 
normal versus anomalous images. Upon detection of 
an anomalous image, alerts are generated. 

One of the notable aspects of WIMS is the use of 
TL. This approach reduces the time to train a CNN on 
new protocols and new attack vectors. Our current 
plan is to continue to classify new IoT protocols as 
they come online, as well as new types of IoT cy-
ber threats.  
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J a m e s  H o l t ,  E d w a r d  R a f f

Over the past decade, the Advanced Computing Systems (ACS) office of the Lab-
oratory for Physical Sciences (LPS) has explored a wide variety of approaches to 
analyzing and classifying binary files. One of the most significant findings, and 

a consistent theme of our work, is the surprising effectiveness of algorithms that look 
directly at the bytes of files. Previously, most approaches to applying machine learning 
(ML) to binary files first extracted some set of features, and used these features as input 
to an ML model. In contrast, we have built ML models that learn directly from the file 
itself, ingesting and learning from the file as a sequence of bytes.

One advantage of this is that it requires no domain-specific or file-type-specific knowl-
edge, so the exact same approach and set of tools can be used on multiple file types. 
Because of this, we have been able to use the same tools, with no alteration or custom-
ization, to build classifiers for Windows executables, Linux executables, PDFs, Microsoft 
Office files, rich text files (RTFs), and others.

[Photo credit: iStock.com/Quardia]
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Historically, cybersecurity tasks concerning 
binary files, such as malware detection, anal-
ysis, triage, reverse engineering, disassembly, 

decompilation, etc., have required deep expertise and 
a low-level understanding of the structure of files and 
function of operating systems. The tools that have 
evolved to perform or assist with these tasks also 
require deep expertise to create, to use, and to keep 
up to date. The complexity of these files and systems, 
and therefore the degree of expertise needed to 
work with them, continues to grow, and this creates 
challenges in training people, in keeping the software 
tools current, and in computational cost of running 
the tools.

This challenge is not going away. Tools which em-
body deep knowledge and understanding are certain-
ly still necessary. But, we can now complement them 
with no-domain-knowledge tools that can be rapidly 
adapted to new problems, providing agility, speed, 
and scale. In some cases they can reduce the need 
for more expensive high-domain-knowledge tools. 
Along these lines, ACS has developed a portfolio of 
byte-based algorithms, including compression-based 
file similarity metrics, a highly efficient n-gram 
algorithm, convolutional neural network-based 
file classification, n-gram and logistic regres-
sion (LR)-based file classification, and automatic 
signature generation.

In this article we will share some highs, lows, and 
points of interest from the journey our research 
has taken over the last decade, exploring different 
forms of ML for file classification, testing existing 
ML techniques, innovating new ones, creating new 
algorithms that yielded 100-fold performance gains, 
curating datasets, and delivering new capabilities. 
Along the way, we published many of our advances 
in academic papers. Often these were accompanied 
by code, allowing others to leverage and benefit from 
our new algorithms. As we go through these efforts, 
we will highlight the published papers for the reader 
who would like to go deeper.

The false negative/false positive trade-off
Antivirus (AV) products have been deployed and 
in use for decades. They were originally targeted 
at home consumers, which imposed early design 
constraints. The AV product needed to run fast 
enough to not get in the way (too much). If the AV 
slowed the system down so that it was no longer 

interactive, making users wait too long to load or use 
applications, they would forgo the product entirely. 
Essentially, there is a friction ceiling that AVs need to 
avoid to keep users happy.

This friction ceiling applies for both speed and 
accuracy. Imagine the AV was more likely to predict 
a benign file as malicious (i.e., false-positive or FP) 
than a malicious file as benign (i.e., false-negative or 
FN). This would mean every new benign application 
would have a larger chance of causing an alert to the 
user. This would result in interruption of their work, 
remediation, and whitelisting—that is, friction. Again, 
the user would forgo the AV. To prevent this, AVs are 
designed around minimizing false positives. These 
are reasonable design constraints, motivated by 
real-life use, and still relevant today. For this reason, 
these ideas and goals are heavily embedded in the 
current industry and academic cultures.

Unfortunately, systems designed this way do not 
adequately address the breadth of issues we see in 
the government. Some missions require that every 
file be inspected, analyzed, and a determination of 
risk made. In such a case, the FP/FN trade-off is not 
relevant, and the coarse “yes/no” returned by many 
AVs does not allow us to adjust this trade-off as we 
need [1]. Instead, what is desired is a score that can 
be used to rank all the files from most-likely mali-
cious to least-likely. You can quantify this using the 
area under the curve (AUC), which measures the 
quality of a “ranking” of files by maliciousness. In 
other cases, like forensic investigations, there is an 
informed presumption that malware already exists 
and needs to be found. In this case, the motivations 
and costs are different. Minimal FN is the goal, so that 
if malware is actually on the system, it will be found, 
not missed, and evidence gathered. The costs of FPs 
are manageable in this instance, so the incentives are 
reversed. Our research has explored approaches for 
missions with varying FN/FP sensitivities.

Dealing with the fire hose of files
AV software on an individual user’s machine is one 
piece of a larger puzzle. Large AV vendors have 
millions of installations of their software, all sending 
suspicious files back to a central system for analysis. 
It may be useful to think of the user’s AV as the front 
end, or the collector, and the central system as the 
back end. This central system will receive millions of 
files daily. From the view of the central system, this 
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fire hose of files must be triaged. Decisions must be 
made about whether and how to analyze each file, 
which analysis tools will provide the most relevant 
information, and how much computing and human 
effort to spend on each file. The US government faces 
similar issues, as it operates and defends millions 
of computers.

This large-scale analysis process can be thought of 
as a pipeline, including a variety of feature extraction 
and analytic processes which feed into decision-mak-
ing. Often, analytics with increasing cost or levels of 
effort are applied to subsets of the files as they prog-
ress through the pipeline. Building capabilities that 
enhance both the analysis and decision-making parts 
of this pipeline has been a goal of our research.

Figure 1 is a simplified representation of parts 
of the file/malware analysis pipeline, showing how 
files or other information flows between stages. The 
purple text indicates papers we have published that 
are applicable to various stages.

Helping our academic and industry partners 
understand the government’s perspective on this 
pipeline, and analytic needs associated with it, has 
also been a goal. We hope an increased understand-
ing of this will motivate and incentivize additional 
research, resulting in new and improved capabilities 
for all cyber-defenders.

FIGURE 1. A simplified diagram of the kinds of interactions and stages necessary in supporting large scale file analysis. The purple text 
highlights selected research results, placed next to the stage it impacts.

Deep file analysis
You’ve discovered some malware, what happens 
next? Sometimes you can just delete it, clean the 
machine it was on, and be done. Other times you may 
want to create a signature to automatically detect it, 
if it shows up again. If the malware was found on a 
high-value asset, you may want to investigate more 
deeply. How did this get onto this machine? What is 
the goal of this malware? How does it work? Who 
made it? How does the owner of the malware com-
municate with and control it?

The computers of the US government and defense 
contractors are targeted every day by actors from 
around the world. Some of these actors are highly 
motivated and well-resourced to come after our in-
formation. At times they even create custom-crafted 
malware that is specific and goal oriented. It is often 
critical to understand how we are being attacked, by 
whom, and what their motivations are. Better under-
standing of these factors informs our steps to reme-
diate intrusions and prevent future ones through 
signatures and security updates.

Performing custom deep analysis on a specific 
file is a labor-intensive and primarily human-driv-
en process. This work can take days or weeks for a 
single file, consuming analysts’ time and creating a 
backlog. This slowness also interferes with a critical 
function of the analyst: noticing trends and making 
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connections. Is this malware similar to something 
we’ve seen before, or related to something we’ve 
seen before? That information could help reverse 
engineering go faster, avoid redundant work, and 
inform threat intelligence [2, 3]. Instead of treating all 
individual malware occurrences as isolated, under-
standing recurrence of related malware could help us 
identify a prolonged campaign.

Our foray into malware detection
Starting in 2012, the ACS team began looking at 
malware detection as a way to apply our ML research 
to real-world problems. At the time this seemed 
eminently reasonable. After a review of the academic 
literature, it seemed many published papers reported 
over 99 percent accuracies using byte n-grams. Given 
the reported results, it seemed like the easiest way to 
get started. Other approaches like dynamic analysis, 
disassembly, and similar techniques required exten-
sive infrastructure, making both training and deploy-
ment more challenging. The reported accuracies in 
the literature were also not meaningfully different, so 
why pay this high price?

Replicating the data collection, algorithm training, 
and design processes allowed us to produce initial 
results. Significant software engineering work was 
done to make the process as fast as possible, re-
writing research-grade Python code into Java gave 
us 100-1000 times speedups, and made it easy to 
deploy in a variety of mission environments. We had 
great initial success in our lab environment, so we 
decided it was time for field testing with our mission 
partners. As our first trial deployment reached its 
conclusion, we got harsh feedback: the system was not 
useful, everything was labeled as malware, and they 
did not want to continue using the tool.

This is how we first learned of the considerable 
gap between academic knowledge on the subject of 
malware detection and the practical application of 
such knowledge. The crux of the issue was that all 
our benign data came from a clean installation of 
Microsoft Windows, and our model would learn to 
literally look for the bytes of “Copyright Microsoft 
Corporation” as its method of determining “mali-
cious” versus “benign.” In reality, we had developed 
a “from Microsoft or not” detector. This underscores 
the importance of knowing your data, and training 
with representative data, as an ML model can only 
learn from the data you give it.

It was clear that we needed to get better-quali-
ty benign data for our research efforts. It was also 
clear that nontrivial parts of academic literature and 
culture around the application of ML for malware 
had misunderstandings of what would generalize 
to practice, and what tools and volumes of data 
were needed.

Byte-based models
Given the cost of feature engineering and domain 
knowledge, our team decided to explore just how 
far byte-based models could be pushed. This led to 
three different families of techniques that we have 
advanced over the past decade: 1) byte n-gram-based 
models, which have been surprisingly effective for 
malware detection; 2) using compression algorithms 
(similar to those used in a .zip file) for ML, which 
we have found especially useful for information 
retrieval situations; and 3) scaling and accelerating 
deep-learning techniques to handle malware data.

All three techniques have the broad benefit that 
we can apply them to any file format or data type, 
provided we are able to obtain sufficiently represen-
tative data (both benign and malicious) for said file 
format. This has allowed our small team to adapt 
and stay relevant to mission interests despite gaps 
in our domain expertise for many platforms that our 
mission partners are interested in. Each is also useful 
from a deployment and product life cycle perspective: 
because we work from raw bytes, there is no parsing 
involved. This means we never have parsing errors 
in production, a common issue as malware authors 
intentionally subvert the fact that the specification 
doesn’t always match the actual implementation for 
a given file loader. This also avoids highly cumber-
some dependencies. Many projects depend on the 
parsing capabilities of LIEF, IDA Pro, Ghidra, or other 
software with significant domain-expert knowledge. 
While valuable, that also means these tools are con-
stantly evolving as malware actors adapt to detection 
approaches. This continuous evolution results in a 
significant technical burden of keeping tools current.

Byte n-grams

When we started working on byte n-grams with 
higher-quality data, one early win became very 
important for people using our algorithms and 
code. Deployment was fast. The model size and the 
code to run it was only a few megabytes. The model 
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essentially contained a list of byte 6-grams, and 
corresponding weights indicating if the byte pattern 
was positively/negatively impacting the malware 
decision [4]. This was low profile, meaning it could be 
deployed on almost any platform. Running the model 
could be done using a small buffer, streaming the data 
into main memory and checking if bytes occurred, 
incrementing/decrementing the cumulative score 
accordingly, and then returning the answer. Using 
rolling hash functions means you could perform 
the initial load of a file into memory or transfer it to 
another location and get a benign/malicious predic-
tion essentially “for free” because this code was faster 
than the data transfer process.

Our first deployments were in situations where 
speed was the critical factor to deployment and 
mission success. Anything that took more than 100 
milliseconds would be too slow to run on all the 
incoming data. Others were mission partners that 
needed to go on “fly away” missions, carrying all the 
computing they could use with them, and our tool 
was fast and easy to add. More deployments came as 
some missions used an ensemble of products to make 
a prediction, and our byte-based model was unusu-
al compared to the standard AV approaches. This 
is valuable, as ensembles improve their predictive 
performance when the members of the ensemble are 
different (or, uncorrelated in their errors).

These benefits do not come for free though. The 
first cost is a decrease in accuracy compared to many 
industry products, which was expected. Industry AV 
products are built using vast amounts of data, and 
many person-years of labor analyzing and signatur-
ing specific malware. AVs, by virtue of their presence 
on the host system, also have the ability to observe 
more than just the file, including behavioral patterns. 
Our byte-based models do not have these advantages, 
but they address different strategic needs than AVs.

The real costs come in algorithmic issues. Creating 
byte n-grams is expensive. We were using a cluster 
of 12 machines over three weeks to perform the 
n-gram mining on around 400,000 filesa. Our method 
of choice, after considerable testing, was L1 penalized 
logistic regression, because it could perform feature 
selection as a part of model training (the fewer fea-
tures we have, the smaller the model for deployment, 
and the faster it is).

This led to years of research problems to tack-
le. First was discovering why byte n-grams failed 

a. This was also after years of extensive performance optimization of our n-gramming software.

to perform as well as we expected, and noting that 
the “Copyright Microsoft” problem had gone un-
challenged in academic literature for decades [4]. 
We learned that byte n-grams are not 99.9 percent 
accurate; but surprisingly, they perform better than 
disassembly-based n-grams [5] and have more ro-
bustness to alterations than many AV products [6]. 
This increased our confidence in them. Addressing 
the large computing resources required to generate 
n-grams for a dataset, we developed new algorithms, 
including our KiloGrams algorithm, which reduced 
the O(256n) complexity down to just O(n) [7, 8, 9]. 
This allowed us to explore larger byte n-grams. Our 
current constraint to additional scaling is the mem-
ory required to train logistic regression models on 
multi-terabyte datasets. We continue research on 
how to scale these computations [10, 11].

Compression-based similarities

A second direction we have explored is using com-
pression algorithms to measure the similarity be-
tween arbitrary byte sequences. This is inspired by 
Kolmogorov complexity and originally developed as 
the normalized compression distance (NCD) [12]. To 
understand this, consider the function K(·), which 
takes an input x, which has a length of |x|, and returns 
the length of the smallest program that can repro-
duce the value of x. So, imagine you have the input 
x = aaaaaaaaaaa. Then K(x) would return a program 
that loops 11 times, returning the value of “a” each 
time. This function is thus the perfect compressor. 
The ratio |K(x)|/|x| tells you how compressible a 
sequence x is. You can extend this idea by giving 
the function inputs, so K(x|y) would be the shortest 
program that produces x as output, given y as input. 
There is always the option to ignore the input, so we 
get K(x|y) ≤ K(x).

Computing a perfect K(x) is impossible, but we 
have general-purpose compression algorithms 
like zip, bzip, lzma, etc., which approximate K. If 
we represent our favorite compression algorithm, 
C(x), which computes the size of the string x after 
being compressed, we can compute a normalized 
compression distance (NCD):

This gives us a way to measure the similarity 
between arbitrary byte sequences. This is useful for 

FEATURE
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malware because very few ML techniques can scale to 
the size of an executable. For example, a 200 mega-
byte (MB) program is not unreasonable, but this is 
larger than the entire CIFAR100 dataset. But we can 
and do run compression algorithms without issue on 
large files, and this trick requires no training data. 
It is also useful for forensic applications: it may be 
the case that a recovered hard drive has corrupted 
data, and so only fragments of the file exist. Was the 
drive corrupted because of malware or just hard-
ware failure? If you can match a fragment of a file 
to known destructive malware, you can answer the 
question. Similarly, an in-progress download may be 
cut short by other defenses, but you want to see if the 
fragment of the download matches any known data. 
Using compression similarity, we can still do these 
tasks, even though domain-knowledge-based parsing 
becomes impossible.

Unfortunately, NCD does not scale up. You must 
run a compression search for every distance compu-
tation you want to perform, which is painfully slow. 
However, this inspired us to try to optimize the idea 
behind NCD: repurposing compression algorithms 
for ML.

This started by noting that Lempel-Ziv-based 
compression algorithms, which build compression 
dictionaries, tend to work best for malware detec-
tion. We took the compression dictionary created by 
the compression process, and treated it as a set of 
objects representing the file. Then we used set simi-
larity measures like the Jaccard distance to measure 
the distance between two files. This way we could 
build the compression dictionary once per file, and 
re-use it in distance computations. Combined with 
min-hashing to make Jaccard distances faster, and 
with provably bounded error, the Lempel-Ziv Jaccard 
distance (LZJD) was born [13]. LZJD can compare 
any two sequences of bytes (e.g., files) and produce a 
similarity score. LZJD led to early success in mission 
deployments as it allowed the same kind of function-
ality as hashing digests such as ssdeep and sdhash, 
while being many times faster to search and more 
accurate [14]. With an eye to scaling up to even larger 
datasets, we applied the same trick using the bzip 
compression technique. Instead of Lempel-Ziv, bzip 
uses the Burrows-Wheeler transform and run-length 
encoding, which we connected to being spiritual-
ly similar to a Markov model: you assume that the 
current token is sufficient to predict the next token. 
This led to the Burrows-Wheeler Markov distance 

(BWMD). It functions similarly to LZJD, and we were 
able to scale to searching millions of files in seconds 
[15]. We also extended LZJD to create feature vectors 
usable for ML and added the ability to over-sample 
the minority classes to help handle class imbalance 
that often occurs in family detection work [16, 17].

Deep learning over long sequences

As mentioned, a 200 MB executable is not un-
usual. But processing that byte-by-byte means a 
200,000,000 step long time series classification task. 
Most recurrent neural networks  and long short-term 
memories consider 5,000 steps to be “very long,” and 
only recently transformers have attempted to get to 
around 32,000 steps—at a nontrivial cost to accuracy.

When we first attempted to tackle this problem 
back in 2016, we turned to convolutional networks 
as an approach to tackling the scale of a single data 
point. Through significant exploration, we found 
that the canonical best practices did not work for 
malware data. We had to make our model shallower, 
with wider convolutions, and eschew normalization 
layers to get improved accuracy. Our first result, 
MalConv, could process 1,000,000 steps, a signifi-
cant advancement over the previous best possible 
number[18]. But that still wasn’t enough. A few 
years later, we cracked the 200,000,000 time step 
barrier for effectively length-invariant convolutional 
neural-network-based training [19].

While there have been barriers to deploying the 
MalConv architecture operationally, it has been a 
significant advancement that other organizations 
have built on. Academically, we have seen uses of 
MalConv for authorship identification, tool-chain 
identification, and other reverse engineering tasks, 
with similar deployments in the national labs. 
MalConv has also been one of our most successful 
efforts in influencing academia to focus more effort 
on problems that will have a real-world impact. 
Notably, a significant amount of work in adversarial 
attacks and defense possibilities has been developed 
using MalConv, providing us with valuable informa-
tion about potential weaknesses, and has allowed us 
to develop new non-negative techniques to mitigate 
some of these attacks [20]. The research community’s 
work exploring adversarial ML attacks on MalConv 
has provided insights into vulnerabilities and poten-
tial defenses of a class of ML methods which would 
have taken us years to work out on our own. This 
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symbiotic information benefit is one of the major 
reasons we push to continue working publicly with 
academic partners. 

Hybrid full-stack
The “domain-knowledge free” approach our team 
started has invigorated significant academic research 
that helps us better understand what capabilities and 
risks are possible in the near future, while producing 
valuable, fast, low technical debt solutions to satisfy 
a variety of Agency missions. But this approach is 
perhaps most valuable as the first-level analysis/au-
tomated triage. Eventually, more technically sophisti-
cated resources are required. Our goal over the past 
few years has been to leverage what we’ve learned 
and begin to adapt it toward hybrid solutions, for-
ward integrating it into the set of common tasks that 
take up valuable analyst time.

Many of the techniques we have developed have 
been deployed in the government directly or via 
corporate partners who have leveraged the research. 
They address pieces of the big picture in figure 
1. Another application of our extremely efficient 
n-gramming techniques is AutoYara, a technique 
for taking a handful of files known to be related and 
automatically producing a Yara signature that can 
be run with standard tools. Compared to human 
analysts doing this work, we found AutoYara could 
produce satisfying signatures for 84 percent of their 
work queue. This is especially helpful when human 
analysts have items flowing into their work queue 
faster than they can work them. Top human analysts 
produce better signatures, but AutoYara can be scaled 
to handle the volume that humans cannot [21].

Cyber environments vary widely. For ML models 
that are used in production, one may need to adapt 
the model to the individual environment that they 
are operating in—because models trained on a global 
population of benign and malicious programs often 
don’t quite fit the idiosyncrasies of a specific environ-
ment. We developed a passive aggressive approach 
to patching a deployed malware detector to allow it 
to be adapted or tuned to a local environment with 
limited data [22].

Working with collections of files that may number 
in the hundreds of millions creates many storage 
and computational challenges. For any single task 
that is known a priori, one can extract the necessary 
features from each file and then discard the file. But 

we don’t always know what information in a file will 
be important to future analyses. Therefore, creating 
a compact representation of a file, which contains in-
formation that can be used for multiple tasks, such as 
malware detection, family classification, and malware 
attribute prediction, is desirable. In ML lingo, can we 
use metric learning to derive low-dimensional em-
beddings that are useful for downstream tasks? We 
explored this direction, learning embeddings using 
CAPA [23, 24] and Endgame Malware Benchmark for 
Research (EMBER) [25] features, and experimented 
with different kinds of loss functions. This direction 
has potential, but more work remains to be done 
[26]. Similarly, we’ve used ML to predict what CAPA 
will find, with the ability to abstain from predictions 
when uncertain. This allows us to minimize compute 
costs by running expensive analytics only when 
necessary and can save multiple compute years of 
time if expensive virtual machines are used in the 
second phase [27].

Cognitive science-inspired learning
Cognitive science, the general study of how the brain 
and human cognition work, played a fundamental 
and important role in early artificial intelligence re-
search. Current work in deep learning has its origins 
in neural networks inspired by the brain, though it 
has diverged much since that original spark. One 
of our research directions has been to look at tools 
that have found utility in cognitive science and try to 
move them back into ML. The hope is that this could 
allow us to obtain benefits, while being different from 
existing approaches, and enhance the diversity of 
our models.

The holographic reduced representation (HRR) 
is one particular method our team has extended.  
Originally developed in 1995 [28], it found significant 
use in cognitive science for its ability to perform sym-
bolic artificial intelligence on a biologically plausible 
substrate. If F(·) represents the Fourier transform, 
and F−1(·) its inverse, and a, b, x, y are all vectors in a 
d-dimensional space, it was shown that you can de-
velop a binding operation a ⊗ b = F−1(F(a) ⊙ F(b)). 
This has unique properties where you can distin-
guish between items added and bound together 
using an inversion operator †, so a “statement” 
S = a ⊗ b + x ⊗ y can be constructed, and you can 
approximately determine “what was bound with 
x” by computing y ≈ S ⊗ x†. It turns out that this is 
sufficient to perform symbolic artificial intelligence, 
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but all the operations are being done with real-valued 
vectors and in a compressed representation.

The HRR presented a new direction to build more 
efficient algorithms with potentially new capabilities. 
We decided to explore this direction, and we have 
had some success. First was the task of determin-
ing how to modernize HRRs within a differentiable 
framework so that we could use modern PyTorch and 
JAX libraries [29]. This enabled multiple new direc-
tions. First, we leveraged the symbolic properties of 
HRRs to build a neural network that performed most 
of its work on a third-party, and slightly untrusted, 
computer. This allowed for reducing the amount of 
local compute resources while hiding the nature 
of the data from the third party via a kind of pseu-
do-encryption. While not as strong as encryption, 
these Connectionist Symbolic Pseudo Secrets (CSPS) 
were several thousand times faster than the existing 
cryptographic options [30]. More recently we used 
HRRs to tackle the computational bottleneck of trans-
formers. Our malware data has sequences in excess 
of T = 200,000,000 time steps, and normal trans-
formers have O(T2) computational complexity. Using 
HRRs, we brought this down to just linear O(T) cost 
by inventing the HRRformer, while simultaneously 
improving accuracy [31].

In both cases, we were unable to fully solve the 
problem of interest, which is often the case in re-
search; however, both cases significantly informed 
our computational needs for the future. The CSPS in-
forms the possibility of using the floating point capa-
bilities to perform at least some limited set of obfus-
cation when full cryptography may not be required 
or feasible. The HRRformer brought us closer to the 
computational throughput needed to tackle our long 
sequence malware goals—now we need an additional 
two orders of magnitude improvement, where before 
we needed seven. Our research thus transformed an 
unlikely avenue for computing systems to impact fu-
ture missions into something with realistic potential 
in the next few years.

Which ML techniques really work?
When considering future hardware designs, the time 
from conception to completion is measured in years. 
For this reason, it is critical that we design algorith-
mic primitives we know will be useful several years 
into the future, and discover which do not scale to our 
desired needs [32]. Working in malware detection 

research helps us to ensure that is the case, by nar-
rowing the focus to ML techniques that generalize.

This is an insight we have developed over 
time through hard-fought progress. Most ML and 
deep-learning research occurs in computer vision, 
natural language processing, and speech/signal 
processing. In all of these domains, there is a shared 
fundamental property: things near each other are re-
lated to each other. This is the prior of spatial locality, 
which is a core foundation of convolutions, recurrent 
neural networks, and positional embeddings. When 
this prior is too strongly violated, many of the “best” 
techniques that the community “knows” work begin 
to fall apart. In pushing these boundaries, we sepa-
rate what is only conditionally useful from what truly 
generalizes to new and different problems. 

For example, we recently turned to multiple 
instance learning (MIL) as a technique that makes 
the ML match how analysts do their job: something 
is benign by default, and only becomes malicious 
if something malicious is detected. There are no 
“positive” features in this regard, or at least, there 
shouldn’t be. Yet we found that many current deep 
MIL algorithms fail to maintain this invariant and 
cause us unexpected and unsatisfying results [33]. 
Similarly, we must be careful with our data, and so 
have spent time studying how to evaluate [34] and 
construct [35] new and more informative datasets 
so that we, and the community at large, confidently 
know what we are measuring. 

This process has helped us further refine the kinds 
of fundamental deep-learning building blocks that we 
care about for designing future hardware. It informed 
our big-picture view on what algorithmic issues 
we can work around and what are still roadblocks, 
compute versus memory trade-offs, and the types of 
primitives and operations we find consistently useful 
in malware and the broader ML problem spaces.

Conclusion
Our team has made significant advances in scal-
ing, accelerating, and parallelizing ML techniques 
which can be applied to malware detection and a 
host of other domains and problems. We function as 
an interface between academic research, industry, 
and government mission users, following the latest 
research, influencing the directions of academic 
research and commercial investments in research 
and development, advancing the state of the art with 



 The Next Wave | Vol. 25 No. 1 | 2024 | 59

FEATURE

our own work, and bringing the best of all of these 
to bear on critical mission problems. And we look 
forward to doing this for years to come.  
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YELLOWTIGER: Exploring the 
Future of Binary File Analysis
Vu l n e r a b i l i t y,  E x p l o i t a t i o n ,  a n d  M i t i g a t i o n  Te a m , 
L a b o r a t o r y  f o r  Te l e c o m m u n i c a t i o n  S c i e n c e s

YELLOWTIGER (YETI) is a tool built to aid in understanding executable files. Focused primarily 
on finding useful relationships between binaries, the data that YETI generates has applications 
across a variety of domains, such as identifying and understanding the purpose of malicious 

files, enhancing vulnerability analysis, and predicting authorship or provenance of the file.

One key area that YETI gives emphasis to is expanding the types of features that can be extracted 
from binary files. Strings, sequences of bytes, and fields extracted from the headers present in bi-
nary files are widely used because they are quick to access and easy to compare; YETI adds to these 
possibilities by allowing extraction of features that require deeper understanding of the binary, such 
as the structure of the code. An understanding of the code can expose the core logic of the binary’s 
design and purpose. YETI enables researchers to explore the idea that features derived from a bina-
ry’s code add value when trying to solve problems in this space, which was not easily possible before 
it was developed. While the additional processing required to generate these features adds challeng-
es in scalability, results indicate that this approach may both be feasible computationally and add 
accuracy and flexibility when building analytics and machine learning models for binary files.

[Photo credit: iStock.com/undefined undefined]
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How does YETI extract code features?
To gain a deeper understanding of binary files, YETI 
has leveraged the open-source reverse-engineering 
tool Ghidra (developed and maintained by NSA’s 
Computer and Analytic Sciences Research Group). 
Ghidra is able to both disassemble and decompile the 
machine code of a binary so that the functionality can 
be analyzed and understood. In addition, Ghidra also 
provides a rich scripting application programming 
interface (API) and the ability to run scripts “head-
lessly,” meaning that Ghidra can run a script on a file 
or set of files and extract data of interest for later 
analysis. By integrating Ghidra, YETI is able to gain 
access to a rich array of new features that are now 
being explored more deeply. 

Some analytics built in YETI are focused on fea-
tures already identified by Ghidra, for example imme-
diate values used in the disassembly, cross-references 
of functions, or x86/64 instructions. Other analytics 
can use these features as building blocks for more 
complex analysis, opening doors to possibilities that 
are limited only by the imagination of the researcher 
creating them.

Details of YETI’s architecture
YETI is built on top of a variety of technologies. The 
user portal for YETI is a web application developed 
in Plotly Dash, which is a useful web framework for 
researchers because it abstracts many of the design 
and interface details, supports the interactive charts 
that many of YETI’s analytics leverage, and allows 
development in Python. Elasticsearch is used to store 
extracted data. Each component of YETI, for example 
the Elasticsearch instances, the web application, and 
the analytic workers, is run inside a Docker container. 
Celery is used for scheduling tasks such as running 
an analytic and delivering the resulting data to the 
component that consumes it. Kubernetes is used to 
orchestrate the various components needed to run 
YETI; it provides many benefits such as load distri-
bution, recovery from some kinds of failures, and the 
ability to scale up or down resources to complete 
analytic tasks. 

To enable development of analytics, YETI also has 
JupyterLab integrated into its architecture as a first-
class citizen, meaning it can access Elasticsearch to 
retrieve and store data, schedule Celery tasks to run 
workers and collect data, and other features needed 

to prototype and test a new analytic. This allows 
researchers to experiment with different possibilities 
and build a capability they feel provides value before 
they build it into YETI as part of the user interface, 
which requires more of a time investment and is 
more cumbersome to test. See figure 1 for a simpli-
fied diagram of the YETI architecture.

Challenges of scaling YETI’s analytics
Scalability is still a largely unexplored question in 
this space. Tools exist with similar architectures (e.g., 
built on top of Kubernetes, Docker, and Elasticsearch, 
doing analysis of binary files) that have reportedly 
been successfully scaled to handle millions of files. 
YETI tends to focus on analytics that process and an-
alyze disassembly or decompilation in various ways, 
which is quite computationally intensive. So far, YETI 
has been used on much smaller populations of files 
(in the thousands). Similarly, in the machine learning 
that YETI applies, there are challenges with applying 
the algorithms over the quantities of data generated 
by YETI’s analytics. There are a number of strategies 
which may help in stretching capabilities further, 
such as using free compute cycles to pre-compute 
and store results, optimizing data storage formats 
for the type of analytic the data is being used for, and 
filtering the data into smaller subsets based on some 
pre-analysis to reduce the number of files an analytic 
is run over.

Use cases for YETI
YETI has been used to develop a wide variety of ana-
lytics to date, ranging from workers that extract fea-
tures of code and produce charts based on them, to 
machine learning capabilities that consume features 
generated by analytics and attempt to find relation-
ships between files or groups of files. Typically when 
a new feature is being explored, the data of interest 
is extracted from a set of files and exploratory data 
analysis is conducted to determine meaningful pat-
terns and inform decisions on how to display it, or 
how to apply machine learning algorithms to it. 

In this section, several analytics that have been 
explored within YETI are discussed, along with 
results. YETI was used to curate the data in these 
experiments and to extract features explored in these 
analyses. Some of the most promising results from 
the work are described below. Better understand-
ing of the value of function prologue data through 
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FIGURE 1. This diagram shows a simplified version of the YETI architecture.

exploration in YETI is an area of active research 
within the team.

Function prologues
Binaries contain compiled code, and code tends to 
be organized into functions, or pieces of code that 
perform specific tasks that can be re-used, or “called,” 
as needed. When a program is compiled, the compiler 
tends to have certain patterns of assembly instruc-
tions that are used at the beginning and end of each 
function; these patterns handle setting up the stack 
and registers with the expected data and are general-
ly specific to both the compiler and the architecture 
that the program is being compiled for. This makes 

them an interesting feature to use in assessing if 
two files are similar to one another; similar function 
prologues may mean that the code was compiled 
with the same compiler and options, and for the same 
architecture. To test this theory, several summer 
interns working with the YETI team explored using 
function prologues to help categorize files using 
machine learning. 

A Ghidra script was developed to extract the first 
few instructions from each function in a binary. 
Because the length of a prologue is unpredictable, 
part of the analysis involved experimenting with 
various lengths and trying to find the ideal sets of 
instructions to consider as prologues. The amount of 
input was then reduced by looking across functions 
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and files to determine the most common sets of 
prologue instructions. For this work, a body of 2,500 
binaries produced 1.5 million prologue features; 
singular value decomposition was used to reduce this 
to 20 features. 

Using this data, a random forest model was trained 
and used for two-class classification between system 
and non-system binary files. It was able to detect 99.6 
percent of system files correctly, and 76 percent of 
non-system files. 

FIGURE 2. This decision tree shows classification decisions for a collection of files. 

To better understand the classification process, a 
second experiment was performed on the same data 
using decision trees instead of a random forest. It 
had similar performance, with 99 percent of system 
files correctly detected, and 72 percent of non-sys-
tem files. This was done in order to gain insight into 
how classification decisions were being made by 
the model. Figure 2 shows an example of one of the 
visualizations generated.
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In this decision tree, at each node in the graph, in 
cases where there is a mix of system and non-sys-
tem files, the distribution of the data is shown. The 
black carrot under the distribution indicates where 
the algorithm chose to divide the data. The number 
from 0-19 below the distribution is the dimension of 
the data that was used to make this determination. 
This illustration of the process is useful in gaining 
an understanding of how the classification process 
progresses.

FIGURE 3. These isolation forest results show the Windows system test set for x86 Windows prologues.

Another separate experiment to help measure the 
analytic value of function prologue data was training 
and testing an isolation forest, which is an unsuper-
vised learning algorithm that detects anomalies by 
isolating outliers in the data. The model was trained 
on Windows files, and figure 3 and 4 compare the re-
sults of testing it against additional Windows system 
files, and non-system files.
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To interpret figures 3 and 4, white points are the 
training set files; green points are the files detected 
as inliers, and red points are files detected as outliers 
by the algorithm. Shades of blue indicate the varying 
outlier scores assigned, with darker blue being a 
higher outlier score.

FIGURE 4. These isolation forest results show x86 non-system test set prologues. 

Comparing figures 3 and 4, more non-system 
files were detected as outliers (52 percent) versus 
Windows system files detected as outliers (5 per-
cent). Because the percent detected as outliers varies 
depending on the contamination parameter used 

with the model, the point of interest is the difference 
between the percentages for each class of files. We 
can infer from this large difference that there are 
many features of the non-system files that set them 
apart from the Windows system files. 

As a final note on these results, while it may not 
seem substantial to detect only 52 percent of non-sys-
tem files as outliers, consider that information was 
lost during principal component analysis (PCA), and 
also that this is focused on a single feature; in future 
work it would be worthwhile to explore performance 
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with additional features included.

Index of coincidence
The YETI team has  been performing exploratory 
data analysis by calculating an index of coincidence 
(IC) score over the bytes of code in an executable file. 
Coincidence counting is a technique which places two 
texts side-by-side and counts the number of times 
that identical letters appear in the same position in 
both texts. This count is taken either as the ratio of 
the total, or normalized by dividing by the expected 
count for a random source model [1]. The formula 
for calculating the IC is shown in equation 1. Because 
in code, like in natural language text, we expect 
certain values to appear more often than others, 
the IC is higher than it would be for random values. 
Furthermore, code generated by different compilers 
may be able to be characterized by the IC calculation, 
which would be useful in measuring how similar two 
binaries are to one another. 

     (1)

To calculate the IC, we wrote a Ghidra script that 
iterated over the functions in a program and per-
formed the calculations over the bytes in the body of 
the function. Files that did not contain any functions 
were removed from the dataset. Each file had one 
non-negative number representing the IC. 

In the experiments measuring IC on code and test-
ing it as a feature, we encountered several challenges. 
One was the size of the available datasets. To accu-
rately characterize code from different compilers, 
we theorize that a much larger quantity of data may 
be needed. In some cases, for specific sets of files, it 
may be difficult or impossible to find a large enough 
quantity of available data. 

We also observed that better results were achieved 
with IC when instead of calculating over the entire 
body of the function, we identified the bytes that 
were most meaningful to the purpose or label of the 
file and filtered out bytes that were less impactful for 
the purpose of the file. We explored several methods 
to identify these bytes, including: 

	� Trying to remove the prologue and epilogue 
bytes from the calculations, and 

	� Using entropy and cross-entropy calculations 
on different sections of the function to try to 

identify changes that might indicate where the 
substance of the functions was.

Finally, we found that experiments training models 
on IC calculations had poor classification results 
when used individually, but when combined with 
function prologue data, the IC was consistently within 
the top 10 percent of most important features of the 
classifiers. This demonstrates that while by itself IC 
is not distinguishing, at least for the amount of data 
available, at later points of the classification process, 
IC may become better able to divide the data into 
effective groupings.

Entropy and cross-entropy
In a similar vein to the IC, another analytic we 
developed involved calculating entropy over the 
distribution of the raw bytes of a file. Entropy calcu-
lations contain information about the distribution 
and counts of bytes that make up a file; see equation 
2 for the formula used to calculate it in YETI’s exper-
iments. The same strategy used with the IC calcula-
tions proved most effective, namely extracting the 
most relevant bytes from the functions, and eliminat-
ing files without functions from the dataset.

     (2)

Entropy has been successfully used in previous re-
search on malware detection, which was one reason 
we chose it for further exploration [2, 3].

Cross-entropy is a similar metric that serves to 
allow comparison between two probability distri-
butions, with a higher value for the cross-entropy 
calculation indicating that the two distributions are 
further apart from one another [4]. To explore this 
feature, we initially calculated each file’s cross-entro-
py with every other file in the dataset (see equation 
3). Using this data, for some categories where files 
had sufficiently similar scores, we identified a repre-
sentative file so that cross-entropy calculations did 
not have to be stored for every file. 

     (3)

Results showed that cross-entropy was able to dif-
ferentiate between system and non-system files with 
around 90 percent accuracy in each case. 
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Clustering binaries
YETI has also been used for research into clustering 
binary files, building off of existing research on clus-
tering malware [5]. The aim is to see which features 
contribute positively to clustering binary data. Once 
“good” clusters have been established, the next step is 
to look at the distribution of the features based on the 
clusters and determine what is considered normal 
for that cluster (i.e., that subset of binary files). Many 
of the features tested with the clustering algorithms, 
such as function cross-reference counts, are extracted 
using YETI to run Ghidra scripts on the binaries.

In figure 5, PCA is used to reduce the dimension-
ality of the data. The data includes Windows system 
files, and a relatively new dataset curated and provid-
ed by the NSA Research Directorate’s Laboratory for 
Physical Sciences called Assemblage; features ex-
tracted from the data and used for clustering include 
standardized/one-hot encoded header data, function 
cross reference counts, and instruction occurrenc-
es. We then used hierarchical density-based spatial 
clustering of applications with noise (HDBSCAN)  
to cluster and assign labels to each file (including a 
-1 noisy label, which is the purple color in the low-
er image in figure 5) [6]. The top image in figure 5 
shows the two-dimensional (2-D) projection of the 

FIGURE 5. This attempt at clustering did not succeed at breaking data into desired clusters.

data with the marker color being the known label 
(Windows or Assemblage). The bottom image shows 
the 2-D projection of the data with the marker color 
being the HDBSCAN cluster label. Overall, we can see 
that most of the points are labeled light blue, with a 
few points labeled green and a few others labeled the 
noisy purple.

In figure 6, PCA is again used to reduce the di-
mensionality of the data, but this time instruction 
occurrences are excluded as a feature, and HDBSCAN 
is used to cluster and assign labels to each file. Once 
again, the top image shows the 2-D projection of the 
data with the marker color being the known label 
(Windows or Assemblage). The bottom shows the 
2-D projection of the data with the marker color 
being the HDBSCAN cluster label. In this case, there 
is better delineation between the two known file 
families. Most of the blue points in the top chart are 
clustered together in the bottom. Some of the yellow 
points are properly clustered together (the top dark-
er pink cluster) while the rest are broken down into 
further clusters or marked as noisy.

There are many applications for successful cluster-
ing of binary files. Within YETI, one goal is to be able 
to automatically tag files with relevant labels based 
on clusters they fall into rather than relying on users 
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FIGURE 6. We achieved this more successful attempt at clustering by removing noisy features. 

to correctly tag data upon upload. A more common 
use case is of course being able to identify suspicious 
files if they categorize into clusters with known mal-
ware, or to gain insights into attribution of a file back 
to its author [7].

Conclusion
YETI is a flexible and robust tool for research on scal-
able binary analysis to better understand binary sim-
ilarity and quantify relationships between binaries in 
meaningful ways. There is a great deal of ongoing and 
planned work exploring the features and analytics 
described above, as well as developing new analytics 
for use in YETI. YETI houses a growing set of useful 

metrics for code similarity within a framework that 
allows experimentation and analysis to generate 
innovative tools and techniques in this space. By 
tapping into the ability to identify and understand 
the code within binaries, new doors are opened to 
leverage features that convey detailed information 
about the purpose and origin of binary files, as well 
as their relationships to other binaries. This potential 
for deeper understanding may represent the future 
of where binary analysis is headed. The YETI team 
is excited about both the system engineering chal-
lenges of scaling the analysis, as well as the research 
being done in identifying new meaningful features of 
binaries and applying them within machine learning 
frameworks to solve hard problems.  
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Stopping the Spread Before it Starts

and Haney that this was a weakness that needed to 
be addressed.

The pair began by looking into current solutions 
to ransomware attacks. What was stopping them 
from effectively minimizing the impact of an at-
tack? Deloatch explained that current mitigations 
to combat ransomware are reactive and are often 
deployed too late to prevent any damage from 
being done. “Many of the mitigations out there are 
flawed. They use a centralized scanner, which is a 
single point of failure,” he said. “Or, the scanner is 
located in the wrong place when the ransomware is 
launched, which—at that point—is too late to stop it 
from spreading.”

Their answer: create a solution that can search 
multiple areas of a network at once to speed up the 

NSA’s Office of Research and Technology Applications (ORTA)

Two NSA Inventors Solve the Problem with Ransomware

On the heels of the successful commercial-
ization of AutoBerry technology [1], NSA 
innovators Daryle Deloatch and Mark Haney 

were ready to look for a new big problem to solve. 
“We wanted to anticipate the next big issue and 
address it,” said Deloatch.

Enter ransomware: this mechanism of ex-
ploitation has been a major cybersecurity threat 
for years, thanks to the explosion of the use of 
digital devices.

The coronavirus pandemic uncovered a wealth 
of vulnerabilities since the world suddenly had 
to operate remotely. Ransomware attacks sky-
rocketed: IEEE’s IT Professional states that ran-
somware attacks increased by 150 to 200 percent 
during the pandemic [2]. It was clear to Deloatch 

[Photo credit: iStock.com/glegorly]
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inspection, and ultimately, neutralization process. By 
deploying agents across a system, their technology 
is able to provide a system-wide view, allowing for 
detection of malware that would usually go unnoticed 
by a single centralized scanner. Since ransomware 
attacks usually perform some preemptive actions be-
fore launching (i.e., shutting off ports, deactivating se-
curity processes, etc.), the multiple area, system-wide 
scans make it easy to identify vulnerable situations 
that could set the stage for a possible attack.

The entire process—which can be completed in 
nanoseconds—can stop the spread of different types 
of ransomware like password lockouts and encryp-
tion or security changes. One key benefit of the tech-
nology is its ability to run multiple, continuous scans 
without taxing the performance of the system. The 
proactive design and small footprint enable it to be 
used in various applications including smartphones, 
drones, Internet of Things devices, Supervisory 
Control and Data Acquisition systems, and cloud 
storage environments.

After the technology, titled “Security system for 
hardening a digital system against malware and 
method of operation,” was submitted to the US Patent 
and Trademark Office, NSA’s Office of Research and 
Technology Applications (ORTA) pitched a licensing 

opportunity to Kapalya, a cybersecurity startup that 
previously licensed another NSA encryption tech-
nology. The company licensed the technology and 
worked with Deloatch and Haney to create a proto-
type, which exceeded company expectations.

Kapalya has since filed for an exclusive license and 
recently won a Small Business Innovation Research 
grant from the National Science Foundation for 
phase II funding. The funding will allow Kapalya to 
complete further research and development; the 
company plans to incorporate artificial intelligence 
to provide additional security based on learned 
behavioral activity.

Deloatch and Haney plan to keep creating as 
well—the pair is looking to submit additional patents 
to supplement their ransomware technology until 
they come across their next big problem to solve.  
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