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Introduction

Every day, major online social media platforms purge
millions of accounts from their sites for engaging in
inauthentic or deceptive behaviors [1, 2]. Facebook
alone reports detecting and banning close to 13.7
billion active fake accounts from their site between
October 2017 and June 2020 [1]. Regardless of these
actions, social media platforms are plagued by ac-
counts, behavior, and content that are fake or manip-
ulative. There are well-documented and far-reaching
consequences; consider, for example, the networks of
fake accounts used by nation-state actors for global
election tampering [3, 4]. Left unchecked, fake ac-
counts can be used to distribute spam and malware;
influence and shape public opinion; defame or im-
personate real people; propagate hate and violence;
cultivate mass fear, panic, and distrust; and more.

In fact, the COVID-19 global pandemic has rein-
troduced the phrase infodemic—first coined in 2003
to describe the spread of false information during the
SARS outbreak in Asia [5]—into public discourse. The
reintroduction of the term highlights the importance
of countering false information about the virus (e.g.,
its origins, how it spreads, and how it can be prevent-
ed) to encourage the public to take virus precautions
seriously. While the research on COVID-19 misinfor-
mation (i.e., accidentally misleading information) and
disinformation (i.e., intentionally misleading infor-
mation) is still emerging (at the time this article was
written), research suggests that fake accounts—specit-
ically automated bot accounts on Twitter—are large-
ly responsible for promoting political conspiracies
about the virus in the United States [6]. In the United
Kingdom, the National Health Service has reportedly
worked to shut down fake Twitter accounts purport-
ing to be hospital accounts and using that identity to
spread falsehoods as a trusted source [7]. Facebook’s
July 2020 Coordinated Inauthentic Behavior Report
details entire networks of accounts taken down for
COVID-19 misinformation and disinformation, such
as a coordinated group of 303 Facebook accounts and
31 Instagram accounts operating across Asia, Europe,
and the United States [8].

The ability to rapidly detect and remove inauthen-
tic or fake accounts is therefore not only crucial for
maintaining the integrity of online platforms and
protecting users from abuse and manipulation but also
has serious implications on public health.
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Though current headlines may suggest otherwise,
detecting and mitigating deceptive or fraudulent
accounts and behaviors is an old problem that emerges
in new forms with new challenges. In the early 2000s,
researchers focused on countering email spam by
developing techniques and rules to identify low-rep-
utation IP addresses and domain names [9]. Later,
e-commerce platforms battled similar problems by de-
veloping reputation systems to mitigate the effects of
dishonest buyers and sellers [10]. Although we face a
host of new problems today;, it is worth noting that the
old ones have not gone away. As detection techniques
for deceptive activities advance, so do evasion tech-
niques. Thus, the fight never ends—combating spam
and assessing email and domain reputation continue
to be active areas of research; fake sellers, products,
and reviews are still prevalent on major e-commerce
platforms such as Amazon and eBay.

As with the problem of detecting email spam and
fraudulent sellers, the problem of detecting fake
accounts on social media platforms has been studied
and tackled in different forms over the last decade.
For example, only a few years after its launch in
2004, Facebook began efforts to crack down on fake
accounts with a real name policy mandating that
a Facebook account must match a user’s real iden-
tity [11]. Accounts with names that did not follow
FacebooK’s expectations of a “real” name—those
with “unusual capitalization, repeating characters
or punctuation”—were, and in many cases still are,
required to submit government-issued identification
to prove their authenticity [12]. Though the policy had
some unintended consequences and controversies,
Facebook maintained that the policy was crucial for
preventing impersonations and fake accounts [13].

By around 2010, the focus on individual problem-
atic accounts shifted, as both industry and academia
dedicated their efforts to the problem of Sybil detec-
tion—identifying multiple fake accounts controlled
by the same user. Around 2015, the work of Russia’s
Internet Research Agency to manipulate elections
brought renewed interest to the problem of identifying
networks of coordinated accounts. The years 2018 and
2019 brought major advancements in text generation
and image manipulation technology, enabling every-
one from sophisticated, malevolent actors to devious
hobbyists to rapidly create plausible, automated textual
content and realistic deep-learning generated images
known as deepfakes. In turn, this has created a whole



new host of impersonation, manipulation, and fraud-
ulent tactics for industry and academia to counter;
Facebook, for example, has entire teams dedicated to
detecting and countering fake image and video.

The problem of fake accounts is pervasive on nearly
every social media platform. Note that the problem
of detecting inauthenticity is not limited to users or
accounts—consider the problem of fake news [14]
and fake reviews [15]. And while these are signif-
icant problems, this article focuses specifically on
the current state of fake account detection on social
media platforms, starting first with a discussion of the
nuances of the fake account problem. This is followed
by an overview of current approaches for detecting
fake accounts, with specific examples of recent work
in academia and industry. The conclusion provides
a broader discussion of the long-term challenges in
this space.

Understanding the fake account
detection problem

To fully understand the fake account detection prob-
lem, it is important to first learn about key terminolo-
gy and concepts.

The importance of context

What defines an account as inauthentic, deceptive,

or fake? The answer lies in a social media platform’s
terms of service and community standards. On
Facebook, fake accounts are any accounts where

users have misrepresented their identities (e.g., using
an inaccurate name or age) [16] or constructed an
entirely false identity [17]. Facebook explicitly requires
accounts to reflect real people. According to their
community standards, “Authenticity is the cornerstone
of our community. We believe that people are more
accountable for their statements and actions when
they use their authentic identities” [16].

On Twitter, a fake account has a different meaning
almost entirely. Accounts are not obligated to rep-
resent real people; for example, Twitter’s rules and
policies explicitly allow parody accounts [18]. An
account on Twitter is deemed inauthentic and subject
to removal if it engages in abuse against other users,
impersonation, election manipulation, and certain
types of account automation [19, 20, 21].

Context matters because techniques to detect fake
accounts must adapt to the definition of fake on a
particular platform. Consider how Twitter specifically
allows parody accounts. On Twitter, it is necessary
to differentiate between impersonation accounts and
parody impersonation accounts, a distinction that
may come down to subtle language elements such as
tone and humor. Therefore, impersonation detection
techniques that work in Facebook’s environment of
stringent authenticity requirements may not translate
to Twitter’s environment.

Additionally, context within a specific platform’s
environment is also important. Later sections of
this article present techniques to identify suspicious
accounts using social network structure, but for now,
consider how the Twitter account of a celebrity differs
from that of a non-celebrity. Celebrity accounts will
likely be followed by many but follow few in return.
Non-celebrity accounts will likely have far fewer
followers than a celebrity account, but perhaps many
bidirectional relationships (e.g., users follow users who
follow them). This is a relatively simple example, but it
illustrates how there can be networks of users that are
vastly different from each other but equally plausible.
The ability to root out anomalous or suspicious net-
works depends on an understanding of the expected
structure of these two different groups.

Insider vs. outsider perspective

The prevalence of fake accounts is arguably one of
the biggest problems facing social media platforms.
Unsurprisingly, fake account detection is an active
area of research in both industry and academia. It is
important to note that when researchers external to

a social media platform attempt to develop solutions
to the fake account problem, they are often doing so
with far less insight than those researchers internal to
the company. Simply stated, researchers external to the
company do not have access to the entire pool of data
or insights into users that the company possesses.

This may seem obvious, but it can result in key dif-
ferences in detection techniques. For example, in 2016,
Facebook, Twitter, Netflix, Airbnb, and many other
Silicon Valley-based technology companies participat-
ed in a conference called Spam Fighting @ Scale [22].
During the event, the major tech companies discussed
their techniques to detect inauthentic accounts and
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other activities that violated their terms of service. A
key method employed across many different compa-
nies was the comparison of features associated with
the network identity and connectivity of an account to
the projected user identity. For example, did the geolo-
cation of the user’s IP address match the address listed
on the user’s profile? Was the user’s IP located in a bad
neighborhood of IP addresses (i.e., IP address blocks
usually associated with malicious activity)? Was the
user coming out of Tor nodes or making use of a vir-
tual private network (VPN)? These are all significant
red flags for detecting potentially fraudulent activity.
However, these flags may not be visible to a researcher
studying a platform using public-facing data alone.

The discrepancy in data access among research-
ers implies that it might be difficult to compare all
fake account detection methods equally. Internally
developed analytics have a key data advantage. Does
this also suggest that external researchers provide no
added value to the fake account detection problem?
The ability of universities, journalists, security compa-
nies, and many others to identify accounts associated
with Russia’s Internet Research Agency following the
2016 US presidential election would imply otherwise.
Regardless, feature sets used in research design and
methods should be carefully considered when dis-
cussing the recommendations of academic researchers
versus those of industry professionals.

Macro versus micro perspective

Another concept to introduce is the macro versus
micro perspective for fake account detection. The
macro perspective refers to detection techniques that
look at the comprehensive identity associated with an
account, with the goal of identifying the entire account
as fraudulent or inauthentic. The micro perspective
refers to detection techniques to identify fraud or in-
authenticity in the components or attributes associated
with an account. Inauthenticity at the attribute level
may not necessarily indicate that the entire account

is fake; the user may simply be lying about pieces of
their identity. Inauthenticity and a lack of consisten-
cy across multiple features may point to an entirely
fabricated account.

As an example, consider an account on Facebook.
Attributes of a typical account may include a profile
picture, a basic biography, and a collection of text
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posts. Analyzing a profile picture for manipulation

is an example of the micro perspective—looking at

an aspect of an account and attempting to determine
its authenticity. Analyzing cohesiveness across an
account’s purported age, gender, and cultural back-
ground is the macro perspective—looking at multiple
aspects of the account and attempting to spot discrep-
ancies that may point to a fake identity.

The line between the macro and micro perspective
may be blurry at times. For example, studying the
language of the account’s text posts may reveal differ-
ences in authorship and personality in the posts; this
may indicate that multiple people are managing an
account, which in turn indicates inauthenticity at both
the micro level (i.e., the text posts) and macro level
(i.e., the entire account).

Solutions to the fake account problem

With the nuances of the problem now in mind, what
do solutions look like? This section highlights current
approaches from a macro perspective.

Define normal

At a high level, most technical solutions for fake
account detection involve determining “normalcy” for
a given social media platform (or community of users
on the platform) and identifying accounts that deviate
from this norm. So what does “normal” mean? The
answer is highly variable and subjective.

To define normal, first consider the social media
platform in question and the attributes that com-
pose an account on the platform. For most online
social media platforms, accounts can be interpreted
as collections of attributes that fall under the follow-
ing major categories: the infrastructure and network
connectivity of the account, the user profile associated
with the account, and the user activity on the account.
Under the category of infrastructure and network
connectivity, attributes may include the device(s), IP
address(es), and user agent string(s) associated with
an account. Under the category of user profile, attri-
butes may include the user’s name, age, and gender
on a site like Facebook or LinkedIn; on other sites,
such as Twitter, Tumblr, or Reddit, attributes may
be limited to a username and account creation date.
Finally, under the category of user activity, attributes



may include friends and other forms of social connec-
tivity and posts, likes, and other forms of engagement
on the platform. The appearance and behavior of any
or all attributes under these categories help establish

a baseline for normalcy. Probability distributions,
graphs, summary statistics, or even categorical values,
depending on the detection technique, formalize con-
cepts of normalcy.

Uncover the abnormal

Once the baseline for normal or expected account
appearance or behavior has been established, there
are a variety of techniques that can be used to identify
accounts that deviate from this norm. This section
introduces three frequently used strategies: graph
analysis, temporal analysis, and machine learning.

Graph analysis

Graph analysis is a common fraud detection technique
in which users or events are represented as vertices of
a graph, and relationships or transactions are rep-
resented as edges of the graph. Fraudulent users or
activities can then be identified by looking for anoma-
lous structural patterns or subgraphs within the graph.
Graph analysis has proven to be a highly effective
technique for detecting fake users, fake reviews, fake
financial transactions, and a variety of other abusive
behaviors on online platforms.

Many graph analysis-based detection techniques
rely on the assumption that there are specific graph
structures associated with genuine communities of
users [23] and that these organic connections and
structures are hard to fake. For example, in [24], the
authors observe that fake accounts on both social
media platforms such as Twitter and Facebook and
e-commerce or review platforms such as Amazon or
Tripadvisor end up with many edges, which result in
large and dense regions in an adjacency matrix rep-
resentation of the graph. It is also assumed and often
observed that fake accounts will generally have many
connections to other fake accounts and few connec-
tions to authentic accounts, making it possible to
identify densely connected networks of fake accounts,
especially if there are known authentic users in the
graph [25]. However, here is a prime example of where
context and understandings of normalcy matter. As
observed by the authors of [25], on certain platforms,

such as Twitter or Tumblr, it is expected that users
interact with strangers, meaning that connections
between a known authentic account and an account
of unknown authenticity does not necessarily prove
anything about the status of the unknown account.

Temporal analysis

Temporal analysis techniques involve identifying
anomalous patterns of activity associated with an
account’s behavior over time. Temporal analysis is

a highly successful technique to identify automated
activity (i.e., bots). For example, in [26], the authors
developed a bot detection technique for Twitter on
the premise that humans are indifferent to the specific
second or minute in which they Tweet, meaning that
an “organic” sequence of Tweet times should appear
to be randomly sampled from a uniform distribution.
An automated account, however, will likely result in
timing distributions that are either too uniform or not
uniform enough.

Temporal approaches can incorporate insights into
typical activities on a platform; for example, there is
an entire body of literature to draw from to under-
stand usage of hashtags and retweets on Twitter [27].
Research has found that the activities in which au-
thentic accounts engage are very different from those
in which inauthentic accounts engage; real users spend
more time interacting with accounts that are part of
their social network, while fake accounts spend more
time attempting to build their social network [28, 29].
For example, on Facebook, a fake account will spend
more time “friending” other users than chatting with
existing friends.

Machine learning

Machine-learning approaches involve translating
attributes associated with an account into features.
These features are then used for clustering groups of
similar accounts together or differentiating between
categories of accounts (e.g., fake or real). In a study
done at LinkedIn, researchers used supervised ma-
chine learning to classify clusters of accounts as either
malicious or legitimate [30]. Features were derived
from attributes associated with user-generated profile
information, such as name, email address, and compa-
ny or university. Features included distributions, fre-
quencies, and patterns found in user-generated profile
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text. Logistic regression, support vector machine, and
random forest models were trained on LinkedIn data
that was grouped by account registration IP address
and registration date. The study proved highly suc-
cessful and the random forest model, which achieved
area under the curve (AUC) values as high as 0.98,
was moved to LinkedIn’s production environment. By
2015, when the study was published, the model had
already been used to identify 250,000 fake accounts.

Machine-learning approaches for fake account
detection have been widely explored in both industry
and academia since about 2010. It is worth noting
that the primary focus of this work is not on making
significant advances in the machine-learning algo-
rithms themselves. Rather it is on identifying novel
attributes and transforming them into features or
refining existing models to lower false positive and
false negative rates. Use of logistic regression models,
support vector machines, and random forests, as done
in the LinkedIn study, is quite common.

Additional approaches to fake
account detection

While the previous section focused on technical
approaches to fake account detection, incorporating
both technical and nontechnical approaches is an im-
portant strategy for combating fake accounts.

Phish the phishers

Some researchers take a honeypot approach to detect-
ing fake accounts. For example, in [31], the researchers
created Twitter bots that posted nonsensical messages.
Any account that followed these bot accounts was
determined to be a fake account, since any authentic,
non-automated account would likely not follow or
engage with these garbage accounts.

Leverage user reporting and manual review

In both research and practice, effective fake account
detection often involves coupling human review with
automated techniques. In the literature, relying on
user reports of fake, abusive, or suspicious accounts
is sometimes referred to as crowdsourcing bot detec-
tion [25]. In many fake account detection studies,
manual review is a final step in the detection pipeline;
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automated techniques narrow potentially millions of
fake accounts down to thousands or even hundreds
for a human to review [32].

Human review is important because humans may
be able to detect subtle differences between authen-
tic and inauthentic accounts that feature sets do not
capture or models fail to discover. Additionally, there
is rarely ground truth data about which accounts are
actually fake. Understanding why automated methods
flag an account as fake (or fail to detect an account as
fake) can also help researchers refine both their data
sets and tools. For example, in the LinkedIn study
referenced earlier, clusters of users were assigned a
probability indicating how likely that cluster was to
contain fake accounts. Depending on the probabili-
ty, suspected fake clusters were either automatically
suspended or passed to a human for manual review.
Manually reviewed and labeled accounts then became
training data in later model iterations [30].

Take legal action

In March of 2019, Facebook and Instagram filed a
lawsuit against the People’s Republic of China for “pro-
moting the sale of fake accounts, likes and followers”
[33]. By going after the industry of curated Facebook
accounts and reputation, Facebook made an attempt
to stem the flow of fake accounts at the “creation
source” to prevent individuals and organizations (in
particular, those with less resources than a nation-state
actor) from simply buying accounts in order to be-
come active players in the fake account space.

Challenge suspicious accounts

In addition to tackling the fake account industry,
online platforms incorporate many checkpoints that
attempt to make fake account creation as challenging
as possible. CAPTCHASs and phone verification are

all fraud and abuse countermeasures that most people
encounter at some point, even though social network
platforms try to limit the number of accounts they
challenge in order the keep the user experience as
frictionless as possible [30]. Facebook and other major
platforms have also used the practice of quarantining
users, in which suspicious accounts are sectioned off
to a part of the platform where they are not interacting
with the real network and then are monitored [22].



Fraud detection research at NSA

At NSA’s Laboratory for Telecommunication Sciences,
fake account detection is a key research focus area.
Research is done at both the macro and micro level

to assess the authenticity of cyber identities, often re-
ferred to as digital personas. Though a digital persona
may encompass more than a social media account,
the techniques and perspectives discussed in this
article for social media fake account detection are still
widely applicable. Personas are interpreted in terms of
the three high-level categories discussed previously:
the infrastructure and network connectivity of the
persona, any account profiles or biographical details
associated with the persona, and any online activities
conducted by the persona.

Defining normalcy is central to this research. In
practice, defining normalcy is a challenging problem
since normal must be understood at both the micro
level (e.g., the attributes that fall under each of the
three categories) and the macro level (e.g., the persona
as a whole). To define normalcy, open-source data is
used to develop models, represented as probability
distributions, which provide insight into the expect-
ed values of persona attributes. For example, market
trend data may be used to construct a probability dis-
tribution representing web browser usage. A persona’s
use of a web browser other than Firefox, Chrome, or
Microsoft Edge may then be used as a red flag.

Of course, the web browser example is oversimpli-
fied. Looking at one attribute in isolation is unlikely
to provide much insight; models are much more
useful if they provide insight into the cohesiveness
and plausibility of attributes with respect to other
attributes. For example, models summarizing web
browser usage by geographic region could be used to
identify a persona accessing the web in one region of
the world with a browser that is generally only found
in another region—this is a much more significant red
flag. So, to better understand the relationship between
attributes, models are also constructed to represent the
expected values of persona attributes given values of
other persona attributes. Bayesian probability is at the
core of this approach—what is the probability of value
X for attribute A given known value Y for attribute
B? Suspicious or inauthentic personas are uncovered
by looking for co-occurrences of attribute values that
rarely, or never, exist in the data.

To solidify this research approach with an example,
consider again Facebook’s real name policy and the
specific language stipulating that real names must not
contain “unusual capitalization, repeating characters
or punctuation” [12]. This policy has been highly con-
troversial because there are many cases where genuine
names do not meet these requirements because they
do not fit what is inherently a biased interpretation of
normalcy. Bias in data sets and definitions of normal-
cy result in false positives in practice. For example,
Native American names are frequently flagged as
inauthentic, resulting in wrongly suspended accounts
[34]. Facebook has reportedly introduced a process
allowing users to claim an “ethnic minority” or other
exception if their name does not meet the real name
policy. Though the approach seems well-intended, it
does not solve the real issue here: Facebook—and like-
ly many other social media companies—have limited
insights into just how diverse normal can actually be.
This is also why comprehensive analysis of an account
at the macro level is crucial. “Does this name appear
real given what I know about the user’s ethnicity, cul-
tural background, and various other demographics?”
can be a much more useful question than asking “does
this name appear real?” without any context.

Conclusion

So what is the state of fake account detection? If we
look at reporting from the major social media plat-
forms, we may be inclined to think detection meth-
ods are relatively successful. Facebook estimates that
roughly 5% of its monthly active users are fake and
reports a decline in fake account takedowns since

the first quarter of 2019 thanks to their ability to
detect fraud early at the account registration step [1].
However, if the last couple of decades of online fraud
research can tell us anything, the reality is probably
less comforting—low-grade fake accounts may be easy
to detect, but sophisticated attackers have likely just
become more sophisticated at dodging authenticity
checks. These accounts are perhaps the ones we should
worry the most about, as time and resources likely
went into their curation.

Determining the state of the art in the fake account
detection space is also challenging because there are
few, if any, public data sets that researchers can use to
test, validate, and assess their methods. A quick scan
of published studies over the past five years reveals
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that most work is conducted on different data sets,
even if the same platforms (e.g., Facebook, Twitter,
and LinkedIn) are the focus of the work. There are
indications that this may be changing though. For
example, in September of 2019, Facebook announced
the Deepfake Detection Challenge, which provid-

ed researchers with deepfake image and video data
that were “freely available for the community to
use...[with] few restrictions on usage” [35]. Not only
did this challenge provide researchers with real data
sets to use, but it also made it possible to compare
competing solutions for deepfake detection. Moreover,
it provided one of the first opportunities to establish
benchmarks in the deepfake detection communi-

ty. The challenge ended in March 2020, with 2,114
participants submitting 35,109 models for deepfake
detection using the training corpus of 115,000 vid-
eos provided by Facebook. Participant models were
tested against a "black box data set with challenging
real world examples” [36]. The winning team's model
had an accuracy of 65.18%, which Facebook touts

as the "new shared baseline" in the artificial intelli-
gence community [36]. The shared data set and new
baseline represent a significant step for fake account
detection research.

Of course, public data sets and methods have the
danger of becoming stale: as defenders learn what
techniques to employ to detect fake accounts, attackers
can learn how to improve their methods for creating
fake accounts. Regardless, one thing is certain—as the
world continues to feel the ripple effects of elections
manipulated by fake accounts and as social media
companies and international organizations work to
counter the potentially deadly COVID-19 conspiracies
populated by fake accounts—this is a problem in need
of critical attention and not going away any time soon.
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