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Abstract 
Over the past several years, the Security-Enhanced Linux 

(SELinux) reference implementation of the Flask security 
architecture has undergone a rapid evolution in its capabilities 
and maturity thanks to a large and growing developer and user 
community. SELinux has also influenced a wide range of related 
work in other operating systems, hypervisors, and applications. In 
2008, a new project was started to bring the same Flask security 
architecture demonstrated in SELinux to the OpenSolaris™ 
operating system via the OpenSolaris Flexible Mandatory Access 
Control (FMAC) project. These efforts have fundamentally changed 
the terms of debate about operating system security and ushered 
security features previously limited to separate niche products 
into the mainstream. This article describes the major advances 
and changes in SELinux that have occurred during the last several 
years; summarizes other related work that has flowed out of the 
SELinux project; and introduces the goals, design, and status of the 
OpenSolaris FMAC project. 

Introduction 
Security-Enhanced Linux (SELinux) was developed by the 

National Information Assurance Research Laboratory (NIARL) of 
the National Security Agency (NSA) starting in 1999 and was first 
released to the general public via the nsa.gov web site in December 
2000. SELinux was created by NSA as a reference implementation of 
the Flask security architecture for flexible mandatory access control 
(MAC) in order to show how such controls could be added to a 
mainstream operating system and to demonstrate the value of MAC 
[l]. SELinux was intended to serve both as a technology transfer 
vehicle for encouraging adoption of flexible MAC into mainstream 
operating systems and as a research platform for advanced security 
research and development. Prior to the release of SELinux, MAC 
was only available in separate "trusted" operating system products 
and was limited to fixed hierarchical security models that were 
unable to express many kinds of real security goals. 

The public release of SELinux drew the interest of both 
advanced Linux users and the Linux kernel developers, which led 
to an invitation to present SELinux at the Linux kernel developer 
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SELinux: 2005–present

Policy technology advances

“Linux security experts are reporting 

a growing list of real-world security 

situations in which the US National 

Security Agency’s SELinux security 

framework contains the damage 

resulting from a flaw in other software.”



10   Raising the Bar in Operating System Security

Improved usability

Figure 2: setroubleshoot screenshot

Figure 1: system-config-selinux screenshot
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Enhanced security functionality

Improved performance and 

scalability

Figure 3: SLIDE screenshot
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Meeting security criteria

Growing adoption, use, and 

community
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Platform for advanced R&D

Influencing other systems
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OpenSolaris FMAC: 

origin and goals

FMAC status
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Conclusion

  

Resources
NSA SELinux web site, http://www.nsa.gov/

research/selinux

SELinux project wiki, http://selinuxproject.org

Tresys Open Source Server, http://oss.

tresys com

OpenSolaris FMAC web site, http://

opensolaris.org/os/project/fmac
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Trademarks
FreeBSD® is a registered trademark of the 
FreeBSD Foundation.

Linux® is a registered trademark of Linus 
Torvalds.

Red Hat® Enterprise Linux® is a registered 
trademark of Red Hat, Inc.

NetTop® is a registered trademark of the 
National Security Agency.

Secure Office® is a registered trademark of 
Trusted Computer Systems, Inc.

Solaris™ and OpenSolaris™ are trademarks 
of Sun Microsystems, Inc.
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