Common Sense
||| Declassification and
Public Access

Why Public Access Matters

In a democratic society, the citizens both choose their governors and are the
governed. This dual role of the public has produced a tension between the need
for secrecy and the need to keep government accountable. Broad access to
information is critical for government officials to shape well-reasoned policies and
for the public to monitor those it has elected to act on its behalf. However,
expansion of the Government’s national security bureaucracy since the end of
World War Il and the closed environment in which it has operated have outpaced
attempts by the Congress and the public to oversee that bureaucracy’s activities.

“A people who mean to
be their own governors
must arm themselves
with the power which
knowledge gives.”

James Madison

As Chapter Il made clear, core secrets do exist that need the highest level of protec-
tion. There is widespread agreement, even by those who most vigorously support
broad declassification, that there are many types of government information that will
always require zealous protection—for example, sources whose exposure would
jeopardize human life; signals intelligence or imagery, the loss of which would pro-
foundly hinder the capability to collect data; information that would assist chemical,
biological, or nuclear proliferators; and details about special military capabilities.
However, these types of information are only a portion of the universe of information
that now is classified. This chapter focuses on the rest of the classified world, includ-
ing policy, analysis, factual, and historical data, and how to ensure its public availability
when it no longer needs protection.

Ensuring public access to information that does not require protection is a key to

striking the balance between secrecy and the openness that is central to the proper
functioning of this country’s political institutions. There has been a gradual but encour-
aging shift in recent years on the part of many agencies that use classified information
toward declassifying and releasing more of that information to the public. Some
agencies realize that better relations with the public can grow from easier access to
agency records that no longer need protection. Openness can also demonstrate to the
world, especially newly-emerging democracies that are beginning to open their own
countries’ archives, the strength of our free institutions.

Other benefits flow from moving information that no longer needs protection out of the
classification system. Broad access to information promotes better decisions. It
permits public understanding of the activities of government and promotes more
informed debate and accountability. It increases the Government’s ability to respond

to criticism and justify its actions to the public. It makes possible the free exchange of
scientific information and encourages new discoveries that foster economic growth.

By allowing a better understanding of our history, it provides opportunities to learn
lessons from the past, and it makes it easier to quash unfounded speculation about the
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Government’s past actions. Reducing the amount of information in the classification
system allows for better management and cost controls of that system and increases
respect for the information that needs to stay protected. Greater access thus provides
ground in which the public’s faith in its government can flourish.

Chapter Il addressed the problem of overclassification of information at the beginning
of its life cycle. This chapter focuses on what happens at the end of that life cycle,
discussing recent attempts to provide more public access as well as the barriers that
persist for effective ways to declassify. It makes recommendations designed to
ensure that, in making declassification decisions, agencies use resources efficiently,
apply accurate data in making judgments about release, and interact effectively with
the public. The Commission supports the appropriate protection of truly sensitive
information while establishing wiser ways to handle the rest. In short, this chapter is
about managing declassification consistent with principles of good government.

Promising Developments: Declassification Success Stories

There has been notable progress by agencies in providing public access to government
information that no longer requires the protection of the classification system. For
example, public release of the VENONA intercepts in 1995 provided an unprec-
edented glimpse into the world of codes and codebreaking and revealed new insights
into controversial aspects of our nation’s history. In 1992, the National Reconnais-
sance Office’s (NRO’s) existence was declassified and in 1996, the NRO for the first
time publicly announced the planned launch of a reconnaissance satellite. The NRO's
stated goal in ending its policy of keeping such launches secret was: “We want to
spend our resources protecting the things that are worth protectirige”Intelligence
Community also has begun declassifying under Executive Order 12951, which was

In addition to the key insights furnished by release of the VENONA inter
cepts, declassified information has played a central role in our understangding
of, or actions in, times of crisis. For example:

* The declassification of U-2 photographs of Soviet missiles in 1962
shortly after they were taken allowed their use as a centerpiece of U.S.
efforts to resolve the Cuban Missile Crisis;

* Nearly thirty years after the end of World War I, revelations of signals
intercepts and codebreaking successes (the Ultra project in the Eur
pean theater and Magic in the Far East) produced a fundamental re-
evaluation of the conduct of that conflict; and

(@]

* Public release in 1995 of imagery demonstrated evidence of genocide in
Srebrenica that helped garner international support for U.S. diplomatic
efforts in Bosnia.
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issued under the leadership of Vice President Gore, imagery collected from satellites.
The eventual result is to be the public release of over 886,000 satellite reconnaissance
images (some of which the Government has posted already on the Internet).

In recent years, agency task forces have searched for, reviewed, and declassified
large volumes of records on issues involving past government actions about which
there is great public interest. After passage of the President John F. Kennedy Assas-
sination Records Collection Act of 1992 and the establishment of a Review Board to
monitor implementation of the law, agencies undertook intensive searches for and
reviews of relevant records. The result has been to make publicly available over three
million pages of previously secret records related to that key event.

In response to the creation of a Senate select committee to investigate the fate of
Americans who were prisoners of war or missing in action in past military conflicts,
the Department of Defense (DoD) in 1991 established a Central Documentation
Office that began a process of coordinating broad searches, declassification reviews,
and public releases of records. In 1993, the DoD also established a task force to
assist the Gulf War llinesses Advisory Committee by locating, declassifying, and
posting on an Internet site records that might help explain the physical ailments re-
ported by veterans of the Persian Gulf War. Some critics have charged that neither of
these two projects has yet released all relevant records. The Gulf War project also
came under scrutiny when intelligence reports that had been placed on-line were
removed but later reinstated after their removal drew complaints. Nevertheless, both
have succeeded in making much more declassified information available to the public
than would otherwise be the case.

Agencies have shown initiative in providing public access in other ways. In recent
years, the State Department has worked closely with a statutorily created historical
advisory committee to more regularly review, declassify, and publish records on key
foreign policy events for it§oreign Relations of the United Statesries. In 1996,

the Defense Department and the Central Intelligence Agency (CIA) each established
formal working relationships with advisory groups of prominent scholars to obtain
advice on their declassification efforts, although it is not yet clear what the continuing
impact these citizen committees ultimately will have on those agencies’ public access
policies.

In addition, the Department of Energy (DoE) in 1993 began an “Openness Initiative”

to increase public confidence in the DoE and to make more declassified information
publicly available. The DoE also established an advisory committee in response to
reports of government-sponsored human radiation experiments. In 1995, that advisory
committee issued a comprehensive report and assembled over 1.6 million pages of
relevant records from numerous sources, most of which had not been easily accessible
before; these records are now available at the National Archives and on the Internet
as well. Another consequence of the DoE’s attempts at greater openness was that an
environmental group that had been on the verge of suing the Department (and that had
sued it in the past) decided to refrain from legal action and give the Department
additional time to respond to the problems it had identified.
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Unnecessary Secrecy Persists

Although some agencies show promising signs of more openness than in
past, public access to government information that no longer needs prote
is not yet universally recognized as an important agency mission that According to a former
deserves priority. Despite the increased access to government informatig ~ government historian,
that resulted from the projects just described, it is important to understand| ~Weather reports produced
that none was created solely due to agency initiative; all were compelled j by an aide to General

L)

fanwl

pressure on the Executive Branch from the public, the media, and the Eisenhower during World
Congress. Where government activities have stayed shrouded in secreqy \War Il were still classified
sometimes for many years, that secrecy at times has contributed to thirty years after the fact.

n

widespread public speculation of government wrongdoing. Sometimes th

has resulted in the eventual declassification of records, but often the

perception that the Government is using classification to hide its misdeeds has already
taken root and is difficult to disp&lPublic nistrust of the reasons information is

classified is illustrated by a 1994 DoD survey, which found that a majority of
Americans believe that “given the world situation,” too much information still is kept
secret by the Governmehnt.

Skepticism about agency motives can also arise from the way in which an agency
declassifies and publicly disseminates information. When agencies selectively declas-
sify only a handful of records on an event but do not make entire files available, it can
lead to the impression that the Government is more interested in self-justification of its
actions than in a full airing of the historical record.

Secrecy is a tool that can help government officials rea|
policy goals, but too often a secret can become self-
perpetuating even after the reason for maintaining it hag Journalist and former hostage Terry

been achieved or abandoned. Solving the problem of tf] Anderson filed FOIA requests for agency
growing backlog of classified documents, discussed in records on his capture and release. After
more detail below, requires the acceptance of declassifi waiting many months for responses to his
cation as a routine government activity. The dictionary requests, he received copies of his own

[da)

)

defines “classify” as simply “to organize or arrange press clips that had been kept in classified
according to class or category.” Thus, providing public government files. Nearly everything else in
access to government records that no longer need those files was denied to him as still secret.

protection, or “declassifying,” means finding sensible,
cost-effective, and routine ways to separate the cateq
ries of materials no longer warranting protection from
those needing to stay secret. One historian active in recent debates about the appro-
priate boundaries of government secrecy has observed that “the whole process of
security classification itself is a Cold War artifact; we need to distinguish what of the
process can be jettisoned and what we need to keep.”

Sensible Risk Management

Chapter Il discussed the Joint Security Commission’s (JSC’s) recommendation in 1994
that agencies practice sensible risk management as an integral part of deciding
whether information should be classified. Although many government officials claim

to practice risk management in making declassification decisions, their analytic
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approach often more closely resembles absolute risk avoidance. Risk management, as
applied to declassification, means that the information at issue is assessed to determine
what harm is likely to occur from release. There is some highly sensitive information

that requires zero tolerance of risk from its potential release. However, other
information that required protection at an earlier point in its life cycle may later be
amenable to a risk assessment that would result in a decision that the information can
be released.

Thus, applying risk management principles to declassification is closely tied to the type
of information involved; not all classified information should be treated alike when itis
being considered for release. For example, information that would encourage nuclear
proliferation needs careful protection. However, a decades-old report analyzing a
foreign country’s political situation or in which policymakers are advised of possible
options may not pose any risk to national security from public release. Evaluation of
the potential harm from release based on current and realistic risk assessments is
critical to managing declassification well.

Continuing Barriers to Declassification and
Public Access

Agencies are making more declassified information available than before, and in the
process they are discovering positive aspects to increased public knowledge about
what they do. However, it remains very difficult for the public, and sometimes for the
Congress, to get access to information about certain government activities when
information related to them has been protected at some point by classification. Schol-
ars, historians, journalists, scientists, and individual citizens cite many

problems in obtaining access to even very old or widely known
Information Security Oversight information because it is still classified. Many who try to use the
Office Director Steven Garfinkel Freedom of Information Act (FOIA)—even to get information in
has observed that “the major failing || 9overnment files about themselves—routinely wait up to several
of all our security classification years before they receive a response. Even when records are
systems up to now has been the eventually released, they are often riddled with excisions (frequently
absence of a viable declassification|| c@lled “redactions”). Outside the FOIA context, scientists who wish
program that could adequately to exchange information with their colleagues have been threatened
address the huge buildup of older, at times with the loss of their clearances or instructed by government
permanently valuable classified officials not to discuss certain matters that an agency asserts are
records.” classified, even though the information in question is based on what
already is publicly known.

Despite some successes in increasing public access, the vast majority of classified
information, including many very old records that might provide key insights into our
nation’s history, remains inaccessible to the public. Sensible, cost-effective processes
do not currently exist to distinguish between the material that would and that would not
harm national security if it were released. Now, it simply is easier to classify informa-
tion and keep it classified than to move it out of the system when it no longer requires
protection.
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Persistent declassification problems include:

* How to handle the huge amount of classified material accumulating across the
Government;

* Limited resources and lack of expertise within agencies to implement effective,
sensible, and well-managed public access policies;

* Internal agency resistance to mandated declassification responsibilities;

* No identification, to date, of a method or process to protect our most sensitive
secrets in a cost-effective way;

* Alegacy of poor agency records management of information; and

* Alack of leadership insistence that recordkeeping and declassification should be
priority agency missions.

Ensuring proper and timely public access to still-classified government records requires
focus, discipline, and good records management. These fundamentals are particularly
important given the impact of new technologies on the creation of records, making it all
the more critical that the Government find sensible and cost-effective ways to act in
this area. As some in government already recognize, the basic challenge is to simulta-
neously manage two transitions: from paper-based to electronic records systems, and
from performing declassification on ad hoc basis to doing so in systematic, efficient,
and cost-effective ways.Recognizing these challenges is the first step but, as
described below, most agencies have not yet begun to adequately address them.

Declassification Under Past Executive Orders

Declassification has been addressed in some degree of detail in every national security
executive order since President Eisenhower’s Executive Order 10501. Certain
requirements have been imposed repeatedly on agencies with the intent of ensuring
that records no longer needing protection were regularly moved out of the classifica-
tion system and made available to the public. Chief among these requirements, as
illustrated in Table 1, are:

* |dentifying and marking declassification dates or events when classifying;

e Portion marking to indicate varying degrees of sensitivity within records;

* Abalancing test directing that information be declassified if the public interest
outweighs the need to protect it;

» Establishing appeals processes and oversight structures;

» Establishing schedules (of time periods ranging from ten to thirty years) for
systematically requiring a record’s declassification review or release based on the
type of information it contains; and

* Providing mandatory review procedures under which agencies or the public can
request declassification of individual records.

However, when agencies perceive that implementation of these key elements is largely
optional, experience has shown that the goal of promoting more effective declassifica-
tion is not achieved. For example, Executive Order 12356 instructed that rather than
assigning a date or event for declassification at the time a record was created, a new
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marking—"“Originating Agency’s Determination Required"—could be used. When
OADR was applied to a record, no scheduled deadlines for declassification review
applied. OADR soon became the default marking that classifiers across the Govern-
ment used as a declassification instructiddy 1992, 95 percent of all documents
classified that year were marked OABHRExecutive Order 12356 also allowed, but

did not require, systematic declassification. Agencies thus devoted few resources to it,
contributing to a vast growth in the amount of classified records.

Table 1: Provisions in Past Executive Orders
Promoting Public Access to Information

Executive Orders
PROVISIONS 10501 10964 11652 1206512356 12958

Declassification date
or event on document
at time of
classification

YES YES YES YES Optional| YES

Portion marking of
paragraphs in a NO NO YES YES YES YES
document

Balancing test of the
public's right to know NO NO NO YES NO NO
and need to protect

Appeals or oversight

YES NO YES YES YES YES
structure
Scheduled automatic
declassification reviews] NO YES YES YES NO YES
or release
FoiTEl FUEE 2l NO NO YES YES YES YES

review procedures

Executive Order 12958: A Renewed Focus on Declassification

In 1995, with the stated goal of “seeking to bring the system for classifying, safeguard-
ing, and declassifying national security information into line with our vision of Ameri-

can democracy in the post-Cold War workresident Clinton signed Executive Order
12958. Under this Order, records over 25 years old will be presumed declassified
beginning in the year 2000 unless an agency acts to keep them classified based on an
exemption provided in the Order. Agencies were given five years to complete their
review of these older records, and in the Order’s first year were to complete a declas-
sification review of 15 percent of the records subject to the Order.

Although agencies were required to submit declassification plans and proposals for the

file series they intended to exempt from automatic release, not all submitted timely
plans or provided many details about how they intend to implement the Order.
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Moreover, without feedback on those plans from the National Security Council or the
Information Security Oversight Office (to which the plans were submitted), agencies
have proceeded to implement those plans as originally drafted even if they might not
fully reflect the letter or spirit of the Order.

In addition, the Federal Bureau of Investigation (FBI) and the DoE received waivers
from compliance with the automatic declassification provisions of the Order in ex-
change for their assurances that they would, on an expedited basis, undertake compre-
hensive reviews for possible release of their older records that are not classified
pursuant to an executive order but nevertheless are unavailable to the public. How-
ever, to date no FBI records have been released under this agreement. The waiver
for the FBI was based on its claim that privacy interests preclude public access to its
older law enforcement records (although the Privacy Act does not apply to records
that have been deposited at the National Archives, which is where many FBI records
over 25 years old reside). The DoE’s waiver was based on the fact that most of its
records are not classified under an executive order but separately under the Atomic
Energy Act. Thus, the FBI and the DoE have numerous records in which the public is
interested that are not subject to the declassification provisions of this Order at all.

Declassification under the Order in other agencies is occurring slowly. Many agencies
have chosen to start with their least sensitive records. Others are reviewing and
declassifying their most sensitive documents first, reasoning that if the Order’s five-
year deadline is not met, the remaining records potentially subject to automatic declas-
sification will present a lower risk of damage upon release. One year after the Order
took effect, certain agencies had done almost nothing to comply with its declassifica-
tion provisions. On the other hand, within a year after the Order was issued the
Commerce Department already had reviewed and released nearly all of its classified
records subject to the Order (although its situation is not completely comparable to that
of other agencies subject to the Order because it classifies very little information in the
first place).

The President’s stated intent when signing Executive Order 12958 was that its provi-
sions should result in “large-scale declassification [that] won't be dependent on the
availability of individuals to conduct a line-by-line review.” Nevertheless, most agen-
cies indicate that they intend to implement the Order by doing the costly line-by-line
review (discussed more fully later in this chapter) that the Order sought to avoid. This
approach is driven in part by the discovery that file descriptions only vaguely or
sometimes incorrectly describe the contents and their classification levels. It also is
being used because line-by-line review is the only way most agencies have ever
processed records for public release.

Declassification and the Freedom of Information Act

The link between the FOIA and declassification of records is not always understood
by government officials responsible for implementing the declassification provisions of
executive orders. The FOIA originally was intended to serve primarily as a means of
access to individual, relatively current records of the Government, not to large numbers
of decades-old records of permanent historic value. However, due in part to the
failure of agencies over the years to implement executive order provisions for regular
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release of records that no longer need protection, the FOIA by default became (along
with mandatory declassification review under executive orders) one of the few means
available to the public to get access to those materials.

The primary experience most agencies have had with declassification has been
through conducting line-by-line reviews of records in response to FOIA requests. The
FOIA establishes a statutory right for any person to obtain copies of Federal agency
records and is the primary vehicle for the public to obtain access to government
records. Thirty years after its enactment, the FOIA's continuing significance and
vitality stem from the legally enforceable rights it creates for requesters and the
presumption of release that it establishes, limited only by the exemptions it provides
that agencies may invoke to deny access.

However, requesters and agencies alike find the FOIA an imperfect tool for obtaining
the declassification of records. Effective use of the FOIA requires considerable
patience and, often, significant financial and legal resources. Problems posed by the
FOIAs current use as a primary mechanism for declassifying records include:

* Long delays that regularly occur and often stretch to years before agencies
answer requests;

* Lack of public access to clear guidance on how files are kept, as well as to
indexes to those files, which would encourage the filing of more specific requests
and assist agencies in locating responsive records;

* Broad application of the FOIA's exemptions, particularly the interpretation of the
Act’s national security exemption (which allows only the withholding of informa-
tion “properly classified” under an executive order); and

* Inadequate support of senior officials for agency FOIA operations, including a lack
of resources to respond to the huge volume of FOIA requests filed eaéh year.

Some archivists and historians believe that an overreliance on the FOIA as the means
for declassification of historical records also hinders effective research. For example,
the FOIA process makes individual records available to the person who requested
them, but does not guarantee that the declassified records will be more widely released
because there is no requirement that copies be placed in agency reading rooms, on-
line, or at the National Archives. Additionally, the process of retrieving and reviewing
individual records rather than declassifying entire record groups can skew the histori-
cal context of the records that are released.

In enacting the Electronic Freedom of Information Amendments (EFOIA), signed into
law on October 2, 1996, the Congress and the President took a step toward improving
agency responsiveness to FOIA requests. These amendments clarify that the Act
applies to records in electronic as well as paper format, while also giving agencies
relief from some of the Act’s administrative requirements. In the words of one of the
Act’s sponsors, the EFOIA is intended to “deliver common-sense efficiency and
government accountability to the American peopleStill, because of the sheer

volume of classified material that has accumulated in agencies over the years, these
recent amendments will not wholly cure the FOIA's shortcomings for public access to
classified records.
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How Much Is Still Classified?

The amount of classified material that the Federal Government has accumulated, much
of which is more than a quarter-century old, is enormous. To comply with the man-
date in Executive Order 12958 to process for automatic declassification all documents
over 25 years old by the year 2000, agencies for the first time are comprehensively
surveying their classified records holdings. In the process, they are discovering more
and more records than were previously thought to exist. Many of these have never
been evaluated to determine whether they are of permanent value (the threshold under
the Federal Records Act for which agency records must be preserved for posterity)
and are thus required to be processed for declassification under the Order. For
example, the Washington National Records Center, a regional government storage
facility, has between 4.3 and 5 million pages of documents that agencies have never
assessed to determine whether they are permanent récords.

As Figure 2 illustrates, based on data provided by individual agencies, the Commission
estimates that there are over 1.5 billion pages of records 25 years old and older still
classified by the Federal Governm&nf this amount, agencies currently plan to

review less than one-half—approximately 719 million pages—under the automatic
declassification provisions of the Order, meaning that agencies are exempting from
automatic declassification over three quarters of a billion pages. A little over a year
after Executive Order 12958 took effect, agencies had declassified about 57 million
pages, less than one-tenth of what they had identified for review. Unless current
agency plans change, public access to the hundreds of millions of exempted pages will
occur either through the systematic declassification procedures required by Executive
Order 12958 (which have yet to be established in most agencies), or through the
current but inadequate system of individual requests filed under the Order’s mandatory
review process or the FOIA.

Figure 2: Agency Declassification at a Glance
(in Millions of Pages)
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Although these numbers seem overwhelming, it is important to understand that they
are only estimates based on initial surveys of the numbers of file boxes that appear to
contain classified records. For example, unclassified records often are commingled
with classified material when stored, or an entire box may be marked as classified
even if it contains only a single classified document. In addition, many classified
documents have numerous attachments that are themselves unclassified. Many older
records are duplicates of others: copies may already have been declassified. Some
file boxes turn out to be partly empty. Some boxes contain other items, such as shoes,
plastic bags, office supplies, and drug samples. In one case, a file box was found to
contain a mock hand grenade used for military exercises. While the review task
facing agencies under Executive Order 12958 is significant, these insights into how
records actually are stored indicate that agency estimates may overstate the amount of
permanent records that needs to be reviewed. Thus, the ultimate declassification
burden on agencies may turn out to be less onerous than the numbers currently
suggest.

How Long Does It Take Before Information Is Declassified?

So large an amount of information has stayed classified for so long partly because of
the past failure of agencies to employ adequate and reliable means to move some of it
out of the classification system when it no longer needs protection. The requirement in
Executive Order 12958 that classifiers mark documents with a date or event for future
declassification is a step toward dealing with this problem. However, past executive
orders also have included this requirement, with little apparent effect on the duration of
classification past the point it is required. One reason the requirement of denoting
declassification dates or events seems not to have worked in the past is that many
government officials simply resist implementing it, arguing that it takes a “crystal ball”

to determine when information will no longer need protection. They may also resist
because they have not been trained in how to make such judgments or because such
requirements are rarely enforced, making it easy for them not to do even the minimal
extra work that the Orders have required.

However, some who regularly create and use classified records understand that there
is a life cycle for such materials; these officials acknowledge that there is a predictable
“expiration date” for much classified information that can be determined when the
information is created, based on experience with similar types of data. For example,
certain portions of military plans requiring a high level of secrecy before an operation
takes place often can be declassified shortly afterward because those elements of the
plan have become common knowledge. Similarly, much information dealing with

foreign policy may require initial classification because the matters discussed or
identities of those involved are sensitive, but at some point in the future—ranging from
months to years—the information may no longer need protection. In addition, even
when declassification dates have been placed on records, they rarely have been
enforced when that date has passed. Moreover, those markings can be invalidated by
a future executive order, as occurred when Executive Order 12065 was replaced in
1982 by Executive Order 12356, causing the effort that had been expended under the
previous Order to assign declassification dates essentially a waste of time and money.
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How Much Does Declassification Cost?

Closely tied to an agency'’s decision on how to implement declassification procedures
is the cost of those procedures. Declassification can be very expensive, especially for
line-by-line reviews of records that some agencies estimate cost a dollar or more per
page'* Given the huge numbers of pages now awaiting declassification review under
Executive Order 12958, other approaches to declassification besides line-by-line
review are being considered.

Declassifying records without reviewing them line-by-line is commonly referred to as
“bulk” declassification, a process often misunderstood to mean the release of records
without any review of their content at all. A more accurate description of this process
as it is used by trained archivists is “high-volume review.” This approach involves the
use of reliable survey techniques to accurately determine the contents of record
groups and to assess whether they contain material that would damage national
security if released. The age of the records, their subject matter, and the extent to
which they were properly and accurately stored and indexed all contribute to how that
review is conducted. In contrast to the costs associated with line-by-line review, the
National Archives estimated that in 1992 the average cost to declassify using reliable
sampling technigues was about seven cents per page.

Recent experience has shown that high-volume review for declassification can be a
valid, reliable, and cost-effective way to process older historical records for potential
public release. In 1994, President Clinton issued Executive Order 12937, ordering the
declassification of millions of pages at the National Archives dating back to World War
Il and some as recent as the Vietham War. After
assessing the content and sensitivity of the records, the

National Archives and agencies jointly identified and

excluded from release file groups that contained highly Declassification Can Save Money
sensitive material. Through this high volume review, 4(

million pages were declassified, with no indication that The Department of the Air Force found that
any information still needing protection was inadvertent it could save millions by declassifying
released in that process. Moreover, these materials information about space shuttle flights that
were processed for release at an average cost of lesg carried Air Force research and development
than $400 per million pages—a fraction of a cent per equipment. The savings came from

page' In addition, as mentioned earlier in this chapter eliminating information and physical systems
Executive Order 12951’s mandate to review and decla security that were unnecessary in an

sify satellite imagery is another vehicle by which classi unclassified environment.

fied materials that at one time were never expected tqg
be viewed by the public are being made available in

cost-effective ways that do not risk current methods o
collecting sensitive information.

Resource issues have been a primary factor in the slow pace at which agencies have
implemented automatic and systematic programs for declassification as required by
Executive Order 12958. Many officials who were tasked by their agency to imple-
ment those provisions of the Order attribute their delay in doing so to their agency’s
failure to earmark new funds for this purpose. Moreover, congressional oversight
committees have scrutinized agency budget requests and limited the amount that can
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be spent on declassification until the cost estimates on which those requests are based
were adequately justified.

Yet resource availability alone does not explain why some agencies conduct successful
declassification programs while others do not. Some agencies have shown that
creative and effective implementation of declassification need not depend upon receipt
of additional funds. For example, in August 1996, the Department of the Air Force

won the Hammer Award (presented as part of the Clinton Administration’s National
Performance Review) for the efficient and creative implementation of its declassifica-
tion program.It achieved these results not through an infusion of new funds but by
finding the resources needed through other means, including using computers dis-
carded by other offices, staffing the project with reservists, and developing internal
computerized training and guidance.

New technologies hold promise as efficient tools for less costly declassification. The
National Security Agency found that simply by implementing basic automation tools in
its processing of POW/MIA documents, it saved over $330,000 in three and a half
years, largely by replacing manual redaction with machine-aided proc&sSioige
agencies, including the State Department, have for some time used computers to aid in
declassification and in responding to FOIA requests; others continue to declassify
pieces of paper laboriously by hand, using markers or tape to mask text. Many
agencies have hired contractors to help them develop technological solutions for
reviewing classified documents and, if necessary, redacting them for release, espe-
cially for records that exist in electronic, film, or other formats. However, much of this
technology is either still in prototype, not fully operational, or is proprietary and cannot
be shared with other agencies that would find it useful. Moreover, despite the allure of
electronic wizardry, the most advanced technological solution is not always the most
efficient and cost-effective one for declassifying.

There are also significant social and political costs when an agency does not routinely
implement a means for public access to records that no longer need protection. Not
only does the volume of classified documents that needs to be stored, accounted for,
and protected continue to grow, but the costs associated with not understanding and
learning from past events can be high. For example, historians have noted that it
became increasingly difficult after the issuance of the 1982 Executive Order to get
access to agency records from the 1940s and 1950s—the critical formative years of
the Cold War. Currently, the Office of the Secretary of Defense has at least 30 million
pages of records more than 25 yearstol@ihe Joint Staff has 4.7 million more pages
of classified information from the 1940s and 1950s to be declasSifidds backlog

of materials means that it is likely to be some time before records from these offices
are available to enhance public understanding of the past 50 years.

The Impact of Agency Equities:

Multiple Agency Reviews Mean Multiple Delays

A recurring problem agencies face in conducting declassification reviews concerns
how best to declassify documents containing other agencies’ “equities” (information
originating in those other agencies). The current process for resolving agency equities
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may be a major obstacle to implementing the automatic declassification provisions of
Executive Order 12958. At the State Department, up to one-third of the declassifica-
tion workload involves referrals of records to and from other ageficielse Defense
Intelligence Agency estimates that 90 percent of its product requires referral to outside
agencies before a final declassification decision can be fhadeelated obstacle to

timely declassification is how the records of agencies that no longer exist or have
merged into others are processed. In such cases, it can be difficult to find anyone
willing to devote resources or who has the expertise to evaluate the current sensitivity
of such records, with the result that the information is not referred anywhere and often
stays classified even though it no longer requires protection.

Current procedures for processing records with multiple equities are expensive and
complex. An agency referring classified records to another agency for its review

must make copies of the records and specially package and transport them in compli-
ance with security procedures (which, depending on the records’ classification levels,
can range from sending them via registered mail to having them personally transferred
to a government courier by a staff person with appropriate clearances). This process
is repeated for every record that contains agency equities and can occur multiple times
if a single document needs to be referred to more than one agency and also when that
record is returned to the referring agency only partly declassified. At every step of

this process, additional costs are incurred. Not only is the process burdensome and
costly for agencies, but there are no deadlines by which agencies must respond to such
referrals. The result can be lengthy delays before a review is completed and informa-
tion released to the public (see box below).

Some encouraging steps toward more cooperative, creative ways to deal with agency
equities have emerged from the implementation of automatic declassification under
Executive Order 12958. Concern that its own equities might not be protected led the
CIA to initiate the Remote Archive Capture project, designed to reproduce on CD-
ROMs all classified documents at the presidential libraries for distribution to agencies
likely to have equities in the records. Similarly, concerns that nuclear-related informa-
tion classified under the Atomic Energy Act is embedded, but not identified as such, in

Access Delayed Can Be Access Denied

A journalist who filed a FOIA request with the Department of State in
1984 seeking information on oil production in Saudi Arabia during the
1970s finally received a reply in 1993 — nine years later. That reply
consisted of a one-page chart that the State Department had retrieved
and referred to the originating agency, the Department of Energy. In
1989, the DoE sent it to the Central Intelligence Agency for further
review. It was then returned by the CIA to the DoE in 1993, and finally
sent to the journalist with half of its numbers deleted and a notation on the
document that it had actually been declassified in 1992. After nearly a
decade of waiting, the journalist had long since moved on to another
story.

62



Chapter Ill: Common Sense Declassification and Public Access

documents that were classified under an executive order has prompted at the DoE an
understanding of the need for interagency coordination and communication in declassi-
fication. The DoE has agreed to provide comprehensive guidance and training to other
agencies to help them recognize such information and to speed resolution of any
guestions so that records containing such sensitive information can be processed more
easily.

Thus, interagency use of accurate and up-to-date declassification guidance is one way
to streamline the process of resolving agency equities. Some agencies already provide
the National Archives with such guidance, and National Archives’ officials, in turn,

have encouraged agencies to share with each other any guidance they use in making
declassification decisions. With some exceptions, agencies have been slow to em-
brace this approach, partly because some seem to be unfamiliar with using even their
own agency'’s guides. This reluctance also seems due to a belief that others will not
understand how to use the guides that do exist. However, the DoE’s recent experi-
ence indicates that some types of information can be protected better if other agencies
are better informed, through guides or through training, about how to recognize sensi-
tive information.

The Current State of Agency Records Management

When agencies properly manage records containing national security information
based on a life cycle concept, it creates the organizational and contextual framework
for efficient declassification. In order for agencies to make informed decisions as to
what records can be made publicly available, there must be adequate and accurate
information available on (1) what records exist and where they are located; and (2) the
contents of collections. Neglect of records management has resulted in a widespread
lack of this information.

The link between poor records management and the ability of agencies to provide
access to the huge backlog of still-classified records became apparent as agencies
began to take steps to comply with Executive Order 12958’s automatic declassification
requirements. For many agencies, it is impossible to retrieve information promptly, to
make informed decisions about whether it needs continued protection, and to refer
back to previous declassification decisions. Together, these result in duplicative and
inconsistent releases of information.

Lack of access to government records no longer needing protection is

inextricably tied to the legacy of poor records management practices across

A survey of offices within
the Defense Department
found that the standard
instructions providing
records management
guidance for all agency
employees were in almost
every case unknown to all

except the secretarial staff.

the Government. Unorganized files and vague, unreliable, or nonexistent
finding aids have impeded the task of locating and identifying documents
subject to declassification under Executive Order 12958. Few agencies have
devoted significant time, attention, and resources to good records manage-
ment and to systematic declassification reviews of older records; as a result,
many are unfamiliar with basic declassification techniques and do not have
either personnel trained in these processes or an infrastructure to support
effective and efficient declassification. As a consequence, agencies have
been compelled to conduct a more complicated search for records than the
Order’s provisions seem to have anticipated. As one government official
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observed in connection with the issuance of Executive Order 12958, agencies “must
integrate classification management more closely with information and records man-
agement. If we had been following that advice from the beginning, the tasks ahead of
us would be far, far simpler to accompligh.”

Current and former government officials, scholars, and records management experts
all cite the poor state of the Government'’s records management practices as a major
impediment to declassifying the millions of pages of still-secret older records. Records
management principles must also be clearly defined and implemented in order for
agencies to manage records created using emerging technologies. If, as one report
concluded, “the goal must be to reduce the volume of classified information before it
arrives in the archives, not after,” then the long-term solution is to make records
management and declassification requirements a routine daily administrative practice,
just as classification is not.

The Federal Records Act grants the National Archives substantial authority over
government records management, but in the past it has not consistently exercised that
authority. Under that law, the National Archives has the authority to require all
agencies to review their records and to establish the conditions under

which they must be turned over to the National Archives when thjv
are no longer needed for current agency operations. The Archivi ﬂ

consent also is required before any agency can destroy records.|| One individual familiar with the
primary mission of the National Archives is to ensure that the Federal Government's track record
Government’s permanently valuable records are kept and, where|| ~ forimplementing records manage-
possible, made available to the public. In order to exercise these ment practices observed that in
functions and ensure active coordination and oversight of agency many agencies, records manage-
declassification, storage, and disposition of Federal records, the ment employees are seen as less
National Archives must—although it has not always done so in the¢| ~ important to the agency’s mission
past—exert a strong leadership role within the Government. Todg than those who order supplies.

so requires the ongoing commitment of top leadership at the Natiolrn

Archives and also will require that it have adequate resources to

exercise this function. In a strategic plan issued in July 1996, the National Archives
already has indicated its intent to “work in partnership” with agencies to implement
classification and declassification policies and to develop records management pro-
grams based on the information’s life cycle. This approach can be a significant step
toward improving the current state of records management in the Goverffiment.

Agency Attitudes Affect Public Access

Also crucial to ensuring due attention to public access at the end of the life cycle of
government information is the attitude of those who implement records and information
policy. Many agency personnel are implementing declassification programs under
Executive Order 12958 in innovative ways. Others, unfortunately, appear more
resourceful in finding ways to evade their declassification responsibilities. For ex-
ample, at one interagency meeting of officials charged with implementing Executive
Order 12958, much of the discussion focused on ways to interpret the Order’s lan-
guage to escape its portion marking requirement and to apply its automatic declassifi-
cation exemptions in ways designed to avoid scheduled declassification in the future.
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An example of how the access system can
remain dominated by security concerns,
despite efforts at reform, is the Department o
Energy’s Office of Declassification. This
Office, until recently called the Office of
Classification, has the authority to classify
information but cannot declassify information.
It can only recommend declassification to the
Office of Security Affairs, which makes the
final decision and to which the Office of
Declassification reports.

Common Sense Declassification and Public Access

In addition, many officials simply do not see public access
as part of their agency’s mission. As one agency em-
ployee noted in the context of explaining the attitude some
officials have toward the FOIA, members of the public
who request declassification often are considered “the
enemy,” those officials view the effort required to

process requests as “a disruption” in their duties, and they
feel that providing public access “is not what we get paid
for.”

The differing attitudes that agency employees display
toward declassification seem to stem in part from their
past training. Those who press hardest for the ability to
discard agency records to avoid declassifying them often
were trained strictly as security professionals and do not
have policy or records management backgrounds or

training in history. Thus, they often are not best equipped to assess the significance
and value of older records to the public. The focus of their jobs has been to think
about how to keep information secret, not how it might be made more available if it no
longer needs protection. For example, at one DoE laboratory many applications for
classification officer positions (which also involves declassification responsibilities) are
from security guards seeking promotion.

However, the DoE has shown an awareness of the need to move beyond a solely
security focus in declassification by commissioning a fundamental review to reevaluate
standards for what can be declassified. Playing a major role in that process are
professionals who have substantive program expertise, not just security officers. This
fundamental review was undertaken with support from senior agency officials and
included public input. Itis a model mechanism other agencies could adopt, in which
justifications for declassifying particular categories of information are publicly debated
in a thoughtful way without compromising sensitive information, and attitudes toward
declassification are reshaped through a comprehensive approach to forming an
agency'’s public access policies.

Not only are agency records management programs weak, but seldom do the various
offices involved in public access and declassification communicate or coordinate with
each other, either because they are not organized under the same reporting structure
or because of turf battles. In many agencies, several offices—including the records
management staff, historian’s staff, FOIA staff, security personnel, and public affairs
officials—are all engaged in some aspect of declassification, but traditionally these
persons have not regularly worked together or notified one another of their decisions.
Declassification works best when coordinatigthin an agency is maintained. Good
communication among the different offices that handle classified information, and in

some cases the centralization of these offices, can lead to cost savings and efficiency

by eliminating redundant functions and better enabling offices to assist one another in
making informed decisions.
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Public Access in the Information Age

Another issue that needs to be addressed is how to ensure access to records created
in other media when the technology itself is obsolete. For example, punch cards on
which agencies recorded computer data many years ago are now unreadable because
there are no machines available through which the data can be retrieved. Also, a

GAO report describes archival problems with certain magnetic tapes that can no

longer be read because the hardware no longer &xisteese problems have raised
concerns for the future management and preservation of electronic records and

imagery.

Developing technologies are already playing a key role in aiding declassification and

will continue to do so in the future. However, while some have begun to grapple with
these issues, there are few coordinated efforts to share technical knowledge, to make
systems interactive, or to use these systems across the Government in the most
effective manner. Moreover, many agencies are spending large sums independently to
obtain technology to assist them in declassification, some of which may prove ineffec-

tive or simply duplicative of what exists elsewhere.

Aside from the recent electronic FOIA amendments discussed

earlier, the effect of technology on access to classified Federal
records has received inadequate attention to date. The use of
computers, photocopiers, and fax machines that easily create, cg
and transmit multiple copies of records is constantly growing, and
the number of government records generated grows accordingly.
Agency databases used for records management, declassificatidg
and tracking of declassified information (where these functions

exist) are not interoperable across the Government and sometimg
not even within a particular agency. These databases also are 1
always constructed in ways that make them most useful. For

example, the State Department maintains a database it shares w
the presidential libraries, listing documents that are still classified; [t

The U.S. Army Center of Military
History deployed historians to both
Somalia and Haiti to ensure the preser-
vation of historically important records
created as part of the operations
conducted there. These historians
collected the information not on paper
but in electronic form and then trans-
ferred it to a database at Fort
Leavenworth, Kansas.

database has not, however, in the past contained information that=a

library would find far more useful, such as lists of documents that
have been reviewed and released.

Adequate Oversight Is Crucial to Sensible
Declassification Policies

Similar to the problems of inadequate oversight of the classification process discussed
in Chapter Il, oversight of agency implementation of declassification policies and
practices barely exists. Too often, oversight occurs only when a congressional com-
mittee is refused access to information or when news reports raise public interest in
specific records being withheld from the public because they are classified.

Chapter II's description of the shortcomings of the current mechanisms for oversight
of classification applies equally, if not even more so, to declassification. In part, this
absence of oversight is due to mixed signals from senior Executive Branch officials
about the importance of a vigorous declassification program across the Government.
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Most notably, the National Security Council played an active role in the drafting,
coordination of agency and public input, and issuance of Executive Order 12958.
Since then, however, it has paid little attention to agency implementation of the Order’s
declassification provisions. Declassification policies will only be as effective as the
oversight of the agencies that implement those policies. That oversight must come
from the Congress and the highest levels of the Executive Branch.

“The time to repair the
roof is when the sun is
shining.”

President John F.
Kennedy

Recommendations for Improving
Declassification and Public Access

As the discussion above demonstrates, the Federal Government’s process
for dealing with information that no longer needs the protection of the
classification system is badly in need of repair. It would be difficult, in fact,

to devise a system that works less effectively and at a greater cost than the
one now in place. The Commission makes three key recommendations,
described below, to remedy the current situation and to avoid repeating past
mistakes in the future.

Establishing A National Declassification Center to Coordinate

Public Access Policy

Because few agencies see declassification as a primary mission to which resources
and expertise should be devoted, timely and cost-effective declassification of older
government records of permanent historical value does not occur. As one study
observed, agency information security programs have “lost sight of the fact” that the
purpose of these programs is twofold: to satisfy the public’s right to know and to
safeguard information from unauthorized disclosure for national security reasons. That
study concluded that “a better balance between the two purposes is riécded.”

public access and declassification, that “better balance” remains to be achieved across
the Government.

The backlog of decades-old classified records described earlier in this chapter is due at
least in part to defects in the way the Federal Government is organized to provide
access. Declassification procedures are needed that take into account the fact that
the resources available for it are finite. There are few incentives for agencies to
declassify, little accountability for the ways in which they do provide access, and a lack
of cost-effective, sensible procedures to accomplish the release of classified records
that no longer need protection.

After examining the practices of a variety of agencies, the Commission concludes that
declassification will work most efficiently and effectively when the direction of that
activity is centrally coordinated. The process needs to be tied closely to an under-
standing of how records are kept, the context in which they were created, and how
changing circumstances over time may (or may not) affect their continued need for
protection. Those who declassify need to be motivated and to have the expertise,
resources, and support to do their jobs well.
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Recommendation

The Commission recommends the creation by statute of a central
office—a National Declassification Center—at an existing Federal
agency such as the National Archives and Records Administration
to coordinate national declassification policy and activities. This

Center would have the responsibility, authority, and funds

sufficient to coordinate, oversee, and implement government
declassification activities. The Center would monitor agency
declassification programs and provide annual reports on their

status to the Congress and the President.

This recommendation establishes within an existing agency a central coordination
function lacking in the currently fragmented approach to agency declassification. The
logical agency to administer the Center is the National Archives and Records Adminis-
tration, which is already charged under the Federal Records Act with implementing
many of the functions that this Center would perform. The National Archives has an
understanding of how records are kept, what needs to be retained, and what can be
discarded. The National Archives also can provide expert, educated, and cleared staff
to review records; it has successfully done so in the past when agencies have provided
sufficiently detailed guidance to do so, and at a minimal cost. (In 1995, the component
of the National Archives responsible for declassification reviewed and released 111
million pages of permanently valuable records with a budget of only $2 million.)

Because the National Archives has as its primary mission the management and public
dissemination of federal records, it is an organization that could administer the Center.

An important aspect of the Center’s coordination of declassification across the Execu-
tive Branch would be to facilitate exchange among agencies of detailed declassifica-
tion guidance to resolve the equities concerns discussed earlier in this chapter. Certain
categories of highly sensitive information, such as compartmented programs, human
intelligence sources, and signals intelligence, could be generally exempted from declas-
sification processing at the Center and from the sharing of declassification guidance
except in circumstances where the agency head at his or her discretion may choose to
do otherwise. Confidence in the Center’s operations would also be enhanced by
inclusion of a mechanism for agencies and the public to appeal declassification deci-
sions made under the Center’s direction. In creating the Interagency Security Classifi-
cation Appeals Panel (ISCAP), Executive Order 12958 does provide an appeals
mechanism for declassification decisions. However, the ISCAP operates currently in

a limited fashion and does not reach all declassification activities across the govern-
ment. An effective appeals mechanism made a part of the Center should have a
broader reach that includes interagency appeals, FOIA requests, and other declassifi-
cation projects undertaken by agencies.
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The Center would perform a variety of services that would streamline declassification
and assist agencies in processing recordeefease. It could, for example, coordinate
search and review of records across agencies in response to particular public or
congressional interest. However, this recommendation does not envision that the
Center’s primary function would be the compilation of specialized collections. Rather,
the Center’s mission would be to help direct government-wide declassification policy
and to ensure that agencies follow basic records management and archival principles
in implementing declassification. This would include efforts to keep file series intact in
order to preserve the evidentiary value of the records and the historical context in
which they were created.

Another key function of the Center would be to administer declassification

functions on behalf of agencies, assuming the Center was provided re-
One agency official observed || sources sufficient to undertake that task. Agencies would be encouraged to
that if individuals can send their classified records of permanent historical value to the Center for
derivatively classify using processing and public release. Thus, agencies would be able to take
guides or other documents, advantage of the Center’s expertise while retaining substantive control over
there is every reason to what is declassified through providing detailed guidance to be applied to the
believe that, with training, records that they send to the Center. Agencies would also be encouraged
they can in many cases also to detail employees to serve on interagency declassification review teams
effectively use guides to coordinated by the Center. These teams would, as appropriate based on the
derivatively declassify. sensitivity of the records, conduct joint declassification reviews of records

containing multiple agency equities that had been sent to the Center or were

still housed at particular agencies.

The Center also would be responsible for establishing and coordinating agency pilot
projects for records management and declassification review, especially those involv-
ing the use of new technologies. It could serve as a central government clearinghouse
for procurement of, specifications for, and use of new declassification and archival
storage and retrieval technologies. The Center would promote the coordinated use
and sharing among agencies of new technologies, ensure greater interoperability, avoid
the procurement of duplicative or proprietary systems, and employ new technologies
that respond to researcher demand in cost-effective ways.

Under this approach, agencies likely would need to devote fewer of their program
resources to declassification. An initial outlay of funds would be required for the
Center’s start-up costs and ongoing activities. However, this investment should pay
substantial dividends in future years, both in financial savings and with regard to the
larger opportunity costs discussed earlier in this report that lack of access to informa-
tion has generated in the past.

The Commission also believes that an important component of the Center would be a
permanent advisory panel to provide for regular public input and advice on agency
declassification priorities. This advisory panel could serve as a liaison both with other
historical advisory groups established by individual agencies and with the public as

well. Experience shows that advisory bodies created by statute and composed of
distinguished scholars, researchers, and other members of the public can help expedite
the release of records important to informed public debate on significant policy and
historical issues. The active participation of advisory bodies can also bring credibility
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to agency declassification activities, especially those that may be vulnerable to charges
that the agency is selectively declassifying only records that show it in a favorable

light. The Center could also perform a support and coordination role with agency
ombudsman offices, the establishment of which is discussed below.

Clarifying Protection of Sources and Methods Information

The Intelligence Community has made progress in the declassification of certain
sensitive sources and methods, such as some limited types of signals intelligence and
information about imagery (as well as the images themselves) collected from satellites.
A benefit of these efforts has been that such information should not need to be subject
to systematic or automatic declassification reviews or require FOIA requests for its
public release, thereby saving significant resources.

Underlying many sources and methods claims is the fact that the secret being pro-
tected is not the content of the information itself, but instead how it was obtained. Yet
the public and historians generally do not care how information was collected; they
want to know how it was used and what decisions it informed. The National Security
Act of 1947 requires that intelligence sources and methods are to be protected “from
unauthorized disclosure.” Over the years, this very general language has come to
serve as a broad rationale for declining to declassify a vast range of information about
the activities of intelligence agencies. Thus, sources and methods information is not
treated like other types of classified information. In practice, the sources and methods
rationale has become a vehicle for agencies to automatically keep information secret
without engaging in the type of harm analysis required by executive orders as a
prerequisite to keeping other kinds of information secret. The statutory requirement
that sources and methods be protected thus appears at times to have been applied not
in a thoughtful way but almost by rote.

Recommendation

The Commission recommends that the use of sources and method
as a basis for the continuing classification of intelligence information

be clarified through issuance of an Intelligence Community directive
by the Director of Central Intelligence, explaining the appropriate
scope of that protection.

Clarifying the scope of and reasons for sources and methods protection would not put
at risk information that is truly sensitive, but would remove the ability to apply this
rationale to withhold automatically all information that could be construed as relating in
any manner, however indirectly, to an intelligence source or method. This recommen-
dation would not in any way diminish the authority of the Director of Central Intelli-
gence to protect sources or methods. A directive could, for example, provide guid-
ance that analysis and information drawn from open sources should not routinely be
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included in the scope of that protection. Such a directive would be consistent with and
would preserve the intent of the National Security Act of 1947 that highly sensitive
information—for example, human intelligence—is not placed in jeopardy but continues
to get the protection it deserves.

Improving Records Management and Other Agency Practices to

Promote Public Access

To address the numerous problems described earlier in this chapter and to achieve the
goal of integrating good records management into agency operations, agencies should
make that goal a regular responsibility éoeryemployee, including senior manage-

ment and political appointees. Individual accountability could be enhanced through
means such as including this responsibility in the evaluation and promotion process.
Agencies should devote resources to comprehensive and up-to-date training for all
employees in their records management responsibilities. Cooperative working part-
nerships among agencies and the National Archives are integral to achieving the
effective records management programs necessary to ensure that the Government’s
declassification practices work well.

A significant element currently missing from the declassification activities of many
agencies is a vigorous, systematic declassification program. A program based on a
comprehensive plan with established deadlines and benchmarks to measure perfor-
mance would alleviate many of the problems discussed above. Other elements of a
successful program include adherence to duration limits for protection of classified
information (declassifying documents according to the date or event marked on a
document and no later) and the compilation of a regularly updated database of all
agency declassification guidance. Another key component is to prioritize records for
declassification, based on public input, according to record groups and not according to
topics. In the past, declassification by topic has been very costly, and it can skew
understanding of the context in which the records were created.

Recommendation

The Commission recommends that agencies better structure their

records management and systematic declassification programs to
maximize access to records that are likely to be the subject of
significant public interest.

Elements of this proposal should include:
* Complying with the dates or events for declassification, including through the use

of new technologies;
* Consolidating and regularly updating declassification guidance that is easily

71



Chapter Ill: Common Sense Declassification and Public Access

accessible to those authorized to declassify within the agency;

* Prioritizing declassification according to entire record groups selected through
active consultation with the public and outside scholars, and regularly informing the
public of systematic review results;

* Requiring all offices with any declassification-related activities to demonstrate that
they are operating in partnership with others in the agency involved in related
activities; and

* Establishing ombudsman offices in each agency that has original classification
authority or engages in declassifying records: these offices would intervene in and
resolve classification and declassification issues upon request, act as a conduit for
public concerns about access to records, and, where appropriate, refer issues to
the agency'’s Inspector General.

Creating ombudsman offices in every agency that is involved in classification and
declassification of information would promote more effective records management and
access policies. Some agencies, such as the CIA, already use such an office to broker
other types of complaints about internal agency action (in the CIA's case, to address
charges that analysis has been politicized). Although the Joint Security Commission
recommended the creation of an ombudsman function, it was seen only as applying to
the classification of information and did not include a role for that office regarding
declassification. Moreover, the JSC’s more limited ombudsman recommendation has
not been implemented to date.

As recommended here, the ombudsman office would be headed by a senior officer
whose full-time job would be to oversee the process of classification and
declassification and to deal with concerns about particular actions. This official would
also be empowered to intervene in disputes between agencies and FOIA requesters
before they escalate into expensive, time-consuming litigation. Thus, the ombudsman
office would work closely with all agency personnel involved in the life cycle of
information, including records managers, training officers, classifiers, declassifiers,
FOIA officers, and general counsel offices. The office would be required to submit to
the agency head regular reports on cases undertaken, activities observed, and the
status of agency cooperation and compliance with relevant statutes, executive orders,
and other directives.

Conclusion

Not all classified records should be released, but most eventually can be. As with the
previous chapter’'s recommendations to restructure classification policy, this chapter’s
recommendations are premised on making the declassification of government records
at the end of their life cycle a more focused, disciplined, cost-effective, and well-
managed process. Better management of declassification means that more resources
and attention can be devoted to protecting our nation’s core secrets.

Deregulating classified information at the end of its life cycle through appropriate
declassification, whether that occurs 5 days or 50 years after it is created, must be
based on a common sense understanding of the need to constantly strike a delicate
balance between secrecy and openness. Although resources to accomplish
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declassification are finite, these judicious calculations are nevertheless vital to a
vigorous democracy and to an accountable government. Finding the fulcrum of that
balance is critical to fostering both sounder security practices and greater public
confidence in government. These goals can be met through sensible, cost-effective
ways of keeping within the classification system all informationoblytthat

information, that truly needs protection.
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Air Force, The Roswell Report: Fact versus Fiction in the New Mexico Deseck no. 008-
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Pages to be
Pages 25 years old | reviewed for
and older subject to | declassification
Executive Order (excluding Pages declassified a
Agencies 12958 exemptions) of January 1997
CIA 165,900,000 59,300,00p 19,600
) unknown after|
Defense, Office of 30,235,000 21,450,00D 476,104 pages
the Secretary .
reviewed
-Army 270,000,000 samp D
-Air Force 176,495,00( sanje 7,503,7B1
21,005,000 (no
-DIA including 201,000 unavailable] unavailablg
cans of aerial film
-Navy 500,000,00d unknowh 33,120,000
Energy 230,000,004 132,000,000 1,600,J00
JCS 4,675,624 same 570,000
NRO 6,500,000 1,300,00p D
NSA 129,300,000 53,300,040 1,900,0p0
State 45,000,000 unavailabje 12,500,doo
TOTAL 1,579,110,625 718,520,629 57,213,331
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20 National Classification Management Society, “Virtual Interview With The Director, Informa-
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Within the Department of Defené@/ashington, D.C.: Department of Defense, May 1985),
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Printing Office, November 1990), 26-27.
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