COMBATING THE SEXUAL EXPLOITATION OF
CHILDREN

HEARING

BEFORE THE

COMMISSION ON SECURITY AND
COOPERATION IN EUROPE

ONE HUNDRED NINTH CONGRESS

SECOND SESSION

SEPTEMBER 27, 2006

Printed for the use of the
Commission on Security and Cooperation in Europe

[CSCE 109-2-1]

&R

Available via http://www.csce.gov

U.S. GOVERNMENT PRINTING OFFICE
37-394 PDF WASHINGTON : 2007

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2250 Mail: Stop SSOP, Washington, DC 20402-0001

AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO



COMMISSION ON SECURITY AND COOPERATION IN EUROPE
LEGISLATIVE BRANCH COMMISSIONERS

HOUSE SENATE
CHRISTOPHER H. SMITH, New Jersey, SAM BROWNBACK, Kansas,
Co-Chairman Chairman
FRANK R. WOLF, Virginia GORDON SMITH, Oregon
JOSEPH R. PITTS, Pennsylvania SAXBY CHAMBLISS, Georgia
ROBERT B. ADERHOLT, Alabama RICHARD BURR, North Carolina
MIKE PENCE, Indiana DAVID VITTER, Louisiana
BENJAMIN L. CARDIN, Maryland CHRISTOPHER J. DODD, Connecticut
LOUISE McINTOSH SLAUGHTER, RUSSELL D. FEINGOLD, Wisconsin
New York HILLARY RODHAM CLINTON, New York
ALCEE L. HASTINGS, Florida VACANT

MIKE McINTYRE, North Carolina

EXECUTIVE BRANCH COMMISSIONERS

VACANT, Department of State
VACANT, Department of Defense
VACANT, Department of Commerce

(1)



COMBATING THE SEXUAL EXPLOITATION OF

CHILDREN

SEPTEMBER 27, 2006

COMMISSIONERS

Hon. Christopher H. Smith, Co-Chairman, Commission on
Security and Cooperation in Europe ..........ccccoeeeevvvivveneenennnn.
Hon. Joseph R. Pitts, Commissioner, Commission on Security
and Cooperation in Europe ........ccccoovvvveeeeiiiiiiiiiiiiiiirieeeeeeeee,

PARTICIPANTS

James Plitt, Unit Chief, Cyber Crimes Center, Immigration
and Customs Enforcement (ICE) ....coovvueiiimeeeiiieieeeeeeeeeeenn.
James E. Finch, Assistant Director, Cyber Division, Federal
Bureau of Investigation .........ccccccoveeieeeiieieieciie e
Linda Smith, Founder and Executive Director, Shared Hope
International .........cccoccvviiiiiiiiiiiieee e
Carol Smolenski, Executive Director, ECPAT-USA ................
Mohamed Mattar, Executive Director, The Protection
Project, Johns Hopkins School for Advanced International
SEUAIES .oviiiieiiiiieieeiieee et e e e e e e e tre e e e e aareeeeas
Ernie Allen, President and Chief Executive Officer, National
Center for Missing and Exploited Children ..............c...........

APPENDICES

Prepared statement of Hon. Sam Brownback, Chairman,

Commission on Cooperation and Security in Europe ...........
Prepared statement of Hon. Joseph R. Pitts ..........cccccvveeennnnen.
Prepared statement of James Plitt ...........ccccooeiiiiiiiinnnnnnn,
Prepared statement of Mohamed Mattar ............ccccceeeeeeennnnnns
Prepared statement of Ernie Allen .........ccccccoeeeeviiiiiicineecennnen.
Report from the U.S. Mid-Term Review on the Commercial

Sexual Exploitation of Children in America ...........cccceee......

(1In)

Page

1
6

20
24

27
29

37
38
40
43
53

59






COMBATING THE SEXUAL EXPLOITATION OF
CHILDREN

September 27, 2006

COMMISSION ON SECURITY AND COOPERATION IN EUROPE
WASHINGTON, DC

The hearing was held at 2:03 p.m. in room 2200 Rayburn House
Office Building, Washington, DC, Hon. Christopher Smith, Co-
Chairman, presiding.

Commissioners present: Hon. Christopher H. Smith, Co-Chair-
man, Commission on Security and Cooperation in Europe; Hon. Jo-
seph R. Pitts, Commissioner, Commission on Security and Coopera-
tion in Europe; and Hon. Mike McIntyre, Commissioner, Commis-
sion on Security and Cooperation in Europe.

Panalists present: James Plitt, Unit Chief, Cyber Crimes Center,
Immigration and Customs Enforcement (ICE); James E. Finch, As-
sistant Director, Cyber Division, Federal Bureau of Investigation;
Linda Smith, Founder and Executive Director, Shared Hope Inter-
national; Carol Smolenski, Executive Director, ECPAT-USA;
Mohamed Mattar, Executive Director, The Protection Project,
Johns Hopkins School for Advanced International Studies; and
Ernie Allen, President and Chief Executive Officer, National Cen-
ter for Missing and Exploited Children.

HON. CHRISTOPHER H. SMITH, CO-CHAIRMAN, COMMISSION
ON SECURITY AND COOPERATION IN EUROPE

Mr. SMITH. The Commission will come to order.

First of all, let me welcome all of you to this hearing of the Com-
mission on Security and Cooperation in Europe. Collectively, we
are very concerned over the proliferation of child pornography and
a perpetuation of other crimes against children through trafficking,
prostitution and sex tourism.

Each year, as we know, thousands of American kids are victim-
ized through pornography, many subjected to violence in the proc-
ess. The shocking reality is that often the perpetrators and pur-
veyors of these crimes are parents, relatives, or acquaintances of
the victim.

According to experts, at least half of those victimized are boys.
The emotional, physical and psychological toll on our youth caused
by these crimes is overwhelming. It is known that the heavy toll
contributes to the measurable rise in depression and suicide.

While more research is needed into the various facets of sexual
exploitation of children, there are strong indicators that those cap-
tivated by pornography are more likely to become predators and
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purveyors themselves, further feeding the cycle. As with other ad-
dictive behaviors, these individuals are often driven into more ex-
treme acts of preying on younger victims or employing violence.

Organized crime, including gangs, also appears to be venturing
further into the lucrative trade in children. As a result, global
criminal networks are springing up, further complicating efforts to
prosecute those responsible for these horrendous crimes against
children.

The anti-trafficking efforts that we’'ve undertaken, especially in
this Commission—I would note parenthetically that we began the
effort to combat trafficking in persons in the latter part of the
1990s, when it became very apparent, with the breakup of the So-
viet Union, that many of the former KGB-types and others were
going in the business of buying and selling individuals, mostly
women.

That led to the introduction of the Trafficking Victims Protection
Act in the late 1990s. And after a 2-year struggle, we were able to
secure passage of that landmark, historic legislation that empha-
sized prevention, prosecution, and protection, protection of the
women, obviously, prosecution of those who commit these heinous
crimes, and prevention, so that many could be spared the agony of
human trafficking.

The anti-trafficking efforts have convinced me that combating
sexual exploitation of children in all of its forms requires even
more comprehensive laws, as well as effective partnerships be-
tween local, and State, and Federal law enforcement, and the non-
governmental communities at all levels, and that includes inter-
national.

Earlier this year, I'm happy to note, Mr. Pitts sponsored a resolu-
tion at the OSCE Parliamentary Assembly’s Annual Session, held
in Brussels, to encourage other participating States, 56 countries in
all, to strengthen their laws relating to sexual exploitation of chil-
dren as a means of facilitating investigation and prosecution of
these crimes, and the essential international cooperation between
law enforcement agencies.

I appreciate very much Commissioner Pitts’ diligence in securing
approval for this proposal. Now that we have the support at the
parliamentary level, I look forward to further action on this initia-
tive at the meeting of the OSCE Ministerial Council, scheduled for
early December. I would point out that the United States is work-
ing very closely with Belgium and France, in the lead up to the
Ministerial, on a comprehensive package to combat these forms of
exploitation.

This work would not have been possible without the vital con-
tribution of the International Center for Missing and Exploited
Children.

I also want to thank the consortium of NGOs, headed by Shared
Hope International, ECPAT-USA, and the Protection Project, for
their work on the report for the U.S. mid-term review on the com-
mercial sexual exploitation of children in America being released at
this hearing. Their report takes an in-depth look at the essential
aspects of prevention, prosecution and protection absolutely nec-
essary to effectively combat the sexual exploitation of children and
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care for the victims. This report takes stock of our efforts to date
and offers important recommendations to build on this work.

Exactly 20 years ago, the U.S. Attorney General, Ed Meese, re-
leased the final report of the Commission on Pornography. That
landmark report drew the inextricable link to abuse and stressed
that, and I quote, “child pornography must be considered as sub-
stantially inseparable from the problem of sexual abuse of chil-
dren.”

A number of us worked very hard to establish that Commission,
I would point out parenthetically. Frank Wolf and I originally rec-
ommended what became known as the Meese Commission, while
William French Smith was still the attorney general.

The idea was picked up by the Reagan administration, and then
a commission was formed 18 months later, after a group of very
eminent experts, including Dr. Dobson, Henry Hudson, the U.S. at-
torney for the Arlington area, and many others, made their con-
tributions and found, to everyone’s shock and dismay, that pornog-
raphy in this country and elsewhere was a multibillion-dollar in-
dustry with all kinds of links to organized crime the scope of which
had heretofore been underappreciated and under-recognized.

I would also point out that the legislation that was recommended
was offered on the Senate side by then-Senator Strom Thurmond.
I offered it on the House side. It became law in a crime bill, and
the result is that we had, for the first time, a comprehensive effort
to combat this terrible scourge of obscenity, including child pornog-
raphy.

I would note also in the audience today is Pat Truman. Pat Tru-
man headed up the strike unit for the administration then, the
Bush administration, which was shutting down child pornog-
raphers and other obscenity purveyors until that office was dis-
banded at the beginning of the Clinton administration. But I do
want to note Pat’s extraordinary efforts.

Pat, if you are here—I saw you when I came in—there he is back
there. And I want to thank you for that effort. You were really
walking point for many, many months and years to put these peo-
ple behind bars.

Finally, just let me say that what was then considered a cottage
industry has now exploded, as we all now know, into a multi-
national, multibillion-dollar enterprise, with potential outlets in
every home and office connected to the Internet. The roots and
scope of this problem are immense, literally surrounding us as if
we take time to notice.

Right here on the streets of Washington, 3,000 kids a year are
arrested for prostitution, and those are surely but the tip of the ice-
berg. At the time of the Meese report two decades ago, it was esti-
mated at 30,000 sexually exploited children had been identified in
the Los Angeles area alone. The enormity of this problem requires
an effort that’s commensurate to the problem; otherwise, the cycle
of abuse will only continue to build.

I look forward to hearing from our law enforcement experts and
professionals who are dedicated to fighting this scourge, I welcome
them and am looking forward to their comments this afternoon. I
am pleased to introduce our panelists.
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The first will be James E. Finch, Assistant Director, FBI Cyber
Division. Mr. Finch has served as a special agent in the Indianap-
olis, Cleveland, Houston, and Knoxville divisions, as well as two as-
signment tours at FBI headquarters. On November 25, 2004, Dr.
Mueller selected Inspector Finch to be a special agent in charge of
the Milwaukee field office. On May 5, 2006, Mr. Finch was des-
ignated Assistant Director of the Cyber Division.

Next, we will hear from James Plitt, the Unit Chief of the Cyber
Crimes Center of the Immigration and Customs Enforcement, a po-
sition he was appointed to in August 2004. He is now responsible
for the organizational and operational management of ICE’s tech-
nical and investigative cyber services center’s four subsections, in-
cluding child exploitation investigations. Mr. Plitt began his career
with the CIA, as an intelligent analyst of Eastern European
science. Prior to assuming his present office at ICE, he served as
field supervisor of the Washington, DC, field office’s financial
group.

Mr. Finch, if you could begin your testimony.

JAMES E. FINCH, ASSISTANT DIRECTOR, CYBER DIVISION,
FEDERAL BUREAU OF INVESTIGATION

Mr. FINCH. Thank you, Representative Smith, and distinguished
member of the Commission. On behalf of the FBI, I would like to
thank you for this opportunity to address the FBI’s role in com-
bating the sexual exploitation of children through the use of the
Internet.

Specifically, I would like to explain to the Commission how the
FBI manages the Innocent Images National Initiative on a national
and an international level. Over the past 10 years, the Innocent
Images program has grown exponentially. Between fiscal years
1996 and 2005, there has been a 2,050 percent increase in cases
opened. During this 10-year period, the program has recorded over
15,556 investigations opened, 4,784 criminals being charged, 6,145
subjects being arrested, located, or summoned to a court of law,
and 4,822 convictions obtained.

In response to the launch of Project Safe Childhood, the FBI has
initiated four new undercover investigations targeting Innocent Im-
ages matters. Additionally, we are working more closely than ever
with our State, local, and Federal law enforcement partners. The
FBI's Innocent Images unit is responsible for the creation and im-
plementation of national and international initiatives targeting
those who use the Internet to sexually exploit defenseless children.

The unit, housed in Calverton, MD, also has a sizable contingent
of FBI employees assigned to the National Center for Missing and
Exploited Children. The FBI works very closely with the center on
all child exploitation matters. The Innocent Images unit serves as
a central location for addressing major cases, such as sexual exploi-
tation of children through pornographic Web sites, distributing in-
vestigative leads to our field divisions, and our 57 legal attaché of-
fices abroad, and managing the FBI’s national program.

Its responsibilities include developing and publishing policy,
managing program funds, certifying undercover operations, and the
training of FBI employees’ State, local, and international partners.
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At this time, the FBI has more than 4,000 active child sexual ex-
ploitation investigations.

Because of the magnitude of the crime problem, our primary
focus is on complex investigations targeting organized criminal
groups involved in commercial child sexual abuse Web sites. These
investigations almost always span multiple jurisdictions and usu-
ally extend beyond the borders of the United States.

The FBI has taken the unique step of creating a task force com-
posed of FBI agents and international investigators that allows
each participating country to more efficiently address the crime
problem. Investigators from various countries are assigned to the
task force in 6-month rotations and work with their FBI counter-
parts in an FBI facility just a few miles north of here.

To date, we have 18 countries and Europol that have partici-
pated. Currently, there are officers from New Zealand, Australia,
Sweden, Ukraine, and the Philippines assigned to the task force.
Additionally, in a few, short weeks, officers from the Royal Cana-
dian Mounted Police, Indonesia, and Cyprus will join the task force
team.

I would like to add that the Department of Justice’s Child Ex-
ploitation and Obscenity section provides prosecutorial support for
this initiative and every national and international initiative man-
aged by the Innocent Images unit.

Other areas of child sexual exploitation where the FBI makes a
major impact includes the investigation of financiers of illegal Web
sites and individuals or groups who engaged in the production of
child sexual abuse images, investigation of sexual predators that
travel from one jurisdiction to another for the purpose of engaging
in sex with minors, and, finally, we target persons with large col-
lections of child sexual abuse images.

The FBI has to prioritize not only who must be targeted in an
investigation, but also what investigative tools must be utilized to
put the most egregious sexual offenders behind bars. Online abuse
and exploitation is both ugly and widespread.

To meet this challenge, the attorney general’s Project Safe Child-
hood initiative seeks to marshal all available resources, including
the Federal Bureau of Investigation, Immigration and Customs En-
forcement and the United States Postal Inspection Service, state
and local law enforcement, and nongovernmental organizations,
such as the National Center for Missing and Exploited Children.
This collaborative effort will make national investigations increas-
ing effective and help ensure the leads generated from these inves-
tigations will be successfully investigated and prosecuted.

My comments today are intended to reassure the Commission
and the American people that the FBI takes this matter very seri-
ously and is aggressively pursuing those who exploit our children.
In closing, the FBI looks forward to working with other law en-
forcement agencies, private industry, and the Department of Jus-
tice in continuing to combat this very serious crime. Protection of
our children requires the combined efforts of all members of soci-
ety.

I would like to express my appreciation to the Commission for
addressing this very serious issue and thank Representative Smith,
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Mr. Pitts, the Commission for the privilege of appearing before you
today. I look forward to answering any and all of your questions.
Thank you very much.
Mr. SMITH. Mr. Finch, thank you so very much.
We'’ve been joined by Commissioner Pitts.
Do you have any comments?

HON. JOSEPH R. PITTS, COMMISSIONER, COMMISSION ON
SECURITY AND COOPERATION IN EUROPE

Mr. PrrTs. Well, briefly, if you don’t mind, Mr. Chairman.

First of all, I want to thank you for the privilege of leading the
U.S. delegation to the OSCE Parliamentary Assembly in Brussels.
At the Brussels meeting, I was able to advance the initiative pro-
posed by Chairman Smith, aimed at combating the insidious prob-
lem of child pornography.

And I'm pleased to report that the resolution was unanimously
adopted by the parliamentarians from 56 countries. The issue of
the sexual exploitation of children was also raised with the OSCE
chairman in office, the Belgian Foreign Minister. While in Brussels
I participated in a special session in the interparliamentary assem-
bly that focused on the issue of today’s hearing. I'm really pleased
to say the parliamentarians from the other OSCE countries that I
spoke with share our concern, and I look forward to their continued
support and cooperation at the OSCE ministerial.

And we had a very effective event there with one of our wit-
nesses today, Ernie Allen.

I want to thank you for what you’re doing on this important
issue and for your leadership and for this important hearing, pro-
tecting children around the world. So thank you, Mr. Chairman.

Mr. SmiTH. Thank you.

Mr. Plitt?

JAMES PLITT, UNIT CHIEF, CYBER CRIMES CENTER,
IMMIGRATION AND CUSTOMS ENFORCEMENT (ICE)

Mr. PLITT. Yes, thank you, Co-Chairman Smith, Mr. Pitts, others
on the Commission.

I appreciate the opportunity to present an understanding of
ICE’s authorities and responsibilities, with respect to investigating
U.S. transport or child sexual exploitation crimes. With your per-
mission, I submit my written testimony, of course——

Mr. SMITH. Without objection, so ordered.

Mr. PLITT [continuing]. Which describes ICE’s Operation Pred-
ator program. Today, though, I'd like to take just a moment to
briefly touch on the law enforcement approach to this issue of child
exploitation and ICE’s role in that model.

The issue of child exploitation is enormous and multidimen-
sional. Furthermore, any potential solution to this issue must be
multidimensional, as well, with aspects ranging from law enforce-
m?nt to social outreach, from diplomatic programs to family coun-
seling.

Within the Federal law enforcement environment, a model is nat-
urally evolving based on functional specialization and organiza-
tional integration. No one law enforcement agency at any level of
government can effectively provide every investigative or policing



7

function to address child exploitation. And with law enforcement
resources spread so thin among many different serious types of
crimes, functional specialization seems to be developing because
that appears to be the most efficient and effective way to protect
and rescue the greatest number of child victims.

With [inaudibile] specialization, the men and women of ICE are
honored to serve as the Nation’s principal Federal criminal inves-
tigators for child exploitation and the related financial crimes that
cross our borders. This focus flows directly from ICE’s Customs and
Immigration investigative and enforcement authorities, which
serves as the foundation for Operation Predator, which was pre-
sented in the written testimony.

Law enforcement agencies throughout the United States and
around the world allow ICE [inaudibile] to contact us with inves-
tigative leads to combat global commercial child exploitation Web
sites; international pedophile rings that use media from Internet-
relayed chat to peer-to-peer technologies; child sex offenders, also
known as child sex tourism; non-U.S. citizen child exploitation
criminals in the United States; and the international trafficking of
children for sexual purposes.

In return, ICE relies on and thanks its Federal partners that
focus on the other areas of child exploitation investigations, the
U.S. Postal Inspection Service that monitors the U.S. mail systems
and courier services, U.S. marshal services that enforce new stat-
utes for unregistered sex offenders, and the Federal Bureau of In-
vestigation that is responsible for interstate and national-level sex-
ual exploitation matters.

Along with this increasing trend toward specialization, organiza-
tional integration is occurring between law enforcement agencies.
For example, while the federal law enforcement agencies work to-
gether to focus on national and international organizational con-
spiracies, the State and local law enforcement agencies focus more
on the physical crime, arrested the majority of child abusers and
saving the majority of children.

Those specializations are integrated in many ways, including in
the Internet Crimes against Children task forces, where various
Federal agencies participate to support local agency projects and
initiatives. This integration is crucial, because it maximizes every
organization’s strengths and fosters the cooperation and teamwork
between all us that is essential to cover this enormous area of
criminal activity.

Further integration occurs as law enforcement builds or is incor-
porated into projects or partnerships with many other organiza-
tions working the sexual exploitation issues. ICE would like to take
this opportunity to thank the many prosecutors, companies, and
nongovernmental organizations that assist ICE daily in our child
exploitation investigations.

The investigator-prosecutor relationship is what makes convic-
tions and seizures out of investigative leads and evidence. The abil-
ity to obtain exigent legal process is often vital in the investigation
of Internet crimes against children. The Child Exploitation and Ob-
scenity section of the Department of Justice is an invaluable team
member, and facilitates these exigent processes, and supports ICE
with countless other prosecutorial services.
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The security and management staffs of companies, whether from
the Internet or financial service industries, rapidly respond to
ICE’s authorized request for investigative information and, in doing
so, demonstrate a true desire to help that goes beyond the organi-
zational concept of corporate social responsibility. NGOs, such as
the National Center for Missing and Exploited Children, perform
vital social and coordination services that allow ICE to focus more
resources on its primary area of responsibility: investigations.

The Financial Coalition against Child Pornography is one exam-
ple of an NGO initiative that integrates ICE into the various
projects, including the financial industry.

In conclusion, on behalf of the men and women of ICE, I wish
to express our gratitude to the Commission for its hearing into this
important issue. In this area, we face a massive amount of criminal
activity. Collectively, we need to understand the challenge we face,
and we need to wunderstand the trends, techniques and
vulnerabilities of those engaged in international criminal business
enterprises.

And Congress has a role in ensuring that law enforcement has
the tools that it needs to continue to specialize and integrate, to
keep pace with the criminals that seek to hide within the cutting
edge of the Internet and computer technologies.

I thank you again for inviting me and stand by for your ques-
tions.

Mr. SMITH. Thank you very much for your testimony.

Let me just begin. In the mid-term review report, mention is
made that, as of May ’06, the Innocent Lost Initiative has identi-
fied over 300 victims, made 547 arrests, with 105 indictments and
80 convictions. And it’s hard to put that into context as to the uni-
verse of the problem, so my first question would be your view as
to whether or not there are sufficient resources dedicated to this,
enough agents, people tracking down, working to investigate,
enough prosecutors, particularly U.S. attorneys, who have suffi-
cient interest in this issue to undertake it.

And I would just note parenthetically—and I did introduce Pat
Truman earlier—we went, in my opinion—and you might want to
comment on this—through eight years of non-enforcement. That’s
not a political dig or a partisan dig. There are many people on both
sides of the aisle who felt that during the Clinton administration
there was non-enforcement of the legislation I mentioned earlier.
And I know, because I worked on that.

You know, the Meese Commission recommendations, especially
the idea that, you know, the interstate hurdle was overcome so
that, if it was produced in California, you didn’t have to see it
going physically across state lines to prosecute was a major step
forward. We tried to write it in a way that was similar to the way
as is done with drugs.

I would also note that Paul McNulty, now working, I believe, as
No. 2 at the Department of Justice, he was instrumental in work-
ing on that. And Bill McCollum, who was then the ranking member
on the Crime Subcommittee, Dan Lungren, who was there, went to
be State attorney general in California. Now he’s back.

So a number of people worked on this who are still here. But we
went through 8 years of non-enforcement. “Frontline,” the PBS doc-
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umentary show, did a 2-hour special on the fact that there was
non-enforcement. And one interviewer said there was an engraved
invitation during those years, especially to child pornographers, to
do as they will, because there was such a lack of prosecutorial in-
terest in going after these people.

So 8 years of non-enforcement. Then we had 9/11 and potentially
a focus during the Bush administration that was on terrorism, and
perhaps not on this kind of issue.

So where are we? I know Attorney General Gonzales at his con-
firmation hearings made it very clear this issue was a high pri-
ority. Do we have enough people? And if you could tell us candidly,
if you think you need more resources, notwithstanding OMB objec-
tions, in order to combat this scourge?

So please

Mr. PLITT. Sure. If we had triple the investigative resources, we
would still have investigative leads untouched. In 1992, ICE, then
U.S. Customs Service, worked one of its first child exploitation
cases, and it involved the passing of images through bulletin
boards across international borders. We worked cases through 97,
and the technology upgraded to Internet relay chats, and now into
Web sites, and servers, and the technology is just changing and
changing.

There is a requirement for us to also, in addition to investigating
these crimes, to keep up with the research and development compo-
nent so that we’re with the technology. And one way we do that
is by working with industry. Industry is the backbone of the Inter-
net. They deal with people that own the routers, and their servers,
and assets, and they know what technology is coming down the
line. So it’s key for us to do that, but that takes resources, as well.

So, again, there are more than enough leads out there, and not
just in the possession or distribution, but also in the financial as-
pect of this. As I testified last week in this building, as well, the
financial methods that are developing through the Internet are
availing the criminals of quite a few methods, new methods, new
techniques, ways to hide. And, again, we must keep up with those,
as well.

So although we tend to focus, with respect to the Internet, on im-
ages or distribution, we also have to take and consider [inaudibile]
the money aspects of this and the way that the Internet plays
there. So we do need resources.

Mr. SMITH. If you could, the number that are currently deployed,
number of FBI agents and the like?

Mr. PLiTT. For ICE, it’s approximately 140. Backing that up, of
course, are the various computer forensics agents, who work not
only this type of Internet crime, but others as well, approximately
150 of those.

Mr. FINCH. We have 127 funded staffing level. However, the
number of bodies we're averaging per year, 250. So we are actually
dedicating more agents to this than we have been allotted funded
staffing level.

Mr. SMITH. And would you agree that more resources would
mean more prosecutions?

Mr. FINCH. We could use as many resources

Mr. SMITH. As how large the problem?
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Mr. FINCH [continuing]. As are available to us. We have yet to
find any of our agents short of work, with the proliferation of the
Internet, the online services. The fact that it only costs a couple of
hundred dollars to run a child sexual exploitation Web site, maybe
including $35, $40 to register a domain, you can run a Web site.
And the revenue generated from that—it’s an easy business to get
into, unfortunately.

And so we will see continued growth with the social networks,
the online services, which is why we are continually receiving offi-
cers from overseas, because the problem is not only here. It’s all
over the world, and we are getting the brunt of it.

Mr. SMITH. Let me ask you—and Mr. Plitt, this was sparked by
your comment about, you know, the routers—I chaired a hearing
and had a comprehensive bill called the Global Online Freedom
Act, which we’ve reported out of subcommittee, which is targeted
at Internet-restricting countries, like China, Belarus, Ethiopia,
Vietnam, where the technology is being used to find and catch the
men and women who are promoting democracy and religious free-
dom in those countries, especially in China, where they have about
35,000 cyber police trying to catch the best and the bravest of
China who want only to live in freedom.

What we found at the hearing was that Cisco especially has a po-
lice net program that they have now enabled the PRC to use,
where they have literally shut down dissent, and stifled dissent,
and helped to incarcerate people. So my question is, the technology
is there to filter for the negative, for the evil, in this case to work
against human rights. Have you found any sense of cooperation
among the big Internet giants, like Microsoft, Cisco, Yahoo, for ex-
ample, or others, to work with you to go after these child preda-
tors?

I mean, it seems to me that, if Google can provide a Google.cn,
as it’s known in China, which, if you type in “Tiananmen Square,”
you get wonderful pictures on their search engine of smiling people,
including U.S. officials who have visited Tiananmen Square, but if
you go on Google the one that we all have access to here in the
States, what do you get? You get pictures of tanks and people being
bayoneted and the like.

So that, you know, when they want to, they can certainly restrict
certain types of content. And certainly obscenity is not protected
content, and child pornography is in a league of its own. Have you
found a sense of willingness on the part of these Internet giants to
work with you, Cisco on the routers, Google on what it is that they,
you know, will send you to?

Mr. PLITT. Yes, we have. And it appears to be, in their case, a
balance between the resources they have available to police their
own networks. But we have not had any request refused for assist-
ance, be it in terms of information, in accordance with investiga-
tion, or in description of the technology used, working behind the
scenes, which would allow us information as to how the criminals
are working. So we haven’t had difficulties there.

Mr. SMITH. So that’s on individual cases, but on that broad in-
quiry that was made to Google, has that been reversed?

Mr. PLITT. I don’t believe it has.

Mr. SmITH. There they were obstructing?
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Mr. PLITT. That’s correct. I'm talking about individual investiga-
tions.

Mr. SMITH. Individual cases. Do you see a place where we might
gartn;:r with their technological prowess to shut these people

own?

Mr. FINcH. Well, I echo his comments, and I mention this only
because you mentioned Microsoft. I was just out in Redmond yes-
terday, presenting awards to people at Microsoft for their coopera-
tion, and I mentioned to them that we would be back to them in
areas like computer intrusion, but as well as sexual exploitation of
children. And the response to me was, “And we're here to serve.”

And I believe that, based on the relationship we’re having with
the Internet service providers, as well as the, you know, content
providers, I have not hit any brick walls, my people haven’t, when
it comes to cooperation there. This is a despicable crime, and no
one wants to be on the wrong side of this issue, as far as I know.

Mr. SmiTH. That’s encouraging. Other members are here, but I'll
just restrict myself to one or two more questions.

The whole issue of predators trying to enter the United States,
Megan Kanka, the young girl who was brutally slain that—a law
on, you know, identifying sexual predators once they are let out of
prison is named after here, as you know so well, Megan’s Law.
She’s from my hometown of Hamilton Township.

Do you see any place or any cooperation with the Department of
State, with other foreign law enforcement agencies, to identify their
own sexual predators who often—you know, the rate of re-commit-
ting these crimes is horrifically high—so that we don’t inadvert-
ently allow them to come to the United States where they can con-
tinue their pedophilic or other crimes?

Mr. PLITT. Yes, we do. In working with our partners at Customs
and Border Protection, we’re looking for ways to prevent the wrong
people from coming into the United States on visa or through other
systems.

And countries across the world are concerned not only about
their own citizens who may be registered sex offenders in their own
countries coming into the United States, but are also worried about
the other direction, which is Americans going overseas for child sex
tourism.

So, if you will, to put it this way, we have a chip in that game
which allows us some freedom of information flow between those
countries, but that is one area that we would recommend the Hill
look at as ways to improve international information. For one ex-
ample of that, some countries have very strict laws on privacy,
which don’t allow, unfortunately, the information to be shared. And
we’ve run into a couple of situations, perhaps, we have, as well.

Mr. SMITH. If you have any ideas for legislation on that, we’d cer-
tainly appreciate it. I had a conversation with a visiting delegation
from Thailand, and they were very concerned about both ways, you
know, that people going to Thailand, as well as people coming from
Thailand to here. And so they were looking for ways to cooperate.

And they were intrigued by the Megan’s Law concept. And we
had found on the Commission a great deal of reluctance on the part
of European countries to adopt Megan’s Law-type statutes. And do
you find that, as well? How do you know that a man or a woman
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is a predator if they don’t keep a database that is readily assess-
able?

Mr. PLITT. Right, we do see that. We also see situations where,
as with all Internet-based investigations, the two enemies are data
volume and time. And with respect to this issue, it seems to be
more of a time matter, where an individual in one country may be
improperly Internet relay chatting with a child in the United
States, or vice versa, and that oftentimes results in a meeting.

That information about that chat needs to be passed very, very
quickly, and we’re looking for methods—we have one method in
place now, but we’re looking for other methods to make that hap-
pen, sir.

Mr. SMITH. Are there any legal tools you need?

Mr. FINCH. One of the methods we have found to be successful
is just the—our international task force, with the officers from
these countries, working here alongside our agents in Calverton,
when there is a situation that exists online, it’s easier for that offi-
cer—and we happen to have that country working next to us, it’s
easier for them to coordinate with their country real-time and ad-
dress this matter, which is why we continue to bring additional
country representatives here to work on the task force.

Because until a lot of the countries’ laws rise to the level of our
laws, where it comes to child exploitation, we have to look at just
cooperation, law enforcement-to-law enforcement. In terms of legis-
lation, I'm going to leave that to the Department of Justice to come
up with, but we certainly convey our stumbling blocks or our obsta-
cles to them so that, hopefully, they can remove these obstacles for
us.
Mr. PLITT. And if could add one stumbling block that we have
seen, at least in the past, is that, as the United States would pro-
vide investigative leads overseas, the countries would label those
leads as coming from the United States, which is why we’ve adopt-
ed a method whereby we participate on a task force that doesn’t
necessarily recognize the country.

So it becomes a lead of a child in danger in a particular country
and/or a pedophile in another country and which may endanger
other children, the way we do that is by passing the information
very quickly through the Internet. So we've gone that method,
which seems to have addressed our speed issues, which, of course,
is the Virtual Global Task Force.

Mr. SMITH. Mr. Pitts?

Mr. PirTs. Thank you, Mr. Chairman.

Mr. Finch, in your testimony, you mention those who finance
these pornographic Web sites. I guess both of you mentioned that.
What groups are bankrolling these operations? Are there indica-
tions, given the lucrative nature of these enterprises, that any ter-
rorist groups are involved?

Mr. FincH. Well, financing or bankrolling these operations, it’s
not an expensive venture to start a pornographic Web site, a couple
of hundred dollars a month for the service, maybe $35 to $75 to
register a domain. And at that point, you’re in business. And now
all you have to do is upload images.
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It’s not an expensive business to operate. We have not found any,
to my knowledge, terrorist groups behind any of the pornographic
Web sites, but certainly organized crime, very organized.

Mr. PrrTs. You want to add something?

Mr. PLITT. Yes. We're also finding that this crime, the money, the
proceeds generated from this crime, become the seed capital for
other crimes. To many of these groups, they’re not necessarily con-
cerned today about the child exploitation issue. It’s just a way to
make money. So the next week they might be involved in intellec-
tual property rights violations, they might be involved in traf-
ficking of individuals. But because of the potentially high volume
of money that can be made from these, they're getting into that
business.

Mr. PirTs. How adept are these child pornographers at moving
around their operations to avoid detection by law enforcement? Ob-
viously, time is of the essence when you're pursuing online pornog-
raphers. Typically, how long do you have to get them? What’s your
window of opportunity in this or need for more resources in the
area of forensic analysis?

Mr. PLITT. Yes, there definitely is a need for resources, not only
on the investigative side, but on the cyber technical services or fo-
rensic side.

They are very, very adept at moving back and forth and playing
within the system, not only with respect to moving Web sites. And
in typical commercial operations, there’re quite a few different
types. There're advertising sites, and there’re content sites, there’re
billing sites, moving all of those—not just the sites, but also the
money associated with it. Once that money is collected in proceeds,
it can move very, very quickly through the Internet. So you have
the back end of that problem, as well.

Mr. PrrTs. Somebody mentioned the use of chat rooms. We've
had increasing concerns about those and Web sites popular with
kids that are used by the predators. From your experience, how big
of a problem are these sites? And are the organizers of these sites
cooperating with efforts to protect young users?

Mr. PLITT. Yes, our estimate would be that almost 30 percent of
this problem deals with Web sites, be they commercial or other-
wise. The other 70 percent are other methods, be it private
Fservers, be it IRC, Internet relay chat, even bulletin boards, even
older methods.

The ability to get into those is even easier. It’s quicker. So there’s
a significant amount of traffic. Even though we’re perhaps focused
today on the Web sites, we must pay attention to those other mech-
anisms, as well.

Mr. PitTs. Now, I know your focus is on the crime, but how
about victims? Do you work with NGOs, private organizations,
partner with them for appropriate care for the victims?

Mr. PLITT. Yes, we do. And at ICE, we prefer to focus on the in-
vestigative component of that. The State and locals are really the
masters at abuse and victim matters. For instance, if we believe,
as we execute a search warrant for, say, possession or distribution
of child pornography, that there might be a child in the house, it
is an absolute necessity to bring the State and locals on so they can
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t?ke, at least temporarily, custody of that child and help that child
along.

In addition to that, we rely on the NGOs for their counseling
services and for their interface with the public, which is not only
general outreach, but also deep education, as well.

Mr. PrrTs. Mr. Finch, I’'m told you had something you wanted to
comment on other questions?

Mr. FiNcH. Well, I was just going to respond to each of your
questions.

Mr. PITTS. Yes.

Mr. FINCH. Regarding how adept they are at hiding their loca-
tions, they’ve very adept at hiding their true identity and their lo-
cations. They generally park their Web sites on multiple servers
around the world, so that, when one server is discovered, they sim-
ple redirect their traffic to another customer or to another server.

And they exploit the unsecured servers or unsecured networks,
and they compromise boxes to park their images on so that, in the
event there is an arrest, the images are not located. And usually
where they park these boxes, it’s on a computer of an unwitting
user or customer.

They conceal their financial mechanism through a maze of online
payment services, and they use stolen credit cards. And, in many
cases, the stolen credit cards people aren’t going to report, because
those are the people who have used them on online sites, so it’s
kind of embarrassing. And they don’t report it for quite some time,
longer than the average individuals.

And as far the chat rooms, I'd like to give you an example. We've
had several pending cases against adults who use online gaming
Web sites that are popular with kids to befriend potential victims.
I know of at least three instances where adults traveled interstate
and had sex with minors they met through one particular game
Web site.

We are investigating several more allegations of similar illicit
conduct on Web sites. And video games, they’re increasingly avail-
able online. And we have the social networks, but the online gam-
ing sites seem to be more popular right now. And these are played
interactively with players around the world, so they have become
a target-rich environment for child predators.

Mr. PrrTs. Thank you. That’s very helpful.

Thank you, Mr. Chairman.

Mr. SMITH. Mr. McIntyre?

Mr. McCINTYRE. Thank you, Mr. Chairman.

And I thank the gentlemen for your testimony.

Let me ask Mr. Finch, on page 4 of your testimony, you talk
about utilizing a variety of investigative techniques, including ad-
ministrative subpoenas and database checks, to capture evidence.

And, Mr. Plitt, on page 3 in your conclusion, you say that C3 is
dedicated to identifying all individuals involved in international
criminal organizations, and so on, that are involved in this type of
child exploitation. What I'm wondering is: How do you accomplish
that initial step, in order to get to the database, in order to then
do the next step with the subpoena and you’ve got, once the search
warrant is executed, how you then seize it and deliver it through
the analysis?
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But what leads you to that step? What is the first step that tips
you off? Or do you have someone sitting there constantly, just mon-
itoring all kinds of sites? I'm trying to think of the practical way
that we can advise people to be forewarned and how they can note
when there’s a problem that would alert you to then find it worth
certainly the time and effort to investigate?

Mr. PrirT. Right. We have quite a few sources of information
that are quite obvious. One of the best, of course, is the Cyber Tip
Line out of the National Center for Missing and Exploited Chil-
dren, whereby individuals can provide information on what they
see on the Internet.

Mr. MCINTYRE. Is that a phone number or is that a Web site that
they can go to?

Mr. PLITT. It’s both. And they’re able to provide the information.
And then the information comes into NCMEC, where investigators
from ICE, and FBI, and quite a few organizations are able to see
if an investigation is already under way or to divide that investiga-
tive lead up.

Perhaps it’s more of a child sex tourism matter and may go to
ICE. And interstate might go to the FBI. It may be a postal matter.
That investigative agency can then take that and work it, but it’s
very easy to go on the Internet, be it an Internet relay chat, be it
a Web site, and find a place to start. Quite a few leads, quite a few
sources for investigative leads.

And then from there, we'll, of course, evaluate and prioritize the
most egregious and the perhaps largest sources for the pornog-
raphy.

Mr. MCINTYRE. For the record, could you tell us what Web site
people could go to if they have a tip that they want to give you,
just to know what it is?

Mr. PLITT. I'd refer them to the Cyber Tip Line, the National
Center for Missing and Exploited Children.

Mr. McINTYRE. OK. But I mean is there a Web site that John
Doe public, John could go to. What is this?

Mr. PrirT. CyberTipLine.com.

Mr. McINTYRE. OK. All right. And is there a phone number?

Mr. PLITT. Yes, but I don’t have that with me. I'm sorry.

Mr. McCINTYRE. OK. And then you also simultaneously, in addi-
tion to the tips and all, you have folks there at your center that
are also scanning and studying Web sites, as well, to look for red
flags, so to speak?

Mr. PriTT. That’s correct.

Mr. MCINTYRE. Mr. Finch, could you respond?

Mr. PriTT. He’s got the number.

Mr. FINcH. The phone number, 800-843-5678.

Mr. McINTYRE. OK. Now, would you like to respond to

Mr. FINCcH. Well, the National Center for Missing and Exploited
Children, plus our online investigative technique, where we have
FBI agents, officers in chat rooms, impersonating children, the
ICACs around the country. So we receive leads from ICE, as well.

It’s a collaborative effort, a number of investigative techniques,
as well as just working with our law enforcement partners. These
leads come in from other countries, as well. But in terms of a place
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where the average citizen can report it, NCMEC is the best loca-
tion, in my opinion. It’s a great resource.

Mr. McCINTYRE. All right. And if I could ask you, too, Mr. Chair-
man, Mr. Finch, you mentioned on page 5 of your testimony that
an issue that you have to deal with is outdated information up to
several years old. And then you say, “Once this is outdated, infor-
mation cannot be used to show probable cause.”

Mr. FINCH. Yes, sir.

Mr. MCINTYRE. Is there a certain statute of limitations you're re-
ferring to, or how do you define when it’s outdated?

Mr. FiNncH. Well, in terms of serving as probable cause, I can’t
cite the particular law. But when we’re looking at information on
a server that is not fresh, as with, say, Title IIls, for example,
when it’s not fresh, then that becomes a problem, especially if we
don’t detect the data for an extended period of time, 6 months, a
year. But to cite a specific law, I can’t.

Mr. MCINTYRE. It would be interesting if we could—do you know
the statute of limitations, what it would be?

Mr. FINCH. No, I don’t know that. I don’t.

Mr. McCINTYRE. Maybe they know. We're going to give you infor-
mation.

Mr. FINCH. It’s outdated when ISPs no longer retain data on an
e-mail address, while the data retention, that’s just—that’s an
issue where sometimes, depending on the size of the ISP, data is
retained for 30 days, 60 days, 90 days.

But if we go to an ISP for information, and it’s no longer there,
and we have traced an IP address back to a Web site, we cer-
tainly—there’s nothing there to use, because they have no require-
ment to retain the data for any specific time.

Mr. PLuiTT. And if I could clarify, I think you may be referring
to the statute of limitation of the individual crime. In our case, we
usually don’t reach that. We usually have an issue with, because
the data hasn’t been retained by the ISP, that we can’t go forward.

And there’s other smaller items, such as even if the Internet
service provider data is available, you can run into situations
where the individual has moved, in which case one element of prob-
able cause for a search warrant is going to be [inaudibile] indi-
vidual is still residing at that location. And then, by that time, the
information is stale, and away we go, so——

Mr. MCINTYRE. So I guess [inaudibile] because if an exploitation
has occurred of a child, and then they reach majority age—and
usually in many states they still have a right to make a claim, you
know, if they've still got evidence to prove that. So I just wanted
to make sure that folks would still have some hope, you know, be-
%fond just a few months or a few weeks, if that particular data may

e gone.

Mr. FINCH. 'm not aware of a statute of limitations on the actual
violation. It’s just in terms of having the evidence to prosecute or
move forward with that investigation.

Mr. PLITT. And as perhaps a point of hope, I mentioned before
that the data volume, the number of violators, the individual com-
ponent evidence of a case, data volume is huge. And what we see
though is that individuals tend to commit this crime time and time
again until they’re caught.
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So whereas perhaps the individual may have been missed simply
because of lack of probable cause, in some cases, inability to go for-
ward with the investigation, they oftentimes pop up again.

Mr. MCINTYRE. Thank you.

Thank you, Mr. Chairman.

Mr. SmiTH. Thank you very much.

Let me just ask you a few follow-up questions. The report for the
U.S. mid-term review points out that age is a significant issue in
identifying victims of commercially sexual activity of children. Do
you find that to be a problem, especially when they’re just under
the age of majority, you know, they’re 16 or 15 and may look older?
Is that a problem you find?

Next, if I could, on the issue of shelters, what kind—I know
you're primarily concerned about law enforcement—but what kind
of cooperation do you provide with the service side? I mean, the
mid-term report points out that one of the most glaring problems,
despite excellent progress in the field, they note that there’s a lack
of shelters and that juvenile detention certainly isn’t for a child
who’s been wounded in such a way, you know, inappropriate site,
for an exploited child. How do you work with that side of it, the
service side?

And on the issue of gangs, they point out that gangs increasingly
have been noted to be involved in the trafficking of children, espe-
cially American children within the United States. Another trend
is more organized ethnic groups of criminals victimizing children
systematically in ethically-based brothels and massage parlors.

The trend requires investigators who are focused on specific eth-
nic communities. Closed ethnic brothels and mobile sex rings often
present barriers to finding and prosecuting child traffickers. Maybe
you can comment on that, if you would.

And, finally—and this would go also with the issue of working
with the NGOs and the private voluntary organizations. You know,
we have with us Norma Hotaling from SAGE, who not only pro-
vides shelters, but John schools, you know, that new concept, rel-
atively new concept, for first offenders. You know, whether or not
you find some of these more breakthrough type of ways of dealing
with these issues helpful on the law enforcement side?

And, finally, when it comes to child porn sites, when you bust a
site, obviously, they have to have, I would think, IP addresses of
those who have been to the site. Are you able to backtrack and go
find out who they are? And I would say the same thing with credit
cards. How do you use credit cards? And the fact that so many peo-
ple use them, to go to these sites to catch these people and put
them behind bars, the users.

Mr. PLITT. I think I have most of them down. Let me start from
the beginning.

On your question about victim identification, although it’s not a
requirement these days, the prosecutors prefer to have a known
victim. It makes prosecutions or even the process of the individual
pleading out very, very efficient and effective. And one data system
that is shared for that is the National Child Victim Identification
Database, by which individuals are identified.

For prosecutions, though, children that appear 16, 17, it is dif-
ficult in the United States to go forward with that. It’s obviously
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the choice of the prosecutor, which is why, unfortunately, when we
do these, we tend to look for a series of children that are younger,
15, 12, 10, and unfortunately younger than that, so there’s a mat-
ter.

With respect to shelters, of course, at ICE we rely on the state
and locals for that matter. If we believe it’s going to be a significant
issue, we'll, of course, contact one of the NGOs who may be able
to provide us a lead in that direction.

I will note that, about 3 weeks ago, I was in St. Petersburg, Rus-
sia, and had a chance to view the number of children on the streets
there, just outside of the historic part of the city. And so shelters
are not only a U.S. issue; it is, without question, an international
one.

With respect to gangs, ICE, of course, can provide immigration-
related information on gangs and their trafficking, smuggling, a
pattern, so let us know, perhaps, what details might be of value to
the Commission and we will certainly provide that information.

Mr. SMITH. It was really a general question about whether or not
you're seeing a trending towards the gangs finding this a lucrative
way of gaining cash while they exploit young children.

Mr. PLITT. And I wouldn’t have that information, sir. I'd have to
refer back.

And let’s see. With respect to credit cards——

Mr. SMITH. And IP addresses.

Mr. PLITT. I'm sorry?

Mr. SMITH. And IP addresses.

Mr. PLITT. And IP addresses, yes, obviously, those were key com-
ponents to the investigation of the commercial child exploitation
Web sites. And a lot of those methods are still really law enforce-
ment-sensitive, but they certainly provide a path. It is our pref-
erence to follow the money, I can say that, of course, because that
tends not to move as quickly as the Web sites do. So I don’t know
if that’s helpful.

Mr. SMITH. I'm wondering about the technology. You raid a site;
you shut them down.

Mr. PLITT. Yes.

Mr. SMITH. Obviously, they have, you know, a plethora of IP ad-
dresses sitting on their site. Why can’t you just go on and follow
those leads?

Mr. FINCH. There are IP addresses which may indicate cus-
tomers, if that’s what you'’re referring to.

Mr. SmiTH. That’s what I’'m looking at, yes.

Mr. FINCH. Most of the time, servers like this have in the up-
wards of 9,000—you know, I'd just—an average of 9,000 IP ad-
dresses/customers. Many of the trails leading back to the customer,
depending on the time, are gone. You may have one IP address, but
looking at the origin of that IP address, that becomes a more chal-
lenging task.

And because we're talking about over a period of time and data
retention, people moving, and proxy servers, all the things people
use to avoid detection, if I—just to give you an example—if I am
going to visit a Web site, a pornography Web site, it would behoove
me to go through various proxy servers. So at some point in time,
going backwards, you're going to end up at a dead end.
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It’s not always the case. Many people aren’t that savvy. And then
we face the challenge of just no data being retained by the ISP. We
may have the final IP address but nothing to take it back to the
origin. So time is not on our side in that respect.

As far as victims are concerned, we have victim specialists within
our office who work with outside agencies for victims in every vio-
lation we investigate in the FBI.

As far as the gangs are concerned, we’ve not noticed any gangs
in the United States that are really specializing in child pornog-
raphy. Certainly, there are groups who do it on a regular basis.

Mr. SMITH. What about child trafficking

Mr. FINCH. Child trafficking, that’s something I'd have to check
with our criminal investigative division on, because they inves-
tigate the child trafficking aspect of the FBI.

Mr. PriTT. A few follow-up points. As an example, in the Rapay
investigation, which was one international commercial Web site, we
were looking at 100,000 financial transactions, which boiled down
to about 5,000 targets. And then, of course, they’d have to work
through the process that——

Mr. SMITH. Right.

Mr. PLITT [continuing]. Mr. Finch described.

Also, I would point out to the Commission one area of difficulty
that we often have, and that is the witness aspect of child sex tour-
ism prosecutions, usually what will happen—unfortunately, an
American will travel overseas. They will arrange to have sex with
a child, will come back to the United States, where they’ll be ar-
rested.

In order to prosecute that individual, you have to, of course, have
the victim, the witnesses, oftentimes the family travels to the
United States at significant expense and logistical difficulty. So
that’s another area for exploration later on.

Mr. SMITH. As well as the cooperation of that country.

Mr. PriTT. Exactly right, sure.

Mr. SMITH. Mr. Pitts or Mr. McIntyre?

Mr. MCINTYRE. I just might mention that I was asking earlier
about the statute of limitations just for clarification on the record.
And we talked about that on the database. But I do notice, in some
of the material provided, the Protect Act of 2003 says, in section
202, it has now abolished the statute of limitations for any such
crime that involves children. Sex offenders would not be able to es-
cape prosecution by the mere passage of time.

It used to be that it expired when the person then later reached
age 25. So that’s also a hopeful aspect, in terms of being able to
continue the opportunity for prosecution.

Thank you.

Mr. SMITH. I want to thank you both for your testimony and,
more importantly, for the work you’re doing to protect kids. Appre-
ciate it.

And if you do have any recommendations, not just through the
legislative shop, you know, you're on the front line. You see it. You
see where the gaps are. Either let them know, but maybe send us
a carbon copy so we can act on it, as well, because sometimes we
never hear about it. OK? So thank you so much.

Mr. FINCH. Appreciate it, sir.
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Mr. PLITT. Thank you very much.

Mr. SMITH. Appreciate it.

I'd like to now welcome our second panel to the witness table, be-
ginning with Linda Smith, who was first elected to Congress from
Washington State in 1994. In 1998, she founded Shared Hope
International to fight sex trafficking, commercial sexual exploi-
tation, and to serve the long-term restoration needs of women and
children in crisis.

In January 2001, Ms. Smith founded the War Against Trafficking
Alliance, which coordinates both regional and international efforts
necessary to combat sex trafficking. Ms. Smith also has been in-
volved in lobbying for legislation, including the Trafficking Convic-
tion Protection Act, and so I want to thank her for her work on
that and her very timely interventions on what that bill and ulti-
mately what that law should look like.

We’ll then hear from Carol Smolenski, who is the executive direc-
tor of ECPAT-USA, as well as the project director for the New
York City Community Response to Trafficking Project. In her 15
years working in the field of children’s rights, Ms. Smolenski has
served as liaison to the United Nations for both the Christian Chil-
dren’s Fund and the Defense for Children International, chairing
the Children’s Rights Caucus for the United Nations Conference on
Human Settlements, in Istanbul, Turkey, in 1996. She’s also
former co-chair of the NGO Committee on UNICEF Working Group
and the Rights of the Child and was on the NGO steering com-
mittee for the U.N. General Assembly special session on children
in 2002.

We'll then hear from Dr. Mohamed Mattar, who is the executive
director of the Protection Project at Johns Hopkins School of Ad-
vanced International Studies. Dr. Mattar has published widely and
testified extensively on the subject of trafficking in children before
Congress, as well as before the Russian Duma in 2004.

Prior to joining the Protection Project, he served as the legal ad-
viser to a number of governments and government entities, includ-
ing the United Arab Emirates, the Arab National Bank in Saudi
Arabia, and the Embassy of Saudi Arabia in Washington.

We'll then hear from Mr. Ernie Allen, who is chairman and chief
executive officer of the National Center for Missing and Exploited
Children and the International Center for Missing and Exploited
Children. Prior to this service, Mr. Allen was the chief administra-
tive officer of Jefferson County, KY; director of public health and
safety for the city of Louisville, KY; and director of the Louisville-
Jefferson County Crime Commission.

In his role with the international center, Mr. Allen also partici-
pated in the OSCE Parliamentary Assembly in Brussels this past
July, where his invaluable contributions concerning child pornog-
raphy were deeply appreciated and much respected.

If we could begin with you, Ms. Smith.

LINDA SMITH, FOUNDER AND EXECUTIVE DIRECTOR, SHARED
HOPE INTERNATIONAL

Ms. SMmITH. Thank you, Mr. Chairman, and distinguished mem-
bers of the Commission. Your work is admirable. I always love to
hear the history and realize there’s a few of you that just really
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hold down on the fort for human rights for children around the
world. We're honored to be before you.

Thank you for this opportunity to testify on the commercial sex-
ual exploitation of children in America. The very title is chilling.
I'm going to summarize my comments, but I would like to request
that my full testimony, the complete report from the U.S. Mid-term
Review on Commercial Sexual Exploitation of Children in America
and a video that I will include in my testimony be submitted for
the record.

Mr. SmITH. Without objection, so ordered.

Ms. SMITH. I'm honored to have the opportunity to present, along
with my colleagues, the fine news of this unprecedented review of
America’s efforts to combat this crime. I want to tell you a little
bit about Shared Hope to put our involvement in context.

For 8 years, Shared Hope has been building communities of res-
toration throughout the world. We have seven communities of hope,
and we have extensive restorative services.

It wasn’t very long, though, before we realized we needed to add
work on preventative measures. We were just plain, old working
downstream. And if we didn’t, we would not be able to impede
those who were actually buying and selling these children, and we
would just continue to have more victims of this terrible crime.

Shared Hope created the Predator Project, as part of an inter-
national movement to identify traffickers and their victims. So far,
the Predator Project has been conducted in more than 14 countries
identified as chief places of origin, transit and destination of global
traffickers. We've captured 150 hours—and actually more—of pred-
ators and their victims.

This past year, we moved the Predator Project into America. As
a part of this international project, we hired a very experienced re-
searcher that actually goes inside of the rings. The best way for me
to explain this is I think was the video that will be coming up after
this beginning of my testimony.

I want to explain to you that what we found in our initial look
at America, as well as what was shown clearly in the report, is
that the primary trafficking victim in the United States is not a
foreign child moved across borders. The strong majority of traf-
ficked children are domestic children moved within our borders,
which was addressed by Congress, and with an effort from you, Mr.
Chairman.

The new definition clearly says the American child, if commer-
cially exploited in pornography or exploited in prostitution, is now
a trafficking victim. What we've found was that these kids, when
identified, are called prostitutes, and they’re quickly moved into de-
tention when they're found, treated like a criminal, and then, when
released, put in a foster care system where they bleed out.

Now, that’s a terrible terminology, but they are bleeding. These
children end up going in and out of the foster care system. In a mo-
ment, 'm going to show you a video of the primary traffic victim
in the United States that we have little bits of—they’re actually
currently safe, but they were not then—little pictures of inside of
what the trafficking looks like in the prostitution in the United
States.
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We took a sampling from Atlanta, Las Vegas, Seattle, Los Ange-
les, Washington, DC, and other places in the United States. It’s not
just any one place. We did look at the primary sex markets, and
the ones I just mentioned are high on the list.

The footage—I'm going to give you a summary real quickly, be-
cause otherwise it will lose its—you will have not complete under-
standing. This is a part of hours and hours of video. For instance,
Amy. We call her Amy, and we don’t use their real names. And she
was orphaned at the age of 11.

Her parents died right after each other. She didn’t have extended
family. They were originally from another country, but they were
citizens. And she just didn’t feel like she belonged anywhere. You
can see this little girl trying to be tough in this, and she makes
it sounds like she’s all in control. She went cross-country.

And, by the time she was 15, she was clearly being marketed by
two pimps, one recruits—and one recruits the client, and one man-
ages her. She’s 16 now. She was 15 when she began working in the
last site. She lived at a hotel along a truck stop.

And you will see Marcus, who is the managing pimp, the street
manager that goes and gets the clients for her, in this video. Then
you’re going to see Amanda. She’s 16 now, and she’s been doing
this quite a while. I feel very—I really resist when they say these
16-year-olds are hard. Boy, they're hard, but they’ve been in it from
the time they’re 13, 14, 15.

You know, the idea that all of a sudden they started prostituting
at 16 or 18—no, they’ve been in it a long time, most of them. We're
going to be ready to say probably about the age of 13 is the average
age of entry into prostitution, maybe younger. Our partners say it’s
younger.

You'll find that Amanda is walking into a hotel. The security
guard there facilitates the signing in of the client. And the hotel
officials facilitate her prostitution. She lives at the hotel.

The next clip you'll see is a man at a computer. He’s actually
showing the researcher that he has a Web site, and that Web site
would easily be able to provide all kinds of product, should he bring
his tourists into America. He is posing as a man that is bringing
in tourists into America from another country.

What you're going to see with this is that he says—and brags—
that he has over a million people that come to his site. It might
be 5 million. It’s a lot. He’ll say it in his own years here on his site.

Earlier this year, to try to get our hands around this, as we
looked at America—and we’re not 4 the National Center for Miss-
ing and Exploited Children is so wonderful, and there are so many
groups, that we’re not trying to replicate anybody. What we’re try-
ing to do is figure out what it really is. It feels a little bit like Jell-
O to me. So I wanted to see what it looked like.

So I commissioned a cyber investigative company to conduct a 1-
month survey. And we gave them search terms, and they do this
for some of the law enforcement in the United States, also. But
what I did is I had them take a snapshot. So, first of all, we gave
them the driving terms, which you wouldn’t be surprised as what
they would be—“erotic tours,” “mail-order brides,” “international
modeling agencies,” “escort services,” “massage parlor full serv-
ice”—we qualified with to bring them down.
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My first pull was 2.2 million sites that were English sites. I de-
cided that was a little too many to look at. To reduce the number,
we brought it down to predominant players and filtered to active
non-directory or link sites. We pulled it down further by other de-
scriptions, and we came down to 5,094 sites.

Some of the findings are just startling. We’re not done yet. And,
again, we’re not looking at each site. We are referring sites if we
find something, but mainly we’re trying to figure out how they
market. And what we’ve found is they’re marketing to recruit boys
as clients, and they’re looking for girls, going both ways.

They’re looking for clients. They're in video games. They're send-
ing cartoon characters. Their pop-ups are very elusive. And I don’t
know if you can even do homework anymore the way that these are
aligned to recruit the boys.

Well, I think in the Nielsen rating is the last I saw showing the
clients going online and the numbers. And that was in 2003, and
we all used the numbers of 32 million individual users going on in
1 month. Well, of the 5,094 sites, the highest number is 5 million
in a month. We tracked them for a month and counted the num-
bers going on. I think that the numbers now are blowing it away.

I think that the reality is, is that it’s growing. Looking at the
numbers we got, compared to any study, it’s growing. And, again,
we're not trying to prove beyond that right now. We’re trying to get
our hands around, is it growing? And, yes, it’s growing.

What I would like to do is show this brief video so that you can
see that we’re going to continue to have our law enforcement not
see these as trafficking victims. And most likely, one of our biggest
goals will be to get these girls identified right and treated with re-
spect.

[Plays video.]

Ms. SMITH. As we move forward, the U.S. Mid-term Review on
the Commercial Sexual Exploitation of Children in America identi-
fied five key issues which stand out as the most immediate and ur-
gent needs to protect America’s children, and I'm going to highlight
the issues and then allow my colleagues to further explain.

There is virtually a lack of programs focusing on the buyer cre-
ating demand in America. There’re some creative programs, like
Norma Hotaling’s program, that helps deter after the first offense,
but very little that draws on and explains the danger of child por-
nography and the victimization that results.

There’s an alarming growth of online child pornography. The re-
port had practically every speaker and every presenter mentioned
their concern or their lack of ability to know how to manage the
fact that the kids are bought and sold online. There’s a lack of
available state resources targeted towards effective and secure
services for victims, especially physical shelter.

And we found a need for continued and improved cooperation be-
tween local law enforcement, non-government providers, and the
federal government, and, finally, a need for continued legislative
focus. I won’t focus on this very much because Dr. Mattar will, but
the thing that comes to my mind is we have to decriminalize the
prostituted minor. She now is called a prostitute; she thinks she is
one; and the restoration process, when you are treated like a crimi-
nal, called a prostitute, is a long process.
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In India, we have a 7-year program because these children are
so traumatized as we raise them. In America, I would love to have
them for seven days in a safe environment, and so often we can’t
hold them to protect themselves from the pimp, and they end up
back on the streets.

Perhaps what challenges us the most is this: We do not have
child prostitutes. We have prostituted children. We have to change
our language.

Through the exploitive vehicles of child pornography, prostitu-
tion, sex tourism, and sex trafficking, demand is being fueled, re-
quiring younger and younger, more inexperienced product. Legal
pornographic Web sites link the illegal Web sites. And porno-
graphic images of children create demand for direct sexual conduct
with child victims.

Our goal with these findings is to bring greater awareness to the
public at large, stronger laws that bring justice to the victimized,
and appropriate and secure restorative services for the victimized.

Mr. Chairman and Mr. Pitts, on behalf of these children and the
thousands more whose stories we’ll never hear, we urge you to take
aggressive action to protect our Nation’s children. Thank you for
the opportunity to share.

Mr. SmITH. Thank you so very much for your leadership and your
testimony.

Ms. Smolenski?

CAROL SMOLENSKI, EXECUTIVE DIRECTOR, ECPAT-USA

Ms. SMOLENSKI. Thank you so much for the privilege of testifying
here today, Mr. Chairman. And thank you so much for your leader-
ship on this issue over the years. Of course, we're all very aware
of what you've done for children and women all over the world on
the issue.

It’s my job here today to talk about the international process, the
World Congress process, and how this fits into what has gone on
in other countries and what we hope will still go on, so I have to
give you a little bit of background on ECPAT.

ECPAT-USA is the U.S. branch of an international children’s
rights organization based in Bangkok. The ECPAT began as a cam-
paign in 1991 aimed at solving the problem of child sex tourism—
that is, of course, people who travel abroad to sexually exploit chil-
dren—initially focused only on four countries: Thailand, Taiwan,
the Philippines, and Sri Lanka.

In 1996, ECPAT changed its mission to the much broader one
that is now our new name, to end all forms of commercial sexual
exploitation of children, including prostitution, pornography, and
trafficking.

When ECPAT was founded, the campaign worked for 3 years—
it was only a campaign at that stage, not an NGO—in more than
20 countries to uncover the hidden world of commercial sexual ex-
ploitation of children. The ECPAT files became filled with terrible
stories of trafficking, of pornography, and of exploitation, which
have now become, unfortunately, common knowledge.

ECPAT’s main focus was on lobbying to get legal changes which
would give more protection to children in the original target coun-
tries. As ECPAT began to work more closely with international law
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enforcement groups, tourism agencies, and national NGOs, it was
increasingly clear that child commercial sexual exploitation could
not be solved by any single nation working alone.

As a result, ECPAT convened a consultation of governments and
NGOs in Bangkok in 1994. Out of the consultation came the rec-
ommendation that an international congress was urgently needed
so that governments could plan together measures which would
end this widespread abuse of children. And it was out of that rec-
ommendation that the World Congress process was born.

The First and Second World Congresses were both sponsored by
ECPAT International, UNICEF, and the NGO Group on the Con-
vention on the Rights of the Child. When the First World Congress
took place 10 years ago, most countries were just waking up to the
fact that the world community had done little at that point to con-
front this terrible form of child abuse.

The 122 countries that attended the First World Congress, which
took place in Stockholm and was sponsored by the Government of
Sweden, they unanimously to a declaration and plan of action to
address child commercial sexual exploitation, both within their own
countries and internationally.

Many governments changed their laws to protect their children
and began programming for the preventive and protective services
that need to be in place to protect all children’s right to grow up
free of sexual exploitation. NGOs were a major part of the effort,
lobbying for changes and working with communities and with
youth themselves to speak out, and to plan, and to carry out child
protective programs.

By the time the Second World Congress was held in Yokohama
in 2001, the world was a different place. Not only was there a far
wider level of consciousness in both government and civil society
about the fact that children were being sexually exploited, but
there was an almost universal acceptance of the concept that chil-
dren had special rights that needed to be protected in order for
them to group up as fully developed human beings. By that time,
the Convention on the Rights of the Child was almost universally
ratified.

The 136 countries in attendance at the Second World Congress
recommitted themselves to the agreements made in Stockholm and
pledged to continue their work to eradicate the commercial sexual
exploitation of children in all its forms everywhere. While a lot of
progress has been made, we still have a long way to go.

The mid-term reviews that have taken place around the world
over the last two years were part of this international effort to as-
sess progress towards the goal set out in both Stockholm and Yoko-
hama. The mid-term reviews have taken place in every region of
the world by now, the U.S. review being the final one. These re-
views were planned as a way of identifying was has and has not
been done in every country, in every region to end the commercial
sexual exploitation of children. Each review addressed the problem
within a particular national or regional context.

In a world where borders are porous and technological advances
have brought us all together into one global community, it’s not
surprising that the results of many of the mid-term reviews were
similar to those results of the U.S. mid-term review. We’ve heard
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in the many mid-term reviews about the need to increase attention
to the demand side of child sexual exploitation, the exploiters who
are so often left off the hook.

We've heard the need to increase vigilance about the Internet
and new technologies as entry points for child exploitation. In
many places, there is a need for more data and monitoring instru-
ments so that we know how we are doing in the fight against it.
As we do—we need more in the United States, as well. Prevention
education for both boys and girls and greater intergovernmental
and intersectoral cooperation were all refrains heard everywhere
and echoed in the United States.

I looked at a couple of the mid-term reviews in preparation for
this hearing, just to see how the United States measured up, be-
tween what we learned in our mid-term review and what other
countries have learned in their mid-term reviews. And it was inter-
esting how very similar we all are, kind of on the same page. De-
mand was always up there. Prevention and the new technologies,
I mean, I guess those are sort of the main commonalities.

I wanted to just point out two areas in comparing the other mid-
term reviews that I want to just talk a little bit more, not in great
detail, about one area the United States I think is really a leader,
and the other is one where we, as all the other countries, can defi-
nitely do better.

In some regions, there’s a very strong need for additional and
better legislation to protect children, to criminalize child sexual ex-
ploitation in all its forms, including prostitution and pornography.
And I know you’ll probably hear more about that, both from Ernie
and from Mohamed.

But when you look at the legal framework at the Federal level,
in the United States, we actually have a very good background al-
ready. I mean, partly, of course, it’s due to your leadership in mak-
ing sure that the legislation is there at the Federal level. It’s at the
50-State level that I think the battle might have to move, 50 more
battles that we have to face to make sure States are in conform-
ance with what good is being done at the U.S. level. And I think
that the United States presents a pretty good model for other coun-
tries at the Federal level.

In other areas, the United States, like so many other countries,
is not yet successful in involving children and youth themselves in
speaking out against child trafficking. While there is some excel-
lent international examples here and there around the globe—and
in the United States, no doubt—for the most part, we’re still all
challenged by how to empower young people themselves to partner
with us in speaking out, which of course would go a long way to-
wards the prevention efforts that we all feel are needed.

The mid-term review, I thought, was an excellent benchmark for
future work. It will keep us focused on priority areas, and I think
it’s a pretty fair assessment about how the United States is doing
in its national efforts, and we hope that it will be presented to a
Third World Congress against commercial sexual exploitation of
children when it is finally organized.

I have additional comments that I'll leave here, but I just want
to say what a pleasure it has been to work with my committed
partners at the Protection Project and at Shared Hope Inter-
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national in working on the mid-term review. And I really feel like
we are working together in a great national effort to protect our
children, and it’s very inspiring.

Thank you.

Mr. SmMiTH. Thank you. Youre very inspiring. Thank you, Ms.
Smolenski.

I'd like to now ask Dr. Mattar to present his statement.

MOHAMED MATTAR, EXECUTIVE DIRECTOR, THE PROTEC-
TION PROJECT, JOHNS HOPKINS SCHOOL FOR ADVANCED
INTERNATIONAL STUDIES

Dr. MATTAR. Thank you.

Thank you, Mr. Chairman, Mr. Smith, Mr. Pitts.

I am really privileged to be here today and testify before you on
the further legal measures that I believe that the United States
should adopt to fully and effectively protect our children from com-
mercial sexual exploitation. So I will confine myself to issues of the
law and nothing else.

And a review of the United States’ recent legislative enactments
against sexual exploitation of children reveals an existence of a
very comprehensive legal framework that reflects, in my judgment,
three main aspects, what I refer to as the three E’s: expansion of
criminal liability; extension of territorial jurisdiction; and enhance-
ment of child protection, including the abolition of a statute of limi-
tations. Every time we have a sex crime that involves children, no
longer we have a statute of limitations, thanks to you, thanks to
the Protect Act, thanks to section 202.

So all the legislative measures that we have here in the United
States fully comply with international legal standards. And here I
would like to note that the U.S. Senate, on August 7, 2006, this
last month, voted to ratify the Council of Europe Convention on
Cybercrime of 2001, that took effect in 2004. I think this is a step
in the right direction, especially with the problems that we have
on the Internet and technology.

However, I find it appropriate also—and you allow me that every
time I come and testify before you—to highlight some additional
measures that perhaps you may consider in future amendments to
existing laws.

First, we have a number of laws that do exist, but I am not sure
that we allocated enough funding for these laws. I'll mention three
of them, and you offered the three of them.

The first, conducting research on the numbers of victims of com-
mercial sexual exploitation of children, especially trafficking chil-
dren, Congress recognized in the Trafficking Victims Protection Re-
authorization Act of 2005 that, and I'm quoting, “No known studies
exist that quantify the problem of trafficking in children for the
purpose of commercial sexual exploitation.” So I believe that fund-
ing must be allocated for that purpose.

Also, funding must be allocated to give effect to the provisions
that you added in 2003 warning American tourists, travelers who
travel to a country where sex tourism is significant. I believe that
is an excellent preventative measure that you added in 2003. I'm
not sure that we are fully implementing the provision.
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Another provision that was added in 2005, and that is estab-
lishing programs to enhance State law enforcement officials’ capa-
bilities in prosecuting demand and providing services for victims.
I think this took the issue of trafficking, domestic trafficking, and
prostitution to a Federal level, but I'm not sure that enough fund-
ing is there to implement that particular provision.

Second, we do fully understand the issue of identification of vic-
tims of trafficking very well, and especially victims of trafficking.
Until March 1, 2006, we identified and we signified only 87 minors.
And I'm sure the number is huge, but I think we are failing when
it comes to identifying victims of trafficking.

Third, [inaudibile] the criminal liability, the U.S. law should
shift the focus towards penalizing the purchaser of sexual services.
Unfortunately, we are arresting victims and not always arrested
purchasers of sexual services. In Boston, for every 11 females, we
arrest one purchaser of sexual services. In Chicago, for every nine
females, we arrest one purchaser of sexual services. In New York
City, for every six females, we arrest one purchaser of sexual serv-
ices.

This has to change: More focus on demand, I believe, is the good
thing to do. And perhaps Congress would like to consider an
amendment to that effect in the Trafficking Victims Protection Act.

Also, I have another amendment to propose, since, Mr. Chair-
man, you mentioned human rights. And perhaps we should go to
foreign countries and ask for in country an additional question on
the section 108 of the Trafficking Victims Protection Act, and that
is whether a government of a foreign country cooperates with
NGOs and other elements of civil society in adopting preventative
measures and protective measures.

Unfortunately, in many countries, NGOs and elements of civil so-
ciety do not function freely. And I think an additional standard to
that effect would be very helpful.

Fourth, reforming the law itself is not enough. What is more im-
portant is to change the functional equivalent of the law, the be-
havior, the customs, the traditions. And that is why I was really
encouraged by the recent prosecution of the “Girls Gone Wild” vid-
eos’ producers. They agreed to comply with section 2257. They have
to tell us, what is the age of that minor who we see in the video?
And they were fined $2.1 million. I think this is something that the
Department of Justice should be praised for.

Fifth, adequate and effective enforcement of the U.S. law against
commercial sexual exploitation of children depends on, in many
cases, upon the following law, since the problem is of transnational
nature. For instance, the age of legal consent varies from one coun-
try to another, double criminality encourages for shopping. And we
applaud the Swedish law when it comes to trafficking, but unfortu-
nately with sex tourism, the Swedish law is not a good law. The
law of Switzerland is not a good law. The law of the Netherlands
is not a good law.

So we have to work to work changing these law. How do we do
that? It is the policy of the United States, under the Trafficking
Victims Protection Act section 109, to go and help countries draft
anti-trafficking legislation. And since October 2000, over 100 coun-
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tries adopted new laws on trafficking in persons, thanks to the
United States.

I believe that we should do the same thing in the area of child
pornography. We should do the same thing in the area of child sex
tourism. And we should do the same thing in the area of Internet
crimes, because we have an experience that proved that we are
successful. And we changed the legal map around the world. In
2000, we basically have nothing on the area of trafficking; now, we
have over 100 countries, and the United States helped these 100
countries to enact laws.

Finally, because I don’t want to take more time of the Commis-
sion, the Internet is widely used for the purpose of engaging chil-
dren in commercial sexual exploitation. It’s not my specialty; it’s
Mr. Allen’s specialty. I'll give it to him. But it is noticed that
there’s only a few countries that have laws aimed at combating
Internet-related crimes against children.

I believe that an international convention on the Internet and re-
lated crimes, similar to the Council of Europe Convention on
Cybercrime, is needed to mobilize countries to enact Internet laws
that protect children from commercial sexual exploitation. And per-
haps the United States would consider introducing the idea of an
international convention or at least an international declaration in
the upcoming Internet Governance Forum, the ICF, which will be
help next month in October in Athens, Greece.

In conclusion, let me really applaud your leadership, your com-
mitment. In less than six years, we have a comprehensive legal
framework. And thank you so much for holding this very important
hearing.

Mr. SMITH. Dr. Mattar, thank you very much for your kind
words, but more importantly for the work you do.

And I think everyone should be very clear that each of the laws,
the Trafficking Victims Protection Act of 2000, 03, and ’05, would
not have been possible without the input, the language, the guid-
ance that you and others provided by way of your experience, even
legislative text as to which way we should go.

The Helsinki Commission and its staff worked very hard on it,
the International Relations Committee and other interested par-
ties. So it was a true bipartisan piece of legislation, but I think—
and your point about NGOs and part of the minimum standards is
well-taken, because we could not have written that law with any
kind of insight or kind of wisdom had it not been for the NGOs.
So I think your point, in terms of including that, as well as your
other recommendations, are very well-taken. So thank you for that.

And now I'd like to go to Mr. Allen.

And I would like to note that Congressman Rick Renzi, a Mem-
ber of Congress from Arizona, very interested in these issues, has
joined us. Rick, if you’d like to come up, depending on your time?

Mr. Allen?

ERNIE ALLEN, PRESIDENT AND CHIEF EXECUTIVE OFFICER,
NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN.

Mr. ALLEN. Thank you, Mr. Chairman, Mr. Pitts. As you know,
I have submitted written testimony. And, with your permission, I
would like to briefly summarize it.
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Mr. SMITH. Without objection, your full statement and anything
attached to it will be made a part of the record, and that goes for
all of our witnesses.

Mr. ALLEN. Thank you very much.

In my written testimony, I talk in some detail about the work of
the National Center for Missing and Exploited Children and the
International Center for Missing and Exploited Children.

I won’t go over that, but I do want to mention in particular the
focus of the international center is on building capacity around the
world to attack this problem. Our international center has now en-
tered into former partnership agreements with Interpol, with the
Hague Conference on Private International Law, with the Organi-
zation of American States, and others.

And, as has been mentioned by the panel, a particular area of
focus for our international center is child pornography, which has
absolutely exploded with the advent of the Internet. You said it in
your opening remarks: Commercial child pornography has now be-
come a multibillion-dollar industry.

Through our cyber tip line at the national center, which was
mandated by Congress in 1998, since that time, we have handled
more than 420,000 reports from the public and from Internet serv-
ice }Il)roviders, 90 percent of which have dealt with child pornog-
raphy.

Most people don’t understand what this problem really is; there’s
a real misconception. But what we are finding and what law en-
forcement is finding is that the victims are getting younger and the
content, the images, are becoming more graphic and more violent.

From the data on the hundreds of offenders who have been iden-
tified to date, we can report to you that 39 percent of those offend-
ers had images of children between the ages of 3 and 5. And 19
percent had images of children younger than 3 years old. This is
not what America thinks it is.

Children have become a tradable commodity. Russian news agen-
cies reported in 2002 that increasingly organized criminals, extrem-
ist organizations, and terrorist groups are moving into child traf-
ficking and child pornography and away from the traditional com-
modities, drugs, guns, tobacco, for very basic reasons: children are
plentiful and easily accessed; child pornography is easy and inex-
pensive to produce; there is a huge consumer market for it, making
it enormously profitable; and, finally, historically there’s been vir-
tually no risk, far less risk than trading in drugs or guns.

One of the primary challenges we face today—and Dr. Mattar
mentioned it in his comments—is that few of the world’s nearly 200
countries have any kind of meaningful system or capacity to ade-
quately and effectively combat the sexual exploitation of children,
especially through child pornography.

In November 2004, in partnership with Interpol, we began re-
searching the child pornography legislation in place in the 186
Interpol member countries. We looked at the law on the basis of
five primary criteria: Is there a specific law criminalizing child por-
nography? Do the statutes of that country define child pornography
by law? Does the law criminalize the use of a computer, computer-
facilitated offenses? Does the law criminalize the simple possession
of child pornography, regardless of intent to distribute? And, fi-
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nally, does the law require Internet service providers to report sus-
pected child pornography on their systems to law enforcement or
to some other mandated agency?

Once we completed that analysis, we contacted the Ambassadors
of each of the Interpol member countries at their Embassies in
Washington, DC, or, in the alternative, their Ambassador to the
permanent mission at the United Nations in New York. We asked
each country to verify and validate the research and to provide us
with any corrects or explanations that were necessary.

The report that we produced contains all of that input. And in
April of this year, we published a report summarizing the findings.
Mr. Chairman and Congressman Pitts, we were stunned with what
we found.

What we found was that, of the 186 member nations of Interpol,
95 have no law whatever on the subject of child pornography. In
most of those countries, it’s not even a crime. In 122 countries,
there is no law that specifically addresses the distribution of child
pornography via computer. In 149 countries, the term “child por-
nography” is not defined by law. And in 136 of the Interpol member
nations, the possession of child pornography is not unlawful.

There are 63 countries around the world that do have legislation
specific to child pornography which we found inadequate, and only
27 countries had a law that we found to be adequate. Twenty two
countries had enacted legislation in four of the five categories. And
I should add here that all of these 22 countries did not have law
mandating ISP reporting, which is very difficult in a number of
countries. So we think that a four or five is excellent record.

But just five nations, out of the 186 member nations of Interpol,
had enacted law in all five categories, and those nations are Aus-
tralia, Belgium, France, South Africa, and the United States.

As you mentioned earlier, we were honored to be able to play a
part in the July meeting of the Parliamentary Assembly of the
OSCE in Brussels. And, Mr. Chairman, we are grateful for your
resolution, and we’re proud to have the chance to work with Con-
gressman Pitts, who spearheaded the effort, which we think was
historic.

This was not an easy sell to all of the participating countries.
And the fact that there was unanimous support of the delegation
I think is testimony to the kind of leadership that Mr. Pitts and
your delegation provided.

But even within the OSCE, even within the member states of the
OSCE, seven of them had no law at all on the issue of child pornog-
raphy; 16 do not criminalize the possession of child pornography;
and just three had enacted provisions in all five categories. There’s
a lot of work that needs to be done, and we think the passage of
your resolution provides an extraordinary platform on which to
build, to mobilize nations, and to persuade more nations to enact
these important statutes.

Let me mention two other things very briefly, two other actions
we're taking in attacking this problem. I mentioned that there is
a staggering lack of capacity among law enforcement around the
world to investigate and prosecute these kinds of crimes. In part-
nership with Interpol and with the support of Microsoft, we have
been through our international center training law enforcement of-
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ficials around the world in the investigation of computer-facilitated
crimes against children.

To date, more than 1,600 law enforcement officials from 92 coun-
tries have completed the training. And we have tried to take the
training to where the need is the greatest and where these law en-
forcement officials are. So among the places in which we’ve held
these sessions have included Brazil, China, Costa Rica, Croatia,
Japan, Jordan, Romania, Russia, South Africa, and Thailand, just
to mention a few. Sessions are planned in upcoming months in
India, Morocco, and Panama.

And then, finally, you've talked about the importance of the com-
mercial aspects of this problem. One of the things that we recog-
nized early on is that the shear magnitude of this issue makes it
virtually impossible for law enforcement to arrest and prosecute ev-
erybody. So our approach has been to say, “How can we follow the
money? How can we eliminate the profitability? How can we stop
the payments and shut down the sites, always giving law enforce-
ment first crack, but mobilizing the financial industry to try to at-
tack this problem?”

Thanks to the leadership of the chairman of the Senate Banking
Committee, Senator Shelby of Alabama, we have convened a finan-
cial coalition against child pornography that now includes 23 of the
world’s most prominent financial institutions and Internet industry
leaders who have joined together around a common goal, and that
goal is to eradicate commercial child pornography by 2008.

Now, the members of the coalition include MasterCard, Visa,
American Express, Bank of America, Citibank, PayPal, Microsoft,
America Online, Yahoo, Google, and many others. And everyday
we're bringing new financial institutions into this coalition.

The members of the coalition represent 87 percent of the U.S.
payments industry, measured in dollars running through the sys-
tem, yet our goal is 100 percent, and we are actively meeting with
banking and financial leaders around the world to mobilize inter-
national participation. We’ve met with the European Banking Asso-
ciation. We met with Central American bankers, a Singapore-based
bank. Standard Charter Bank is mobilizing Asian financial institu-
tions in the effort. But there’s a lot more to be done.

In conclusion, Mr. Chairman, what can you do? What can the
Helsinki Commission do?

First, we hope that you will continue to lead and help us moti-
vate and involve legislators around the world to pass legislation at-
tacking this problem. At a minimum, it has to be a crime, and in
most of the world it’s not.

Second, we hope you will help us motivate and involve financial
institutions and financial leaders to help us take the money, take
the profitability out of this equation.

And, third, I echo my colleagues on this panel in saying that we
hope you will continue to help us wake up Americans and people
around the world about the true nature and extent of the sexual
exploitation of children.

Thank you, Mr. Chairman.

Mr. SMITH. Mr. Allen, thank you very, very much. And the work
of your organization is extraordinary, so thank you so much.
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Let me just ask you a couple of questions. You mentioned that
Microsoft and some of the others are part of this coalition. Since
detecting and filtering capabilities are enormous—and it seems,
when you have a dictatorship, like in China, the ability to control
the Internet is really very, very much facilitated by many of these
very same companies that are willing to work with you and with
all of us on cracking down on this hideous crime.

What is your view as to what they might be able to do? And over
and above joining a coalition, I mean, they have the ability to de-
tect this garbage. You know, freedom of speech, First Amendment
rights are not absolute. We all know that. Obscenity is not a pro-
tected right. Even the Supreme Court acknowledges that, child por-
nography equally not a protected right under free speech.

Why are we not able to take that enormous technical capability
and use it to filter out this filth, which really is a crime doubly,
one when the actual filming and exploitation occurs, and, secondly,
when it’s replicated and in access of the site into additional crimes.

Mr. ALLEN. Well, not only can we, but we must. Six of the lead-
ing Internet service providers have now joined with us in an effort
to try to develop technology using a variety of techniques, including
the sort of fingerprinting images, so that they can be identified
automatically and interdicted.

Those six companies are Microsoft, America Online, Yahoo,
EarthLink, and a company called United Online that has several
ISPs, including NetZero and some of the other. Each one of those
companies has committed to provide their best and brightest and
to work with us to try to develop technology tools and solutions to
do exactly what you're talking about.

Now, there are some constraints and there are some balances.
One of them is that, historically, we have—other countries, for ex-
ample, have done more. In the U.K., the Internet Watch Founda-
tion and other groups have aggressively gone out to identify, block,
and filter.

Our priority here has always been arrest and prosecution, and
sometimes those two things are in conflict. So what we have done,
as a result of this initiative by the ISP world, is to go to federal
law enforcement and try to negotiate a balance. And both the FBI
and ICE, who were on the earlier panel, have agreed to that proc-
ess.

Our primary concern is still making sure that—I mean, blocking
it is not enough. Blocking it keeps people from seeing it. It attacks
the demand side, but it doesn’t help us identify the perpetrator, nor
ltioes it help us find the victim. And finding the victim is absolutely

ey.

So we have developed a process through which the first priority
will always be law enforcement. So they will get first crack at all
of the sites we identify and provide. However, they have agreed to
dramatically shorten the time period in which they make the deci-
sion to investigate or not investigate.

So they will have to make a pretty quick decision about whether
they’re going forward. If they don’t, what we at the National Cen-
ter for Missing and Exploited Children will do is, every site we
identify, every URL with illegal child pornography content, we will
capture that URL on a list, and we will provide those lists to all
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of the 250 ISPs who are reporting child pornography to us via con-
gressional act in 1998, with a direction to them that, one, this is
a violation of their terms of service agreement. And they have the
absolute right and absolute authority to take down those sites.

And then, at the same time, we'll be trying to develop technology
that will categorize those images in some appropriate way so that
we can identify their transmission in other places and block them.
So the answer is, there is not a solution at this point. But in my
judgment, there is a commitment on the part of this industry—they
want this stuff off their systems. These financial companies don’t
want to make money from it. And it’s a violation of the payment
system to use a credit card or any legitimate payment mechanism
for the purchase of illegal content.

So I think there is movement in that area, but there’s still a lot
of work to be done.

Mr. SMITH. Do you have the resources, your center? We heard
earlier Mr. Plitt say that he could easily a tripling of resources and
still that probably wouldn’t be enough, at least if I took the gist of
what he said correctly.

Mr. ALLEN. Mr. Chairman, if I could—and it’s a little presump-
tuous—I’d like to answer their question. And my answer is, I think
there is a significant need for Congress to provide substantially
greater resources to Federal law enforcement.

We have advocated, as have others who are here today, for en-
hanced personnel, agents and analysts for the FBI’s Innocent Im-
ages national initiative, for the Cyber Crimes Center. We think
there’s a significant need for additional resources for the FBI’s In-
nocence Lost initiative, which is attacking the problem of child traf-
ficking. We think there’s greater need for forensic support for law
enforcement.

These Internet cases are hard to make, and theyre time-con-
suming. So I did not ask either our appropriators, either Chairman
Wolf or Chairman Shelby, for additional funding for the national
center. I think we have adequate funding now to do what we're
doing. As law enforcement does more and as this problem grows,
that may change in years ahead.

I think the priority today is to dramatically enhance the support
we're providing to law enforcement to investigate this seemingly
endless list of suspects.

Dr. MATTAR. And if I may add, and it really paid off. When we
allocated funding for the Department of Justice and FBI in the
area of child sex tourism in the last 3 years, we have 34 cases that
have been prosecuted in this country, compared to—prior to 2003,
we basically had one successful case, from 1994 to 2003.

So definitely allocating funding would help. And the area of child
sex tourism, I think, proves that.

Mr. SmITH. Yes, I agree. Personnel is policy. If you have enough
people, you can make the difference.

Let me ask—unfortunately, we’re being summoned to the floor
for a series of votes, but I just—and I will have some additional
questions, if I could, which we’ll submit to you. And your ideas, I
think, are the gist of what will become additional law, so I want
to thank you for that. You all have made so many good rec-
ommendations here today.
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I would want to ask you, in the report, it mentioned gangs. And
I asked the previous panel, which they indicated they’re not sure—
they’ll get back, I think—whether or not gangs are now, you know,
finding this a lucrative way of making profits, that is to say child
exploitation through child pornography and child prostitution, or
children who are prostituted.

Let me ask you also about internationalizing a Megan’s Law con-
cept to ensure that we’re not sending—or at least there’s ample no-
tice when a pedophile leaves our shores, as well as when one comes
here. It’s hard enough, I know, to do it interstate right now. But
it is working in many states where there is a Megan’s Law. And
there will always be glitches, but it seems to me the more we try—
what would be your feeling on that?

I do have a number of questions. The 95 countries that have no
laws against child pornography, would that be something we
should put in the next iteration of a trafficking law as a minimum
standard or do you think child pornography should have its own
new initiative, because it is such a crisis, to try to get countries to
join in? I mean, I've got a lot of questions, but not much time.

Ms. SMmiTH. Well, I want to make one comment, that child por-
nography is trafficking. I think we heard earlier testimony that dis-
tinguished prostituted child as a child prostitute and then, oh, the
gangs might be dealing with trafficking. I think we have some ter-
minology problems.

You changed in 2005 the rules in America, and they say a child
who’s in prostitution or commercial sex or pornography is a traffic
victim. So I think that that’s the top issue.

So, yes, internationally, we should push this forward and model
laws. And the way you’re doing it now with pornography—but I
will certainly let me—you have a very short time to run. I'll let my
colleagues answer that.

Ms. SMOLENSKI. I'd like to make a comment about the gangs and
the Megan’s Law questions. The mid-term review, of course, is not
just based on us, as the experts, but it brought a number of service
providers into the room to talk about what they’re seeing and an-
swer a questionnaire. So what the mid-term review has is all of
that information in there.

I think you’d be hard-pressed to talk to a service provider who
has not found gang involvement with child prostitution these days.
There’s only anecdotal information, of course, because we don’t
have the good statistics, the good numbers, the good research, that
will actually translate into, you know, the best policies. But, yes,
gangs are definitely a part of it and a growing part of it.

And as to there being an international Megan’s Law, absolutely.
As working for an international organization—I'm going to talk
even faster, because I hear the buzzer going. No question about it.
It’s actually a recommendation that ECPAT has had to a number
of countries over the years.

We work in Belize on a sex tourism project. The RSO at the U.S.
Embassy in Belize told me that 25 percent of the people in the
United States who they know live abroad but have been convicted
of a sex crime in the United States live in Belize. And they don’t
really kind of have a good handle on, you know—he didn’t tell me
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why they know that. But they’re all over the place. The govern-
ments there can’t really deal with it.

Dr. MATTAR. Let me agree with you that I think pornography is
and should be addressed under the trafficking victims protection
act. Is it addressed implicitly? Yes, under 102, when you define
commercial sex act, you can make the argument that commercial
sex act includes pornography.

But I would like to do with pornography what you did with child
sex tourism. Under the original act, child sex tourism appeared
twice, 102, when you define the sex industry, and then 105, when
you said these are the functions of the task force. But you never
said anything about child sex tourism.

You did in 2005, when you added another minimum standard.
We'’re going to go to countries and ask, “Are you doing something
about child sex tourism?” I think we should do the same thing
about pornography and ask the countries the same question.

Mr. ALLEN. I agree 100 percent. I think it’s absolutely appro-
priate. It’s a prime opportunity for American leadership and the
leadership of other countries on this issue, regarding the applica-
tion of Megan’s Law internationally. It’s unbelievably important.

These offenders are mobile. When Mr. [John Mark ] Karr, what-
ever he’s responsible for, when he fled the child pornography
charges in California, he flew to Thailand where nobody knew who
he was or what his history was. Operation Predator, operated by
ICE, has demonstrated over and over again that offenders from
other countries come here, where we have no knowledge about
their history or prior record.

We have got to internationalize the kind of process, because
these offenders go to places where they are anonymous and where
they have easy and legitimate access to children.

Mr. SMITH. Would you recommend that we make that one of the
minimum standards? Well, we will be next year, obviously, crafting
a new law—hopefully, it will become a law—but certainly legisla-
tion to reauthorize existing programs, build on those good policies,
and try to expand it.

I would ask all of you, if you would, to provide us with rec-
ommendations that would go into that new piece of legislation. And
we’ll get working on it right away.

Again, I have other questions, but I do have to leave. Your testi-
monies were outstanding. Your work is literally saving lives. You
know that. And I just want to express my deepest gratitude for
your commitment to children.

The hearing is adjourned.

[Whereupon the hearing ended at 4:11 p.m.]
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PREPARED STATEMENT OF HON. SAM BROWNBACK, CHAIR-
MAN, COMMISSION ON SECURITY AND COOPERATION IN EU-
ROPE

A pandemic is silently, yet swiftly spreading across the globe tar-
geting children for sexual exploitation through child pornography,
trafficking of children, child prostitution, child sex tourism and
other forms of abuse. Fueled by sexual predators and a seemingly
insatiable demand by a segment of our society for explicit images
depicting children as well as other sex acts involving kids, thou-
sands of young Americans today are being caught up in a truly
world wide web of exploitation and abuse. The physical and emo-
tional scares inflicted on these largely nameless victims are often
as permanent as their images transmitted across the globe and
back again via the internet. The purpose of this Helsinki Commis-
sion hearing is to gain a greater insight into the scope of these
crimes against children, ways to enhance the ability of law enforce-
ment here and abroad to prosecute the criminals involved, shut
down their networks, deal compassionately with their victims, and
prevent others from getting caught up in this web.

To help put this issue in perspective, experts estimate that
50,000 predators are logged on to the internet at this very moment
prowling for unsuspecting kids. Child pornography once pedaled in
America’s back allies is now accessible in nearly every home, in-
cluding to other children. One in four kids surfing the net is ex-
posed to unwanted sexually explicit material, with thousands of
new images of child pornography being posted on the interest each
and every week. In an insidious cycle of abuse, pornography is
often itself used to entice others or coerce victims into other acts.
A ten-year long study by the Sexually Exploited Child Unit of the
LAPD found that pornography was a factor in 87% of their child
molestation cases. According to the Department of Justice, pornog-
raphers today are delving into exploitation of ever younger vic-
tims—infants and toddlers—engaged in even more despicable acts,
accounting for 20% of images seized by law enforcement.

The purveyors of child pornography thrive in a multi-billion dol-
lar industry, relying on the anonymity of the web in what for them
is a low cost, low risk enterprise. In an attempt to raise the costs
to such individuals, I cosponsored the Internet SAFETY Act of
2006, a bill that includes concrete steps to strengthen law enforce-
ment’s capacity to prosecute these criminals. Having worked on ef-
forts to stem human trafficking, I am acutely aware of the need to
treat the victims of exploitation and abuse with compassion as part
of the healing process.

I welcome the experts assembled here today who will draw on
their wealth of experience in law enforcement, child protection
services, and victims assistance as we search for ways to better
help and protect some of the most vulnerable in our country, kids
on Main Street in my state, across the country, and beyond.
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PREPARED STATEMENT OF HON. JOSEPH R. PITTS,
COMMISSIONER, COMMISSION ON COOPERATION AND
SECURITY IN EUROPE

Mr. Chairman, in July of this year, I was privileged to lead the
U.S. Delegation to the OSCE Parliamentary Assembly Annual Ses-
sion in Brussels. During the Brussels meeting, I was able to ad-
vance an initiative proposed by Commission Co-Chair Congressman
Chris Smith aimed at combating the insidious problem of child por-
nography. I am pleased to report that our resolution was unani-
mously approved by parliamentarians from the 56 OSCE countries.
Research makes clear that child pornography is an issue through-
out the OSCE region and a common threat to the wellbeing of fu-
ture generations of young people.

The issue of child pornography and sexual exploitation is a con-
cern that deserves priority consideration by the OSCE and the par-
ticipating States. I raised this issue with the OSCE Chair-in-Office,
the Belgian Foreign Minister, when he testified before our Commis-
sion. While at the Parliamentary Assembly meeting in July, I par-
ticipated in a special session focused on the subject of today’s hear-
ing. Parliamentarians from other OSCE countries share our con-
cern, and I look forward to their continued support and cooperative
initiatives prior to and after the Brussels OSCE Ministerial.

In a related initiative, the International Centre for Missing &
Exploited Children (ICMEC) has conducted important research re-
garding this issue. The Center surveyed 184 Interpol member coun-
tries, including the OSCE participating States. Their recently re-
leased study reveals significant gaps in the legal framework that
restricts the effectiveness of law enforcement agencies to combat
international child pornography networks operating across borders,
principally via the Internet. A survey of the 56 OSCE member
countries finds that:

6 countries lack any laws criminalizing any aspect of child
pornography;

32 countries lack any legal definition of child pornography;

16 countries have failed to make the possession of child por-
nography a crime;

20 countries lack laws criminalizing the electronic distribu-
tion of child pornography via the Internet; and

50 countries do not require Internet Service Providers (ISPs)
to report suspected child pornography to law enforcement.

The numbers relating to all Interpol member countries are even
higher regarding those countries that do not have laws criminal-
izing child pornography.

Of the OSCE countries, only Belgium, France, and the United
States have enacted comprehensive laws combating child pornog-
raphy. I commend the fact that we have laws in the U.S., but we
have a long way to go on this issue since much of the demand for
child pornography originates in our country. As Ernie Allen,
ICMEC President and CEO, who participated in the Brussels event
and is with us again this afternoon, has observed, “We know that
many world leaders do not yet recognize that child pornography
has become a multi-billion dollar industry and that the world’s chil-
dren are paying the price.”
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Mr. Chairman, thank you for holding this very important hearing
on protecting children around the world. I look forward to learning
from the distinguished panelists who are with us today. Thank you.
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PREPARED STATEMENT OF JAMES PLITT, UNIT CHIEF, CYBER
CRIMES CENTER, IMMIGRATION AND CUSTOMS ENFORCE-
MENT (ICE)

Introduction

Chairman Brownback, Co-Chairman Smith, and distinguished
Members of the Commission on Security and Cooperationin Eu-
rope, my name is James Plitt and I am the Chief of the Cyber
Crimes Center at the Department of Homeland Security’s U.S. Im-
migration and Customs Enforcement (ICE). I appreciate the oppor-
tunity to discuss ICE’s authorities and responsibilities with respect
to investigating U.S. trans-border child sexual exploitation crimes.

The ICE Mission

Among Department of Homeland Security law enforcement agen-
cies, ICE has the most expansive investigative authorities and the
largest number of investigators. ICE is the nation’s principal inves-
tigative agency for crimes related to the nation’s borders, including
violations of American customs and immigration laws. Our mission
is to protect the American people by combating terrorists and other
criminals who seek to cross our borders and threaten us here at
home. Working overseas, along the nation’s borders and throughout
the nation’s interior, ICE agents and officers are demonstrating
that our unified immigration and customs authorities are a power-
ful tool for identifying, disrupting and dismantling criminal organi-
zations that violate our Nation’s borders.

Our agents and officers make it harder for potential terrorists
and transnational criminal groups to move themselves, their sup-
porters, illicit funds or weapons across the Nation’s borders
through traditional human, drug, contraband, or financial smug-
gling networks, routes and methods. Since its creation in March
2003, ICE has employed its authorities and capabilities against
threats to our border, homeland and national security within our
broad jurisdiction, including the cross-border Internet sexual ex-
ploitation of children.

Operation Predator

Operation Predator is an ongoing ICE initiative focused on the
trans-border aspects of child exploitation, including the related fi-
nancial crimes. It is designed to identify and investigate those en-
gaged in Internet child pornography, including the criminal busi-
ness conspiracies that support this illicit trade. The program orga-
nizes ICE’s activities in child exploitation investigations to arrest/
apprehend and ultimately to prosecute and/or deport a variety of
violators, including:

(1) individuals who engage in the receipt, transfer, distribu-
tion, trafficking, sale, facilitation, and production of child por-
nography in foreign commerce, including utilization of the
Internet;

(2) individuals who travel internationally for child sex tour-
ism or who facilitate such travel,

(3) individuals who engage in the human smuggling and
trafficking of minors into the United States for illicit sexual
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purposes (sexual exploitation and/or prostitution) or worksite
exploitation, and/or commit any crimes resulting in the harm,
injury or death of a minor (not including the smuggling of chil-
dren by parents for family unity reasons);

(4) foreign nationals/aliens who have been convicted of local,
state or federal offenses against minors under the age of 18
and are now eligible for removal from the United States; and

(5) those same criminal aliens who have been previously de-
ported from the United States for such offenses but have re-
entered the country illegally.

These five enforcement categories are an integral part of the mis-
sion and responsibility of ICE in terms of border security, since the
heinous criminal activities involving child exploitation are not con-
fined within, or hindered by, a country’s physical borders, but rath-
er transcend them. The advent of the Internet has created even
greater opportunities and incentives for ruthless predators to profit
by exploiting children in the borderless anonymity of cyberspace.
One can now transmit child pornography through foreign commerce
by simply typing on a computer keyboard, with less obstruction and
risk than arriving at a port of entry with child pornographic mate-
rial hidden in luggage.

Officially launched by ICE on July 9, 2003, Operation Predator
is currently managed and administered by the Cyber Crimes Cen-
ter (C3), a headquarters unit of the Office of Investigations, which
coordinates enforcement efforts against trans-border child sexual
exploitation. As part of those efforts:

ICE established a single web portal to access all publicly
available state Megan’s Law databases.

ICE created a National Child Victim Identification System in
partnership with the National Center for Missing and Ex-
ploited Children (NCMEC), the FBI, U.S. Postal Inspection
Service, U.S. Secret Service, the Department of Justice, the
Internet Crimes Against Children Task Forces, and other agen-
cies.

ICE stationed attachés internationally to work with foreign
governments and foreign law enforcement counterparts to en-
hance coordination and cooperation on trans-border crime.

ICE is working with INTERPOL to enhance foreign govern-
ment intelligence on criminal child predators.

As of September 9, 2006, ICE has made a total of 8,763 criminal
and administrative arrests under Operation Predator. Of that total,
7,648 were non-US citizens (aliens/foreign nationals); and of those,
4,761 individuals were deported from the United States.

Conclusion

C3 is dedicated to identifying all individuals involved in inter-
national criminal organizations and component groups that conduct
every type of activity associated with trans-border child exploi-
tation, including the related financial crimes. These individuals in-
clude those who advertise specific members-only websites, those
who facilitate customer payments, those who control the members-
only websites, and those who ultimately receive the proceeds from
the sale of child exploitation images. With an investigative exper-
tise in international financial crimes, including money laundering,
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C3 is working diligently to identify and dismantle the international
criminal organizations that operate child exploitation websites, as
well as identifying their many individuals that frequent or sub-
scribe to these websites. ICE coordinates closely with the Internet
Crimes Against Children Task Forces, various elements of the De-
partment of Justice’s Project Safe Childhood initiative, and non-
governmental organizations like the National Center for Missing
and Exploited Children to maximize the effect of these inter-
national investigations and thereby protect this nation’s most valu-
able resource, our children.

I hope my remarks today have been helpful and informative. I
thank you for inviting me and I will be glad to answer any ques-
tions you may have at this time.
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MOHAMED MATTAR, EXECUTIVE DIRECTOR, THE PROTEC-
TION PROJECT, JOHNS HOPKINS SCHOOL FOR ADVANCED
INTERNATIONAL STUDIES

Honorable Co-Chairman, and distinguished members of the Com-
mission.

I am privileged to testify before you here today on further legal
measures that I believe the United States should adopt to fully and
effectively protect our children from commercial sexual exploi-
tatiﬁn, including trafficking, prostitution, sex tourism and pornog-
raphy.

At the 1st World Congress Against the Commercial Sexual Ex-
ploitation of Children of 1996, countries declared in the “Stockholm
Declaration and Agenda for Action” their commitment to “review
and revise, where appropriate, laws, policies, programs, and prac-
tices to eliminate the commercial exploitation of children.” Coun-
tries reaffirmed this pledge at the 2nd World Congress of 2001 in
the “Yokohama Global Commitment”, calling for “action to crim-
inalize the commercial sexual exploitation of children in all its
forms and in accordance with the relevant international instru-
ments, while not criminalizing or penalizing the child victim.”

A review of the United States recent legislative enactments
against the commercial sexual exploitation of children since then,
reveals the existence of a comprehensive legal framework, espe-
cially after the passage of the Trafficking Victims Protection Act of
2000 as reauthorized in 2003 and 2005, the Protect Act of 2003, the
Children’s Internet Protection Act of 2000, and the Adam Walsh
Child Protection and Safety Act of 2006.

These laws reflect, in my judgment, three main aspects, what I
refer to as the three E’s: expansion of criminal liability, extension
of territorial jurisdiction and enhancement of child protection.

First, the United States law recently expanded the basis of crimi-
nal liability for commercial sexual exploitation in several ways. For
instance, under the child sex tourism law, proof of travel with the
intent to engage in illicit sexual conduct with a child is no longer
required. In addition, the law now punishes attempts to commit the
crime and provides for liability of the legal person, the travel agen-
cy or a similar facilitator, involved in inducing the crime. The pen-
alty for the crime of child sex tourism has been doubled from fif-
teen to thirty years under Section 105 of the Protect Act. Similarly,
in accordance with the Trafficking Victims Protection Act, the pen-
alty for child trafficking is enhanced from twenty years to life if the
trafficked person is under the age of fourteen. Under the Internet
Safety Act, whoever engages in a child exploitation enterprise will
be imprisoned for any term of years not less than 20 or for life.
While the previous law provided that a statute of limitations ex-
pired when the child attained the age of twenty-five, Section 202
of the Protect Act has now abolished the statute of limitations for
any sex crime that involves children. Sex offenders should not es-
cape prosecution by mere passage of time.

Second, the United States law applies the principle of
extraterritoriality in several ways. The Protect Act applies to any
U.S. citizen or resident who travels abroad to engage in illicit sex-
ual activity with a child regardless of where the act has been com-
mitted. The Act also applies to foreigners, and in fact, it has been
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applied to a French and a German tourists who traveled from the
U.S. to Mexico to engage in sexual conduct with minors. Similarly,
the Trafficking Victims Protection Reauthorization Act of 2005 pro-
vides for extraterritorial jurisdiction over trafficking in persons
offences committed by persons employed by or accompanying the
Federal Government outside of the United States. Finally, under
Section 506 of the Protect Act production of child pornography out-
side the United States for the purpose of distribution in the United
States is a crime.

Third, the United States law enhances the protection of children
who are victims of commercial sexual exploitation, and adopts a
child-sensitive approach in several ways. A trafficked child is enti-
tled to benefits under the Trafficking Victims Protection Act re-
gardless of cooperation with law enforcement officials. A child vic-
tim of trafficking also has the right to civil compensation under the
Trafficking Victims Protection Reauthorization Act of 2003. More-
over, a trafficked child may receive an immigration status that ex-
tends to his or her parents. In the event that a child’s testimony
is required, out of court testimony is allowed to avoid revictimizing
the child.

These legislative measures fully comply with international legal
standards. In fact, although the United States has not ratified the
Convention on the Rights of the Child, it has ratified the three
main international legal instruments against the commercial sex-
ual exploitation of children: the United Nations Protocol to Prevent,
Suppress and Punish Trafficking in Persons, Especially Women
and Children, the Optional Protocol to the Convention on the
Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography and the International Labour Organization
Convention Concerning the Prohibition and Immediate Action for
the Elimination of the Worst Forms of Child Labor.

Here, I would like to congratulate the United States Senate,
which on August 7, 2006, voted to ratify The Council of Europe
Convention on CyberCrime of 2001, which entered into force in
2004. Article 9 of the CyberCrime Convention calls upon states to
adopt such legislative and other means to establish as criminal
offences producing child pornography for the purpose of its dis-
tribution, offering or making it available, distributing, transmitting
or producing child pornography through a computer system or pos-
sessing it in a computer system.

However, I find it appropriate here to highlight some additional
measures that may be considered to further protect our children
against commercial sexual exploitation.

First, funding must be allocated to conduct research on the num-
ber of victims of commercial sexual exploitation. Regarding traf-
ficking in children, Congress recognized in the Trafficking Victims
Protection Reauthorization Act of 2005 that “no known studies
exist that quantify the problem of trafficking in children for the
purpose of commercial sexual exploitation”. Consequently, we still
need, as stated in article 112 of the Trafficking Victims Protection
Reauthorization Act of 2005, “[aln effective mechanism for quanti-
fying the numbers of victims of trafficking on national, regional,
and international bases.” The United States Department of Justice
acknowledges, in its 2006 Annual Report to Congress on U.S. Gov-
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ernment Activities to Combat Trafficking in Persons, that the cur-
rent number of trafficked persons into the United States, which
ranges between 14,500 and 17,500 victims must be reconsidered.
As stated in the report, “[t]his figure was an early attempt to quan-
tify a hidden problem. Further research is underway to determine
a more accurate figure based on more advanced methodologies and
more complete understanding of the nature of trafficking.”

Second, we did not fully succeed in identifying victims of com-
mercial sexual exploitation, especially victims of trafficking. As of
March 1, 2006, the U.S. Department of Health and Human Serv-
ices has certified only 947 persons as victims of human trafficking,
of whom 87 are minors. We have 5,000 T-Visas available for vic-
tims of trafficking, and we granted only 297 in 2003, 136 in 2004,
and 112 in 2005. We definitely have a problem in finding the vic-
tilms. We must reach them, so we can reach out to them and help
them.

Third, while expanding criminal liability, the U.S. law should
shift the focus towards penalizing the purchaser of sexual services.
The Trafficking Victims Protection Reauthorization Act of 2005 ad-
dressed demand explicitly for the first time, and amended section
108 of the Trafficking Victims Protection Act, that provides for the
minimum standards for the elimination of trafficking in persons
that foreign countries must comply with, to include: “whether a
country is taking the appropriate measures to reduce the demand
for commercial sex acts and for participation in international sex
tourism; and whether a country is taking the appropriate measures
to ensure that its nationals who are deployed abroad as part of a
peace keeping mission do not engage or facilitate an act of traf-
ficking in persons or exploit victims of such trafficking.”

Moreover, for the first time, the Trafficking Victims Protection
Reauthorization Act of 2005 addressed the issue of prostitution, or
a commercial sex act separate from trafficking on the federal level,
calling for enhancing state and local efforts to investigate and pros-
ecute purchasers of commercial sexual services, in addition to es-
tablishing various federal programs to reduce demand for such
acts. The appropriate funding must be allocated to establish these
programs. Unfortunately we are arresting the victims, not the pur-
chasers of sexual services. According to congressional findings in
the “End Demand for Sex Trafficking Bill”: 11 females used in com-
mercial sexual acts were arrested in Boston for every arrest of a
male purchaser; 9 females used in commercial sexual acts were ar-
rested in Chicago for every arrest of a male purchaser; and 6 fe-
males used in commercial sexual acts were arrested in New York
City for every arrest of a male purchaser.

Prosecuting demand is consistent with most international legal
developments. The Council of Europe Convention on Action Against
Trafficking in Human Beings of 2005 calls, in article 19, upon
states to consider criminalizing the use of services provided by vic-
tims of trafficking. On March 11, 2005, the United Nations Com-
mission on the Status of Women adopted a resolution presented by
the U.S. on eliminating demand for trafficked women and girls for
all forms of exploitation. The resolution reflects the mandate of ar-
ticle 9(5) of the United Nation Protocol on Trafficking that called
upon states to take the necessary measures to discourage demand.
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U.S. law on the prohibition of prostitution is also consistent with
International Law on prostitution, which provides under the 1949
Convention for the Suppression of the Traffic of Persons and the
Exploitation of the Prostitution of Others, that “[plrostitution and
the accompanying evil of traffic in persons for the purpose of pros-
titution are incompatible with the dignity and worth of the human
person and endanger the welfare of the individual, the family, and
the community.”

There is a recent trend in comparative legislation that focuses on
prosecution of demand. The Macedonian law, under article 418 of
the Penal Code, provides for a punishment of 6 month to 5 years
to be imposed on anyone who uses or procures the sexual services
of a person with the knowledge that that person is a victim of traf-
ficking in human beings. Article 323 of the Greek Criminal Law
provides that “those who with full knowledge accept the services of
a victim of trafficking are punished with a minimum imprisonment
period of six months”. Similarly, article 11 of the 2003 anti-traf-
ficking law of the Philippines states that any person who buys or
engages the services of trafficked persons for prostitution shall be
penalized with six months of community service and a fine or im-
prisonment of one year and a fine.

Perhaps Congress would like to consider an amendment to that
effect in the Trafficking Victims Protection Act. Such an amend-
ment would be advisable if we want to be really serious about ad-
dressing demand.

Fourth, a false distinction is sometimes drawn between adult
prostitution and child prostitution. Clients of adult prostitutes are
moving to the young and the virgin for fear of being infected with
HIV/AIDS, and based upon this fact some argue, without merit,
that decriminalization of prostitution is better in creating safe sex,
so the clients no longer resort to children out of fear of being in-
fected with HIV/AIDS from adult women in prostitution. According
to this view prostitution should be legalized and brothels licensed.
Studies have shown that “the presence of pre-existing adult pros-
titution” market is a factor contributing to sexual exploitation of
children. In the United States, 80% of women in prostitution enter
into the prostitution market before they are 18 years old.

There is also a link between adult pornography and child pornog-
raphy. Many start accessing adult pornography and then move to
child pornography. Consequently, any effort to combat commercial
sexual exploitation of children will fail, if we fail to acknowledge
such a link.

Fifth, a comprehensive approach to combat the four evils of com-
mercial sexual exploitation is imperative since they are very often
linked to each other. A remarkable statement made in the Pre-
amble to the Optional Protocol to the Convention on the Rights of
the Child provides: “The widespread and continuing practice of sex
tourism [. . .] directly promotes the sale of children, child prostitu-
tion and child pornography.”

There is a link between child prostitution and child pornography.
Pornographers seek out children already in prostitution. Similarly,
the possession of child pornography may cause some to commit
child sex crimes. There is also a link between child pornography
and child sex tourism. Pornography is being used to entice children
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into illicit sexual relations. For example, in the United States v.
Seljan case, John W. Seljan, 85 years old, was arrested in Los An-
geles as he attempted to board a flight to the Philippines, where
he intended to have sex with two girls aged 9 and 12. At the time
of his arrest, Seljan was found to have pornographic materials
alongside chocolates and sexual aids. On March 28, 2005, John W.
Seljan was sentenced to 20 years in prison. A similar case was
United States v. Datan. On November 19, 2004, Datan, age 60, who
served as a volunteer in a community center working with troubled
youth in San Diego, was indicted on charges of child sex tourism
and child pornography as he returned from a 2-month trip to the
Philippines. He admitted he had sex with four Filipino boys. On
June 17, 2005, Datan was sentenced to 17 years in prison. Pornog-
raphy is also being produced by child sex tourists, as it is the case
in United States v. Bredimus. Nicholas Bredimus, 52 years old, re-
corded himself while molesting minor boys in Thailand on a com-
pact video camera. Likewise, in United States v. Weber, Lester
Christian Weber, age 50, produced pictures and videos of sexual
abuse of minors he had perpetrated while he was in Kenya.

Sixth, reforming the law itself is not enough. What is more im-
portant is to change “the functional equivalent of the law”. By that
I mean the customs, the traditions, and the behavior. In the United
States v. MRA Holding LLC case of 2006, MRA Holding LLC
agreed to comply with the reporting requirements imposed by 18
U.S.C 2257, regarding the material produced and distributed under
the name “Girls Gone Wild”, which contained sexually explicit per-
formances, and to pay the sum of $2.1 million. This recent prosecu-
tion of the “Girls Gone Wild” video’s producers is encouraging. It
will have effect on a harmful cultural practice that is spreading
and contributing to sexual exploitation of children. The prosecution
gave effect to Section 2257 of the US Code, which protects minors
by requiring producers of sexually explicit videos to maintain age
and identity records for every performer.

It is also encouraging that the U.S. Department of Justice, in its
Model State Law on Trafficking in Persons, expanded the definition
of child sex trafficking to include not only trafficking for a commer-
cial sex act but sexually explicit performances, stating that: “a
number of recent federal cases have involved persons being held in
servitude for purposes of sexually-explicit performances such as ‘ex-
otic dancing.” Unlike prostitution, which is typically illegal and in-
volves commercial sexual activity, sexually-explicit performance
may be legal, absent any coercion. Inclusion of sexually-explicit
performance in this Model Law recognizes that such activity can
have an impact on victims similar to sexual abuse, and reflects fed-
eral experience in which international traffickers are increasingly
placing their victims into strip clubs rather than prostitution.” In
fact, this was the case in US v. Virchenko, the first case to be de-
cided under the Trafficking Victims Protection Act, in which a Rus-
sian dance instructor recruited six women including two minors to
Alaska to dance in a strip club. Virchenko was sentenced to 48
months in prison.

Seventh, I would suggest another standard for the elimination of
trafficking that foreign countries must comply with, in accordance
with section 108 of the Trafficking Victims Protection Act. The



48

amendment would read as follows: “whether the government of the
country cooperates with nongovernmental organizations and other
members of civil society in adopting preventive and protective
measures to combat trafficking and protect victims of trafficking.”
The United Nations Protocol on Trafficking mandates that State
Parties must cooperate with NGOs in adopting preventive meas-
ures to combat trafficking and measures of assistance and protec-
tion. Arguably, the U.N. Protocol establishes an international obli-
gation of cooperation. My proposed amendment complies with this
mandate. NGOs play an important role in providing services for
victims of trafficking, their repatriation, their reintegration into so-
ciety, and in preventing their revictimization after returning to
their country of origin. Unfortunately, some countries do not allow
NGOs and other members of civil society to function freely without
government’s intervention or restrictions.

Eighth, appropriate measures must be taken to give effect to the
Trafficking Victims Protection Reauthorization Act of 2003 that
provides that “[t]he President, pursuant to such regulations as may
be prescribed, shall ensure that materials are developed and dis-
seminated to alert travelers that sex tourism is illegal, will be pros-
ecuted, and presents dangers to those involved. Such materials
shall be disseminated to individuals traveling to foreign destina-
tions where the President determines that sex tourism is signifi-
cant.”

A research we recently conducted at The Protection Project re-
veals that the primary countries of destination for U.S. child sex
tourists are Cambodia, The Philippines, Thailand, Costa Rica and
Mexico. Steps must be taken to warn U.S. tourists who travel to
these countries against engaging in child sex tourism.

I was in Costa Rica this last December and right before landing,
I read the following on my immigration form: “The penalty for sex-
ual abuse towards minors in Costa Rica implies prison, Law 7899.”
The custom form read: “The crime for exploitation of minors is pun-
ishable with up to 16 years in prison.” When I entered the airport,
this is how I was greeted: “Dear tourist: in Costa Rica, sex with
children under the age of 18 is a serious crime. Should you engage
in it, we will drive you to jail. We mean it.” And, billboards in the
street would warn: “The law protects our children. So Do We. Sex-
ual abusers and exploiters of minors will be prosecuted and impris-
oned. Call 911. It’s a law. It’s a promise.” Similar measures should
be implemented in the United States.

Ninth, adequate and effective enforcement of the U.S. law
against commercial sexual exploitation of children depends in
many cases upon foreign law, since the problem is of a
transnational nature.

For instance, the age of legal consent varies from one country to
another. In the United States the age of consent varies from one
state to another. In 14 states it is 18, in 8 states it is 17, and in
29 states it is only 16. In 71 of countries, the age of consent is 16.
In 19 countries the age of consent is 18. And in 6, it is 17. But,
in 25 countries, including Cambodia, Thailand and Costa Rica, the
age of consent is only 15, and in 18 countries the age of consent
is only 14. In 4 countries, Nigeria, South Korea, Spain and Burkina
Faso, the age of consent is only 13. In Italy it is 13 if the sexual
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activity is taking place among minors whose age gap is not wider
than 3 years of age, it is 14 years if the sexual activity is among
minors or between a minor and an adult, and it is 16 if the sexual
activity is between a minor and an adult living with the minor or
taking care of the minor.

For the purpose of applying the rules that protect children
against sexual exploitation, a child must be defined as a person
who has not attained the age of 18 regardless of the legal age of
consent in a legal system.

The age of consent for sexual activities is often lower in countries
of destination for child sex tourism than in the United States.
Local law enforcement officials are less likely to enforce foreign
laws by arresting men that are found engaging in sexual activities
with persons that would be considered minors according to U.S.
law, but not according to local law. This may undermine U.S.
extraterritorial activities since local investigations would most com-
monly focus on cases that involve a crime according to local law.

Moreover, not all countries agree with the United States law on
child sex tourism. For example, the Australian Sex Tourism Law
prohibits an Australian from engaging in sexual activities with
children under the age of 16 while abroad. 16 is also the age recog-
nized in the extraterritorial laws of the Netherlands and Belgium,
while France and Sweden are satisfied with the age of 15.

The problem is that local law enforcement officials in countries
where the age of consent is under 18, for example, between 15-18,
are unlikely to investigate any sexual conduct of a foreign citizen
with a child of that age, and that is why, perhaps an Immigration
and Custom Enforcement presence in some of these countries is im-
perative.

Moreover, an effective extraterritorial legislation should not re-
quire double criminality. Unfortunately, unlike the laws in the
U.S., Germany, Italy, France, Canada, Australia and Belgium, the
laws of Sweden, The Netherlands, Denmark, United Kingdom, Ice-
land, and Switzerland will not prosecute a citizen for the crime of
sex tourism committed in another country, unless his action con-
stitutes an offence that violates the law in both countries, the coun-
try of origin and the country of destination where the crime has
been committed. Double-criminality encourages “forum shopping”,
in other words, seeking jurisdictions in which children are not fully
protected.

The Protection Project has drafted a model law on child sex tour-
ism to promote unification or at least harmonization of existing
laws and has been advising foreign countries on drafting child sex
tourism laws.

There have been prosecutions of at least 34 cases of sex tourism
since the passage of the Protect Act. In these cases, 62% of the de-
fendants entered into a guilty plea agreement. In the absence of
evidence other than the testimony of the child victim, plea-bar-
gaining becomes imperative. We need to improve extraterritorial
prosecutions by improving evidence collection methods and improv-
ing domestic prosecutions in countries of destination. It is impor-
tant to work with law enforcement officials in countries of destina-
tion to enhance their skills in gathering evidence in cases of child
sex tourism. Of course, the U.S. needs cooperating with other coun-
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tries and has already entered into mutual legal assistance treaties
(MLAT) with 61 countries, 52 of which are currently in force. One
way of utilizing these treatises in the context of child sex tourism
is sharing database information, and obtaining names of convicted
or wanted sex offenders.

Internet, Trafficking, Pornography, Prostitution, and Sex Tour-
ism crimes require international response to combat, since different
and possibly conflicting national laws could be ineffective in com-
bating these crimes. Consequently, it is the policy of the U.S. under
the Trafficking Victims Protection Act section 109 to assist foreign
countries in drafting anti-trafficking legislation, “to prohibit and
punish acts of trafficking.” In the last 6 years over 100 countries
enacted specific anti-trafficking legislation. Similar efforts should
be made in the case of child pornography, sex tourism, and Inter-
net crimes.

There are still countries that fall behind in drafting anti-traf-
ficking laws. Mexico and the Russian Federation, for example, have
not enacted a specific law on trafficking yet. They were placed on
Tier-2 Watch List for three consecutive years in the U.S. Depart-
ment of State Trafficking in Persons Report of 2006. Congress de-
signed this special category of tiers only to allow countries to pro-
vide “evidence” of effort to combat trafficking in persons and to ma-
terialize “commitments” that they have already made. Hong Kong,
Luxembourg, and Singapore are placed in Tier 1 although they lack
a specific anti-trafficking legislation.

The U.S. Department of State Trafficking in Persons Report of
2006, which I call “the reference on the status on trafficking in per-
sons in foreign countries”, devoted more attention this year to com-
mercial sexual exploitation of children, especially child sex tourism,
which the report refers to in 29 countries: Brazil, Colombia, Costa
Rica, Cuba, Dominican Republic, Ecuador, The Gambia, Honduras,
Kenya, Madagascar, Malawi, Mexico, Mongolia, Morocco, Nica-
ragua, Peru, the Philippines, Russia, Senegal, Sri Lanka, and Thai-
land are mentioned as countries where child sex tourism and sex
tourism are taking place. Australia, Belgium, Canada, Finland,
France, Germany, New Zealand, and Singapore are listed as coun-
tries of origin for child sex tourism.

The Protection Project has conducted a capacity building pro-
gram in Iraq and I am proud that article 35 of the Iraqi Constitu-
tion, explicitly prohibits trafficking in women and children, as well
as the sex trade. The Protection Project is currently assisting the
six Gulf States in drafting anti-trafficking legislation.

Only 32 countries there have extraterritorial laws on child sex
tourism and at least 95 countries have no legislation at all that
specifically addresses child pornography. I believe that any “rep-
resentation, by whatever means, of a child engaged in real or simu-
lated explicit sexual activities or any representation of the sexual
parts of a child for primarily sexual purposes”, as child pornog-
raphy is defined in article 2(c) of the Optional Protocol, should be
prohibited by the law of every country. Consequently, as required
by article 3(c) of the Optional Protocol, laws must criminalize pro-
ducing, distributing, disseminating, importing, exporting, offering,
selling, or possessing child pornography for the above purposes.
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Tenth, the Internet is widely used for the purpose of engaging
children in commercial sexual exploitation. The Internet has led to
an increase in child prostitution, child sex tourism, child traf-
ficking, and child pornography. It is estimated that since 1997, the
number of child pornography images on the Internet has increased
by 1500%. In 2001, the Cyber Tip Line, mandated by the Congress
of the United States received 21,603 reports of child pornography.
In 2004, the number increased by 491% to 106,176 reports of child
pornography on the Internet.

Only a few countries have adopted laws aimed at combating
Internet-related crimes against children. For example, the United
States Protect Act created a Cyber Tip Line to provide the general
public an effective means of reporting Internet related child sexual
exploitation in the areas of distribution of child pornography, on-
line enticement of children for sexual acts, and child prostitution.
The U.S. federal law imposes an obligation upon anyone who, while
providing an electronic communication service, obtains knowledge
of facts or circumstances, involving child pornography, of sexual ex-
ploitation of children, selling or buying of children, activities relat-
ing to material constituting or containing child pornography, mis-
leading domain names on the Internet, production of sexually ex-
plicit depictions of a minor for importation into the United States,
to report such acts or circumstances as soon as reasonably possible
to the Cyber Tip Line. In the United Kingdom, it is an offense for
a person to have any indecent photograph of a child in his posses-
sion. In addition, the law makes it an offense to distribute, show,
or publish such a photograph. In China, the government introduced
revised Internet rules requiring Internet service providers to re-
register their news sites and monitor them for content that can
“endanger state security” and “social order.” In South Korea, the
“Internet Content Filtering Law” requires Internet service pro-
viders to block access to websites that contain illegal or harmful in-
formation. In Australia an “Internet Censorship System” makes it
iillegal to host certain sites that may not be appropriate for chil-

ren.

I believe an international convention on Internet and related
crimes similar to the Council of Europe Convention on CyberCrime
is needed to mobilize countries to enact Internet laws that protect
children from commercial sexual exploitation. Perhaps an idea of
an international convention or an international declaration may be
raised in the Internet Governance Forum (IGF), which will be held
in October 2006, in Athens, Greece, in response to the mandate of
the World Summit on the Information Society (WSIS) in Tunis in
November 2005.

In conclusion, let me say that Shared Hope International,
ECPAT and The Protection Project conducted the Mid-term Review
of the United States Efforts to Combat Commercial Sexual Exploi-
tation of Children on April 3—4, 2006, and since then, further
progress has been made.

At the federal level, the U.S. Congress signed the Adam Walsh
Child Protection and Safety Act of 2006 and the U.S. Senate voted
to ratify the Council of Europe Convention on CyberCrime. In addi-
tion, the State Department issued its 2006 Trafficking in Persons
Report.
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On the state level, anti-trafficking state laws became effective in
Alaska, Colorado, Connecticut, Idaho, Indiana, Iowa, Michigan,
Mississippi, and South Carolina, making it a total of 24 states with
anti-trafficking laws, although we have only one conviction In
Texas that I am aware of. Additionally, interagency task forces to
combat human trafficking have been created in Hawaii, Iowa, and
Maine. Legislators in Alaska, Missouri, and Washington State
joined Hawaii in enacting laws making it a state offense to know-
ingly sell or offer to sell travel services that include or facilitate
travel for the purpose of engaging in prostitution (Sex Tourism).

On the international level, seven more countries have ratified the
United Nations Protocol on Trafficking in Persons, including Bo-
livia, Finland, Germany, Italy, Kuwait, Mozambique, and Sao
Tome and Principe.

As I mentioned, there are still steps that must be taken to en-
hance the protection of our children against commercial sexual ex-
ploitation. Funding must be allocated to give effect to existing laws
that call for research on effective mechanisms for quantifying the
problem, identifying the victims, warning American travelers that
sex tourism is a crime, and establishing programs to enhance state
law enforcement officials in prosecuting demand and providing
services for victims.

Furthermore, since child prostitution, child pornography, child
trafficking, and child sex tourism are transnational crimes requir-
ing international policies, the U.S. effort in leading the world
against commercial sexual exploitation is imperative, especially to-
wards negotiating an international convention against Internet
crimes and assisting foreign countries in drafting adequate and ef-
fective laws.

I would like to applaud your leadership and commitment and
thank you for holding this hearing.
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ERNIE ALLEN, PRESIDENT AND CHIEF EXECUTIVE OFFICER,
NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN

Mr. Chairman and distinguished members of the Commission, I
thank you for this opportunity to appear before you to discuss child
protection and the ongoing battle to combat child pornography and
other forms of child-sexual exploitation. Chairman Brownback and
Co-Chairman Smith, you are tireless advocates for children and, as
President and CEO of the National Center for Missing & Exploited
Children (NCMEC) and its sister organization, the International
Centre for Missing & Exploited Children (ICMEC), I commend you
and your colleagues for your leadership and initiative. We join you
in your concern for the safety of the most vulnerable members of
our society and we thank you for bringing attention to this often
under-recognized problem.

I would like to provide you with some background information on
NCMEC and ICMEC.

NCMEC is a not-for-profit corporation, mandated by Congress
and working in partnership with the U.S. Department of Justice as
the national resource center and clearinghouse on missing and ex-
ploited children. NCMEC is a true public-private partnership, fund-
ed in part by Congress and in part by the private sector. Our fed-
eral funding supports specific operational functions mandated by
Congress, including a national 24-hour toll-free hotline; a distribu-
tion system for missing-child photos; a system of case management
and technical assistance for law enforcement and families; training
programs for federal, state, and local law enforcement; and pro-
grams designed to help stop the sexual exploitation of children.

ICMEC works to identify and coordinate a global network of or-
ganizations fighting child-sexual exploitation and abduction.
ICMEC’s work brings promise to children and families by: estab-
lishing global resources to find missing children and prevent child-
sexual exploitation; creating national centers and affiliates world-
wide; building an international network to disseminate images of
and information about missing and exploited children; providing
training to law enforcement, prosecutors, judges, legal profes-
sionals, nongovernmental organizations, and government officials;
and advocating for changes in laws, treaties, and systems to protect
children worldwide.

While the exact scope of the problem of child pornography is dif-
ficult to determine, it is absolutely clear that the problem has ex-
ploded with the advent of the Internet. Cyberspace is home to more
than one million images of tens of thousands of children being sub-
jected to sexual abuse and exploitation, with 200 new images being
posted daily./1/ A 2002 survey by ECPAT International and the
Bangkok Post estimated that 100,000 child pornography web sites
existed in 2001./2/ And in the United States alone, child pornog-
raphy is a multi-billion dollar industry.

1See ECPAT International, Violence Against Children in Cyberspace, at 30 (2005), at http:/
/www.ecpat.net/eng/ publications/ Cyberspace/PDF/ECPATXCyberspaceX2005-ENG.pdf; Richard
Wortley and Stephen Smallbone, Child Pornography on the Internet, at 12 (Office of Community
Oriented Policing Services, U.S. Department of Justice, 2006), at http:/www.cops.usdoj.gov/
mime/open.pdf?Item=1729.

2See Isabelle Michelet, Children At Risk Online, slide 4 (Oct. 9, 2002), at http:/
www.prasena.com/public/ partners/researchers/Children%20At%20Risk%200nline.ppt.
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NCMEC’s CyberTipline, the “9—1-1 for the Internet,” serves as
the national clearinghouse for investigative leads and tips regard-
ing crimes against children on the Internet. In the 8 years that
CyberTipline has been in existence, NCMEC has received and proc-
essed more than 417,000 leads, resulting in hundreds of arrests
and successful prosecutions.

We have seen the victims portrayed in the images of child por-
nography getting younger and younger and the images themselves
becoming more graphic and more violent. A recent study dem-
onstrated that 83% of arrested child-pornography possessors had
images of children 6 to 12 years old; 39% had images of children
3 to 5 years old; and 19% had images of infants and toddlers under
age 3. 92% had images of minors focusing on genitals or showing
explicit sexual activity; 80% had pictures showing the sexual pene-
tration of a child, including oral sex; and 21% had child pornog-
raphy depicting violence such as rape, bondage, and torture.# Most
of these 1mages involved children who were gagged, bound, blind-
folded, or otherwise suffering sadistic sex.>

The same study also showed that 40% of arrested child-pornog-
raphy possessors were “dual offenders,” who sexually victimized
children and possessed child pornography,® suggesting there may
be a correlation between simple possession and committing sexual
abuse upon a child.

We live in a world in which the old rules no longer apply. Today,
victims of child pornography can be anywhere, in absolutely any
country. Children have become a tradable commodity for sale or
use. Recently, Pravda, a Russian news source, reported that orga-
nized criminals, extremist organizations, and terrorist groups are
increasingly moving into child trafficking and child pornography to
generate revenue to support their activities.” Why? Because:

e Children are plentiful and easily accessible;

e Child pornography is easy and inexpensive to produce;

e There is a huge consumer market for child pornography;

¢ Child pornography is enormously profitable; and
b e There is virtually no risk, far less than drugs, guns, and to-

acco.

There are documented cases in which child-pornography enter-
prises have been found to be operated by organized-crime networks.
One such case was that of the Regpay Company, a major Internet
processor of subscriptions for third-party commercial child-pornog-
raphy web sites. The site was managed in Belarus, the credit card
payments were processed by a company in Florida, the money was
deposited in a bank in Latvia, and the majority of the almost
300,000 credit card transactions on the sites were from Americans.

One of the greatest challenges we confront as champions of child
safety, child protection, and children’s rights globally, is the fact
that few of the world’s nearly 200 countries have any kind of mean-

3 Janis Wolak et al., Child-Pornography Possessors Arrested in Internet-Related Crimes: Find-
ings from the National Juvenile Online Victimization Study, at 4 (Nat'l Ctr. for Missing & Ex-
ploited Children ed., 2005).

41d. at 5.

51d.

61d. at viii.

7Sergey Stefanov, Russia Fights Child Porn and Terrorism on the Internet, Pravda, Dec. 4,
2002, at http://english.pravda.ru/main/ 2002/12/04/40373.html (on file with the International
Centre for Missing & Exploited Children).
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ingful system in place to adequately and effectively combat the sex-
ual exploitation of children, especially through child pornography.

In November of 2004, we began researching the child-pornog-
raphy legislation in place in the 184 Interpol Member Countries to
gain a better understanding of existing legislation and also to
gauge where the issue of child pornography stands on national po-
litical agendas. In particular, we were looking to see if national leg-
islation:

(1) exists with specific regard to child pornography;

(2) provides a definition of child pornography;

(3) criminalizes computer-facilitated offenses;

(4) criminalizes possession of child pornography, regardless
of the intent to distribute; and

(5) requires Internet Service Providers (ISPs) to report sus-
pected child pornography to law enforcement or to some other
mandated agency.

Once the relevant information was assembled and legal analysis
was conducted, preliminary results were compiled. In January
2006, letters were sent to the attention of Ambassadors of the
Interpol Member Country Embassies in Washington, D.C.; if no
Embassy listing was available, a letter was sent to the Ambassador
at the Permanent Mission to the United Nations in New York City.
All letters consisted of a summary of the model-legislation project
as well as country-specific results. Ambassadors were asked to
verify our research and provide us with corrected information by a
certain date, if such was necessary.

In April of this year, we published a report of our findings, as
well as recommendations for model legislation. We were, to say the
least, shocked and alarmed by the results of our research. We
found that the majority of countries around the world have no laws
that outlaw child pornography. And, in many other countries, exist-
ing laws are simply inadequate.

Our study found that in 95 countries, there are no child pornog-
raphy laws at all. In 136 countries, the possession of child pornog-
raphy is not a crime. In 122 countries, there is no law that specifi-
cally addresses the distribution of child pornography via computer
and the Internet. In 149 countries, the term “child pornography” is
not sufficiently defined.

There are 63 countries around the world that do have legislation
specific to child pornography, but meet few of the other criteria we
researched. Legislation in these 63 countries is insufficient and
must be enhanced in order to work toward the overall goal of better
protecting our world’s children.

Only 22 countries were in substantial compliance with the cri-
teria we deemed as essential to basic child-pornography legislation.
The legislation in these 22 countries meets all but the last criteria
of ISP reporting.

And finally, just 5 countries have laws in all 5 recommended cat-
Eégories: Australia, Belgium, France, South Africa, and the United

tates.

The lives of children who are exploited through child pornog-
raphy are forever altered, not only by the molestation, but by the
permanent record of the exploitation. No country is immune from
this form of child-sexual exploitation, and it will take a concerted
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effort from governments, law enforcement, and civil society to en-
sure that the world’s children are protected.

Realizing the importance of taking into consideration varying
cultural, religious, socio-economic, and political norms, our model
legislation resembles more of a menu of concepts that can be ap-
plied in all countries throughout the world, as opposed to actual
statutory language. In our report, we propose 10 fundamental pro-
visions that are essential to a comprehensive legislative strategy to
combat child pornography. Those 10 provisions are as follows:

(1) Define “child” for the purposes of child pornography as
anyone under the age of 18, regardless of the age of sexual con-
sent;

(2) Define “child pornography,” and ensure that the defini-
tion includes computer- and Internet-specific terminology;

(3) Create offenses specific to child pornography in the na-
tional penal code, including criminalizing the possession of
child pornography, regardless of one’s intent to distribute, and
including provisions specific to downloading or viewing images
on the Internet;

(4) Ensure criminal penalties for parents or legal guardians
who acquiesce to their child’s participation in child pornog-
raphy;

(5) Penalize those who make known to others where to find
child pornography;

(6) Include grooming provisions;

(7) Punish attempt crimes;

(8) Establish mandatory-reporting requirements for
healthcare and social-service professionals, teachers, law-en-
forcement officers, photo developers, information-technology
professionals, ISPs, credit-card companies, and banks;

(9) Address the criminal liability of children involved in por-
nography; and

(10) Enhance penalties for repeat offenders, organized-crime
participants, and other aggravated factors to be considered
upon sentencing.

A comprehensive legislative strategy that is aimed at combating
child pornography and that allows law enforcement to aggressively
investigate and prosecute offenders must extend beyond the crim-
inalization of certain actions by child-sex offenders. While such is
of obvious importance, of equal value are: adequately defining the
terminology that is used in national penal codes; legislating cor-
porate social responsibility; enhancing sanctions; forfeiting assets;
and strengthening sentencing provisions.

One of the biggest impediments to investigation and prosecu-
tion—in addition to the absence of meaningful legislation—is the
lack of experience, knowledge, and training on the part of law en-
forcement. That is why, since 2003, ICMEC has, in conjunction
with Interpol and through the generous support of the Microsoft
Corporation, traveled throughout the world to train law-enforce-
ment officers on how to investigate and “work” cases of computer-
facilitated crimes against children. To date, more than 1,600 law-
enforcement officers from 92 countries have benefited from the
training program. We have broken ground in China, Jordan, and
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Russia, with future trainings planned in India, Morocco, and Pan-
ama, just to name a few.

The goal of ICMEC is not to be the only NGO or even the pri-
mary NGO attacking the problem of child pornography—our goal
is to work with governments, NGOs, law enforcement, and industry
in a coordinated effort.

For example, 23 of the world’s most prominent financial institu-
tions and Internet industry leaders have joined with ICMEC and
NCMEC to create the Financial Coalition Against Child Pornog-
raphy. Our goal: to eradicate commercial child pornography by
2008. Our mission: to follow the money.

Members include MasterCard, Visa, American Express, Bank of
America, Citibank, PayPal, Microsoft, America Online, Yahoo, and
many others. And every day we are bringing new financial institu-
tions into this Coalition. Our newest member is HSBC North
America, and the American Bankers Association has recently
agreed to support the Coalition’s efforts. These are significant addi-
tions to our team.

The members of the Coalition represent 87 percent of the U.S.
payments industry, measured in dollars running through the sys-
tem.8 This offers great potential to eradicate the commercial child-
pornography industry. We would have a greater chance of success
if we had 100 percent participation by industry players around the
world. ICMEC representatives have met with the heads of the Eu-
ropean Banking Association as well as with officials from Central
American banks. We are also actively recruiting banking institu-
tions in Asia.

Much has been accomplished; however, there is more work to be
done. We need to continue to train law-enforcement officers around
the world and capitalize on the investigative talents of multiple
law-enforcement agencies on a multi-national basis. We need full
participation by the payments industry worldwide so that we can
begin to dismantle enterprises that profit from the heinous victim-
ization of children. We need to aggressively target heads of state
to declare their support in the fight against child pornography, and
encourage them to enact a thorough legislative strategy to combat
child-sexual exploitation.

During the July 2006 meeting in Brussels of the Parliamentary
Assembly of the Organization for Security and Cooperation in Eu-
rope, an important, historic resolution was unanimously adopted by
attending members of Parliament from more than 50 nations. The
Resolution on Combating Trafficking and the Exploitation of Chil-
dren was offered by Congressman Chris Smith and was presented
to the Parliamentary Assembly by Congressman Joseph Pitts.

We are particularly grateful for the strong leadership and sup-
port for the Resolution at the Parliamentary Assembly in Brussels
by Congressman Pitts, Congressman Alcee Hastings, Congressman
Ben Cardin, and Congresswoman Diane Watson. Its passage lays
the foundation on which we can build a comprehensive effort to en-
sure that there is uniform, consistent law for attacking this truly
global problem.

8 Nilson Report, No. 849, 850, 851 (2006).
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Today, we are here to urge lawmakers, law enforcement, indus-
try, and the public to take a serious look at the dangers threat-
ening our children, and to move decisively to minimize the risks
posed by those who exploit the world’s children and rob them of
their innocence. We look forward to working with you to put an end
to this international epidemic.

Now is the time to act.

Thank you.
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REPORT FROM THE U.S. MID-TERM REVIEW ON THE COMMER-
CIAL SEXUAL EXPLOITATION OF CHILDREN IN AMERICA

PREFACE

The United States Mid-Term Review on the Commercial Sexual
Exploitation of Children (CSEC) in America is a comprehensive at-
tempt to measure the United States’ progress since the Second
World Congress Against Commercial Sexual Exploitation of Chil-
dren took place in 2001 in Yokohama, Japan.

At the time of the Second World Congress Against Commercial
Sexual Exploitation of Children, the United States passed the Traf-
ficking Victims Protection Act (TVPA) of 2000. This landmark legis-
lation launched America into the fight against the commercial sex-
ual exploitation of children. Since then, we have adopted additional
legislation, including the Trafficking Victims Protection Reauthor-
ization Act (TVPRA) of 2005, which strengthens states’ programs
to prosecute child prostitution and further educate the public on
this issue; the PROTECT Act of 2003, which expands territorial ju-
risdiction to American sex offenders abroad; the Adam Walsh Child
Protection and Safety Act of 2006, which increases penalties for
child sex offenders, and we have ratified both The United Nations
Protocol to Prevent, Suppress, and Punish Trafficking in Persons,
Especially in Women and Children, and The Optional Protocol on
the Rights of the Child on the Sale of Children. These crucial legis-
lative measures aggressively confirm the commitment of the United
States Congress and Executive Office to stop those criminals who
seek to exploit our children through the commercial sex trade. The
American communities of child protection advocates from the fed-
eral government to NGOs, from local law enforcement to the pri-
vate sector, have rallied in support of this progressive and effective
legislation.

When the First World Congress took place in Stockholm in 1996,
most countries were just waking up to the fact that the world com-
munity had done little to confront CSEC. The 122 countries that
participated in the First World Congress took on the challenge by
unanimously accepting the Agenda for Action to address this ex-
ploitation both within their own countries and internationally.
Many governments amended their laws to better protect children
and began implementing preventive programs and protective serv-
ices. NGOs were a major part of the effort, lobbying for changes
and working with communities and children to speak out about
this horrific crime.

The fight moved forward, and by the time the Second World Con-
gress was held, the world was a different place. Not only was there
a far wider level of consciousness in both government and civil soci-
ety about child sexual exploitation, but there was an almost uni-
versal acceptance that children had special rights that needed to be
Erotected in order for them to grow up as fully developed human

eings.

In this new context, the 136 countries attending the Second
World Congress committed themselves to the Agenda for Action ac-
cepted in Stockholm and pledged to continue their work to eradi-
cate CSEC in all its forms, everywhere.
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As we look to the future in our next steps to combat the commer-
cial sexual exploitation of children, we must address it from both
the supply and the demand side. To date, the United States’ efforts
have maintained a very important and necessary focus on supply,
including public education, prevention, and restoration programs
for at-risk child victims. Increasingly, government officials and ad-
vocates around the United States are striving to expand the lens
of CSEC from the victim to the victimizer. This shift does not rep-
resent a relaxation of a victim-centered approach to combating
CSEC, but rather indicates the need to broaden our vision and re-
sources.

Through the exploitative vehicles of child pornography, prostitu-
tion, sex tourism and sex trafficking, demand is being fueled, re-
quiring younger and younger, more inexperienced product. Evi-
dence also shows strong links between each of the vehicles of ex-
ploitation. Legal pornographic websites link to illegal images of
child exploitation, and pornographic images of children create de-
mand for direct sexual contact with child victims.

As organizers of the United States’ Mid-Term Review, we are
proud to have brought together many of the country’s distinguished
leaders in the fight against CSEC. We hope this Review will be
seen as one of the milestones in our continuing progress and be-
comes a useful benchmark for measuring success in years to come.
Thank you to everyone who participated in this Review for your
dedication to eradicate the sexual slavery of children here in the
United States and around the world.

We wholeheartedly believe the United States is moving towards
becoming a society in which the buying and selling of children for
sexual exploitation is unacceptable, and no boy or girl will grow up
with the risk of being commercially sexually exploited. We look for-
ward to that day.

Very truly yours,
LINDA SMITH,
Founder and Executive Director of Shared Hope International
CAROL SMOLENSKI,
Executive Director of ECPAT-USA
DR. MOHAMED MATTAR,
Executive Director of the Protection Project of the Johns Hopkins
School for Advanced International Studies

Report from the U.S. Mid-Term Review on the Commercial Sexual
Exploitation of Children in America

Prepared By: Shared Hope International ECPAT-USA The Protec-
tion Project of the Johns Hopkins University School of Advanced
International Studies
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GLOSSARY OF ACRONYMS AND TERMS

Child Exploitation and Obscenity Section

Child Protective Services

commercial sexual exploitation of children

Department of Homeland Security

Department of Health and Human Services

Department of Justice

Federal Bureau of Investigation

Internet Crimes Against Children

Immigration and Customs Enforcement

internet service provider

Mid-Term Review

U.S. Mid-Term Review on the Commercial Sexual Exploitation of
Children in America

National Center for Missing and Exploited Children

nongovernmental organization

Office of Juvenile Justice and Delinquency Prevention

Office of Refugee Relocation

Trafficking Victims Protection Act

Trafficking Victims Protection Reauthorization Act

United States Attorney’s Office

DEFINITIONS

Child Trafficking/Trafficking of Children for Sexual Pur-
poses: For the purposes of the Mid-Term Review, child trafficking
refers to the trafficking of children for sexual purposes. As defined
by the Trafficking Victims’ Protection Act (TVPA) of 2000, sex traf-
ficking means the recruitment, harboring, transportation, provi-
sion, or obtaining of a person for the purpose of a commercial sex
act. Severe forms of trafficking in persons means (A) sex trafficking
in which a commercial sex act is induced by force, fraud, or coer-
cion, or in which the person induced to perform such act has not
attained 18 years of age; or (B) the recruitment, harboring, trans-
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portation, provision, or obtaining of a person for labor or services,
through the use of force, fraud, or coercion for the purpose of sub-
jection to involuntary servitude, peonage, debt bondage, or slav-
ery.l

Child Prostitution/Prostitution of Children: Child prostitu-
tion or the prostitution of children is the use of a child in sexual
activities for remuneration or any other form of consideration. Gen-
erally, a party other than the child benefits from a commercial
transaction in which the child is made available for sexual pur-
poses—either an exploiter intermediary (pimp) who controls or
oversees the child’s activities for profit, or an abuser who nego-
tiates an exchange directly with a child in order to receive sexual
gratification.2

Child Pornography: Child pornography is any representation,
by whatever means, of a child engaged in real or simulated explicit
sexual activities or any representation of the sexual parts of a
child, the dominant characteristic of which is depiction for a sexual
purpose. Child pornography includes material that visually depicts
a minor or a person appearing to be a minor engaged in sexually
explicit conduct or realistic images representing a minor engaged
in sexually explicit conduct.3

Child Sex Tourism: Child sex tourism is the commercial sexual
exploitation of children by men or women who travel from one
place to another, and there they engage in sexual acts with chil-
dren, defined as anyone aged less than 18 years.4

Supply and Demand: For the purposes of the Mid-Term Re-
view, the commercially sexually exploited children are the “prod-
uct.” Supply is the amount of product that a producer is willing
and able to sell at a specified price, while demand is the amount
of product that a buyer is willing and able to buy at a specified
price. The supply and demand model shows the relationship be-
tween a product’s accessibility and the interest shown in it.?

METHODOLOGY

In keeping with the goals of the Second World Congress Against
the Commercial Sexual Exploitation of Children in 2001, Shared
Hope International, ECPAT-USA and the Protection Project of the
Johns Hopkins University School for Advanced International Stud-
ies hosted the U.S. Mid-Term Review (MTR) on the Commercial
Sexual Exploitation of Children (CSEC) in America. The goal of the
MTR was to evaluate best practices, gaps in current efforts, and
challenges faced in the field through two stages of research. In the
first stage, the host organizations distributed questionnaires to the
relevant offices within the U.S. Department of Justice, U.S. De-
partment of Health and Human Services, U.S. Department of
Homeland Security, and U.S. Department of Education. Completed

1http://www.acf.hhs.gov/trafficking/resources/plain3site.html

2 Optional Protocol to the Convention on the Rights of the Child on the sale of children, child
prostitution and child pornography. Article 2 from ECPAT International at http://www.ecpat.net/
eng/CSEC/definitions/child3prostitution.htm

3 Optional Protocol to the Convention on the Rights of the Child on the sale of children, child
prostitution and child pornography. Article 2(c) from ECPAT International athttp:/
www.ecpat.net/eng/CSEC/definitions/child¥pornography.htm

4ECPAT International at http://www.ecpat.net/eng/CSEC/definitions/Child%sex#tourism.htm.

5http://www.iscid.org/encyclopedia/Supplytand$Demand&Theory
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questionnaires were received from the U.S. Department of Justice,
U.S. Department of Health and Human Services, and U.S Depart-
ment of Homeland Security. Questionnaires were also distributed
to over 100 NGOs from twenty-eight states and the District of Co-
lumbia requesting information about their current programs, fund-
ing availability, challenges and perspectives on issues of the com-
mercial sexual exploitation of children.

The second stage of the Mid-Term Review consisted of a con-
ference held April 3-4, 2006 in Washington, D.C., which brought
together over 120 individuals, including government agency rep-
resentatives, local law enforcement officials, academics, private in-
dustry representatives, and NGO leaders in a structured discussion
of the trafficking, prostitution, pornography, sex tourism and sup-
ply and demand of children. At the conclusion of the conference, all
participants were given until May 1, 2006 to resubmit any
addendums to their questionnaires or make any changes regarding
programmatic information.

Appendix A contains The United States Legal Framework
Against the Commercial Sexual Exploitation of Children, prepared
by Dr. Mohamed Mattar, Executive Director of the Protection
Project of the Johns Hopkins University School of Advanced Inter-
national Studies (SAIS). Appendix B contains a list of the partici-
pating organizations and agencies. A schedule of the MTR con-
ference is available in Appendix C. Appendix D is an additional
analysis of the survey information submitted by NGOs, and Appen-
dices E and F contain the survey forms submitted to government
agencies and NGOs respectively.

The Mid-Term Review assessed the four forms of CSEC as de-
marcated in the outcome summary of the Second World Congress
Against the Commercial Sexual Exploitation of Children: child traf-
ficking, child prostitution, child pornography and child sex tourism.
It also added an additional discussion on the supply and demand
of children. Due to the expansion of the definition of child traf-
ficking victims to include prostituted domestic minors, the Mid-
Term Review notes that it will be appropriate in subsequent re-
views to include “child prostitution” in the “child trafficking” cat-
eﬁorg/l.T’II‘{he following are the most critical findings resulting from
the .

KEY FINDINGS

1. Demand. The lack of programs focusing on demand for sexual
services of children was one of the greatest gaps and most urgent
issues addressed during the Mid-Term Review. Demand for sexual
services of children was recognized as the basis for the increasing
crisis of victimized children in America. Demand must be ad-
dressed through both prevention and prosecution. In this regard,
there is a dearth of public awareness programs, treatment options
and incarceration alternatives for buyers of commercial sexual ex-
ploitation of children.

2. The proliferation of child pornography. Child pornog-
raphy has increased exponentially in volume and violence, and it
is easily distributed due to emergent technologies. It was seen as
a cause, symptom and evidence of child exploitation. The growth of
on-line child pornography in the U.S. was addressed as a catalyst
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for the rise in demand for child victims and child pornography was
acknowledged as a gateway to further child sexual exploitation
through trafficking, prostitution and sex tourism.

3. An urgent need for more resources. Overall, the need for
greater resources was a theme echoed throughout each discussion.
Available resources targeted towards effective and secure services
for victims, especially physical shelter, are very limited at the local
level. Existing funding is dedicated to state foster care systems un-
able to protect and control this exploited population. NGO service
providers are often unable to keep victims secure due to a lack of
resources or funding.

4. Cooperation between civil society and law enforcement.
A need for continued and improved cooperation between local law
enforcement, NGOs and the federal government was identified.
While significant and productive partnerships have been built be-
tween these entities, closer communication and partnership is
needed to effectively fight CSEC in the United States.

5. Further development of legislation. Recent U.S. legislative
movement on CSEC has expanded criminal liability for those who
economically profit from such activity and extended territorial ju-
risdiction over CSEC offenders. However, continued legislative ini-
tiatives are needed that focus on the protection of, and appropriate
services for, child victims. This includes decriminalizing exploited
minors by refraining from arresting them for prostitution and not
using juvenile detention or the juvenile court delinquency process
against CSEC victims; reforming policies and practices within state
child protective services (CPS) agencies to more clearly address the
needs of CSEC victims; making state age of consent laws more con-
sistent with federal anti-trafficking and CSEC legislation by rais-
ing the upper age for protection of child victims; developing and im-
plementing right to residential shelter legislation for CSEC victims;
and reforming state laws and local law enforcement and prosecutor
policies to facilitate the prosecution of all adult exploiters, includ-
ing those who purchase sexual services from CSEC victims.

1. CHILD TRAFFICKING

“[Pimps and traffickers] both prey on vulnerable, neglected
youth. They both use the same targeting techniques, the same
false promises, the same mind control and manipulation.
Theyre both out for profit. Theyre both converting children
into cash.”—Ambassador John Miller, Senior Advisor to the
Secretary of State and Director of the Office to Monitor and
Combat Trafficking In Persons, U.S. Department of State ¢

The issue of child trafficking in the U.S. has been in a period of
dynamic shift since the Trafficking Victims Protection Act (TVPA)
was first passed in 2000. The TVPA changed the central concept
of trafficking from transportation to exploitation and reclassified
child prostitution victims as child trafficking victims. Since the re-
authorization in 2005, this legislation now extends services for sex
trafficking victims to any minor under 18 years of age, including

6 Remarks by Ambassador John Miller at the U.S. Mid-Term Review on the Commercial Sex-
ual Exploitation of Children in America (hereinafter cited as MTR-CSECA) conference. Johns
Hopkins University. April 3, 2006.



65

American citizens and legal permanent residents being sold for
commercial sex in the U.S.

1.1. Current Efforts. The federal government, local law enforce-
ment, and nongovernmental organizations have all made consider-
able progress in developing efforts to address child trafficking in
the U.S. since the Second World Congress in Yokohama in 2001.
Through the Innocence Lost Initiative created in 2003, the Federal
Bureau of Investigation (FBI) and Department of Justice (DOJ)
Child Exploitation and Obscenity Section (CEOS), in partnership
with the National Center for Missing and Exploited Children
(NCMEC) have developed task forces in 16 cities, specific to child
trafficking and prostitution issues. These cities were selected for
the high volume of CSEC activity and the high risk for children
there.” These task forces are key components in the effort because
they share information, facilitate crucial trainings and work with
local service providers. Both NCMEC and the U.S. Attorney’s Office
(USAO) offer trainings on CSEC for NGOs and law enforcement
personnel.® As of May 2006, the Innocence Lost Initiative has iden-
tified over 300 victims, and made 547 arrests with 105 indictments
and 80 convictions.?

As of May 2006, the Innocence Lost Initiative has identified
over 300 victims, and made 547 arrests with 105 indictments
and 80 convictions.

In a related effort, the Department of Justice is increasingly
identifying and prosecuting child traffickers through money laun-
dering and forfeiture laws. During the review process, emphasis
was placed on the effectiveness of using financial records to track
down and prosecute traffickers.1© The Department of Health and
Human Services (DHHS), Office of Refugee Relocation (ORR) has
also launched the Rescue and Restore Campaign, which has devel-
oped resource materials, recruited a network of coalition partners,
and performed outreach through workshops, conferences, and
trainings about human trafficking and how to identify and assist
victims. In 2004, ORR awarded $3.37 million in second-year con-
tinuation grants to 14 organizations to fund projects that raise
awareness of trafficking in persons and/or provide case manage-
ment and direct services to victims of all ages.11

NGOs have also developed educational materials, victim restora-
tion programs, legal reform, and victim identification actions. For
example, Shared Hope International produced an educational video
for those who work with CSEC victims, which reveals the recruit-
ment of children, the perpetrators who cultivate demand, and the
marketplace of pimps, johns and victimized youth. This video is de-
signed for social service providers, law enforcement officers and

7United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 2.

8United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 3.

9Email correspondence from FBI Crimes Against Children Unit Intelligence Analyst John
Hauger to Amanda Kloer. May 2006.

10 Remarks by Wendy Waldron at the MTR-CSECA conference. April 3, 2006.

11 Report for the Mid-Term Review on the Commercial Sexual Exploitation of Children in
America: HHS Activities to Combat the Sexual Exploitation of Children. March 29, 2006. P 7.



66

others who work with commercially sexually exploited youth.12 To
improve restoration of child sex trafficking victims, WestCare Ne-
vada opened a treatment unit for behavior modification which rec-
ognizes and treats sexually exploited youth as victims. The treat-
ment program lasts about six months and culminates by reuniting
the victim with his or her family when appropriate or a safe place-
ment in the state CPS system. Two groups which have funding
from ORR to provide services to all internationally trafficked chil-
dren in the country are the U.S. Conference of Catholic Bishops
(USCCB) and Lutheran Immigration and Refugee Service (LIRS).
Their work extends beyond providing services, from working on im-
proving legislation to child protection policies, as well as working
with local task forces and developing training curricula. Through
the work of these NGOs, the U.S. has advanced the challenge of
identifying the service needs of internationally and domestically
trafficked children and providing services to them.

1.2. Gaps and challenges. The main gaps and challenges in
combating child trafficking were identified in the lack of secure
shelters for victims, the need for more effective cooperation be-
tween NGOs and government agencies, the difficulties in the iden-
tification of victims and traffickers, and the lack of preventive
measures.

1.2.1. Lack of services and secure shelters for victims of
trafficking. Despite excellent progress in the field, the MTR noted
that significant gaps still exist in anti-trafficking programs in the
U.S. The most notable of these is the lack of secure physical shel-
ters and safe housing for victims of trafficking and the tendency in
many states to house trafficking victims in juvenile detention cen-
ters.13 There are very few facilities that provide secure shelter spe-
cifically for child victims of human trafficking, and fewer that pro-
vide secure shelter for domestic victims, because the existing fund-
ing is earmarked for international victims.14 Often, before a foreign
or domestic child is officially designated as a trafficking victim, no
services are funded for that child.l> Some organizations are able to
train established domestic violence shelters to serve CSEC victims.
However, these shelters are often full themselves and are not al-
ways able to provide shelter and services to victims with the dis-
tinct needs of commercially sexually exploited youth.1®6 There is
also a severe lack of victim services in the United States for victim-
ized boys. For example, as of May 2006, there were no treatment
programs available for boys in the state of Nevada, an area in
which there are many male victims.1? The 2005 TVPRA provides
for the establishment of three pilot programs for shelters for vic-
tims of domestic trafficking in the U.S. However, funding for more
shelters is needed.

State CPS agencies also provide shelter and protection programs
for child victims of trafficking, but these programs vary from state
to state making the identification of victims and prosecution of per-

12From MTR-CSECA Questionnaire data.

13 Remarks by Rachel Lloyd at the MTR-CSECA conference. April 3, 2006.
14Remarks by Myesha Braden at the MTR-CSECA conference. April 3, 2006.
15 Discussion from the MTR-CSECA conference. April 3, 2006.

16 Discussion from the MTR-CSECA conference. April 3, 2006.

17Remarks by Marlene Richter at MTR-CSECA conference. April 4, 2006.
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petrators difficult on a federal level.l® For example, some state
CPS agencies are only mandated to protect children who are being
abused by their parents, and they may not be able to take in those
being exploited by others.1® Furthermore, healthcare workers are
unaware of the needs of child sex trafficking victims and need
training to provide appropriate services.29 Some states have begun
to make efforts to fill this gap by recognizing the distinct needs of
commercially sexually exploited children. For example, Florida has
adopted a promising statewide program which enables CPS to take
reports of potential trafficking victims on the CPS emergency abuse
and neglect hotline and trains CPS staff on identification of child
trafficking victims and the process for referring them to the appro-
priate services for care. This process has resulted in higher victim
identification rates.2!

1.2.2. Cooperation between NGOs and governmental agen-
cies. Cooperation and coordination among and between service pro-
viders, NGOs and government agencies is insufficient. Specifically,
there should be a concrete recognition and referral system in place
among service providers and between service providers and govern-
ment agencies. The absence of such a system is due to a lack of
funding and resources and a high turnover in trained providers.
The issue of distrust between law enforcement and NGOs was also
raised. While the overarching goal is to build partnerships between
law enforcement and service providers, the results of these collabo-
rations have been both positive and negative.22 Greater cooperation
between concerned government agencies would also enhance the
struggle against commercial sexual exploitation of children. For ex-
ample, DHHS, DOJ and the Department of Homeland Security
(DHS) have a memorandum of understanding in place which pre-
vents DHHS from certifying an international child trafficking vic-
tim without a signed request from the federal law enforcement sys-
tem. This memorandum of understanding stands in the way of
prompt delivery of services to these international child trafficking
victims and should be reconsidered or eliminated.23

1.2.3. Identification of victims and perpetrators. Despite the
large numbers of children estimated to be trafficked both from
abroad and within the U.S., most victims are not being identified.
Victim identification can be a challenge, since child trafficking vic-
tims can be American citizens, legal permanent residents, children
of foreign nationals, children of documented or undocumented
workers, or foreign victims trafficked into the country. There are
differences in the level of organization in the trafficking of inter-
national victims and domestic victims, as well as differences in the
experiences of the victims themselves. One issue for foreign victims
is the risk of deportation and re-victimization. Each year, 38,000
children are deported from the U.S., some of who may be unidenti-

18 Remarks by Dr. Mohamed Mattar at the MTR-CSECA conference. April 3, 2006.

19 Remarks by Julianne Duncan and Susan Krehbiel at the MTR-CSECA conference. April 3,
2006.

20 Remarks by Brian Willis at the MTR—-CSECA conference. April 3, 2006.

21 Remarks by Julianne Duncan and Susan Krehbiel at the MTR-CSECA conference. April 3,
2006.

22 Remarks from the MTR-CSECA conference. April 3, 2006.

23 Remarks by Julianne Duncan at the MTR-CSECA conference and comments by Carol
Smolenski. April 3, 2006.
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fied trafficking victims.2#4 Traffickers are often able to keep children
enslaved under the threat of deportation. Domestic victims are
often controlled by a decentralized network of pimps and traf-
fickers. They are found in street prostitution, massage parlors,
brothels, strip clubs, and escort services.25 More research is needed
into the pimp-child relationship and the issues of emotional, phys-
ical and mental deception and coercion that are inherit in that re-
lationship, as well as mental health problems, such as depression
and suicide, within this population of children.26

Each year, 38,000 children are deported from the U.S., some

of who may be unidentified trafficking victims.

Age is also a significant issue in identifying victims of CSEC.
Many victims are given false identification documents which build
into an official identity through repeated arrests.2? Moreover, the
legal differences in the definition of age of consent vary from state
to state. The age of sexual consent falls between 16 and 18 in most
states, including several states with separate penalties for sexual
conduct with a minor from 14-16 and under 13. In many states,
the homosexual age of consent and the heterosexual age of consent
are different.28 This system makes legislation and prosecution on
the federal level challenging and especially difficult when the
minor has been transported across state lines for commercial sex-
ual exploitation.

In addition to the issue of victim identification and assistance,
better identification and prosecution of predators, pimps and traf-
fickers is crucial in order to decrease the number of victimized
youths. Gangs increasingly have been noted to be involved in the
trafficking of children, especially American children within the
U.S.22 Another trend is more organized ethnic groups of criminals
victimizing children systematically in ethnically-based brothels and
massage parlors. This trend requires investigators who are focused
on specific ethnic communities. Closed ethnic brothels and mobile
sex rings often present barriers to finding and prosecuting child
traffickers.30

1.2.4. Lack of prevention programs. Preventive education and
services for both boys and girls are virtually non-existent. In par-
ticular, the lack of services available for young men discouraging
the sexual abuse of children and promoting respectful relationships
may also be a contributing factor to child sex trafficking. Poverty
and racism were identified as elements that often encourage young
men to become pimps and traffickers when no other viable career
options are available.3! Less than 5 percent of the organizations
surveyed indicated they had conducted an education or awareness
campaign directed at at-risk young men.32 The need for such edu-
cation was identified as a priority.

1.3. Conclusion. Overall, national efforts to fight child traf-
ficking have increased since 2001. The U.S. has renewed and re-

24 Remarks by Marissa Ugarte at the MTR-CSECA conference. April 3, 2006.

25 Remarks by Wendy Waldron at the MTR-CSECA conference. April 3 2006.
26 Remarks by Myesha Braden at the MTR-CSECA conference. April 3, 2006.
27Remarks by Wendy Waldron at the MTR-CSECA conference. April 3 2006.
28 From http://www.avert.org/aofconsent.htm. July 16, 2006.

29 Remarks by Myesha Braden at the MTR-CSECA conference. April 3, 2006.

30 Remarks by Wendy Waldron at the MTR-CSECA conference. April 3 2006.
31 Remarks from the MTR-CSECA conference. April 4, 2006.

32From MTR-CSECA Questionnaire data.
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funded successful anti-trafficking legislation, increased prosecu-
tions of child traffickers, created systems for recognition and identi-
fication and developed new and better services for victims. How-
ever, the U.S. also recognizes the need to continue this progress by
developing even more victim services, especially secure physical
shelter, to fill the national shortage.

2. CHILD PROSTITUTION

“Child prostitution in the United States is widespread and
indiscriminate. The size of the city or town doesn’t matter. It’s
anywhere and it’s connected—it’s networked. Enforcement is
highly problematic.”—Drew Oosterbaan, Chief of the Child Ex-
ploitation and Obscenity Section of the Department of Justice 33

Child prostitution in the United States is a significant and grow-
ing problem. According to some estimates, the average age of entry
into prostitution or the commercial sex industry in the U.S. is 11—
13 years old.34 Victims of child prostitution may experience emo-
tional and psychological trauma, physical abuse, and higher risks
for sexually transmitted diseases. Child prostitution has always
been a state crime, but the inclusion of child prostitution victims
as trafficking victims under the 2005 TVPRA has involved the fed-
eral government.

2.1. Current efforts. The U.S. federal government has taken
important steps in addressing child prostitution since 2001, specifi-
cally focusing programs on following a victim-centered approach.
The Innocence Lost Initiative, a project of DOJ/CEOS, FBI and
NCMEC trains state and local officials and NGOs on identification
and protection of prostituted children, as well as detection and
prosecution of pimps and johns in several cities which have high
incidences of child prostitution. More than 300 key law enforce-
ment personnel have been trained to date. Additionally, DOJ has
trained upwards of 1000 people on victim identification.?6 The FBI
has used the enterprise theory in their investigations by relying
heavily on intelligence and cooperation with state and local part-
ners. Unlike traditional investigative theory, which relies on law
enforcement’s ability to react to a previously committed crime, en-
terprise theory encourages a proactive attack on the structure of
the criminal enterprise.3”

DHS Immigration and Customs Enforcement (ICE) and DOJ Of-
fice of Juvenile Justice and Delinquency Prevention (OJJDP) task
forces have also worked diligently with state and local police to
allow federal agencies to investigate more crimes against children,
while building the capacity of local law enforcement to investigate
child prostitution.3® For a long time DHHS has funded a street out-
reach program for runaway and homeless youth, including the Na-

33 Remarks by Drew Oosterbaan at the MTR-CSECA conference. April 4, 2006.
34 http://www.usdoj.gov/criminal/ceos/prostitution.html
35

36 United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 3.

37 Remarks by John Hauger at the MTR-CSECA conference. April 3, 2006.

38 DHS Reporting on Combating Commercial Sexual Exploitation of Children. March 2006. P
1
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tional Runaway Switchboard. The switchboard handles more than
115,000 calls each year.3°

NGOs and local law enforcement have further developed effective
strategies for victim identification, direct outreach and victim-cen-
tered prosecution. Girls Educational and Mentoring Services
(GEMS) has focused its primary outreach efforts towards young
women in the criminal justice system, foster care system and on
the streets. GEMS provides holistic case management, long-term
mentoring and other specialized supportive services.4® Similarly,
the Paul and Lisa Program provides food, clothing and other phys-
ical supplies though their street outreach program. They actively
seek out victims and refer them to shelter and restoration pro-
grams.4! To support victim-centered prosecution, the Child Exploi-
tation Unit of the Atlanta Police Department uses victim testimony
minimally for prosecution to protect the victim’s mental health. In-
stead, they build cases based on investigative evidence and docu-
ments.42

2.2. Gaps and challenges. Despite the improvement of U.S. fed-
eral government initiatives, major challenges in assisting victims of
child prostitution remain. The main challenges in combating child
prostitution were identified as the difficulty of obtaining victims’
cooperation with the authorities, the lack of funding for protection
programs, training and education and the creation of effective sub-
stantive and procedural legislation.

2.2.1. Victims’ cooperation with the authorities. Frequently,
psychological coercion and abuse cycles start at an early age, induc-
ing victims to repeatedly return to exploitation. Many child pros-
titution victims have been deceived or coerced by an older pimp
into believing they are in a loving relationship. The victim, there-
fore, may be reluctant to abandon or testify against the man she
calls her “boyfriend.”43 Additionally, there is often resistance on
the part of victims . to cooperate with law enforcement and pros-
ecutors due to a lack of trust. This trust is often difficult to create
since many victims have been told by pimps that law enforcement
officers will imprison or deport them.4* This mistrust persists be-
cause some local law enforcement officers and juvenile court judges
fail to view prostituted children as victims.

According to some estimates, the average age of entry into
prostitution or the commercial sex industry in the U.S. is 11—
13 years old.

2.2.2. Lack of funding for protection programs. NGOs and
service providers are needed to provide secure restoration facilities
and counseling to victims to help them to leave their situation per-
manently. However, due to lack of funding and resources, less than
20 percent of groups surveyed were able to provide physical shelter
to child prostitution victims. These service providers also cited a
lack of resources in being able to provide basic food and clothing

39 Report for the Mid-Term Review on the Commercial Sexual Exploitation of Children in
America: HHS Activities to Combat the Sexual Exploitation of Children. March 29, 2006. P 10.

40 http://www.gems-girls.org/outreach.html

41From U.S. Mid-Term Review on the Commercial Sexual Exploitation of Children in America
Questionnaire data.

42Remarks by Sgt. Ernest Britton at the MTR-CSECA conference. April 3, 2006.

43 Remarks by Sharon Marcus-Kurn at the MTR-CSECA conference. April 3, 2006.

44Remarks by Myesha Braden at the MTR—CSECA conference. April 3, 2006.
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needs, counseling and restorative services.4> In addition to more fa-
cilities, a greater presence of law enforcement is needed to combat
child prostitution in the U.S. Often there are limited numbers of
agents assigned to CSEC issues in general, and very few assigned
specifically to child prostitution. In Washington, D.C., before the
creation of the D.C. Human Trafficking Task Force, there were
only three FBI agents assigned to crimes against children. Now,
however, that number has grown, and participating agents and
prosecutors have successfully prosecuted numerous criminals.46

Law enforcement officials must also continue to cooperate on
state and federal jurisdiction issues. Both public defenders and po-
lice are often faced with the decision of physically detaining the vic-
tim or allowing her or him to return to exploitation. If police place
the victim in a state juvenile detention center, there is often a neg-
ative public reaction. Yet, if the victims are sent to unsecured shel-
ters, there is a risk they will leave and return to their pimp at the
first opportunity.4” Most shelters which have been established to
deal with other populations of victims, for example adult domestic
violence victims, worry about the security risks of housing pros-
tituted minors, as these shelters will often receive threats by orga-
nized crime or pimps. If minors are sent back home, advocates
worry that they will face the same abusive situations at home or
in the foster care system which caused them to become runaways
or throwaways.48 While some task forces have begun to address the
issue of training for law enforcement, public defenders and prosecu-
tors, more work remains to be done.

Over 35 children are arrested for prostitution in Washington,
D.C. alone each year.

Educating public defenders and judges to view prostituted chil-
dren as victims as opposed to criminals is especially important.4?
Knowledge of the legal definition of a trafficking victim in the U.S.
helps public defenders identify victims and recommend appropriate
services. Each year, thousands more minors are arrested for crimi-
nal prostitution than receive victim services as trafficking victims.
Over 35 children are arrested for prostitution in Washington, D.C.
alone each year.50 Such arrests are contradictory to anti-trafficking
law; children under the age of 18 (or in some states 16 or 17) can-
not legally consent to sexual contact, therefore they cannot be com-
mitting a crime. This includes adolescents in prostitution, who tend
to be viewed by law enforcement as criminals rather than victims
deserving support and services.51

2.2.3. Creation of effective substantive and procedural leg-
islation. Another challenge of combating child prostitution is the
creation of effective laws and successful prosecutions. For example,
there have been twelve new state laws on child trafficking and
prostitution passed since the Second World Congress, but there

45From U.S. Mid-Term Review on the Commercial Sexual Exploitation of Children in America
Questionnaire data.

46 Remarks by Myesha Braden at the MTR—CSECA conference. April 3, 2006.

47Remarks by Sgt. Ernest Britton at the MTR-CSECA conference. April 3, 2006.

48 Remarks by Susan Krehbiel at the MTR—CSECA conference. April 3, 2006.

49 Remarks by Julianne Duncan at the MTR-CSECA conference. April 3, 2006.

50 Remarks by Myesha Braden at the MTR—CSECA conference. April 3, 2006.

51 Remarks by Rachel Lloyd at the MTR-CSECA conference. April 3, 2006.
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have been no convictions under them.52 This indicates state laws
might be faulty or under-utilized by local law enforcement and
prosecutors. The language of law is also significant in this issue.
The current legal definition of commercial sexual exploitation in-
cludes explicit performance such as stripping, nude dancing,
webcam performances, and live explicit performance.53 However,
these areas of CSEC are rarely addressed to the same degree as
child trafficking, prostitution, pornography, and sex tourism. Ex-
plicit performance could be included as part of a discussion on child
prostitution or pornography, or as a separate topic. This topic lacks
both the research and victim identification efforts other topics have
received. In order to begin recognizing prostituted children as vic-
tims rather than criminals, state and local legislation needs to be
modified to decriminalize prostitution charges for children less
than 18 years of age.

Procedural reforms are also needed to allow prosecution of per-
petrators without victim/witness testimony. Requiring victims to
testify against their exploiters can sometimes lead to re-victimiza-
tion as the child must relive the trauma in a courtroom. This can
be even more difficult when the exploiter deceived or coerced the
victim into believing their relationship was “love.” However, there
are techniques to avoid re-victimization, including using closed cir-
cuit television to take depositions.5* Prosecutors can also build
cases with evidence other than victim testimony, as is the practice
in homicide cases.5® However, this process can make convictions
more difficult to secure.

2.3. Conclusion. Overall, steps have been taken since 2001 to
combat child prostitution in the United States Defining sexually
exploited minors as victims of human trafficking in the U.S. brings
a whole new way of thinking about these children for whom protec-
tion and services have never been substantially available. Victims
of child prostitution now have access to additional protective serv-
ices, and prosecutors and law enforcement officials have better
tools to apprehend the pimps and exploiters. However, the need re-
mains for more services, education and training, effective and sub-
stantive federal and state legislation, and the continuation of effec-
tive partnerships with civil society.

3. CHILD PORNOGRAPHY

“Our data establishes that 39 percent of the offenders identi-
fied and prosecuted have had Images images of children young-
er than 6. 19 percent have had images of children younger
than 3. The demand is for younger and younger victims and
the images are becoming more graphic and more violent. [Child
pornography] is an exploding problem that America and the
world don’t understand.”—Ernie Allen, President and Chief Ex-
ecutive Officer, National Center for Missing and Exploited Chil-
dren 56

52Remarks by Derek Ellerman at the MTR-CSECA conference. April 3, 2006.

53 Remarks by Dr. Mohamed Mattar at the MTR-CSECA conference. April 3, 2006.
54 Remarks by Myesha Braden at MTR-CSECA conference. April 3, 2006.
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With the development of the internet, the amount and variety of
child pornography created, bought, sold, and traded has exploded.
The sheer volume of child pornography in existence has increased
exponentially since 1995 due in part to technology such as the dig-
ital camera and the internet. Since 1982, when the Supreme de-
cided in New York vs. Ferber that child pornography was not pro-
tected speech,57 child pornography came to be understood not only
as illegal images, but also as documentation of child sexual
abuse.?® The new technological dimension of child pornography has
made it both an international and domestic issue, as alliances and
partnerships between both perpetrators and law enforcement often
extend overseas. The MTR addressed child pornography in terms
of current efforts and challenges of victim identification and protec-
tion, technology, legislation, and private industry initiatives.

3.1. Current efforts. To address the issue of child . pornog-
raphy, DOJ/CEOS and FBI partnered with NCMEC and America’s
Most Wanted to create the Innocent Project. Innocent Images
works to find and protect victims of child pornography as well as
prosecute producers and distributors.5® As part of this initiative,
NCMEC has reviewed over three million pornographic images and
identified some 660 child victims.69 Additionally, both DOJ and the
Cyber Crimes Unit of Immigration and Customs Enforcement (ICE)
of DHS are investigating and prosecuting the distribution of child
pornography globally through the use of online groups or commu-
nities, file servers, Internet relay chat, e-mail, peer-to-peer net-
works and websites. ICE has cooperated with Interpol to create an
international database of child pornography victims as part of Op-
eration Falcon.6l The National Child Victim Identification System
(NCVIS) is also managed and administered by ICE and aims to
identify child victims through internet tracking. As of July 2005,
they have logged more than 100,000 images, with a 91.22 percent
successful identification rate.62 Federal prosecution of child pornog-
raphy and abuse cases increased from 350 cases in 1998 to over
1,400 cases in 2005.63

In a related effort, OJJDP funded the Internet Crimes Against
Children (ICAC) Task Force Program. The ICAC Task Force Pro-
gram was created to help state and local law enforcement agencies
enhance their investigative response to offenders who use the
Internet, online communication systems, or other computer tech-
nology to sexually exploit children.6¢ As of May 2006, there are
plans for an increase to 46 task forces representing over 1,200
local, state, and federal agencies around the country.

In addition to the U.S. government efforts to combat child por-
nography, private industry in the U.S. has made significant steps

57 http://www.prostitutionrecovery.org/prostitutionftimeline.html

58 Remarks by Claude Davenport and Ernie Allen at the MTR-CSECA conference. April 3,
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in protecting their technology from abuse by child exploiters. All
internet service providers are legally required to report these po-
tential child pornography offenses to NCMEC, but some are going
above and beyond this mandate.®> Both Microsoft and America On-
line (AOL) are using their technology to block children from sexual
material and to detect child predators. The Internet Safety Pro-
gram, a partnership between Microsoft and NCMEC, uses software
to identify and analyze images of child pornography, report the im-
ages to NCMEC, and deny the purveyors profit. This partnership
also conducts trainings for law enforcement globally; to date they
have trained 1,300 law enforcement officers from 89 countries on
the issue of high tech crime relating to CSEC. Microsoft has been
a leader in developing tracking capacities to detect child pornog-
raphy and information-sharing systems for law enforcement, in-
cluding a partnership between Interpol and the Microsoft Virtual
Global Task Force.6 Many advocates look to them as a model for
incorporation of other internet service providers into child protec-
tion programs. NCMEC has also been working with leading credit
card companies and financial corporations to build a financial coali-
tion against child pornography. This coalition would prevent buyers
of child pornography from using electronic billing or disguised
charges, thereby reducing the anonymity of the internet.57

AOL has worked with ICE and CEOS to identify and report im-
ages of child pornography and the individuals who distribute them.
AOL has created a uniform methodology to identify, report and pre-
serve evidence of child pornography or prostitution in a way that
can help prosecuting U.S. agencies build a case and service pro-
viders identify and protect the victim. The image detection filtering
protocol AOL developed has proved successful in reducing the
spread of child pornography within AOL networks.68

3.2. Gaps and challenges. The main challenges faced when ad-
dressing the problem of child pornography were identified as dif-
ficulty in identifying victims, emergent technology as a facilitator
for child pornography, and the need for effective legislation.

3.2.1. Identification and protection of victims. As with child
trafficking and prostitution, one of the main challenges in com-
bating child pornography is the identification and protection of vic-
tims. Since NCMEC established its Cybertip website, they have re-
ceived over 360,000 tips helping to identify victims. Statistics on
child pornography victims are sometimes confusing in victim iden-
tification, since some statistics may contradict conventional wisdom
on sexually exploited children.6® While CSEC victims are often as-
sumed to be female, up to 50 percent of child pornography victims
are boys.’0 As part of a sad and growing trend, young boys are
using camcorders and webcams to exploit themselves over the
internet for money. Still, only about 5 percent of all exploitative im-
ages are self produced.”! An estimated 80 percent of all child por-
nography producers are family members or close friends of the fam-
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ily, and of that 80 percent, almost 50 percent are family mem-
bers.”2 Demand is growing for images of younger victims, many as
young as three years old, engaged in more graphic and violent
acts.”3

An estimated 80 percent of all child pornography producers
are family members or close friends of the family, and of that
80 percent, almost 50 percent are family members.

3.2.2. Technology as a facilitator of child pornography. As
of May 2006, less than half of surveyed NGO organizations had de-
veloped programs which target technology as a facilitator of
CSEC.7* However, the emergent world of technology plays a vital
role in the distribution of child pornography. Before the internet,
images had to be transferred via U.S. mail, and federal agents
were able to track them down more easily.”> Today, child exploi-
tation images can be shared over the internet through streaming
or downloadable media, email, peer-to-peer file sharing servers, on-
line chat rooms, messaging services and through emerging tech-
nologies such as video mp3 players, video and photo cell phones,
and networked video game systems.”® The vast expansion of these
technologies provide a constant challenge to law enforcement to
stay one step ahead of the predators technologically. Similarly, the
development of the digital camera and digital video camera has
created a method for exploiters to make images of child sexual
abuse without the risk of getting caught. Another challenge is the
sophistication of many child pornography websites. Organized
crime groups are increasingly using child pornography sites to steal
users’ identities and extort money from them, because they are con-
fident the child pornography users will not report the identity theft
to the police.”?” Furthermore, there is an international aspect to
child pornography websites. Images of child exploitation are often
maintained by nationals of numerous countries. Taking down com-
mercial websites of child pornography may entail using interagency
and international cooperation, crossing borders and jurisdictions to
make arrests, and organizing prosecutions between national gov-
ernments.”® Child pornography sites are also put up and taken
down quickly to avoid detection by law enforcement, making quan-
tifying the number available at any given time difficult.

Today, child exploitation images can be shared over the
internet through streaming or downloadable media, email,
peer-to-peer file sharing servers, online chat rooms, messaging
services and through emerging technologies such as video mp3
players, video and photo cell phones, and networked video
game systems.

3.2.3. Creation of effective legislation. Further development
is needed in legislation criminalizing production, distribution and
possession of child pornography, both domestically and abroad. In
the U.S., any activity related to child pornography is a felony at
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the federal level, but may be a misdemeanor in some states.”®
There is also an especially heavy burden of proof on the prosecu-
tion in child pornography cases. Over 90 percent of NGOs surveyed
felt that current funding for CSEC legislative measures in the U.S.
was not adequate, and 73 percent felt that the legislation that is
available is not sufficiently used by prosecutors.8® Ninety-five coun-
tries still do not have laws that criminalize child pornography.81 Of
the remaining countries that do have legislation specifically ad-
dressing child pornography, 54 countries do not define child por-
nography in national legislation; 27 countries do not provide for
computer-facilitated offenses; and 41 countries do not criminalize
possession of child pornography regardless of the intent to dis-
tribute.82

3.2.4. More resources for both prevention and prosecution.
There is far too much child pornography being produced for inves-
tigators and prosecutors to keep abreast of it. More resources are
needed for investigators to track down and make cases against
those who produce and distribute child pornography. Furthermore,
more resources are needed to educate community members, legisla-
tors, ISPs and others about what child pornography is and what
can be done to fight its production and distribution.

3.3. Conclusion. Since 2001, U.S. policies and programs have
increased dramatically to address the growing industry of child
pornography. Due to the rapidly changing nature of technology,
U.S. government agencies, social service providers, and technology
industry companies must continuously reevaluate and grow child
protection programs. The U.S. recognizes the need to continue up-
dating technology and work with international organizations and
governments to remove child pornographic websites and punish
those profiting from them. The U.S. is still in the very beginning
stages of grappling with child pornography and all of its con-
sequences.

4. CHILD SEX TOURISM

Child sex tourism is both an international and domestic issue. In
the past few years, both government and nongovernmental groups
in the U.S. have begun to address the issue of domestic and inter-
national child sex tourism. Cities in the U.S such as Las Vegas
with a huge tourism industry can be destinations for domestic sex
tourists seeking to exploit children. The MTR examined child sex
tourism in terms of current efforts, victim identification and protec-
tion, legislation and prosecution.

4.1. Current efforts.

“Since the U.S. has turned up the heat around the world
under the PROTECT Act, a child sex tourist might start to
think ‘Buy American.’” If that child sex tourist used to go to
other countries, and now law enforcement is increased abroad,
why wouldn’t he go to Miami or California and ‘Buy Amer-

7 Remarks by Damon King at the MTR-CSECA conference. April 3, 2006.

80 From MTR-CSECA Questionnaire data.

81 Remarks by Claude Davenport at the MTR-CSECA conference. April 3, 2006.

82 International Centre for Missing and Exploited Children. 2006. Child Pornography: Model
Legislation and Global Review. iv.
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ican’?”—Linda Smith, Founder and President, Shared Hope
International 83

Before 2003, child sex tourism was a difficult crime to prosecute
in the U.S. However, since the passage of the PROTECT Act of
2003, there have been over 50 indictments and 29 convictions of
Americans involved in child sex tourism. The PROTECT Act ex-
pands American legal jurisdiction to U.S. citizens anywhere in the
world engaging in sex tourism with a child under 18 years old. In-
tent is not required for a conviction, and attempt is also a crime.84
The PROTECT Act has been an important tool in allowing law en-
forcement to capture and prosecute child sex tourists either before
or after their crime has been committed. Both DOJ/CEOS and
DHS/ICE have supported the passage and implementation of this
legislation to give law enforcement tools to prevent child sex tour-
ism and prosecute offenders.85

NGOs and private industry are developing successful programs
and partnerships to address child sex tourism through the travel
industry. For example, ECPAT Sweden and Nordic Tour Operators
created the International Code of Conduct for the Protection of
Children from Sexual Exploitation in Travel and Tourism, which
provides an opportunity for hotels and travel agencies to actively
combat child sex tourism through staff training and programs. It
is supported by the U.S. Department of State and the World Tour-
ism Organization and is funded by UNICEF. While the Code has
enjoyed great success internationally, concern was expressed over
the reluctance of many American companies to sign the Code of
Conduct, possibly due to fear of liability and loss of income. Cor-
porations have cited the independence of franchises as a reason for
their inability to sign the Code of Conduct. Carlson Companies,
owners of Radisson Hotels, Country Inns & Suites, Carlson
Wagonlit Travel Agents and many other brands, is the only large
American travel company to sign the Code of Conduct, although a
few other small U.S. companies have signed it as well. Carlson
Companies entered into a partnership with ECPAT International
because they believe that combating child sex tourism is not only
the best choice ethically, but it also helps protect them from poten-
tial litigation involved in child exploitation. The American child
protection community looks to Carlson Companies’ participation as
a model to involve other corporations in preventing child sex tour-
ism.86

The PROTECT Act expands American legal jurisdiction to
U.S. citizens anywhere in the world engaging in sex tourism
with a child under 18 years old.

4.2. Gaps and challenges. The main challenge in fighting child
sex tourism were identified as combating the impression that many
people have that it is legally and culturally acceptable to sexually
exploit children in other countries. Other challenges are the protec-

83 Remarks by Linda Smith at the MTR—CSECA conference. April 4, 2006.

84 Remarks by Drew Oosterbaan at the MTR-CSECA conference. April 4, 2006.

85United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 4; DHS Reporting on Combating Commercial Sexual Exploitation
of Children. March 2006. P 3.

86 Remarks by Carol Smolenski at the MTR—CSECA conference. April 4, 2006.
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tion and identification of victims, identification of perpetrators, and
securing cooperation of victims with the authorities.

4.2.1. Identification and protection of victims. As with all
forms of CSEC, identifying and protecting victims of child sex tour-
ism can be challenging. International victims may be especially
vulnerable due to conditions of poverty, political instability, or poor
health. They may live in a country that lacks the protective social
structures available in the United States.8” Domestic victims may
have also experienced poverty, familial abuse or emotional coercion.
In the U.S., both domestic and international victims are often
forced into prostitution and/or pornography. They are then moved
around on an internal circuit to keep “fresh faces” for the child sex
tourists and to keep the children disoriented.8® Reverse sex tourism
is also a noted new trend. It refers to criminals bringing foreign
minors into the U.S., often under false marriage documents. These
children are officially “visiting”, but are really being used for sexual
exploitation, frequently by one individual.?

4.2.2. Identification of perpetrators. Child sex tourists are
often categorized as either preferential or situational offenders.
Preferential offenders are individuals who are exclusively or pri-
marily attracted to prepubescent or post-pubescent minors, includ-
ing clinical pedophiles. Preferential child sex tourists may actively
seek out children to exploit. Situational child sex tourists are indi-
viduals who may not actively be seeking to exploit a child, but may
do so under ignorance, peer pressure, the influence or drugs or al-
cohol, or other reasons. Both categories of offenders present a sig-
nificant threat.9¢ Unfortunately, many child sex tourists are Ameri-
cans. While some American abusers participate in child sex tour-
ism abroad, others abuse domestic victims or bring foreign victims
to the U.S. One U.S. location identified as an area in which child
sex tourism takes place is Las Vegas, Nevada. Tourists visiting Las
Vegas may believe they can engage in child sex tourism without de-
tection or punishment because of the “what happens in Vegas,
stays in Vegas” media campaign and attitude.®1

4.2.3. Cultural stereotypes and expectations. One serious
challenge in fighting child sex tourism was identified as combating
the impression many people have that it is acceptable to sexually
exploit children in other countries. The main reason child sex tour-
ism is a problem is because so many people, Americans among
them, believe it is acceptable to abuse poor children from another
country. Child sex tourists are able to use factors such as race, eth-
nicity, religion, and socioeconomic status to justify their abusive be-
havior. Combating these cultural stereotypes is a necessary step to
fighting child sex tourism.

4.2.4. Victims’ cooperation with the authorities. As in child
prostitution investigations, child sex tourism victims run the risk
of being re-victimized when forced to testify in court against their
offenders. While face-to-face contact with a victim may help con-
vince some juries to convict an offender, aggressive questioning by

87Remarks by Kim Mueller at the MTR-CSECA conference. April 4, 2006.

88 Remarks from the MTR-CSECA conference. April 4, 2006.

89 Remarks by Wendy Waldron at the MTR-CSECA conference. April 3, 2006.
90 Remarks from the MTR-CSECA conference. April 4, 2006.

91 Remarks by Marlene Richter at the MTR-CSECA conference. April 4, 2006.
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the defense and reliving her or his trauma can cause the child
overwhelming harm. Additionally, foreign child sex tourism victims
are often not available to U.S. law enforcement; it takes resources
to travel overseas to interview child victims and/or to bring them
to the U.S. to testify. Victims often cannot be located at all because
their families have been bribed or threatened by the trafficker or
child sex tourist.92 Cooperation with local NGO’s is helpful in over-
coming these challenges. Child sex tourism cases are very expen-
sive and time-consuming to prosecute since they often involve both
U.S. and foreign law enforcement.

4.3. Conclusion. Overall since 2001, the U.S. has developed ex-
cellent legislative tools, such as the PROTECT Act, to combat child
sex tourism. American law enforcement continues to work closely
with international organizations to identify and prosecute Amer-
ican child sex tourists abroad and foreign child sex tourists in the
U.S. The U.S. recognizes the need to encourage greater participa-
tion of private industry in preventing this crime and will continue
to develop and improve national programs and partnerships. Much
more work is needed to educate potential American sex tourists
and get U.S. government support for prevention programs.

5. SUPPLY AND DEMAND

While the subject of supply and demand is not usually considered
a separate category of CSEC, this discussion was timely and vital
to have in order to facilitate conversation among child protectors
within the U.S. and with the international community. Since the
commercial sale of children takes place within a marketplace struc-
ture, the components of supply and demand must be understood in
order to eventually reduce both within that marketplace. Supply is
caused by the conditions of vulnerability and availability of chil-
dren, including poverty, physical or sexual abuse, neglect, home-
lessness, and emotional coercion. Demand is created by the con-
sumers of commercial sexual services and by the pimps and traf-
fickers who profit from the sale of children. Demand is a major
issue of the commercial sexual exploitation of children. The MTR
addressed supply and demand in terms of current efforts, cultural
acceptance, prosecution, and public awareness.

5.1. Current efforts.

“While we can and should work towards creating awareness,
identifying, rescuing and providing much needed services to
victims, we also need to be seriously concerned with the pre-
vention of demand and supply that continues to perpetuate the
tragedy of modern day slavery.”—Vanessa Garza, Director of
the Anti-Trafficking in Persons Division, U.S. Department of
Health and Human Services Administration for Children and
Families 93

The U.S. government recognizes the need to reduce both the sup-
ply of vulnerable children and the demand for their services.
OJJDP has funded two demonstration programs in New York City
and Atlanta, which include public awareness campaigns aimed at
potential exploiters of children and criminal penalties for perpetra-

92 Remarks by Drew Oosterbaan at the MTR—CSECA conference. April 4, 2006.
93 Remarks by Vanessa Garza at MTR—-CSECA conference. April 4, 2006.
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tors.9¢ However, the effectiveness and longevity of these campaigns
have not been evaluated. They have also developed the National
Sex Offender Public Registry, available online at www.nsopr.org.
This database exists to inform American citizens of the proximity
of any registered sex offenders to their children.?> DHHS has also
funded local service providers in order to increase public awareness
among vulnerable populations, thereby working to reduce supply,
although this effort focuses on international victims of human traf-
ficking in general, not on child sexual exploitation and trafficking
in the U.S. In 2005, ORR awarded 18 grants to NGOs for street
outreach to vulnerable populations of all kinds, including men,
women and children for both labor and sexual exploitation. DHHS
is also building coalitions on the state, city and national levels, in-
cluding awareness campaigns targeted at specific racial and ethnic
communities, again mostly focused on international trafficking vic-
tims.96

NGOs have developed some of the earliest and most effective pro-
grams to target demand for commercially sexually exploited chil-
dren. Shared Hope International created The Defenders, a domesti-
cally-focused preventative program which targets males who are
current or potential consumers of pornography and child pornog-
raphy. The Defenders aims to reveal the link between pornography
and demand through public education and awareness. This pro-
gram has a nationwide base of more than 1,200 men actively work-
ing to reduce demand.®? Similarly, Standing Against Global Exploi-
tation (SAGE) created a Johns School program intended to educate
buyers of child sexual exploitation and deter future demand from
those individuals. As of April 2006, the program has served over
7000 men, and has a 98 percent success rate, meaning only 2 per-
cent of the men that have gone to a Johns School have been re-
arrested.?® Additionally, NCMEC has conducted public awareness
campaigns to reduce supply using public service announcements to
empower teens to make safer online choices and protect themselves
from online predators.?? Together, these programs are the early
stages of what is needed in the US to reduce the cycle of supply
and demand.

5.2. Gaps and challenges. One of the main concerns related to
the issue of demand for CSEC is the normalization of this practice
though social and cultural acceptance. Raising awareness of the
problem is therefore crucial, especially to bring to the surface more
hidden issues, such as the normalization of commercial sexual ex-
ploitation of teenagers and the involvement of female perpetrators.

5.2.1. Normalization of CSEC. One major concern is that
through the slow, cultural acceptance of demand for child victims,
the commercial sexual exploitation of children is becoming normal-

94 United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 2

95 United States Department of Justice Report on Efforts to Combat the Commercial Sexual
Exploitation of Children for the Third World Congress on the Commercial Sexual Exploitation
of Children. March 15, 2006. P 5

96 Report for the Mid-Term Review on the Commercial Sexual Exploitation of Children in
America: HHS Activities to Combat the Sexual Exploitation of Children. March 29, 2006. P 2

97From MTR-CSECA Questionnaire data.

98 Remarks by Norma Hotaling at the MTR-CSECA conference. April 4, 2006.

99 From MTR-CSECA Questionnaire data.
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ized and accepted. One indication of this trend is the large number
of “respectable” men who consume the sexual services of commer-
cially exploited youth in child pornography and prostitution. Many
of these men engage in acts which if performed with a neighbor-
hood child or child of a friend would clearly be considered child sex-
ual abuse. However, because these actions are part of a commercial
transaction, the child is criminalized instead of the consumer. In
2002, only 34% of prostitution arrests were of male consumers. The
other 66% were of women and children.190 Language, in this case,
is also significant. Use of the word “john” to refer to a CSEC user
instead of “perpetrator” or “sex abuser” may aid in normalization.
“Client” also implies certain legitimacy within a commercial mar-
ket; legitimacy cannot exist in the illegal market of child exploi-
tation.101
In 2002, only 34% of prostitution arrests were of male con-
sumers. The other 66% were of women and children.

Specifically, the spread of child pornography was identified as
being a catalyst for increased demand for both more images of child
exploitation and victims of child trafficking, prostitution and sex
tourism. Only by increasing the social and legal cost to the child
pornography producer, buyer, seller, or viewer is it possible to pre-
vent pornographic images from fueling the sex trade.102

5.2.2. Identifying and prosecuting perpetrators. One con-
cern expressed was the apparent growing involvement of female
perpetrators recruiting children into prostitution and running their
own pimping businesses. Law enforcement should be ready to iden-
tify, investigate, and prosecute the female perpetrators as well as
their male counterparts.193 Similarly, there is a call for greater po-
litical will to prosecute offenders who commercially sexually abuse
teenagers, not just very young children. A great need for demand
deterrent programs was also identified, especially preemptive pro-
grams. While most of the Johns School programs in the U.S. are
successful at preventing re-arrests, there are very few currently in
operation and they do not address preemptive prevention.10¢4 Addi-
tionally, there is a need for more demand-focused legislation.105

5.2.3. Awareness campaigns. There is also a need for increased
targeted public awareness campaigns aimed at the individuals who
create demand for CSEC victims. This includes identifying the
catalysts for demand and pinpointing the causes behind the in-
crease in demand for commercial sexual services of children. It is
important not to lose sight of the education of potential victims, but
to add a shift of the lens to analyze and identify the victimizer.106
Reducing child trafficking, child prostitution, child pornography,
and child sex-tourism needs to be part of a holistic approach to all
exploitative commercial sexual activity and the individuals that
create that demand, both buyer and seller.

5.3. Conclusion. Since 2001, U.S. organizations and agencies
have increased understanding of the supply and demand of CSEC

100 Remarks by Norma Hotaling at the MTR—-CSECA conference. April 4, 2006.
101 Remarks by Norma Hotaling at the MTR—-CSECA conference. April 4, 2006.
102 Remarks by Lou DeBaca at the MTR-CSECA conference. April 4, 2006.

103 Report from the U.S. Midterm Review on

104 Remarks by Norma Hotaling at the MTR-CSECA conference. April 4, 2006.
105 From MTR-CSECA Questionnaire data.

106 Remarks from the MTR—CSECA conference. April 4, 2006
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victims and developed programs to address both issues. There has
been a significant call to address demand from consumers and pur-
chasers of CSEC and to view them as child sex abusers and exploit-
ers. The U.S. will continue to strengthen anti-demand programs
and legislation, recognizing the need for better language and more
services within these efforts. The U.S. also will continue to address
the conditions of vulnerability and availability which lead to the
supply of children.

NEXT STEPS FROM THE MID-TERM REVIEW

During the Mid-Term Review process, the United States child
protection community of experts was able to identify their best
practices, gaps in programming, and challenges faced in the field.
These next steps are drawn from that information and presented
as suggestions for continued action or change in action in order to
more effectively work toward the elimination of CSEC in the U.S.

I. Next Steps for All Child Protection Advocates:

1. Continue and increase commitment to the protection of com-
mercially sexually exploited children, prevention of commercial sex-
ual exploitation of children and prosecution of child exploiters.

2. Continue and increase cooperation and coalition building be-
tween NGOs, government agencies, local law enforcement, the pri-
vate sector and community activists.

3. Target the use of technology in CSEC through creative solu-
tions, prudent and up-to-date use of technology and more partner-
ships with technology industries.

4. Focus on reducing demand through public awareness, re-
search, legislation, programs and prosecutions.

5. Develop an effective mechanism for quantifying the number of
victims on an international, national and regional basis.

6. Incorporate other individuals and groups who may work with
potential CSEC victims into assessments, discussions and
trainings.

II. Next Steps for NGOs:

1. Develop more secure shelter facilities and physical services for
CSEC victims and expand referral networks, especially in the
United States.

2. Continue and increase alliances with both the public sector
and private industry, including information sharing and best prac-
tices suggestions.

3. Continue and increase information and material sharing with
other NGOs, including educational materials, research materials,
and referral services.

4. Expand victim identification training to include law enforce-
ment, hospitals, schools, social workers and other groups that
might come into contact with a victim of CSEC.

5. Expand and refine victim identification and protection as
methods of exploitation are expanded and redefined.
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ITI. Next Steps for the U.S. Government:

1. Develop and direct funding and resources to service providers
and law enforcement officials to effectively identify and protect vic-
tims, supplement the foster care system and prosecute child ex-
ploiters.

2. Compile and share information with NGOs and local law en-
forcement on best practices regarding good screening systems in
sheltering and protecting prostituted youth.

3. Investigate the businesses and financial transactions involved
in the commercial sale of child sexual exploitation to aid in the
identification and prosecution of child exploiters.

4. Create demand-focused legislation aimed at identifying and
prosecuting the users and producers of the child commercial sex in-
dustry; decriminalize prostitution charges for minors.

5. Support programs to educate the public about the harms in-
volved in abusing children through sex tourism.

IV. Next Steps for Law Enforcement:

1. Invite expanded training, including victim identification and
the message that a child cannot consent to her own sexual abuse
through a commercial sexual act.

2. Use asset forfeiture laws to maximize ability to prosecute the
traffickers without necessarily relying on victim testimony; use the
assets forfeited to fund further investigations.

3. Prosecute demand, including the perpetrators, abusers, and
Johns with greater force, especially the wealthy establishment
owners and situational offenders, as opposed to only street pimps
and pedophiles.

V. Next Steps for the Private Sector:

1. Build more alliances with government, law enforcement and
NGOs, including information sharing.

2. Sign the Code of Conduct for the Protection of Children from
Sexual Exploitation in Travel and Tourism, or a similar policy of
corporate responsibility which is industry specific; take steps with-
in the company to ensure products and services produced by the
company are not being used for CSEC.

3. Continue to build financial coalitions within industries, includ-
ing the credit card industry, to destroy the profits of commercial
sexual exploitation of children.

4. Take direct and innovative initiative to prevent the spread of
child pornography through ISPs.

VI. Next Steps for Citizens:

1. Get involved by volunteering or donating to the effort to com-
bat CSEC through community groups, schools, faith-based groups,
or social groups.

2. Educate local politicians, including congressional representa-
tives, state governors and mayors on CSEC issues and child protec-
tion.

3. Lobby local and state representatives to give business to those
companies that have signed the Code of Conduct or another dec-
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laration of their dedication to combating CSEC; intentionally use
products from socially-conscious companies which support the pro-
tection of children.

APPENDIX A

The United States Legal Framework Against the Commercial
Sexual Exploitation of Children

Dr. Mohamed Mattar, Executive Director, The Protection Project of
TS’hXI é]ohns Hopkins School of Advanced International Studies
( )

The United States provides for a comprehensive legal framework
to address the commercial sexual exploitation of children. There
are five main laws currently addressing this issue in the United
States: 1) The Trafficking Victims Protection Act of 2000 as reau-
thorized in 2003 and 2005; 2) The Mann Act, especially sections
2421, 2422, 2423, and 2427; 3) The PROTECT Act, especially sec-
tions 105 (Penalties against sex tourism), 323 (Cyber Tip line), and
202 (Statute of Limitations); 4) The Children’s Internet Protection
Act; and 5) The Child Obscenity and Pornography Prevention Act.

The legislative measures adopted by these laws comply with
international legal standards. In fact, although the United States
has not ratified the Convention on the Rights of the Child (CRC),
it has ratified three main international legal instruments against
commercial sexual exploitation of children: 1) The United Nations
Protocol to Prevent, Suppress, and Punish Trafficking in Persons,
especially in Women and Children on November 3, 2005; 2) The
Optional Protocol on the Rights of the Child on the Sale of Chil-
dren, Child Prostitution, and Child Pornography on December 23,
2005; and 3) The International Labor Organization Convention 182
concerning the Prohibition and Immediate Action for the Elimi-
nation of the Worst Forms of Child Labor on February 12, 1999.

Since the Second World Congress Against Commercial Sexual
Exploitation of Children in 2001, the US legislative movement has
been reflecting three main issues: the expansion of criminal liabil-
ity; the extension of territorial jurisdiction; and the enhancement
of child protection.

Expansion of Criminal Liability

U.S. law expands the basis of criminal liability in several ways.
First, under child sex tourism law, proof of travel with the intent
to engage in illicit sexual conduct is no longer required. Moreover,
the law now punishes attempts to commit the crime and provides
for liability of the legal person, the tour operator. Second, it is a
crime to engage in illicit sexual activity with any person under the
age of 18 regardless of the age of consent, which is only 15 in coun-
tries like Cambodia, Thailand, and Costa Rica, significant destina-
tion countries for sex tourism. Third, The PROTECT Act created a
“Cyber Tip Line” providing the general public an effective means
of reporting internet related sexual exploitation.

Fourth, the Department of Justice expanded the definition of a
commercial sexual service of a minor to include not only a commer-
cial sexual activity, but also a “sexually explicit performance,” thus



85

recognizing that international traffickers “are increasingly placing
their victims into strip clubs rather than prostitution.” This was
the case in the United States vs. Virchenko, the first case to be de-
cided under the Trafficking Victims Protection Act. Fifth, courts
have held that obscenity and child pornography are not entitled to
protection under the first amendment and therefore may be prohib-
ited. Sixth, while the previous law provided that the statute of lim-
itations expired when the child attained the age of 25, Section 202
of the Protect Act now stipulates that there is no statute of limita-
tions for child sex crimes.

U.S. law also expanded criminal sanctions. In fact, the penalty
under the TVPA is 20 years in prison, which may be increased to
life if the trafficked person is under the age of 14 and the penalty
under the PROTECT Act has been doubled from 15 to 30 years.
While expanding criminal liability, U.S. law shifts the focus to-
wards penalizing the purchaser of sexual services. The TVPRA of
2005 addressed demand explicitly for the first time, and amended
section 108 that provides for the minimum standards for the elimi-
nation of trafficking in persons that foreign countries must comply
with, to include: 1) Whether a country is taking the appropriate
measures to reduce the demand for commercial sex acts and for
participation in international sex tourism; and 2) Whether a coun-
try is taking the appropriate measures to ensure that its nationals
who are deployed abroad as part of a peace keeping mission do not
engage or facilitate an act of trafficking in persons or exploit vic-
tims of such trafficking. Moreover, for the first time, the TVPRA
of 2005 addressed the issue of prostitution, or a commercial sex act
separate from trafficking on the federal level, calling for enhancing
state and local efforts to investigate and prosecute purchasers of
commercial sexual services, in addition to establishing various fed-
eral programs to reduce demand for such acts.

The approach followed by the United States is consistent with
most international legal developments. The Council of Europe Con-
vention on Action Against Trafficking in Human Beings of May 3,
2005 calls, in article 19, upon states to consider criminalizing the
use of services provided by victims of trafficking. On March 11,
2005, the United Nations Commission on the Status of Women
adopted a resolution presented by the US on eliminating demand
for trafficked women and girls for all forms of exploitation. The res-
olution reflects the mandate of article 9(5) of the United National
Protocol on trafficking that called upon states to take the necessary
measures to discourage demand. U.S. law on the prohibition of
prostitution is also consistent with International Law on prostitu-
tion which provides under the 1949 Convention for the Suppression
of the Traffic of Persons and the Exploitation of the Prostitution of
Others, that “Prostitution and the accompanying evil of traffic in
persons for the purpose of prostitution are incompatible with the
dignity and worth of the human person and endanger the welfare
of the individual, the family, and the community.”

Extension of territorial jurisdiction

U.S. law applies the principles of extraterritoriality in several
ways: first, under section 506 of the PROTECT Act, production of
child pornography outside the U.S. for the purpose of distribution
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in the U.S. is a crime; second, the PROTECT Act applies to any
U.S. citizen or resident who travels abroad to engage in illicit sex-
ual activity with a child. This means that the sex tourism law ap-
plies regardless of where the act has been committed; and third,
the TVPRA provides for extraterritorial jurisdiction over trafficking
in persons offenses committed by persons employed by or accom-
panying the federal government outside of the United States.

Enhancement of Child Protection

U.S. law addresses the special needs of children based upon the
best interest of the child and adopts a child sensitive approach in
several ways: first, a trafficked child is entitled to benefits under
the TVPRA regardless of cooperation with law enforcement offi-
cials; second, a trafficked child may receive a T—Visa that includes
his or her parents, although the number issued is still very small,
as Ambassador John Miller mentioned; third, a child witness may
testify out of court in the event of fear that the child would be sub-
ject to trauma.

However, as recognized by Congress in the TVPRA of 2005, “no
known studies exist that quantify the problem of trafficking in chil-
dren for the purpose of commercial sexual exploitation”. Con-
sequently, we still need, as stated in article 112 of the TVPRA of
2005, “An effective mechanism for quantifying the numbers of vic-
tims of trafficking on national, regional, and international bases.”

APPENDIX B

Participating Organizations

Shared Hope International, ECPAT-USA, and the Protection
Project of the Johns Hopkins University of Advanced International
Studies would like to thank all the organizations who participated
in the U.S. Mid-Term Review on the Commercial Sexual Exploi-
tation of Children in America. These organizations contributed to
the process through completion and submission of a survey and/or
by attendance to the conference April 3—4, 2006. This report would
not have been possible without their contributions and the impor-
tant work they have done since 2001. Shared Hope International,
ECPAT-USA, and the Protection Project of the Johns Hopkins Uni-
versity of Advanced International Studies would like to acknowl-
edge the following participants:

Adults Saving Kids

America Online, Inc.

American Bar Association, Center on Children and the Law

American Prosecutors Research Institute (APRI)

American University

Arizonans for the Protection of Exploited Children and
Adults (APECA)

Atlanta Police Department

Boat People SOS

Carlson Companies

Catholic Charities USA

Center to End Adolescent Sexual Exploitation (CEASE)

Chicago Coalition for the Homeless
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Coalition to Abolish Slavery and Trafficking (CAST)

Covenant House

Crimes Against Children Research Center

Dekalb County Task Force for Runaway, Homeless and Sex-
ually Exploited Youth

ECPAT International

Empire State Coalition of Youth & Family Services

Enon Tabernacle Baptist Church

FAIR Fund

Focus on the Family

Free the Slaves

Georgia Youth Advocate Program

Girls Educational & Mentoring Services (GEMS)

Innocents at Risk

Lutheran Immigration & Refugee Service (LIRS)

Microsoft Corporation

Minorities and Survivors Improving Empowerment (MASIE)

Multnomah County Sheriff’s Office

National Center for Missing and Exploited Children
(NCMEC)

National Network for Youth

National Sexual Violence Resource Center (NSVRC)

Networks for Social Change

Organization for Security and Cooperation in Europe (OSCE)

Organization of American States (OAS)

Paul & Lisa Program

Polaris Project

Portland Bureau of Police

Restoration Ministries

Roxbury Youthworks, Inc.

The Safe Zone Foundation/Girl Fest

The Salvation Army

San Diego Bilateral Safety Corridor Coalition

San Diego Youth & Community Services (SDYCS)

Save the Children

Second Chance and the Prostitution Roundtable

Sisters Offering Support

Standing Against Global Exploitation (SAGE)

Teen Challenge International

The Teen Prostitution Prevention Project

UNICEF

University of Pennsylvania, School of Social Work

University of Toledo

U.S. Attorney’s Office

U.S. Conference of Catholic Bishops

U.S. Department of Health and Human Services

U.S. Department of Homeland Security

U.S. Department of Justice

U.S. Department of State

WestCare, Inc.

You Are Never Alone (YANA)

Young Women’s Empowerment Project

Youth Advocate Program International (YAPI)
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APPENDIX C

Schedule for the U.S. Mid-Term Review on the Commercial Sexual
Exploitation of Children in America Conference

Monday April 3, 2006:

9:00: Registration and continental breakfast
10:00: Introduction of Goals and Conditions of the Mid-Term Re-
view
Linda Smith, Founder and President, Shared Hope Inter-
national
10:20: Special Guest Speaker
Ambassador John Miller, Senior Advisor to the Secretary of State
and Director of the Office to Monitor and Combat Trafficking In
Persons, U.S. Department of State
10:35: Special Guest Speaker
Laura Parsky, Deputy Assistant Attorney General, Criminal
Division, U.S. Department of Justice
10:50: The U.S. Laws Against CSEC and International Legal In-
stitutions—A Comparative Perspective
Dr. Mohamed Mattar, Executive Director, The Protection
Project of The Johns Hopkins School of Advanced International
Studies (SAIS)
11:15: CSEC in the International Sphere
Professor Vitit Muntarbhorn, General Rapporteur for the
Second World Congress Against Commercial Sexual Exploi-
tation of Children and Recipient of the UNESCO Prize for
Human Rights Education
11:45: Review of the Second World Congress and Agenda for Ac-
tion
Carol Smolenski, Executive Director, ECPAT-USA
12:00: The Jaron Brice Case: Prosecuting Commercial Sexual Ex-
ploitation of Children in the U.S.
Myesha Braden, Trial Attorney, Child Exploitation and Ob-
scenity Section, Criminal Division, U.S. Department of Justice
Sharon Marcus-Kurn, Assistant United States Attorney, D.C.
U.S. Attorney’s Office
12:30: Lunch—Special Guest Speaker:
Richard Greenberg, Producer, Dateline NBC
1:30: Child Trafficking Panel
Moderator: Derek Ellerman, Co-Executive Director, Polaris
Project
Panelists: 1. Wendy Waldron, Attorney in the Child Exploitation
and Obscenity Section of the Criminal Division, U.S. Department
of Justice, Civil Rights Division, Department of Justice
2. Marisa Ugarte, Executive Director, Bilateral Safety Cor-
ridor Coalition of San Diego, California
3. Susan Krehbiel, Director for Children’s Services, Lutheran
Immigration & Refugee Service
4. Julianne Duncan, Associate Director for Children’s Serv-
ices, Office of Refugee Programs, Migration and Refugee Serv-
ices, U.S. Conference of Catholic Bishops
3:00: Child Prostitution Panel
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Moderator: Tom Kennedy, Senior Vice President for Program
and Advocacy, Covenant House

Panelists: 1. John Hauger, Intelligence Analyst, Crimes
Against Children Unit, Federal Bureau of Investigation

2. Rachel Lloyd, Founder and Executive Director, Girls Edu-
cational & Mentoring Services (GEMS)

3. Sergeant Ernest Britton, Special Victims Unit/Child Ex-
ploitation Division Atlanta Police Department,

4. Myesha Braden, Trial Attorney, Child Exploitation and
Obscenity Section, Criminal Division, U.S. Department of Jus-
tice

4:30: Child Pornography Panel

Moderator: Howard Davidson, Director, American Bar Asso-
ciation Center on Children and the Law

Panelists 1. Claude Davenport, ICE Cyber Crimes Unit, De-
partment of Homeland Security

2. Ernie Allen, President and Chief Executive Officer, Na-
tional Center for Missing and Exploited Children

3. John Ryan, Chief Counsel, Compliance and Investigations,
America Online Inc.

4. Damon King, Deputy Chief, Child Exploitation and Ob-
scenity Section, Criminal Division, U.S. Department of Justice

Tuesday April 4, 2006:

8:00: Continental Breakfast
9:00: The International Code of Conduct
Carol Smolenski, Executive Director, ECPAT-USA
9:30: Child Sex Tourism Panel
Moderator: Amy O’Neill Richard, Senior Advisor to the Di-
rector, Office to Monitor and Combat Trafficking in Persons,
U.S. Department of State
Panelists: 1. Marlene Richter, Director of the Community In-
volvement Center, WestCare Nevada
2. Kim Olson, Vice President and Chief Communications Of-
ficer, Carlson Companies
3. Andrew Oosterbaan, Chief of the Child Exploitation and
Obscenity Section, Criminal Division, Department of Justice
4. Kim Mueller, ICE Cyber Crimes Unit, U.S. Department of
Homeland Security
11:00: Prevention of Supply and Demand Panel
Moderator: Vanessa Garza, Acting Director of the Anti-Traf-
ficking in Persons Division, U.S. Department of Health and
Human Services Administration for Children and Families
Panelists 1. Norma Hotaling, Founder and Executive Direc-
tor, Standing Against Global Exploitation
2. Frank Barnaba, Founder and President, Paul and Lisa
Project
3. Richard LaMagna, Former Director, Worldwide Investiga-
tive and Law Enforcement Programs, Legal and Corporate Af-
fairs, Microsoft Corporation
4. Heather Cartwright, Chief, Victim Witness Assistance
Unit D.C. U.S. Attorney’s Office
12:30: Lunch-Special Guest Speaker:



90

Jose Diaz, Documentary Filmmaker, Faith Lutheran Las
Vegas
1:30: Trafficking: Looking Back and Moving Forward
Lou de Baca, Special Litigation Counsel, Criminal Section of
the Civil Rights Division, U.S. Department of Justice
2:00: Presentation and Discussion: Next Steps in Combating
Commercial Sexual Exploitation of Children
Professor Vitit Muntarbhorn, General Rapportuer for the
Second World Congress Against Commercial Sexual Exploi-
tation

APPENDIX D

A Study of Programs to Combat the Commercial Sexual Exploi-
tation of Children in the United States: Best Practices, Gaps and
Challenges

As part of the U.S. Mid-Term Review on the Commercial Sexual
Exploitation of Children in America, Shared Hope International,
ECPAT-USA and the Protection Project of the Johns Hopkins Uni-
versity School of Advanced International Studies surveyed over one
hundred nongovernmental organizations from twenty-eight states
and the District of Columbia. The survey focused on programs
which address physical needs, public awareness, research, and spe-
cial initiatives. Organizations were asked to give programming and
funding information, as well as identify successes, challenges and
suggestions for improvement.

While this study is not intended to be comprehensive, it is indic-
ative of some of the current work against CSEC in the United
States and, therefore, elicits discussion and evaluation of current
and future programs. Shared Hope International, ECPAT-USA,
and the Protection Project of the Johns Hopkins University School
of Advanced International Studies would like to thank the respond-
ents for their participation in the survey process.

Physical Needs Programs

Thirty-eight percent of respondents directly distribute food,
clothes and other goods from their own facilities to CSEC victims
in the U.S. However, less than 20 percent of respondents are able
to provide physical shelter to CSEC victims. Funding for these pro-
grams comes from a combination of private and government fund-
ing; half are funded partially or completely by government funding,
while the others are dependant on private donations. The main
concerns of physical needs providers include lack of shelters, lim-
ited funding, the challenge of providing security in shelters, and
difficulty of determining federal benefits eligibility status.

Though only a small number of organizations can provide shelter
or physical needs, 60 percent of respondents refer CSEC victims to
other organizations for shelter and basic services. The main con-
cerns of the respondents referring victims to outside providers are
a lack of trained service providers and poor coordination and net-
working between referral NGOs and service providers. These num-
bers and concerns indicate the need for more shelters, greater co-
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ordination among referral agencies, increased funding and im-
proved oversight to keep shelters safe and accessible.

Nearly half of the responding organizations actively seek out
CSEC victims in the U.S., using street, court and migrant outreach
programs or through working with law enforcement. Some of these
outreach programs are funded by the government, while others de-
pend on private donations or a combination of both. The primary
stated difficulty of reaching CSEC victims stems from the practices
of pimps and predators, such as the use of coercion, force, and
internet anonymity. Other difficulties are coordinating with law en-
forcement and a lack of funding.

Significantly fewer organizations physically remove victims from
exploitative situations, and all of those that do are at least par-
tially funded by government grants. Major challenges noted by
these organizations are the difficulties in reaching victims and
building trust, problems with cooperation with law enforcement
and limited funding.

Over 50 percent of respondents refer victims to rehabilitation,
restoration and reintegration services, funded by both government
grants and private donations. A major challenge for referring orga-
nizations is the perceived lack of facilities and trained personnel.
Rehabilitation services are scarce and have limited funding, caus-
ing referral organizations to struggle to find qualified treatment
centers. Less than one third of the respondents provide rehabilita-
tion, restoration, or reintegration programs. These organizations
have similar concerns to those who provide other physical needs
services, including difficulty in gaining the trust of victims, lack of
funding and facilities and problems with coordination with law en-
forcement.

Public Awareness Campaigns

General public awareness campaigns have been conducted by 62
percent of the surveyed organizations. These programs include
community education and training, as well as the development of
brochures and publications focused on internet safety for children.
The vast majority of respondents have conducted victim focused
public awareness campaigns, while 40 percent have conducted de-
mand focused public awareness campaigns. Victim focused cam-
paigns targeted both potential and actual victims. Assistance is
generally provided through hotlines and printed materials, such as
brochures and outreach cards. Although cooperation with the
media to educate the victims and community is mentioned, few pro-
grams have been focused in this area. The funding for general pub-
lic awareness programs mostly comes from private donations and
foundation grants, with a smaller amount from federal grants.
Funding from local governments is uncommon. Many organizations
also mentioned their interest in implementing new programs, espe-
cially with a different area focus. Challenges mentioned by the sur-
veyed organizations included lack of funding, resources, and ade-
quate staff, developing and implementing legislation that addresses
both supply and demand, difficulty building partnerships among
NGOs and lack of cooperation with law enforcement.

Targeted public awareness campaigns initiated by the surveyed
organizations have focused on the following groups: teachers, law
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enforcement personnel, professionals in frequent contact with chil-
dren, youth and the private sector. Campaigns providing trainings
on victim identification for teachers, law enforcement, or other pro-
fessionals were most common, with 70 percent of the organizations
having implemented those programs. Fifty-one percent of the orga-
nizations conduct public awareness campaigns for youth in or out
of school. A small number of organizations have brought awareness
to the private sector, though this training has been criticized for
not being tailored to the corporate representatives and their envi-
ronment.

The majority of the funding for targeted campaigns is from indi-
vidual donations and private foundations. The least amount of
funding goes towards programs targeted to the private sector. One
of the major challenges noted by those organizations targeting
youth awareness is the lack of support from school administrators,
and their reluctance to allow presenters to speak with the youth
population about difficult issues such as sex, pimps and CSEC.
Some organizations have difficulty providing honest information to
the students due to school restrictions. Other challenges include
lack of funding, staff and other resources, especially federal re-
sources earmarked for children.

Approximately 60 percent of respondents noted that they have
not targeted the use of technology in CSEC, though the use of tech-
nology to facilitate CSEC is growing exponentially. Those initia-
tives that have been made were general research and education
programs regarding the methods of technology used to exploit chil-
dren. Community awareness forums, internet safety brochures, and
website monitoring have also been initiated by a small number of
organizations. The rapidly changing nature of technology makes
staying up to date with emerging technologies and investigating
how they may be used in CSEC challenging. The funding for the
existing technology monitoring programs comes from a combination
of private donations and government funding, however it is clear
that more funding is needed for programs addressing this issue.
Greater cooperation between the government, law enforcement and
NGOs is needed to better identify technology-savvy predators and
problem websites and report them. Respondents believe more re-
search needs to be conducted as to how technology might be used
to counterattack the problem.

Research Programs

The organizations surveyed provided information about their
past and current research programs, including those addressing the
private sector, exploiter identification, and legislation. Of the re-
spondents, less than 10 percent have participated in research
projects which address the relationship between the private sector
and CSEC. However, there have been several attempts to compile
profiles and statistical information about sexual exploiters, which
assists both law enforcement and lawmakers. Some common ap-
proaches used include attempting to create a community outrage,
profiling and collecting data on sexual exploiters and attempting
co-sponsorships with foreign governments. There are presently sev-
eral research programs within academic, private and legislative or-
ganizations; at present, most are researching with the expected re-
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sult of compiling reports. Some field research has been attempted
by a few organizations, mainly consisting of questionnaires and
interviewing. More research programs need to be initiated to ade-
quately identify and address specific issues within CSEC.

While a few organizations are building partnerships, the majority
of organizations surveyed are attempting large projects unaided
with a small staff and minimal resources. The methods utilized by
these organizations to measure the outcomes and sustainability of
these projects are unclear. Funding that has been utilized by most
programs referencing this topic has come from a combination of
private and government funding. The challenges faced in research
programs correspond with the perceived lack of support from the
public and private sectors, including the lack of staff available to
conduct research programs. This challenge is complicated by the
fact that CSEC is hidden by its very nature, and prostitution is
often glamorized in the media. A few organizations have been frus-
trated by the difficulty of interviewing victims and the ability to
adequately research in the field. Time, funding and manpower con-
straints all negatively impact the implementation of most pro-
grams. Public support and awareness campaigns could go a long
way in putting pressure on the private sector to participate more
heavily. American NGOs could also benefit greatly from a clear re-
search program strategy organized in different stages, and sup-
ported mutually and from the outside.

Special Initiatives: Legislative, Youth and Anti-Pornography

Most of the respondents ran some sort of special initiative pro-
gram involving drafting legislation, youth participation, or anti-por-
nography work. Fifty-four percent of respondents claim to have
worked on some sort of legislative drafting initiative to strengthen
current anti-CSEC laws or create new ones. Most legislative work
has entailed providing congressional representatives and policy-
makers with research or expert testimony or drafting model laws
for state or federal use. The most common topic addressed in legis-
lation initiatives is overwhelmingly child trafficking, with brief
mentions of increasing shelter availability and decriminalizing
prostitution charges for minors. Legislative programs are mostly
funded by private donations, with a few funded through private
foundations, and one mention of local government. No organiza-
tions listed federal funding as a funding source for legislative pro-
grams. Over half of the organizations surveyed claimed current
anti- CSEC legislation was poorly written and not applicable to the
real situation in the United States. They recommended that legisla-
tion be re-written to include perspectives from groups who work di-
rectly with victims. Ninety percent of respondents feel current
funding for legislative measures in the U.S. is not adequate, and
73 percent feel the legislation which is available is not sufficiently
used by prosecutors.

Most organizations surveyed incorporate youth into their pro-
grams, inclusive of survivors of CSEC. CSEC survivors serve as
peer educators and outreach workers, or give testimony of their ex-
periences. About two-thirds of the funding for programs involving
youth participation is from individual donations, with private foun-
dations and federal grants comprising the rest. The overwhelming
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difficulty with involving CSEC survivors is their reluctance to
speak publicly about their experience, and the lack of support
available for them. Most organizations claim they are not able to
provide enough psychological care to survivors to help them
through the experience of giving testimony.

Approximately one-third of respondents have programs which
specifically aim to eradicate the production, distribution, expor-
tation, commercialization, or publication of child pornography. Most
programs focus on public awareness campaigns and trainings. Only
one of the organizations surveyed described programs which ad-
dressed emerging technologies and the correlation with child por-
nography. Private donations and federal grants were commonly
cited as funding sources. While the emergence of the internet as a
marketplace for child pornography was not described as the focus
of a program, it was frequently referred to as a challenge in eradi-
cating child pornography.

In conclusion, most of the respondents feel that while greater at-
tention has been brought to the issue of CSEC since the Second
World Congress and important steps have been taken to combat
CSEC in the U.S., there are still not enough programs in place to
adequately address the issue. The most common causes for this are
believed to be a lack of funding and resources, lack of communica-
tion between NGOs and law enforcement, and difficulties intrinsic
in the issue of CSEC. Suggestions for program improvement in-
clude a greater availability of resources from the federal govern-
ment and better communication and partnership building among
NGOs and between NGOs and law enforcement. Respondents also
indicated the need for a more demand-focused legislative approach,
including tougher legislation for predators and a decriminalization
or eradication of prostitution laws for children.

APPENDIX E

U.S. Mid-Term Review on the Commercial Sexual Exploitation of
Children in America Questionnaire for Government Agencies

1. Have you worked to create a common system of information
based on data that allows analysis, evaluation and/or prosecution
of the commercial sexual exploitation of children?

2. Have you undertaken any actions to combat the demand for
services from commercially sexually exploited children?

3. Have you undertaken any actions such as public awareness
and information campaigns with the purposes of fighting commer-
cial sexual exploitation of children?

4. Have you undertaken any steps to inform professionals who are
directly involved in problems and services that relate to children
and adolescents to educate them on detecting the situations that in-
volve commercial sexual exploitation and on interventions that can
assist the victims?

5. Have you undertaken any actions to inform children and ado-
lescents about the risks of commercial sexual exploitation?

6. Have you undertaken any steps to promote legal reforms to
fight commercial sexual exploitation of children? Please emphasize
actions aimed at reforms that relate to the legal rights of the vic-
tims, the prosecution of the offenders, extraterritoriality legislation
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and the adoption of means that allow the seizure and confiscation
derived from these illicit activities to compensate victims.

7. Have you undertaken any action to support methods of prosecu-
tion pertaining to sex offenders, and the creation of a mechanism
that prevents the cycle of impunity?

8. Have you undertaken steps to eradicate the production, dis-
tribution, exportation, commercialization, and publication of child
pornography?

9. Have you undertaken any actions to eradicate child sex tour-
ism?

APPENDIX F

U.S. Mid-Term Review on the Commercial Sexual Exploitation of
Children in America Questionnaire Form For NGOs

Please type your responses directly into this form. If you have
any difficulty with this form or prefer to write your responses
manually, please contact us at (703)351-8062 for assistance.

BACKGROUND INFORMATION

Organization Name

Headquarters Location

Operating Country/State/Region(s)

Date Founded

Mission Statement

How is your organization funded?

Which of the three “areas” (prostitution,
pornography, and trafficking) of CSEC
does your organization address?

Does your organization collaborate directly
with other organizations? Which? How?

Does your organization work with local
law enforcement? How?

PROGRAMMATIC INFORMATION

Sug- .

Programs: What your Yes Was it
organization has done  (please N Funding ggag g?St?d Suc-
within the last 5 years  elabo- Source Facged rove-  CeSs-
or is currently doing rate) Pnents ful?

Provide physical shel-
ter for child victims
of CSEC

Provide food, clothing,
and/or other mate-
rial items in your
own facilities
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PROGRAMMATIC INFORMATION—Continued

Programs: What your Yes Chal-
organization has done  (please No Funding lenges
within the last 5 years  elabo- Source Facged

or is currently doing rate)

Refer victims to other
facilities for phys-
ical shelter, food,
clothing, and/or
other material
items

Actively seek out vic-
tims

Physically remove vic-
tims from exploita-
tive situations

Provide a rehabilita-
tion, restoration, or
reintegration pro-
gram

Refer victims to a re-
habilitation, res-
toration, or re-
integration program

Conduct demand-fo-
cused public
awareness or edu-
cation campaigns

Conduct victim-fo-
cused public
awareness or edu-
cation campaigns

Conduct public aware-
ness or education
campaigns and
provide trainings to
identify CSEC vic-
tims for teachers,
law enforcement,
NGOs or other pro-
fessionals

Conduct public aware-
ness or education
campaigns tar-
geting the private
sector

Sug-
gested
Im-
prove-
ments

Was it
Suc-

cess-
ful?



Programs: What your

organization has done
within the last 5 years
or is currently doing

Conduct public aware-
ness or education
campaigns for
youth in or out of
schoo

Conduct public aware-
ness or education
campaigns for the
public at large

Conduct field research
or academic re-
search to study the
connection between
the private sector
and CSEC

Conduct field research
or academic re-
search in an at-
tempt to profile or
sexual exploiters

Conduct field research
or academic re-
search to study
CSEC related legis-
lation

Work to influence the
drafting of legisla-
tion

Involve CSEC survivors
and/or at-risk youth
in your work

Involve other youth in
your work to com-
bat CSEC

Eradicate the produc-
tion, distribution,
exportation, com-
mercialization, and
publication of child
pornography

Target the use of
technology in CSEC
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PROGRAMMATIC INFORMATION—Continued

Yes
(please
elabo-

rate)

=
o

Funding
Source

Chal-
lenges
Faced

Sug-
gested
Im-
prove-
ments

Was it
Suc-

cess-
ful?
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PERSPECTIVES ON TREATMENT OF CSEC IN THE U.S.

What do you see as improvements made
in the U.S. since the 2001 2nd World
Congress on CSEC?

What do you see as the greatest gap in
government response since the 2001
2nd World Congress on CSEC?

Do you feel anti-CSEC measures are ade-
quately funded in the U.S.?

Do you feel anti-CSEC legislation is suffi-
cieSn; and utilized by prosecutors in the
U.S.?

Do you feel laws against CSEC are ade-
quately enforced?

What change would you most like to see
in the treatment of CSEC between now
and the next World Congress?

What issues do you feel are most impor-
tant to discuss at the Mid-Term Review
Conference?

Is there anything else about your organi-
zation, work, or experiences with CSEC
you think would be helpful in the Mid-
Term Review discussions?
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