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(U) EXECUTIVE SUMMARY

(U) The Senate Select Committee on Intelligence (SSCI or the Committee)
has long expressed interest in reviewing the United States Government (USG)
counterintelligence (CI) enterprise to identify actions needed to enhance its posture,
capabilities, and responsibilities in response to contemporary foreign intelligence
entity (FIE) threats. The Committee tasked the Audits & Projects Team (Team)
with conducting a targeted organizational assessment of the National
Counterintelligence and Security Center (NCSC or the Center)—the statutory head
of U.S. CI—to understand whether this entity is properly authorized, resourced,
and structured to carry out its mission. This report seeks to (1) identify the key
challenges facing NCSC in carrying out its mission and (2) capture a range
of opinions from CI experts on those challenges and potential ways forward.

(U) CURRENT THREAT LANDSCAPE

(U) The United States faces a dramatically different threat landscape today
than it did just a couple of decades ago. Multiple adversaries target nearly every
sector of U.S. society using traditional and novel tactics and techniques. As the
current National CI Strategy notes, FIEs—“to include nation-states, organizations,
and individuals—are employing innovative combinations of traditional spying,
economic espionage and supply chain and cyber operations to gain access to critical
infrastructure and steal sensitive information, research, technology, and industrial
secrets.” These changes have profound implications for the mission, structure,
authorities, and resources of the CI enterprise in general and NCSC in particular.

(U) During the Cold War, the United States’ main adversary was the Soviet
Union and other Warsaw Pact countries, as well as Soviet client states such as
Cuba. After the terrorist attacks of September 11, 2001, the United States pivoted
to focus on al-Qaeda and other extremist jihadist groups around the world. Today,
however, the United States faces a wide variety of adversaries to include powerful
state rivals with global ambitions—namely China and Russia—regional
adversaries, minor states aligned with U.S. adversaries, ideologically motivated
entities, and transnational criminal organizations.

(U) FIEs target desired information wherever it may reside. Many FIE
efforts previously focused primarily on state secrets held by the Intelligence
Community (IC) and the broader national security establishment. Now, however,
FIEs target a wide range of information from entities and individuals across nearly
every sector of U.S. society. As the Commission on the Intelligence Capabilities of
the United States Regarding Weapons of Mass Destruction (Iraq WMD Commission)
noted: “Spies have always existed, but currently our adversaries—and many of our
‘friends'—are expanding and intensifying their intelligence activities against U.S.
interests worldwide. They target virtually all of our nation’s levers of power.” Put
simply, FIE threats to the United States are now more complex, diverse, and
harmful to U.S. interests, and FIEs are targeting a wider set of public and private
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entities to include NT-50s (that is, non-IC USG departments and agencies that do
not have 50 U.S.C. authorities, such as the Department of Health and Human
Services or the National Science Foundation) as well as national laboratories, the
financial sector, the U.S. industrial base, and academic entities.

(U) In the past, U.S. adversaries had relatively limited options for stealing
information, influencing U.S. officials, or inflaming social and political tensions.
Traditional intelligence collection and influence efforts required foreign nations to,
for example, send spies to U.S. soil, co-opt an insider, target U.S. officials when
overseas, bug offices, or intercept U.S. communications from collection facilities
around the world. Today, however, U.S. adversaries have access to a much wider
variety of tools to accomplish their goals, and the damage is far greater. In addition
to traditional espionage—which continues unabated—FIEs can now exploit non-
traditional human, cyber, advanced technical, and open source intelligence
operations to collect against U.S. plans and policies, sensitive technology, personally
identifiable information (PII), and intellectual property, as well as to influence U.S.
decision-making and public opinion on a scale previously unimaginable.

(U) FINDINGS

(U) As illustrated above, the FIE threat landscape facing the country today
i1s wide-ranging and sophisticated. Yet NCSC, as the USG lead for CI, lacks a
clear mission as well as sufficient and well-defined authorities and
resources to effectively confront this landscape. Moreover, NCSC’s placement
within the Office of the Director of National Intelligence (ODNI) may
hinder its ability to scale and respond to threats in an agile manner.
Despite these challenges, there is no consensus among CI officials on a way
forward for NCSC.

(U) MISSION

(U) Under current law, the mission of the Director of NCSC is to “serve as
the head of national counterintelligence for the United States Government.” The
Committee, however, found that the scope of this mission is not clear to the
Committee, to the broader IC, or even to some NCSC officials. First, it is unclear
whether certain FIE threats—namely, cyber and foreign malign influence—as well
as USG activities—namely, “CI awareness” activities such as FIE target
identification, foreign travel briefings, and receipt and review of certain CI products
—fall within the current definition of CI. Second, various current and former NCSC
officials disagree over which types of entities comprise the CI enterprise that NCSC
1s tasked with leading. Specifically, it’s not clear whether non-title 50s (NT-50s)—
that 1s, non-IC entities that do not have 50 U.S.C. authorities—private sector
entities, or academic institutions should be considered part of the CI enterprise and
should therefore have CI responsibilities. Third, there is no consensus as to whether
NCSC should focus on traditional CI activities, the strategic CI mission, or both.
Traditional CI is internally-focused on the protection of individual IC entities,
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whereas strategic CI focuses on using all available national resources to defend the
United States as a whole rather than on protecting individual IC entities or their
parochial operations. Fourth, NCSC plays a marginal role in offensive CI, despite
the importance of offensive CI to the CI mission. Finally, officials disagree on the
optimal relationship between CI, which directly deals with the threat from FIEs,
and security, which indirectly defends against FIE actions by minimizing
vulnerabilities, and over what specific role NCSC should play with regards to
security.

(U) DUTIES AND AUTHORITIES

(U) NCSC’s duties have changed over its 20-year lifespan, due in part to lack
of clarity over its mission. Various duties are enumerated in statute, but NCSC does
not effectively fulfill all of them. In addition, NCSC has taken on several duties not
explicitly assigned in statute. In general, the Committee assesses that NCSC's focus
at any given time is based on the perceived CI gaps the IC needs filled or the
interests of its Director, rather than on a well-formulated and enduring vision of the
activities it should be undertaking to support its mission. Former National CI
Executive Michelle Van Cleave noted that “fundamentally, there is no agreed-upon
understanding of what NCSC is supposed to do.” Several FBI officials also told the
Committee that NCSC “seems to be all over the place.” One NCSC official said that
NCSC(C’s “sweet spot” is not to replicate work already being done by the IC, but to
identify and fill gaps and seams. Thus, NCSC often takes on projects that do not
have “natural homes” at other agencies, offloading projects to agencies better suited
to handle them when possible.

(U) NCSC is also limited in its ability to carry out its duties by ambiguous or
insufficient authorities. NCSC can influence and advocate for IC CI spending, but
NCSC has little authority or leverage over IC entities’ budgets and budget
priorities. NCSC can also provide voluntary guidance, threat awareness, and advice
to NT-50s and non-USG entities on developing and maintaining effective CI and
security programs, but NCSC cannot provide direct financial support, and NT-50s
and non-USG entities are not required to maintain CI programs. NCSC officials told
the Committee that much of NCSC’s ability to influence CI and security programs
across the USG stems from personal relationships and advocacy, rather than
statutes, regulations, or other authorities.

(U) RESOURCES AND STAFFING

(U) Staffing and resource constraints impact NCSC’s ability to effectively
carry out its mission. One senior NCSC official described

For example, several key NCSC duties, including
constrained due to NCSC staffing levels.

(U) Despite_ staffing and resource levels, NCSC officials indicated
that its current mix of permanent staff (cadres), joint-duty staff (detailees), and
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contractors was appropriate. NCSC, however, faces several unique staffing
challenges owing to its position as a Center within ODNI. For instance, several
NCSC officials described how the approval process for cadres and detailees is time
consuming—it is a “nonstop challenge.” One NCSC official told the Committee that
1t can take more than two months to bring on a detailee and between 12 and 18
months to hire an external candidate, leading some candidates to seek a position
elsewhere.

Finally, NCSC’s budget is small relative to its mission and is
controlled by ODNI. Yet ODNI has not requested any substantial growth for
NCSC’s budget or full-time employees (FTE), nor has Congress provided it.
Moreover, NCSC’s budget is

(U) LOCATION AND STRUCTURE
- NCSC is structured as a Center within ODNI. There are various

drawbacks and benefits associated with this structure. According to various
officials, drawbacks include:

(U) NCSC is also located entirely within the IC, as its authorities stem from
Title 50 and it is funded by the National Intelligence Program (NIP). Officials
disagree over whether this is the appropriate location for NCSC. Some officials
argue that CI is primarily an IC responsibility and thus should remain exclusively
within the purview of the IC. Other officials argue that strategic CI is a whole-of-
soclety responsibility, so NCSC should span the IC and NT-50 worlds.

(U) Finally, former NCSC Director William Evanina has argued for the
establishment of an independent National Counterintelligence and Security Agency,
which would be responsible for the strategic CI mission and focus on protecting the
United States as a whole. If such an agency were to be established, several officials
suggested incorporating other existing USG entities with close ties to the strategic
CI mission.

(U) CONCLUSION AND RECOMMENDATIONS
1



(U) The U.S. CI enterprise is not postured to confront the whole-of-society
FIE threat landscape facing the country today. CI as a mission first arose
throughout the IC after World War II to defend IC operations, and the United
States is still living with the legacy of that structure. Although that structure may
have been appropriate when FIEs were primarily targeting information held by the
IC and other national security entities, today’s FIEs dedicate enormous energy and
resources to acquiring not only sensitive state secrets, but also information from
NT-50s and non-USG entities—which are significantly more vulnerable targets
than the IC. There is thus a “disconnect” between the location of valuable
information relevant to U.S. national security interests and what the U.S. CI
enterprise is tasked with protecting.

(U) As more and more sensitive information has moved outside the protective
walls of the IC, CI as a mission has struggled to adapt. The very definition of CI—
both in terms of the types of activities FIEs conduct to target the United States, as
well as the types of U.S. efforts to counter those activities—is murky and no longer
clearly reflects the reality on the ground. For instance, various non-IC entities have
established or are establishing “CI programs,” but their CI activities conceptually
overlap in many ways with the security mission and do not conform to the
traditional understanding of CI activities—namely efforts to identify, deceive,
exploit, disrupt, or protect against espionage. The USG must determine which
FIE and USG activities fall within the CI mission set today, draw clear
boundaries between the CI and security missions and clarify where “CI
awareness” activities fall, and clarify the roles and responsibilities of USG
and non-USG entities tasked with carrying out the CI and/or security
missions.

(U) This distinction is important because it implies different national
security models; CI measures deal directly with FIE activities, whereas security
programs indirectly defend against FIE actions by minimizing vulnerabilities. Thus,
under an expansive CI enterprise model, the entire USG and potentially non-USG
entities would bear responsibility for dealing directly with FIE activities. On the
other hand, a more traditional CI enterprise model would be based exclusively on
the IC—but could nevertheless require non-1C entities to be responsible for
defensive security measures to identify and mitigate vulnerabilities.

In either case, tactical, one-off responses are no longer
sufficient to address the current FIE threat landscape; a strategic response 1s
required. Yet, the U.S. CI enterprise has not fully pivoted to confront this new

reality. I

-
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(U) Moreover, CI as a discipline has traditionally been undervalued in the
USG. Back in 2005, the Iraq WMD Commission, for example, noted that CI has
been “plagued by a lack of policy attention and national leadership” and is largely
neglected by policymakers and the IC. The Commission also stated that CI actually
lost stature after September 11, 2001 as the USG turned its attention to
counterterrorism (CT). The 2009 Intelligence and National Security Alliance (INSA)
report Counterintelligence for the 215t Century noted that CI was not a priority for
their first two Directors of National Intelligence (DNI). Mr. Evanina added that
agency heads often assign lower priority to CI divisions and programs than to
offensive mission requirements. As of July 2022, the Administration has not yet

officially nominated a permanent NCSC Director, despite the position being vacant
for over a year.

(U) The impact of all these challenges is clear: foreign adversaries
compromise U.S. assets across the globe, acquire billions of dollars a year in U.S.
research and technology, jeopardize the competitiveness of U.S. companies and the
economic dominance of the United States, steal sensitive PII on USG employees and
U.S. citizens, and interfere in domestic affairs. The USG cannot allow this situation
to continue without serious repercussions for U.S. national security.

(U) Congress last tried to seriously reform CI statutes in 2002, when it
passed the Counterintelligence Enhancement Act and created NCSC’s precursor to
try to better integrate the CI silos scattered across the IC. The Committee believes
that NCSC has made progress towards achieving that goal. Yet NCSC lacks the
necessary clarity of mission, sufficient authorities and resources, and an optimal
location and structure to truly lead U.S. CI and to execute the strategic CI mission.

_ It is time for Congress to take another hard look at the
ability of the U.S. CI enterprise in general and NCSC in particular to confront
today’s FIE threat landscape. As Vice Chairman Rubio noted during a hearing on
CI in 2020: “The IC may need a fundamental rethink of its counterintelligence
enterprise.” As Ms. Van Cleave told the Committee: “The USG does not have the
right ‘business model for CI; rather than being strategic, forward-looking, and
proactive, U.S. CI is tactical, reactive, and defensive.” Mr. Evanina has similarly
called for “a dramatic new construct to ensure adequate and enhanced coordination
of a holistic CI program for the United States.”

(U) There 1s no easy “fix” to U.S. CI, nor 1s there one single way in which
NCSC could be reformed to better serve as head of national CI. If Congress and
ODNI determine that NCSC should focus exclusively on better operationalizing
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traditional CI activities, then NCSC may not need additional authorities or
resources, and a structural change to the Center may not be necessary. Yet, there
must be an “owner” for strategic CI to address the FIE landscape facing the
nation today, and NCSC is currently the only USG entity positioned lead
this mission. If Congress and ODNI assign the strategic CI mission to NCSC, then
bigger changes to the Center may be warranted. Owning strategic CI would require
sufficient authorities and resources to enable NCSC to successfully develop a
strategic CI program to bring together all the means of execution for strategic CI
priorities. In addition, Congress may want to consider whether NCSC can best carry
out the strategic CI mission as a Center within ODNI, or whether such a mission
requires the establishment of an independent agency spanning the IC and NT-50s
universe.

(U) This Committee recognizes that any major change to the CI enterprise
will be difficult and time consuming, and that various members of the USG may
fiercely resist such changes. However, the USG has made big, bold changes before.
After the terrorist attacks of September 11, 2001, Congress reorganized the U.S.
national security enterprise to better confront terrorism. But more importantly,
Congress helped to reorient the CT mission away from reactive, defensive efforts
focused on figuring out who conducted a specific terrorist attack towards a
proactive, offensive posture focused on stopping terrorists before they strike. It 1s
time for CI to undergo a similar revolution and to receive the national-level
attention it deserves.

(U) SSCI Recommendations
Definitions

1. The Executive Branch should develop and adopt, and Congress should codify,
a consistent USG-wide definition of CI that:
a. Reflects today’s FIE threat landscape; and
b. Delineates CI and security.
2. The Executive Branch should develop and adopt, and Congress should codify,
related definitions to include strategic CI and offensive CI.

The CI Enterprise
3. NCSC, in consultation with ODNI, should identify the conceptual boundaries
of the CI enterprise, including by identifying key stakeholders (e.g., which
entities are members, partners, beneficiaries, etc.); outline stakeholders’ CI
and security roles and responsibilities; and clarify their relationship with

NCSC.



4. NCSC, in consultation with ODNI, should determine what role each element
of the IC should play in protecting non-USG entities that FIEs target for
their research, technologies, data, and IP.

5. NT-50s should consistently establish “CI awareness” and/or security
programs to ensure that USG data and sensitive information are identified
and protected.

NCSC’s Mission and Structure

6. Congress, in consultation with the Executive Branch, should clarify NCSC’s

mission and determine what, if any, role it should play in:
a. Traditional CI;
b. Strategic CI; and
c. Offensive CI operations.

7. Congress, in consultation with the Executive Branch, should determine
whether NCSC should remain a Center within ODNT or should be
established as an independent agency.

8. Congress, in consultation with the Executive Branch, should determine
which aspects of the security mission NCSC should retain.

9. Congress, in consultation with the Executive Branch, should consider
whether the Director of NCSC/NCSA should be the official Sec/EA.

NCSC’s Duties
10.NCSC should develop a strategic plan to conduct vulnerability assessments
within the IC, NT-50s, and selected non-USG entities or sectors, and should
request resources and authorities necessary to conduct those assessments.
11.NCSC should develop a plan for IC CI outreach to non-IC entities, including:
a. Identifying IC outreach roles and responsibilities for each element of
the IC; and
b. Identifying and requesting resources and authorities necessary to
implement this plan.
12.The USG should consider establishing a dedicated CI R&D fund and a CI
R&D board to fund and oversee R&D efforts.
13.NCSC should develop a strategic plan, in consultation with relevant
stakeholders, for CI R&D efforts.
14.NCSC should develop a plan for strategic CI training across the IC as well as
for NT-50s and non-USG entities.
15.NCSC should establish a clear vision of what, if any, role it should play in
developing and maintaining IC databases that support the CI mission.

NCSC’s Authorities and Resources



16. Congress or the Executive Branch should provide NCSC with explicit
authorities to ensure that NCSC can require appropriate CI entities to
participate in NCSC-led efforts in support of the National CI Strategy.

17.1f Congress determines that NCSC should own the strategic CI mission, then
Congress should provide NCSC with the appropriate authorities and
resources necessary to develop and execute a strategic CI program including:

a. Strengthening NCSC’s authorities to determine IC strategic CI
budgets.

b. Considering the establishment of a separate appropriation for NCSC to
support NT-50 and non-USG CI programs with strategic CI and/or
security objectives and/or clarifying ODNT’s ability to transfer NIP
resources to NT-50s.

c. Providing NCSC with authorities to task CI entities with carrying out
specific elements of a strategic CI program.



APT
CBP
CI
CIA
CD
CIMC
CISA
CITF
CRS
CSE
CT
DCI
DCIF
DCSA
DHS
DIA
DNI
DOD
DOE
DOJ
EO
FBI
FIE
FMIC
FTE

HHS
GAO
TIAA

IC

ICD
ICIG
INSA
IoT

IP
IRTPA
MCD
MID
NACIPB

(U) ABBREVIATIONS

Advanced Persistent Threat

Customs and Border Protection
Counterintelligence

Central Intelligence Agency

(FBI) Counterintelligence Division

(CIA) Counterintelligence Mission Center
(DHS) Cybersecurity and Infrastructure Security Agency
Counterintelligence Task Force
Congressional Research Service

Center for Security Evaluation
Counterterrorism

Director of Central Intelligence

Defensive Counterintelligence Frame Work
(DOD) Defense Counterintelligence and Security Agency
Department of Homeland Security

Defense Intelligence Agency

Director of National Intelligence
Department of Defense

Department of Energy

Department of Justice

Executive Order

Federal Bureau of Investigation

Foreign Intelligence Entity

Foreign Malign Influence Center

Full Time Employee

Fiscal Year

Department of Health and Human Services
Government Accountability Office
Intelligence Authorization Act

Intelligence Community

Intelligence Community Directive
Intelligence Community Inspector General
Intelligence and National Security Alliance
Internet of Things

Intellectual Property

Intelligence Reform and Terrorism Prevention Act of 2004
Mission Capabilities Directorate

Mission Integration Directorate

National Counterintelligence Policy Board
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NASA
NCD
NCITF
NCIX
NCPC
NCSC
NCTC
NGA
NIH
NIM-CI
NIC
NIP
NITTF
NSA
NSC
NSPM
NSF
NT-50

NTIPA
OCD

ODNI
ONCIX
OPM
OSINT
OUSD(I&S)

PDD

PLA

PII

RDI
Review Group
R&D
SCIF
SCRM
SecEA
SSC

State
S&T
USD(1&S)
USG

National Aeronautics and Space Agency

National Counterintelligence Directorate

National Counterintelligence Task Force

National Counterintelligence Executive

National Counterproliferation Center

National Counterintelligence and Security Center
National Counter-terrorism Center

National Geospatial-Intelligence Agency

National Institutes of Health

National Intelligence Manager for Counterintelligence
National Intelligence Council

National Intelligence Program

National Insider Threat Task Force

National Security Agency

National Security Council

National Security Presidential Memoranda

National Science Foundation

Non-Title 50 (non-IC USG entities that do not have 50 U.S.C.
authorities)

National Threat Identification and Prioritization Assessment
Operations Coordination Directorate

Office of the Director of National Intelligence

Office of the National Counterintelligence Executive
Office of Personnel Management

Open Source Intelligence

Office of the Under Secretary of Defense for Intelligence and
Security

Presidential Decision Directive

People’s Liberation Army

Personally Identifiable Information

Research, Development, and Integration Fund
National Counterintelligence Review Group

Research and Development

Sensitive Compartmented Information Facility
Supply Chain Risk Management

Security Executive Agent

Special Security Center

Department of State

Science and Technology

Under Secretary of Defense for Intelligence and Security
United States Government
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