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(U) Preface

{U} In 2015, Russia began engaging in a
covert influence campaign aimed at the U.5,
presidential election. The Russian govern-
ment, at the direction of President Vladimir
Putin, sought to sow discord in American
society and undermine our faith in the dem-
ocratic process. Now, more than a year
after the election, the American people
rightfully want to know what the Russians
did; how they did it; with whose support, If
anyone’s; and what can be done to counter
any election tampering by foreign adver-
saries in the future.

{U) With this charge, the House Perma-
nent Select Committee on Intelligence (the
Committee) initiated an investigation in Jan-
uary 2017 with the mandate to examine (1)
what Russian cyber activity and other active
measures (covert influence activities run by
the Russian intelligence services) were di-
rected against the United States and its al-
lies; (2) whether the Russian active
measures include links between Russia and
individuals associated with presidential
campaigns; (3) what was the U.S. govern-
ment response to these Russian active
measures and what do we need to do to
protect ourselves and our allies in the fu-
ture; and (4) what possible leaks of classi-
fied information took place related to the
Intelligence Community’s assessmenf of
these matters. Our goal was to provide, io
the greatest extent practicable, a full ac-
counting of what happened, how it hap-
pened, and recommendations for protecting

our democratic processes and Institutions in
the future,

{U) From the investigation's inception,
we were determined to follow the facts
wherever they might lead within the agreed
-upon scope and refer any criminality (if
found) to the apprapriate authorities. Dur-
ing the investigation we identified numer-
ous shortcomings, including counterintelli-
gence concerns, classified leaks, puzzling
legal processes, and inappropriate or gues-
tionable behavior. All of these are enumar-
ated in this report through findings, recom-
mendations, and conclusions.

{U) We reviewed every piece of rele-
vant evidence provided to us and inter-
viewed every withess we assessed would
substantively contribute to the agreed-upon
bipartisan scope of Lhe investipation. Wae
acknowledge that investigations by other
commitlees, the Special Counsel, the media,
or interest groups will continue and may
find facts that were not readily accessible to
the Committee or outside the scope of our
investipation. We will ensure any new dis-
coveries are considered in the due course of
the Committee’s continuing oversight re-
sponsibilities.

(U) We-would like to recognize the tire-
less work of the Committee’s staff, which
remained professional and dedicated
throughout this inquiry. They deserve our
nation’s gratitude. We would also like to
thank the thousands of men and women
who serve in the IC, They will wake up to-
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morrow and continue their watch to protect
the American people against further threats
from Russia and other adversaries.

(U) Nevertheless, the Committee re-
mains concerned that Russia will continue
to undermine western democracies by stok-
ing social strife, political unrest, and divi-
sion. As a country, it is time for us to re-
flect, understand what happened, fix the
discovered problems, and unify around the
common purpose of countering any future
influence campaigns by Russia or any other
nation.
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(U) Introduction and Overview

{U) Russia’s interference in the 2016
U.S. presidential election was nothing novel
for the Kremlin. The Kremlin aspires to sow
chaos and discord and advance its agenda in
targeted nations, particularly in Europe and
former Soviet republics such as the Baltics
and Ukraine. To do this, Russia effectively
combines decades of experience in propa-
ganda and psychological warfare techniques
with its vast media apparatus, a strata of
well-educated and proficient technicians,
and a robust intelligence and security corps.

(U} In the United States, Russian
cyberattacks related to the 2016 elections
starkly highlighted technical vulnerabilities
in U.S. digital infrastructure and bureau-
cratic shortcomings that were exploited by
the Kremlin. Russia’s active measures cam-
paign achieved its primary goal of inciting
division and discord among Americans. For
more than a year, U.S. politics have been
consumed by bitter recriminations, charges,
and counter-charges about the attacks. The
reliability of the democratic vote—the bed-
rock of the U.S. republic—was widely and
repeatedly questioned.

(U) At the time of the 2016 U.S. presi-
dential election cycle, the Committee was
already concerned with Russian malfea-
sance and aggression in levels that had not
been seen since the Cold War. In fact, the
IAA for fiscal years 2016 and 2017 included
multiple provisions to improve the United
States’ ability to counter Russian aggression.
However, the Kremlin’s malicious activities

during the 2016 U.S. presidential election
triggered the Committee to announce a spe-
cific inquiry into Russia’s campaign (see Ap-
pendix B). The bipartisan parameters fo-
cused the investigation and this report—this
Committee examined: (1) Russian cyber ac-
tivity and other active measures that were
directed against the United States and its
allies; (2) whether the Russian active
measures include links between Russia and
individuals associated with presidential
campaigns; (3) the U.S. government re-
sponse to these Russian active measures
and what we need to do to protect our-
selves and our allies in the future; and (4)
what possible leaks of classified information
took place related to the Intelligence Com-
munity’s assessment of these matters.” The
Committee interviewed 73 witnesses, con-
ducted 9 hearings and briefings, reviewed
approximately 307,900 documents, and is-
sued 20 subpoenas. This allowed the Com-
mittee to find answers crucial for identifying
and addressing institutional weaknesses to
assist the United States with identifying and
responding to inevitable hostile acts in the
future.

(V) While the 2016 U.S. presidential
election helped focus American attention on
Russian cyber and information operations,
the Russian government has conducted ac-
tive measure campaigns in Europe for years.
Believing it is engaged in an information war
with the West, Russia’s influence activities
employ an array of tactics—usually tailored
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to the target country’s population and envi-
ronment—in an effort to accomplish the
Kremlin’s goals. These goals generally in-
clude influencing an opponent’s leadership
and population, advancing a narrative, or
inducing a behavior change. The factors
that make these campaigns successful also
make them hard to counter. However, gov-
ernments, non-governmental organizations,
and media organizations in Europe have be-
gun taking actions to address and mitigate
the threat that Russian influence campaigns
pose.

(V) The Russian active measures cam-
paign against the United States was multi-
faceted. It leveraged cyberattacks, covert
platforms, social media, third-party interme-
diaries, and state-run media. Hacked mate-
rial was disseminated through this myriad
network of actors with the objective of un-
dermining the effectiveness of the future
administration. This dissemination worked
in conjunction with derisive messages post-
ed on social media to undermine confidence
in the election and sow fear and division in
American society.

(U) The U.S. government’s subsequent
response to the Russian active measures
campaign during the 2016 election was slow

and inconsistent. SN
I /s that picture

evolved, the FBI’s notification to victims and
oversight committees was inconsistent in

timeliness and quality, which contributed to
the victims' failure to both recognize the

threat and defend their systems. State and
local governments were slow to grasp the
seriousness of the threat and when notified
of breaches continued to resist any action
that implied federal direction or con-

trol. Some states opted not to cooperate
with important defensive measures offered
by the DHS. While no tabulation systems, or
systems that count votes, were impacted,
the overall security posture of the U.S. fed-
eral, state, and local governments was
demonstrated to be inadequate and vulner-
able.

(U) The Committee’s investigation also
reviewed the opening, in summer 2016, of a
FBI enterprise counterintelligence investiga-
tion into i} Trump campaign associ-

ates: S e P2,

B Bccause of “the sensitivity of the
matter,” the FBI did not notify congressional
leadership about this investigation during
the FBI's regular counterintelligence
briefings.” Three of il criginal sub-
jects of the FBI investigation have been
charged with crimes and the Committee’s
review of these cases covers the period pri-
or to the appointment of Special Counsel in
May 2017.

{U) While the Committee found no evi-
dence that the Trump campaign colluded,
coordinated, or conspired with the Russian
government, the investigation did find poor
judgment and ill-considered actions by the
Trump and Clinton campaigns. For exam-
ple, the June 2016 meeting at Trump Tower
between members of the Trump campaign
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and a Russian lawyer who falsely purported
to have damaging information on the Clin-
ton campaign demonstrated poor judge-
ment. The Committee also found the
Trump campaign’s periodic praise for and
communications with Wikileaks—a hostile
foreign organization—to be highly objec-
tionable and inconsistent with U.S. national
security interests. The Committee also
found that the Clinton campaign and the
DNC, using a series of cutouts and interme-
diaries to obscure their roles, paid for oppo-
sition research on Trump obtained from
Russian sources, including a litany of claims
by high-ranking current and former Russian
government officials. Some of this opposi-
tion research was used to produce sixteen
memos, which comprise what has become
known as the Steele dossier.

(U) The effectiveness and relatively low
cost of information operations, such as the
dissemination of propaganda, make it an
attractive tool for foreign adversaries. Un-
less the cost-benefit equation of such oper-
ations changes significantly, the Putin re-
gime and other hostile governments will
continue to pursue these attacks against the
United States and its allies. Based on the
investigation, the Committee recommends
several solutions to help safeguard U.S. and
allies’ political processes from nefarious ac-
tors, such as the Russians.

1. HPSCI Press Release, Intelligence Committee Chairman, Ronking Member Establish Parameters for Russia Investigation,
Mar. 1, 2017,

2. HPSCI, “Russian Active Measures Investigation Open Hearing," Mar. 20, 2017.

=rorseerer A >~=~ 1
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(U) Summary Table of Findings

(U) Finding #1: The Kremlin exploits free or independent media spaces and open democra-
cies to conduct active measures in Europe.

(U) Finding #2: Russia supports fringe political parties and non-governmental organizations
in Europe to further the Kremlin’s agenda while also disparaging or discrediting politicians
and groups seen as hostile to Moscow.

(U) Finding #3: Russia conducts increasingly aggressive cyber operations against European
governments; a tactic that will continue to present a profound threat.

(U) Finding #4: Russia targets disaffected European populations and exploits social, politi-
cal, and racial divisions in an effort to sow discord, encourage unrest, and incite protests.

(U) Finding #5: Russia leverages business and economic ties in Europe to achieve the Krem-
lin’s goals, message displeasure, or inflict punishment.

{U) Finding #6: European governments and media outlets are conducting a variety of activi-
ties to combat Russian influence campaigns.

" CHAPTER2: RUSSIA/ATITACKS THE UNITED/STATES

(U) Finding #7: Russia conducted cyberattacks on U.S. political institutions in 2015-2016.

(V) Finding #8: Russian-state actors and third-party intermediaries were responsible for the
dissemination of documents and communications stolen from U.S. political organizations.

(V) Finding #9: The Russian government used RT to advance its malign influence campaign
during the 2016 U.S. presidential election.

(U) Finding #10: Russian intelligence leveraged social media in an attempt to sow social dis-
cord and to undermine the U.S. electoral process.

CHAPTER 3. AV ERICAIREACTS

(V) Finding #11: The Federal Bureau of Investigation’s notification to numerous Russian
hacking victims was largely inadequate. '

(V) Finding #12: Communication between the Department of Homeland Security and state
election officials was impeded by state officials’ mistrust of federal government overreach
coupled with a unprecedented level of Russian cyber intrusions.
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(U) Summarv Table of Findings (cont)

CHAPTER 3 AMERICA REACTS' (CONT)

(U) Finding #13: The joint Office of the Director of National Intelligence and Department of

Homeland Security public statement attributing election interference to Russia was ineffec-
tive.

(U) Finding #14: The Executive Branch’s post-election response was insufficient.

(U) Finding #15: The majority of the Intelligence Community Assessment judgments on
Russia’s election activities employed proper analytic tradecraft.

(U) Finding #16: The Intelligence Community Assessment judgments on Putin’s strategic
intentions did not employ proper analytic tradecraft.

(U} Finding #17: The Federal Bureau of Investigation opened an enterprise counterintelli-
gence investigation into the Trump campaign after receiving information related to Trump

P PSS
campaign foreign nolicy adviscr George Papadopoilos.

(U) Finding #18: As part of the enterprise counterintelligence investigation into the Trump
campaign, the Federal Bureau of Investigation opened an individual counterintelligence
investigation into Carter Page.

(U) Finding #19: The dossier compiled by Christopher Steele formed an essential part of an

application to the Foreign Intelligence Surveillance Court to obtain electronic surveillance
on Carter Page.

(U) Finding #20: Special Counsel Robert Mueller indicted Paul Manafort on several charges,
none of which relate to allegations of collusion, coordination, or conspiracy between the
Trump campaign and the Russian government.

(V) Finding #22: General Flynn pleaded guilty to making a false statement to the Federal
Bureau of Investigation regarding his December 2016 conversations with Ambassador Kis-
lyak, even though the Federal Bureau of Investigation agents did not detect any deception
during Flynn’s interview.

(U) Finding #23: Executive Branch officials did not notify the Trump campaign that mem-
bers of the campaign were assessed to be potential counterintelligence concerns.

(U) Finding #24: The February 2018 indictment of the Internet Research Agency and Rus-
sian nationals exposes Russian actors and their intent to spread distrust towards the candi-
dates and the political system in general.
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(U) Summary Table of Findings (cont.)

~ _CHAPTER 4: CAMPAIGN LINKS WITH RUSSIA

(U) Finding #25: When asked directly, none of the interviewed witnesses provided evi-
dence of collusion, coordination, or conspiracy between the Trump campaign and the Rus-
sian government.

(U) Finding #26: The Committee found no evidence that President Trump’s pre-campaign
business dealings formed the basis for collusion during the campaign.

(U) Finding #27: The Republican national security establishment’s opposition to candidate
Trump created opportunities for two less-experienced individuals with pro-Russia views to
serve as campaign advisors: George Papadopoulos and Carter Page.

(U) Finding #28: The change in the Republican Party platform regarding Ukraine resulted in
a stronger position against Russia, not a weaker one, and there is no evidence that Paul
Manafort was involved. '

(U) Finding #29: There is no evidence that Trump associates were involved in the theft or
publication of Clinton campaign-related emails, although Trump associates had numerous
ill-advised contacts with WikiLeaks.

(V) Finding #30: Carter Page did not travel to Moscow in July 2016 on behalf of the Trump
campaign, but the Committee is concerned about his seemingly incomplete accounts of his
activity in Moscow.

(U) Finding #31: George Papadopoulos’ attempts to leverage his Russian contacts to facili-
tate meetings between the Trump campaign and Russians was unsuccessful.

(U) Finding #32: Donald Trump Jr., Jared Kushner, and Paul Manafort attended a June 9,
2016, meeting at Trump Tower where they expected to receive—but did not ultimately ob-
tain—derogatory information on candidate Clinton from Russian sources.

(U) Fi_nding #33: Donald Trump Jr, briefly met with a Russian government official at the
2016 National Rifle Association annual meeting, but the Committee found no evidence that
the two discussed the U.S. presidential election.

(V) Finding #34: The Committee found no evidence that meetings between Trump associ-
ates—including Jeff Sessions—and official representatives of the Russian government—
including Ambassador Kislyak—reflected collusion, coordination, or conspiracy with the
Russian government.

L il 1 J r 1 L]
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{U) Summary Table of Findings (cont.)

CHAPTER A1 CAMPAIGN LINKS WITH RUSSIA [(IONT}

(V) Fmding #35: Possible Russian efforts to set up a "back channel” with Trump associates
after the election suggest the absence of collusion during the campaign, since the commu-
nication associated with collusion would have rendered such a “back channel” unneces-
sary.

(U) Finding #36: Prior to conducting opposition research targeting candidate Trump’s busi-
ness dealings, Fusion GPS conducted research benefitting Russian interests.

(V) Fin.cling #37: The law firm Perkins Coie hired Fusion GPS on behalf of the Clinton cam-
paign and the Democratic National Committee to research candidate Trump's Russia ties.

(U} Finding #38: Christopher Steele claims to have obtained his dossier information second-
and third-hand from purported high-placed Russian sources, such as government officials
with links to the Kremlin and intelligence services.

(U} Finding #39: Christopher Steele’s information from Russian sources was provided di-
rectly to Fusion GPS and Perkins Coie and indirectly to the Clinton campaign.

CHAPTER 8 INTELLIGENCE CDMMUNITY ASSESSMENT LEAKS

(U) Finding #40: Leaks of classlﬁed mformatton regarding Russian intentions to sow discord
in the U.S, presidential election began prior to the election day—November 8, 2016.

{U) Finding #41: Leaks of classified information alleging Russian intentions to help elect
candidate Trump increased dramatically after the election day—November 8, 2016.

{U) Finding #42: The leaks prior to the classified Intelligence Community Assessment’s puib-
lication, particularly leaks occurring after the 1).5. presidential election, correlate to specific
language found in the Intelligence Community Assessment.

{U) Finding #43: Continued leaks of ¢lassified information have damaged national security
and potentially endangered lives.

(U} Finding #44: Former Director of National Intelligence James Clapper, now a CNN nation-

al security analyst, provided inconsistent testimony to the Committee about his contacts
with the media, including CNN.
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{U) Summary Table of Recommendations

CHAPTER 17 RUSSIAN CAMPAIGNS IN EUROPE

{U) Recommendation #1: European governments, nan-governmental erganizations, busi-
nesses, think tanks, and academia should strengthen legal and regulatory environments,
promote media pluralism, build professional media associations, and improve the financial
sustainability of legitimate news outlets.

{U) Recormmendation #2: European governments, non-governmental arganizations, busi-
nesses, think tanks, and academia should implerent and encourage multi-pronged, coun-
try-wide efforts by both public and private entities to combat Russian propaganda, tech-
nical, and cyber oparations.

(U} Recommendation #3: European governments, non-governmental organizations, busi-
nesses, think tanks, and academia should implement more stringent cyber security practic-
es, such as multifactor authentication and encryption of sensitive data, as well as educating
workforces on basic cyber security topies and best practices.

{U) Recommendation #4: European governments should look to long-term solutions to
lessen economic dependence on Russia,

CHAPTER 2:& 3: RUSSIA ATTACKS THE UNITED STATES AND AMERICA REACTS

(U) Recommendation #5: Congress should identify options available to the private sector

and federal government that would address the social media vulnerabilities exploited by
the Russian government.

(U) Recommendation #6: Congress should consider updating the Foreign Intelligence Sur-
veillance Act to cover malicious international eyber actors.

{U) Recommendation #7: The Federal Bureau of Investigation should improve cyberattack
victim notification.

(V) Recommendation #8: Threats identified by the Intelligence Community to state and lo-
cal elections infrastructure should be immediately briefed to appropriate state and local
officials. When threats are Identified, the federal government should conduct an expedit-
ed declassification review to ensure that the threat information can reach all necessary
state and local officials in a timely manner.

(U} Recommendation #9: The Secretary of Homeland Security should provide certain desig-
nated state and local election officials appropriate security clearances to enable those offi-
cials to respond to election-related threats,

— e — b gy om = -~
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(U} Summary Table of Recommendations (cont.)

CHAPTER 2 & 3: RUSSIA ATTACKS THE UNITED STATES AND AMERICA REACTS
(CONT.)

(U) Recommendation #10: Significant threats to U.S. elections identified by the Intelligence
Community, including cyberattacks directed at political organizations, should be immedi-
ately reported to the Congressional intelligence committees.

(U} Recommendation #11: Congress should encourage the adoption of National Institute of
Standards and Technology cyber security standards, such as those adopted by the Elections
Assistance Cammission, by providing federal resources to state and local gavernments to
facilitate such adoption. Funds should be tied to the adoption and certification of elections
systems to appropriate standards.

(U} Recommendation #12: Congress should consider additional funding for the National
Institute of Standards and Technology to enable better outreach to state and local govern-
ments,

{U) Recommendation #13: Congress should consicer a ona-time grant to state and local
election agencies to conduct a risk assessment of those agencies’ computer systems.

(U} Recommendation #14: Congress should consider strengthening the Help America Vote
Act of 2002 to ensure that both statewide voter registration and tabulation systems are
better protected from foreign cyber threats.

(U} Recommendation #15: The Department of Homeland Security should provide the own-
er or operator of any electronic alection infrastructure affected by any significant foreign
cyber intrusion with a briefing and include steps that may be taken to mitigate such intru-
sions.

{U) Recommendation #16: State and local governments should be encouraged to establish
redundancies that are not dependent on current elections infrastructure, such as a mecha-
nism that retains individual vote records, ensuring the integrity of the vote in the event of
a compromise of voting infrastructure due to a foreign cyberattack. Anexample of sucha

redundancy is a contemporaneously created paper record reflecting the voter's selections.

[U} Recommendation #17: While it is important to implement lessons learned from the Ex-
ecutive Branch’s response, Congress should nat hamper the Executive Branch’s ability to
use discretion in responding to a particular foreign threat.

{U) Recommendation #18: Congress should consider repealing the Logan Act.

e il
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(U) Summary Table of Recommendations {(cont.)

CHAPTER 2 & 3: RUSSIA ATTACKS THE UNITED STATES AND AMERICA REACTS
(CONTH

{U) Recommendation #19: All U.S. presidential campaigns should receive unclassified coun-
terintelligence briefings at an appropriate time prior to a nomination conventian.

(U) Recommendation #20; When consistent with national security, the Intelligence Com-
munity should immediately inform U.S. presidential candidates when it discovers a legiti-
mate counterintelligence threat to the campaign, and promptly notify Congress.

(U) Recommendation #21: Both houses of Congress should consider requiring all staff to
receive an annual counterintelligence awareness briefing.

CHAPTER 4: CAMPAIGN LINKS TO RUSSIA

(U) Recommendation #22: Political campaigns and law enforcement should ensure that

their counterintelligence defenses appropriately account for the role of cut-outs and inter-
mediaries.

(U) Recommendation #23: Congress should consider amending current campaign finance

laws to further increase transparency regarding services provided by foreign persons or
entities.

'CHAPTER 5: INTELLIGENCE COMMUNITY ASSESSMENT LEAKS

{U) Recommendation #24: Each component of the Intelligence Community should update

its guidance regarding media contacts to ensure the guidance applies to every employee,
including senior officials,

(U} Recommendation #25: Congress should consider legislation to increase the penalties
for unauthorized disclosures of classified information.

(U} Recommendation #26: The Executive Branch should consider instituting mandatory pol-
ygraphs for all non-confirmed political appointees that have top secret clearances.
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(U) Chapter 1—Russian Influence Campaigns in Europe

Key Question #1: What Russian cyber activity and other active measures were directed
aaainst the United States and its alfies? '

(U) While Americans became acutely

aware of Russian cyber and informstion op- |

erations after the 2016 U.S. presidential
election, these activities were not new to

s AR

{UJ) Russia conducts information war-
fare in an effort to manipulate the populace
and leadership of the nations it targets. To
these ends, Russia employs an array of tac-
tics for its influence aclivities in an effort to
advance the Russian government’s inter-

UNCLASSIFIED ests, When successful, these activities can
SOVIET PROPAGANDA TARGETING THE influence an opponent’s leadership and
WEST AFTER WORLD WAR Il population to advance a narrative and in-
duce a behavior change, concurrently serv-
N’lﬁmmlﬂi--' ing multiple Russian objectives.

(U) Russia's goals for these campaigns
include: to advance the Kremlin's interests;
discredit the West; confuse or distort evenls
that threaten Russia's image; break Western
political cohesion; and defend Russia's role
as a vital global power. More specific and
country-tailored goals also include to: weak-
en, divide, and halt further expansion of

consensus-driven institutions like NATO and
Buls ,‘,.T,',,,,m,:k:” i the EU; sow confusion and amplify divisions
UNCLASSIFIED amaong segments of Western populations;
; challenge establishment politics; damage
U.S. foreign policy goals; advance Russia's
version of world events; distract fram con-
troversial Russian policies and activities; re-
verse perceived anti-Russian paolicies; im-
prove bilateral relations; and strengthen
economic ties.

QER HILFT WEM?

-
!

11
PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES



(U} Aiding in Russia‘s influence actlivi-
tives, the modern world's widespread use of
the internet and social media for news and
communications has allowed Russia to:
quickly and easily weaponize data stolen in
cyber breaches; disseminate propaganda,
misinformation, and disinformation; and
aggravate social, racial, and political divi-
sions.

m
-
o
-+
Q
]
. o)
[w]
w

{U) Finding #1: The Kremlin exploits free or
independent media spaces and open de-
mocracies to conduct active measures in
Europe.

{U) Russia also exploils free media

spaces and open democracies through a
networlc of Russian state-owned news out-
lets and media platforms, such as Sputnik
and RT, which promote Russia's image
abroad and show foreigners world events
from a Russian perspective (see Appendix

).

{U) The Kremlin's acfive measures, or
information warfare, strategy includes sev-

g

(U) After alleged Russian interfer-
ence in the Braxit vote, in October
2013, the U.K. Electoral Commission
announced a probe into this activity.
According to open source reporting,
Russian-pased Twitter accounts post-
ed more than 45,000 messages
about Brexit in 48 hours during the
2016 referendum vote.”

o [ S T
| 2 e B R g i TS
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(U] Plant and propagate folse news sto-
ries: Russla uses “troll” armies to set up fake
social media accounts and blogs, including
through an organization known as the Inter-
net Research Agency (IRA)" A study by the
European Endowment for Democracy de-
scribed large numbers of paid Russian

“trolls” on social media.” [ NN

(U} Finding #2: Russia supports fringe po-
litical parties and non-governmental organ-
izations in Europe to further the Kremlin’s
agenda while also disparaging or discred-
iting politicians and groups seen as hostile

to Moscow.

UNCLASSIFIED
HEADQUARTERS OF RUSSIA'S
INTERNET RESEARCH AGENCY

Sauice’ Ineazancen

UNCLASSIFIED
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{U] In a tactic dating back to the Soviet
era, Mioscow also denigrates and discredits
people and groups seen as hostile to its in-
terests

{U) Kremlindinked journalists and media
putlets also will engage in misinformation:
weaving truth and faisehoods together to

i

pugn the target’s character or reputation.

UNCLASSIFIED

ANTI-MERKEL PROTESTS FOLLOWING A
RUSSIAN INFLUENCE CAMPAIGN

SIND
E

| wﬁlli
Sy A

Fruze e Gylan

UNCLASSIFIED

{U) In another example during the re-
cent. French Presidential elections, Russian-
controlled media highlighted defamatery
stories about the private life and campaign
funding of the more Russia-skeplic candi-
date Emmanuel Macron. Twe days before
the final presidential election, data hacked
from Macron’s En Marche party was posted
on a data sharing website. Cybersecurity
researchers attributed the hack to the same
GRU group that hacked the DNC.”/

(U) Finding #3: Russia conducts increasing-
ly aggressive cyber operations against Eu-

ropean governments; a tactic that will con-
tinue to present a profound threat.

create misleading reports intendad to im- R Y e e B o o]
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(U) Finding #4: Russia targets disaffected
European populations and exploits social,
palitical, and racial divisions in an effort to
sow discord, encourage unrest, and incite
protests.

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES
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{U) Finding #5: Russia leverages business
and econamic ties in Europe to achieve the
Kremlin’s goals, message displeasure, ar
inflict punishment.

{U] Russia is adept at uiilizing economic
ties to its advantage. Woscow aims to
deepen business ties with individuals that

FROSERTY OF THE U.S. HOUSE Cf REPRESENTATIVES



can be used as agents of influence, and
countries whose dependence on trade with
Russia create vulnerabilities to Russian influ-
ence. Economic vulnerability—such as reli-
ance on Russla for trade or energy—can be
leveraged to change behavior, message dis-
pleasure, or Inflict punishment. For exam-
ple, Germany imports about 40 percent of
its natural gas from Russia. Because of this,
many business leaders are lobbying for the
removal of sanctions against Russia.?’

{U) Finding #6: European governments and
media outlets are conducting a variety of
activities to combat Russian influence cam-

paigns.

(U} According to a 2016 study by the
RAND Corporalion, Russia’s various tactics
for conducling information operations,
combined with its lack of a consistent, ideo-
logical goal, make countering these activi-
ties difficult. This study found that the fac-
tors that make Russian disinformation effec-
tive—the high volume of stories, its rapid,
continuous nature, and tack of consisten-
cy—are the same factors that make it diffi-
cult to counter.™

UNCLASSIFIED

2017 EUROPEAN SEMINAR ON
BOLSTERING RESILIENCE 7O ACTIVE
MEASURES CAMPAIGNS

i
('I |5
¥

Giwee MUk QK

UNCLASSIFIED

{U) Many European governments are
taking proactive steps to counter Russian
propaganda and disinformation efforts.
NATO has prioritized efforts to counter
“hybrid threats” by developing a strategy
that includes strengthened coordination
with the European Unign, as well as training
and exercises through its new Intelligence
Division, The Strategic Communications
Center of Excellence in Riga, Latvia and the
Cooperalive Cyber Defense Center of Excel-
lence in Tallinn, Estonia also contribute to
these efforts. In addition, several MATO al-

= R~~~
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lies and European Union members signed a
Memorandum of Understanding to estab-
lish a European Center of Excellence for
Countering Hybrid Threats in April 2017.%

I g

(U} In France, the French newspaper Le
Monde launched a web platform to allow
readers to check the reliability of French
and international websites with an Internet
browser extension that will alert readers

when they come across false or unverified
stories.*®

il

il

(U) In 2017, Ukraine banned Russian
social media platforms, as well as RT and
Sputnik—though the latter two can still be
accessed online. Additionally, media
platforms such as StopFake are used to
identify false news stories.*®

(U) In November 2016, the European
Parliament adopted a resolution to counter-
act-anti-EU propaganda by third parties.>

U
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(U) Russia’s active measures campaign
in Europe is nothing new, but the growing
frequency and intensity of Russian influence
efforts pose an increasingly significant
threat to the United States and its allies.
The Committee has taken significant
measures to highlight this growing threat to
the American people since at least 2015,
Specifically, the Intelligence Authorization
Act (IAA) for fiscal years 2016 and 2017 in-
cluded multiple provisions to improve the
United States’ ability to counter Russian ag-
gression:

» {U) FY 2016 IAA, Section 502, As-
sessment on funding of political par-
ties and nongovernmental organiza-
tions by the Russian Federation.

s (U} FY 2016 I1AA, Section 503, As-
sessment on the use of politicai as-

sassinations as a form of statecraft
by the Russian Federation.

e (U}FY 2017 IAA, Section 501, Com-

mittee to Counter Active Measures
by Lhe Russian Federation 1o Exert
Covert Influence Quer Peoples and
Governments.

« {U) FY 2017 I1AA, Section 502, Travel
of Accredited Diplomatic and Consu-
tar Personnel of the Russian Federa-
tion in the United States.

o (U} FY 2017 IAA, Section 503. Study
and Report on Enhanced Intelligence
and Information Sharing with Open
Skies Treaty Member States.

{U) Additionally, in 2016 the Committee
held two hearings and seven briefings for
Committee Members on Russia and related
issues, and the Chairman and Members of
the Committee sent six letters to the Admin-
istration urging stronger action against Rus-
sia. For example, Committee Members
urged the Obama administration to hold
Russia accountable for multiple violations of
the Intermediate-Range Nuclear Forces
Treaty, and expressed concern over likely
Russian attempts to ulitize the Open Skies.
Treaty for intelligence collection purposes.
Additionally, in spring 2016, Chairman
Nunes declared the inability to predict the
plans and intentions of the Putin regime
“the biggest intelligence failure singe
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(U) Chapter 2 - Russia Attacks the United States

Key Question #1: What Russian cyber activity and other active measures were directed

against the United States and its allies?

(U) The Russian government’s multifac-
eted malign influence campaign was the
subject of extensive public reporting in the
months before the January 5, 2017, publica-
tion of the classified ICA titled Assessing
Russian Activities and Intentions in Recent
US Elections. While many of the facts con-
cerning the attack have been widely dissem-
inated, there are important elements of the
Russian campaign that remain classified.

(U) The purpose of the Committee’s re-
view of the Russian information operations
was to establish the facts, as well as the fed-
eral government’s understanding of those
facts. This chapter specifically examines (1)
the cyberattacks that targeted U.S. political
organizations {including the method of the
attack and its attribution); (2} the dissemina-
tion of hacked material: and (3) the role of
Russian state media and social media in
Russia’s malign influence campaign.

(U) Finding #7: Russia conducted
cyberattacks on U.S. political institutions in
2015-2016.

(U) The Committee agrees with this
statement and finds the ICA assessment of

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES

Russian responsibility to be based on com-
pelling facts and well-reasoned analysis.
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UNCLASSIFIED

SPEAR PMISHING is a cybarattack that uses email
to fure avictim into opening akachments, following
iinks or disclgsing their credentials. These messag-
es are highly specific and seam authentic to the
recipiant.

CREDENTIAL HARVESTING |5 the procoss of identi:
fylng the usarnames, passwaords, and hashes of tar-
gets which can then brused to gain unauthorized
d6CRSS 10 a user’s system.
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(U) Attribution is a Bear
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{U) While the intelligence case for
attribution to Russia is sighificant, alterna-
tive scenarios have been examined to in-
clude an insider threat or another cyber ac-
tor. No credible evidence was found sup-
porting either alternative, including a review
of information contained in classified intelli-
BENCe reports,

{U} Finding #8: Russian-state actors and
third-party intermediaries were responsi-
ble for the dissemination of documents
and communications stolen from U.S. po-
litical organizations.

(U) Russian-state actors and third party
intermediaries were responsible for the se-

lective dissemination of information from
hacked U.S, political systems. This repre-
sents a “significant escalation in directness,
level of activity, and scope of affort” in Rus-
sia’s “longstanding desire to undermine the
US-led liberal democratic order.” Itis there-
fore likely that high-lavel Russian govern-
ment approval was required in both plan-
hing and execution of the operation.'®

{U} Russian-state Actors

{U} Guccifer 2.0 and DC Leaks

UNCLASSIFIED
GUCCIFER 2.0 TAKES CREDIT FOR
DNC HACK ON WORDPRESS.COM

GUCCIFER
2.0

GUCCIEER 2.0 DNE’S
SERVERS HACKED BY A
LONE HACKER

(R TR Al ¥ ) Y O P

L]
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Source: Wardpress.com (gucclfar2 wordpress.com)

UNCLASSIFIED
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(U} From their first appearances, hoth
Guccifer 2.0 and DC Leaks sought to conceal
thelr identities. During a media interview
onJune 21, 2017, Guccifer 2.0 identified
himself as a Romanian "hacker, manager,
philosopher, women lover,” and a “freedom
fighter.” He further explained in broken
English his desire to follow in Marcel Lazar's
(the original Guccifer) footsteps to “fight for
freedom of mindsand for @ world without

illuminati,”*

{U} Meanwhile, DC Leaks identified it-
self as a group of American hacktivists en-
gaged in “a new level project aimed to ana-
lyze and publish a farge amount of emails
from top-ranking officlials and their influ-
ence agents all over the world,” The self-
described premise of the DC Leaks effort
was that “politicians have forgotien that in a
democracy the people are the highest form
of political authority.””

®

(U) Both Guccifer 2.0 and DC Leaks
worked to conceal their true identi-
ties, physical locations, and motiva-
tions;

{U) Guccifer 2,0's first appearance
online and claim of responsibility for
the DNC hack occurred within 24
hours of the public announcement
by [ that the DNC had
baen hacked by actors affiliated with
the Russian government:**

’
i
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e (U) Multiple cybersecurity firms
have evaluated Gucclfer 2.0's activi-
ty and have published evidence that
the online persona used a Russian-
based VPN service to transmit files
and communicate. Additionally,
posted documents were processed
on a computer using Russian lan-
guage settings;”’

» {U) During interactions with the me-
dia, Guccifer 2.0 denied any relation-
ship with the Russian government
and claimed to be Romanian. How-
ever, when pressed to explain how
he hacked into the DNC in his native
Romanian language, he failed to
demanstrate fluency, Guccifer 2.0
terminated the interview when chal-
lenged on this point;*®

{U) wikiLeaks

{U) WikiLeaks played a key role in Rus-
sia’s malign influence campaign and served
s a third party intermediary for Russian in-
telligence during the period leading up to
the 2016 U.S. presidential election.

{U) The global reach of Wikileaks and
its established ties to the media makes it an
altractive outlet for the dissemination of
stolen documents intended to undermine
the United States and its electoral process.
In addition, WikiLeaks’ historic actions,
which have undermined U.S. interests and
been beneficial to Russia, make the organi-
zation an ideal intermediary for Russian in-
telligence.”’

UNCLASSIFIED
GUCCIFER 2.0 & WIKILEAKS

1.
¢ Walets O 3
r&- nam:e l'h-c'-"mstn.H:"‘mi

Senrce: Twiller

UNCLASSIFIED

{Y) WikiLeaks relies on hackers, leak-
ars, and other criminal agents to acquire
personal, confidential, and classified materi-

al for publication. | NG

I, /s pat of that

dissemination, WikiLeaks sent 118 tweets
promoting the hacked material. Wikileaks
messaging was then magnified by 426,000
ather users’ tweets. According to Twitter,
as much as 25% of these tweets could have
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been the result of autcmated activity asso-
ciated with Russia’s malign influence cam-
paign.”® '

UNCLASSIFIED
WIKILEAKS DISSENMINATES HACKED
MATERIAL
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F-ind‘mg #9: The Russian government used
RT to advance its malign influence cam-
paign during the 2016 U.5. presidential
election.

(L= [EEWY o )

{U) The Committee finds ample evi-
dence that RT is not only a state-enterprise,
but is subject to the editorial control of the
Russian gavernment. This control allowed
the Kremlin to use RT to advance its malign
influence efforts during the 2016 U.S. presi-
dential election.

{U) RT, formerly Russia Today, became
an international news channel in 2005, Itis
available in more than 100 countries and
has its [argest viewer base in Europe. RT's
stated goal is to “create news with an edge
for viewers who want to question more”
and produces content which appeals to
skeptics of both the mainstream media and
the establishment.”

{U} RT is subject to the control of the
Russian government, The State Department
describes it as a “State-owned international
satellite news network broadcasting in mul-
tiple languages,” which “spreads Russian.
propaganda tailored to intemational mar-
kets.” The IC has identified RT as “the Krem-
lin’s principal international propaganda out-
let.®

oo
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{U) During the 2016 U.S. presidential
efections, RT ran stories consistent with its
past editorial bias against the West and sug-
gested that the LS. electoral process had
been corrupted. RT was critical of presiden-
tial candidates from both major parties bui
was consistently critical of candidate Clinton
through the election.

{U} RT's attacks against candidate Clin-
ton were wide-ranging, including the insinu-
ation that the Clinton family were eriminals.
RT also used advertising to promote materi-
al leaked by Russian intelligence, which tar-
geted candidate Clinton and the Democratic
Partv.az

{U) Finding #10: Russian intelligence lever-

aged social media in an attempt to sow so-

cial discord and to undarmine the U.S. alec-
toral process.

{U) The Internet Research Agency (IRA),
a Russia-based "troll farm” with ties to the
Kremlin, was responsible for placing ads and
maintaining both human aperated and au-
“tormated social medis accounts for the ma-
tign influence campaign,™

(U] Twitter

-
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{U) The 2016 Russian Twitter operation
was coordinated with the use of other social
media platforms to undermine the (.S, po-
litical process and divide Americans. Both
presidential candidates {@HillaryClinton

and @realDonaldTrump) were directly en-
gaged through “retweets” and “likes,” as
were various politically active and divisive.
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factions of American society.

{U) In total, Twitter identified 36,746
automated Russian accounts which were
responsible for producing 1.4 million unique
tweets. In addition, Twitter identified 2,752
human-operated accounts. Some of these
accounts masqueraded as the news media,
activists, and political organizations. One
Russian account, @TEN_GOP, successfully
Impersonated the Tennessee Republican
Party and grew to have significantly more
followers than the legitimate Twitter ac-
count. After tweeting “We Love You, Mr.
President” to Denald Trump, @TEN_GOP
received a thank you from the presidential
candidate.”

(U) @TEN_GOP and other Russian-
linked accounts incited racial divisions, anti-
Muslim, and anti-immigrant messages.
They also promoted the dissemination of
malerial stolen from U.S. political organiza-
tions by the GRU. The Russian cyber per-
sonas DC Leaks and Guecifer 2.0 used
Twitter to promote stolen material, as did

UMCLASSIFIED
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{U) Facebook

{(U) Russian operators alsc used Face-
book Pages and advertising to advance their
malign influence campalgn. The company’s
internal review found the creation and pro-
motion of 120 unique Facebook Pages hy
the IRA, These pages generated approxi-
mately 80,000 posts over the two year peri-
od preceding the election. These posts ap-
peared in 29 million users’ Facebook “News
Feeds.” When Facebook calculated the cu-
mulative Impact of “Shares” “Likes” and
“Follows,” the company estimated that 129
million people may have been served Rus-
sla’s mallgn Influence content,*®

{U} According to Facebook, much of the
Russian activity was tesigned to promote
divisive soclal and political Messages across
the ideological spectrum and that advertis-
ing was intended to drive followership of
divisive Pages. Four of the top Impression-
generating (or number of times an ad was
on screen) advertisements were from ficti-
tious personas claiming to represent organi-
zattons including “Back the Badpe,”
“Blacktivist,” “Being Patriotic,” and “Woke
Blacks.”*

(U) Russian malign influence activities
on Facebook were significant but they were
not well-funded or large-scale operations
relative to the overall scope of alection-
related activity on these platforms:

*  Prior to the election, Russian opera-
tors used paid advertising on Face-
book ta reach $ million Americans
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(based an impressions). At the same
time, 33 trillion stories were served
on Facebook Pages and users aver-
aged 220 per day;

+  56% of the 11.4 million impressions
associated with Russian Facebook
advertising occurred after the elec-
tion;

¢ 99% of Russian Facebook ads were
funded with less than $1,000 and
25% were never seen.

{U} Google

{U} Google also was used as a media
platform for Russia’s malign influence cam-
paign. The company's investigation re-
vealed that $4,700 was spent promoting 18
channels and 1,100 YouTube videos (43
hours of content).

{U) Google describes this as a limited
investment compared to overall election-
related spending on Google. In total,
0.0002 percent of 2016 U.5. election adver-
tising was found to be associated with Rus-
sian malign actors. In addition, Google not-
ed that this Russian-funded media had very
low view counts with only 3% reaching
views of 5,000 or more,

{U) However, it should be noted that
Google and its services have been and con-
tinue to be used by Russia for the dissemi-
nation of propaganda through RT. This s
partly evidenced by RT’'s 2.2 million sub-
scribers on YouTube, but also by the fact
that RT propaganda is served to Americans

by Google in the same manner as legitimate
Néws sources,

- {

{U) The Committee’s Investigation
found that Twitter, Facebook, Google, and
other social media platforms face significant
challenges In their effort to identify and act
on malign influence campaigns. Some of
those challenges include:

o Sophisticated actors adapt to auto-
mated defenses;

= Social media does not require true
name usage;

s Users can easily conceal their physi-
cal locatien with virtual private net-
work connections;

» Soclal media seeks authentic ex-
changes and does not want to cen-
sor speech; and

+ Social media platforms do not have
access to intelligence reporting.
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(U) Chapter 3 - America Reacts

Key Question #3: What was the U.S. government response to these Russian active measures
and what do we need to do to protect ourselves and our allies in the future?

{U) As discussed in Chapter 2, the IC
was at the tip of the spear of the U.S, gov-
ernment’s response to Russia’s nefarious
cyber activities, While the NSA focused on
detection and attribution, the FBI took the
lead on victim notification, and the DHS was
the primary agency responsible for provid-
ing assistance to victims and coordinating
with state and local election officials.

(U} The federal government’s ability to
effectively respond to cyber threats de-
pends on the IC’s ability to pass information
efficiently to the FB! at the lowest ¢lassifica-
tion level possible. ltis also dependent on
the sufficiency of the interactions between
the federal government and victim, whether
that victim [s a private organization such as
the DNC, or a state or local governmant en-
tity. Given the response to Russia’s malign
influence campaign, the Committee believes
that FBI and DHS need to improve the pro-
cesses used to engage with victims and
stakeholders, who independently control
their respective systems.

{U) The Executive Branch’s policy re-
sponse to Russia’s active measures cam-
paign included extensive deliberation, but
not significant pre-election action. This is
explained by two factors. First, the Execu-
tive Branch was justifiably concerned about
ralsing an alarm so close to the election.
Second, elections are not run by the federal
government. State and local governments

are under no obligation to cooperate with
federal officials, nor are political organiza-
tions that operate their own networks. In
short, the developing intelligence on Rus-
sian active measures throughout 2016, the
complexity of the political situation, and the
lack of fedaral authority to act limited the
optiohs for aggressive pre-election actions.
The Executive Branch took some actions, to
inciude a joint DHS and ODN{ public state-
ment issued on October 7, 2016,

(UM (he C1A created a fu-

sion cell on Russian election interference,
which was comprised of analysts from the
CIA, FBI, and NSA. This fusion cell produced
a series of papers for the White House, di-
rectors of each of the three agencies, and
the DNI. The cell operated through the
glection, standing down in mid-November.

{U) On December 6, 20186, President
Obama directed CIA Director John Brennan
to conduct a review of all intelligence re-
lating to Russian involvement in the 2016
elections, and produce a single, comprehen-
sive assessment. The result, an ICA titled
Assessing Russian Activities and {ntentions
in Recent US Elections, was drafted bv-

C1A anatys:
B v/os coordinated with

the NSA and the FBI. While most of the
analysis contained in the ICA held up to
scrutiny, the Committee investigation found
that ICA judgments on Putin’s strategic ob-
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Jectives failed to meet mosl of the analytic
standards set forth in the primary puiding
document for IC analysis, Intelligence Com-
munity Directive (ICD) 203, Analytic Stand-
ards.

{U) Another component of the Execu-
tive Branch’s response to the Russian gov-
ernment’s efforts to interfere in the 2016
presidential campaign was FBI's opening of
a tounterintelligence investigation into “the
nature of any links between individuals as-
sociated with the Trump campaign and the
Russlan government and whether there was
any coordination between the campalgn

and Russia’s efforts.”" | EEEEEED

{U) The Committee collected facts relat-
ed to the FBI's investigation through May
2017, until the appointment of Spacial
Counsel Robert Mueller. The Committee
did not examine events that occurred there-
after in order to avoid interfering with Spe-
cial Counsel Mueller’s ongoing investigation.
While this chapter addresses the FB/'s inves-
tigation, facts identified by the Commiitee
relating to Russia contacts with Trump cam-
paign associates, including the individuals
under FBI investigation, are addressed in
Chapter 4.

{U) Finding #11: The Federal Bureau of In-
vestigation’s notification to numerous Rus-
sian hacking victims was largely inade-
quate.

Ly

{U) The Committee is also concerned
that many, perhaps even a majority, of Rus-
sia’s known victims were never contacted
by the FBI. In November 2017, the Associat-
ed Press (AP) reported that it contacted ap-
proximately 80 people out of a list of ap-
proximately 500 victims. Only two who
were contacted by the AP “learned of the
hacking attempts of their personal Gmail
accounts from the FBL"® Although the Com-

[] [ A
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mittee cannot verify the accuracy of the
AP’s reporting, Clinton campaign senior pol-
icy advisor lake Sullivan testified to the
Commitiee that, consistent with the AP's
analysis, his personal Gmail account was the
subject of numerous hacking attempts, but
that he never received any sort of notifica-
tion from FB1.®

{U)} Interaction with the DNC illustrated
that even when the FBl expeditiously made
contact with a victim, and conveyed reta-
tively detailed information, the engagement
failed to elicit the desired response—
namely, the DNC's swift and serious atien-
tien. Diractor Comey testified that, in retro-
spect, “lwle would have sent up a much
larger flare. Yeah, we would have just kept
banging and banging on the door, knowing
what | know now. We made extensive
efforts to notify. | might have walked over
there myself, knowing what | know now.” "
Similarly, former DHS Secretary leh Johnson
reflected that, “You kneow, in retrespect, it
would be easy for me to say that | should
have brought a sleeping bag and camped
outin front of the DNC in |ate summer, with
the benefit of hindsight.”*’

{U) Finding #12: Communication between
the Department of Homeland Security and
state election officials was impeded by
state officials’ mistrust of federal govern-
ment overreach coupled with an unpreace-
dented level of Russian cyber intrusions.

{U} DHS was the first agency to raise
awareness 1o state election officials and the
generat public regarding cybersecurity con-
cerns with the 2016 election infrastructure.

In August 2016, Secretary Johnsen hosted a
conference call with the National Associa-
tion of Secretaries of State {NASS} and other
Chief Election Officials. This call was fol-
lowed in September and Getober 2016 by
four statements encouraging state and local
elections officials to request DHS’s cyberse-
curity assistance.™*

(U} During the August 2016 phone call,
Secretary Johnson offered assistance to
state officials in managing risks to vofing
systems in each state’s jurisdiction. He also
encouraged state officials to implement rec-
ommendations from the Department of
Commerce’s NIST and the U.S. EAC on se-
curing election infrastructure. At that time,
DHS was “not aware of any specific or credi-
ble cybersecurity threats relating to the up-
toming general electicn systems,” and, on
the call with state officials, “Secratary lohn-
son reiterated that DHS, the Election Assis-
tance Commission, NIST, and DO are availa-
ble to offer suppeort and assistance in pro-
tecting against cyber aitacks.”"”

{U) On August 18, 2018, the FBI Cyber
Division, in an effort to aid cyber security
professionals and system administrators to
guard against the persistent malicicus ac-
tions of cyber criminals, issuaed an zlert to
states entitled, “Targeting Activity Against
State Board of Election Systems.”*” The bul-
letin warned that in late June 2016, an
“unknown actor scanned a state’s Board of
Election website for vulnerabilities.”™ The
FBI reccmmended that all states search ac-
tivity logs for any escalation attempts and
suggested three recommendations as pre-
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(U) In 8 September 16, 2016 statement,
Secretary Johnson announced “we have
seen cyber intrusions involving palitical in-
stitutions and personal communications,
We have also seen some efforts at cyber
intrusions of voter registration data main-
talned in state election systems.”'’ Secre-
tary Johnson encouraged election officials
ta reach out to DHS and also offered a varie-
ty of cybersecurity services to state and
election officials, Including:

= Scans on internet-facing systems,
including reporting of vulnerabilities
and mitigation recommendations;

» Risk and vulnerability assessments;

» Support from the National Cyberse-
curity and Communications Integra-
tion Center (NCCIC) to provide on-
site assistance in identifying and re-
mediating a cyber Incident;

o Information sharing of relevant

cyber incidents, threats, and vulner-
abllity information;

+ Bestpractices for securing voter reg-
istration databases and addressing
potential threats; and

v Field-based cybersecurity advisors o
assist with planning and incident
management,'™

{U] Also on September 28, 2016, Speak-
ef Ryan and Leaders McCannell, Pelosi, and
Reid sent a letter to the National Associa-
tion of State Election Directors, “urg[ing]
states to take fuli advaniage of the robust
public and private sector resources available
to them...” and informing them that “[ijn
addition, the Department of Homeland Se-
curity stands réadv to provide cybersecurity
assistance to those states that choose to
request it." "

(U} On October 1, 2016, Secretary lohn-
son expressed geatitude for the lelter from
congressional leadership, and noted that
there were a few cases in which malicious
actors gained access 1o state voting-related
systems. He also encouraged state and lo-
cal election officials to seek DRS’ cybersecu-
rity assistance. “So far, 21 states have con-
tacted us about our services. We hope to
see more,Johnson said at the time.”"

{U} DHS and ODNI released a joint pub-
lic statement on Octaber 7, 2016. DHS con-
tinued to urge state and [ocal election offi-
cials to remain vigifant and seek its assis-
tance with cybersecurity.”" On October 10,
2016, Secretary Jlohnson provided an up-
date on OHS election cybersecurity services

Torseerer A oo
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that “to date, 33 states . . . election agen-
cies have approached the Department of
Homeland Security about our Cybersecurity
services.” Johnson stressed that time was
an important factor, with only 29 days until
election; it could take up to two weeks for
DHS to run scans and identify vulnerabili-
ties, and an additional week for election
officials to mitigate any vulnerabilities. This
was the Secretary’s final public attempt to
encourage state and local election officials
to reach out to DHS for assistance. 2
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(U} Challenges encountered by DHS in-
cluded the unprecedented size and scope of
Russian active measures, fack of public
attention, and mistrust from state and local
election officials—many of whom lacked
access to classified information. Ultimately,
36 states took advantage of DHS's assis-
tance, but many election officials were re-
sistant to the idea of designating election
infrastructure as eritical infrastructure.” As
former Secretary Johnson explained to the
Committee, “one thing | discavered in this
conversation, State eiection officials are
very sensitive about what they perceived to
be Fecleral intrusion into their process. |
heard that firsthand over and over: This is
our process. It's our soverelgn responsibil-
ity. We're not interested in the Federal
takeover."** A clear example of mistrust was
a letter sent from Georgia's Secretary of
State Brian Kemp to Secretary Johnson on
December 8, 2016, which accused DHS of
atternpting to breach the Georgia Secretary
of State's firewall. "I am writing to ask you
whether DHS was aware of this attempt
and, if so, why DHS was atiempting to
breach our firewall,” Mr. Kemp stated.?
Nevertheless, on January 6, 2017, DHS des-
ignated election infrastructure as a subsec-
tor of the existing Government Facilities
critical infrastructure sector,*®

(V) Finding #13: The joint Office of the Di-
rector of National Intelligence and Depart-
ment of Homeland Security public state-
ment attributing election interference to
Russia was ineffective.

{U) No major public actions were taken
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between October 7, 2016 and election day.
Itis unclear exactly when policymakers be-
gan focusing on Russian efforts to influence
the election. As further discussed below,
Attorney General Loretta Lynch recalls being
briefed by FBI senior leadershirjl
B it v - & LTI
the Counterintelligence Division had essen-
tially uncovered some information or re-
ceived information involving Russian intelli-
gence operatives.”?’

{U) On May 18, 2016, speaking at the
Bipartisan Policy Center in Washington,
D.C., DNI Clapper stated, “we’ve {the IC] al-
ready had some indications of that
[attempts of cyberattacks on presidential
campaign websites] and the combination of
DHS and FBI are doing what they can to ed-
ucate both campaigns against potential
cyber threats,”*®

(U) By summer 2016, CIA Director Bren-
nan had become aware of information
about “specific Russian efforts to influence
the election,””” and the National Security
Council (NSC) Principals Committee began
discussing actions to take in response to
what the Russians had been doing.’® As Di-
rector Brennan continued to brief the Prin-
cipals Committee on Russia, the ClA—as
discussed praviously in this report—"pulled
together experts from the Cantraf Intelii-
gence Agency (CIA), NSA, and FS | N
I to focus on the issue, drawing in mul-
tiple perspectives and subject matter ex-
perts with broad expertise to assess Russian
attempts to interfere in the U.S. Presidential

election.

While DHS was providing assistance to
states to conduct cyber reviews of their
electoral mechanisms, the Principals Com-
mittee was awaiting “with urgency whatev-
er the Intalligence Community could pro-
vide” that "would illuminate [their] under-
standing of [Russian interest in the elec-
tion].”*? ‘
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UNCLASSIFIED

{U) On August 4, 2016, Director Bren-
nan, in a scheduled call with Alexander Bort-
nikov, the head of Russia’s Federal Security
Bureau (FSB), became the first U.S. official
to raise the Issue of Moscow’s meddling.™
Brennan told Bortnikov that a campaign
against the United States would cartainly
“backfire” and that all Americans “cherished
their ability to elect their own leaders with-
out outside interference or disruption.”>®
Additionally, former Attorney General
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Loretta Lynch testified that the decision was
made to have “the President of the United
States speak directly to President Putin,
confront him with knowledge that we were
aware of his efforts on a variety of fronts
and that it was unacceptable, and that that
tliscussion took place during a pull-aside . . .
at one of the G- either 7 or 20 meetings in
the early fail.”*® Former National Security
Advisor Susan Rice corroborated in testimo-
ny before the Commitiee that President
Obama and President Putin discussed Rus-
sian meddling in the 2016 election at the
end of hilateral discussions during the G20
Summit in China in early September 2016.%

(U} The most significant pre-election
public action was the October 7, 2016, joint
DHS and ODNI statement, indicating in part
that the IC “is confident that the Russian
Government directed the recent compro-
mises of e-mails from US persons and insti-
tutions, including from the US political or-
ganizations.”” The IC assessed that the dis-
closures of alleged hacks on websites such
as DCLeaks.com, Wikileaks, and by Guccifer
2.0 were consistent with Russian methods
and motivations, According to Secretary
Johnson, the statement “did not get the
public attention that it should have, frankly,
because the same day the press was fo-
cused on the release of the ‘Access Holly-
wood’ video, That's what made our news
below-the-fold news that day.”*® Addition-
ally, the public dissemination of Podesta’s
emails commenced on October 7.%

{U} In considering a public response,
the Executive Branch was in a unique posi-

tion—It was dealing with extremely sensi-
tive intelligence and had to consider the im-
pacts of jeopardizing sources and methods
when declassifying intelligence." Further-
maore, In the midst of an ongoing campaign,
it had to carefully consider any public state-
ments or actions, as it did not want to be
perceived as taking sides and politicizing the
election—or, accarding to former Secretary
Johnson fueling claims that the election was
“rigged

{U} Finding #14: The Executive Branch’s
post-glection response was insufficient.

{U} In the weeks following candidate
Trump’s victory over candidate Clinton.in
the 2016 U.S. presidential election, Execu-
tive Branch officials began brainstorming
options for punitive actions against Russian
activities. On December 6, 2016, President
Obama ordered Director Brennan to con-
duct a review of all intelligence relating to
Russia and the 2016 elections, including a
comprehensive assessment that would
eventually be made public.*

{(U) On December 29, 20186, among oth-
ar measures, President Obama announced

‘the expulsion of 35 Russian intelligence op-

eratives under diplomatic cover, the closure
of Russian compounds in Maryland and New
York, sanctions against nine entities and in-
dividuals associated with Russian intelli-
gence services, and the Treasury Depart-
ment’s designation of two Russian individu-
als for “using cyber-enabled means to cause
misappropriation of funds and personal
identifying information.”* Also on Decem-
ber 29, the FBI and DHS released a Joint
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Analysis Report of declassified technical in-
formation on Russian cyber activity to help
network defenders identify and disrupt Rus-
sian malicious cyber activity.

{U) On January 6, 2017, DHS designated
election infrastructure as a subsector of the
existing government facilities critical Infra-
structure sector.” The same day, a declassi-
fied version of the ICA was released to the
puhlic.*®

{U) Finding #15: The majority of the Intelli-
gence Community Assessment judgments
on Russia’s election activities employed
proper analytic tradecraft.

(U) The IC produced three versions of
the ICA: (1) a highly compartmented docu-
ment, which included all sources and refer-
ences to the underlying intelligence, (2) a
Top Secret version that omitted details from
compartmented reports, and (3) an unclas-
sified version. The full ICA was briefed to
President Obama on January 5, 2017 and
President-elect Trump on January 6, 2017,
The unclassified version of the ICA was also
released to the public on January 6, 2017,
While the level of detall varies greatly
among the three versions, the final conclu-
sions and key judgments of each are the
same,

{U) The Commitiee determined that the
majority of the ICA judgments on Russia’s
election activities employed proper analytic
tradecraft. These were mostly well rea-
soned, consistent with observed Russian
actions, properly doqﬁmented, and—
particularly on the cyber intrusion sec-

tions—employed appropriate caveats on
sources and Identified assumptions. Some
of the key ICA judgments that the Com-
mittee found credible bhecause they were
based en proper analytic tradecraft are
summarized below:

o {U) Russian efforts to influence the
2016 U.S. presidentizl election rep-
resent the most recent expression of
Mascow’s longstanding desire to un-
dermine the U.S.-led liberal demo-
cratic order. '

o (U} Russian intelligence services,
acting on the orders of Russlan Presi-
dent Vladimir Putin, launched cyber
and conventional influence opera-
tions—notably by leaking politically
sensitive emails obtained from com-
puter intrusions—during the 2016
elaction.

{V) Finding #16: The Intelligence Communi-
ty Assessment judgments on Putin’s strate-
gic intentions did not employ proper ana-
lytic tradecraft. '

(U) While the Committee found that
maost ICA analysis held-up te scrutiny, the
investigation also identified significant intel-
ligence tradecraft failings that undermine
confidence in the ICA judgments regarding
Russian Prasident Vladimir Putin’s strategic
objectives for disrupting the U.S. election.
Those judgments failed to meet longstand-

PROPERTY QF THE U.S, HOUSE OF REPRESENTATIVES

46



ing stangdards set forth in the primary guid-
ing document for IC analysis, ICD 203, Ang-
fyiic Stendaords including:

s {U] “Properly describe quality and
credibility of underlying sourees.”

+ {U) “Properly express and explain
uncertainties associated with major
analync judgments.”

= {U) “Incorporate analysis of alterna-
tives ... [particularly] when major
judgments must contend with sig-
nificant uncertainties or ... high-
impact resulis.”

= [U} Base confidence assessments on
“the quantity and quality of source
material.”

« [U)"Be informed by all relevant in-
formation available.”

« {U) “Be independent of palitical

a7

considerations.

{U) The Committes emphasizes that the
tradecraft failures identified in this invest-
gation should not be broadly ascribed to
CiA, NSA or FBl analysis, as the shortcom- -
ings werzs confined to select judgments—
specifically, a key assessment on Putin’s
strategic intentions—and not o the entire
ICA product. Moreaaver, the ICA was
weritte R 2 2nalysts and their
draft was subjected to an unusually con-
strained review and coordination process,
which deviated from established CIA prac-
tice. The Cornmittes is not aware of these
problems being prevalent in other CiA, £BI,
or NSA products.

(CNF)
16] The Commiitee’s findings on ICA

tradecraft focused on the use of sensitive,
I intelligence JN cited by the ICA.
This presented a significant challenge for
classification downgrade. The Commitiea
worked with inteltigence officers from the
agencies who own the raw regorang cited
in the ICA to downgrads the classification of

compartmented findings [ | EGzGzG

(] The Committee is planning addition-
al action regarding this information in early
spring 2018. :

{U} Finding #17: The Federal Bureau of in-
vestigation opened an enterprise counter-
intelligence investigation into the Trump
campaign aiter receiving information relat-
ed to Trump campaign foreign policy advi-
sor George Papadapoulos.

(U] in addition to the other Executive
Branch responses described above, in late
July 2016, the FBi opened a2n enterprise Ci
investigation inte the Trump campaign fol-
lowing the receipt of derogatory infor-
mation about foreign policy advisor George
Papadopoulos. The purpose of an enter-
prise Cl investigation is to obtain infor-
mation of intelligence value, “most times . .
. not with any kind of intent or objective of
reaching a criminal charge.”*® FBI's enter-
prise Ci investigation infe the Trump cam-
paign was led by 3 small team at FB! head-
quarters.” The timeline of this investiza-
tion c2n be found on the next page.

a1 Y
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{U) The derogatory information result-
ed from the relationship between Papado-

poulos and
T .-

anonymized In Papadopoulos’ charging doc-
ument as “the Professor’)."" Based on the
charging documents, the two first met in
italy on or about March 14, 2016, and
“Papadopoulos was interested in [
because . .. [he] claimed to have substantial
connections with Russian government offi-
cials, which Papadopoulas thought could
increase his importance as a policy advisor .
" I v=s interested in Papadopou-
los because of his role in the Trump cam-
paign.” The first meeting with [loc-
curred approximately one week prior to
candidate Trump publicly naming Papado-
poulos as a foreign policy advisor.”

(U} In late March, Papadopoulos had a
follow-on meeting with [ London,
where [ troduced Papadopoulos to
a woman who claimed to be a relative of
President Putin “with connections to senior
Russian government officials.”** Papado-
poulos informed the campaign about this
meeting, with a campaign supervisor pro-
claiming that Papadopoulos conducted
“great work,”> Papadopoulos continued to
correspond with [l who connected
Papadepaulos with an individuz! ||| N

I claiming to have connections with the
Russian Ministry of Foreign Affairs.’® Papa-
dopoulos communicated with this Russian
contact throughout the summer of 2016,
atlempting to arrange meetings between

N e

the Russian government and campaign offi-
cials,¥’

{U) On April 26, 2016, over breakfast at
a London hotel, Il told Papadopoulos
“that he had just returned from a trip to
Moscow where he had met with high-level
Russian government officials.”" [ fur-
ther indicated he had learned that the Rus-
sians had obtained ‘dirt’ on candidate Clin-
ton. Specifically that “the Russians had
emails of Clinton,” ‘they have thousands of
"= However, the Committee was
unabia to discern if the referenced emails
were the missing emails from candidate
Clinton’s server while she was Secretary of
State or the emails that were stolen from

emails.

-

|| =

]
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{U) Finding #18: As part of the enterprise

ML

counterintelligence investigation into the
Trump campaign, the Federal Bureau of
hvestigation opened an Individual coun-
terintelligence investigation into Carter
Page.

(U} By the time Page was announced as
a Trump campaign forelgn policy advisor on
March 21, 2016, he was already a subject of
interest for the FBI. Page previously lived
and worked in Russia and maintained con-
tact with known Russian intelligence offic-
ers, including | — "o was
described in a 2015 court filing as an SVR
officer posted to the Russian Mission to the
United Nations. Page previously worked
with the FBI in the prosecution of ||| N
and other Russian intelligence officials.®

PROPERTY OF THE U.8. HOUSE OF REPRESEN ATIVES

50



(U} Finding #19: The dossier compiled by
Christopher Steele formed an essential part
of an application to the Foreign Intelligence
Surveillance Court t¢ obtain electronic sur-
veillance on Carter Page.

{U} In Iate October 2016, DOJ sought
from the Foreign Intelligence Surveiliance

Court (FISC} an order authorizin N

-and the Com-

mittee did not find—any evidence of any
cooperation or conspiracy between Page
and Papadopoulos. Additionally, the so-
called “dossier” complled by Christopher
Steele formed a substantial and essential
T R o -
diticnal information about the Steele dossi-
er, see Chapter 4.)

{U) Finding #20: Special Counsal Robert
Mueller indicted Paul Manafort on several
charges, none of which relate to allega-

tions of collusion, coordination, or conspir-
acy between the Trump campaign and the
Russian government.

{U) Paul Manafort joined the Trump
campaign on March 29, 2016, and was efe-
vated to campaign chairman on fay 19,
2016. Manafort became campaign manager
after the campaign removed || N
I o iun= 20, 2016. The Committee
agreed to avoid, to the greatest extent prac-
tical, any potential interference with Special
Counsel Mueller's investigation. Given the
ongoing litigation concerns associated with
Manafort, the Committee will only discuss
infgrmation in this report that has been
publicly disseminated by the Special Coun-
sel’s office. Although the Committee would
have appreciated the opportunity to inter-
view Manafert regarding his role on the
Trump campzign, the Committea is imitad
in this regard due te Special Counsel
Mueller’s investigation and indictments.

{U} On October 27, 2017, a grand jury
indicted Manafort and his associate. fellow
lobbyist and deputy Trump campaign man-
ager Rick Gates, for various financial crimmes,
as well as making false statements.”® All of
the financial crimes took place prior to Man-
afort serving as Trump campaign manager,
and nothing in the indictment relaies to any
potential collusion, conspiracy, or conspira-
¢y between the Trump campaign and the
Russian government.

(U} On February 22, 2017, a grand jury
issued a superseding indictment for Mana-
fort and Rick Gates, which included addi-
tional allegations of financial crimes, includ-
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ing bank fraud, Similar to the October 27,
2017, indictment, the superseding indict-
ment does not include any reference to the
Trump campaign, including no mention of
collusion, coordination, or conspiracy be-
tween the Trump campaign and the Russian
government.

(U) While the Committes will not go
into further detail on the charges against
Manafort due to ongoing litigation con-
cerns, Special Counsel Mueller's indictment
of Manafort illustrates the necessity for U.S.
presidential campaigns to better investigate
individuals who serve in senier positions
within the campaign. If the accusations
against Manafort are true, he should have
never served as a senior official with a cam-
paign for the U.S. presidency, much less
campaign chairman or manager.

{U) Generat Flynn began advising the
Trump campaign on or before February
2016 and subsequently became a central
figure on the campaign trail. He was the
farmer Director of DIA and was one of can-
didate Trump's closest advisors on national
security issues. Following the election, and
during the transition period, he was desig-
nated as the future National Security Advi-
sor to the President. General Flynn served
as President Trump’s National Security Advi-
sor for less than a month, resigning on Feb-
ruary 13, 2017, According to FBI Director

Comey, General Flynn's resignation oc-
curred after it came to light that he had mis-
led Vice President-Elect Pence about his
contacts with Russian Ambassador Sergey
Kislyak during the transition period.”

(U} Prior to his trip to Moscow, General
Flynn and his son met with Russian Ambas-
sador Kislyak at the ambassador’s private
residence in Washington, D.C. on December
2, 2015, The meeting was later described
by General's Flynn’s son in an email to the
Russian embassy as “very productive.””
The email indicates that the meeting was
arranged at the request of General Flynn or
his son.*" The Committee was unable to in-
terview General Flynn and his son because
of their written intent to assert their Fifth
Amendment rights against seli-
incrimination.
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{U) Finding #22: General Flynn pleaded
guilty to making 2 false statement to the
Federal Bureau of investigation regarding
his December 2016 conversations with Am-
bassador Kislyak, even though the Federal
Bureau of Investization agents did not de-
tect any deception during Flynn’s inter-
view.

{U) According to the charging docu-
ments, on or about December 22, 2016, “a
very senior member of the Presidential
Transition Team” {PTT) directed Genaral
Flynn to contact representatives of foreign
governments.” This request concerned a
resolution about Israeli settlements sub-
mitied by Egypt to the U.N. Security Council
around Dacember 21, 2016 Later, on De-
cember 22, General Flynn contacted Ambas-
sador Kislyak and “requested that Russia

B i f

F 3% S Bl

voté against or delay the resolution.”® The
next day, Ambassador Kislyak informed
General Flynn that Russiz would not comply
with the request.”’

{U) On December 29, 2016, President
Obama “autherized a number of actions”—
including new sanctions—“in response to
the Russian government's aggressive har-
assment of U.S. officials and cyber opers-
tions aimed at the U.S. election in 2016.”%
Following this announcement, the charging
documents state that General Flynn dis-
cussed “what, if anything, to communicate
to the Russian Ambassador ebout the U.S.
sanctions,” with a senjor PTT official.”®

EEEy )
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{U) Finding #23: Executive Branch officials
did not notify the Trump camipaign that
members of the campaign were assessed
te be potential counterintelligence con-
cerns.

{U) The Committee found that the
Trump campaign was not nofified that
members of the campaign were potential
counterintelligence concerns. This lack of
notification meant that the campaign was
unable to address the probiems with each
campaign member and was ignorant about

the potential national security concerns. AG

Lynch recalled that, during her first meeting
with Director Comey and McCabe about
Page, “one of the possibilities the three of
us discussed was whether or not to provide
what is called a defensive briefing to the
campaign, wherein there would be a
meeting with a senior person with the
Trump campaign to alert them to the fact
that .. . there may be efforts to compromise
someone with their campaign.”'™

(U) Such a defensive briefing would not
have been unusual. According to Lynch,
“[iJtis notan uncommon thingtodo . .. in
"% However, the FBI
did not provide any such warning about
Page, although it was again discussed by the
administration’s most senior policymakers
after Director Comey briefed the National
Security Council Principals about the Page
information in “late spring” 2016.*%

intelligence matters.
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{U) The Trump campaign did not re-
ceive a general counterintelligence briefing
until August 2016, and even then, it was
never specifically notified about Papado-
poulos, Page, Manafort, or General Flynn's
Russia ties.'™ Further, the counterintelli-
gence briefing provided to Trump and his
top advisors did not identify any individuals
by name, but rather focused on the general
threat posed by adversaries, including Rus-
sia and China.

(U) Finding #24: The February 2018 indict-
ment of the Internet Research Agency and
Russian nationals exposes Russian actars
and their intent to spread distrust towards
the candidates and the political system in
general.

{U) In mid-February 2018, the Depart-
ment of Justice charged 12 Russians and the
Russia-based Internet Research Agency LLC
with interference operations targeting the
United States political and electoral process-
2s. The indictment cizims that the stated
goai of the Russian actors was to “spread
distrust towards the candidates and the po-
litical system in general” and provides in-
sight into the methods used by the IRA,
such as the use of stolen identities, travel to
the U.S. for the purpose of collecting intelii-
gence, and the procurement of computer
infrastructure to hide the Russian origin of
activities.”™ The indictment by Special
Counse! Mueller contains assertions that are
- consistent with information examined by
the Committee during its investigation. Spe-
cifically, according to an accompanying DOJ
announcement, “There is no allegation in

LR WAk

the indictment that any American was a
knowing narticipant in the alleged unlawfui
activity. There is no allegation in the indict-
ment that the charged conduct altered the
outcome of the 2016 election.”™™’
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(U) Chapter 4 - Campaign Links to Russia

Key Question #2: DId the Russian active measures include links between Russia and individ-
uals associated with political campaigns or any other U.S. persons?

{U) A key focus of the Committee’s
investigation was whether Russian active
measures directed at the 2016 U.S. election
{see Chapter 3) “Include[d] links between
Russia and individuals associated with
political campaigns or any other U.S.
persons.”! The first part of this chapter
reflects the Committee’s answer to that
question with respect to the Trump
campaign. The second part of this chapter
addresses the Clinton campaign.

(U} The “links” between individuals
assoclated with the campaigns and Russla
have often been publicly described as
inquiries into whether there was “collusion”
between individuals associated with either
candidate Trump or Clinton and the Russian
government. One challenge with describing
potential “links” with the Russian
government as “collusion” is that the term
“collusion” may mean different things to
difierent people, as exemplified in witness
testimony before the Committee.
Particularly in light of Special Counsel
Robert Mueller’s continuing criminal
investigation—which has a different focus
and the Committee agreed not to impeda—
it is important to note that the term
“collusion” does not, by itself, describe a
criminal offense, Unlike the closely-related
concept of “conspliracy,” there is no
applicable statute that sets out the
elements of “collusion.” “Collusion” is

-~ 4

therefore an ambiguous term, not a precise
legal one.

Trump Campaign

{U) The Committee cast a wide net,
generally asking each witnesses whether
they had evidence of any “collusion,”
“coordination,” or “conspiracy” between
Russia and candidate Trump or any of his
associates, The Committee also
investigated potential Trump campaign links
with Russia, focusing on credible allegations
within the scope of the agreed-upon
parameters. Matters investigated by the
Committee Include allegations pertaining to:

« candidate Trump's business
dealings;

» the campaign’s policy positions and
personnel;

s involvement in or knowledge about
the publication of stolen emails; and

¢ meetings with Russians.

{U) In the course of witness interviews,
reviews of document productions, and
investigative efforts extending well over a
year, the Commitiee did not find any
evidence of collusion, conspiracy, or
coordination hetween the Trump campaign
and the Russians, While the Committee
found that several of the contacts betwean
Trump associates and Russians—or their
proxies, including WikiLeaks—were ill-
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advised, the Committee did not determine
that Trump or anyone associated with him
assisted Russia’s active measures campaign.

DIRECT EVIDENCE OF COLLUSION,
CONSPIRACY, OR COORDINATION

{U} Finding #25: When asked directly, none
of tha interviewed witnesses provided
avidence of collusion, coerdination, or
conspiracy between the Trﬁmp campaign
and the Russian government,

{U) The Commitiee interviewed high-
ranking current and former government
officials, along with numerous Trump
campaign members, Trumpe administration
officizls, and other Trump associates. Mone
of the witnesses testified they had evidence
of collusion between the campaign and
anyone affiliated with the Russian
government. In most of the Commiiieg’s
witness interviews, the witness was asked
directly for any evidence of “collusion,
coordination or conspiracy” with any
element of the Russian government to
influence the outcome of the 2016 U.S.
presidentizt election. This question was
asked with respect to the witness’ own
actions; the actions of candidate Trump; the
actions of anyone officially affilisted with
the campaign; or the actions of anyene
unofficially affiliated with the campaign,
defined as including “wannabes,” “hangers-
on,” and “people who representad
themselves as being part of the campazign.””
Each witness was given wide latitude in
answering these guesiions, but nane
producsd any evidence. For example,
Trump’s son-in-law and senior advisor Jared

Kushner stated categorically that the Trump
campaign “did not collude, coonerate,
whatever other ‘C" words you used, with
any foreign governments.”

{U) Several former government officials
testified that, even though there was no
evidence of collusion betwean Trump
campaign associates and the Russian
government, they were aware of contacis
and interactions of potential concern. For
example, former CIA Director John Brennan
stated in open session, “l encountered and
arn aware of information and intelligence
that revealed contacts and interactions
between Russian officials and U.S. persons
involved in the Trump camgpaign that 1 was
¢oncerned about because of known Russian
efforts 1o suborn such individuals, and it
raised questions in my mind. . . whether or
not the Russians were able to gain the
cooperation of those individuals.”® Brennan
continued, however, “| don’t know whether
or not such collusion . . . existed.”’

{U) Similarly, former DN! James Clapper
stated that he was aware of the same
information to which Brennan referred,
“that my dashboard warning lighis were on
just because of that.”® However,
reaffirming his prior public statements, he
told the Comrnitiee that, “l didn’t have any
evidence—I don't care how vou want to
caveat it—of collusion.””

BUSINESS DEALINGS

{U) Finding #26: The Committee found no
evidence that President Trump’s pre-
campaign business dealings formed the
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basis for collusion during the campaign.

{U) As a political outsider who had
never run for office, Donald Trump did not
have a political record to analyze, criticize,
or rely upon during the 2016 campaign.
Therefore, his long and varied business
career garnered significant attention from
supporters, opponents, and cpposition
researchers alike. Eventually, as described
in the second half of this chapter, candidate
Trump’s pre-campaign business dealings
with Russians became a subject of
significant opposition research.

(U) As noted above, the Committee’s
investigation was focused on the time
period of the 2016 election. Trump's pre-
campalign dealings were within scope only
to the extent they formed the basis for, or
were otherwise linked to, Improper concuct
during the elections, As one of the
Committee Members said during an
interview, the key question was if any
business “relationships, whether directly or
indirectly or just by some other means, had
the effect that there was a preexisting
relationship with Russia, and that that
preexisting refationship may have in some
way inspired the Trump campa'ign to have a
contact with the Russian Government to
coordinate, collude, or conspire to help
them win the election over Hillary
Clinton,”*

{U) The Committee focused only on any
potential financial improprieties relating to
the etection. In particular, the Committee
examined the Miss Universe pageant in
Moscow in 2013; the Trump Organization’s

unsuccessful efforts to build a Trump Tower
in Moscow in late 2015 and early 2016; and
other assorted claims of Russian financial
ties to the Trump family, The Committee
did not uncover any evidence that any of
those matters formed the basis for
cellusion, coordination, or conspiracy
between Trump or his associates and the
Russian government during the 2016 U.S,
presidential election.

{U) Miss Universe 2013: Before he was
a political candidate, Trump owned the Miss
Universe Organization. The decision to hold
the 2013 Miss Universe annual pageant in
Moscow was a unanimous one made by
representatives of the Trump Organization
and NBC—the event’s broadcaster—with
approval of the president of the Miss
Unlverse organization.”! Michael Cohen, an
attorney and former Executive Vice
President of the Trump Organization, told
the Committee 50 percent of the fees
earned for the pageant went to NBC.” “[O]
f the $12.2 million in foreign income that
{the Miss Universe pageant] earned {in
2013], a substantial portien of it was
attributable to the Moscow event.”

{U) The 2013 pageant’s hosts were Aras
and Emin Agalarov, father and son of a
wealthy Azerbaijani-Russian family in
Moscow. The Agalarovs’ company, Crecus
Group, owned the venue where the pageant
was held." The Agalarovs and Crocus
Group wanted to host the event in Moscow
because they wanted to have the pageant in
Lheir company’s building, Crocus City Hall,
and it was a way to promote Emin’s music
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career, who performed at the pageant.*
The Agalarovs have connections with seniar
individuals and elements of the Russian
government,'® and Aras received the Order
of Henor from Viadimir Putin.*’ The
decision to hoid the pageant in Moscow
originated from an “ofi-the-cuff” discussion
between Emin Agalarov, his manager, and a
representative frem the Miss Universe
pageant.”

UNCLASSIFIED

EMIN AGALAROV AT THE 2013 MISS
UNIVERSE PAGEANT IN MOSCOW

Souts: Toa Mt

UNCLASSIFIED

{U) The Agalarovs first met Trump in
person in 2012 in connection with the Miss
USA pageant in Las Vegas.” The Agalarovs
and Trump signad the contract te hold the
pageant in Moscow during the weekend of
the Miss USA pageant in January 2013.% At
the conclusion of the 2013 Miss USA
pageant, Trump and the Agalarovs
announced on stage that the Miss Universe
pageant that year would be held in
Moscow.™ In a June 18, 2013 tweet, Trump
publicly asked, “Do you think Putin will he
going to The Miss Universe Pageant in
November in oscow —if so, will he
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become my new best friend?””

{U} Leading up to the Miss Universe
pageant, the issue of President Putn
passibly attending came “up a number of
times” among those planning the pageant.”
Emin’s manager Bobert Goldstone and the
head of the pageant organization had
“casual” conversations with one another,
but every time Geldstone asked Emin 2bout
it, Emin replied the pageant would have had
to go through “ofiicial channels” to make
the request, indicating that the event was
not officizlly related to the Russian
government.” At the time, according to
Goldstone, Emin cast doubt on whether
President Putin would attend, stating “if this
was in America, would Barack Obzma
aftend? Probably not. It's 2 beauty
pageant. But there is a chance, mavhe, of
some kind of meeting.”* 8efore the
pageant, however, President Putin’s press
secretary called and told Trump and others
that President Puiin would not atiend the
pageant, and he did not.”®

{U} While in Moscow, Trump, zlong
with his head of security, atiended the
pageant and several pageant-related
events.”” For example, Trump attended an
event hosted by the Agalarovs at & well-
known restaurant with local businessmen.”

{U] Although there were allegations in
the Steele dossier that Trump engaged in
ilficit activities with prostitutes in the
presidential suite at the Riiz-Carlion hotsl,
the Committee found nc svidence to
support these allegations. Trump’s former

head of security, || N testified that

O R
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although somebody during a meeting in
Moscow JCid not know who—
“mentioned sending women to [Trump’s]
room,’ | responded “absolutely not,
we don’t do that.”" | tod the
Committee he advised Trump of the
comment, and they both laughed about it.
I 2 /<o testified he walked Trump to
his room that night, remained for a few

minutes, and did not observe anybody enter
the room. ™

(U} Trump Tower Moscow: While in
Russia for the Miss Universe pageant,
Trump met with the Agalarovs and
discussed a possible joint real estate
development in Moscow.™ The proposed
project was a Trump Tower in Moscow
adjacent to the Agalarov-owned Crocus City
Hall; according to Donald Trump Jr., “it
fizzled out” after a few months.**

(U) Trump Qrganization lawyer Michael
Cohen was not involved in those original
discussions regarding Trump Tower
Moscow. In approximately September
20135, he received a separate proposal for
Trump Tower Moscow from a businessman
named [l > According to Cohen,
the concept of the project was that “[t]he
Trump Organization would lend its name
and management skills, but it was not going
to borrow any money and it would not have
any resulting debt for the purchase of the
land and the building of the facility.”**
Cohen worked on this idea with [Jilij and
his company, the Bayrock Group, a real
estate consultancy that had previously
worked with the Trump Organization. [l

has a unigue and colorful background, and
described for the Committee his path from
Wall Street banker to white-collar criminal
to government informant.*

(U} After signing a letter of intent with
a local developer in October 2015, Cohen
and il exchanged a number of emails
and text messages in late 2015 detailing
their attempts to move the project forward.
For instance, in December 2015, [ tried
to get Cohen and candidate Trump to travel
to Russia to work on the project.”

(U) Several of i communications
with Cohen involved an attempt to broker a
meeting or other ties between candidaie
Trump and President Putin, and purported
to convey Russian government interest in
the project.* Perhaps most notably, Il
told Cohen in a November 3, 2015, email,
“[bjuddy our boy can become President of
the USA and we can engineer it."” [l
continued that if “Putin gets on stage with
Donald for a ribbon cutting for Trump
Muoscow, ... Donald owns the republican
nomination.”* This assertion apparently

arose from il rather grandiose theory

that cementing a deal with a hostile U.S.
adversary would increase candidate
Trump's foreign policy bona fides.”!

(U testified that his
communications with Cohen regarding
President Putin were "mere puffery,”
designed to elicit a response from the

' Trump Organization to move the project

along.* - explained that “[ulntil the
bank writes the check, it's all salesmanship
and promotion to try to get many, many,
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many parties towards the center te try to
get the deal done.”™ Cohen similarly
characterized i as "s salesman” who
“uses very colorful language.”**

{U) When the project started
proceeding too siowly for the Trump
Orgariization,* Cohen and i began to
exchange acrimonious text messages.”® As
part of those text messages|Jjjjjj told
Cohen that President Putin’s people were
backing the deal, mcluding “this is thru
Putins [sic] administration, and nothing gets
done there without approval from the top,”
as well as meetings in Russia with
“Ministers” and “Putins [sic] top
administration pecple.”” [ 2lso
mentioned Dmitry Peskov {President Putin's
spokesman) would “most likely” be
included.™

{U)} Cohen thus attempted to reach out
to members of the Russizn government in
zn attempt to make the project proceed,
but apparently did not have any direct
paints of contact. For example, Cohen sent
an email to a general press mailbox at the
Kremlin in an effort to reach Peskov.®
Cohen's message notes that he has been
working with a local partner to build a
Trump Tower in NMoscow and that
communications have stailed with the lacal
partner.”’ The email further seeks contact
with Peskov 5o they may “discuss the
speciiics as weill as arrangfe] meetings with
the appropriate individuals *** Based on the
documentis produced to the Committee, it
does not appear {ohen ever received a
response from anyone gffiliated with the

TNk (¥ ¥

j=3:%

Russian government.

{U} R testmony likewise made
clear that neither President Putin nor any
element of the Russian government was
actually directly involved in the project. For
instance, in one exchange, [JJJjj testified he
was offering the Trump Organization access
to one of [ acauaintances. This
acquaintance was an acguainiance of
someone alse who is “partners on areal
estate development with a friend of
Putin's.”> [ t=stified that he was
unaware of “any direct meetings with any
[Russian] government officials” in
connection with the Trump Tower Moscow
project.”® In addition, neither candidate
Trump nor Cohen traveled to Russia in

support of the deal.™

{U) Il v 25 unequivecal in his
testimony that none of the Russians
sfiiliated with the Trump Tower Moscow.
project had any communications with him
“in which [he} wias] asked to do something
on behalf of the Russian government that
{he] knews was on behalf of the Russian
Government” with respect to the U.S,
election.®™ Nene of those communications
*were intended for [l to take action to
have a ccmmunication with or take some
action to influence the 2016 Presidential
election.”** The Committee therefore
assesses thafjjij was attempting to
leverage political contacts for business
purposes, rather than the other way
arogund.

{U} 1t appears the Trump Tower
Moscow project failed in January 2016.57
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Trump Jr. testified that, as of early June
2016, he believed the Trump Tower
Moscow project was dormant.*® The
project failed because “[t]he due diligence
did not come through” and the Trump
Qrganization’s representative “lost
confidence in the licensee, and {he]
abandoned the project.”®” In fact, the
Trump Organization did not have a
confirmed site, so the deal never reached
the point where the company was
discussing financing arrangements for the
project.”” The Committee determined that
the Trump Tower Moscow project did not
progress beyond an early developmental
phase, and that this potential licensing deal
was not refated to the Trump campaign.™

(U) Other Alleged Financial Dealings: In
addition to the Miss Universe and Trump
Tower Moscow projects, a number of
withesses were asked about Trump family
financtal dealings, sometimes stretching
back decades.” For example, Trump Jr. was
asked about Russians: buying units in
Trump Tower in 1984 (when he was seven
years old);” buying properties in southern
Florida for which the Trump brand was a
licensor;’ being involved in the Trump
International Hotel in Toronto for which the
Trump Organization was the brand and not
the developer; and having unspecified
involvement in a licensing project for the
Trump Ocean Club in Panama.™® The
Committee does not have any evidence that
there is a nexus batween these activities
ant the 2016 campaign, or information that
contradicts representations made in a

[ L

March 8, 2017 letter from Trump’s lawyers
regarding his Russia-related financial
dealings over the previous ten years.”

POLICY POSITIONS

{U) During the campaign, candldate
Trump and several of his campaign agdvisars
expressed policy views towards Russia quite
tlifferent than those espoused by much of
the Republican foreign policy establishment,
including previous Repuhlican nominee Mitt
Romney, who labeled Russia “our number
one geopolitical foe” during the 2012
election, Infact, a significant number of
Republican foreign policy experts made
statements during the c;ar‘ﬁpalgl‘l that they
would not work for the Trump campaign.

As aresult, the campalign relied on many
lesser-known—or in some cases unknown—
advisors on foreign policy issues.

{U) Additionally, a ptank of the 2016
Republican platform pertaining to the
Ukraine has been the subject of substantial
coniroversy. The question for the
Committee was whether candidate Trump's
policy posittons—and the campaign’s
involvement in the debate over the Ukraine
platform plank—reflected legitimate policy
positions, or something more nefarious.
The Commmittee found no evidence that the
policy positions of the Trump campaign
were the result of collusion, coordination,
or conspiracy with the Russians, In the

* words of || Trvrmp cempaign

policy official involved in the platform issue,
“[t]here was no coordination or thought for
coordination. The idea to have better
relaticns with Russia was a Mr. Trump idea
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that | thought was reasonable to support.”™

{U} Finding #27: The Republican national
security establishment’s cpposition to
candidate Trump created opportunities for
two less-experienced individuals with pro-
Russia views to sérve as campaign
advisors: George Papadopoulos and Carter
Page.

{U) The Republican foreign policy
establishment was critical of candidate
Trump, who had to turn elsewhere for
support. Cn March 2, 2016, 122 saif-
described “GOP National Security Leaders”
signed an “Open Letter to Donald Trump”
refusing to support then-candidate Tru mp. =
The next day, Trump announced Senator
laff Sessians as chairman of his National
Security Advisory Commitiee [NSAC). A few
weeks later, following continuing media
criticism of his failure to publicly name a
foreign policy team,” candidate Trump
named five foreign policy advisorsin a
March 21, 2016 meeting with The
Washington Post editorizl board: Walid
Phares, Carter Page, George Papadepouios,
Joe Schmitz, and Keith Kellogg.™

{U) The opposition to Trump's
candidacy by the vast majority of the
conservative national security
astablishment paved the way for lesser-
known individuals, such as the then 28-year-
old Papadopoulos, to join the Trump
campaign. Page was another unknown

. brought into the periphery of the Trump
campaign to fill the vacuum left bv more
experienced national security specialists
who wers unwilling to advise candidate

[}

Trump. There is no evidence that anyone
on the Trump campaign was aware of
Page’s past ties to Russian intellizence
services—or Papadopoulos’ more recent
contacts with a Russian-connected
professcr—when thase fwo individuals
were Included among the advisors that
were publicly announced on March 21. In
fact, as Kushner candidly put it, “we put
together that list because we were getting 2
lot of pressure from the media to putout a
list of foreign policy advisers.””

UNCLASSIFIED

GOP National Security Leaders
QOpen Letter o Donald Trump

STATRAMENT 4y FORMER NATIUNAL SLCURITY (FFIC1ALS
The undermmed ingriadiads 2 e all senved 12 senix refiamnl securty
andial Foraiga poliy pusiees in Repudican Adminim=tans. fiom
Hichard Nowa i Ceerge W Bosh W e wewked daectly o
raions] sermey oues vl These Repeticas Presidenss =xdior then
oruncipal pdhesers durang warime and o penads of css, llucach
satvriscs o falikes W Ravw e personad aralings oo ofa
Pesrdem of d Vhursd Sianss

Nooe of @ wifl vole foo Do Teump

Sowpa: The Now York Tines

UNCLASSIFIED

{U) These five advisers were
subsequently incarporated inte the NSAC,
which was part of the campaign’s D.C.-
based palicy shop.” The NSAC was chaired
by Senater Sessions and directed by J.D.
Gordon, a retired davy officer and farmer
Depariment of Defense spokesman.” Some
members of the NSAC met with candidate
Trump in Washington, D.C. en March 31,
2016. Page did not attend. Each advisor in
attendance, including Papadepoulas,
briefed the group on a topic of their choice.
Papadopoulos spoke about Russia,
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However, in the opinion of one advisor,
Walid Phares, the primary purpose of the
meeting was about optics rather than
substance: “the meeting was about the
picture and to send the message that: | have
a foreign policy team.”™

UNCLASSIFIED
NSAC MEETING WITH
CANDIATE TRUMP

HATIGIALSECUAITY MEETIR
TRUMP

MHAETAMIRICA GREAT ACAINS
WML
airy

Kot TcHer
UNCLASSIFIED

(U) Page was, according to NSAC
director Gordon, “very loosely affiliated
with the campaign and had really no roles
or responsibilities.”” The Committee
assesses that Page played no major role In
Lthe campaign, and had no meaningful
access to senior leadership.

(U) Page did not attend the March 31,
2016, NSAC meeting with then-candidate
Trump, and has never met him.”” Although
members of the NSAC accasionally gathered
for meals in the Washington, D.C. area, they
never again met as a group with candidate
Trump.”™ Kushner provided a blunt
assessment of the role, or lack thereof,
played by the individuals on the initial list of
'publicly—announced foreign policy advisors:
“[Tlhe amount of interaction they had with

PROPERTY OF THE LS, HOUSE OF REPRESENTATIVES

the actual campaign or influence they had
on anything that happened in the campaign
was virtually nonexistent.””* Gordon
lestified to the Committee that he agreed
with the assertion that the NSAC was
minimally influential In the context of the
broader campaign.™

(U} Finding #28: The change in the
Republican Party platform regarding
Ukraine resuited in a stranger position -
against Russia, not a weaker one, and
there is no evidence that Paul Manafort
was involved.

{U} It has been widely reported that the
2016 Republican Party platform was
weakened with respect to Ukraine, perhaps
as a favor to Russia or some other nefarious
reason. After reviewing the Republican
Party platform amendment process,
Interviewing those Involved, and reviewing
document productions, the Committee
determined that the original plank was
strengthenad, rather than weakened—and
there is no evidence that language
advocating for the provisions of “lelhal
defensive weapons” was improperly
removed,

{U) On July 11, 2016, the Republican
National Committee Platform Committee
met to discuss and debate amendments to
the platform. As drafted, the platform
referenced “a resurgent Russia occupying
parts of Ukraine,” but included no language
about support to Kiev {see inset). R
B o Texas, a member of the National
Security/Military Platform Subcommittee,
offered an amendment that would “support
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maintaining {(and, if warranted, increasing)
sanctions against Russia until Ukraine’s
sovereignty and territory integrity are fully
restored.”** [ IR
amendment further called on the United
States to provide “lethal defensive weapons
to Ukraine’s armed forces and greater
coordination with NATO [North Atlantic
Treaty Qrganization] on defense

planning.”*

UNCLASSIF_IED
Original RNC Plank H

{U} In the internaticnal arena, weakness invites
aggression. The results of the [Obamal Administra-
tion’s unilzteral approzch to disarmament are
alresdy clear: An emboldened China in the South
| China Sea, 2 resurgent Russla occupying parts of
Ukraine and threatening neighbors from the Baltic
to the Caucasus, zn aggressive Islamist terrorist
| network in Middle East. All our adversaries heard

the message in the [Obama] Administration’s cut-
. backs: America is weaker and retreating,

UNCLASSIFIED

al but three words o R

amendment.**

| to the armed forces of Ukraine and grezter coordi-

- {U} We support meintzining and, i warranted,

UNCLASSIFIED
Final RNC Plank

increasing sanctions, together with our allies,
against Russia unlass and untl Ukraing's sover-
gignty and territorial integrity are iully restaorzd.
We zlso support providing agpropriate assistance

T T RN R

nation with NATO defense planning.
UNCLASSIFIED

(U} Much of |l cendment was
sdopted, but—following debate among the
delegates—the final version called for the
United States to provide “appropriate
assistance” rather than “lethal defensive
weapons.”® The Committee assesses that
“appropriate assistance” provided flexibility,
and could encompass lethal defensiva
weapons as well as humanitarian aid,
medical supplies, and meals-ready-to eat.
in any event, even without the words
“lethal defensive weapons,” the final draft
of the platform “was tougher agzsinst
Russiza” than the original after incorporating

b Fi
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{U) The Committee also investigated
what role, if any, Paul Manzfort played in
the Trump campaign’s response o
Denman’s amendment. Manafori, a
veteran of numerous Republican
canr‘npaigns,35 had long represented the
government of Ukrzine, the pro-Russian
former president of Ukraine Viktor
Yanukovich, and Yanukovich's Party of
Regions.™ in late March 2016, candidate
Trump hired Manafort to-lead “delegate-
corralling efforts at the Republican National
Convention.”® Then-campaign manager

B cstificc that, when
manafort was hired, || N I 2<< no

attempt to vet him and was entirely
unaware of Manafort’s past work in
Ukrine.* In May 2016, Manafort was
promoted to campaign chairman and, after
R = fired the next month,
“evolve[d}” into the role of de facto
campaign manager.*

{U] Manafort left the campaign in
August 2016 following news reports that he

” 2
i13 +
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had received $12.7 million in secret
payments for his work on behalf of
Yanukovich's Party of Regions; news
reporting also alleged that Manafort and his
aide Rick Gates had “directly orchestrated a
cavert Washington lobbying operation” on
behalf of the party—while failing to register
as foreign agents.™ Campaign press
secretary Hope Hicks recalled that, after
receiving press inquiries about Manafort’s
“professional history,” a major story broke
on the evening of August 14, 2016,
According to Hicks, “Trump had made a
decision to make a change in leadership on
the campaign outside of Paul's issues that
were being publicly reported,” but those
issues “certainly contributed to expediting
and intensifying the way in which his role
changed, and then ultimately he was fired
at the end of that week.”¥ Trump directed
his son-in-law Jared Kushner to ensure
Manafort departed the campaign on August
19, which he did.”* As Kushner put it, “[t]
here was a lot of news that was out there,
and the decision was that it was time for

UNCLASSIFIED
PAUL MANAFORT RESIGNS

(o 3 AV DR AT e o o a1 o0t Fig vanres S o b
POV LT

R ARlaH. o LY}

Seuite Pt

UNCLASSIFIED

nia

hirm to resign,

(U) Given Manafort's past work in
Ukraine, If the Ukraine plank change was
made as a favor to the Russian government,
it seems likely that then-campaign chairman
Manafort would have known about it.
However, campaign records produced to
the Commiltee show that Manafort had no
role in, or contemporaneous knowledge of,
the platform change. On July 30, 2016,
Manafort sent an email, copying Gates, to
Rick Dearborn, then a senior campaign
policy official and Sessions’ chief of staff: I
pather that there was a change In the
platform that removed arming Ukraine. |
don’t know anything about this change.
Who pushed for it and why was it done?"™

{U} In response, Dearborn generated a
memorandum, dated August 1, 2016,
outlining a detailed sequence of events that
occurred between July 10 and 12, 2016.°°
As part of that memo, J.D. Gordon created a
timeline that noted candidate Trump’s
paticy statements—including at a March 31,
2016, national security meeting—served as
the basis for the maodification of Denman’s
amendment.”’ Gordon’s timeline made it
clear that the change was initiated by
campaign staffers at the convention—not
by Manafort or senior officials. Although
Pape expraessed support after the fact, the
Committee did not find any evidence that
he actively participated in the modification
of Denman’s “red line amendment
providing lethal assistance to Ukraine.

PUBLICATION OF STOLEN EMAILS

#98

70
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(U) Finding #29: There is no evidence that
Trump associates were involved in the
theft or publicaiion of Clinton campaign-
related emails, although Trump associates
had numerous ill-advised contacts with
Wikileaks.

{U) There is no evidence that Trump or
anyane associated with him played a role in
the hacking of emails from the DNC and
Clinton campaign chairman John Podesta,
among other entities and individuzals,
detailed in Chapter 2. As also discussed in
Chapter 2, the Committes concurs with the
IC’s assessment that Wikiteaks was one of
the vehicles for the public dissemination of
emails stolen by Russians. Asnoted in
Chapter 3, on Octoger 7, 2016, the
Depariment of Homeland Security and
Office of the Director of National
intelligence released a public statement
that “[t]he U.S. Intellipence Coemmunity is
confident that the Russian Govarnment
directed the recent compromises of e-mails
from US persons and insiitutions, including
us political 4:}l‘ganizat1'ons.":':i The statement
also specifically tied WikiLeaks 1o the
Russian-directed disclosures.

{U) Trump campaign communications
made ample use of the publicly available
emails, which were reported by virtually all
major media outlets. Regarding WikiLeaks,
Trump Jr. testified that “[a}t the time, |
lcoked at them as essentially a media
outlet” and an "opportunistic crganization”

that would have also put out negative
information on Trump if it had it."™ For

Senator Sessions, reference to Wikiteaks

TOP SECRET/

material in campaign statements was the
product of delii‘nemﬁoﬁ: “aAnd so, |
remember making a decision that it [3 trove
of hacked emails] was in the public domain,
and it would be silly not to use it. So [used
it. although | could understand somebody
else not wanting t0.”™" For campaign press
secretary Hope Hicks, use of emails

published by WikiLeaks was uncentroversial

because such information was availabie in
the public domain.’™

UNCLASSIFIED
WIKILEAKS RELEASES CLINTON EMAILS
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UNCLASSIFIED

{U) Similarly, candidate Trump stated at
a rally on October 10, 2016—three days
after the release of Podesta’s emazlls began
and the IC publicly tied WikiLeaks’
dissemination to “Russia’s senior-most
officials” —that “I love Wikiteaks.™™ Trump
had earlier encouraged the Russians to “find
the 30,000 emails that are missing” from
Hillary Clinton’s private server.'” {These
emails, which were the irequent subject of
campaign talking points, should not be

/NCFCRNIR
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conflated with the DNC emails. The
Committee did not receive evidence that the
emails from Clinton’s private server were
stolen by the Russians—or anyone else.)'™

(U} Particularly in light of candidate
Trump's expressed enthusiasm for WikiLeaks,
the Committee examined the relationship
between his associates and the stolen emails.

The Commitiee did not find any evidence that

Trump associates were involved in the
publication of emails by WikiLeaks anil other
outlets—or had access to such emails or other
stolen Information prior to their becoming
publicly available.'”

{U) The Committee did find that multiple
Trump associates went beyond mere praise
and established lines of communication with
WikiLeaks during the campaign. Such contacts
were imprudent in light of WikiLeaks’ role in
disseminating stolen emails in line with
Russian interests—and CIA Director Mike
Pompeo’s post-election characterization of
WikiLeaks as a hostile non-state intelligence
service that “overwhelmingly focuses on the
United States, while seeking support from anti
-democratic countries and organizations” such
as the Russian military intelligence service
{(GRU)."”

(V) George Papadopoulos: Foreignh policy
advisor Papadopoulos was told by Russian-
linked academic Joseph Mifsud in April 2016
that the Russians had “dirt” on Clinton in the
form of "emails of Clinton.”"™ However, the
Committee found no evidence that
Papadopoulos obtained these emails or that
the Trump campaign had a role in facilitating
the Russian governn}ent's dissemination of

stolen data. Nor did any witness shed light on
the provenance of the emails, or clarify that
Mifsud was referring to emails actually stolen
by the Russians {(as opposed to, for example,
emalls missing from Clinton’s private server.)
The Committee also found no evidence that
Papadopoulos told anyone affiliated with the
Trump campaign about Mifsud’s claims that
the Russians had “dirt” on candidate Clinton.

{U] Michael Flynn: On luly 15, 2016,
retired Lieutenant General and Trump
national security advisor Michael Flynn
forwarded an email to communications
advisor | in =n attempt to connect
a friend from the military with the campaign’s
social media operation. Flynn included the
following editorial comment: “There are a
number of things happening {and will happen)
this election via cyber operations (hy both
hacktivists, nation-states and the DNC),"*
This statement does not necessarily indicate
non-public knowledge, and could have instead
reflected commentary on then-current public
events—including the mid-lune attribution of
the DMC hack to Russia by the security firm
CrowdStrike, and the subsequent claim of
credit by the then-unknown persona "Guccifer
2.0.” (See Chapter 2.)

{U) Donald Trump lr.: During the course
of the Committee’s interview with Trump Ir,, a
news report from CNN appeared online
claiming he was given a pre-release
notification of a WikiLeaks release of Podesta
emails.™® The article appeared at 1:01 p.m.,

while Trump Jr, was still being interviewed by
the Committee behind closed doors, which
concluded at 5:51 p.m.”*' CNN's initial report
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claimed Trump Jr. received an email on
September 4, 2016, alerting him to an
upcoming release of hacked emails.

(U) The email in question was from an
individual named | \ho
sent a lengthy email to a number of
individuals associated with the Trump
Organization, including Trump Jr., providing
access to hacked DNC emails.”? The email
was actually dated September 14, 2016, the
day after WikiLeaks published a tranche of
Podesta emails, and thus did not
substantiate allegations of prior knowledge
of the release.'™ CNN subsequently issued
a correction, noting the error.’

(U) When asked about the email by the
Committee, Trump Jr. testified that he did
not have any recollection of the email,
stating that he “get([s] stuff from people that
—you know, people put my email address
online every few months, and | get a bunch
of people that do the same thing and then
they start bombarding you with stuff.”**
Trump Jr. went further to state that while
he may have met a | N -t
some point in time, he was not sure of the
identity of this individual.**®

(V) At the outset, Trump Jr. told the
Committee that, although he was not aware
of any coordination “between the Trump
campaign and WikiLeaks to disseminate
information acquired from the Podesta
email or the DNC server,”*" he did
exchange Twitter direct messages with
WikiLeaks beginning on September 20,
2016, and October 3, 2016."® WikiLeaks

initiated both exchanges.*® Trump Jr.

G By

testified that he was not aware of the
reasons why WikiLeaks decided to reach out
to him directly, but hypothesized that such
direct messaging was likely due to the fact
that he “was retweeting a bunch of their
stuff. . .” and that he has “a relatively
formidable social media platform.”**

(U) In the first exchange, on September
20, 2016, WikiLeaks sent a direct message
to Trump JIr. to alert him to a “PAC run anti-
Trump site” that was about to launch.
WikiLeaks “guessed the password” and sent
it to Trump Jr. and asked for comments.**
Trump Jr. responded the next day, “[o]ff the
record | don't know who that is but t'll ask
around.”** Trump Ir. subsequently logged
into the site using the WikiLeaks-supplied
password, which had also been made
publicly available.'”

(U) Following that exchange, Trump Jr.
emailed some Trumyp campaign officials, to
include Kellyanne Conway, Steve Bannon,
and Jared Kushner to advise them of the
contact and seek their advice.'* In a follow
-up email, Trump Jr. noted the WikiLeaks
message intimated “some connection we
[the Trump campaign] should be aware
of”*®* The Committee did not receive any
documents or information that reflected a
response to Trump Jr.’s email, although
Hope Hicks recalled that—after being
forwarded the email by Kushner—she
“might have expressed concern to
somebody about putting passwords in
unknown websites, just as a general
practice, not specific to WikiLeaks.”**

(U) On October 3, WikiLeaks passed

o s e A ~ =<+~ 50 - -
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along a story reporting Clinton’s comments
about Julian Assange and noted “(ilt'd be
great if you guys could comment on/push
this story.”'*" Trump Jr. responded about
90 minutes later: “Already did that earlier
today. It's amazing what she can get away
with.”'*® Trump Jr. then wrote: “What's
behind this Wednesday leak | keep reading
about?”*™ Trump Jr. was seeking
information on what was purported to be,
another future leak of Podesta-related

o 130
emails.”™ There was no response.

{U} After October 3, 2016, Trump Jr.
received numerous messages from
WikiLeaks that:

o suggest a website link to use if the
campaign refers to Wikileaks in a
tweet and suggests having
supporters search through the
leaked Podesta emalls, noting
WikiLeaks “just released” "Part 4" of
those emails;'™!

o seek then-candidate Trump's tax
returns and suggests leaking them to
“improve the perception of
[WikiLeaks'] impartiality”;'®

o suggest challenging the results
should Trump lose the election;™*

o describe an election-night message
of “[w]ow” and noting Obama
administration will delete records as
they leave; ™

= suggest the President-elect push
Australia to make Julian Assange
that country’s ambassador to the
United States;*

« forward what appears to be a video

with the caption “Fake News”;*" and

e on the date the news of the June 9,
2016, Trump Tower meeting broke,
seek copies of Trump Jr.'s emails.™’
With respect to the latter, Trump Jr.
published those emails himself on
his Twitter account.

(U} Trump Jr. testified that he did not
reply to any of these messages, nor did he
have any communications with WikiLeaks
before September 20 or after October 3,
2016." He testified that the direct
message exchanges discussed above “is a
complete record of any communications
[he] had with WikiLeaks.”'*

(U} Cambridge Analytica: In addition to
Trump Jr,'s communications with WikiLeaks,
Cambridge Analytica, a British firm the
Trump campaign used for data analytics,
reached out to Julian Assange in an effort to
confirm whether WikilLeaks possessed the
“missing” emails deleted from Clinton’s
private server.'™" That contact occurred in
approximately June 2016,*** between an
employee of Cambridge Analytica and the
speaker's bureau (a separate third party)
representing Assange.’** WikilLeaks replied
through the bureau that “they did not wish
to take a telephone call or otherwise
engage with us [Cambridge Analytica).

143

{U) Trump campaign digital director
I cstified that he did not
participate in, nor was he aware of,
Cambridge Analytica’s attempted outreach
to Assange."** The Chief Executive Officer
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{CEQ) of Cambridge Analytica confirmed in
his testimeny that he “did not share this
with anyone on the Trump campaign.”*® In
fact, the CEO testified that the outrezch
accurrad before the company was even

retained by the Trump campaign.™®

(U} Roger Stone: Roger Stone has had a
series of business relationships with Bonald
Trump dating back to at least 1981, and
served as a paid campaign advisor for
severai months in 2015.** During
testimony to the Commitiee, Stone
addressed three public staternents
suggesting he might have important
information about, and potentially advance
knowledge of, disclosures during the 2016
campaign: (1) an August 2016 Twitter
message regarding Clinton campzign
chairman lohn Podesta, {2) an August 2016
public speech about purported contacts
with Julian Assange, and (3) the March 2017
acknowledgement of pre-election direct
commuinications with Guccifer 2.0.

{U) Stene denied that he “knew in
advance about and predicted the hacking
of . .. Podesta’s email,” notwithstanding his
crypiic statement in an August 21, 2018,
Twitter message—"Trust me, it will soon he
Podesta’s time in the barrel”—that
predated by several weeks the inifial public
release of Podesta’s hacked emails.*®
Stone noted that his Tweet “makas no
mention whatsoever of Mir. Podesta’s
email.?*%
fime that my boyhood friend and colleague,
Paul Manafort, had just resigned from the
Trump campaign over allegations regarding

Furthermore, it was posted “at a

1 =y ey

his husiness activities in Ukraine. | thought
it manifestly unfair that John Podesta not be
hzld to the same standard” regarding his
alleged husiness activities.”" In October
2017, John Podesia’s brother Tony resigned
from the labbying firm the brothers ce-
founded amid revelations about the

Podesta Groug's role in pro-Ukraine
labbying efforis that also involved Manafort
and his associate Rick Gates.™"

{U} Stone also addressed his August
2016 public statement that “I've actually
communicated with Julian Assange. |
believe the next tranche of his documents
pertain to the Clinton Foundation, but
there’s no telling what the Cctober surprise
may be.”**? In his testimony to the
Cammitiee, Stone sought te “clarify that by
saying the communication I referto is
through a journalist whao | ask [sic] to
confirm what Assange has tweetad, himself,
on July 21st, that he has the Clinton emails
and that he will publish them.”*> He
subsequently identified the intermediary,
but deniad any access to non-public
information.”™ Stone further disputed,
under oath, that he “nad advance
knowledge of the source or actual content
of the Wikileaks disclosures.”™™

{U}1n his testimony, Stone described a
series of direct messages exchanged with
Guccifer 2.0 in August and September
2016—which he first publicly disclosed in
March 2017~as “innocucus,” and denied
taking action in response to Guccifer 2.0's
messages.™ He subsequentiy provided
additional messages with WikilLeaks

s O T
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extending from Qctober 2016 to August
2017.97

(U} Despite these multiple contacts, the
Committee did not find any evidence
contradicting Stone’s claim that “[a]ny
information . . , disseminated via social
media regarding the timing of the release of
the DNC data or others was from publicly
available sources” and “he In no way
conspired, colluded, or coordinated with
any agent of the Russian state.”"*

MEETINGS WITH RUSSIANS

{U) The Commiltee examined meetings
between Trump campaign associates and
Russians, to inclute both official and
unofficial representatives. The Russians
found willing interlocutors in foreign policy
advisors [Jilend Papadopoulos. These
advisors, however, were peripheral figures,
and neither was in a position to influence
Trump or his campaign. The Russians
engaged Trump associates via official
channels and—more notably—used
apparent cut-outs and intermediaries to
make contact with senior officials.
However, questionable contacts like the
Trump Tower meeting resuited in collusion,
conspiracy, or coordination with the Russtan
government.

(U} Finding #30: | did not travel
to Moscow in July 2016 on behalf of the
Trump campaign, but the Committee is
concerned about his seemingly incomplete
accounts of his activity in Moscow.

(V) Illltraveled to Moscow in early
July 2016 to deliver a commencement

speech at the New Economic School—the
first American to do 50 since then-President
Barack Obama in 2009. At the time, [}
served as a foreign policy advisor for the
Trump campaign. The Trump campaign
made it clear to [JJjjj that the trip was not
on behalf of the Trump campaign,.a point
I =cknowledged in his testimony to the
Committee.”*” J.D. Gordon, the NSAC
director, strongly advised against the trip,
calling it “a bad idea.”'® However, Trump
campaign manager |||  NEEGEGN
authorized [Jfto make the trip “out side
of (his] role with the DIT [Donald J. Trump]
for President campaign.”"*" [l
mentioned the upcoming trip to Sessions at
one of the occasional NSAC meals, '™
although Sesslons did not recall the
interaction,'®

(U} On July 9, 2016, while in Russia,
Il sent an “executive summary” of
“Feedback From Russia” that stated in part
“Russian Deputy Prime Minister and NES
[New Economic School] Board Member
Arkady Dvorkovich also spoke before the
event. In a private conversation,
Dvorkovich expressed strong support for
Mr. Trump and a desire to work together
toward devising hetter solutions in response
to the vast range of current international
problems. Based on feedback from a
diverse array of other sources close to the
Russian Presidential Administration, it was
readily apparent that this sentiment is
widely held at all levels of government.

I itted to briefly greeting
Dvorkovieh before or after one of their

w161
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speeches, but minimized the interaction in
testimony hefore the Committee.’®

{u) uitimately, i failed to clearly
explsin whom he meant when he referred
to sources close to Russian government in
his executive summary. He denied having
any private meetings with any senior
Russian officials during his July 2016 trip,
and stated that he mostly met with
“scholars.”™™ The Steele dossier, a
document compiled by former British
intelligence officer Christopher Steele,
alleges that while in Moscow in July 2016,
Page secretly met with lgor Sechin, CEC of
Russian state oil company Resneft, and igor
Diveykin, a senior Russian intelligence
official.™® Further, the Steele dossier claims
that Sechin offered Page a brokerage fee in
connection with the sale of 19 percent of
Rosneft in exchange for the lifting of
sanctions.’®

UNCLASSIFIED

CHRISTOPHER STEELE, THE MAN
BEHIND THE TRUMP DOSSIER

Srce T Nea Yarkar

UNCLASSIFIED

(U] Since the allegation of meeting with
Sechin and Diveykin was first widaly
reported in September 2016, [ has

[ [ od ]

repeatedly and consistently denied meeting
either Sechin or Diveykin, including under
oath in testimony to the Committee.™™ The
Committee has no information that
confirms the Steele dossier’s assertions
regarding the purported meetings in
Moscow, much less an offer by Sechin to
Il for such a role in a potentially lucrative
transaction. After returning from Moscows,
Bl tcok a “leave of absence” from the
Trump campaign, and played no role in the
transition or administration.’”

(U} Finding #31: George Papadopoulos’

attempts to leverage his Russian contacts
to facilitate meetings between the Trump
campaign and Russians was unsuccessful,

{U} Papadopoulos made minor
contributions to the Trump campaign as a
foreign policy advisor. He briefly served asa
Trump campaign surrogzte, a role cut short
in May 2016 when he publicly insuited UK
Prime Minister David Cameron.'” He aiso—
in an apparent effort to increase his
standing within the Trump campzaign—tried
to insert himself into any number of
international engagements. As described
below, his particular focus was trying to
broker meetings with foreign officials, but
he often acted on his gwn without the
official backing of the Trump campaign.

{U) On March 24, 2016, Papadopoulos
sent an email to several members of the
policy team pitching a “[mleeting with
Russian leadership—including Pufin”—and
also volunteered to travel to meet the “next
prime minister of Yietnam” alcngside
Mifsud {swhom he had first met just ten days
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before but nonetheless described as a
“good friend of mine”).””” Campalgn co-
chair and chief policy advisor | | | | | } J I
responded that “we probably should not go
forward with any meetings with the
Russians until we have had occasion to sit
with our NATO allies, especially France,
Germany and Great Britain.”*” In the same
exchange, Papadopoulos then immediately
switched gears, indicating that “{i}Jf we need
any assistance with setting up meetings
here in London or Paris, | have some good
contacts that can open doors immediately
to the leadership.”'™

{U] During the NSAC meeting with
Trump on March 31, 2016—the only time
Papadopoulos is known to have engaged
directly with the candidate—Senator
Sessions told the team that they were not
authorized to speak for the campaign.'” In
his words “[t]his commitlee was not . . . a
group of people authorized to speak for
[candidate] Trump, and they absolutely
weren’t authorized to go around the world
pretending to represent him.”"® That
sentiment was, according to Sessions, “a
good statement to make quite clear.”™”

(U) When Papadopoulos offered that he
could engage, and possibly travel to, Russia
on behalf of the campaign, his suggestion
was swiftly rebuffed by Sessions, who
testified that “I felt like—and I'm the
chairman of this group—1 should not do
anything that indicated to Mr.
Papadopoulos that he was authorized to go
to Russia or anyplace else to represent the
Trump campaign and do some sort of

F] Tr I

negotiations, So | pushed back pretty
sharply on that.”*”® Sessions’ account of his
response has been corroborated by another
attendee, | NG~ T s
attended and similarly recalled that when
Papadopoulos raised the issue of obtaining
contacts with the Russian government on
hehalf of the campalgn, Senator Sessions
interrupted and began “talking ahout the
Logan Act,” which criminalizes unauthorized
negotiations with foreign governments.'™

(U) Although the Committee has ng
information to indicate that Papadopoulos
was successful in setting up any meetings
hetween the Trump campaign and the
Russian government, he worked with
campaign chief executive Steve Bannon to
broker a September 2016 meeting between
candidate Trump and Egyptian president
Abdel Fatah el-Sisi.*®* Trump was
apparently pleased with the meeting, which
he described in an interview as “very
productive,” describing el-Sisi as “a fantastic
guv‘,,:sz

{U) While on a trip to Athens, Greece in
May 2016, Papadopoulos sent an email to
Manafort stating that he expected to soon
receive “an official invitation for Mr. Trump
to visit Greece sometime this summer
should his schedule allow,”*® Inthe same
email to Manafort, Papadopoulos also
forwarded a meeting Invitation from Ivan
Timofeev, Director or Programs for the

Russian International Affairs Council, and

claimed that "Russia has been eager to
meet Mr. Trump for quite sametime and
have been reaching out to me to discuss. |
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thought it would be prudent to send to
‘.’OU.”EM

{U) As of May 2016, Manafort had not
yet been elevated to campaign chairman,
but had a long track record of work abroad.
Manafort forwarded Papadepoulos’ email
to his business and campaign depuw-
- noting that “[wle need someone to
communicate that Dlonald] T{rump] is not
doing these trips.”** Manafort and [l
agreed to assign a response of a “general
tetter” to “cur correspondence
coordinator,” the parson responsible for
“responding to all mall of non-
importance,”'*

{U) In lune 20186, Papadopoulos sought
a paid position and reimbursement for

expenses from | R —2 Sessions
aide, who along with ||| | . -2~

the Trump campaign’s D.C. policy shop—for
an upcoming trip “to DC for a high level
meeting [with) the director of the Israel
National Security Council” and past trips to
“the UK, israel and Greece over the past
manih engaging in some senior level
meetings ... " |Jlorwarded the
message to Gordon and || R
ivlashburn then replied as follows: “He cost
us a lot more in having to deal with what he
said about [then-UK prime minister David)
Cameron 2 months ago. . . he got no
approval for the travel and did it on his own
infi]tiative . ... Let him eat the cost and
maybe he will learn to play nice with the
team, not go off on his own. R
I /! never have approved

his going off on werld travels at campaign

- =l 4

expense without asking permission first.” ™=

B ccnticd io R vith one

word: “agreed.”™

(U R <snonded to

Papadopoulos that he could take the
meeting, but he “should do that as a private
citizen.”**® Making the point explicit,
B rote: “You're not authorized to
meet with him by {sic] the campaizgn, nor
can you reflect the views of the campaign
on security issues in that meeting.”**

{U} Finding #32: Donald Trump Jr., Jared
Kushner, and Paul Manafort attended a
June 9, 20186, meeting at Trump Tower
where they expected to receive—but did
not ultimately obtain—derogatory
information on candidate Clinton from
Russian sources.

{U) In July 2017, the Committee became
aware of a June 8, 2016, meeting in Trump
Tower, which became a key focus of the
investigation. The Committee’s findings
were infermed by interviews with six of the
eight participants in the meeting.

{U} Although they did not attend the
meeting, the Agalarovs were the driving
force to arrange it. As previously noted, the
Agalarovs and Goldstone had zotien to
know businessman Donzld Trump when the
Agalarovs worked with Trump to host the
Miss Universe pageant at the Agzlarovs’
building, the Crocus City Hall, in Moscow in
2013." The Agalarovs alsc had discussions
with Donzld Trump in 2013 to facilitate the
possible development of a Trump Tower in
Moscow.™ The 2013 Miss Universe

-
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PARTICIPANTS OF THE JUNE 9, 2016
MEETING AT TRUMP TOWER
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of the Trusip Lempaign feorn Naw York Grovp.
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c=mpsign sdvisor avd

Netalla Voselnitakaya a2 Rayoladzo finat Akhmethin et
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raprasentad the meanazer of the lghbyist. R acec g e
Prevezon in a ¢l Crotus Group. -

for Yasalaitsiaya ot the

forfeitute caza In the Juna Sth maating

fadaral cours in Now
York,

UNCLASSIFIED

pageant formed the basis of a casual {U) Events.leading to the meeting were

friendship between the Trumps and the
Agalarovs.™ Trump appeared in one of
Emin Agalarovs's music videos with the
2013 pageant winner,'* and Trump
maintained a friendly correspondence with
Aras Agalarov—including during the busy
2016 campaign.'®®

set in motion by a June 3, 2016, email from
Goldstone ta Trump Jr,, stating: “Emin just
called and asked me to contact you with
something very interesting. The Crown
prosecutar of Russia [possibly referring to
Russian Prosecutor General Yuri Chalka]
met with his father Aras this morning and in
their meeting offered to provide the Trump
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campaign with some official documents and
information that would incriminate Hillary
and her dealings with Russia and would be
very useful to your father. This is obviously
very high level and sensitive information but
is part of Russia and its government’s
support for Mr. Trump — helped along by
Arasand Emin.”™ Trump Js. replied to
Goldsione’s lune 3 request by indicating “if
it's what vi:u say | lgve it especially in the

&3
summer."=

{U] This exchange indicates that Trump
Jr. was open to discussing derogatory,
informaticn from Russian government
sources that could be useful to candidate
Trump. Goldstone proposed to deliver
information concerning Hillary Clinton via a
Russian government attorney.”” Trump Jr.
indicated that he had invited Kushner and
Manafort,™ underscering his belief in the
importance of the information i

_ with connections to the

Agalarov family, was ane of the individuals
who attended the June 9 meeting at Trump
Tower. The Committes discovered that the
participants.of the Juns 9 meeting did not
zll have the same understanding as to the
reasons for the meeting, with | N
testifying that he thought it was odd that all
three senior Trump campaign officials would
be taking 2 meating on the Magnitsky Act, a
U.S. human rights law that imposes certain
sanctions on Russian interests. Accordingly,

[ -t I - osc

associate of Emin Agalarov based in the
United States, To inquire about the purpose

¥

=] %

of the mesting. | 2xc'zined that
he believed the scheduled meeting at
Trump Tower was about providing negative
information on candidate Clinton to the
Trump campaign.”

{U) Based on Trump Jr.’s testimony and
the decumentary evidence received by the
Committee, there is no evidence to support
that there were any prior communications
between the Trump campaign and the other
attendees: [ Russian lawyer
Natahz Veselnitskaya; Russian-American
lobbyist and former Soviet intellizence

officer Y o Russian-
American [l N o scrved

as 2 Russian interpreter. Furthermore, the
Committes found no evidence that Trump
Ir. knew the identities of these individuals
before the meeting,™™ or that he discussed
it with candidate Trump beforehand.”™

(U} The Committee interviewsd all
attendees other than Manafort, due to the
Special Counsel’s ongoing investigation, and
Veselnitskaya, who is a Russian national
located overseas without a valid visa to
enter the United States. Despite the pretext
for the meeting, every person with diract
knowledge of what sccurred confirmed that
there was no mention of deragatory or
incriminating information diractly relating to
Hillary Clinton during the lune S meeting.
Goldstone iestified that he had no evidance
that the Russian gevernment supporied or
favored Donald Trump, and admitted to
embellishing the contents of the email
solely for the purpose of gaining 2 response
from Trump Ir., namely by using inaccurate

(£
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information.”™

(V) Veselnitskaya, Samochornov,
Kaveladze, and Akhmetshin met for lunch
before the Trump Tower meeting.*” During
lunch, there was a discussion regarding the
Trump Tower meeting. Veselnitskaya
shared an approximately 10-page document
in Russian to provide the lunch attendees
with a synopsis of what would be discussed
at the meeting, a summary that contained
much of the same information as a similar
document reportedly shared with Russian
prosecutor general Yuri Chaika.”® Based on
this discussion, the lunch attendees
believed the Trump Tower meeting was
about the Magnitsky Act.””" The lunch
attendees then met Goldstone at Trump
Tower shortly before the meeting.?”® They
proceeded to the 25th Floor where they
met Trump Jr., and he led the group to a
conference room.”®

(U) The lune 9 meeting lasted as little
as 20 minutes.”"" Kaveladze testified that
he believed Trump Ir, started the meeting
and then turned it over ta Veselnitskaya.?**
Interviewed meeting attendees agreed that
Veselnitskaya presented information
concerning the Magnitsky Act and the Ziff
Brothers, including their alleged role in
evading taxes in Russia and paolitical
contributions to the DNC and/or Clinton
campaign.” Several attendees also
recalled discussion of Russian adoptions,
which the Russian government suspencded
in retaliation for the Magnitsky Act.2*?

(U) Goldstone further testified that
Kushner, Manafort, and Trump Jr. seemed

LA,

visibly uninterested in the Magnitsky Act
briefing provided by Veselnitskaya.*"!
Manafort, according to Goldstone, “never
looked up from his cell phone from the
moment we began the meeting until the
moment we ended.”’”* Manafort and
Kushner complained to one another via text
message during the meeting that the
meeting was a “waste of time.”?!% Kushner
asked his assistants to call and give him and
excuse to [eave, which one of them did
shortly after the text.””” At the end of the
meeting, Goldstone apologized to Trump Jr.
for the “bait-and-switch talk about
something which we knew nothing about,
which was, again, Russian adoption and the
Magnitsky Act.¥®

(U) Kaveladze testified that he received
twao calls from Aras Agalarov after the
meeting, During the second call, Kaveladze
explained that the meeting was a “complete
loss of time and about nothing,”*"”
Agalarov and Kaveladze did not discuss the
“dirt” on Hillary Clinton.**® Kaveladze also
sent an email to his daughter after the
meeting indicating that the “meeting was
boring. The Russians did not have any bad
info [o]n Hillary"**—a reference back to his
conversation with Beniaminov, which he
had apparently relayed to his daughter. The
Committee received no testimony or
documentary evidence indicating that the
purpose of the meeting was to discuss
WikiLeaks, Julian Assange, the hacking of

DNC servers, and/or the lohn Podesta
222

Aras

emails.

{U) No witness, including the attendees,

t ] Tha
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testified that candidate Trump was aware of
ihe meeting prior £o its public exposure in
June 2017. Steve Banncn, who had been
creviously quoted as saying “[tlne chances
that Don Jr. did not walk [the mesting
participants] up 1o his father's office is
zero,” conceded under cath that he had no
svidence to support that claim.™ The
Committee also investigated a public
statement made by candidate Trump during
a speech after the final Republican primary
contests on June 7, 2016, the same day as
Trump Jr. exchanged emails with Goldstone
regarding meeting atiendees and
logistics.”* According to campaign press
secretary Hope Hicks, Trump’s publicly
stated intent “to give a major speech . ..
next week. ., discussing all of the things
that have taken place with the Clintons” did
not reflect knowledge about the upcoming
meeting; instead, it referred to a planned
speech “that was an outline of the book
Clinton Cash,” and was ultimaiely deliversd
approximately two weeks later after being
delayed by a domestic terrorist attack.*

{U) Finding #33: Donald Trump Ir. briefly
met with a Russian government official at
the 2016 National Rifle Association annual
meeting, but the Commitiee found no
evidence that the two discussed the U.5.
presidential election.

{U} in the weeks feading up to the
Wational Rifle Asscciation’s (NRA) 2016
annual meeting, there were 3 series of
emails sent to-a member of the camp'aign
discussing Russian interest in the campaizn
a5 it related to the NRA meeting. Despite

the emails’ rhetoric about setting up a “back
channel” between the United States and
Russian governments, the relevant
testimony abtainad in the Commitiee’s
interviews showed these emall inguiries
resulted in a brief meeting between Trump
Jr. and a Russian government official that
centered on shooting and hunting. It did
not focus on the W.S. nresidential election.

{U) From May 19-22, 2016, the NRA held
its annual meeting and exhibiis in Louisville,
Kentucky.™ In an interview with the
Committee, Trump Jr. testified he received
an invitation from “[vlaricus people at the
NRA” to attend the 2016 meeting.?” In
addition to Trump Jr.'s invitation, there
were several emails sent to [ N
seaking to establish a connection at the NRA
meeting between an emissary of the
Russian government and candidate Trump.

{U) In the first email, dated May 16,
2018, a business executive emailed
IR it the possibility of candidate
Trump meeting with Alexander Torshin, the
Deputy Governor of the Bank of Russiz, the
cauntry's central bank.** The email
mentions an “overture to Mr. Trump from
president Putin.”” |l resconds he
will be “[wlorking on this first thing in the

am #2320

(V)R forwarded the email to
Manafort, Gates, and Kushner, ncting the
“interesting request.””" || le~s
highlightaed the entrepreneur’s request that
Torshin “meet with a high level official in
ocur campaign” during the NRA meeting to
discuss “an offer ha {Torshin] claims to be

a3
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carrylng from President Putin to meest with
DIT." Inresponse to that email, Kushner
wrote: “Pass on this. A lot of people come
claiming to carry messages. Very few we
are able to verify. For now [ think we
decline such meetings,” as well as “[ble
careful.”*” | revlicd to the
executive seeking the meeting: “Fve asked
about a mig but we are not able to
accommodate it at that event in Ky.””>

(U} In addition to the emails discussing
a possible meeting with Torshin, on May 10,
2016, . «ho had previously
approachec I 2bout advising a

prospective Trump transition,” sent

I 2 email about meeting with
Russlans at the NRA event.”™ The email

discusses [ rurported “back-
channel to President Putin’s Kremlin,” that
“Russia is quietly but actively seeking a
dialogue with the U.S. thatisn’t forthcaming
under the current administration,” and that
“the Kremlin believes that the only
possibility of a true re-set in this
relationship would be with a new
Republican White House.”**

{U) The email goes on to note that
“President Putin’s emissary” will be at the
NRA convention and hopes to make contact
with candidate Trump and present Mrs.
Trump with a gift.””" The email discussed
Putin’s desire to build a relationship with
candidate Trump, to include extending an
invitation to the Kremlin. The email also
asked [ to “ta'k through what has
transpired and Sen. Sessions’ advice on how
to proceed.””** When asked about this

email in his Interview hefore the
Committee, Attorney General Sessions
testified he was not aware of this email.**
I icstified that he may have met
B <. and did not remember
replying to his email.”*

{U) Although the campaign declined to
hold a meeting, Trump Jr. was introduced to
Tbrshin, at the reguest of an acquaintance,
at a restaurant where they were dining
separately.”™ During their brief
introduction, they spoke about “stuff as it
related to shooting and hunting . . .
exchanged casual hellos” but did not
exchange contact information.*'* In his
brief exchange with Torshin and 2
subsequent exchange with Torshin's
assistant, Maria Batina, Trump Jr. testified
he-did not recall any discussion of the
upcoming U.S. presidential election.” No
other witness provided a contrary
recollection to the Committee.

(U} The Committee reviewed several
emails discussing a meeting with Russians at
the NRA meeting, an attempt to establish a
back channel of communication between
the U.S. and Russian governments, and a
possible meeting between candidate Trump
and President Putin. However, the
Committee found that all of those email
exchanges resulted in just one, brief
meeting between Mr. Torshin and the
candidate’s son that did not include any
discussion related to the U.S. election.*™

(U) Finding #34: The Committee found no
evidence that meetings between Trump
associates—including Jeff Sessions—and

84
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official representatives of the Russian
government—including Ambassador
Kislyak—reflected collusion, coordination,
or conspiracy with the Russian
government.

(U) Meetings between U.S. senators
and foreign government officials are
considered a routine part of the job.
However, there have been multiple media
articles raising concerns about contacts with
former Russian Ambassador to the United
States Sergey Kislyak, particularly those
involving then-Senator Sessions.

(U) Mayflower Hotel Speech: In April
2016, Senator Sessions, an early endorser of
Trump and later a key figure during the
transition, attended a foreign policy speech
by Trump at the Mayflower Hotel in
Washington, D.C.>* Kushner also attended
and recalled meeting 20 to 25 guests,
including Ambassador Kislyak for the first
time.**® Kushner stated that the
conversation between him and Ambassador
Kislyak mainly consisted of pleasantries, and
concluded with an offer for Kushner to visit
the Russian Embassy for lunch, which
Kushner never attended.*"’

(U) Attorney General Sessions similarly
described a pre-speech reception of maybe
24 people; immediately following the
speech, he went to a media stakeout to
answer questions about the speech.**®
Attorney General Sessions recalled “no . . .
discussions with the [Russian] Ambassador
or any other representative from the
Russian Government or their surrogate” at

-~ 7 = o e e
Ca— 7

the Mayflower.*”®

(U) Republican National Convention: In
July 2016, then-Senator Sessions attended
the Republican National Convention in
Cleveland, Ohio. Because he used his
campaign funds to pay for his travel and
lodging while in Ohio, his schedule focused
primarily on his Senate campaign-related
events.” For the five days that Sessions
was in Cleveland, he attended numerous
Trump campaign-related events.”*

{U) Over 50 ambassadors to the United
States also attended a reception associated
with the 2016 Republican Convention.?*
Sessions addressed this group of
ambassadors, as the keynote speaker, at the
Heritage Foundation’s Embassy Row
Ambassador’s Buffett Lunch.*>
to Sessions, his interaction with

According

Ambassador Kislyak following that speech
was brief, unexpected, and occurred in the
presence of several other people.”*

(U) J.D. Gordon testified about briefly
encountering Kislyak twice at convention
events in July 2016, including a brief
conversation that occurred during a
networking event that was also attended by
B ° Bl<cz/!ed seeing Gordon and
chatting casually with Kislyak at the same
event.”® The Committee found no evidence
that these brief public interactions related
to the hacking of emails or collusion,
coordination, or conspiracy between the
Trump campaign and Russia.

(V) Senate Office Meeting: On
September 8, 2016, Senator Sessions met
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Ambassador Kislyak in his Senate office.*’
As a Senator, such meetings in his Capitol
Hill office are common. Notes of the
meeting taken by Sessions’ staff, and
provided to the Committee, verified that the
approximately 30-minute meeting was
official in nature and not related to any role
that Senator Sessions held with the Trump
campaign.®® Sessions testified that the
cenversation mainly revolved around
Ukraine, and the two “had a little testy
conversation” about Ukraine given Sessions’
support for the Ukrainian cause.”®® The
Committee’s investigation did not uncover
anything improper about Senator Sessions’
meetings with the Russian ambassador.

Finding #35: Possible Russian efforts to set
up a “back channel” with Trump associates
after the election suggest the absence of
coltusion during the campaign, since the
communication associated with collusion
would have rendered such a “back
channel” unnecessary. '

(U) The Committee investigated
meetings during the post-election transition
period between Trump associates and
Russians—uwith a focus an individuals who
may have been acting as unofficial
representatives of Moscow. In December
2016, Kushner met with the head of Russian
bank VEB, Sergel Gorkov, at the urging of
Russian Ambassador Sergei Kislyak, with
whom Kushner and Flynn had met earller in
the month.”* Kushner took the meeting
partly because he had been told Gorkov
could provide “insight into what Putin's
thoughts were on a potential new

relationship” between Russia and the
United States.”™ Kushner testified that the
meeting primarily entalled Gorlov telling
Kushner about VEB, with which Kushner was
entirely unfamiliar, and “that was really the
extent of it.”*** Gorkov gave Kushner two
gifts, which Kushner registered with the
transition,”®

{U) In January 2017, businessman and
former Navy officer | R w25
introduced through Emirati associates to
Russian investor Kirill Dmitriev in the
Seychelles.”* [Jiil] had no official or
unofficial role in the transition, but had met
twice with Bannon at Trump Tower, 2
I tcstified that his meeting with
Dmitriev lasted 20-30 minutes and focused
on “trade matters,” and “how the United
States and Russia should be working
together to defeat Islamic terrorism.
I stated that he and Dmitriev did not
discuss sanctions, the Russian government’s
“desire to have a relationship with the
Trump administration,” or “any channel of
communications between the United Siates
and Russia.”””’ [N further stated that he
had had “ne communications or dealings
with [Dmitriev] or any of his colleagues
before or after that encounter last
January,"*%

b

{U} The Committee did not find
evidence that Kushner or [l did
anything inappropriate during or following
their meetings with Gorkov and Dmitriev,
To the extent that one or hoth meetings
reflected an unsuccessful attempt by
intermediaries of the Russian government

rer-sterer I =<~
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to set up a “back channel” to the incoming
Trump administration, that purpose was not
shared with or accepted by Kushner or
I 2 d potentially reflected an
absence of such channels during the
campaign.’® Kushner, who was connected
to Gorkov by Kislyak, asserted that “the fact
that we [we]re going through the normal
channels during the transition hopefully
serves to show that there were no existing
channels through the campaign.” Similarly,
I noted his meeting with Dmitriev
“didn’t happen until . . . more than 2
months after the election. So if there was all
this collusion [before the election], why
would there even need to be any other

followup meetings?”>"®

Clinton Campaign

(U) Using a series of intermediaries, the
Democratic National Committee (DNC) and
Hillary for America (Clinton campaign) paid
aresearch firm to conduct opposition
research on candidate Trump and his ties
with Russia. As part of this effort, research
from numerous purported Russian sources
was obtained and provided to the Clinton
campaign, thereby constituting indirect, but
substantial, links “between Russia and
individuals associated with political
campaigns” relevant to the 2016 U.S.
election. '

(U) Fusion GPS {Fusion) is the trade
name of a Washington, D.C.-based
company, Bean LLC, that conducts research
primarily on behalf of corporate clients.?’*

According to longtime Wall Street Journal

e e

o A v 0 f

reporter and Fusion co-founde ]
R Fusion “specialize[s] in finding
records and reading things and digesting
“272 Eusion’s
general practice is to “do engagements on a
30-day basis, and at the end of the 30 days
we write a report about what we found. . . .
And if you think what we told you was
interesting and you want more, we can sign
up again.”*”* Founded and led by former
journalists,””* Fusion maintains relationships
with numerous reporters, and provides
information to news outlets on behalf of
clients that include law firms, media
organizations, and lobbying
organizations.””

large volumes of information.

(U) As described below, Fusion was

hired in spring 2016 by | NG
|l S S R L e

I \ho represented the DNC and the

Clinton campaign. Fusion was paid to
conduct opposition research on candidate
Trump. Fusion subsequently hired
Christopher Steele as a sub-contractor to
obtain information from sources purported
to be current and former Russian
government officials. The information
Steele collected was reported back to the
Clinton campaign via Fusion and [JJiI*"°

{(U) Finding #36: Prior to conducting
opposition research targeting candidate
Trump’s business dealings, Fusion GPS
conducted research benefitting Russian
interests.

(U) Prior to conducting opposition
research targeting candidate Trump’s
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business dealings, Fusion conducted
research benefitting Russian interests.*”’
Specifically, in 2013, Fusion was retalned by
a law firm to assist with representation of a
Russian defendant in a civil forfeiture case
arising out of alleged money laundering
activities uncovered by the late Sergei
Magnitsky (whese hame was subsequently
given to the U.S. human rights law, the
Magnitsky Act). S -acknowledged
that the Kremlin’s interests in the case were
aligned with his client and against the U.5.
government.””

{U) Russian lawyer Natalia
Veselnitskaya hired the law firm for which
Simpson was working, and that firm
retainec the services of Russian-American
lobbyist Rinat Akhmetshin, both of whom
attended a meeting at Trump Tower on June
9, 2016, described in the first part of this
chapter.”® During the litigation,
Veselnitskaya received, via the taw firm,
memoranda summarizing |
research.”™ Certain topics—including the
Ziff Brothers (a venture capital firm
specializing in capital investment)—were
the subject of both (1) memoranda
Veselnitskaya received from [l and
{2) the presentation Veselnitskaya made to
Trump campaign officials,” |
acknowledged being with Veselnitskaya at a
court hearing in New York on the morning
of June 9, 2016, prior to her meeting at
Trump Tower.* He further recalled having
drinks and dinner with her and others,
including Akhmetshin, in Washington, D.C. a
day or two later,”! However, he denied

L

discussing the Trump Tower meeting with
her before or after it occurred, and claimed
not to have learned about it until 2017.%"

(U) Finding #37: The |

hired Fusion GPS on behalf of the Clinton
camgpaign and the Democratic National
Committee to research candidate Trump’s
Russia ties.

i} [ R P T

. i< longtime counsel to the DNC.
B 5o opresented the Clinton
campaign, from which it received $5.6
million in 2015 and 2016.**" Pursuant to
that representation, during the 2016
campaign, “[tThere was an expectation that
B . ould hire the consultants,
including research consultants, necessary to
enable us to provide services to the
campaign.”**

(U} In approximately March or April

2016,%* Fusion principals [ =<
I :-proachecili] “and indicated

that they might be a good fit for doing work
to support the legal efforts” ofjjJlj
clients.” [Jikestified that Fusion “had
been retained . . . by a wealthy Republican ,
.. ta do research on then candidate Trump .
.. and thought that if | was going to be '
loaking to hire a consultant to help me
advise the campaign on issues relating to
Trump, that they would be a good fit.”**
5 locking for a consultant to, among
ather things, sort through the multitude of
public records pertaining to Trump’s
business dealings.”™ Although he had not
previously worked with Fusion, he chose to
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hire the company based on its familiarity
with Trump’s dealings, including “his
business holdings, his financial holdings, and
the kinds of litigation he had been involved
in.”>* i} further testified that “[t}hey
were recommended. . . [and] thought
highly of in the community.”***

(U) The Committee determined the
“wealthy Republican” who funded Fusion’s

initial Trump Research was ||
T T T S oy [ )
I ' September 2015,
the Beacon retained Fusion to conduct
opposition research on Trump.” |
leadership have publicly stated they “had no
knowledge of or connection to the Steele
dossier, did not pay for the dossier, and
never had contact with, knowledge of, or
provided payment fotr any work performed
by Steele.”*** | I
I tcstified that—based on a careful
review of the relevant documents—he had
identified “zero overlap in the work
product” between the dossier and what

Fusion providedN**

(U) lllllsought and received “budget
approval to be able to spend money in
order for me to retain consultants,” from
Clinton campaign manager | NN
but did not specifically identify Fusion to
Bl > Fusion’s Simpson was “definitely
aware that ||l represented the
DNC and that they were the client in this
matter” based on a general understanding

that [N represents the DNC.*

Fusion’s expenses, including the hiring of
Christopher Steele as a sub-contractor,

TUF SECRET]

were passed on to _,300 and

ultimately to the Clinton campaign and
DNC.*®* In total, Fusion paid Steele (and
charged ) arrroximately
$160,000; Steele’s efforts were part of a
larger opposition research project for which

I -:id Fusion over 51 million.*”

(VY testified that Fusion began
its opposition research work by “review(ing]
what we had learned over the previous
months,” presumably including
"information about candidate Trump’s
business ties in Russia,” although - had
not been aware of Russia-specific research
at the time he engaged Fusion.>®® Fusion
“began to develop more specific lines of
inquiry,” and eventually hired Steele, whom
B had known since approximately
2009 |
signed off on the decision to hire Steele as a
sub-contractor in June 2016—around the
same time he learned that Fusion was
beginning to focus its opposition research
on Trump'’s ties to Russia—but was not

aware of Steele’s identity until July 2016.%%

(U) Finding #38: Christopher Steele claims
to have obtained his dossier information
second- and third-hand from purported
high-placed Russian sources, such as
government officials with links to the
Kremlin and intelligence services.

(U) Between June and November 2016,
Steele produced sixteen reports for Fusion,
which comprise what has become known as
the Steele dossier, “concerning Russian
efforts to influence the US Presidential

7 IO

89

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES



Torrere R ="

election and links between Russia and
Donald Trump.”*™ Steele did not travel to
Russla to complie these reports.”’ Instead,
Simpson stated that “{Steele] hire[d] people
who can travel and talk to people and find
out what's going on.”*"*

{(U) Of the separate claims the
Committee identified within the dossier,
almost ail are attributable to Russian or
Russia-based sources, such as: a “senfor
Russian government figure,” a “senior
Russian leadership figure,” an “official close
to {the] Russian Presidential
Administration,” a “Kremlin insider,” a
“former top Russian officer,” a “senior
Russian financial official,” a “senior Russlan
Foralgn Ministry figure,” a “Kremlin official
involved in U.S. relations,” and a “former
top level Russian intelligence officer still
active inside the Kramlin,”*™

{U) The Committee is concerned with
the degree to which the Kremlin may have
sought to influence information that was
uitimately provided to Steele—through the
potential provision of disinformation or
otherwise—consistent with its ongoing
efforts “to undermine public faith in the US
democratic process . .. .”**® |n addition, the
vast majority of witnesses the Committee
interviewed, includingjili} id not know
the identity of Steele’s sources. Steele
declined to testify before the Committee,
and the two witnesses who claimed to
know some of Steele’s sources—Simpson

and | > former u.S.

Department of State official—declined to
identify them.™*

LF ¥ 3
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(U) Finding #39: Christopher Steele’s
information from Russian sources was
provided directly to Fusion GPS and

I - ¢ indirectly to the Clinton

campaigh.

{U) Fusion began receiving written
reports from Steeie in lune 2016.% At the
same time, Fusion pravided updates—
approximately weekly and usually orally—to
_.m -recalled
receiving some of the information later
included in the dassier “maybe late lune,
early July.”"” [ exchanges with Fusion
were not one-way communications: he
specifically recalled directing follow-up
work en information gathered by Steele.
Ellas recalled personally being hrlefed by
Steele on his findings during a late
September or early October meeting at
I o ice 2nd
formed the impression that “the Fusion
folks thought it was important that Mr.
Steele hear from me directly that | was
aware of his work and was appreciative.
The Committee requested || NG
recerds related to this meeting, but the firm
was not able to locate any.*™

(U) Jlll led regular briefings that
contained Steele’s information for senior
Clinton campaign staff, which included
Clinton campaign manager | «»d
campaign chalrman John Podesta.”" i
also began “relaying . . . information
received from Fusion GPS to the DNC. ..
around . . . convention time.”**
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(U) Chapter 5 - Intelligence Community Assessment Leaks

Key Question #4: What possible leaks of classified information took place relfuted to the In-
telligence Community’s assessment of these matters?

{U) Leaks of classified information are
criminal acts, and have the potential to
damage U.S. national securily interests, at
home and abroad. Even more concerning
is that the lives of IC employees or assets
may be placed in danger due to unauthor-
ized disclosures of classified information.
Finally, when |leaks of classified information
come from congressional sources, such
leaks jeopardize the effective oversight role
Congress plays over the IC. Therefore, as
part of the Committee’s investigation, the
Committee reviewed lealks related to the
classified ICA on the Russian active
meagsures campalgn targeting the 2016 U.S.
presidential election, focusing primarily on
leaks that occurred between the IC's estab-
lishment of the CIA Director’s fusion cell |

B - < the publication of the ICA

in January 2017,

{U) On January 6, 2017, the DNI re-
leased the unclassified ICA, The ICA states
that Russia conducted its active measures
campaign for the dual purposes of (1) sow-
ing discord in and undermining the U.S.
presidential election process, and (2) help-
ing elect Donald J. Trump by denigrating
Secretary Hillary Clinton.” Unfortunately,
the public release of the unclassified version
of the ICA was not the first time that the
public had seen the IC’s various assessments
related to the Russian active measures cam-
paign. Although outside the scope of this

~rer=seere <"

chapter, leaks related to the Russian active
measures were already happening in 2015
and 2016. For example, there were press
reports regarding the hack of the DNC, as
well as the potential hacks of pro-Trump
and Republican groups.” During this time,
the Committee carried out a healthy dia-
logue, which included briefings, with the IC
related to these matters as part of its over-
sight responsibilities.”

(U} In addition, this chapter covers
leaks of information about IC assessments
that were likely classified at the time this
information found its way into the press,
especially in light of the fact that the leaks
reportedly came from government sources.
This chapter does not make any determina-
tion as to the accuracy or analytic integrity
of the Information leaked to the press and

' subsequently produced in the ICA.

{U} Finding #40: Leaks of classified infor-
mation regarding Russian intentions to sow
discord in the U.S. presidential election be-
gan prior to the elaction day—November 8,
2016.

(U} The leaks related to Russian inten-
tions to sow discord in the U.S, presidential
election took place prior to the November 8,
2016 election, and notably, after the IC's
establishment of the fusion ce!l || NN
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Almost a week
later on Qctober 7, 2016, the U.S. govern-
ment formally accused Russia of hacking
palitical institutions, but did not attribute a
specific hack to the Russians.”’

P *BC AT

{U] At the time of thase leaks, the infor-
matien contained within them was still clas-
sified. These leaks of classified information
endangered U.S. national security by reveal-
ing key information about U.S. Inteiligence
capabilities to its adversaries, including as-
sassments on adversary intentions. The
Committee finds the Uming of thesa leaks
particularly concerning. These leaks hap-
pened during the early stages of the iIC’s on-
going assessment of Russian active
measures, thus permitting adversaries {o
not only potentially discover U.S. intzlli-
gence capahilities, but also provided adver-

In [t Y]
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saries, including the Russians, the oppor-
tunity tc thwart or manipulate the IC's on-
going assessmant.

{U} Finding #41: Leaks of classified infor-

mation alleging Russian intentions to help
elect candidate Trump increased dramati- (TS/NFiey
cally after the election day—November 8,

=
"1
i

I ructher, as of December

5, 2016, the =dministration had not
acknowledged any attempt by Moscow to
influence the electicn in favor of candidate
Trump.

(TS/NF) Tt However, four days later on Decem-
ber 8, Adam Entous, Eilen Nakashima, and
Greg Mlller of The Washington Post repart-
ed that the CIA concluded a2 new assess-
ment that Russia iniervened in the 2016
U.S. presidential election to help candidate
Trump win the presidency, rather than for
the sole purpose of undermining contidence

in the U.S. electoral system.” [ NN
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UNCLASSIFIED

SECRET CIA ASSESSMENT SAYS
RUSSIA WAS TRYING TO HELP
TRUMP WIN WHITE HOUSE
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(C/NF) (U} In addition, on December 13, 2018,

iohn Walcott of Reusers reported that 2 U.S.
official familiar with the IC's findings stated
that as the 2016 U.5. presidential campaign
progressed, Russian government officials
devoted increasing attention to assisting
candidate Trump’s efforts to win the elec-
on.
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{U) It is important to note that Evan Pe-
rez, Jim Sciuito, Jake Tapper, end Carl Bern-
stein of CHN reported on lanuary 12, 2016,
that President-elect Trump was briefed on
classified information indicating that the
Russians have compromising personal or
financial information that the Russians
could use 2gainst President-elect Trump.™
The Committee’s investigation revealed that
President-elect Trurmp was indeed briefed
on the contents of the Steele dossier and
when questioned by the Committes, former
Director of National Intelligence James Clap-
per admitted that he confirmed the exist-
ence of the dossier to the media.®®

(TS/NE) {6 In reviewing the various leaks both

hefore and afier November &, 2016, a trend
becomes evident—prior to the election,
leaks of potentially classified information
focused on Russia’s attempts to sow discord
with the U.S. presidential election. |

(U} Finding £42: The leaks prior to the clas-
sHied Intellizence Community Assess-
ment’s publication, particularly leaks oc-
curring after the U.S. presidentiai election,
correlate to specific languags found in the

Intelligence Community Assessment.

{U) During this review, the Commitiee
found that leaks of potentially classified in-
formation permeated throughout the media
both before and after the November §,
2016, U.S. presidential election. [

w
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Artrclo Quntes in Article that error ICA

"Se cret C[A A55088M pnt says Rmsia was trving trJ "T‘ne CIA has concludpd in 3 secret assessmenl Lhal

help Trump win White House” i Russia intervened in the 2016 eleclion to help Don-
e Date: Docomber 8, 2016 | old Trump win the presidency, rather than just to
& Qullet: The Washingbon Post | undermine confidente in the U5, elecloral system,

i aceording to officials briefed on the matter.”

¢ s the as: sessmont ol the intelligence community
that Russia’s goal hare was to Sovor one candidate
aver the other, to help Trump get elected,’ said o
senior U.S. officlal briefed on an Intelligence presen-
tation made to LL5. senators, ‘That’s the consensus
view,"”

"Russian Haclers Acted to Ald Trump in Election, , “We now have high confidence that they hac}ced the
1.5, Says” :
o Date: December D, 2016

e Qutlet: The New York Times

dacumants’ from the Republican erganization, one
senior administration official said, referring to the
Russians.”

1_1r ‘AP, 28, Is belleved to have creat-

!ed two outlets on the internet, Gucegiler 2.0 and

l DCLeaks, to make Democratic documents public.

| Many of the documents were atso provided to Wik-
iLeaks, which releaserl them over many weeks be-

i fore the Mov, 8 election.”

i O.N.C. and the R.N.C., and conspicuously released no |

Fmal ICA Findings

Page 1: “We further assess Putin and the Russlan Govern-
ment developed a clear preference for President-Elect
Trump.”

fPage 1: “Nonetheless, Putin publi¢ly indlcated a proference
for President-elect Trump's stated policy to work with Rus-
sia, and pro-Kremlin figures spolee highly about what they
saw a5 his Russia-friendly pesitions on Syria and Ukraine,
Putin publicly cantrasted the President-elect’s approach to
Russia with Secretory Llinton’s nggressive rhetorie”

Pag,e 3! "Russia collected on some Repubilican-affillated
' targets but did mot conduct o comparable disclosure cam-

| paign.”

Fage 2 “We assess weth high wnﬁdence that th,F
Wﬂauaks. com, and WilkiLeaks 10

talned In cyber operations publlc-
'iy and in exclusives to media outlets.
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Flnal ICA Findings

Amcle
“U.8. Orliclals' Putm Pr,rsonally lnvolved ln u.s. I.Ieclum
Hack”

a  [ate Docember 15, 20016

e Dutlet: NBC News

"Two senior ufFIch&. WJth dllect gccess to the
information say new Intelffgence shows thot
Putin personally directed how hacked material
rom Democrats was leaked ant otherwvise used.
1 The intelligence came from diplomatic sources
' ' and spies working for U.S. allies, the officials
s dld )
%

"Punn objenllvu were multifaceted, a high-

| level intelligenca source told NBC News. What

| began os o ‘vendetto’ agoinst Hillary Clinton

{ morphed into an effert to show corruption in

: American polftics and to ‘split off key American
i allies by ereating the image that [other coun.

i tries] couldn’t depend on the U.S, to be a credi-
" ble global leader anymore,” the officinl said.”

Page 1. "We assess -.wl:h hig,h cnnﬁdenm that Rus'slml P:es—
Ident Viadimir Putin ordered an influence campaign in
2016 aimed at the US presidentiol election...”

Poge 1 Puun most I!knly W.‘]I‘ILL‘d Lo discredit Socrotary
Clinton because he has publicly blamed her since 2011 for
inCiing Mass protests agalnst his regime in late 2011 and
early 2012, and because he holds o grudge for camments
he almost certainly sow os disparaging him.”"

| Page 1: “In trying to influence the US election, we assess

I the Kremlin soupht to advance its longstanding desire to

. undermine the US-led liberda! dempcrotic order, the pro-
metion of which Putin and other senigr Russian |eatlers
view as a threat to Russia and Putin’s regime.”

“Intal analysis shows Putin opproved election hacking
o Date: Decernber 15, 2016
o  (Qutlet: CNN

a

“Repert: Putin, Russta Tried to Halp Trump By

‘Diserediting’ Clinton”
w  DaledJanuory 6, 2017
e Outlat MBC News

“The intelligence community has assessed that
In order for this operation to have been execut-
20, 1t could not have baen done without the
| highest levels of the government, Including the
Pres.fdent hamserf e

"‘rhe ut classmed report croes not ldennfv who
transmitted the information or how. A senior
offictal with dircet knowledge, howover, told
NBC Maws Thursday that the .5, has identified
the Russign actors who turned over stolen Rem-
ocratic material to WikiLeoks."

Page 2: "We assess thal influence campaipns are appmued
at the highest levels of the Russian Government—
particularly those that woutd be politically sensitive,”

Page 3: "We assess wllh hlgh mnf‘dence tha-e—
fayed moterial it acquired from the DNC and senior Demo-
cratic officlals to Wikileaks.”
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(U} Finding #44: Former Diractor of Nation-
al Intelligence James Clapper, now a CNN
national security analyst, provided incon-
sistent testimony 1o the Committes about
his contacts with the media, including CNN.

{U) When initially asked about leaks
related to the ICA in July 2017, formear DHI
Clapper flatly denied “discuss]ing] the dossi-
er [compiled by Stesle] or any other intelli-
gence related to Russia hacking of the 2016
election with journzlists.” Clapper subse-
quently acknowledged discussing the
“dossier with CNN journalist Jake Tapper.”
and admitted that he might have spoken
with other journalists about the same top-
ic.*® Clapper's discussion with Tapper took
place in early January 2017, around the time
IC leaders briefed President Obama and
President-elect Trump, on “the Christopher
Steele information,” a two-page summary
of which was “enclesed in” the highly-

classified version of the ICA.”¥

(U} On January 10, 2017, CNN published
an article by Tapper and others, which

ia B N
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claimed that “classified documents present- iy anaivst.i"
ed last week to President Qbama and Presi-
dent-elect Trump included allegations . . .
about Mr. Trump” that were (1) “presentad
in a two-page synopsis. .. ap’pended toz
report on Russian interference in the 2016
election” and (2} derived from “memos
compited by a former British intelligence
gperative.”* ¥ Those claims were sourced to
“multiple U.5. officials with direct
knowledge of the briefings.”*® The next day,
Clapper issued a statement describing a call
with President-elect Trump in which Clapper
“expressed my profound-dismay at the leaks
that have been appearing the in press” and
“emphasized ... that | do not believe the
leaks came from within the 1C."*°

(U) The Committee assesses that leaks
to CNIN about the dossier were especially
significant, since CNIN's report “that a two-
page synopsis of the report was given to
President Obama and Trump” was the prox-
imate cause of BuzzFeed News' decision ta
publish tha dossier for the first time just a
few hours later.™ Until that peint, the dos-
sier had been “tirculating among elected
efficial, intelligence agents, and journali.‘f.ts,‘r
but remained unpublished.® As the accom-
panying article sxplained, “[njow BuzzFeed
News is publishing the full document so that
Americans can make up their own minds
about gliegations about the president-elect
that have circulated at the highest levels of
government.”>

{U} In approximately carly August 2017,
shortly after his testimony to the Commit-
tee, Clapper joined CNM 2s a national securi-

[ =y ey N £
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Evan Perez, Jim Sciutto, Jake Tapper, and Carl Bernstein, “Intel chiefs presented Trump with claims of Russian efforts to
compromise him,” CNN News, Jan. 12, 2016.

HPSCI, Executive Session Interview of James Clapper, July 17, 2017.

HPSCI, Executive Session Interview of James Clapper, July 17, 2017.

HPSC), Executive Session Interview of James Clapper, July 17, 2017. Regarding his communication with Tapper about the
dossier, Clapper stated: “| don't know exactly the sequence there, but it was pretty close to when we briefed it and when
it was out all over the place. The media had it by the way. We were kind of behind the power curve, because the media,
many media outlets that | understood had that, had the dossler for some time, as did pecple on the Hill.”

HPSCI, Executive Sesslon Interview of James Clapper, July 17, 2017. Former CIA Director Brennan testified publicly that
the dossier was “not in any way used as a basis for the Intefligence Community Assessment.” HPSCI, Russlan Active
Measures During the 2016 Election Campaign, May 23, 2017, However, NSA Director Rogers clarified that, in late Decem-
ber 2016, a two-page summary of the Steele dossler was “added” as an “Appendix to the ICA draft,” and that his consid-
eration of the Appendix was “part of the overall ICA review/approval Process.” Letter from Michael S, Rogers to the Hon-
orable Devin Nunes, Mar. 5, 2018. See also Evan Perez, “Biden confirms Obama, VP were briefed on unsubstantiated
claims against Trump,” CNN, Jan. 12, 2018.

Evan Perez, lim Sciutto, Jake Tapper, and Carl Bernstein, “Intel chiefs presented Trump with claims of Russian efforts to
compromise him,” CNN, Jan. 12, 2017; Twitter, @cnnbrk, Jan, 10, 2017, 2:13 PM (reflecting the story’s initial publication
time).

Evan Perez, Jim Sciutto, Jake Tapper, and Carl Bernstein, “Intel chiefs presented Trump with claims of Russian efforts to
compromise him,” CNN, Jan. 12, 2017.

ODNI, “DNI Clapper Statement on Conversation with President-elect Trump,” Jan. 11, 2017.

Ken Bensinger, Miriam Elder, Mark Schoofs, “These Reports Allege Trump Has Deep Ties To Russia,” BuzzFeed News, Jan.
10, 2017.

Miriam Elder, Mark Schoofs, “These Reports Allege Trump Has Deep Ties To Russia,” BuzzFeed News, Jan. 10, 2017
(“originally posted. . . at 6:20 p.m.).

Ken Bensinger, Miriam Elder, Mark Schoofs, “These Reports Allege Trump Has Deep Ties To Russia,” BuzzFeed News, Jan.
10, 2017.

Transcript, "President Trump Takes Working Vacation; Analysts Examine President’s Recent Poil Numbers,” CNN, Aug. 7,
2017 (“Joining us now to talk more about this is CNN's new rational security analyst, James Clapper.”) .
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(U} Chapter 6 - Summary of Related Commitiee Oversight Efforts

{U) During the course of the Com-
mittee’s investigation into Russian active
measures targeting the 2016 U.S. presiden-
tial eleciion, the Committee identified sev-
eral issues within its jurisdiction that re-
quired additional attenticn and oversight
ouiside of the broader investigation.

Sufficiency of “Unmasking” Procedures

{U) In BMarch 2017, the Committee be-
came aware of senior Obama Administra-
tion officials’ requests for U.S. person identi-
ties related to President-elect Trump's tran-
sition team. These U.S. person identities
were previously redacted in IC reporting.
The Committee initiated its investigation of
the process for requesting identities, collo-
quially referred to as “unmasking,” to deter-
mine the sufficiency of existing policies and
procedures related to the release of U.S.
person identities. As a result, the Com-
mittee recognized gaps in the “unamasking”
processes, including the lack of IC-wide
standards related to the jusiification for re-
guesting U.5. person identity information.
Therefore, the Commitiee’s findings related
to these processes necessitated an immedi-
ate change in policy.

{U} The Committee believed that the IC
should use specific procedures related to
the “unmasking” of U.S. person idantities in
IC reporting, including additional review re-
quirements for “unmasking” presidential
transition team officials during a presiden-
tial transition.” The Commitice feit that a

— - 2

change in policy was necessary for the iCio
protect U.S. parsen privacy and the sanctity
of the peaceful transition of presidential ad-
ministrations, all while resulting in no oper-
ational impact. As part of negotiations of
the FISA Amandments Act of 2017, DI
Coats and the White House agreed to devel-
ap 3 new IC-wide policy for handling
“unmasking” requests. Therefore, on janu-
ary 11, 2018, DNI Coats signed Intailigence
Community Policy Guidance 107.1 {see Ap-
pendix B}, which includes regquirements for:

« IC element heads or designee approval
for requests for U.5. person identity in-
formaticn;

+ Documentation for names or titles of
individuals whe will receive the U.S. per-
son identify information;

¢ A fact-based justification for each U.S.
person identity request; and

o [C element General Counsel concurrence
for U.S. person identity reguests that
relate to Presidential transition team
members prior te those identities being
approved for ralease.

{U) Using a series of intermediarias, the
DNC and Hillary for America {Clinton cam-
paign) paid a research firm to conduct op-
position research on candidate Trump and
his ties with Russia. Fusion GPS (Fusien) is
the trade name of 2 Washington, D.C-based
company that conducts research primarily

Jo - T
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on behalf of corporate clients.” Mare Elias,
chair of Perkins Coie’s election law practice
who represented the DNC and the Clinton
campaign, hired Fusion in spring 2016 and
paid Fusion $1 million to conduct opposition
research on candidate Trump. Fusion sub-
sequently hired former British Secret Intelli-
gence Service officer Christopher Steele for
$160,000 to obtain information on candi-
date Trump via a2 Russia-based primary sub-
source and numerous sub-sub-sources net-
work who were purported to be current and
former Russian government officials. The
information Steele collected was reported
back through a serfes of memos to Fusion
and Perkins Coie. Steele produced sixteen
memos, which comprise what has become
known as the Steele dossier.”

{U) By the end of September 2016—in
addition to Fusion and Perkins Coie—Steele
provided the information in the Steele dos-
sier to the DOJ, Department of State, nu-
merous press outlets, and the FB1. [ R

KR 4178, § 207, 115" Cong.

T

spond with documents provided to other parties.

(U) After uncovering this information,

. the Committee voted to publicly release fwe

memos, one written by the Majority on Jan-
uary 18, 2018 {see Appendix E) and another
written by the Minority on Iznuary 29, 2018
{see Appendix F). In addition to the Com-
mitiee's oversight of this métter, the Senate
ludiciary Committee identified the same
issues in a criminal referral sent by Chair-
man Grassley and Senator Graham to the
DOJ on January 4, 2018, describing Christo-
pher Steele’s exploits in detail (see Appan-
dix G).

(V) Ongoing fines of effort include (1)
continued oversight of DOJ and FBI {see Ap-
pendix H for relevant correspondence}; (2}
inquiries into the State Department’s han-
dling of information from Steele, including
the dossier:* and (3} post-election anti-
Trump research by Steele and/for Fusion
GPS.”

HPSCI, "Executive Session lnterview of Glann Simpson,” floy, 14, 2017,
The dossier; howeever, has no fixed compasition. The version published by BuzzFeed does not necessarily entirely corre-

m
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ormer Stz Department official [ has steted publicly that, over a pericd of approximateily two years, he
provided cver “100 of Steela’s reperts with the Russia sxperts at the State Degartment,” including Assistant Sscretary of
Stzte Victoria Nufand. In September 2016, Winer was parsonally briefed by Steele en the dossiar, and shared 2 awe-page
summary with Nuland, who ensured that Secretary of State fohn Kerry was made aveare of Steele’s information. Addi-
Sonally, Jiecsived from Cinton 2ssodiate I o2 ticn coliected by an individual nzmed
Shearer which “alleged the Russizns had compromising information an Trumg of a sexua! and financial natwre.” Winer
snared with | i~formation with Steele, who provided it to the F51. | “C=-r Munes
s Imvastizating me. Here's the tuth.,” Washingten Posz, Fab. 8, 2018; Susan 5. Glassar, “Victoria Nuland: The Full Tran-
script.” POLITICO, Feb, 5, 2018; Appendix G, Tne Commites believes that additionsl Siete Department officicls were
aware of Steele’s efforts In 2016

_-.'ho currentiy lzads “a research and invesngatary acvisery” called the Pann Quarter Group {POE), Is 2
former employee of The Daschie Group, U.S. Senate Select Commitee on Intalifgence (S5O, and FBI; while a2 S84, he
seryved as the “chief authar” of “The Committee Study of the Centra! Intelligance Agengy’s Detention and Intsrrogation
Program.” The Penn Quarter Group, “Our Leadership,” thees com/fteam/flezdershis; Linkedin, |G bt/
wwwe hinkedin.camfin/danieliionss. In iate March 2017, lones met with FBl regarding POG, which he destribed a3
“sxposing foreign influence in Westemn eiecﬁuns.-mld F8l that PQG was being funded by 7 to 10 wealthy donors
Incated primarily in New York and California, who previded appresimately 550 million, JJfuriher stated thar PQG had
s=cured the services of Steeig, hic asseciate- =nd Fusion GPS to continue exposing Russian interfersnce in
the 2015 U.S, Presidential eleciion. [ vlanned to share the information he obtained with policymekers oa Capital Hill
znd with fhe press, and also offered to provide PQG's entire holdings to the FBI FBL- FD-303, tAar. 28, 2017,
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{U} Chapter 7 - Conclusions and Recommendations

Russfan Influence Campaigns in Europe

{U) For at least the last decade, Russia
has aggressively engaged in an informatian
war against the West. The Kremlin takes
advantage of the openness, freedom of ex-
pression, and respect for iegal norms en-
joyved in Western democracies by con-
duciing targeted, multi-faceted influence
cperations against its adversaries. Eachin-
fluence campaign is unigue to the populace,
media environment, and internal dynamic
of the country being targeted.

{U) The factors that make Russian oper-
ations effective also make them difficuli to
counter. Nonetheless, countries through-
out the West are taking a variety of actions
to impede, counter, and where passible,
eliminate Russian influence operations.

{U) The vast majority of Russian tactics
share a common denominator: proliferation
through mass medis. Therefore, this chap-
ter’s recommendzations primarily focus on
ways to degrade the impact of nefarious
media activities and make them more diffi-
cUlt te conduct.

{U} Recommendation #1: European govern-
menis, non-governmental organizations,
businesses, think tanks, and academia
should strengthen legal and regulatory en-
vironments, promote media pluratism,
build professional media associations, and
improve the financial sustainability of le-
gitimate news outlets.

P LF ¥

{U) Russia exploits free meadiz spaces
and open democracies through a network of
Russian state-cwned news cutlets and me-
dia platforms. Those platforms amplify pro-
Russian views in Russian-funded and local
media, proveke doubt and disagreement,
and propagate false news stories. in many
Eastern European and Baltic countries, local,
independent mediz outlets often operate
with extremely limited resources, limiting
their ability to acquire and produce high-
quaiity content. In contrast, the high pro-
duction value of Russia-owned content pre-
sents an atiractive aiternative. Russianin-
telligence services or their agents of influ-
ence also purchase, invest in, or partner
with existing TV and radic channels, pravid-
ing editorialized cortent for redistribution.
Furthermore, Russian propaganda is occa-
sionally re-broadcast by legitimate news
outlets.

{U) Strengthening legal and regulatory
environments, promoting media pluralism,
huilding professional media associations,
and improving the financial sustainability of
legitimate news outlets will help to: in-
crease access ie legitimate news reporting,
improve production quality and financial
sustainability of-local mediz, and profes-
sionalize journzlists.

{U} Countries that contain sizable Rus-
stan-speaking populzations are more v&lnera-
ble to the effecis of media-enabled Russian
information operaticns. As described

[XEI [E3

PROPERTY GF THE U.S. HOUSE OF REFRESETTATIVES



above, for many of these populations, Rus-
sian media saturates |ocal markets, provid-
ing few alternatives for news and entertain-
ment and non-Russian editorial viewpoints

{U} For countries with large Russian-
speaking populatiens, strengthening |egiti-
mate Russian-language broadcasters and
independent media outlets that disseminate
fact-based content would provide hoth bal-
@nce to the media space and more viewing
options for residents of those countries.

(U} Recommendation #2: European govern-
ments, non-governmenta! organizations,
businesses, think tanks, and academia
should implement and encourage mult-
pronged, country-wide efforts by hboth pub-
lic and private enfities to combat Russian
propaganda, technical, and cyber opera-
tions.

{U) Russia utilizes a whole-of-
government approach in its information op-
erations, mobilizing a variety of tools to
achieve its goals. From hacking of govern-
ment netwerks, think tanks, and universities
to spreading propaganda via social media,
Russia’s tentacles are many and far reach-
ing.

{U) It is therefore imperative that West-
ern nations implement country-wide efforts
to educate its populations and inoculate
their governments, mediz cutlets. and other
organizations from Russian influence cam-
paigns. To do this, Western nations should
encourage increased partnership between
public and private entities in order fo com-

—rn T onll

bat Russian information, technical, and
cyber operations.

{U} Recommendation #3: European govern-
ments, non-governmental organizations,
businesses, think tanks, and academia
should implement more stringent cyber
sectirity practices, such as multifactor au-
thentication and encryption of sensitive
data, as well as educating workforces on
basic cyber security topics and best practic-
es.

{U) In the last decade, Russian cyber
operations have targsted governments, mil-
itaries, industrial control systems, business-
es, think tanks, and universities worldwide.
While Russian intelligence services can em-
ploy extremely sophisticated means for
gaining access to sensitive data, often sim-
ple tactics such as spear phishing can prove
just as effective.

{U) Given that oyber operations are ral-
atively low risk/high reward, difffcufi to
attribute, and even harder to consistently
combat, it is likely that Russia will continue
to utilize this tactic in its influence cam-
paigns. Network defenses have to be right
100% of the time; a gyber intruder.only has
0 be right once. Therefore, it is imperative
that governments, HGOs, businesses, think
tanks, and academia invest more resources
in cyber security defenses, implement more
stringent cyber security practices, and con-
duct regular warkfarce education and train-
ing an these topics.

{U) Recommendation #4: European govern-

3 " 3
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menis should look to long-term solutions
to lessen economic dependence on Russia.

{U} Russia utilizes econamic ties to its
advantage. Economic vulnerability — such as
reliance on Russia for trade or energy — can
be leveraged tc change behavior, send a
message of displeasure, or inflict punish-
ment. This is especially true for smaller
countries within Russia’s periphery, such as
Moldova, where Russia is among their lars-
est trading pariners. Yet even large, eco-
nomically secure countries like Germany
depend on Russia for a large percentage of
its energy needs.

{U} The United States shouid look for
opportunities to lessen European countries’
econhomic dependence on Russia. Exploring
alternative sources of energy and diversify-
ing trade relaticnships would diminish one
of Russia’s tools for imposing influence on
its neighbors.

Russia Attacks the United States & America
Reacts

(U) The Committee’s findings concern-
ing the Russian government's malign influ-
ence campaign during the 2016 U.S. presi-
dential election are largely consistent with
the facts outlined in the ICA. The Russian
eifort was multifaceted, persistent, and
eifective in sowing division. The effort in-
cluded cyber operations {hacking}, the use
of social media, the creation of automated
accounts and fake cyber personas, the use
of third party intermediaries, and state-run
mediz.

[ o e Vi b 1 f
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(U) Evidence reviewed by the Com-
mitiee aiso shows that the Russian govern-
ment and its proxies used social media to
advancs Russia’s malign interests. While
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these efforts were limited —some even
came agiter Election Day —they were effec-
tive at sowing divisions within American so-
ciety and promoting false information.

{U} America’s reaction to the Russian
active measures campaign consisted of a
whole of government response, with vari-
ous activities conducted by the i€, law en-
forcement, and policy makers. Despite ar-
guably the best of intentions in addressing
the Russian cyber menace before and dur-
ing the 2016 election cycle, the Executive
Branch's response fell short of deterring the
Russians from conducting such activity in
the future.

{U) After analyzing the Execuiive
Branch’s responses to the active measure
campaign, the Committee identifiad various
gaps in current law and pelicy that must be
addrassed in order 1o help protect U.S. elec-
tion systems and increase the efficacy of
victim notifications in the future. In addi-
tion, the Exacutive Branch must diligently
inform U.S. presidential campaigns in the
future of counterintelligence threats, to the
extent consistent with national security and
law enforcement equlities.

{U} Recommendation #5: Congress should
identify aptions available to the private
sector and federal government that would

address the soclal media vulnerabllities ax-

ploited by the Russian government.

{U} The exploitation of social media
platforms by the Russian government for

rmalign purposes demonstrated = significant

vulnerability. The response of social media
platforms to this threat should be examined
closely and evaluated against ongoing
threats. Furthermore, social media
platiorms sheuld consider implementing
methods to hielp counter malign foreign z¢-
Hvity.

{ti} Recommendation #6: Congress should
consider updating the Foreign Intelligence
Surveillance Act to cover malicious interna-
tional cyber actors.

{U] As part of the Commitieg’s initial
FISA Amendments Act reauthorization dis-
cussions in 2017, the Committee sought to
address the changing threat envirenment as
it relates to malicious cyber activity
threating the U.S. national security. Given
the difficulty in attributing a specific cyber
actor, the lines between independent hack-
er and government cyber operator are often
blurred. U.S. adversaries are consistently
attempting to obfuscate their identity and
location in arder to evade detection. Unfor-
tunately, current national security authori-
ties are inadequats to counter the growing
cyber threat.

i
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{(U) Unfortunately, the proposed addi-
tion to the FISA “foreign power” definition
did not make it into the final version of the
FISA Amendments Act of 2017 given con-
cerns that such a designation would dilute
the key distinction between twe different
legal purposes: intelligence collection and
law enforcement. This concern, whiie un-
derstandable, fails to take into account the
changing threat environment, as evidenced
by Russian cyber actors, such as the Internat
Research Agency, that attempted to meddle
in the 2016 U.S. presidential elections.

{U) The Committee renews its call for
Congress {o update the definition of
“foreign power” and “agent of foreign pow-
er” in FISA to account for entities engaged
in international malicious cyber activity that
threztens the national defense or security
of the United States. Adding this new entity
to the definition of “foreign power” would
permit the IC to target international cyber
groups without having to connect that
group to a forsign government or terrorist
organization, so long as the cyber entity is
threating U.S. national security or defense.
Such an addition provides the IC with much

= = 5 =

needed flexibility and will help keep the
United States ahead of its adversaiies.

{U} Recommendation #7: The Federal Bu-
reau of Investigation should improve
cyberattack victim notification.

{U) When = state-sponsored cyberattack
is directed against U.S. critical infrastructure
or systems related to national elections, itis
essential for the appropriate federal officials
to work quickly to both understand the na-
ture of the threat and aid the victim’s de-
fense.

{U} Although the FBI maintained an on-
going dialogue with the DNC related to the
Russian intrusions, the engagement re-
mained at the-working level. These interac-
tions continued for months, despite no signs
of effective mediation to the problem. In

B Direcior Comey testified that, had he
known at the time the seriousness of the
problem, he wouid have “waiked over

= kS
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there” himsalf.

{U]) On the other side of the notification
process, the Committee found that
cyberattack victim organizations did not al-
ways grasp the information conveyed by the
FBl, even when that information was rea-
sonably clear. As a result of both govern-
ment- and private-sector fzilures, Russian
inteiligence agencies were afforded critical
time on breached systems. During this
time, extensive amounts of datz were sto-
len for later use as part of Russia’s malign
influence campaign.

{U) While the DNC failed to handle the
intrusions with the level of seriousness it
deserved—given the severity and national
security implications of the particular intru-
sion seis—the FBi should have engaged
more vigarously at the senior management
level. The FBI cannot, and should not, force
a victim of a malicious cyber event to take
specific remadial measures. However, the
FBI should update its internzl processes to
make it clear that if a victim is neither will-
ing nor able to take remedial measures in
the event of a significant national security
cyber event, FBI leadership should contact
the victim and engage at the leadership lev-

el

{U) One way to implement these proce-
dures is to provide specific guidance to FBI
agents conducting victim notifications as to
the circumstances under which the agent
should elevate the situation. Additionally, if
the cyber intrusion is attributed to a foreign
government entity and the victim is a polit-
cal party or campaign, FBI senior manage-
ment should be responsible for victim en-
gagement immedizately.

{U) The Committee therafore recom-
mends that notifications associated with
state-sponsored cyberatiacks should be
conducted as soon as possible, and at the
highest levels of the victim organization. It
intelligence sources and methods are
threatened by dissemination of information,
the IC should work with the Depariment of
Homeland Security {DHS] to provide specific
recommendations on what actions can be
taken by sysiem owners to defend their net-
works from the state-actor. The DHS and IC
should designate personnel and resources
ta carry out this task and should establish a
triage system to prioritize tasking during
periads of high demand.

{U) Recommendation #8: Threats identified
by the Intelligence Community to state and
lacal eleciions infrastructure should be im-
mediately briefed to appropriate state and
lacal officials. When threats are identified,
the federal government should cenduct an
expadited declassification review to ensure
that the threat information can reach ail
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necessary state and local officials in a time-
ly manner.

{(U) The Committee found insufficient
information sharing between the federal
government and state election officials in
2016 regarding cybersecurity threats to fad-
eral elections. The Committee has attempt-
ed to address this deficiency in the FY 2018
intelligence Authorization Act {1AA).

{U]) Section 502 of the House-passed 1AA
would require the Director of National Intel-
ligence {DNI)}, in coordination with the Un-
dersecretary of Homeland Security for Intel-
ligence and Analysis and the FBi Director, to
post on the internet an advisory report on
foreign counterintelligence and cybersecuri-
ty threats to election campaigns for federal
offices.

{U] The provision also allows the FBI
and DHS to make available additional Infor-
mafion to appropriate representatives of
any campaign for federal office if those
agencies determine that such campaign is
subject to a heightened foreign counterin-
telligence or cybersecurity threat.

(U} The Committee has seen some re-
cent improvement in this area on a general
level. In February 2018, the Office of the
Director of National inteiligence, FBI, and
DHS held a classified briefing for election
officials of all 50 states.

{U) Recommendation #9: The Secretary of
Homeland Security should provide certain
designated state and local election officials
appropriate securiiy-clearances 1o enable

those officials to respond to election-
related threats..

{U) Even if all partles recognize the in-
terest in sharing information, the classifica-
tion—or even the knowledge of the exist-
ence—of a threat may impair timely sharing
with state and local election officials. Con-
sistent with the nead to protect sources and
methods, the Secretary of Homeland Securi-
ty should provide certain state and lacal
election officials with necessary security
clearances in order to share information.

{U) The Senate Select Commitize on
Intelligence-passed FY 2018 14A also
attempted to address this issue. Specifical-
Iy, Section 402 of the |AA would reguire the
DNI to support the Under Secretary of
Homeland Security for intelligence and
Analysis and any other DHS official in spon-
soring a security clearance up to thetop se-
cret level for each eligible chief election offi-
cial of a state. In addition, the DNI may is-
sug interim clearances to a chief election
official for the purposes of receiving appro-
priate classified information regarding cy-
bersecurity threats to election systems.

{U} Recommendation #10: Significant
threats to U.S. elections identified by the
Intelligence Community, including
eyberattacks directed at political organiza-
tions, should be immediately reported to
the cangressional intelligence commiitees.

(U} The House and Senate Intelligence
Commitiees should be informed whenever

the IC determines with medium confidence
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that a significant cyber intrusion or active
measures campaign by foreign actors is in-
tended to influence an upcoming election
for any federal office. Accordingly, the
Cornmittee recommends that the FBI Dirac-
tor, the DNI, and the Secretary of Homeland
Security jointly provide a briefing to the
Congressional inteiligence committees no
later than 14 days after a determination of a
significant cyber intrusion.

{U) Recommendation #11: Cangress should
encourage the adoption of National Insti-
tute of Standards and Technology cyber
security standards, such as those adopted
by the Elections Assistance Commissian, by
providing federal resources to state and
local governments to facilitate such adop-
tion. Funds should be tied to the adoption
and certification of elections systams to
appropriate standards.

{U) Election systems are owned and op-
eratad by state and local governments.
Their acquisition and instaltztion is costly
and recapitalization is infrequent.

{U) The federal government largely op-
erates within the limits of estabiishing vol-
untary standards through NIST, providing
technical assistance and sharing threat in-
formation.

{U} NIST is working with state and local
election officials to develop further en-
hancements to election agencies” system
security.

{U} The adoption of new standards may
involve system replacement, particularly for
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aging systems. To encourage adoption and
in recognition of the federal government’s
responsibility to protect the nation against
foreign threats, the Congress should consid-
er providing significantly more resgurces to
state and local governments. These invest-
ments could be tied to appropriate en-
hancements in election system security.

{U) Recommendation #12: Congress should
consider additional funding for the Nation-
al Institute of Standards and Technology to
enable better autreach to state and locat
governments.

{U) With addiiicnal resources, NIST
could host more frequent engagements
around the United States to promote the
adoption of new standards and to provide
more technical support to state and local
officials. Furthermore, separately identify-
ing the budget for this activity within the
NIST would further convey the importance
of this effort and allow Congress to more
closely track progress.

{U} Recommendation #13: Congress should
consider a one-time grant to state and local
election agencies to conduct a risk assess-

ment of those agencies’ computer systems,

{U) Because voiing is administered at
the state and local level, even for federal
candidate elections, there is a paichweork of
electronic voting systems: In addition,
those varied systems are not subject to con-
sistent maintenance and replacement re-

gimes.

{U} Congress should consider allocating
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funds to be transferrad to state and local
election agencies to conduct a risk assess-
ment of their systems. Doing this would,
the Committee believes, further demon-
strate the need for the implementation of
the NIST cyber security standards for elec-
tion agencies.

{U) Recommendation #14: Congress should
consider strengthening the Help America
Yote Act of 2002 to ensure that both state-
wide voter registration and tabulation sys-
tems are better protected from foreign
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{U) As noted above, DHS Secretary Jeh
Johnson designated U.S. election systems as
critical infrastructure on lanuary 6, 2017,
which was one day after the release of the
classified ICA and the same day as the re-
lease of the unclassified version. By labeling
election systems as critical infrastructure,
DHS can “prioritize cybersecurity assis-
tance” for those who reguest it, as well as
provide elaction systems the same interna-
tional legal protections afforded to other
critical infrastructure. Implementation of
such a designation takes time. As of Sep-
tember 1, 2017, the U.S. Election Assistance
Commission reporiad that the election criti-
cal infrastructure subsector plans were pro-
gressing, in hopes of finalization in tme for
the 2018 elections. The Committee ap-
plauds this designation bacause it helps ad-
dress the threats to the nation's voting in-
frastructure.

{U) However, as articulated in recent
news reports, even with election systems
designated as critical infrastructure, the DHS
“risk and vulnerabiiity” assessments take
time and resources, and there appears to be
a lengthy wait list. Therefore, in preparing
for the 2018 midterm elections, DHS should
continue to work with the states on priori-
tizing these assessments for election sys-
tams ~- and other stakehoiders must do
maore.

{U} Recommendation #15: The Department

= 3 3is

FROPERTY OF THE U.5. HOUSE GF REPRESENTATIVES

122



of Homeland Security should provide the
owner or operator of any electronic elec-
tion infrastructure affected by any signifi-
cant foreign cyber intrusion with a briefing
and include steps that may ba taken to
mitigate such intrusions.

{U) The Committee found that commer-
cial providers of electronic election infra-
structure were not informed of foreign
cyber intrusions to their systems. While the
IC and {ederal government may be aware of
malicious cyber activity targeting election
systems, the information is of littie value if
appropriate threat information cannot be
shared with the owners and operators of
affected systems. Accordingly, the Com-
mittee recommends that DHS providea
briefing and mitigation staps to the owner
or operater of election infrastructure sys-
tems targeting by & foreign cyber intrusion.

{U) In addition, DHS has offered state
and local governments a netwaork monitor-
ing tgol that alerts election system opera-
tors about known foreign threats using in-
formation obtained by the IC. Not all states
have adopted this tool.

{U} Recommendation #16: State and local
governments should be encouraged to es-
tablish redundancias that are not depend-
ent on current elections infrastructure,
such as a mechanism that retains individu-
al vote records, ensuring the intagrity of
the vote in the event of a compromise of
voting infrasiructure due %o a foreign
cyberattack. An example of such a redun-
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dancy is a contemparaneously created pa-
per racord reflecting the voter's selections.

{U} The vulnersbility of state and local
election infrastructure has been well docu-
mented. These systems, which are not fre-
quently updated or replaced, are not devel-
aped to defend against state-sponsored
cyber threats. The fact that voting ma-
chines themselves, as well as tabulation sys-
tems, are not directly connected to the in-
ternet does not offer adequate security.
Rather, it can create a false sense of securi-

ty.

{U) To help protect the integrity of the
process, state and local election authoritias
should consider building in additienal re-
dundancies to ensure an audit trail in the
event of a compromise of the electronic
voting systems. An sxample of this is a con-
temporaneously printed record of votes
that is securely stored at the polling place
and transporiad to the relevant election
office at the end of Election Day. The Com-
mittee is mindful of the reason most juris-
dictions replaced the paper ballot, but
building in a redundancy using a paper rec-
ord of a vote will help guard against the po-
tential for manipulation of voting rasukts in
the event of a breach of the electronic
voting machines.

{U) Recommendation #17: While it is im-
portant to implement lessons learned from
the Executive Branch's response, Cangress
should not harmper the Executive Branch’s

. ability to use discrefion in responding to a
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particular foreign threat.

(U} The Executive Branch’s resgonse to
the 2016 Russian active measures campaign
was neither timealy nor effective. As dis-
cussed above, the Executive Branch did not
publicly attribute Russian attempts to hack
into various pefitical institutions or compro-
mise emails of LLS. people until October 7,
2018—roughly one month before the 2015
U.S, presidential election. The Executive
Branch also waited to issue sanctions
against Russia, expel Russian diplomats, and
close Russian diplomatic facilities until De-
cember 28, 2016. Further, DHS did not des-
ignate U.S. election systems as critical infra-
structure uniil January 6, 2017, which was
two months afier the 2038 U.S. presidential
election. While the previous administration
made attempts in diplomatic channels to
dissuade Russia from its ongoing activities,
such attempts apparently fell on deaf ears.

{3} However, despite the fact that the
Executive Branch’s remedial actions were
arguably too littie too late, any efforts by
Congress to introduce certain legislative
“solutions” are misguided. The President is
the primary recipient of the intelligence
produced by the IC, as well as the individual
constitutionally empowered to command
the armed forces of the United States. As
such, if a foreign government conducts ac-
five measures targeting U.S. elections in the
future, the Executive Branch should have
the ability to craft a response based on the
intelligence known at the time of the inter-
ference and, if necessary, the readiness of
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U.s. military forces. These are variables that
the Congress cannot possibly anticipate in
drafting potential lezislation. Therefore,
despite potential calls from both Demecrats
and Republicans te iegislate the threshold
necessary to trigger attribution or reaction
by the President in the wake of forsign hos-
tilities, the Committee urges Congress not
to hamper the Executive 8ranch’s role in
responding to foreign threats.

{U) Recommendation #18: Congress should
consider repealing the Logan Act.

{U) Congress passed the Logan Act and
President Adams signed it into law on Janu-
ary 30, 1799, Broadly stated, the Logan Act
prehibits U.S. citizens to influence any for-
eign government vis-a-vis any disputes that
govérnment may have with the United
States. [t provides 2 punishment of a fine
and three years’ imprisonment.

{U) Over the course of the Act’s more-
than-200-year history, there has never been
a conviction for its violation, and there have
only been 2 handful of indictments that ney-
er reached trial.

{U] Despite its demonstrated disuse,
the law has gained occasienal congressional
interest. in 1978, Senator Ted Kennedy un-
successfully sought to remove the Logan
Act. In 1980, Congressman and former
House Intelligence Committee Chairman,
Anthony Beilenson, introduced legislation to
repeal the Logan Act, stating that the prima-
ry use of the Logan Act was to provide for
“periodic calls for prosecution motivated by
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opposition to the cause baing expressed in-
stead of actual concern about treason.” In
1984, Congress updated the Logan Act by
changing the $5,000 fine ic “shall be fined
under this title.”

{U) Due to the tack of prosecutions un-
der the Logan Act and despite the various
apparent violations since its passage, Con-
gress should evaluate the law’s utility and
consider repealing it.

{U) Recommendation #19: All U.5, presi-
dential campaigns should receive unclassi-
fied counterintelligence briefings at an ap-
propriate time prior to a nomination con-
veniion.

{U) During the 2016 U.S. presidential
election campaign, candidate Trump and
candidate Clinton did not receive a classified
intelligence briefing until after their respac-
tive nomination conventiens. Since 1952,
the sitting President typically offers the U.S.
presidential candidates classiiied briefings
as a matter of courtesy, bui only after the
nomination conventions. However, the
Committee’s investigaticn found that a
counterinielligence briefing before the
hemination convention, even at the unclas-
sified level, would be a significant benefit to
the candidates and enhance the integrity of
the campszign.

{U) US. presidential cempaigns are 8
significant target of interest to America’s
foreign adversaries. |t should be expected
that various foreign intelligence services will

conguct pifensive operaticns to penetrate

such campaigns in the hopes of influencing
U.S. policy znd discourse. Therefore, it is
critical that the IC educate presidential cam-
psigns on counierintelligence issuss as an
important protection measure for campaign
operations.

{U) For example, at an appropriate
time, the IC could host unclassified counter-
intelligence training sessions for each cam-
paign. Such training would assist the candi-
dates and campaign leadership in under-
standing the severity of this issue, and
should cover a range of topics, inciuding:

» (U) Theintelligence collection pro-
cess;

» (U} Reasons why foresign intelli-
gence services, generally, would
want to penetrate a U.S. presidential
campaign;

o [U) How to better secure campaign
communications and practice gocd
cyber operational security; and

« {U) Hypothetical examples of suspi-
cious hehavior that may warrant
questioning or the dismissal of cam-
paign staff.

(U} Recommeandation #20: When con-
sistent with national security, the intelli-
gence Community should immediately In-
form U.5, presidential candidates when it
discovers a legifimate counterintelligence
threat to the campaign, and promptly noti-
fy Congress.

{19} The Committee is not aware of any
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notification to candidate Trump that the
U.S. government conducied counterintalli-
gence investigations of people assaciated
directiy or indirectly with the campaign.
While the Committee understands and ap-
preciates the IC's reasons for not disclosing
such information to protect classified
sources and methods, the FB! should have
provided candidate Trump some sort of no-
tification, even if it is genearal and at the un-
classified [evel, that the IC is concerned that
a potential counterintelligence threat exists
to the campaign.

{U) The DNI should issue an ICD to pro-
vide guidance on how and when the IC
should notify a U.S. presidential campaign
of a legitimate counterintelligence threat.
Similar to victim netifications in the cyber
context, when the [C has an individual undar
an active counterintelligence investization
and the IC becomes aware of that individu-
al's afiiliation with a U.S. presidential cam-
paign, the IC should have a responsibility to
notify the candidate, when consistent with
national security. There may be instances
where such notifications are not consistent
with national security, such as if the candi-
date himseif or herself is under 2 counterin-
telligence investigation.

{U) Further, given the sensitivities asso-
ciated with counterintelligence investiga-
tions, it the IC decides that campaign notfi-
cation is required, the IC should promptly
notify Congress of the campaign notifica-
tion, including the classified datails under-
pinning the counterintelligence threat, De-

pending on the sensitivity, such notifications
can be made {o the leadership of the House
and Senate, as well as the chair and ranking
Members of the House and Senate intelli-
gence commitieas — known as the Gang of
8.

{U) Recommendation #21: Both houses of
Congress should consider requiring alf staff
to receive an annual counterintelligence
awareness briefing.

{U) As with presidential campaigns,
congressianal staff members are targets for
foreign intelligence collection. The IC
should coordinate, and Congress should
consider requiring, an annual coungerintelli-
gence briefing for staff.

{U) The briefing shouid be unclassified,
cover both physical and cyber threat aware-
ness, and should emphasize that all staff are
targets for foreign intelligence services. The
Commiitiee’s investigation of the 2016 elec-
tion demonstrated that many campaign
staff members were unaware of their status
as a potential target for foreign intelligence
services. Congressional staff may also be
unaware of the counterintelligence risks as-
sociated with their positions. Increasing the
awareness of staff—even in an unclassified
setting—that they are potential targets
would enzhle them to take precautionary
measures and be better prepared to coun-
ter the threat.

Campaign Links to Russia

{U) Recommendation #22: Political cam-
paigns and law enforcement should ensure
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that their counterintelligence defenses ap-
propriately account for the role of cut-outs
and intermediaries. '

{U) Russian attempts to influence the
American political process, including via in-
termediaries and cut-outs, did not end on
Election Day. The universe of pre- and post-
election contacts between Russian interme-
diaries and Trump associates described in
Chapter 4 suggest z sophisiicated effort to
target unwitting Americans by leveraging
existing relationships, interests, and appor-
tunities.” Therefore, both U.S. government
entities and campaigns in particular must
strengthen their defenses against such sub-
versive tactics, beginning with expanding
counterintelligence education and training.

{U) The IC should worl to provide as
much information to campaigns and law
enforcement agencies about foreign intelli-
gence agencies’ efforts te target them. The
Committes is mindful that sensitive coun-
terintelligence issues often involve some of
the most highty classified secrets the U.S.
government has, but the {C should work 1o
provide some basic training at the unclassi-
fied level about foreign adversaries’ use of
intermediaries.

{U} Recommendation #23: Congress
should consider amending current cam-
paign finance laws to further increase
transparency regarding services provided
by foreign persons or entities.

{U} The Committee is concerned that
current campaign finance reporiing is in-

sufficiently transparent. For example, the
BMC and Hillary for America used Perkins
Caoie, which they billed as “legal services” or
“legal and compliance consulting,” to fi-
nance oppesition research by Fusion GPS,
which in turn utilized Christopher Steele, a
fareign person, to compile the dossier that
he created for use against candidate
Trump.”

{U) Under current federal election law,
faoreigners are prohibited from making con-
tributions or donations in connection with
any campaign in the United States.” Howey
er, it is not illegal te contract with a foreign
person or foreign entity for services, includ-
ing conducting cpposition reseérch onalus.
campaign, so long as the service was paid
for at the market rate.

{U) In light of the use of foreizn peopie
and foreign companies for services by the
2016 U.S. presidential election campaigns,
the Commitiee encourages Congress, in
consultation with the Federal Election Com-
mission (FEC), to consider whether Congress
should amend campaign finance laws o re-
quire greater transparency when U.5. cam-
paigns obtain services from foreign persons
or entities. Congress should consider

whether U.S. campaigns that contract with a

foreign person or entity for services should
immediately disclose to the FEC a contract
with a foreign person or foreign entity, as
well as a lengthy summary of the types of
services provided by the foreign person or
entity.
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Intelligence Community Assessment Leaks

{U) Based on the extraordinary number
of leaks of classified information over the
pasi year, it is apparent that sovernment
officials are not afraid of the criminal penal-
ties for such unauthorized and illegal con- -
duct. l

{U} This leaves the Committee with an
impression that criminal statutes related to
leaks of classified information are not strong
enough to deter potential criminal acts of
leaking classified information.

{U) Recommendatian #24: Each compo-
nent of the Intelligence Community should
update its guidance regarding media con-
tacts to ensure the guidance applies to eve-
ry employee, including senior officiais.

{U} The Committee found significant
leaks of classified information around the
time of the ICA. The Committee believes
many of those leaks were likely from senior
ofiicials within the IC. This recommendation
is similar to a provision of the FY 2013 Intel-
ligence Authorization Act that expired in
early 2014. That provision required a notifi-
cation to the congressional inteiligence
committess in the event of an authorized
disclosure of classified information to the
media or anybody else who had the intent
to make the information pui:}lii:.6 The pur-
pose of the law was 1o ensure that congres-
sional intelligence commitiees were in-
formed on a timely basis when there was a
disclosure of classified information to the
media, and the statute specifically carved
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out disclosures made under the Fresdom of |

Information Act, in [itigation or administra-
tive proceedings, under executive orders, or
to any federal employee with an active se-
curity clearance and a need to know.

{U) Recommendation #25: Congress
should consider legislation to increase the
penalties for unauthorized disciosures of
classified information.

(U) To date, based on publicly available

information, there have not been any prose-.

cutions of leaks pertaining to the Russian
active measures campaign. As evidenced by
the lack of leak prosecutions, difficulties
often arise in finding a culprit behind leaks
of classified information. Howaver, when
the Executive Branch is successful in identi-
fying an alleged leaker, thera should be no '
bar to prosecuting that individual. While
prosecutors may uiilize multiple criminal
statutes to prosecute individuals who leak
or mishandle national defense information,
the construct of the Espionage Act does not
{end itself in favor of prosecutionand asa
sufficient deterrent from individuals break-
ing the law for their own pelitical purposes.
Therefore, Congress should consider iegisla-
tion to clearly articulate stronger penalties
for those individuals who make unauthor-
ized disclosures of classified information to
the media.

{U) For example, enactment of Con-
gressman Chris Stewart’s bili — H.R. 3443,
the Classified information Protection Act —
would strengthen the Espionage Act. Unlike
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current unauthorized disclosure statutes
which, by virtue of their complexity, create
difficulties in building cases, H.R. 2448 clear-
Iy prohibits any current or former individual
who had lawful access to classified infor-
mation from knowingly providing such infor-
mation to a person wha is not authorized to
access the infermation. If someone is found
guilty under this proposal, tha leaker will be
fined, imprisoned for up to three years, or
both. This legislation originally passed both
chambers of Congress in 2000, but Presi-
dent Clinton veioed the bill. Given the pro-
liferation of leaks, it is essential for Congress
to examine amending the Espionage Act to
strengthen our laws needed to protect clas-
sified information. ‘

{U} Furthermare, given the significant
number of leaks and instances of mishan-
dling classified information coming from
within the IC in the past several years, Con-
gress should consider ways to strengthen
the protection of classified information.
“This legislation could include requiring the
head of a federal agency to suspend the se-
curity clearance of 2n individual who inten-
tionaily or recklessly fails to comply with
security procedures for handling classified
information. The legislation could also pro-
vide for the ability of an agency's inspector
General to make recommendations to the
President reilated to potential viclations of
security procedures by senior agency offi-
clals. Finally, the legisiation should consider
mandating annual training for all individuals
with sccess to classified information on se-
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curity procedures for handling classified in-
formation.

(U} Recommendation #26: The Executive
Braneh should consider instituting manda-
iory poiygraphs for all non-confirmed po-
litical appointees that have top secrat
clearances.

{U) Despite employees in the Executive
Branch having extraordinary access to a sig-
nificant amount of highly classified infor-
mation, there are very few processes in
place to ensure that these individuals han-
dle such informafion appropriately.

{U} The DNl is respansible for policies
and procedures governing “eligibility for ac-
cess 1o classified information or eligibility to
fold a sensitive position made by any agen-
ey.” However, pursuant to ICD 704, the DNI
delegated the authority to grant zccess to
an IC element’s Sensitive Comparimented
Information (SCI) 2nd other controlled ac-
cess program infarmation to the heads of
such element. As it relates to the admin-
istration of polyaraphs during personnel se-
curity vetting, the DNl issuad Inteliigence
Community Policy Guidance {ICPG} 704.6.

{U} ICPG 704.6 provides basic instruc-
tion as to the types of golygraphs and cir-
cumstances by which pelygraphs should be
administered. While IC elements should
have diseretion in terms of the timing and
circumstances by which to conduct SiPs,
every employee not subject to Senate-
confirmation that is granted access o TOP
SECRET classified information shouid be
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subject to at least a counterintelligence
scope polygraph (CSP). Asa result, the DNI
should revise ICD 704 and ICPG 704.6 to
specifically reflect this requirement,

50 U.5.C. § 1804.

50 U.S.C. § 1801.

HPSCI, “Russian Active Measures During the 2016 Election Campaign,” May 23, 2017, pp. 31-32.

Campaign Legal Center and Catherine Hinckley Kelley v. Democratic National Committee and Hillary for America,
“Complaint,” Federal Election Commission, www.campaignlegalcenter.org/document/fec-complaint-hillary-america-dnc-
failure-disclose, Oct. 25, 2017. )

5. 52U.5.C.§30121; 11 CFR 110.20.

6. Pub. L No,112-277, §504 (2013).
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(U} Appendix A - Scope and Methodology

{U} Cn ianuary 25, 2017, Chairman
Nunas and Ranking Member Schiff released
a joint statement detailing the Commitiee’s
inquiry into the Russian active measures
campaign targeting the 2016 U.S. presiden-
tial election.” The final parameters of the
Russia investigation were agreed to by
Chairman Nunes and Ranking Member
Schiff on March 1, 2017.% The review's key
questions were: (1) what Russian cyber ac-
tivity and other active measures were di-
rected against the United States and its al-
lies; {2} did the Russian aciive maasures in-
clude links between Russia and individuals
2s5sociated with political campaigns or any
other U.S. persons; (3} what was the U.S.
government response to these Russian ac-
tive measures and what do we need to do
to pretect ourselves and our allies in the
future; and {4) what possitle leaks of classi-
fied information took place related to the
Intelligence Community’s assessment of
these matters? The Committes remained
focused orn investigating the answers to
these feur guestions and designed the in-
vestigation’s methodology around them.

{U) The Committee interviewsd and/or
transcribed testimony from 73 witnesses,
conducted 9 open and closad hearings and
briefings, and issued 20 subpoenas. The
Commiites identified witnesses to interview
by reviewing open source material, includ-
ing news reports; official LLS. government
documents, including classified Intelligence
IC source material; IC agency briefings; and

= = g, e

following up on leads acquired from formal
transcribed interviews with current and for-
mer administration officials, as well as vol-
unteers who oifered pertinent testimany or
documents to the fommittee. Insome in-
stances, prospactive witnesses were unre-
sponsive or unwilling to be intervicwed.
VWhen appropriate, Congressman K. Michazsl
Conaway, in consultation with the Ranking
Member, made a recommendation to the
Committee Chairman Devin Nunes in ac-
cordance with Rules of Procedure for the
Permunent Select Commitiee on Iniclligence
to issue a subpoena.” Subpoenas were used
to compel witnesses to appear as well as o
compel the production of pertinent docu-
ments in compliance with the Committee’s
lawful authority. Six of the witnesses the
Commiitee reguested to interview invoked
their 5™ amendment protections from seli-
incriminaticn, which resulted in the Com-
mittee not being able to obtain pertinent
infarmation from those particular individu-
als.

{U) During the interviews, the Com-
mittee Members and staff quesfioned the
witnasses about activities that generally
took place between April 2015 and January
2017. i the Committee discoverad anything
that arpse before April 2015 or afier lanuary
2017, the Committee made a determination
of its relevancy. If it was identified to have
an impact on the campaign or election, the
Committee defined it as relevant and includ-
ed it within the scope. However, none of
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the witnesses interviewed indicated poten-
tial collusion that would have led the Com-
mitiee to adapt 2 broader scape. The Com-
mitiee also collected over 307,500 docu-
ments and 230 hours of witness testimony.

{U} What Russian cyber activity and other
active measures were directed against the
United States and its allias?

(C//NE) {29 The Committee collected and ana-
Iyzed IC products on Russian influence oper-
ations and activities from the period begin-
ning with the summer of 2015 and ending in
January 2017." The Committee did not ex-
amine the motivation of the Russian actors,
but instead focused on what it found about
the Russian’s activities. The Committee also
spent approximately 1,200 hours reviewing
the classified Intelligence Community As-
sessment on Russian Activities and nten-
tions in Recent Etections {ICA), I IR

B ' ccdition, the Committee inter-
viewed the Chief of the CIA Director’s fusion
cell, which was an interagency analytic
group run by the CIA that was stood uflf
to produce products focused gn
Russian cyber and other influence activities
targeting the United Siates. The Commitiee
aiso interviewed the FBV's Section Chief for
the Burezu’s Counterinteliigence Analysis
Section. In addition, the Commitiee traveled
to Buigariz, Cypress, Estonia, Germany, Mol-
dova, Ukraine, and the United Kingdom to
interview these nation’s fcrefgn intelligence

services about the Russian active maasures
against their governments.

{U} Did the Russian active measures in-
clude links between Russia and individuals
associated with political campaigns orany
other U.5. persons?

{U) The Commitiee investigatad facts
related to the FBI's investigation through
May 2017, until the appointment of Special
Counsel Robert Mueller, The Commitiee
avoided examining events thereafier to
avoid interfering with the Special Counsel's
investigation. The Commitiee alsg exam-
ined aliegations of collusion by investigating
the interaction between the politica cam-
paigns and Bussian agents of influence dur-
ing the 2016 election cycle. The eleciion
cycle was defined as April 12, 2015, when
Hillary Clintor launched her campaign for
President through November 8, 2016, or
election day. To answer this question, the
Committee met with the head of Counierin-
telligence for the DOJ to understand the
context and events surrounding the investi-
gation into the Trump campaign. The Com-
mittee also intervievsed several officials
from the FBl and DOJ to collect official tesii-
mony about the investigation. In addition,
the Commitiee collected and reviewed per-
tinent FBl and DOJ decuments about the
counterinteilizence investigation. The Cam-
mitiee also coordingied closely with the
Office of Special Counsel. For example, the
Committee shared the iist of witnesses that
the Commitiee interviewed and kept the
Special Counsel’s office apprised of any
changes or developmentis on a monthily ba-
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{U) What was the U.S. government re-
sponse to these Russian aciive measures
and what do we need to do to protect our-
selves and our allies in the future?

The Lommittee interviewed current and
former officials at the NSA, FBI, and CIA. The
Commitiees interviewed these witnesses
about Russia’s active measures, the Impact
these active measures had on U.S. intelli-
gence relationships and alliances, as well as
the agencies’ response to these attacks. In
addition, the Committee traveled to seven
couniries in Europe and met with IC, De-
pariment of State, and foreign intelligence
service representatives to cbtain other na-
tions’ perspectives about the Russian active
measures, the potential impacts of these
measures, and the U.S. government and its
allies’ response.

{U) What possible leaks of classified
information tock place related to the Intel-

ligence Community’s assessment of these
matters?

{U} The Committee collected, reviewed,
and analyzed open source articles contain-
ing leaks that occurred between the IC's es-
tablishment of the ClA Director’s fusion cell
I < the publication of the
classified and declassified version of the ICA
in January 2017. In addition, the Committee
collected and anzalyzed laws and policies
pertzining to the release or publication of
classified information. Finally, the Com-
mittee also comparad the leaks found in the
identified articles to the classified and un-
classified Intelligence Community Assess-
ment to determine any simiiarities.

HPSQ, “Icint Statement on Progress of Bipartisan HPSO Incuiry Into Russian Active Weasures,” Press Releasas, intelli-
zence house sov, Jan. 26, 2037

HPSQ, “Inteilipence Commitee Chairman, Ranking Member Establish Parameters for Russia Investization,” intelli-

g=nce houss.goy, Mar. 1, 2017

HPSCY, Rules of Procadure for the Permenent Select Cormmittee on intelligence, United States House of Representativas,
158 Cangress.

The IC camprises 17 different orgznizstions, or IC elements, 1o include the Office of the Tirectar of National Tntelligence,
tha Cenirel intelligence Agency, the Federal Bureau of Investgation, the Cifice of Intefiigence and Counterinteligence at
the Department of Energy, tha Office of Natanal Sseurity Intelligence at the Dzpartment of Justice’s Drug Enforcemeant
Administration, the Cifice of imelligencs and Anslysis at the Department of Hemeland Securlty, the Burezu of Inteili-
gence and Research at the Depariment of State, the Dffice of Intelligence and Analysis =1 the Deparirnent of Tsasury, Air
Forea insiligence, Army Intellizence, Coast Guard Intefligence, Defense Intelligence Azency, Marine Corps infzllizence,
Nationai Geaspatial-Intelliganzs Agency, Mationzl Reconnaissance Cifice, Nationsl Security Agency, and Navy inteili-
gence, For the pusposes of this review, the Commitiee reviawed Intelligence preducts from the Central Intallizence Agen-
oy, Federzl Buresu of Investigstion, and National Security Agenoy because thesz agendss were the I parmers for com-
munity-wids assecement of Rusdian active measures.

T vy 1
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{U} Appendix B - Russia Investigation Parameters

- HPSCI INQUIRIES AND INVESTIGATIONS
SCOPE OF INVESTIGATION
BI-PARTISAN INQUIRY INTO RUSSIAN ACTIVE MEASURES

Toric
A7 cxamination into Russian cyber activity and other active measures girccted at fhe 2016118
election.

PURPOSE

Vhat problzm are you irying fo salve?
One of HP3CT's highest priorities is oversighs of fhie Intelligence Commumity s activilies 1o
counter Russizn sggression, meluding the cyberattacks directed against the United Séates in the
last year. As part of this oversight resporsibility, the Comsmitter is undertaking a bi-partisan
investigation imo ihese activities directed at the 2014 eleetion and the crderdying inteiligence
nsed to drafl the Intelligance Community Assessment, “Russian Actvites and Inlentions in
‘Recent US Elections.” The investigation will haip us bester understend Russian active mcastres
apuinst the Uniled States and our allies end inform efforts to provent simikes episodes in the
fulure, both bere and abroad.

Whe is your interded sudience?
The intcnded sudicnce is the Members of HP.I_H and~—to the extent mﬂw by clussification
and securily mies—ihe broader House of Representatives wnl ths Anesican people.

What are tire ey guestions you seek ip answer?

© What Ressizn cyber activity and sther zcrive measwies were divected zgainst the U n'led
Stules and it allics?

s What coumerintellizence voncems exist reluted to Russia and the 2016 11,8, clections,
including any mtc]hgcncc tegarding links Detwecn Russia a:v1 individunls associated with
solitical cenpaigns?

& What was the USG Tesponse to thesy Russian active measures and wizzs impagt, if any,

i the Russian activity have on intellizence reladonships and taditions] alliances?

» ~What possible leaks of classified infarmsﬁca took place relzted o the Inlelligence

Community”s essessment of these meliess?

What is your fntended eutcome product{s)?

The Commitiee intends 1o complele a repori at the highest <lagsilication necessan' to answer the
key questions and, where posstile, repan(s} at lawsr classification Tevels relessanle to the House
of Representatives and the public, a5 approprinte. :

=
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" What intended impact will there be for budget, legislation, or press?

The inquiry and report may uncover vulnerabilities within the Intelligence Community and/or
USG agencies or institutions. If so, the Committec may identify avenues of improvement that
would be reflected in IAA provisions, stand-alone legislation, IC budget adjustments, and/or
further areas to focus HPSCI's oversight efforts.

The Committee also expects that there will be significant inlerest from the press, given the
delicate political issues surrounding the topic. Staff will remain bi-partisan and focus solely on
the facts uncovered in our investigation.

What intended effect do you want those products to have? How does that fit into the
Comimniitee’s oversight plan?

The objective is to better understand Russian active measures directed at the 2016 U.S. election,
and to better position the IC and the broader USG to respond to and defend against the threat.

SCOPE

What are the boundaries of your review? Please consider time, substance, agency, and range
of activities.

Time:
The Committee.will focus primarily on Russian active measures deployed during the 2015-2017

timeframe, but may pursue activities germane to the investigation that took place outside this
window.

Substance:
e hat: The Committee will mvesugate Russian activitics aimed at USG agencies, political

parties, NGOs; individuals, and private industry, as appropriate. | | R R

= The investigation will also assess whether there is any

intelligence that identifies insider threat or Cl concems, including whether Russian
activity involved any USPs, including those on or associated with campaigns.

o The investigation will also consider what USG officials belicve to be the impact
to 1.8. intelligence of both Russian active measures related to the election’and the
associated recent disclosures.

e How: The Committee will investigate the methods by wluch Russia targeted the
aforementioned groups.

o Why: The investigation will consider Russian leadership plans and intentions, including
whether and in what ways Russia intended to influence U.S. policy or undermine U.S.
political systems and democratic institutions.

e USG response: The Committee will examine how the U.S. government responded to
Russian active measures.

1t will also-include an assessment of the process used to generate the IC’s

report and any deviations from standard practices in the IC’s report. =
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and an accounting of whether a person or persons in the IC or
the White House leaked information on the report prior to its dissemination to the Gang
of Eight, Congress, or the public.
© The report will also assess whether intelligence relating to U.S. persons was
) collected and disseminated in accordance with applicable laws and policies,
® Recommendations: Several recommendations are likely to come out of this investigation.

Agencies:

¢ The Committee expects to be in contact with C1A, NSA, DHS, FBI, DIA, and ODNI.
However, The Committee will pursuc all avenues of inquiry, which may include agencies
not listed here,

° The Committee will also engage current and former IC and USG personnel, private
industry, and any other parties with knowledge relevant to the investigation,

e The Committec will examine the process by which the Intelligence Community
Assessment, “Russian Activities and Intentions in Recent US Elections.” was created and
the intelligence underlying the assessmerit to determine whether the IC comported with
all relevant Intelligence Community Directives and security precautions when
rescarching, writing, analyzing, and releasing their product, and whether the asscssments
meet a reasonable standard of credibility as determined by the investigatory team. The
Committec will focus on evaluating the IC’s work on the Assessment with regard to IC
rules and procedures, but not create a new or separate assessment of Russian activities,

Given the above, and competing priorities, when do you expect to complete the project?

The Committee expects the investigation to take several monthis, at least, and the drafting of a

repert and any declassification review to take additional time thereafier. Above all, the

investigation will prioritize comprehensiveness over completion by a particular date, while still
" seeking lo move as quickly as possible to ensure the report is timely and useful.

What iffany political or jurisdictional issues exist?
The inquiry’s subject matter carries political sensitivitics. Nevertheless, staff will proceed in a bi-
partisan and objective manner, both in conducting the inquiry and in drafting the report.

e The Committee’s investigation will not interfere with any ongoing criminal or

- counterintelligence investigations. Staff will, however, seck relevant law enforcement or
counterintelligence information consistent with the Committee’s oversight jurisdiction
and investigative responsibilities. The objective of seeking such information will be to
assess whether any collusion occurred between Russians and USPs, and the leaks of
classified information.

e The investigation could implicate the work of the agencies within the jurisdiction of
Homeland Security, Judiciary, Oversight, and Foreign Affairs Committecs. However,
because the investigation will focus on an active measures campaign by a foreign
adversary, the investipation clearly lies within the jurisdiction of HPSC]. Additionally,
House Rule 10 provides that HPSCI shall study the sources and methods of the IC on an
“exclusive basis.”

b [l Falalatsll
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What iffany comparimentation lsgites exist?

Staff and Members condueting the investigation will need acesss to Gung of Hight material, This
necessitates a smail nimble groun, and will reguire special arungements for proper storage of

© compartmented information at IPSCL

METIHODROLOGY
WHEit ke bipartisan? Who will be involved?
This investipation is bi-pariisan. Gang of Eight 2cccss will be required for tix investigarory tcam.

* o

oo Oor) S (i0-1)
Counscl- SRS (M2jorits): SRS (L ority)
Ivestigztors: N + S (- sjority)

Advisor D (Minorts)
Fechnical Adviso: SN (Bi-pargican ?E,Eltm}

What information do pou anticipate will be necessary to acileve Four pispose?

Aceess tn 2nd custody of all underlying imelligence used 1o crezte the Intolligence
Community Assesement, *Russizn Activites ami Intentions in Recent US Elccuons

This includes reporiing currenily only a<ailable to the Gang of fEight and lheir Staff
Dircctors.

Access to and custedy of other relevant roponting on Russisn active sosasures as il rolales
10 the time={rams and twpics described in the Seope of Investisation, 2s neaded.
Interviews with USG and non-USG individuals with knowlcdge of Russian active
measures, including those In the Intellizence Conmmunity, privare industry, NGOz,
politicsl partics, andfor other growps,

Cemmittee may alsc wish to engape cyber experts from our NaGorai Lﬁbi, bath resident
at HPSCI and outside the commiftee.
Acoess to docuntents and information regarding law enforcement and cowitcrinzelligence

investigztions, consisient with the Committee™s ovorsight jurisdiction and investigative
reapoumbllés zs further deseribed sbove.

What roles will Members play? Af what poinis will they be broughs in to provide feedback or
guide tire project? Whar Committes events may de necessury?

*

The investigation is of highest intenest to HPSCT Members. They will nesd ta be npdated
on the siati=s of the investigution al regelr intervals, likely through Bi-partisan
investigatory teasn memas and Majorily- znd \{lrm‘ll‘-’—spbaisu chennels, ag necessary.
Members may also b Intetested in joining interviews if they are af high interest.

As needed, the Committee will hold hearings, both open and closed, on clements of the
Imveshgalion,

ox

b S ]
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How wilf you gather information (what fypes of dorwnent reguests ﬂ'a  you plan jo submil; wio
do you plar (o interviaw; where do you intend fo trovel) ?

e The Commitice has 2lrcady requested from the ODN1 access to and msmdv of all
itelligence reporting inclieded in the intellisenee Community assessment, “Russian
Sctivities and Intentions in Receat US Electicns.”

e The Commitize viil submiz further requests for documents, and for infervicws, as the
inguiry procesls.

e The Comminee will intendew current and former USG personnel, industry pecsamel],
thosc who work or worked in NGOs andior politicel pazties, and mzsers 25 the Commiitee
Zdeems appropriate.

«  The Committec wil} also seek existing }C information on Russian activity against U.S,
allies during their clectiens.

How will you fie, organize, and retain all of the information reccived? Have you factored in
sufficient time for declassiffeation revizw, if necessasy? How will that occus?
o The Commities will need to aceommodate document review and storege at HPSCI—

' nartlcujarly..s it relutes to cumpanimented infommation. The Commitiez will also nead t¢
factor in the time it may take pgeacisy 10 respond to docwnent messrequests
declassification revisws, and/or making a\vaﬂJzI-* indjvideels for interviaws with the
investigatery team or HPSCI Membacs,

¢ The Commiues slaft have already ssteup digital folders on the HPSC! classified systemm
0 hald 21l relevant nen-Ciang of Tight planning and scoping documents, with the proper
permissions based on responsibitities and Mejority Minority status.

TIMELINE

Provide specific intended deadlines for eack phase of )a::r revisw {date gatfering, analysis,
writlng, coordination/ediling, publishing...)

Tree Committes will pursus 2 phased, building-blocks approach to the investigation, while

prior m.m,, comprehensiveness 2bove completion hy a fixed end date. The straciuring of the
investization into Phases, end the consequeent prioritization of specifically identified i investigative
activities or researck, will not bz construed to jimit stafs ability 20 eaﬂxer or analyze rcluﬁ'm
informarion.

The Commitlee sxpeets cach phase will take weeks to months o complate.

»  Phause i will focus on fnitial, genersl knowledze avauisilion shout the Russia ective
measures cempaiyn, the U.S, respoase, covnterinielligents concerns, end the orher kay
auestions :entified above.

o Phase { will inclute reading und epalyzing intelligance reporting relevent to the
Russiz evber threat, including sl undeslying intelligencs used to peaduce the
Intelligence Community Assesanent, “Russian Activitics and Intentions in Recent
US Elections™

o Phase ! also will include meetings with USG and irdustry persoanc] g\.ncrallv
knowledgeable ahowt the shrear; meetings with USG personnsd knowledgaabis
gbout the IC's analytic process; and meetings with former USG experts

a1 e 1
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knowledgeable about 1USG posture against the Russia target, to include
counterintelligence.

o Phasc 1 also will include wimess testimony, following investigative leads, and
document production refative to the 1C Assessment, countermtelligence coneeens,
the USG response, and feak allegations.

o Throughout Phase 1, the Committer will pursue document acquisition smd
schedule interviews necesan 1o conduet Phase 2,

s Phase 2 will build on the baseline lmowledgs acquired in Phase 1 throuph 2 focused and
specificinvestigation.

o Phasc 2 will include a derailed analysis of the intellizence production process and
conclusions in the Intclligence Communisy Asscssment, “Russian Activities and
Infentions in Recent US Elections” to assess vhather the IC compamed with all
relevant Intellipence Communily Divectives and scourity preesutions when
researching, wriling, snalyzng, and releasing their nssessment,

‘e Phese 2 will include interviews with specific USG and industry personnel
lnovdedgeable about the specilic 1opivs discussed in the IC's report and (he

‘process used (o compile, revlew, and disseminate the 1C°s repurt,

o Phass 2 may include detailed inlorviews snd anulysis regarding the Russian setive
mensuTes campaign; the U.8, response; counterdntellivence ebnvems; the impuet
ol Rugsian aetive measures on U8, allies; ard whicther the IC or the White House
leaked intormution on the report prior to ity disserninution 1o e Gang of Tight,
Conpress, ar the pullic,

» Phuse 3 will focus on walting, coordinating, editing, tronsmitting for doclossification

review (il nocossary), and releasing the Committee's reports at appropriate classification
levels,

= Throughout all threc phases, the Committee will cngage Members for any feedback ond
incorporate fhat feedback info our provess,

ER

Pursuant to Rule 9 of the Committee’s Rules of Procadurs, 115th {.cmgn:ﬂs we hereby jointly
ageee to the stope of investipation deseribed ahove,

S ot Al

D&in Munes Adum Sehiff
Chpirman Rimking Memher

Date; February 27, 2017
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(U} Appendix C - Russia’s Media Propaganda Apparatus

{U) Rassiya Segodnyo

{U) Created by Putin in 2013, Rossiya
Segodnya is Russia’s overarching state me-
diz company. Rossiya Sogodnya acts as an
umbrella for outlets like RT and Sputnik.
“Rossiya Segodnya” is translated as “Russia
Today,” but it is different from the television
channei with the same name. According to
Russian press reporting, in Septernber 2014,
Moscow tripled Rossiva Segodnya’s budget
to 6.48 biilion rubles and increased RT's
2015 budset by 41 percent to 15.38 billion
rubles, which is equivalent to roughly $600
million.

(U) Russia Today (RT}

{U) This 24-hour worldwide television
{T¥) and online network was created in
2005 to promote Russia’s image abroad and
to show foreigners world events from a Rus-
sian perspective. Naminally independent
.but Kremlin-controlied and funded, Russia

To deemphasize its Russian origin,
Russia Today was rebranded RT in 2008.

{Uj RT employs 2,000 staff to provide
coverage in Russian, English, Arabic, French,
German, 2nd Spanish in 100 countries and
on the internet from its studios in Moscow
and Washingten DC. RT's central sicgan,
"Question More,"” is indicative of its over-
arching goal to urge viewers to doubt every-

— — — ¢

thing they see in Western media and from
its leaders.

{U) Sputnik

{U) A Russian state-owned network of
media platferms producing radio, social me-
dia, and news content, Spuinik was created
in 2014 to act as Russia's multimeadia hub.
Sputnik is based in 28 countries and oper-
ates in 33 different languages, broadcasting
pro-Russian messaging and disinformation.
A recent GAQ study found that Sputnik pro-
motes anti-West narratives and undermines

support for democrz cv._
L e

(U) Russia Beyond the Headlines

{U) Less idecicgically hostile than RT
and Sputnik, Russiz Beyond the Headiines
(RBTH) pays for printed inserts in many
Iéading Eurcpean newspapers and targets
Bulgaria, Croatia, France, Germany, Greece,
[taly, Macedoniz, Portugal, Serbia, Spain,
and the UK. Compzratively less anii-
American in tone, RBTH provides another
avenue for Russian propaganda ta reach
wide audiences in these European coun-
tries.
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{U) Appendix E - HPSCI Majority Memo about FISA Abuses

ENCLASSITIED

Jaruary I8, 2018

To: HPSCI Majority Mombers
From: HPSCT Mujonty Stafl
Subject: Foreipgn miclligenes Surveillance Act Abiges o 1the Depostimant of Justice and the

Federal Burcau of Inyvestigation

Purpose

This memuorasdum provides Members an update on sienificant facts relating to the
Commitiee’s sugoing mvestigation into the Depanment of Jastice (DOJ) and Fzderal Bunzsn of
Investigaizen (EBI) aud their use ofthe Foreign Inteligence Surveillenos Act (FISA) duripg the
2016 presideatial slection cvele. Our findings, which are dziled bofow, 1) mise copvemns with
the legilinvsey and legality of certa DX and FBIT interactions with the Foreign Intelligence
Surveillance Court (FISC), and 2) ropresent a trenbling breckdown of 1524l processes estabiished
o protect the Ameruven peaple lfom abuses related 1o the FISA process. '

Investigation Update

On October 21, 2016, DOS zad FBI sought and received o FISA probeble sausc ordar
(not vuder Title VII) amherizing afectronic swveiilance oo Caster Page from the FISC, Pageiza
i1.8. citizea who served as 2 volnmzzer advisor to the Immp presidential campaizn. Consistnt
with requiremtents undsr FISA, the application kad ta be finst certifi=a by the irector or Depuly
Director of the FBL It then required the approve] ol'ths Attomiey General, Deputy Attorney
Genenal (DAG). of the Sznate-confitmed Assiatmnt Attemay General for the Natienal Secamity
Divisson.

"The FBI zzd D] obtained onc initial FISA warrant targeting Cister Page and three FISA
rap2wals from the FISC. As reyuired by statute (50 U.S.C_§IS03(d)1)). a FISAorder onam
Ameri¢an citizen st be renewed by the FISC cvery X days and cach rencwal requites a
separate lindmg of probable cause. Then-Direstor Famics Comey sigaad three FISA applicetions
in qnestion en behalf ofthe FBI and Deputy Director Andrew McCabe signed on2. Then-DAG
Sally Yaes, then-Acting DAG Dan= Boente, and DAG Red Rosensicin cach sigoed ong ur mors
FISA npplicetions on hichalf of DOJL

Thue to the sensitive pature of Fecion intelligence activnty, FISA submissions Gneluding
renewals) before the FISC re classifisd, As such, the public’s sunBdence in the inteprity of the
FISA provess depends on the court’s ability to hold the government 1o the highest standasd -
pamticuiardy as @ relates fe warveiilence of Americm citizgenn, However, the FISC's rigorin
praigeting the fighis of Amerioms, whivh is remfurced by 9f-dey renswals of surveillancs
arders, is poccssarily dependeant on the povernorent’s prodection to the count of all material agd
rolovant fasts. This shovld include information potentialiy favorable 1o the target of the FISA

LXNCLASEITIRD
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UNCLASSIFIED

application that is known by the government. In the case of Carter Page, the government had at
least four independent opportunities before the FISC to accurately provide an accounting of the
relevant facts. However, our findings indicate thal, as described below, material and relevant
information was omitted.

1

2)

The “dossier” compiled by Christopher Steele (Steele dossier) on behalf of the
Demeccratic National Committee (DNC) and the Hillary Clinton campaign formed an
essential part of the Carter Page FISA application. Stecle was 2 Jongtime FBI source who
was paid over $160,000 by the DNC and Clinton campaign, via the law firm Perkins Coie
and research firm Fusion GPS, to obtain derogatory infornzation on Donald Trump’s ties
1o Russia.

a) Neither the initial application in October 2016, nor any of the renewals, disclose or
reference the role of the DNC, Clinton campaign, or any party/campaign in funding
Steele’s efforts, even though the political origins of the Steele dossicr were then
known to senior DOJ and FBI officials.

b} The initial FISA application notes Steele was working for a named U.S, person, but
does not name Tusion GPS and principal Glenn Simpson, who was paid by a U.S. law
firm (Perkins Coie) representing the DNC (even though it was known by DOJ at the
time that political aclors were involved with the Steele dossier). ‘The application does
not mention Stecle was ullimately working on behall of—and paid by—the DNC and
Clinton campaign, or that the FBI had separately authorized payment to Steele for the
same information,

The Carler Page FISA application also cited extensively a September 23, 2016, Yahoo
News article by Michael Isikof¥, which focuses on Page’s July 2016 trip to Moscow.
This article does not corroborate the Steele dossier because it is derived from information
leaked by Steele himselif'to Yakioo News. The Page FISA application incorrectly assesses
that Steele did not directly provide information to Yahoo News. Steele has admitted in
British court filings that he met with Yakoo News—and several other outlets—in
September 2016 at the direction of Fusion GPS. Perkins Coie was aware of Steele’s
initial media contucts because they hosted at least one meeting in Washington D.C. in
2016 with Steele and Fusion GPS where this matter was discussed.

a) Steele was suspended and then terminated as an FBI source for what the FBI defines
as the most serious of violations—an unauthorized disclosure to the media of his
relationship with the FBI in an October 30, 2016, Mother Jones arlicle by David
Com. Steele should have been terminated for his previous undisclosed contacts with
Yahoo and other outlets in September—befors the Page application was submitted to

UNCLASSIFIED
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UNCLASSIFIED

the FISC in October—but Steele improperly concealed from and lied to the IBI about
those contacts.

b) Steele’s numerous encounters with the media violated the cardinal rule of source
handling—maintaining confidentiality—and demonstrated that Steele had become a
less than reliable source for the FBL

Before and afier Steele was terminated as a source, he maintained contact with DOJ via
then-Associate Deputy Attorney General Bruce Ohr, a senior 1D0J official who worked
closely with Deputy Attomeys General Yates and later Rosenstein, Shortly after the
election, the FBI began interviewing Ohr, documenting his communications with Stecle.
For example, in September 2016, Stecle admitled to Ohr his feclings against then-
candidate Trump when Steele said he “was desperate that Donald Trump not get
elected and was passionate about him not being president.” This clear evidence of
Steele’s bias was recorded by Ohr at the time and subsequently in official FBI files—but
not reflected in any of the Page FISA applications.

a) During this same time period, Ohr’s wife was employed by Fusion GPS (o assist in
the cultivation of opposition rescarch on Trump. Ohr later provided the FBI with all
of his wife’s opposition research, paid for by the DNC and Clinton campaign via
Fusion GPS. The Ohrs’ refationship with Steele and Fusion GPS was inexplicably
concealed from the FISC.

According to the head of the FBI’s counterintelligence division, Assistant Director Bill
Priestap, corroboration of the Steele dossier was in its “infancy” at the time of the initial
Page FIS A application. After Steele was terminated, a source validation report conducted
by an independent unit within FBI assessed Stecla’s reporting as only minimally
corroborated. Yet, in early January 2017, Director Comey briefed President-elect Trump
on a summary of the Steele dossier, even though it was—according 1o his June 2017
testimony—**salacious and unverified.” While the FISA application relied on Steele’s
past record of credible reporting on other unrelated matters, it ignored or concealed his
anti-Trump financial and ideological motivations.: Furthermore, Deputy Direclor
McCabe testified before the Committee in December 2017 that no surveillance warrant
would have been sought from the FISC without the Steele dossier information.

UNCLASSIFIED
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3) The Page FISA application also mentions information regarding fellow Trunp campaign
advisor George Papadopoulos, but there is no evidence of any cooperation or conspiracy
between Page and Papadopoulos. The Papadopoules information triggered the opening
of an BI counterintelligence investigation in late July 2016 by FI31 agent Pete Stizok.
Strzok was reassigned by the Special Counsel’s Office to FBI Human Resources for
improper text messages with his mistress, FBI Atlomey Lisa Page (1o known relation 1o
Carter Page), where they both demonstrated a clear bias against Trump and in favor of
Clinton, whom Strzok had also invesligated. The Strzok/Lisa Page texts also reflect
extensive discussions about the investigation, orchestrating leaks to the madia, and
include a meeting with Deputy Director McCabe to discuss an “insurance” policy against
President Trump’s election.

UNCLASSIFIED
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Redactions match

{U) Appendix F - HPSCI Minority Memo about FISA Abuses previously released
VEISION--NO
additional

- [ZSa T e e ) redactions taken

TO: Al Members of the House of Representatives
FRON: HPSCI Minority

DATE: January 29. 2018

RE: Correcting the Record —~ The Rassiz Investigations

The HPSCI Majority’s move to release to the House of Represeniatives itz allegations egeinst the
Federa! Bureay of Investigatios (FBI) end the Department of Justice (DOJ) is 2 transpazent effort
to undarmine thase apencies, the Specisl Counsel, and Congress” investigations, H slso risks
public exposure of sensitive scurccs and methods for na legitimate purpose.

FBI and DOJ officials did not "nbuse™ the Fordipn Intelligerics Swoveillance &ct (FISA) posess,
omit materie] information, or subvert this vital teol 1o spy on the Trump campsign.

in face, DOJ and the FBI would have been remiss in their duty 1o protect the eguniry had they not
sought o FISA wermrsnt and wpested rerowals to eonduct temporery surveillaree of Caster Page,
someene tte FBI asseased 1o be an agent of the Ruessian govermmenl. DO met the riger,
transpareney, apd evidentiary basis heeded to nicet FISA's probable couse requitement, by
demenstrating:

© contemporaneous evidence of Russin’s electian interfersnee;

o concerning Russiag Jinks and cutrezch to Tnonp campaign ofifcials;
o Page’s history with Russian intelifgence; and
]

R P < <ucpicions activities in 2016, including in Moscow.

The Committee’s Minority has therefore prepared this memorandum to comeet the record:

s Christopher Steele’s taw intelligence reporting did not inform the FBI's deeision fo
inifiate it3 countrrintellizence investigation in late July 2016. In fact. the FBI's closely-
held investigative team only received Steele's reporting in mid-Sepiember — more than seven
weeks 1ater. The FRI - and, subsequently, the Special Counsel's — investigation into tinks
between the Russion govemment eod Tremp campaign associales bas been based on
troubling law enforcement 2ad inteliipence information usrelated (o the “dossies.”

e DOJYs October 21, 2016 FISA applicition vod three subszquent renswals carcfully
outlined for the Court a multi-pronged raticnale for surveilling Page, who, ot the time of
thz first application, wos oo longer with the Trump campoiga. DOS deteiled Page’s past
relzilanships with Russian spies and intoraction with Ressian officiels during the 2016
campaizn |- ©C: cited multiple sourses to suppost lhe casc for
sueveilling Page — bul made only namow wse of informatlon ftom Steele’s sovrces ebout
Page’s spevific activities in 2016, chiefly his suspeered July 2816 meelings in Mosoow with
Resion o, [ -
ke FBI interviewed Page in Murch 2015 about his contact with Russian intelligence, the very
month candidars Donald Trump nzmed him a forelgn poicy advisor.

As DOS informed the Tourt in subsequent renewals. | RGN

Steclt’s reporting shout Page's Moscow niceting: || N - ©C:'s

applicatiens did not othenwise rely en Steele’s reporting, including any “salacicus™ aflegations
1
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about Trumyp, and the FBI never pald Steele for this reporting. While explaining why the FBI
viewed Steele’s roporting and sources ns milinhle and endibile, ROJ also disclased:

o Steele's prie relationship with the Fi;

& the fact of and reazon for s termination ns & sowee; and

o 1he assessed political motivation of those who hired him.

o The Commillee bajority's memuorandun, which dras seleetively on highly sensitive
clnssified infarmation, (ncludes ether Wistartions and miseepresentationg thas pee
contsadicied by e underlying classified documents, which the vast majority of Members of
the Committes and the House have not hed the epportunity to revizsw - and which Chairman
Nunes chose fol 1o read hindelf)!

Background

On Jonuery 18, 2018, the Committee Majority; during an unreloted business meeting, forced o
surprise vote 10 relewne to the full House = profpundly misleading memorandum alleging seripus
oboses by the FBI and DO/, Majority steff drufted the document in secret on behalf of Chitrman
Devin Nunes (und repartedly with guidanee and juput from Rep, Trey Qowdy), and then rushed
a porty-line vole wilhout prior notice, :

This was by design, The overwlielmlng majority of Commitlee Members never received DO)
authorization to neeess the underlying classified lnformation, and therefore could not judge (e
verncity of Chairmnn Nuaes® cloims. Due to sensitive sources snd methocds, DOJ provided necess
ooly 1o iho Committee's Chair and Runking Member (or respective designres), and fimited stafT,
to fheilltnte the Commitices favestigation into Russia‘s covert cumpaign 1o Influence the 2016
U.S. elections.” As DOT hos confirmed publioly, it did not autherize the bronder release of this
informulion within Congress or 1o the publie, and Chainhan Nunes refused 1o mllow DOS and the
FB1 1o review his dogument uniil be permitted the FBL Director to see it for the fiest lime in
HPSCI'a secure spaces late on Sunday, January 28 - 10 days afier disclosure 1o the House?

FBi's Counterinielligence Investigulion

In its October 2016 FISA applicntion and subsequent renewals, DOJ accurately infarmed the
Court that the FBI initiatcd its connterintelligence investigation on July 31, 2016, afier receiving
information - George Papadopovlos reveale il NN NN I
I thot indivicoals jinked 10 Russia, who took interest it Papadopoulos a5 & Trump
campaign foreign policy edviser, informad him in {ate Apri} 2016 that Russin

* Papadopoulos’s disclosure,

morzover, aschrred ngainst the baekdrop of Russin's nggresyive covert eampaign fo influcnte

our elections, which the FBI waa already monitoring, We would Iater leasn in Papadopoilos’s

pien that that the informatlon Hie Russians could nssist by anonymously relensing were thousands J
of Hillory Clinton's emnils,?

DO told the Cowt the Lruth. 118 representation was consistenl wilh the FBUs underlying |,
inveatigative record, which cument und former senior offieinls Itter corrobprated [n exlonsive

&
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Committee tesimony. Cliristopher Steele’s raporting, which hie began to shore with an FBI sgent

through the end of Qetober 2616, plaved no role in launching the
FB1’s counterintelligence investigation into Russian interference and Tinks to the Trump
campaign. In =01, Sizele’s repornting did not reach the counterinteliigence team investigating
Russia at FBI keadquzrtets until tnid-Seplembes 2016, more than seven weeks after the FBI
opened its invesligation, becnuse the probz’s existence was so closaly heid within the FBLS By
then, the FBl tad alrezdy opencd sub-inquidiss info individuals linked to ths Trump
camprign

aad formz=r campaign foreign policy advisor Carter Page.

As Committee teslimony bears o, the FBI would have continuad ils investigatien, including
cgeinsf individosis, even ifit had never received information fram Steelz, nover applied
fors FISA wamrant az=inst Pnge, or if the FISC had rejected the application.’

D0J’s F15& Application and Renewals

The initial warrunt spplication and subsequent renewals weelved independent scrutiny and
spproval by four different federal judges, three of whom were sppointed by President George W,
Bush and or= By President Ronald Reagan. DOT first 2pplied o lie FISC on October 21, 2016
for a warrant to permit the FBI fo initisie clectroniec surveillance and physicel search of Page for
90 days, consistent with FISA reqritements. The Court approved three renewels — in carfy
Tanuary 2017, sarly April 2017, and late Sune 2017 — which authorized the FBI to matnizin
surveillance on Page watil lete September 2017, Senior DOJ end FBI officials appainted by the
Obzma and Trump Adminicimtisns, including scting Atlomzy Gensral Dana Boente and Deputy
Attormmey General Red Rasznstein, certified the applications with the Court,

FISA was not useéd 1o spy on Trump or bis campaign, As the Tromp campaign and Page fave
seknowledged, Pnge ended his formal affiliation with the campeign months before DO applied
forawarrant. DOJ, moreaver, submitted the inital application less than three weeks before the

. eleetlon, even though the FBI’s investigation had been ongoing sinez the cnd of July 2016,

DOJ's warrant requast was based an compelling evidance and probzble cause to belleve Page was
knowingly ossisting clandestine Russian intellizence pctivitics in the U8

¢ Page’s Connections fo Russinn Government and Intelligence OMfTeials: The FBI had on
independent basis for investiesting Page's motivafions and actions during the camipzizn
trapsition. and foliowina the inauguration. As DOJ described in detail to the Court, Page had
an exiensive record gs
' prior Lo joining the Trump campeign, He resided in Mescow from 2004-
2007 and pursiicd business deals with Russia’s stzic-owned enesgy company Qazprom—

o Russign infelligence ofizcer
recruitment. Page shawead

P o~ — ]
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Redactions match previously released version—-no additional redactions taken

.
I

Page rematoed on the rador of Faussian intellipence ang the ¥B81, In 2013, prosecutors
indicted thres other Russian spies, bvo of whont tlargeted Pege for recruitment. The FR alsa
interviewed Page multiple times about his Russian intellipenee contaels. includiag in March
2016." The FBI's concem aboul &ed knowiedze of Page’s ectiviries therefore Jong predate
the FBI's receipl of Stezle’s information.

* Pnge’s Spspicious Actlvity Daring the 2816 Campaign: The FISA appfications also delail
Page’s suspicious sctivity ofter joining the Trump campaign in Sdarch 2014,

Poge traveled to Moscow in July 2016, dusing
which He gave & university commencement address — zn honor ssuslly reserved for wcll-
¥nown luminaries,

o 13t iz in this speeific sub-section of the applications tho! DOJF refers 1o Stoeele’s
reporting on Pags and bis alleged coordination with Ressian aifclals. Steale's
informetion about Page was consistens wilh the FBI's asseszment of Russian
intelligence efferts io recruit him ond Kis connactions {0 Russian persons ol interest,

o In paricular, Steel="s spurces reposted that Page niet separately while in Russia with
Igor Sechin, a closeassoelate of Viadimir Potin and execulive ehajmasn of Rosnch,
Russin’s state-gwnzd oil company, and Igor Divyekin, a senior Kremlin official. Sechin
allegedly distussed the prospact of futkre ULS.-Russin entrgy cooperstion and “an
asspgiated move to [ift Uksmine-related western sanctions ageinst Russin™ Divyekin
allegedly disclosed to Page that the Kzemlin possessed compromising infonmation on
Clinton (“kompromat”) and noted *{he possibility of its being feleaszd 1o Candidate
#1's campaign.*® [Moie: “Candidase 85" refers to candidate Tnimp,] This closely
tracks whet oihsr Ruesian coniacis were infomming annther Tyump forelen polioy
advisor, George Pepadapontes.

¢ Insudsequent FISA renewals, DIOS provided additional information obtwinssd through
multiple independent sourees that corroborated Steefe’s reporting.

=]

s 2 in Moscow wilhl
senior Russiznofficials—

This infprmation coatradiets Page's November 2, 2017 testimony 1o the Commiltes, in which
he initinlty denjed any zuch meetings and then was forced 1o admit speaking with

-
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Dverkovich and mecting with RosneR's Sechin-ticd investor relstizns chick, Andrey
Barancw, ‘

The Court-approved surveillance of Page ailowed FIOL to collect vatuable intelligence.
The FISA renewals demonstiate that the FBI colleeted finpariant invesiigative information
and lzads by conducting Court-npproved surveillance. For instages

DOJ alsa decumented evidence that Fage
anlicipated

ond repeatadly contacted
in an effort 1o pragent himzelf as

Puge’s ¢iforis to

also-conitrdiet s
sworn testimony to our Commilice.

BEW’s Transparency abonf Chri..iinp her Steele

Far from “omitting” material facts about Steele, us the Majority claims,® DOS repeatedly
Infarmed the Court shour Stecle’s baskgrooad, ered(bility, and porential bias, DOJ
explained in detail Steele's privt melationship with 2nd compensation from the FAT; his
eredibility, reporting history, and source nefswork; the fact of end reasen for hig termination as g
source in fate October 2016; and the likely politizal motivations of thoze who hired Steele.

s DOJ svas transparent with Court 2hont Stesle’s sou relng: The Commines Mnjorizy,
which hed eadlizr accused Obnma Adminisiration officials of improper “unmasking,” faults
DQJ fer not revealing tbe names of specifle U.S. persons and entities tn the FISA opplication
ond subsequent repawals. Tn fact, DI appmpristely upheld its lonastanding practice of
protesting U.S. citizen information by perposefully rot “unmesking” 1,5, gerson und entity
pomes, unfess they were themseives the subiest of n counterntelligence investipation. DOJ
inslcad used ganedc identifiers the! provided the Court with mese than sufficienl infosmation
to understand 1 political context of Stesle’s research. In an extensive explanation' ta the
Court, DOJ disclosed that Steele

"veas pppreached by on identified US. Person who Indicated io Source #1{Steele]® that a
LS.~ based fovw i had hired the identifed U5, Porson m eordust roseareh regarding
Candidate £1°€? ties o Russiu. {The identiffed LLS. Person and Sorree 7 fuave o long-
standing businese relotfonship) Tha idertlfed U.S, perron hired Soures 81 1o conduct this
reszarch. i fdentified 1.8, Person never gdvised Soaree #1 o010 the motivailon behind the

ressarch Infe Candidars B2 s tfes fo Rustin. Tha FBI sproplates that the ideriiffed TS Person
was fikely faokine for information thei coufd ba wsed fo diseredit Cardiduts 81 's compajon, ™™

Contrary to the Majority's assertion thet DOJ fails 1o nsention that Steele’s research was
eommissiered by "political netors” 1e “obtain deragatery information on Conald Trump's
lies 1o Ruzsia,”™ DOJ in foet Informed the Court necurately that Sieele was hived by

>
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politically-muotivated 4.8, persons and entisies and that his reteareh appeared intended
for use “lo diseredit™ Trump's campuign.

DOJ explnined the FBI’s reasonablc basis for findin

Stegle credible: The applications
correstly deseribad Steele ag

. The applications also resiewed Sicele’s multt-year
history of credible reporting on Russia and ok mzlters, including information DOJ used in
criminal proceedings. 2 Senior FBI and DOZ officials huve repratedly affirmed 10 the
Commitice the reliabilily and credibility of Stesle’s reporting, an assessmer) alse reflecied in
the FBI’s underiying source documents. The FBS has undenaken = rigorous process io val
allegntions from Steele’s reporling, including with rezard to Page™

The FRI properly negified she FISC after I8 termiaated Steels asa sennse for maaking
unanthorkzed disclosures to the medin. The Majorily ciles no evidence that the FBI, prior
1o filing 1Is initiz} Cetober 21, 2016 applicatian, actually knew or should bave knovm oFany
ollegedly inpppropriate media contacis by Stesle, Mar do they cite evidencs thot Sieele
disclosed to Yakoo! details included in the FISA warrent, sinee the Sritisk Couit filings to
which they refer do no? eddress what Stecle may have said tp Yaheo!.

DO} informed the Cours In jis renewals that the FBI ected prompily to terminale Steels after
learning from him {after DOJ §iled the first waman: application) that be hed discussed his
work with & mediz cutlet in [ate Ogtobzr. The January 2018 renewel fimther explaiaed to the
Caourt that Steele told the FBI that he seade ks anauthorized media disclosure because of his
frustration at Direcior Camey's public mnnsuncement ahorily before the election that the FBL
reopened its invesligation into eandidate Clinion™s emai) use.

DOJ never paid Stecle for the *Jossler™: The Mejority ssserts thatths FB] had “scparately
authorized pnyment” io-Steele for his ressarch on Trump but neglesis to mention that
poyment was ¢ancelled ond never made. As the FBI's records nnd Committes testimony
confirms, althcogh the FBI initially considered compensallog

Steclo ulthoately never recelved pavinent from the FBI {or
any “dossier-related information? DO accumtely informed the Consi that Stsele hnd
been an FB] confidentinl human sourcs since-, for which he was “compensated

by the FBI" — peymest for previously-chared information of value
unrelated to the FBY's Russis investization™

dditional Omissians. Errors, and Distortions in the Mnjority's #emorandum

* DOCJ appropriately provided (he Court with o comprehensiye explznation of Rassla’s
clection intesTercnce, ineluding evidenre that Russia conried another Trump compaigo
advisor, Papadopsules, and thit Russino agents previewad fbeir back and
dissemination of stolen emnily, Tn claimiog that thers i3 “no evidencs of any coopzration or
conspiracy betveen Page and Papadoponlos,™! the Majority misstales the reason viiy DO)
specifically explained Russia’s courting of Papadopoulos. Fapadopouios’s imeraclion with
Russion agents, ceupled with real-time evidence of Russin eleciion intesference, pravided
the Coort witk & Eroader comext in which to evaluare Russia's clandestine activities and
Page’s history and alleged contact with Russian officials, Morcover, siecz only Pagc [l

&
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m no evidence of 8 sopsrate conspiraey betwees him and
vepadopoulos was required. DO would have heen segligent in omitling vilal information
zboud Pagndopoulos and Russia’s concerted efforts.

= Inits Court filings, DOJ made proper use of news coverage. The Majesity falscly claims
that the FISA materials “relicd heavily™ on e September 23, 2016 Yafhoo! Newa articls by
Michacl TsikofT and that thix arlicle “doss not comroborate the Stecle Dossisr becruse i is
derived from informefion lesked by Stecle himseif*?* In faet, DOJ seferenced [sikeffs
article, alongside pnother article the Majority [nils to mention, tot lo provide sepasate
corroboration fior Steele’s reporting, but instend fo Inform the Court of Page’s public dzaial

of his suspected meetings in Moscow, which Page also echosd in a Seplember 23, 2018 lener
te FBI Directer Comey. B

s The Majority’s reference to Bruce Obir is wisleading. The Majority mischamsclerizes
Bruce Oh="s rale, oversiates the significance of his interaciions with Steele, and mislzads
about the timeftame of Oh"s comnumication with the FBI. In late November 2016, Or
informed the FRI of his p prier professional relationship with Stecle oad information that
Stezle shared with him (inciuding Stesle's cancezn about Trump being compromised 5y
Russia), He also desceibed his wife’s contract wark with Fusion GPS, the firm that hired
Stcele separately. "This accurred weeks aftet ihe election and more than a monih afies the
Ceurt approved the initial FISA opplication. Tha Majerity describes Bruce Ohr as a sznior
DO official who “worked closely wilh the Depuly Attorney Generel, Yates und later
Rosenstein,” in order to imply that Chr wos somehow involved in the FISA process, but there
is oo indication this is the case,

Bruce Ohr is a welj-respected carcer professions! whaose portfolio (s drugs and organized
crime, not caunterintelligence. There is o evidence that he would have known ebout the.
Page FISA applicotions and their comtents. The Majority's asscriions, morcaver, e
irrelevant in detenmining ke veracity of Steele’s reporting, By the time Ohr. debriels with the
FBI. it had piready terminated Steele a5 a source and was independently comoborating
Steele’s reporting about Page’s sctivitias. Bruce Ofir took the injtintive to inform the FBI of
what he knaw, and the Majorily doss him a prave disservice by suggesting he is parf of some
mzlign conspiracy.

s Finally, Peter Strzok and Lise Page's frxt messages are irrelevant to the FISA
spplication. The M..}Ul'lly eratuitousty includes reference to Strzok and Page ot the cod of
their memarandem, in an effort 10 imply thet politieal Biss infacted the FRIMs investigation
ord DOJ's FISA spplications. In fecl, aeither Stezok nor [‘ng_e served as affindits on the
apglications, which were the product of extensive and senior DOJ and F8I review.” In
demonizing beth career pmﬁssmmls. the Majority aceuses them of “orckestrating tesks 16
lhe media® ~ & serious charge; omits inconvenient text messages, n which thay eatiguzd 4

ide range of gther officials and candidates from both parties; does not disclosc that FBI
Deputy Dirccjor MeCabe testified to the Conymittes that he had no idea what Pagz and
Strzok wete refenring to in theit Vinsurence policy” texisy® and ignores Strzok's
scknowledged rofe in preparing o public declaration, by then Director Comay, abowt fermer
Secretary Clinton’s “extrems carelessnass™ in h'"'udlmg classified informztion—which oreatly
damaped Clinton's public reputation in the days just prior to the presidential election.

7
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! Letrer tp HPSC1 Chnleman Devin Nunes, Assinant Anomey Gensral Steplien Boyd, Depanunens of Justice,
Junuary 2+, 2018,

? Letter 10 JIPSCY Chpdtman Devin Nunes, Asisiant Ajtomey General Stephen Boyd, Depuriment of Sistice,
Jonwary 24, 2018. GO) olso conflinned [n writlag o Minorky Sta{f BOJ and FBI’S tervns o review:

the Depritment bas accommodined HPSCL's nversight request by allowing repeated i camees reviews of
the meterial inan appropriste sesure fxcility under the general stipulations that {1} the Chair {or his
defeate) nod {he Rankiog Member (or b delegaie) apd twe siafl cacl, it appropriste seeurily
chegraoess, be ellowid to resfow oo Uidall of the Comeniltee, (2) ther the pebdes ke plece in o réading
woem sstup i the Department, end (3} that the documents not leave the physical contrel of the Depprunens,
end (5} that the revlew opportunivies be dipenian in totus, Though we eriginally requested that no notes
b 1aken, in seknowledgnent of a request by the Crromities and secognlzing tha e ¥ofiene of dosiments
had iscreascd with time, the Department cventunily altmezd neiwes 1o be tien to Toeilitnte HPSCE'S review,
Alse, Initia) seviews of the minterial tnclude fsic] shor bricfings by Department officials 1o g the material
in zontextad 1o provide sume additional information.

Email from Stephen Boyd 1o HPSCH Minority StafY, January, 18, 2015 {emphaais suppliedy.

* Letier 1o KPSC] Chnlrman Devin Nunes, Assistant Altomey Qenera) Sicphen Boyd, Depanment of Jussies,
Jonumry 24, 20138,

l

* Papudopoulos’s Ovtober 3, 2017 guilty plea adds further lexlnse o vhis iniilal tip, by elnrifying that o Russing ngeal
told Papodopeulos that *They {ibe Russiona] lave din on Jier™; “the Ruasims hod ewails of Clinton™; “they hitve
thousands of emalls,” LLS. v, Georgr Pupadopanior (1117182, Detrict of Calumbta), p. 7,

T Uner the Speelal Connstl’s direction, Fiynn and Papndopoulos have bath pleaded gudity o bying to fedem]
investlgators and Rre copperating with the Special Counel's invextdgation, whils Menofon and Tis fongetime 2lde,
former Trumrp depuly campaign manoger Rlck Gates, huve been indicted oy arultiple counts and are awaiting trinl.
See U8 w Mickwel T Flysn (1:17-¢r-232, District of Tolumbiad: L8 v Poeul £ Manafors, Jr, and dchard I,
Goses I (1:17-41-201, Distrist of Colwmbizl; U8R v, George Papcidopoufas (1:1T-cr-102, Disiriet of Columbia).

. See algo, U8 3. Evgeny Huryakov, : hev, ictar
Isirict of Newr York, Jonunry 23, 2015, :

R Depustment of Justice, Foreign Intelligence Surveillanee Coun Applicotion, Octeber 21, 2006, p. 48, Repenied in
subsequent reazival npplicalions

Y Deyurtrent of Junlee, Porsign intelligenes Surveil lanee Court Applicatlon, June 29, 2017, pp. 20-21,

8§
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the FBI 20d broader Iniafigence Community's Righ
calidence asszsement thet ihe Hussian goveramant ssasenganed Inu covert interferrnce campeizn to dnflurnce the
2016 slection, inciudiag that Russien int=lligence 2ctors “compromisnd the DNC™and Wikileaks subseqoentty
tz=ked in Joly 2016 "o trove™ of DNC eruils. Departmasnt of Justics, Fartipn tetzifigence Swrveliance Coumt
Applicntion, Cetaber 2[, 2078, pp. §-T7. Repeated =nd updsted with rew informaSan in schsegaent reneszt
appliemions. Department of Justice, Foreign Intelfigerce Surveilfazoe Court AppScstion, June 2%, 2007, 55 2821,

** Deparimen: of Xustice, Fosriga Intelifzerce Sumsiilance Court Application, dune 29, 2017, pp. 36, 46,48,
* Deparmmant of Jostice, Foreign Tniefilz2res Sunveiiivece Conrt Appifcation, Jeme 29, 2017, . 6.

¥ HPSCl Majesizy Memorsedum, Foreiga faislligence Ssrvelllence et Abuses ot ihe Daparemont of Justics and
tre Federal Bureau of Imgtigaticn, Jeeuxry 18, 2018, pp. 3«3 (soumeraiing Yomissions™ of fxcl regarding Sieele
erd his ectivities, from the Pzge FISA =p ‘.n:nunus)

#* Glenn Simmpson.
 Christopher S2ecle,
= Perkirs Cois LLP,
* Donald Tremp

= Degament of Justice, Facelgn Ivelligence Surveillsnee Couwrt Application, Octaber 21, 2018, pp, 15-15, 1. 8.
Repaated bn sebseguent moewnd spplications.

= HPSCI Majosisy Memerzadum, Fareiga Iafeliizencs Srrveillomcs £ot Abuses oi the Depariment of Juxsice sl
the Federal Beremy of livestigaifon, Yanery 18,2008, 0. 2.

= Depuronent of Tusiles, Focefgn Imelligznee Sureilizmce Coun Application, Ocicher 21,2816, p. 15, aatnate 3,
Repeated o seSsaquent repewal applicstions.

R [ntervizw af Aodrew MeCabe (FH] Depaty Dirreiar, House Penmaneat Select Commines oo [ntelligenze,
December 19,2817, p. 45, 100; lntervicw of Sally Yoica{former Drputy Avtomey General), Hose Permznant Selecl
Commitee on Inzslligence, November 3, 2017, 9. 16; Intzrview with Jaha Cerlin {fonmer Assistanl Anerney Geoenl
s Natlonsd Securiny), Homss Pesmanent Select Commizies an Intellizznce, July, 2017, g 35,

2 terview of Andrew MaCabe {FBY Deputy Birzrios), Howse Permanast Select Commitiee e Intelligence,
December 19,2617, p. [OG-10F, 115

* Inteeview of T Agenz, Houce Permeent Sales Commmitiee oa Iniz(ligones; Dacember 26,2517, p. HE

2 Dagartment of Justice, Foreign Intelfizence Surveiflance Court Apphication, Oombec 21, 2016, pp. 15-16. 0. &
Fepeaied in sehaquent senanad appilcding,

* HPSCL Matoriny Mensaanduns, Forefen futellizencs Surveiliones Act Abwses & ihe Deparomrard of Aotice and
the Federst Bsezen of favetiyation, Jonary 18, 2018, g 4 (*Th2 Page FISA appiication ilso ruemions infonnation
regzniling felivs Trump cerpain adviser George Papsdopoulos, but tiere is no svidenses of sny cooperaticn of
conspitcy benvesn Pyge =nd Papadopoutos™)

¥ HPSCT Mazorny Memasandum, Forsign fateliizence Szrwillonre 40 4 hues- o the Departeent of Judtice and
itz Federal Bwrean of fnvestigotian, Jancery |8, 2018, ,.L Neither hileoiY or Yakoo! eze specifically identifi=d in
tie FISA Materizlz, in kespiag with She FBI's geasrof prastice of ool idensifying U.S. pertors.

* Departmsent 07 Jostice, Farign Intelligzncr Suvrithrze Coun Applicztion, Coaber 21, 2816, p. 23; Depanimen
of lewice, Fomizn Infollizomce Suveillmes Coun Applisation, fonmery 13, 2017, p. 31; Cenar Page, Leazr (o B
Director James Comey, Semerker 25, 1016, 9
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H interview of Andrew MeCabe (FBI Depiny Direcior), Howse Permenent Select Commitize 99 (ntelligence,
December 13,2017, 2. 152,

10
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{U} Appendix G - Senate Judiciary Memo about Steele Referral

TOR SECRET//NOFORN -
{UNCLASSIFTED when separated from attecirment) 5

Jumesry 4, 2018
V14 ELECTRONIC TRANSMISSION
The Hoporabie Rod J. Resenstein The Honcrable Chrisinpher A- Wray
Deputy Attomey General Dieelor
U.S. Depestiment of Justice Federal Buresa of Investigation
950 Pennsylvmnia Avenue, MW 915 Pennsyivania Avenue, NW
Washington, DC 20530 Weshingtos, DC 20535

Deze Depaiy Attomey General Roserstein end Direcisr Wray:

Attached please find & classificd memorendom refeted to certain commumications bebwvesn
Christopher Stests 2nd multiple U.S, sews outlets regarding the so-calisd “Trump dossier™ that M,
Steele compiled on behalf of Fosion GPS far the Clinton Campaign and the Bemecratiz Nationa)
Committee and gton pravided Ly the FRI

Bu:dondmin:‘wnnﬁmﬁunujmdtbacia,mmmpmﬁulyre{mg M. Stegle ta you for
investigation of potential visistions of 18 UL.8.C. 3 1001, for statements the Commiites has rezsan to
believe Mr, Steele mede regandiog his distribufion of information comisined in tha dassian,

Thank you for your prompd atieatian i thix import=st matter, IFyou have any questions,
plese consart Patrick Davis or Delisa Lay of Chairman Ciressloy®s ptalf =3 (202) 224-5225.

Sircerely,
Yok ity Ly, Moo—
Chuirman Chairmran
Committee on the Jodiciary Subcommitiss on Coime apd Toroism
Commiftes om the Juficery
Enclosure: As steted,
TOP SECRET//NOFORN

{UNCLASSIFTED when separaled from attechment]
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Dhegury Anoeney Gontral Rosensiein and Direczar Wesy
Imuauy 4, 2018
Prge2af2
cc:  ‘The Honoroble Dianne Feinslein
Hanking Member
Commities on the Judiciacy

The Honorablp Richerd Burr
Chairmen
Senale Selent Commitier on Intelligence

The Homvable Mark Wamer |
Viee Chairramm .
Sesate Seiect Committos on Intellizence !

The Honorable Devig Numes
Chairman
House Permanent Sclect Committes on {nielligence

The Henoroble Adam Schiff
Ronking Membee
Haouse Permanent Selest Commitiee on Intelligence

|

i Y arwr ey 1 ri nly
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MEMORANDUM
{tf) FROX: Charles E. Grassiey, Chaimmar, U.S. Senate Commilles on the Sadiciary
Lindsey O. Greham, Chairmaz, Subcommities on Crires and Tesrerism,
U.5. Senzfe Commitice on ibe Judicinry
TO: The Honarable Rod 1. Rosenstsin, Deputy Anomey Gezeml, ULS.
Department of Justice
The Honarable Christogher &_ Wray, Director, Federl Bureae of
Investigation
RE: Referml of Chrisiopher Stecle log Poteptial Violation of 18 1L.5.C. § 1661

{U} As you kmaw, former British Intellipence Officer Christopher Steele was himed by the
private firm Fusicn GPS in Jume 2016 10 gether information about “links benween Russia and
[thea-presidential candidate] Dorald Trumn ™ Puoseent ia that business amancement, Mr. Stesle
prepared a series of documents syled ss intelligenss reports, some of which were farer compiled
into 2 “Jossier” end published by Suz=Frsdin Janusry 2617.7 On the foce of the dossier, it
appears thal ¥r. Steaie gathered much of his nformation from Russian govemshent sourees
inside Russia ¥ According to the law fizmm Perkins Cois, Mr. Sieele’s dossier-related efforts were
funded through Fusion GPS Tre that law firm on behalf of the Demsaratic Natiomuil Commiitee
and the Clinton Campaign.®

(L)} In response to reperting by the #askingron Poss obaut Mr. Steele’s relatianship with
the FBI reluting to this pastisan dossier project, the fudiciary Commines began rajsing a serizs of
guestions to e FBI and the Justice Depanment about these metiers 18 par{ of the Commiltee’s
constitetional oversight responsibiljties.”

{U) The FBI hos sinte movided the Commiites aceess to chassificd decuments refzvant (o
the FBI's relationship with M. Steele and whether the FBI reliec on his dossier work. As
expleined in greater detat] below, when informaticn in those classified docurents is evalunted in
fight of swom stmements by Mz Steele is Britich litigation, it eppears thet sither My, Steele Hed
1o the FBI or the Britsh coure, or that the classified documents reviewed by e Commities
contmin moterially false statoments.

(U} Defence, Gebarer @. AL v, Ordiy Swsimasy lezellipence Liaited ond Christobpler Steelz, Choim Mo,
HQITDIOA I3, Queen’s Beanch (&pr. £, 2017), ooma. 3 {Herchatier ~Stecle Strement 17] [Arachmen AL

F(U) 1t stpara 10; Ken Bonsiager, Miripm Ef32r, and Mark Schools. Thass Separys Hege Tremp Hos Doep Thes
o Riwstz, BUZFEED {1 10, 2017}

TUy L

*{U) Adern Enioas, Dewiin Barren3nd Rosling & Heldermaa, Gl Compirgn, DNC Paid fir Revesrcdh thai Lad
to Rumzis Dozrier, Tite WAnmeTon FOsT (Oc 24,2017

*{U} Tewm Hanbirger x=d Rasaling S. Heldanmmm, FBI Once Plosmrad 1a Puy Fermer Brivish Soy wise derborad
Cantroversia! Tronp Doszidr, THE WAsHINGTON POST (Pl 28, 2017),

3 Fi »
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(U} In response to the Committes's nquiries, the Chaimmin and Runking Member
received o rieling an dMarch 15, 2017, from then-Directer James B, Comey, Jr.

-rhzn briefing addressed the Russio investigntipn, the FDI's relationship with M,
Steele, nnd the FBY's reliance on Mr. Sieelz’s dogsier in two opplications it filed for surveillunce
vnder \he Foreign Intelligence Surveillance Act (FISAY Ther, oa March 17, 2017, the Chainman
and Ranking Member were provided copies of the two relevant F15A applications, which
requested authoriity 1o condoct surveillance of Carder Page. Doth relied heavity on Mr. Sieete's
dossier claims, end both spolications were granted by the Forpign Infelligence Surveillance
Court (FISC). In December of 2017, the Chairman, Ranking Member, and Subcommitiee
Chaimnan Grzham were eilowed to review a towl of foxr FISA epplications relying oo the
dossier to szek surveilisnce of Mr, Carier Page, 5 well 25 numerous other FBI dotusnents
relating 1o Bdr. Siecle.

In the March 2017 briefing with thea-Dircctor Comey, Ho stated that

(V) Similorly, in June 2017, fonmer FBI Dircetor Comey testified publiely before the
Sensie Select Conmitee on Imelligence diat e hod bricfed Pregident-Elect Trump on the
dossier nllegations |n Junvary 2017, which Mr, Comey deseribed s “salocions” and
“unverified."®

Vhen osked al the March 2017 bricling why the FBI relicd on the doasicr in the
FISA applicalions absent meaningful cosroboration—and in light of the highly political motives
surrourding its creation—hen-Director Comey sioled that the FBI included the dossicr
nllegations about Carter Page in the FISA npplications becouse Mr. Stecle himself was
consideved reliable due to his pust work with the Dunsesu.

Indecd, the documenis we have reviewed show thes the FBi tepk imporiant
investipative s1éps targely based on Mr. Steele’s informarion—and relyimg heavily on his
credibility. Specifically, on Qetobar 21, 2016, the FBI filed its first wnrant application under
FISA for Certer Pege. This inilial applicaiicn relics in pan on alleged past Russign ansmpts
recruit Page venrs ago. That ponion is [oss than five pages. The balk of the applicwion consists
of allegntions ngains! Pge that wore disclnsed 1o the FBI by Mr. Steclo and sro also swlined in
the Stesle dossier. The applicarion appears 12 contain 5o additiens! informaion terrobgsating
the dossicr allegations sgainst Mr. Pege, although it does ¢ite to & news asticle that oppgars (0 be
soanced to Mr, Sleele’s dossier an well,

S {10 Siatement of James B, Comey, 3n, Hewring of the U8, S Seiret Comin. on Inteliigence (lune 8,2017),

2
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‘The FBi discussed the reliubitity of this enverilisd infommation provided by Mr,
Sitsle in footnetss B and 18 of the FISA wammnt application. First, the FBI noted to a vaguely
limited cxtent the pelideal aripins of the doseier. {n footaote 8 (he FBI stated that the dossier
Information was compiled pursuant to the direction of & Taw [ whe ksd hired an “identified
U.S. person™—now knosm as Qlenn Simpsen of Fusion GPS—"4a tomdust rescarch reganding
[Trunp’s] des e Russiz™ The FBI further “specuiatefd]” that Mr. Simpson “wes likely looling
for informaticn thet could B2 used 10 diseredil [ Toomp's] campaign.™ The spplication Failed o
distlom that the identitics of Mr. Simpson's ultimate clitnis werc the Clintm campaign und the
DNC.

*’h& FBt stated ta the FISC that “tased on [ Stetle’s] previots reporing history
with the r i), wisteby [Steele] provided relicble information to the FBL the FBI believes

[Steele’s] reporting to be credible.” In shert, it zppears te FBI relicd on adminedly
uneorrobernted informaen, funded by end otdsined for Seorctary Climon's presidential
campaign. in order to conduct surveillonce of an associate of the oppasing presidential candidate.
It did so based on Mr. Stecie’s personal credibilizy and presumably Reving (aith in his process of
ebtaining the information,

{U} But there is substantial svidence suggesting thet Mr, Stecc maoterizily misled the FSI
about atﬁm‘ af his dassier effonis, ons which bears an his credibility.

15 the Qeober 2016 FISA spplication, sod in each of ihe tdiree rengwals, after
relaying Steele’s dossier allegarions against Cener Page, the FBI suamce: “[Stﬂ.&i told 1ke FB]
that he/she onlv provided this information o the businas agsgcist i
EB1." {cmphasis added). Indecd. the FISA renewal applization in Jenuary 2017 notes that

e M N S

et the FISA applications nate the existence of o news criicle dated September
23, 2016, which in pariieufar conmined some of the same dossier information 2boul M. Page
compiled by Mr., Steele and on which the FBI relfed in itg application. While not explicilly
stated, this is presumzbly the erticle by Michsed [sikofT of Yahoo Newz, 6il=d “1U.S. Inic)
Officials Probs Tics Between Truanp Adviser end Kromlin,” Aflar soting thet M. Stosle had
cleimed 1o the FBI he had only provided this wiormation te the FBI and Mr. Simpsaon. the
application attermpts 1o explein awey ¢ inconsistency between Me, Sizele’s essertion to the FBI
and the exisience of the anicle, oppanenily 1o shivld Mr, Siecle’s credibility o which it sl
relicd for the renowat oquest, The epplication o the FISC said: “Given that thz information
contained in the September 23 nawe article geoerally matches the information sbout Pago thal

{Steele] discovered daing hizher research,
(e ﬂ

-‘-\::. FBI has fadled 1o provide the Commizies the 1023s dovumenting w3l =f M, Stesic™s siwtemenss o the

FDI, w0 the Coommilies b relying on Uk tetzzcy of the FBI's neprezsamtion 1o 2 FISC regarding thase sussmenit

3
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ke FBI does not §elizve (hat [Stecle] direcily provided this
information to the press” (emphasis added).

fosanuie 8 of its January 2617 epplication to ronesy e FISA wurmunt for Mr.
Page, the FBI pgain addressed Mr. Steele’s credilsiity. Az that lime, the FBE zoted that it had
suspended ils relatioaship with Mr. Stegle in Ocinber 2016 because of Steel="s “unnuthorized
disclosure of informztion to the prese,™ The FOI relayed diat Stecle had been bothiered by the
FRI's notification to Congreas in Oclober 2816 showm the reoponing of the Ciinten mvestiertion,
=nd as & 7esull “{Stecic] independently and sgains the prior admonishment from she FBl w0
spesls only with the FBI on this metier, released the repening discussed herein Idossier
allepations against Pzge] 1a sn identified nows organizetion.” Howeses, the FBI confinued 1o
<iife 1o Mr. Siezle’s pesz work 2s evidencs of his relinbility, snd stated that “the incident that led
£ the FI3} suspending #ts relztionship with [Mr. Stoele} occurred afler fMr. Stecle] provided” the
FBi with the dossier information described in the spplication. The FBI furiher asserted n
foolnote 19 that it did sot believe thal Sieele directly gave informetion ko Yakoo News that
“published the Scplember 23 News Article.”™

s, a5 documnented in the FIBA renewals, the FBI siill socmed 1o belioved Mr
Seele’s ef ¢lzim that he fnd only provided the dossier informstion 1o the FBI and Fusicn—
zd not {9 tbe mediz—prior 1o s Cctober media contsct thel resulied in the FBI suspentding the
relstionship. Accordingly, the FBI still deemed the information he proyided prior to the October
disciogure 1o bo reliskla. Afier sll, the FBI already believed Mr. Stecle was refizble, he bad
previously iold the FB1 he had not shared the information with the press — and lying 1o the FRI is
zerime. 1o defending Mz Steele’s credibility (o the FISC, the FBI hed posited an innocuous
explanation for the Septmber 23 srsicle, based on the assumption that M, Steele had to]d the
FBI the truth sbout his press contacie. The FRI then vouthed for hira twice oore, using 1be same
r=tionate, in subseguemt renewal ppplications fisd with the Forzign Intelligenss Surveillance
Court in Apsl and Juns 2017,

(13) Howexer, public reports, cowt filings, end information obisinad by the Commitiee
during witness intersicss in the cotirse of it engeing investgntian indicate thet Mr, Steele not
cnly provided dossier information 10 the FBi, but also to numerous media orgenizetions prior to
152 end of his relationship with the FBI in Deleber 20163

(17 In Stecle’s ssvom courl filings in Hiigation in London, be admited that he “zave off
the record bricfings to 4 smel pumber of joumalists gbous tha pre-ciection memonada L., the
Sassier] in fate summerautumn 20§67 1o another swom filing in tha eas2, M. Steele funher

* (U} Sev Suzelp Starenent 3 Defezdanis” Respomms 1o Claiommts” Ragoacyl v Furting iefonmeten Purseass ia CPR
Panl LB, Gudarey o, Al'v. Ordlr Bustrest Intelligeser Linied and Christupher Resiz, Chilm No  HQETDODI 3,
Queen’s Beoch (May 13, 2017), (Hoecnafier “Siecde Stmament 277 LAnschoem 2 Tom Hastrager and Roazlind
5. Helderman, F8f Oz Plaroicd! to Pay Former Britizh Sz wio Authored Comroversinl Tremg Dostizr, THE
WASHINGTON POST {Fzb 22, 2017 Shapaon Trosoeript, €3 Fils =ith Son. Cwnrn. o the Judicnay.

¥ (L7} Steele Stxtrment | = parz 32

Fl
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stated they fosmatisis from “the New York Times, the Washington Pest, ¥ahae News, the New
Yorker, and CNN™ were briefed ot the end of September 2016 by [Sreefef 204 Fusion at
Fusion's instruction.™'® The filing further siates that kft, Stzefe “subssquently pariicipsted in
flrther mentings a Fision's instruction with Fusion and the New York Thmes, the Washingien
Past, and Yahoo Nows, which took place mid-Ostober 2016, According te these coun filings,
“fi}he bricfings involved the distlosure of Jimited intelligence reparding indications oF Russits
interferance in the US clection process and the possible co-ordination of members of Trump's
campeign team &od Russiae governmert officials ™™ In his intervicw with the Commitice,
Glenn Simpson of Fusion GPS confirmed this account by Mr. Steele and Fis company as filed in
the British coust.)?

q}.a firsz of these fifings was publicly reported in the U.S. msdizin Ape! of
2017, yei te FBI did not subsequently disclose o the FISC this evidence suggesiing tha Ms.

Steele hed Jied to the FBI. Instead ihe appiicarion mill refled primarily en his credibility priorio
the October media incidant.

EDI received similzs infosmation fiom 2 Hstice Depanmen!
efficial, Brute L, i maintined contsets with Mr, Simpson zod Mr. Sizcle sboul their
dosFier work, 2ed whose wife also worked for Fusion GPS on the Russie moject. In an interview
with the FBI an November 22, 2016, Mr. Ohr sixted that Mr. Simpson gave the

Healso nated in the
same intzrview that Mr. Stecle wag “desperate™ 1o see that Mr, Tromp was not efagied
president.™ None of the information previded by Mr. Ohrin his intersiews with the FBI was
included in the FISA remcwal spplications, despits its relevance to wheiker Mr. Steele heel lied to
the FB] ebout bis cantacts with the madia as weli as its brosder relevance to &is sredibility end
his stated political mative,

-]

Sroeis Stylamesy 2 21 e 19, (emphaats 2dded)

. Thes Siivg aleg apesrinly deseribed the medin contart (hat resulted i e FBUs suspension of iy
relmmang with Mr. Sieele, slatizg! “[o ndditon, and 2 Fosicn's instrocticn, I fetz Ooizhey 20 6 tAs Scpond
Deflondert hrisfed 3 fowrmelid fom Molher fooes by Skvpe

B
*_i13) S{rmeznn T Pt On Fil with the Sen Comm o5 the Judiciiey 1 20507
FDW30Z fNov, 32, 2618)

2 FO-302 (Tee. 12, 20163
Ar FD-30Z {Nov. 23, 2015)

b ]
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-hulhc: Mr. Steele lied to the FB1 about his medin contocly ig melevant for
lenst two reagans. Firs), It is relevant (o his credibility ax o souree, panticolarly given the lock of
eosroboration tor his claims, ol least at the tme they were ingluded in the FISA applicdations.
Second, it is relevaat 1o the relinbidity of his infurmation-gaihering efforta.

(U} Mr. Steele conducted bis woark for Fusion GPS compiling the “pre-election
memorands” “[bleiween June nnd early November 20167 1o the Brivsh Hiigmion, Mr. Sweele
acknowledged briefing jourmalist about the dossier memoronda “in late summer/aninmn
2006.""® Unsurprisingly, during the summer of 2016, reports of a1 teast sore of Ihe dossicr
allegations began circulating among reporters 2nd people invalved jn Russian issues.™ Mr.
Steele also admitted in the British liigation o briefing joumolisis from the Washingron Poxr,
Yahoo News, the New Yorker, ansd (V¥ in Seplember of 20062 Simply put, the mors prople
who contemporancously knew that Mr. Stecle was compiling his dossicr, the mors fikely it was
vuluerable 1o manipulation. 1n'facs, in the British lifipation, which involves & post-clection
dosster memorendumn, M. Steele sdmitted that he received and included in it wrsolicited—and
unverified—allegations. That fiting implies that he sintilarly recelvod umsolicited intelligence
on these matters prior to the election a3 weil, siating that My. Steele “continued ip receive
unsolicited inteiflgence an the mauers coventd by the pre-election memeranda afler he US
Presidential elegtian.™™ '

(1) Cne¢ memomndum by Mr. Steele that was not published hy Bu=feed is dated Octobe
19,2016, The repot megmmwun_
My, Stecle's memomndizn states that lus company “received this report from Jon

S Swste Department,” that the report wis the secont In o series, and thy PO WG
inlormation that eame from o forcign sub-source who “is in louw conticl
of m‘ friemd of the Clintons, who passed it 14 11 i3 roubling cnough
thnt the Ciinton Campaign funded Mr. Steele’s work, but that thess Clinton axsogiatey were

contemporantolsly feeding My, Steele allegntions mizes additional concems nbout his
eredibility,

VT () Sizele Staloment | of pors. B,

B {U) Stesks Staternent § et pern, 32

™ (L) Abkmptghin Traassripg, On File whiihe Sco. Conm, oo the Indiclary (e, Adkawcubin Inlormed he
Commitzes thal fur began hearing from Journaline abow the Jossit before it wes published, ool thoughs It vas e
sumumer al 2016),

5 [7) Sresle Sewemen 2 11 para, 13 (eovphasts added),

(1) S1ecle Stqeenent § 22 pern. 18 and 20¢ :

2 (U fel; 3¢ Sivek Stalemens 2 5t 4 ["Such Intelligrnce swas ool ectively souphl, & wes merely recefved.™)

6
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-l.r. Steele then apparenily pessad this report to the FBL

ioply put. Mr. Steefe teld the FBI e hod oot shared the Cartzr Page dossier
inforrmmen oeyoad his ciicnt and the FBE. The Department ropested that cluim: (o ke FISC, Yer
Mr. Steele acknowledged in swom fikings that he did brief Yahoo News and ether media
organizatiens sbout the dossier armund the time of the publicatinn of the Yafioo News axticle thst
seems to be based on the dossier.

(U} On September 23, 2018, Fekoo News published its artieke entited “U1.S. Intel
Officials Frobe Ties Between Tramp Adviser and Krerlin,™ That article descrived cluims
ebout meetings between Carver Poge and Russians, including [gor Sechin. Mr. Sechin is
described in the anticle as “a longtime Putin associate and {ormer Russian deputy peimve minister™
under sanction by t2 Treasury Department in response to Russia's ections in the Ukraine 2 The
article attributes the information lo“s well-placed Western imelfigeace source,™ who reportedly
said (hat “[oh their alleped meeting, Sechin missd e fssuz of the fifting of ssctions with
Page."” This information also appears in multiple “memomnds™ thet mske up the dossier.

(L) to sum, sround the same Bme Yahoo e published its arficle containing dostier
information ebout Carter Page, Mr. Sieelz and Fusivs GPS had briefed Fahoo Ry and other
nows pulleis abhest informatian comeined in the dassier.

-mrtm.: {acis appear to dirscly contradist the FBL's ceseritens in its initial
pplication for the Page FISA warrant, as well as subsequent enetwal applications. The FBI

cepeacedly represented 20 the colzt that Kr. Steclz 1old the FRBI e did #or have unawhorized
conlacts with the press aboui the dossier prior e Oclober 2016, The FISA applications make
these claims specifically in the context of the Septomber 2016 Yaheo News axticle. Rur e
Steelo has admitted-—publicly before & cowrl of Iaw—that he i have sush cantaces withrihe
press Bt thiis Hme, 3rd his Rormer business perer Mr. Simpson hes confirmed it to the
Committee. Thus, the Fi3A applications are <ither materially false in claiming thal Mz, Steele
said he did not provida dossicr information to the press mior to October 2616, o7 Mr, Stecle
made matecially falsz statements to the FBE wien he claimed he only providad the dossier
information to hit usiness partner and the FRY.

this case, Mr. Steele’s apparent decepiion seems 1o have posed significant,
malerial semoquerees on the FBI's investigative decisions and represenmlions 1o the coar. Mr.
Steele's information fprmed s significant portion of the FRI™s werrant applicatian, and (be FISA
application relied maore eavily on Stecle’s credibilisy than on any independent verification or
correbaration for ks clsims. Thus the basis for the warrant suthoridez surveillsnce on a LS.
cilizen resis fargely on Mr. Steele’s credibility. The Department of justics hos 2 sponsibility

= (U) Miekas! Lkedl, £/ intel Gifictuls Probe Tier Beoeron Trame Adchinr end Sremlin, YAHOONESS Bept 23,
016),

2{(‘[}) ,d-

= iUy

= (U} Bersinger & o, HuzsFeen
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determine whether Mr. Stecle provided fadse indormution w die FBI and whether the FBEs
sepresentations (o the court were in emur.

(U) Accordingly. we are referring Christopher Steele 1o the Department of Justice Tor
investigation of potential violation(s) of 13 U.5.C. § 100].

o oy 7 ' i
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R 7 R 0

i biﬂﬁ?ﬁ}ﬁmmeﬁm

-4 APRAT -

{4} ALEKSEJ GUBAREY 5.0 <£>’
(2) WEBZILLAB.V. %73~ . 4%

{3) WESZILLA LIMITED - —°

{4) XBT HOLDINGS 5.4

iN THE HIGH CQURT OF JUSTICE
QUEEN'S BENCH DIVISION

BETYWEEN:-

Clalmania
~ang-
{1} OREIS SUSINESS INTELLIGENCE LIMITED
{2} CHRISTCPHER STEELE
fisfandsnis

DEFENCE

Roferences @ (s Cafanct are ‘o pareorepts in B Partinders of G2 unleas ctherwite
claled

{ntroduction

1. Save sl | 5 admiied B=l hs Secend and Thie Tlaimaws era ha:ling
infrastrachre companios basad in Fie Nethedands and Opne respachvely, no
edmissicns sremade o3 o peragraphs 1 and 2.

2. Paregrephs 3-5are 2dmited.
3. Oible was joundad in 2003 by the Sscond Defendan) snd Crdslepnar Burmws.

4. The Sesond Defendanmt esd Chislophor Burows wern formerly sadlor end
arperseed Cram servants in the Foreign end Commanwenth Offize,

5 8% Andosr Wood GRIAG was e Brifksh Ambassador lo Mosoow beleeen 1885 erd
2000, Ha Is an Asseciole Fellow of e Ruesia end Euresiz Progremme at the Rop
brmtilua for Iftemstionn) Affels ol Chatham Hou=s, Ha is elsoan Assogala of Drbls.

- — F - o
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6.

E%la I [§7 L)

Fusion GPS {"Fusion'}is o consudisney bemed [n Washingter BC provicng rasosrch,
sirategic NicRgencs and dus dligance servicas © cllsnts,

Frios o B evenls In lssus in Biis case the Defendants had developed 8 working
roiatonship with Fusion ovar a sember of years.

Al g materat Umes Fusloa was eobioct 10 @a obfigalion nol i discioss’ta thind
pertles confidential Inlaligence mafedal provided i it by tha Defendanis tn the
course of that warking melasionship wihou! ha agreemend of fhe Defendan’s.

The pre-election memorantda

8.

10,

in

Balvre=n Juma nd early November 2016 Crble wae enpaged oy Fusion Is pregara &
sovies of coafidensal Memcrerda bezed oo MMGIlEsNce pencerming Russion effsds is
infuenes the US Fresldential ekefon zrotess and finks hetwess Ruses and Dorad
Tnamp.

The Defendsnis produced sicesn such memomanda, Thess wil be relered 10 for
GonveniEnda as e pre-elscion memoranda”, heving bsen prepared beforn Te
2016 US Prosideatial alesticn. Tha 22! oo vias produsad in e kiler pen of
Ceolzher 2015, MNeno woro produced i Novomber 2018, Nobe of e pre-alsdlion
memaznda conlsinad sy relfemnce o of intelligence sbout, the Clamants,

A3 8n Assaciala of Oz, S Ancrave YWood wes sware of the Second Delfendants
inlaEgenng gathadng for the pre-sacten memoranda.

SoenetorJcha MoCalin

1z

132

Sensier John MeCaln i the Chair &% tha US Senate Armed Sandess Commilitaa and
& member of tha US Sanate Commilsa on Hemetand Bectrity and Sovernmarniz)
Afieirs.

Davig Kramer % 2 foimer US StEie Departman civil sarvant 20d was US Assistant
Secratery of Slats fer Democmacey, Human Rights, end Labos from: 2668 to 2008, Ha
13 the Senior Diredior for Humsn Rights snd Homan Fraedoas =t Seraior MeCain's
Inshilvia for International Lesdarship,

14 Alter 0 nincllon of Donald Trump as the 45% Prasiient of the Liniied Staten on 8

November 201E, Sir Andrew YWood met ktr ramar ang Senaity elaln As o rasuil
of thelr decussians Sir Andrew amanged for the Second Defendanl k2 meet ¥t
Kramer, g3 the reprosonlative of Sendlor McCala, In uder bo show him tha pre-
alaclion memoranda on a confidantal bass,

5

LI_' E ) ]
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15, The maestsg badveen tha Second Defendent gnd Mr Kmmer 1sox place on 28
November 2018 In Surrey, Mr Kramer i the Second Defendoni thet the Inlelfiganse
he had geihersd raised Issues ol polents] nolone] semeily tmportsnos,

16. An arangement was then medo vpen Mr Kemeds relum 23 Weshingion lor Fusicn
to provids San. #Csin with hard coties of the prp-olaclion memomnda oo 2
confident=l basis via i Kremer.

17. On bebafl of Sen McoCaln, Mr Xremer requesizd 10 be providad with any further

Infeligenca gatherad by the Dafendanis shout atieged Russien imerferanca n tha US
Preaidersal ¢taction.

Tha confidental Decomber memorandum

18. Tha Defendants canfinued to ranshva ensalellad intelligenca on Ina magars covarnd
by the pre-alection mamomnds efter e US Presidential ei2cton end the conclision
of tha assigament for Fuslon,

18. Afler receiving some such Jleligence the Second Defendant prepared the
confisentl Dosamber memorandizn, referad 1o 8l parsgreph 2.9, o hia own
inlta¥ve on or eround 13 Qeoember 2014,

20. The Defendanla considored, ooertly, Bl ko 8w melRgence in tha Dacembar
memorenduE

a. wes of cansiderable Imponence in relalien i a¥sged Russian blarlerence in
1d 138 Presideatiat alacton

p. hadimpicabions for # matensl secunty of the US enf the UG and
¢ nwodsd o be anslysed and fAothsr vestoaledvarifisd,

21. Atcordingly the Secnid Defendont peovidad o capy of the Gocemer memoerandien
o

a. Aserior UK governmeni nafiona! socuty officiel acting in Ha official capacty.,
oo o conficentinl basis in bard eopy fom; and

b, Fusiss, M encphaersd omall wan un nsluclion o Fusion o provide a hare
<opy 1o Sso. MoCan vin bir Keamer,

Llability for tha publicatlon complained of

22. Shve that il is edmited k! Tm worgs compisined of and Eet oyt hermin ware
conteined in e confideniial December memorandum, poagmph 8 i2 darsed,

. 189
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T

24,

ar.
26,

z,

30.

34,

P ]

e iy 3 [=TEY]

. 1 Is denied {hnt in thair nalival 2nd erdinady madning, & their proper tonlext, His

words compialned of bore o wero capalie of beefing te.mesnng plesdsd &t
peregraph 7,

Read in context the natuml and acdlnary meaning of te words compiained of was
that thare ware grounds (o tmestigeie whether the (Isimants tad been sosrcsd by
FRueslz into hacking ihe compiters used By ha US Danmuasapa:fglamd\ap
Irensnxiting viruses, planing bugs, slealing deta end tonducting pltsring operaticns

. Savg insofar a5 & 15 admilled sbove paragraph 8.1 i8 demisd,

The first ssntence of parsgfoph 5.2 i3 nolad. This is undivstanaablo, Tha centenis of
ths Bocamler memomndum wure highdy sensilive and the Defendents only
cfsseminalod coples o |l in sligt confidance aa aleresald.
Tha reensinder of paragraph 8 2is, i the premisss, denled in ke entiety.
Sub-paregraphs 8.2.1, B.2.2 end 8.2.4 nre sdmitlad,
As losub-paregraph £2.3:

a. In 3o far o thic sub-peragraph refers jo tha pre-election momerandaq;

L. Tha first sontenco is too vague for the Dsfendants 1o plasd fo ineny
magringhul wayh

il. Tho second eanlanes s denied;
b, in 50 67 25 i relem {6 tha condidentat December memomnduTs:

i, Tho fret zentenss ks agein 160 vague for the Defendacts to plesd o B
any meaninghd wey. The Docambor memarandum w2 provided 1o
the raciplenie 1onfisd above sa that Dl ho Information in {1 was
known Io (he Unfisd Sieles and Uniled Klngdom govemmerds al a
high iave! by persoas with responsibifty for natienal Sersily

I Ths seoond asnlencs i= derdad.

Tha first sentenzs ol sub-paregragh 8.2.5 & noted. The Defopdants & nol, however,
provida any of (58 pra-eigcion memoranda (o mega orosrizaliens or joumalisls, Mor
did thay aulherize aryona B Sa 9. Nos ¢ By provide (ha confidesEal Decamber
mEmorEndum I media organizaions or jownalials. Nor ¢id they suthorizs snyone o
da so.

Tad second senlence of sub-paragraph 6.2.5 Iy deniod.

XL 1 i AUl
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32. Savg that it s edmitled thet tha Second Delondomt guva off o o brigfings to o
small - number of |ournalata oboul tha pro-alecien  memoranda ¥ lals

surret/faulemn 2018, sub-paregraph 8.2.8 Is denlod.
33, Paragraph 8.3 s sdmilled but fability for such publicalion resides with BuzzFead.
34, No admistlons oo mado as 12 pargraph 8.6,

35. Parmgraph 8.5 ia damead. Tha Defundan)s ama aotishls lor publicslion by Buzzferd.

Quatified priviiegs

38 Furtherof in e nitemalbive, ha confidential Decembor meraBndWy Was Fubilshisy
by the Defandants, as plaaded at paragraph 21 sbawva, In gaod fokth, 60 an eccnsion

of quallfied priviege.

37. In the treymatances oot cul abnve tha Dafendantn wore under o duty to pees the
infermalien n tho Desombar momomngum to he serler UK govammont antianal
tecwily officlal and Sen. MeCaln £0 thal & waa Khown to the Unlled Kingdom swd
Unitad Sfotes goyommants at o high loval by parsang with respanslhilly for anllonnl:
sosuilly, Theeo raciplants hod a cotraapsnding duty o intorast 19 Honlve it in thalr
capacition i senio! regresyntativire of thean govemmanla with guch ronpons s,

35. The incldental pudiitationn ta Fuskon und Mr Kramaor waid reassnablo an o means of

tringing Uiis sonsilivie document sacuroly 10 o gllantion of Sen, MoCaln,

39. Tho Dofenttants did npt publizh tho Docamber memorendum o eny of the caid
reciplants with 1ha Intonbion Il should be repubiishod 1o 1w world at luge nae did they
ask any of them 10 ropublish the Dudember memorusdun to othens. If any of Ihe
raciplanls dld go with t resdl thal | wos published o the work) el lamge tha

Delondants, In the circumsiances, rataln e pratsction of qualifed privilege.

Harm

40, in relalion {o paregraph 9, it ts simiited the? publication of = words compiaied of
by BurzFeed o eny subsequen] Iamel republicalion of thosa woids by ird
paries) was ikely to czusa sardous hamm to the reputotion of the Firsl Claimanl. Save
e aformanid, paregraph 8 I3 ot semilled. I paricular, 11 ks ot admilieg thel the
pubilcaton of tw words compiained o by BuzzFeed (or any swch gubsequent
ropublitalion) has noused eardous financiel lose jo amy of the Clalmeanta o that [t ks
likaly to do %o in finure, The Claimanls &ro requird ia prove the existence and exntant
of pny puvt financlal oxs andlor any [ikely fulwe finendel loas caused by the

publication of iha worda complainad of,

T o WY EEIRT Y
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41. Paragraph 10 is noted. 1 is net edmittod that the isw of sach of the jurisdinticns is s
Europesn Unlon in wiiich the words comgisined of wers publlshed wes ard 18, so f2r
a3 majadal, the same as the & of England and Weles,

42, In oiston lo paregruph 11t
o Paragraphs 23 and 24 sbave ara rspasted and sub-paragresn 154 Is dented:

b. Sub-puregeph $1.2 iz admilied byl 4 is genied that (he Celendsnla putlishas
of cavsed tha publicatian of tha words compiamod of exremely widsty,

¢ Sub-paregreph 11 3 2 nel scwmillod;
43. Trs it senlense of paragragh 12 is nat pomitiag,

4. [n rafation 10 e sacond santence of peragnanh 12, il s deniad that the Clefmants
ers ontled o cizim demeges, whether sggmveled or otherwise, gmalnst G
Balerdants s cpposed to BuzzFaad.

45. fn rolsticn to paragraphs 12,5 and 122, it Is edmitied that the Defencants did not
conizs! he Claimanis prior o (ha pubication of the womds complines of by
BuzzFeed. In M of the matters plsaded sbove ihe Cefendants he<d no réazon 2o
contast the Clatmende in raladian to the pubfcation of tha Cecamber mamomndum oy
BurxFosd.

48, Pammgmeh 12,31 dénied, Tha First, Second and Thind Clzimards send a latlar bafars
action to the Defendants an 23 Janusry 2647. The Defendanis acknowiedgad receipt
of $hs feisr before action WMrough & leiter from their former sollcitors, Schdiings, cn 32
Janusry 2017, Tha Ogiendants then provided a delaliad responss o e lslier bsfore
ation fov daye i8%r on 3 February 2017, The Defendants pointac ot thet 2
CleEmants’ laller balore aclion 9id nod mes! 1he requremeants contsined [p the Fre-
Aciion Protocn! for Oefamiation. in paclcutar the fatier bafore action:

a, staled Mal McDammod Wil & Emery wee hetrucied by "efdfsles” of &=
Second end T Dufandants, bit did nod provida tha names of any delss of
thoda “2fiales”. Nor did R slate witethar Mclemmat Wil & Emary wers
Instructad by ia Fourth Claiment;

b. &5 not iganlfy the padicular pdmaban{s) sl wore tho subjsd of fs
praspecive cigis, contary la paregraph 3.2 of the Fre-Acton Protwosl Re
Dufamaten;

6. ¢ not Kienffy tha meaning thal ha Frsi 2o Thid Claimants giiuled s B
wrgs camplaizad of, cootrary W0 pamgraph 3.3 oF the Pre-Acton Frojece] for
C=femation.

The Defendants hefelm requesiod e Claimants io provide e necessary
nfometisn In oxder ¢ eflab® the Dslendanis (o provide. e (ol esponsa o e

6




proposed cam  Nehwithstandng the fact thal tha Defandanis provided a detailed
response lo the Ciaimanis' lalter before action withun 11 days of that lelier beng serl,
and nolwikistanding the numerous deficlencies 1n the lofter vefora acton, on 3
Fehruary 2017 tha Cleimanls Issucd and served proceedings on the Defendants. In
the circunstances, the Claimants’ decision 10 ssue proceadings less thep txo waoks
allar the leller before aclion was precipitous, incompalible wilh 1he averriding
objccive in the Civil Procedure Ruiss, snd breachod tho roquirarnenis of tho Pra-
action Prolocol for Defamution.

47 118 derird that the Claimanls are enlitied 19 an munclion sgainst \he Delerdaris as
pleaded -n paragraph 13 of Ihe Particulzrs of Cauim or a1 all.

GAvi ILLAR Q.C.

EDWARD CRAVEN

STATEMENT OF TRUTH

Iho Defandants tolievo that lhe focts sct out in theso Porboulars of Claim are true,

s

Christopher Sieele
Pasition: Director, Orbis Buslnesa Intelliganze Lid
Date; 03 April 2017

THHZAMTERA o*
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INTHE HIGH COURT OF JUSTICE Clalm no. HQ17000412
QUEEN'S BENCH DIVISION

BETWEEN

(1} ALEKSE GUBAREV
{2) WEBZILLA B.V.
(2) WEAZILLA LIMITED
(4) XBT HOLDING S.A

and

(1) ORBIS BUSINESS INTELLIGENCE LIMITED
[2) CHRISTOPHER STEELE

Dplongenis

DEFENDANTS' RESPONSE TO CLAMANTS' REQUEST FOR FURTHER
INFORMATION PURSUANT TQ CPR FART 18

Umdar parngraphas 7 and 8

O “Ar ail matona? Ymor Fusion was subect io an cbijotion aot 10 diseloso (0 hird
porta confidenstial infoligonve ko provided To & by fit Dafandarts In the cownse
of Il wortting rolntianahlp wilhowd the agraomaont of tha Dalnadaenta”

REQUESTS

1. wrnl;mm tha afnged duty of conlidentinlly & soid lo anse by aonlecl or in
eqully.

2. 1 by cantrnel, stnle whathar tha duly arose under (a) o genaral conlract of
relainar, of {b) spediic contrads elaling {o the 3pedllc work,

3. In eilher evanl siele whether sny conbract(s) rebad on were wrillan or oeas; If
orel, sialing whan any belvwean whoin iy wars mate.

BESPONSE

The duty smss balh by coniad snd in equity, A wiitten non-disckcsure
agresmant was toncluded batwsen the Firs! Defendan! and & represeniatiee af
Fuston in Janwery 2010 n raistion {a work conduded by Fuslan far (ha Fiest
Dafendant. Fuathermors, Fusien was gvaare of ha conlidentialily of Intzligence
roparis Uwouph the course of businass villy the Defendants ant, In mlalon (o
the disclosure of the memaormanda Io bir Kamer, the Second Deferdtant ang
Fusion han bad spedfic dstussions In which {he confidentiaity of lhe
memoranda had been emphmsised and Fuson waes [nsincled 1o infoan M

Kremer of hexr confidentiallly.
REQUEST
A HPC
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4. Sisle whalher tne 2leged 4y nof fo discose stah Infefigance Ip W parlles”
vithoud tha prior agreement ¢f Bz Defendants 4 the courss of the worklng
relgbonship exdended B discioswy by Fusicn to tholr oom clignts {io (e clhents
who ?Eg commissionad the inieFgence moknal sos poragnaph § of U
D=lencal,

BESPONSE

in retafon io the pre-2iechon memsrands the duly ol kb dizzlass indesipanca i
third peries withgul [ha prior agreement of tha Delendents did net extand to
dsclpsie by Fusion (o ils ienis), sliboegh (he Delandgnls :ndarsiend ha!
copios of 1he memorands were fot disciosed by Fusion 1o &s clenl{s).

In-relalion t 1the Detamber memorpndum, ihis was nal prepered puoskent o
any centzoct os staled gl garagragh 18 of i Cefense. The dyly not io disclese
s Intsfigence mpod lo thid cares wilhopt tha mker agreamam of he
Ceafendanta lherefors did exdsnd o disclosurs by Fusion {vils ciends)

REQUEST

3, Sialo whethar tho Defendants aweed any reciprocai duly of confidencs ia Fusion
anfior Fusion's cienis in rolzlion (o 1ha InlsTgenca [hey providad.

BESPONSE

Singe ¥ wap not prodused gszuan: (o the engogameni with Fusion dssoribed 21
paragraph 9 of tho Oolerce, tha Defandants @id nol ows any chégailon of
cenfidonen 10 Fumion ondior Fuslen's ciiania] b relstion to the intelligence
coniainad in 1ha Decamnber mamerandun.

REQUEST

8. Stals wiwthef Fusin's cllanis. intgfar gs Escfosige lo hem wes pirmitied (ag2
Raquest 4), wers undet any Suty to e Defendanis endior Fusion ot [o{a) us2
and/or (V) disticse the intelligencs, s, i 50, giva Bhe pamiculars as i how el
chily is afegad 1o arsa,

RESFONSE

The rexponda to question 4 abave i3 repesied. The Defendants untersicod Lhat
the amangement batwdan Rutica end s clzni(s) was that inleligence wousd
nod be disciosed. As syplaned akova, the December memaemnium wns ndl
produced mrsoand (o tha engagemen! refeted 10 al parsjraph 9 of the
Dafenca and Marsfore dizcoase of e Cecembesr memomandum o their
crant{s) Wil nol pLanyiied,

Under paregraghda S and 10

O "Belwoen Juna and ey Novermber 2076 Orf's w=s angugsd by Fcuic; o pregare
2 sories of confidentis! memarands based an ialeBgence concemiag Russies efftris fo

infuence fhe US Presidenial shielioo groo03d and fnks babaeon Russha znd Dons'd
Trump”.

BEQUEST

3 =)
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7. Prenn idonidy (soa paragroph 6 of o Dofanca) Fusion'o cllani(n) in minlian to this
partoutor angagamanl,

RESPONSE

Thes request s eeither repsonably netpssy nor plopaion2le (o enablz the
Craimants to propone hiolr own.case nof 1o underaland 1ho case Whey hava (o mael.

O “The Deferdanis produced sixtess such memoands. These wi be mfered o far
convsnienty gy Ths pra-eleclion memmands’, having been mwepared belfve (he 2276
US Presidontial stection. The &l oo was produced o Ihe isiter pari of Oufoder 2016
fona wora produced kn Novamboe 2006 HNonp of Uis preslectiin mamoranda
conjalnad any reforencs fo, or intedigoncy dbow, tho Cafmants”.

BEQUEST

8. Invigw of Ihe essarion tast no memoranda weee produted m Rovembar 2018,
plaasa niata e nalere of Die enaagemont [n early Novembor 2018 an refemed
Io In ppragraph 9, and whebher Uds engagemant waa patformed and what
intefigonce i redaled (o,

Tho noiur of the Defondants’ angugermant by Fusian dil not chango duing the
period batween the proparstich of tho last pre-okiclion memorandum an 20
Octobir 2018 and tho date of tna US Proatdontin) plactlon.  Howaver sifce the

Dolondants & nol recaive any ralavant intaligents concorming Russhin offons
o Influenca Iha US Pragldantial olwellon procass and (inke Bstwesn Rusaia ond
Donnld Trump during this petied, 00 mamoiamin ware protduced pureuont o
tha ongagoment nftor 20 Oclober 2010,

Undor poragraphs 12 ond 13

Ot “Senefor John MHcCalin is the Chal of the US Sensle Armed Sesvices Commillse
and a momber of the Us Sonete Cammitteg on Homuland Seeumly and Governmental
Alfoles™ ant "David Kraier 1s @ formsr US Sfele Depastmont cvl! senrant and was US
Agsislant Seerelary of Slate fer Damoiraty, Human Righls, and Lebor from 2008 lo
2008. Ho is tha Seninr Dirpctor for Human Rights and Muman Frepdems al Ssnalor
MeCain's Insiftite lor Infernalional Leatiaraltin”

REQUEST
2. Fleess confinn (as pamgmph 20b() of ha Dafence suggesis) that Senalor
MeCain and b Kremer are allegod {2) 1o Mmva baan ecting In thase offical
capaclites; and (b) anly in relatlon 10 thosa capanities in the coursa ¢f the

mitlern pleaded in paragraphs 14 1o 17 and 21b; and, ¥ not, Wenlify eny other
capacily [n whith thay were acting and when end for whal puipazals),

RESPONSE
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Thie Deferdasnts befeved that Ssnator ¥:Taig end Mr Kramer wane gzing oy
in thefr offical cadediies end wera not Informed of amy other cesacdly or
pupos? In wiikh They wers &inp. Thers were nd grounds tha! =3 Me
Dafandants {o suspec! thar Senzlor McCaln and ¥r Kramer were ol ating In

- helr officiz! capaciBes at any Sme vy 2 and niZudng the pubicaton of the
December mamorandum (o Mr Kramsr,

Undar paragrapgh 14

Q! "As & casu¥ of dsse discussons Sk Antrew arvengud for the Second Defandant lo
moet Mr Kamer, &s tha regresanlaiivg of Seaaior MoCein, jh ardsr (o st him the
pre-elesiion memorands ont 2 conficards! bess®.

REQUEST

10. Stalg whatl i3 mean! by 'on a confdential basiy', ndicuting pretisaly whal usa or
usoR Senalor MeCaln waskvers permified o make of e pre-giection

mamodanda and whether thess uses wern epediied 10 Senator McCzin and Mr
Kramer.

RESPONSE

The Defandanly undersioad thst the gonients of e memorands woukl be
trealad in tha sirictast sonlidence and would ealy ba used by Senatos &5cCaim
his officlal capacity for T soés purpose of analysing, (avesfigatng arvd vadfying
helr contenis to erabls mich stiion 1o be takdn o5 nacessary for he puposes
of protecing US natoqal socurily. The Second Defandant syprossly informac
Mr Kramer thal the pre-slaction memeranda wera only 1 be csed for this
axclusive purposa bolfors he shoess Mr Kramar any of the memaranda. Mr
Hrames wes not 8l this lne prodded with copins of Ihe mamarands tha hed
bean prepaned 53 gl lhal date, Dl was shosn copses.

Under paragraph 18

Ol “Tha Defendacts contivued (0 etalve wwsicied inlolipence ca tho mollers
covered by the provefoction mamorendn afier the US Presidential olfaciica and the
conciusinn of ite asdgnmen for Fusion”,

REQUESE

11, Pisass stzle whslhed such Miedigencs was adhvely sought by tha Second
Defondant or mesely received {59 prezanlly plaaded].

RESPONSE
Such iveSzenza waa nol aclively sought [l was marsly recefed.

Undes paragraph 18

—— —

k= 8 T i
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Of "Alter rocowing soma sueh Inteliigance the Socond Defensant propurtd tha
canfidaniol Docombor momaorandum, reldiad fo o! parograph 8.1, on hig own inltiatve
on or around 13 Bacombar 2016,

REQUEST

12. Pinoaa etala whnthor tha woits 'on hls own nialive’ mean thel the Dacember
mamorandum wiaf not (a) crénled; or (D) provided lo Fugon pursunnl ta any
ronlmgd, I nof, plesas specily tha contract in question.

RESPONSE

The December memkrandum wes not craated o pravided 1o Fusion pursuan) i
any conracl

Under paragraph 20

Of "The Defendonls considerad, comeelly. ihal tha raw inleligonce in the Dicomdsr
mamorandur; 2 wes of consideralde imporfonca in rRlation {o asped Ruséian
wiadfarance in tha US Prasidantial efecion; & hed imglicetions for (he national sscuwEiy
af the US and the UK and o. raeded 1 bg anglysed and Jurther investigatedhmrified™

REQUEST
13. Plesss slate whalhar ha Szoand Dafandan! ohly ranéked this canclusion on

bohalf of tha Firal Dafanden or whethar Christopher Burrows andfor Sir fndrew
wera parly 1o his aesessmenl.

RESPONSE

Tho Delondnnls’ nesesambdnt hal tho pre-oloction momommda ond sny |

rubtoquant rolsted Inleligansd vehileh thoy recovod shewld ba dictosnd o the
individunls rolorred to al paregrph 21 of the Dofanca woa reachad follewing
soporoto dlaguasiona Batween (hoe Seoond Cofondant snd (1) Chvintunhor
Buroves af twr Firgl Dolondant; (f) Sic Andoesve Wond (who hod apolien with
Snnaley MeCain); (0) David Kramer (who wan acling on behal of Senalor
AMiCaln) and (v) e UK nallenal saourty =ffieisl soferod to o) porugruph 21(b)
of tha Dofency, hMr Burrows shired tho Sesend Qiondon's assostmant al the
rolovin) ime, The Oefendants conokiored thatl tha leduss wara aelh-ovidenty
roluvon! 10 tho polional securlly of tha US, UK and thal n'Sen and thal
nubsetuont imMbligenco relahng 1o theza msues cupht to be distloued lo ke
individuals refemad 1o o) paregraph 21 of he Dolence. Eoch of tha individias
with whom thy Second Oetendnnl discussed b lsuya shivad thi view al the
lime ang, to tha Second Dafondnnt'a kncw/edpt entd bale!, coninue to moid
Thot view,

<8 AFC
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Unter paragragh 26c 2nd 21
REQUEST

14. Pizaga elnle wiathes the Decombar mamarendu wes proaded ta {a) isa UK
aationst securdiy offisal andier {d) Fuskin, andor (o} R Kearnar and Senalor

NeCam with e sowns of Hia aldegstons epsinst the Slamants redacad o
nab

RESPONSE

irformation paraining o the ehius of tha sowcs(s) of ihe hitstigencs contained
wiiin Sz Detember mamorsndum wos nof redacted when it was frovided fo
either tha UK neilons! secusdly official andier Fusken antdior #r Kezmar 2nd
Sonater MeCst. The inforroman contslned within e Imefigencs repas
perainig o the sishes of the sourels) was conslslant with e Defzngens’
SonscRs @ffads i prolact the idanijly of Ihe sourns{s}

RECUEST

15 Fieaso slale whathar Bis Instacknn to Fusion contplned any exXpesst Meierence

to confdenitlly (conirast paragraph 2ta which arpressly efars to ‘on o
conftdestipl basa',

RESPOMN

In lhe Second Defendanls scmmuncalisns with Fusion surrounzing U
movieon of ihe Mshrisction by anciphered arsal, i was axplictly stated tat the
semorandad were oniy 10 be povidad 1o Mr Xemss i 1he maposs oF passsg
hem on 0 Senawr MoCan. Substenlhs conversalless behwesen the Seaerd
Dofandant end Fusice rekling fo iFs meler wes tondutied welng Securs
t=lgphona comanmicaions. Dring itsa secive communicaions, he Specnd
Dafandant oxpressly emphmsized hnl s Decsmber memorssdiam was stblew
1o lhe 2ama sYick reslrictons on disclosime (o (hird pasbies as ware tonizlned In
e wiit=n egreemant dastnbad in the respdass o fequesls € o Iahave,

Undat paragraph 2taand b

Of Ascordingly the Second Delzndant provided 8 copy of the Dotwaber mamanendun
for a. a sanfor UK governmant nallenal so01sBy olfficsad acfing in Ms oTcip? capacdy, o
= coidanlinf fass v hard oopy fomw end B Fusion, by sndipheved oma¥ with 20
metruclion to Feston fo provide o bard copy 1o Sea, Melaln via Mr Krame:™

HECQUEST

16 Fiease siate shathar hieligonss provded 2y e Dofendzalzs to Fusion wes
ganaredy provddad in engphezsed foom,

1 ™. m 1
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RESPONSE

Intedipenca pravidad by the Dofendants to Fuslon wag provided spcurolyand
whora provided elocironically it was provded i enclphared fom,

Unidor paragraphs 23 nrd 24

4 N is deniad thol in thefr nalurol Gnd ordinary meaning, it thelr proper contexd, o
words complsined of boro or were capnble of bearmp the meaning pleadsd sl
pemgreph T and “Rand i confext the nalual and ordingry mesakng of the words
complainod of was et Ihelg were Groumia lo lvostigale whether the Claimanis had
toen cagreed by Russia inlo hacking tho compuless used by e US Damoeral Party

mwmrp. franaraling vieaon, planiing bugs, stealing dola ond conducting aflecing
aprrotions”,

BEQUEST

i7. :,I-,Bﬂ“ Kentify the context mied on and tha readers) 10 whom 1 was ellegedly
[T .

The nepdars miomed b ara e readers of the Dodomber memorandum who
eocsased and read the wends complalned of via the erllcie thet wan publshas
on the HuzzFoed websilaon 10 Jenuury 2017,

The Dpcomber momamndum wab 0 fow IntofHance rapon wileh contained
infemalicn guthoree from & confldentnl source(s) aboul wvarous national
socusily i3suns thal warranted lurther invostigation,

Furilver, tha worts compfaned of wera published by BuzzFesd es part of 2n
articte which stresaed fal the canlants of the dasals {(whith Included the
Dacombec momorandum) warg “Lavarifiod, “unconfimed” and  comdalned
‘urwarified, and polentily uavenlialie ellapaitens’. The aritlo addad thal,
'BuzzFoad Naws reporlars in (ke U8 and Ewope have beon lnvistigoting the
aliaged fecls i the dessier buf heva po!l verilked or fedfod them.” The arice
roported that tha Prasident-elect's altomey, Michae! Cohsa, had said thet
aliegations in the doasler "were absoirply false™,

In thoso circumulonces, reoduer of thy words complained of wore thargfors
ware thst (i} tha gontenta of the Decomber momomndum dld ol ropragant
(und did nat prport o raptesen) warilied facts, but wero rew intalligenca which
hatt dentfied 5 rnge of z¥ogationa thal wamanted invesligsBon plven their
poteniial national astedly impscilons; (i) persons mentionsed @ tha Decamber
mumnorandum wand unlicnly o hova béan approachad [or comment, and
tharrafora many of 1hoso pOTG0nE werg kel 1o doay tho allagations confnined In
o taw (ntalligenco; and (i) whhie the Docombar momorandun wie prognrad In
good (aith, ils contant mual bo srilically Vewed In light of tha pumptisn for and
clrcumatances in which the information wes collacled.

DR =
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Under pzragraph 32

Of “Scws thet i s admitted tha! ing Second Bofindant gave off the record &isigs lo &
amed nurnber of fowrmalicls shaul the pro-v'echion memorsntla 4 Ble SumimeTasurma
2918, sub-peragrsph 5.2.6 is denied”,

REQUEST

18. Plsata [Hantly the |oumefels brisfed by the Sscond Defondant and atats whon
2nd how s brizfing was done & each ¢asa and Hho gl of whal was convayed.

RESPOY

s joumaists initlely briefod &l U end of Sepizmber 2016 by he Secand
Bafgadan: ana Fuslen at Fusicn's nsbuction wese (mm the New York Thnos,
T2 Wathington Post, Yahoo Mo, tha New Yorder and CNN. Tha Sacend
Dalgndant subequentty particpaled i lurther meetings &l Fusioa's isstucton
with Fusion ang e New York Timze, the Washinglna Feai and Yehoo Moiva,
#inch fook pizcs In mid-Oclober 2018, In e=ch of Tosa cz=as ihe brielng wes
cendtied verbely in porsan, In adiion, Batt egain al Fuslon's Intinedon, in
iata Qoiebar 2016 the Second Dalandam bristed e iswrnaist from kisther Jones
by Skyps. Ne coplss of the pm-oledion memorsnds ware evel ST Of
eeovided fo any journalste fy, o wih W0 Suhiadiation of, 1he Defandanis, Tha
beiafings sraolved the Secloswe of Smited Inisizersce reganding indizations ol
Rusmian inlerfotgnce n e US eiztton procass and the poasibie co-ordfnation
2! mambers of Tremp's campalian team ond Rutaian govarmerand efficels.

REQUEST

12 Piezss emie wiel b meanl by off the rcewd’ and, In psrllcelr whather
MBans:

{2} Tha informaton provided wes not o be publehed (bt mighl be used:

{2} The Infarmstion mighi be pubished K ool aiibuted ta the Defendaals in
any way,

{c} As (b bl ths Deferdants oovid o gansseally destribad, Dt Gl iy fame.
RESFONSE
Tha Seeotd Defendant updersisgd hal e infermadion provides might be used for the
pwposa of furiher rasgerch, boj would not be pubfshed or plirbited: The Defencants
mpset Bat ne of e record brisfing ever 0ok piace conoeming [ha Decambor
memarandum. and no copkes of any of the sro-pleciion memoatands er Ihe Detember

memaeEndum wer evor pravided o joemsists by, or with {he auliwrisslios of, e
Delendanis.

RECUEST

20. PronEn st=te whslNar 1hSsa lams wove epresd o by Mo cemalsts copzemed.
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RESPONSE
Thoe Sucond Dodundand was 0id by Fusson Ll tha fanngs had boes oxploined 1o
tha rolovant joumuksts in edvanco by (em nod the Second Dofendont
ralnlorcod (he bosis on which he vans npeaking 1o each of tis foumalisie ha mat
ky paraan. Nono of the joumalists ralged any cbjeclion.

Undsr pamgrophs 36 ko 39

REQUEST

21, Pieash state whather the dalance of qua¥iod privilege 13 ralied on by the

Dalgpdants If they ara hald to be llabls for publicalion lo the world e lorge ag
‘distinct lrom the edmdtisd pubdcallon to ihe Individuals oatifisd by ihe
Dafendants in the Defence.

RESPOMSE

YeR,

STATEMENT OF TRUTH

Tha Defendants befieve that the facts swist I this Rosponsod aro true.

Niccla Caln
Foition: Legul Dirnctor, RPC; Defondonty' kgol roprasontalive
Datn 18 Moy 2017
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Clalm No. HQ17D00413

IN THE HIGH COURT OF JUSTICE
QUEEN'S BENCH DIVISION

BETWEEN
{1) ALEKSE) GUBAREV
(2) WEBZILLA BV.
(3) WEBZILLA LIMITED
{$) XBT HOLDING S.A.

Claimants
and
(1} ORBIS BUSINESS INTELLIGENCE
LIMITED

{2) CHRISTOPHER STEELE

Cefendanta

DEFENDANTS' RESPONSE TO
PART 18 REQUEST

RPC

Tower Bridge Housa
St Kalnanine's Way
London

EIW 184

T: 020 3080 6002

Reference, ORBA.1

Solicitors for thy Defendants
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e

1 Merch 8, 2017

The Honorable Dana Beente

Actin Demn%mtemey General
United Siates Deparmment of Justice
950 Pennsylvania Ave, N
Washington, D,C. 28530

Dear Acting Deputy Anomey General Boente.

The House Permaneni Select Committee on Intelligence {the Committes) is aware of
recent media reports m&mg:? the possible existence of Fereign [meiligencs Surveiflanes Aot - !
{FISA) applicaions submi {be D=partruani of Justice {UoJ) in 2016, and/ar Forsipn
intelligence Surveillence Court {FISC] onders or eriminal wammnis pursuent 1o Tile I of the
Omuibus Crirre Control 2od Safe Streets Ac) of 1968 that may have avtharized the collection of
mmn;ug}:gﬂgrﬁ_vi gndfar information reperding Presidentizl eandidate Dersld I, Teumg or his
agEoriates In .

. For tze purposes of this lester, "sssocietes” inchdes zay Trump campaign suragates,
advisors, o5 employees; 20y Trump Organization surrognies. advisors, or employess; and family,
friends, and business associates of Mr. Trump.

Accordingly, the Committee requests the fallowing information, iT1 exisis: |

1, :‘u‘?.&md all capies of eny FESAupplications subssined to the FISC by the Dol in
2018 regarding then Presidential candidate Donzld J, Trump or his associzics,

2, Asy and 2li copies of 2ny orders isened by the FISC in 2015 reparding then
?:-.zidenﬁa-.} caglé?daje ﬁ%ﬂlﬂ I Tremg 0:; his associztes. &

3. and il (:n%ig:ﬂl,ofam swerTant issuod by a Federn) Judge or Mogiszate sursuant to
Fitle I of the Omnibus Crime Control and Safe Streats Act of 1968 in 2616
regarding then Presidential ¢zndidate Denald J. Tremp or his assocates.

We seek coples of the foregoing desuments, iT thsy exis), ro later than Merch 13, 2017,

- Sincerely,

3 e
3 Ky
LA L'émay.---- !-
Devin Numes T Gehiff = -
Chairmzn Ranking Member

Copy to; The Honorable Jamas Comey, Directer, Fedssal Bureen of Investigation
UNCLASSIFIED |
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UL.5. Department of Justice ;

Cifice of Legisiative Affiirs

Office of the Assisiant Attorney Geaeral Washington, D.C. 20530 . :

March 17, 2017

The Honormabie Bevin Nunes

Chairmzn

Permencnt Seleet Commiittes on Iniclligence
11.8. House of Represeniatives

Washington, BC 20515

The Honersole Adam B. Schift
Renking Member

tfennencnt Select Commiiites on Intelligence |
1.8, Honze of Regresenterives ’ !
Washington, BC 20515 '

Dear Chairmen Nunes and Congresainan Schif®

Encloszd please find classified documents responsive to your request, which w=are :
providing for review anly by each of you 2nd for return 1o us today. ™ addition, pucsuunt to our !
agreement, one siall member for each of you, %o has the requisite clkesranees, also oy review
1he materials, Ia the event that cither of you is not availsble mday to revies: these materinls, you
ay designate one stafi niember with the requisite clearaness to seview them in yoursteed. An
atterney from this offfice will remain with th= docurnents 2t al! $mes 2nd retom with them to the
Depurtmant foday.

We hiope that this intformation is helpfil.  Pleuse do not esitate to comact this offics it
we may pruvide additional essistunce regerding 1bis or any other metter,

Sincerely,

X i
[ sl 1, Loty |

el B Ramer
eting Assisient Anemcy General

[~ py N2
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Win v, Toeas
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Wnpan s Diacy -

Pour D Py, Sopawm ool iiune
Hatweyg Prizse Dyvaioass i ivamw

March 15, 2017

The Honorable Admiral Michael Rogers
Director, National Security Agency
Fort Meade, MD 20755

The Honorable James Comey
Director, Federal Bureau of Investigation
Washingten, D.C. 20535

The Honorable Mike Pompeo
Director, Central Intelligence Agency
Washington, D.C. 20505

Dear Directors Rogers, Comey, and Pompeo:

As you know, the Committee has been very concerned regarding the purported
unauthorized disclosures of classificd information, particularly when {hey pertain to intelligence
collection on, or related to, U.S. persons (USP). To take a prominent example, a January 12,
2017 article in a2 major newspaper was the first to claim that “Refired Lt. Gen. Michael T. Flynn,
{then President-Elect] Trump’s choice for national security adviser . . . . phoned Russian
Ambassador Sergey Kislyak several times on Dec, 29."

Such stories would appear to confain the unauthorized disclosure of USP identilies, This
potential misuse is a key reason why the Intelligence Community (IC) has developed robust
“minimization procedures” for the protection of USP information, including requiring the
“masking” of USP identitics in most circumstances.

However, as recent news stories seem to illustrate, individuals talking to the media would
appear to have wantonly disregarded these procedures, The Commiltee is concerned that USP
identifiable information may have been mishandled in violation of approved minimization and
dissemination procedures pursuant to statute and/or Executive Order 12333, as amended.
Therefore, no later than Friday, March 17, 2017, each of your agencies should provide the
Committee with the following:

UNCLASSIFIED
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1. All sp2eific poticies and/or procedures each agency emnploys to make a determingtion to
unmask and disseminate 1he identity of w USF; specifically, the Commiltes reyuests the
approval process required (o authorize such a disseraination within and outside the
ageney, including the number of individusls who cen ppprove an unmusking in exch

| RECHCY:

2. The tosal number of disseminations of avy urgmasked USP idenfities between June 2016
and Jaguary 2017, if they exist;

3. [fthey exist, the names of any unmasked USPs whose identities svere disscrinsted in
response to requcsts from IC apencies, law enforcement, or scnior Executive Branch
ofilclafs between June 2016 and Janeary 2017, and that relate to Presidential candidntes
Donald J. Trumyp and Hillary Rodham Clinton and 1heir associates in 2016;!

4. Il they exist, the nrmmes of any 1C agencies, law enforcement agencies, and/or senior
Executive Branch efiicinls that requested and/or autharized the unmasking and
dissemination of USP informntion relating to the specific Individuals and entities
specified in request #3 above, as well us the tites ofull spocifle recipients of that
wnmasked USP information; and

5 Wit exists, the stated rensom, pursuant 1o the relevent minimlzaion procedursy, for
unmusking cach USP identity reluting to request #3 above,

We eppresiate your prompt atention to this request. IT you have any questions regarding
the foregoing, pleass contaet (e Committze ay (202) 725-4121,

Devin Nunesg Adam B, Schiff
Chainman Ranking Member

Cupy 1o:
The Honoruble Michas! Dempucy, Acting Dircezor of National [ntelligence

¥ For the purpaacs of this Jester, “assoclmec Includs amy sompalgn susropnics, advitoss, or eingloyeess any Trump
Onyanization or Clinten Pavndaliua sircspator, ndvisers, ov employees; sad fmly, Glends, aml business awociates
of Mr, Trvenp and Mrs, Clinon.

UNCLASSITIED
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1.8, Department of Justice

Fedeeal Durean of Tnvestigation

Wodirgyan, DO MIS3-c0iz
Speik 4, 2017

Honerebie Davin Nunes

Chaimman )
Permanent Selec: Comniitte2 on Intelliecnce
U.S. House of Representstives

Weshinmon, DC 30515

Honazeble Adam B, Schiff’

Ranking Member

Permsanent Selecr Commities on Inteljigence
\J.5. House oF Representatives

Washinpton, DC 20513

Dear Mr. Chalman and Ranking Member:

This responds 1o your letter deted March 15, 2017 to Admiral Rogets, National Sscuriry
Agency; Diector Pompeo, Conwmal lntelligente Agency: and Biscetor Comey. Federsl Bimery of
Investigation {FBI), ieqresting informston conserming sach apency’s policies and pracedires
relzting ta the dissemination of LLS. parson informaticn.

As we have discussed with your staffs on several occasions, v welcoms sn oppormueity
ta brief (he Committee conceming the FBPs policics end procedurss fn order to idemify
infermation held by the FBI that iz of intecest (o the Commiltee.

‘We 2pprecizste your continued suppen for the FBI amd its mis<ion. Ple<s gonisct this
oifice is we ean be of further assistance.
Sincarely,
"4}
Gregary A Browrss

Assistant Ditector
Qffice of Conpressional Affeies
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The Honorable Jeff Sessions
U.5. Atormey General

U.S. Department of Justice

950 Pennsylvania Avenus N.W.
Washington, D.C, 206530

Dear General Sessions:

As part of its bipartisan investigation into Russian rctive measures directed at the 2016 U.S,
election, the House Permanent Selest Committee on Intelligence requests that you produce
cirain documents and ather materlals to the Commitice amd arrange for your participation in o
voluntnry, transcribed Interview at the Committee's offices,

First we respeetfully ask that you produce ta the Committee, by no later then the closs of
business on May 22, the following:

Any documents, records, electronically stored information including e-mail,
communiention, recordings, dota and tangible things (including, but not limited 10,
grephs, chorts, photographs, images and other decuments) regardless of form, other than
those widely nvailable (e.i1.,, newspaper articles) that reasonably could lund to the
diseovery of any facts wlthin the investigation's publicly-unnounced pammeters,

In complying with this request, we ask that you furnish to the Cammfncc, m unredacted form,
any and all responsive materinl in your ectual or construetive possession, custody, or conteol or
otherwise available {o you, including responsive material possessed by any third party to be
transferred to your possession and shared with the Committee, This vequest is also made onan
ongolng brasis: if after meking an initial production to the Commiltes you find additional
responsive material, you should produce that material to the Committee,

To the extent not encompassed by the above request, this letter also requests preservation of all
dociments, recozds, electronically stored information, reccn:lmgs, data znd tangible things
(inclwding, but not [imited to, graphs, charts, photographs, images ard other documents)
regandless of form, other than those widely available (e.g., newspaper aricles), related to the
Committee"s investigation, your interview, end any ancillary matlers.

PROPERTY OF THE 1,8, HOUSE OF REPREBENTATIVES
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Shoukd it beceme necessary 1o <o 50, the Commitize mamy supplemenst the document reguest
conjaiged in £is letfer ot aow Hime.

Commities slaif will work with you o amrange your interview, at & Time and daie subseqguamt -
your prodeecting of docrmienis to the Comntiites, The inervicw may cover 2oy lopic within the
peblicly-announced parameters of the Commitree's investigation, including Russizn cyber
cetivities divsctad agriast the 2016 3.5 election, pateatial links hetwseen Russinznd individials
assosiated Wwith politizsl campzigns, the [1.5. governmeant’s response to these Russian setive
mansures, and relared lsaks of classified intbrmation.

Should you have any grestions al 2ny tine, please contact Commities staff 2x (202} 325-4821. 1f

¥ou are represenicd by =a attomey, plesse forward this letterts your astomer, aad bove him or
ker canzet the Committae on your bahalf,

Sineerely, g %

K.—c4p

K. Miches! Cunaway h " Adzm Schiff
Mamber of Congress Renking Mombsr

Anachunent: Porameters for Russia Invesrigation

N et Wl [}
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ViA CERTIFIED ¥1.5. AND ELECTRONIC MAIL

Ms. Mary MecCord

Acting Assistert Attotney General
U.S. Department of Justice
National Sequrity Division

950 Pennsylvania Avenue N.W.
Washington, D.C. 20530

Dear Ms. McCord:

As purt of its bipartisan investigation Into Russian active measures directed at the 2016 U.S,
clection, the House Permanent Select Comumittee on Intelligence requests that you praduce
certaln documents and other materials to the Committee and partieipate in a voluntary,
transeribed interview at the Committee’s offices,

First we respectfully ask thut you produce to the Committee, by no later thon the cloge of
business on May 22, the following:

Any documents, records, electronically stored information including e-mail,
communicntinn, vecordings, data and tangible things (including, but not [imited to,
fraphs, charts, photographs, images and other documents} vegardless of form, other than
those widely avalleble (e.g., newspaper articles) that reasonably could lead to the
discovery of any facts within the investigation's publicly-announced purameters.

In complying with this tequest, we ask that you furnigh to the Committes, in unredacted form,
any and all responsive material in your actual or constructive possession, custody, or coalzol or
otherwise available to you, including responsive material possessed by any third party to be
trensferred to your possession and shared with the Committes. This request is also macie on an
ongoing basis: ifafter making an initial production to the Committee you find additional
responsive meterial, you should produee that material to the Committes.

To the extent 1ot cncompassed by the above request, this fetier also requests preservation of all
documents, records, electronically stored information, recordings, data and tangible things
{ineluding, but not limited 2o, graphs, charts, photographs, images end other doctments)

PROPERTY OF THE 1.8, HOUSE OF REPRESENTATIVES
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rzpardless of form, eiter than those widely svailable fe.g., newspeper articles), related 1o the
Commileee’s investigation, Your imlesview, and any encillary maters.

Should it become neecssary to do so. the Committes mav supplement the document reguest

contained in this letier at any time,

Comnittee 3taff will work with Fou 10 arrasze your imerview, at a time and d=:a subsequent to
youe procuction of docuinents to the Committes. The nterview may cever any topic avithie the
coblicly-anreuced psmmeters of the Commitiee’s investigation, including Russian cybsr
activilizs directed against the 2016 U.S. eleetion, nogentin! links berween Russia and individuals
asseciated with politieal compaigns, e ULS. aovernment’s response to these Russian active
measures, ead refated leaks of classified information

Sheuld you have any questions g1 any lime, please conlact Commines sttt at {202) 2254131, I¥
¥ou ars represenied by en attornay, please fonward this leitar 1o your attorney, 2nd have hic: or
ker contact the Commities on your behalll

Sinceecly,s:
‘.
- K. Michae! Conaway T Adam Sehift
Member of Congruss & Ranking Member

Attechment: Purameters for Russia Invastigation

9
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V.5, Department of Justicd
Office of Legivlrtive Affiirs

Oflice oF the Agsistant Aftorney Generat Hashington, D.C. 20530
JUL 07 2007

The Hongrable K. Michael Conaway

* Permanent Sclect Commiitee on Tntelligenss
U.8. House of Representetives

Washington, DC 20515

The Honozabie Adom Schiff

Rasking Member

Permanent Select Committes on Intelligense
(1.5, House of Repiosentatives

Washington, DC 20315

Dear Congressman Conaway end Congressman Schifft

This responds to your letters to the Attomoy Genomnl and to then-Acting Asgigtant
Anamey General Mary MeCord of the National Security Division, both dated May 9, 2017,
which. requested dosuments in contigelion with the Commitier'y investigution into Rugsion aclive

measuses directed ot the 2016 1.8, eleston.

As you lkinow, on May 17, 2017, the Department of Justice (Dopartment} announced the
apointment of Robert 8. Mueller I to sexve as Speelal Counsel o oversen the proviowsly-
sonfirmed FBI investigation of Rugsion govemment affarts to influenee the 2016 previdential
eloction and related matters. ‘Wo are advised that the Special Counsel has begun to ke steps to
fulfill Uhese rosponsibilities, Under these cireumstanees and consistent with the Departnent's
long-stending polley regarding the confidentiality nd sensitivity of information relating to
pending matters, the Department is not prepared to respond further 1o your reguests at this time.

We apprecinte the Commiltes’s luterests in this marter snd hope that this information is
hepful. Please do not hesitate 1o eontact this office If we may provide additional assistance

about any ather matter.

Sincercly,

ing Assisiant Attemey General

PROPERTY OF THE L\.S. HOUSE OF REPRESENIATIVES
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V1A CERTIFIED US. AND ELECTRONIC MAIL

Acting Dirsctor Andrew McCabe
FBl Headouerlers

935 Pesnsylvania Avenue, WNW
Washingtoa, [LC. 20535-0001

Beer Acting Direstor McCabe:

Aspart of ita birartiszn investigation into Russian zctive mepsures directed al the 2016 U.S. '
eieetion, the House Permencnt Sclect Commires on Imailigence requests that you produce l
cextzin documents 2nd other meterials 10 the Comraities end zrmempe for vour perlicpetion ina

voluntary, treamseribed interview at the Committes's offices. :
First we respectinlly esk that you produce to the Coamittes, by no lager than the close of

business on Max 23, the following: - .

Amy docnments, reeopds, electronically stored informeticn including c-mail,
communication, recordings, data and tengible things (incinding, but net limited to,
prephs, charts, photographs, imezpes and other docoments) regardiass of form, ather than
those widely availzble {e.g., newspaper adicles) thet reasonsbly could T2ad o the
discavery of any facts within the investigatica’s publicly-annsunced parameters.

In complying with {his requrst, we ask thst you furnish to the Committes, in unredzcted fom,
any and =]l respensiva material In your actusl or constructive possessian, custady, of control or
otfznyise availsbls to o, including responzive meteris! possessed by any thind parcy to be
wensienied 10 your possession and shared with the Commitnee. This request is also matke cazn
ozooing hasis: if efter meking an initial production fo the Committes vou find additional
responsive material, you should produce that matstiz! to the Commitse.

Ta the extent not encompeseed by the shove request, this [ettzralso equests preservetion of all
decuments, records, clectronically stored information, recordings, date and 12naible diings
(izcludizg, Dut nat fimired 10, grachs, chans, phatogzaphs, images and ether dacuments)
regardless of foem, other than those widsly available {e.g, newspaper articles), relatzd to the
Commilies"s Investigation, your interview, md any sncillary malters.

T Fd i
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Showld it beeome neeessary to do sty the Comnltees mny supplement the document request
contaiped in this letter at amy Gime,

Committee staff will work with you to arrange your interview, at o time and date subsequent to
your production of dostuments (o the Coromirtee, The Interview raay cover any topic within the
publicly-zrmounced parmmeters of the Cammitten’s investigation, including Russian cyber
ectivitles dicected against the 2016 1.8, clection, potential Hnks between Russia nnd individuals
essociated with politieal campaigns, the U.S, government’s tesponso to these Ruasian active
measures, and related lesks of classificd information.

i Showld you huve uny questions at any fime, please contast Cammittee staff at (202) 2254121, If
. you erc reprasented by an attoraey, please forsvard this letter to your attomey, and have himor

her contect the Cowmittee on your bebalf.

K, Michuit Conaway Adam Schiff
Member of Congress Ranking Membes

Siaeerely,

Attiwehment: Poranieters for Russin Investigation
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U.S. Pepartment of Justice
Offter of Legiclative A ffxirs

Oliice of the Assistent Aftorney Groerzl Washington, D.C. 20330

L2717

Thez Hororehle K. Wichzel Conaway
Pemmanent Select Commiilse on Intalligones
U.3. Honse of Reprasecrativas

Washinaton, DC 20515

T2e Hezoreble Adem Schifl

Rarking Member

Permanart Setect Commiittes an iatsilicencs
.5, House of Repreasntatives

Washingron, DC 20513

Dear Cengressman Conawey and Congressman Schiffs

This responds fo your ietter to Federal Burcsu of Investdgation (FBD Acting Direcmr
Aadrewe McCsbe, dated May 16, 2017, whica requested documents in comnection with the
Commitiee’s imvestigation into Russian active mesures dirested =t the 2016 1.8, slection.

As yon kaaw, ez May 17, 2817 the Department of Rusties (Department) =nnouncsd fae
appointment of Robert S. Mueller )T 1o strve 2= Spedal Counsal io oversee the previously-
coniimed FBI investizzdon of Russisn government 2ifonts o influsnee the 2016 presidential
électien and related matieys. e ere adyiied thut (52 Specis] Courss has begon to fake steps to

151 these responsibilites, Under these circemsmnzes and consistent with the Departmat's
long-stending policy regarding the confidentislity and sensitivity of informstion relating to
peuding mattess, the Department is nok prepared to respond further to your request et this time.

We uppreciate the Compmifites’s interasts o this myatier and bope Gt this information is
helpinl, Please do not keaftzie to conzact this office i we may provide additienal essistence
ebout eny other matter.

Sincerly,

gyl . s

Samued B Ramer
Acting Assistam Attomey Generel

e g - e ni
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May 17, 2817

B4, Robedt Mueller
Spezial Counsel

U.S. Department of Justies
Washington, D.C. 20530

iy An
g

dresw MeCebs

Acting Dirertor
Feceral Buteay of Investicztion
Washington, D.C. 20535

Dear My, Muslier and Acting Dirertor MeCabe:

M. Mueller's sppeintment as Spevial Counsel is & neccssary and posiiive development in the
Pepartment of Justice’s investieation segarding Russia. As part of its oy, biperisen inquiry into
Russian eeiive measioes, to include commicrintelligence concems, the Committes witl be
cendutting rigoraus ovarsight to easure Ehel the Department of Jistics"s work, to inchude the
cogoing counterintellizence investigation regerdirg Rnssia by the Fedeval Burean of
Tvestigation, is nor impeded oc interfercd with in eny way.

Accordingly the Committee requesis that ths Deparsment of Justice, incheding tha Federal
Burcen of Investigation, preserve and profduce to the Comminee:

(1) copics of all douments, recards, elecironically stored informetion incinding g-geail,
cormmmmicziion, recordings, dala end teagible things, regeriless of fomm, other than
those widely availabls (e.g, mewspaper atiicles) thet reference Mr. Comeoy's dismizal
as FBI Director, andthat arc patentizlly relevam o the Burean®s cousferintellipenne
Tovestigation.

{2) 2l documenis mezeorializing convesseions between the President end My, Camey
regrrding his ectivities as Director, to Include sl membmands, noles, e ather
dotumenss segeriing aneh conversaiions, thet are poteatially relevent 1o the Bereau’s
counterin=liigeres invegtigaron.

Trin

[} LY
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We would appreciate your written reply, and the fulfillment of this request, by no later than the
closc of business on May 23,

Should you have any questions at any time, please contact Committee staff at (202) 225-4121.

e e

K. Michacl Conaway Adam Schiff
Member of Congress Ranking Member

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES
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US. Departraent of Justice

Fedornl Burpau of lovestigation

Fastingron, D.C 255350007
July 26,2017

Honomble K. Michnel Conaway

Muember of Congrens

Permanent Select Comimittse on Intelligence
1.8, House of Representatives

‘Washingtoa, DC 20515

Honomble Adam Sohiff

Ronkling Member

Permanent S¢lect Committes on Intolligence
U.8, House of Representatives

Washington, DC 20515

Dear Congressmon Connway wnd Ronking Member Behiff:

This is in respoase to your latter ta Acting Director McCabe and Special Counsel Robert
Muelier dated May 17, 2017, seeking all documents, records, and data that reference
“Mz. Comey’s dismissal as FBI Director” chat ere “potentially relevant to the FBFs
caunterintelligenes investigation™ of Russian interferonco in the 2016 Prasidentin] eleation,

As you know, Acting Anorey General Rosenstein announced ths appointment of a
Special Counssl “to conduct the investigation confirmed by then-FRI Direnlor James B, Comey
in testimony Before the Iouse Permenent Select Commitice on Intelligenve on Marck 20, 2017,
Including: (i} any links and/or coordination between the Russian government and Individuals
arsacinted with tho campaign of Prosident Donald Tramp; and (1) nny raatters that atose or may
arise directly from tho investigation; wnd (1ii) eny other matters within the scope of 28 C.F.R. §
600.4(r)." Asaresult, your request yeeks invastigative meterials related to an ongoing
investigation, and, consistent with lomgstinding Department of Justice policy, we would decline
to produge thoes roaterinla at this Hme,

In additien, you reaucsted nll documents memoriolizing communications batween the
Pregidmt nod then FBI Director Comey, We are adviscd that the Spooiat Counsel’s Oifice and
ihe Department of Justice have provided the Cummities with accrss to the memorinds and
documents of former FBI Director Comey. In light of that accoramodation, we believe this
regqueat hus been gddressed.

FROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES
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Honerable X NGchasl Conaway ard Honnrzble Af=m Schiff

Please contact this offics if wee cxn Do of ascstzace contermeag ather matters,
We eppescinte your coatinued sppart for the FB z=d ifs mission.

Sircesaly, f

Gregdry A. Brower
Assistant Dinsctor
Office of Conpressional Afhins
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The Honorable JalT Scunions
Aty General

United Staies Department of justice
950 Fennsylvanin Ave, N.W.
Washingtan, D.C, 20530

Dear Attorney Ganoral Sesstons:

Om August 24, 2017, the House Permenent 8<leel Commitiza on Intelligence (“Comorittee™)
seryed subpoznas on the Amonvey General, In his capucity g2 head of the Department, of Justice
{“DOF™), and the Director of the Federal Bureau of (nvesdgation ("FBI™) for preductivn of
doouments relevant to the Committes’s ongoing investipation of Kussina {nterfvrenco in the 2016
U.S, presldential cloction, ncluding ullegations of collusion betwern the Teump canpalgn and
the Ruselans.

The subpuenas directed DOJ and FBI to produge aty mnd ufl docuoments rélating Lo the agensies’
velationship willh former British Seert Intelligenes Service offivor Cluistophor Steale amd/or the
so-called “lrump Dowsier," including thess memaiolizing FBI'¢ retationship with Mr, Sicels,
any payrments msdo to Mr. Steele, and effons 1o sorroborate infornation provided hy Me. Steals
und his sub-soumes—wheiter dicectly or via Fusion GPS. The subpoenas also divected DOJ and
FBI to provide copits of any Forcign Imellizencs Surveillancs Act (FISA) applications
submitted to the Foreign Tntelligence Surveillanee Court (FISCy—whether or not approved by
1he FISC—incorporating informntion pmvided by Mr, Steede, hla sub-sourees, andor Fuslon
(5B8,

Resot to compulsory process was nesossary besause of DOS’s and FBT's inwnihcient
esponsivencss fo the Committes’s numerous Russia-investigatlon related requests avar the past
severdl months, On multiple occasiqns, thrauph written requests and dircet engagements, the
Committeo has sought but failed (o recoive raponsive tstimeny or docamen(s fom DY md
FEL For example, to date the Commities has not recvived a meaningful response to its Moy 9,
2017, request to Attorney General Sessions, Additionally, on May 16, 2017, the Committee seal
a letter asking then-Acting Divector Androw heCabe tn paxtizipate | figlumtacy interview, and
produce relevant docnments. The Comminee received no reply wmtil 27—muore thnn two
monthy Inter——when DOT declined the interview request and indicated that “the Depurtment Is
not prepired to apond fucther to yuur request uf thig thme.”
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Previously, on March 8, the Comminzs sought fom DOJ cerdrin documents, inchxding relevant
FISA appXcations end FISC orders, and on Mearch 17 wes allotted tesa Billets to revisw
respansive doruments on a read-and-remmm besis. The Committes was not crovided a cony of
these docmmems, end the Committes’s reqeest 10 revies them pzain was denied.

The subpoenas isseed on Aupust 24 requirsd production no fater then 12:00pm ca Sepzmber 1,
2017. Neither DOJ nar F2I provided any documents by the deadline. On the afterngen of
August 31, less then 24 hours before e des dazz, the Commitics rectived 2a initiel cezponss
from the O Office of Lagisl=ive Affais mquang—ou bcba:fof bath DOJ end FBI—
sdsitional ime to ¢umply with the sbposnas,

The Commilles reguires fimely productiop af the subpognesd desumzals in order to exeouls its
oversight wsponsibites on behalf of the Ameriotn public and fully evaluste the acticns of both
DOJ and the FBI, There is no legifimnte kesis for DOTs Efluye oo me=mipgfully engage the
Commites untl the eve of the deadline or tegin preduction &s & show of good Fzith.

Moraowver, there is no leaitmate basts for DO s request for additionat time to comply, kecansc
DOJ 2nd the PBI ere well eware of the idensity of the requested documnents. Indesd, as noted
ahove, at least came of them have afready been compiled ned made temporarily availehle forthe
Commitiees revlew, mnd the nepaiving tequssted docements are reedily idsatifisble,

Notvithstznding thess concetns, the Commines hersby greats an additional thirtean (12) days
foe fulf complience and production, 76 ootur nn Jater then %:00 ax. an September 14, 2017, 2t
the 1oczl specifisd in the originet subpocne, This mvised deadlins will not be extended.

In the sltemative, if £ll regponsive documents ao not produced by the revised deedilne, fe
Attemey Ganeral snd the Direcior of ths FEI shall sppeer bafirs the Committee t ¥ smen
Scpt=mber 14, 2017, ic Rocm EVC-210 af the ULS. Capito! during a0 onen hearing, 1o explain
undar path DO s end FRIs unwiilingness or izability 1o comply in full with the subpoenns
issuod on Auvgust 24,

Please be edvised that, in ths event thet DOT or FBI &ils o mrovids the Jocementsinfull or
estimony destribed =hove, the Committes expressly reserves lts right ta preceed with eny 2nd
ail sveilshis logal options—including reporting & the full Houss of Representatives 2 resolutian
i bold the Altamey Genesal and Dirsctor of the FBI in contemp of Congress, posuamin2
11.5.0. 55192, 194.

Sincsrely,

~/>9%"’= 4/%%-

Devin Noces
- Cheeman

————— .

- LAl
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The Honeeabla Christophe Way
Divestor

Federat Bureau of Investigation
935 Pennsylvania Ave, N.AV.
Washington, D.C. 20530

Deur Dicegtor Wray:

- On August 24, 2017, the House Permenent Selecd Commiitter on nl=lligencs ("Committes™
served subpoenas on the Attamey General, in his capaclly es head of the Department of Justice
(*D0Y"), and the Direator of the Federal Buresu of Investigasion (*FB1”) for production of
dacuments relovant to the Commitiee®s ongoing investigation of Russien interference in the 2016
E.S. presidential eleetion, including eflegations of collusion betwesn the Taump campalga and

o Russizns, ‘

The subposnag direeted DT &nd FBI 16 produse any and ali dosuments relating to s azencics
relationship with former Batish Seotet Tntelligence Serviee officar Christapher Steele and/or the
so-culled “Trumyy Dossies,” including those memotintizing FBIs relutionship with Mr, Steele,
ny paymients made to Mr. Stecle, and sffoits te cormoborate information provided by Mr. Steele
nd s sub-sources—whether direotly or via Fusiom GPS. The subpoenys also dircled PO snd
FBI ¢ prowide copies of any Foreign [ntelligence Surveillance Aot (FISAD applications
submitted to tho Foreign Intelligencs Survelilanse Court (FISC)—whether ornot approved by
the FESC—incorporuting information provided by Me, Stecle, hls sb-sousces, and/or Fusion
GRE.

Eesort 1o eompulsory procsss wag necegsary because of DY’ and FBI's nsufficient
respongivensss ta the Commiae’s numerous Russia-lnvestigation related requests over e past
several monthy, On muitiple oconsfons, throuph weltten requests and dieect engagements, the
Commitees has sought but failed to mewlve respomive eifmony ov doouments fiom DOJ aid
FBL For cxample, 1o date the Commnittes has not received a meaningfal responsa 1o iis May 9,
2017, reyquest fo Attorney Genens! Segsions. Additionally, an May 16, 2017, Uk Commiltes sent
aletter asking then-Acting Director Andrew MrCabe to pertieipats s yoluntary interviesw, and
produce relewvum doswments, The Commlttes mocived no eply until 27—mar than two
months Inter—when DOT declined the interview request and Indleated thut “the Departmeat is
not prepesed to rospond further 1o your roauest ot thia tiwe.”
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Previousty, on March 8, the Commiites spughs fiom DOT eertain documents, incliding relevant
FISA epplications and FISC orders, s=d on Meich 17 wes allotied two billels to reviow
responsive dociomenis an a read-and-refurn basis, The Committes wes rot provided a copy of
thege deeuments, ang the Commirtee’s request 1o review them again was denied.

Tae subpoenns issued oz August 24 required production no Jater then 12:00pm on September 1,
2017, Neithor DOJ ner FBT provided eny documents by the deaglinr=. On the aftemgon of
Avgnst 31, less than 24 hours before the due dale, the Commitice received an inftial esponse
From the DOJ Office of Legislativa Affeirs requerting—on behalf ofboth DO and FBI~
addifionat tme t0 comply with the subnoenac.

The Committee requirss timely production of the subpoenaed documments in arder 1o enecute its
ovrrsipht responsibilities on behalf of the Amenican public snd filly evaluate e sctions of 2oth
DO and the FRI. Thece ia ne lagitimate bagis for FBI's failure to meaningfuliy engape the
Commites unti! tha eve of the deadline or bezin production as & show of good faith

Moreover, there i3 no legitimele basis for FBI's mgusst for additionz! time to comply, beeause
T and the FBI are well aware of the identity of the requested docnments. Indeed, 83 noted
zhove, 22 least sorre of sthem have alrcady been comypiled and made t=mpararily pveilable for the
Cammitiee’s review, end the remaining requested coctments arereedily identifiable.

Hotwithstanding thess cancerns, the Comaittes hereby grants an edditional thirteen (15) day=
for full compliznce and production, to occur no jeter them 3:00 em. on September 14, 2017, =
the losal spacified in the originel subpoena, This revised deadtne will not be extendad.

in the alternative, if 2ll responsive docurzents arc not producsd by the revised deadline, the
Aporney Genera! gnd the Director of the FBI shatl eppear before the Coreittec a1 9:00 am o
September 14, 2017, in Room HVC-210 of the U.8, Cepilol duzing an apen hearing, to explain
under onth DOF's and FBE's uawillingness or inability to comply in full nith & subpocnas
issued an August 24,

Please be 2dvised ther in 1he svent that DOJ or FBI £ils {o previde the docoments iz fdl or
testinomy described ebove, the Corumitice exprresly resarves its right to prececd with any and
ll availasle [sgal optens—incinding reporting to the full House of Represent=tives o resolution
ta hald the Attemey General and Diector of the FBI in contempi of Congress, purseent to 2
US.C. 53 192, 194,

Sircerely.

_D% /%W-*

Drevia MNumes
Chzirman

— -~ I o

== -  wra
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The Hororable Jeff Sessions
Attorney Genesal .

United States Department of Justice
950 Pennsylvamie Ave, W,
Washington, D.C, 20530

Dear Attomey General Scssions:

As explained inmiy letier of [September 1, 2017], if the Dapanment of Justios fails to comply in
full with the subpoeny for production of dorurments issusd by the Houss Perminent Select
Committec on Intolligence (Commitiee) on August 24, 2017, the Committee requires that
Attorney Genoral JefT Sessions appear before the Commities on September 14, 2017 to expluin
thut faitare, The accompanylug subpoena, issued tectay, 18 inleded o ensure cumplionce with
that requiremont, Should the Depaiment of Justics comply in full and tn a timely mannear sith
the Commilteo's sibpocea of August 24, 2017, then the Atoniey Gerenal'a appearance will nat
be neceysary, untd the appearunce subpaena dated Soptember 5, 2017, vl bo vilidravm.

orely,

Chndeunzty
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T e September 5, 2017

The Hezorable Christepber Wray
Direstar

Federal Buresn of Invesdgatian
935 Penmyylvanie Ave, N.W.
Washington, D.C. 20520

Deer Director Wray:

As expizined in my letiss of [September 1, 2017], if the Fedaral Berean of Investigation fails to
comply in full with the subpoena for preduption of decuments isued by the Howss Pecnarend
Select Committes on Intellipence {Comminies) an August 24, 3017, the Commines requices that
Direcior Chelstopher Wray appeat before the Comintes on September 14, 2017 o explain that
faflupe. The aceompanving suhposns, fssued teday, is intended to ensure complizncs with that
reqoremanl. Should the Federal Bureau of lavestigasion samply in fill and in o Gmely manser
with the Committes’s subpoens of August 24, 2017, then the Diresios’s appearance will noz he
1£Cessary, and the eppearance subpoena dated Scptember 5, 2017, will be withdrewn.

b L MALE S
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Segtember 15, 2017

The Honowublo Je(l' Sosstons
Altorney General

United States Department of Justice
950 Penngylvania Ave, L%,
Washingten, I, 20530

The Honorable Chirismpher Wray i
Director

Federat Burean of Tnvestigation
935 Pennsylvania Ave, KW,
Washinpton, D,C, 20530

Dear Avtomey General Sessions and Divector Wray:

O Seprember [4, 2017, representatives from the Departrent oF Juglies (“DOT™) and Fedwa!

Purean of Investigation (“FBP') informed the Committee that they were nat prepated (a produce

ay dacuments retpurisive 1o the nubposnns issued on August 24—despite o 13-doy exlension of

the original September | deadiing that was granted ot DOT's request. [was particulorly

eonesrned 19 Joorn that, in the past three weeks, efforiy to assemble such documents had not
-advanced beyond a preliminacy sfage.

As noted In my letter of September 1, the Commities continked 10 seck any docwanenty regerding
the oxtent of your agencies” relntlonship with former British Scerct Inclligenee Servion offfcer
Chrigtapher Stecle and/or the so-malled *Towup Dossier” televant to the Comeminee's vngolng
inveatigation of Rusgian intarference in the 2016 U.S, presidential election—including
allegations of collusion berwecn the Trump campaign and the Russimms. The Committes has edso
sought eny Foreign Intelligence Connt Sucveillance Act (FISA) epplicetions submitted o the
Foroign InteNigence Surveillence Court (FISC) — whetliee or not appraved by the FIRC - that
mity have fncorporated any information provided by Me, Ste¢ls and/or Fuslon QFS, To date, a0
documents have boen provided.

Unfortmately, PDOI's and FBI'S last-minuts cogegenmt wits the Coramitte cegarding
subipoene compliants mnd failure to produce any documedts—ineluding those previnusly made
avatlable—§ty into u continuing puttern of insufficicnt responsivencss ta wrilten Commiitee
rogquests dating back over S monthy, ineluding for dovurneaty mnd testimony Gom Ademay
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Crenerel Sessions, FBI Deptiey Dirsetor Andiew MeCale, end forer Acting Assisiaat Auomey
Ceneral Moy MeCord,

The Commities remains cormmiitiad to exercising its constimiionz! oversight respansibilities, and
will confinue secking your eonpesation with these effors. DOJ end FRI ave thereftre grested sn
exirsoniinaty extension of en addfions| seven {7} Gays %or seoduction thet setisfies the Avgust
25 subpoene, by cecur no later than 5:60 am, on September 22, 2017, In the altemative, =nd
puzsz2nt 10 the tesiimoniel subposnas issied on Septrmber 5, the Attomey Genersl and the
Director of the FBY shall sppzar for an oo hearing a1 3:00 2m on September 28, 2017, in Roam
HVC-210 of the 15,8, Gepitol, to tesify under cath,

in the event of contimicd soncomgpliasce, Ge Committes resmrves its right to proczed with sny
and =f] svailable legs! options—ineluding reporting i the fill Howss of Representatives a
resolution 1o hold the Attomey Generet and Dintetor of the FBI 3o contemet of Congress,
purszant to 2 ULS,C. §§ 152, 194,

Sigeerely,

_/D% Aty ps

Brevio Numss
Chetrman

F e o et B o ¥ 3,
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@fiee of the Depnty Attoeney Genvenl
Waabifeaton, I8, 20330

Scptember 27, 2017

Tty T lononable Devin Nunes

Chafrman

Peymanent Select Committee an Intelligence
0.8, House of Represeniatives

Washingron, DC 20585

Pear Chatrmoin Nunes:

Our Lagistative Affairs Dffice has bren consulting with our sizif in an e[Jor w
arvamge for me 1o neet with you tn diseuss the Cammittee's inquivien, Tunderstond that
you harve been on fareign wavel this week, Twill be on foregn trivel fur the nest Hve
duys. 1 therefore request kot you exwend the dendline steted in your September 15 letter to
the Atornsy General and the FBL Director, st that v gan armnge ta sddresy youe
requexts withow unduly damaging natiomal security end diseupting any ongoing criminzl
investigation. :

I apprecinted cur briel lelephone conversation lust week, L kaow that you

understandd thiy the sxeentive brswh's obligation to sateguard intebligence sources and
meibods and pretect the integrity of investigations sometimes wananis 2ceompiodation,

This is not a novel issue, and 1 is nol a prrtisan issue, Law enforcement and
nutional seeurity matiers wre kept confidential for goud eeasons,

Vise legislative and executive branch nfficlals have wotked wgether for many
deeades to defend aur nation’s long 1emm interasls by protecting the confidentiality of
Depariment of Justize investigotions snd presersing ths Department™s indeoendence fram
the polical arena.

1 hope that longstanding wadition will continue on our watch.

Thank you for vour contiouing coutiesies.

Sincerely,

PROPERTY OF THE W.S. HOUSE OF REPRESENTATWVES
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The Honorable Rod Rosenstejn
Depury Atormey Geoemal

United States Departroent of Justics
950 Penneylvanie Ave, NW
Washington, D.C. 205302001

Dex Depiity Attamey Gensral Rosenstein:

Thenk you for your Jetter af Setember 22, 2057, Ad you are well aware, the House
Pemmenent Select Coramitie on Intelligence (the Commintes} is miguely equipped 10 sefipuard
int=liigence sourcas and methods, Dther sesumive brenck agoncics heve provided the
Commiiee with the documenis n-cussery ta canditct its angoing investigetion info the 2016
peosidentiz! election, incleding highly-classified informstion of exrantdinnry sensifivity, Ths
Commiitee has grae 10 greet lensiha to avoid inforfiesing with 2ny ongoing cxcsutive brench
Investigaticns, and we stend rewdy 10 wowk with you in this togard. T =iso takethis opportunity o
ungcrseore thit our requeses for infirmation are [ikely to be fewer in pumber avd smalier in
seope then the (ypacal questions judges and attomeys vanld ask i (wimizal probes.

Fursbermore, just es the Deparioent of Jostics (DO} and Fedaral Buresn of Investigesion
{FBI) have constifztional gbligations, so too doss Congress, which is responsible for overseeing
heth DOJ =cd FBL While the Committes hus bean very perient over thess Inst six months, that
patiencs is g0t widout limil To date, meemingfil compliance with the Commiics’s mmercus
requezts hes been minineet, and the Commiries has not recelved any focuments pussestt o
subpasnas isswed & month ego for wiich the deadline hag been twice otended. The faet thet
verizin Ipformation may be embarazsing o7 east DOJ or FBI in a ight yo prefor to 2void iszot
sufficient grounds o deny the Comnittes scoess to meterizls relevent 1o ils averdght
vesponsibilifes, Nor'are there any lawiul justifications for such & deniz] to Congress. This
gbeence of respansiveness rom the world’s premier law enforcement egoney is unasceptzble

For cxrmpls, on bemi 17, the Commiltse was aliatted rwo billets ® review documents
respansive to & request Tor Forelgn Ditelligence Surveliiamee Act (FISA) applictlons and
Foczipn Intelligenea Survaillance Conrt (FISC) orders. The documens wers provited oo a read-
end-refurn besis, snd the Connndttes™s coquent  revicw them ecain was denied. Fam
pesticuiarly Sruspeared by DOI’s lesk of ogoparstion in providing dacuments to which the

T Fad ) wawld o o
= §3)
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Commiltee has aliendy boen given actess, and additionally have renson to belicve that
regponsive documents weee improperly withheld from the Mareh 17 production,

With respect (o the pending subpoenas, the repeated Jast-minute responses by DOJ and
FRI 10 gensrous Jeadlines have been wholly inadoquate. Given the Congress's obligations to the
American people, Conpress needs answers, Therefore, I look forvmrd to distussing these matiers
in person Wwith you on Thursday.

Copies to: The Honorable Joff Sessions, Attomey Gencral
The Honcrzble Christopher Wiy, Director, Federal Bursau of lavestipation
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November 2, 2017

Deputy Director Rod Rosisizin
U.S. Dgpariment of Justics

Q%0 Pennzylvania Aveare, NW
Washingter, DC 2¢330-0001

Dsputy Disector Rod Roscastein,

1 hereby designate Congressman Teey Gowdy as my proxy for un in cemers review of

decaments mads 2

ayuilable per the subpoenas issuad to Attorney Genernl Sessions end FBI

Direcror Wray defed August 24, 2017, This designation 38 withoul prejudice 10, and 5 shelf not
Fiesit a5 waive tre sutherity of all Members of the Houss Pemmanent Selzct Commitee on
Tnzelligence from roviewing the documenis 4t a Jater date upon reguest.

It 35 my requess thal this revicw oscur by close of business on November 2, 30t7.

Begt Regards,

_,D@g,v?}, A/W-A

Desin Nunss
Chairman

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES
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December 28, 2017

The Honorable Rod Rosenstein
Toputy Attarnay General

.8, Department of Justica
1200 Pormaylvania Ave, W
Washington, D.C, 20004

Dear Mr, Rosenstein:

The House Permanent Select Commitiee on Intelligence (the Committes) writes in
response (o the Depurtment of Justiee’s (DOY) mu the Pederal Bureau of Investiyation®s (FBY)
fudlure th fully produce responsive documents and provide the requested witnesses In compilancy
with the subpoumns issued over four monffis ago, on August 24, 2017.

Seveeal weoks ego, DOJ informed the Commlitice that the basic investipatory ¢ocument
demanded by the subpoenas, FBI Form FD-302 interview sutmariss, did not eslst, However,
shortly before my meeting with you in ezrly December, DOJ subsequently located and produced
rumeryus FD-302s portaining ta the Stesle dossénr, Mereby rendering the initial response
disingenugus er best. As it farng out, aot oaly did docurnents exist thet were direatly responsivs
to the Committee’s subpoenss, but they involved senior DI0J and FEBI officials who were swillly
reagsigned when their roles in matters under fhe Committes's investigation wers bronght to
light, Given the content and inpacl of these suppozediy newly-diseovered FD-302s, the
Coitumitie: is 110 Jonger akle to acoept your muported basis for DOY's btanket refitse] to provide
responsive PBI Form FD-1023s—documenting meetings bewween FBI officisls and FBI
confidential human sources—aor anything less than filt and compler camplinnes with its
subpotans,

Ay aresult of the numerous delays and discrepencies that have hampeed the process of
subpaens complianee, the Cornmitics no lunget eredits the representations mady by DOJ wmdfor
the FBI regarding these matters, Accordingly, DOJ and the FBI e instructed to promptly
producs to ths Committee—no later than Janunry 3, 2018—~ALL outstanding records idantified
as espoNsive w0 e August 24 sabpdenas, insluding but not inlted to:
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a Al responsive FD-1023s, including il reports that suramarize meetings between

- FBlconfidential humzn sowrees end FBI officials pertaiming to foe Stoels dessier;

s Al responsive FD-3028 not previcusly provided to the- Comrittes; and

s [naddition o the FD-300s and FD-1023s, certein msponsive smalytlesl and
reference docioments thet wern esm:iﬁmilyldennnedmtdmzucshadbyﬂw
Cammittes, end surmesedly subies © Baninent prodistion, a5 of Dasember 15,

Shauld DOJ decide i withhold any resprmsive records, or postions thereof, from the
Conmitize, it ouust, consistep: with the subpoens instruerions, pravids & wrimen tesponz2, umder
¥ sigeature, detailing the legal jostiffestion [or Zxiling to comaly with valid congressional
subpoenss.

Additiasally, by the zame desdline, nle@ep:oﬁde—mwmg—nuhhludzﬁ in
Jemuery 2013 for inlervisws with the following officials:

Former DOJ Associate Depixy Attesney Genesal Brucs Ghs;
FBI Supervizary Spedizl Agent Prier (S54) Snzok;

FBI Altcrnsy James Beker;

FBI Attorney Liss Pese;

F31 Attrney Sally Moyer; and

EBI Assistant Director for Copgressional Affairs Greg Browar.

The Committea figther reminds you ofﬂm:ﬂdﬁrmﬁingmmfm irfpomation:
o Details concerning an apparent April 2417 meeting with the media involviaz
DOY/FBI povsenns], intluding DOT Attemey Andrew Weissman (dus Decsmber
13) ard
o The remeining 1exl messages between SSA Strzck and M. Page (doe Decembes
15).

Unfarmeztely, DOVFBI's inmosigence with respest 1o the August 24 subposnes is part
of a broeder patiom of belador that can no longer 22 tolerated. As 1s27d iz a public st=ment
several weeks 230, when the reason for SSA Strack’s removal from fhe Special Counsst
imvestigation was leeked ta ths Waskingion Post before thet ressan was provided to this
Committes, gt thi itzeems the DOJ god FBI fa br investymting themsslves,

1 Yok forward to your timely written repones,
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U.S. HOUSE OF REPRESENTATIVES JNe-30s. iz e

PERMANENT SELECT COMMITTEE [203) 2352120
ON INTELLIGENCE
Janosry4, 2018
The Henorable Rod Rosanstein
Deputy Auomey Geoeal
U.8. Departsnent of Justice
1201 Peansylvenie Axve, N/

Washington, D.C. 20004
Dear Mr, Rosenstein:

Pursuant to our phonz call yesterday evening, 3 wills to memarialize the aprecment we reached
regerding complianea with the subposnas istued by tha Hozss Permapsnt Scleet Commmiltes an
Intelligence (the Comemittes) on August 24, 2017, to the Departnient of Justice {DOY) and
Federal Bureau of Invastigaior. (FBL}, as well as severl ather outstanding requests by tie
Commitice for informafion snd interviess. It is my hops that this sgreemen: will provida the
Commities with all eutszeeding documents and wirnesses necessary 16 compleie its
investigetions Into manters invalving DOJ =nd FBL

As agreed, dedipnated Commitiee investigators 20d steff will be provided seressa alf pmaming
Investigative dogements, in unredacted form, forreviewat DOI on Fridsy, lameary 5, 2018, The
documents tg be reviewed will include all FBI Fomm FD-1023s and all remaining FR1 Form FD-
302s respontive to.the Commitres’s Augnst 24, 20317 subposaas, The paly sgresd-upon
&xception permins 10 & sivsle FD-302, which, Gus 1o nationz! security interests, will be shown
separately by Dirscior Wizy to myself and my sexfor invéstigators during the wask of Jamiacy &,
Z018.

Tou further confirmzd that there are no other BxGant investigstive documents thet relate 1o the
Commities’s investigations into (2) Russfan invelvoment n the 2016 Presideasiz! =lection or {b)
DOMFEY s ralated sctions duriag this time period. This includes FD-302s, FD-10235, and any
wiher investipatory documents gennans to the Commines’s investigations, regamiless of form
andfor title. If, somekow, “m=e” or “other™ responsive dosuments ars Siscoversd, =3 discusead,
you will naiify me Enmediztely and allow my s=Sorinvestipators.to rview them shartly
thareailer. :

With cespect to the wimess interviews raquested by the Commitiee, you heve agrsed that all such
vAilingses — pamnely, fortper DOJ Associate Deputy Attomey Genersl Sruce Ok FBI
Supervisory Spreisl Azsnt Paer Streglk; former FBI Genersl Counsel James Baker; FBI
Aromey Lisa Page; PRI Anomey Sally Moyes; FBI Assist=nt Director Greg Brower; FBI
Assicrane Director Bill Pricsts; and FBI Specie! Agent femes Rybicki — will bemade availzhls
for imtarviews o be conducted in January-

cae I3
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Lzstly, as to the remaining appreximetely 2,500 t=x1 miessages betwemn FBI Supervisory Spesial
Agent Peter Smzak-snd his mistress, FBE Attomey Lisa Paga, it is my understznding based on
your represantations that axother search s being conducizd ard st relovant messages will be
provided, Accordingly, the Commitine requests produrtion of fhess messeges by o later then
clcse of business, Thirsday, Jemwery 11, 2018, Similardy, T understand that yoer offise is
cescsrching records retated o the details of an April 2037 meeting betwsen DOF Atomsy
Andrew Welssmen [now the senior sitomey for Specizl Counsed Robart Muclier) and the media,
whish will also b> provided 1o this Committee by close of busiczss on Thursday, Jemoary 12,
2013.

T was further agread that eff doeuments made wvailebls to the Commines will 2lso be availeble
for review by the mirority Ranking Mamber and designsiad saff

The materisls We 2re requesing =ro vits} te the Comemittee's investigation of potential sbuees
into intzliigencn mod [aw saforccment agencies’ hzadiing of the Chricopher Siesle dassjer. The
Committes is exieemely concernad by indic=tions that top U8, Govarnmeat ofiicigls who were
invzstigating a presidentlel campsign refisd ad meverifisd infonmabion that was funded by the
oppiing pelticsl campeign and was bessd on Resgian sources. Going forward, it's cracial thet
we memarizlize pur convessations on this issue, and thet we're a5 transparent a3 poesible with
the American peaple, who deserve snswers 1o the quastions the Commiliee is Investizating,

The subposnag fased Apgast 24, 2017, reiwain in effep.

Corpies to:
The Honewhie Jeff Sessions, Auomey Generel
The Honos=ble Christopher Wray, Director, Federal Bureau of Investigation
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U.8. HOUSE OF REPRESENTATIVES

PERMANENT SELECT COMMITTEE
ON INTELLIGENGE

Novembac 8, 2017

VIA US, MaAIlL
Thz Honorzhle James B. Comey

HYC-204, TrE Cariie
WaskngToy, DC 20513
fd7rees~=1at
e e
Svert Dowmson

Tavrrr B Bazmon
Vs e ST PEE

Deur'Mr. Comey:

Thank you for your 1=stimoxy before the House Permanteri Sclect Committze on Intelligeaes on
Werch 20, 2017 and May 4, 2017 in the Commmnitt=o"s bipariisan investipztian info Russian active
reeasures direrted = the 2036 ULS. clection. In light of additional fects leamed during the
investigation, the Committes requests that you perticipate in a voluntary, Transeribed ingerview at
the Committes’s pfficcs.

Commirtee stafTwiil work wiih you to arrange yoor interview for either the weck of Dzcermber 4
or Decermber 11, Ths Interview may cover eny tozic within the publicly-announced parameters
of the Committec’s investigation (sea enached), incleding Runssian cyber activitizs directed
sgsinst the 2016 US, eleetion, poteatie] Hoks ketwesn Russia and individuals essociated with
political campaigns, the US. govermment's response to these Russian sctive mesaumes, and
telzted lesks of cl=ssified information.

We respsstiully ask b=t yor pmduss to the Commitics, by po [eter than the alass of business on
November 24, your avaitability for the intervicw Sunng the tme identificd sbove.

This letter also requests prescrvation and production of all doeuments, records, ¢lactronically
stored information, recondings, data and tengible tngs (including, but not Bmmited £, geaphs,
chasts, photographs, imsees 2nd other decuments) regandiess of form, other than thoso widely
svaiiabls (2.2., hewspaper sriicles), related to the Committec”s investigstion, your inferview, and
any ancitlasy masters.

Should you hiave any questians ak any Umv, plesss contact Committes staff st (202) 225-4121. If
you are represented by an eftornay, plesse forwerd thia letrer (0 your wfomey, xred bsvs him or
bher conteet the Commines on your behatd,

[] g
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K Sincerely,
K. Michasl Consway Adam Schiff
tdcrnber of Congress Ranking Membsr

Attechment: Permaters for Russia Investigation

TS
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Nebruary 1, 2018

Uhited States House of Representatives
Permanent Select Committes on [ntelligénce
ATTN: Nick Ciaclanto

HVC-304, U.S. Cupitol

Washingion, D.C. 20515

{3ezr Mr. Ciarlante:

I received your January 24, 2018 Ieiter, forwarding a November 8, 2017 letter that
was et to an old mailing address of mine.

1 respectfully decline the invitation to & voluntary intervicw. Iam confident you
can obtain the best information from current FBI cmployees. Please give my best to
Messts, Conaway and Schiff. 1 have fond recollections of our past interections,

Smccrely,.yours.
i "L'f\"h-“"?b MMA
James B, Comey v

—
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Decemmhez §, 2017

The Hoaomable Rod Rocensiein
Deputy Attamey Gezaral

United Stetes Degertment of Tosde
1201 Pennsylvesia Aye, NW
Weshington, D.C. 20004

Deer M. Bostastein:

L4m writing you a5 e follow-up to our recent conversatien aboyt the persistent prosleen of
ungriherized lesks of informraticn ta the medis from weciitive brench szeucies.

In February 2017, T wrote = folter 10 then-Fadersl Buresn af Investgation {FBI) Director Jomes
Comey expressing my conrem regarding the “epidemic of us=uthorized Glspinsuras ta the
Froas”, weny of which purperted ta comtein elassified information, partisularly the allenss lnak
of Lt Gen. Mickael Flynmo's neme reearding 2 <onversetion that he reprtzdly had with forroer
Ruys=n Ambessador Serpel Kislyak, In Mey 2017, [+ote eoother letr to the Irelligence
Commmity inspeiar Generel mnd you expressing & grave comcem abodd & peading articis eeed
on &0 impegplr feak, Unforanetely, 32 {5 stili not clear to the Honse Permanizt Sefect
Cormmittze on sielligence (HPSCT) wiether the Deperiment of Yusice (DOJ) i3 vestigsting
these matlers,

In the past several monthis, nomemas 2dditioas] leaks, some compsisice purportedly slassificd
informaion, have appearsd in the press In eonnesiion to the eagming investigation of Russian
interection with the Trump campeigt.

1 am particularly concemed sbout the patertal rele oF DOT pessonzel in Baoilitaning such Izaks.
HPEL] has [mamed that on of ahent April 11, 2017, et fhe brhest of a current altnm=y sssgned tn
Zpacial Course]l Robert Musller T, Antirew Weissmann, then hees of DOY'e Crimingl
Divisim’s Fraud Section, met, ffong with FBI agerls, with s grotp of reporters from & msior
redi= orgenizetien to discuss the ongping Russiz investipetion. In light of this infbomsation, [
requiest thet you grovide HPSCI with mswers to the following guestions:

e  Did this meeting briween DOJ end/er FBI officials and repocters camur?
e IEiEsmerting peopmed:

T D

e o e

L Y
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- Why wag it ant briefec $o HPSCE or athor relevant overslght committess?

- Who fraea the DOJ andfor FBI appraved this meeting?

- VWhich reporters and representstives from DO andfor BBI attended the meeting?

. Did the armanging snd conduct of the meeting follow all rdevant DOJ andfor FBI
protoeala?

- Atthe mesting, did any DOJ ant/or FB) otfivials provide any information to the
reporters abowt the FB] investigation or confiem uny information provided by g
repartors?

-~ Did anyone from DOJ and/or F31 file a complaint abuut {his mesting?

- Did eny DOT andfar FBI representatives take notes duing the meeting?

- lpthis rpeeting the mbject of & 16 nveatigurion?

Please provide anawers to the Commitier no leter than 5:00 pro, on Decomiber 13,2017,

Copy to; The Bonorable Michuse) 1. Hotowde, Inspector Geesrs), US. Department of Justice

T

FROPERTY OF THE LL.S. HOUSE OF REPRESENTATIVES

fa



—~ —-

- NATUN

LS, Department of Justiza
Ofitce of Lagislaitve Affats
Dfitss of the Assisreatr Aomey Ceooral Pasfingion, D 20530
MAR {42818
The Honomable Devin Nunas
Chsirman

Pencanent Select Comrnittss on Itzltigence
U8, Houss of Representadives
Yashingtan, DC 20515

Deer Cheipman Nuares:

This responds to your Jetter fo the Depory Attarmey Genseal dated Depemsher 6, 2017,
Your letter expresses concem abou mauthorized disclemmes of classified information o the
media from exesutive branch agencies, and notes your partieuler concem zhout the pataniist rule
of Dzpariment of Justice (Depazmment) porsoanc! in fcilitating such disclosures. Depaciment
volicy dees not permit confinrafion of the existence of ongoine investigations, inciuding
ivestipetions ef unauthorized disclosures of dlsssified mformation. However, the Drepomiment
shares your concems about unawthorized disclosures of clessified infhrmation, investipates such
disclosures, and prosecirtes offendars whea spropriste. It certainly would ba helpfil so any
isvestigatien th=: the Department may be conducting for you fo share any infosmation yeu kave
ghout the idemtity of any individnals in any hrench of gevemment sho have disclosed clussified
miformation to the madia or to anyone without 2 need to kmow the informatian. The Depanmen:
wiil wari with you fo receiye sny such informasdon copfidenfially a7 vonr canvenisass.

You have aleo acked whather a mesting occurred srzong Pepartment parsanned ad
reporiers on Apsl 12, 2017 to "discuss the ongging Russie investipation™ The Deparmven: iy
aware of mo such mesting =t wivich this was the topic of Jiscussion. On thet da®s, Department
oiiiciels did mest with weporters from the Associated Press (AP} at fie reporiers” requsst. The
Depmtment afficials moluded Andrew Weissmenn, Chisf of the Fravd Secdon of the Crimipal
Divigion; three FDL egonts; a Department t=iad atteney; and an Assistest ULS. Attorney from Gic
Eestern Distrier of Vigginks. Fomr AP reporters atfendsd. An AP reporrer conteced Mr.

Waisimern 10 Zvange the meeting, end Mr, Weissrenn 4id s

Euritig the mesting. the AP reposiiss provifad informetion to the Department that they
bad Izarned ac a resuls of their invesSention of Paul Manufort. They deserihad 2otivities
unrclated to any role Mr, Menafort may heve had with+he campaign of Presidest Dozald 5,
Trome At forused sxmarity on his business prectices, financiel activitics, 2nd relationships
with foreign individuals orentitics. The AP reportess ssked yuestions ef e Department
officials, who deslined tv comment on the-quastions. The Depeartmot understads St notes
were teken ufing the mevting. Bossd on (i Dopartment's cunrent vnderstending, it does mot

=ppeer thet Department ofFctals improperly disclased eny confidential in inm.

e L
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Tlie Henorable Deyin Nunes
Page Two

Tae Deparment bas yeferred 1o the Inspector General youe questions as 1o whetler
anyons fiked a complaint about the meotlng and whether The meeting is the subjeet of un
Inspector General mvesigation.

Pleass do Tot hesitete 10 contact this office if we moy provide additional assistance
regarding this ov any other matter, '

Sincerely,

@WJ@«&J”“"“/G#

Stephen E. Boyl
Assistent Atforney Generl

ee:  The Honomble Adam B. Schiff
Rarking Member
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U.S5. HOUSE OF REPRESENTATIVES

PersarsnT SRLECY GounlTIEE
OV JHTELISERCE

December 12, 2017

The Hemonakle Rod Rosensizin
Cezuly Atiomey Gonersl

ULS. Departeent of festice
1231 Penmsylvanis Sve, NW
\eshington, DnC. 25004

Drezr M. Rosenstein:

HYC-I2E, The CamtoL
Virsupsian, GO 205
{20TF 2254121
Sramrong M
Eesu) fhdesran

s Snomo
Rz fraty Dedooa

This letter shslt serve 35 the Comsnize=’s frmsl =z w0 the Deze:tment of hastize (DO m=ad
tae Fedsml Brese of luvestization {FBI) for sopies of all commmumnic=tions i inglode td meesees,
emzils, and sy other capiured commuaications) botween FBI Agent Peter Sk and FAI Atipmey Lisa
Paze. SSA Strank sad My Pazz heve hesn ientifisd it media repurting s o seiarlovel Fa[
employees who both pardeipsied in the FBF's countzrintelligenss investigasions conceming e Fillmy
Clizten 2-meils and the 2016 presidantlal e3exian,

554 Suzok wes e Deputy Direstor of e FBI" Commrrineligencs Division wiiics ovarsase
both investigsiions. M= Pege 33 FBI Qffics of Genzml Commsel annemey, wha o1 the tims, wez esslcred
16 Daputy Disclor Andrew 3clabs"s offiee and provided legal supmore 5o both investloations, Bath
5S4 Sirozk 2nd M. Pazg aleo vigrked for Speciel Conmsal Raboot Mupsller eeslisr 4is yeur befors béiag
quisdy dismisced ypon the discovery of theirextrarmexial £z end the exchmge of namerows politmliy
charzzd messezrs dhring the courge of heth Invesilzasions ther were 2llepedly 2t Trnwp pad pro-

Cliztoa,

The Comminee pravigosly made = writfen requast for thess commumaizations en Deesmbar 2,
2017, ol agrim on Erztember 6, 2617, 1also made < request for the sommusicetions dmving my missting
with you o Deosmber 6, 2217, The Commites oxpors 2o reesive mm-rrdec=d copizs of il requestsd
coomnunicatioos, and will 7esult to compnisery prosess if ell such decumens are not delfvered o the
Commizss beforo §:00 AM, Decombar 13, 2017,

= = ——

) Vi
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U.5. Department vf Jostice

Office of Lepisiative Aflalrs
Office of the Axdslant Attorney Generl FFashington, D.C, 20530
DEC | 2 2017
The Honecsbie Devin Nunes
Clairman

Permement Soteet Committes on Inelligence
U.8. Heuze of Represcntstives
Weshingtop, DC 20515

DPaor Chairmen Nungs,

This responds to the Cornilios’s requost that e Department of Justiée (Deparmet)
provide the Committee with copics of text messige communications butweest Fodeni Buseaw of
Investlgeton (FBT) sovployecs Pater Suzok and Lisy Page. W aze sonding lestory nnd {dentical
enclosures to o number of Congressional Committaon that bave mpde similar pequests.

‘ As you muy know, un Juwury 12, 2016, e Bopurtment of Tostice's Offles of Inspector
Gonernl (01G) publlely amounced that the QIC would ceview “nilupations thut Dupactment or

' VBI polloles of procedures wees no followed iy connestion with, or in eetions lending up to or
rolated to, the FRI Dicectos's publio armouneement on July 5, 2006, and the Dirvctor’s Jetions to

: Comgress on October 28 and Noverber 6, 2016, it that certuin untterlylng iovestiputive

! devivions viere based on improper considerations” As parcof that teview, te OICH abtuined,

] ansong, other things, toxt messages batveeon Mr, Strzok and Ms. Prge.

[ The Department expected the documents provided herein to be provided a6 part of a
completed OIG reporl. Hoviever, public vepesting about the exisence of the text musseges
prompted Congressianal Committes reqymsts for the text messuges. Plesse find enclogsed =n
initio} diselasure of' approximarely 375 toet nessage comampications, duted Augnst 16, 2015 w0
Dacember 1, 2018, that f=ve bren identified as pertinent 2o oo QLU moview refireneed ehave.
‘Fhe enclosed documeats contain minimnl redactions that prateet the privasy intozests of third
partics and sensitve Jaiy enforcenmmt infarmation, and rempye Jrelovant mfyrmaticn. The
Department continties to review doenmeants oo will provide pertine documents'as they beoote
aveilable, '

* On thint date, thee-FRE Director famen 0. Comoy ennouncod that the FBE was recommending to the Depastovzod of
] Iwatice that no charpea chandd be filed eelating to Cvener Fepietacy of Stule Hillory Glnden’s we of u private cmzdl
STTVEL, ’

14)J OIQ Annornees Tuitlation of Review, Janiasy 12, 2017, nvallsble b Bitpsitfofgjustion gow/ireavab 27201 7
Ol-1df

¥ ]
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Tb= Honarabiz Dawin Nizmsg
Poze Twa

s hes e publisly wported, Mr. Stepek previously semved on the imenizative team 'od
by Spoeisl Cormael Robert Mucller. The O1G inforincd the Specal Comsel of the sxistenos of
the caclssed 1=l messages an o2 sbort July 27, 3017, M Mueller tmmediately conchaded thet
Mr. Btzék oould no longer priicipee in (b Investigefion, =d ke wos removed froor the tomm

Tois rxmacsdinary seeemmodtion of providing the suclosed Gopaments is wriqueato the
st eod cireemistanees of this perSouler matter. ] b Depertment sppreciates the ozt of ths
CIG an il matier, looks formmd to the fadings und recammendatians arisiog fom thee review,
exd Wil toke spproprinte 25tion 05 wamanted,

cc: T2z Eonomble Adem Sohiff
Renkinp Eemrer

Eozlooizes

£ g ey g
[EA>T3 I
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TS, Department of Justice
Office of Legislative Afisis

Office of the Assiet=nr Azorney Geanersl Hashingion, D.C. 20330
The Hoztorble Devin Nunes.
Clalrmen JAN 18 2018

Permanent Selection Commitiss on IntelHgence
1.3, House of Represcrdarizes
Washinglon, DC 20515

Dear Chnrmaun Nymne=s:

This responds 1o your meguest to e Dessrment of justics (Dcpzrament) w0 provide the
Commstites with coples of text message eommunicatians betiveen Federsl Burean of
tavestigaion (FBI) employees Peter Strzok and Tiza Page.

As you may know, o Janizy 12, 2018, tbe Departmeal’s Offize of Inepector General
{01G} patliely annowmerd 1bant the OFG would review “allegations that Deperimens or FBY
polities ar procedures were not fullowed in connection with, or in actions leadizg up to oz
elated (o, the FBJ Dircctes’s public anzemmeemens en July 5, 2016, and the Disector's leners 1o
Cargress on October 28 apd Movember 6, 2016, &nd that certein underlying investisative
decisions were kased o0 improper consdemutions™ As pat of thatreview, the OIG obtaioed,
amang cibier things, t=xtmessages between Mr. Sozek end Ms, Page.

I Degembes 2017, we provided vou with =a fuitial productios of eperoxinmestely 375 text
messege communicstions, daod August 16, 2015 o December 1, 2015, Inresposmse mthe
Tequests for the 1oxis messases, the Deparfment colleeted 218 text messages bemwaen Me, Sezok
=nd Ms. Page availz=Ie foen the FBI for the pedcd Rily.1, 2015 1o Tulby 28, 2017, which was (ke
samme pesiod requestsd by the 010, The Deparment began reviewing those doctents in an
EfIGTt o provide you thoac messages that wer cither work-relaled or het providsd any ingight
Inta the palitical views of the participants.

! Omar dete, then-FBI Dirs=or Jemes B, Comey aunermesd that die FBT was recormoedina co e Departecat of
Aweatice $9I00 chiger shoaid bz Fed mlating co former Sacmmay of Stte Bilboy Climon’s ure sEa privits 2med)
iy

* D0 GIG Annausess infdstion of Review, Tamery 12, 2007, seaildlz b hima ol fredies eosores o201 TR0
D1-12.pdf

* Although the Tequest Excdndad tets iwbugh July 25, 2017, xe wers oo doxt medsazes betresa Bn Stk and
Ms, Fogzaties Tuly 1, 2817, and che measegea efiey June 25, 2017, were personz! in p=tre.

= 7
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The Hozcrable Devin Nunes
Pzze Too

The Department 3 not providing t2:t messages et were puzely personad in catere,
Furihermore, th2 Depenoent kas redected from some work-reizied oxt messeged pormons that
were purely pessonal. The Depamment™s aim iz withhol@ing pucely oomoned toxt messages end
redacting personal ponions of work-related toxt messeges was primasily to facilitate the
Committse’s 6co2ss 1o potentially releveat toxt imessages withom having to cull throngh iarge
quantities of mzerial unrelated 1o eitker the investipation of former Seeretary of Stats Hillary
Clinton's use of a personal emafl gerver of the ixvestigation into Russian effors to inrerfess with
the 2016 Presidential dlsetion, Also, the witkkolding of personal information In sume [ostances |
avolils ummecoseary cmbarassment of beressment 1o B5rd parties tha: could sesnil from pubfic
nelease of such information. The Department redugted (he names of cmployses wha are not SES-
leve] employecs, and in some mstanses, redacted SES employess’ nemes to avoid onwarranted
=ttention 1 thoss individ=aly when comments were grendtous end did not provite crelevant
izfbrmation 1o eozoing Congressions] inquirics,

1 2 five instanees, the Diepartment has redeciad portiens of wock-selated texts that
concem other invesdgerions, Finally, the Depertment consultsd with the Special Coansst’s
Offtce (FC0) and made some redactions related fo G sructurs, opSration, a~3 substance efthe
SCO investigation becanse it is ongoing.

Tz avrid eny concemn tat the Deparbment bes withheld relevant infermalios, Ffa
Commitiz= has speeific guegtions abom Ay 2 particadar 1ext was parially redacted or about the
axture of pessonal text niessages withheld, the Department will work with that Committes to
cither furer deserib or disclose redasned infornmation in o closed setting, Allhough the otigins]
spreadshest contained only what the Degarineest belioved (o be wwork-related toxi messages,
suhazeent reviews identified some addifional persomad texet messapes within that dosument,
Taerefore, the document produred teday contsing o small number of fully redasted megvaues thut
were detsemined ta be porsonz! messages subsoquent fo foeir injfial fnclusion in the previcusiy
crovided spreadsheet. Voo enclosed dotement lao excludes cohwnns of informatios that
conizined aoly tschpical infrmetion such as phone mumbsers or emeil addmeases i an eFort to
previde 2 mote madily evicwsble set of documenty, In the atached, the “Inox™ documents ere
from Mr. Sirzok 1o Ms. Page, =nd the “Outbox” docssncnts ere fom Ms. Page oo Mr. Strzok.

-Tke Department wants 1o brng o your afteotion thet the FBT's fescheical syst=m for
relalning t2xl messnzes sent und picedved on FBLmohile devices fuiled (0 préserve el messapes
Tor Mr. Sorzek and hs. Page o December 14, 2016 to appreimarely to hlay 17,2917, The
FBI has infonved 15 thet many FBl-provided Samsung 3 mobile devicss did cot capmus of store
text messages dus to nisconfigusation issues related to rollowts, provisioning, aod softwarne
upgratles that conflicted with 1he FBI's collecticn capskilities. The cesult was that deta that
shenld have besm sutomatically eollected and retained for long-term gorage and reteval wes
10t collested. This problem shonld have been comrected with foxe roliont af the Saramy 7sin
2017,

[P—— Nemaiiey |, NS

S pr U s P

o =
¥ &
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'The Homorable Devin Nunes
Page Three

Mr. Strzok’s Semzting 5 phone last copnected fo the storge systent on June 18, 2016,

Mo teceived his new Samsung 7 phone on or about Suly 5, 2017, Ms, Page's Samsuny, 5 phone

last connected to the storege system on December 13, 2016, She raceived her new Samsung 7
phone on or about My 22, 2047

The Office of Inspector General pieeed together the (ext mesnges helween Mr. Strzok
and Ms. Page from Junz 18, 2016, w0 December 13, 2016, using the dats from Ms. Page’s phene
until the connection to the storags system stopped on December 13, 2016, On May 17,2017,
Ms, Page's data enllection re-initiated when she received Ber new phone.

Please lut this offive know {f you have any questions regarding this production,

2,

suly yours,

phen £, Boyd
Assistant Attommey Genesal

eos The Homorable Adam Sehifl
Ranking Member

* Althovgh FBI [demiified May 22, 2017 0 the isauedd dnte for e, Fagrs phone, unllection restimed an May 13,
2017, '1ha FBY hus not yer beea able 1o account for this dlaceapency.

D —
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A2z ®akm , Camachire!

VIA ETECTRONIC MAIL

Tee Henorable Rad 1. Resenstein
Deoputy Atlamiey Gengral

1.5, Depretinent of Justice
950 Pennsyhvaniz Avenne, NW
Washingten, D.C. 20530

Tte Honomble Christopher Wray

Dientor

Faderel Borean of Investigaton

235 Penneyivomnis Avenvs, N'W

Washington, D.C. 20538

Dear Mesers. Ressnstein ged Wizy:

For months, the House Permanent Selest Commitee on Intellisenee bas beon congermed gboue
the Deparmeetn’s and the Feders! Burean of luvestipatioa’s actions in o nuovber of pases, Last
weskend's wmvelations thet the Depurtment end the FEI fafled (o presesve —and fodays media
reporting thet the Deperimemt's Inspector Geperal has forensiselly recovered —spproximasely
fove monthe of text message exehenges hotwren Specizl Agent Fetor Strzok ead FBI stiormey
Lisa Page have only emplified those conseras.

To ensure that eny Committes inquiry is as thorough 24 eomplete 23 pogsible, we respaeifully
rexquest that the Depariment and the FEI enstre docurnsnts and informstion relzted to the
{ollowing issnes ere pressrved for putantial praduction 1 the Committes:

®  Any commimications deviess [ssued 10 Azent Strzek and ks, Foga:

e Any efforts o reiticws informstion from Agest Stzel’s and Mis, Pace's goveomnment-
issued deviees:

= 4my data on the Samsupg S phone isswed to Apent Strzol until on of about fuly S,
2017;

e Any deta on the Samszog S phane iamed to Ms. Pag= until on or ebout May 17, 2017;

e - —

3= =~ BN
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e Any information ebow the allsged "misconfiguretion issues related 1o rollocts,
provisiening, sud software upgrades that conflicted with the FBPscollaption -~
capabilifies™ that vansed “many FBI-provided Samsung S raobile desiess™ nat fo
“capture br store fed messages™; =’

s Any {nvesligation by the Deperiment or the FBI into the circumsiancees relsted to the
frilure to reserve the gt mossages.

Thg Department and FBI should interpiet “pressrvaiion”™ in the brozdest possibie manmes,

including enstring the discontinuztion of eny zute-delzte or similar Sanctions thet erse matedals

afisr @ caniain perind of time. This presezvation request covers all documents, recards,
eleatronically siored mformation, ceerdings, dein, and tenpible things Facluding, hut not limited

Io, graphs, chens. phatogranhs, images and offer docements), regardless of form sud medinm of

storage, fom January 1, 2016 ~ presant

The Committee also requests that you!

1. Exemcise reescnablc effors to identify ed notify former rmplayess 2nd conttacies,
suboontractors and consuliams wo may have acesss to such slectronic records thet they
are to be preserved;

2. Exewsise nasonebls effors to identify, recaver, and greserve any electronic records
wrhich have Bzen dedeted oo marked for detetion but are still recoverable; and

3. Ifitis she roudne praciica of any agensy emplevec or conmactar to destroy or atherxise
2lter such elecronic records, either halt snch prassices or urenge for the preservation of
compizte and acamsts dunlicales or copics of soch records, suitable for production, it
meguestad,

We would agreciste your confiming thet sl selevam docvments and information ara being
preserved oo latar thes the close of Business on Janussy 22. 2018.

Should yeu baye uny quesiivns al 2ny time, pleise coqtact Kagh Parel o {202) 2254121,

cw  3chacl Horewitz, Inspector General, ULS, Department of Justice

" Letter 5o Rephen B Boyd, Assisteni A0y Gon, Ofio= of Leziskative 0 Rep, Dovin Tones, Chalmen, TS,
Houw Parmeezsr Stlect Comentasa on Erslligenes, en 19,2018
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U.S. Departmseht of Justice

Eederal Bureau |of Inveshigation

Buskirgion, DS Mst’s.am:

Febeuusy 2, 2015

The Honerable Devin Nunes

Chaiman

Permanetit Scisct Committes on fntetiigence
U.S. House of Reprogentalives

Wasbington, DC 20315

Dear bir. Chairman:

1

{ write in response to your letter dated Junuary 25, 2018, reednding FBI retention znd

steservaion obigations. Your requesi has been forwarded (o the FL

{"s Difice of tha Genaral
an requests relzizd to the

Counsel for appropriate aclion, Pleass nate, howevel, 1hat preserval

FBi-issucd mobile devices essigned 1o bis. Page snd Me. Strzo} during the roivvant periods

should be direetad 10 the DOJ Olfice of the Inspecior General, asthﬂ
physical cusiody of the FBL

Thank vou for your centipucd suppot of the FBL

Sincercly,

s devicey are not inthe

Gregory A. B ruLyer

Assistant }Jinccjcr
innal Affiirs

Office of Congt

1 - The flonorzble Adam Schitt’
Runking Member
Permancnt Select Commitice on intellipencs
11.S. Hous= of Represenmiives
Washingten, DC 20515

|

ot o

_—— ——t3
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l Drrd Tovet Uedfiem's, Crommas
| Eimimee 4
'l‘ma-.L}-w-m Flanes ) - HYC<300, THE Cl?f?zy
e oo U.8. HOUSE OF REPRESENTATIVES Vi, DC ST
AT PER:saNENT S350T CoMunTes o
oo on breLUgENCE ol
PSP A, Teuna TiusrirE Sxaame
mﬂ&;’i‘:&:ﬂ“:m Lo r Brarr Pre——cm
Tort s, St s F
ﬁf-.ns_‘.'-.zl.fd‘ra
e e
o
s Fadruary 16,2018
o T By SrASAND St Hiegs
Hpmy Parn Dosrraicizexs
Stephe= E. Boyd
Assistont Attermy Geoeral
1.8, Department of Justice
930 Pennsyivania Ave, W
Washizgtan, DG 20530
Bear Mr. Boyd:
On Febroary 7, 2018, 1 vt 1o the Honorsbls Roesmery M. Collyer, Presidiog fudzs ofthe Unled
States Fareign Intefligence Surveillanes Court {FISC), requesting that the Coun grodiece bunseriprs of
' erny reicyant FISC hesrings essoctated with the initiel FISA spolication er suhseapent revewals related 1o
the electronic serveillance of Carter Pege.
[n her responss to the Commines Judgs Colfyer mrots, *..you may note thet the Depermment of Justice
poseeaens {or can exsily abtzin) the same respansve informatiom the Coart might poscess, mnd. . is better
positioned than the Court (3 respond quizkly ®
Therefars, in an offont 1o inform the Commiites's ansoing investipation, the Cammbtter seeks the
trafseripls of eny relevant FISC heerings sssoctared with the nfifel FIS4 anplicetion or subosquem
rencwals releted 1o glncironic aurveillancs of Carter Prge. The Committea ressectiully requents that, to
| Intar then Frbneary 26, 2018, DOJ infonm the Cotmitzer wihether such tracaorints exisr and, if so, please
: provide them,
1fyoe heve any quesions, pleass contact Commix=s staff st (202) 2254124
%. » ﬂ/
Enzlossre {1]

I
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.S, Dopartraent of Insifice |
Otiice of Legislative Afshs I

Offez af the dsvistant Attorngr Genzrel Foskington, D.C. 20520 i

HAR 07 2018

| The Honorsble Devin Nunss

1 Cheitman

i Permanent Select Committse on Intellipencs
U.S. Housc of Represeaiatives

I Weskington, DC 28315 |

Dear M, Chalrmas:

|

! Tlis responds to g letter dated Februay 16, 2018, mauesting tenscripls of any

| relevant hearings of the Fareipn Inmielligence Surveillzpes Cowurt (FISC) aszotisted wish the initial
FISA spolicetion or subhscquent enewels relared to {he slectromic survellluncs of Coter Page,
&8 i3 typicel in the consideration of wawent appifcaiions ganersfly, includiog applicetiona o he

| FISC, the FISC considered <he applicatlors hassd nyon the writien submission, end held no
hearings, Accordingly, ro responsive nenserims exist. Foryour refereccs, we have aipzched &

i letter dated July 22, 3033 from FISC Presiding fudge Regsin B. Walton o the Senafe Uommites

| an the Tediciary then-Chrafrman Petriek I, Leshy that ortiines the FISC practicos when
considering FISA epplicaticns, which insindes considermion oS cironmstanees in whish @ hesring

! ay be Tequited,

’ : We kope this infommation is helpfl. Pleete o not hesitare 1o cintact his oice ifwe
may povide addiionul sssistance regerding this or any other matter,

=n B. Boya
viant Athornsy General

—— e e
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1.8, HOUSE OF REPRESENTATIVES

PERMANENT SE.ECT COMMITTEE
ON INTELUGENCE

Kebsuary 20, 2018

1w Honorable Jumos Comey

Dear Dicestor Conoy:

HC-304, Thie LamTiL
Wadsriaroy, DG 20618
2o x5~

sty Bpinaw
Saam DCTEA

TeeTT B, Sordinen
Mot Ty Barooh

Enolesed pleass find g serics af questions regarding the information contined in the Sieele dossiot,
\which was funded by the Demoeratic National Committcs (ONC) and Hitlery for America {Clinian
campnign) and used in s Forelgn Intelligence Surveilimee Act (FISA) application targeting Carter

Pugn,

Please provids comnplcic writien responses as sQon 88 posslbia,and no Jaser than B
2018, ¢ the siwention of the Committee's chicf slerk, Nick Clariante. 1 jou da not

wnswers on 8 voluntury basls, the Committee will initiate compulsory prodess.

Thank you for your prompt attention this matter,

Committee staff ot 202-225-4121,

peovide timely

Iyou haye any questlons, please contact
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Steele dossier?

1. VWhen and how did yoy first broome aware of sny of the information conlzined in the i

I
|
E 2. Inwhat fesm(s) wes the nformetion i the Steele dossier presented 1o you? By wham? f

(Pleage dssorites 220l insmance)
jnerampey

Ste2le dossier?

Demncrar-aligned entity?

o Carter Page?

Jemeary 5, 20577

other representatives of the media? If s, who and when?

= - . .

Fan

PRUPERTY OF THEU.S. HOUSE OF REPRESENTATIVES

3. Wro did vou share this information with? When? Inwhat foon? (Please deseribe sech

5. Did you convene any meerings with the intelligence commmesity zndler Inw coforcement
commnnites 25 3 reatlt of the informetion contained i the Sicels dossicr? 1

6. Wken &if you Srst lears or come to believe that the Stecle dossicr was finded by a

8, When &ic you first become swers et the Steele dagsier wes used ip obitnin 2 FISA ordur
9. Wes President Obamg briefed on any information conined in the dossier priar to

10, Did you disouss the information contaised in the Steels dossier with zny reportees or

4. What oiBedal acions did you ©ke 23 2 msult of reaciviag the informetion contained in the !

7. Wren did you first feamn or come to believe that the Steele dogsier wes fimded by e ; |
Demorztic Netional Commities (DNG) andiar Hillary for America (Clinton camupaign)?
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a0, P BeCham o 11 ot February 20, 2018

Tanzy Fi ki IELGULE LEADIR

M. Andeew McCabe

Federl Burean of Investigation
035 Pennsylvanin Ave, NW
Washington, D,C, 20535

Dear vir, MeCabe:

Enclosed please find n seriesof nuestlons regarding the tnformation contained in the Steelo dussicr,
which was funded by the Democeratic Mations! Comumilies (DNC) and Hillary for Arnerica (Clintan
cnpuig) and uesd fn o Fareign ImeHligence Survolllance Act (F15A) npplication targeting Caner
Pago.

Pleass pravide complets Wrilten msponses 25 5000 as possible, and no later than Priday, Margh 2,
2018, o the atiention of 4= Commities's chicf clerk, Nick Ciatlante. If you do not provide Gmely
answers on o voluntary basis, the Commiltee will initiate compulsory process.

Thank you for yous prompt attantien this matter, 1€ you have any guestions, pleate contnct
Comimitles stafl at 202-225-412).

PROPERTY OF THE U.S. HOUSE OF REPRESENTATIVES
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i, When and how did you first Beooms aven: of any of (e information conteined in the
Stesls dosgisr?

2. [ what form(s) wes the infarmstion in te Steé{e dpseier presented 1o you? By whom?
(Pleage deserbe tath instenas)
3. Who did you share this informarion with? When? Tn whas form? (Please deseribe sach
mstence)
4. 'What official scticns did you tkrces s anlt of receiving the infrrmetien contained in the
Steele dossier?
3. Did yon convens say meedngs Wit the inellisecs community andior lew enforcement
cemmumities a5 o Tesit of the information contsined in the Stecle dossier?
6. When did you first fearn or come to balievo that the Stesle dossier was funded by &
Democrat-aligned emity?

7. Whendid you first keam oz come to bellevs (hat the Stedde dossfer was fimced by the
Demecratie Nationsl Commities (DNC) endlor Hillary &or America (Clinion campaien)?

8. When did you first becore awars that the Stesle dassier was used 1o ¢biain a FISA order
-on Larter Page?
9. Was Precident Obanes hrisfed on 2oy information coataized in the dossier pricr io
Ianuery 5, 20177

19. D¥d you discyss the information centained in the Steele dossier with any reporners or
other representatives of the media? IF so, who end when? '

- NOFORN
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AMommey Gentml

U8, Deparirset of festice

950 Pennsylyenin Aveemie NW
. Waskingtee, DC 20530-0001

The HMonoreble folf Sessions |
|

Pear Mr. Atlormey Gepersl:

The Fodere! Burean of Investigation (FBI) iz charged with protecting the Americen prople &nd l
enforeing b 1aws in accordance with the 1LS. Constincioan. To carry out this eesertial miszion, !
the FEI has a girict sef of imemel rales end poocedures embodied in the Domestic lavestzstions |
sof Opersticns Guids {(DIOG), The DIOG was created by the Bursan ftssff and approved by the |

Deperiment of Justic= (DOT).

The lztest unrelected version of the DIOG mvailafle 10 the Commistes {dxtad Ocicher 15, 2011) |
détincstes prostdures the FBT meust follow wien submitting applications to the Fessim
Inpeliigence Surveillanes Couct (FESCY for onders to conduct surveillence through the Foreign

Intelligense Survedllance Act (FISA), Acsording 1o (ke DOIG:

& FISA surveillanes I8 2 vory Intrusive means of acauising informasion that nmast baiascs ‘
the need o obizin sensitive nesiceal seemity infarmation ageiact oivil Hiberties
When striking this belance, & verifisetion process must b condreiad Sor all FISA l
epplicatioas,
o Updarthe substrtion *FISA Yerificetion of Accuracy Procadurey,” the FBI iseif |
acinovdedpes this mperienes: “Ths assn-aey nf information contsived wizhin
FISA epplications s of winost imparienes.... Only documented and verified |
. informetion mey be used 1o seaport FBI epplications [FISA] 1o e court FI1SCL"°
s  ToeDIOG provides deteiled Instruciions ior thz FBI o follow 10 spsyre that infemation
sppesTing in 2 FISA spplication that is prosmmted 10 the FISC beas Baen thorouphly vetted
and confirmed.

|
{
Formes aad cument DOJ ang FRI leadership have conSirzed to the Commities thet mverified |
I
l
I
|

information from the Stecle dassisr compristd £o essemiis! pert of the FISA epplicetions tolated
o Corter Page. Thesc doils ave ouffined in = deolassifed memoraadum relessed by the

Commsittes on Februay 2, 2018, 2 capy of which 31 astached for your review.

i/ NOFOR
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In light of what app=ars 10 bé g clzar vialafion of FBI protecols, the Commjtes direets thet O]
shall, np latsr than March 8, 2018, provide 2nswers 16 the following questions ‘

o  Derm these protseols chapged efter e 2011 version o allow for the use of unverifisd
information to suppont FBI FIS & applizations to th= FISC?

s o, what steps hes the DCJ andfor the FBI taken to hold =ccoumtable those officizls
wha violuted thess prolacols? )

T will ;emi=d you that-eside from the viclation of these protocols, the presentation of felse endfor
unvazified informetion to the FIEC in copnecdon with the Carier Pege wemrant soplicetiozs conld
extail vioktfions of fhe folluwing cominal stefuies:

18USC242

S0USC 1869
Conspiracy
Qtstruetion of justice
Contempt of Court

The FBI DIGG provides internal oversight end controls over authorized FBI ectivitios so the
Amegitan peblic can be assured the Buresn is conducting its vitel mission in sceordance with
Iayv and astebiished syldelines. However, in thiz instence; it's clesr 1hat basic operating gnidence
was violeted. :

Congressional oversight is desigesd to hold azencies sccorntable. Iwust tha you shere this
view, 2nd will assfsr the Commikies"s investigesion imio violations of DICC proceduzes rekaed to
the us of the Steele dossicr fn FISA upplicatians,

i M

Enclosume

ec: Miche=! Borowitz, lnspector General of iz Departmsnt of Justics
The Hozorable CGisistepher Wray, Drireetor, Feders! Bureau of Investigation
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