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Introduction:
World Order or Disorder?

Hilary Matfess and Michael Miklaucic

he world order built upon the Peace of Westphalia is faltering. State fragility or

failure are endemic, with no fewer than one-third of the states in the United Nations

earning a “high warning”—or worse—in the Fragile States Index, and an equal
number suffering a decline in sustainability over the past decade.' State weakness invites
a range of illicit actors, including international terrorists, globally networked insurgents,
and transnational criminal organizations (TCOs). The presence and operations of these
entities keep states weak and incapable of effective governance, and limit the possibility
of fruitful partnerships with the United States and its allies. Illicit organizations and their
networks fuel corruption, eroding state legitimacy among the governed, and sowing doubt
that the state is a genuine guardian of the public interest. These networks can penetrate the
state, leading to state capture, and even criminal sovereignty.? A growing number of weak
and corrupt states is creating gaping holes in the global rule-based system of states that
we depend on for our security and prosperity. Indeed, the chapters of this book suggest
the emergence of a highly adaptive and parasitic alternative ecosystem, based on criminal
commerce and extreme violence, with little regard for what we commonly conceive of as
the public interest or the public good.

The last 10 years have seen unprecedented growth in interactivity between and
among a wide range of illicit networks, as well as the emergence of hybrid organizations
that use methods characteristic of both terrorist and criminal groups. In a convergence
of interests, terrorist organizations collaborate with cartels, and trafficking organizations
collude with insurgents. International terrorist organizations, such as al-Qaeda and
Hezbollah, engage energetically in transnational crime to raise funds for their operations.
Prominent criminal organizations like Los Zetas in Mexico and D-Company in Pakistan
have adopted the symbolic violence of terrorists—the propaganda of the deed—to secure
their “turf.” And networked insurgents, such as the Islamic State of Iraq and the Levant
(ISIL), the Revolutionary Armed Forces of Colombia (FARC), and the Liberation Tigers
of Tamil Eelam (LTTE), have adopted the techniques of both crime and terror.’

An Emerging Criminal Ecosystem

The unimpeded trajectory of these trends—convergence, hybridization, and state capture—
poses substantial risks to the national security interests of the United States, and threatens
international security. Illicit networked organizations are challenging the fundamental
principles of sovereignty that undergird the international system. Fragile and failing states
are both prey to such organizations, which feed on them like parasites, and Petri dishes
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for them, incapable of supporting effective security partnerships. The Westphalian, rule-
based system of sovereign polities itself is at risk of fraying, as fewer and fewer capable
states survive to meet these challenges, and populations around the world lose faith in the
Westphalian paradigm. The emergence of an alternative ecosystem of crime and violence
threatens us all and much of the progress we have seen in recent centuries. This dark
underworld weakens national sovereignty and erodes international partnerships.

We should not take for granted the long-term durability of the Westphalian
system. It was preceded by millennia of much less benign forms of governance, and
alternative futures are imaginable. This book describes “convergence” (the interactivity
and hybridization of diverse illicit networks), the emergence of new networks and new
domains or “battlespaces,” and the threat illicit networks pose to national and international
security. It examines dystopian visions of a world in which these trajectories go indefinitely
unimpeded, and concludes by discussing possible countermeasures to be explored.

While some recognize the growing threat to the global system of governance that
these new phenomena impose, others are skeptical. According to the conventional wisdom,
TCOs and international terrorist organizations are unlikely candidates for partnership.
Such analysis suggests that criminals are motivated by the pursuit of wealth in defiance
of law, morality, or ideology. They typically prefer to remain undetected, and have little
interest in the violence committed by, or risks taken by, international terrorists. Already
pursued by law enforcement, criminals are not keen to receive the attention of the Central
Intelligence Agency or SEAL Team Six. International terrorists and insurgents, on the
other hand, are politically motivated; driven by ideological, religious, or nationalistic
motives; and repelled by the vulgar materialism and greed of criminals. They have no
desire to get on the radar of the Drug Enforcement Administration (DEA), or other national
or international law enforcement agencies. This logic is understandable, and may have
prevailed in previous times, but the evidence of extensive interconnectivity—if not explicit
partnership—between TCOs, international terrorists, and globally networked insurgents is
compelling. Recent research undertaken by the Combating Terrorism Center at West Point
reveals that, “criminals and terrorists are largely subsumed (98 percent) in a single network
as opposed to operating in numerous smaller networks.” In its Performance Budget
Congressional Submission for FY 2014, the DEA stated that by “the end of the first quarter
of FY 2013, 25 of the 67 organizations on the Attorney General’s Consolidated Priority
Organization Target (CPOT) List are associated with terrorist organizations.” According
to a more recent DEA statement, roughly half of the Department of State’s 59 officially
designated foreign terrorist organizations have been linked to the global drug trade.® The
six degrees of separation that may have once divided people is a relic of the past—today,
international terrorists, insurgents, and criminals are merely a click away from each other.

It might be argued that terrorism, insurgency, and organized crime have existed
since time immemorial, and that their modern iterations represent nothing new. Such an
argument naively discounts modern enablers such as information and communication
technology, transportation advances, and the unprecedented volumes of money generated
in illicit markets. These are game changers. They permit illicit actors to avail themselves
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of lethal technology, military-grade weaponry, real-time information, and professional
services of the highest quality, including legal, accounting, technological, security, and
paramilitary services. Cartels and gangs, as well as terrorists and some insurgents, can now
outman, outspend, and outgun the governments of the countries where they reside. They
can communicate across the globe in real time, using widely available and inexpensive
technology. The November 2008 Mumbai terrorist attackers used satellite phones,
internet communications, and global positioning systems, under the direction of Pakistan-
based handlers to carry out an atrocious binge of murder and terror.” The string of ISIL
attacks across Europe in 2015 and 2016 further illustrates the global consequences of this
technological acceleration. International travel has never been easier or cheaper than it is
today, and would-be terrorists, traffickers, launderers, and even assassins can fly nearly
undetected from continent to continent, in the sea of traveling humanity.

Though it is clear that this connectivity is widespread and threatens global security,
the details of the agreements or arrangements between terrorist, insurgent, and transnational
criminal organizations remain murky. A partial exception to this is in instances where both
organizations wish for new relationships to be known, such as the 1998 merger of Ayman al-
Zawahiri’s Egyptian Islamic Jihad organization with Osama bin Laden’s al-Qaeda.® Other
relationships, such as between the FARC and al-Qaeda in the Islamic Maghreb (AQIM), are
opaque as neither organization has an interest in revealing the relationship. It is unclear in
the majority of cases what kinds of partnerships these are, and we are often unable to discern
whether such instances of cooperation are one-time affairs or longer-term arrangements.
This lack of information handicaps our response and threatens global security.

The purposeful opacity of illicit organizations presents a vexing challenge to mapping
and understanding these actors. Operating by intention outside the vision of regulators
or researchers, their activities and revenues are hidden. So how do we determine the
magnitude of their operations, or the harm they inflict? How do we know the value of their
transactions? We extrapolate from extremely inexact evidence, such as seizures, arrests,
convictions, and the associated testimony of witnesses, often themselves members of such
organizations and motivated to dissemble. Analysts still rely on the nearly 20-year-old
“International Monetary Fund (IMF) consensus range,” of “$1 to $3 trillion” or “two to
five percent” of global product. In 1998, Michel Camdessus, then managing director of the
IMF, provided that estimate of the amount of money laundered annually across the globe.
Given what we know about global trafficking in drugs, persons, weapons, counterfeits, and
other contraband it seems unlikely that the value of illicit trade has decreased over the past
20 years. Even at a “mere” two to five percent of global product, Camdessus described the
magnitude of the problem as “almost beyond imagination....”

Less difficult, but still challenging and far more visceral to calculate, is the cost of
global terrorism in human lives. At publication, the most recent estimates suggest that
2014 saw an increase of 35 percent in the number of terrorist attacks globally, with total
fatalities rising to nearly 33,000 by some counts; 2015 is likely to mark another increase,
as ISIL continues its brutal global campaign, and Boko Haram terrorizes the Lake Chad
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Basin.'” This does not take into account nonfatal injuries, the destruction of families and
communities, and the economic costs. These cannot be monetized, but few would deny that
the opportunity cost of the “global war on terror” (GWOT) has been huge. A 2008 estimate
by Nobel Laureate Joseph Stiglitz and Linda J. Bilmes put the long-term costs of the Iraq
War at $3 trillion."! The Cost of War Project puts the total economic cost of America’s
post-9/11 campaigns at $4.4 trillion through FY 2014."

These two sets of costs—the global illicit market plus the costs associated with the
GWOT—comprise a staggering portion of global product, and give a plausible indication
of the magnitude of the emerging alternative ecosystem. Consider the drag on global
productivity and development if so much of human activity is dedicated to transnational
crime and terrorism. Adding to this, the cost of networked insurgencies in countries such
as Afghanistan, Colombia, Sri Lanka, and South Sudan, suggests that an unconscionable
proportion of global resources is being expended by efforts to undermine the well-being of
citizens worldwide. Imagine what might be accomplished for all mankind if those resources
were available for more constructive investment.

Net Systemic Costs

Not only do these networks divert economic resources globally, but they also reduce
the capacity of states to govern, rendering them incapable of effectively governing their
territory or borders, let alone exercising a monopoly of the legitimate use of force, or
providing other vital public services. The net systemic harm is imposed at four levels:

« the inability of states to govern their populations and territories, which creates
seedbeds for international terrorism, networked insurgency, and transnational
crime, causing immense human suffering;

» the regional spillover effect from state fragility and instability, that sometimes
penetrates key U.S. allies and partners;

« the growing feral regions that serve as launch pads for attacks against U.S.
national security interests worldwide, as well as potentially direct attacks on the
homeland, as occurred on September 11, 2001; and

« the cost associated with the decline of the global, rule-based system and the
shrinking Westphalian domain.

A cursory examination of a few key states shows the toll illicit networks take on our
national security interests. Though Mexico’s death rate has subsided somewhat over the
past two years, the wars between the narcotics cartels and state authorities, and between
the cartels themselves, are thought to have caused as many as 130,000 deaths between
2007 and 2013, or over 20,000 per year."* Mexican cartels today work hand-in-hand with
the criminal gangs of Central America’s Northern Triangle—comprised of El Salvador,
Honduras, and Guatemala—resulting in some of the highest homicide rates in the world.
El Salvador’s official forensic unit estimated the homicide rate in 2014 at nearly 70 per
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100,000."* Despite their collaborative intentions, these countries are under such duress
that their security partnership contributions cannot yet inspire confidence. Indeed, in 2014,
nearly 70,000 unaccompanied children from Central America and Mexico made their way
through Mexico to the United States to escape the tormented lands of their births.!®

Another key security partner, Nigeria is the most populous African state with the
largest economy, and a major oil producer. Nigeria could and should play a stabilizing
role throughout the continent. In fact, Nigerian forces were critical in staunching the civil
wars that hemorrhaged West Africa in the 1990s through the 2000s. Yet today, Nigeria
is hobbled by the burgeoning Boko Haram insurgency in the north, and resurgent gang
insurgency in the Niger Delta. Moreover, the Boko Haram scourge has bled into the
neighboring countries of the Lake Chad Basin.

The once-hopeful suppositions that Iraq and Afghanistan could act as U.S. security
partners now seem to be wishful thinking. Despite the investment of hundreds of billions of
dollars to bolster the capacity of these two potential partners, effective collaboration seems
extremely unlikely for the foreseeable future. Afghanistan today struggles to survive the
attacks of al-Qaeda, the Taliban and Haqqani networks, and more recently ISIL. Though
the Government of Afghanistan welcomes U.S. engagement, its effectiveness as a security
partner remains questionable. Similarly, Iraq struggles to survive as an autonomous state,
depending on Kurdish and Shia nonstate militias in its fight with ISIL. Afghanistan and
Iraq may continue to act as incubators for terrorist groups planning attacks against the
United States well into the future.

Though the nature or extent of the connections between these terrorist and criminal
organizations is not transparent, what is clear is that when they desire to interact, they
are able to do so. Joint training, learning, and sharing of experience are certainly likely,
if not yet joint operations. While states unwillingly and unwittingly act as safe havens
for destabilizing global actors, even more troubling are instances in which there is clear
collusion between such groups and elements of sovereign states. For example, Iran’s Quds
Force, a special forces unit of the Islamic Revolutionary Guards Corps, has been both
directly engaged in terrorist acts around the world, and is supportive of other terrorist
organizations. Ominously, in 2011, an attempt by the Quds Force to collaborate with the
Los Zetas cartel to assassinate the Saudi Arabian ambassador to the United States was
intercepted.'® That this effort was interdicted by the vigilant DEA is extremely fortunate—
at that particular moment in time, with the combustible tension between Iran and Saudi
Arabia, and between Sunni and Shia throughout the Islamic world, the consequences of the
intended assassination are difficult to imagine. One need only consider the consequences
of the assassination of Archduke Ferdinand in Sarajevo just a century ago to put this
into perspective. This effort by the Quds Force to conspire with Los Zetas, now fully
documented in U.S. case law, demonstrates beyond a reasonable doubt the potential
collusion of sovereign states and terrorist organizations with criminal organizations.

This type of collusion is not limited to the Middle East. As Douglas Farah has
written, Venezuela has utilized the state’s diplomatic tools to support criminal and terrorist
activity.'” North Korea has long been known as a hub of illicit activity, allegedly including
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smuggling, counterfeit trade, production of controlled substances, illegal weapons
trafficking, and money laundering. Pyongyang’s infamous Bureau 39 is thought to generate
between $500 million and $1 billion per year from such illicit activities.'®

The Stakes Are High

To succeed in meeting the international security challenges of the 21* century, the United
States and its allies need capable and legitimate partners. Today, ISIL’s assault on Syria
and Iraq is being vigorously resisted by a coalition that includes many American partner
countries, including Saudi Arabia, the United Arab Emirates, Jordan, Qatar, and Bahrain,
among others. Imagine a world in which the United States had no partners. No partners in
the Middle East or Africa would leave only U.S. boots on the ground to combat ISIL, al-
Qaeda, al-Shabaab, and Boko Haram. But capable and legitimate partners are hard to find,
and getting harder.

The global community of democracies from which America prefers to choose its
partners has shrunk, as the domain of freedom is much diminished in recent years.”
Many potential partners have shown deep fault lines leading to instability. Consider for
example Egypt, Mali, and Thailand; each so consumed with internal fissures that effective
partnership is beyond their current capability. Though some argue the world has actually
become gradually safer over time, many countries once thought to be stable and safe have
recently experienced the trauma of indiscriminate terrorism.?’ The Global Peace Index
reports that, “The world has become less peaceful every year since 2008.”?' Attacks in
countries as diverse as Kenya, India, France, Belgium, and the United States show that
there is no nationality, religion, or terrain immune from this onslaught.

The Westphalian system of global governance has always been an aspirational
model—and a geographically limited one at that. Despite its limitations, however, it is
unclear if a better model of governance exists. Under the Westphalian system, economic
growth has surged and the quality of life has flourished. In the 368 years since the Peace
of Westphalia established this rule-based system based on sovereign equality, the world
has experienced an unprecedented surge across a range of quality of life indicators: life
expectancy has surged from below 40 to over 70 years, per capita gross domestic product
increased from around $600 to over $10,000 per year, and literacy has increased from
less than 10 percent to over 80 percent of the global population. Rather than abandoning
the Westphalian system in favor of an untested, and likely less capable, system, we must
cultivate global partnerships to reform and strengthen the system.

A chain is only as strong as its weakest link, and a growing number of weak and corrupt
states leaves alarming gaps in the global rule-based system of states. This book aspires to
act as a roadmap for those seeking to understand the forces—both the external pressures
and the internal failings—that have led us to the current global crisis of governance. The
text is organized in four sections.

The first section, “Slouching Toward Dystopia,” offers a vision of a world unmoored
from the organizational principles of the Westphalian order. This part imagines the worst-
case scenarios if current assaults on the international system go unchecked. It includes Phil
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Williams’ discussion of the crisis of the international order, arguing that global governance
has failed because of the inability of states to govern themselves. Nils Gilman describes
the state under pressure from “twin insurgencies,” plutocrats and criminal networks, both
detached from any loyalty to the state, and both limiting the capacity of the state. Scott
Atran reveals the profound and widespread alienation from the global status quo that
leads to violent extremism as a redeeming virtue. Francis Fukuyama and Hilary Matfess
examine emerging alternative forms of governance, emulating antidemocratic norms, that
are cropping up globally, complicating the American search for willing partners abroad.
Jay Chittooran and Scott Helfstein explain how criminality has affected equity market
returns, illustrating the tangible economic effects that new criminal actors have had on
economic stability and development.

Section II, “One Network,” examines the expansion of existing criminal networks and
explores their operational characteristics and policy implications. Christopher Dishman
describes the extent and interconnectivity of criminal networks, terrorist groups, and other
violent actors that enable the external corrosion of the state. Matthew Levitt explores the
global reach of Hezbollah, detailing how the group’s global networks have allowed it to
exploit “Useful Idiots, Henchmen, and Organized Criminal Facilitators.” Douglas Farah
discusses the spread of criminality and anti-system norms in Latin America, suggesting
that an anti-American coalition is on the rise south of the border. Jessica Stern describes
the rise of ISIL as a global threat—highlighting the group’s mixture of ideological and
material interests that has propelled it to the forefront of national and international security
discussions.

Section III, “Pandora,” describes recent innovations that complicate the global
threat landscape. Tuesday Reitano and Andrew Trabulsi discuss the role of social
media in bolstering the appeal of antistate actors, allowing them to establish “cult-like”
followings and to facilitate “intimate connections to an individual which can be used to
raise funds, identify and cultivate associates and victims.”?? Mark Shaw describes the
rise of “protection economies,” particularly in West Africa, where jihadist networks are
increasingly a part of the drug smuggling business in the region. Describing a massive and
nefarious parallel economy, Karl Lallerstedt adds to this discussion through an exploration
of global counterfeit and smuggling networks, and the growing gray space between licit
and illicit commerce. Weak state capacity hampers efforts to counter this trend, threatening
to allow the region to descend into alternatively governed spaces. Raj Samani shows how
the technological innovations that have made our lives and work so much easier have
produced disconcerting vulnerabilities in the cyber domain that are increasingly being
exploited by criminal groups, terrorists, and hostile states alike.

Section IV, “A Toolbox for the 21% Century,” offers responses to these challenges;
the authors offer tangible policy options to mitigate the threats. Clare Lockhart and
Michael Miklaucic discuss the critical role of state-building as a remedy to the rise of
illicit actors and tempting but toxic ideologies. Celina Realuyo explains how public-private
partnerships (P*) can be leveraged to form effective alliances against antistate forces.
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Sebastian Gorka details the remarkable appeal of ISIL’s destructive ideology, the ways
in which this affects the nature of the fight to counter violent extremism worldwide, and
how armed forces can adapt. Christopher Fussell and D.W. Lee build upon General (Ret.)
Stanley McChrystal’s “Team of Teams” approach to offer an organizational solution to the
rigidity of governmental bureaucracy, rendering it nimbler and more effective in the face
of a metastasizing threat.

Throughout the book, a number of common threads emerge, which should be
considered by leaders seeking to preserve and strengthen the liberal world order. The
first is that American confidence that the end of the Cold War also denoted the end of the
global ideological struggle was premature. As this collection shows, across the globe, the
contemporary paradigm of governance consisting of democracy and liberalization is being
challenged. This challenge emanates not only from China, despite the media attention focused
on this purported rivalry, but also from gangs and cartels in Latin America and nonstate actors
in Africa, the Middle East, and elsewhere. The “new brand” of global jihadist terrorism
traffics not just in weapons, oil, and people, but also in a profound sense of communal
marginalization. And it has global reach—the arc of connectivity spans from the cartels in
Mexico to the insurgents in Mindanao, and encompasses the gangs of Central America, the
cartels of Colombia, al-Qaeda affiliates in the Maghreb, Boko Haram in Nigeria, al-Shabaab
in Somalia, al-Qaeda in the Arabian Peninsula, the Taliban in Afghanistan, Lashkar-e-Taiba
in Pakistan, the LTTE in Sri Lanka, and the Jemaah Islamiyah in Indonesia. Hovering over
many of these is the specter of a new caliphate, ISIL.

The second is that new technology not only reduces the “capacity gap” between
conventional and unconventional forces, but also introduces new vulnerabilities to
America’s security and that of its allies. Communications technology, which has been a
force for democratic change, has also proven to be a powerful enabler for recruitment to
groups like ISIL, and facilitated its ability to coordinate attacks in Paris, Brussels, Istanbul,
and across the Levant. The rise of social media has allowed remote groups to have a global
presence; consider, in an age before propaganda videos could “go viral,” would Abubakar
Shekau, the leader of Boko Haram, have a presence outside of the Lake Chad Basin?
Further, the innovations that have made life easier for affluent Westerners, including
personal computers and web- or cloud-based technologies, are increasingly being exploited
by criminal groups to gather funds and collect valuable personal information. Even more
troubling than the rise of internet scams, however, is the looming possibility of major hacks
and cyber warfare. The “Sony Hack” in the fall of 2014 was quickly relegated to a late-night
punch line, overlooking the significance of North Korean operatives having the capacity
to hack into a multibillion dollar company. The following summer, news broke that the
U.S. Office of Personnel Management had been hacked. The records of an estimated 21.5
million people who had worked for, or had applied for positions within the U.S. federal
government were compromised in the breach, which was traced to China.

Third, many of the states within the international community are at a severe handicap
in their efforts to mitigate the unprecedented threats to their sovereignty. Their weakness is
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exacerbated by networked adversaries, of either the terrorist, insurgent, or criminal types,
which eat away at state institutions—and more importantly, erode the social contract
between governments and the governed. The proliferation of weak, fragile, and failed states
leaves big holes in the rule-based system of sovereign states, thus weakening the system,
and rendering vulnerable all the gains that flow from that system. An alternative model
of global disorder is emerging in which the public good or public interest is a constant
casualty. In this alternate global disorder, pure self-interest, violence, and deceit are the
major currencies, and the vulnerable of the earth are the constant victims.

Finally, strong states, led by trusted, capable governments that are accountable to
their populations, are the most effective line of defense against these threats. While “state-
building” has become anathema in some circles, it is clear that improving state governance
is a necessary corrective measure in the fight against endemic insecurity. Learning from
our previous endeavors and identifying effective means of building partner capacity is
necessary if the United States is to remain a global leader. Exporting democracy, defined
merely by elections, without corresponding rule of law and economic development, will
likely exacerbate the disruptive dynamics already at play.

Though these themes are addressed by all of the authors, the correct “solution”
to the problems described is elusive, and remains a source of disagreement even among
the most reasonable people. What role should America play in global ideological conflicts,
how legal and regulatory systems should adapt to technology, and how best to promote
state-building globally are all thorny questions with no obvious answers. Undeniable,
though, is that the discussions surrounding how America and its allies must respond to
these challenges should be well-informed, nuanced, and timely.

Ultimately, our purpose is not to offer a comprehensive review of every threat facing
the United States and its allies or to prescribe solutions. Rather, it is to provide insight for
understanding the contemporary threat environment, and offer strategies to mitigate the
accelerating trends and forces that threaten us. If this book contributes to a reorientation
away from our siloed, traditional approach to analyzing national security, to a more
holistic understanding of the threat landscape we face in the 21% century, we will count
ourselves successful. Most importantly, we hope that this book will generate discussions
recognizing the gravity of these threats among those with the power to affect change in
our current policies for addressing the challenges on the horizon, in our backyards, in our
bureaucracies, and in our future.
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The Global Crisis of Governance

Phil Williams

he world has entered a period of kaleidoscopic, irregular conflicts in which the

reassertion of traditional geopolitical rivalries is inextricably linked with the

activities of a bewildering assortment of violent nonstate actors (VNSAs).
States in the Middle East, for example, increasingly define national interests in terms of
sectarianism; however, the civil war in Islam is being played out not only in the direct,
competitive dynamic of Saudi Arabia and Iran, but also through the proxies these two
states use, including sectarian factions, tribes, warlords, insurgents, and transnational
criminal organizations (TCOs). These VNSAs pursue their own agendas, yet interact and
ally with states when it is convenient and advantageous to do so. They might, on occasion,
act as state proxies; but, they are not pawns. On the contrary, they generate their own
conflict dynamics and follow strategic imperatives that sometimes complement the actions
of their state allies, but, on other occasions, can equally well confound them.

In South Asia, D-Company, the criminal organization led by Dawood Ibrahim,
is closely allied with Pakistan’s intelligence agency, Inter-Service Intelligence (ISI).
Indeed, D-Company is used by ISI to provide money and logistic support for terrorist
actions against India, and for assistance in introducing counterfeit currency into India. The
organization also provides plausible deniability for ISI and for Pakistan, in return for which
Pakistan provides sanctuary and protection.' The relationship is symbiotic and D-Company
enjoys a high degree of impunity, while continuing to profit from its extensive portfolio of
transnational criminal activities. Moreover, at times, its close relationship with Pakistani
intelligence and military services has hindered efforts to improve relations between India
and Pakistan.

In other words, traditional geopolitics is alive and well, but is sharing the stage with
a variety of new players that are useful to states but are not necessarily or not fully under
state control. This is a complex picture in which states, at the very least, remain the major
players, and often set the frameworks within which VNSAs operate. At the same time,
VNSAs add elements of fluidity and unpredictability, complicating state calculations
and rendering desired outcomes uncertain. Both Iraq and Afghanistan have revealed
that favorable power asymmetries do not guarantee victory, that military power often
matters less than political resilience, and that even political success can prove impossible
to sustain. Such complexities and uncertainties are increasingly reflected in current U.S.
military planning with its focus on gray zones, irregular operations, and hybrid enemies,
as well as its reliance on technological superiority to provide what has been characterized
as the “third offset.””
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Underlying this panorama of actors, and somewhat obscured by the current crises
and tensions, is a fundamental global trend in which the nature of governance provided
by many states is inadequate and unable to meet the needs, demands, and expectations
of their citizens. In other words, the Westphalian order is undergoing a long-term secular
decline that is bringing with it a series of convulsions along with what Nathan Freier terms,
“prolific insecurity.” This does not mean that the state is going away anytime soon; the
state remains critical in defining political order, and will continue to play much of that role
for the foreseeable future.

Yet there is an important, albeit often unrecognized, distinction between failed states
and failed governance. Governance can fail dismally even while the formal state remains
intact. In many cases around the world, state governance is failing to meet the needs of
citizens even as states continue to meet all the formalities of statehood and are recognized
by their peers as part of the international community. Sovereignty as a formal legal status
in which the state recognizes no higher authority than itself and mandates nonintervention
in its domestic affairs is alive and thriving; sovereignty as exclusive and full territorial
control and protection of citizens within the area of the state’s jurisdiction, however, is
increasingly illusionary. As a result, other actors are stepping in, both to challenge the state
directly and to provide governance where the state has limited presence or is simply absent.
In many countries, especially in the developing world, the traditional equation between
the state and governance has broken down. This has four major consequences: high levels
of violence in many societies, the rise of alternative loyalties that supersede loyalty to the
state, the emergence of alternative governance mechanisms, and large numbers of refugees
and migrant flows from countries where governance—but not the state—has effectively
failed. These consequences are discussed more fully below.

Although there is considerable hand-wringing over what is often seen as the failure
of global governance, it should be emphasized that this is not what is being discussed
here. This chapter is not about global governance; it is concerned with governance at the
state level, which is becoming a problem of truly global proportions and one that can only
exacerbate the shortcomings of global institutions and thereby underline the paucity of
effective global governance. If the constituent units that make up the global community
of states cannot effectively govern the territory and populations they nominally control,
then developing common solutions to global challenges such as climate change will likely
prove impossible.

In other words, the continued absence or, charitably, the weakness of global
governance is likely to be a major consequence of the global crisis of governance at the
state level. Although we still typically refer to the state as “Westphalian,” more often
than not contemporary states can best be described by terms such as “weak,” “fragile,”
“anorexic,” “truncated,” ‘“predatory,” “corrupt,” ‘“criminal,” ‘“mafia,” “parasitic,”

“vampire,” “exploitative,” or “kleptocratic,” to name just a few appropriate terms.* These
descriptors refer either to the absence of certain positive, desirable and, perhaps necessary,

state characteristics or the presence of undesirable or negative characteristics. In effect,
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they reflect the realities of many states that differ significantly from the traditional notion
of the Westphalian state that emerged primarily in Europe and North America and reached
its zenith with the total wars of the 20" century. These realities can be summed up as the
qualified state, with the word “qualified” suggesting two things: (1) that the state does
not exhibit the attributes traditionally—if sometimes erroneously—associated with the
modern nation-state in the 20™ century; and (2) that many contemporary states cannot be
understood without the use as qualifiers for some of the descriptors identified above.

In other words, the key issue is not the weakness, frailty, or inadequacy of institutions
or norms designed to promote collective security and provide governance at the global
level. The crisis of governance that is most disturbing and corrosive is occurring at the state
level and reflects a world of more and more perennially weak, corrupt, or captured states
that are unable or unwilling to meet the needs of their citizens, to provide an inclusive fold
of protection and provision, to evoke the continued loyalty of their citizenry, to maintain
the rule of law, to impose and maintain order in their major cities, and to control their
borders.

Although this crisis manifests itself differently in different parts of the world, it
has become a crisis of near global proportions. This is not to suggest that all states are
undergoing a crisis of governance. There is a significant minority of states, most of them
associated with the U.S. alliance systems of the Cold War, and located largely but not
exclusively in the Northern Atlantic, that retain high levels of authority, legitimacy, and
effectiveness. To talk about a global crisis of governance, therefore, is to be somewhat
guilty of hyperbole. Yet it is worth noting that, in recent years, even the United States
has suffered from intermittent bouts of institutional paralysis and has pursued economic
and fiscal policies that have accentuated rather than reduced the inequalities in American
society. Moreover, even European states have been fraying at the edges, and the economic
problems of Greece, Spain, and—to a lesser degree—Italy suggest that many of the
characteristics of states in the Global South are creeping northwards.

Yet, partly because of the dominance of the state system and the attractive fictions
associated with territorial sovereignty, the scope and nature of the crisis of the state are
largely unrecognized. Neither denial nor avoidance of the issues, however, is an adequate
strategy. By clinging to fictitious notions such as the sovereign equality of states, denial
and avoidance somehow become not only more palatable, but a powerful inhibitor to the
development of coherent responses. Unfortunately, the results of denial are likely to be
even more far-reaching and corrosive. After all, states are the building blocks of regional
or global governance; consequently, crises of governance at the state level inevitably
undermine the already modest and flawed efforts to provide more effective governance at
the global level.

This argument not only runs against the orthodoxies of much international relations
theory, but also against the valuable and enduring artifacts of the interstate system—

embassies, national armies, national intelligence agencies—as well as the explicit rules
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of international law and the implicit or tacit codes of conduct that serve to constrain great
power behavior. The central proposition here, however, is that this elaborately constructed
edifice is built on fragile foundations. Put somewhat differently, the somewhat idealized
concept of the modern sovereign state system obscures a reality that is much more complex,
partial, incomplete, and uneven. Unfortunately, the deviations from the idealized norm are
often treated as anomalies, that are typically (and often somewhat glibly) explained by
the fact that states in much of the developing world are at a different (and less advanced)
level of modernization than the advanced postindustrial states, or have been hijacked by
groups and individuals, intent on exploiting the state for their own purposes. If looked
at empirically, however, the relatively few legitimate and effective states are the real
anomalies and these less legitimate and less effective, or “qualified” states are much more
prevalent. Unfortunately, this perspective is also obscured by a fixation with failed states—
that are in reality few and far between. The real problem is not state failure, but a state that,
in many cases, has to be qualified with terms that are pejorative.

Instead of explaining the qualified states, therefore, it might be useful to focus briefly
on why the relatively successful nation-states developed the way they did. Drawing on the
seminal work of Charles Tilly, it is clear that this evolution was a result of war making and
state making going hand in hand.’ Moreover, the most salient feature of this juxtaposition
was that it gave the state and the society a degree of congruence that emerged organically
out of the challenges of fighting wars in an era, and in regions, characterized by high levels
of nationalism and industrialization. The imperatives of fighting total wars ensured that the
state became good at resource extraction. Perhaps equally significant, however, is that the
state became good at resource provision, reflecting an implicit social contract based on a
common experience: in effect, the state protected its citizens, who in turn identified with
the state and supported it with their lives if necessary. The concomitant was a strong sense
that the collective sacrifice of the citizens needed to be rewarded through social provision.
This started in Germany in the 1880s when Chancellor Otto von Bismarck introduced
social insurance, which was designed to reduce migration to the United States and to
increase support among the populace for the new German state. A few other European
states began to emulate this in the first decade of the 20" century, but it was World Wars
I and II that provided the impetus for both the deepening and the widening of this system.
Indeed, it was no coincidence that the welfare state developed most fully in Europe in
the aftermath of World War II. Providing economic opportunities and, where possible,
minimizing economic inequalities helped to ensure that the relationship between the state
and the society remained copasetic. Moreover, states forged by warfare became very
inclusive. The collective effort required for survival encouraged rather than discouraged
inclusion in the society. It also provided a basis for social cohesion that was reflected in the
family and other components of civil society. As Herbst notes:

in Europe there was an almost symbiotic relationship between the state’s extractive
capacity and nationalism: war increased both as the population was convinced by external
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threat that they should pay more to the state, and as, at the same time, the population
united around common symbols and memories that were important components of
nationalism. Fighting wars may be the only way whereby it is possible to have people
pay more taxes and at the same time feel more closely associated with the state.

The concomitant of this is that where major interstate war was absent, the state failed to
develop a comparable capacity either for extraction or for social provision. This is true of
many states in Africa, which suffered from what Herbst terms, “the incompleteness of state
consolidation.”” In Latin America, too, the state was much weaker because of the absence
of the large—and sometimes—prolonged interstate wars that helped shape, extend, and
consolidate the state in Europe and, by extension, North America.

Another way of thinking about the prototypical Westphalian state is in terms
of the sophisticated and successful management of a series of complex balancing acts:

» the balance between resource extraction and the provision of services;

» the balance between the state and the society;

» the balance between the exercise of political power on one side, and the social
contract between governors and the governed on the other;

+  the balance between top-down rule and bottom-up expressions of needs and
preferences;

» the balance between security and welfare;

« the balance between responsibility and deference; and

+ the balance between multiple roles and identities, as citizens juggle their
allegiance to the state with their allegiance to nonstate entities and organizations.

Expressed in this way, it is clear that well-balanced states are relatively rare. Moreover,
even when balance has been attained it is often difficult to maintain. In many instances,
it proves highly elusive. Consequently, the relationship between state and society is all
too often characterized by disequilibrium rather than equilibrium, by jarring and fractious
imbalances that are highly corrosive of good governance. As discussed more fully below,
since the 1970s, both globalization and the dominance of the neoliberal ethos that relegates
the role of the state to the promotion of free markets, have created and perpetuated these
imbalances.

Against this background, this chapter sets out to consider the causes of disequilibrium.
It then looks at the manifestations of the crisis of governance at the state level. In the final
section, it suggests that priority should be given to reestablishing good governance and that
thisisnotsynonymous with strengthening the state. In fact, itrequires what mightbe described
as shared governance, in which the state is only one of several actors providing governance.

The Crisis of the State

The idea of the Westphalian state has such powerful connotations as both an abstract concept
and as an organizing principle for world politics that all too many international relations
scholars have been reluctant to look critically at the underlying realities. One of the first
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and most important exceptions was Robert H. Jackson who developed the notion of quasi-
states, a particularly powerful qualifier, if ever there was one.® Jackson recognized that not
all states are truly Westphalian in origin, and argued that many of the states that emerged
from the decolonization process “are independent largely by international courtesy. They
exist by virtue of an external right of self-determination—negative sovereignty—without
yet demonstrating much internal capacity for effective and civil government—positive
sovereignty.” This was, and arguably still is, particularly true of many African states
that, in his view, “frequently lack the characteristics of a common or public realm: state
offices possess uncertain authority, government organizations are ineffective and plagued
by corruption and the political community is highly segmented ethnically into several
‘publics’ rather than one.”'® Herbst, too, has described African states in a similar manner,
noting that the incomplete consolidation process created a fundamental “contradiction of
states with only incomplete control over the hinterlands but full claims to sovereignty.”"!
In turn, this led to a series of political pathologies, including systems in which “leaders
who steal so much from the state that they kill off the productive sources of the economy; a
tremendous bias in deference and the delivery of services toward the relatively small urban
population; and the absence of government in large parts of some countries.”!?

Yet the problem goes beyond this. As Jackson also notes, the state in Africa is
regarded primarily as “an exploitable treasure trove devoid of moral value.... Corruption is
integral rather than incidental to African politics. Self-enrichment and personal or factional
aggrandizement constitute politics.”* Other observers have been even more explicit,
characterizing the state in much of Africa as a predatory state, where “anyone with an
official designation can pillage at will.... Their over-arching [sic] obsession is to amass
personal wealth....”"* Some progress has obviously been made since the 1990s, and at least
some of the most egregious and blatant forms of corruption and exploitation have been
replaced by more subtle and less overt examples. Moreover, under pressure from donors
and groups like Transparency International, mechanisms of participation, accountability,
and transparency have been put in place. The difficulty, however, is that these mechanisms
are circumvented and undermined by what one scholar has summarized as patrimonial
structures and practices, personal rule and “clientelism,” and a significant disconnect
between the state and society.'

In other words, all too often the state in Africa is for the rulers rather than the ruled.
As William Reno pointed out almost 20 years ago, private or selfish interests often take
precedence over collective interest or the public good.'s Straightforward in its conception,
Reno’s observation is profound and far-reaching in its implications. It suggests that the
state in Africa is a vehicle for predation and corruption rather than for serving the citizens
and is widely seen as such. The state in Africa provides opportunities for private resource
acquisition and that, rather than a genuine conception of public service, is the main
attraction of political life. Indeed, controlling the state has become the strategic equivalent
for political entrepreneurship of military control of the high ground in traditional forms of
warfare.
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Underlying such a system is the subordination of the public good to selfish
interests—whether personal, familial, tribal, or ethnic—that are motivated by greed and
expediency. This is not peculiar to Africa. Indeed, if the state in Africa is far from the
Westphalian model, the same can also be said about the state in parts of Latin America. The
Central American state, for example, has been variously described as “improvisational,”
“truncated,” and as a paper Leviathan.!” Specific country studies have sometimes yielded
similar characterizations, with the state in Guatemala, for example, being described as
“anorexic.”!®

Michael Mann, an eminent sociologist who has written extensively about the state has
summarized the reasons why “Latin American states developed and will develop according

to their own rhythms.” He puts it thus:"

Two distinctive features delayed the emergence of true nation-states. (1) The military/
fiscal pressures were much weaker.... Wars were fewer and smaller, and so states and
their militaries also remained small. Taxation rates were much lower than in Europe....
Since provincial elites were not bothered much by the state, they retained their local
controls. States continued to rule their provinces indirectly, through the caciques, the
local bosses. The rich paid virtually no taxes, and even the poor paid less than they
did in Europe. States remained weak and ruled through rural landed oligarchies,
which stifled pressures for land reform and for greater equality. (2) Greater ethnic
differences remained for much longer. Most colonies in Latin America did not almost
completely exterminate their indigenous peoples.... Racial differences between whites,
mestizos, blacks, mulattos and indios generally reinforced class differences. In many
areas the upper classes/castes considered themselves to possess an altogether superior
“civilization” to the indios. Some still believe this. This means that the continent has long
possessed unusually steep and deeply entrenched class/caste hierarchies. These profound
differences were also expressed regionally. Regions settled by whites dominated regions
populated by indios.?

Mann goes on to argue that this combination of factors ensured that infrastructure penetration
of their territories by Latin American states remained feeble, while “levels of class, ethnic
and regional inequality among the citizen body” remained high.*' At the same time, the
dominance of the elites was self-perpetuating and inhibited the emergence of powerful
state institutions. Indeed, it should be emphasized that state structures, processes, and
activities—such as low levels of direct taxation on income or wealth—that are sometimes
interpreted as evidence of state weakness are in large part a consequence of choices made
by elites whose primary concern is with extending and perpetuating their own wealth and
privilege. As Sarah Chayes argues, “acute corruption should be understood not as a failure
or distortion of government but as a functioning system in which ruling networks use
selected levers of power to capture specific revenue streams. This effort often overshadows
ordinary activities routinely connected with running a state.”” From this perspective, the
state in Latin America has, until recently, often been very effective in providing protection,
cover, and access to resources for the few while ignoring the needs of the many. In the past,
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the growing concern over corruption and inequality, has generated left-wing insurgencies
based on the desire for greater social justice and equality. Moreover, in 2015, popular
protest at egregious corruption led to the ouster of the Guatemalan president, and the early
months of 2016 saw global outrage over the revelations of the “Panama Papers.”? Although
such developments have created dents in the existing systems, they have done little to
remedy the fundamental shortcomings associated with pervasive and systemic corruption.
Indeed, in all too many cases, “governments have been repurposed to serve an objective
that has little to do with public administration: the personal enrichment of ruling networks.
And they achieve this aim quite effectively. Capacity deficits and other weaknesses may be
part of the way the system functions, rather than reflecting a breakdown.”**

In other words, even states that are weak in terms of provision of services might
actually be both strong and adept at the extraction of rents and corrupt payments. In some
instances, this system can be described as one of structured corruption where control is
consolidated at high levels.?® In others, the corruption system is pervasive but lacks “the
same degree of consolidation at the top of the pyramid. Monopolies on the instruments of
force may be less complete, so elite networks may engage in open, violent competition to
capture revenue streams.”?® It is arguable that the first kind of relationship exists in Central
Asia, where participants in the state apparatus acquire and control the rents associated
with the trafficking of opium and heroin from Afghanistan to Russia. According to David
Lewis, drug trafficking in Central Asia:

is conducted with the active connivance and support of state institutions, controlled by
senior security officers, government officials, and parliamentarians who have effectively
nationalized drug transit through the region. They have brokered lucrative deals with
Turkish and Russian criminal groups and with Afghan suppliers, many of whom also
benefit from close relations with state structures in their countries.?’

This is in stark contrast to West Africa; consider, for example, Guinea-Bissau, where
civilian and military elites have fought over control of the rents from cocaine shipments
being transshipped to Europe by Colombian and Venezuelan drug trafficking organizations.
Whatever the precise arrangements, it is clear that political elites are exploiting state power
and position to enrich themselves, while ignoring their responsibilities to citizens.

In Russia, there is a consolidated corruption pyramid centered on Vladimir Putin. As
Karen Dawisha notes, Putin “has built a system based on massive predation on a level not
seen in Russia since the tsars.”?® He has done this in ways that ensure he and his cronies
benefit both politically and financially, and on a scale that would be the envy of infamous
looters like General Abacha of Nigeria and President Mobutu of Zaire. Putin has achieved
enormous political power and massive wealth through a system of “state capitalism,” in
which “the state nationalizes the risk but continues to privatize the rewards to those closest
to the president in return for their loyalty.”” Moreover, successful entrepreneurs who
are not closely linked to Putin or supportive of his regime become targets of corporate
raiding through the justice system.* The other result is that, as with neoliberalism (which
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is discussed more fully below) the citizen becomes the victim of greed, rather than the
beneficiary of state protection and support. As Dawisha notes:

the biggest threat to the success of ordinary Russians occurs...when Russia’s all-
powerful overlord, or one of his cronies, demolishes a village to build a palace, steals the
money intended for health reforms, stymies innovation by maintaining state ownership
of patents, or sends waves of tax, fire, and health inspectors as part of a shakedown. The
only way for ordinary Russians to avoid state predation is to keep their heads down and
believe in fate, or turn into cheerleaders of the system in order to gain insurance and a
few crumbs from the table.’!

Outside the former Soviet Bloc, this kind of predation and exploitation, although less blatant,
is often justified by what elites claim is necessary to meet the requirements of competition in
a globalized world. Certainly, globalization has created a new set of challenges for states. Yet
at its core, globalization can be understood simply as increased connectivity among societies
that has resulted from speed, ease, and low cost of global communications. David Held, one
of the major theorists of globalization, has emphasized that one of the most salient features
of globalization is the vast flow of people, money, commodities, information, messages,
digital signals, and services—around the world.*> Not only are these flows much denser
and more rapid than ever before, but the transaction costs have shrunk enormously. The
dominant assessment of globalization emphasizes the benefits of all this: the globalization
of trade, finance, information, and communications systems is regarded as a benevolent
development, and even though the accrued benefits are not distributed evenly, benefits
do accrue to all—a high tide lifts all boats.3* Relative gains are less important than the
absolute gains that are made by all countries. Moreover, it is not simply that technological
advancement has reduced the costs of global trade and finance; globalization also involves
the triumph of liberal democracy and the free market economy and is the natural concomitant
of the collapse of the Soviet Bloc and U.S. victory in the Cold War.

Similarly, it is argued, the benefits of globalization for developing economies are very
real. In the long term, connectivity to the global system is essential for development and
prosperity; being disconnected is a recipe for continued poverty, despair, and instability.**
Yet globalization has another—rather darker—side that has been well captured by Thomas
Friedman. An avowed champion of globalization, Friedman is also sensitive to its adverse
effects. As he notes:

The globalization system...is not static, but a dynamic ongoing process: globalization
involves the inexorable integration of markets, nation-states and technologies to a degree
never witnessed before—in a way that is enabling individuals, corporations and nation-
states to reach around the world farther, faster, deeper and cheaper than ever before, and
in a way that is also producing a powerful backlash from those brutalized or left behind
by the new system.>

In other words, Friedman acknowledges that globalization has winners and losers—and
that the pain for the losers can be enormous. For Friedman though, the pain is essential to
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progress. For critics of globalization, in contrast, the costs exceed the gains. Benefits from
globalization are outweighed by its disruptive impact on employment, traditional cultures,
and state capacity to govern. To take liberties with the high tide analogy, the globalization
critique suggests that some of the boats will be driven onto rocks as the economic gap
between the most developed and the least developed countries and regions increases rather
than decreases. One astute observer has even termed this “the globalization gap.”¢ In his
view, “globalization encourages the well-positioned to use tools of economics and politics
to exploit market opportunities, boost technological productivity, and maximize short-term
material interests in the extreme. The result is a rapid increase in inequality between the
affluent and the poor.”” In short, globalization creates not only losers, but also real victims.
Some segments of the population are both excluded from the benefits of globalization and
seriously hurt by market dynamics. In Saskia Sassen’s judgment, many of these people are
brutally and involuntarily expelled from the global economy.*® They exist in what Manual
Castells terms, “zones of social exclusion.”® Such zones, which are economic as well as
social, can be found in parts of Central Asia, in large parts of Africa, in Latin America and
the Caribbean, and in South and Southeast Asia.

The downside of globalization is all too often glossed over by champions of the
new globalized free market economy. This is not surprising: globalization has its own
philosophical underpinnings, ideological justification, and policy rationale in the shape of
neoliberalism. As one analysis notes:

Neoliberalism is a rather broad and general concept referring to an economic model or
‘paradigm’ that rose to prominence in the 1980s. Built upon the classical liberal ideal
of the self-regulating market, neoliberalism comes in several strands and variations.
Perhaps the best way to conceptualize neoliberalism is to think of it as three intertwined
manifestations: (1) an ideology; (2) a mode of governance; and (3) a policy package.*’

The ideology emphasizes the power of unfettered markets and the virtues of economic
interdependence. For its part, the “neoliberal mode of governance adopts the self-regulating
free market as the model for proper government” and supersedes and relegates the more
traditional approach “of pursuing the public good (rather than profits) by enhancing civil
society and social justice.” The policy component focuses on economic deregulation,
liberalization of trade and industry, and privatization of state-owned enterprises.
Governments emphasize the reduction of social welfare provision and the rise of “new
commercial urban spaces shaped by market imperatives.”*

If globalization directly and indirectly challenges the power and authority of the state,
neoliberalism provides an intellectual rationale for the state to relinquish not only power
and authority, but also the responsibility for the welfare and security of its citizens. As one
study observes, “while the state is far from dissolved, its functioning has been restricted
in scope as it is becoming increasingly difficult to legitimately incorporate other values,
interests and goals in the policy-making [sic] process than those fitting within neoliberal
parameters.” Despite the mantra of good governance, which has been widely enunciated
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in the first decade and a half of the 21* century, globalization and neoliberalism have
undermined the foundations of the state, and have led to what can only be understood as
a widespread crisis of governance. As Clunan and Trinkunas note, one of the ironies is
that “Western liberalism created the criteria for ‘good governance’ that states are expected
to adhere to today, while at the same time undermining the ideological legitimacy and
institutional capacity of state authority.”* Hayek and Milton Friedman have trumped
Hobbes. Perhaps nowhere was this more pernicious than in Central America, as notions of
public interest or the collective good that seemed to come to the fore briefly in the aftermath
of civil wars and the beginning of democratic transitions were subverted by neoliberalism.

Neoliberalism justifies the retreating state with its argument that “human well-being
can best be advanced by liberating individual entrepreneurial freedoms and skills.”*
Neoliberal economic and political reforms implemented in Central America from the
1980s onward included “market liberalization, privatization of industry and state services,
reductions in public expenditure, and opening to foreign trade.”*® While it is plausible that
the contraction of the state and a fundamental loosening of state control over all facets
of social and economic life were essential in totalitarian states, such as the former Soviet
Union, the same kinds of processes were not necessarily desirable elsewhere. Indeed, in
countries where the state was controlled by privileged elites who were rarely responsive
to the needs and demands of their citizens, neoliberalism not only neutralized any faint
stirrings of responsibility brought on by democratic transitions but also justified the
abdication of state responsibilities in the name of the free market. The results in terms
of the security and well-being of many ordinary citizens in Honduras, Guatemala, and El
Salvador have been catastrophic. In effect, neoliberalism provided a tacit justification for
the perpetuation of elite domination on one side, and a deepening of social and economic
exclusion on the other.

Robert Mandel has highlighted how neoliberalism has also undermined one of the
critical functions of the state as Leviathan: the provision of its security and safety for
its citizens. As he has noted, in many cases, the state has privatized security, effectively
transferring the security function of the state to nonstate actors.” Mandel, however,
does not see this as a problem. On the contrary, in an incisive and provocative analysis
of the provision of security, he contends that “not all people expect or want a central
state government to fulfill this task, and the privatized free-market mentality embedded
in globalization suggests that security might well be treated as a service to be bought or

sold on the open market....”*

The difficulty with this approach, however, is that what
has been understood as a public good is transformed into a preferential private good that
is not equally available to the collective. Moreover, in many countries, the state is still
widely regarded as the primary purveyor or provider of security, and when insecurity is
endemic then the state becomes the culprit and typically suffers a serious decline in its
legitimacy. While private security can be an invaluable supplement for efforts to provide
public security, when it becomes a substitute for those efforts, or a luxury enjoyed only by

the elite, the concomitant is usually an erosion of the state’s political legitimacy.
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Pervasive and Wicked Problems

The other problem with the dominance of neoliberalism is that it coincides with a
period in which the challenges facing communities from the local to the global level are
unprecedented. Continued global population growth, which will likely reach 9 billion
people by 2050 (an increase of over 1.6 billion people from the current number), will
place enormous demands on food and water supplies, sanitation systems, and employment
opportunities. Rapid, unplanned, and often chaotic urbanization will result in larger cities
that are potentially fragile and unmanageable. Global climate change will bring both
unpredictable transformations and a very predictable but potentially massive increase
in environmental refugees, to add to those fleeing violence, repression, and hunger.
Moreover, the recurrence of periodic economic and financial crises will require careful
and continued management by states and will be ill-served by a blind faith that markets
will self-correct in ways that provide optimum outcomes. In other words, the challenges
are enormous. They are also best understood as wicked problems, with the following, very
distinct characteristics:

* They are multifaceted and typically cross several distinct—but ultimately
interdependent—issue areas and policy domains. Moreover, every wicked
problem challenging governance is a symptom of other problems, and
responding to it has an impact (sometimes positive and sometimes negative) on
other problems and the ability to manage them.*

*  There are multiple stakeholders, both at the national and international levels, who
often find it difficult to achieve a consensus on either the nature of the problem
or the most appropriate solutions. Wicked problems encourage bureaucratic
conflicts and typically require a “whole of government” approach simply to get
to the point of agreement on the holistic nature of the problem. And even then
effective implementation can prove enormously difficult.

*  Measures of effectiveness, let alone success, are very elusive partly because
of the dynamism of the problem and partly because “success” can often have
inadvertent and unexpected consequences that make the problem even more
intractable.

*  Wicked problems are dynamic rather than static and constantly evolve and morph,
often in ways that make them more resilient in the face of efforts to respond
effectively to them. Often there is no obvious end game. Wicked problems can
rarely be solved; consequently, they have to be managed and even this is usually
highly problematic.

As the world increases in complexity and velocity, and wicked problems continue
to fester and confound policymakers, state responsibility both for citizens and for policy
innovation and creativity will become indispensable. Yet neoliberalism encourages the
state to abdicate responsibilities beyond ensuring the optimum functioning of the market.
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Neoliberalism has already been highly pernicious; continued adherence to its precepts and
policies in a period of unprecedented change and massive turmoil is likely to be quietly
apocalyptic in its consequences. What is already a huge gap between the Westphalian
concept and the realities at ground level will turn into a chasm. Indeed, it is arguable that
the point of no return has already been passed. Ironically, the financial crisis, which seemed
to critics to demand a reappraisal of neoliberalism, has resulted in rigid reaffirmation of
economic orthodoxies and the widespread imposition of austerity policies that further
relegate the state.>

Manifestations of Crisis

The crisis of the state is not an abstract and future problem; it is already here and its
consequences are immediate, severe, and far-reaching. The preceding analysis has
already touched on social and economic exclusion and the expulsion of people from
the licit economy. Yet there are four other immediate consequences of the crisis of the
state that need to be discussed: high levels of violence and impunity; a loss of faith in
the state as protector and provider and the consequent emergence of alternative loyalties;
the emergence of alternative governance entities and mechanisms to compensate for the
absence or shortcomings of the state; and massive refugee and migratory flows.

Violence and Impunity

While homicide rates are more complex than they sometimes appear, they provide a basic
and telling metric of violence. All other things being equal, the higher the homicide rate
in a country, the less well the country is doing in providing safety and security of its
citizens. There are, of course, many variables in this, including history, culture, availability
of firearms, the role of the family, the quality of community life, as well as governance.
Nevertheless, it cannot be ignored that particularly high levels of homicides are most
prevalent in Africa and Latin America. Indeed, in recent years, they have vied for the
dubious honor of having the highest rates of homicides per 100,000 people globally. Most
analyses conclude that Latin America has edged out Africa to top these charts. As one
astute observer notes, “Latin America and the Caribbean are home to 8 of the top 10 most
violent countries and 40 of the world’s 50 most dangerous cities. Just four countries—
Brazil, Colombia, Mexico and Venezuela—account for 1 in 4 violent killings around the
world each year.”!

What is also remarkable about these killings is that perpetrators are rarely identified
and brought to justice. In other words, high levels of violence have been both facilitated
and perpetuated by a culture of impunity. Such a culture develops when the state lacks
either the capacity or the will to implement laws effectively. Indeed, it is closely linked
to the ineffectiveness of the criminal justice system, whether this stems from a limited
capacity to investigate crimes or a general reluctance to do so because of laziness, ineptness,
corruption, or fear within the judicial system. The word “impunity” typically refers to
exemption from punishment for certain kinds of crimes; a culture of impunity refers to
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a situation in which exemption or the lack of punishment has become the norm. In many
countries, getting away with murder is not so much an idiom or figure of speech as it is a
description of a widespread reality.

The concept of impunity has been most fully articulated in relation to perpetrators
of human rights violations. One document submitted to the United Nations Commission
on Human Rights (UNCHR) in February 2005, for example, defined “impunity” as “the
impossibility, de jure or de facto, of bringing the perpetrators of violations to account—
whether in criminal, civil, administrative, or disciplinary proceedings—since they are not
subject to any inquiry that might lead to their being accused, arrested, tried and, if found
2552

guilty, sentenced to appropriate penalties, and to making reparations to their victims.
The same document also notes that:

Impunity arises from a failure by States to meet their obligations to investigate violations;
to take appropriate measures in respect of the perpetrators, particularly in the area of
justice, by ensuring that those suspected of criminal responsibility are prosecuted, tried
and duly punished; to provide victims with effective remedies and to ensure that they
receive reparation for the injuries suffered; to ensure the inalienable right to know
the truth about violations; and to take other necessary steps to prevent a recurrence of

violations.>

If this statement were broadened from the focus on human rights violations to crimes more
generally, particularly crimes of violence, it would encapsulate perfectly the notion of a
culture of impunity that can develop in particular states. The situation in such states is often
so dire that even in rare cases when punishment is imposed, it often fails to have the desired
impact. This is especially the case if the criminal justice system in general and the penal
system in particular are marred by corruption, weakness, or inefficiency.

Alternative Identities
The crisis of governance in many countries is also evident in a lack of faith in the state
and its institutions. The triumphalist mantra of the free market has been accompanied by
disappointment and disenchantment with the state, at least among significant sectors of
the citizenry. This is hardly surprising; many states have abdicated social and economic
responsibilities to accord with neoliberal economic dogma and meet the requirements of
global financial institutions, most notably the World Bank and the International Monetary
Fund. Ironically, these same institutions emphasize the importance of good governance while
simultaneously demanding the pursuit of an economic orthodoxy that requires government
stringency, austerity, and the reduction, weakening, or dismantling of social welfare
mechanisms. The contradiction either escapes them or is rendered nonexistent by a profound
if often implicit tendency to equate good governance with facilitating market primacy.

One result of all this has been that, in some instances, people have not only turned
away from the state, but have turned to other entities to meet their needs. It is hardly
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surprising that alongside disillusionment and disaffection with the state, there has been
an upsurge of support for, and loyalty to, these other entities, whether it is ISIL and the
Caliphate, the Calabrian ‘Ndrangheta (which is based predominantly on familial ties and
loyalties), tribes and clans in Afghanistan, Syria, and Iraq, or the gangs in Honduras, El
Salvador, and Guatemala—the primary affiliation of these people is not with the state, but
with the smaller and, in many respects, more organic and highly functional organizations
to which they belong. Whatever the hierarchy of needs, the state no longer seems to be
meeting them. The massive significance of alternative loyalties is evident, for example, in
the Maras of Central America, where gang membership and allegiance have filled the gaps
left by the breakdown of family structures and by states that do little to earn the respect,
let alone the loyalty, of young men and women who are marginalized at best and more
often are brutally expelled from the formal economy and society. In societies where the
chasm between the elites and the poor is unbridgeable, those who are disenfranchised often
join gangs, which become a source of identity, support, and status. State authorities then
move from indifference to hostility and punishment as gang members are no longer simply
disenfranchised but also criminalized, thereby further alienating them and consolidating
their identity.

Alternative Governance

Those who are dissatisfied with existing state governance sometimes turn to alternative
governance, when it is available. Sometimes, they create their own governance. The gangs
in Central America have done this; although they have been predatory, there are also cases
where they have provided rudimentary order and justice, and even facilitated conflict
resolution among members of the community in urban areas they control. Central America
also provides examples of drug trafficking organizations providing governance and
engaging in paternalistic behavior. Perhaps the best example of this was in the Guatemalan
Department of Zacapa, where the Lorenzana family combined illegal and legal businesses,
acted as a major employer, provided services and patronage to the community, and imposed
a degree of order. Although the family was heavily involved in drug trafficking, it also
owned and operated “15 construction companies (some of which are contracted by the
state), transportation fleets, fruit companies and gas stations, which provide employment and
therefore popular support as well as opportunities to launder drug trafficking proceeds.”*
The family was very clearly part of the political elite, with very good connections that
enabled it to obtain numerous public works contracts.’ “The family also has large tracts of
land where they employ hundreds of people. At Christmas, they give out gifts to kids and
bags of food to their parents.”*® Reportedly, in Zacapa, members of the Lorenzana family
also “donated land and built 60 houses for families left homeless after the Rio Motagua
flooded in 2010.”%7 Not surprisingly, this paternalism provided strong social and political
capital that enhanced the family’s legitimacy and status.® It also made the Lorenzanas
“hard to capture. On at least two occasions, Guatemalan and U.S. authorities were unable
to get past the throngs of protesters who had been called to the streets because of Lorenzana
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family members’ imminent arrests.””® While such demonstrations were almost certainly
orchestrated, at least in part, they also reflected the sentiment that the Lorenzanas were
“civic benefactors.”® In spite of this popular support, in 2011, the patriarch of the family,
Waldemar Lorenzana, was arrested and in March 2014, he was extradited to the United
States. The family was further weakened with the arrest of two of Waldemar’s sons, and a
U.S. Treasury designation of another son and a daughter as drug traffickers. While clearly
a law enforcement success and a blow to the culture of impunity that had long prevailed in
Guatemala, the takedown of the organization eroded, rather than augmented, governance.
The state failed to fill the governance vacuum. Indeed, according to the International Crisis
Group, the weakening of the Lorenzanas “has brought chaos in its wake. Waldemar and
his family maintained a certain order among traffickers in the region that restricted the
violence to internal account settling.”®! Moreover, “Zacapa residents say the Lorenzanas
have sold off the fruit-export [sic] business that generated local jobs and abandoned much
of their charitable work, such as support for a health clinic that reportedly gave the poor
free care.”®? One restaurant owner noted that the Lorenzanas had “provided jobs and not
just for field workers. They employed engineers and other professionals.”® Waldemar, in
particular, had been regarded with both respect and affection.

Something similar is also evident with ISIL. Although sometimes described as a
proto-state, the Caliphate, operating from a territorial base, also has a transnational appeal
and seeks to expand its influence and reach far beyond its immediate territory. As one
analyst noted, when ISIL declared itself “the Islamic State,” and no longer simply “the
Islamic State of Iraq and Sham,” the implication was that “its sovereignty was to extend
across the entire world, not just Iraq and Syria.”* In addition to this, however, it is worth
noting that ISIL emerged as an alternative form of governance in two countries where
governance was extremely poor, to say the least. In Syria, the Assad regime had lost
legitimacy and was surviving only through repression and military force; in Baghdad, the
regime retained a Shi’ite sectarian bent that made many Sunnis receptive to ISIL. In both
Iraq and Syria, the state appeared to be self-serving, corrupt, inefficient, and exclusive. As
an Egyptian former official notes, “bad governance has led to part of what we see today
in the region.”® For those who were marginalized and excluded, ISIL offered a preferable
alternative. It is not that ISIL necessarily has to be good at governance; it simply has to be
better, in at least some respects, than the existing states. According to one observer, “the
Islamic State’s strength in matters of governance consists in doing marginally better than
others” and ensuring that the population under its control is “better off than in the hands of
criminalized, shifting armed groups, alien militias or a vengeful government determined
to punish them.”®

For all this, there are highly divergent assessments of the capacity of ISIL to provide
governance. On one side are those who see ISIL as highly predatory and repressive. Their
arguments have considerable credence. One analysis, for example, based on a month’s
worth of documents obtained from Deir ez-Zor province in eastern Syria, where ISIL has
been in control since July 2014, suggests that the bulk of ISIL funding (around 68 percent)
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comes from taxes and confiscation of property or, in essence, from extortion and predation,
while 54 percent of its expenditures are directed to bases and to paying its fighters.®’
According to one report, ISIL has established a “predatory and violent bureaucracy that
wrings every last American dollar, Iraqi dinar, and Syrian pound it can from those who live
under its control, or pass through its territory.”®® It does this through “exacting tolls and
traffic tickets; rent for government buildings; utility bills for water and electricity; taxes
on income, crops and cattle; fines for smoking or wearing the wrong clothes,” and so on.®
It is clear from such reports that ISIL has become adept at resource extraction, one of the
hallmarks of strong states. Yet, even though it has earned grudging praise for its social
provision, its record in this area is far less impressive. Indeed, the report from Deir ez-Zor
province noted that only 17.7 percent of ISIL expenditures were made by the Services
Department.” The implication is that although ISIL has had some short-term success with
governance, there is a major imbalance between resource extraction and service provision
that could significantly undermine its governance efforts. Some observers have gone even
further, and have argued that since ISIL funding—and, therefore, its governance efforts—
are based largely on predation, they are not sustainable.” There have also been areas where
ISIL rigidity has hurt, rather than assisted social provision. According to one journalist, this
has been particularly evident in the health sector, where ISIL rules regarding gender and
dress have hindered efficiencies, and preferential treatment given to fighters has created
significant public resentment.”

On the other side are those who contend that “in the midst of the chaos, ISIL is
deliberately and methodically establishing clear areas of definable civil governance,
breathing new life into the memory of a series of caliphates that united a succession of
Muslim empires until 1924.”7 According to this assessment, the group “built a holistic
system of governance that includes religious, educational, judicial, security, humanitarian,
and infrastructure projects, among others.””* Although this level of governance has
been particularly evident in Raqqa, similar programs have been introduced in towns in
Aleppo province and elsewhere. ISIL reportedly offers humanitarian aid and has sought to
maintain and repair sewer and electrical infrastructure. According to one report, ISIL has
also “treated complaints seriously,” arbitrated “old property or financial disputes,” and, on
occasion, even “punished its own members accused of abuse.”” Such behavior has clearly
enhanced its legitimacy.

Yet even these positive assessments have caveats. As one commentary notes, ISIL
has “yet to demonstrate the capacity for the long-term planning of state institutions and
processes.”’® Moreover, it has proved difficult to extend the level of governance in Raqqa
to Mosul; even in Raqqa, U.S. air attacks have eroded some of the governance initiatives.”’
The decision by the Iraqi government to stop paying civil servants in ISIL-controlled areas
has also had an impact on the ISIL economy.” Moreover, it bears reiteration that none of
the positive assessments of ISIL governance suggests that ISIL provides an ideal form
of governance. Much of its behavior is barbaric and reprehensible, and even some of its
foreign fighters have become disillusioned, defected, and returned home.” ISIL has also
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driven out non-Muslim sectors of the population in the areas it controls, and its atrocities
have contributed significantly to the refugee crisis in Europe in 2014 through the present.

Leaving the State: Refugees and Migrant Flows

Although there is a critically important legal distinction between political refugees and
economic migrants, in both cases they are fleeing poor governance. Refugees sometimes
seek political asylum, because they live in states that rely excessively on coercion and fail
to respect the rights of the individual. In other cases, the state has failed to provide adequate
protection from violent groups and individuals within the society. The arrival of tens of
thousands of unaccompanied minors at the U.S. border in 2014, for example, was in large
part a result of the high levels of violence in the Northern Triangle of Central America.

In 2010, “about fourteen people emigrated from Guatemala every hour” or around
330 people per day.®® These migrants were seeking “better development opportunities,
making an expensive, risky and, above all, difficult journey,” in order to improve both
their own quality of life as well as that of their relatives’, “who remain in the country.”!
For an estimated 97.4 percent, the destination is the United States.®? In other words, at that
time, the pull factors were very important and were strengthened by the well-established
communities of Guatemalans in the United States that provided a welcoming network
for newcomers. What has changed significantly in recent years, however, is that the push
factors have become increasingly salient. It is no accident, for example, that in Guatemala,
“49.4 percent of all homicides in 2010 occurred in the five departments with the highest
rates of emigration (Guatemala, San Marcos, Huehuetenango, Quetzaltenango and
Jutiapa).”® Indeed, economic migration has increasingly been accompanied by levels of
“forced displacement” that are likely unprecedented outside combat zones.

A United Nations High Commissioner for Refugees (UNHCR) study published
in 2012 identified both risk zones and expelling zones in Guatemala, El Salvador, and
Honduras.* Significantly, Petén in northern Guatemala, which is an important area for drug
trafficking into Mexico, contained five expelling zones or hotspots, while the province of
Guatemala had three, including the municipality of Guatemala.® In El Salvador, expulsion
zones were identified in various municipalities in the departments of San Salvador, La
Libertad, San Miguel, La Unioén, and Usulutan.*® The Maras were the driving force
behind forced displacements in most of these municipalities.®” In Honduras, the pattern
of forced displacements was more mixed, with Maras “mainly present in the capital cities
(Tegucigalpa, Comayagua) and the country’s commercial capital (San Pedro Sula and
nearby areas),” while drug trafficking organizations operated “in the east of the countries
(Gracias a Dios) and in some areas of the west and northwest (Atlantida, Cortés, Copan,
and Ocotepeque).”®® The zones of expulsion correlate remarkably well with the corridors of
narcotic flows and the presence of gangs engaged in forced recruitment of boys and sexual
violence against girls.

None of this is meant to suggest that these three states in the Northern Triangle had
become failed states. Yet it is clear that the failure of governance, the inadequacies of local
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control measures, and the inability of the state to develop and maintain a clear monopoly
on the use of violence, all contributed to the “pervasive insecurity” for children and young
people.

In 2015, the European Union faced a refugee and migrant crisis that dwarfed the flows
from Central America to the United States a year earlier. The arrival of hundreds of thousands
of refugees and migrants willing to make the hazardous journey across the Mediterranean
in small boats, and the many who drowned along the way, gave the issue an unprecedented
visibility. The 2015 global report provided by UNHCR identified the top 10 sources of
refugeesin2014. The countries of origin and the numbers of people are capturedin Table 1.1.%

Table 1.1. Top 10 Sources of Refugees in 2014

Country of Origin Number of Migrants and Refugees
Syria 3,880,000
Afghanistan 2,590,000
Somalia 1,110,000
Sudan 666,000
South Sudan 616,200
Democratic Republic of Congo 516,800
Myanmar/Burma 479,000
Central African Republic 412,000
Iraq 369,900
Eritrea 363,100

The trends continued in 2015, with the number of refugees from Syria increasing to
4.9 million, some changes in placement of countries in the top 10 source countries, and
Iraq dropping out and Colombia coming in.”® It is significant that there is a major crisis
of governance and/or a level of conflict and violence that compel people to leave in all of
the listed countries. Almost all the countries have suffered from extensive and, to different
degrees, protracted conflict. For its part, “Eritrea is among the most closed countries in the
world; human rights conditions remain dismal. Indefinite military service, torture, arbitrary
detention, and severe restrictions on freedoms of expression, association, and religion
provoke thousands of Eritreans to flee the country each month.”' Indeed, according to
Human Rights Watch, “Eritrea has no constitution, functioning legislature, independent
judiciary, elections, independent press, or nongovernmental organizations; it does not hold
elections,” and all power is controlled by the president.”? Not surprisingly, the rule of law
is set aside for arbitrary and inhumane rule.

In other words, the arrival of tens of thousands of refugees and migrants looking
for sanctuary as well as economic opportunities in Europe is being driven by political
violence, pervasive fear, and fundamental insecurities, buttressed by a sense of deprivation
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and aspirations for something better. It is not simply that these refugees are leaving states
unable or unwilling to guarantee their security and well-being; in many cases, the state is
the source of the insecurity. Consequently, what is happening is that significant segments
of national populations are literally voting with their feet. It is not coincidental that the
10 countries on the list would also be at, or near, the top of the list of countries in which
there is an intense crisis of governance. Nor is it an accident that people are moving from
qualified states of one kind or another and seeking refuge among that minority of states that
still manages to approximate the Westphalian ideal.

The danger is that the refugee problem has now reached a point at which integrating
the refugees itself is a wicked problem. Those who in the past might have been easily
assimilated are now more likely to become victims of social, political, and economic
exclusion in their destination countries. Consequently, they are more likely to end up
alienated and hostile to their adopted state. Moreover, the existing population of states
receiving large numbers of refugees is unlikely to be invariably welcoming. In some cases,
there will even be a backlash against the state. In other words, the problems of maintaining
state legitimacy that have been largely a problem of the developing world or the Global
South could all too easily have contagion effects in the Global North, with these states also
becoming victims of disappointed expectations. The question arises, however, as to what
can be done about this crisis of governance. The final section of this chapter offers at least
some preliminary answers.

Conclusion

The erosion of state power and authority seems to be an increasingly global phenomenon,
although it is clearly most pervasive and overt in the developing world. Yet states
everywhere still claim traditional prerogatives and powers, and more often than not,
treat nonstate actors that, for whatever reason, assist in the provision of good governance
as upstarts or potential usurpers at best, and existential threats at worst. State claims to
exclusive authority, however, run into a whole series of difficulties that makes the claims
quixotic and the states themselves appear increasingly hollow. As discussed above, many
states in the contemporary international system face increasing capacity, legitimacy, and
authority deficits.

One frequent response to such arguments and to the crisis of governance—on
those occasions when it is at least recognized or acknowledged—is that the answer lies
in strengthening and revitalizing the state. The inclusion in the discussion, however, of
countries like Russia and Eritrea, both of which have forms of authoritarianism combined
with extensive elite corruption and self-aggrandizement, suggest that this is not invariably
a better solution. In all too many cases, the state is not above politics; it is simply a
resource to be exploited and looted. It is a prize that easily translates into wealth—and
this seems to happen not only in cases of state capitalism such as Russia, but also in states
that formally subscribe to the tenets of neoliberalism. It is not coincidental that in spite
of the predominance of neoliberalism, there is what appears to be a global pandemic of
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corruption. This should not really be surprising. If it is all about the market, free enterprise
and corporate and personal profit, then it is only a small step to the manipulation and
exploitation of the market—or what elsewhere in this book Nils Gilman terms the
“plutocratic revolution from above.” The state is not out of the equation, but in many cases,
it has become primarily a generator of personal wealth for those in control.

The answer, therefore, might lie in the preceding discussion about the need for balance
in several critical dimensions of the state. Framing the issues in these terms has several
advantages. First, it makes clear that the central problem, except in very few extreme
cases, is a long-term imbalance between state and society that creates a systemic crisis of
governance. Second, in policy terms, such an approach invariably puts less emphasis on
state-building and more on other options that are more appropriate to the conditions that
prevail in these states and do not seek replication of an ideal type that in reality is relatively
rare. From this perspective, empowering nonstate actors, both good and bad, might be a
more realistic and beneficial approach than seeking to empower states, especially where
this latter approach might be at the expense of the society and encourage repression of the
population. The emphasis should be on good governance, rather than on the state as such, on
restoring balance through whatever means are most feasible rather than simply reiterating
variations on state-building based on a Westphalian ideal that is increasingly passé.

The implication is that rather than treating governance in zero-sum terms and seeking
to maintain a monopoly on governance, states would be well served to accept and encourage
alternative forms of governance as part of a shared, mixed, or hybrid approach. Desmond
Arias, in a series of brilliant analyses looking at favelas in Brazil and municipalities in
Medellin, Colombia, and Kingston, Jamaica, has identified how this can sometimes happen
at the local level.”® There are, of course, dangers in a hybrid approach to governance;
one potential problem is the state providing impunity in return for violent armed groups
providing governance. This is not acceptable if the armed group is overly repressive or
violent. The critical consideration, therefore, should be the quality of governance and the
requirement that it be predominantly protective and oriented toward social provision rather
than predatory and rent-seeking. The most important task of the state—in at least some
parts of the neoliberal world—might be to nudge market actors (even if they operate in
the illicit market) and rival governance providers into accepting more of the roles and
responsibilities of governance. Rather than a threat to the state, such an approach could
prove to be the salvation of the state. In the 21* century, the only forms of governance
that are likely to be sustainable in large swaths of the world are those that are, in effect,
post-Westphalian. Paradoxically, the adoption of such an approach might be the one
thing that enables the state to survive the current crisis of governance. Stephen Krasner
once argued that states have adapted successfully because they have been willing to shed
functions which they were unable to manage, including relinquishing authority over the
way in which their citizens interacted “with the sacred,” which was “no small thing.”*
The issue for the future is very similar but is not about the shedding of functions, so much
as a willingness of the state to accept its neoliberal shortcomings, acquiesce in the loss of
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monopoly control over governance, and embrace the sharing of functions and the mutual
pursuit of collective goods. It is partly that state predominance is not immutable. Even
more important, however, is that the state does not necessarily represent the optimum set
of political arrangements for meeting people’s needs or for ensuring peace and stability.
More organic, bottom-up forms of governance for all their shortcomings, might be the best
available in the decades ahead. Difficult as all this might be for the state, the conditions for
the citizenry are likely to be improved. And in the final analysis, this is what really matters.
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The Twin Insurgencies: Plutocrats and
Criminals Challenge the Westphalian State

Nils Gilman

“Everywhere the ceremony of innocence is drowned.”
William Butler Yeats, 1919

tates within the modern global political economy face twin insurgencies, one from

below, and another from above. On the one hand, there is a series of interconnected

criminal insurgencies, in which the global disenfranchised resist, co-opt, and route
around states as they seek ways to empower and enrich themselves in the shadows of the
global economy. Drug cartels, human traffickers, computer hackers, counterfeiters, arms
dealers, and others exploit the failures of governance systems to build global commercial
empires that, in turn, provide them the resources to corrupt, co-opt, or challenge incumbent
political actors. On the other hand, there exists a plutocratic insurgency, in which globalized
elites seek to disengage from traditional national obligations and responsibilities. From
libertarian activists, to tax haven lawyers, to currency speculators, to mineral extraction
magnates, the new global superrich and their hired help are waging a broad-based campaign
that aims either to limit the reach and capacity of government tax collectors and regulators,
or to manipulate these functions as a tool in their own cutthroat business competition.
Unlike classic 20%-century insurgents, who sought control over the state apparatus in
order to implement social reforms, criminal and plutocratic insurgents do not seek to
take over the state. These modern insurgencies do not wish to destroy the state, since
they rely, like parasites, on the state to provide the legacy goods of social welfare: health,
education, infrastructure, and so on. Rather, their aim is simpler: to carve out de facto zones
of autonomy for themselves by crippling the state’s ability to constrain their freedom of
(primarily economic) action. The net result: these transnational insurgencies from above
and below are challenging the state’s control over the domestic economy, and destabilizing
many of the conventions and assumptions rooted in the Westphalian model of governance.

The Failures of Social Modernism

Understanding how we arrived at these twin insurgencies requires a brief return to the
anterior period. During the social modernist era (1945-1971), virtually all states—whether
capitalist or communist, industrialized or developmental, great power or postcolonial—
aimed to legitimate themselves by serving the interests of middle classes, whose size they
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sought to expand.' Both capitalist and communist accumulation strategies were based on
nurturing industrial laborers, who were expected to work for a living, and who, in turn,
were told that the state would not only steadily improve their standard of living, but would
also cushion them from outrageous misfortune through various forms of social security.?
These states were “welfare states” in the sense that they sought to provide for the general
welfare, rather than to protect or lift up the poor or defend the prerogatives of the rich. In
the noncommunist world, the wealthy were taxed not out of class hostility, but in order
to finance public goods for society as a whole.* Health care, pensions, schools, and so
on were represented less as individual “entitlements” than as collectively enjoyed public
goods that are part and parcel of the social contract. While a diversity of social contracts
existed during this period, in virtually every country, elites felt a duty to play a “muscular
and essential role in steering the economy and underwriting the well-being of the middle
class,” and income inequality steadily decreased.* For Western elites in particular, the fact
that the Cold War order made thinkable radical alternatives to capitalism no doubt helped
concentrate a certain commitment to larger moral, social, and political purposes.’

By the 1970s, however, it was becoming undeniable that social modernist states across
each of the “three worlds of development” were failing to deliver on their promises.® In
the West, the stagflation of the 1970s undermined the technical foundations of the Bretton
Woods financial order, as well as the technocratic consensus in favor of Keynesian demand
management and the political consensus in favor of sharing productivity gains between
labor and capital. In the East, centrally planned economies were revealing themselves
as not only politically repressive, but also economically inefficient and environmentally
catastrophic. In the Global South, while the commodity boom of the 1970s led to a golden
age for primary producers, import substitution industrialization failed to deliver sustained
growth and transition to high per capita incomes. Additionally, the commodity price
crash of the early 1980s precipitated a debt crisis which put to rest any dreams of global
redistribution.” From the late 1970s through the early 21% century, a period of reaction
to state-centric models of development set in.* Levels of economic inequality began to
grow again, eventually reaching heights not seen since the 1920s, and prompting some
financial analysts to describe the new economy as a “plutonomy.” At the same time, states
stopped trying to create a more egalitarian society or to provide for the general welfare;
instead, they increasingly sought legitimacy by claiming to maximize the opportunities of
individuals.!® From this perspective, the creation of plutocrats counted not as a defeat, but
as a success for the new model of governance.

When Communism collapsed in 1989, what died was not just the particular collectivist
economic system and authoritarian politics of the Soviet Union and its satellites. Cremated
along with the corpse of Communism was the civic-minded conception of development as
the central responsibility of the state and allied elites—a conception shared by communists
and liberals alike during the Cold War. It was not just that the state “retreated” from the
“commanding heights” of the economy, but also that the very ambitions of the state found
themselves in eclipse.!! The best face that the World Bank could put on the new order was
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to say that, henceforth, the role of the state would be to “steer” rather than to “row.”'? By
the turn of the millennium, even the left had come to doubt whether states could be relied
on to effectively and disinterestedly promote the public interest.!?

The nature of the new order was made most explicit in two texts published the year
that the Berlin Wall fell: Francis Fukuyama’s “The End of History?” and John Williamson’s
“The Washington Consensus.”'* Fukuyama proposed that big “H” History (in the Hegelian
sense of ideological contestation over the proper relationship between state and civil
society) had come to an end with a universal agreement that liberal, democratic capitalism
was not just the best, but in fact, the only reasonable form of sociopolitical and economic
organization. Williamson’s text was more pragmatic than metaphysical, filling in the details
of this “posthistorical” policy consensus with specific imperatives around fiscal discipline,
the redirection of public spending away from subsidies, the rollback of progressive tax
codes, the floating of currencies, the liberalization of trade and cross-border investment,
the privatization of state enterprises and deregulation of private ones, and above all, the
sacrosanctification of private property rights. Taken together, these texts involved not just
a dethroning of the state, but a wholesale challenge to the idea that technocratic leadership
under the state was the primary way to ensure collective social well-being. Pioneered as
domestic policy in Margaret Thatcher’s Great Britain and Ronald Reagan’s United States,
the programs associated with the Washington Consensus—above all, the privatization of
national industrial assets (especially of state-owned firms and utilities) and deregulation
(especially of financial firms)—soon became a model that London and Washington sought
to export to the Global South and the postcommunist world under the rubric of “structural
adjustment” and “shock therapy.”'> As Dani Rodrik concluded, “‘Stabilize, privatize, and
liberalize’ became the mantra of a generation of technocrats who cut their teeth in the
developing world and of the political leaders they counseled.”'¢

This transformation of the role of the state in the wake of the Cold War has led
to a very different sort of landscape of political contestation. With the social modernist
state in ideological crisis, the middle classes whose interests it was designed to promote
find themselves in an increasingly precarious position. From above, they are threatened
by a global financial elite in league with ultra-wealthy compradors, who seek to cut the
social services that are paid for by taxes that these elites depict as a form of illegitimate
expropriation. From below, they find themselves exposed to various forms of criminals,
who have reacted to the collapse of hope for inclusion in the middle classes by taking their
futures into their own hands. Let us consider each of these phenomena in turn.

Plutocratic Insurgency: The Revolt of Mainstream Globalization's Winners

This ideological retreat of the social modernist state represents the central event that has
enabled plutocratic insurgency. During the 1990s, a new class of globe-trotting economic
elites emerged, enriched by the opportunities created by globalizing industrial firms,
deregulated financial services, and new technology platforms. This new class is an order
of magnitude richer in absolute terms than previous generations of the ultra-wealthy.!” The
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rise of the new plutocrats reflects an historic shift in the structure of capital accumulation.'®
The accumulation regime that predominated during the heyday of social modernism was
predicated on creating a new class of workers who could afford the goods that they were
producing.” The great fortunes of the late 19" and early 20" century were built on the
backs of masses of worker-consumers in primarily inward-looking national contexts. By
contrast, today’s plutocrats make their fortunes selling their goods and services globally—
in real terms, therefore, their ongoing success is less connected to the fortunes of their
fellow national citizens than was that of previous generations. Moreover, the two signature
types of massive wealth accumulation in the early 21% century have been software and
financial services—both industries that do not rely on masses of laborers, and whose
productivity is, therefore, detached from the health of any particular national middle class.
The result has been a dramatic rise in inequality within countries, even as wealth inequality
transnationally has narrowed.

The rise of a new class of plutocrats has been marked by the emergence of new
ideological self-conceptions.?’ Many of these contemporary plutocrats see themselves as
“the deserving winners of a tough worldwide competition,” and regard efforts to make
them pay for public goods as little more than organized theft.?’ Whereas the threat of
Communism during the Cold War acted as a check on the maximalist ambitions of the
ultrarich, the political and ideological collapse of the Soviet Union removed that constraint,
enabling an ideological shift in how a significant segment of the new wealthy conceive
their relationship with their societies. While some among the wealthy continue to see
themselves as owing a debt of obligation to the societies in which they have enriched
themselves, there exists a significant subset—particularly among financial elites—who do
not see their personal achievements as tied to the success of the national societies in which
they reside.”” Instead of seeing themselves as the ultimate winners of the systems in which
they work, they characterize themselves as rebels, outsiders who have made it on their
own despite the restraints presented by incumbents, loafers, and parasites in government
and society.” The popularity of the pseudo-philosophical novels of Ayn Rand—whose
ideas George Monbiot refers to as “the Marxism of the new right”—represents the most
visible manifestation of this ideology that poses the rich as “makers,” as opposed to the
mass of shiftless “takers.”* From Washington to London, plutocrat-funded think tanks
are devoted to creating a body of usable ideas and policy proposals geared at dismantling
social modernism.? This ideological shift heralds the arrival of plutocratic insurgency.?

The defining feature of plutocratic insurgency is the effort on the part of holders
of this ideology to defund or de-provision public goods, in order to defang a state that
they see as a threat to their prerogatives.?” Practically speaking, plutocratic insurgency
takes the form of efforts to lower taxes, which necessitates the cutting of spending on
public goods; to reduce regulations that restrict corporate action or that protect workers;
and to defund or privatize public institutions, such as schools, health care, infrastructure,
and social spaces. The political strategy associated with plutocratic insurgency is to use
austerity in the face of economic shocks to rewrite social contracts on the basis of a much
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narrower set of mutual social obligations, with the ultimate effect of decollectivizing social
risks.?® As a palliative for the loss of public goods and state-backed programs to improve
public welfare, plutocratic insurgents typically promote the idea of philanthropy—directed
toward ends defined not democratically but, naturally, by themselves.?? “There’s no such
thing as society,” Margaret Thatcher famously declared, issuing the cri de ceeur of insurgent
plutocrats everywhere—since, if there’s no such thing as society, then the very category of
social services collapses, along with any responsibility on the part of the rich to contribute
to them. From this perspective, plutocratic insurgency signifies the reimportation back into
the industrial core of the aforementioned policies of structural adjustment that were applied
across the Global South during the 1980s and 1990s.

For plutocratic insurgents, this strategy is dictated at bottom by a raw cost-benefit
analysis: the price the social modernist state asks them to pay in taxes and the regulatory
burdens it imposes on them outweighs the benefit they believe they personally receive
from living in such a state. Plutocratic insurgents believe they can afford (and, therefore,
everyone should be required) to buy for themselves the sorts of goods that before required
a state to provide. The need for state-provided security is reduced, as they live in gated
communities; public transport is unnecessary for those who travel via personal jets and
private bus fleets; public education seems an unnecessary expenditure for the class that
already sends their children to exclusive (and expensive) schools.’*® While each of these
decisions may, at first, be motivated by lifestyle choices or a desire for social differentiation,
the result is a progressive moral disinvestment and civic disengagement from the quality of
these traditionally public services, especially as the habit of opting out of public services
trickles down from the oligarchs to the upper middle classes.’' Leaving aside the matter
of the undemocratic nature of such private services, or the adverse selection problems that
arise from partial privatizations, what marks the arrival of plutocratic insurgency is when
the rich begin to revolt against paying taxes for public services they never plan to use. The
result is a reinforcing cycle, whereby plutocratic insurgents increasingly see no reason to
contribute anything to their host societies, and indeed actively make war on the idea that
citizenship imbues them with economic or social responsibilities.

Criminal Insurgency: The Revolt of Deviant Globalization's Winners

Many of the same processes that are driving plutocratic insurgency also underpin the
process of criminal insurgency: the globalization of economic flows, growing wealth
inequality, and a collapse of state provisioning of public goods and services. From Latin
America to Africa to the former Eastern Bloc, the 1980s and 1990s structural adjustment
and shock therapy programs led to the “hollowing out” of the state: the physical buildings
and institutions of “adjusted” states remained in place, but their ambitions and capacities
shriveled.* The states in these countries dramatically decreased their spending on social
services—ranging from subsidies for food and fuel, to broader social services like public
health and pensions. State-owned industries were either shut down or privatized, with
wages and employment slashed. The state, in other words, further decreased its capacity to
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deliver a decent life to its citizens, leading to a collapse in the popular expectation that the
state should serve as a guarantor of progress.’> At the same time, however, the economies of
these countries opened rapidly to cross-border financial and trade flows. This combination
of the failure of the public goods-providing state and a dramatic increase in the openness
of national economies created both an opportunity for enterprising individuals to make
money in new ways and an imperative to do so as a matter of survival. These effects
were in fact the explicit intention of the structural adjustment and shock therapy programs:
rolling back the dirigiste state and opening up the economy was meant to unleash a flood
of pent-up entrepreneurial energy and, indeed, it did.

Alas, structural adjustment- and shock therapy-driven globalization of the formerly
closed economies of the Eastern Bloc and the Global South turned out to have an unfortunate
bug.** While the mainstream globalization celebrated by the likes of Thomas Friedman
grabbed the headlines, what most distinguished the post-Cold War global economy from
the earlier era was the parallel development of a shadowy “deviant” globalization in
industries like narcotics, immigration, wildlife harvesting, and antiquities.>*> Though the
weakness of the postcommunist and postdevelopmental state represented a dire problem
for mainstream businesses and for imploding middle classes in these countries, it offered
certain comparative advantages for illicit commerce. Deviant entrepreneurs realized that
arbitraging the moral and regulatory differences that existed in different jurisdictions
worldwide presented fantastic business opportunities. While big multinational corporations
were able to sew up the licit opportunities afforded by the integration of the global economy,
they were unable to play in arenas of goods and services banned for moral reasons.*® The
great unsung globalizers of the 1990s and 2000s, therefore, were the criminals who rapidly
scaled up their local mom-and-pop criminal organizations to become globe-spanning
deviant commercial empires.*’

These avatars of deviant globalization are also the leaders of the second of our twin
insurgencies—the criminal sort. What distinguishes criminal insurgents from classic social
revolutionaries is that rather than seeking to build or capture institutionalized state power,
they seek merely to protect their rents in various (usually deviant) markets that they control.
Organizations such as the First Command of the Capital in Brazil, the ‘Ndrangheta in Italy,
or the Zetas in Mexico have no interest in taking over the states in which they operate.
Instead, like plutocratic insurgents, what criminal insurgents seek is to cripple the state—
that is, to establish a zone of economic autonomy while continuing to rely on the state to
supply vestigial social services.* These actors thrive in (and, indeed, prefer and try to foster)
weak state environments, and their activities reinforce the conditions of this weakness. As
deviant globalization takes root in a particular locale, however, it soon begins to generate a
positive feedback loop; in much the same way as many successful animal and plant species,
as they invade a natural ecosystem, deviant globalizers reshape their ecosystem in ways that
improve their ability to exclude competitors.* The state weakness that, at first, was merely a
permissive enabling condition for their business becomes something that the now-empowered
criminal insurgents seek to perpetuate and even exacerbate. They siphon off money, loyalty,
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and sometimes territory; they increase corruption; and they undermine the rule of law. They
also force well-functioning states in the global system to spend an inordinate amount of time,
energy, and attention trying to control what comes in and out of their borders.

In building their business empires, deviant globalizers inevitably come into conflict
with host states in three distinct ways that render them de facto political actors. First,
they control huge, growing swaths of the global economy, operating most prominently
in places where the state is hollowed or hollowing out. Corruption fueled by drug money
on both sides of the U.S.-Mexico border exemplifies this point.*® Second, many deviant
entrepreneurs control and deploy a significant quota of violence—an occupational hazard
for people working in extralegal industries, who cannot count on the state to adjudicate their
contractual disputes. This use of violence brings deviant entrepreneurs into primal conflict
with one of the state’s central sources of legitimacy, namely its monopoly (in principle) over
the socially sanctioned use of force, transforming them from merely deviant businessmen
into criminal insurgents. Third, these criminal insurgents, in some cases, are beginning to
emerge as private providers of justice, health care, and infrastructure—that is, precisely
the kind of goods that functional states are supposed to provide to their citizens. (However,
since they are provided privately, to the deviant entrepreneurs’ personal constituents, they
are not public goods in the sense of goods equally accessible to all citizens.) Criminal
syndicates in Brazil, the Movement for the Emancipation of the Niger Delta (MEND) in
Nigeria, narco-traffickers like the Sinaloa Cartel in Mexico—all are criminal insurgents
who not only have demonstrated that they can shut down areas of their host states’ basic
functional capacity, thereby upsetting global markets half a world away, but who are also
providing social services to local constituencies.*!

Thus, criminal insurgency is the form that deviant globalization takes as it scales
and reaches political self-consciousness. On the one hand, the more deviant industries
grow, the more damage they do to the political legitimacy of the states within which the
criminal insurgents operate; therefore, undermining the capacity of the state to provide the
infrastructure and services that the criminal insurgents want to free ride on. On the other
hand, the people living in the semiautonomous zones controlled by criminal insurgents
increasingly recognize the insurgents rather than the hollowed-out state as the real source
oflocal power and authority.** Of course, just because these deviant providers of alternative
governance functions end up seeming “legitimate” in the eyes of local stakeholders, this
type of governance is usually poorly institutionalized and untransparent about both ends
and means. Nonetheless, as these groups take over functions that would have been expected
of the state, their stakeholders increasingly lose interest in the hollowed-out formal state
institutions.” Thus, even though criminal insurgents have no desire to kill their host state,
they may end up precipitating a process whereby the state implodes catastrophically.

The Enclavization of Microsovereignties and the End of the Middle Classes
During the 1990s, it became fashionable to declare that in the new post-Cold War era,
the state was destined to wither away. In fact, something more subtle was taking place:
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the double collapse of the social modernist state’s capacity and legitimacy was giving
birth not to the posthistorical utopia of universal consensus in favor of liberal democratic
capitalism, but rather to a conjoined monster in the form of plutocratic secession and
deviant globalization. Instead of projects of collective emancipation, what both plutocratic
and criminal insurgents desire is for the social modernist state to remain intact except
insofar as it impinges on them personally. Neither criminal nor plutocratic insurgents are
revolutionaries in the classic modernist sense of political actors who seek to take over
the state.** As the social modernist state failed to realize its promise, the very notion of
a revolution that aspires to a project of national-scale collective social reform has come
to seem quaint.** Neither category of insurgent is interested in taking control over the
state to enact a process of national (or international) social reform. Nor do they seek a
political revolution in the Arendtian or Burkean sense of a contest for direct operational
and ideological control over the organs of the state.*® Instead of being in revolt against a
particular political regime, with the goal of building a better government, they aim instead
to cripple their hosts states in order to gain de facto zones of private autonomy that can
enable individual, tribal, or interest-group enrichment.*’” Thus, they are parasitic in a very
specific sense: they wish to free ride on the institutional legacy of social modernism so as
to avoid costs to their businesses.

Seen from a spatial perspective, what both insurgencies represent is the replacement
of the Westphalian ideal of uniform authority and rights within national spaces by a
kaleidoscopic array of de facto and de jure microsovereignties. Rather than a single national
space in which power is exercised and rights are enjoyed in a consistent and homogeneous
way by all residents, the cartography of the dual insurgency represents diverse enclaves
of political authority and of social service provisioning arrangements.*® As these unique
arrangements emerge, national and local authorities proliferate a variety of increasingly
one-off exceptions to the general rules, incrementally traducing the liberal notion of equality
before the law. Just as the 1930s saw a multiplication of conditions poised between war and
peace, so our present conjuncture witnesses the multiplication of various forms of authority
between the full-blown modern state and outright anarchy, symbolized by the blurring lines
between police, military, and private security contractors, in terms of both kinetic capabilities
and legal authorities.* The process itself is, of course, self-reinforcing: the proliferation of
exceptional and unique microsovereignties only increases the scope for the insurgents to
engage in jurisdictional arbitrage, and further demands by other insurgents for their own
personalized sovereign exceptions. In the space of the dual insurgency, citizenship no longer
signifies the liberal ideal of an identical package of rights for all, but instead means very
different things depending on where individuals are in the physical and the social space.®

Within plutocratic enclaves, the source of authority and loyalty is, at the bottom,
money. From a geographic perspective, plutocratic insurgents seek to create zones of private
authority and legal autonomy where they can privately command goods once considered
public, including not just security, but also increasingly, schooling, transportation, health
care, shopping, contract enforcement, and so on.’! The paradigmatic case for plutocratic
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spatial segregation and secession are so-called gated communities, which are themselves
the subject of a minor academic subfield.”?> These spaces are much more than simple
residential enclaves, but increasingly offer full-service operations that contain virtually
everything their denizens need, so that residents only need to leave in order to travel to
other such enclaves.’ Rights within such spaces, it goes without saying, accrue to dollars
rather than to citizenship. The vision of the future here is of a global archipelago of
“privatopias,” linked by air and internet to other such spaces, protected by high ramparts
from the roiling dystopian ocean of the hoi polloi.** Moreover, in addition to these zones
of physical separation, plutocratic insurgents also seek out (or seek to create) virtual zones
of legal exception, in the form of offshore tax havens, which allows them to avoid income
taxes; and special economic zones, which allows them to avoid tariffs as well as laws
designed to protect labor or the environment.> Plutocratic insurgents are adept at playing
off one jurisdiction against another, threatening to take their capital elsewhere if the local
authorities do not grant them the exceptions that they seek.

The enclaves of the criminal insurgents are more precarious, as one would expect.
Unlike the visible separation that the plutocratic insurgents enjoy in the form of high
walls and armed guards, the autonomous zones of the underclasses are more temporary
and, naturally, less secure for their masters. From the favelas of Sao Paolo, the slums of
Karachi, the waterfront of Kingston, and the suburbs of Beirut or Naples, to the remotest
corners of Afghanistan, Honduras, or Sudan, such autonomous spaces take the form of
feral “no-go zones”—no-go, that is, to the rich—in which some notionally social modernist
state may claim authority, but in which true power is wielded by warlords, gangsters,
or other kinds of organized criminals, who take de facto control over local security and
whatever meager social service provisioning may be on offer.*® In these zones, sources of
authority and loyalty and the application of raw power tends toward what might be called
“neotribalism”—“neo” in the sense that primal loyalties adhere not just to those who share
(perceived) bonds of ancient kinship, but rather in accordance to all manner of intense and
ritualized personal connections among young male specialists in the use of violence.’” In
short, while globalization is, indeed, undermining national political institutions and thus
national identities and loyalties, what appears to be replacing the national is not a “global”
political identity—as “cosmopolitical” dreamers have long aspired to—but rather a return
to localized identities rooted in clan, sect, ethnicity, corporation, gang, and control over
financial resources.’® It may be that analysis of social relations in such spaces of social
fracture is best approached via narratological as opposed to social scientific methods.*

The central difficulty that both plutocratic and criminal insurgents face is that it is
unclear whether the political objective they seek can produce the sort of stable equilibria
of governance that older, Westphalian modalities once promised. There are least two
separate reasons to question the ability of these arrangements to produce stability. First,
the fracturing of sovereign homogeneity increases transaction costs for people traversing
them—it requires a constant expenditure of time and effort to determine exactly what
zone of governance one is in and who, therefore, is due respect and obeisance. This is
equally true whether one considers the spaces of the plutocratic or the criminal insurgency:
in the former case, the price is paid to lawyers; in the second, to gangsters. Second, the
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kaleidoscope proliferates opportunities for arbitrage and defection of customers and foot
soldiers to other governance spaces.® The ultimate losers in all of this, of course, are the
middle classes—the sorts of people who try to “play by the rules” by going to school
and getting traditional middle-class jobs, whose chief virtue is stability. These sorts of
people—who lack the ruthlessness to act as criminal insurgents and the resources to act as
plutocratic insurgents—can only watch with a certain passivity as the institutions which
were built over the course of the 20" century to ensure a high quality of life for a broad
majority of citizens are progressively eroded. As the social bases of solidaristic collective
action crumble, individuals within the middle classes increasingly face the choice between
accepting a progressive loss of social security and de facto social degradation, or attempting
to join one of the two insurgencies.
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3
The Islamic State Revolution

Scott Atran

“Virtue, without which terror is destructive; terror, without which virtue is impotent.
Terror is only justice prompt, severe and inflexible; it is then an emanation of virtue.”
Maximilien Robespierre, On the Principles of Political Morality, 1794

n response to yet more slaughters perpetrated by the Islamic State (ISIL), security

services deployed across Europe, Africa, and America.! U.S. and Russian forces

ratcheted up air attacks in Iraq and Syria, while politicians and pundits hammered
their publics into existential dread. Perhaps never in history have so few, with such meager
means, caused such fear in so many. But it is easy amid the bullets, bombs, and bluster, to
lose sight of a central fact in the fight against the violent forces of radical Islam: not only
are we not stopping its spread, but our efforts to contain the contagion appear to contribute
to its strength, while further constraining our own freedoms.

What accounts for the failure of “The War on Terror” and efforts to counter the
spread and growth of “violent extremism?”” Apart from the heedless reactions in anger and
revenge that consistently engender more savagery than security is the failure to understand
the revolutionary character of radical Arab Sunni revivalism, which ISIL now spearheads.
For it is a dynamic countercultural movement of world historic proportions, with the largest
and most diverse volunteer fighting force since World War II, and which, in less than two
years, has created a dominion over thousands of square kilometers and millions of people.?
What is more, though ISIL is the focus of this chapter and the most dynamic, it is not the
only manifestation of the countercultural revolution, which has possible counterparts in
other regions, embracing other ideologies and motivations.

What the United Nations and most of the international community regard as senseless
acts of horrific violence are, to ISIL’s acolytes, part of an exalted campaign of purification
through sacrificial killing and self-immolation: “Know that Paradise lies under the shade
of swords,” says a hadith, now a motto of ISIL fighters, from the Sahih al-Bukhari, a
collection of the Prophet’s sayings considered second only to the Quran in authenticity.

This is the purposeful plan of violence that Abu Bakr al-Baghdadi, ISIL’s self-
anointed Caliph, outlined in his call for “volcanoes of jihad:” to create a globe-spanning
jihadi archipelago that will eventually unite to destroy the present world and create a new-
old world of universal justice and peace under the Prophet’s banner. A key tactic in this
strategy is to inspire sympathizers abroad to violence—do what you can, with whatever
you have, wherever you are, whenever possible.

6l




62

Atran

Dozens of structured interviews and behavioral experiments with youths in Paris,
London, and Barcelona, as well as with captured ISIL fighters in Iraq and members of Jabhat
al-Nusra (al-Qaeda’s affiliate in Syria), have demonstrated clear lines of commonality
among fighters. These interviews focused on youths from distressed neighborhoods
previously associated with violence or jihadi support—for example, the Paris suburbs of
Clichy-sous-Bois and Epinay-sur-Seine, the Moroccan neighborhoods of Sidi Moumen in
Casablanca, and Jamaa Mezuak in Tetuan.’

Because many foreign volunteers—especially from Europe—are marginalized in
their host countries, a pervasive belief in governments and nongovernmental organizations
(NGOs) is that offering would-be enlistees jobs, education, or spouses could be the best
way to reduce violence and counter the Caliphate’s pull. But a yet unpublished report
by the World Bank shows no reliable relationship between job production and violence
reduction.* (When a World Bank representative was asked why this was not published,
he responded, “Our clients [governments] wouldn’t like it because they’ve got too much
invested in the idea.”) If people are ready to sacrifice their lives, then it is not likely that
offers of greater material advantages will stop them. In fact, research shows that material
incentives, or disincentives, often backfire and instead raises the commitment of devoted
actors.

Research also shows that most of those who originally joined al-Qaeda were
married, and prior marriage does not seem to be a deterrent to those now volunteering
for ISIL.> And among the senior ranks of such groups, there are many who have had
access to considerable education—especially in scientific fields, such as engineering and
medicine, which require great discipline and willingness to delay gratification. Ever since
the anarchists, this sort of specialized preparation holds for much of the leadership of
insurgent and revolutionary groups.

Many in the West dismiss radical Islam as simply nihilistic. According to U.S.
Secretary of State John Kerry, “ISIL is offering nothing to anyone except chaos, nihilism,
and ruthless thuggery.”® As we shall see, ISIL does deal in chaos but works with a script and
a purpose; however, nihilist it is not. Research suggests something far more menacing: a
profoundly alluring mission to change and save the world. Indeed, jihadi volunteers believe
they are combating the “nihilism” of the West—that is, a certain way of life that ends up
destroying all moral constructs, religions, and metaphysical convictions (by relativizing
everything, assigning it monetary value, etc.).

Terror's Sublime Virtue

In the West, the seriousness of this mission is denied. Olivier Roy, usually a deep and
subtle thinker, writes in Foreign Policy that the Paris plotters represent most of those who
flock to ISIL. They are marginal misfits largely ignorant of religion and geopolitics, and
bereft of real historical grievances.” They ride the wave of radical Islam as an outlet for
their nihilism, because it is the biggest and baddest countercultural movement around.
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However, the worldwide ISIL revolution is hardly just a bandwagon for losers.
Although attacked on all sides by internal and external foes, ISIL has thus far only been
contained and somewhat degraded in Iraq and Syria, while continuing to take root in ISIL-
controlled areas and expanding its influence in deepening pockets throughout Eurasia and
Africa. Repeated claims that ISIL was on the way to inevitable defeat ring hollow for almost
anyone who has had direct experience in the field. Only Kurdish frontline combatants and
some Iranian-led forces have managed to fight ISIL to a standstill on the ground, and
only with significant French and U.S. air support. As of this writing, the first phase of the
Iraqi army offensive to retake Mosul, aided by U.S. Marines and coalition air forces, was
bogged down despite overwhelming superiority in manpower and firepower.?

Despite our relentless propaganda campaign against ISIL as vicious, predatory, and
cruel, there is little recognition of its genuine appeal, and even less of the joy it engenders.
The many young people who volunteer to fight for it unto death feel a joy that comes from
joining with comrades in a glorious cause, as well as a joy that comes from satiation of
anger and the gratification of revenge (whose sweetness, says science, can be experienced
by brain and body much like other forms of happiness).” As Osama bin Laden wrote in
an elegy for the 9/11 hijackers, “embracing death, the knights of glory found their rest.
They gripped the towers with the hands of rage and ripped through them like a torrent.”
One young man from the Balkans, who is now fighting in Syria, expressed his joy as the
“happiness of martyrdom,” sending us the following image:

Figure 3.1.
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But there is also a subliminal joy felt across the region for those who reject ISIL’s
murderous violence, yet yearn for the revival of a Muslim caliphate and the end to a nation-
state order that the Great Powers invented and imposed. It is an order that has failed, in
their view, and that the United States, Russia, and their respective allies are trying willy-
nilly to resurrect, and it is an order that many in the region believe to be the root of their
misery. What the ISIL revolution is not, is a simple desire to return to the ancient past. The
idea that ISIL seeks a return to medieval times makes no more sense than the idea that the
U.S. Tea Party wants to return to 1776. “We are not sending people back to the time of the
carrier pigeon...” Abu Mousa, ISIL’s press officer in Raqqa, has said. “On the contrary, we
will benefit from development. But in a way that doesn’t contradict the religion.”

ISIL’s Caliphate seeks a new order based on a culture of today. Unless we recognize
these passions and aspirations, joining with comrades in a glorious cause, the joy that
comes from satiation of anger, and the gratification of revenge, and deal with them using
more than just military means, we will likely fan those passions and lose another generation
to war and worse.

Treating ISIL as merely a form of terrorism or violent extremism masks the menace.
All novel developments are “extremist” compared with what was the norm before. What
matters for history is whether these movements survive and thrive against the competition.
Throughout history, success has depended on willingness to shed blood, including the
sacrifice of one’s own, not merely for family and tribe, wealth, or status, but for some
greater cause. This has been especially true since the start of the Axial Age more than
two millennia ago. At that time, large-scale civilizations arose under the watchful gaze of
powerful divinities, who mercilessly punished moral transgressors—thus, ensuring that
even strangers in multiethnic empires would work and fight as one.

Call it “God,” or whatever secular ideology one prefers, including any of the great
modern salvational -isms: colonialism, socialism, anarchism, communism, fascism, and
liberalism. In Leviathan, Thomas Hobbes deemed sacrifice for a transcendent ideal “the
privilege of absurdity to which no creature but man is subject.”’® Humans make their
greatest commitments and exertions, for ill or good, for the sake of ideas that give a sense
of significance. In an inherently chaotic universe, where humans alone recognize that death
is unavoidable, there is an overwhelming psychological impetus to overcome this tragedy
of cognition: to realize “why I am” and “who we are.”

In The Descent of Man, Darwin cast this devotion as the virtue of “morality...the
spirit of patriotism, fidelity, obedience, courage, and sympathy” with which winning
groups are better endowed in history’s spiraling competition for survival and dominance.'!
Across cultures, the strongest forms of primary group identity are bounded by sacred
values that are immune to material tradeoffs, carrots, or sticks—Ilike unwillingness to sell
one’s children or sell out one’s religion or country. Devotion to such values, as when land
or law become holy or hallowed, leads some groups to prevail because of nonrational
commitment from at least some members to actions that drive success, independent or out
of proportion, from expected rational outlays and outcomes, risks and rewards, and costs
and consequences.
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Often such values are attributed to Providence or Nature, and embedded in notions
whose meanings one can never quite pin down, and which cannot ever be definitively
verified nor falsified by logic or empirical evidence, such as, “God is great; bodiless but
omnipotent,” or “free markets are always wise.” Thus, while “sacred values” intuitively
denote religious belief, as when land becomes holy, it can also include the “secularized
sacred,” such as the hallowed ground of Gettysburg, or the site of the 9/11 attacks at
New York City’s “Ground Zero.” For example, the foundational doctrines and beliefs of
the great ideological —isms; the quasi-religious notion of the Nation itself, ritualized in
song, ceremony, and sacrifice; and those “self-evident” aspects of “human nature” that
humankind is supposedly endowed with, such as “inalienable rights of life, liberty, and
the pursuit of happiness,” which are anything but inherently self-evident and natural in the
life of our species (cannibalism, infanticide, slavery, oppression of minorities, and male
domination of women were more standard fare). It was not inevitable or even reasonable
that conceptions of individual freedom and equality concocted by 18"-century European
intellectuals should emerge, much less prevail. They did, only through revolution, intensive
social engineering, economic competition, and belief in “just war.”

>

“Nothing human is alien to me,” said Terence, the Roman slave who became a
playwright and gave the field of anthropology an enduring credo: to empathize with those
most different from one’s own moral culture, without necessarily sympathizing. This is our
call to comprehend. If we can only grasp why otherwise normal humans would want to die
amidst killing masses of other humans who have harmed no one, we ourselves might better
avoid killing and being killed.

In our preferred world of liberal democracy and human rights, violence—especially
extreme forms of mass bloodshed—is generally considered pathological or an evil
expression of human nature gone awry, or collateral damage as the unintended consequence
of righteous intentions. But across most of human history and across cultures, violence
against other groups is universally claimed by the perpetrators to be a sublime matter of
moral virtue. For without a claim to virtue it is difficult, if not inconceivable, to kill large
numbers of people innocent of direct harm to others.

What many in the international community do not understand is that these apparently
senseless acts of horrific violence are, to ISIL’s followers, part of an exalted campaign of
purification through sacrificial killing and self-immolation, to destroy what is presently
corrupt in order to save what was pure in some past “Golden Age,” and to serve as a basis
for the creation of a brave new world.

Besides the emotional appeal, brutal terror scares the hell out of enemies and fence-
sitters. According to interviews with Kurdish leaders, when 350 to 400 ISIL fighters came
in a convoy of some 80 trucks (each truck carrying about 4 or 5 fighters) to free Sunni
captives (and massacre more than 600 Shia inmates) from Badoush prison in Mosul, Iraq’s
second largest city, a relatively well-equipped Iraqi army of some 18,000 troops under
American-trained leaders immediately melted into the city or ran away. When one Arab
Sunni soldier embedded with a Kurdish Peshmerga force on the Mosul-Erbil front was
asked why fellow soldiers fled, he simply said, “They wanted to keep their heads.”
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The shutdown of Brussels in the wake of the Paris attacks, like that of Boston in the
aftermath of the Boston Marathon bombings, speaks of comparable fear, and perhaps an
underlying lack of faith in the solidity of our own societies and values. During World War
I1, not even the full might of the German Luftwafte at the height of the Blitz could compel
the British government and the people of London to cower so. Now, the mere mention
of an attack on New York in an ISIL video has American officials scurrying to calm the
public. Media exposure, which is the oxygen of terror in our age, not only greatly amplifies
the perception of danger; but, in generating such hysteria, makes the bloated threat to
society real. Because nowadays media is mostly designed to titillate rather to inform, it is
has become child’s play for ISIL and its ilk to turn our own propaganda machine and the
world’s mightiest into theirs—a novel, highly potent jujitsu style of asymmetric warfare
that we could counter with responsible restraint, but which we do not.

The outcome is dangerous and preposterous. The U.S. Justice Department now
considers the common kitchen pressure cooker to be a weapon of mass destruction if used
for terrorism.!? This ludicrously levels a cooking pot with a thermonuclear bomb, which
has a destructive power that is a billion times greater. It trivializes true weapons of mass
destruction, making their acceptance more palatable and their use more conceivable. In this
present hyperreality, messaging is war by other means. ISIL’s manipulation of our media
creates a sense of foreboding of mass destruction where not really possible, and at the same
time obscures any real future threat.

Asymmetric operations involving spectacular killings to destabilize the social order
is a tactic that has been around as long as recorded history. Violent political and religious
groups routinely provoke their enemies into overreacting, preferably by committing
atrocities to get the others to drive in the sheep and collect the wool.

The violence of ISIL, like the revolutionary violence of many who came before,
is perhaps best characterized by what Edmund Burke referred to as “the sublime:”
willingness—indeed, need and passion—for the “delightful terror” of a sense of power,
destiny, giving over to the infinite, ineffable, and unknown."* “No passion so effectually
robs the mind of all its powers of acting and reasoning as fear,” notes Burke, “For fear
being an apprehension of pain or death, it operates in a manner that resembles actual pain.
Whatever therefore is terrible, with regard to sight, is sublime.”

But for terror to succeed in the service of the sacred and sublime, “obscurity seems in
general to be necessary,” Burke goes on, “Those despotic governments which are founded
on the passions of men, and principally upon the passion of fear, keep their chief as much
as may be from the public eye.” '* Al-Baghdadi, Prince of the Faithful, surely fits that
bill. More generally, notes France’s Charles De Gaulle in 1932, “there can be no prestige
without mystery, for familiarity breeds contempt.” And so, too, “great leaders have always
carefully stage-managed their effects” to “concentrate all efforts on captivating men’s
minds,” so that they may transcend themselves to act on behalf of a glorious, group-
defining cause.'’

The sublime is also intensely physical and visceral, steeped in emotion and identity,
and not a core part of our recent and current ideologies that would favor reason and “the
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mind” as the driver rather than a slave of the passions. There is no brainwashing, which is
a leftover canard about Allied soldiers during the Korean War being broken like Pavlov’s
dogs by Red China’s psychological manipulation wizards. In Mein Kampf, Adolf Hitler
declared that, “All great movements are popular movements, volcanic eruptions of human
passions and emotional sentiments, stirred either by the cruel Goddess of Distress or by
the firebrand of word hurled among the masses.”!¢ But the word must be framed within the
spectacular theater of the sublime. When both Charlie Chaplin and French filmmaker René
Clair viewed Leni Riefenstahl’s visual paean to National Socialism, Triumph of the Will, at
a showing at the New York Museum of Modern Art, Chaplin laughed but Clair was terror-
stricken, fearing that if it were shown in the West all might be lost."”

The Revolutionary Vanguard

“O soldiers of the Islamic State, continue to harvest soldiers,” Baghdadi intones, “erupt
volcanoes of jihad everywhere,” and “dismember [enemies] as groups and individuals”
to liberate mankind from the “satanic usury-based global system” leached by “the Jews
and crusaders”'®—an appeal that resonates with many and stirs at least some to atrocity.
Although there has yet to be replication, a recent poll suggests that a quarter of France’s
young adults of all creeds, from ages 18 to 24, have at least a “somewhat favorable” attitude
towards ISIL. Other research with young people in the hovels and grim housing projects
of the Paris banlieues found fairly wide tolerance or support for ISIL even among the non-
Muslim underclasses."

It matters little that, as J.M. Berger wrote in The Atlantic, “the Islamic State’s
ideological sympathizers make up less than one percent of the world’s population...and the
fact that active, voluntary participants in its caliphate project certainly make up less than
a tenth of a percent.”” Few, if any, revolutionary vanguards in history achieved success
by first capturing a significant portion of the world’s population, or even the people in
their home regions. During the surge of American troops in Iraq, up to three-fourths of the
fighters were neutralized in al-Qaeda’s Iraqi affiliate, which would become ISIL, and an
average of about a dozen high-value targets were eliminated monthly for 15 consecutive
months, including its top leader, Abu Musab al-Zarqawi. Yet, the organization survived
and the group went on to thrive beyond all expectations amidst the chaos of Syria’s civil
war and Iraq’s factional decomposition.

Just since World War II, revolutionary movements have, on average. emerged
victorious with as little as one-tenth of the firepower and manpower of the state forces
against them.”' Behavioral research in conflict zones indicates that sacred values (e.g.,
national liberation, God, and Caliphate) mobilized for collective action by devoted actors
enables outsized commitment in initially low-power groups (e.g., Viet Cong, ISIL) to
resist and often prevail against materially more powerful foes who depend on standard
incentives, such as police and armies that rely on pay, promotion, and punishment (e.g.,
South Vietnamese Army, Iraqi Army).?

As history and empirical studies show, what has mattered in revolutionary success
is commitment to cause and comrades that, even in the face of initial failures and often
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devastating defeats, can trump overwhelming material disadvantages. In 1776, American
colonists were primarily frustrated not over economics, but over perceived denial of
truths “sacred and undeniable”—Thomas Jefferson’s original words for the Declaration
of Independence.? They were willing to sacrifice “our lives, our fortunes, and our sacred
honor” against the world’s mightiest military empire. Britain sent the largest naval
expeditionary force in the 18" century (30,000 men) against the fledgling American
Revolution in New York (20,000 inhabitants), and initially beat Washington’s army to
a pulp. At year’s end, revolutionary forces were starving, although it was a bumper crop
year. Enlistments in the highly fractious revolutionary army were coming to an end, and
its remnants were beginning to return to their homes. Eyewitness reports indicate that
Washington saved the incipient republic with an evidently sincere appeal to a higher moral
calling: “You will render that service to the cause of liberty which you can probably never
do under any other circumstances.”” And so the army fused together in the harsh winter at
Valley Forge, henceforth able to withstand any adversity.

But the sort of liberal democracy initiated by the American Revolution has never been
very good at adjudicating across religious and ethnic boundaries, especially when, as in
much of the Middle East and Central Asia, such boundaries are tribally based. Democracy
took root in Britain’s American colonies, which had the world’s highest standard of
living at the time and unprecedented opportunities for people other than Native Americans
and African slaves to strike out on their own into virtually limitless territory, relatively free
to realize their aspirations.?

In Western Europe, democracy gradually developed during the 19" century under
the tutelage of authoritarian rule. France’s Napoleon III not only continued Napoleon
Bonaparte’s promotion of cultural secularism and tolerance of religious plurality, but
also went on to introduce legislative elections, permit organized political opposition, and
legalize the right to strike. In Europe, people were torn from their ancestral lands (under
laws closing the commons) to work mostly in urban centers of the industrial revolution,
bound in toil and war to a novel, overarching notion of national identity.

In this landscape, liberal institutions began to develop, enabling hitherto anonymous
strangers to work with one another and, if necessary, to fight together. These institutions
included free and universal education, a press accessible to a wide range of information
and argument, equality of all citizens before the law (at least in principle), and a culture of
growing tolerance towards minorities and others. Without an overarching national identity
and the liberal values and institutions to sustain it, popular choice and elections lead only
to a tyranny of the majority, as both ancient Athens and post-Saddam Iraq confirm.

The chasm between the values of the West and those of ISIL and its sympathizers is
compounded by alternate historical arcs. The West and the Arab and Muslim worlds have
long lived mostly separate and parallel histories. In the West, people generally believe
history began with Ancient Sumeria around the 26" century BCE. Centered in the southern
part of modern-day Iraq, Sumeria was the birthplace to written law and literature, and to
Abraham and his monotheistic creed. Civilization then moved west to Greece and Rome.
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After the fall of Rome, came the Middle Ages, the Renaissance, the Industrial Revolution
and the Enlightenment, the first political revolutions, the World Wars, and the Cold War.
By the end of the 20" century, human rights and democracy became triumphant and
seemingly inevitable.

The Arab and Muslim worlds also begin with Sumeria, but until the World Wars,
Rome, Greece, and the rest were peripheral. Christian Europe was the “dark continent.”
Muslim heroes, myths, legends, and references were all basically different. Indeed,
there are Moses, Alexander the Great, and Jesus, but their profiles in Islam are distinct.
Musa’s (Moses’) life paralleled Mohammed’s and foretold the Prophet’s coming. Iskandar
(Alexander), or Dhul-Qarnayn (Arabic for “The Two-Horned One”), was a religious
figure to whom Allah gave great power and the ability to build a wall of civilization to
provisionally keep out the forces of chaos and evil. And Isa (Jesus) was Allah’s righteous
messenger, not his son, who did not die on the cross but, like Mohammed, was raised to
heaven.

All of the European political imports (and even nationalism itself, except maybe for
Turkey, Egypt, and Iran, which are still more built around ethnicity and confession than
national identity per se) have failed, and miserably so. People are yearning for something
in their history, in their traditions, with their heroes and their morals. And ISIL, however
brutal and repugnant to us and even most in the Arab and Muslim worlds, is speaking
directly to that.

Yet, there is little apparent in the response of the U.S. and Western powers that even
recognizes that revival. The hackneyed solutions amount to a tired call to shore up the
broken nation-state system imposed in the aftermath of World War I by the European
victors, Great Britain and France, and a reaffirmation of “moderate Islam,” which appeals
to young people’s longings for adventure, glory, ideals, and significance even less than
does the promise of eternal shopping malls.

Still, the popular notion of a “clash of civilizations” between Islam and the West—
current to many of our own politicos and the public as well as to ISIL and al-Qaeda—
is woefully misleading. Violent extremism represents not the resurgence of traditional
cultures, but their collapse, as young people unmoored from millennial traditions flail about
in search of a social identity that gives personal significance and glory. This is the dark
side of globalization. The young radicalize to find a firm identity in a flattened world where
vertical lines of communication between the generations are replaced by horizontal peer-to-
peer attachments that can span the globe, albeit in informationally narrow and tight ways.

As I testified to the U.S. Senate Armed Service Committee, and before the United
Nations Security Council, what inspires the most lethal assailants in the world today is
not so much the Quran or religious teachings (although for leadership this is important) as
a thrilling cause and call to action that promises glory and esteem in the eyes of friends;
through friends, eternal respect and remembrance in the wider world that many will never
live to enjoy.” Foreign volunteers for ISIL are often youth in transitional stages in their
lives—immigrants, students, between jobs and before finding their mates, having left their
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homes, and looking for new families of friends and fellow travelers to find purpose and
significance.

France’s Centre for the Prevention of Sectarian Drift Related to Islam estimates
that 80 percent come from nonreligious families; West Point’s Center for Combating
Terrorism finds that their average age is 25.% For the most part, they have no traditional
religious education and are “born again” to religion through the jihad. About one in four,
often the fiercest followers, are converts. Research suggests that French converts from
families of Christian origin are often the most vociferous of ISIL’s defenders. There is
something about joining someone else’s fight that makes one fierce. A former body builder
from Epinay-sur-Seine, a northern suburb of Paris, when asked why he converted to Islam,
said that he had been in and out of jail, constantly getting into trouble. “I was a mess, with
nothing to me, until the idea of following the mujahid’s way gave me rules to live by”"—to
channel his energy into jihad and defend his Muslim brethren under attack from infidels in
France and everywhere, “from Palestine to Burma.”

Self-seekers who have found their way to jihad reach out through private gatherings
or the internet. They might be people who feel uncomfortable with binge drinking or casual
sex, or have seen their parents humiliated by employers or the government, or their sisters
insulted for wearing a headscarf. Most do not follow through to join the jihad, but some
do. More than 80 percent who join ISIL do so through peer-to-peer relationships, mostly
with friends and sometimes family.? Very few join in mosques or through recruitment by
anonymous strangers.

What we know about the 2015 Paris attackers, for example, fits this pattern. As with
the perpetrators of the 2004 Madrid train bombings and the 2005 London Underground
bombings, several of the principal plotters in the January and November Paris attacks lived
for a time in the same neighborhood, several enlisted friends and family members, and
some moved in the same criminal networks and spent time together in jail.

In France, as elsewhere in Europe, many of these young people identify neither
with their country of origin nor their country of domicile. Other identities are weak and
nonmotivating. One woman in the Paris suburb of Clichy-sous-Bois told of feeling like a
transgender person who opts out of the gender they were assigned to at birth. “T was like a
Muslim trapped in a Christian body,” believing herself only able to live fully as a Muslim
with dignity in the Islamic State.*

Unlike the United States, Europe was not built to absorb immigrants. In America,
Muslim immigrants attain parity or surpass the average American in wealth and education
in the first generation.’! In Europe, they are much more likely to be poorer than the average
citizen and poorer still after the second generation, a legacy of decolonization left largely
to fester unattended.*

France and Germany have the largest Muslim populations in Europe. In France, seven to
eight percent of the total population is Muslim. At the same time, up to two-thirds of the prison
population is Muslim, contributing significantly to an underclass ripe for radicalization.™
One 24-year-old who joined Jabhat al-Nusra in Syria, described his experience in Germany:
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They teach us to work hard to buy a nice car and nice clothes but that isn’t happiness.
I was a third-class human because I wasn’t integrated into a corrupted system. But I
didn’t want to be a street gangster. So, [my friends and I] decided to go around and invite
people to join Islam. The other Muslim groups in the city just talk. They think a true
Muslim state will just rain down from heaven on them without fighting.

Most European volunteers join ISIL, rather than Jabhat al-Nusra, because they believe
the Caliphate is here today and there is no need to wait for tomorrow. Yet, many ISIL
volunteers are far from marginal in their home countries. As one family physician wrote
to me earlier this year:

During 2015, two groups of medical students [17 in all] from the University [of Medical
Sciences and Technology in Khartoum, Sudan] fled to the Levant in order to join IS.
The families of those students have had difficulties coping with their loss. It was almost
grievousness of death. The students who left from our university...are well-funded by
their parents (higher middle class with multi-background). I find difficulty identifying
the factors that led those smart, straight-A students, to [IS]. Could it be lack of identity?
Could it be the universities’ fault? Could it be...the family’s lack of influence?

A banker from Mosul recounted:

Daesh [ISIL] fighters came into the bank and our staff was terrified. They offered to
help in any way. An Algerian, about 25, polite, asked only to be led to our computers.
In a short time he downloaded all of our bank’s transactions. He said that he came to the
Islamic State to put his education in computer engineering to good use.

The Caliphate is an attractor to all of these young people, providing purpose and freedom
from what they have come to see as the vice of a meaningless, material world. ISIL is
supposed to conform to the pure, Salafi vision of the Prophet’s initial followers (of the
salaf, or “forebears”). It is an imperial enterprise that demands offensive jihad, or holy
war, against the infidel (kafir), as an “individual obligation” (fard al- ‘ayn) of everyone who
belongs to the “House of Islam” (Dar al-Islam).

Adherents of this pure Caliphate are violently opposed to the idea of greater jihad as
an inner spiritual struggle. They consider this bogus notion of jihad to be the heart of the
Sufi heresy introduced in the later Abbasid Caliphate, which corrupted the pure Arab-led
form of the Caliphate and led to its decay and downfall.

Reviving the Muslim Caliphate, under its original Arab cast, is a powerful attractor to
these young people, providing purpose and freedom from what they have come to see as the
vice of a material world based on a specious freedom to make only false and meaningless
choices. Some speaking for Western governments at the East Asia Summit in Singapore
last April argued that the Caliphate is mythology covering traditional power politics.
Research with those drawn to the cause show that this is a dangerous misconception. The
Caliphate has reemerged as a mobilizing cause in the minds of many Muslims, and even
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has some appeal to Muslims who favor interfaith cooperation. “I am against the violence
of [al-Qaeda] and ISIL,” an imam, who helps to run an interfaith dialogue initiative with
Christians and Jews, in Barcelona told us, “But they have put our predicament in Europe
and elsewhere on the map. Before, we were just ignored. And the Caliphate.... We dream
of it like the Jews long dreamed of Zion. Maybe it can be a federation, like the European
Union, of Muslim peoples. The Caliphate is here, in our hearts, even if we don’t know what
real form it will finally take.”

Whatever form it assumes, we can be sure it will be rooted in the history and culture
of the Arab states, not the West. That perspective includes the reality of Muslim dominance
of middle Eurasia until the European industrial revolution and a rejection of the Western
world order, be it liberal democracy or socialism, imposed after the Ottoman Empire’s
collapse in the early 20" century.

Perhaps above all else, ISIL aims to put an end to Sykes-Picot, the neocolonial order
that Britain and France imposed on the Arab provinces of the Ottoman Empire after the
First World War—an order solidified in borders drawn by Churchill, T.E. Lawrence,
Gertrude Bell, and others at the Cairo Conference in March 1921, to ensure British control
of unfettered lines of communication, resources (especially oil), and transport from Suez
to India. In the spring of 2014, when ISIL bulldozed the border markers between Iraq and
Syria, it generated shudders of liberation and joy for many across the region and beyond.
Unlike the United States and other great powers, including Russia and China, many people
in the region do not consider the current mayhem to result from failed states that now must
be revived and reinforced at whatever cost, but from the expedient fictions that created
those states in the first place.

Revolutions Past and Present

Revolutions past and present are moral events. Deteriorating or rapidly changing
economic and social conditions can initiate a cascading series of events that produces a
political crisis. However, this will lead to a “revolutionary” challenge to the prevailing
order, and the costly commitment to basic political and social change, only when action
becomes morally motivated by a shift in core cultural norms, or “sacred values,” and the
seizure of state power to enforce those values. Thus, despite the fact that the influence of
the Islamic clergy and canon had declined precipitously within Iran’s civil institutions
and government under the shah’s regime, the failure of secular forces (from liberal to
Marxist-Leninist) to cohere around a new political morality left the way open for Islamic
forces to seize the moral high ground. In Egypt, the Muslim Brotherhood’s influence
had been on the rise well before the Arab Spring, and although the Brotherhood initially
refused to participate, the disunity of secular forces allowed it to rush in and fill the
moral void. But unlike the founders of the Islamic Republic of Iran who purged the army,
controlled the bazaari (the urban commercial class), and took root in the rural religious
population, Egypt’s Muslim Brotherhood leadership believed (as Safwat Hegazi, head
of the Egyptian Revolutionary Council, stated) that the economy and army would fall
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into line if the Islamic leadership first managed to control the messaging and Ministry
of Information.

By contrast, ISIL has moved swiftly and ruthlessly to impose a new-old ethos among
Arab Sunnis in the war-torn wastelands of the Middle East. It promises total war against
the “satanic” morality of Iran and the Shia and their helpers (including America, its allies,
and Russia) in a mortal struggle for the Muslim soul and ultimately for the salvation of all
humankind.

Historical analogies are always of limited usefulness, but they are also one of the only
means by which we can make sense of what is new, or at least recognize where true novelty
begins. There are striking historical parallels in the history of modern revolutions ever since
the Jacobin faction of French revolutionaries, led by Maximilien Robespierre, introduced
the political concept of terror and decapitation by guillotine as an extreme measure for
the defense of democracy and Republican virtue. These were a divine form of violence
“supported by the most sound [sic] and wholesome of all laws, the salvation of the people.”
For a decade, at the end of the 18™ century, the French Revolution consumed its own like
bloodied sharks, all the while fighting a fractious coalition of great powers that sought to
destroy it.** Yet, it thrived. United and transformed into an imperial mission to reform and
save humankind—as all revolutions since have endeavored to do—revolutionary forces
conquered nearly all of Europe before the Empire’s fall. And ever after, revolutionary
commitment to “total war” in the service of some indomitable moral and spiritual force has
continued to inspire nearly all revolutions.

The current rivalry between al-Qaeda and ISIL echoes that between the anarchists
and social revolutionaries versus the Bolsheviks in the early 20" century. Beginning in
Russia in the 1870s as a countercultural agitation against the power of the state and capital,
the anarchist and social revolutionary movements soon spread throughout Europe and on
to the Americas. Between 1881 and 1900, assassins closely linked to the anarchist and
social revolutionary movements had killed the czar of Russia, the president of France, the
prime minister of Spain, the king of Italy, and the empress of Austria. In September 1901,
the anarchist Leon Czotgosz assassinated the U.S. President William McKinley.

The Great Powers considered anarchism to pose the greatest threat to the internal
political and economic order, and to international stability. America beefed up the Secret
Service and created the Federal Bureau of Investigation (FBI). Britain’s Scotland Yard,
Russia’s Okhrana (forerunner of the NKVD and KGB), and France’s La Brigade spéciale
des Renseignements généraux were all formed largely to meet the anarchist threat. In
the face of repeated anarchist attacks randomly targeting Parisians in “bourgeois” cafés,
theaters, and the like, French leaders and the popular press repeatedly demanded that
the French people “awaken” and “unify” to fight a scourge that threatened civilization
itself (while confounding the many currents of anarchism, including the many peaceful
and communitarian strands of the multidimensional movement).** The political (and to
some extent, social and economic) consequences from this first wave of modern terror
were similar in many respects to those of the 9/11 attacks. Teddy Roosevelt made the
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defeat of anarchism an overriding mission of his administration. “When compared with the
suppression of anarchy, every other question sinks into insignificance. The anarchist is the
enemy of humanity, the enemy of all mankind; and his is a deeper degree of criminality
than any other.”*¢

But Roosevelt did not restrict the fight against terrorism to anarchists alone. He
expanded the war on anarchy into an imperial mission to intervene in any country around
the world if necessary to protect it from foreign evil and preserve it from chaos. “Chronic
wrongdoing,” he said, “or an impotence which results in a general loosening of the ties of
civilized society, may in America, as elsewhere, ultimately require intervention by some
civilized nation, and may lead the United States, however reluctantly, in flagrant cases of
such wrongdoing or impotence, to the exercise of an international police power.”*” Most
tellingly, the war against anarchy and terror helped to justify the brutal repression of an
ethnic Muslim (Moro) insurgency against U.S. rule in the Philippines.

Despite political and popular belief in the existence of an “Anarchist Central,” there
never really was anything of the sort. As with al-Qaeda, the anarchist movement was
largely a decentralized movement of volunteers led by fairly well-off and well-educated
folk. What ultimately killed off the anarchist movement as a geopolitical force were not the
armies and police of the Great Powers, but the Bolsheviks. They knew much better how to
manage a somewhat shared political ambition through military and territorial management.
They were also, on the whole, much more ruthless.

In a series of interviews with Jabhat al-Nusra fighters from the Aleppo and Dara
regions of Syria, it has become increasingly evident that, in the words of a former ISIL
imam whom we interviewed in Jordan, “Daesh (ISIL) is eating Qaeda” in much the same
way that the Bolsheviks co-opted and practically annihilated the anarchist movement. Even
some Jabhat al-Nusra fighters echoed this imam’s sentiment, conceding that ISIL is better
led, organized, supplied, rooted in territory, more uncompromising, and brutal in action.
“Daesh [ISIL] has taken our power and financial resources from us, their media is more
powerful, their military commanders are more efficient, and so we are like a fish out of
water (tatakhet).”

Opponents of Germany’s National Socialist Workers (Nazi) Party argued that the
Nazis were neither a party of workers nor socialists. Today, we are told again and again
that ISIL is “neither a State nor Islamic” (at least I am, nearly every time I talk to political
or religious leaders), and that using the term “Islamic State” only “feeds into its hands.” In
fact, the contrary is true: believing that refusing to call the Islamic State by its own name
can somehow delegitimize it is only self-deluding (a rose, or a National Socialist, by any
other name is still what or who it is).

In fact, there is a deeper connection between the Nazi movement and ISIL, an
association that I noted some time ago.*® George Orwell, in his review of Mein Kampf in
1940, describes the essence of the problem:

Hitler knows...that human beings don 't only want comfort, safety, short working-hours,
hygiene...and, in general, common sense; they also, at least intermittently, want struggle
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and self-sacrifice.... Whereas Socialism, and even capitalism in a more grudging way,
have said to people ‘I offer you a good time,” Hitler has said to them ‘I offer you struggle,
danger and death,” and as a result a whole nation flings itself at his feet.*

Man for man, the German army outfought all Allied armies by any measure. In classical
military doctrine about a 30 percent loss in a fighting unit usually leads to entropy, so when
that degree of destruction is confirmed, the victorious army moves on to the next task (this
was basically how the Israeli Army fought the Six-Day War). But German forces often
suffered in excess of 50 percent loss and still held fast, fought bravely—and sometimes
knowingly—to the death, in defense of a devoutly believed cause, however horrible it may
seem (as for example, in the Waffen-SS volunteer “death squads” that fought to the end
against the Soviets in Budapest).

Postwar social psychological studies reveal that the German soldier believed in what
he was doing, and fought for a cause as much as for comrades, whereas there is little
evidence that the Allies fought for democracy or communism, despite Hollywood and
Soviet propaganda.®” The German armies were destroyed only by the massive superiority
of American firepower and by the massive manpower of more than 20 million Russians
given over to slaughter. Perhaps it will come to something like that with ISIL, when and if
ISIL is ever perceived to be a true existential threat. But for now, the means arrayed against
this dynamic revolutionary movement look feeble and what the U.S. government grandly
dubs the “global ISIL coalition” of 65 nations seems a very tenuous, if not fatuous, thing
(with several of its members ever-ready to stick knives into one another’s backs).*!

Over the course of the 20" century, America and its allies used three different
strategies to meet the great international threats of the day:

1.  First came general policing, at home and abroad, to meet the anarchist menace. This
had only very modest and intermittent success until it was overtaken and subdued
by a more potent revolutionary movement, Bolshevism.

2. Then, “total war” was waged against the Axis powers. That succeeded because
of America’s massive productive capacity, the Allies’ overwhelming manpower,
the fact that the Axis had clearly targetable industrial infrastructures and political
hierarchies that could be destroyed, and strong national identities that could be
mobilized to rapidly rebuild under the victors’ different yet familiar value systems.

3. Lastly, a two-fold strategy of “containment” was employed against the military and
political challenge posed by the Soviet Union and its confederates. For Paul Nitze,
head of President Truman’s Policy Planning Staff, containment principally involved
measures placing greater emphasis on strengthening our own military capabilities,
rather than relying on extensive economic assistance and military aid to our allies.*?
Although for Nitze’s successor, George Kennan, measures involving “adroit and
vigilant application of counter-force at a series of constantly shifting geographical
and political points, corresponding to the shifts and maneuvers of Soviet policy”
were critical, political countermeasures were paramount. These involved both
economic assistance (e.g., the Marshall Plan) and “psychological warfare” (overt
propaganda and covert operations) to counter the spread of Soviet influence until the

75




76

Atran

“internal contradictions” of the Soviet political economy compelled collapse.*® In
the end, containment seemed to work, although considerable debate remains over
the relative importance of the different countermeasures.

Recent calls to counter al-Qaeda and now ISIL first focused on general policing,
then moved to containment. Now there are calls for total war (at least among some of the
leading presidential candidates). But total war is hardly more likely to succeed than general
policing or containment against a global jihadi archipelago because of its lack of the very
conditions that fostered Allied success against the Axis powers (i.e., strong industrial base,
national identity, familiarity with victors’ values, etc.). What we need, it appears, is a
new military, political, and psychological strategy that targets the peculiarly novel features
of the ISIL Revolution (i.e., dispersed infrastructure, confessional and tribal allegiances,
wholly different values, etc.).

The United States and its allies may yet opt for force of arms, with all of the unforeseen
and unintended consequences that are likely to result from all-out war. But even if ISIL
is destroyed in its core lands—and even if we were to do something serious about ISIL’s
growth in Africa across areas totaling millions of square miles—its message could still
captivate many in coming generations and in disparate regions. Empowering and ennobling
the legions of Muslims opposed to ISIL, including Islamists who reject democracy but who
can coexist with democracies, is likely a better bet. Unfortunately, nothing today in the
Muslim world competes with ISIL’s voice and strength. Nearly everyone is either for it
or against, and though overwhelmingly against, as advertising wisdom has it, a lot of bad
publicity for one side still beats little or none for another.

“Will to Fight": Sacred Values, Identity Fusion, and Spiritual Formidability

One 25-year-old Jabhat al-Nusra fighter who originally joined ISIL but tired of “blowing
up innocent civilians” describes a fairly general path to “the Syrian Revolution which has
turned to jihad” as a desire for struggle and self-sacrifice more than anything in life:

As ateen | just wanted to play football and video games. I used to love reading fiction
books. Looking back on my thoughts it seems that my mind was too focused and
distracted by the mundane: studying, getting a good job, socializing, having fun and
being a family man. The concept of Jihad was something scary at the time, something
of sacrifice and hardship and impossible to pull off. It wasn’t long before I was
informed about the concept of martyrdom (shohada).... Immediately my mind would
conjure images of two armies fighting each other on an open plane. Warriors wielding
their swords and riding along on beautiful horses, my mind in overdrive with thoughts
of fighting in the way of Allah and attaining martyrdom. I never really watched much
jihadi propaganda online and I was so eager to get to Syria I walked in Blind with
two brothers I was with, who were locals from the UK...[to] rid society of its many
filths and return the earth to a state of purity where the law of God is supreme and
surpasses everything else, jealous about brothers who had been killed fighting in the
way of Allah.
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Of course, wars are won in the material world, but a spiritual commitment to cause and
comrades conveys great advantage, all things being equal. As 14"-century Arab historian
Ibn Khaldin first noted, comparing Muslim dynasties in North Africa with similar
military might, long-term differences in success “have their origin in religion...group
feeling (asabiyah) [wherein] individual desires come together in agreement [and] mutual
cooperation and support flourish.”

In September 2014, President Obama endorsed the judgment of National Intelligence
Director James Clapper: “We underestimated the Viet Cong...we underestimated ISIL and
overestimated the fighting capability of the Iraqi [A]rmy.... It boils down to predicting
the will to fight, which is an imponderable.”** In fact, predicting who is willing to fight and
who is not, and why, is ponderable and amenable to scientific study.

Recent interviews and psychological experiments on the frontlines with Kurdish
fighters of the Peshmerga and the Kurdistan Workers’ Party, with captured ISIL fighters,
and with Jabhat al-Nusra fighters in Syria provide a good initial indication of willingness
to fight. Two principal factors interact to predict readiness to make costly sacrifices (e.g.,
going to prison, fight, die, have one’s family suffer, etc.).

The first factor is perception of relative commitment of one’s own group versus those
of the enemy to a sacred cause. This can be measured through behavioral experiments and
tracked via neural imaging to show four elements.*

1. Disregard for material incentives or disincentives: attempts to buy people off from
their cause (“carrots”) or punish them for embracing it through sanctions (“sticks”)
do not work, and even tend to backfire.

2. Blindness to exit strategies: people cannot even conceive of the possibility of
abandoning their sacred values or relaxing their commitment to the cause. This
fosters unconditional cooperation and intractable conflict in ways that social
contracts born of shared convenience and utility do not.

3. Immunity to social pressure: it matters not how many people oppose your sacred
values, or how close to you they are in other matters. Such values are not social
or cultural norms but defining and circumscribing features of culture itself. They
provide the moral frame for which social interactions and material exchanges are
permissible or taboo.

4. Insensitivity to discounting: according to most economic and political theory, and
usual in most everyday affairs, distant events and objects have less significance for
people than things in the here and now. But matters associated with sacred values,
regardless of how far removed in time or space, are more important and motivating
than mundane concerns, however immediate.

The second factor in predicting willingness to fight is the degree of fusion with one’s
comrades. Consider, by way of illustration, a pair of circles where one circle represents
“me” and a larger circle represents “the group” (see Figure 3.2). In one set of experiments,
participants were asked to consider five possible pairings: in the first pairing, the “me”
circle and “the group” circle do not touch; in the second pairing, the circles touch; in the
third, they slightly overlap; in the fourth, they half overlap; and in the fifth pairing, the
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“me” circle is entirely contained within “the group” circle. People who choose the last
pairing think and behave in ways entirely different from those who choose any of the other
pairings. They experience what social psychologists call “identity fusion,” wedding their
personal identity (“who I am”) to a unique collective identity (“who we are”). Such total
fusion demonstrably leads to a sense of group invincibility and a willingness of each and
every individual in the group to sacrifice for each and every other.*

The following diagram consists of two circles measuring identify fusion. The small
circle represents you (I) and the big circle represents your close circle of friends/religion/
country (here, ISIL). Those individuals that are fused (far right) indicate that the group
and the individual become one and measures of willingness to commit costly sacrifices are
dichotomous with all other fusion pairings.

Figure 3.2. Fusion Measure
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(Example: Individual/IS)

Only among the Kurds do we find commitment to the sacred cause of “Kurdeity”
(their own term) and fusion with fellow Kurdish fighters comparable to commitment to
cause and comrade among ISIL fighters.*’

Willingness to fight and make costly sacrifices is also strongly associated with
perceptions of physical formidability on the battlefield and, even more importantly, with
spiritual strength (see Figure 3.3). Research indicates that Jabhat al-Nusra fighters consider
Iran (by which, they also mean Hezbollah) to be the most formidable foe in Syria, both
in terms of physical and spiritual strength, but they consider ISIL growing to parity on
both scores. These al-Qaeda combatants consider the United States to be of middling
formidability, and the Syrian and Iraqi Armies to be relatively weak physically, and
spiritually worthless; and thus, an inconsequential enemy in the long run (see Figure 3.4).
Such perceptions appear to correspond to performance and results on the battlefield.
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Figure 3.3. Formidability Measure
(Example: Individual/ISIL)

Here is a series of human bodies that represent the strength of one group (e.g., ISIL).
You can choose one representative body to indicate the size and strength of the group as a
whole. This holds constant for measures of physical strength and spiritual strength.

Figure 3.4. Perception of Physical vs. Spiritual Formidability by Jabhat al-Nusra Fighters
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To be sure, not all who fight with ISIL are committed zealots. Captured ISIL fighters
recounted growing up in the failed Iraqi state during the last decade: a hellish world of
guerrilla war, disrupted families, constant fear, and utter lack of hope. They see Iran and
the Shi’ites as their greatest enemies, but they also believe that America allowed them to
oppress the Arab Sunni minority for the sake of majority rule. When prisoners were asked,
“What is Islam?” they answered, “my life.” Yet, it was clear that they knew little about
the Quran, or Islamic history, other than what they had heard from al-Qaeda and ISIL
propaganda. They could neither cite passages from the Quran relevant to their actions nor
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even name the first four Caliphs and companions of the Prophet who founded Islam’s first
Empire. For them, the cause of religion was fused with the vision of a caliphate—a joining
of political and religious rule—that kills or subjugates any nonbeliever (but which in the
face of almost sure execution by the Kurds, they were ready to recant).

In one conversation picked up by a Kurdish walkie-talkie, a fighter with a local accent
asked for help: “My brother has been killed. I am surrounded. Help me take his body away.”
The reply: “Perfect, you will join him soon in Paradise.” The fighter retorted: “Come for me.
This Paradise, I don’t want.” The Islamic State will say to a local sheikh: “Give us 20 young
men or we loot your village.” To a father with three sons, they will say: “Give us one or we
take your daughter as a bride for our men.” (One young girl we were told of, who came from
a village near Mosul Dam, was “wed” for this reason 15 times in in a single night.)

In the face of such brutality, wavering ISIL supporters could well rally to an Arab
Sunni force, possibly allied with the Kurds who fight with remarkable strength of spirit—
although this was not initially the case—but with the barest of means. Despite suffering
almost nightly grenade attacks and suicide assaults via steel-plated vehicles, few Kurdish
frontline units had night vision goggles (or even binoculars) or armor-piercing weapons.

Nevertheless, it is foreign fighters that the Kurds most fear. As the chief of the Kirkuk
police station housing the prisoners puts it, “the foreign fighters are the most dangerous
and fearless. They fight to win and they fight to die. They believe in what they are doing
and will not surrender.”

Revolutionary Strategy and the Headless Tiger

ISIL’s core strategy is not a mystery, although surprisingly few people engaged in policy
and decisionmaking with regard to ISIL pay heed, preferring more familiar paradigms, of
power politics and war as simply politics by other means. Think of reactions to the horrors
of Paris, Ankara, Beirut, or Bamako, and then consider the following axioms drawn from
The Management of Chaos-Savagery (Idarat at-Tawahoush, required reading for every
ISIL political, religious, military leader, or amir), and from the February 2015 editorial
in Dabig (the online ISIL publication), on “The Extinction of the Gray Zone.”™® ISIL’s
actions have been, and likely will continue to be, consistent with these axioms:

*  Work to expose the weakness of the so-called Great Powers by pushing them to
abandon the media psychological war and war by proxy until they fight directly.

*  Draw these powers into military conflict. Seek the confrontations that will bring
them to fight in our regions on our terms.

*  Diversify the strikes and attack soft targets—tourist areas, eating places, places
of entertainment, sports events, and so forth—that cannot possibly be defended
everywhere. Disperse the infidels’ resources and drain them to the greatest extent
possible, and so undermine people’s faith in the ability of their governments to
provide security, most basic of all state functions.

»  Target the young, and especially the disaffected, who tend to rebel against authority,
are eager for self-sacrifice, and are filled with idealism; and let inert organizations
and their leaders foolishly preach moderation.
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*  Motivate the masses to fly to regions that we manage, by eliminating the “Gray
Zone” between the true believer and the infidel, which most people, including most
Muslims, currently inhabit. Use so-called “terror attacks” to help Muslims realize
that non-Muslims hate Islam and want to harm all who practice it, to show that
peacefulness gains Muslims nothing but pain.

»  Use social media to inspire sympathizers abroad to violence. Communicate the
message: Do what you can, with whatever you have, wherever you are, whenever
possible.

»  Pay attention to what works to hold the interest of people, especially youth, in the
lands of the Infidel (e.g., television ratings, box office receipts, music and video
charts), and use what works as templates to carry our righteous messages and calls
to action under the black banner.

Thus, the 2015 Paris and 2016 Brussels attacks, for example, did not represent a “game
change” in ISIL’s strategy, or even tactics, contrary to statements by U.S. leaders, senior
intelligence officials, and the New York Times.* In reality, the attacks were just an ever
more effective installment for fomenting chaos in Europe, just as attacks in Turkey and
Lebanon sought to instigate more savagery and chaos in the Middle East. A welcome to
refugees would clearly represent a winning response to this strategy, whereas wholesale
rejection of refugees just as clearly represents a losing response to ISIL. We may wish
to celebrate diversity and tolerance in the gray zone, but the general trend in Europe and
the majority segment of America’s political establishment and population is to collude in
erasing it.

There is a disheartening dynamic between the rise of radical Islamism and the revival
of the xenophobic ethno-nationalist movements that are beginning to seriously undermine
the middle class—the mainstay of stability and democracy—in Europe, in ways reminiscent
of the hatchet job that the communists and fascists did on European democracy in the
1920s and 1930s. The fact is Europe’s replacement rate is less than 1.6 children per couple
and so needs considerable immigration to maintain a productive workforce that can sustain
the middle class standard of living.”® This is at a time where there has never been less
tolerance for immigration, creating a situation of chaos that ISIL is effectively exploiting.’!

In areas under ISIL control, or adjacent to it, the general populations likely do not
support either ISIL or the Western- (and now also Russian-) dominated forces arrayed
against it. They are not zealots nor samurai, and do not want to die as martyrs. ISIL
knows this and entices its enemies to attack the population centers that it controls, even
though the ability of ISIL to diffuse its highly mobile military assets and personnel in a
regime without borders means that there is little infrastructure available to target. Mostly,
the local populations suffer. Although many would flee from both ISIL and the bombs
of its enemies if given half a chance, they cannot move and must exclusively depend for
protection on the black banner, where evidence of gray can be punished with death. And
history shows that aerial bombing campaigns generally harden populations against the
bombers, whatever the regime.
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In the West, the imminent death of ISIL has been greatly oversold. ISIL is destined to fail
on its own, in part because it is a “desperately poor nation trying to fight a three-front war,”
in part because of a noxious ideology of governance, as two professors recently argued
in Politico.>* The authors invoke the doomed destiny of the current Zimbabwe state and the
collapse of the Soviet Union to bolster their argument.

However, historical precedent and present evidence do not support their point of view.
Poverty, multifront wars, and extreme or exclusive ideologies can also end in revolutionary
triumph or lasting influence, as with Republican France and possibly the Islamic Republic
of Iran. The authors’ contention that, “as the Soviet Union was to communism, so ISIL
is to jihadism” might be on the mark.>* However, before ISIL’s inherent contradictions
confine it to the dustbin of history, there are likely miles and miles of grief to go. Before the
revolutionary flame burns itself out, it can also burn away much in its path, and profoundly
reshape the region and beyond.

The 9/11 attacks cost between $400,000 and $500,000. According to Brown
University’s “Cost of War Project,” the response by the United States alone is 10 to 100
million times that figure, including related security arrangements and military actions
that make up the vast bulk of that spending.’ On a strictly cost-benefit basis, this violent
movement has been wildly successful, beyond even bin Laden’s original imagination, and
is increasingly so. Herein lies the full measure of jujitsu-style asymmetric warfare. After
all, who could claim that we are better off than before or that the overall danger declines
rather than rises?

This alone should inspire a radical change in our own counterstrategies. Yet,
in keeping with the proverbial notion of insanity as repeating the same mistakes and
expecting different results, the West continues to focus almost exclusively on security
and military responses to the violent consequences of other’s actions, with all of the
unforeseen, unintended, and uncontrollable consequences that can result from war. Some
of these repeated responses have proven almost hopelessly ineffective from the get-go,
such as relying on the Iraqi, Afghan, or Free Syrian Armies. By contrast, there is precious
little attention to the social and psychological causes that are likely to reassert themselves
ever more vehemently unless we address them in serious, concrete ways. In brief, we are
wastefully reactive, and incompetently proactive.

In contrast with, say, the off-target tweets of the U.S. State Department’s “Think
Again Turn Away” campaign, ISIL may spend hundreds of hours trying to enlist single
individuals, to learn how their personal frustrations and grievances can fit into a universal
theme of persecution against all Muslims, and thus translate anger and unrealized aspiration
into moral outrage. To pass their message, ISIL employs some 50,000 Twitter accounts,
with about 1,000 followers each. ISIL also pays close attention to the pop songs, video
clips, action movies, and television shows that garner high ratings among youth, and uses
them as templates to tailor their own messages.

Any serious engagement must be attuned to individuals and their networks, not to
mass marketing of repetitive messages. Young people empathize with each other; they
generally do not lecture at one another. From Syria, a young woman messages another:
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I know how hard it is to leave behind the mother and father you love, and not tell them
until you are here, that you will always love them but that you were put on this earth to
do more than be with or honor your parents. I know this will probably be the hardest
thing you may ever have to do, but let me help you explain it to yourself and to them.

Yet, the U.S. government has few operatives who personally engage with youth
before they become a problem. The FBI is pressing to get out of the messy business of
prevention to focus on criminal investigation. “No one wants to own any of this,” one
group from the U.S. National Counterterrorism Center recently confided to us. And public
diplomacy efforts do not quite get that hackneyed appeals to “moderation” fall flat on
restless and idealistic youth seeking adventure, glory, and significance. As the imam and
former ISIL recruiter in Jordan states:

The young who came to us were not to be lectured at like witless children; they are for
the most part understanding and compassionate, but misguided. We have to give them
a better message, but a positive one to compete. Otherwise, they will be lost to Daesh
[ISIL].

Without universal appeal, and quality individual time, little progress can be made beyond
what is achievable by force of arms. Local grassroots approaches have had better luck in
pulling people away. The United Network of Young Peacebuilders has had remarkable
results in convincing young Taliban in Pakistan that enemies can be friends, and then
encouraging those so convinced to convince others. But this will not challenge the broad
attraction of ISIL for young people from nearly 100 nations and every walk of life. The
lessons of local successes must be shared with governments, and ideas allowed to bubble
up before they boil over.

To date, no such platform exists. Young people with good ideas have no really good
institutional channels to develop them: their often naive demands such as “governments
must do this or that”—so apparent at the summer 2015 UN-sponsored Global Forum on
Youth in Amman—are dismissed out of hand by people in government, who have to deal
with real world constraints on power and its exercise, and the youth are left in the lurch
with their ideas unrealized and unrealizable for lack of practical guidance and refinement.

Even if good ideas find ways to emerge from youths and obtain institutional support
for their development to application, they still need intellectual help to persuade the public
to adopt them. But where are the public intellectuals to do this? In the Muslim world, we
see PowerPoint presentations intoning on “dimensions of ideology, grievance, and group
dynamics,” notions that originate exclusively with Western “terrorism experts” and think
tanks. When asked, “What ideas come from your own people?” we are told in moments of
candor, as [ was most recently informed by a Muslim leadership council in Singapore, that,
“We don’t have many new ideas and we can’t agree on those we have.”

And where among our own current or coming generation are the intellectuals who
might influence the moral principles, motivations and actions of society towards a just and
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reasonable way through the morass? In academia, you will find few willing to engage with
power. Thus, they render themselves irrelevant and morally irresponsible by leaving the
field of power entirely to those they censure. Accordingly, politicians pay them little heed,
and the public could not care less, often with good reason. For example, in the immediate
aftermath of the 9/11 attacks, many in the field of anthropology principally occupied
themselves with the critique of empire: is the United States a classic empire or “empire
light?” This was arguably a justifiable academic exercise, and perhaps a useful reflection in
the long run, but hardly helpful in the context of a country moving fast to open-ended war,
with all the agony and suffering that extended wars inevitably bring.

Responsible intellectual endeavor in the public sphere was once a vibrant part of
our public life: not to promote “certain, clear, and strong” action, as Martin Heidegger
writes in support of Hitler, but to generate just and reasonable possibilities and pathways
for consideration. Now this sphere is largely abandoned to the Manichean preaching of
blogging pundits, radio talk show hosts, product-pushing podcasters, and television
evangelicals. These people rarely do what responsible intellectuals ought to do. “The
intellectual,” explained France’s Raymond Aron 60 years ago, “must try never to forget
the arguments of the adversary, or the uncertainty of the future, or the faults of one’s own
side, or the underlying fraternity of ordinary men everywhere.”*

Awe of God and its myriad representations in art and ritual was once the West’s
sublime, followed by the violent struggle for liberty and equality. Civilizations rise and
fall on the vitality of their cultural ideals, not their material assets alone. History shows
that most societies have sacred values for which their people would passionately fight,
as “devoted (rather than principally rational) actors,” risking serious loss and even death
rather than compromise.”’ Research suggests this is for many who join ISIL, and for many
Kurds who oppose them on the frontlines.*® But, so far, we find no comparable willingness
among the majority of youths that we sample in Western democracies. With the defeat of
fascism and communism, have their lives defaulted to the quest for comfort and safety? Is
this enough to ensure the survival, much less triumph, of values we have come to take for
granted, on which we believe our world is based? More than the threat from violent jihadis,
this might be the key existential issue for open societies today.
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The March Is Not Linear: Big Party Politics
and the Decline of Democracy Worldwide

Francis Fukuyama and Hilary Matfess

Iternative models of governance have gained credibility in recent years, as the

expectations set by post-Cold War democracy promotion programs initiated

following the collapse of the Soviet Union were not met. In particular, China
has increasingly become a source of inspiration for a number of developing countries
seeking to replicate the country’s remarkable economic growth. As a part of this process
of examination and emulation, the Chinese Communist Party (CCP) is increasingly
seen as instrumental to China’s national development and the party’s centrality is now
considered a long-term feature of their political economy, rather than being a transient
phase. This revelation confronts the assumption of modernization theory, that economic
growth prompts democratization; instead of fading into the background amid the growth of
multiparty democracy, the CCP seems capable of maintaining hegemony within China—in
fact, in a number of ways, the growth that was supposed to undermine the party seems to
have strengthened its claims to legitimacy. The means by which the CCP has woven itself
into a secure position within China’s political economy has not gone unnoticed by other
political parties globally.

Perhaps no place is the emulation of the Chinese development model more evident
than in Ethiopia and Rwanda under their respective ruling parties, the Ethiopian People’s
Revolutionary Democratic Front (EPRDF) and the Rwandan Patriotic Front (RPF).
Both the EPRDF and RPF have adopted a form of governance, dubbed “developmental
authoritarianism,” that seems to be an isomorphic mimicry of China’s model of state growth
that reinforces party dominance.! The attempt by these parties to imitate the CCP, lacking
the bureaucratic capacity that China enjoys, has given rise to a specific, anti-democratic
form of governance that relies on heavy-handed repression of dissent. The rise of powerful
political parties worldwide, capable of subsuming and displacing the state, represents a
serious challenge to post-Cold War liberal democratic norms.

The CCP model, a political economy centered on a hegemonic ruling party that
subsumes the state through the manipulation of investment, suppression of dissent, and
delivery of impressive economic growth records, has both endogenous appeal to leaders
attempting to retain power in their respective countries, and exogenous momentum, as
China gains international clout and becomes an increasingly important source of aid and
investment.
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Undoubtedly, the CCP, the EPRDF, and the RPF have overseen robust economic
growth by intervening in the economy and guiding investment towards certain “high
priority” sectors. In China, this was done through a variety of State-Owned Enterprises
(SOEs); whereas in Ethiopia and Rwanda, this has been accomplished through party-
owned investment companies (party-statals).? It is estimated that 40 percent of China’s
nonagricultural gross domestic product (GDP) is state-owned or controlled. If urban
collectives and township and village enterprises (TVEs) are included, the estimate rises
to 50 percent.’ In Ethiopia and Rwanda, the party-led investment companies have been a
way to expand and cement patronage networks, fortifying their political positions while
promoting growth. While it is difficult to estimate what share of the economy they control,
it is clear that the seemingly robust private sectors in Ethiopia and Rwanda are dominated
by party-held investments and companies that act as party appendages. A rising tide may
lift all ships, however, as the EPRDF and RPF have ensured that their countries’ growth
is directed by, and confers benefits to, the ruling party. This is a marked difference from
the use of SOEs in other contexts which, while conferring political benefits and generating
rents, also bolstered state capacity.

Across all three examples, the parties’ strength has also been bolstered by limitations
on civil rights and political freedoms, enforced through an impressive surveillance apparatus
and politicized security sector. This surveillance capacity has kept pace with technological
change. The so-called “Great Firewall of China” has been imitated by the EPRDF and
the RPF through their vast internet and telecom surveillance programs, made all the more
potent by the parties’ central roles in the expansion of such services within their respective
countries. China’s legal restrictions on free speech have also been mimicked by Ethiopia
and Rwanda, both of which have passed draconian legislation curtailing the freedom of
speech and association under the guise of national security concerns.

Low-tech methods have been continuously updated by these parties, as well. The CCP
has used “neighborhood committees” for a variety of purposes, not the least of which was
“snooping on ordinary citizens.” In Ethiopia, the kebele system of community organization
has been used to expand party rolls, and in Rwanda, special training camps (ingando) have
been used to encourage the RPF’s message. In all three countries, the military is politicized,
acting as a party appendage rather than a government body. As Richard McGregor notes,
“Unlike in the West, where controversies often arise about the potential politicization of
the military, in China the party is on constant guard for the opposite phenomenon, the
depoliticization of the military;” the military’s legacy, reputation, and political affiliation
play a similarly critical role in quelling dissent and furthering the party’s agenda.’

In short, the CCP and its emulators worldwide have embarked on a process of “party
development” in the name of “national development.” However, emulation is an imperfect
process; the imperfect implementation of the China model and the lack of bureaucratic
accountability, turnover, and capacity in these countries has created vulnerabilities within
the regimes that could catalyze domestic resistance. While the role of ideas and perceptions
is important in motivating the adoption of this model, the undeniable differences in the
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social profiles and bureaucratic capacities of East Asian and African countries have stark
implications for the potential effects of mimicking such a development strategy. As Phil
Williams writes in his contribution to this book, the shortcoming of the international state
system stems from the weakness of its components. A proliferation of states emulating the
China model, lacking bureaucratic capacity, will further erode the stability of the global
system.

The sources of legitimacy that the CCP has cultivated for itself, in particular through
the imposition of term limits for bureaucrats and credible anticorruption efforts, are absent
from those mimicking the CCP’s success. While Ethiopia managed a smooth transition
of executive power to another party member following Meles Zenawi’s death, no such
transition seems possible in Rwanda, as constitutional reform has been undertaken to
validate Paul Kagame’s ambitions for a third term. Further, the accountability mechanisms
that have been adopted in these countries, including the kebele system and imihigo (both
of which will be addressed below) have been criticized as oppressive expansions of party
influence. The narrow base of support enjoyed by ruling parties in Ethiopia and Rwanda
prompts these regimes to rely even more heavily on crudely repressive measures and their
military credentials to retain power.

This chapter will address the growth record of autocratic and democratic regimes in
sub-Saharan Africa, the global democratic recession, and existing Western and Chinese
aid paradigms. The success of Ethiopian and Rwandan developmental authoritarianism
under the EPRDF and the RPF will then be explored, paying particular attention to the
mechanisms of party dominance within the economic, social, and political apparatuses,
in order to construct an image of the emerging alternatives to liberal democracy. This
discussion will highlight the role of party-owned investment companies, attempts at
bureaucratic institutionalization, and the robust surveillance regimes of these two countries.
The Ethiopian and Rwandan model will then be compared to governance patterns in China,
in order to examine areas of commonality and difference between the regimes. Whether
or not the model is being promoted by China or emulated by developing states will also
be discussed. Finally, the implication of the spread of alternative governance models will
be discussed; if “emulation can also be understood as norm diffusion,” the rise of these
alternative models inspired by Chinese development represents a challenge to the norms
that underpin the international community and to global stability and security.®

Throughout this chapter, we hope to demonstrate that the rise of this model presents
three threats to the liberal democratic system of norms and interstate relations: the first is
the legitimization of undemocratic rule by virtue of economic performance; the second
threat is the normalization of the repressive measures employed by the parties when the
legitimacy garnered from economic growth wanes; and the third threat is to the system of
interstate relations. In these regimes, the removal of the party (through force or credible
elections) would involve the removal of the most critical aspects of the state’s economic
sector and leave the political sphere lacking institutions. The international system of order
is dependent upon the stability of states; the longevity of developmental authoritarian
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regimes is subject to speculation. Thus, the implications and characteristics of the spread
of this model must be considered.

While the CCP model may not represent a wholesale challenge to the liberal democratic
paradigm in the short term, it has contributed to an international political zeitgeist that
prioritizes economic results over human rights and governmental accountability, and may
facilitate the continuation of the global democratic recession. The ending of the Cold War
seemed to represent the ascendency of the liberal democratic model the United States
represented; however, the march towards the end of history is not linear and the rise of
alternative governance models is certainly a stumbling block in the process of global
democratization. As one of the authors has written elsewhere, the durability of the Chinese
economic model in the long run is completely irrelevant to the challenges American
foreign policy faces today—one of which is certainly the rise and emulation of the CCP in
developing countries.”

Eveninthe absence of Asian efforts to promote such governance or even the recognition
of their role as an inspiration to developing countries, if political leaders in developing
countries adopt authoritarian, party-elevating policies “based on their understanding of the
Chinese model, then it [really] does exist.””® The result of this model, if left unchecked, will
be a more violent, unstable world in which the promotion of democracy will be challenged
by the institutionalization of unaccountable governance regimes.

Democratization and Development

More than 25 years after the fall of the Berlin Wall, global democratization efforts appear
to have stalled, confounding those who assumed that the end of the Cold War would usher
in an era of liberal democratic governance. According to a count by Larry Diamond in
2011, one in five of the democracies that existed during the “third wave” of democracy has
subsequently experienced a democratic reversal.” In addition to a declining “head count” of
democracies, “the level of freedom in the world, as measured annually by Freedom House,
is now in decline—for several consecutive years.”!?

The failure of democratization to proceed as predicted, as well as the narrative
surrounding the rise of the autocratic East Asian Tigers, notably China, has dampened
global enthusiasm for democracy. In sub-Saharan Africa, freedom across the continent has
declined as measured by annual Freedom House reports over the past decade.!’ At the same
time, economic growth across the continent hovered just below five percent. However,
overall there is little relationship between governance and growth in sub-Saharan Africa.
Figure 4.1 shows a scatterplot demonstrating the relationship between Freedom House’s
2015 rankings and average growth rate since 2000. Clearly, there is little relationship
between current levels of freedom and economic growth for the past 15 years.




Figure 4.1. Freedom House Score (2015) and Economic Growth
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The relationship between changes in governance and economic growth is slightly
more comforting to democracy advocates. Figure 4.2 illustrates the relationship between
changes in Freedom House scores between 2001 and 2015 and economic growth since
2000. The slight positive trend line would suggest that growth and good governance
have, at least, a weak correlation in sub-Saharan Africa. However, the highest-performing
economies (including Equatorial Guinea, Chad, and Angola) are categorized as “Unfree”

by Freedom House.

Figure 4.2. Difference in Freedom House Scores Between 2001 and 2015

(positive = democratization; negative = closing of political space)
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Though the relationship between governance and growth across the continent is
muddled and unclear, Rwandan and Ethiopian growth is exceptional. Once diamond-,
gold-, and oil-exporting countries are removed from the top 10 fastest-growing economies,
Ethiopia and Rwanda are the top 2 performers, boasting average growth rates of 10 percent
and 8 percent respectively since 2005. Since assuming power in the mid-1990s, both
of these parties have pursued and delivered economic growth and human development.
Between 1990 and 2012, Rwandan GDP per capita nearly doubled, from $353 to $620 and
its Human Development Index (HDI) score rose from 0.238 to 0.506 between 1990 and
2013. Ethiopia boasted similarly impressive growth; over the same time periods, Ethiopia’s
GDP per capita rose from $251 to $470 and its HDI score rose from 0.284 to 0.435. These
gains in human development scores come not just from their economic growth, but also
from the investments in education and public health that both countries have prioritized.
Based on forecasts from the World Bank’s Global Economic Prospects, Business Insider
projected that Ethiopia would be the fastest-growing economy and Rwanda the 12 fastest
between 2014 and 2017."> The question of how these countries achieved growth rates
nearly double the continental average requires an understanding of their tightly controlled
political economies and their ruling parties.

The strong economic performances of these countries are not incidental to their models
of governance; both countries have undertaken massive and well-publicized developmental
agendas since coming to power in the 1990s, with clear targets for domestic production in a
handful of sectors that are tightly controlled by the parties, and relatively robust provisions
of state services. While data concerning the revenues of their party-owned investment
vehicles is difficult to come by, estimates suggest that these two parties are among the
wealthiest on the continent—despite the lack of mineral resources and petroleum within
their borders. These parties have promoted growth, and lined party coffers, through
investments in export-oriented industries (such as coffee in Rwanda and cut flowers in
Ethiopia), as well as through domestically-oriented investments (notably cement in both
countries). These countries’ ability to maintain high growth rates in the absence of political
liberalization suggests that the worldwide threat to liberal democracy stems not just from
autocracy in East Asia and China, but also from emulation and adaptation of such models
in the Global South.

The failure of democratization and the fading enthusiasm for the model worldwide
stems, in part, from the inability of states to keep pace with citizens’ expectations—for
both economic development and political accountability. Though the empirical relationship
between governance and democracy in sub-Saharan Africa is inconclusive, a handful of
autocratic success stories may spur emulation. Further, the model of democracy promoted
by the United States and other traditional donor countries rests upon certain assumptions
concerning state capacity that are not universal.!* Democracy promotion efforts and their
advocates, particularly those from the United States, have overlooked that only a handful
of countries have historically institutionalized bureaucratic traditions, and have demanded,
at times, an unreasonable level of capacity. Frustration with the “Western model” and
expectations adds to the allure of alternative governance paradigms.
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In contrast, Chinese involvement with African economies has taken a “hands-off”
approach to governance issues. While recent studies have demonstrated that Chinese
companies are no more likely to invest in natural resources than other countries and are just
as likely as other companies to submit transparency reports, a review by Dreher et al. found
that Chinese aid has been disproportionately allocated to the home district of the incumbent
executive.!* Further, China and the CCP have facilitated the purchase of surveillance
technology for a number of African countries, enabling these governments to crack down
on dissent and restrict the freedom of association.”® Unsurprisingly, “Africans who rank
human rights as high in importance were more likely to have an unfavorable opinion”
of Chinese activities within their countries.'¢ Unlike the political leaders and government
officials that have seemed receptive to Chinese aid, “civil society, trade unions, and some
sectors of local business have been more wary.”!” Local capacity to raise concerns about
the impacts of Chinese partnership on labor practices and the domestic political economy,
however, is stymied by oppressive political atmospheres and low organizational capacity.

Both Ethiopia and Rwanda have made use of the CCP’s example, and increasingly,
Chinese assistance and investment, in order to bolster the power of their respective parties;
however, both of these parties lack the bureaucratic capacity and institutional accountability
of their Chinese counterpart, required to be stable in the long run. The spread of big-party
rule, seeking to emulate East Asian and specific instances of African economic success,
threatens to light the long fuse of resistance to unaccountable governments. The nuances
of party rule in Ethiopia and Rwanda have made these countries “African success stories,”
but have also created regime vulnerabilities that will provoke violent resistance and court
instability.

The CCP Model

The Chinese Communist Party has presided over impressive economic growth, while
maintaining tight social and political control over its citizens. The country is among the
least free in the world. Freedom House rated the country 6.5 in 2015, on a scale where 7
means the most autocratic; this is the same score that it received in 1998.'* While levels of
freedom have been stagnant, growth rates in China have regularly been in the double digits
in recent decades, and human development in the country (as measured by the Human
Development Index) has skyrocketed from 0.389 in 1975 to 0.718 in 2010. Across the
three countries discussed in this paper, these parties’ ability to promote economic growth
has granted them a measure of legitimacy and public support; when that is insufficient to
legitimize their rule, they resort to explicitly repressive policies. In China, as in Ethiopia and
Rwanda, this is facilitated through a vast surveillance network and finely-tuned oppression
tactics centered on curbing the freedoms of speech, information, and association.

The oppressive tactics adopted in China to foster self-censorship (including “a number
of restrictive regulations issued since 2005...requiring publishers not to reprint politically
sensitive books, restricting popular access to foreign films and television programs,”
and blocking certain websites the CCP considers “politically threatening”), and the vast
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surveillance network (which includes the monitoring of “personal communications,
including cellular telephone text-messaging”), are not wildly different from other
authoritarian governments.!” The centrality of the ruling parties and the subversion of the
state to the party in all three of these countries are their distinctive features.

While recent reforms in China have slightly altered the balance in favor of the state, it
is not out of the question to suggest that the CCP exercises social, political, and economic
control throughout the country. The CCP’s political dominance is obvious from its position
as the only political party in the country; however, according to Xiao Ma, the party’s
dominance has leaked into the social sphere such that “the influence of the CCP is so
encompassing to the extent that there is little to no independent political space beyond the
Party itself...being a member of the Party is the only way to powerful positions.”*

This growth has been achieved in the context of the Party adopting a multipronged
strategy, in which the party “substitutes itself” for the state in the economic, social, and
military spheres.?! Throughout this process, “the organization line between the Party and
government blurred, and the delegation relationship disappeared almost entirely.”

Economically, the CCP has taken an active role in organizing and owning the
commanding heights of the economy. As previously discussed, it is estimated that the
CCP controls roughly half of the Chinese nonagricultural economy, largely through SOEs
staffed by Party members. Despite the process of gradually liberalizing the economy, the
Party has designated “a number of industries that are important to China’s economic and
national security and indicated that these strategic industries will remain wholly or largely
under the government’s control. In other important so-called pillar industries, the state will
remain a major player, with significant, though not majority, ownership.”? The country’s
success with the “national champion” model of development, in which certain sectors and
companies are given preferential treatment, is reflected in its inclusion in subsequent five-
year development plans.

This strategy has not only led to economic growth; it has facilitated the sophistication
of the Party structure and control. Zhao Ziyang stated in 1987 that Party involvement with
factory management acted as a “yardstick for supporting or opposing party leadership....
Every time we undertook a campaign, this setup was strengthened, to the extent that the
Party committees monopolized many administrative matters.””*

With the sophistication of the Party structure came the ability to penetrate more deeply
into Chinese society. The CCP “dictates all senior personnel appointments in ministries
and companies, universities, and the media, through a shadowy and little known [sic] body
called the Organization Department.”” The result is that the CCP has the final say in who

fills “just about every significant position in every field in the country.”*

Party membership
is thus a necessity for those wishing to take part in, and benefit from, the country’s upward
trajectory. Maria Edin describes the “cadre responsibility system,” which manages this

patronage network, as such:
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Political rewards are linked to the result of the annual evaluation and the subsequent
ranking of leaders. Top-ranking township leading cadres will be awarded with the
political title of advanced leader (xianjin lingdao) or declared to be a model leader.
As shown above, if a township has failed to attain the priority targets with veto power,
it disqualifies the township government from becoming an advanced unit and the
responsible cadre from becoming an advanced leader. In one county, leading cadres of
the first three ranked townships in the annual evaluation were entitled advanced leaders in
accordance with local regulations. The results are officially announced, thereby putting
pressure on those involved, during a large meeting to mark the end of the year and the
beginning of the next working year. In the county above, the top 15 percent and bottom
5 percent of cadres on the list were respectively praised and disgraced at this meeting. In
another county, a list of the first 100 cadres was both published in the local media and
circulated as a government document to all relevant government department.”’

The accountability mechanisms that the Party has adopted, in order to increase transparency
and efficiency, have thus strengthened the Party’s control over subnational political units.

In addition to this control over China’s political and economic institutions, the CCP
has undertaken robust efforts to censor the internet and the country’s press. China has
a robust legal framework supporting such suppression; nearly all media in the country
are subject to “an extensive and burdensome licensing scheme over all media that bars
those without money and political connections from establishing publishing enterprises.”?
The internet, promised to be an equalizing and democratizing force, has been tightly
monitored and regulated by the Chinese government. Not only must users cope with the
“Great Firewall of China,” “anyone wishing to operate a commercial website must acquire
a Telecommunications Business Operating License and an Internet Content Provider
License;” even noncommercial sites must obtain a license and all internet publishers must
receive government authorization to publish content.?

Content itself is heavily regulated. Article 105 of the Criminal Law prohibits “rumor
mongering [sic]” or “defamation” to “incite subversion,” without defining any of these
terms.*® Human Rights Watch (HRW) notes that Article 19 of the Criminal Law prohibits
content:

1. violating the basic principles as they are confirmed in the Constitution;

2. jeopardizing the security of the nation, divulging state secrets, subverting of the
national regime or jeopardizing the integrity of the nation’s unity;

3.  harming the honor or the interests of the nation;
inciting hatred against peoples, racism against peoples, or disrupting the solidarity
of peoples;

5. disrupting national policies on religion, propagating evil cults and feudal
superstitions;

6. spreading rumors, disturbing social order, or disrupting social stability;

7. spreading obscenity, pornography, gambling, violence, terror, or abetting the
commission of a crime;

8.  insulting or defaming third parties [sic], infringing on the legal rights and interests
of third parties [sic];
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9. inciting illegal assemblies, associations, marches, demonstrations, or gatherings
that disturb social order;

10. conducting activities in the name of an illegal civil organization; and

11. any other content prohibited by law or rules.

HRW also commented that these regulations have been applied liberally, extending
“well beyond the narrow band of information that might truly incite hatred or disturb social
order,” to include “information that the government deems too embarrassing, or is too
candid in its discussion of particularly entrenched social problems.”!

One of the means by which the CCP has been able to carry out such measures has
been through its control over the People’s Liberation Army (PLA). Put simply: “the
PLA is the party’s military, not the country’s.””*> As such, the CCP seeks to preserve the
politicization of the armed forces, even within the context of increasing accountability
and bureaucratic institutionalization in other aspects of the country. The Army crackdown
on protestors challenging the CCP’s reign in 1989 was a critical juncture in the nation’s
history; the CCP’s leaders recall both the importance of the military in quelling dissent and
their vulnerability when one general refused to clear protesting students from Tiananmen
Square. Even more directly, the politicization of the PLA reduces the likelihood of a
challenge to CCP power from the military.

As a result of the party’s historical memory, CCP elites have “worked hard to keep
the generals on their side, should they be needed to put down protests again.” According
to David Shambaugh, “one way this is done is to co-opt the military elite into the party
elite;” the creation of an “interlocking directorate,” where the upper echelons of the party’s
organs are staffed by senior military officers or those that have previously served in the
armed forces.*

Further, China and its African counterparts have appealed to national security
concerns in order to legitimate their positions. According to Dan Slater, “authoritarianism is
at its strongest when it is widely perceived as a necessary stabilizer.”*® While the argument
for party-induced stability is easier to make for the EPRDF and the RPF who led their
countries through civil conflicts in the 1990s, the CCP has also implicitly and explicitly
tied the survival and stability of China to its tenure.

Additionally, among the three countries, and over time, there has been a measure of
adaptation and learning. For example, Singaporean opposition leaders were able to use the
internet to challenge claims made by the People’s Action Party and the party-controlled
press; no such recourse is available in Ethiopia or Rwanda and China is strictly limited
by “the Great Firewall of China.”*® The specifics of this model will vary from country to
country; however, there is an undeniable rise in the logic of dominant-party politics, in
which national strength is funneled into the ruling party to promote stability. While these
projects have been described as “state-building,” given their economic dividends, they are
perhaps more accurately described as “party-building.”
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Economic Growth, Accountability Mechanisms, and Party Development:

Where the Differences Lie

Perhaps the most prominent distinction between the party politics of East Asia and their
African counterparts are the differences in bureaucratic capabilities and their nominal
adoption of multiparty democracy; however, these two characteristics are not unrelated.
The lack of bureaucratic capacity in states seeking to emulate the CCP will have serious
ramifications for stability globally.

Critical to Chinese development has been the “successive administrative reforms...to
create a slimmer and more efficient state,” which have entailed rigorous efforts to improve
state efficiency, not merely to reduce state involvement in the economy.?” Chinese SOEs,
while staffed by Party members and subject to special treatment from the government
(not unlike the party-statals in Rwanda and Ethiopia), are ultimately arms of the states
and are regulated by the State-owned Assets Supervision and Administration Commission
(SASAC). Though this regulation is weak, it still represents a sort of institutionalized
oversight lacking in Ethiopia and Rwanda. Further, the appointment of Party members
to positions of authority within these SOEs is managed according to the nomenklatura
system. According to Kjeld Erik Bradsgaard, “the nomenklatura system prevents business
leaders from successfully challenging Party rule and helps to ensure that the achievements
and the continued growth of the business sector will benefit the Party and contribute to
regime stability.”® Using the nomenklatura system was a specific policy choice, as staffing
the SOEs with people outside of the system might have “preserved” the separation between
the Party and the government.®

Not only has China endeavored to create a leaner state; it has instituted a robust
bureaucratic system to promote the circulation of Party members and institute regularity into
the one-party system. The refinement and institutionalization of bureaucratic accountability
mechanisms began under Deng Xiaoping in the 1980s. Under these reforms, the Party
Congress was reinstitutionalized and both term and age limits for elite government cadres
were introduced. According to Zhengxu Wang and Anastas Vangeli, these reforms were
tested at the 12 Party Congress held in 1982; within 20 years, “a number of implicit and
explicit rules seemed to have been established,” regulating the behavior of Party members.*
Most notably, a two-term limit for major political posts was instituted in the 1982 Party
Constitution and has been abided by since. As Ma notes, “term limit[s] that effectively
[bind] top leaders however [are] rarely seen among dictatorships.” The Chinese model of
constraining and regulating power within the Party is, thus, a significant development and
an innovative governing characteristic.*!

Accompanying the term limits are mechanisms for promoting Party members with
some measure of transparency and accountability. The Alternative Central Committee
(ACC), for example, is seen to be a sort of antechamber to the powerful Central Committee
(CC), which oversees the nomenklatura system. The predictability and stability introduced
by this visible cadre of potential future leaders reduces uncertainty in political contracts
and facilitates continuity. Further, the ACC has acted as a representative pressure gauge
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for aggrieved minorities. A study conducted by Ma, regarding which members of the
ACC eventually are promoted to the CC, found that “[w]omen and ethnic minorities
are appointed as ACC members to showcase the Party’s commitment in promoting
equality along the gender and ethnicity lines. Yet once it comes to the competition into
more powerful positions like CC, these members are hugely disadvantaged or are even
not considered for promotion at all.”** Ethiopia and Rwanda lack such a mechanism for
channeling identity politics and grievances through their parties. Indeed, Rwanda under
Paul Kagame has emerged as a Tutsi dictatorship, where Hutus are largely excluded from
positions of power. As minority groups have frequently organized in opposition political
parties to advocate for change, the result has been harsh political oppression from the state
and mounting risk of political violence.

While China and East Asian countries have adopted provisions for political turnover
within the party bureaucracy and increased accountability, it is unclear how African
developmental authoritarian states will manage succession. In Rwanda and Ethiopia,
imihigo and kebele programs introduce measures of political accountability and a broad
base of party members (if not deep party support); however, the parties remain clientelistic
and opaque. Following Zenawi’s death in 2012, the EPRDF was able to maintain its
hegemonic position within the country’s political sphere, suggesting the durability of
the model; however, Kagame’s intention to run for a third term as president of Rwanda
suggests that the RPF may not have similar plans in place for succession.

Additionally, and perhaps obviously, Rwanda and Ethiopia also differ from China by
holding regular elections, however manipulated they may be. Nevertheless, the adoption
of multiparty democracy by these countries may be a reflection of their dependence upon
the international community for foreign aid. Further, these reforms were adopted in an era
of unquestioned American hegemony in the international system; the China model was not
yet a competitor to Western liberal democracy promotion. Timing and the aid dependence
of these two countries can partially explain their adoption of multiparty elections.

Developmental Authoritarianism in Ethiopia and Rwanda
While Ethiopiaand Rwanda lack the long history of bureaucratization of East Asian countries,
in both of these countries, the ruling parties have been able to leverage traumatic events in
their national histories to consolidate their power and engage in sweeping economic and
political reforms. Both EPRDF and the RPF began as militias and transitioned to political
parties as part of the resolution of dramatic civil conflicts. The EPRDF assumed power in
1991, when the coalition of four ethnic militias overthrew the oppressive, communist Derg
and vaulted Zenawi to the country’s top political post, where he remained until his death in
2012. Similarly, the RPF invaded Rwanda in 1990 and came to power in 1994, after a civil
war and the horrors of the Rwandan Genocide; since then, Kagame has been the dominant
political figure within Rwanda.

While overall levels of development in these countries remain significantly below
China’s, their growth rates, coupled with tangible improvements in health and education
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indicators, make them veritable “African miracles” in many circles. These improvements
were not made through laissez-faire economic liberalization; Ethiopian and Rwandan
growth is the result of concerted party efforts. A 2012 paper, written by Ethiopia’s Zenawi,
outlines his party’s philosophy—demonstrably shared by the RPF—regarding the role of
the state at both the “ideological” and the “structural” level:

At the ideological level, accelerated development is the mission, its source of legitimacy.
Moreover, the development project is a hegemonic project in the Gramscian sense—
the key actors voluntarily adhere to its objectives and principles. Structurally it has
the capacity to implement policy effectively, which is the result of various political,
institutional, and technical factors, which in turn are based on the autonomy of the state.
This autonomy enables the state to pursue its development project without succumbing
to myopic interests.*

At the inaugural Meles Zenawi Foundation Symposium on Development, held in
August 2015, Rwandan President Paul Kagame highlighted the continued relevance of the
conference’s namesake in championing of guided national development. In his opening
remarks, Kagame asserted that “every developed economy, without exception, is the fruit
of a free market, and a strong developmental state, working in tandem. The orthodoxy of
shrinking the state to the bare minimum, and replacing it with externally-funded nonstate
actors (here you can say NGOs), left Africa with no viable path out of poverty.”*

Recalling the continent’s disastrous experiences with “one-size-fits-all” political and
economic prescriptions under Structural Adjustment Programs, he portrayed Ethiopia and
Rwanda as vanguards of a new governance model, stating “ours is the true democracy of
citizens, not the false one of institutionalized corruption and division (or “rent-seeking,” as
Comrade Meles usually said). We cannot be bullied into accepting policies that misrepresent
us and do us harm in the end, as we have seen over many years,” he said.*

While Kagame’s characterization of the two countries as “democratic” is, at best,
euphemistic, he is certainly accurate in portraying Ethiopia and Rwanda as innovators
in governance models. Jones et al. identify an “emerging mode of illiberal state building
[sic],” of which, Ethiopia and Rwanda are at the forefront. In addition to achieving growth
through domestic intervention using party-statals, these countries have demonstrated how
foreign aid can “bolster, rather than undermine undemocratic leaders.”*® While Zenawi
and Kagame frequently reference the importance of a strong state, their policies generally
bolstered the capacity of their parties. State power and capacity in these two countries are
entirely dependent upon their respective ruling party, both of which have embarked on
endeavors to incorporate all citizens into their parties and to permeate the economic and
social spheres through their political positions.

Developmental Authoritarianism and Party-Statals
In attempting to accelerate and manage their economies, ruling parties in Ethiopia and
Rwanda have relied heavily upon party-owned investment vehicles, described as “party-
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statals” by a number of observers drawing comparisons between such investments and
parastatals. The use of party-statals is not unlike the CCP’s use of SOEs in China to
prioritize certain sectors and reward party members; the most critical difference is that
party-statal investment in Rwanda and Ethiopia is recorded as being “private sector”
activity. In Rwanda, Tri-Star/Crystal Ventures Limited (CVL), controlled by the RPF,
has invested in critical sectors such as building materials, road construction, and mobile
communications technology. Academics David Booth and Frederick Golooba-Mutebi
assert that the “willingness of Tri-Star/CVL to use its financial clout to fund investments
with high expected social benefits and/or positive economic externalities, including those
associated with venture capitalism, is a significant aspect of Rwandan political economy.”*’
The company has monopolized production in a number of the sectors it has invested in, in
large part because of its role as an extension of the RPF.

In Ethiopia, the government-investment vehicles of choice are endowment-
funded companies; most notably, the Endowment Fund for the Rehabilitation of Tigray
(EFFORT). EFFORT is managed by the Tigray People’s Liberation Front, a crucial ethnic
political organization in the EPRDF alliance. EFFORT’s investments in critical sectors
like logistics and construction, and the “high degree of vertical and horizontal integration
of its companies” has allowed it to develop a formidable presence as a patron, linking the
private sector, the government, ethnic advocacy groups, and citizens writ large.*® There is
not sufficient space to discuss all of the party-statals owned by the RPF and the EPRDF, so
our discussion will be limited to CVL and EFFORT, despite both parties owning additional
investment vehicles.

Table 4.1. Selected Party-Statals and Their Subsidiaries

CVL’s Subsidiaries EFFORT’s Subsidiaries

Crystal Telecom Beruh Tesfa (Manufacturing)

Inyage Industries (Beverages) Almeda Textiles

NOD-COTRACO (Civil Engineering and Construction) Addis Pharmaceutical Factory

Mutara Enterprises (Furniture and Office Furnishings) Messebo Building Material Production
Bourbon Coffee Mesfin Industrial Engineering

Intersec Security Bruh Tesfa Irrigation and Water Technology
Ruliba Clays Sheba Leather Industry

Real Contractors Limited Guna Trading House

East African Granite Industries Ezana Mining Development PLC

Hiwot Agricultural Mechanization PLC

Saba Dimension Stones PLC

SUR Construction

Enterprise Ethiopia Travel

Express Transit Service PLC

TransEthiopia (Transportation)
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These investment vehicles do more than promote economic growth; they are
significant sources of economic clout for the owning parties and their profits are funneled
into party coffers, rather than into the state. Unlike SOEs, which previously were important
features of developing countries’ economies—including Ethiopia and Rwanda under
different ruling parties—the party-owned companies register as private investment in
national accounting. Thus, they do not create an accountable bureaucratic class. Instead,
these companies are entirely party-owned and operated by party-appointed heads “in the
guise of the new business elite.”*

When Rwanda was pressured to sell off its state-owned companies by the International
Financial Institutions (IFIs), many of the SOEs were replaced by these party-statals.®
While Booth et al. have praised Rwandan party-statals for their developmental dividends,
others have noted that these institutions have “become extractive economic institutions,
concentrating power and opportunity in the hands of only a few.”!

The RPF’s party-owned investment holdings have a range of investments, detailed in
Table 4.1. An estimate of their worth suggests that, in addition to controlling the country’s
most critical sectors, these companies have the highest combined worth in terms of “fixed
assets, total assets, turnover, and more importantly, the largest share in gross output.”?
Despite their overwhelming domination within the economy, the Rwandan party-statals
have benefited from a variety of tax exemptions, reducing the impact of their revenue
generation on the state’s capacity. In Ethiopia, the relationship between the government
and its party-statals differs in characteristics, but not in overall effect. The differences
between the RPF and EPRDF’s holding companies likely stem from the fact that:

The EPRDF government has achieved a high degree of centralization of rent
management and allocation, retaining control of a large proportion of available sources
of rents and economic levers. These include the large state-owned enterprise sector,
endowment-owned businesses, and substational regional development organizations;
as well as tight regulation of financial institutions, including for micro-credit, and
expansion of the tax base.... For instance, whilst party-associated companies in
Rwanda seem to form a central key to long-horizon rent centralization, Ethiopia’s
Endowment owned businesses constitute only one strand of the government’s strategy.*

Though Ethiopia maintains its reliance upon explicitly state-owned entities, just as in
Rwanda, Ethiopian party-statals have acted as powerful catalysts for economic growth and
have invested in a wide variety of sectors in the economy. EFFORT owns 16 enterprises,
the “most important being Mesebo Cement, Guna Trading House, Almeda Textiles and
Garmentine, TransEthiopia Transport & Logistics, and Mesfin Industrial Engineering, along
with Sur Construction and Addis Pharmaceuticals.”* Unlike in Rwanda, the EPRDF’s
party-statals contribute to the tax base and “are by far the largest regional tax-payer to
the government, currently providing 60 percent of its regionally-generated revenues.”™
Given the ethno-federalist nature of the Ethiopian government, this creates “a situation that
both promotes stability and mitigates political competition in the region,” bolstering the
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importance of regions supportive of the EPRDF. This has the same effect as the absence
of party-statal taxation in Rwanda, of putting such companies in politically important
positions within the country’s economy.*® Further, the party has used these companies to
reward loyal party members and induce broad-based membership; Azeb Mesfin, Meles
Zenawi’s widow, was appointed to the leadership of EFFORT and party members filled the
endowment’s ranks. One activist lamented that:

Appointments within EFFORT are made based on politics. If you are a member of
the ruling party, you can get a job no matter what your qualifications are. I can be a
high school drop-out [sic], an elementary school drop-out [sic], but if I am connected
to anybody who has a top leadership position within the ruling party, I will get into
EFFORT with no questions asked.... It is politically charged, politically owned and...
there is no transparency.’’

Not only have party-led investments targeted the most promising sectors within each
country, benefiting from the rapid gains to be made in underdeveloped economies, they have
also benefited from the use of state power to fortify party investments. In both countries,
legislation has been adopted to insulate these party-owned organizations from competition.
In Rwanda, for example, publicly funded school programs have been instructed to
purchase exclusively from the party-owned Inyange Industries.*® In Ethiopia, the infamous
Civil Society Ordinance of 2008/2009 recognized only four types of charities, charitable
endowments (such as EFFORT), charitable institutions, charitable trusts, and charitable
societies.” While private sector growth has been identified as a strength of these countries,
it is clear that the parties have controlled (and have been strengthened by) the investment
within their borders. Party-statals have contributed to the hegemonic domination of the
political economies of Ethiopia and Rwanda by their ruling parties.

Developmental Authoritarianism, Repression, and Party Penetration

The legitimacy gleaned from the state’s commitment to “accelerated development” and
human development, channeled through government investment vehicles, should be
considered a “carrot” in the state’s coercive arsenal. More problematic and more visible
are the “sticks” wielded by the countries’ ruling parties, the EPRDF and the RPF. While
Ethiopia and Rwanda both have adopted the veneer of democracy, including elections,
such overtures should not be confused with viable opportunities for political contestation.
These regimes have adopted strategies to contain domestic dissent through the limitation of
the sorts of “coordination goods” necessary to organize successful opposition campaigns
and to penetrate their respective societies.

These two countries seem to be star pupils in adapting to the authoritarian “learning
curve,” identifying which sorts of repressive policies are the most effective while attracting
the least amount of international resistance or response. In Ethiopia and Rwanda, legislated
limitations on free speech are accompanied by the suppression of the press and robust state
initiatives to monitor society and to instill within the populace an official political narrative.
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The limiting of “coordination goods” and the imposition of self-censorship bolsters the
stability of these regimes in the short term by limiting opposition’s ability to organize.
Much has been made of the “genocidal ideology” and “sectarianism” legislation in
Rwanda that prohibits discussion of the 1994 genocide that falls outside of the RPF’s
official narrative and which has been used to jail political opponents and prevent Rwandans
from using the terms “Hutu” and “Tutsi.”® However, there is a broader framework of
suppression at play in the country. Tellingly, when citizens were polled regarding the
possibility of a third term for President Kagame, Rwandan lawmakers reported that “only

]

10 were against the idea,” after consultations with “millions of Rwandans” about the
constitutional changes necessary to legalize a third term.®! In general, “the media is largely
compliant, the opposition toothless, and the critical NGOs expelled,” providing incentives
to support the regime and encouraging self-censorship.®?

Similar forces are at play in Ethiopia, both socially and legally; the country’s Anti-
Terrorism Bill, which was passed in 2009, has been used to persecute political opposition
and to curtail journalists. The plight of the Zone 9 Bloggers, who were detained in 2014
under the law for their blog criticizing the government’s treatment of certain regions, ethnic
groups, and political opponents, illustrates how the EPRDF has leveraged the rhetoric of
antiterrorism endeavors to stifle criticism. Though the Zone 9 Bloggers were released after
more than a year in detention and an international effort to release them, the 34 other
Ethiopians—including 15 journalists and political opponents—that were arrested under
the law in the first three years of the law’s implementation have enjoyed no such support.

While China may be the largest jailer of journalists globally in 2014, imprisoning
44 journalists, Ethiopia ranked fourth globally, with 17 imprisoned.® While there were
no journalists jailed in Rwanda in 2014, since 1992 the Committee to Protect Journalists
reports that 17 journalists have been killed in the country. Fifteen of those murders were
committed with impunity.** Like all undemocratic regimes, these states have an interest in
limiting the ability of citizens to organize freely and express dissent. More unique to these
countries is their respective parties’ ability to deeply penetrate their societies.

Implementation of these restrictions on free speech requires intensive state
monitoring and an atmosphere of self-censorship. In Ethiopia, HRW has concluded that the
government “has the technical capacity to access virtually every single phone call and SMS
message in Ethiopia,” including “mobile phones, landlines, and VSAT communications,
and...all local phone calls made within the country and long-distance calls to and from
local phones.” Similarly, Ethio Telecom “controls access to the internet backbone that
connects Ethiopia to the international internet,” through service provision and regulation
of internet cafés.®® Activists, journalists, and politicians in Ethiopia are cognizant of being
monitored; meetings are arranged through third-parties located outside of the country and
many have a deep-seated suspicion of internet cafés and even their own mobile phones.
Similarly, in Rwanda, there have been reports that the widespread monitoring of e-mail and
internet chatrooms had led to detention and interrogation by Rwandan security forces.®
Some websites, which published content critical of the ruling party, have been banned in
the country.®’
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In conjunction with the limiting of freedom of speech and association both formally
and through informal self-policing mechanisms, both Ethiopia and Rwanda have expanded
their party presence. One means of expanding party presence has been through bolstering
formal party membership. In Ethiopia, a party membership is referred to as a “green card,”
because it is the only way to get a job. Following the 2005 elections, the EPRDF undertook
a mixture of cooperative and coercive efforts to expand party membership, resulting in an
explosion in party ranks from 760,000 in 2005 to 4 million in 2008.% Similarly, in Rwanda,
one civil servant interviewed stated plainly, “You cannot become an employee of [the]
government if you are not a party member.”* These efforts allude to an effort to bring all
citizens into the party fold.

Other expansions have been couched in the language of improving bureaucratic
accountability. In Rwanda, the RPF has made imihigo ceremonies a central part of its
governance strategy. Imihigo is an attempt by the government to institute a measure of
accountability; it “relates most closely to a performance contract. The concept developed
as an idea of a public commitment from prominent military leaders...to achieve a
specific object, such as the conquest of an enemy or region.”” According to a review of
the effects of these performance contracts, which are made in public ceremonies, by the
European University Institute, “all respondents said that these issues have in fact been
better addressed since the launch of the initiative, and that imihigo did indeed contribute
directly to this progress.””! However, such praise must be taken with a grain of salt, given
the extent of self-censorship in Rwanda; other reviews have found that the system has
“led to deeper permeation of society by the state; and represents openings for increased
coercion.””? This study also found that “more than half of the respondents confirmed some
form of compulsion had been used to achieve the imihigo targets.””

In Rwanda in particular, the military (effectively the military wing of the RPF) is
hegemonic and has facilitated the penetration of the RPF into Rwandan society. Jones
et al. note that, “military involvement means the involvement of a top-down hierarchy
answerable to the presidency and overseen by insiders;” thus, the military serves as the
muscle behind the political decrees and plays a valuable role in surveilling its citizens.™
The RPF has undertaken significant efforts to incorporate Rwandan citizens into the
military, even if they are not soldiers; as a part of the government’s ambitious Vision 2020
program, a minister in Kigali explained that the country hopes to have every citizen attend
an ingando camp. Ingando camps, modeled after the RPF’s military camps in Uganda pre-
1994, are mandatory today for students attending university who are receiving government
support.”” At modern ingando camps, participants are expected to listen to lectures by RPF
members regarding civic duty and Rwandan history and to participate in military training
exercises. Opponents of the camps have likened it to indoctrination and have highlighted
the dangers of promoting such a militaristic culture.”

A similar model of community monitoring and flawed accountability mechanisms
can be found in Ethiopia. Though a relic of the communist Derg, the kebele system of local
government organization, in which administrators are responsible for the oversight of a
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handful of households and report activities and developments up their “political chain of
command,” has been adopted and expanded by the EPRDF.”” The development community,
including the United States Agency for International Development (USAID), has found that
the EPRDEF’s “five-to-one program,” in which every set of five participants is monitored
by one, in a cascading series of groupings, facilitates the implementation, monitoring, and
evaluation of projects. Unarticulated by development partners, but deeply felt by Ethiopian
citizens, is the ability of these “cascading networks” to transmit information about political
activity and loyalty to the ruling party.”

Partially through the bolstering of the party ranks, both governments have ensured
that their political hegemony will be unchallenged. The regularly-held elections in both
Rwanda and Ethiopia are essentially political Kabuki theatre, a highly stylized and often
surreal song and dance that is, ultimately, only a dramatic performance. The Economist
noted wryly in 2013, “many things were in doubt when Rwanda held parliamentary
elections. ..but not the outcome.”” The RPF’s absolute domination is reflected in electoral
returns, in which the RPF received roughly 90 percent; such popular support is facilitated by
the effective banning of opposition parties through legislative sleights of hand and outright
repression. In 2010, two of the main opposition parties were prevented from registering
and opposition politician Victoria Ingabire was arrested under the “genocidal ideology”
laws, and even accused of funneling money to rebel groups in the Democratic Republic of
the Congo.*® Following the 2005 elections in Ethiopia, in which the opposition was able
to win an unprecedented handful of seats in the national parliament, the EPRDF doubled
down on its efforts to maintain control. District level elections, scheduled for 2005, were
delayed until 2008. In the intervening years, the party changed the structure of the kebele
councils, so parties had to field roughly 3.6 million candidates if they intended to run in
all constituencies.®! In the 2015 general elections, the EPRDF won all of the parliamentary
seats. In response, the international community hardly raised an eyebrow.

This brief review of governance in Ethiopia and in Rwanda suggests that the EPRDF
and RPF have crafted an alternative form of governance—inspired by the example of the
CCP in China, but constrained by their own capacities and histories—that allows them
to maintain their position as “donor darlings” of the West by promoting “private sector”
growth through party-controlled vehicles, while maintaining coercive hegemony within
the domestic political landscape. This model has been inspired, and in some small ways,
enabled by the model of Chinese and East Asian development, though there are important
implementational differences, as the next section will highlight.

Promotion or Emulation?

China has not actively promoted its purported model of development; however, its
success has inspired emulation. Additionally, China’s growing international presence has
likely facilitated this ideational spread as well. Further, as China continues to rise within
the international system, taking a more active role in international affairs, imitation of
Chinese policies may become a means by which developing countries court China as
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a donor. Despite China’s reticence to embrace the rhetoric of a “China Model,” Joseph
Nye notes that its pattern of governance “has become more popular than the previously
dominant ‘Washington Consensus’ of market economics with democratic government.”*?
Nye concludes that, “although China is far from America’s equal in soft power, it

would be foolish to ignore the gains it is making.”®3 It would also be folly to ignore the
various missteps of the West that have facilitated the popularity of the China model.

Presently, China is more comfortable discussing its role as a “partner” to developing
countries, as opposed to proselytizing a particular set of policies. “In diplomatic terms,
Beijing seems to have very little interest in exporting its political model,” S.J. Cooper
Knock notes, observing that, “Chinese foreign policy in Africa is rarely prescriptive, and
is built on bilateral economic relationships with states.” Ultimately, Knock observes that
China’s “concern with protecting sovereignty at home makes [it] reluctant to interfere with
the internal politics of sovereign states abroad.”® Though China does not present it as such,
such policies do constitute an alternative model from Western engagement patterns.

China’s emergence as the “leader of the [G]lobal South and champion of a progressive
‘new international political and economic order featuring justice, rationality, equality and
mutual benefit’ and ‘safeguarding legitimate rights and interests of developing countries,’”
as stated in China’s 2006 African Policy, has facilitated a number of partnerships with
countries frustrated by the policies of the IFIs.*> Undoubtedly, the Bretton Woods system’s
model of lending and its underrepresentation of developing countries’ preferences needs
revamping. As Soares de Oliviera et al. note, “Africa’s dwindling interest in borrowing from
the World Bank and European Investment Bank, which initially caused both institutions
to decry Chinese lending practices as well as questioning their own relevance is seemingly
another indicator of the West’s putative marginalization on the continent.”*

Bilateral relationships as well, have been an increasingly important aspect of Chinese
foreign policy in the developing world. In 2014, Chinese aid was estimated to be nearly $5
billion, making China the world’s 10" largest source of funding (or, in Chinese parlance
“South-South cooperation provider”) through interest-free loans, concessional loans, and
grants.¥’

Chinese engagement is said to differ from traditional Western aid by focusing more
heavily on infrastructure development and less on political conditionalities; de Oliviera
et al. note that “the Chinese focus on turnkey infrastructure projects is far simpler and
does not overstretch the weak capacity of many African governments faced with multiple
meetings, quarterly reports, workshops, and so on.”88 Interestingly, recent years have
seen an uptick in the training programs that China has provided to bureaucrats from the
developing world; an estimated 50,000 bureaucrats have been trained, with a particularly
sharp uptick since 2010.89 The value of such training in norm diffusion remains to be seen,
though it has the potential to be significant.

While there has been a great deal of unfounded fearmongering regarding the danger
posed by so-called “no-strings-attached” lending by China, empirical reviews are finding
that there are, in fact, differences between traditional sources of aid and investment from
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China. Indeed, analysis of the characteristics of Chinese aid suggests that Chinese Overseas
Direct Investment (ODI) has a slightly negative correlation with the World Bank’s Rule
of Law index; confirming anecdotes of Chinese willingness to invest in poorly governed
and undemocratic states.”® Other reports have found that Chinese aid is more likely than
other assistance to be funneled to political leaders’ birthplaces; Dreher et al. observe that,
“Chinese official financing to a leader’s birth region nearly triples after that individual
comes to power.”! China’s emergence as a major source of aid and investment, thus, has
ramifications for the architecture of international assistance and partnership as a whole.
Deborah Brautigam, a noted scholar of Sino-African relations notes that, “the Chinese
do not see themselves primarily as ‘donors,” preferring the language of ‘cooperation’ and
‘partnership,”” facilitating diplomatic bilateral relationships.” China’s “going out” policy
has galvanized companies to seek opportunities abroad and has fostered a self-image
of China as an international investor, rather than a provider of assistance. However, the
effects of these partnerships may be the erosion of conditionalities attached to assistance
related to respect for human rights or the rule of law by the availability of alternative, and
undiscerning flows.

Chinese rhetoric, multilateral efforts, bilateral efforts, and the mere existence of
China as an economic success story contributes to an alternative development model that
de-emphasizes political accountability in favor of delivering economic performance. The
limiting of civil and political liberties by a dominant party, as well as the sort of “coordination
goods” that could challenge the hegemony of the ruling party, are characteristics of this
model; the model is also characterized by extensive intervention in the national political
economy to benefit the ruling party.

Conclusion

Ethiopia and Rwanda are seen as emulating the “China model” insofar as they are
authoritarian states that have private sectors and remain integrated into the global economy.
However, a more precise definition of the China model and what has allowed it to preside
over more than three decades of economic growth indicates that these African countries are
very far from replicating Chinese success.

The China model is dependent first and foremost on the existence of a large,
disciplined, and highly institutionalized Communist party. Over the years, this party has
integrated itself into the Chinese government that it oversees, and constitutes a substantial
portion of China’s state capacity. Up through a provincial level, recruitment and promotion
of cadres proceeds by strict rules and tends to be relatively meritocratic. The party has
imposed term limits on itself and is not dependent on individual leaders for its continued
functioning. The system is capable of exerting a huge amount of discipline on lower-level
cadres. There have been several examples of this in recent years: the tax reform of the early
1990s, which stripped local governments of many of their resources; forcing the PLA to
give up many of its economic privileges in the late 1990s; and most recently Xi Jingping’s
anticorruption campaign, which has seen the arrest of thousands of party officials, including
a former minister of the interior, Zhou Youkang.
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Ethiopia and Rwanda lack this bureaucratic tradition and rigor. Both are run by ruling
parties organized on Leninist lines, but neither organization is institutionalized to nearly
the degree of the CCP. Recruitment is less meritocratic and more patronage-based. Both
parties are rooted in specific minority ethnic groups, and both are dependent on the qualities
of individual leaders. While the EPRDF in Ethiopia survived the death of Zenawi, the latter
was critical in establishing the developmental policies of the past two decades. Kagame
has created a personal dictatorship; like other African autocrats, he has amended the
constitution to permit himself to remain in office for a third term. While China has renewed
its leadership three times since 1978 at regular 10-year intervals, there is no mechanism
for leadership succession in Rwanda. It is very doubtful that the “Rwandan miracle” will
survive Kagame’s passing. In his absence, even the basic stability of the country is called
into question, as he has made himself the axis of the country’s political economy.

The way in which one-party rule is institutionalized will be critical for both African
countries. China can draw on a tradition going back 2,500 years of public-spirited
bureaucratic government. Ethiopia and Rwanda were lucky to have two charismatic
leaders, in the forms of Meles Zenawi and Paul Kagame, who had a developmental vision
and did not put personal gain first and foremost as objectives. However, neither country has
China’s deep cultural traditions, nor is there a deep cultural tradition of impersonal public
service in either country.

In terms of U.S. policy, the challenge posed by the China model in Africa requires
two different types of response. The first has to do with democracy promotion. Since at
least the time of Woodrow Wilson, the United States has made the promotion of democracy
outside the country an objective of U.S. foreign policy. Unfortunately, the 2003 Iraq War
created an association of military invasion with “democracy promotion,” but, in fact, the
most important initiatives in this endeavor have been political and social in nature. The
United States has tried to level the playing field in authoritarian countries by backing civil
society organizations—Ilabor unions, women’s organizations, human rights monitors,
anticorruption campaigners, and the like—through agencies like USAID and the National
Endowment for Democracy. These kinds of activities, as well as rhetorical support for
democracy and human rights, have played important roles in constraining arbitrary
behavior on the part of authoritarian governments.

Global civil society is today under threat from governments around the world,
including places like Ethiopia and Rwanda. Civil society promotion does not contradict the
goals of development; indeed, it strengthens development in the long run by legitimizing
governments and making them more accountable. There is no necessary tradeoff between
developmental goals and democratic ones. The United States needs to push back against
this trend, and stand as a principled supporter of the right of citizens to organize and to
participate in the political life of their countries.

The norms of governance and international cooperation that the United States and
its democratic allies have fostered are being undermined or manipulated by the rise of
developmental authoritarianism; consider that before 1962, “international election
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observation” as we know it did not exist. Today, roughly 80 percent of elections have
international observers, “but puzzlingly, many leaders invite foreign observers and
orchestrate electoral fraud in front of them.”® The United States and its allies must
demonstrate a renewed commitment to the spread and institutionalization of democracy
worldwide; complacency with the state of global democracy and American fatigue regarding
international engagement—particularly after the failed attempts to install democracy in
Irag—threaten to allow the rollback of hard-fought gains made by democracy activists
worldwide.

The question of whether the United States should condition aid on human rights and
democracy performance is more complicated. Democracy promotion is an important goal
of U.S. policy, but it is not the only one. Security, energy access, the need for diplomatic
leverage, humanitarian relief, and other goals have often displaced democracy. While this
often leads to charges of hypocrisy, it is unrealistic to think that democracy promotion will
always be America’s single priority. In the case of Ethiopia and Rwanda, the United States
has been tempted to turn a blind eye to political abuses; in the first case because of Addis’
support for American counterterrorism objectives, and in the latter because of its stellar
postconflict economic performance and stability.

These may have been reasonable tradeoffs, but it is important to remember that
support for friendly dictatorships often bears a hidden cost. Such countries are vulnerable
to violent overthrow in coming years. The EPRDF and RPF’s propensity to respond to
criticism through violent repression only raises the likelihood of opposition being expressed
cataclysmically. An emerging and rapidly growing field dedicated to the study of which
factors facilitate political violence suggests that “violent repression” of political opposition,
like that engaged in by the EPRDF and the RPF, “is likely to lead to escalation effects and
defections.””* Further, it is possible that the economic growth and human development
these parties have cultivated will be insufficient to legitimize their rule in the long term.
Examining political violence in Corsica, Xavier Crettiez finds that the grievances were a
“rejection of a closed political system,” that precluded peaceful reform.”® Research also
suggests that intercommunal divisions—characterized by “a feeling of fear vis-a-vis the
‘other’”—facilitate political violence. This is a particular threat for countries like Ethiopia
and Rwanda, which experience interethnic tensions, divisions, and inequality.”® Difficult
as it may be to identify causal linkages between violent political protest and civil discord,
it seems clear that the respective ruling parties have created conditions in Ethiopia and
Rwanda that are conducive to such disruptions over the long term. One World Bank report
assessing Rwandan stability opines that, “regime capacity (the ability of the regime to
control its population) is a different cause of internal order to regime legitimacy (the
accepted right of the regime to govern a people),” and suggests that the Rwandan system
of oppression was ultimately unstable; the report reminds readers that:

While political liberalization then may seem perilous to the regime, in the longer-term

the alternative may not be better.... In the absence of a change in political culture,
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continued political exclusion may force the steam of ethnic or indeed other ‘grievances’
to simply continue to accumulate inside the pressure cooker.... It is this note of caution
which must be sounded when assessing Rwanda’s exit from violence, and it is a note
reinforced by a reading of Rwanda’s history. All three of Rwanda’s previous regimes
were regimes in which power was held by one ethnic group to the exclusion of the other
and all three of these regimes came to an end through extra-constitutional and violent

means.”’

There is, however, a second lesson for U.S. policy to be drawn from the China model,
which has to do with the type of development assistance being offered. China has, in effect,
been exporting an approach to economic growth that has worked well for itself over the
past three decades. This approach puts state spending on public goods, and particularly
public infrastructure like roads, ports, electricity, water, and the like front and center. The
United States and other Western countries did something similar at earlier stages of their
economic development, though not on China’s massive scale, when up to 50 percent of
GDP was being reinvested.

The United States used to support large infrastructure projects in developing countries
in the 1950s and 1960s; many of the dams and roads built with American assistance still
exist in countries from Afghanistan to Lebanon. Infrastructure fell out of favor, however,
in the 1970s and 1980s due to concerns over environmental consequences, impacts on
indigenous communities, and governance problems associated with such large-scale
investments. Western aid priorities shifted elsewhere, particularly to public health, where
spending could be correlated with measurable results.

Over the past few decades, America and other Western development assistance has
centered on issues like public health, women’s empowerment, environmental sustainability,
good governance, and the like. All of these are worthy goals, and their importance to
development has been empirically documented. Nonetheless, however important they
may be as components of overall development, no country ever got rich—that is to say,
experienced a rapid increase in per capita GDP—through these kinds of measures alone.
On the other hand, massive state-directed investments in public infrastructure have been
key components of the “East Asian Miracle”—not just in China, but in Japan and the other
East Asian Tigers.

Infrastructure today is one of the key binding constraints in African economic
growth.”® Inadequate and irregular supply of electricity, for example, has been a large
obstacle to growth in countries from Nigeria to Kenya to Ghana. China has been able to
spread its influence in Africa, because many countries in the region simply want what
the Chinese can offer, more than the sorts of programs offered by the United States and
other Western development agencies. In recognition of this, the United States launched
a Power Africa initiative in 2013 to help electrify a number of countries in sub-Saharan
Africa. It has found, however, that its own capacity to promote such projects is limited. The
limitations have to do with inadequate sources of finance, missing capacity at agencies like
USAID, and the simple lack of recent practice in managing major infrastructure projects.
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The competition between Western and Chinese development models is, thus, not
simply over abstractions like democracy, human rights, and free markets, but about the
concrete types of assistance being offered to poor countries, with tangible ramifications for
American influence abroad, and about the long-term stability of the international system.
If the United States is to regain its influence in the region, it needs to restore its former
capacity to provide public infrastructure, and listen more carefully to what developing
countries themselves say they want.

These issues came to a head over the Asian Infrastructure Investment Bank (AIIB),
a Chinese initiative begun when the U.S. Congress refused to act on IMF reform that
would have given China a larger voting share in that organization. The United States
tried to persuade its Western allies to boycott the AIIB, an effort that led to a diplomatic
debacle when virtually all of them, with the exception of Japan, refused to go along. The
United States argued that such an institution would weaken global standards with regard to
safeguards in infrastructure projects. This was a very poorly thought-out position; first, the
Chinese were doing these projects anyway without American support, and second, since
the United States and its allies had a better chance of upgrading standards as founding
members of the bank than as outside critics. A deeper, unaddressed question was whether
the current global standards are, in fact, the right ones. Part of the reason that the United
States finds it so difficult to promote infrastructure has to do with the fact that compliance
with existing safeguards is extremely difficult, driving up costs and delaying project
completion. Chinese policy in this regard is by no means the proper standard: Chinese
companies have been willing to tolerate corruption, poor safety, and environmental harms
in their investments. But facing up to the challenge of the China model will require more
thought regarding the proper balance between safeguards and the developing world’s need
for public infrastructure and, beyond that, its need for economic growth.

Authoritarian systems in China, Ethiopia, and Rwanda have gained legitimacy
through the provision of economic growth. If the norms of the liberal international system
are to survive, the United States must identify and implement partnerships and policies that
are both prodemocracy and pro-growth. A globe populated by governments inspired by the
CCP may well bring economic progress without liberty and growth, without bureaucratic
capacity, and courting instability in the long term. The security achieved today by enabling
such governance models is sure to be undone in coming years as growth-related legitimacy
wavers and brutal repression is met with ever more fervent protest.
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Costs of Hedging Bad: The Global Threat Network
and Impact on Financial Market Volatility

Jay Chittooran and Scott Helfstein

he illicit world of crime and terrorism seems far removed from everyday activity

and seems especially divorced from legitimate commercial endeavors. Increasingly,

tragic attacks or fictitious-sounding jailbreaks perpetrated by criminals and
terrorists make headlines, but their day-to-day activities are often thought of as shrouded in
darkness and best left to professionals in law enforcement, intelligence, and elite military
units. Isolating illicit activities like crime and terrorism from everyday activity fosters the
illusion that illicit activities have, at most, a limited impact on governance, commerce, and
economics. The barriers between the licit and illicit, as well as the impact of illicit on licit
markets, may be more permeable than often acknowledged.

A central aspect of the “convergence” literature is that the combination, or more
accurately synergy, of terrorism and criminality amplifies threats beyond conventional
law enforcement to legitimate national security concerns. Many of the chapters in this
volume, particularly Matt Levitt’s discussion of Hezbollah’s global network of criminals
and entrepreneurs, focus on that very issue. Rather than build upon the well-established
contention that convergence poses a serious national security threat, this chapter uses an
original dataset and analysis to argue that the synergistic challenges posed by the combination
of crime and terrorism generates real challenges in the economic and governance spheres.
The convergence of crime and terrorism fosters distortions in markets, creating real
financial costs that damage countries’ well-being and hinder their development.

This raises an important question. If this chapter focuses on the economic and
financial implications of convergence, then why should the analysis appear in a volume on
national security? Economics and markets may seem a step removed from national security
concerns, but nothing could be further from the truth. Understanding how the connections
between terrorist and criminal actors weigh on markets and economies is important for
both policymakers and the military, as well as intelligence and civilian personnel, who
address and counter the threats on the ground. Each is discussed briefly here in turn.
Economic stability and prosperity is a critical foundation of national security; ignoring
how convergence affects markets is, thus, to ignore one of the most insidious effects of this
phenomenon on global stability.
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The relationship between economic development and illicit activity is complicated.
Terrorists and criminals rarely seek out economically broken or failed countries, but threats
often manifest in countries facing economic challenges and struggling to achieve further
development; some examples pertinent now include Iraq, Nigeria, and Pakistan. High
unemployment and fewer legitimate employment opportunities, for example, may increase
incentives to work in the illicit sectors, providing an ample pool of recruits for terrorists
and criminals. Flow of investment capital to the public sector can also be a constraint by
forcing an overreliance on government resources in the economy, increasing the chances of
corruption and new political grievances among the disaffected. As policymakers consider
different approaches to intervention, understanding the parts of illicit networks most likely
to hurt investment should improve the efficacy of the financial statecraft toolkit.

Those operating against convergent threats around the world understand the
importance of “working by, with, and through” host nations and local forces, which
involves coalition building on the basis of mutual interests. Improving economic
performance is almost always a priority for host nations, and this work potentially offers
operators a guidepost for helping local security and economic officials think about the way
certain threats may hinder investment and economic development. Enlisting support from
local political, military, and law enforcement leadership can be challenging, but this shows
that there may be concrete benefits to disrupting certain types of relationships. By finding
common ground using the empirical backdrop laid here, operators and local forces may
find prioritization, resourcing, and cooperation easier.

This chapter is based on a quantitative study of nearly 70 countries. Our findings
contend that economic performance is meaningfully impacted by illicit activity and
particular aspects of connectivity. The data driving this research, originally created to better
understand crime-terror convergence from an empirical perspective, maps interpersonal
connections in global illicit networks. The original analysis looked across 122 countries,
but only 69 of those have equity markets (or “stock markets”) sufficiently mature to include
in this study.

Using equity volatility in the 69 countries studied, there is strong statistical evidence
that a link between illicit network convergence and economic volatility exists. In fact,
countries with a one-unit standard deviation increase in the convergence variable generates
as much as 2.5 more volatility; put another way, this phenomenon increases average
volatility by 17 percent. The analysis below provides an interesting perspective on global
illicit activity and how it can affect the global financial system.'

Volatility, or the movement of prices in the equity market, is one common method
of measuring risk for businesses and investors by calculating asset price fluctuations
over time. Volatility is influenced by investors’ expectations about future cash flows of
companies. Riskier assets are usually more volatile, experiencing larger swings in price as
investors struggle to assign value given the tradeoff between risk and return. Volatility can
be calculated for individual assets like commodities or currencies, as well as entire markets.
This chapter uses volatility measures of equity markets to see whether certain features of
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the illicit network are more or less associated with larger price swings, as volatility can
have a significant impact on the propensity to attract investment or business partnerships.

While a small population of speculators often profit from price volatility, most
international investors are concerned with the cost of hedging risk. Hedging is a means of
limiting risk by buying certain types of financial instruments that protect against large price
swings. As volatility increases, the cost of hedging downside risk increases. Given the
empirical results here, the costs of hedging against illicit activity probably reaches into the
billions of dollars. Market volatility increases as the ratio of relationships linking criminals
and terrorists increases, referred to as convergence. As these two groups grow increasingly
intertwined, governments and commercial enterprises face an increasingly complex and
uncertain set of risks.

The second element of the illicit network that seems to increase equity volatility is
the prevalence of individuals that link disparate parts of the network, a concept referred
to as “betweenness” in graph theory. People with high betweenness are the glue that hold
a network together, and without these boundary spanners, networks fall apart. Given the
interconnected and global nature of the illicit network, these people are well-positioned to
control the flow of scarce resources across borders and groups, while also moving between
the licit and illicit economies.

Given the sheer magnitude of many asset markets and the globalization of the
financial system, it might seem reasonable to assume that the world economy is immune
to the activities of illicit actors involved in black markets. Hundreds of billions of dollars
of products are exchanged in the global economy and on financial exchanges daily. The
global illicit economy, however, is not insignificant. It is estimated to be between 8 and
30 percent of the world economy, amounting to a staggering $6 to $22 trillion.? While
many people associate activities like narcotics smuggling and arms dealing with the illicit
economy, organized crime, counterfeiting, theft, and financial crime are also significant
components, as Karl Lallerstedt’s contribution to this book illustrates. There seems ample
reason, then, to revisit potential intersections of the licit and illicit economy in the midst of
financial globalization.

There are many ways in which illicit activity might impact the basic economic
forces of supply and demand. Countries with robust criminal networks are more likely
to experience theft, smuggling, extortion, market manipulation, and other externalities
frequently excluded from conventional economic modeling. All of these activities can
impact the economy. While there are reasons to predict that the presence of a robust
criminal network should impact an economy, there is much to learn about the particular
mechanisms by which illicit networks impact licit financial activities. Unfortunately, there
are only a few cross-sectional quantitative studies covering the subject.

Conventional wisdom suggests that policymakers should worry about less developed
countries with weaker governance, poor rule of law, and economies built around natural
resources or single commodities. This seems reasonable at first glance, but the relationship
linking illicit and licit activities is nuanced. While governance certainly plays a role,
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modest increases in the connectivity of criminal and terrorist elements or the structural
placement of individuals within the network can increase estimated volatility across global
markets, increasing risks to investors, and likely impacting capital flows to economies in
need of further development.

Our unique empirical study of the relationship between illicit networks and one small
feature of the global economy provides statistical evidence that markets are not isolated
from the evolving threats of the 21* century. The next section looks at the impact that
criminal organizations can have on economic conditions. This is followed by a discussion
of equity market mechanics and variables that can impact asset price volatility and the
potential relationship between the illicit global network and markets. Attention will then
turn to our dataset, analytical methods, and the empirical results of the study.

Lessons from the Global lllicit Network: Beware Real Dark Pools

In finance, a “dark pool” refers to large blocks of investment capital that can buy and
sell assets outside of regular exchanges. Some argue that these pools increase risk by
manipulating asset prices in an opaque fashion to benefit a handful of investors. Just as
financial markets have resource pools that exist outside normal patterns of exchange, so
do entire economies. There is a sector of the economy that operates in the dark, away from
regulation, taxation, law enforcement, and official measurement.

Economists have long understood that illicit activity could adversely impact markets.
Crime and violence were frequently treated as a local economic phenomenon. Al Capone’s
bootlegging enterprise cast a shadow on the Chicago economy in the 1920s, just as
the Cosa Nostra did in New York 40 years later. The Revolutionary Armed Forces of
Colombia (FARC) had a significant influence on the Colombian economy, just like the
Taliban regulation of heroin production did in Afghanistan during the 1990s. The impact
was not limited to those localities, as drugs produced found their way into American cities
like Miami, casting a shadow over distant economies. Despite this global phenomenon and
its tangible impacts, until recently no comprehensive picture of the illicit network existed.
As a result, it was perfectly reasonable to focus on local effects.

A study by the Combating Terrorism Center (CTC) conducted in 2014 offered
a good reason to set aside siloed, local studies to consider the global implications of
an expansive criminal and terrorist network that capitalizes on the opportunities of
increased globalization and regional connectivity. Rather than a series of unconnected
parallel criminal and terrorist networks that coexist in different regions around the
world, the CTC analysis showed that 98 percent of the 2,700 individuals in the study
were subsumed in a single, expansive, cross-national network.® This was somewhat
unexpected as the study started with a list of 40 leading criminals across narcotics,
arms, and human trafficking. Instead of finding locally focused criminal networks,
this study demonstrated that individuals maintain relationships between a variety of
criminal, terrorist, and antistate enterprises across continents and oceans. Critical to
this process is the ability of criminals in one illicit sector to maintain relationships with
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those involved in different criminal activities, as well as with individuals on global
terrorist watch lists.

Focusing on a specific illicit actor or activity in a country or region can be helpful
for local policy or law enforcement, but can be misleading in attempts to understand the
broader socioeconomic ecosystem in which these individuals operate. Drug production in
Colombia can impact crime and health care costs tied to addiction in Los Angeles. Arms
made in Eastern Europe have found their way to Africa, Latin America, and Asia. In recent
years, authorities have found money laundering and market manipulation crime syndicates
operating at vast distances. Though this process seems relatively organized, there is no
central command ordering interactions; there is no Spectre. The network is best described
as a self-organizing complex system, or the outcome of self-interested opportunity-seeking
social agents. The existence of an interconnected global network that leverages both licit
and illicit marketplaces warrants an examination to better understand how the world’s true
pools of darkness impact legitimate economies and markets. This is meant to be a small
step in legitimating that research.

How Do We Measure Economic Performance and What Moves Equity Markets?

In order to demonstrate the impact of illicit networks on the economy, we must first address
how we measure the robustness, well-being, and stability of the economy. Economic
performance can be measured by using macroeconomic indicators; the two most common
are gross domestic product (GDP) and gross national income (GNI), using real, nominal,
or per capita values. To clarify, GDP tracks all expenditures on goods and services
produced domestically, while GNI is GDP plus income earned by foreign residents (and
less income earned by nonresidents in the country). These types of metrics, while helpful,
are subject to different interpretations and revisions because of the difficulty associated
with aggregating data over an entire economy. More problematic is that these numbers are
published infrequently. Indeed, in the United States, initial GDP numbers come out once
every quarter, but the final numbers are lagged by up to three months. In other countries,
particularly in the developing world, data is released far less regularly and may be
unreliable. Because of this, it is much more difficult to track the effect of the crime-terror
network with infrequent, lagged, and oftentimes, inaccurate data. Identifying the impact
of illicit activity across statistics that aggregate infrequently across an entire economy is
difficult at best. Most relevant here, such indicators shed little light on the volatility that
activities like crime and terrorism can create.

Financial markets offer a different way of gauging the impact of illicit activity
instead of the slow and opaque calculation that comes from relying on GDP indicators.
Equity markets generally reflect investors’ trust in business and the economic environment,
specifically investors’ willingness to risk capital in long-lived assets. Markets provide real-
time price discovery, meaning there is regular feedback on the business environment and
the probability of future cash flows. Another advantage is that equity values shift over
time, and the price swings are one way to gauge investor uncertainty and risk. Larger price
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swings, or increased volatility, generally reflect greater uncertainty and risk to future cash
flows.

Other asset classes, like sovereign bonds, could have been used to examine the
macroeconomic conditions, but equities arguably provide the best metric for real-time
sentiment regarding the business environment. Sovereign bonds reflect investors’ belief in
the government’s ability to not only pay the bills, but also to remain in power. Corporate
credits would provide a better sense of the business environment than sovereign bonds, but
they value a fixed payment stream, as opposed to equity holders who face an uncertain path
of cash flows. Bondholders also usually have a claim on assets that could be sold, limiting
the downside whereas equity holders typically have less protection against total loss.

Looking at equity markets (like the New York Stock Exchange, the NASDAQ, the
Shanghai Composite, the London Stock Exchange, or any others across the globe) can be
a way to assess the economic performance of a country while also factoring in risk and
investor sentiment.* Using equity markets also allows for microanalysis, offering real-time
data on not just the broader economic performance, but also future expectations for the
business environment.’

International equity market returns are highly variable from year to year, as investors
often find one year’s underperforming market attractive the following year. Investors try
to identify markets most likely to yield returns, sometimes in risky markets that have sold
off in previous years. In other words, investors may be compensated for risk through low
entry prices. Even a risky market, given the right price, can be an attractive value-investing
opportunity. International equity market returns, therefore, are implicitly risk-adjusted. If
risky assets are priced attractively, the return could still be substantial. Equity returns can
be highly variable and risk is only one of many factors that investors may consider.

By focusing on swings in asset prices over time, volatility offers a more straightforward
method of thinking about risk. More mature, stable, and transparent markets experience lower
levels of volatility as investors have better information and confidence in the market. By
contrast, markets in developing countries with poor governance, rule of law, and economic
foundations are likely to be quite volatile. These factors are not easily changed, and volatility
levels generally change slowly over time unless impacted by a major exogenous shock.

What types of things can affect equity markets? An equity index can be affected by
economic issues, financial conditions, geopolitical concerns, or exogenous factors, like
the weather. At the base level, equity prices are determined by estimates of the growth of
future cash flows and the cost of capital. Economic measurements like GDP help investors
get a sense of the growth environment, and stock market returns usually correlate with
future growth.® Investors use the data releases to improve their understanding of future
conditions, and so incorporating an economic indicator on the health of the economy is an
important control variable. When investors believe that the pathway of future economic
performance remains strong, market values are likely to increase and volatility should
decrease. Growth scares and poor economic activity should lead to increased volatility as
investors struggle to price an uncertain set of cash flows.
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Inflation also has a strong and significant relationship to equity market volatility.
Inflation is the cost difference between buying a good today versus sometime in the future.
At first this might seem to have little impact on financial markets, but it actually serves as
a critical building block to asset valuation. The rate of inflation helps establish the cost of
borrowing money, or the cost of capital. As inflation increases, investors demand higher
compensation for allocating their funds today, since those same funds will have lower
purchasing power in future environments experiencing high inflation. Investors struggle
to accurately set rates of return, and thereby determine the true value of future cash flows.
Research suggests that countries experiencing higher inflation do face higher levels of asset
price volatility, and our research incorporates inflation as an additional control variable.”

Data and Methods

Our research relies on a number of data sources, but the most unique was a database
developed by the Combating Terrorism Center at West Point based on open-source data
compiled by Thomson Reuters” World-Check. Coders at World-Check relied extensively
on court documentation, including indictments, from dozens of countries in over 60
languages as well as traditional open-source material. The initial database was compiled
for commercial use as a due diligence tool. After the September 11 attacks, the United
States adopted more stringent rules on money flows, raising the burden for financial
services companies in particular. World-Check gathered information on individuals added
to government watch lists along with their known associates, and the CTC used the data
source to conduct an experiment on convergence in crime and terror across the global
network of illicit actors and activities.

As noted above, the CTC study generated a list of the top 40 transnational criminals
across narcotics, arms dealing, and human trafficking.® The project aimed at identifying the
prevalence of linkages, or social distance, between the transnational criminals and terrorist
actors based on known associates in the World-Check data. The researchers did not have
to look very far. The initial 40 illicit actors linked directly to 754 known associates, and 86
were transnational terrorists on global watch lists. The frequency of terrorist elements in
the network increased significantly when researchers moved out one degree.

As discussed, the most surprising conclusion in the CTC study was the
interconnectedness of global illicit actors. This interconnectedness was not the work of any
individual or group, but the outcome of a self-organizing complex system. The study then
leveraged geographic data to identify potential drivers of crime-terror convergence. The
cross-sectional analysis included a range of network variables across 120 countries. Rather
than revisit the conclusions reached in that work, which focused on forces that may have
influenced the formation of the network, the study conducted for this chapter leveraged the
cross-sectional data to look at the way characteristics of the illicit network might impact
the global financial system, using equity markets as a proxy. In other words, the CTC
study used the network characteristics as a dependent variable, attempting to explain the
patterns of illicit connectivity based on economic and political factors across countries.
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Here, the network data serves as an independent variable to better understand whether
illicit activities and networks impact licit economies and market functions.

The research conducted for this chapter leveraged three variables from the CTC data
that summarize different aspects of the illicit network within each country. Networks can
be characterized in a number of ways including number or density of connections, as well
as structural features that help summarize an individual’s role within the network. The
three variables were chosen to reflect different ways that illicit behavior and the networks
may weigh on governance and economic risks pertinent to financial markets. Each will
be discussed here briefly. The main explanatory variables included factors for convergent
relationships between criminals and terrorists, the average degree of illicit actors, and
the average betweenness of those in the network. Each of these could impact the broader
environment in which businesses and investors operate.

The convergence between criminal and terrorist elements was a critical aspect of the
CTC study. Prior to building the network database, each individual in the network was
assigned a role, or reason for inclusion. This was not a subjective decision by those that
built the network graph, but a data field developed beforehand, which helped ensure that
results were not driven by idiosyncratic or biased coding in the network study. Justification
for the initial coding usually came from legal filings or watch list designations. As a
result, some individuals were identified as terrorists while others were identified for their
involvement in criminal activities such as narcotics or arms trafficking. In reality, the
designations might not be mutually exclusive; consider individuals like Dawood Ibrahim.
Though Ibrahim spans the worlds of terrorism and criminality, his primary interest is the
D-Company criminal enterprise.

Convergence summarizes the density of ties crossing between individuals classified
as criminals and terrorists in each country. The variable calculates the number of individuals
that are criminals linked to terrorists, or terrorists linked with criminals, and divides that by
the total number of illicit actors within the country. Higher levels of convergence reflect a
greater propensity for terrorists and criminals to interact.

Degree centrality is perhaps the most basic metric within network science, and is
generally thought of as a significant measure of importance in the network. The measure
is simple and calculated by summing the total connections for each individual within
the network. For example, if a network has nine people and one of the individuals has a
social relationship with four other individuals, then the degree centrality equals four. The
person who has two connections has a degree centrality of two, and is generally viewed as
less connected than the individual with four. The more connections an individual has, or
the higher the degree, the more influence that person could have in the network. Degree
centrality does not incorporate unique structural aspects of the network or the placement
of individuals within the infrastructure; it simply characterizes a network by the sum of
connections of each individual. There are other measures of importance or influence within
a network, as discussed below, but degree centrality is one commonly used metric, the
easiest to calculate, and the most intuitive. In this study, degree centrality is converted into
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a country-level measure by taking the average for each individual operating within the
country. This summary degree variable is one method of reflecting the level of connectivity
that illicit actors have, irrespective of their respective illicit activities, within each country.

The final network measure included is betweenness, one of the many metrics for
influence in graph theory. While degree centrality measures influence by the aggregate
number of connections, betweenness incorporates network structure and positioning of an
individual within that structure. The measure specifically captures the importance of an
individual in linking disparate parts of the network. Returning to the nine-person network
above, imagine there are two groups of four people, each of which know one another. Each
of the eight individuals in the two groups has a degree centrality of four. The ninth person
in the network knows one person from each of the two groups. In the example above, the
individual with the two connections might seem less influential, however, betweenness
incorporates their structural position. In this instance, anytime the two groups want to
interact, they must go through the person with degree centrality of two. Despite having
fewer connections than those within the four-person networks, that ninth individual plays
an important role as an intermediary.

Technically, betweenness is calculated by looking at the shortest pathway between
any two nodes in the network and calculating how many of the paths go through a single
individual. Those with the most through traffic have the highest betweenness. Individuals
with high betweenness connect parts of the network that would otherwise be unconnected.
Like the degree centrality measure, in this study it is first calculated for each individual and
then converted into a country-level variable by calculating the average betweenness for
individuals in each country. Literature on network analysis often refers to those with high
betweenness as boundary spanners. These people are the network glue, or bottlenecks, when
connections grow sparse. By connecting groups that might be otherwise unconnected, they
play an important role as brokers and intermediaries. In some ways, betweenness is the
most interesting of the three network measures, reflecting the ability of illicit actors within
each country to facilitate high value transactions in goods, information, skills, or people
within or outside of the country. These are illicit brokers that generally have international
reach.

Our study also included a political control variable to ensure that any relationships
among network measures were not capturing other country-specific governance factors
that could impact volatility. The first alternative hypothesis is that higher measures among
the network variables really reflect the functioning or failure of the government. In other
words, countries with robust illicit networks are really just those one would consider failed
or failing states. The CTC report dealt with this at length and found the two were distinct.
To ensure that the network characteristics are not just measuring governance, the study
included the Fragile States Index. This metric uses 12 indicators of state fragility and
assigns a number to each state based upon perceived risks; the higher the number, the more
risk factors there are in the country.’

Since our research is primarily about licit finance, incorporating variables that drive
markets is critical. Therefore, the study included economic growth and inflation rates.
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Generally, countries with higher real economic growth should expect higher returns and
lower volatility. Since returns are partially driven by expected growth, and markets in
growing economies are more likely to move higher, there are fewer price swings. The final
control used in this study is inflation. Work on the “diversionary war hypothesis,” the idea
that countries begin wars when internal turmoil rises, often uses inflation as a metric for
internal turmoil.!® From a market’s perspective, higher inflation complicates efforts to price
financial assets. Investors may grow concerned about political will or capability to control
prices. The true value of an asset becomes more difficult to discern, and this can increase
volatility.

We used two volatility measures over time to examine the potential relationship
between illicit networks and licit markets. Equity market volatility generally refers to
the standard deviation of closing prices for a given period of time. The analysis included
volatility measures taken over 30-day and 260-day intervals in 2013 and 2014. Market data
came from a commonly used financial database. The next section shows and discusses the
results from the statistical test using the volatility measures as the dependent variables with
the network characteristics and control variables as the independent variables."!

Analysis

The empirical analysis of equity volatility across the 69 financial markets reveals that
certain aspects of illicit networks have a significant impact on licit economic and market
activity. At the same time that the econometric results suggest that market participants
and policymakers should consider the impact of illicit networks, only certain structural
factors proved to correlate strongly with equity market volatility. The factors we identified
as the most significant were the levels of interaction between criminal and terrorist actors
and the level of betweenness of actors within the network; increases in both these factors
were positively correlated with market instability. This illustrates the tangible economic
ramifications of convergence.

Our research demonstrates that the threat posed by crime-terror convergence carries
over into the licit economy. Convergence displayed the strongest positive correlation
among the network factors incorporated in the analysis; thus, equity markets in countries
where criminal elements and terrorists have higher levels of interaction are, on average,
more volatile than those where criminals and terrorists were reasonably isolated from
each other. The tendency, and ability, for illicit actors to cross the crime-terror boundary
increases risks to businesses and investors, thereby weighing on the private sector. In short,
criminal networks can have tangible effects on economic health.

One thought that immediately comes to mind is that convergence, or the tendency
for terrorists and criminals to interact, is largely a feature of failed states. This is, after all,
conventional wisdom. The CTC report on crime-terror connectivity empirically refuted
this long-held notion. Poor and failing states did not necessarily have the highest rates of
crime-terror connectivity as convergence is a unique variable distinct from measures of
governance or lack thereof. Convergence is prominent in two conditions. First, poor and
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failed states, but only when the country is prone to initiating military conflict. Second,
connectivity between terrorists and criminals is not isolated to poor and failed states, as
rich countries can have high levels of convergence. Thus, assuming that convergence and
failed states are synonymous is dangerous.

Our more recent research shows once again that convergence and failed state status
are not equivalent concepts). While convergence is highly correlated with equity market
volatility at statistically significant levels across time, the control variable for failed state
status is relatively uncorrelated with equity volatility despite a small positive coefficient.
The relationship between the failed states index control variable and volatility was not
statistically significant. To ensure that the failed states index and convergence were not
capturing the same phenomenon, correlation coefficients were run that showed a modest
(below 0.20) relationship between the two variables.

Figure 5.1. Estimated Impact of One Standard Deviation Increase on Volatility
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Note: Statistical significance marked by * p-value<0.10, ** p-value<0.05, *** p-value<0.01.

Convergence in a country is clearly distinct from the failed state status in this sample as
previous research suggested, and convergence is a much more powerful explanatory factor
for equity market volatility. As the marginal analysis shows, a one standard deviation
increase in the convergence variable generates an additional 1.1 to 1.9 more volatility,
or put another way, increases average volatility by 7 to 10 percent. Using a theoretical
options valuation model, that would increase the cost of hedging a 10 percent decline by 66
percent. That cost is built into the return calculations, meaning that expected returns have
to increase enough to offset the higher hedging expense, which can have significant impact
on allocation decisions, capital inflows, and private sector investment.

Convergence was not the only aspect of illicit connectivity that correlated with
increased equity volatility. The average betweenness of the illicit actors within each country
also seems to weigh on the markets. This was also consistent with the propositions offered
earlier. Higher betweenness offers individuals unique standing and capabilities within a
network. These are the individuals best capable of moving money and goods to parts of the
network that might not otherwise have access. Just as in the case of licit economies, control
of scarce resources is a source of power and wealth in the illicit world. By contrast, degree
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centrality did not correlate with equity volatility. Countries with illicit actors that have high
betweenness scores are transit points, at least in the network sense, for the raw materials
that enable illicit activity. The boundary spanners or brokers probably yield significant
influence while also having access to networks and cells both inside and outside their
country. The connected and transnational nature of the network often translates into the
realm of illicit finance, with these individuals moving money across the illicit network as
well as between the licit and illicit economies.

The relationship between betweenness and equity market volatility is even stronger
than convergence, which is not surprising since the measure incorporates structural
position in characterizing importance. The impact of betweenness actually outweighs that
of connectivity. While a one standard deviation increase in convergence is associated with
a 30-day volatility increase of 1.9, the predicted impact of a similar increase in betweenness
increases volatility by 2.7. The glue that holds together the global illicit network, particularly
disparate parts of the network, is the greatest threat to licit commerce as gauged by equity
market volatility based on this analysis. At first glance, the increased volatility seems
small. The mean 260-day volatility across the sample is 15.7. The marginal impact of a one
standard deviation in convergence and betweenness is 1.1 and 1.8, respectively.

An increase in volatility from 15.7 to 18.6 might seem small, but the financial
implications can be significant. These seemingly abstract measures can actually be
translated into monetary costs. The costs of hedging such risks can increase from 50 percent
to 230 percent. To justify the investment, asset allocators would have to overcome a drag
of at least 0.5 percent on expected return, which could be sufficient to drive investment
towards another market. For example, if an emerging market had a total market of $40
billion, the costs of hedging could increase from $400 million to $600 million on the low
end of the estimate.

Policy Implications

In the last decade, the growing convergence between criminal and terrorist enterprises has
gained attention in the foreign policy and military arenas, but as we showcase here, there is
also a sufficient rationale to consider the economic impact as well.

Just like any of today’s multinational companies operating with globalized supply
chains, these illicit networks will continue to converge and work together, whether their
missions overlap or not, in order to move resources, share knowledge, and raise funds to
operate. The links between these groups will be stronger and the networks will naturally
grow increasingly dense, as is the case with many naturally occurring complex systems.
More convergence likely translates to greater economic effects locally as well as globally.

With higher volatility, there is an expectation that equity market returns will be
affected as well. Businesses and investors frequently consider the costs of security and
illicit activity, but rarely do they explicitly price this illicit network component into their
calculations. This risk premium for businesses to operate in a country with stronger
convergence remains higher than in countries with lower convergence rates, raising the
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costs of doing business in these countries. For countries looking to access foreign capital
for commercial and infrastructure development, the costs to hedge risks from convergence
can weigh heavily and limit capital inflow, which hurts development. Investor perception
of convergent risk in developing markets may partially explain the predilection for foreign
capital to flow to developed economies despite lower long-term economic growth rates.

Developed countries, however, also grapple with convergence threats. Less-developed
countries do not necessarily have higher rates of convergence than developed countries.
Development does not actually serve as a strong indicator of criminal or convergent
activity (though this does not mean it is not an indicator). This is a global challenge, and
undermines the conventional wisdom that poorly governed countries are hotbeds for illicit
activity. The prominent nature of this misperception may be rooted in the vastly different
capabilities that exist between developed and developing countries. Developed countries
have highly institutionalized elements ready to deal with many of the problems, but there
is no shortage of work for law enforcement and intelligence personnel. In some cases,
developing nations have lower levels of convergence than developed countries, but they
also have to do less with less.

Building on the CTC data that argued interaction in the global network was more
common than previously expected, these relations seemingly affect a country’s economic
ecosystem. The rise of groups like the Islamic State of Iraq and the Levant (ISIL) that
bridge gaps across the criminal-terrorism spectrum is a primary example of this. ISIL is
selling oil on the black market and that can impact licit markets. This type of activity
happened in the mid-2000s, with nearly 20 percent of Iraqi oil production (or up to 300,000
barrels per day) marked as unaccounted, which is industry parlance for likely stolen and
smuggled.'?

Following the September 11 terrorist attacks, then President George W. Bush created
the Office of Terrorism and Financial Intelligence in the Department of Treasury and
repurposed other departments and officials to work on criminal and terrorism financing. This
included safeguarding the financial system against illegal use (i.e., money laundering) while
also combating illicit actors, including rogue nations, terrorist cells, and drug traffickers.
Even with these resources, the effect that illicit networks have on broader economic issues
is not well-documented. By better understanding this relationship and seeing the extent to
which illicit networks are a drag on a country’s economy by producing increased volatility,
policymakers can better assess the most economically damaging elements.

The crime-terror convergence is a growing, but still young, field of inquiry. Criminal
enterprises from all facets of the illicit spectrum, from terrorism to financial criminals,
often work together in some manner over time. The effects can be drastic and destabilizing.
Criminal and terrorist groups aim for negative political control in that they benefit from
denying or minimizing government and law enforcement operating capacity. Criminals
want to pursue profit without fear of law enforcement, but criminal profits come at a
cost in legitimate economies. When crime is rife, relying on contracts and other business
conventions becomes tenuous. Criminal groups can also seek gain from levying illegitimate
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taxes on local businesses. Even in instances where criminals do not seek to directly profit,
illicit activity redirects funds out of the licit economy. Moreover, terrorists often seek to
overturn the political status quo and frequently rely in part on attacking the legitimacy of
the ruling regime. Stifling economic growth and commercial activity is one method by
which terrorists might look to cast doubt on the capability of current political leadership.
The tactics employed, violence aimed at civilians, create a drag through damaged property,
loss of life, and dampening of commercial sentiment. There are also direct costs associated
with countering both criminal and terrorist elements, and those tend to increase as the
problems grow more acute.

The impact of criminal and terrorist activity could be bleeding into and impacting
the larger and more general (and licit) marketplaces. Criminal networks can interfere
with trade routes or cause supply shortages. As Jessica Stern writes in this volume and
others have noted elsewhere, ISIL lines its coffers with the sale of stolen oil (measured by
the U.S. Treasury as over $1 million per day), impacting local and regional economies.'
ISIL’s success in raising illicit funds, working with criminal elements, controlling territory,
and building an international strike capacity shows how dangerous and destabilizing the
intersection of crime and terrorism can be.

The dynamics between illicit networks and national economic performance are not
entirely new ground, but the data analyzed is somewhat novel. Extant scholarship suggests a
number of things about criminal-terrorism convergence. Some have argued that the process
of convergence has hastened in recent years, and the growing interconnection is a unique
problem for and threat to U.S. national security." Others have argued that convergence
is overstated as a national security threat.'> However, in a previous phase of this project,
network analysis found that the illicit network is highly connected. Looking at more than
2,700 individuals operating in 3,600 locations and linked by 15,000 relationships that span
122 countries, the analysis showed that 98 percent of the individuals in the dataset were
separated by a maximum of two degrees of association. In total, the CTC analysis found
more than 1,000 country-to-country relationships.'

Questions about the types of interactions in the crime-terror network remain. These
links can be to get money, but are primarily transactional in nature, based on partnerships
of convenience and complementary business ties.!” Some scholars have correctly
identified that groups or individuals might work together for certain periods of time and
then terminate their relations.!® Some groups converge on an activity, when terrorists use
criminal activities or criminals use terrorist tactics in pursuit of their respective political
and economic ends, while others converge when a terror group works with a criminal
enterprise. We have seen that with the Haqqani network’s relationship with al-Qaeda and
D-Company’s relationship with Lashkar-e-Taiba. Related, groups may also transition along
an apparent crime-terrorism continuum, transitioning from ideologically motivated groups
that avoided involvement with criminal activities that now perpetuate crimes because of
the attraction of the lucrative nature of criminal activities."”

Turning to the economic side of illicit networks, the debate is far less developed.
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Many questions arise when trying to assess the global economic footprint of illicit networks.
Some have come up with estimates; however, not only do these estimates vary widely, but
it is also difficult to determine their accuracy, with estimates ranging from 8 percent to as
large as 30 percent of world GDP, or $6 trillion to $22 trillion. Even if these estimates are
not fully accurate, the scope of these networks is jarring.

A handful of papers have studied the economic impacts of singular aspects of the
illicit network. In the wake of the September 11 attacks, terrorism received most of the
attention and research. It is clear that terrorism has a negative economic effect. Looking at
the September 11 terrorist attacks, the direct costs were estimated at $27.2 billion, which
represented about 0.25 percent of the U.S. GDP.*® Looking more holistically, terrorist
attacks have a stock price reaction of -0.83 percent, which corresponds to an average loss
per firm per attack of $401 million in market capitalization, or the value of a company
calculated by multiplying the current share price and the total number of outstanding
stocks.?! The correlations between regime type and development level with illicit networks
are interesting and complex. The general consensus is that developing countries and
nondemocratic regimes are more conducive to illicit networks that also damage the
country’s economy. However, transnational crime is strongest in the richest countries, but
often obfuscated by the sheer size of the legitimate economy.?

Conclusion
Illicit networks leave a broad wave of destruction in their path. This clearly touches the
community (and the broader region and globe), but these networks are also a headwind for
national economies.

There are certainly limitations, as with any type of study delving into the clandestine.
Now that we know these groups are well-connected and have a draining effect on the
financial system, more effort needs to be paid to how these groups interact, and ultimately,
how these groups first become connected. Lack of data (particularly in the 51 countries
that lack an equity market that were included in the original study) limits this study, but
additional attention needs to be focused on the aggregate effect over the long run. Our
analysis lays out how the illicit and the licit economy bleed together. For illicit networks,
destabilization is critical, and that is borne out in the numbers.
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Appendix. Full Regression Resulis

Ordinary Least Squares Random Effects
30 Day 260 Day 30 Day 260 Day
Volatility Volatility Volatility Volatility
Convergence 3.36 ** 2.01** 3.37* 228 *
Std. Error 1.84 1.02 1.96 1.33
Average Between 1.65 *** 1.10 *** 1.66 ** 1.20 **
Std. Error 0.75 0.41 0.80 0.54
Average Degree 0.05 -0.01 0.05 -0.03
Std. Error 0.25 0.14 0.26 0.18
Failed State Index 0.05 0.03 0.05 0.02
Std. Error 0.05 0.03 0.05 0.03
Inflation 0.49 *** 0.40 *** 0.48 *** 0.36 ***
Std. Error 0.17 0.09 0.18 0.11
GDP Growth -0.88 *** -0.89 *** -0.85 * -0.52 **
Std. Error 0.42 0.23 0.44 0.24
Constant 12.16 *** 12.86 *** 12.14 *** 12.65 ***
Std. Error 3.15 1.73 3.34 2.28

Note: Statistical significance marked by * p-value<0.10, ** p-value<0.05, *** p-value<0.01.
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Terrorist and Criminal Dynamics:
A Look Beyond the Horizon

Christopher Dishman

riminal and terrorist labels provided a useful baseline for understanding nonstate

actors for much of the 20" century. The Italian Mafia, left-wing European terrorist

groups, and Colombia- and Mexico-based criminal enterprises, among others,
usually fell cleanly into two categories: those motivated by greed and those motivated by
grievances. To be sure, a spectrum of political and criminal activity existed within these
two categories, particularly in the 1980s and 1990s, when some criminals participated
in politics, served as local or regional patriarchs, or declared war against the state, using
terrorism as a tactic, while others utilized criminal profits to replace revenues lost from
state sponsorship or the unexpected absence of donations from abroad. In spite of this
heterogeneity, analysts could usually discern a group’s goals and motives and assess their
impact on international security.

Analysts could do so because criminals and terrorists in the 20" century were
typically organized hierarchically. Organizational constructs are an important and defining
characteristic for understanding nonstate actors. A hierarchical organization provides more
clarity to a group’s intentions than a purely networked organization; such organizations
retain a relatively clear mission and goal which autocratic leaders achieve by setting
rules and boundaries for their business operations. A network, in contrast, can assume
many forms and pursue multiple and seemingly competing or even conflicting goals.
Polymotivated organizations present a challenge to analysts, who seek to understand the
short-, medium-, and long-term threats posed by such organizations.

Traditional organized crime and terrorism paradigms, replete with hierarchical
organizations, vertical illicit industries, and autocratic leaders, are giving way to a murkier
and more complex environment. Successful counterterrorism and counter-transnational
criminal organizations (TCO) efforts have dismantled hierarchies and compelled many TCOs
and terrorist groups to disperse into networks. Lower and mid-level criminal and terrorist
actors, once working for a single employer, now seek their own opportunities in regional
or international networks. Ungoverned by hierarchical rules, today’s networked actors are
increasingly polymotivated and pursue a spectrum of criminal and terrorist activities.

Technological advances allow this potent combination of capabilities, skills,
and products to thrive without the traditional “glue” of the underworld: face-to-face
meetings, trusted introductions, autocratic leaders, and geographic centralization. The
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new environment is shaped by the erosion of state power, the staggering growth of
shadow economies, lower entry barriers to criminal markets, and historic advances in
communications technology and financial instruments. The “Deep Web” epitomizes this
future: a real-time, virtual bazaar where illicit actors locate new partners, customers, and
sellers, and conduct lightning-fast global transactions.

Modeling a criminal-terrorist dystopia produces alarming prospects without deviating
significantly from global trend lines. In the future, terrorists and criminals will have easier
access to funds due to lower entry barriers in global illicit markets and increasing engagement
in the world’s lawful economy. Terrorists and criminals will exchange goods and services
at an unprecedented rate utilizing internet secrecy and covert messaging communications.
Through internet communications, terrorists will be able to acquire weapons, explosive
precursors, fraudulent documents, and other necessary instruments more quickly than
in the past. Criminals, acting as buyers and sellers in this virtual environment, will
see staggering revenues as the internet grows the black market in the coming decades.
Geography will matter less in the coming years as criminals and terrorists utilize advances
in communications technology to build transnational relationships. Alliances of criminals
and terrorists, dispersed across the globe, may target weak or collapsing states so they can
profit from the state’s decline and the emerging war economy. Networks will also obscure
the objectives of nefarious actors who become increasingly polymotivated, and in turn,
more difficult to label a “terrorist” or “criminal.”

This chapter will assess the relationships between terrorists and criminals, and
present a dystopian view of future collaboration. It will assess the impact of the shift
from hierarchical to networked organizations and address the implications of fragmenting
illicit industries. Advances in communication technology, namely the Deep Web, will
enable “hyper-collaboration” between anonymous nefarious actors, and challenge law
enforcement’s ability to identify people and activities. The chapter concludes that these
trends will pose major challenges for law enforcement. Polymotivated networks will pair
more “buyers and sellers” within illegal and informal markets who identify new global
opportunities in weak states, conflict zones, and ungoverned areas. Fractured illicit
industries will offer new opportunities to criminal entrepreneurs previously shut out from
vertically organized markets. Polymotivated networks will utilize new communications
technology to connect like-minded individuals that seek to profit economically or politically
from subverting global rules and norms.

Hierarchy as Dominant Organizational Construct
Hierarchies remained the dominant organizational construct for criminal and terrorist
enterprises for most of the 20" century. A hierarchy:

uses authority (legitimate power) to create and coordinate vertical and horizontal division
of labor. Under hierarchy, knowledge is treated as a scarce resource and is therefore
concentrated, along with the corresponding decision rights, in specialized functional
units and at higher levels of the organization.!
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Hierarchies allowed kingpins to retain profits at the “CEO” level and ensure that the leader
maintained tight control of the organization. These kingpins organized their businesses into
various branches including financial, operations, legal, security, and counterintelligence,
among other areas of responsibility. Some terrorist groups also utilized hierarchical
elements to manage military operations, finance, media, and propaganda activities. Al-
Qaeda core, for example, consisted of four committees that ran various aspects of the
organization. Osama bin Laden implemented standard Islamic business practices when
al-Qaeda relocated to Sudan and Afghanistan.

Insurgent groups also utilize hierarchies because they require a “command and
control” structure to regulate territory and govern. Guerrilla leaders issue rules and
directives that they expect to be followed, and a hierarchy enables them to enforce these
directives. Insurgents also undertake governmental functions to include education, health
care, and law, which are initiatives best implemented through a hierarchy. Guerrillas who
control commodity production, like diamonds and oil, rely on a hierarchy to regulate
production and transportation of the product. An internal security apparatus ensures that
rank-and-file members and paid laborers do not steal from their organization. The Islamic
State in Iraq and the Levant (ISIL), for example, retains a cabinet which manages the
group’s finances and oil production, in addition to other duties such as media, security,
prisoners, and recruitment.’

Most importantly for understanding terrorist and criminal collaboration, hierarchies
provide a mechanism for leaders to control their members and eliminate those who
contravene or undermine the group’s mission. Kingpins and terrorist leaders decide the
organization’s rules and operational boundaries. If a maverick TCO associate conducts
independent criminal business, for example, the organization’s internal security apparatus
will find and punish the offender.* A hierarchy, of course, can contain multiple, quasi-
independent groups that pursue interests that undermine the organization. Typically,
however, the autocratic leader would steer the organization back to its original mission by
eliminating the source of the problem.

Until recently, most TCO leaders have avoided conducting business with
terrorists.* Criminals, seeking a stable, status quo environment, avoided partnerships with
organizations seeking to overthrow or undermine the state. Most TCOs, embedded in weak
states, invest and profit from a state’s corrupt machinery and they do not want to disrupt
that profitable dynamic. A TCO kingpin’s lifestyle, replete with ranches, family, cars, zoo
animals, and other materialistic goods, reflects his interest in preserving the status quo. A
terrorist or insurgent group, in contrast, is normally disinterested in materialistic comfort
and is instead driven by the desire for political change.

Throughout the 20" century, some hierarchically structured criminal and terrorist
groups collaborated on a one-time or ad hoc basis. Criminals utilized terrorist groups for
explosives and weapons training, assassination, and other services, while terrorists utilized
the fraud and smuggling services of criminal groups. Some longer-term business partnerships
existed for services and equipment, such as between left-wing terrorist groups in Europe
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and the Italian Mafia during the 1980s, but these long-term associations were unique in
the global landscape. Strong leaders, through a centralized organization, could steer their
organizations away from relationships they believed were detrimental to their goals.

Terrorists Turn fo Organized Crime for Funding

When funding for terrorist organizations and insurgents dried up at the end of the Cold
War, many violent extremist groups turned to organized and petty crime to raise revenue.
State-sponsored funding, combined with a global crackdown on terrorist financing, forced
terrorists and insurgents to seek alternate sources of revenue to continue operations.
Insurgents, for example, with thousands of soldiers, required money to buy weapons,
food, and pay salaries, while smaller terrorist organizations required funding to purchase
fraudulent documents, pay smugglers, buy weapons, and conduct other organizational
activities. Contemporary terrorists and insurgents exploit the local economy to raise funds
for their activities. These groups will initially seek quick, ad hoc methods of acquiring
funds but they will eventually locate more stable sources of income.” Urban-based
terrorists rely on kidnapping, bank robberies, or schemes that abuse tax or other legal
loopholes. Insurgents located in conflict zones exploit a war economy by selling weapons,
arms, and security services. Rural terrorists or insurgents will extort commodity producers
or overtake production of the commodity themselves. These commodities can include drug
production and distribution; gold, gem, and diamond mining; oil production; and illegal
logging, among others.

Drug trafficking is a particularly lucrative income source because it is often the
most profitable industry in rural or areas lacking a robust state presence. The Taliban,
for example, have generated millions of dollars through their participation in the white
heroin trade. Taliban factions tax farmers, drug convoys, and opium lab operators and they
receive steady payments from drug trafficking organizations that operate in their area of
control.® Taliban leaders also maintain large opium stockpiles that serve as the equivalent
of a bank account that can be drawn upon when needed.” In areas of Afghanistan where
poppy production is absent, the Taliban extort gem and mining operators, conduct illegal
logging operations, and shake down mobile phone businesses.®

For other terrorist groups, trade in legitimate commodities has funded their illicit
activities. Terrorist groups in Africa and South America rely heavily on commodity
production for generating revenue. Natural resources like gold, timber, hard rock minerals,
diamonds (especially diamonds that can be retrieved through alluvial mining), gems,
and illicit crops, provide a stable income stream for insurgents. Commodity production,
with large extraction machinery and in-ground resources, is an attractive insurgent target
because commodity managers cannot easily move their operations. Insurgents extort
commodity producers, tax the product’s pathways to export, or overtake production of the
commodity themselves.’

In a war zone or a collapsed state, criminal and terrorist groups generate revenue by
conducting business in the shadow economy which emerges during the conflict. Often a
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shadow economy is the only productive market in a war-torn country; thus, criminals and
terrorists, as well as some licit businessmen, will turn to the shadow economy to raise
funds. Many of these war-zone criminal groups, as noted by Louise Shelley, invest their
profits overseas instead of into the state’s economy.'® Since violence against the state will
not harm their investments, they are less hesitant about attacking the state and damaging its
legal economy than traditional organized crime groups. Unlike traditional organized crime
groups, these criminals may even ally with a local terrorist group to destabilize the state
and perpetuate the war economy from which they profit."! These relationships threaten to
create cycles of perpetual violence in modern conflict zones.

Modern-day terrorists diversify their funding sources to avoid dependence on a
single source of income. They understand that relying on a single funding stream like
state sponsorship or charities can leave their organization financially stranded if that
pipeline is closed by authorities. Hezbollah, for example, reportedly receives funding
from a broad range of activities, including conflict diamonds, donations from Lebanese
Shia businessmen in Africa, cocaine smuggling in West Africa, credit card schemes,
and cigarette smuggling in America.'? Osama bin Laden received revenue from conflict
diamonds, drug trafficking, investments in Sudan’s state infrastructure, and state charities
and benefactors.”* A diversified investment portfolio provides a relatively stable funding
source, since alternate revenue streams can compensate for the unpredicted loss of support
from a single source.

Endangered wildlife is an example of portfolio diversification for terrorist groups,
with the global illegal wildlife trade estimated to generate between $7 and $23 billion
annually.'* Some insurgent groups organize hunting parties to kill elephants for their ivory
tusks or they task independent poaching teams to acquire wildlife.!* Wildlife parts are easy
to conceal and transport and the guerrillas do not require sophisticated machinery to extract
the resource.' These military-style hunting parties are often equipped with night vision
goggles, heat-seeking telescopes, GPS satellite receivers, helicopters, and RPGs.!” Joseph
Kony, the messianic leader of the Lord’s Resistance Army (LRA), tasked his rebels with
acquiring ivory to sell for weapons.'® Al-Shabaab leaders have also ordered soldiers into
Kenya to fetch the horns."

Organized criminal groups have also diversified their income streams to ensure
constant revenue. Mexico-based drug trafficking organizations, for example, have evolved
into “poly-criminal” groups that generate revenue from human smuggling and trafficking,
kidnapping, extortion, and the illegal extraction and sale of 0il.*® Some Mexico-based drug
cartels raise funds from illegal red snapper fishing in the Gulf of Mexico and through the
sale of exotic fish bladders to Asia, each of which can fetch between $7,000 and $14,000
on the black market.?!

Hierarchical Terrorist Groups Transform Mofivations
Many terrorist groups that raised money through organized crime kept the financial activity
“in-house” rather than outsourcing the operation to an external criminal party.”> When
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state-sponsored funding dwindled after the Cold War, terrorists and insurgents looked for
new sources of funding and many found crime to be a lucrative source of income. These
groups already maintained a sophisticated, hierarchical structure which they now utilized
to profit from illicit activity. By controlling the criminal activity within their organization,
these groups retained relatively tight security over their transactions and maximized profits.
Over time, these violent groups invested significant resources and expertise into raising
money, and unprecedented profits resulted from their efforts.

The influx of new cash into these organizations produced unintended consequences
for terrorist leaders. Some members, relishing the new cash flow, became more interested
in profits than politics. This dynamic is especially prominent within groups that recruit
new members with bonuses and pay salaries to their soldiers. Money, rather than ideology,
becomes the glue that holds these “transformed” organizations together. These groups may
maintain a political or ideological veneer, but their underlying goal is to raise money for
personal gain, rather than to advance the political mission.”* As Paul Collier concludes, the
presence of a commodity often leads to civil war as various groups vie for the resource. A
violent extremist group may retain a superficial grievance like Kony’s LRA, but ultimately
the outlaw group is driven by greed and survival more than politics. According to Collier’s
research, ideologically based terrorist groups will transform from “grievance” to “greed”
rebellions once they become dependent on a commodity for survival.*

The Revolutionary Armed Forces of Colombia (FARC) is perhaps the best example
of such a group. The loss of its key ideological leaders, combined with increasing drug
revenues, prompted many bloc leaders to choose profit over politics.” The FARC originally
maintained a steady stream of income by extorting local businesses, kidnapping foreign
workers, and taxing ranchers, but soon they seized upon Colombia’s most profitable rural
industry—cocaine. They shifted their criminal operations “upstream” to obtain maximum
profits from the industry; at one point even meeting with Mexico-based drug traffickers
to sell Cocaine HydroChloride.? The influx of cash created a handful of criminal bloc
leaders, interested in lining their coffers with illicit funds, and transformed much of the
organization into a criminal enterprise.

The activities of a transformed terrorist group can undermine its effectiveness as a
terrorist organization. Like a TCO, these transformed entities are less inclined to pursue
the violent overthrow of the state because they are increasingly interested in preserving the
status quo. Criminal pursuits can also hurt the group’s ability to attract popular support,
as they are viewed more as a criminal band than a violent political organization seeking
reform.”’

Many factors can induce a terrorist or insurgent entity to transform into a criminal
organization. If key political leaders are removed, their successors may choose to focus
the organization’s effort on profit over ideology. Abu Sayyaf in the Philippines, for
example, transitioned to a criminal group with the death of its ideological leader, Abdurak
Janjalani. Bandit leaders filled his void and steered Abu Sayyaf toward kidnapping-for-
ransom operations and away from political objectives.?® One could also argue that some
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Taliban leaders are more interested in money than politics. In February 2009, the Pakistani
government allowed the Taliban Movement of Pakistan (TTP) to occupy portions of the
North-West Frontier area, where militants deforested rare hardwoods at an unprecedented
rate, opened marble factories, restarted emerald mines, and ransacked the territory.?’ During
the cease-fire, TTP’s actions showed that their primary goal was to generate revenue rather
than to establish an Islamic state.

Some terrorist groups also transform into criminal bands because they have been
defeated by the state or because the conflict ended through negotiation or stalemate.® A
civil war often leaves a ruined economy in its wake, which offers few economic prospects
for former guerrilla fighters. Demobilized insurgents often resort to criminality to generate
income, but they may do so under the veneer of a political banner.?' Paramilitary groups
in Colombia, for example, turned to drug trafficking when their anticommunist mission
subsided; thus, we can expect members of the FARC to shift seamlessly to criminality after
the group’s demise. Central American anticommunist groups underwent a similar change
and devolved into bandits and gangs seeking profits and power through crime.

A Hybrid Criminal-Terrorist Organization

Some terrorist groups did not transform completely into criminal groups, but instead
changed into polymotivated entities pursuing both political and financial ends.** These
hybrid organizations pursue seemingly divergent goals under the same insurgent banner.*
A hybrid organization can be a precursor to a transformed terrorist group, as an increasing
number of members and leaders seek profit over politics. A hybrid’s leaders acknowledge
the new reality and allow members to undertake criminal activities for personal gain,
with the understanding that a portion of the profits will be funneled to the organization’s
leaders. The leader of a hybrid organization might also have a criminal background, but
decide to become involved in politics, such as Dawood Ibrahim, leader of the so-called
“D-Company.” Hybrid organizations like D-Company will regularly shift resources from
criminality to politics, and vice versa, depending on the environment and leadership
priorities at any given time.

Hybrid organizations thrive in conflict zones. They raise money for their operations
through the shadow economy and local criminals join the group to seek profits and security
from the military wing of the organization. War legitimizes a hybrid’s criminal actions
since it requires income to continue the war.** It may seize commodity assets, sell weapons,
or engage in other gray economy activities. Simultaneously, the hybrid will try to establish
an autonomous zone, displace the state, or keep the country in perpetual conflict. Since
economic control is intimately related to political power, a terrorist group that manages
commodity production is one step closer to achieving its political aims.*

The Emergence of Networks
During the latter part of the 20" century, terrorist groups that mutated into hybrid
organizations or transformed into criminal groups were sometimes propelled to such a
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change because of the arrest or death of a formidable ideological leader. Successful law
enforcement and military operations have captured or killed many high-profile terrorist
and criminal leaders in the last three decades. These autocratic managers maintained an
iron grip on their organizations through a command and control structure where deputies
controlled security, finances, and operations, among other functions. Pablo Escobar, the
Orejuela Brothers, Benjamin Arellano Felix, and Amado Carrillo Fuentes, exemplified this
type of “narco-leader.” Terrorist leaders with similar cache included Osama bin Laden,
Abdurajak Janjalani (the founder of Abu Sayyaf), Manuel Marulanda (one of the original
leaders of the FARC), among others.

Successful government efforts to kill or arrest these individuals led to unintended
consequences. In some cases, a less effective manager replaced the original, capable leader,
and gradually lost control of the organization to internal fighting and external pressures.
In such a scenario, the fractured hierarchy allowed lower and mid-level leaders to pursue
alternate objectives under the umbrella of the organization.’® As hierarchies disintegrated,
networks and independent operators filled the void. Some groups retained the trappings of
a hierarchy, but the leadership lost control of its members’ activities. The organization’s
name might be used for branding purposes, but no structured organization existed after the
hierarchy collapsed. In such an environment, the traditional organized crime concept of
“closing ranks,” where mafia dons temporarily refuse new members while they inventory
the group’s membership, became a distant and impossible directive. Networked criminals,
both within and outside of the old structure, became virtual entrepreneurs, self-motivated
and unbounded by hierarchical rules.

One result of decentralization was that terrorist leaders required their followers
to locate their own sources of funding. Al-Qaeda, for example, could not serve as a
“central bank” for Salafist terrorists around the world. Locally generated revenue could
be used for area operations or conveyed to the organization’s leadership. The Taliban,
for example, began raising money through criminality, instead of receiving funds from
overseas donations.’” In a similar vein, devolved criminal organizations mutated into
loose associations of self-sufficient criminal entrepreneurs, some of whom utilized a TCO
brand name for marketing advantage, but otherwise retained little association with the
disassembled group.*® Los Zetas, for example, devolved after a 2012 split between Zeta
leadership, and the fracturing spawned multiple Zeta franchises that claimed the Zeta
brand name while committing a range of nontraditional Mexico-TCO activities like arson,
extortion, random kidnapping, and petty theft.*’

Vertically Integrated Industries (VII) Fragment

Equally important as the entrance of new actors into the black market is the fragmentation
of vertically integrated industries (VIIs). Western Hemisphere drug markets, in particular,
have fractured into segments and spawned independent “micro-economies.” VIIs are
markets that are regulated by a single TCO that controls the production, transport, and
sale of a global product. The TCO utilizes its own employees to execute the movement of
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the drug through the supply chain. When a VII fractures, new gangs, organizations, and
niche operators emerge to manage newly independent segments of the industry. These
opportunists will maximize profits by purchasing and reselling the product to customers
in the next segment of the market. They assume more risk by retaining ownership in case
the product is seized or stolen, but they also generate higher profits than if they worked on
salary for a TCO.

A segmented industry is an economic form of revenue sharing since more criminals
split the profits from the industry’s overall revenue. Criminal entrepreneurs thrive in this
new economic environment. They no longer need to ascend a mafia’s hierarchical ladder to
be successful. They can develop narrow specialties and connections that allow them to gain
influence over one aspect of the overall market. As a result, more criminals and terrorists—
no longer shut out of industries controlled by one organization—will have access to new
funding sources to support violent operations or accrue personal income.

The Western Hemisphere cocaine market, for example, fractured after the removal
of Pablo Escobar and the Orejuela Brothers. The cartels’ hierarchical structure and
ruthless leadership helped preserve a vertical “farm-to-market” industry.* The cartels’
dismantlement, combined with other factors, began to segment this VII. Mexico-based
drug trafficking organizations exploited the fracture and paid for cocaine outright from
Colombian suppliers. As a result, the cocaine industry segmented into pieces; more actors,
organizations, and networks were required to maintain the cocaine pipeline to the United
States.

The Western Hemisphere white heroin industry underwent a similar change. In
Colombia, a small number of groups specialized in refining morphine base into heroin
and exporting the drug to distributors in the United States. One report estimated that 28 of
these organizations controlled the export of heroin to the United States.*' Now, Mexican
TCOs also produce white heroin from poppies grown in Mexico. This new dynamic has
fractured a once vertical industry and allowed additional actors to profit from the growing
white heroin trade to the United States. In today’s fractured heroin market, more farmers
are required to produce poppies, and independent gangs oversee morphine base production
in Mexico.*

In each case, the breakdown of the VII allowed new actors to profit from an industry
that had been previously closed off to them. The barriers to entering the heroin or cocaine
markets have been lowered to allow more entrepreneurs, gangs, and networks to benefit
from industry-wide revenue. Mexico-based TCOs, independent operators, gangs, and other
groups acquired industry profits (and risk) from Colombian syndicates that had previously
retained most of the industry’s revenue for themselves. Thus, the size of the industry “pie”
is the still the same, but it is now cut into more slices with the income generated more
broadly distributed.

Research on networked organizations suggests that they are poised to succeed in
a global, segmented economy. Network nodes maintain a specific function and purpose
which allows them to flourish in the “micro-economies” created by a segmented market.

145




146

Dishman

Transporters, money launderers, and weapons dealers, among others, bring functional
expertise to a network designed for a larger, economic purpose. Initially, one would
think that a segmented market would be less efficient than a VII since responsibility in
a network is diffused across multiple entities. In segmented markets however, networks
ensure efficiency because the organizational construct fosters rapid coordination and
communication between nodes. Specialists maintain transaction-based relationships which
pass shared knowledge quickly through the network.”® Information that is synthesized in
networks often produces new knowledge which allows the nodes to succeed in difficult
circumstances.*

In the illicit marketplace, the risk of law enforcement disruption or theft by another
organization forces networks to be adaptive in order to survive. They also organize
themselves into the forms necessary to maximize efficiency for a required function or
specialty.* Phil Williams describes the advantages of criminal networks:

Networks can vary in size, shape, membership, cohesion, and purpose. They can
be large or small, local or global, cohesive or diffuse, centrally directed or highly
decentralized, purposeful or directionless. A network can be narrowly focused on one
goal or broadly oriented toward many goals, and its membership can be exclusive or
encompassing. Networks are at once pervasive and intangible, everywhere and nowhere.
More prosaically, they facilitate flows of information, knowledge, and communication
as well as more tangible commodities. They operate in licit as well as illicit sectors of the
economy and society. This enormous variability makes the network concept an elusive
one; at a practical level, it also makes networks difficult to combat.*

The operations of Ghanaian smuggler, Mohammed Kamel Ibrahim, provide some
insight into network efficiency. Ibrahim spearheaded a complex human smuggling pipeline
that brought East Africans to the United States through Mexico. By any account, this was
a complex global operation, spanning multiple continents, and involving numerous actors.
Ibrahim’s smuggling routes crossed through Ethiopia, Eritrea, Sudan, Kenya, South Africa,
United Arab Emirates, Cuba, Brazil, Bolivia, Panama, Nicaragua, Honduras, Guatemala,
and Mexico. In his court indictment, Ibrahim also stated that he could smuggle people
through Europe to America (instead of Mexico) if that route was desired by the customer.*’
Ibrahim utilized a vast network that included recruiters in Africa, smugglers in South and
Central America, a corrupt embassy employee in Belize, as well as transporters, guides,
and money collectors in Mexico. He did not control or meet most of the individuals in his
network; the organization itself executed the functions necessary to smuggle East Africans
to Mexico (and the United States), and Ibrahim monitored or managed its activities as
necessary.

Networks like Ibrahim’s facilitate the movement of goods or services from the
underdeveloped to developed countries.”® Commodity chain nodes, for example, retain
specialized roles that enable diamonds, gems, and other materials to be smuggled out of
Africa to worldwide markets. Douglas Farah describes three roles that enable commodities
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to move from their source to market: fixers, super fixers, and shadow facilitators. Local
fixers involve elites who understand and maintain the necessary relationships in their
environment, but possess little awareness outside their area of operations. Super fixers
assist the local elite move the product to a broader global market, while shadow facilitators
enable these nodes to succeed by smuggling contraband, laundering money, and obtaining
fraudulent documents, among other activities.*

Networks which incorporate specialized roles like the ones described by Farah,
are poised to exploit the breathtaking growth of the black market. The profits from some
illicit industries already rival that of major global businesses. In 2006, Mexico’s marijuana
industry generated $2.9 billion more in revenue than Google that year, and Mexico’s
m