
 1

FOREWORD 
 

The Defense Acquisition System exists to manage the Nation’s investments in technologies, 
programs, and product support necessary to achieve the National Security Strategy and support 
the United States Armed Forces.  In that context, our continued objective is to rapidly acquire 
quality products that satisfy user needs with measurable improvements to mission capability at a 
fair and reasonable price.  The fundamental principles and procedures that the Department 
follows in achieving those objectives are described in DoD Directive 5000.1 and DoD 
Instruction 5000.2.  The Defense Acquisition Guidebook is designed to complement those policy 
documents by providing the acquisition workforce with discretionary best practice that should be 
tailored to the needs of each program. 

Acquisition professionals should use this Guidebook as a reference source supporting their 
management responsibilities.  As an “on-line” resource, the information is limited only by the 
user’s interest or need.  Some chapters contain general content; they provide individual topic 
discussions and describe processes and considerations that will improve the effectiveness of 
program planning.  Some chapters may provide a tutorial on the application of these topics to the 
acquisition framework.  Depending on the subject matter, a chapter may contain general 
background information, tutorial discussions, and/or discussions of the detailed requirements for 
each milestone decision and phase.  All chapters contain non-mandatory staff expectations for 
satisfying the mandatory requirements in DoD Instruction 5000.2. 

Each chapter is designed to improve understanding of the acquisition process and ensure 
adequate knowledge of the statutory and regulatory requirements associated with the process.  
Discussions, explanations, and electronic links to related information enable the “reader” to be 
efficient, effective, innovative, and disciplined, and to responsively provide warfighting 
capability.  Each chapter lists potential ways the program manager or assigned manager can 
satisfy mandatory process requirements and meet staff expectations for other activities.  
Differences of view regarding discretionary practice will be resolved by the Milestone Decision 
Authority. 

The Guidebook should be viewed as an electronic resource rather than a “book.”  The 
“reader” “navigates” the information instead of “leafing” through hundreds of physical, collated 
pages.  Navigation is electronic movement through the reference system.  There are three ways 
to view the information: 

• Select the Document View tab to review Guidebook information page-by-page. 
• Select the Lifecycle Framework tab to review statutory and regulatory requirements and 

related best practice for each Milestone and acquisition phase.  And 
• Select the Functional/Topic View tab to review comprehensive discussions of key 

acquisition topics. 

(There is also an on-line tutorial available that goes into greater detail and describes the full 
capability provided by the Guidebook.) 

At the chapter level, you may scroll up and down through the text, and jump between 
previous and next paragraphs.  Throughout the text, hyperlinks let you electronically jump to 
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related information.  Many times, the links take you to another paragraph in the Guidebook.  
Some links take you to related text in either acquisition policy documents or the Joint 
Capabilities Integration and Development System documents.  Other links will take you to 
external references, such as United States Code, the Federal Acquisition Regulation, or other 
formal DoD publications.  Still others will take you to related, informal sources that are rich in 
information, such as the various Defense Acquisition University Communities of Practice. 

To maximize the utility of this system, we recommend you use a computer that has Internet 
Explorer 6.x or higher, and is JavaScript enabled.  The hardware requirement is whatever is 
necessary to support Internet Explorer 6. 

 

Overview of the Defense Acquisition Guidebook 
This Guidebook contains the following 11 chapters: 

Chapter 1, Department of Defense Decision Support Systems, presents an overview of the 
Defense Department’s decision support systems for strategic planning and resource allocation, 
the determination of capability needs, and the acquisition of systems. 

Chapter 2, Defense Acquisition Program Goals and Strategy, discusses acquisition program 
goals and the topics the program manager should consider in developing a strategy for the 
acquisition program.  It addresses the required information associated with the Acquisition 
Program Baseline and the program’s Acquisition Strategy 

Chapter 3, Affordability and Life-Cycle Resource Estimates, addresses acquisition program 
affordability and resource estimation. 

Chapter 4, Systems Engineering, covers the system design issues facing a program 
manager, and details the systems engineering processes that aid the program manager in 
designing an integrated system that results in a balanced capability solution. 

Chapter 5, Life-Cycle Logistics, provides the program manager with a description of Life-
Cycle Logistics and its application throughout the system life cycle, from concept to disposal. 

Chapter 6, Human Systems Integration, addresses the human systems elements of the 
systems engineering process.  It will help the program manager design and develop systems that 
effectively and affordably integrate with human capabilities and limitations; and it makes the 
program manager aware of the staff resources available to assist in this endeavor. 

Chapter 7, Acquiring Information Technology and National Security Systems, explains how 
the Department of Defense complies with statutory and regulatory requirements for acquiring IT 
and NSS systems and is using a network-centric strategy to transform DoD warfighting, 
business, and intelligence capabilities.  The chapter also provides descriptions and explanations 
of the Clinger-Cohen Act, the Business Management Modernization Program and many other 
associated topics and concepts, and discusses many of the activities that enable the development 
of net-centric systems. 

Chapter 8, Intelligence, Counterintelligence, and Security Support, describes program 
manager responsibilities regarding research and technology protection to prevent inadvertent 
technology transfer, and provides guidance for and describes the support available for protecting 
those technologies. 



 3

Chapter 9, Integrated Test and Evaluation, discusses many of the topics associated with test 
and evaluation, to include oversight, Developmental Test and Evaluation, Operational Test and 
Evaluation, and Live Fire Test and Evaluation.  The chapter enables the program manager to 
develop a robust, integrated test and evaluation strategy to assess operational effectiveness and 
suitability, and to support program decisions. 

Chapter 10, Decisions, Assessments, and Periodic Reporting, prepares the program 
manager and Milestone Decision Authority to execute their respective oversight responsibilities. 

Chapter 11, Program Management Activities, explains the additional activities and 
decisions required of the program manager, not otherwise discussed in earlier chapters of this 
Guidebook. 
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Chapter 1 
Department of Defense Decision Support Systems 

 

1.0. Overview 

1.0.1. Purpose 
This chapter provides background information about the environment in which the 

Department of Defense must operate to acquire new or modified materiel or services. 

1.0.2. Contents 
Section 1.1 presents an overview of each of the three, principal, decision support systems 

used in the Department of Defense to acquire materiel and services, and describes the integration 
of those systems.  Sections 1.2 through 1.3 provide details of each of these systems: Section 1.2 
discusses the Planning, Programming, Budgeting, and Execution process, employed by the 
Department of Defense to conduct strategic planning and make resource allocation decisions; 
Section 1.3 discusses the Joint Capabilities Integration and Development System used to 
determine military capability needs; and Section 1.4 discusses the formal Defense Acquisition 
System used to acquire that capability. 

1.1. Integration of the DoD Decision Support Systems 
The Department of Defense has three principal decision-making support systems, all of 

which were significantly revised in 2003.  These systems are the following: 

Planning, Programming, Budgeting and Execution Process—The Department’s 
strategic planning, program development, and resource determination process.  The PPBE 
process is used to craft plans and programs that satisfy the demands of the National Security 
Strategy within resource constraints. 

Joint Capabilities Integration and Development System—The systematic method 
established by the Joint Chiefs of Staff for assessing gaps in military joint warfighting 
capabilities and recommending solutions to resolve these gaps.  To ensure effective integration 
of the capabilities identification and acquisition processes, the Joint Capabilities Integration and 
Development System guidance (CJCS Instruction 3170.01 and Manual 3170.01) was developed 
in close coordination with the revision to the acquisition regulations (DoD 5000 series). 

Defense Acquisition System—The management process by which the Department 
acquires weapon systems and automated information systems.  Although the system is based on 
centralized policies and principles, it allows for decentralized and streamlined execution of 
acquisition activities.  This approach provides flexibility and encourages innovation, while 
maintaining strict emphasis on discipline and accountability. 

Together, illustrated in Figure 1.1.1., the three systems provide an integrated approach to 
strategic planning, identification of needs for military capabilities, systems acquisition, and 
program and budget development.  The remainder of this section provides a brief introduction to 
each of these decision support systems. 

http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/m317001.pdf


 

 
Figure 1.1.1.  DoD Decision Support Systems 

  <make links  

Link the JCIDS Circle to 1.3. 

Link the Defense Acquisition System Circle to 1.4. 

Link the PPBE Process Circle to1.2. <then delete text within angle brackets>> 

1.2. Planning, Programming, Budgeting and Execution (PPBE) Process 
The purpose of the PPBE process is to allocate resources within the Department of Defen

It is important for program managers and their staffs to be aware of the nature and timing of each
of the events in the PPBE process, since they may be called upon to provide critical information 
that could be important to program funding and success. 

In the PPBE process, the Secretary of Defense establishes policies, strategy, and prioritized 
goals for the Department, which are subsequently used to guide resource allocation decisions tha
balance the guidance with fiscal constraints.  The PPBE process consists of four distinct but 
overlapping phases: 

se.  
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bly priced.  The review also ensures that the budget documentation 

is adequate to justify the programs presented to the Congress.  Typically, the analysts provide the 
DoD Components with written questions in advance of formal hearings where the analysts 
review and discuss the budget details.  After the hearings, each analyst prepares a decision 
document (known as a Program Budget Decision, or PBD) for the programs and/or 
appropriations under his or her area of responsibility.  The PBD proposes financial adjustments 
to address any issues or problems identified during the associated budget hearing.  The PBDs are 
staffed for comment and forwarded to the Deputy Secretary of Defense for decisions.  These 
decisions are then reflected in an updated budget submission provided to the OMB.  After that, 
the overall DoD budget is provided as part of the President’s Budget request to the Congress. 

Execution.  The execution review occurs simultaneously with the program and budget 
reviews.  The purpose of the execution review is to provide feedback to the senior leadership 
concerning the effectiveness of current and prior resource allocations.  Over time, metrics are 
being developed to support the execution review that will measure actual output versus planned 

Planning.  The planning phase of PPBE, which is a collaborative effort by the Office of the
Secretary of Defense and the Joint Staff, begins with a resource informed articulation of nationa
defense policies and military strategy known as the Strategic Planning Guidance.  The Strategic 
Planning Guidance is used to lead the planning process, now known as the Enhanced Planning 
Process.  This process results in fiscally constrained guidance and priorities—for military force
modernization, readiness and sustainability, and supporting business processes and infrastructure
activities—for program development in a document known as the Joint Programming Guidance. 
The Joint Programming Guidance is the link between planning and programming, and it provides 
guidance to the DoD Components (military departments and defense agencies) for the 
development of their program proposal, known as the Program Objective Memorandum (PO

Programming.  The programming phase begins with the development of a POM by each 
DoD Component.  This development seeks to construct a balanced set of programs that respond 
to the guidance and priorities of the Joint Programming Guidance within fiscal constraints.  
When completed, the POM provides a fairly detailed and comprehensive description of the 
proposed programs, including a time-phased allocation of resources (forces, funding, and 
manpower) by program projected six years into the future.  In addition, the DoD Component 

describe important programs not fully funded (or not funded at all) in the POM, and asse
the risks associated with the shortfalls.  The senior leadership in OSD and the Joint Staff revie
each POM to help integrate the DoD Component POMs into an overall coherent defense 
program.  In addition, the OSD staff and the Joint Staff can raise issues with selected portions of 
any POM, or any funding shortfalls in the POM, and propose alternatives with marginal 
adjustments to resources.  Issues not resolved at lower levels are forwarded to the Secretary fo
decision, and the resulting decisions are documented in the P

Budgeting.  The budgeting phase of PPBE occurs concurrently with the programming 
phase; each DoD Component submits its proposed budget estimate simultaneously with its POM
The budget converts the programmatic view into the format of the Congressional appropriation
structure, along with associated budget justification documents.  The budget projects resources
only two years into the future, but with considerably more financial details than the POM.  Upon
submission, each budget estimate is reviewed by analysts from the office of the Under Secretar
of Defense (Comptroller) and the Office of Management and Budget (OMB).  The purpose of 
their review is to ensure that programs are funded in accordance with current financial policies,
and are properly and reasona
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performance for defense programs.  To the extent performance goals of an existing program are 
not being met, the execution review may lead to recommendations to adjust resources and/or 
restructure programs to achieve desired performance goals. 

PPBE Biennial Cycles.  In 2003, the Department adjusted its planning, programming and 
budgeting procedures to support a two-year cycle that results in two-year budgets.  The revised 
process is described in Management Initiative Decision (MID) 913, dated May 22, 2003.  The 
concept in MID 913 is consistent with submission of a biennial DoD budget that is part of the 
President’s Budget request to Congress for even-numbered fiscal years (FY) (e.g., the FY 2004 
President’s Budget, submitted to Congress in March 2003, contained justification material for 
both FY 2004 and FY 2005).  In this cycle, the even-numbered years are called on-years, while 
the odd-numbered years are called off-years.  Figure 1.2.1. displays a nominal timeline for the 
PPBE phases in an on-year. 

 

 
Figure 1.2.1.  Typical PPBE Biennial Cycle, “On-Year” 

 

In practice, Congress does not actually provide the Department with biennial 
appropriations.  An amended budget justification must be submitted for the second year of the 
original biennial request so that Congress will appropriate funds for that second year.  The 
Department uses a restricted process in the off-year to develop an amended budget that allows 



for only modest program or budget adjustments.  Figure 1.2.2. displays a nominal timeline for 
the limited off-year process. 

 

 
Figure 1.2.2.  Typical PPBE Biennial Cycle, “Off-Year” 

 

In the off-year, there are no significant changes to policy, strategy, or fiscal guidance.  In 
fact, there may be no issuance of revised Joint Programming Guidance.  If revised Joint 
Programming Guidance is provided, it would only contain minor revisions (although it could 
direct studies to support major decisions on strategy or program choices for the following 
Strategic Planning Guidance or Jo
DoD oD 
Com nents are allowed to submit Program Change Proposals (PCPs) and/or Budget Change 
Prop le 

int Programming Guidance).  In addition, in the off-year, the 
 Components do not provide revised POMs or budget estimates.  Instead, the D
po
osals (BCPs) to account for fact-of-life changes (e.g., program cost increases or schedu

delays).  BCPs and PCPs are limited to a single issue and must identify resource reductions to 
offset any program or budget cost growth.  PCPs address issues over a multi-year period, 
whereas BCPs address issues focused on the upcoming budget year.  PCPs are reviewed in a 
manner similar to on-year program issues, and BCPs are resolved through the issuance and 
staffing of PBDs. 
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From a larger perspective, the biennial PPBE cycle is designed to support and impleme
policy and strategy initiatives for each new four-year Presidential administration.  Figure 1.2
depicts alignment of the biennial PPBE cycle over a four-year term. 

 

 
Figure 1.2.3.  PPBE Two-Year Cycles Corresponding to Four-Year Presidential Terms 

 

In the first year of the administration, the President approves a new National Security 
Strategy, which establishes (1) the worldwide interests, goals, and objectives that are vital to the 
national security, and (2) the foreign policy, worldwide commitments, and national defense 
capa  bilities necessary to implement the national security goals and objectives.  Once the new
administration’s National Security Strategy is established, the Secretary of Defense, in 
consultation with the Chairman of the Joint Chiefs of Staff, leads the Quadrennial Defense 
Review (QDR).  The QDR is a comprehensive review of all elements of defense policy and 
strategy needed to support the national security strategy.  The defense strategy is then used
establish the plans for military force structure, force modernization, business processes and 
supporting infrastructure, and required resources (funding and manpower).  The QDR final 
report is provided to Congress in the second year of the administration.  In the PPB

 to 

E process, the 
QDR

n as 

 final report serves as the foundation document for defense strategy and business policy.  
Since this document is not available until the second year, the first year of the administration is 
treated as an off-year, using the President’s Budget inherited from the previous administratio

http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
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on. 

he Joint Capabilities Integration and Development System (JCIDS) is a joint-concepts-
centric capabilities identification process that allows joint forces to meet future military 
challenges.  The JCIDS process assesses existing and proposed capabilities in light of their 

DS, supported by robust analytic processes, identifies 
s, and potential solutions.  While JCIDS considers the 

full range of doctrine, organization, training, materiel, leadership and education, personnel and 
facili

 

ce 

ese 

 a 

 
sors and materiel developers; and an improved 

Scien

 

a baseline.  In the second year, which is treated as an on-year, the Strategic Planning Guidance 
and Joint Programming Guidance are rewritten to implement the QDR of the new administrati

1.3. Joint Capabilities Integration and Development System 

T

contribution to future joint concepts.  JCI
overlaps and redundancies, capability gap

ties (DOTMLPF) solutions, for purposes of this Guidebook, the principal focus remains on 
the pursuit of "materiel" solutions. 

JCIDS acknowledges the need to project and sustain joint forces and to conduct flexible, 
distributed, and highly-networked operations.  JCIDS is consistent with the DoD Directive 
5000.1 charge for early and continuous collaboration throughout the Department of Defense. 
JCIDS implements a capabilities-based approach that leverages the expertise of government 
agencies, industry, and academia.  JCIDS encourages collaboration between operators and 
materiel providers early in the process, and enhances the ability of organizations to influen
proposed solutions to capability shortfalls.  JCIDS defines interoperable, joint capabilities that 
will best meet the future needs.  The broader DoD acquisition community must then deliver th
technologically sound, sustainable, and affordable increments of militarily useful capability to 
the warfighters. 

The revolutionary transformation to JCIDS, coupled with the evolutionary emergence of
more flexible, responsive, and innovative acquisition process should produce better integrated 
and more supportable military solutions; a better prioritized and logically-sequenced delivery of
capability to the warfighters, despite multiple spon

ce and Technology-community focus on future joint warfighting capability needs. 

JCIDS informs the acquisition process by identifying, assessing, and prioritizing joint 
military capability needs; these identified capability needs then serve as the basis for the 
development and production of acquisition programs.  JCIDS is fully described in an instruction
(CJCS Instruction 3170.01) signed by the Chairman of the Joint Chiefs of Staff.  This instructio
establishes the policies for JCIDS, and provides a top-level description of the process.  A 
supplementary manual (

n 

CJCS Manual 3170.01) provides the details necessary for the day-to-day 
work in identifying, describing, and justifying joint warfighting capabilities.  The manual also 

 content required for each JCIDS document. includes the formats that describe the

For major defense acquisition programs or major automated information systems subject to 
OSD oversight, the products of the JCIDS process directly support the Defense Acquisition 
Board and Information Technology Acquisition Board in advising the Milestone Decision 
Authority for major milestone decisions.  Figure 1.3.1. is a simplified portrayal of the nature o
this support.  JCIDS provides similar support to other acquisition programs, regardless of the 
milestone decision authority.  Where appropriate, the JCIDS process and its products ma
tailored when applied to automated information systems. 

 

f 

y be 

http://128.190.170.244/dod5000i/DoD5001/References.asp
http://128.190.170.244/dod5000i/DoD5001/References.asp
http://128.190.170.244/dod5000i/DoD5002/Subject.asp
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Figure 1.3.1.  JCIDS and Defense Acquisition 

 

There are several key points portrayed in Figure 1.3.1.  First, JCIDS is based on a series of 
top-down analyses ultimately derived from formal strategic-level guidance, including the 
National Security Strategy, National Military Strategy, Joint Vision 2020, and the report of the 
Quadrennial Defense Review.  Second, these analyses assess existing and proposed capabilities 
in terms of their contribution to emerging joint warfighting concepts.  Moreover, rather than 
focusing on the capabilities of individual weapon systems in isolation, the analyses assess 
capabilities in the context of integrated architectures of multiple interoperable systems.  Third, 
from these overarching concepts, the JCIDS analysis process identifies capability gaps or 
shortcomings, and assesses the risks associated with these gaps.  These gaps may be addressed 
by a combination of materiel and/or non-materiel solutions (non-materiel solutions would be 
changes to doctrine, organization, training, leadership and education, personnel, and facilities).  
Fourth, recommended materiel solutions, once approved, lead to acquisition programs.  For such 
programs, at each acquisition milestone, JCIDS documents are provided that will guide the 
subsequent development, production and testing of the program.  Further information on the 
JCIDS analysis process, as well as the nature and role of each of the JCIDS documents, can be 
found in CJCS Instruction 3170.01, Enclosure A. 
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For Acquisition Category I and IA programs, and other programs designated as high-
interest, the Joint Requirements Oversight C) reviews and validates all JCIDS 
documents under the JROC makes 
recommendations

 Council (JRO
its purview.  For Acquisition Category ID and IAM programs, 
 to the Defense Acquisition Board or Information Technology Acquisition 

Board, based on such reviews.  JROC responsibilities are established by law (10 U.S.C. 181).  
The JROC is chaired by the Vice Chairman of the Joint Chiefs of Staff, who importantly also 

hair of the Defense Acquisition Board.  The other JROC members are the Vice 
tary service. 

1.4. 
ion 

serves as the co-c
Chiefs of each mili

Defense Acquisition System 
The Defense Acquisition System is the management process that guides all DoD acquisit

programs.  DoD Directive 5000.1, The Defense Acquisition System, provides the policies and 
principles that govern the defense acquisition system.  DoD Instruction 5000.2, Operation of the 
Defense Acquisition System, in turn establishes the management framework that implements 
these policies and principles.  The Defense Acquisition Management Framework provides an 
event-based process where acquisition programs proceed through a series of milestones 
associated with significant program phases.  Details on the milestones and program phases are 
found in section 3 of the instruction.  The instruction also identifies the specific statutory and 

or nd other information requirements for each milestone and decision point. 

e 

regulat y reports a

One key principle of the defense acquisition system is the use of acquisition program 
categories, where programs of increasing dollar value and management interest are subject to 
more stringent oversight.  Specific dollar and other thresholds for these acquisition categories ar
contained in DoD Instruction 5000.2, Enclosure 2.  The most expensive programs are kno
Major Defense Acquisition Program

wn as 
s (MDAPs) or as Major Automated Information Systems 

s have the most extensive statutory and regulatory reporting 
n, some elements of the defense acquisition system are applicable only 

to we  

(MAISs).  These major program
requirements.  In additio

apon systems, some are applicable only to automated information systems, and some are
applicable to both.  Specific details are found in DoD Instruction 5000.2, Enclosure 3. 

An MDAP or a MAIS is subject to review by specific senior officials in the Office of the
Secretary of Defense, unless delegated to a lower level of review (usually the DoD Componen
Head or Acquisition Executive).  For the programs reviewed at the OSD level, MDAPs a
denoted as Acquisition

 
t 

re 
 Category ID and are subject to review by the Under Secretary of Defense 

L)); MAISs are denoted as Acquisition 

 group, either the Defense Acquisition Board

for Acquisition, Technology, and Logistics (USD(AT&
Category IAM and are subject to review by the Assistant Secretary of Defense for Networks and 
Information Integration/DoD Chief Information Officer (ASD(NII)/DoD CIO).  These 
individuals are each the Milestone Decision Authority for their respective programs.  Both 
individuals are supported by a senior advisory  for 
MDAPs, or the Information Technology Acquisition Board for MAISs.  Senior officials from the 
Joint

n OSD known as an Overarching 

 Staff, the Military Departments, and staff offices within OSD comprise these boards. 

Both Boards are further supported by a subordinate group i
Integrated Product Team (OIPT).  Each OIPT facilitates communication and vets issues b
the Defense Acquisition Board or Information Technology Acquisition Board meets.  In this 
facilitator’s role, the OIPT charters Working-level Integrated Product Teams for each review an
manages their activities.  At the Milestone Decision Point, the OIPT leader provides the Defense
Acquisition Board or Information Technology Acquisition Board members with an integrated 

efore 

d 
 

http://128.190.170.244/dod5000i/DoD5002/Subject.asp
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
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assessment of program issues gathered through the Integrated Product Team process as well as
various independent assessments. 
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ir programs.  Program goals serve as control 
objec

 

Chapter 2 
Defense Acquisition Program Goals and Strategy 

 

2.0. Overview 

2.0.1. Purpose 
The purpose of this chapter is to assist Program Managers in formulating the goals and 

developing the strategies required to manage the
tives.  The Acquisition Strategy describes the program manager’s plan to achieve the

goals and summarizes the program planning and resulting program structure. 

This chapter addresses the information required to comply with 

se 

DoD Instruction 5000.2.  
Utilizing the capabilities of this “on-line” Guidebook, many topics are electronically linked to 
the related detailed discussions and explanations appearing elsewhere in this Guidebook or on 
the Internet. 

2.0.2. Contents 

Section 2.1 discusses program goals.  An acquisition program and associated program goals 
resul  t from the Joint Capabilities Integration and Development System determination to pursue a
materiel solution to satisfy an identified capability need.  Section 2.2 discusses the Technology
Development St

 
rategy, and Section 2.3 discusses the Acquisition Strategy leading to the 

achie

ance parameters 
neces ogram goals in this Guidebook is 
“hot- oint Capabilities Integration and Development System 
docu .01

vement of the program goals. 

2.1. Program Goals 

Program goals are the minimum number of cost, schedule, and perform
sary to describe program objectives.  The discussion of pr
linked” to the discussion of J
mentation in CJCS Instruction 3170 , Joint Capabilities Integration and Development 

System, and CJCS Manual 3170.01, Operation of the Joint Capabilities Integration and 
Deve e

2.1.1. The Acquisition Program Baselin
o

lopm nt System. 

 e (APB) 

To c mply with 10 USC 2435 and 10 USC 2220, DoD Instruction 5000.2 requires every 
aprogram

Prog B

Progr

er 
mana th

judgm , 
minimum o  
would norm

 m nager to document program goals prior to program initiation.  The Acquisition 
ram aseline satisfies this requirement. 

am goals consist of an objective value and a threshold value for each parameter. 

Objective values represent what the user desires and expects.  The program manag
ges e program to the objective value of each parameter. 

Thresholds represent the acceptable limits to the parameter values that, in the user's 
ent still provide the needed capability.  For performance, a threshold represents either a 

r maximum acceptable value, while for schedule and cost parameters, thresholds
ally represent maximum allowable values.  The failure to attain program thresholds 
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may ly impacting related programs or 

e o y the system into 
ques

hedule requirements, and best estimates of total program cost 
consistent with projected funding.  The sponsor of a capability needs document (i.e., Capability 

degrade system performance, delay the program (possib
systems), or make the program too costly.  The failure to attain program thresholds, therefore, 
places th verall affordability of the program and/or the capability provided b

tion. 

  The program manager derives the Acquisition Program Baseline from the users' 
performance requirements, sc

Development Document or Capability Production Document) provides a threshold and an 
ect of a system or capability to be objective value for each attribute that describes 

developed or acquired.  The program manager 
an asp

will use this information to develop an optimal 
b me, 

the sponsor indicates this in the capability needs d

eter values
 and/or deploy d only 

lds are no
o re-evaluate the program and conside

approaches.  The number of performance parame  provide maximum 
trade

er 10 USC 2435, the Department of Defense may not obligate funds for major defense 
acquisition programs after entry into System Development and Demonstration without a 
Mile

product within the available trade space.  If the o jective and the threshold values are the sa
ocument by including the statement, 

“Threshold = Objective.”   

Acquisition Program Baseline param
expected to be developed, produced

 should represent the program as it is 
ed, and funded.  The baseline shoul

contain those parameters that, if thresho
Authority t

t met, will require the Milestone Decision 
r alternative program concepts or design 
ters should be limited to

 space. 

P

stone Decision Authority-approved baseline unless the Under Secretary of Defense for 
Acquisition, Technology, and Logistics specifically approves the obligation.  DoD Instruction 
5000.2 extends this policy to Acquisition Category IA programs.  For an Acquisition Categ
IA program, the Assistant Secretary of Defense for Networks and Information Integration must 
approve the obligation. 

ory 

nt and Content 2.1.1.1. APB Manageme
The Joint Staff (J-8) will review the cost, schedule, and key performance parameter 

objective and threshold values in the Acquisition Program Baseline for Joint Requirements 
Oversight Council (JROC) Interest programs and any other programs of significant joint interest 
(as determined by the J-8).  The J-8 review will ensure that the objective and threshold values are 
consistent with the JROC-approved Capability Development Document, the Capability 
Production Document, and prior JROC decision(s).  The review will also ensure that the baseline 
provides the necessary warfighting capabilities affordably and within required time frames.  (See 
also CJCS Instruction 3170.01.) 

Performance.  The total number of performance parameters should be the minimum 
number needed to characterize the major drivers of operational performance.  Performance 
parameters should include the key performance parameters identified in the capability needs 
document(s) (i.e., Capability Development Document and Capability Production Document), and 
the values and meanings of thresholds and objectives should be consistent.  (See also CJCS 
Instruction 3170.01D.) 

The number and specificity of performance parameters may change over time.  Early in a 
program, the Acquisition Program Baseline should reflect broadly defined, operational-level 

http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
http://www4.law.cornell.edu/uscode/10/2220.html
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meas

OC-validated key performance parameters. 

 for 
 

apability Production Document program summaries describe the 
overa

cost.  Budgeted amounts should never exceed the total cost thresholds (i.e., maximum 
 manager 

om Technology 
stem Demonstration, and Low-Rate Initial Production.  The 

Prog

ith 
g 

ble), 

ures of effectiveness or measures of performance to describe needed capabilities.  As a 
program matures, system-level requirements become better defined.  The Milestone Decision 
Authority may also add performance parameters to the Acquisition Program Baseline other than 
the JR

Schedule.  Schedule parameters should include, as a minimum, the projected dates
program initiation, other major decision points, and initial operating capability.  The Capability
Development Document and C

ll program strategy for reaching full capability, and the timing of the delivery of each 
increment.  The program manager may propose, and the Milestone Decision Authority may 
approve, other, specific, critical, system events. 

Cost.  Cost figures should reflect realistic cost estimates of the total program and/or 
increment.  The Capability Development Document and Capability Production Document 
include a program affordability determination identified as life-cycle cost or, if available, total 
ownership 
costs) in the Acquisition Program Baseline.  As the program progresses, the program
can refine procurement costs based on contractor actual (return) costs fr
Development, System Integration, Sy
program manager should provide the refined estimates whenever updating the Acquisition 

ram Baseline. 

For Acquisition Category IA programs, Acquisition Category I cost parameters apply w
the addition of military pay and the cost of acquisition items procured with Defense Workin
Capital Funds. 

The Acquisition Program Baseline should contain cost parameters (objectives and 
thresholds) for major elements of program life-cycle costs (or total ownership costs, if availa
as defined in section 3.1.  These elements include: 

w do not usually apply to 

(7) 

(8) em 

operating and support costs per deployable unit (e.g., squadron or battalion) or 
individual system (e.g., ship), as appropriate. 

(1) Research, development, test, and evaluation costs; 

(2) Procurement costs; 

(3) Military construction costs; 

(4) Acquisition-related operations and maintenance costs (that support the production and 
deployment phase), if any; 

(5) Total system quantity (to include both fully configured development and production 
units); 

(6) Average unit procurement cost (defined as total procurement cost divided by total 
procurement quantity); (Note: This item and number 7 belo
business IT systems.) 

Program acquisition unit cost (defined as the total of all acquisition-related 
appropriations divided by the total quantity of fully configured end items); and 

Any other cost objectives established by the milestone decision authority.  If syst
operating and support costs are included, they are normally expressed as annual 
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The s

2.1.1.2. A ionary Acquisition 
Pro m  

Baseline n
outlined in Table 2.1.1.

Capabil

 co t parameters are presented in base year dollars. 

cquisition Program Baseline in an Evolut
gra s using an evolutionary acquisition strategy should design the Acquisition Program
 co sistent with the sponsor’s capability document(s) and the applicable approach 

2.1.: 

 

ity Development Document (CDD) 
bility Production Documentor Capa  (CPD) 

Acquisition Program Baseline (APB) 

CDD def crements of capability APB contains multiple sets of parameter ines multiple in
values, each set defining an increment 

CDD incrementally updated and revalidated APB values incrementally updated 

Separa e Separate APBs for each increment t  CDDs for each increment 

There s 
incremen

 i one CPD for each production 
t 

The corresponding APB should be updated to 
reflect the parameters in the CPD for that 
production increment 

Tab

 

DoD

le 2.1.1.2.1.  APB Parameters under an Evolutionary Acquisition Strategy. 

 Instruction 5000.2 requires the Milestone Decision Authority to formally initiate e
t of an evolutionary acquisition program.  Program initiation may occur at Milestone B 

ach 
incremen
or C.  Therefore, the program manager should develop goals for each program increment.  
Plann ording 

 

ce of the Program Executive 
Offic n 

ed program goals (parameters and their values) for any program may be refined, acc
to the actual results demonstrated by the program. 

2.1.1.3. APB Approval 
The program manager, in coordination with the user/sponsor, prepares the Acquisition 

Program Baseline for program initiation.  The program manager revises the Acquisition Program
Baseline for each milestone review, and in the event of program restructurings or unrecoverable 
program deviations. 

The Acquisition Program Baseline requires the concurren
er for all acquisition category programs, and the concurrence of the Component Acquisitio

Executive for Acquisition Category ID and IAM programs. 

For Acquisition Category I and IA programs, the Acquisition Program Baseline will be 
coordinated with the Under Secretary of Defense (Comptroller) (10 USC 2220 and DoD 
Instruction 5000.2) prior to Milestone Decision Authority approval.  For Joint Requirements 
Oversight Council Interest Programs, the Acquisition Program Baseline must also be coordinate
with the Joint Staff (J-8 or designee) prior to Milestone Decision Authority approval (

d 
CJCSI 

3170.01). 

2.1.2. Trade-Offs 
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s.  The program manager may treat the difference 
betw  the 

cost/schedule/performance trade-off analyses can help attain 
cost 

) 

y.  Validated key performance parameters may not be traded-off without approval by the 
validation authority.  The program manager and the user should work together on all trade-off 
decisions. 

2.2. Pre-Systems Acquisition: evelopment Str

2.2.1. Technology Developm
The acquisition framework logy Dev  on the 

dev d ev logies nee  the capability under 
con ies c  te  
recom y Readi strating to proceed with 

l ends w sion 
ature

Maximizing program manager and contractor flexibility to make cost/performance trade-
offs is essential to achieving cost objective

een an objective and its associated threshold as a “trade space,” subject to agreement by
user. 

The best time to reduce total ownership cost and program schedule is early in the 
acquisition process.  Continuous 

and schedule reductions. 

Cost, schedule, and performance may be traded within the “trade space” between the 
objective and the threshold without obtaining Milestone Decision Authority approval.  Trade-
offs outside the trade space (i.e., decisions that result in acquisition program parameter changes
require approval of both the Milestone Decision Authority and the capability needs approval 
authorit

 Technology D ategy 

ent 
incorporates a Techno
aluation of the techno

elopment Phase focused
ded forelopment, maturation, an

sideration.  Phase activit
mended Technolog

program initiation.  The Techno
Authority determines that techno

oncentrate on maturing those chnologies (consistent with
 readiness ness Levels) and demon

ogy Development Phase hen the Milestone Deci
logies are sufficiently m .  ng with 

the satisfaction of other statutory rements, s itiation. 

2.2.2. Required Information 
The Technology Developm e 

Technology Development Phase y should 
also discuss activities associated with the post-program-initiation phases of the planned 
acquisition. 

edes the formal Acquisition Strategy and is 
required for Milestone A.  The Technology Development Strategy is updated at subsequent 
miles

blic 

This determination
upports program in

, alo
 and regulatory requi

ent Strategy focuses specifically on the activities of th
.  Where feasible, the Technology Development Strateg

The Technology Development Strategy prec

tones and subsumed into the Acquisition Strategy.  If the Acquisition Strategy is approved 
at Milestone A, the Technology Development Strategy may be included in the Acquisition 
Strategy.  While there is no mandatory format for the Technology Development Strategy, Pu
Law 107-314, Section 803, requires the following minimum content: 

• A discussion of the planned acquisition approach, including a summary of the 
considerations and rationale supporting the chosen approach.  For the preferred, 
evolutionary acquisition approach, whether spiral or incremental, DoD Instruction 
5000.2 requires the following details: 
o A preliminary description of how the program will be divided into technology 

spirals and development increments; 
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yed 

 goals and exit criteria that must be met before exceeding the 
pes that may be produced under the research and development 

w the first technology spiral 

inct from the separately developed and approved Test and 
Evaluation Strategy discussed in detail in section 9.6.1

o The limitation on the number of prototype units that may be produced and deplo
during technology development; 

o How prototype units will be supported; and 
o Specific performance

number of prototy
program. 

• A discussion of the planned strategy to manage research and development.  This 
discussion must include and briefly describe the overall cost, schedule, and performance 
goals for the total research and development program.  To the extent practicable, the 
total research and development program should include all planned technology spirals 
or increments. 

• A complete description of the first technology demonstration.  The description must 
contain specific cost, schedule, and performance goals, including exit criteria, for the 
first technology spiral demonstration.  

• A test plan.  The program manager must describe ho
demonstration will be evaluated to determine whether the goals and exit criteria for the 
Technology Development phase have been achieved.  The test plan is focused on the 
evaluation of the technologies being matured during the Technology Development 
phase.  This plan is dist

 of this Guidebook.  The Test and 

 

Evaluation Strategy takes a broader view and is the tool used to begin developing the 
entire program test and evaluation strategy, including the initial test and evaluation 
concepts for Technology Development, System Development and Demonstration, and
beyond. 

DoD Instruction 5000.2 requires that each increment of an evolutionary acquisition 
program have a Milestone Decision Authority-approved Technology Development Strategy. 
suggests that multiple technology development demonstrations may be necessary before the u
and developer agree that a proposed technology solution is affordable, militarily useful, and 
based on mature technology.  DoD Instruction 5000.2 also requires that the Technology 
Development Strategy be reviewed and updated upon com

 It 
ser 

pletion of each technology spiral and 
en , and that approved updates support follow-on increments. 

2.3.

Mile  
red to 
e 

developm t increment

 Systems Acquisition: Acquisition Strategy 

The Acquisition Strategy results from extensive planning and preparation and a thorough 
understanding of both the specific acquisition program and the general defense acquisition 
environment.  Development of the acquisition strategy requires collaboration between the 

stone Decision Authority, program manager, and the functional communities engaged in and
supporting DoD acquisition.  A well-developed strategy minimizes the time and cost requi
satisfy approved capability needs, and maximizes affordability throughout the program lif
cycle.  Consistent with DoD Directive 5000.1, the program manager shall be the single point of 
accountability for accomplishing program objectives for total life-cycle systems management, 
including sustainment.  The charge of DoD executive leadership is to use common sense and 
sound business practice in developing the acquisition strategy and executing the program.  The 
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prog nd ram manager should organize an Integrated Product Team to assist in development a
coordination of the Acquisition Strategy. 

When developing the acquisition strategy, the program manager and supporting team 
members should keep in mind their total systems responsibility.  A complete discussion of Total 
Life Cycle Systems Management, consistent with the policy direction of DoD Directive 5000.1, 
appe

ists the principal considerations associated with developing 
the a raphs, 

ars later in this Guidebook. 

Consistent with statute and regulation, the program manager should tailor the program 
planning and required information to the specific program needs.  Additionally, the needs of the 
decision makers who will coordinate or approve the strategy should guide the preparation of the 
acquisition strategy.  Table 2.3.1. l

cquisition strategy.  Each element in the table is “hot-linked” to its respective parag
below. 

 
Acquisition Approach
Best Practices

Modular Open Systems 
Approach

Business Considerations Product Support
Capability Needs Summary Program Structure
Environment, Safety, 
Occupational Health

Relief, Exemption, and 
Waiver

Human Systems Integration
Information Assurance

Research and Technology 
Protection

Information Technology Resource Management
Risk ManagementIntegrated Test and 

Evaluation

Interoperability
Systems Engineering

Acquisition 
Strategy 

Considerations 

Note:  Each entry in this table is “hot-linked” to its respective, 
explanatory text.  Click your mouse on the term, and the related 
discussion will appear. 

 
Table 2.3.1.  Acquisition Strategy Considerations 

 

DoD Instruction 5000.2, requires an approved Acquisition Strategy at program initiation.  
The acquisition strategy should be updated for all subsequent major decisions and program 
reviews, and whenever the approved strategy changes. 

An acquisition strategy requires the concurrence of the Program Executive Officer (for 
programs in all acquisition categories) and the DoD Component Acquisition Executive (for 
Acquisition Category ID and IAM programs) prior to approval by the Milestone Decision 
Auth

 

hi ook covers all of the topics or activities the program manager 
 consider when developing a strategy.  However, when tailored for a specific program, 

ority.  Milestone Decision Authority approval of the Acquisition Strategy may precede a 
decision point; however, programs may not proceed beyond a decision point without a Milestone
Decision Authority-approved strategy. 

T s section of the Guideb
should
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some s, 

trategy guides program execution across the entire program life cycle.  
at e and should continuously reflect the current status and desired end 

ategy must be flexible enough to accommodate acquisition 
overs  

 topics may not apply.  This Guidebook will identify the mandatory topics or practice
consistent with statute and regulation, with which the program manager must comply when 
planning the program, and indicate the information the program manager must include in the 
documented acquisition strategy. 

2.3.1. Program Structure 
The Acquisition S

The str egy evolves over tim
point of the program.  The str

ight decisions both on this program and on other programs that may affect this program.  It
should address the availability of required capabilities to be provided by other programs. 

The Acquisition Strategy establishes the milestone decision points and acquisition phases 
planned for the program.  The strategy should cover development, testing, production, and life-
cycle support.  It should prescribe the accomplishments for each phase, and identify the critical 

ent.  The Acquisition Strategy should include a summary of 
the In

ion 
d discuss the benefits and risks of the concurrency and address the resultant risk 

mitigation and testing impacts. 

 this 
other 

 
ition to the formal acquisition process and be prepared to 

communicate background information to the program manager.  Once assigned, the program 
 sh sition planning and form a Working-Level Integrated 

Prod

nd 
et 

uld consider program category, risk, urgency of 

ent and provide a 

rocesses. 

2.3.2. Acquisition Approach 

events affecting program managem
tegrated Master Plan and Integrated Master Schedule. 

If the program manager decides to incorporate concurrency in the program, the Acquisit
Strategy shoul

2.3.1.1. Before Program Initiation 
Pre-program-initiation activities may directly impact the acquisition strategy.  Since

may precede the appointment of a program manager, the engaged DoD Components and 
organizations, like the Office of the Director, Defense Research and Engineering, should 
consider the effect of “Pre-Systems Acquisition” activities on any future DoD acquisition 
program and the associated acquisition strategy that may evolve from their efforts.  These
organizations should plan for trans

manager ould capitalize on the tran
uct Team to develop the acquisition strategy. 

2.3.1.2. Tailoring 
Consistent with statutory and federal regulatory requirements, the program manager a

Milestone Decision Authority may tailor the phases and decision points for a program to me
the specific needs of the program.  Tailoring sho
need, and technology maturity. 

The acquisition strategy, prepared by the program manager and approved by the Milestone 
Decision Authority, ties all the acquisition activities together, forming the basis for sound 
program management.  Tailored to the specific program, the strategy defines the entities, 
activities, and information requirements that will enable successful managem
program structure that will deliver timely and affordable capability to the users.  Appropriately 
tailored information requirements support both decision making and provide a historical record 
of the program’s maturation, management, and decision p
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 justify the 
choic Th lutionary 
acqu on

The Acquisition Strategy defines the approach the program will use to achieve full 
capability: either evolutionary or single step; it should include a brief rationale to

e.  e DoD preference is evolutionary acquisition.  When a program uses an evo
isiti  strategy, each increment should have a specific set of parameters with thresholds and 

objec s 

 th t allocate increments of capability (leading to full 
capa program 

gement approach to 
be us

lly 
shes 

ite 

tive appropriate to the increment. 

In an evolutionary approach, the Acquisition Strategy should fully describe the initial 
increment of capability (i.e., the initial deployment capability), and how it will be funded, 
developed, tested, produced, and supported.  The Acquisition Strategy should preview similar 
planning for subsequent increments, and identify the approach to integrate and/or retrofit earlier 
increments with later increments. 

If e capability documents do no
bility) to specific program increments consistent with an evolutionary approach, the 

manager should work closely with the user/sponsor to determine whether an evolutionary 
acquisition approach will serve the user/sponsor needs.  Where necessary and acceptable to the 
user/sponsor, the approval authority should modify the capability documents. 

The approved Acquisition Strategy should address the proposed mana
ed to define both the capability and the strategy applicable to each increment.  This 

discussion should specifically address whether end items delivered under early increments will 
be retrofitted with later increment improvements. 

The Acquisition Strategy defines the management approach that will achieve program 
goals.  The information included in the Acquisition Strategy should be complete enough to fu
describe the planning considerations and decisions.  Because the Acquisition Strategy establi
such essential aspects of a program as the degree of competition, contract type, and incentive 
arrangements, the Acquisition Strategy should be approved before a synopsis is published, a 
Justification and Approval is approved, or negotiations undertaken. 

2.3.3. Capability Needs 
To provide context, the acquisition strategy should contain a summary description of the 

capability the acquisition is intended to satisfy or provide.  The summary should highlight 
system characteristics driven by interoperability and/or joint integrated architectures, capability 
areas, and families or systems of systems.  The summary should also identify any dependency on 
the planned or existing capability of other programs or systems. 

The summary should state whether the approved capability need is structured to achieve 
full capability in time-phased increments or in a single step.  For time-phased capabilities, define 
the initial increment, as well as subsequent increments. 

The acquisition strategy should identify the approved documents that define the requis
capability.  These would include the Initial Capabilities Document and Capability Development 
Document. 

The strategy should also briefly describe the status of draft capabilities documents.  The
strategy should identify significant aspects of the capability or capability area that are unsettled, 
and anticipate how this uncertainty could impact the acquisition strategy. 

2.3.4. Test and Evaluation 
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rection of DoD Instruction 5000.2Consistent with the di , the program manager must 
integ

 
rate test and evaluation throughout the acquisition process.  The program manager should 

engage the Test and Evaluation Working-Level Integrated Product Team in the development of
the acquisition strategy, and harmonize the acquisition strategy and the Test and Evaluation 
Strategy.  The organizations managing the pre-Milestone B activities should be aware of the 
requirement in DoD Instruction 5000.2 that requires a Test and Evaluation Strategy for the 
Milestone A decision. 

2.3.5. Risk Management 

The program manager should establish a risk management process consistent with section 
4.2.3.5., and summarize the process in the Acquisition Strategy.  Effective risk management 

on the knowledge gleaned from all aspects of the program.  Knowledge reduces risk.  
agement is a principal factor in the renewed and increased emphasis on demonstration 

n DoD Instruction 5000.2. 

depends 
Risk man
evident i

2.3.6.
The

program
procurem

2.3.6.1. 
If a  and 

bility at program initiation.  Funding of subsequent 
ents should be discussed to the extent the additional capability increments can be 

descr vided, 

 Resource Management 
 acquisition strategy should address the estimated program cost and the planned 

 funding, including funding under an evolutionary acquisition strategy and advance 
ent. 

Funding Under an Evolutionary Acquisition Strategy 
n evolutionary approach is being used, the acquisition strategy should fully describe

fully fund the first increment of capa
increm

ibed.  If the capability documents include a firm definition of the capability to be pro
by increment, the acquisition strategy should fully discuss the funding of each subsequent 
increment.  Section 3.1.4. provides additional information on program funding under an 
evolutionary acquisition strategy. 

2.3.6.2. Advance Procurement 
DoD 7000.14-R requires that the procurement of end items be fully funded, i.e., the cost of 

the end items to be bought in any fiscal year must be completely included in that year’s budget
request.  However, there are times when it is appropriate to procure some components, parts,
materiel, or effort in advance of the end item buy.  These items are referred to as advance 
procurements.  

 
 

Statutory authority for these advance procurements must be provided in the 

procur m
overall p
compone
budget re are subject to the following limitations: 

should b

relevant authorization and appropriations acts. 

Advance procurement funds are used in major acquisition programs for advance 
e ent of components whose long-lead times require purchase early in order to reduce the 

rocurement lead-time of the major end item.  Advance procurement of long lead 
nts is an exception to the DoD “full funding” policy and must be part of the President’s 
quest.  These expenditures 

1) The cost of components, material, parts, and effort budgeted for advance procurement 
e low compared to the total cost of the end item; 
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2)  
inherent ; 

 Authority approves the advance procurement; and 

ic 

 contract(s) for individual, follow-on, long lead-time lots.  The contracts 
ct action for advance procurement of long lead materiel. 

2.3.7.

th each 
miles

ring Plan documents a program’s systems engineering strategy early 
in the

 

, and 

The program manager judges the benefits of the advance procurement to outweigh the
loss of or limitation to future Milestone Decision Authority flexibility

3) The Milestone Decision

4) The procurement received statutory authority, as discussed above. 

As part of the milestone review, the Milestone Decision Authority should approve specif
exit criteria for advance procurement.  These specific exit criteria should be satisfied before the 
program manager releases any advance procurement funding for either the initial long lead-time 
items contract(s) or the
office should initiate a separate contra

 Systems Engineering Plan 
All programs responding to a capabilities or requirements document, regardless of 

acquisition category, shall apply a robust systems engineering approach and shall develop a 
Systems Engineering Plan for Milestone Decision Authority approval in conjunction wi

tone review, and integrated with the Acquisition Strategy.  (Acting Under Secretary of 
Defense for Acquisition, Technology, and Logistics policy memorandum) 

The Systems Enginee
 program definition stages and is updated periodically as a program matures.  The Systems 

Engineering Plan describes a program’s overall technical approach, including processes, 
resources, and metrics, and applicable performance incentives.  The plan should address both 
government and contractor systems engineering activities across the program’s life cycle.  It 
should describe the systems engineering processes to be applied, the approach to be used to
manage the system technical baseline, and how systems engineering will be integrated across the 
integrated product team structure.  It should also detail the timing, conduct, entrance criteria
success/exit criteria of technical reviews.  Chapter 4 of this Guidebook provides additional 
systems engineering implementation guidance. 

The plan should address how performance measures for program control will complement 
the design, development, production, and sustainment efforts to provide the necessary Milestone 

sights to support the acquisition decision process.  
am management control efforts such as integrated master 

Decision Authority-level management in
Integration and linkage with other progr
plans, integrated master schedules, technical performance measures, and earned value 
management is fundamental to successful application. 

There is no prescribed format for the Systems Engineering Plan.  However, the plan sh
address how systems engineering will support the translation of system capability needs into
technical and system effective, suitable product that is sustainable at an affordable cost.  
Specifically, a well-prepared Systems Engineering Plan will address the integration of the 
technical aspects

ould 
 a 

 of the program with the overall program planning, systems engineering 

n 

activities, and execution tracking. 

For Acquisition Category ID and IAM programs, DoD Components should submit the 
Systems Engineering Plan (integrated with the Technology Development Strategy or acquisitio
strategy) to the Director, Defense Systems, at least 30 days before the scheduled Defense 
Acquisition Board or Information Technology Acquisition Board milestone review. 
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of interoperability requirements.  
lves successive increments satisfying 

 

2.3.8. Interoperability 
The Acquisition Strategy should describe the treatment 

For example, if an evolutionary acquisition strategy invo
time-phased capability needs, the program manager should address each increment and the 
transitions from increment to increment.  The Acquisition Strategy should identify any waivers
or deviations that have been requested, obtained, or expected to be requested.  The Strategy 
should reflect full compliance with the interoperability considerations discussed in 4.4.2. and, for 

ity Systems, 7.3.Information Technology, including National Secur  and 7.6.
• Information Interoperability.  The program manager should identify and assess the 

impact of technical, schedule, cost, and funding critical path issues (i.e., issues that 
could impact the program manager's ability to execute the acquisition strategy) related
to information interoperability.  The program manager should also identify critical pat
issues in related program(s) (i.e., system(s) that will exchange information with the 
program manager’s delivered system) and assess their potential impact. 

• Other-than Information Interoperability.  The program manager should identify an
assess the 

 
h 

d 
impact of technical, schedule, cost, and funding critical path issues related to 

general interoperability concerns for the program manager’s acquisition program.  The 
e., 

ram 
anical 

logy, including 
onsiderations identified in the appropriate 

n the Information Support Plan (ISP)

program manager should also identify any critical path issues in other program(s) (i.
system(s)) that will interoperate with or otherwise materially interact with the prog
manager’s delivered system (e.g., fuel formulation and delivery systems, mech
connectors, armament, or power characteristics) and assess their potential impact. 

2.3.9. Information Technology 
The Acquisition Strategy should summarize the Information Techno

National Security Systems, infrastructure and support c
capability document and described i .  The Strategy should 
ident

itical path issues for both the acquisition program and the Information Technology, 
including National Security Systems, infrastructure that could affect execution of the acquisition 
strategy.  The Acquisition Strategy should describe support shortfalls and issues, and plans to 
resolve them.  The Acquisition Strategy need not repeat the details found in the Information 
Support Plan, but should be consistent with the Information Support Plan and cross-reference it 
as practicable. 

2.3.10. Research and Technology Protection 
• Protection of Critical Program Information.  The program manager should ensure that 

the Acquisition Strategy is consistent with the program protection measures of Chapter 

ify Information Technology, including National Security Systems, infrastructure 
enhancements required to support program execution.  It should identify technical, schedule, and 
funding cr

8.  The Acquisition Strategy should identify the technical, schedule, cost, and funding 
issues associated with protecting critical program information and technologies, and the 
plans to resolve the issues. 

• Anti-Tamper Measures.  The program manager should ensure the Acquisition Strategy 
is consistent with the anti-tamper measures of section 8.5.3.  The program manager 
should plan and budget for post-production, anti-tamper validation of end items.  The 
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validation budget should not exceed $10 million (in FY 2001 constant dollars), and the 
duration of anti-tamper validation efforts should not exceed 3 years. 

2.3.11. Information Assurance 
The program manager should ensure that the Acquisition Strategy identifies the technical, 

schedule, cost, and funding issues associated with implementing information assurance.  The 
planning for and documentation of the Acquisition IA Strategy should produce the information 
required for this section.  Section 7.5.9.5 lists potential IA considerations to be included in the 
Acquisition Strategy. 

2.3.12. Product Support Strategy 
The program manager should develop a product support strategy for life-cycle sustainment 

and continuous improvement of product affordability, reliability, and supportability, while 
sustaining readiness.  The support strategy is a major part of the Acquisition Strategy.  The IPPD 
process helps to integrate the support strategy with the systems engineering processes. 

The program manager should consider inviting Military Service and Defense Logistics 
Agency logistics organizations to participate in product support strategy development and 
integrated product teams. 

tegy describes the supportability planning, analyses, and trade-offs used to 
deter  support concept for a materiel system and identify the strategies for 
conti out the product life cycle.  The support strategy 
evolv program will address the support and 
field rmance objectives, lower total 
owne nvironment and human health.  The support 
strate anager and other responsible organizations will 
maintain oversight of the fielded sy

The support stra
mine the optimum
nuous affordability improvements through
es in detail, so that by Milestone C, it defines how the 

ing requirements necessary to meet readiness and perfo
rship cost, reduce risks, and avoid harm to the e
gy should address how the program m

stem.  It should also explain the contracting approach for 
uct support throughout the system life cycle (see prod section 5.3.1 for additional detail).  See the 

full description of program manager responsibilities regarding Life-Cycle Logistics and Product 
Support Strategy in Chapter 4 (section 4.1.3) and Chapter 5 (sections 5.1.1 and 5.1.3). 

2.3.13. Human Systems Integration 
The program manager should integrate manpower, personnel, training, human factors, 

safety and occupational health, personnel survivability, and habitability considerations into the 
acquisition process.  HSI initiatives optimize total system performance and minimize total 

 HSI responsibilities, describe the 
man ting HSI requirements, briefly summarize the 

SI, and summarize major elements of the associated 
train

e 

 (PESHE), including a strategy 
; ESOH risks and risk 

ownership cost.  The acquisition strategy should identify
technical and agement approach for mee
planning for each of the above elements of H

ing system. 

2.3.14. Environment, Safety, and Occupational Health (ESOH) 
Per DoD Instruction 5000.2, the program manager shall prevent ESOH hazards, wher

possible, and manage ESOH hazards where they cannot be avoided.  The acquisition strategy 
will include a summary of the Programmatic ESOH Evaluation
for integrating ESOH considerations into the systems engineering process
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mitigation efforts; and a compliance schedule for National Environmental Policy Act (NEPA) 
(42 U.S.C. 4321-4370d and Executive Order (E.O.) 12114). 

2.3.15. Modular Open Systems Approach (MOSA) 
MOSA is the Department of Defense implementation of “open systems.”  The program 

manager should incorporate MOSA principles into the acquisition strategy to ensure access to 
the la

f 

th 

ss 

test technologies and products, and to facilitate affordable and supportable system 
development and modernization of fielded assets. 

The program manager should plan for MOSA implementation and include a summary o
such planning as part of the overall Acquisition Strategy and to the extent feasible, the 
Technology Development Strategy.  The summary of the MOSA planning should describe (1) 
how MOSA fits into a program’s overall acquisition process and strategies for acquisition, 
technology development, and T&E; (2) what steps a program will take to analyze, develop, and 
implement a system or a system-of-systems architecture based on MOSA principles; and (3) how 
such program intends to monitor and assess its MOSA implementation progress and ensure 
system openness.  

If upon completing a business case analysis, the program manager decides to acquire a 
system with closed interfaces, the program manager must report to the Milestone Decision 
Authority, in context of the acquisition strategy, the justification for the decision.  The 
justification should describe the potential impacts on the ability to access latest technologies 
from competitive sources of supply throughout the system life cycle, integrate the system wi
other systems in a joint integrated architecture venue, and to integrate and/or retrofit earlier 
increments with later increments in an evolutionary acquisition context. 

2.3.16. Business Considerations 
As part of the Acquisition Strategy, the program manager should develop a comprehensive 

business strategy.  Figure 2.3.16.1 depicts the principal considerations in developing the busine
strategy. 
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Business 
Strategy

International 
CooperationCompetition

Contract 
Approach

Military 
Equipment 
Valuation

Leasing

 
onsiderations Figure 2.3.16.1.  Business C

  <make links  

Link the Competition Block to 2.3.16.1. 

Link the International Cooperation Block to 2.3.16.2. 

k the Contract Approach Block to 2.3.16.3. Lin

> 

 

petition Advocates 

Link the Leasing Block to 2.3.16.4. 

Link the MilEquipValuation Block to 2.3.16.5. <then delete text within angle brackets>

2.3.16.1. Competition 
The Acquisition Strategy for all programs should describe the competition planned for all 

phases of the program’s life cycle, or explain why competition is not practicable or not in the 
best interests of the Government. 

2.3.16.1.1. Fostering a Competitive Environment 

2.3.16.1.1.1. Com
Per 41 U.S.C. 418 and 10 U.S.C. 2318 the Head of each DoD Component with acquisition 

ponent and for each 
advocate for competition for each 

procu
f 

responsibilities designates competition advocates for the DoD Com
procurement activity within the DoD Component.  The 

rement activity promotes full and open competition and promotes the acquisition of 
commercial items, and challenges barriers to such acquisition such as restrictive statements o
need, detailed specifications, or burdensome contract clauses. 

2.3.16.1.1.2. Ensuring Future Competition for Defense Products 
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ll soon be, limited.  While it is DoD policy to rely on the marketplace to meet 
ateriel cap ay be exceptional circumstances in which the 

 competition.  Accordingly, the program manager, the 
Mile

re competition may be limited and to 
prov

om 

 

stone 

 

For some critical and complex Defense products, the number of competitive suppliers is 
now, or wi
Department m ability needs, there m
Department needs to act to maintain future

stone Decision Authority, and the DoD Components should be open to and prepared for 
discussions considering the effects of their acquisition and budget plans on future competition. 

The Deputies to CAEs routinely confer with the Deputy Under Secretary of Defense 
(Industrial Policy) (DUSD(IP)) to discuss areas where futu

ide the DUSD(IP) with information on such areas based on reporting from program 
managers and other sources.  This group reviews areas that have been identified by program 
acquisition strategies, IPTs, sole-source Justifications and Approvals, and more generally fr
industry sources.  Where appropriate, this group may establish a DoD team to evaluate specific 
product or technology areas.  Based on analysis and findings of the team, the USD(AT&L) will
decide what, if any, DoD action is required to ensure future competition in the sector involved.  
USD(AT&L) may direct any proposed changes in specific programs or may direct the Mile
Decision Authority to make such changes to a specific program. 

2.3.16.1.2. Building Competition into Individual Acquisition Strategies 

Program managers and contracting officers should provide for full and open competition,
unless one of the limited statutory exceptions applies (FAR Subpart 6.3).  Program managers a
contracting officers should use competitive procedures best suited to the circumstances of the 
acquisition program.  Program managers should plan for competition from the inception of 
program activity.  Such competition planning should precede preparation of an acquisition 
strategy when, for example, a technology project or an effort involving advanced development or 
demonstration activities has potential to transition into an acquisition program.  Com

nd 

petition 
plann

ed to support program initiation should include the plans for 
comp

 

lu trategy is based on time-phased capabilities, and delivers an 
initia ed 

d 

d by the 

ing should consider the immediate effort being undertaken and any foreseeable future 
procurement as part of an acquisition program.  Competitive prototyping, competitive alternative 
sources, an open systems architecture, and competition with other systems that may be able to 
accomplish the mission should be used where practicable. 

2.3.16.1.2.1. Applying Competition to Acquisition Phases 
The acquisition strategy prepar
etition for the long term.  The strategy should be structured to make maximum use of 

competition throughout the life of the program.  The intent of applying competition is to achieve
performance and schedule requirements, improve product quality and reliability, and reduce cost. 

2.3.16.1.2.2. Applying Competition to Evolutionary Acquisition 

An evo tionary acquisition s
l increment of capability and some number of subsequent increments until the full requir

capability is attained.  Plans for competition should be tailored to each increment, and should 
consider successive increments.  For example, if each increment adds a discrete capability, in a 
separable package, to a pre-established modular open system architecture, it may be possible an
desirable to obtain full and open competition for each increment. 

There is no presumption that successive increments must be developed or produce
same contractor.  The acquisition strategy should: 



 30

licitation 

nt 

ries of time-phased capabilities, all of which are expected to 
need to be satisfied by the same prime contractor. 

vel is 

ment to 

• Describe the plan for competition for the initial increment.  State how the so
will treat the initial increment, and why.  For example, the first increment may be: 

o A stand-alone capability, independent of any future procurements of subseque
increments; 

o The first in a se

• State, for each successive increment, whether competition at the prime contract le
practicable, and why. 

• When competition is practicable, explain plans for the transition from one incre
the next if there is a different prime contractor for each, and the manner in which 
integration issues will be addressed. 

• When competition is not planned at the prime contract level, the program manager 
should identify the FAR Part 6 reason for using other than full and open competition;
explain how long, in terms of contemplated successive increm

 
ents, the sole source is 

address when and how competition will be introduced, 
ding mpetitive pressure to bear on the program through 

r 

y that provide for the most cost-

th 

expected to be necessary; and 
inclu  plans for bringing co
competition at major subcontractor or lower tiers or through other means. 

2.3.16.1.2.3. Competition and Source of Support 
The DoD Directive 5000.1 policy on competition applies to source of support decisions.  

Specific competitive considerations include the following: 
• The program manager should provide for the long-term access to data required for 

competitive sourcing of systems support throughout its life cycle. 
• The source of supply support may be included in the overall system procurement o

treated as a separate competition. 
• The program manager should use sources of suppl

effective system throughout its life cycle. 

2.3.16.1.2.4. Industry Involvement 
DoD policy encourages early industry involvement in the acquisition effort, consistent wi

the Federal Advisory Committee Act (FACA) and FAR Part 15.  The acquisition strategy should 
address past and planned industry involvement.  The program manager should apply knowledge 
gained from industry when developing the acquisition strategy; however, with the exception of 
the program manager's support contractors, industry should not directly participate in acquisition 

ts.  While the Department’s preference is to allow the private sector to team and 
artment may intervene, if necessary, to assure 

strategy development. 

2.3.16.1.3. Potential Obstacles to Competition 

2.3.16.1.3.1. Exclusive Teaming Arrangements 
Two or more companies create an exclusive teaming arrangement when they agree to team 

to pursue a DoD acquisition program, and agree not to team with other competitors for that 
program.  These teaming arrangements occasionally result in inadequate competition for DoD 
contrac
subcontract without DoD involvement, the Dep

http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/10.htm
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adeq

 

 acquisition strategy; when exchanging information with industry; and when 
mana

Preparation of the acquisition strategy includes an analysis of product and technology areas 
critic to ustry 
sources t s of potential 
vertic i ical 
integ i
consider n 
strategy 
architect
comp e
syste  s

l 
proce ) e 
primes p ld 
assess th
competit
program

 reviews to defend why planned 
mate ts critical to the program exclude 
other m .g., 
reproc r

uate competition.  Intervention to break up a team requires Milestone Decision Authority 
approval. 

2.3.16.1.3.2. Sub-Tier Competition
All acquisition programs should foster competition at sub-tier levels, as well as at the prime 

level.  The program manager should focus on critical product and technology competition when 
formulating the

ging the program system engineering and life cycle. 

al  meeting program needs.  The acquisition strategy should identify the potential ind
o supply these needs.  The acquisition strategy should highlight area

al ntegration (i.e., where potential prime contractors are also potential suppliers).  Vert
rat on may be detrimental to DoD interests if a firm employs internal capabilities without 

ation of, or despite the superiority of, the capabilities of outside sources.  The acquisitio
should describe the program manager’s approach (e.g., requiring an open systems 
ure, investing in alternate technology or product solutions, breaking out a subsystem or 
nt, etc.) to establish or maintain access to competitive suppliers for critical areas at the on

m, ubsystem, and component levels. 

During early exchanges of information with industry (e.g., the draft request for proposa
ss , program managers should identify the critical product and technology areas that th

lan to provide internally or through exclusive teaming.  The program manager shou
e possible effects of these choices on competition, and mitigate any potential loss of 
ion.  If the assessment results in a change to the approved acquisition strategy, the 
 manager should propose the change to the Milestone Decision Authority. 

As the program design evolves, the program manager should continue to analyze how the 
prime contractor is addressing the program's critical product and technology areas.  This analysis 
may identify areas where the design unnecessarily restricts subsystem or component choices.  
Contractors should be challenged during requirements and design

riel solutions for subsystem and component requiremen
 co petitive choices.  This monitoring should continue through the system life cycle (e
u ements, logistics support). 

Similar reviews can be made after contract award.  In accordance with FAR Subpart 44.2, 
Consent to subcontracts, program managers and contracting personnel have the right to review 
and a r
consi r

2.3.1 .

The
commerc supply (consistent 
with e

pp ove or disapprove the make-buy decisions.  These reviews should ensure decisions have 
de ed better technical and cost effective solutions from other vendors. 

6.1 4. Potential Sources 

 program manager should consider both international and domestic sources, and 
ial items that can meet the required need, as the primary sources of 

rel vant domestic preference statutes, FAR Part 25, and Defense Federal Acquisition 
Regulation Supplement Part 225).  The program manager should consider national policies

ng and subcontracting with small business (
 on 

contracti 15 U.S.C. 644); small and disadvantaged
 (

 
business .C. 63715 U.S ); women-owned small business (15 U.S.C. 631); Historically 
Underutilized Business Zone (HUBZone) small business (15 USC 631); and Service-Disabled, 
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Veteran-Owned small business (15 USC 657f); and address considerations to secure 
participation of these entities at both prime and sub-tier levels.  The program manager should 
consider intra-Government work agreements, i.e., formal agreements, project orders, o
requests, in which one Government activity agrees to perform work for another, creating a 
supplier/customer relationship. 

2.3.16.1.4.1.

r work 

 Market Research 
uitability of 

comm

pabilities.  Market research, tailored to program needs 
process and during post-production support.  FAR 

Market research is a primary means of determining the availability and s
ercial items and the extent to which the interfaces for these items have broad market 

acceptance, standards-organization support, and stability.  Market research supports the 
acquisition planning and decision process, supplying technical and business information about 
commercial technology and industrial ca
should continue throughout the acquisition 
Part 10 requires the acquisition strategy include the results of completed market research and 
plans for future market research.  (See also CJCS Manual 3170.01A.) 

2.3.16.1.4.2. Commercial Items 

The program manager should work with the user to define and, if necessary, m
capability n s to facilitate the use of 

odify 
eed mscommercial ite .  This includes hardware, software, 

inter s.  

 I and 

iderations apply to subsystems, components, and 
spare a
specification

operability, data interchange, packaging, transport, delivery, and automatic test system
Within the constraints of the described capability needs, the program manager should require 
contractors and subcontractors to use commercial items to the maximum extent possible.  While 
some commercial items may not provide system-level capabilities for Acquisition Category
IA programs, numerous commercial components, processes, practices, and technologies have 
applicability to DoD systems.  These cons

s b sed on the use of performance specifications and form, fit, function and interface 
s.  The preference is to use commercial items.  FAR Section 2.101 contains a 

ition of “commercial item.”  (See also defin section 4.4.5.) 

The commercial marketplace widely accepts and supports open interface standards set
ni ed standards organizations.  These standards support interoperability, portability, 

ty, and technology insertion.  When selecting commercial items, the Department prefers
rface standards and commercial item descriptions.  If acquiring products with closed 

 by 
recog z
scalabili  
open inte
interfaces, the program manager should conduct a business case analysis to justify acceptance of 
the p n  
over the 

  
e 

nologies and components.  System design should facilitate the 
later insertion of leading edge, dual-use technologies and components throughout the system life 

2.3.16.1.4.4. Use of Commercial Plants 

ote tial economic impact on life-cycle cost and risk to technology maturation and insertion
service life of the system. 

2.3.16.1.4.3. Dual-Use Technologies 
Dual-use technologies are technologies that meet a military need, yet have sufficient 

commercial application to support a viable production base.  Market research and analysis helps 
to identify and evaluate possible dual-use technology and component development opportunities.
Solicitation document(s) should encourage offerors to use, and the program manager should giv
consideration to, dual-use tech

cycle. 

http://www.dtic.mil/whs/directives/corres/pdf/d500060_042596/d500060p.pdf
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ational and international technology 
prove industry’s capability to respond 

s:

e 

Solicitation document(s) should encourage offerors to use commercial plants and integrate 
military production into commercial production as much as possible. 

2.3.16.1.4.5. Industrial Capability 
In many cases, commercial demand now sustains the n

and industrial base.  The following considerations will im
to DoD need  

• Defense acquisition programs should minimize the need for new defense-unique 
industrial capabilities. 

• Foreign sources and international cooperative development should be used wher
advantageous and within limitations of the law (DFARS Part 225). 
The Acquisition Strategy should promote sufficient program stability to encourage 
industry to inve

• 

xcept in unusual 
on. 

• 
al needs. 

hould receive close attention and specific planning, to include use of contract options.  

sfy

st, plan, and bear their share of risk.  However, the strategy should not 
compel the contractor to use independent research and development funds or profit 
dollars to subsidize defense research and development contracts, e
situations where there is a reasonable expectation of a potential commercial applicati
Prior to completing or terminating production, the DoD Components should ensure an 
adequate industrial capability and capacity to meet post-production operation

• Where feasible, acquisition strategies should consider industrial surge capability.   
Unfinanced but approved requirements are one category.  A second category is 
munitions, spares, and troop support items.  These are likely surge candidates and 
s
Surge capability can be included in evaluation criteria for contract award. 

To sati  10 U.S.C. 2440, development of the acquisition
analysis of the industrial base capability to design, develop, pro

 strategy should include an 
duce, support, and, if appropriate, 

resta ary of rt an acquisition program.  The approved Acquisition Strategy should include a summ
this analysis (see DoD Directive 5000.60 and DoD 5000.60-H). 

Considerations for the analysis include the following: 
• The analysis should identify DoD investments needed to create or enhance certain 

industrial capabilities; 
• T e analysis should iden

or manufacturing capabil
h tify the risk of industry being unable to provide program design 

ities at planned cost and schedule; 
ram manager 

and Program Executive Officer; 
f 
er 

ndustrial capability; 
e a ss product technology obsolescence, replacement of 

• If the analysis indicates an issue beyond the scope of the program, the prog
should notify the Milestone Decision Authority 

• When the analysis indicates that industrial capabilities needed by the Department o
Defense are in danger of being lost, the DoD Components should determine wheth
government action is required to preserve the i

• Th nalysis should also addre
limited-life items, regeneration options for unique manufacturing processes, and 
conversion to performance specifications at the subsystems, component, and spares 
levels. 
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DoD Directive 5000.60 imposes oversight restrictions on any proposed action or investment 
to pr

lion 
 

ness Innovation Research (SBIR) Technologies 
n acquisition strategy that includes the use of 

techn

eserve an industrial capability for an acquisition program.  Any such investment with an 
anticipated cost of equal to or less than $10 million annually must be approved by the 
appropriate milestone decision authority, and any investment with a cost greater than $10 mil
annually must be approved by the Under Secretary of Defense for Acquisition, Technology, and
Logistics. 

2.3.16.1.5. Small Busi

The program manager should develop a
ologies developed under the SBIR program, and gives favorable consideration for funding 

of successful SBIR technologies.  The Department of Defense maintains an on-line, searchable 
database of SBIR-funded technologies. 

2.3.16.2. International Cooperation 

The globalization of today's economy requires a high degree of coordination and 
intern

he es of the North Atlantic Treaty Organization (NATO) and the 
Unite ve 

e 

ational cooperation.  Consistent with information security and technology transfer 
limitations, the program manager should consider the following: 

2.3.16.2.1. International Cooperative Strategy 
The Acquisition Strategy should discuss the potential for increasing, enhancing, and 

improving t conventional forc
d States, including reciprocal defense trade and cooperation, and international cooperati

research, development, production, and logistic support.  The Acquisition Strategy should 
consider the possible sale of military equipment.  The discussion should specifically address th
following four topics (10 U.S.C. 2350a): 

• Identification of similar projects under development or in production by a U.S. ally; 
• Assessment of whether the similar project could satisfy U.S. capability needs or be 

modified in scope to satisfy the military need; 
• Assessment of the advantages and disadvantages, with regard to program timing, 

developmental and life-cycle costs, technology sharing, and Rationalization, 
nd erability, of seeking a cooperative development program; 

ms at each acquisition program decision in accordance with 10 U.S.C. 2350a.  All 
tenance of a strong national 

icted foreign competition for 
the p ults 

approved international test operating procedures may be accepted 

2.3.1

Sta ardization, and Interop
and 

•  The recommendation of the USD(AT&L) as to whether the Department of Defense 
should explore the feasibility and desirability of a cooperative development program. 

The Milestone Decision Authority should review and approve the Acquisition Strategy for 
all progra
international considerations should remain consistent with the main
technology and industrial base with mobilization capability.  Restr

rogram due to industrial base considerations requires prior USD(AT&L) approval.  Res
of the T&E of systems using 
without repeating the testing. 

6.2.2. International Interoperability 
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nt for effective international coalitions requires a heightened degree 
of in

ion Compliance 
s 

The growing requireme
ternational interoperability.  Reciprocal trade, international standardization agreements, and 

international cooperative programs with allies and friendly nations serve that end.  The 
acquisition community should strive to deploy and sustain systems, equipment, and consumables 
that are interoperable with our potential coalition partners. 

2.3.16.2.3. International Cooperat
To promote increased consideration of international cooperation and interoperability issue

early in the development process, the program manager should discuss cooperative opportunities 
in the Acquisition Strategy at each acquisition program milestone (10 U.S.C. 2350a): 

• Include a statement indicating whether or not a project similar to the one under 
consideration is in development or production by one or more major allies or NATO 
organizations. 

• If there is such a project, provide an assessment as to whether that project could satisfy, 
or be modified in scope to satisfy, U.S. military capability needs. 

• Provide an assessment of the advantages and disadvantages, with regard to program 
timing, life-cycle costs, technology sharing, standardization, and interoperability, of a 
cooperative program with one or more major allies or NATO organizations. 

rs should seek the most efficient and cost-effective solution over the 
syste

Program manage
m's life cycle.  Many times, the use or modification of systems or equipment that the 

Department already owns is more cost-effective and schedule-effective than acquiring new 
materiel. 

Section 11.2. has additional details on international cooperation considerations. 

ntial cooperative opportunities with allies, or 
reaso

2.3.1

Based Business Environment

2.3.16.2.4. Testing Required for Foreign Military Sales 
  An Acquisition Category I or II system that has not successfully completed initial 

operational test and evaluation (IOT&E) requires USD(AT&L) approval prior to any foreign 
military sale, commitment to sell, or DoD agreement to license for export.  This does not 
preclude Government-sponsored discussions of pote

nable advance business planning or marketing discussions with potential foreign customers 
by defense contractors, provided appropriate authorizing licenses are in place. 

6.3. Contract Approach 
The events set forth in contracts should support the exit criteria for the phase. 

2.3.16.3.1. Performance-Based Business Strategy 

Consistent with a Performance- , the acquisition strategy 
lu  business strategy. 

 in FAR Section 39.103

should inc de a performance-based

2.3.16.3.2. Modular Contracting 

The program manager should use modular contracting, as described , 
 ac practicable.  Program managers should consider using 
tra on programs.  (See also section 7.8.3.10.

for major IT quisitions, to the extent 
modular con cting for other acquisiti ) 

http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/dfars/dfarsApxD.htm
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2.3.16.3.3. Contract Bundling 
Federal Acquisition Regulation 7.103(s) requires that acquisition planners, to the maximum 

extent practicable, avoid unnecessary and unjustified bundling that precludes small business 
participation as contractors.  As a result of this direction, DoD Instruction 5000.2 requires a 
Benefit Analysis and Determination.  The program manager should consult the Office of Small 
and Disadvantaged Business Utilization website for additional information concerning this 
information requirement. 

2.3.1 .

should describe what the basic contract buys; how
if any n t 
appropri

ting 

6.3 4. Major Contract(s) Planned 
For each major contract planned to execute the acquisition strategy, the acquisition strategy 

 major deliverable items are defined; options, 
, a d prerequisites for exercising them; and the events established in the contract to suppor

ate exit criteria for the phase or intermediate development activity. 

2.3.16.3.5. Multi-Year Contrac
In accordance with 10 U.S.C. 2306b, the acquisition strategy should address the program 

manager’s consideration of multiyear contracting for full rate production, and address the 
program manager’s assessment of whether the production program is suited to the use of 
multiyear contracting based on the requirements in FAR Subpart 17.1.

2.3.16.3.6. Contract Type 

ost 

 

pment contracts.  Fixed-price development contracts of $25 million or more or fixed-
ont re the prior approval of the USD(AT&L) (DFARS 

For each major contract, the acquisition strategy identifies the type of contract planned 
(e.g., firm fixed-price (FFP); fixed-price incentive, firm target; cost plus incentive fee; or c
plus award fee) and the reasons it is suitable, including considerations of risk assessment and 
reasonable risk-sharing by the Government and the contractor(s).  The acquisition strategy
should not include cost ceilings that, in essence, convert cost-type research and development 
contracts into fixed-price contracts or unreasonably cap annual funding increments on research 
and develo
price-type c racts for lead ships requi
Section 235.006), regardless of a program’s Acquisition Category. 

2.3.16.3.7. Contract Incentives 
The Acquisition Strategy should explain the planned contract incentive structure, and how 

it incentivizes the contractor(s) to provide the contracted product or services at or below the 
estab t, the Acquisition 
Strategy sho

 

2.3.1

lished cost objectives.  If more than one incentive is planned for a contrac
uld explain how the incentives complement each other and do not interfere with one 

another.

6.3.8. Integrated Contract Performance Management 
The program manager should obtain integrated cost and schedule performance data to 

monitor program execution. 

2.3.16.3.9. Special Contract Terms and Conditions 
The Acquisition Strategy should identify any unusual contract terms and conditions and

existing or contemplated deviations to the FAR or DFARS. 
 all 

http://www.fasab.gov/pdffiles/sffas-23.pdf
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2.3.16.3.10. Warranties 
The program manager should examine the value of warranties on major systems and pursue

them when appropriate and cost-effective.  If appropriate, the program manager should 
incorporate warranty requirements into major systems contracts in accordance with FAR Subpart 
46.7. 

2.3.16.3.11. Component Breakout 
The program manager should consider component breakout on every program, and b

out components when there are significant cost savings (inclusive of Government admini
reak 

strative 
rnishing Government items to the prime contractor is 

mana

FARS 

costs), the technical or schedule risk of fu
geable, and there are no other overriding Government interests (e.g., industrial capability 

considerations or dependence on contractor logistics support).  The Acquisition Strategy should 
address component breakout, and briefly justify the component breakout strategy (see D
Appendix D).  It should list all components considered for breakout, and provide a brief rationale 

onent breakout review (which shall not be 
provided to the Milestone Deci

2.3.16.4.
The cial 

vehicles s 
is practic
month le

re, or 
exten le, 
unless th
terminati t the lease is in the best interest of the 
Gove

(based on supporting analyses from a detailed comp
sion Authority unless specifically requested)) for those not 

selected.  The program manager should provide the rationale for a decision not to break out any 
components. 

 Leasing 
 program manager should consider the use of leasing in the acquisition of commer
and equipment whenever the program manager determines that leasing of such vehicle
able and efficient.  Leases are limited to an annual contract with no more than a 5-
ase option. 

The program manager may not enter into any lease with a term of 18 months or mo
d or renew any lease for a term of 18 months or more, for any vessel, aircraft, or vehic

e program manager has considered all costs of such a lease (including estimated 
on liability) and has determined, in writing, tha

rnment (10 U.S.C. 2401a).  It should be noted that a lease of more than 12 months does no
e extension of one year funding authority. 

t 
permit th

 
will be c

Leases of equipment to meet a valid need under the provisions of CJCS Instruction 3170.01
ategorized in accordance with the criteria in DoD Instruction 5000.2. 

 further guidance on leasing, see Office of Management and Budget For Circular A-11, 
Appendix B, 
of M

Budgetary Treatment of Lease-Purchases and Leases of Capital Assets; and Office 
anagement and Budget Circular A-94, Guidelines and Discount Rates for Benefit-Cost 

 of Federal Programs. Analysis

2.3.16.5. Equipment Valuation 

quipment ValuationE  is a DoD initiative to value, capitalize, and depreciate DoD 
equipment.  The activity will enable the Department of Defense to identify, track, and account 
for m itary assets, and assists in computing the net costs of operations. 

2.3.16.5.1. Program Description 

il
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o implement this initiative, the program manager for any program, project, product, or 
system that has deliverable end items with a unit cost at or above $100,000 (the current 
capitalization threshold) should prepare a iption as part of the acquisition strategy 
at Milestone C.  T g the estimated 
cost of the end item with the estimated costs of all associated government furnished equipment, 
training manuals, technical data, engineering support, etc., NOT including spares and support 

escription should identify the following deliverables: 
 (s) meeting the unit cost threshold (i.e., $100,000); 

nment furnished property that will be included in the end item; 
nd 

. 

T

 program descr
he program manager should calculate the unit cost by summin

equipment.  The d
• The end item
• The gover
• Other deliverables that will accompany the end item (e.g., manuals, tech data, etc.); a
• Other types of deliverables that will be bought with program funding (e.g., initial 

spares, support equipment, special tooling and test equipment, etc.) but that cannot be 
directly attributed to a specific end item

2.3.16.5.2. Accounting Review 
The program manager should provide a copy of the program description to the accounting 

specialist who supports the accounting transactions for the program.  The accounting specialist 
will review the description(s) and compare them to applicable federal accounting standards (e.g., 
Statement of Federal Financial Accounting Standard Number 23) and financial management 
regulations. 

If the accounting specialist determines that the program will not deliver end items th
within applicable accounting standards/regulation criteria, no further actions are needed. 
However, if the accounting specialist determines that the program will deliver end items that fa
within applicable accounting standards/regulation criteria (i.e., the program is a “capital” 
program), the program manager must include a statement in the appropriate commitment 
documents and contract requisitions that these documents and requisitions are part of a capital 
program. 

2.3.16.5.3. Contract Implications 
In addition to the statement in the commitment docum

at fall 
 

ll 

ent and contract requisitions, the 
prop  

Additional guidance for contracting officers will be provided separately. 

2.3.17. Best Practices 
 ta uisition strategy, the program manager should address management 

const
eter 

osed statement of objectives must make clear which of the end items, GFP  or other
deliverables identified in the description required by paragraph 2.3.16.5.1 are within the scope of 
the proposed contract, i.e., which of the deliverables are to be procured by this contract. 

In iloring an acq
raints imposed on contractors.  Program managers should avoid imposing Government-

unique restrictions that significantly increase industry compliance cost, or unnecessarily d
qualified contractors, including non-traditional defense firms, from proposing.  Examples of 
practices that support the implementation of these policies include Integrated Product and 
Process Development; performance-based specifications; management goals; reporting and 
incentives; a modular open systems approach that emphasizes modularity and use of 
commercially supported practices, products, performance specifications, and performance-based 

http://128.190.170.244/dod5000i/DoD5001/References.asp
http://128.190.170.244/dod5000i/DoD5001/References.asp
http://128.190.170.244/dod5000i/DoD5002/Subject.asp
http://128.190.170.244/dod5000i/DoD5002/Subject.asp
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ement 
standards; replacement of Government-unique management and manufacturing systems with 
common, facility-wide systems; technology insertion for continuous affordability improv
throughout the product life cycle; realistic cost estimates and cost objectives; adequate 
competition among viable offerors; best value evaluation and award criteria; the use of past 
performance in source selection; results of software capability evaluations; Government-Industry 
partnerships consistent with contract documents; and the use of pilot programs to explore 
innovative practices.  The Milestone Decision Authority should review best practices at each 
decision point.  While not mandatory, program managers should not release Requests for 
Proposal until the Milestone Decision Authority has approved the Acquisition Strategy. 

2.3.18. Relief, Exemption, or Waiver 
The program manager should identify mandatory acquisition process requirements that fail 

to add value, are not essential, or are not cost effective, and seek the appropriate relief, 
exemption, or waiver. 

2.3.19. Additional Acquisition Strategy Topics 

The Acquisition Strategy should also briefly address the program manager’s consideration 
of, d

m 
nt the 

 
 paragraph 11.12

ecisions on, and planning for the following additional topics: 
• Program Office Staffing and Support Contractor Resources Available to the Progra

Manager.  The program manager should identify resource limitations that preve
program manager from pursuing a beneficial acquisition strategy or contracting 
approach (e.g., component breakout (i.e., the Government contracts for a component 
and furnishes it to the prime contractor), or the use of an award fee contract).  The 
program manager should provide an estimate of the additional resources needed to 
implement the desirable strategy or approach. 

• Integrated Digital Environment Management.  The program manager should 
summarize plans to establish a cost-effective data management system and digital
environment consistent with . 

• Government Property in the Possession of Contractors Management.  The program 
manager should summarize the planned management of GPPC. 

• Simulation Based Acquisition and Modeling and Simulation.  The program manager 
should summarize the planned implementation of Simulation Based Acquisition and 
Modeling and Simulation during engineering, manufacturing, and design trade studies; 
and during developmental, operational, and live fire testing.  (See 11.13.) 

• Software-Intensive Programs Review.  The program manager should describe the 
planned use of independent expert reviews for all Acquisition Category I through 
Acquisition Category III software-intensive programs. 

 

 

 

http://128.190.170.244/dod5000i/DoD5002/Subject.asp
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Chapter 3 
Affordability and Life-Cycle Resource Estimates 

 

3.0. Overview 

3.0.1. Purpose 
This chapter addresses acquisition program affordability and resource estimation.  It 

provides explanations of the program and pre-program activities and information required by 
DoD Instruction 5000.2, and discusses the support and documentation provided by Office of the 
Secretary of Defense staff elements. 

3.0.2. Contents 

Section 3.1 is informational.  It provides introductory background material intended for a 
general audience.  It describes the concept of program life-cycle cost, and provides definitions of 
terms used by the DoD cost community. 

he next five sections are more specialized; they discuss the specific milestone review 
proce a variety of topics related to acquisition program 
affordability, cost, and manpower.  Section 3.2

T
dures, expectations, and best practices for 

 describes the basic policies associated with the 
r ocess, and offers one possible analytic 

sments.  This section also explains the 
Depa t 

conside ation of affordability in the acquisition pr
approach to the preparation of affordability asses

rtment’s full-funding policy, and describes the concept known as Cost as an Independen
Variable.  Section 3.3 describes the Analysis of Alternatives process.  Sections 3.4, 3.4.1, and 
3.4.2 s
Secretary
major de  
estimates

 di cuss the Cost Analysis Improvement Group (CAIG), resident in the Office of the 
 of Defense (OSD).  The OSD CAIG prepares independent life-cycle cost estimates for 

fense acquisition programs at major milestone reviews, and concurrently reviews cost
 prepared by the program office and/or the DoD Component cost agency.  Section 3.5 
 the review procedures for manpower estimates.  describes Section 3.6 discusses procedures 
 major automated information systems. 

 last 

unique to

The section, 3.7, is intended for less experienced cost analysts working in the 
on community.  This section provides a recommended analytic approach for preparing a 
e cost estimate for a defense acquisition program. 

acquisiti
life-cycl

3.1. 

3.1.1. 
Bot

Life-Cycle Costs/Total Ownership Costs 

Introduction 

h DoD Directive 5000.1, The Defense Acquisition System, and DoD Instruction 5000.2, 
Operatio
ownersh
terms are or a defense 
acqu i , 
opera g  
only the 

n of the Defense Acquisition System, make reference to life-cycle cost and total 
ip cost.  This section of the Guidebook explains the meaning of each these terms.  The 
 similar in concept, but significantly different in scope and intent.  F

isit on program, life-cycle cost consists of research and development costs, investment costs
tin  and support costs, and disposal costs over the entire life-cycle.  These costs include not

direct costs of the acquisition program, but also include indirect costs that would be 
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logically er in 
scope.  T
infrastru
sections 

Wh
demonst
focused 
estimates

 attributed to the program.  The concept of total ownership cost is related, but broad
otal ownership cost consists of the elements of life-cycle cost, as well as other 

cture or business process costs not necessarily attributable to the program.  Subsequent 
more carefully define and describe these concepts. 

en programs are less mature (in pre-systems acquisition or system development and 
ration), program cost estimates that are supporting the acquisition system normally are 
on life-cycle cost or elements of life-cycle cost.  Examples of such cases where cost 
 support the acquisition system at a macro level include affordability assessments, 

 of alternativesanalyses , cost-performance trades, and establishment of program cost goals.  In 
 more refined and discrete life-cycle cost estimates may be addition, used within the program 

offic nt 
of produ
program hat 
support t
in scope 

e to support internal decision-making such as evaluations of design changes and assessme
cibility, reliability, maintainability, and supportability considerations.  However, as 
s mature (transition from production and deployment to sustainment), cost estimates t
he acquisition system or program management in many cases may need to be expanded 
to embrace total ownership cost concepts. 

Life-Cycle Cost Categories and Program Phases 
 5000.4-M

3.1.2. 
DoD , DoD Cost Analysis Guidance and Procedures, provides standardized 

ns of cost terms that in total comprise system life-cycle costs.  Life-cycle cost can be 
s the sum of four major cost categories, where each category is associated

definitio
defined a  with 
sequ

gy 
t 

m 
 waste 

ential but overlapping phases of the program life-cycle.  Life-cycle cost consists of (1) 
research and development costs, associated with the Concept Refinement phase, Technolo
Development phase, and the System Development and Demonstration phase, (2) investmen
costs, associated with the Production and Deployment phase, (3) operating and support costs, 
associated with the sustainment phase, and (4) disposal costs, occurring after initiation of syste
phase-out or retirement, possibly including demilitarization, detoxification, or long-term
storage.  Figure 3.1.2.1. depicts a notional profile of annual program expenditures by cost 
category over the system life-cycle. 



 
Figure 3.1.2.1.  Illustrative Program Life Cycle 
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3

 ent costs incurred from the beginning 
of the conceptual phase through the end of the System Development and Demonstration 
phase, sts of 

tudies and advanced technology development; system design 
ent, fabrication, assembly, and test of hardware and software 

and/or 

re; system engineering and 
 

system 

.1.3. Life-Cycle Cost Category Definitions 
The following paragraphs summarize the primary cost categories associated with each 

program life-cycle phase: 
• Research and Development consists of developm

and potentially into Low-Rate Initial Production.  Typically includes co
concept refinement trade s
and integration; developm
for prototypes and/or engineering development models; system test and evaluation; 
system engineering and program management; peculiar support (peculiar and common 
support equipment, peculiar training equipment/initial training, and technical 
publications/data) and initial spares and repair parts associated with prototypes 
engineering development models. 

• Investment consists of production and deployment costs incurred from the beginning of 
low rate initial production through completion of deployment.  Typically includes costs 
associated with producing and deploying the primary hardwa
program management; peculiar support (peculiar and common support equipment,
peculiar training equipment/initial training, and technical publications/data) and initial 
spares and repair parts associated with production assets; and military construction and 
operations and maintenance associated with system site activation. 

• Operating and Support consists of sustainment costs incurred from the initial 
deployment through the end of system operations.  Includes all costs of operating, 
maintaining, and supporting a fielded system.  Specifically, this consists of the costs 
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 a 
 

y 
hat 

y 
 

-

and 

ent costs are funded from 
& ns, and investment costs are funded from Procurement and MILCON 

appro tions and 

(organic and contractor) of personnel, equipment, supplies, software, and services 
associated with operating, modifying, maintaining, supplying, training, and supporting
system in the DoD inventory.  This includes costs directly and indirectly attributable to
the system (i.e., costs that would not occur if the system did not exist), regardless of 
funding source or management control.  Direct costs refer to the resources immediatel
associated with the system or its operating unit.  Indirect costs refer to the resources t
provide indirect support to the system’s manpower or facilities.  For example, the pa
and allowances reflected in composite standard rates for a unit-level maintenance
technician would be treated as a direct cost, but the (possibly allocated) cost of medical 
support for the same technician would be an indirect cost. 

• Disposal consists of costs associated with demilitarization and disposal of a military 
system at the end of its useful life.  These costs in some cases represent only a small 
fraction of a system's life-cycle cost and may not be considered when preparing life
cycle cost estimates.  However, it is important to consider demilitarization and disposal 
early in the life-cycle of a system because these costs can be significant, depending on 
the characteristics of the system.  Costs associated with demilitarization and disposal 
may include disassembly, materials processing, decontamination, hardware, 
collection/storage/disposal of hazardous materials and/or waste, safety precautions, 
transportation of the system to and from the disposal site.  Systems may be given credit 
in the cost estimate for resource recovery and recycling considerations.   

The life-cycle cost categories correspond not only to phases of the acquisition process, but 
also to budget appropriations as well.  Research and Developm
RDT E appropriatio

priations.  Operating and support costs are funded from Military Personnel, Opera
Maintenance, and Procurement appropriations.  However, some major automated information 
system programs may use defense working capital fund (DWCF) financing in place of 
appropriated funding (such as DWCF capital funds instead of procurement funds, or DWCF 
operating funds instead of operations and maintenance funds).  The cost categories used in most 
acquisition documents (such as Selected Acquisition Reports and Acquisition Program 
Baselines) and in most budget documents (such as budget item justifications) are based on the 
appropriation terms.  (Note that the term “program acquisition cost” as used in acquisition 
documents is the sum of RDT&E, Procurement, and possibly MILCON costs.) 

3.1.4. Implications of Evolutionary Acquisition 

The application of life-cycle cost categories to program phases may need to be modified for 
trategies.  DoD Instruction 5000.2, Operation of the 

Defe

 and 

 
o 

programs with evolutionary acquisition s
nse Acquisition System, describes the evolutionary acquisition approach for acquisition 

programs.  In an evolutionary approach, the ultimate capability delivered to the user is provided 
in increasing increments.  Evolutionary acquisition strategies (1) define, develop, produce
deploy an initial, militarily useful capability (Increment 1) based on proven technology, 
demonstrated manufacturing capabilities, and time-phased capabilities needs; and (2) plan for 
subsequent development, production and deployment of increments beyond the initial capability
over time (Increments 2 and beyond).  DoD Instruction 5000.2 offers two types of approaches t
achieve evolutionary acquisition: 
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t 
eds for each subsequent increment. 

 capability needs documents(s) include a firm definition of 

egy 
 

pe 
al 

 

timate 
e Cost Analysis Requirements Description

Spiral Development.  The capability needs document(s) include a firm definition of the 
first increment, but the remaining interim increments and the precise end-state capabilities are 
not known at program initiation.  The acquisition strategy defines the first increment of 
capability, and how it will be funded, developed, tested, produced, and supported.  The 
acquisition strategy also describes the desired general capability the evolutionary acquisition is 
intended to satisfy, and establishes a management approach that will be used to define the exac
capabilities ne

Incremental Development.  The
the entire end-state capability, as well as firm definitions of interim increments, including an 
initial operating capability date for each increment.  In this case, the program acquisition strat
defines each increment of capability and how it will be funded, developed, tested, produced, and
operationally supported. 

For a program with evolutionary acquisition, the question often arises concerning the sco
of the life-cycle cost estimate presented at a milestone review.  In the case of increment
development, the entire acquisition program (including all future increments) is included in the
scope of the program to be approved at the review.  The entire program therefore typically is 
included in the corresponding life-cycle cost estimate.  In the case of spiral development, the 
situation will vary somewhat depending on circumstances.  Normally, the life-cycle cost es
should attempt to reflect in th  (CARD) as much of the 
program

 

 as can be defined at the time of the milestone review, and any exclusions (for portions 
of the program that cannot be defined at that time) should be clearly identified. 

In either case, the application of life-cycle cost categories and program phases (as described
in section 3.1.2) may need to be modified to account for the evolutionary acquisition stra
Figure 3.1.4.1. depicts a notional profile of annual program expenditures by cost category 
program with evolutionary acquisition. 

tegy.  
for a 



 
Figure 3.1.4.1.  Illustrative Program Life Cycle under Evolutionary Acquisition 

3.1.5. Total Ownership Costs 
As explained earlier, total ownership cost consists of the elements of a program’s life-cycle 

cost, as well as other infrastructure or business processes costs not necessarily attributable to the 
program.  Infrastructure  of all military 
department and defense agency activities that sustain the military forces assigned to the 
comb

t to military 

tive of total ownership cost may be more appropriate than the life-cycle cost 
perspective, which may be too narrow to deal with the particular context.  As discussed 
previously, for a defe  direct costs of 
the program, but also include indirect costs that would be logically attributed to the program.  In 
a typ  

 

 is used here in the broadest possible sense, and consists

atant and component commanders.  Major categories of infrastructure are support to 
equipment (acquisition and central logistics activities), support to military personnel (non-unit 
central training, personnel administration and benefits, and medical care), and suppor
bases (installations and communications/information infrastructure). 

In general, traditional life-cycle cost estimates are in most cases adequate in scope to 
support decisions involving system design characteristics (such as system weight, material mix, 
or reliability and maintainability).  However, in special cases, depending on the issue at hand, the 
broader perspec

nse acquisition program, life-cycle costs include not only the

ical life-cycle cost estimate, the estimated indirect costs would include only the costs of
infrastructure support specific to the program’s military manpower (primarily medical support 
and system-specific training) and the program’s associated installations or facilities (primarily 
base operating support and facilities sustainment, restoration and modernization).  Many other

 45
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, 

e 

tion, 

ld 
easily be cases where consideration of such infrastructure activities would be important and 
would need to be explicitly recognized in a cost estimate or analysis.  Examples of such cases are 
cost analyses

important infrastructure activities (such as recruiting and accession training of new personnel
individual training other than system-specific training, environmental and safety compliance, 
contract oversight support from the Defense Contract Management Agency and the Defens
Contract Audit Agency, and most management headquarters functions) are normally not 
considered in the scope of a traditional acquisition program life-cycle cost estimate.  In addi
important central (i.e., wholesale) logistics infrastructure activities such as supply chain 
management are implicitly incorporated in a traditional life-cycle cost estimate, but their costs 
are somewhat hidden (because these costs are reflected in the surcharges associated with 
working capital fund arrangements and are not explicitly identified).  However, there cou

 tied to studies of alternative system support concepts and strategies; reengineering 
of business practices or operations; environment, safety, and occupational health considerations; 
or competitive sourcing of major infrastructure activities.  In these cases, the traditional life-
cycle cost structure may not be adequate to analyze the issue at hand, and the broader total 
ownership cost perspective would be more appropriate.  For such instances, the typical life-cycle 
cost tools and data sources would need to be augmented with other tools and data sources more 
suitable to the particular issue being addressed. 

3.2. Affordability 
DoD Directive 5000.1 provides the fundamental acquisition policies for cost and 

affordability and program stability.  Affordability can be defined as the degree to which the life-
cycle cost of an acquisition program is in consonance with the long-range modernization, force 
structure, and manpower plans of the individual DoD Components, as well as for the Department 
as a whole.  The remainder of this section discusses different aspects of affordability.  Section 
3.2.1 describes how affordability is considered during the identification of military capability 
needs, and at acquisition milestone reviews.  Section 3.2.2 provides some recommended analytic 
approaches to the preparation of affordability assessments.  Section 3.2.3 explains the 
Department’s full-funding policy.  And section 3.2.4 describes a process known as Cost As an 
Independent Variable, which can be used to ensure that life-cycle cost has equal consideration 
with performance and schedule in program decisions.  (See section 5.1.3.5.) 

3.2.1. Affordability Considerations 
Affordability plays an important part in program decisions throughout the life-cycle.  Even 

before a program is formally approved for initiation, affordability plays a key role in the 
identification of capability apabilities 
Integration and Development System analysis process

 needs.  Program affordability is part of the Joint C
, which balances cost versus performance 

in establishing key performance parameters.  Moreover, all elements of life-cycle cost (or total 
ownership cost, if applicable) are included in the resulting capability needs document(s).  Cost 
goals are established in terms of thresholds and objectives to provide flexibility for program 
evolution and to support further Cost-as-an-Independent-Variable trade-off studies. 

The Milestone Decision Authority considers affordability at each decision point.  In part, 
this consideration ensures that sufficient resources (funding and manpower) are programmed
budgeted to execute the program acquisition strategy.  The Milestone Decision Authority also 
examines the realism of projected funding over the programming period and beyond, given likely 

 and 
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e 

ajor automated information system 
prog n 

DoD Component resource constraints.  To support this determination, the DoD Components are 
required to submit affordability assessments.  The affordability assessment is discussed in th
next section. 

3.2.2. Affordability Assessments 
For major defense acquisition programs and m

rams, affordability assessments are required at Milestones B and C (see DoD Instructio
5000.2, Enclosure 3).  The purpose of the assessment is for the DoD Component to demonstrate 
that the program’s projected funding and manpower requirements are realistic and achievable, in
the context of the DoD Component’s overall long-range modernization plan.  Normally, this 
assessment requires a DoD Component corporate perspective, and so the affordability 
assessment should not be prepared by the program

 

 manager.  Rather, the assessment typically 
 b resource analysts in the DoD Component headquarters or supporting 

organ

e 

d funding and manpower fits within the overall DoD 
Com  

 

 

l 
 
hart 
led 
me 

area, consisting of three other major defense acquisition programs, three other 
iscellaneous category for minor procurement.  In 

this example, there appears to be a significant modernization bow wave beginning around 2014, 

should e conducted by 
ization.  For a joint program, the affordability assessment should be prepared by the lead 

DoD Component, although it may be necessary to display separate analyses for each DoD 
Component, as appropriate. 

The exact approach to the affordability assessment can vary, depending on the nature of th
program.  However, in general, the assessment should address program funding and manpower 
requirements over the six-year programming period, and several years beyond.  The assessment 
also should show how the projecte

ponent plan for modernization and manpower.  In most cases, the overall long-range
modernization plan will be portrayed across the DoD Component’s mission areas.  The 
assessment then should use this information to examine, for the acquisition program’s mission 
area, the projected modernization funding and manpower demands, as a percentage of the DoD 
Component’s total funding and manpower.  The assessment should highlight those areas where 
the projected funding or manpower share exceeds historical averages, or where the projected 
funding or manpower exceeds zero real growth from the last year of the programming period.  
For the issues highlighted, the assessment should provide details as to how excess funding or 
manpower demands will be accommodated by reductions in other mission areas, or in other (i.e.,
non-modernization) accounts.  To illustrate this approach, this section provides a notional 
example of the type of analyses that could be incorporated in an affordability assessment.  
Although this example only addresses modernization funding, the approach for manpower would
be similar. 

In this hypothetical example, a major defense acquisition program is nearing Milestone B 
approval.  For discussion purposes, this program arbitrarily is assumed to be a mobility program.  
A first step in the program’s affordability assessment is to portray the projected annual 
modernization funding (RDT&E plus procurement, measured as total obligation authority, or 
TOA) in constant dollars for the six-year programming period, and, in addition, for an additiona
twelve years beyond that.  Similar funding streams for other acquisition programs in the same
mission area (in this example, mobility) also would be included.  Figure 3.2.2.1. is a sample c
for this first step.  In this example, the acquisition program nearing milestone approval is labe
“Mobility MDAP #3.”  Funding also is shown for the other modernization programs in the sa
mission 
(Acquisition Category II) programs, and one m
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which would then be subject to further analysis and discussion in the assessment.  The term 
“bow wave” refers to a requirement for excess modernization funds during a period beyond the 
programming period, resulting from acquisition decisions made earlier. 

 
Figure 3.2.2.1.  Sample Chart of Funding Streams by Program 

The second step in this assessment is to portray DoD Component modernization funding 
stratified by mission areas, rather than by individual program.  Figure 3.2.2.2. shows a notional 
example of this second step.  The choice of mission areas will vary depending upon 
circumstances.  Clearly, an analysis by an individual DoD Component would portray funding 
only 

ld be 
bat 

for applicable mission areas.  Also, for a DoD Component like the Army, where almost all 
of its modernization funding is in a single mission area (Land Forces), the mission area shou
further divided into more specialized categories (such as digitization, helicopters, ground com
vehicles, etc.). 



 
Figure 3.2.2.2.  Sample Chart of Funding Streams by Mission Area 

For this example, Figure 3.2.2.2. shows funding growth in three mission areas (space, 
missile defense, and mobility).  What remains to be determined is whether this projected growth 
is realistically affordable relative to the DoD Component’s most likely overall funding (top-line).  
The third step in this assessment is to portray annual modernization funding compared to the 
DoD Component actual  shown in Figure 3.2.2.3.  There are 
three dis t t s considered in this figure.  The first is a twelve-year historical period, 
the second is the six-year programming period, and the third is the twelve-year projection 
beyo t g period.  What this chart shows for this example is that the assumed 
mobility gr jected to require a significantly higher share of DoD Component 
funding in the years beyond the programming period.  In such a circumstance, the DoD 
Component would be expected to rationalize or justify this projected funding growth as realistic 
(by ident ng ernization for other lower priority mission areas, or perhaps 
identifyin av usiness process improvements or reforms). 

or projected funding top-line, as
tinc ime period

nd he programmin
pro ams are pro

ifyi  offsets in mod
g s ings in other accounts due to b
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Figure 3.2.2.3.  Sample Annual Modernization Funding 

In preparing affordability assessments, one possible source of data for resource analysts to 
cons

ming 
wn 

rical data going back 
sever

ider is the Future Years Defense Program (FYDP).  The FYDP is an OSD resource database 
with future projections of resources (funding, manpower, and forces) over the program
period by program, where each program is associated with one (or a few) FYDP entities kno
as program elements.  For acquisition programs, there are usually separate program elements for 
development and procurement.  The FYDP also has comparable histo

al years.  The FYDP data structure also provides options for assigning FYDP program 
elements to mission areas.  One common approach for assigning resources to mission areas is the 
use of Defense Mission Categories.  Further information on the FYDP, as well as Defense 
Mission Categories, can be found at the web site for the FYDP Structure Management System.  
Note:  Access to this web site requires a “.mil” address.  For projections beyond the FYDP 
programming period, many DoD Components (or their major commands) have long-range
modernization roadmaps which can be incorporated in the assessment.  In addition, annual 
funding projections beyond the FYDP for major defense acquisition programs can be obtained 
from the appropriate 

 

Selected Acquisition Reports. 

 
The approach used in this example would need to be modified for a major automated 

information system, since most likely the mission areas associated with weapon systems would
not apply.  An alternative would be to portray AIS modernization funding by joint warfighting 
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capability area or business domain (such as logistics, accounting and finance, or human 
resources management, etc.) 

3.2.3. Full Funding 
It has been a long-standing DoD policy to seek full funding of acquisition programs, based 

on the most likely cost, in the budget year and out-year program years.  Experience has shown 
that full funding is a necessary condition for program stability.  DoD Directive 5000.1, affirms 
this full funding policy.  Moreover, DoD Instruction 5000.2 requires full funding—defined as 
inclusion of the dollars and manpower needed for all current and future efforts to carry ou
acquisition and support strategies—as part of the entrance criteria for the transition into system 
development and demonstration. 

Full funding and program stability is especially important in joint and international 
acquisition programs.  Underfunding or program instability on the part of one DoD Component 
can lead to uninten

t the 

ded cost growth or instability for another DoD Component in a joint program, 
or ev  

hare 

en for another nation in an approved international cooperative program commitment.  DoD
Instruction 5000.2, Enclosure 9, imposes very strict approval requirements that must be met 
before DoD Components are permitted to terminate or make significant reduction to their s
of approved international or joint programs.  DoD Components contemplating termination
international program should be aware of the termination provisions in the international 
agreement for that program.  Current practice requires the nation terminating its participation in 
the program to pay substantial termination costs.  Therefore, any DoD Component considering
unilateral withdrawal from an international agreement must take into account the resultant cos
that would be incurred. 

Full funding is assessed by the Milestone Decision Authority at each decision point.  As 
part of this assessment, the Milestone Decision Authority reviews the actual funding (in the most 
recent President’s Budget submission or Future Years Defense Program position) in comparison 
to the (time-phased) program office cost estimate.  In addition, the Milestone Decision Authority 
considers the funding recommendations made by the OSD Cost Analysis Improvement Group 
(for Acquisition Category ID programs) or the DoD Component cost analy

 of an 

 
ts 

sis team (for 
Acquisition Category IC programs).  If the Milestone Decision Authority concludes that the 
current funding does not support the acquisition program, then the acquisition decision 
memorandum may direct a funding adjustment and/or program restructure in the next FYDP 
update. 

3.2.4. Cost As an Independent Variable 
As stated in DoD Directive 5000.1, all participants in the acquisition system are expected to 

recognize the reality of fiscal constraints, and to view cost as an independent variable.  Cost in 
this context refers to life-cycle cost, which should be treated as equally important to performance 
and schedule in program decisions.  To institutionalize this principle, program managers should 
consider developing a formal Cost As an Independent Variable (CAIV) plan as part of the 
acquisition strategy.  This section describes one possible approach for developing such a plan.

The implementation steps in a CAIV plan will depend on the type of system and its current 
stage in the acquisition framework.  In general, however, a CAIV plan would include the 
following elements: 
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a 

 
n 

Set Cost Goals.  The CAIV plan would include cost goals for unit production cost and 
operating and support costs.  The unit production cost goal typically would be established for 
specified quantity of systems and a specified peak production rate.  The O&S cost goal typically 
would be an annual cost per deployable unit (e.g., battalion or squadron) or individual system
(e.g., ship or missile).  The goals should be challenging but realistically achievable.  The goals i
the CAIV plan might be the same as the cost goals in the acquisition program baseline, or 
possibly might be more aggressive.  Conceivably, the APB goals might be more conser
programs with a greater degree of risk, to provide some margin for error. 

Perform Trade-off Studies.  Cost, schedule, and performance may be traded off within th
“

vative for 

e 
trade space” between thresholds and objectives documented in the capability needs docu

The CAIV plan would show the timing, content, and a
ment.  

pproach for the specific trade studies to be 
perfo

d 
  

ide Incentives.  The elements of the acquisition strategy should describe incentives to 
the c

rmed.  Over time, as the system design matures, the trade studies become more refined and 
specialized. 

Establish Cost Performance Integrated Product Team.  Although led by the program 
manager, the CAIV process requires collaboration with other acquisition and logistics 
organizations as well as the user.  The CAIV plan would establish a Cost Performance Integrate
Product Team, which most likely would receive considerable support from the system contractor.
The Cost Performance IPT would monitor the CAIV implementation and oversee the trade 
studies. 

Prov
ontractor that directly support, or are at least complementary to, the CAIV plan.  Such 

incentives might include award fees, sharing of cost savings, or other (positive or negative) 
incentives.  Chapter 2 provides further discussion on contract incentives. 

Establish Metrics.  The CAIV plan should address how metrics will be established
progress and achievement of unit production and O&S cost goals.  The plan should identify how
progress toward achieving the goals will be monitored and reported.  The plan also should 
describe how cost estimates will be updated and refined over time, and compared to the origina
cost goals.  The plan should identify specific organizational responsibilities, and identify rela
major events where progress toward achieving goals will be assessed. 

As part of the Reduction of Total Ownership Costs (R-TOC) Program, the R-TO

 to track 
 

l 
ted 

C working 
group has developed templates that could be used as guidelines in the development of CAIV 
implementation plans.  The use of these templates is optional.  The templates may be found at 
the DoD R-TOC web site. 

3.3. 

r 

sor provision) requires an AoA at Milestones A and B and at 
the fu

cal 

Analysis of Alternatives (AoA) 
For a major defense acquisition program (Acquisition Category I), an Analysis of 

Alternatives (AoA) is required at major milestone decision points (DoD Instruction 5000.2).  Fo
a major automated information system program (Acquisition Category IA), current law (Pub. L. 
107-248, Section 8088, or succes

ll-rate production decision (or their equivalents) (DoD Instruction 5000.2). 

AoAs are an important element of the defense acquisition process.  An AoA is an analyti
comparison of the operational effectiveness, suitability, and life-cycle cost of alternatives that 
satisfy established capability needs.  Initially, the AoA process typically explores numerous 
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 conceptual solutions with the goal of identifying the most promising options, thereby guiding the
Concept Refinement Phase (see section 3.3.3).  Subsequently, at Milestone B (which usually 
represents the first major funding commitment to the acquisition program), the AoA is used to 
justify the rationale for formal initiation of the acquisition program.  An AoA normally is
required at Milestone C unless significant changes to threats, costs, or technology have occurred
or the analysis is otherwise deemed necessary by the Milestone Decision Authority.  For a 

 not 
, 

joint 
program, the lead DoD Component normally is responsible for the preparation of a single 
comprehensive analysis. 

The Office of the Director, Program Analysis and Evaluation (OD/PA&E), provides basic 
policies and guidance associated with the AoA process.  For potential and designated Acquisition 
Cate

of 
gory I and IA programs, OD/PA&E prepares the initial AoA guidance, reviews the AoA 

analysis plan, and reviews the final analysis products (briefing and report).  After the review 
the final products, OD/PA&E provides an independent assessment to the Milestone Decision 
Authority (see DoD Instruction 5000.2). 

3.3.1. Analysis of Alternatives (AoA) Plan 
The first major step leading to a successful AoA is the creation and coordination of a we

considered analysis plan.  The plan should establish a roadmap of how the analysis will proceed, 
and who is responsible for doing what.  A recommended outline for the AoA plan follows: 

• Introduction 

ll-

pts 

of Effectiveness Measures 

• 

imulations, and Data 

o Background 
o Purpose 
o Scope 

• Ground Rules 
o Scenarios 
o Threats 
o Environment 
o Constraints and Assumptions 

• Alternatives 
o Description of Alternatives 
o Nonviable Alternatives 
o Operations Conce
o Support Concepts 

• Determination 
o Mission Tasks 
o Measures of Effectiveness 
o Measures of Performance 
Effectiveness Analysis 
o Effectiveness Methodology 
o Models, S
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ost-Effectiveness Comparisons 
o Cost-Effectiveness Methodology 
o Displays or Presentation Formats 
o Criteria for Screening Alternatives 

• Organization and Management 
o Study Team/Organization 
o AoA Review Process 
o Schedule 

Of course, every AoA is unique, and the above outline may need to be tailored or 
streamlined to support a given situation. 

The introduction to the AoA plan describes the developments that led to the AoA, including 
relevant analyses that preceded it.  It should reference the applicable capability needs 
document(s) and other pertinent documents, such as any applicable AoA guidance.  It also 
should identify in general terms the level of detail of the study, and the scope (breadth and depth) 
of the analysis necessary to support the specific milestone decision. 

The ground rules described in the analysis plan include the scenarios and threats, as well as 
the assumed physical environment and any constraints or additional assumptions.  The scenarios 
are typically derived from defense planning scenarios, augmented by more detailed intelligence 
products such as target information and enemy and friendly orders of battle.  Environmental 
factors that impact operations (e.g., climate, weather, or terrain) are important as well.  In 
addition, environment, safety, and occupational health factors associated with the use of 
chemical and/or biologic  the baseline 
scenario(s). 

r 

 to 
 retain 
onal 

ay 
cost 

o Effectiveness Sensitivity Analysis 
• Cost Analysis 

o Life-Cycle Cost Methodology 
o Models and Data 
o Cost Sensitivity and/or Risk Analysis 

• C

al weapons may need to be considered as excursions to

The analysis plan also should document the range of alternatives to be addressed in the 
analysis.  In many cases, there will be a minimum set of alternatives required by the initial 
analysis guidance.  Additional direction during subsequent AoA reviews may insert yet othe
alternatives.  Practically, the range of alternatives should be kept manageable.  Selecting too few 
or too many are both possibilities, but experience has shown that selecting too many—exceeding 
the available resources of effectiveness and/or cost analysts—is the greater concern.  The number 
of alternatives can be controlled by avoiding similar but slightly different alternatives and by 
early elimination of alternatives (due to factors such as unacceptable life-cycle cost or inability
meet key performance parameters).  In many studies, the first alternative (base case) is to
one or more existing systems, representing a benchmark of current capabilities.  An additi
alternative based on major upgrades and/or service-life extensions to existing systems also m
be considered.  For each alternative, evaluating its effectiveness and estimating its life-cycle 
requires a significant level of understanding of its operations and support concepts.  The 
operations concept describes the details of the peacetime, contingency, and wartime employment 
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tem training, maintenance, and other 

 describe how the AoA will establish metrics associated with the 
military worth of each alterna

ks to be performed 
to co  

e at 

 
le 
 

ty needs 

 the nature of 
the s ess 

 

s of 
yses of 

the in of a 
ell 

re 

 
sults 

understand and point out how variations in these 
assum

of the alternative within projected military units or organizations.  It also may be necessary to 
describe the planned basing and deployment concepts (contingency and wartime) for each 
alternative.  The support concept describes the plans for sys
logistics support. 

The analysis plan should
tive.  Military worth often is portrayed in AoAs as a hierarchy of 

mission tasks, measures of effectiveness, and measures of performance.  Military worth is 
fundamentally the ability to perform mission tasks, which are derived from the identified 
capability needs.  Mission tasks are usually expressed in terms of general tas

rrect the gaps in needed capabilities (e.g., hold targets at risk, or communicate in a jamming
environment).  Mission tasks should not be stated in solution-specific language.  Measures of 
effectiveness are more refined and they provide the details that allow the proficiency of each 
alternative in performing the mission tasks to be quantified.  Each mission task should hav
least one measure of effectiveness supporting it, and each measure of effectiveness should 
support at least one mission task.  A measure of performance typically is a quantitative measure
of a system characteristic (e.g., range, weapon load-out, logistics footprint, etc.) chosen to enab
calculation of one or more measures of effectiveness.  Measures of performance are often linked
to key performance parameters or other parameters contained in the approved capabili
document(s).  They also may be linked to system contract specifications. 

The analysis plan spells out the analytic approach to the effectiveness analysis, which is 
built upon the hierarchy of military worth, the assumed scenarios and threats, and

elected alternatives.  The analytic approach describes the level of detail of the effectiven
analysis.  In many AoAs involving combat operations, the levels of effectiveness analysis can be
characterized by the numbers and types of alternative and threat elements being modeled.  A 
typical classification would consist of four levels:   (1) system performance, based on analyse
individual components of each alternative or threat system, (2) engagement, based on anal

teraction of a single alternative and a single threat system, and possibly the interactions 
few alternative systems with a few threat systems, (3) mission, based on assessments of how w
alternative systems perform military missions in the context of many-on-many engagements, and 
(4) campaign, based on how well alternative systems contribute to the overall military campaign, 
often in a joint context.  For AoAs involving combat support operations, the characterization 
would need to be modified to the nature of the support.  Nevertheless, most AoAs involve 
analyses at different levels of detail, where the outputs of the more specialized analysis are used 
as inputs to more aggregate analyses.  At each level, establishing the effectiveness methodology 
often involves the identification of suitable models (simulation or otherwise), other analytic 
techniques, and data.  This identification primarily should be based on the earlier selection of 
measures of effectiveness.  The modeling effort should be focused on the computation of the 
specific measures of effectiveness established for the purpose of the particular study.  Models a
seldom good or bad per se; rather, models are either suitable or not suitable for a particular 
purpose.  It also is important to address excursions and other sensitivity analyses in the overall
effectiveness analysis.  Typically, there are a few critical assumptions that often drive the re
of the analysis, and it is important to 

ptions affect the results.  As one example, in many cases the assumed performance of a 
future system is based on engineering estimates that have not been tested or validated.  In such 
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the life-cycle cost analysis.  The cost analysis 
norm

tive, 
st-

s, appropriate discounting methods should be used to calculate the life-
cycle  
estim

cases, the effectiveness analysis should describe how sensitive the mission or campaign 
outcomes are to the assumed performance estimates. 

The AoA plan also describes the approach to 
ally is performed in parallel with the operational effectiveness analysis.  It is equal in 

importance in the overall AoA process.  It estimates the total life-cycle cost of each alterna
and its results are later combined with the operational effectiveness analysis to portray co
effectiveness comparisons.  When the costs of the alternatives have significantly different time 
periods or distribution

 cost of each alternative.  A recommended analytic approach for preparing a life-cycle cost
ate is provided in section 3.7 of this chapter.  What is important to emphasize is that the 

cost analysis is a major effort that demands the attention of experienced, professional cost 
analy

or 

stion of 

ll 
r equal 

of 

sts. 

Typically, the last analytical section of the AoA plan deals with the planned approach f
the cost-effectiveness comparisons of the study alternatives.  In most AoAs, these comparisons 
involve alternatives that have both different effectiveness and cost, which leads to the que
how to judge when additional effectiveness is worth additional cost.  Cost-effectiveness 
comparisons in theory would be simplified if the analysis structured the alternatives so that a
the alternatives have equal effectiveness (the best alternative is the one with lowest cost) o
cost (the best alternative is the one with greatest effectiveness).  In actual practice, the ideal 
equal effectiveness or equal cost alternatives is difficult or impossible to achieve due to the 
complexity of AoA issues.  A common alternative for the comparison is a scatter plot of 
effectiveness versus cost.  Figure 3.3.1.1. presents a notional example of such a plot. 

 
Figure 3.3.1.1.  Sample Scatter Plot of Effectiveness versus Cost 

http://acc.dau.mil/simplify/ev.php?ID=22198_201&ID2=DO_TOPIC
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Not
(of effec lly 
misleadi
figure ab
for decis  to consider. 

 
the AoA ed 
appropri
office m  AoA 
should n eside in 

e AoA may be assigned to a federally funded research and 
zation.  The AoA study team is usually organized along 

funct
 

, 
d be treated as a living 

document, and updated as needed throughout the AoA to reflect new information and changing 
study direction.  New directions are inevitably part of the AoA process, and so the analysis 

an 
originally envisioned, and the collaborative analytical process associated oAs is inherently 

oper input data, and there ma sagreements 
ules or a ease in 

exc i cale back the planned analysis in order to 
aintain the study schedule is a common occurrence. 

esults 
 presented as a series of briefings.  The final AoA 

resu   prior to the milestone decision meeting 
(Defense Acquisition Board

e that the notional sample display shown in Figure 3.3.1.1. does not make use of ratios 
tiveness to cost) for comparing alternatives.  Usually, ratios are regarded as potentia
ng because they mask important information.  The advantage to the approach in the 
ove is that it reduces the original set of alternatives to a small set of viable alternatives 
ion makers

Finally, the AoA plan should address the AoA study organization and management.  Often,
 is conducted by a working group (study team) led by a study director and staff
ately with a diverse mix of military, civilian, and contractor personnel.  The program 
ay provide assistance or data to the AoA study team, but the responsibility for the
ot be assigned to the program manager, and the study team members should not r

the program office.  In some cases, th
development center or similar organi

ional lines into panels, with a chair for each panel.  Typical functional areas for the panels 
could be threats and scenarios, technology and alternatives (responsible for defining the
alternatives), operations and support concepts (for each alternative), effectiveness analysis, and 
cost analysis.  In most cases, the effectiveness panel occupies the central position and integrates 
the work of the other panels.  The study plan also should describe the planned oversight and 
review process for the AoA.  It is important to obtain guidance and direction from senior 
reviewers with a variety of perspectives (operational, technical, and cost) throughout the entire 
AoA process. 

The analysis plan is fundamentally important because it defines what will be accomplished
and how and when it will be accomplished.  However, the plan shoul

should be structured so as to be flexible.  Frequently, AoAs turn out to be more difficult th
with A
y be dislow.  There are often delays in obtaining pr

between the study participants concerning ground r
urs ons or cases to be considered.  The need to s

lternatives that lead to an incr

m

3.3.2. Analysis of Alternatives (AoA) Final R
The final results of the AoA initially are

lts are provided to OD/PA&E no later than 60 days
 or Information Technology Acquisition Board review).  Providing 

eme riefing is wise to ensure that there are no 
ne ected problems or issues.  The AoA final results should follow all of the important aspects 
 t e AoA findings with the pre f the 

stat A ally

ocess and results are documented in a 
written final report.  The report serves as entation for any 
decisions made as a result of the AoA.  The report also may serve as a reference for future AoAs.  

 with the addition of these sections: 

rging results to OD/PA&E prior to the final b
xpu

of he study plan, and support th sentation.  In particular, all o
 from the supporting analysis. ed oA conclusions and findings should follow logic

Usually, in addition to a final briefing, the AoA pr
 the principal supporting docum

The final report can follow the same format as the study plan,
• Effectiveness Analysis 
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s Results 
•

 Cost-Effectiveness Comparisons 
 Cost-Effectiveness Results 

 be 

t 

o Effectivenes
 Cost Analysis 

o Life-Cycle Cost Results 
•

o
o Assessment of Preferred Alternative(s) 

By following the same format, much of the material from the (updated) study plan can
used in the final report. 

3.3.3. Role of the Analysis of Alternatives (AoA) in Concept Refinement 
The analysis of alternatives process is expected to play a key role in support of the Concep

Refinement phase.  After a program has an approved concept decision, the analysis of 
alternatives process is expected to contribute to the refinement of the initial concept and the 
identification of critical associated technologies, based on a balanced assessment of technology 
maturity and risk, and cost, performance, and schedule considerations (as shown in Figure 
3.3.3.1.). 

 

 
Figure 3.3.3.1.  The Role of the AoA in Concept Refinement 

The analysis plan required by DoD Instruction 5000.2 for the Concept Decision is satisfied 
by an AoA plan that addresses the issues unique to the program’s Concept Refinement phase and 
Technology Development Strategy.  The AoA plan should build upon the prior analyses 
conducted as part of the Joint Capabilities Integration and Development System.  The Joint 
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Capabilities Integration and Development System process is briefly described in section 1.3, and 
cribed in CJCS Instruction 3170.01is fully des .  The Joint Capabilities Integration and 

Deve ntlopment System analysis process that leads to an approved Initial Capabilities Docume  
includes an assessment known as the Functional Solution Analysis.  The Functional Solution 
Analysis identifies both materiel and non-materiel potential solutions that address the 
documented gaps in validated capability needs.  The last step of the Functional Solution 
Analysis, known as the Analysis of Materiel Approaches (AMA), provides a preliminary 
assessment of candidate materiel approaches.  The result of the AMA is a prioritized list of 
materiel approaches (or combination of approach

bil ties Document.  In this way, th
es) that is documented as part of the Initial 

Capa i e Initial Capabilities Document can be used to establish 
boun y o be considered in the subsequent AoA.  These 
constraints should be crafted to provide a fair balance between focusing the AoA and ensuring 
that the A natives. 

3.3.4  Major Automated Information 
Syste s

lternatives (AoA) for MAIS programs at 
majo able 

l 

dar  conditions for the scope of alternatives t

oA considers novel and imaginative alter

. Analysis of Alternatives (AoA) Considerations for
m  (MAIS) 
DoD Instruction 5000.2 requires an analysis of a
r milestone decisions.  Much of the discussion on AoAs provided earlier is more applic

to weapon systems, and should be modified somewhat for MAIS programs. 

To satisfy the requirement for an AoA at Milestone A for MAIS programs, the Functiona
Solution Analysis completed according to the Joint Capabilities Integration and Development 
System

n, and (3) supports improved work 
proce esigned to reduce costs, improve 
effec e ff-the-shelf technology.  The analysis 
shou eering studies (such as analyses of 
simpl e non-core functions). 

 the 
economi

 process may meet the analytic intent of the AoA.  In some cases, more detailed analyses 
among the most promising alternatives will be needed in an AoA, based on OD/PA&E’s 
assessment of the Functional Solution Analysis.  In either case, the analysis should include a 
discussion as to whether the proposed program (1) supports a core/priority mission or function 
performed by the DoD Component, (2) needs to be undertaken because no alternative private 
sector or governmental source can better support the functio

sses that have been simplified or otherwise red
tiv ness, and make maximum use of commercial o
ld be tied to benchmarking and business process reengin

fi d or streamlined work processes, or outsourcing of i

For all MAIS AoAs, one alternative should be the status quo alternative as used in
c analysis, and one alternative should be associated with the proposed MAIS program.  

Other po , and/or data architectures, or they 
n ase and integration of commercial-off-the-shelf 

isting assets, or major in-house development. 

oA will not involve scenario-based 
analy

ld 

 

ases, 
r 

ssible alternatives could be different system, network
might i volve different options for the purch
products, modifications, and upgrades of ex

Most likely, the effectiveness analysis in a MAIS A
sis as is common for the weapon system AoAs.  The effectiveness analysis for an MAIS 

program should be tied to the organizational missions, functions, and objectives that are directly 
supported by the implementation of the system being considered.  The results of the AoA shou
provide insight into how well the various alternatives support the business outcomes that have 
been identified as the business goals or capabilities sought.  In some cases, it may be possible to
express the variation in effectiveness across the alternatives in monetary terms, and so 
effectiveness could be assessed as benefits in the economic analysis framework.  In other c
the effectiveness might be related to measurable improvements to business capabilities or bette

http://www.dtic.mil/whs/directives/corres/pdf/50004m_1292/p50004m.pdf
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ght be 
 to 

or more timely management information (leading to improved decision-making, which can be 
difficult or impossible to quantify).  In these cases, a common approach is to portray 
effectiveness by the use of one or more surrogate metrics.  Examples of such metrics mi
report generation timeliness, customer satisfaction, or supplier responsiveness.  In addition
management information, the effectiveness analysis also may need to consider information 
assurance or interoperability issues. 

.  The 
ates of the alternatives considered in the AoA should be consistent with and 

clear i  economic analysis.  Both the effectiveness 
analys  risks and uncertainties for the alternatives, and 
present a  such uncertainties can influence the 
cost-effectiv

The p ent of the AoA for a 
MAIS pr for which the sponsor or 
doma o /PA&E early in the process are much more likely to be 
successfu e before contacting OD/PA&E or before 
comp

e nnection web site

The cost analysis supporting the AoA should follow the economic analysis framework
life-cycle cost estim

ly l nked to the alternatives addressed in the
is and the cost analysis should address the

ppropriate sensitivity analysis that describes how
eness comparison of the alternatives. 

 ap ropriate sponsor or domain owner should lead the developm
ogram.  Experience has shown that the MAIS programs 

in wner engages with OD
l than those that select a preferred alternativ

leting the AoA. 

Th  Acquisition Community Co  has additional information on the AoA. 

3.4. Co  
10 U .

st Analysis Improvement Group
.S C. 2434 requires that an independent life-cycle cost be prepared and provided to the 

milestone decision authority before the approval of a major defense acquisition program to 
proceed w t and demonstration, or production and deployment.  In 
DoD Dir i 5

ith either system developmen
ect ve 000.4, Cost Analysis Improvement Group, the

re uirement for such an independent cost estima
 specific responsibility for 

fulfilling this q te is assigned to the OSD Cost 
Analysis Imp v on Category ID programs, pre-MDAP projects 
approach  as a likely Acquisition Category ID program, and 
Acqu t  the USD(AT&L)).  DoD Instruction 
5000 t cost estimate will be provided in support of major 
miles
revie . ay request the CAIG to 
prepa o tes, or conduct other ad-hoc cost assessments, for programs 
subje t t any time.  Overall, the CAIG serves as the principal 
advisory body to the Milestone Decision Aut

 

 
ro ement Group (for Acquisiti

ing formal program initiation
isi ion Category IC programs when requested by
.2 specifies that the CAIG independen
one decision points (Milestone B, Mt ilestone C, or the full-rate production decision 

w)  In addition, the DAB Milestone Decision Authority also m
re ther independent cost estima
ct o DAB review or oversight, a

hority on all matters concerning an acquisition 
program’s life-cycle cost. 

The CAIG also has other more general responsibilities in its charter, as described in DoD
Directive 5000.4.  Some of these major responsibilities are: 

• Establish substantive guidance on the preparation of life-cycle cost estimates subject to 
CAIG review (this guidance can be found in DoD 5000.4-M, DoD Cost Analysis 
Guidance and Procedures).  This guidance includes standard definitions of cost term
in the management of DoD acquisition programs. 

• Sponsor an annual DoD-wide Cost Research Symposium, where all DoD Compon
describe their plans for perform

s 

ents 
ing or sponsoring cost research.  This symposium 

http://128.190.170.244/dod5000i/DoD5002/Enclosures_3.T2.asp
http://128.190.170.244/dod5000i/DoD5002/Enclosures_3.T2.asp
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en facilitates the exchange of cost research, and helps avoid duplication of effort betwe
the DoD Components. 

• Establish policy guidance on the Contractor Cost Data Reporting (CCDR) system, and 
monitor its implementation to ensure consistent and appropriate application throughout 
the DoD.  The CCDR system is fully explained in DoD 5000.4-M-1, Contractor Cost 
Data Reporting (CCDR) Manual.  This manual can be found at the Defense Cost and 
Resource Center (DCARC) web site. 

• Establish policy guidance on the Software Resources Data Reporting (SRDR) system, 
and monitor its implementation to ensure consistent and appropriate application 
throughout the Department of Defense.  DoD Instruction 5000.2 requires SRDR 
reporting for major contracts and sub-contracts associated with major software elem
within Acquisition Category I and Acquisition Category IA programs.  The SRDR 

ents 

system is briefly described in section 3.4.2.3, and is fully explained in the draft S
Manual.  This manual can be found at the Defense Cost and Resource Center (DCARC) 

RDR 

web site. 
• Establish policy guidance on the Visibility and Management of Operating and Support 

Costs (VAMOSC) Program, and monitor its implementation by each military 
department.  In support of this program, each military department has developed and 
maintains a historical operating and support (O&S) cost data collection system.  
Guidance on the VAMSOC program is contained in DoD 5000.4-M, Chapter 4. 

3.4.1.
 

 
t 

iated 
ures 

 

 CAIG Milestone Reviews 
For programs subject to CAIG review that are approaching major milestone decision points,

the OSD CAIG conducts a comprehensive assessment of program life-cycle cost.  The 
assessment is based not only on the preparation of the CAIG independent cost estimate, but also
on a review of the program manager’s life-cycle cost estimate (LCCE) and the DoD Componen
cost position, if applicable.  This section provides a brief summary of the major events assoc
with an OSD CAIG review, and also provides additional clarifying discussion on the proced
for each event.  A more comprehensive description of the CAIG review process is found in DoD
5000.4-M, DoD Cost Analysis Guidance and Procedures. 

r events and timelines associated with 
an OSD CAIG review leading to 

Table 3.4.1.1. provides a brief summary of the majo
a DAB milestone decision review: 

 
Table 3.4.1.1.  CAIG Major Events and Timelines Associated with a DAB Milestone Decision Review 

Event Date 
• OSD CAIG Review Kick-off Meeting 

o Draft Cost Analysis Requirements Description 
(CARD) Delivered by DoD Component 

 

180 days before OIPT meeting 

• CAIG Briefs Preliminary Independent LCCE to 
Program Manager 
o Draft Documentation of Program Office 

Estimate/DoD Component Cost Position Delivered 

45 days before OIPT meeting 
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y D
o

b oD Component 
 Final CARD Delivered by DoD Component 

 
• OSD CAIG Review Meeting 

o Program Manager briefs program defined in CARD 
and Component Cost Position 

o CAIG Briefs Final Estimate of Independent LCCE 
to Program Manager 

 

21 days before OIPT meeting 

• Final Documentation of Program Office Estimate/DoD 
Component Cost Position Delivered by DoD 
Component 

 

10 days before OIPT meeting 

• OSD CAIG Report Delivered to OIPT Members 3 days before OIPT meetin
 

g 

 

The CAIG review process begins roughly six months before the planned DAB mileston
review.  At that time, the draft 

e 
Cost Analysis Requirements Description (CARD) is pro

the CAIG for review.  The CARD is used to describe formally the acquisition program for 
purposes of preparing both the program office cost estimate (and the Component cost position, i
applicable) and the OSD CAIG independent cost estimate.  The CAIG staff promptly evalu
the CARD for completeness and consistency with other program documents (such as cap
needs documents).  The expectation is that the CARD should be sufficiently comprehensive 

vided to 

f 
ates 

ability 
in 

prog ny 
 

ram definition to support a life-cycle cost estimate.  Normally, the CAIG staff provides a
necessary feedback to the DoD Component if any additional information or revisions are needed. 
If the CARD is found to be deficient to the point of unacceptability, the CAIG Chair will advise 
the Overarching Integrated Product Team (OIPT) leader that the planned milestone review 
should be postponed. 

At roughly the same time that the draft CARD is submitted, the CAIG announces its 
upco ing that is 

 

ffice.  
nent 

ming review in a formal memo.  The memo initiates a working-level kick-off meet
held with representatives from the program office cost estimating team, the CAIG independent
cost estimate team, and other interested parties (typically DoD Component or OSD staff 
members).  The purpose of the meeting is to discuss requirements and issues for the upcoming 
milestone review, the scope of the cost estimates, and ground rules and assumptions on which 
the estimates will be based.  Much of the discussion will focus on material provided in the draft 
CARD.  This ensures that both cost teams have a common understanding of the program to be 
costed.  In addition, ground rules are established for CAIG interactions with the program o
The CAIG also coordinates any travel or visit requirements with appropriate DoD Compo
points of contact. 

Per DoD Instruction 5000.2, the CAIG will brief the preliminary independent LCCE to the 
program manager 45 days before the OIPT meeting.  In a similar timeframe, the program office 
should provide their estimate to the CAIG, and, if required, the DoD Component should provide 
the DoD Component Cost Position.  The CAIG report eventually submitted to the Overarching 
Integrated Product Team and to the Defense Acquisition Board provides not only the OSD CAIG
independent cost estimate, but also an evaluation of the program office cost estimate (and DoD 

 

http://www4.law.cornell.edu/uscode/10/2434.html
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o Component cost position, if applicable).  It is therefore important for the DoD components t
submit well-documented cost estimates that are ready for review.  The specific standards for the 
cost documentation are described in DoD 5000.4-M, DoD Cost Analysis Guidance and 
Procedures.  In general, the documentation should be sufficiently complete and well organized 
that a cost professional could replicate the estimate, given the documentation.  Along with the 
draft documentation of the program office cost estimate, the DoD Component provides an 
updated (and final) CARD to the CAIG.  The expectation is that at this point no further changes 
to program definition will be considered.  At the same time that the documents are provided, the 
CAIG staff will provide feedback and identify any emerging cost issues to the program manager 
and DoD Component staff, in part based on the CAIG work to date on its independent cost 
estimate. 

Per DoD Instruction 5000.2, the CAIG will brief the final independent estimate to the 
program manager 21 days before the OIPT meeting.  At this time, the program office should 
provide their final estimate to the CAIG, and, if required, the DoD Component should provide 
the final DoD Component Cost Position.  Other invited OSD and Joint Staff representatives may 
attend these reviews/exchanges.  A typical presentation format for the CAIG review meeting 
would include: 

• Program overview and status 
• Program office acquisition cost estimate 

o Summary of results 
o Methodology for high-cost elements 

• Rationale for DoD Component cost position, if any 
• Comparison of (time-phased) program office cost estimate to current funding 
• Operating and Support (O&S) cost estimate 

In addition, at the CAIG meeting, the CAIG staff provides any further feedback to the 
program office and DoD Component staff.  If appropriate, the CAIG will provide a presentation 
of the major areas of difference between its independent cost estimate and the program office 
cost estimate and/or DoD Component cost position. 

The CAIG’s final report is delivered to the OIPT leader at least three days before the OIPT 
meeting.  Immediately thereafter, it is distributed to the OIPT members and also is available to 
the DoD Component staff.  The expectation is that any issues had already emerged in prior 
discussions and that the final CAIG report should not contain any surprises.  The report normally 
is two to three pages, and typically includes the following: 

• Summary of program office cost estimate 
• Summary of CAIG independent cost estimate 
• Comparison or reconciliation of the two estimates 
• Assessment of program risks 
• Comparison of (time-phased) CAIG cost estimate to current program funding 

o Recommendations concerning program funding 

3.4.2. CAIG Reporting Requirements 



 64

3.4.2.1. Cost Analysis Requi
A sound cost estimate is based on ram.  For Acquisition Category I and 

Acquisition Category IA programs, the Co Requirements Description (CARD) is used 
to formally describe the acquisition program (and the system itself) for purposes of preparing 

oth the program office cost estimate (and the DoD en tio cable  
IG independ estim  I 5 o

rements Description 
a w progell-defined 

st Analysis 

b  Compon
struction 

t cost posi
00.2, Encl

n, if appli
ure 3

) and
the OSD CA ent cost ate.  DoD n 0 s  specif s  

se acquisition program RD will be provided in support of major 
 points (Milestone B, Milestone C, or the full-rate production decision 
n, for major AIS programs, the CARD is prepared whenever an Economic 

ie  that
for major defen s the CA
milestone decision
review).  In additio
Analysis is required.  The CARD is prepared by the program office and approved by the DoD 

am Executive Officer.  For joint programs, the CARD includes the common 
 by all participating DoD Components as well as all unique program 

 the partic ating DoD Components.  DoD 5000.4-M, DoD Cost Analysis 
cedures, Chapter 1

Component Progr
program agreed to
requirements of
Guidance and P

ip
ro , provides further guidelines for the preparation of the 

 typically provides both narratives and tabular data, roughly following the 
 
escript n and char teristics 

stem work breakdown structure 
led technical and physical description 
stem descriptions, as appropriate 

nology maturity levels of critical components 
uality factors 

liability/Maintainability/Availability 
anager’s assessment of program risk and risk mitigation measures 

erational concept 
nizational/unit structure 
ng and deployment description (peacetime, contingency, and wartime) 

System support concept 
o System logistics concept 

 Hardware maintenance and support concept 
 Software support concept 

o System training concept 
• Time-phased system quantity requirements 
• System manpower requirements 
• System activity rates (OPTEMPO or similar information) 
• System milestone schedule 
• Acquisition plan or strategy 

For each topic listed above, the CARD should provide information and data for the program 
to be costed.  In addition, the CARD should include quantitative comparisons between the 

CARD. 

The CARD
following outline:

• System d io ac
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o Detai
o Subsy
o Tech

• System q
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• Program m
• System op
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proposed system and a predecessor and/or reference system for the major topics, as much as 
possible.  A reference system is a currently operational or pre-existing system with a mission 

laced or augmented by the 
new acquisition.  For a program that is a major upgrade to an existing weapon platform, such as 

 for an operational aircraft, the new system would be the platform as 
equip

similar to that of the proposed system.  It is often the system being rep

an avionics replacement
ped with the upgrade, and the reference system would be the platform as equipped prior to 

the upgrade.  For major AIS programs, the CARD format described above may need to be 
tailored. 

Naturally, the level of detail provided in the CARD will depend on the maturity of the 
program.  Programs at Milestone B are less well-defined than programs at Milestone C or at ful
rate production.  In cases where there are gaps or uncertainties in the various program 
descriptions, these uncertainties should be acknowledged as such in the CARD.  This applies t
uncertainties in either general program concepts or specific program data.  For uncertainties in 
program concepts, nominal assumptions should be specified for cost-estimating purposes.  Fo
example, if the future depot maintenance concept were not yet determined, it would be necessary 
for the CARD to provide nominal (but specific) assumptions about the maintenance concept.  
For uncertainties in numerical data, ranges that bound the likely values (such as low, most likely, 
and high estimates) should be included.  In general, values that are “to be determined” (TBD) are 
not adequate for cost estimating.  Dealing with program uncerta

l-

o 

r 

inty in the CARD greatly 
facilitates subsequent sensitivity or quantitative risk analyses in the life-cycle cost estimate. 

For programs employing an evolutionary acquisition strategy, the CARD should be 
structured to reflect the specifics of the approach.  For programs in incremental development, t
entire acquisition program, including all increments, is included in the scope of the program to 
be approved at the program initiation milestone review.  The entire program therefore typically
included in the CARD and in the subsequent program life-cycle cost estimate.  For programs in 
spiral develo

he 

 is 

pment, the situation will vary somewhat depending on circumstances.  Normally, 
the C  of 

t cannot 

 CARD should briefly summarize the information pertinent to cost in the appropriate 
 o ce to the source document.  The source documents 

ffice and independent cost estimating teams, or 
altern  

ion costs incurred by contractors in performing DoD 
 historical programs is used to make 

ition programs.  CCDR reporting is required by DoD 

ARD should attempt to include as much of the program as can be described at the time
the decision review, and clearly document any exclusions for portions of the program tha
be defined. 

Clearly, much of the information needed for the CARD is often available in other program 
documents.  The CARD should stand-alone as a readable document, but can make liberal use of 
appropriate references to the source documents to minimize redundancy and effort.  In such 
cases, the
section f the CARD, and provide a referen
should be readily available to the program o

atively can be provided as an appendix to the CARD.  Many program offices provide
controlled access to source documents through a web site (perhaps at a “dot” MIL web address 
or on the SIPRNET). 

3.4.2.2. Contractor Cost Data Reporting (CCDR) 
CCDR is the primary means within the Department of Defense to systematically collect 

data on the development and product
acquisition program contracts.  Often, CCDR data from
parametric cost estimates for future acquis
Instruction 5000.2, Enclosure 3, for major contracts and sub-contracts (regardless of contract 

http://128.190.170.244/dod5000i/DoD5002/Enclosures_2.asp
http://128.190.170.244/dod5000i/DoD5002/Enclosures_3.asp
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type) r  associated with Acquisition Category ID and IC programs.  Specific dollar thresholds fo
CCDR can be found in section 11.3.2.1 of this Guidebook.  Detailed procedures and other 
implementation guidance are found in DoD 5000.4-M-1, Contractor Cost Data Reporting 
(CCDR) Manual.  This manual (as well as downloadable report formats and definitions, spe
report examples, and other related information) can be found at the Defense Cost and Resource 
Center (DCARC) 

cific 

web site.  The DCARC is the OSD office responsible for administering the 
CCDR system.  Access to CCDR data is provided by the DCARC to DoD government cost 
analysts who are registered users. 

3.4.2.3. Software Resources Da 
SRDR is a recent initiative.  The SRDR is intended to improve the ability of the 

Department of Defense to estimate the costs of software intensive programs.  SRDR reporting i
required by 

ta Reporting 

s 
DoD Instruction 5000.2, Enclosure 3, for major contracts and sub-contracts 

(regardless of contract type) associated with high-cost software elements within Acquisition 
Category I and Acquisition Category IA programs.  Specific dollar thresholds for SRDR can be 
found in section 11.3.3. of this Guidebook.  Data collected from applicable contracts include type 
and size of the software application(s), schedule, and labor resources needed for the softw
development.  Further information is provided in the draft SRDR Manual, which can be found 
(along with downloadable report formats and definitions, specific report examples, and other 
related information) at the Defense Cost and Resource Center (DCARC) 

are 

web site.  The DCARC 
is the OSD office responsible for administering the SRDR system.  Access to SRDR data is 
provided by the DCARC to DoD government cost analysts who are registered users. 

3.5. Manpower Estimates 

For Major Defense Acquisition Programs, 10 U.S.C. 2434 requires the Secretary of Defense 
to consider the estimate of the personnel required to operate, maintain, support, and provide 
system-related training, in advance of approval of the development, or production and 
deployment of the system.  To satisfy this requirement, Table E3.T1, “Statutory Information 
Requirements,” of DoD Instruction 5000.2, directs the development of a manpower estimate a
Milestones B and C and at the Full-Rate Production decision review.  Further guidance is 
provided in the USD(P&R) memorandum, “Interim Policy and Procedures for Strategic 
Manpower Planning and Development of Manpower estimates,” dated December 10, 2003. 

Manpower estimates serve as the authoritative source for out-year projections of active-

t 

duty and reserve end-strength, civilian full-time equivalents, and contractor support work-years.  
documentation should be consistent with the 

manp
As such, references to manpower in other program 

ower estimate once it is finalized.  In particular, the manpower estimates should be 
consistent with the manpower levels assumed in the final affordability assessment and the Cost 
Analysis Requirements Description. 

Organizational responsibilities in preparing the manpower estimate vary by DoD 
Component.  Normally, the manpower estimate is prepared by an analytic organization in the 
DoD mmunity, in consultation with the program manager.  The 
manp e DoD Component manpower authority (for the military 
departme

r liminary manpower estimate should be made 
avail e vance of the Defense Acquisition Board

 Component manpower co
ower estimates are approved by th

nts, normally the Assistant Secretary for Manpower and Reserve Affairs). 

ms, a preFo  Acquisition Category ID progra
abl  at least three to six months in ad  (DAB) 
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miles elopment of cost estimates and affordability 
assessme stimate should be submitted to the Under Secretary of 
Defe  sufficient time to support the Overarching Integrated 

tone review in order to support the dev
nts.  The final manpower e

nse (Personnel and Readiness) in 
Prod  uct Team (OIPT) review in preparation of the DAB meeting.  Normally this would be three 
week r USD(P&R) staff will review the final manpower 
estim

 
, 

here 
th 

s p ior to the OIPT review meeting.  The 
ate and provide comments to the OIPT. 

The exact content of the manpower estimate is tailored to fit the particular program under
review.  A sample format for the manpower estimate is displayed in the table below.  In addition
the estimate should identify if there are any resource shortfalls (i.e., discrepancies between 
manpower requirements and authorizations) in any fiscal year addressed by the estimate.  W
appropriate, the manpower estimate should compare manpower levels for the new system wi
those required for similar legacy systems, if any.  The manpower estimate also should include a
narrative that describes the methods, factors, and assumptions used to estimate the manpower. 

 

http://128.190.170.244/dod5000i/DoD5002/Enc-6.asp
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 Military 
  Officers 
  Enlisted 
 C
 C

      

 M
    

 C

MANPOWER ESTIMATE 
(Program Title) 

SERVICE1

 

 FYxx2 FYxx+l FYxx+2 FYxx+3 FYxx+4 … 3
OPERATE:4

ivilian 
ontractor 

 Sub-Total 
MAINTAIN:   

ilitary 
  Officers 
  Enlisted 
 Civilian 
 Contractor 
 Sub-Total 
SUPPORT:  
 Military 
  Officers 
  Enlisted 

      

ivilian 
 Contractor 
 Sub-Total 
TRAIN: 4

 Military 
  Officers 
  Enlisted 
 Civilian 
 Contractor 
 Sub-Total 

      

TOTAL:       

 

                                                 
1   Provide separate estimates for Active and Reserve Components for each Service. 
2   Report manpower by fiscal year (FY) starting with initial fielding and continuing through retirement and disposal 
of the system (to include environmental clean-up). 
3   Until fielding is completed. 
4   Provide estimates for manpower requirements and autho
authorizations for each fiscal year. 

rizations.  Provide deltas between requirements and 
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ith 

 

3.6. Major Automated Information Systems Economic Analysis 

3.6.1. Introduction 
An automated information system (AIS) is an acquisition program that acquires information

technology that is not embedded in a weapon system.  AIS programs normally are involved w
and directly related to information storage, processing, and display—requiring resources for 
hardware, software, data, telecommunications, etc.  AIS programs that meet the specified dollar 
thresholds in DoD Instruction 5000.2, Enclosure 2, qualify as major automated information 
systems (MAISs).  MAIS programs that are subject to review by the Office of the Secretary of 
Defense (OSD)—through the Information Technology Acquisition Board (ITAB)—are 
designated Acquisition Category IAM.  Other MAIS programs— delegated to the appropriate 
DoD e  Component acquisition executive—are designated Acquisition Category IAC.  In som
cases, an Acquisition Category IA program also meets the definition of a Major Defense 
Acquisition Program (MDAP).  The USD(AT&L) and the ASD(NII)/DoD CIO decide who shall 
be the Milestone Decision Authority for such programs.  Regardless of who is the Milestone 
Decision Authority, the statutory requirements that apply to MAIS programs and/or MDAPs (see 
DoD Instruction 5000.2, Enclosure 3) apply to such programs. 

DoD Instruction 5000.2, Enclosure 3, requires that an Economic Analysis be performed i
support of the Milestone A, Milestone B, and full-rate production decision reviews.  The purp
of the Economic Analysis is to determine the best AIS program acquisition alternative, by 
assessing the net costs and benefits of the proposed AIS program relative to the status quo.  In 
general, the best alternative will be the one that meets validated capability needs at the lowest 
life-cycle cost (measured in present value terms), and/or provides the most favorable return on 
investment. 

n 
ose 

alysis is required, the DoD Component responsible for the 
prog

ed 
 

e need for a 
Com e oversight 
proce

r ams, both the Economic Analysis and the DoD 
Com  

program

3.6.2.1. 

Whenever an Economic An
ram also may be required to provide a DoD Component Cost Analysis, which is an 

independent estimate of program life-cycle costs.  Normally, the Economic Analysis is prepar
by the AIS program office, and the DoD Component Cost Analysis is prepared by an office or
entity not associated with the program office or its immediate chain of command.  Th

ponent Cost Analysis at Milestone A is evaluated for each program in tailoring th
ss. 

3.6.2. OD(PA&E) Review Procedures 
Fo  Acquisition Category IAM progr
ponent Cost Analysis are subject to independent review and assessment by the Office of the

Director, Program Analysis and Evaluation (OD(PA&E)) resident in OSD.  The purpose of the 
OD(PA&E) assessment is to provide the milestone decision authority with an independent 
determination that (1) the estimates of life-cycle costs and benefits are reasonable and traceable, 
(2) the return on investment calculation is valid, and (3) the cost estimates are built on realistic 

 and schedule assumptions. 

Kick-Off Meeting 
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The ) 
staff, rep
and any f the meeting is to 
reach c
leadin  t

 review process normally begins with a kick-off meeting held with the OD(PA&E
resentatives from the AIS program office, the DoD Component Cost Analysis Team, 
DoD Component functional or headquarters sponsors.  The purpose o

 a ommon understanding on the expectations for the upcoming activities and events 
g o the Information Technology Acquisition Board milestone review.  As a starting point, 

 Component staff and/or sponsors’ representatives should review the contents of the 
ently approved capability needs documents, and explain any prior analysis (such as an 
of materiel approaches) used to justify the need for a materiel solution (that will be met 
IS program). 

the kick-off meeting, the DoD Component staff and/or sponsors’ representatives
e prepared to explain the planned approach for the upcoming Economic Analysis.  To
 this dialogue, the AIS program office should prepare and provide a b

the DoD
most rec
analysis 
by the A

At  also 
should b  
facilitate rief Economic 
Anal s
responsib mic 
analysis. n 
the Econ
proposed
moderni
unaccept
capabilit s 
quo conc sed 
for comp
should d sis approach and schedule as well. 

 
cost elem
Economi  cost 
elements ld 
include p
costs wo
quo syste st 
elements
element vice on 
a  consis sent value and return on investment computations. 

3.6.2

ses of preparing both the Economic Analysis and 
the D e 

ysi  development plan.  The development plan should document the organizational 
ilities, analytic approach, ground rules and assumptions, and schedule for the econo

  The development plan should identify the specific alternatives that will be compared i
omic Analysis.  Normally, at least one alternative should be associated with the 
 AIS program, and one alternative should be associated with the status quo (no 

zation investment).  It may well be the case that the status quo alternative represents an 
able mission posture—it may cost too much to sustain, be unable to meet critical 
y needs, or be unsupportable due to technological obsolescence.  Nevertheless, the statu
ept, applied over the same time frame (life-cycle) as the proposed AIS program, is u
arative purposes in the Economic Analysis.  The Economic Analysis development plan 
ocument the DoD Component Cost Analy

As part of the Economic Analysis development plan, the program office should propose the
ent structure that will be used to organize and categorize cost estimates in the 
c Analysis.  The cost element structure provides a hierarchal framework of defined
 that in total comprise the program life-cycle cost.  The cost element structure shou
hase-out costs associated with the status quo (legacy or predecessor) system.  These 
uld be incurred in managing, preserving, and maintaining the operations of the status 
m as it runs parallel to the phasing in of the new system.  The status quo phase-out co
 are not used in the estimate of the status quo alternative.  A sample of a generic cost 
structure is available from the OD(PA&E) staff.  OD(PA&E) can also provide ad
tent approach to net pre

.2. Use of the CARD for AIS Programs 
As soon as possible after the kick-off meeting, the draft Cost Analysis Requirements 

Description (CARD) is provided to the OD(PA&E) staff for review.  The CARD is used to 
define and describe the AIS program for purpo

oD Component Cost Analysis.  For an AIS program, the CARD typically would address th
following elements: 

• Program description 
• Program operational concept 
• Program data management requirements 
• Program quantity requirements 
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• Program manpower requirements 
• Program fielding strategy 
• Program milestone schedule 
• Program acquisition plan or strategy 

Procedures for the preparation of the CARD are described in DoD Instruction 5000.2.  
Additional guidelines on CARD preparation are found in DoD 5000.4-M, DoD Cost Analysis
Guidance and Procedures, 

 
Chapter 1.  However, these guidelines are for the most part oriented 

toward weapon systems, and may need to be tailored somewhat for automated information 
systems.  The system description in the CARD should address both hardware and software 
elements.  The CARD should describe each major hardware item (computers, servers, etc.), 
noting those items that are to be developed, and those items that are off-the-shelf.  The CARD 
also should describe each software configuration item (including applications as well as support 
softw

g 

am 
 use of 

uch 

nomic Analysis and DoD 
s should provide written documentation early enough to permit a 

ing Integrated Product Team

are) and identify those items that are to be developed.  For software items to be developed, 
the CARD should provide (1) some type of sizing information (such as counts of source lines of 
code or function points) suitable for cost estimating, and (2) information about the programmin
language and environment.  In addition, the CARD should describe any special (physical, 
information, or operations) system security requirements, if applicable. 

Clearly, much of the information needed for the CARD is often available in other progr
documents.  The CARD should stand-alone as a readable document, but can make liberal
appropriate references to the source documents to minimize redundancy and effort.  In s
cases, the CARD should briefly summarize the information pertinent to the Economic Analysis 
in the appropriate section of the CARD, and provide a reference to the source document. 

3.6.2.3. OD(PA&E) Assessment 
To facilitate the OD(PA&E) review and assessment, the Eco

Component Cost Analysis team
timely report to the Overarch   and Information Technology 
Acquisition Board.  Normally, the documentation is provided 30 to 60 days prior to the OIPT 
meeting.  The documentation serves as an audit trail of source data, methods, and results.  The 
documentation should be easy to read, complete and well organized—to allow any reviewer to
understand the estimate fully.  The documentation also serves as a valuable reference for fut
cost analysts, as the program moves from one acquisition milestone to the next. 

After

 
ure 

 review of the documentation, the OD(PA&E) staff provides feedback to the program 
uently, the OD(PA&E) staff prepares a written report 

 

office and DoD Component staff.  Subseq
containing the findings of their independent assessment to the milestone decision authority.  
Depending on the circumstances, the report may contain recommended cost and benefits 
positions, and it may raise funding or schedule issues.  The expectation is that any issues raised
have already emerged in prior discussions and that the final OD(PA&E) report should not 
contain any surprises. 

3.7. Principles for Life-Cycle Cost Estimates 

Section 3.4.1 of this Guidebook primarily focused on procedures associated with life-cycle
cost estimates for major defense acquisition programs—subject to review by the Cost Analy
Improvement Group (CAIG)—prepared in support of major milestone or other program reviews 

 
sis 

http://dcarc.pae.osd.mil/
http://dcarc.pae.osd.mil/


held by the Defense Acquisition Board.  This section is more generally applicable, and des
a recommended analytic approach for planning, conducting, and documenting a life-cycle
estimate for a defense acquisition program (whether or not the estimate is subject to CAIG 
review). 

The recommended analytic approach for preparing a life-cycle cost estimate is shown in 
Figure 3.7.1: 

cribes 
 cost 

 
Figure 3.7.1.  A Recommended Analytic Approach for Life-Cycle Cost Estimates 

The remainder of this section describes this process. 

3.7.1. Develop Approach and Scope 
The first step in preparing a credible cost estimate is to begin with the developmen

sound analytic approach.  During this planning phase, critical ground rules and assump
t of a 

tions are 
estab shed, the scope of the estimate is determined, and the program to be costed is carefully 
defined and documented.  The program definition includes not only a technical and physical 
description of the system (and perhaps major subsystems), but also a description of the system’s 
program schedule, acquisition strategy, and operating and support concepts.  In some cases, it is 
necessary to state explicitly the costs to be included, and the costs to be excluded.  For example, 
when systems have complex interfaces with other systems or programs (that are outside the 
scope of the system being costed), the interfaces should be carefully defined. 

For programs that will be reviewed by the OSD CAIG, the program office is required to 
define its program in a comprehensive formal written document known as a Cost Analysis 
Requirements Description, or CARD.  The format for this document is briefly summarized in 
section 3.4.2.1

li

 of this Guidebook, and is completely described in DoD 5000.4-M, DoD Cost 
Analysis Guidance and Procedures.  For programs preparing a cost estimate not subject to OSD 
CAIG review, the CARD format, with appropriate tailoring, nevertheless provides a useful and 
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flexible framework for developing a writte cription suitable for a life-cycle cost 
estimate.  Much of the necessary in en program description can be 
extracted and synthesized from com ents and contract specifications.  
The written program description should stand-alone as a readable document, but can make liberal 
use of suitable references to the source documents to minimize redundancy and effort. 

Part of the system definition typically includes the program work breakdown structure.  The 
 Structure (WBS) is a hierarchy of product-oriented elements 

(hard r 
t.  

ent.  The 
WBS p rce 
allocat icular, 
the con orts (such as 
cost pe rts in the Contractor Cost Data Reporting

n program des
formation to prepare a writt
mon program source docum

program Work Breakdown
ware, software, data, and services) that collectively comprise the system to be developed o

produced.  The program WBS relates the elements of work to each other and to the end produc
The program WBS is extended to a contract WBS that defines the logical relationship between 
the elements of the program and corresponding elements of the contract work statem

rovides the framework for program and technical planning, cost estimating, resou
ion, performance measurement, technical assessment, and status reporting.  In part
tract WBS provides the reporting structure used in contract management rep
rformance reports or repo  system).  Further 

infor ble at 
se Cost and Resource Center web site

mation can be found in MIL-HDBK-881 (Work Breakdown Structure), which is availa
the Defen . 

An he cost 
elemen
estimate.  The cost element structure describes and defines the specific elements to be included 
in the

ize an 
O&S cost es ize a 
develop SD 
CAIG c

other step in developing the analytic approach to the cost estimate is establishing t
t structure that will be used as the format for the operating and support (O&S) cost 

 O&S cost estimate in a disciplined hierarchy.  Using a formal cost element structure 
(prepared and coordinated in advance of the actual estimating) identifies all of the costs to be 
considered, and organizes the estimate results.  The cost element structure is used to organ

timate similar to the way that a work breakdown structure is used to organ
ment or production cost estimate.  A standard cost element structure used by the O
an be found in DoD 5000.4-M, DoD Cost Analysis Guidance and Procedures.  A

oD component (military department or defense agency) may have its own preferred
t structure, it is expected that each DoD Component will have a cross-walk or mapp
e so that any presentation to the CAIG can be made using the standard structu

-M. 

 also is important that the analytic approach to the cost estimate be documented an
ed by all potentially interested parties, before the actual work on preparing t

lthough 
each D  cost 
elemen ing 
structur re in DoD 
5000.4

It d 
review he cost 
estimate begins.  This helps ensure that there are no false starts or misunderstandings later in the 

ates are sponsored by a system program office and are prepared by 
-d  team with functional skills in financial management, logistics, engineering, 

and o
tenance 

ized 
ted Product Team

process.  Normally, cost estim
a multi isciplinary

ther talents.  The team also should include participants or reviewers from major affected 
organizations, such as the system’s operating command, product support center, main
depot, training center or command, and so forth.  Typically, the analytic approach to the cost 
estimate has a written study plan that includes a master schedule (of specific tasks, responsible 
parties, and due dates).  For sufficiently complex efforts, the estimating team may be organ
as a formal Integra  (IPT).  For independent cost estimates, the team may be 

al, but the basic principle—complete coordination of the analytic approach 
arties—still applies. 

smaller and less form
with all interested p

3.7.2. Prepare the Estimate 
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r 
stimating costs, and conducting sensitivity or risk analysis. 

 a 
 following estimating techniques: 

timate 

or it may 

subsystem 

ogy is a technique used to estimate a cost based on historical data for 
, similar 
y.  The 
he 

 (between the proposed and current systems).  

or assemblies), each of which is costed 
, and other costs.  Engineering estimates for 

r 

’) 

ay be made at 
 depending on the availability of data.  Cost estimates that 

ilestone decision should be based on actual cost data to 

The remainder of this section describes the typical steps in preparing a life-cycle cost 
estimate.  The discussion summarizes the steps entailed in selecting estimating techniques o
models, collecting data, e

In addition, the importance of good documentation of the estimate is explained. 

Throughout the preparation of the estimate, coordination with all interested parties remains 
important.  Frequent in-progress reviews or meetings are usually a good practice. 

3.7.3. Select Methods and/or Models 

A number of techniques may be employed to estimate the costs of a weapon system.  The 
suitability of a specific approach will depend to a large degree on the maturity of the program 
and the level of detail of the available data.  Most cost estimates are accomplished using
combination of the

• Parametric.  The parametric technique uses regression or other statistical methods to 
develop Cost Estimating Relationships (CERs).  A CER is an equation used to es
a given cost element using an established relationship with one or more independent 
variables.  The relationship may be mathematically simple (e.g. a simple ratio) 
involve a complex equation (often derived from regression analysis of historical 
systems or subsystems).  CERs should be current, applicable to the system or 
in question, and appropriate for the range of data being considered. 

• Analogy.  An anal
an analogous system or subsystem.  In this technique, a currently fielded system
in design and operation to the proposed system, is used as a basis for the analog
cost of the proposed system is then estimated by adjusting the historical cost of t
current system to account for differences
Such adjustments can be made through the use of factors (sometimes called scaling 
parameters) that represent differences in size, performance, technology, and/or 
complexity.  Adjustment factors based on quantitative data are usually preferable to 
adjustment factors based on judgments from subject-matter experts. 

• Engineering Estimate.  With this technique, the system being costed is broken down 
into lower-level components (such as parts 
separately for direct labor, direct material
direct labor hours may be based on analyses of engineering drawings and contractor o
industry-wide standards.  Engineering estimates for direct material may be based on 
discrete raw material and purchase part requirements.  The remaining elements of cost 
(such as quality control or various overhead charges) may be factored from the direct 
labor and material costs.  The various discrete cost estimates are aggregated by simple 
algebraic equations (hence the common name “bottoms-up” estimate).  The use of 
engineering estimates requires extensive knowledge of a system’s (and its components
characteristics, and lots of detailed data. 

• Actual Costs.  With this technique, actual cost experience or trends (from prototypes, 
engineering development models, and/or early production items) are used to project 
estimates of future costs for the same system.  These projections m
various levels of detail,
support a full-rate production m
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the greatest extent possible.  A common mistake is to use contract prices as a subst
for actual cost experience.  Contract prices should not be used to project future c
unless it is known that the contract prices are associated with profitable venture
that it is reasonable to assume that similar price experience will be obtained for 
subsequent contracts. 

In many instances, it is a common practice to employ more than one cost estimating 
method, so that a second method can serve as a cross-check to the preferred method.  Analogy 
estimates are often used as cross-checks, even for mature systems. 

3.7.4. Collect, Validate, and Adjust Data 

re are many possible sources of data that can be used in cost estimates.  R
ource, the validation of the data (relative to the purpose of its intended use) a
esponsibility of the cost analyst.  In some cases, the data will need to be adjusted or
alized.  For example, in analogy estimates, the reference system cost should be

unt for any differences—in system characteristics (technical, physical, complexity
ware cost) or operating environment—between the reference system and the propo
em being costed. 

Actual cost experience on past and current acquisition programs often forms the b
ates of future systems.  The Contractor Cost Data Reporting (CCDR) system is 

ns within the Department of Defense to systematically collect data on
the primary 

mea  the development and 
prod

an 
pletion by functional category 

(man c ect labor hours 
and m o rial, and overhead).  The CCDR manual (which 
prov s  
can b fo

uction costs incurred by contractors in performing DoD acquisition program contracts. 

CCDR reports can provide for each contract a display of incurred costs to date and 
estimated incurred costs at completion by elements of the work breakdown structure, with 
nonrecurring costs and recurring costs separately identified.  In addition, CCDR reports c
display incurred costs to date and estimated incurred costs at com

ufa turing, engineering, etc.).  Each functional category is broken out by dir
aj r cost element (direct labor, direct mate

ide  report formats and definitions, specific report examples, and other related information)
e und at the Defense Cost and Resource Center (DCARC) web site.  The DCARC is the 

mOSD office responsible for ad inistering the CCDR system. 

e For currently fielded major systems, historical O&S cost data for the most part is availabl
from the Visibility and Management of Operating and Support Costs (VAMOSC) data system 
managed by each DoD Component.  The data can be displayed in several different formats, 
including the CAIG standard cost element structure described previously.  Data can be obtained 
for entire systems, or at lower levels of detail.  VAMOSC provides not only cost data, but related 
non-cost data (such as OPTEMPO or maintenance man-hours) as well.  This type of data is 
usefu

 

l for analogy estimates (between proposed systems and appropriate predecessor or 
reference systems) and for “bottoms-up” engineering estimates (for fielded systems or 
components, possibly adjusted for projected reliability and maintainability growth).  VAMOSC
data should always be carefully examined before use in a cost estimate.  The data should be 
displayed over a period of a few years (not just a single year), and stratified by different sources 
(such as major command or base).  This should be done so that abnormal outliers in the data can 
be identified, investigated, and resolved as necessary. 

3.7.4.1. Estimate Costs 
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 an 

nized—to allow any reviewer to understand the estimate fully.  The 
docu r future cost analysts, as the program moves 
from one acquisition m

ress all aspects of the cost estimate:  all ground rules and 
assum  and its operating and support concepts; the selection 
of co ; and the results of any 
sensi i nd rules and assumptions, and the 
system description, should be written as an updated (final) version of the CARD or CARD-like 

With the completion of the steps described earlier in this chapter, the actual computations 
of the cost estimate can begin.  It is important to assess critically the outputs from the estimati
methods and models, drawing conclusions about reasonableness and validity.  Peer review 
often helpful at this point.  For complex cost estimates, with many elements provided from
different sources, considerable effort and care are needed to deconflict and synthesize the various
elements. 

3.7.4.2. Assess Risk and Sensitivity 
For any system, estimates of future life-cycle costs are subject to varying degrees of 

uncertainty.  The overall uncertainty is not only due to uncertainty in cost estimating methods, 
but also due to uncertainties in program or system definition or in technical performance.  
Although these uncertainties cannot be eliminated, it is useful to identify associated risk issues 
and to attem
cost estimate may be attempted through sensitivity analyses or through a formal risk ana

Sensitivity analysis attempts to demonstrate how the cost estimate would change if one or 
more assumptions change.  Typically, for the high-cost elements, the analyst identifies the 
relevant cost-drivers, and then examines how costs vary with changes in the cost-driver valu
For example, a sensitivity analysis might examine how maintenance manning varies with 
different assumptions about system reliability and maintainability values, or how system 
manufacturing labor and material co

 the cost-drivers are not changed by arbitrary plus/minus percentages, b
ful assessment of the underlying risks.  Sensitivity analysis is useful for identifyin
ating assumptions, but has limited utility in providing a comprehensive sense of overall 

rtainty. 

In contrast, quantitative risk analysis can provide a broad overall assessment of variabilit
e cost estimate.  In risk analysis, selected factors (technical, programmatic and cost) a
ribed by probability distributions.  Where estimates are based on cost models derived 
rical data, the effects of cost estimation error may be included in the range of consider

uded in the cost risk assessment.  Risk analysis assesses the aggregat
ll estimate due to the variability in each input probability distribution, typically through 

Monte-Carlo simulations.  It is then possible to derive an estimated empirical probabil
distribution for the overall life-cycle cost estimate.  This allows the analyst to describe the nature
and degree of variability in the estimate. 

3.7.4.3. Document and Present Results 
A complete cost estimate should be formally documented.  The documentation serves as

audit trail of source data, methods, and results.  The documentation should be easy to read, 
complete and well orga

mentation also serves as a valuable reference fo
ilestone to the next. 

The documentation should add
ptions; the description of the system

st estimating methods; data sources; the actual estimate computations
tiv ty or risk analyses.  The documentation for the grou
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ment described earlier.  The documentation for the portion of
 methods, and results often is published separately 

ent, but if that is the case, the two documents should be completely consistent. 
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ives.  It shall also detail the timing, conduct, and success criteria of 
technical reviews. 

4.0.1.

 

This Chapter begins with Section 4.1, Systems Engineering in DoD Acquisition

Chapter 4 
Systems Engineering 

 

 

4.0. Chapter Overview 
DoD policy and guidance recognize the im
ms engineering approach in achieving an integrated, balanced system solution.  D

Directive 5000.1 requires: 
Systems Engineering.  Acquisition programs shall be managed through the 

application of a systems engineering approach that optimizes total system performance 
and minimizes total ownership costs.  A modular open-systems approach shall be 
employed, where feasibl

DoD Instruction 5000.2 emphasizes the use of systems engineering per the following
extract: 

Effective sustainment of weapon systems begins with the design and developmen
reliable and maintainable systems through the continuous application of a robust systems 
engineering methodology. 

Finally, the recent USD(AT&L) memorandum establishes systems engineering polic
mandates a Systems Engineering Plan for all programs.  This memorandum will be included in 
the next revision to DoD Instruction 5000.2.  An extract from the memorandum follows: 

Systems Engineering (SE).  All programs responding to a capabilities or 
requirements document, regardless of acquisition category, shall apply a robust 
SE approach that balances total system performance and total ownership costs 
within the family-of-systems, systems-of-systems context.  Programs shall develop 
a Systems Engineering Plan (SEP) for milestone Decision Authority (MDA) 
approval in conjunction with each Milestone review, and integrated with the 
Acquisition Strategy.  This plan shall describe the program’s overall technical 
approach, including processes, resources, metrics, and applicable performance 
incent

 Purpose 
The purpose of this chapter is to facilitate compliance with the above mandatory systems 

engineering direction.  This chapter describes systems engineering processes and the 
fundamentals of their application to DoD acquisition.  It addresses the system design issues that a
program manager must face to achieve the desired balanced system solution.  In its entirety, this 
chapter thereby provides guidance and describes expectations for completing the Systems 
Engineering Plan. 

4.0.2. Contents 

.  This 
section defines systems engineering and its relationship to acquisition.  It also provides 
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persp t  
actionab
system d

Sec

ec ive on the use of systems engineering processes to translate user-defined capabilities into
le engineering specifications and on the role of the program manager in integrated 
esign activities. 

tion 4.2, Systems Engineering Processes: How Systems Engineering is Implemented, 
discu ing 
processe ion 
contains
expect o

sses systems engineering processes and activities.  The section groups systems engineer
s into technical management processes and technical process categories.  This sect
 a discussion of the use and tailoring of process models and standards, as well as what to 
f the contractor’s systems engineering process. 

Section 4.3, Systems Engineering in the System Life Cycle, provides an integrated technical 
fram

Systems Engineering Decisions: Important Design Considerations

ework for systems engineering processes throughout the acquisition phases of a system’s 
life cycle, distinguishing the particular systems engineering inputs and outputs of each 
acquisition phase. 

Section 4.4, , discusses 
ny design considerations that should be taken into account throughout the systems 

engin

ty 

tem 

the ma
eering processes.  This includes an introduction to open systems design; interoperability; 

software; commercial off-the-shelf items; manufacturing capability; quality; reliability, 
availability and maintainability; supportability; human systems integration; environment, safe
and occupational health; survivability; corrosion prevention and control; disposal and 
demilitarization; information assurance; insensitive munitions; anti-tamper provisions; sys
security; and accessibility. 

Section 4.5, Systems Engineering Execution: Key Systems Engineering Tools and 
Techniques, includes the important technical, cost, and schedule oversight methods and 
techniques used in the technical management and technical processes.  This section also 
discusses general knowledge management tools. 

Section 4.6, Systems Engineering Resources, provides links to many systems engineering 
resources that already exist across the government, industry, and academia.  Links to resour
will be incorporated throughout the text of this chapter, as appropriate.  As a com

ces 
pilation of 

cludes standards and models, handbooks and guides, as well as 
any a

 

ition 
life c e g mechanism for 
balan d rations and constraints, as well as 
limit esses 
are a i ly throughout the total life cycle. 

ering 
proce e
acquisition in an Integrated Product 

Sy

available resources, this section in
dditional references deemed appropriate. 

4.1. Systems Engineering in DoD Acquisition 
Systems engineering is the overarching process that a program team applies to transition

from a stated capability need to an operationally effective and suitable system.  Systems 
engineering encompasses the application of systems engineering processes across the acquis

ycl  (adapted to each and every phase) and is intended to be the integratin
ce  solutions addressing capability needs, design conside

ations imposed by technology, budget, and schedule.  The systems engineering proc
ppl ed early in concept definition, and then continuous

Balanced system solutions are best achieved by applying established systems engine
ss s to the planning, development, and implementation of a system or system-of-systems 

and Process Development framework. 

4.1.1. stems Engineering 
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.  Systems engineering offers a technical 

ng relative to trade studies among system performance, 
risk, 

the multiple requirements, design considerations, design constraints, 

Systems engineering is a broad topic.  Before this Guidebook goes into the full technical 
detail of implementing systems engineering, we will introduce the various participant’s 
responsibilities in systems engineering, discuss the “total systems approach” and “total life cycle 
systems management” required by DoD Directive 5000.1, relate systems engineering to the IPPD 
process, and recommended systems engineering leadership practices. 

4.1.2. Participants in Systems Engineering 
The program manager should implement a robust systems engineering approach to translate 

operational needs and capabilities into operationally suitable increments of a system.  Systems 
engineering permeates design, production, test and evaluation, and system support.  Systems 
engineering principles should influence the balance among the performance, cost, and schedule 
parameters and associated risks of the system.  Program managers exercise leadership, decision-
making, and oversight throughout the system life cycle.  Implementing a systems engineering 
approach adds discipline to the process and provides the program manager with the information 
necessary to make valid trade-off decisions throughout a program’s life cycle

Systems engineering is an interdisciplinary approach or a structured, disciplined, and 
mented technical effort to simultaneously design and develop systems products and 

s s to satisfy the needs of the customer.  Systems engineering transforms needed 
al capabilities into an integrated system design through concurrent consideration of all

e needs.  As systems become larger and more complex, the design, development, and 
on of a system or system-of-systems require the integration of numerous activities and
s.  Systems engineering is the approach to coordinate and integrate all acquisitio
ivities.  Systems engineering integrates diverse technical management processes to 
n integrated systems design.  Although numerous definitions exist, this chapter adopts 

wing formal definition, adapted from EIA/IS 632, Processes for Engineering a System

Systems engineering is an interdisciplinary approach encompassing the 
e technical effort to evolve and verify an integrated and total life-cycle 
nced set of system, people, and process solutions that satisfy customer needs.  
ems engineering is the integrating mechanism across the technical efforts 

elated to the development, manufacturing, verification, deployment, operations, 
up ort, disposal of, and user training for systems and their life cycle processes.  

em engineering develops technical information to support the program 
agement decision-making process.  For example, systems engineers manage 
control the definition and management of the system configuration and the 
slation of the system definition into wor

Systems engineering provides a systematic set of processes to help coordinate and integra
activities throughout the life cycle of the system
framework to enable sound decision maki

cost, and schedule.  The successful implementation of proven, disciplined systems 
engineering processes results in a total system solution that is— 

• Robust to changing technical, production, and operating environments; 
• Adaptive to the needs of the user; and  
• Balanced among 

and program budgets. 

. 
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System plemented through m f subject 
matter ex rtered as an Integrated Prod  
engineering working-level IPT translates user-defined capabi
specifications consistent with cost, schedule, and performanc
Directive 0

s engineering is typically im ulti-disciplined teams o
perts (often formally cha uct Team (IPT)).  The systems 

lities into operational system 
e constraints.  (See the DoD 

 50 0.1 discussion of Knowledge Based Acquisition d an  additional information in this 
Guid m office usually has a Chief Engineer or Lead Systems Engineer 
in charge  ineering process, personnel from non-systems 
engineeri o  management structure may also perform 
activities a ineering.  Most program personnel should see themselves as 
participa i ineering processes.  Systems engineering-like activities include 
defining architectures and capabilities and conducting functional analyses per CJCS Instruction 

ebook.)  While the progra
 of implementing the systems eng

m outside the programng rganizations or fro
 rel ted to systems eng
nts n the systems eng

3170.01.  Warfighters, sponsors, and planners usually complete these activities before a program 
is initiate

4.1.3. t e Systems Management (TLCSM) in Systems Engineering 
It is  systems engineering to take a total life cycle, total systems approach to 

system planning, development, and implementation.  Total life cycle systems management 
(TLCSM) is the planning for and management of the entire acquisition life cycle of a DoD 
system.  Related to the total systems approach, DoD Directive 5000.1, E1.29, makes the program 
manager accountable for TLCSM: 

E1.29.  Total Systems Approach

d. 

To al Life Cycl
 fundamental to

.  The PM shall be the single point of 
accountability for accomplishing program objectives for total life-cycle systems 
management, including sustainment.  The PM shall apply human systems integration to 
optimize total system performance (hardware, software, and human), operational 
effectiveness, and suitability, survivability, safety, and affordability.  PMs shall consider 
supportability, life cycle costs, performance, and schedule comparable in making 
program decisions.  Planning for Operation and Support and the estimation of total 
ownership costs shall begin as early as possible.  Supportability, a key component of 
performance, shall be considered throughout the system life cycle. 

Because of TLCSM, the program manager should consider nearly all systems development 
decisions in context of the effect that decision will have on the long term operational 
effectiveness and logistics affordability of the system.  TLCSM considerations should permeate 
the decision making of all acquisition functions and communities, during all acquisition phases.  
In fact, TLCSM factors should be considered by the participants in the Joint Capabilities 
Integration and Development System even before a program manager is assigned; the Joint 
Capabilities Integration and Development System determination of performance capabilities 
should reflect TLCSM considerations.  Later, TLCSM should frame the decision making for 
sustainment logistics. 

TLCSM encompasses the following concepts: 
• Single point of accountability; 
• Evolutionary acquisition; 
• Supportability and sustainment as key elements of performance; 
• Performance-based strategies, including logistics; 
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• Increased reliability and reduced logistics footprint; and 
• Continuing reviews of sustainment strategies. 

In executing TLCSM responsibilities, program managers should apply systems engineering
processes and practices known to reduce cost, schedule, and performance risks.  This includes 
best public sector and commercial practices and technology solutions (see section 4.5.9.1 for 
links to best practice examples).  The resulting system solution should be interoperable and 

 m  Development System and Joint Capabilities 
g., Condition Based Maintenance Plus or 

should eet Joint Capabilities Integration and
Integration and Development System-related (e.
affordability) performance capabilities needs.  The TLCSM business approach means that all 
major materiel alternative considerations and major acquisition functional decisions reflect an 
understanding of the effects and consequences of these decisions on Operations and Sustainment 

clu m effectiveness and affordability. 

e 
s 

ent 

Phase (in ding disposal) syste

The cost to implement a system change increases as a program moves further along the 
system life cycle.  The greatest leverage exists in the early stages of development, when the 
program is most flexible.  Early in the life cycle, thorough analyses of life-cycle issues and 
cost/performance trade-off studies can reveal a balanced, life-cycle design that prevents costly 
changes later in the system life cycle. 

The program manager should apply a robust systems engineering methodology to achiev
the optimal balance of performance and total ownership costs.  Effective sustainment of weapon
systems begins with the development of a balanced system solution.  The key is to apply the 
systems engineering processes throughout the DoD 5000 Defense Acquisition Managem
Framework.  Systems engineering should play a principal role in each acquisition phase.  See 
Section 4.3 for a detailed description of these systems engineering activities by acquisition 
phase. 

Consequently, systems engineering should be applied at the initial stages of program 
formulation to provide the integrated technical basis for program strategies; acquisition plans; 
acquisition decisions; management of requirements, risk, and design trades; and integration of 
engineering, logistics, test, and cost estimation efforts among all stakeholders.  Likewise, the 
Systems Engineering Plan (SEP) should be established early in the program definition stages and
updated periodically as the program matures.  The overall systems engineering strategy should 
be addressed in and integrated with all other program strategies. Systems engineering enables 
TLCSM, and provides the framework to aid d

 

ecision making about trade-offs between system 
nc

4.1.4

d fielded in increments with each successive increment 
 an overall capability.  These approaches to 

fective in quickly fielding an initial capability or 
increment of functionality while allowing continued efforts to incrementally attain the final, full, 

performa e, cost, and schedule. 

. Systems Engineering and the New Acquisition Environment 

Evolutionary acquisition strategies integrate advanced, mature technologies into producible 
systems that can be deployed to the user as quickly as possible.  An evolutionary acquisition 
strategy matches available technology and resources to approved, time-phased, capability needs.  
Systems engineering processes provide the disciplined, integrated development and production 
environment that supplies increasing capability to a materiel solution.  In spiral and incremental 
development, capability is developed an
building upon earlier increments to achieve
evolutionary acquisition are particularly ef
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end-s d to tate capability.  Robust systems engineering processes ensure that systems are designe
easily and affordably accommodate additive capabilities in subsequent increments.  Examples of 
these processes include the modular, open systems approach.  

There are various development and life-cycle models to support systems engineering with
an evolutionary acquisition strategy.  They include the waterfall, spiral, and “Vee” models.  All
models provide an orderly approach to implementing and integrating the systems engineering 
processes during each acquisition phase.  The spiral and Vee models rely heavily on prototyping, 
both physical and virtual, t

in 
 

o get user feedback. 

s increased the importance of traceability in program 
mana

 

ously for 

ork and 
Syste

litates meeting cost and performance objectives from 
syste d support.  It is a broad, interdisciplinary 
approach that includes not only the engineers, technical specialists, and customers in the IPTs, 
but a  lso 10.3

Evolutionary acquisition ha
gement.  If a defense system has multiple increments, systems engineering can trace the 

evolution of the system.  It can provide discipline to and documentation of the repeated trade-off
analyses and decisions associate with the program.  Due to the nature of evolutionary acquisition, 
design, development, deployment, and sustainment can each be occurring simultane
different system increments. 

4.1.5. The Integrated Product and Process Development (IPPD) Framew
ms Engineering 
The Department of Defense defines IPPD as a management technique that uses 

multidisciplinary teams (Integrated Product Teams (IPTs)) to optimize design, manufacturing, 
and supportability processes.  IPPD faci

m concept out through production and fiel

lso business and financial analysts as well.  (See a , 11.8, and the IPPD Handbook.) 

 with IPPD.  It creates and verifies an integrated and life-
cycle-balanced set of system

e communication between IPT members.  All members of the development IPTs, 
who ’s life cycle, perform systems 
engin r  system’s development should be a “total systems-thinker.”  
Each e e systems engineering process to their respective area 
of ex t

4.1.6.
rams, acquisition 

comp is 

sses 

Systems engineering is consistent
 product and process solutions that satisfy stated customer needs. 

Systems engineering integrates the development of the system with the development of all 
system-related processes.  The systems engineering process provides a common basis for and 
improves th

possess expertise in one or more disciplines in a system
ee ing; everyone involved in the
 m mber of the team should apply th
per ise. 

 Systems Engineering Leadership 
As part of their overall role in technical oversight of assigned prog
onents should maintain a systems engineering technical authority.  A technical authority 

the organization outside the program manager’s chain of command with responsibility and 
accountability to establish, approve, and judge conformance of products and technical proce
to technical requirements and policy during all phases of product development, acquisition, and 
sustainment.  This technical authority should ensure proper systems engineering process 
application to programs and ensure proper training, qualification, and oversight of systems 
engineering personnel assigned to programs.  As part of this overall responsibility for technical 
oversight, the technical authority should:  



 84

on.  The lead/chief systems engineer should be accountable to the 

t of the assigned 

of the program team) 
sub  by the chair. 

4.2. 
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of 

f 
t more detailed level through the use of controlled baselines.  These 

proce e
supportin  disposal 
of that sy cal management processes and activities, such as 
trade lutions 
may be i
cost savi
trans n
the un e
traded, m

4.2.2.
Ma ice in 

accompl els usually contain guidance for tailoring, which 
is be o
manager
example

• 8, Systems Engineering—System Life Cycle Processes 

•  Engineering Capability Model 

4.2.2  

• Nominate a lead/chief systems engineer to the program manager at the initial stages of 
program formulati
program manager for meeting program objectives and accountable to the systems 
engineering technical authority for the proper application of systems engineering, and  

• Nominate a chair for program technical reviews that is independen
program team and approved by the program manager.  Technical reviews should 
include participation by program team personnel and independent (

ject matter experts as identified

Systems Engineering Processes: How Systems Engineering is Implemented 
This section discusses the use and tailoring of process models and standards, presents the 

program office systems engineering processes as management processes and technical processes,
and describes common expectations of the Systems Engineering processes used by contractors

4.2.1. Processes Overview 
Overall, the flow of the systems engineering processes is iterative within any one phase 

the acquisition process and is recursive at lower and lower levels of the system structure.  
Systems engineering processes are applied to allow an orderly progression from one level o
development to the nex

ss s are used for the system, subsystems, and system components as well as for the 
g or enabling systems used for the production, operation, training, support, and
stem.  During the course of techni

 studies or risk management activities, specific requirements, interfaces, or design so
dentified as non-optimal and changed to increase system-wide performance, achieve 
ngs, or meet scheduling deadlines.  The value of these processes is not only the 

itio  of requirements from design to system, but as an integrated framework within which 
iv rse of requirements can be, as a collective whole, defined, analyzed, decomposed, 

anaged, allocated, designed, integrated, tested, fielded, and sustained. 

 Standards and Models 
ny systems engineering process standards and models exist that describe best pract
ishing systems engineering.  These mod

st d ne in conjunction with a risk assessment on the program that leads the program 
 to determine which specific processes and activities are vital to the program.  Some 
s of systems engineering process standards and models include the following: 
ISO/IEC 1528

• ANSI/EIA 632, Processes for Engineering a System 
• IEEE 1220, Application and Management of the Systems Engineering Process 

EIA 731, Systems
• CMMI SWE/SE/IPPD/SS, Capability Maturity Model-Integration for Software 

Engineering, Systems Engineering, Integrated Product and Process Development and 
Supplier Sourcing 

.1. Primary Standards 
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neering standards represent different levels of application: 

ment of the life cycle.”  This standard is designed to be used by 

, 

ess.  It gives the next level of detail below the process requirements 
el.  

Three primary systems engi
• The International Organization for Standardization/International Electrotechnical 

Commission (ISO/IEC) 15288, Systems Engineering—System Life Cycle Processes, 
covers the life cycle of a man-made system from concept through retirement.  “It 
provides the processes for acquiring and supplying system products and services that 
are configured from one or more of the following types of system components: 
hardware, software, and humans.  In addition, the framework provides for the 
assessment and improve 5

an organization, a project within an organization, or an acquirer and a supplier via an 
agreement. 

• The Electronic Industry Alliance (EIA) 632, Processes for Engineering a System
defines the set of requirements for engineering a system.  The processes in EIA 632 
describe “what to do” with respect to the processes for engineering a system, which is 
the next level down from the ISO/IEC 15288 level of system life cycle processes. 

• The Institute of Electrical and Electronic Engineers (IEEE) 1220 defines a systems 
engineering proc
described in EIA 632.  The process is described more at the task or application lev
IEEE 1220 does not worry about “who does what” as some of the other standards do 
with the “acquirer-supplier” concepts. 

To actually accomplish systems engineering, an organization would most likely need all 
three standards or a hybrid model of their own. 

4.2.2.2. Standardized Terminology 

The many systems and software engineering process models and standards use different 
terms to describe the processes, activities, and tasks within the systems engineering and other 
life-cycle processes.  This chapter uses the following terminology to represent generic systems 
engineering processes.  They are grouped in two categories: Technical Management Processes 
and Technical Processes: 

• Technical Management Processes 

                                                 
5 ISO/IEC 15288, Introduction. 
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o Decision Analysis 
o Technical Planning 
o Technical Assessment 
o Requirements Management 

o Risk Management 
o Configuration Management 
o Technical Data Management 
o Interface Management 

• Technical Processes 
o Requirements Development 

 Logical Analyo sis 
o Design Solution 
o Implementation 
o Integration 
o Verification 
o Validation 
o Transition 

http://www.s1000d.org/
http://acc.dau.mil/dm
http://acc.dau.mil/dm
http://www.dtic.mil/whs/directives/corres/pdf/501012m_0593/p501012m.pdf
http://www.dtic.mil/whs/directives/corres/pdf/501012m_0593/p501012m.pdf
http://www.dtic.mil/whs/directives/corres/pdf/52001m_0394/p52001m.pdf
http://www.geia.org/
http://www.geia.org/
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These generic processes are described briefly below and applied throughout the life-cycle 
phases.  More detail with regard to systems engineering processes can be found in any of the 
above-mentioned standards or models.  Since systems engineering cannot be conducted without 
good organization and project processes as well as sufficient infrastructure, these standards and 
models also may include processes and activities, such as organizational training, that are beyo
the technical ones that may be considered specific to systems engineering. 

4.2.3. Technical Management Processes 
The program manager uses technical management processe

nd 

s to manage the technical 
deve ion lopment of the system increments, including the supporting or enabling systems.  Sect
4.5 describes the key techniques and tools for technical management in detail. 

4.2.3.1. Decision Analysis 

Decision Analysis activit
decisions need to be made.  De

ies provide the basis for evaluating and selecting alternatives when 
cision Analysis involves selecting the criteria for the decision and 

the m

, 
 

nalysis.  These studies should be augmented with virtual 
licable, prior to making decisions on best alternative.  

 cr  such things as interoperability constraints; size; 
trans

d 
prop

ethods to be used in conducting the analysis.   For example, during system design, analysis 
must be conducted to help chose amongst alternatives to achieve a balanced, supportable, robust, 
and cost effective system design.  These analysis include, but are not limited to, trade studies
models and simulation, supportability analysis, level of repair analysis, post fielding support
analysis, repair vs. discard, and cost a
and/or physical prototypes, where app
Decision iteria will be influenced by

portability requirements; maintenance concept; affordability; reliability, availability, and 
maintainability goals; and schedule. 

4.2.3.2. Technical Planning 
Technical Planning activities ensure that the systems engineering processes are applie

erly throughout a system’s life cycle.  Technical planning, as opposed to program planning, 
addresses the scope of the technical effort required to develop the system.  A mandated tool for 
this activity is the Systems Engineering Plan.  Each of the technical processes requires technic
planning.  Technical planning for Implementation, Integration, Verification, Validation, and 
Transition processes and their accompanying systems can reveal constraints and interfaces that 
will result in derived technical requirements. 

4.2.3.3. Technical Assessment 
Technical Assessment activities measure technical progress and the effectiveness of pla

and requirements.  Activities within Technical Assessment include the activities associated wit

al 

ns 
h 

Technical Performance Measurement and the conduct of technical reviews.  A structured review
process should demonstrate and confirm completion of required accomplishments and exit 
criteria as defined in program

 

 and system planning.  Technical reviews are discussed in detail in 
 4 ent activities discover deficiencies or anomalies that often result 

in the
section .3.  Technical assessm

 application of corrective action. 

4.2.3.4. Requirements Management 

http://www.dtic.mil/whs/directives/corres/pdf/d523024_031887/d523024p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d523024_031887/d523024p.pdf
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s 
 Development System.  In evolutionary 

nition and changes to requirements takes on an 
me ram manager should institute Requirements 

Man  

re 

gram 
 common the practice of 

integ e-cycle issues such as 
manu

Requirements Management provides traceability back to user-defined capabilities a
documented through the Joint Capabilities Integration and
acquisition, the management of requirements defi
added di nsion of complexity.  The prog

agement to (1) maintain the traceability of all requirements from capabilities needs, (2) to
document all changes to those requirements, and (3) to record the rationale for those changes.  
Emerging technologies and threats can influence the requirements in the current as well as futu
increments of the system. 

4.2.3.5. Risk Management 
Risk management in systems engineering examines the risks of deviating from the program 

plan.  It examines all aspects of the program, from conception to disposal, early in the pro
and in relation to each other.  Most risk management approaches have in

rating design (performance) requirements with other lif
ment, Safety, and Occupational Health considerationsfacturing, operations, Environ , and 

support. 

e s a risk management process, including planning, 
assessme alysis), handling, and monitoring, to be integrated and 
conti

gy to 

 the consequence if realized, and 
e the occurrence.  This is a key element of a program manager’s 
aintaining awareness of technology alternatives and their 

potential sensitivity while making trade-off assessments to translate desired capabilities into 
actionable engineering specifications.  To successfully manage the risk of technology transfer, 
the program manager should: 

T
nt (identification and an

h  program manager establishe

nuously applied throughout the program, including, but not limited to, the design process.  
The risk management effort addresses: 

• Risk planning; 
• Risk assessment; 
• Risk handling and mitigation strategies; and 
• Risk monitoring approaches. 

Risk assessment includes identification and analysis of potential sources of risk to the 
program plan, including, but not limited to, cost, performance, and schedule risks based on such 
factors as: 

• The technology being used and its related design; 
• Manufacturing capabilities; 
• Potential industry sources; and 
• Test and support processes. 

The overall risk management effort interfaces with technology transition planning, 
including the establishment of transition criteria for such technologies. 

More specifically, technology transfer risk management is a systematic methodolo
identify, evaluate, rank, and control inadvertent technology transfer.  It is based on a three-
dimensional model: the probability of occurrence,
countermeasure cost to mitigat
executive decision-making – m
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hnology to 

itigate those risks (see also section 8.4)

• Identify contract vehicles which involve the transfer of sensitive data and tec
partner suppliers; 

• Evaluate the risks that unfavorable export of certain technologies could pose for the 
program; and 

• Develop alternatives to m . 

More information can be found in the DoD Risk Management Guide. 

4.2.3.6. Configuration Management 
Configuration Management (See DoD Directive 5000.1) is the application of sound 

busin a product’s attributes with its 
requirem
and cont
contracti ated Product Team environment.  Configuration 
managem
managem
facilitate
complete
manage

• Configuration Identification -- Establishes a structure for products and product 
configuration; selects, defines, documents, and baselines product attributes; and assigns 

ated, approved or disapproved, and incorporated and 

ges the capture and maintenance of product 

re: 

ess practices to establish and maintain consistency of 
ents and product configuration information.  It involves interaction among government 
ractor program functions such as systems engineering, design engineering, logistics, 
ng, and manufacturing in an Integr
ent includes system hardware, software, and documentation (data).  A configuration 
ent process guides the system products, processes, and related documentation, and 

s the development of open systems.  Configuration management efforts result in a 
 audit trail of decisions and design modifications.  The elements of configuration 

ment include: 
• Configuration Management Planning and Management -- Provides total life cycle 

configuration management planning for the program/project and manages the 
implementation of that planning; 

unique identifiers to each product and product configuration information item; 
• Configuration Change Control -- Ensures that changes to a configuration baseline are 

properly identified, recorded, evalu
verified, as appropriate; 

• Configuration Status Accounting -- Mana
configuration information necessary to account for the configuration of a product 
throughout the product life cycle; and 

• Configuration Verification and Audit -- Establishes that the performance and functional 
requirements defined in the product definition information have been achieved by the 
design and that the design has been accurately documented in the product definition 
information. 

Some examples of configuration management process standards and best practices a
• ANSI/EIA 649A, Configuration Management, on the GEIA website (Click on 

STANDARDS); 
 ISO 10007, Quality Management – Guidelines for Configuration Management; •
• EIA 836, Configuration Management Data Exchange and Interoperability, located on 

the GEIA website (Click on STANDARDS); and 
• MIL-HDBK-61A, Military Handbook, Configuration Management Guidance. 
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4.2.3

er software documentation, management information, 
rs, or datum of any nature that can be communicated, stored, and 

processed to

o 

ted 
t development and sustainment, including the data associated with system 

developm

.7. Data Management 
Data are defined as recorded information regardless of the form or method of recording.  

The term includes technical data, comput
representation of facts, numbe

 form information required by a contract or agreement to be delivered, or accessed 
by, the Government.  The term includes similar information generated directly by Government 
activities, as well.  The data are used to gain insight and provide management and guidance t
systems development programs. 

For purposes of this chapter, “data” refers to the information necessary for or associa
with produc

ent; modeling and simulation used in development or test; test and evaluation; 
installation; parts; spares; repairs; usage data required for product sustainment; and source and/or 
supplier data.  Data specifically not included would be data relating to tactical operations 
information; sensor or communications information; financial transactions; personnel data; 
transactional data; and other data of a purely business nature.  Guidance for logistics data can be 
found in section 5.1.3.3. 

Data Management plays an important role in the systems engineering process.  In th
program office, data management consists of the disciplined processes and systems used to plan
for, acquire, access, manage, protect, and use data of a technical nature to support the tot
cycle of the system.  Under the Total Life Cycle Systems Management concept, the program 
manager is responsible for Da

e 
 

al life 

ta Management.  The program manager should develop a plan for 
managing defense system data during each phase of the system life cycle and include it in the 

En n. 

 
d 

tion) 
 initiatives in Data 

Mana stronger 

Enabling collaboration and life cycle use of acquisition system product data; 
Capturing and organizing all systems engineering inputs, as well as current, 

• 

Systems gineering Pla

Data Management applies policies, systems, and procedures to identify and control data 
requirements; to responsively and economically acquire, access, and distribute data; and to
analyze data use.  Adherence to data management principles enables the sharing, integration, an
management of data by government and industry, and ensures that data products (informa
meet or exceed customer requirements.  Recent government and industry

gement have changed the approach and scope of data management, and made it a 
element in the systems engineering process. 

Data Management has a leading role in capturing, organizing, and providing information 
for the following uses in the systems engineering process: 

• 
• 

intermediate, and final outputs; 
• Providing data correlation and traceability among requirements, designs, solutions, 

decision, and rationale; 
• Documenting engineering decisions, including procedures, methods, results, and 

analyses; 
Functioning as a reference and support tool for the systems engineering effort and 
process; 
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ocurement • Facilitating technology insertion for affordability improvements during re-pr
and post-production support; and  

• Supporting configuration procedures, as needed. 

  Examples of Data Management process standards and guidance documents are listed 
below: 

• S1000D International Specification for Technical Publications Utilizing a Common 
Source Database; 
Da ent Community of Practice (CoP),• ta Managem  located on the Acquisition 
Community Connection on the DAU website; 

• DoD 5010.12-M, Procedures for the Acquisition and Management of Technical Data, 
May 1993; 

• DoD 5200.1-M Acquisition System Protection Program, March 1994; 
• GEIA-859, Consensus Standard for Data Management, located on the GEIA website 

(C DARDS).  (Note: This document is currently being published.); 
, 

lick on STAN
• Intellectual Property: Navigating Through Commercial Waters, October 15, 2001

website; 
• ISO 10303, Standard for the Exchange of Product Model Data (STEP). 

ing defense system data during each 
phas

ystem and to evaluate contractor performance.  The applied 
g, but does not 

nece

 a 

The program manager should develop a plan for manag
e of the system life cycle.  Government inspection and acceptance is required for technical 

publications, product definition data elements, and other data that will be used by DoD 
Component personnel for the installation, operation, or maintenance of equipment or software.  
Establishing data exchange formats promotes data reuse, fosters competition, and helps to ensure 
that data can be used consistently throughout the system, family of systems, or system of 
systems. 

4.2.3.7.1. Data Acquisition 
Defense system data are acquired when needed to support the acquisition, operations, 

maintenance, or disposal of the s
systems engineering process requires access to data to facilitate decision makin

ssarily require acquisition of all data.  The data management processes assist in decision-
making.  Data management processes reveal the proper data to be acquired or accessed.  The 
decision to purchase data should be made when access to required data is not sufficient to 
provide for life-cycle planning and system maintenance.  The cost of data delivery should be
primary consideration.  Other considerations include the following: 

• Data requirements for spare and repair parts; 
• Technical data needed for ordering and purchasing items for contingencies; and 
• Circumstances under which the data may evolve over time to more useful or updated 

data. 

4.2.3.7.2. Data Protection 

The program manager is responsible for protecting system data, whether the data are stored 
and managed by the government or by contractors.  The DoD policy with regard to data 
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protection, marking, and release can be found in DoD Directive 5230.24, DoD Directive 
5230.25, and DoD 5400.7-R.  Data containing information subject to restrictions are required to
be protected in accordance with the appropriate guidance, contract, or agreement.  Guidance
restriction statements can be found in the 

 
 on 

DFARS Part 252.227-7013 & 7014, and DoD Dire
5230.24. 

ctive 
 When digital data are used, the data should display applicable restriction markings, 

 clearly visible when the data is first opened or accessed.  
feg overnment compliance with use of data, they also guarantee 

and s  

l 
ntinued need information, 

ria ch long-term planning and incremental digitization, as 
required, will assure that applicable d

 the 

syste

 

 enable integration of system and sub-systems; to support system 
ades; and provide input data for continuous risk 

g 

legends, and distribution statements
These sa uards not only assure g

afeguard contractor data that are delivered to the government, and extend responsibilities of
data handling and use to parties who subsequently use the data. 

All data deliverables should include distribution statements and processes should be 
established to protect all data which contain critical technology information, as well as assure 
that limited distribution data, intellectual property data, or proprietary data are properly handled 
during systems engineering activities – whether the data are hard copy or digital. 

4.2.3.7.3. Data Storage 
The program manager also has responsibility for addressing long-term storage and retrieva

of data and associated program information – planning for digitizing co
as approp te and cost-effective.  Su

ata is available, preserved, and migrated to successive 
formats for future planning and use. 

4.2.3.8. Interface Management 
The Interface Management process ensures interface definition and compliance among

elements that compose the system; as well as with other systems with which the system or 
m elements must interoperate.  Interface management control measures ensure that all 

internal and external interface requirement changes are properly documented in accordance with 
the configuration management plan and communicated to all affected configuration items. 

Many of the external interfaces are identified through the Joint Capabilities Integration and
Development System process and its accompanying documents and architectures.  As system 
interface control requirements are developed, they are documented and made available to the 
appropriate Integrated Product Team.  Documented interface control requirements serve critical 
functions at all levels of the system.  Some of these functions include the following: to facilitate 
competitive bids; to
maintenance, future enhancement, and upgr
management efforts.  Refinement of the interfaces is achieved through iteration.  As more is 
learned about the system during the design phases, lower-level, verifiable requirements and 
interfaces are defined and refined.  Impacts to the original defined capabilities and interfaces, 
performance parameter thresholds and objectives, and the system are evaluated when definin
and modifying interfaces. 

4.2.4. Technical Processes 
The program manger uses technical processes to design the system, subsystems, and 

components, including the supporting or enabling systems required to produce, support, operate, 
or dispose of a system.  (The terminology used to indicate a subsystem is system element, 
component, or configuration item, depending on the systems engineering context and phase of 
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acquisition under discussion.)  Section 4.5 discusses some key techniques and tools for 
conducting the analyses required in technical processes.  

4.2.4.1. Requirements Development 
The Requirements Development process takes all inputs from relevant stakeholders and 

translates the inputs into technical requirements.  DoD systems engineers primarily respond to 
the Joint Capabilities Integration and Development System documents that identify capability 
gaps in need of a materiel solution.  The program manager should work with the user to establish 
and refine operational needs, attributes, performance parameters, and constraints that flow from 
Joint Capabilities Integration and Development System-described capabilities, and then ensure 
that all levant requirements are addressed (see Figure 4.4.1., Systemre  Operational Effectiveness 
Diagram of Section 4.4).  Together with the user, the program manager should translate 
“custome ents: 

 

ntegral part of defining and refining requirements is to provide technical support to the 
mark esearch re

addressing market research (and cu

 possible to reduce both life-cycle costs and 
development cycle

ign Solution technical 
proce s.  These t
appli ecursively

ed about 
the re ents a

Logical Analysis 

                        

r needs” into the following program and system requirem
• Performance parameter objectives and thresholds; 
• Affordability constraints; 
• Scheduling constraints; and 
• Technical constraints. 

Since some of the requirements may become defined only through system decomposition at 
later stages of the program, iterative application of rigorous systems engineering is key. 

Requirements Development encompasses the definition and refinement of system-, 
subsystem-, and lower-level functional and performance requirements and interfaces to facilitate 
the design of open systems.  It allocates and balances interoperability requirements among 
systems that should interoperate successfully to satisfy all appropriate integrated architectures
and CRDs6 under which the proposed system falls. 

An i
et r quired early in the program life cycle.  Systems engineers within DoD face the 

same sorts of requirements definition tasks that their commercial counterparts encounter in 
stomer needs).  These tasks involve analyzing if and how an 

existing commercial product can meet user requirements.  This analysis ensures that open 
systems principles are applied to the maximum extent

 time. 

Requirements Development complements Logical Solution and Des
sse hree processes are iterated at each level of the system structure, and then 
ed r  to lower levels of the physical architecture throughout development.  The 

objective is to help ensure that the requirements derived from the customer-designated 
capabilities are feasible and effective, as well as updated, as more information is learn

quirem nd interfaces through analysis. 

4.2.4.2. 

                         
6 Although integrated architectures will replace the Capstone Requirements Documents for systems of systems, the 
Capstone Requirements Document will be used until the architectures are in place. 



 94

e relationships among the requirements (e.g., 
funct l, behavio ers 

e are ma
al 

lysis, 
may also apply. 

artitions able 

 

 

t and 
.  

it 
 If the 

r 
desig
Structures.  Physical architectures should be sufficiently detailed to allow the following: 

  
•

Logical Analysis is the process of obtaining sets of logical solutions to improve 
understanding of the defined requirements and th

iona ral, temporal).  Once the logical solution sets are formed, the engine
allocate performance parameters and constraints, and then define derived technical requirements 
to be used for the system design. 

Ther ny ways to attain the logical solution sets.  Traditionally, the Department of 
Defense has used functional analysis/allocation.  However, other approaches, such as behavior
analysis, timeline analysis, object-oriented analysis, data-flow analysis, and structured ana

The design approach resulting from logical analysis: 
• P  a system into self-contained, cohesive, logical groupings of interchange

and adaptable elements to enable ease of change, achieve technology transparency and 
mitigate the risk of obsolescence 

• Uses rigorous and disciplined definitions of interfaces and, where appropriate, defines 
the key interfaces within a system by widely supported standards (including interface 
standards, protocols, and data interchange language and standards) that are published
and maintained by recognized standards organizations 

When using a functional approach, the output of this process is the functional architecture 
that puts all of the functions in order, thereby sequencing all of the system tasks that should 
occur.  The functional architecture provides a functional “picture” of the system.  It details the
complete set of functions to be performed along with the relationships among the functions. 

4.2.4.3. Design Solution  
The Design Solution process translates the outputs of the Requirements Developmen

Logical Analysis processes into alternative design solutions and selects a final design solution
The alternative design solutions include— 

• People, products, and process entities and  
• Related internal and external interfaces. 

Not only does this process iterate with Requirements Development and Logical Analysis, 
also integrates with the program decision processes to identify and select the best solution. 
process finds that specified objectives and thresholds are infeasible, ineffective, or result in an 
inefficient system, it may then be necessary to re-evaluate the defined performance parameters. 

eTh  output of this process is the design or physical architecture that forms the basis fo
n definition documentation such as specifications, baselines, and Work Breakdown 

• Confirmation of upward and downward traceability of requirements; 
• Confirmation of interoperability and open system performance requirements; and
 Demonstration of the appropriate products to satisfy the applicable acquisition phase 

exit criteria. 



 95

 
ished using a cost-effective combination of design analysis, design 

mo i

4.2.4.4.
Im

system ught, or reused.  Making it involves the 
har a are 
processes of coding, etc.  If implementation involves a production process, a manufacturing 
syste

e a 
cess.  
 

s to be integrated 
ig g the supporting documentation for the system 

tions, maintenance, and/or installation—are also a part of 
the Im

r-
sical architecture.  The plan or strategy for the Integration 

proce , ion.  An 
assemble ped with the technical and technical management 
proce e

Inte ational 
envir

he 

Verification 

Confirmation of requirements traceability and the soundness of the selected physical
architecture can be accompl

del ng, and simulation, as applicable. 

 Implementation 
plementation is the process that actually yields the lowest level system elements in the 

 hierarchy.  The system element is made, bo
dw re fabrication processes of forming, removing, joining, and finishing; or the softw

m is required to be developed using these same technical and technical management 
processes. 

Depending on the technologies and systems chosen when a decision is made to produc
system element, the Implementation process imposes constraints on the Design Solution pro
If the decision is made to purchase or reuse an existing system element, the Implementation
process may involve some adaptation or adjustments to the system element.  The Implementation 
process gets the system element ready for the processes of Integration, Verification, and 
Validation.  It should include some testing of the implemented system element before the 
element passes to the Integration Process.  Implementation may also involve packaging, 
handling, and storage, depending on where or when the system element need
into a h her-level assembly.  Developin
element—such as the manuals for opera

plementation process. 

4.2.4.5. Integration 
Integration is the process of incorporating the lower-level system elements into a highe

level system element in the phy
ss including the assembly sequence, may impose constraints on the design solut

d system element, also develo
ss s, may include fixtures for hardware or compilers for software. 

gration also refers to the incorporation of the final system into its oper
onment and defined external interfaces. 

Interface Management plays an important role with Integration, and iteration between t
two processes will occur. 

4.2.4.6. 
The Verification process confirms that the system element meets the design-to or build-to 

specifications.  It answers the question “Did you build it right?”  As such, it tests the system 
elements against their defined requirements (“build-to” specifications).  The purpose of 
Verification is to: 

• Conduct verification of the realized (implemented or integrated) system element 
(including interfaces) from the lowest level system element up to the total system to 
en cations; sure that the realized product conforms to the build-to specifi

• Generate evidence necessary to confirm that system elements at each level of the 
system hierarchy meet their build-to specifications; and 
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• Verify the materials employed in system solutions can be used in a safe and 
environmentally compliant manner. 

The nature of verification activities changes as designs progress from concept to detailed 
designs to physical products.  Throughout the system’s life cycle, however, design solutions at 
all levels of the physical architecture are verified through a cost-effective combination of 
analysis, examination, demonstration, and testing, all of which can be aided by modeling and 
simulation.  

4.2.4.7. Validation 
The Validation process answers the question of “Did you build the right thing?”  As 

tests the pe
such, it 

rformance of systems within their intended operational environment, with anticipated 
opera  

stem’s 

em, to the user.  This process may include 
insta i

4.2.5
rocess capability and organizational 

maturity in their system onstrated domain expertise 
s use different 

stand
f 

tors and users.  In the early stages of the system life cycle, validation may involve
prototypes, simulations, or mock-ups of the system and a model or simulation of the sy
intended operational environment. 

4.2.4.8. Transition 
Transition is the process applied to move the system element to the next level in the 

physical architecture or, for the end-item syst
llat on at the operator or user site. 

. The Contractor’s Systems Engineering Process 
Contractor selection should depend on demonstrated p

s engineering processes, as well as on dem
and past performance commensurate with the needs of the program.  Organization

ards and models and their accompanying assessment methods to establish the initial 
capability of their systems engineering processes and then to improve those processes.  Some o
the different standards and models for systems engineering were discussed in section 4.2.2.  Th
remainder of this section covers some of the things a program manager needs to kn

e 
ow when a 

contractor uses these systems engineering standards or models and their accompanying methods 
for appraisals and assessments. 

4.2.5.1. The Use of Standards versus Capability and Maturity Models 
The major distinction between standards and capability and maturity models lies in their 

purpose.  Standards provide recommended processes to apply within an organization, describe 
expected tasks and outcomes, and describe how the processes and tasks integrate to provide 
required inputs and outputs.  Standards are meant to provide an organization with a set of 
processes that, if done by qualified persons using appropriate tools and methods, will provide a 
capability to do effective and efficient engineering of systems.  Capability and maturity models, 
on the other hand, are for process improvement.  Capability and maturity models are used to 
assess, from an organizational perspective, how well the standard processes are being performed.  
Both capability and maturity models and standard processes are useful to an organization, but the 
role for each should be kept in perspective.  The solicitation effort should seek descriptions of 
potential offerors’ models and standards. 

In general, the program manager should ensure that the contractor has established a process 
or processes to conduct systems engineering, that the contractor maintains these processes, and 
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that throughout the organization, work adheres to these processes.  Selecting an offeror with a 
weak systems engineering process will likely result in problems such as poor understanding of 
requirements and design constraints and how these are managed, little or no system design 
evolution documentation, poor configuration control, and inadequate manufacturing quality 
control. 

4.2.5.2. Capability Reviews  
Capability reviews such as manufacturing capability and software capability reviews are a 

useful tool available during source selections to assess the offerors’ capability in selected critical 
process areas.  Capability reviews may be the appropriate means for evaluating program-specific 
critical processes such as systems engineering, software development, configuration 
management, etc.  The reviews would be useful to supplement process past performance data to 
ascertain the risks in selecting a given offeror and to assist in establishing the level of 
government oversight needed to manage the process-associated risks if that offeror is awarded 
the contract.  The trade-off in determining whether or not to do a capability review would be the 
criticality of the process versus the time and resources to do the review versus the availability, 
adequacy, and currency of an offeror’s process past performance data. 

4.2.5.3. Capability Appraisals  
In all cases, the program manager retains the right (and is encouraged) to independently 

evaluate the process capabilities of the selected team prior to or immediately after contract award 
in order to have a better understanding of potential risks associated with the development team's 
process capabilities.  Once the developer is selected, the program manager can conduct an 
evaluation to support the up-front risk assessment of the developer’s capability to deliver. 

Periodic appraisals are encouraged as part of contract process monitoring activities.  The 
selection of assessment or appraisal method would be dependent upon the needs of the particular 
project, the level of risk associated with the project, and any areas of concern the program 
mana al and assessment 
results are another tool (like past performance) to gauge the likelihood that the contractor will 
succeed and perform to the requirements of the contract; 2) assessments are most valuable when 

ience is at least as important as process maturity level when evaluating the program 
team

colla a
identifyi apabilities; allocating such capabilities to a set of interdependent 
syste ;
sustainm ycle of a system of systems.  The overall 
objec e ith a 
mix o
inclu e  

ger may have.  The program manager should understand that: 1) apprais

they apply across the full program team, and not just one segment of the organization; and 3) 
domain exper

’s capability. 

4.2.6. System of Systems Engineering 
System of systems engineering deals with planning, analyzing, organizing, and integrating 

the capabilities of a mix of existing and new systems into a system of systems capability greater 
than the sum of the capabilities of the constituent parts.  It is a top-down, comprehensive, 

bor tive, multidisciplinary, iterative, and concurrent technical management process for 
ng system of systems c

ms  and coordinating and integrating all the necessary development, production, 
ent, and other activities throughout the life c

tiv  for developing a system of systems is to satisfy capabilities that can only be met w
f multiple, autonomous, and interacting systems.  The mix of constituent systems may 

de xisting, partially developed, and yet-to-be-designed independent systems.  Systems of
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syste e 
l 

en 

ger scope and greater complexity of integration efforts; 

ties.  Program managers should be aware of the distinguishing 
syste t 

address system of systems concerns, capitalize on system of systems capability pay-offs, and 
 mee

ates my 

 

o my 

 system contribute the most value? 

 
 part of the existing and planned system of systems?  

ms should be treated and managed as a system in their own right, and should therefore b
subject to the same systems engineering processes and best practices as applied to individua
systems. 

The engineering of a system of systems differs from the engineering of a single system.  
The set of systems comprising the system of systems are independently useful systems, yet wh
integrated together, they deliver significantly improved capability.  A single system or less than 
full combination of all systems cannot provide the capability achieved by the system of systems. 

The consideration of system of systems engineering should include the following factors or 
attributes: 

• Lar
• Collaborative and dynamic engineering; 
• Engineering under the condition of uncertainty; 
• Emphasis on design optimization; 
• Continuing architectural reconfiguration; 
• Simultaneous modeling and simulation of emergent system of systems behavior; and 
• Rigorous interface design and management. 

System of Systems Engineering Implications for Single System Developers.  Systems 
should not be developed as stand-alone systems, but as parts of larger meta-systems delivering 
unique and encompassing capabili

m of systems engineering attributes that might apply to their system and the possible impac
on their system architecture.  Program managers should use the following list of questions to 

effectively t the design and development requirements of current and future system of 
systems: 

1. Will joint warfighting capabilities improve if the Department incorpor
system into the portfolio of existing and planned systems of systems?  

2. What additional capabilities and behavior could my system deliver within the
context of existing and planned systems of systems? 

3. Which are the most valuable capabilities that other systems can provide t
system if it becomes a part of existing and planned systems of systems? 

4. To which systems of systems can my

5. Are there system of systems capabilities, behavior, and requirements that the
system must address to become

6. Am I designing my system so that it can be easily integrated with other 
systems? 

7. Does my system have an adaptable and open architecture to enable future 
reconfiguration and integration into a system of systems?  

8. Have the system of systems interface requirements been adequately defined 
and documented in the specification of my system? 



 99

e testing or 
certif

ecifications? 

nce requirements for such interfaces are satisfied? 

ied 

basic
s 

9. Has my program developed and documented interface control requirements 
for external functional and physical interfaces? 

10. Has my program identified and established conformanc
ication mechanisms to assure that standards used by external interfaces conform to the 

prescribed interface sp

11. Has my program verified the external functional interface specifications to 
ensure that the functional and performa

12. Does my system fully comply with external interface requirements identif
through the Joint Capabilities Integration and Development System process and its 
accompanying documents and architectures (including the GIG architecture)? 

13. Have I established rigorous interface design and management based on 
conformance and verification of standards at upper layers as well as at the application, transport, 
network, physical, media and data link communication layers? 

A Contrasting Note about Engineering a Family of Systems.  A family of systems is not 
considered to be a system per se.  A family of systems does not create capability beyond the 
additive sum of the individual capabilities of its member systems.  A family of systems is 

ally a grouping of systems having some common characteristic(s).  For example, each 
system in a family of systems may belong to a domain or product lines (e.g., a family of missile
or aircraft).  A family of systems lacks the synergy of a system of systems.  The family of 
systems does not acquire qualitatively new properties as a result of the grouping.  In fact, the 
member systems may not be connected into a whole. 

4.3. Systems Engineering Activities in the System Life Cycle 

DoD Instruction 5000.2 establishes the framework for acquisition programs.  These 
programs are structured in phases, each separated by milestone decisions.  In each phase of a 

tions, 
whic

uisition 

tion 4.2

system’s life cycle, from concept to disposal, there are important systems engineering ac
h if properly performed, will assist the program manager in managing the program.   

The purpose of this section is to acquaint program managers with the variety of acq
documents that have systems engineering implications, either as sources of system parameters 
(e.g., the Initial Capabilities Document and Capability Development Document) or as the 
recipients of systems engineering analyses outputs (e.g., Acquisition Strategy, Analysis of 
Alternatives, etc.).  This section shows how the systems engineering processes of Sec  can 

priate 

be applied and tailored to each acquisition phase: 
• Each phase builds upon the previous phase to further define the system technical 

solution; 
• Systems engineering processes are iterated at each system element level; and 
• Technical reviews serve to confirm outputs of the acquisition phases and major 

technical efforts within the acquisition phases. 

As the by-phase discussions illustrate, there are a number of technical reviews appro
to each acquisition phase that are conducted at all appropriate levels within a program.  The
purpose of these reviews is to provide the program manager with an integrated technical 

 

assessment of program technical risk and readiness to proceed to the next technical phase of the 
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effort.  Results of these reviews should be used to update the Systems Engineering Plan.  
Technical reviews should: 

• Be event driven (vice schedule driven); conducted when the system under developm
satisfies review entry c

ent 
riteria as documented in the Systems Engineering Plan; and 

nd at conducted, at a minimum, at the transition from one acquisition phase to the next a
major transition points of technical effort.  

• Have their processes and requirements addressed in and required by contractual 
documents. 

DoD Instruction 5000.2, Enclosure 3, presents the statutory, regulatory, and contract 
reporting information and milestone requirements for acquisition programs.  These requirements 
are significant, and in some cases, the lead-time for preparation may exceed one year.  The 
information and/or decisions that a program office reports in these documents often rely on 

ems engineering processes 
s 

sive.  Likewise, some of the information 
requi

d 

 footprint, 

 timely 

ents 
uthority approval of the Analysis of Alternatives Plan and establishes a 

date lternatives 
Plan guide 

analyses begun in pre-acquisition.  During pre-acquisition, syst
translate user-defined capabilities into system specifications.  As explained earlier, these system
engineering processes are both iterative and recur

rements are iterative by milestone.  Throughout this section, the terminology used to 
indicate a subsystem is either a system element, component, or configuration item, depending on 
the systems engineering context and phase of acquisition under discussion. 

4.3.1. Concept Refinement Phase  
Pre-acquisition, beginning with Concept Refinement, presents the first substantial 

opportunity to influence systems design by balancing technology opportunities, schedule 
constraints, funding availability, performance parameters, and operational requirements.  Desire
user capabilities, expressed in terms of Key Performance Parameters and other parameters, 
should be defined in terms of: 

• Quantifiable metrics (e.g., speed, lethality) of performance to meet mission 
requirements affordably; and 

• The full range of operational requirements (reliability, effectiveness, logistics
supportability criteria, etc.) to sustain the mission over the long term. 

Early and effective employment of systems engineering, applied in accordance with a well-
structured Systems Engineering Plan, and monitored with meaningful systems engineering 
technical reviews, will reduce program risk and identify potential management issues in a
manner. 

The Concept Refinement phase refines the initial concept and generates a Technology 
Development Strategy.  Entrance into this phase requires a successful Concept Decision and an 
approved Initial Capabilities Document.  The Acquisition Decision Memorandum docum
Milestone Decision A

for the Milestone A review.  The Initial Capabilities Document and Analysis of A
Concept Refinement Phase activities. 

4.3.1
The Joint Capabilities Integration and Development System analysis process provides a 

structured methodology to identify capability gaps and needs, and suggest various approaches to 

.1. Purpose of Systems Engineering in Concept Refinement 
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provi

ions. 

nitiates 
 use systems engineering processes to 

exam

 should assess the advantages and disadvantages of the alternatives under 
cons  assumptions or 
varia

ing processes should also support 
nt o gy for the preferred solution. 

de needed capabilities within a specified functional or operational area.  These analyses 
should incorporate innovative practices, including best commercial practices, collaborative 
environments, modeling and simulation, and electronic business solut

After the process identifies a materiel need, and an affirmative Concept Decision i
Concept Refinement, the Analysis of Alternatives should

ine the alternatives and identify a preferred solution.  Systems engineering processes can 
provide a technical evaluation of the operational effectiveness and estimated costs of the 
alternative system concepts that may provide a materiel solution to a needed mission capability.  
The analysis

ideration, and include sensitivity analyses to possible changes in key
bles. 

During Concept Refinement, systems engineer
developme f the Technology Development Strate

4.3.1.2. Inputs to the Systems Engineering Processes in Concept Refinement 
The following information sources provide important inputs to the systems engineering 

processes supporting Concept Refinement: 
• Initial Capabilities Document; 
• Analysis of Alternatives Plan; 
• Exit Criteria for the Concept Refinement Phase; and 
• Alternative Maintenance and Logistics Concepts. 

4.3.1.3. Key Systems Engineering Activities During Concept Refinement 
Figure 4.3.1.3.1. identifies the systems engineering-related steps during the Concept 

Refinement Phase.  All decomposition activities listed below should be done concurrently for 
hardware and software.  Paragraphs below contain additional detail on each step. 
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erational Capabilities and Environmental 
Cons

nalysis of Alternatives Plan, exit criteria for the phase, concept 
altern aining system, and 
inter equired to ascertain all of the 
relate

 usage environment, support environment, doctrine, 

t

 

Figure 4.3.1.3.1.  Systems engineering-related steps during Concept Refinement 

 

4.3.1.3.1. Interpret User Needs; Analyze Op
traints 
This step includes the aggregation of all inputs available at this stage of the program (Initial 

Capabilities Document, A
atives for overall tactical system, as well as associated support system, tr

operable systems).  Further analysis and definition is typically r
d constraints to be applied to the effort: 
• Environmental—systems threats,

operational concepts; 
• Resource—industrial base; notional available development, operation, and support 

budgets; required date for system fielding; 

Concept Refinement 
Phase

D
•AoA Plan
•Exit Criteria
•Alternative Maintenance & 
Logistics Concepts

•IC
INPUTS

•Prelim Sys Spec
•T&E Strategy
•SEP
•Support & Maintenance
Concepts & Technologies

OUTPUTS

•Inputs to:
-draft CDD - TDS -AoA
-Cost/Manpower Est.

Trades Analyze

Interpret User Needs,
Analyze Operational 

Capabilities &
Environmental  Constraints

Develop Concept 
Performance (& Constraints)

Definition & Verification
Objectives

Decompose Concept
Performance into 

Functional Definition &
Verification Objectives

Develop Component Concepts, 
i.e., Enabling/Critical 

Technologies, Constraints 
& Cost/Risk Drivers 

Assess/Analyze
Enabling/Critical

Components Versus
Capabilities

Assess/Analyze
System Concept

Versus Functional
Capabilities

Assess/Analyze
Concept & Verify 
System Concept’s

Performance

Analyze/Assess 
Concepts Versus 

Defined User Needs &
Environmental Constraints

ASR

Decompose Concept 
Functional Definition into 
Concept Components &
Assessment Objectives

• Technology—applicable technology base to be used for concept maturation; and  
• Statu ory and regulatory—the Federal Acquisition Regulation; the DoD 5000-series; 

etc. 
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y ment is to ensure that all drivers of the concept 
defin  captured and managed as an integrated whole, and that all of the 
drive c cept alternatives under consideration.  This defines the 
expe t ncept, and defines the trade space and risk associated with 
each t enables the comprehensive 
analy   of a preferred system concept.  
The p f ance in providing the needed capabilities 
withi h

4.3.1 2 nd Constraints) Definition and Verification 
Objectives 

omposition (from capability level to system level) of 
syste

Ke  to this initial step of concept refine
ition are completely
rs an be met by each of the con
cta ions of the overall system co
of he constraints, above.  Defining the trade space and risk 
sis of system alternatives, and allows a rational selection
re erred system concept should strike the best bal
 t e constraints on the program. n

.3. . Develop Concept Performance (a

This step includes the analysis and dec
m performance and system design constraints traceable back to those capabilities and 

constraints defined in Section 4.3.1.3.1 above.  All capabilities and environmental constraint
should be decomposed to the system performance level.  They should be re-analyzed to 
determine the extent to which alternative concepts can meet all capability needs within progra
constraints (as needs and constraints become better understood as a result of decomposition).  
The trade space and risk should be analyzed and assessed for each alternative concept.  For each 
alternative system concept, expected performance capabilities should be explicitly defined and 
related to the capability needs.  To the extent concept performance can only be met throu
offs (due to 

s 

m 

gh trade 
incompatibility of capabilities/constraints) changes may be required to the capability 

4.3.1 3  Verification 
Obje v

em performance to the 
funct unctional flow 
definition across the full system concept (tactical system, support system, training system) and 
how s e systems (functional interfaces).  Critical to 
this a l
cons n
funct ithin program constraints and may require 
chan

m functional verification planning should enable test and evaluation of the matured 

4.3.1

cept that 
will exec alysis is an understanding of what functional 
performa  by multiple systems, or system components, operating as a functional 
entity.  Hard ents, physical interfaces, functional interfaces, 
standards, existing, and to-be-developed elements, should all be considered and defined in the 

or constraints previously defined. 

Verification planning should define the test requirements needed to evaluate the ability of 
the matured system concept(s) to meet requirements. 

.3. . Decompose Concept Performance into Functional Definition and
cti es 
This step includes the further decomposition of concept syst
onal level.  Consideration should be given to inclusion of functionality and fi

thi  functionality relates to other interoperabl
na ysis is an understanding of the level of functionality achievable within program 

nalyzed and assessed against desired trai ts and risk.  Trade space and risk should be a
ional performance.  Trade offs are made to stay w
ges to higher-level system or concept definitions. 

Syste
system concept functionality. 

.3.4. Decompose Concept Functional Definition into Concept Components and 
Assessment Objectives 

This step includes the allocation of concept functions into components of the con
ute the functionality.  Critical to this an
nce is enabled

ware elements, software elem
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conc . location may induce trades to 
stay h hese trades need to be reflected in higher level functional, 
syste  a should be updated accordingly. 

n  should enable testing and validation of critical 
conc  

. gies, 
Cons

n analyzed, 
defined, and reconciled with constraints.  The system concept(s) components should have been 
synthesized and substantiated (e.g., through analyses, modeling and simulation, demonstrations, 
etc.) to allow verification of components against requirements, and integration of the components 
into an overall system for further verification and validation.  Key to this step is the development 
of conceptual components to demonstrate the viability of the overall concept, indicate where 
additional technology maturation should occur, and validate that acceptable trade space between 
expected capabilities and program constraints exists to accommodate potential risk. 

4.3.1.3.6. Analyze and Assess Enabling/Critical Components Versus Capabilities 
Utilizing the component verification plans developed as part of the functional allocation

ept   As in previous steps, this level of decomposition and al
wit in program constraints.  T
m, nd capability definitions, which 

Co cept component verification planning
ept components. 

4.3.1.3.5 Develop Component Concepts, Including Enabling/Critical Technolo
traints, and Cost/Risk Drivers 
At this point, all of the basic concept design requirements should have bee

, 
the enabling and/or critical components of the concept should be evaluated.  Evaluation results 
should be assessed against component requirements and the impact on the overall concept 
capabilities and constraints determined.  Critical to this step is the understanding of test results 
and how the concept component functionality verifies or contradicts the desired capabilities, as 
well as what component technologies are required and the level of achievable performance.  
Capability trade offs within the available trade space, or further component concept development 
within program and concept constraints may be required. 

4.3.1.3.7. Analyze and Assess System Concept Versus Functional Capabilities 
Utilizing the concept functional verification plans developed as part of the functional 

analysis and decomposition, overall system functionality should be evaluated.  Concept 
components should be integrated and assessed from a functional standpoint relative to desired 
capabilities.  Critical to this step is understanding how the enabling components work together as 
an integrated whole to provide functionality at the component and system levels, and how the 
achieved functionality relates to the overall desired capability.  Also important is an 
understanding of the technology development required to achieve critical functions.  Capability 
trade offs within the available trade space, or further refinement of functionality within program 
and concept constraints may be required. 

4.3.1.3.8. Analyze and Assess Concept and Verify System Concept’s Performance 
Utilizing the verification objectives previously defined, evaluate the overall integrated 

m both physical and functional perspectives across the full concept domain 
(tacti

concept against system performance objectives and constraints.  Concept components are 
integrated fro

cal, support, training, etc.).  Critical to this step is an understanding of overall system 
concept capability versus need, level of achievable performance within the complete set of 
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Bas erification of components, functionality, and system 
performa nd 
disad n
altern iv
preli
achie  a gy 
developm  The preliminary system specification serves as the guiding technical requirement 
for th

 
timate (with acceptable cost risk), and enable an 

ubject 
posed 

lopment, test, engineering, logistics, and 
prog

constraints, and the enabling technologies requiring further development.  Trades at this level 
will include decisions as to acceptable technology risk versus desired performance. 

4.3.1.3.9. Analyze and Assess Concepts Versus Defined User Needs and Specified 
Environmental Constraints 

ed upon the results of the v
nce, a determination of the preferred system concept should be made.  Advantages a

va tages of various approaches should be documented and included in the analysis of 
es.  Trade offs of achievable performance should beat  complete and captured in a 

minary system specification.  Enabling technologies requiring further development to 
ve cceptable levels of risk should be defined and plans should be developed for technolo

ent. 
is development effort. 

4.3.1.4. Technical Reviews during Concept Refinement 

4.3.1.4.1. Initial Technical Review  (ITR) 
The ITR is a multi-disciplined technical review to support a program’s initial Program 

Objective Memorandum submission.  This review ensures that a program’s technical baseline is
sufficiently rigorous to support a valid cost es
independent assessment of that estimate by cost, technical, and program management s
matter experts.  The ITR assesses the capability needs and conceptual approach of a pro
program and verifies that the requisite research, deve

rammatic bases for the program reflect the complete spectrum of technical challenges and 
risks.  Additionally, the ITR ensures that historical and prospective drivers of system cost have 
been quantified to the maximum extent and that the range of uncertainty in these parameters has 
been captured and reflected in the program cost estimates.  

Per DoD Instruction 5000.2, the program manager for Acquisition Category I and IA 
programs must define program and system parameters in a Cost Analysis Requirements 
Description (CARD), as described in DoD 5000.4M.  The basic CARD technical and 
programmatic guidance, tailored to suit the scope and complexity of the program, should be 
followed to ensure that all pertinent technical cost drivers are addressed.  The success of the ITR 
also depends on independent subject matter expert review of each of the identified cost drivers.  
The subject matter experts should be drawn from the correct technical competencies that 
speci  

ment of the program cost 
om

e document detailing system overview, risk, and system 
opera

ns: 

alize in each of the areas addressed in a CARD-like document, and the cost drivers detailed
in the CARD-like document should be used properly in the develop
estimate.  C pletion of the ITR should provide: 

(1) A complete CARD-lik
tional concept; 

(2) An assessment of the technical and cost risks of the proposed program; and 

(3) An independent assessment of the program’s cost estimate. 

Typical ITR success criteria include affirmative answers to the following exit questio
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sts 

supp

 document 

hnical and programmatic competencies been involved in the 
CARD-like docum

e.  The ASR should be complete prior 
to M d 

efinement phase, and ensures that the preferred system alternative is cost 
effective, affordable, operationally effective and suitable, and can be developed to provide a 

 is 
 concepts to meet the capabilities described in the Initial 

Capa s 
 or more 

 is 

ram resources (funding, schedule, staffing, and processes) form 
 
s the 

ASR

sment of the full system software concept to include conceptual definition of 

nance software, 
simu

(1) Does the CARD-like document capture the key program cost drivers, development co
(all aspects of hardware, human integration, and software), production costs, operation and 

ort costs?  Is the CARD-like document complete and thorough? 

(2) Are the underlying assumptions used in developing the CARD-like
technically and programmatically sound and complete? 

(3) Have the appropriate tec
ent development, and have the proper subject matter experts been involved in 

its review? 

(4) Are the risks known and manageable within the cost estimate? 

(5) Is the program, as captured in the CARD-like document, executable? 

4.3.1.4.2. Alternative System Review (ASR) 
The ASR is a multi-disciplined technical review to ensure that the resulting set of 

requirements agrees with the customers’ needs and expectations and that the system under 
review can proceed into the Technology Development phas

ilestone A.  Generally this review assesses the alternative systems that have been evaluate
during the Concept R

timely solution to a need at an acceptable level of risk.  Of critical importance to this review
the understanding of available system

bilities Document and the affordability, operational effectiveness, and technology risk
inherent in each alternative concept.  Depending on the overall acquisition strategy, one
preferred solutions may carry forward into the Technology Development phase. 

By reviewing alternative system concepts, the ASR helps ensure that sufficient effort has 
been given to conducting trade studies that consider and incorporate alternative system designs 
that may more effectively and efficiently meet the defined capabilities.  A successful review
predicated on the IPT’s determination that the operational capabilities, preferred solution(s), 
available technologies, and prog
a satisfactory basis for proceeding into the Technology Development phase.  The program
manager should tailor the review to the technical scope and risk of the system, and addres

 in the Systems Engineering Plan. 

Completion of the ASR should provide: 

(1) An agreement on the preferred system concept(s) to take forward into Technology 
Development. 

(2) Hardware and software architectural constraints/drivers to address Defense Information 
Infrastructure / Common Operating Environment and system extensibility requirements. 

(3) An asses
the complete deliverable/non-deliverable software, scope, and risk (e.g., operational software 
elements, software engineering environment, test software, mainte

lation/stimulation software, training software, in-service support software, etc.). 



 107

e concept compatibility. 

 

ess. 

d, 

e. 

 
increases and scheduling slips. 

 following exit questions: 

ent? 

 
f 

(4) A comprehensive rationale for the preferred solution, including the Analysis of 
Alternatives that evaluated relative cost, schedule, performance (hardware, human, software), 
and technology risks. 

(5) A comprehensive assessment of the relative risks associated with including commercial 
off-the-shelf items in the program, with emphasis on host platform environmental design, 
diagnostic information integration, and maintenanc

(6) A comprehensive risk assessment for the Technology Development phase. 

(7) Trade studies/technical demonstrations for concept risk reduction. 

(8) Joint requirements for the purposes of compatibility, interoperability, and integration.

(9) Refined thresholds and objectives initially stated as broad measures of effectiven

(10) Completed, comprehensive planning for the Technology Development phase 
(hardware and software), that addresses critical components to be developed and demonstrate
their cost, and critical path drivers. 

(11) Initial planning for the System Development and Demonstration phas

(12) A draft system requirements document if one does not already exist.  (This is a high-
level engineering document that represents the customer/user capability needs as system 
requirements).  This systems requirement document should include a system level description of 
all software elements required by the preferred system concept. 

The ASR is important because it is a comprehensive attempt to ensure that the system 
requirements are aligned with the customer’s needs.  The ASR attempts to minimize the number 
of requirements that may need to be changed in later phases.  Changing requirements later in the
program will usually entail cost 

Typical ASR success criteria include affirmative answers to the

(1) Can the preferred solution(s) satisfy the Initial Capabilities Docum

(2) Is the preferred solution(s) sufficiently detailed and understood to enable entry into 
Technology Development with low technical risk? 

(3) Are the system software scope and complexity sufficiently understood and addressed in
the planning for the Technology Development phase to enable an acceptable/manageable level o
software technical risk? 

(4) Are the risks for Technology Development known and manageable? 

(5) Is the program schedule executable (technical/cost risks)? 

(6) Is the program properly staffed? 

(7) Is the Technology Development work effort executable within the existing budget? 

(8) Has a preliminary system specification, consistent with technology maturity and the 
proposed program cost and schedule, captured the system technical baseline? 

4.3.1.4.3. Summary of Outputs of the Systems Engineering Processes in Concept 
Refinement 
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• Preliminary System Specification; 
• T&E Strategy; 
• Systems Engineering Plan; 
• Support and Maintenance Concepts and Technologies; 

 Inputs to Technology Development Strategy
• Inputs to draft Capability Development Document; 
• ; 
• Inputs to Analysis of Alternatives; 
• Inputs to Cost and Manpower Estimate. 

4.3.2. Technology Development Phase 

A successful Milestone A decision initiates the Technology Development phase.  Per DoD 
Instr

 
ial 

ility 

nto a system performance specification; 

igns meet operational needs. 

gies for the preferred system 
solut

4.3.2 ering Processes in Technology Development 
s to the systems engineering 

proce

uction 5000.2, this phase reduces technology risk and determines the appropriate set of 
technologies to be integrated into a full system.  Technology development is a continuous 
technology discovery and development process that reflects close collaboration between the 
Science and Technology community, the user, and the developer.  Technology development is an
iterative process of assessing technologies and refining user performance parameters.  The Init
Capabilities Document, the Technology Development Strategy, and working the draft Capab
Development Document guide the phase efforts, leading to the Capability Development 
Document. 

4.3.2.1. Purpose of Systems Engineering in Technology Development 
During Technology Development, systems engineering provides comprehensive, iterative 

processes to accomplish the following activities: 
• Convert each required capability i
• Translate user-defined performance parameters into configured systems; 
• Integrate the technical inputs of the entire design team; 
• Manage interfaces; 
• Characterize and manage technical risk; 
• Transition technology from the technology base into program specific efforts; and 
• Verify that des

Systems engineering processes develop the suite of technolo
ion. 

.2. Inputs to the Systems Engine
The following information sources provide important input
sses supporting Technology Development: 
• Initial Capabilities Document and draft Capability Development Document; 
• Preferred System Concept; 
• Exit Criteria; 
• Test and Evaluation Strategy; 



• Support and Maintenance Concepts and Technologies; 
• Analysis of Alternatives; 
• Systems Engineering Plan

• Support and Maintenance Concepts and Technologies; 
• Analysis of Alternatives; 
• Systems Engineering Plan; and 
• Technology Development Strategy. 

4.3.2.3. Key Systems Engineering Activities During Technology Development  
ring-related steps during the Technology 

Deve

Figure 4.3.2.3.1.  Systems engineering-related steps during Technology Development 

Figure 4.3.2.3.1. identifies the systems enginee
lopment Phase.  Paragraphs below contain additional detail on each step. 
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Versus Plan

Demo System
Functionality
Versus Plan

Demo/Model
Integrated System Versus

Performance Spec

Analyze

Demo & Validate Sys
Concepts & Technology

Maturity Versus
Defined User Needs

SRR

 

4.3.2.3.1. Interpret User Needs; Analyze Operational Capabilities and Environmental 
Constraints 

This step includes the aggregation of all inputs available at this stage of the program (Initial 
Capabilities Document, draft Capability Development Document, results of the Analysis of 
Alternatives and identification of the preferred system concept, exit criteria for the phase, 
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d 
 

 
ns are 

expli

lance in meeting all of the needed capabilities 

4.3.2 ations and 
Enab

 
 decomposition).  The trade space 

r 
critic e y performance capability should be 
expli ly he extent performance can only be met 
throu  to incompatibility of capabilities/constraints), changes 
may r ints previously defined. 

fine the test requirements needed to evaluate the ability of 
enab

4.3.2.3.3.
Asso t

ion of system performance to the functional level.  
The f c
enabling sion 
of functi
system, training system) and how this functionality relates to other interoperable systems 
(function
achievable within the program constraints and program risk.  Trade space and risk should be 

Systems Engineering Plan, Technology Development Strategy, Test and Evaluation Strategy, a
well as associated support and maintenance concepts and technologies, training system, and
interoperable systems).  Additional analysis and definition may be required to ascertain all of the 
related constraints to be applied to the effort: 

• Environmental—systems threats, usage environment, support environment, doctrine, 
operational concepts, etc.; 

• Resource—industrial base; notional available development, operation, and support 
budgets; and the required date for system fielding; 

• Technology—applicable technology base to be used for technology development; an
• Statutory and regulatory—the Federal Acquisition Regulation; the DoD 5000-series;

etc. 

Key to this technology development effort is ensuring that all aspects of the required 
technology are adequately matured and managed as an integrated whole, and can support the
user needs via the preferred concept.  This not only ensures that overall expectatio

citly defined, but that trade space and risk in each of the areas above are defined to enable 
comprehensive analysis of technology availability and rational formulation of a system 
performance specification that strikes the best ba
within the many constraints on the program. 

.3.2. Develop System Performance (and Constraints) Specific
ling/Critical Technologies Verification Plan 

This step includes the further analysis and decomposition (from capability level to system 
level) of system performance and system design constraints, traceable back to those capabilities 
and constraints defined above.  All capabilities and environmental constraints should be 
decomposed to the system performance level.  They should be re-analyzed to determine the 
extent to which available technologies can meet the full spectrum of needs and constraints (as
needs and constraints become better understood as a result of
and risk should be analyzed and assessed against available technologies.  The enabling and/o

tal chnologies should be identified.  Each technolog
it  defined and related to the capability needs.  To tc

gh trade offs of certain aspects (due 
be equired to the capability or constra

Verification planning should de
ling and/or critical technologies to meet system requirements. 

 Develop Functional Definitions for Enabling/Critical Technologies and 
cia ed Verification Plan 
This step requires the further decomposit
un tional requirements should be evaluated against available technologies, such that 

 and/or critical technologies can be defined.  Consideration should be given to inclu
onality and functional flow definition across the full system (tactical system, support 

al interfaces).  Critical to this analysis is an understanding of the level of functionality 



 111

analyzed
stay with nd may require changes to higher-level system definitions. 

tion planning should develop the test requirements to evaluate 
syste f g/critical technologies. 

4.3.2 4 s into Critical Component Definition and 
Tech l

to critical components of the system 
that will provide the required functionality.  Key to this analysis is an understanding of what 
funct s, or system components, operating as a 
funct
inter e hnology elements, should all be considered 

position and 
ion ese trades should be 

refle  (i.e., 

4.3.2 nologies; Update 
Cons

irements should have been analyzed, 
defin  
subst ti  
verification of the components against requirements, and integration of the components into an 
overa s step is the development of system concepts that 
will dem  overall system, indicate where enabling and/or critical 
techn  risk exists 
within the program

4.3.2

l 

 and assessed against desired functional performance.  Trade offs may be required to 
in program constraints a

System functional verifica
m unctionality and the maturity of the enablin

.3. . Decompose Functional Definition
no ogy Verification Plan 
This step includes the allocation of system functions in

ional performance is enabled by multiple system
onal entity.  Hardware elements, software elements, physical interfaces, functional i

fac s, standards, existing and to-be-developed tec
and defined in the system specification.  As in previous steps, this level of decom
allocat  may induce trades to stay within program constraints.  Th

cted in higher level functional, system, capability definitions, and system specifications
these engineering entities should be updated accordingly). 

System component verification planning should enable testing and validation of critical 
system components. 

.3.5. Develop System Concepts, i.e., Enabling/Critical Tech
traints and Cost/Risk Drivers 
At this point, all of the basic system design requ
ed, and reconciled with constraints.  The system components are synthesized and 
an ated (e.g., through analyses, modeling and simulation, demonstrations, etc.) to allow

ll ystem for further validation.  Key to this 
onstrate the viability of the

ology maturation should occur, and validation that acceptable trade space and
 constraints. 

.3.6. Demonstrate Enabling/Critical Technology Components Versus Plan 
Using the system component verification planning developed as part of the functiona

allocation, the system enabling/critical technology components should be evaluated.  E
results should be assessed against system component requirements, and the impact on the overall 
system capabilities and constraints determined.  Critical to this step is the understanding of test
results and how the system component functionality verifies or contradicts the desired 
capabilities, 

valuation 

 

as well as what enabling and/or critical component technologies are required and the 
level

nd trade 

. 

 of achievable performance.  Trade offs to system capability or additional system 
component development may be required, within the program and system constraints a
space available. 

4.3.2.3.7 Demonstrate System Functionality Versus Plan 
Utilizing the system functional verification plans developed as part of the functional 

analysis and decomposition, the overall system
on nts are integrated and assessed from 

 functionality should be evaluated.  System 
comp e a functional standpoint relative to desired 
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capabilities.  Critical to this step is the understanding of how the enabling components work 
toget  e achieved 
funct
of th n  maturity required to achieve critical functions.  Trade 
offs o t of functionality may be required within program 
and s e  trade space. 

4.3.2 8  the Integrated System Versus the Performance 
Spec

ment Models (EDMs), modeling and simulation, and the 

her as an integrated whole to enable functionality at the system level, and how th
 system capability.  Also important is an understanding ionality relates to the overall desired

e e abling and/or critical technology
f desired capability, or further refinemen
yst m constraints, and available

.3. . Demonstrate/Model
ification 
 Utilizing Engineering Develop

verification objectives previously defined (section 4.3.2.3.2.), evaluate t
system against system performance objectives and constraints.  System com

he overall integrated 
ponents are 

integ tical, 

le 
ptured in the Systems Specification.  Critical and/or 

enabling technologies should have demonstrated adequate maturity to achieve acceptable levels 
of risk.  The System Performance Specification serves as the guiding technical requirement for 
the system development effort. 

4.3.2.4. Technical Reviews during Technology Development 

4.3.2.4.1. System Requirements Review  (SRR) 
The SRR is conducted to ascertain progress in defining system technical requirements.  

This review determines the direction and progress of the systems engineering effort and the 
degree of convergence upon a balanced and complete configuration.  It is normally held during 
Technology Development, but may be repeated after the start of System Development and 
Demonstration to clarify the contractor's understanding of redefined or new user requirements. 

The SRR is a multi-disciplined technical review to ensure that the system under review can 
proceed into the System Development and Demonstration phase, and that all system 
requirements and performance requirements derived from the Initial Capabilities Document or 
draft Capability Development Document are defined and are consistent with cost (program 
budget), schedule (program schedule), risk, and other system constraints.  Generally this review 
assesses the system requirements as captured in the system specification, and ensures that the 
system requirements are consistent with the preferred system solution as well as available 
technologies resulting from the Technology Development phase.  Of critical importance to this 
review is an understanding of the program technical risk inherent in the system specification and 
in the System Development and Demonstration Phase Systems Engineering Plan.  Determining 
an acceptable level of risk is key to a successful review. 

rated from both physical and functional perspectives across the full system domain (tac
support, training, etc.).  Critical to this step is an understanding of: overall system capability 
versus need, level of achievable performance within the complete set of constraints, and the 
enabling/critical technologies requiring further development.  Trades at this level will include 
decisions as to acceptable technology risk versus desired system performance. 

4.3.2.3.9. Demonstrate and Validate the System Concepts and Technology Maturity 
Versus Defined User Needs 

Based upon the results of the verification of components, functionality, and system 
performance, a System Performance Specification should be created.  Trade-offs of achievab
performance should be complete and ca



 113

Completion of the SRR should provide: 

(1) An approved preliminary system performance specification; 

(2) A preliminary allocation of system requirements to hardware, human, and software 
subsystems; 

(3) Identification of all software components (tactical, support, deliverable, non-deliverable, 
etc.); 

(4) A comprehensive risk assessment for System Development and Demonstration; 

(5) An approved System Development and Demonstration Phase Systems Engineering Plan 
that addresses cost and critical path drivers; and 

(6) An approved Product Support Plan with updates applicable to this phase. 

During the SRR, the systems requirements are evaluated to determine whether they are 
fully defined and consistent with the mature technology solution, and whether traceability of 
systems requirements to the Initial Capabilities Document or draft Capability Development 
Document is maintained.  A successful review is predicated on the IPT’s determination that the 
system requirements, preferred system solution, available technology, and program resources 
(funding, schedule, staffing, and processes) form a satisfactory basis for proceeding into the 
System Development and Demonstration phase.  The program manager should tailor the review 
to the technical scope and risk of the system, and address the SRR in the Systems Engineering 
Plan. 

Typical SRR success criteria include affirmative answers to the following exit questions: 

or 

)  Are the system requirements sufficiently detailed and understood to enable system 
functional definition and functional decomposition? 

(1)  Can the system requirements, as disclosed, satisfy the Initial Capabilities Document 
draft Capability Development Document? 

(2

(3)  Is there an approved system performance specification? 

(4)  Are adequate processes and metrics in place for the program to succeed?  

(5)  Have Human Systems Integration requirements been reviewed and included in the 
overall system design? 

(6)  Are the risks known and manageable for development? 

(7)  Is the program schedule executable (technical and/or cost risks)? 

(8)  Is the program properly staffed? 

(9)  Is the program executable within the existing budget? 

(10)  Does the updated cost estimate fit within the existing budget? 

 (11) Is the preliminary Cost Analysis Requirements Description consistent with the 
approved system performance specification? 

 (12)  Is the software functionality in the system specification consistent with the software 
sizing estimates and the resource-loaded schedule? 
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ect execution.  Completion of the review should 
 

 

al 

; 

(13)  Did the Technology Development phase sufficiently reduce development risks? 

The SRR is important in understanding the system performance, cost, and scheduling 
impacts that the defined requirements will have on the system.  This is the last dedicated review 
of the system requirements, unless an additional SRR is held after the refining of the system 
performance constraints during the System Development and Demonstration Phase (see Section 
5.3.3.). 

4.3.2.4.2. Integrated Baseline Review (IBR) 

Progr managers should use the IBR throughout the program when Earned Value 
agement is required.  This review has a business focus, but should include the important 

technical considerations discussed below.  The process is composed of four steps: 

(1) The Program Manager’s assessment of their understanding of the risks; 

(2) Preparation for an IBR; 

(3) Execution of the IBR; and  

(4) The management process (the source of on-going mutual understanding). 

The key step in the process is execution of the IBR.  The IBR establishes a mutual 
understanding of the project performance measurement baseline.  This understanding provides 
for an agreement on a plan of action to evaluate the risks inherent in the PMB and the 
management processes that operate during proj
result in the assessment of risk within the PMB and the degree to which the following have been
established: 

(1) Technical scope of work is fully included and is consistent with authorizing documents;

(2) Key project schedule milestones are identified and supporting schedules reflect a logic
flow to accomplish the work; 

(3)  Resources (budgets, facilities, personnel, skills, etc.) are available and are adequate for 
the assigned tasks; 

(4)  Tasks are planned and can be measured objectively relative to the technical progress

(5)  Rationales underlying the PMB are reasonable; and 

(6) Management processes support successful execution of the project. 

Section 11.3.4 describes an IBR.  The Office of the Under Secretary of Defense for 
Acquisition, Technology, and Logistics, in cooperation with industry, has also prepared an IBR 
handbook. 

4.3.2.4.3. Technology Readiness Assessment (TRA) 
Per DoD Instruction 5000.2, the TRA is a regulatory information requirement for all 

acqu aturity 
 

s to 
d 

isition programs.  The TRA is a systematic, metrics-based process that assesses the m
of Critical Technology Elements.  The TRA should be conducted concurrently with other
Technical Reviews, specifically the Alternative Systems Review, System Requirements Review, 
or the Production Readiness Review.  If a platform or system depends on specific technologie
meet system operational threshold requirements in development, production, and operation, an
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on 
efined 

 
line 

in the

e next milestone decision date or relevant decision point.  Completion of the TRA 

as 

an submits the report to the appropriate Service 
offic

f 
echnical Assessment (ITA) in 

Ou ocesses in Technology Development 

if the technology or its application is either new or novel, then that technology is considered a 
Critical Technology Element.  The TRA should not be considered a risk assessment, but it 
should be viewed as a tool for assessing program risk and the adequacy of technology maturati
planning.  The TRA scores the current readiness level of selected system elements, using d
Technology Readiness Levels.  The TRA highlights critical technologies and other potential
technology risk areas that require program manager attention.  The TRA essentially “draws a 

 sand” on the day of the event for making an assessment of technology readiness for critical 
technologies integrated at some elemental level.  If the system does not meet pre-defined 
Technology Readiness Level scores, then a Critical Technology Element maturation plan is 
identified.  This plan explains in detail how the Technology Readiness Level will be reached 
prior to th
should provide: 

(1) A comprehensive review, using an established program Work Breakdown Structure 
an outline, of the entire platform or system.  This review, using a conceptual or established 
baseline design configuration, identifies program Critical Technology Elements; 

(2) An objective scoring of the level of technological maturity for each Critical Technology 
Element by subject matter experts; 

(3) Maturation plans for achieving an acceptable maturity roadmap for Critical Technology 
Elements prior to critical milestone decision dates; and 

(4) A final report documenting the findings of the assessment panel. 

After the final report is written, the chairm
ials and the program manager.  Once approved, the report and cover letter are forwarded to 

the service acquisition official.  For Acquisition Category ID or IAM programs, the service 
acquisition official provides a recommendation to DDR&E for DUSD(S&T) final approval.  I
deemed necessary, the DDR&E can conduct an Independent T
addition to, and totally separate from, the program TRA. 

4.3.2.5. tputs of the Systems Engineering Pr
• Preliminary System Performance Specification; 
• Live-Fire T&E Waiver request; 
• Test and Evaluation Master Plan; 
• Systems Engineering Plan; 
• Programmatic Environment, Safety, and Occupational Health Evaluation (PESHE); 
• NEPA Compliance Schedule (as required); 
• Program Protection Plan; 
• Technology Readiness Assessment; 
• Validated System Support and Maintenance Objectives and Requirements;  <make link 

to http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Me
mo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUI

http://www.acq.osd.mil/pm/currentpolicy/IBR_Guide_April_2003.doc


 116

tion=user-S/#page=21DE+with+Memo+-+October+24.pdf&loca )> <then delete text 
within angle brackets> 

• Footprint Reduction; 
• Inputs to the Integrated Baseline Review; 
• Inputs to the Information Support Plan; 
• Inputs to the System Threat Assessment; 
• Inputs to the Capability Development Document; 
• Inputs to the Acquisition Strategy; 
• Inputs to the Affordability Assessment; and 
• Inputs to the Cost and Manpower Estimate. 

4.3.3.  Phase 

Deci
phas

 with particular attention to minimizing the 
logis

poses of System Development and Demonstration are to:  

s 

ure, and 
syste
technology suite selected and integrated 

rements are 
r subsystem level, and are refined as a result of developmental and 

opera

m 
Deve  Demonstration. 

4.3.3 m Integration 
ocesses in System Development and Demonstration 

include the f

 System Development and Demonstration
A program usually enters the acquisition process at Milestone B, when the Milestone 
sion Authority permits the system to enter the System Development and Demonstration 
e and initiates the program.  A key emphasis during System Development and 

Demonstration is to ensure operational supportability
tics footprint. 

The pur
• Develop a system or increment of capability; 
• Reduce integration and manufacturing risk; 
• Ensure operational supportability with particular attention to reducing the logistic

footprint; 
• Implement human systems integration; 
• Design for producibility; 
• Ensure affordability and protection of critical program information; and  
• Demonstrate system integration, interoperability, safety, and utility. 

In System Development and Demonstration, the program, the system architect
m elements down to the configuration item level are defined based upon the mature 

during Concept Refinement and Technology 
Development.  During System Development and Demonstration, system design requi
allocated down to the majo

tional tests, and iterative systems engineering analyses.  The support concept and strategy 
are refined. 

Two work efforts, separated by the Design Readiness Review, comprise Syste
lopment and Demonstration: System Integration and System

.1. Inputs to the Systems Engineering Processes in Syste
Inputs to the Systems Engineering pr

ollowing: 
• System Performance Specification; 
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stem Support and Maintenance Objectives and Requirements; 
• Exit Criteria; 
• Validated Sy
• Acquisition Program Baseline; 
• Capability Development Document; 
• Systems Engineering Plan; 
• Information Support Plan; 
• Test and Evaluation Master Plan; and 
• Product Support Strategy. 

4.3.3.2. Purpose of Systems Engineering in System Integration  
The System Integration work effort begins when the program manager has a technical 

solution for the system or increment of capability, but has not integrated the components and 
subsystems into a system.  Through the use of systems engineering, the System Integration effort
integrates components and subsystems, completes the detailed design, and reduces system level 
risk.  The effort typically includes the demonstration of prototype articles or engineering 
development models. 

 

4.3.3 ties During System Integration 
 

Integ s below 
conta

.3. Key Systems Engineering Activi
Figure 4.3.3.3.1. identifies the systems engineering-related steps during the System
ration effort of the System Development and Demonstration Phase.  Paragraph
in additional detail on each step. 



Analyze

•Sys Performance Spec
•Exit Criteria
•Validated Sys Support &
M
R

aintenance Objectives &
equirements

•APB • CDD • SEP 
• ISP • TEMP

•Initial Prod Baseline
•Test Reports  • TEMP
Elements of Product Support
•Risk Assessment
•SEP   •TRA • PESHE

-Cost/Manpower Est.

•Inputs to:
-CPD  -STA  -ISP  

FCA

INPUTS
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Evolve Functional
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CI Functional (Design to) 

Specs and CI Verification Plan
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Trades

 

straints 
tep nputs available at this stage of the program, 

inclu

 
ase.  The 

prog  the specified system are adequately matured 
and m system specifications should consider all life-
cycle  footprint, 

Figure 4.3.3.3.1.  Systems engineering-related steps during the System Integration effort of System 
Development and Demonstration. 

 

4.3.3.3.1. Interpret User Needs, Refine System Performance Specifications and 
Environmental Con

This s includes understanding all of the i
ding the Initial Capabilities Document, Capability Development Document, Acquisition 

Program Baseline, Systems Engineering Plan, Test and Evaluation Master Plan, as well as 
validated system support and maintenance concepts and technologies.  The users and the 
requirements authority have already approved a minimum set of key performance parameters 
that are included in the Capability Development Document that guides the efforts of this phase.  
As the design matures, the program manager may conduct trade studies on the threshold and 
objective levels, and refine the key performance parameters thresholds and objectives with the 
approval of the requirements authority. 

Throughout the development activities, the program manager should maintain a thorough 
understanding of the key performance parameters, other specified performance parameters, and
the suite of matured technologies resulting from the Technology Development ph

ram manager should ensure that all aspects of
anaged as an integrated whole.  The refined 

 processes and constraints, such as system availability, supportability, logistics
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train
 manager should plan the Environment, 

ing, and other logistics requirements, developmental and operational test environments and 
scenarios, and disposal.  For example, the program
Safety, and Occupational Health assessment.  The program manager should develop and mana
the system requirements stemming from the life-cycle considerations, and use prototypes to 
ensure user and other stakeholder

ge 

 buy-in as the design matures.  The program manager should 
conti ineering Plan 
and P al 

 

ning of the system into subsystems leads to the definition of 
subsystem

 

nually update cost and schedule estimates synchronized with the Systems Eng
rogram Plan.  The program manager should continually address and characterize technic

risk, and prepare for an additional System Requirements Review, if required. 

4.3.3.3.2. Develop System Functional Specifications and System Verification Plan 
This step determines the required system functions based on the Capability Development

Document performance parameters and all other requirements and constraints, and allocates 
subsystems to each function.  Partitio

 interfaces and integration requirements.  The engineers define hardware, human, and 
software functional expectations, and establish the system functional baseline for the System
Functional Review that follows this step.  The program manager should continually monitor 
system cost, schedule, and risk.  The program manager should factor all design considerations 
into trade studies, and incorporate them into the design.  The program manager should develop 
plans for the subsystem integration, verification, and validation processes, as well as verification 
and validation plans for the system as a whole.  The planning should consider all interface 
functional and performance specifications. 

4.3.3.3.3. Evolve Functional Performance Specifications into Configuration Item (CI) 
Func

e specifications into system functional 
and p
envis
part o e 

d performance.  The program manager should continually 
moni

chara
cons onstrate the 
achievem

4.3.3 (“Build-to”) 
Documentation and Inspection Plan 

 of the system.  The design should include all 
hardw
docu omponents or coding 
the software elem
prog ts or reuse of 

tional (“Design-to”) Specifications and CI Verification Plan 
This step involves allocating functional performanc
erformance requirements allocated across the CIs.  Enabling or critical technologies, the 
ioned operational environment(s), the “ilities,” and the other logistics elements should be 
f satisfying performance needs.  The program manager should plan to test or verify th

configuration items for functionality an
tor risk and assess its impact on cost, schedule, and performance.  Additional analyses 

conducted at this step include a Failure Mode Effects and Criticality Analysis, a Failure Tree 
Analysis, and a Reliability-Centered Maintenance (RCM) Analysis. 

The program manager should convene a Preliminary Design Review after this step and 
approve the allocated baseline.  The allocated baseline includes all functional and interface 

cteristics allocated from the system, interface requirements with other CIs, and design 
traints.  The allocated baseline should describe the verification required to dem

ent of specified functional and interface characteristics. 

.3.4. Evolve CI Functional Specifications into Product 

This step finalizes the detailed design
are and software components.  The engineers should complete drawings and other 

mentation for “building” the components (i.e., fabricating hardware c
ent) and plan for the integration and testing of all of the components.  The 

ram manager should plan the acquisition of any commercial item componen
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comp ealthonents from some other effort.  Environment, Safety and Occupational H  and other 
life-c  level of the system 
shou level of design.  The 
prog

d a Maintenance Task Analysis.  
Anal  

 Design Review at the end of this step.  The 
end p

n 

4.3.3
omponents; 

e 
ubsystem, and component design requirements should have been developed.  The 

prog
 be 

 current increment, the program manager should integrate and test an alternative, 
matu  t ology 
to the e  
sched e

ment models, and should 
include d the Design Readiness Review.  During this time, the 
program iness Review. 

4.3.3  on 

4.3.3 1
elopment 

and Dem

ycle and/or environmental considerations that affect the component
ld be part of the decision-making and trade studies that occur at this 
ram manager should continually assess cost, schedule, and performance.  Additional 

analyses at this step include a Level of Repair Analysis an
ysts should estimate the projected system reliability from demonstrated reliability rates.

The program manager should convene a Critical
roduct of the Critical Design Review is a product baseline.  The majority of production 

capable system drawings should have been validated and approved prior to the Critical Desig
Review. 

.3.5. Fabricate, Assemble, Code to “Build-to” Documentation 
This step involves fabricating hardware components and coding software c

acquiring all other components, including commercial items, being bought or reused; and then 
assembling the components according to the integration (and test) planning.  At this point, all th
system, s

ram manager should manage the design requirements and plan for corrective action for any 
discovered hardware and software deficiencies.  If any technology is not mature enough to
used in the

re, echnology in its place.  The program manager should relegate the immature techn
 n xt increment of the system.  The program manager should continually assess cost,
ul , and performance. 

This step will usually result in prototypes and engineering develop
evelopmental testing to support 

 manager should prepare the required information for the Design Read

.4. Technical Reviews During System Integrati

.4. . Integrated Baseline Review  (IBR) 
The program manager may convene an additional IBR to support the System Dev

onstration contract.  Section 4.3.2.4.2 of this Guidebook discusses the systems 
engineering considerations associated with an IBR.  Section 11.3.4 describes an IBR, and the 
Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics, in 
cooperation with industry, has prepared an IBR handbook. 

4.3.3.4.2. System Requirements Review (SRR) 

The SRR is a multi-functional technical review to ensure that all system and performance 
requirements derived from the Capability Development Document are defined and consistent 
with cost (program budget), schedule (program schedule), risk, and other system constraints.
Generally this review assesses the system requirements captured in the system specificatio
review ensures consistency between the system requirements and the preferred system solut
and available technologies.  The assigned manager may convene an SRR prior to program 
initiation, during Technology Development; and the program manager may convene an SRR 
during System Development and Demonstration.  

  
n.  The 

ion 

tion 4.3.2.4.1.Sec  of this Guidebook discusses 
the systems engineering considerations associated with an SRR. 
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. 
an 
 

fined and are consistent 
nd other system constraints.  
s as captured in system 

speci
posed 

-level subsystem functionality that may define hardware and software 
requirements.  The SFR determines whether the systems functional definition is fully 
decomposed to a low level, and whether the IPT is prepared to start preliminary design. 

Completion of the SFR should provide: 

(1) An established system functional baseline; 

(2) An updated risk assessment for the System Development and Demonstration phase; 

(3) An updated Cost Analysis Requirements Description (CARD) (or CARD-like 
document) based on the system functional baseline; 

(4) An updated program development schedule including system and software critical path 
drivers; and 

(5) An approved Product Support Plan with updates applicable to this phase. 

The SFR determines whether the system’s lower-level performance requirements are fully 
defined and consistent with the mature system concept, and whether lower-level systems 
requirements trace to top-level system performance and the Capability Development Document.  
A successful SFR is predicated upon the IPT’s determination that the system performance 
requirements, lower level performance requirements, and plans for design and development form 
a satisfactory basis for proceeding into preliminary design. 

The program manager should tailor the review to the technical scope and risk of the system, 
and address the SFR in the Systems Engineering Plan.  The SFR is the last review that ensures 
the system is credible and feasible before more technical design work commences. 

Typical SFR success criteria include affirmative answers to the following exit questions: 

(1) Can the system functional requirements, as disclosed, satisfy the Capability 
Development Document? 

(2) Are the system functional requirements sufficiently detailed and understood to enable 
system design to proceed? 

(3) Are adequate processes and metrics in place for the program to succeed? 

(4) Are the risks known and manageable for development? 

(5) Is the program schedule executable (technical/cost risks)? 

(6) Is the program properly staffed? 

(7) Is the program with the approved functional baseline executable within the existing 
budget? 

4.3.3.4.3 System Functional Review  (SFR) 
The SFR is a multi-disciplined technical review to ensure that the system under review c

proceed into preliminary design, and that all system requirements and functional performance
requirements derived from the Capability Development Document are de
with cost (program budget), schedule (program schedule), risk, a
Generally this review assesses the system functional requirement

fications (functional baseline), and ensures that all required system performance is fully 
decomposed and defined in the functional baseline.  System performance may be decom
and traced to lower
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(8) Is the updated Cost Analysis Requirements Description consistent with the approved 

estimate fit within the existing budget? 

0) Has the system Functional Baseline been established to enable preliminary design to     

n 

 

 have been 

 whether the hardware, human, and software preliminary designs are complete, 
and w e 

so 

documentation.  A successful review is predicated on the Integrated Product 

 into 

the technical scope and risk of the system, 
and address the PDR in the Systems Engineering Plan. 

functional baseline? 

(9) Does the updated cost 

(1
proceed with proper Configuration Management? 

(11) Is the software functionality in the approved functional baseline consistent with the 
updated software metrics and resource loaded schedule? 

4.3.3.4.4. Preliminary Design Review  (PDR) 
The PDR is a multi-disciplined technical review to ensure that the system under review ca

proceed into detailed design, and can meet the stated performance requirements within cost 
(program budget), schedule (program schedule), risk, and other system constraints.  Generally, 
this review assesses the system preliminary design as captured in performance specifications for
each configuration item in the system (allocated baseline), and ensures that each function in the 
functional baseline has been allocated to one or more system configuration items.  Configuration 
items may consist of hardware and software elements and include such items as airframes, 
avionics, weapons, crew systems, engines, trainers/training, etc. 

Completion of the PDR should provide: 

(1) An established system allocated baseline; 

(2) An updated risk assessment for System Development and Demonstration; 

(3) An updated Cost Analysis Requirements Description (CARD) (or CARD-like 
document) based on the system allocated baseline; 

(4) An updated program schedule including system and software critical path drivers; and 

(5) An approved Product Support Plan with updates applicable to this phase. 

For complex systems, the program manager may conduct a PDR for each subsystem or 
configuration item, leading to an overall system PDR.  When individual reviews
conducted, the emphasis of the overall system PDR should focus on configuration item 
functional and physical interface design, as well as overall system design requirements.  The 
PDR determines

hether the Integrated Product Team is prepared to start detailed design and test procedur
development. 

The PDR evaluates the set of subsystem requirements to determine whether they correctly 
and completely implement all system requirements allocated to the subsystem.  The PDR al
determines whether subsystem requirements trace with the system design.  At this review the 
Integrated Product Team should review the results of peer reviews of requirements and 
preliminary design 
Team’s determination that the subsystem requirements, subsystem preliminary design, results of 
peer reviews, and plans for development and testing form a satisfactory basis for proceeding
detailed design and test procedure development. 

The program manager should tailor the review to 
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Typical PDR success criteria include affirmative answers to the following exit questions:

(1) Does the status of the technical effort and design indicate operational test success 
(operationally suitable and effective)? 

(2) Can the preliminary design, as disclosed, satisfy the Capability Development 
Document? 

(3) Has the system allocated baseline been established and documented to enable detailed 
design to proceed with proper configuration management? 

 (4) Are adequate processes and metrics in place for the program to succeed? 

 (5) Have human integration design factors been reviewed an
the overall system design? 

(6) Are the risks known and manageable fo

(7) Is the program schedule executable (technical/cost risks)? 

(8) Is the program properly staffed? 

(9) Is the program executable with the existing budget and with the approved system 
allocated baseline? 

(10) Does the updated cost estimate fit within the existing budget? 

(11) Is the preliminary design producible within the production budget? 

(12) Is the updated Cost Analysis Requirements Description consistent with the approved
allocated ba

(13) Is the software functionality in the approved allocated baseline consistent with the 
updated software metrics and resource-loaded schedule? 

The program manager should conduct the PDR when all major design issu
ved and work can begin on detailed design.  The PDR should address and 
m-wide issues. 

4.3.3.4.5. Critical Design Review  (CDR) 

The CDR is a multi-disciplined technical review to ensure that the system under review
proceed into system fabrication, demonstration, and test; and can meet the stated performance 
requirements within cost (program budget), schedule (program schedule), risk, and other sy
constraints.  Generally this review assesses the system final design as captured in product 
specifications for each configuration item in the system (product baseline), and ensures that eac
product in the product baseline has been captured in the detailed design documentation.  Product 
specifications for hardware enable the fabrication of config

uction drawings.  Product specifications for software (e.g. Software Design Documents) 
enable coding of a Computer Software Configuration Item.  Configuration items may consist of 
hardware and software elements, and include items such as airframe, avionics, weapons, crew 
systems, engines, trainers/training, etc.  Completion of the CDR should provide: 

(1) An established system product baseline; 

(2) An updated risk assessment for System Development and Demonstration; 
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ns for testing form a satisfactory basis for 
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ss the CDR in the Systems Engineering Plan. 

ffirmative answers to the following exit questions: 

(oper

nt or 

ented to enable hardware 
fabri n management? 

(5) Are adequate processes and metrics in place for the program to succeed? 

elopmental testing and operational testing? 

(3) An updated Cost Analysis Requirements Description (CARD) (or CARD-like 
document) based on the system product baseline; 

(4) An updated program development schedule including fabrication, test, and software 
coding c

(5) An approved Product Support Plan with updates applicable to this phase. 

For complex systems, the program manager may conduct a CDR fo
guration item.  These individual reviews would lea
idual reviews have been conducted, the emphasis of the overall system CDR should focus

on configuration item functional and physical interface design, as well as overall system detail 
design requirements.  The CDR determines whether the hardware, human, and software final 
detail designs a

cation, demonstration, and test. 

The subsystem detailed designs are evaluated to determine whether they correctly and 
completely implement all system requirements allocated to 

ability of final subsystem requirements to final system detail design is maintained.  At this 
review, the Integrated Product Team also reviews the results of peer reviews on requirements 

inal detail design documentation, and ensures that the latest estimates of cost (develo
e detail design.  A successful review is predicated 

e Integrated Product Team’s determination that the subsystem requirements, subsystem 
detail design, results of peer reviews, and pla

eding into system fabrication, demonstration and test. 

The program manager should tailor the review to the technical scope and risk of the system, 
and addre

Typical CDR success criteria include a

(1) Does the status of the technical effort and design indicate operational test success 
ationally suitable and effective)? 

(2) Does the detailed design, as disclosed, satisfy the Capability Development Docume
any available draft Capability Production Document?  

(3) Has the system product baseline been established and docum
cation and software coding to proceed with proper configuratio

(4) Has the detailed design satisfied Human Systems Integration (HSI) requirements? 

(6) Are the risks known and manageable for dev

(7) Is the program schedule executable (technical/cost risks)? 

(8) Is the program properly staffed? 

(9) Is the program executable with the existing budget and the approved product baseline? 

(10) Is the detailed design producible within the production budget? 

(11) Is the updated CARD consistent with the approved product baseline? 
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4.3.3 neering Processes/Inputs to the Design Readiness 
Review

 outputs of the systems engineering processes in System Integration become the inputs 
to the 

(12) Are Critical Safety Items and Critical Application Items identified? 

(13) Does the updated cost esti

(14) Is the software functionality in the approved product baseline consistent with the 
ted software metrics and resource-loaded schedule?  

(15) Have key product characteris
bly, cost, reliability, or safety been identified? 

(16)  Have the critical manufa
ified and their capability to meet design tolerances determined? 

(17) Have process control plans been devel

The program manager should conduct the CDR when the “build-to” baseline has been 
ved, allowing production and coding of software deliverables to proceed. 

.5. Outputs of the Systems Engi
 

The
Design Readiness Review.  These inputs include the following m

rity: 
easures of design 

matu
l reviews successfully completed; 

d critical manufacturing processes; 

  
ion phase with 

the S e system 
rough 

sing the 

nd 
nd 

• The number of subsystem and system technica
• The percentage of drawings completed; 
• Planned corrective actions to hardware/software deficiencies; 
• Adequate development testing; 
• An assessment of environment, safety and occupational health risks; 
• A completed failure modes and effects analysis; 
• The identification of key system characteristics an

and 
• An estimate of system reliability based on demonstrated reliability rates; etc. 

4.3.3.6. Purpose of Systems Engineering in System Demonstration 
Successful completion of the Design Readiness Review and successful demonstration of the 

system in prototypes or engineering development models end System Integration work effort.
The program will normally continue in the System Development and Demonstrat

ystem Demonstration effort.  System Demonstration demonstrates the ability of th
to operate in a useful way consistent with the approved key performance parameters.  Th
the use of systems engineering, a system is demonstrated in its intended environment, u
selected prototype.  When the necessary industrial capabilities are reasonably available, the 
system satisfies approved requirements, and the system meets or exceeds exit criteria and 
Milestone C entrance requirements, the System Demonstration effort may end.  Key to the 
System Demonstration effort is acceptable performance in developmental test and evaluation a
early operational assessments, and the use of modeling and simulation to support test design a
the demonstration of satisfactory system integration. 
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4.3.3

engin
final

the System 
Deve  detail on each step is contained in the 
paragraphs below. 

.7. Inputs to the Systems Engineering Processes in System Demonstration 
The results of the Design Readiness Review provide the principal inputs to the systems 
eering processes during System Demonstration.  The Capability Production Document, 

ized after the Design Readiness Review, provides additional input. 

4.3.3.8. Key SE Activities During System Demonstration 

Figure 4.3.3.8.1. illustrates the steps during the System Demonstration part of 
lopment and Demonstration phase.  Further
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ental Test and Evaluation verifies Individual Configuration Items 
o

hardware and independent verification and validation of software.  Special attention should be 
place
any asse  their requirements and function in the environment of their 
intended use.  Developmental test and evaluation is conducted on the configuration items to 
asses  risk, cost, 
and s e  Validation 
proce esign Solution process for refinement to the design.  Early 
comp e me level of review as the final system level tests. 

4.3.3 2
Evaluat
Specific

Figure 4.3.3.8.1.  Systems engineering-related steps during the System Demonstration effort of System 
Development and Demonstration. 

 

4.3.3.8.1. Developm
Dem nstrate, according to the verification and validation plans, the physical, electrical, 

softw e tics of the components to be integrated.  Begin unit testing of ar , and other characteris

d on the integration and testing of commercial components.  Ensure the components and 
mblies of them meet

s technical progress against critical technical parameters.  Continue to monitor
h dule.  Design issues that arise as a result of the Integration, Verification, orc

sses should feed back into the D
on nt level test may not require the sa

.8. . Integrated Developmental Test and Evaluation, Live Fire Test and 
ion, and Early Operational Assessments verify Performance Compliance to 
ations 
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Ver
design re te subsystem hardware and software in their intended 

ent.  Early operational assessm

e 

nfiguration item meets specification requirements. 

4.3.3.8.3. System Developmental Test and Evaluation, Live Fire Test and Evaluation, 
and Operational Assessments verify System Functionality and Constraints Compliance to 
Specifications 

Integrate the subsystems into the defined system and demonstrate the integrated system 
under its operational environment constraints.  This verifies that the system meets performance 
and functionality requirements, and validates the use of the system in its intended environment.  
This step includes developmental test and evaluation, any live fire test and evaluation, and 
operational assessments

ify subsystem hardware and software performance against their defined subsystem 
quirements.  Demonstra

environm ents and developmental test and evaluation are 
conducted at the subsystem level, and risk, cost, and schedule continue to be monitored. 

The Test Readiness Review occurs after this activity.  The program manager determines th
“formality” and scope of the Test Readiness Review for each assembly or subsystem. 

The program manager also conducts the Functional Configuration Audit to verify that the 
actual performance of the co

 on the integrated system.  All integration and interface issues must be 
resolved.  Monitor and analyze risks as they pertain to the cost, schedule, and performance of the 
integrated system. 

4.3.3.8.4. Combined Developmental Test and Evaluation, Operational Test and 
Evaluation, and Live Fire Test and Evaluation Demonstrate System to Specified User 
Needs and Environmental Constraints 

Verify and validate the integrated system against the specified operational requirements 
within the required operational environment(s) to ensure the system can satisfy operational 
expectations.  The developmental and operational test environments and scenarios must be 
defined, and cost, schedule, and performance considerations must be continually addressed.  This 
involves interoperability and interfaces for the system within any system of systems in which it 
operates.  Any interface and interoperability issues for the system must be resolved for the 
system to achieve its interoperability certification in the next phase.  Operational supportability 
should be confirmed at this time.  In preparation for the Production Readiness Review, this step 
should confirm that the manufacturing processes are under control and that there are no 
significant manufacturing risks.  Technical risk must be addressed, characterized, and mitigated. 

4.3.3.9.1. Test Readiness Review (TRR) 
bsystem or system 

unde thods 
 

f 
f 

ssesses the 
risk to 

determine readiness to proceed to formal testing.  In addition to adequate planning and 

4.3.3.9. Technical Reviews During System Demonstration 

The TRR is a multi-disciplined technical review to ensure that the su
r review is ready to proceed into formal test.  The TRR assesses test objectives, test me

and procedures, scope of tests, and safety and confirms that required test resources have been
properly identified and coordinated to support planned tests.  The TRR verifies the traceability o
planned tests to program requirements and user needs.  The TRR determines the completeness o
test procedures and their compliance with test plans and descriptions.  The TRR a
system under review for development maturity, cost/ schedule effectiveness, and 
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nt, t

This discussion principally addresses the TRR to support the readiness for a system to 
to sy gram manager could utilize the 

TRR

d the identified level of risk within the program.  The scope of the 
review is directly related to the risk level associated with performing the planned tests and the 

 Plan. 

m 
e 

d on the program manager’s and Test and 
Eval

lopmental Test. 

y plan and properly resource test 
even

 
d representative to accomplish planned 

test o

 

manageme o be effective the program manager should follow-up with the outcomes of the 
TRR. 

Test and evaluation is an integral part of the systems engineering processes of Verification 
and Validation.  Test and evaluation should permeate the entire life cycle of an acquisition 
program. 

Test and evaluation is also an important tool to identify and control risk. 

proceed in stem-level Developmental Test.  However, the pro
 process to support all tests in all phases of an acquisition program, including testing within 

a system of systems context.  A robust test program should enhance the program manager's 
ability to identify and manage risk.  The program managers and Test and Evaluation Working-
level Integrated Product Team should tailor any TRR to the specific acquisition phase, the 
specific planned tests, an

importance of the test results to overall program success.  The program manager should address 
the scope of the TRR(s) in the Systems Engineering

The level of specific risk will vary as a system proceeds from component level, to syste
level, to systems of systems level testing.  Early component level test may not require the sam
level of review as the final system level tests.  Sound judgment should dictate the scope of a 
specific test or series of tests. 

Readiness to convene a TRR is predicate
uation Working-level Integrated Product Team’s determination that preliminary testing, 

functional testing, and pre-qualification testing results form a satisfactory basis for proceeding 
with a TRR and subsequent initiation of formal, system-level Deve

As a practical matter, the program manager should carefull
ts. 

Regardless of stage of development or the level of the testing (component, subsystem, or 
system), the basic tenets of this discussion about the TRR should apply. 

The TRR should answer the following questions: 

 (1) Why are we testing?  What is the purpose of the planned test?  Does the planned test 
verify a requirement that is directly traceable back to a system specification or other program 
requirement?  

(2) What are we testing (subsystem, system, system of systems, other)?  Is the configuration
of the system under test sufficiently mature, defined, an

bjectives and or support defined program objectives? 

(3) Are we ready to begin testing?  Have all planned preliminary, informal, functional, unit
level, subsystem, system, and qualification tests been conducted, and are the results satisfactory?  

(4) What is the expected result and how can/do the test results affect the program?  

(5) Is the planned test properly resourced (people, test article or articles, facilities, data 
systems, support equipment, logistics, etc.) 
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4.3.3 2
ration Audit) is a multi-disciplined 

techn  under review can proceed into Low-Rate Initial 
Prod i program budget), schedule (program schedule), 
risk,  audit trail from the Critical Design 

t, as evidenced in its production configuration, and 
deter
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g exit questions: 

(oper

s known and manageable? 

derstood to the level appropriate for this review? 

n Recurring Engineering requirement executable with the existing 
budget? 

ducible within the production budget? 

4.3.3 3 ess Review (PRR) 

(6) What are the risks associated with the tests and how are they being mitigated?  

(7) What is the fall-back plan should a technical issue or potential showstopper arise during 
testing? 

Typical TRR success criteria include: 

(1) Completed and approved test plans for the system under test; 

(2) Completed identification and coordination of required test resources; 

(3) The judgment that previou
satisfactory basis for proceeding into planned tests; and 

(4) Identified risk level ac

Te t and evaluatio

.9. . System Verification Review (SVR) 
The SVR (synonymous with Functional Configu
ical review to ensure that the system

uct on and Full-Rate Production within cost (
and other system constraints.  Generally this review is an

Review.  It assesses the system final produc
mines if it meets the functional requirements (derived from the Capability Development 

Document and draft Capability Production Document) documented in the Functional, Allocate
and Product Baselines.  The SVR establishes and verifies final product performance.  It provides 
inputs to the Capability Production Document.  The SVR is often conducted concurrently with 
the Production Readiness Review.  

Typical SVR success criteria include affirmative answers to the followin

(1) Does the status of the technical effort and system indicate operational test success 
ationally suitable and effective)? 

(2) Can the system, as it exists, satisfy the Capability Development Document/draft 
Capability Production Document? 

(3) Are adequate processes and metrics in place for the program to succeed? 

(4) Are the risk

(5) Is the program schedule executable within the anticipated cost and technical risks? 

(6) Are the system requirements un

(7) Is the program properly staffed? 

(8) Is the program’s No

(9) Is the system pro

.9. . Production Readin
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 of the 
manufacturing processes, the Quality Management System, and the production planning (i.e. 
facilities, tooling and test equipment capacity, personnel development and certification, process 
documentation, inventory management, supplier management, etc.)  A successful review is 

 requirements are fully 
met in the final production configuration, and that production capability forms a satisfactory 
basis for proceeding into Low-Rate Initial Production and Full-Rate Production. 

me contractor and major 
subc

 

ompletion of the System Development and 
Demonstration phase and the start of the Production and Deployment Phase.  The final PRR 

ds into Low-Rate Initial 
Prod

. 

ented to enable hardware 
ation management? 

)? 

ailored, PRR may be appropriate in the Production and Deployment phase for 

The PRR examines a program to determine if the design is ready for production a
ucer has accomplished adequate production planning.  The review examines risk; it 

determines if production or production preparations incur unacceptable risks that might breach 
thresholds of schedule, performance, cost, or other established criteria.  The review evaluates the
full, production-configured system to determine if it correctly and completely implements all 
system requirements.  The review determines whether the traceability of final system 
requirements to the final production system is maintained. 

At this review, the Integrated Product Team should review the readiness

predicated on the Integrated Product Team’s determination that the system

The program manager should convene a PRR of the pri
ontractors, as applicable.  The PRR(s) should be conducted in an iterative fashion, 

concurrently with other technical reviews, such as the System Functional Review, the 
Preliminary Design Review, and the Critical Design Review, during the System Development
and Demonstration phase.  Periodic production readiness assessments should be conducted 
during the System Demonstration work effort to identify and mitigate risks as the design 
progresses.  The “final” PRR should occur at the c

should assess the manufacturing and quality risk as the program procee
uction and Full-Rate Production. 

The program manager should tailor the PRR to the technical scope and risk associated with 
the system.  The program manager should address the PRR in the Systems Engineering Plan

Typical PRR success criteria include affirmative answers to the following exit questions: 

(1)  Has the system product baseline been established and docum
fabrication and software coding to proceed with proper configur

(2)  Are adequate processes and metrics in place for the program to succeed? 

(3)  Are the risks known and manageable? 

(4)  Is the program schedule executable (technical/cost risks

(5)  Is the program properly staffed? 

(6)  Is the detailed design producible within the production budget? 

A follow-on, t
the prime contractor and major subcontractors if: 

(1)  Changes from the System Development and Demonstration phase and during the 
production stage of the design, in either materials or manufacturing processes, occur; 

(2)  Production start-up or re-start occurs after a significant shutdown period; 

(3)  Production start-up with a new contractor; or 
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4.3.3

(4)  Relocation of a manufacturing site. 

.9.4. Technology Readiness Assessment (TRA) 
The program manager should normally conduct a second TRA prior to Milestone C.  The 

TRA may be held concurrently with other technical reviews, specifically System Requirements 
Review, Critical Design Review, System Verification Review, or Production Readiness Review. 
Completion of this TRA should provide: 

(1) An evaluation 

 

of system technology maturity based on the Work Breakdown Structure; 

n ob vel of technological maturity; and 

Te

(2) A jective scoring of the le

(3) Mitigation plans for achieving acceptable maturity prior to milestone decision dates. 

4.3.3.10. Outputs of the Systems Engineering Processes in System Development and 
Demonstration 

• Initial Product Baseline; 
• Test Reports; 
• st and Evaluation Master Plan; 
• E

http://acc.dau.mil/simplify/file_d
lements of Product Support;  <make link to 

ownload.php/FINAL+GUIDE+with+Memo+-
e+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_M

mo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUI
DE+with+Memo+-+October+24.pdf&location=user-S/#page=22)> <then delete text 
within angle brackets> 

• Risk Assessment; 
• Systems Engineering Plan; 
• Technology Readiness Assessment; 
• Programmatic Environment, Safety, and Occupational Health Evaluation; 
• Inputs to the Capability Production Document; 
• Inputs to System Threat Assessment; 

ion Support Plan• Inputs to the Informat ; and 
• Inputs to Cost and Manpower Estimate. 

4.3.4. Production and Deployment Phase  
The Production and Deployment Phase commences at Milestone C and encompasses 

Operations and Support.  During the Production and Deployment Phase, the system should 
achieve operational capability that satisfies mission needs. 

Two work efforts, separated by the Full-Rate Production Decision Review, comprise th
Production and Deployment Phase: Low-Rate Initial Production and Full-Rate Production an
Deployment. 

e 
d 

4.3.4.1. in Production and Deployment  Purpose of Systems Engineering 
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 reveal issues that require improvements or redesign.  As the testing environment more 
close

e product somewhat may provide enhancements in the 
manu

s engineering effort in Full-Rate 
Prod

ent 

perations 

As the integrated components develop into a system, the test and evaluation processes 
frequently

ly approaches that of the users needs, the required improvements might be complex and/or 
subtle.  The initial manufacturing process may also reveal issues that were not anticipated.  It 
may be discovered that changing th

facturing or other supporting processes.  Low-Rate Initial Production should result in 
completion of manufacturing development.  The system

uction and Deployment delivers the fully-funded quantity of systems and supporting 
materiel and services for the program or increment.  During this effort, units attain Initial 
Operational Capability. 

4.3.4.2. Inputs to the Systems Engineering Processes in Production and Deploym
• Test Results 
• Exit Criteria to leave the Production and Deployment phase and enter the O

and Support phase 
• Acquisition Program Baseline 
• Capability Development Document and Capability Production Document 
• Systems Engineering Plan 
• Test and Evaluation Master Plan 
• Product Support Package  <make link to 

http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Me

me=FINAL+GUI

3.1. illustrates the steps during the Production and Deployment phase.  Some 
activ

mo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&na
DE+with+Memo+-+October+24.pdf&location=user-S/#page=22)> <then delete text 
within angle brackets> 

4.3.4.3. Key Systems Engineering Activities During Production and Deployment 
Figure 4.3.4.
ities and reports are shown outside of the systems engineering V-shaped model that was 

used in describing the other phases.  The paragraphs below contain further detail on each step.  
The Test Readiness Review and Physical Configuration Audit are covered in Sections 4.3.3.9.1 
and 4.3.4.4.3, respectively. 

http://www.fsa.usda.gov/dafp/cepd/epb/statutes/NEPAStatute.pdf
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Figure 4.3.4.3.1.  Systems Engineering Activities During Production and Deployment.  

 

4.3.4.3.1. Analyze Deficiencies to Determine Corrective Actions 
Using the aggregation of all inputs available at this stage of the program (test results, 

maintenance reports, exit criteria from System Development and Demonstration, Capability 
Production Document, Systems Engineering Plan, Test and Evaluation Master Plan, as well as
associated support and maintenance concepts), known deficiencies are analyzed.  A solution is 

ocesses.  A plan to 
build/modify/verify, and test the proposed solution is formulated and approved.  

ation (Hardware, Software, and Specifications) to Correct 

 

 

proposed through the employment of Systems Engineering pr

4.3.4.3.2. Modify Configur
Deficiencies 

The proposed solution to the deficiency is translated to the appropriate hardware/software 
or specification changes.  Modifications are created, incorporated, and verified in accordance 
with the approved plan.  This product change may include retrofit, since the production process
has begun.  The impact on system cost, schedules, and performance should also be considered 
when addressing production incorporation. 

4.3.4.3.3. Verify and Validate Production Configuration 
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cess 

ction 

The proposed solution to the system deficiency should be verified and tested.  This pro
may require the spectrum from laboratory through full operational system testing.  These test, 
analyze and fix activities may have to be repeated to resolve deficiencies or further improve the 
system solution.  These approved changes should be incorporated into the final produ
configuration baseline. 

4.3.4.4. Technical Reviews During Production and Deployment 

4.3.4.4.1. Integrated Baseline Review (IBR) 
The program manager may convene an additional IBR to support the Low-Rate Initial 

Production contract.  Section 4.3.2.4.2. of this Guidebook discusses the systems engineering 
considerations associated with an IBR.  Section 11.3.4. describes an IBR in detail.  The Office of 
the Under Secretary of Defense for Acquisition, Technology, and Logistics, in cooperation with 
industry has also prepared an IBR handbook. 

Completion of IBR at this stage of the life cycle should result in the assessment of risk and 
the degree to which the six criteria described in 4.3.2.4.2 are met. 

4.3.4.4.2. Operational Test Readiness Review (OTRR)  
e

Evaluati e 
“product
a high pr
during o
introduc
The unde nt 
is import
evaluate n. 

4.3.4 3
The

examine
documen ctice 
of assuri
control s
and cont
the produ
impacted/redesigned after completion of the System Verification Review (SVR).  A PCA is 
norm is 
acquiring h 
control o ) the 
contracto  the detail 
design o esign 
and man  
not cond
producti

Th  program manager may conduct another TRR prior to Initial Operational Test and 
on.  The OTRR is a multi-disciplined product and process assessment to ensure that th
ion configuration” system can proceed into Initial Operational Test and Evaluation with 
obability of successfully completing the operational testing.  Successful performance 
perational test generally indicates that the system is suitable and effective for service 
tion.  The Full Rate Production Decision may hinge on this successful determination.  
rstanding of available system performance to meet the Capability Production Docume
ant to the OTRR.  The OTRR is complete when the Service Acquisition Executive 
s and determines materiel system readiness for Initial Operational Test and Evaluatio

.4. . Physical Configuration Audit (PCA) 
 PCA is conducted around the time of the full rate production decision.  The PCA 

s the actual configuration of an item being produced.  It verifies that the related design 
tation matches the item as specified in the contract.  In addition to the standard pra
ng product verification, the PCA confirms that the manufacturing processes, quality 
ystem, measurement and test equipment, and training are adequately planned, tracked, 
rolled.  The PCA validates many of the supporting processes used by the contractor in 
ction of the item and verifies other elements of the item that may have been 

ally conducted when the government plans to control the detail design of the item it 
 via the Technical Data Package.  When the government does not plan to exercise suc
r purchase the item's Technical Data Package (e.g., performance based procurement
r should conduct an internal PCA to define the starting point for controlling

f the item and establishing a product baseline.  The PCA is complete when the d
ufacturing documentation match the item as specified in the contract.  If the PCA was
ucted prior to the full rate production decision, it should be performed as soon as 
on systems are available. 
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4.3.4
• 
• 
• 

.5. Outputs of the Systems Engineering Processes in Production and Deployment 
Production Baseline; 
Test Reports; 
Test and Evaluation Master Plan; 

• Programmatic Environment, Safety, and Occupational Health Evaluation; 
• NEPA Compliance Schedule (as required); 

Systems Engineering Plan• ; and 
• Inputs to Cost and Manpower Estimate. 

Operations and Support Phase  
 objective of this phase is the execution of a support program that meets operational 
erformance requirements and sustains the system in the most cost-effective manner 
otal life cycle.  When the system reaches the end of its useful life, the Department must 
f it.  These two work efforts, Sustainment and Disposal, comprise the Operations and 

Phase. 

Purpose of Systems Engineering in Operations and Support 
ing the Sustainment effort of the Operations and Support Phase, systems engineerin
s support in-service reviews, trade studies, and decision making on modifications, 
, and future increments of the system.  Interoperability or technology improvements, 
anufacturing obsolescence, aging aircraft (or system) issues, premature failures, 

in fuel or lubricants, Joint or service commonality, etc. may all indicate the need for a 
pgrade(s). 

4.3.5. 
The

support p
over its t
dispose o
Support 

4.3.5.1. 
Dur g 

processe
upgrades
parts or m
changes 
system u

 
System disposal is not a systems engineering activity.  However, systems engineering 

processes that inject disposal requirements and considerations into the earlier design processes
ultimately address and impact disposal. 

4.3.5.2. Inputs to the Systems Engineering Processes in Operations and Support 
• Service Use Data; 
• User feedback; 
• Failure reports; 
• Discrepancy reports; and 
• Systems Engineering Plan. 

4.3.5.3. Key Systems Engineering Activities During Operations and Support  
Figure 4.3.5.3.1. illustrates the steps during the Operations and Support phase.  Further 

detail on each step is contained in paragraphs 4.3.5.3.1. through 4.3.5.3.7.  Systems engineering 
c ration and support of the system, and be used to continuously assess 

field s, 
should ontinue during ope

ed system technical health against documented performance requirements and effectivenes
suitability, and risk measures.  In-service systems engineering provides the program manager 
with an integrated technical assessment of system trends and sustainment alternatives, and then is 
used to oversee development and implementation of the selected alternative. 

http://www.acq.osd.mil/osjtf/html/mosa_assessment.html
http://www.dtic.mil/whs/directives/corres/pdf/d46305_011102/d46305p.pdf
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Figure 4.3 ties During Operations and Support.  

4.3.5.3.1.
The

maintenance discrepancy reports, user feedback, system/component failure reports, and the 
Syste  
made r  
service m
opera n

4.3.5.3.2.

cause of  is key to this determination, 
and s u hese analyses may 
ascer

4.3.5.3.3. Determine the System Risk/Hazard Severity  

.5.3.1. Systems Engineering Activi

 

 Monitor and Collect All Service Use Data 
 aggregation of all data inputs available at this stage of the program (service use data, 

ms Engineering Plan) provides the life cycle basis for many O&S decisions that will be 
 th oughout the operational life of the system.  Historically, many fielded systems remain in

uch longer than originally planned.  The type of data retrieved may change as the 
tio al understanding of the system matures. 

 Analyze Data to Determine Root Cause of Problem 
As problems arise in the fielded system, the systems engineering processes determine the 

the problem and may lead to a solution.  The retrieved data
ho ld be thoroughly analyzed for causes and potential solutions.  T
tain whether deficiencies exist in the system as designed/built, or whether the system has 

been operated differently, or in a different environment, than that for which it was designed. 
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oftware safety hazards and identify the readiness, program, and cost 
risks

maintena ed to develop appropriate 
correctiv

4.3.5.3.5. 

main a
(regressi ability, etc.) should be completed to ensure the 
prop d

4.3.5 6
Onc range system 

ramificat
assessme port, 
etc.) syst  
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an im tify 
the re i

4.3.5 7
The

once the es, 
support, figuration 
contr s
Reviews , 
trends, a oduction issues. 

. and Support 

4.3.5

s 
.  

.  

rt 

ffective use of available government and commercial 
data 

Risk assessment techniques and principles, as well as systems engineering processes, 
determine the hardware/s

 associated with the identified problems and/or deficiencies. 

4.3.5.3.4. Develop Corrective Action 

Corrective actions may include process, hardware, software, support, materiel, or 
nce changes.  The systems engineering process is utiliz
e actions. 

Integrate and Test Corrective Action 
Integrate the proposed corrective process, hardware, software, support, materiel, and/or 
ten nce changes; and methodically test the resultant prototype.  Adequate testing 

on, durability, functional, interoper
ose  corrective action is suitable for fielding. 

.3. . Assess Risk of Improved System 
e the functionality of the proposed corrective action is demonstrated, long-
ions should be addressed.  The appropriate systems engineering process is a risk 
nt, which involves in-depth (regression, durability, structural, interoperability, sup
em analyses.  Additionally, the support, training, documentation, configuration control,

provements should be considered.  All of these elements have 
pact on system life cycle costs, which should be meticulously calculated in order to jus
qu red funding.   

.3. . Implement and Field 
 system corrective action/improvement may be authorized, implemented, and fielded 

 correction/improvement is thoroughly understood and tested, and adequate suppli
training, and maintenance procedures are provided.  Documentation and con

ol hould be thorough and meticulous.  This data is utilized during periodic In-Service 
 (ISRs) to document in-service health, operational system risk, system readiness, costs
ging equipment and out of pr

4.3.5.4 Technical Reviews During Operations 

.4.1. In-Service Review (ISR) 
The ISR is a multi-disciplined product and process assessment to ensure that the system 

under review is operationally employed with well-understood and managed risk.  This review i
intended to characterize the in-service technical and operational health of the deployed system
It provides an assessment of risk, readiness, technical status, and trends in a measurable form
These assessments substantiate in-service support budget priorities.  The consistent application 
of sound programmatic, systems engineering, and logistics management plans, processes, and 
sub-tier in-service stakeholder reviews will help achieve the ISR objectives.  Example suppo
groups include the System Safety Working Group and the Integrated Logistics Management 
Team. A good supporting method is the e

sources.  In-service safety and readiness issues are grouped by priority to form an integrated 
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 problems (hardware, software, 
and production discrepancies); and  

lem (discrepancy) report inflow, resolution rate, trends, 
and u a ay be used to prioritize budget requirements. 

uld provide the Program Manager and other 
stakeho

on 

ategories. 

d 

antified 

ications and upgrades to fielded systems;  

picture of in-service health, operational system risk, system readiness, and future in-service 
support requirements.   

The ISR should provide: 

(1) An overall System Hazard Risk Assessment; 

(2) An operational readiness assessment in terms of system

(3) Status of current system prob
pd ted metrics.  The metrics m

Successful completion of this review sho
lders with the integrated information they need to establish priorities and to develop 

execution and out year budget requirements. 

Typical success outcomes include: 

(1) System problems have been categorized to support the O&S requirements determinati
process. 

(2) Required budgets (in terms of work years) have been established to address all system 
problems in all priority c

(3) Current levels of System Operational Risk and System Readiness have been quantifie
and related to current O&S and procurement budgets. 

(4) Future levels of System Operational Risk and System Readiness have been qu
and related to future year O&S and procurement budgets. 

4.3.5.5. Outputs of the SE Processes in Operations and Support 
• Input to Capability Development Document for next increment of the system; 
• Modif
• Programmatic Environment, Safety, and Occupational Health Evaluation; 
• NEPA Compliance Schedule (as required); and 
• Systems Engineering Plan. 

4.3.6.

rations 

translate 

the 

 Evolutionary Acquisition Programs 

Programs with an evolutionary acquisition strategy undergo additional reviews (e.g., a MS 
B decision for each increment).  The systems engineering activities and reviews are repeated as 
appropriate to ensure the same level of program insight is achieved within Evolutionary 
Acquisition Programs. 

4.4. Systems Engineering Decisions:  Important Design Conside

The program manager faces a myriad of considerations and management tools to 
the user’s desired capabilities (regardless of phase in the acquisition cycle) into a structured 
system of interrelated design specifications.  This is clearly not a trivial task.  It is an iterative 
task, performed within the framework of Systems Engineering to achieve the “best value” for 
user. 
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 design 
ed for rigorous systems 

engin

The “best value” solution is not an easy solution to define.  Many requirements and
considerations cannot fully coexist in a single design – hence, the ne

eering processes with trade offs.  The systems engineering processes detailed in Section 4.2 
and applied in each acquisition phase as detailed in Section 4.3 will enable the program manager 
to manage expectations of the user across the spectrum of requirements and design.  The system
engineering management tools discussed in 

s 
Section 4.5 give the program manager the 

methodology to examine the specific characteristics of his/her own program against a myriad o
often-conflicting design considerations.  This section discusses a number of these considerations 
and how they contribute to program performance.  Each will have a different, “optimal” solution 
depending on the capabilities required of the program.  Some “design considerations” will take 
the form of design constraints (e.g., weight, volume, power, cooling, etc.) that are derived 
requirements and need t

f 

o be closely managed through a rigorous trades process.  Some 
cons .  The 

 
st 

inent in the program manager’s design considerations balancing act. 

rk for how these design considerations fit into an 
nal effectiveness framework. 

traints may form system-wide budgets and require close tracking as the design matures
challenge for the program manager is to apply systems engineering to achieve balance across all 
of the considerations and constraints. 

The program manager should be aware that some considerations are mandated by law and
others will be mandated by the user in the program’s capability document.  These mandates mu
be preem

Figure 4.4.1. provides a framewo
affordable systems operatio

 

http://www.fido.gov/facadatabase/
http://www.fido.gov/facadatabase/
http://www.fido.gov/facadatabase/
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4.4.1. Open Systems Design 
ets, uses widely supported and 

cons s 

fe-
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d 
, 

aints such 

Figure 4.4.1.  Affordable System Operational Effectiveness Diagram 

 

An open system is a system that employs modular design ten
ensus based standards for its key interfaces, and is subject to validation and verification test

to ensure the openness of its key interfaces.  An open systems design is a design approach for 
developing an affordable and adaptable open system.  It derives inputs from both the technical 
management and technical processes undertaken within the systems engineering and other li
cycle processes, and in turn impacts these processes.  The open systems design strateg
be implemented as part of the program’s overall technical approach and must become an int
part of the program’s SEP. 

Program managers should employ an open systems design strategy only after careful 
analysis of required capabilities and strategies for technology development, acquisition, test an
evaluation, and product support.  They should also analyze the impacts of information assurance
systems safety and security, commercial, off-the-shelf availability, and other design 
considerations before finalizing their open systems design strategy. For example, programs 
should ensure that required capabilities lend themselves to the application of open systems 
design and do not impose premature design specific solutions.  Program managers should also 
evaluate the appropriateness of an open systems design in light of environmental constr
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ms 
desig h aimed 

 

l 
rinciple, the program 

d for 

tinuing 

SA 

ce to 

 

s little as 

nterfaces.  To effectively manage hundreds and in some cases 
rfaces that exist within and among systems, designers should group 

al 

t be well defined, mature, widely used, and readily available.  Moreover, 
stan ance for 

pen 
nment 

pported open 
 cost 

as very high temperature, excessive humidity, and safety and security needs of the system.  The 
bottom line is that program managers should make a business case for using the open syste

n through the application of trade studies, dynamic cost models, and market researc
at analyzing technology and open standard trends and the degree of market support for needed 
technologies and standards. 

Program managers should employ an open systems design strategy within the context of 
implementing their overall plan for Modular Open Systems Approach (MOSA) implementation. 
Within the MOSA context, programs should design their system based on adherence to the 
following five MOSA principles:   

• Establish an Enabling Environment.  This principle lays the foundation for successfu
implementation of subsequent principles.  To adhere to this p
manager must establish supportive requirements, business practices, and technology 
development, acquisition, test and evaluation, and product support strategies neede
effective development of open systems.  Assigning responsibility for MOSA 
implementation, ensuring appropriate experience and training on MOSA, con
market research, and proactive identification and overcoming of barriers or obstacles 
that can potentially slow down or even, in some cases, undermine effective MO
implementation are among the supportive practices needed for creating an enabling 
MOSA environment.  

• Employ Modular Design.  Effective modular design is contingent upon adheren
four major modular design tenets.  These tenets determine the degree to which modules 
are cohesive (contain well-focused and well-defined functionality); encapsulated (hide 
the internal workings of a module’s behavior and its data); self-contained (do not 
constrain other modules); and highly binded (use broad modular definitions to enable
commonality and reuse).  By following these tenets, each module will be designed for 
change and the interface to each module is defined in such a way as to reveal a
possible about its inner workings which facilitate the standardization of modular 
interfaces.  

• Designate Key I
thousands of inte
interfaces into key and non-key interfaces.  Such distinction enables designers and 
configuration managers to distinguish among interfaces that exist between 
technologically stable and volatile modules, between highly reliable and more 
frequently failing modules, between modules that are essential for net-centricity and 
those that do not perform net-centric functions, and between modules that pass vit
interoperability information and those with least interoperability impact.   

• Use Open Standards.  In order to take full advantage of modularity in design, interface 
standards mus

dards should be selected based on maturity, market acceptance, and allow
future technology insertion.  As a general rule, preference is given to the use of o
interface standards first, the de facto interface standards second, and finally gover
and proprietary interface standards.  Basing design strategies on widely su
standards increases the chance that future changes will be able to be integrated in a
effective manner.   
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ugh 
trol 

ch 
t 

g plug-
and-play of modules, net-centric information exchange, and re-configuration of mission 
cap threats and evolving technologies.  Open systems 

• Certify Conformance.  Openness of systems is verified, validated, and ensured thro
rigorous and well-established assessment mechanisms, well-defined interface con
and management, and proactive conformance testing.  The program manager, in 
coordination with the user, should prepare validation and verification mechanisms su
as conformance certification and test plans to ensure that the system and its componen
modules conform to the external and internal open interface standards allowin

ability in response to new 
verification and validation must become an integral part of the overall organization 
change and configuration management processes.  They should also ensure that the 
system components and selected commercial products avoid utilization of vendor-
unique extensions to interface standards and can easily be substituted with similar 
components from competitive sources. Program managers should either use their own 
tool or preferably the MOSA PART developed by the Open Systems Joint 
to assess the compliance with open systems policies and ensure that their programs are 
properly positioned to reap the open systems benefits. 

Adherence to these principles is needed to ensure access to the latest techno

Task Force 

logies and 
, ac y, and facilitate affordable and supportable modernization of products hieve interoperabilit

fielded assets.  Such adherence is also needed to ensure delivery of technologically superior, 
sustainable and affordable increments of militarily useful capability within an evolutionary 
acquisition strategy context.  For more information and detailed guidance on using MOSA and 
open systems design please see Chapter 2, Section 2.3.15. and review the Open Systems Joint 
Task Force detailed guidance. 

4.4.2
actorily address interoperability and 

integ i omplete acquisition life cycle for all acquisition 
program bility of information technology (IT) and National 
Secu e required to comply with DoD Directive 4630.5

. Interoperability 
All acquisition programs are required 
rat on.  These requirements span the c

to satisf

s.  Interoperability and supporta
rity System (NSS) acquisition programs, ar , 

DoD s In truction 4630.8, CJCS Instruction 3170.01, CJCS Manual 3170.01 , CJCS Instruction 
6212.01), Public Law 104-106 (1996), and 44 U.S.C. 3506.   

4.4.3.

ces interoperability through commonality of systems, subsystems, 
a, and architectures.  The program manager balances decisions to use 

stand
ns 

inating Committee or American-British-Canadian-Australian Armies.  The 
a  any international standardization agreements or U.S. 

imple

 Standardization 
Standardization advan

components, equipment, dat
ard systems, subsystems, and support equipment against specific capabilities (including 

corresponding information system elements that perform critical essential, or support functio
within each joint functional capability), technology growth, and cost effectiveness. 

Program managers should consider compliance with international standardization 
agreements, such as the NATO Standardization Agreements, or the agreements of the Air 
Standards Coord
program m nager should identify

menting documents that apply to the program early in the design process to ensure 
interoperability with combined and coalition systems and equipment.  The program manager 
should employ systems engineering analysis in compliance with the DoD Joint Technical 
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Architecture or other international standardization agreements and/or other standards does not
provide sufficient interoperability to satisfy user requirements. 

4.4.4. Software 

 

ased on modular, reusable, extensible software; 

 

The program manager should base software systems development on robust systems 
engineering principles.  The following best practices for software systems also apply in general 
to any system: 

• Viewing the software “content,” particularly complex algorithms and functional flows, 
as enabling technologies requiring maturation and risk reduction prior to MS B; 

• Developing architectural-based software systems that support open system concepts; 
• Exploiting commercial, off-the-shelf (COTS) computer systems products; 
• Allowing incremental improvements b
• Identifying and exploiting, where practicable, Government and commercial software 

reuse opportunities before developing new software; 
• Selecting the programming language in context of the systems and software engineering

factors that influence system performance, overall life-cycle costs, risks, and the 
potential for interoperability; 

• Using DoD standard data and following data administrative policies in DoD Directive 
8320.1; 

• Selecting contractors with domain experience in developing comparable software 
systems; with successful past performance; and with a mature software developm
capability and process; 

• Assessing information operations risks (see DoD Directive S-3600.1) using techniques 
such as 

ent 

independent expert reviews; 
• Preparing for life-cycle software support or maintenance by developing or acquiring the 

th planned support concepts; 
ion of 

The tware development process to recognize that 
e cycle of the 

ould allow for periodic 
softw

o 

necessary documentation, host systems, test beds, and computer-aided software 
engineering tools consistent wi

• Preparing for life-cycle software support or maintenance by planning for transit
fielded software to the support/maintenance activity; and 

• Tracking COTS software purchases and maintenance licenses. 

 program manager should structure a sof
emerging capabilities and missions will require modification to software over the lif
system.  In order to deliver truly state-of-the-software, this process sh

are enhancements. 

Additionally, the program manager should apply the following security considerations t
software design and management (see DoD Directive 5000.1): 

• A documented impact analysis statement, which addresses software reliability and 
accompanies modifications to existing DoD software; 

• Formal software change control processes; 
o Software quality assurance personnel monitor the software change process; 
o An independent verification and validation team provides additional review; 
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• 
igation strategies; 

re code specifically for DoD use has a security clearance 

• ts that have subcontractors who employ cleared 
ruction 

Analyze the technical risks and vulnerabilities of the software that could be exploited, 
and identify mit

• A change control process indicating whether foreign nationals, in any way, participated 
in software development, modification, or remediation; 

• Each foreign national employed by contractors/subcontractors to develop, modify, or 
remediate softwa
commensurate with the level of the program in which the software is being used; 
Primary vendors on DoD contrac
foreign nationals work only in a certified or accredited environment (DoD Inst
5200.40); 

• DoD software with coding done in foreign environments or by foreign nationals is
reviewed for malicious code by software quality assurance personnel; 

 

•
 they 

ok efforts to minimize the security risks associated with foreign nationals who 

 

faste s ial 
base.  fast to 
program utionary 
acquisiti
items, the program manager still should engineer, develop, integrate, test, evaluate, deliver, 
susta  a
envir m
commerc
system s

When acquiring COTS software products or other commercial items, the program manager 
still i l
the amal stem or the assimilation 
of a s e 
program e 
(for com cesses (for combat support and information 
techn

•  to commercial business practices; 

• 
• Life-cycle planning; and 

 When employing commercial, off-the-shelf (COTS) software, preference is given 
during product selection and evaluation to those vendors who can demonstrate that
to
developed, modified, or remediated the COTS software being offered; and 

• Software quality assurance personnel review software sent to locations not directly 
controlled by the DoD or its contractors for malicious code when it is returned to the
DoD contractor’s facilities. 

4.4.5. Commercial-off-the-Shelf Items (COTS) 
Use of commercial items offers significant opportunities for reduced development time 
r in ertion of new technology, and lower life cycle costs, owing to a more robust industr
  Maximum use of mature technology provides the greatest opportunity to hold

 cost, schedule, and performance requirements and is consistent with an evol
on strategy.  However, no matter how much of a system is provided by commercial 

in, nd manage the overall system.  Particular attention should be paid to the intended usage 
on ent and understanding the extent to which this differs from (or is similar to) the 

ial usage environment; subtle differences in usage can have significant impact on 
afety, reliability, and durability. 

mp ements a robust systems engineering process.  In this context, integration encompasses 
gamation of multiple COTS components into one deployable sy

ingle COTS product (such as an enterprise resource planning system).  In either case, th
 manager should ensure that the system co-evolves with essential changes to doctrin
bat systems) or reengineered business pro

ology systems) and apply commercial item best practices in the following areas: 
Adapting

• COTS evaluation; 
Relationship with vendors; 
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Ada siness Practices.  When purchasing a commercial item, the 
prog

e 

meet requirements, and 
to en

de 
studi th
archite t  
items requires a focus on m  
requirem

For COTS software, program managers are encouraged to use code-scanning tools, within 
the s e th COTS and Government off-
the-sh f

• Test and evaluation of COTS items. 

pting to Commercial Bu
ram manager should adopt commercial business practice(s).  The extent to which the DoD 

business practices match the business practices supported by commercial items determines th
likelihood that the items will meet DoD needs, yet still realize the intended cost savings.  It is 
likely, however, that a gap will exist—and the gap may be large.  Negotiation, flexibility, and 
communication on the part of the stakeholders, the commercial vendors, and the program 
manager are required. 

COTS Evaluation.  The program manager should plan for and implement robust 
evaluations to assist in fully identifying commercial capabilities, to choose between alternate 
architectures and designs, to determine whether new releases continue to 

sure that the commercial items function as expected when linked to other system 
components.  In addition, evaluation provides the critical source of information about the tra

es at should be made between the capabilities of the system to be fielded and the system 
c ure and design that makes best use of commercial capabilities.  Evaluating commercial

ission accomplishment and matching the commercial item to system
ents. 

cop  and limitations of the licensing agreements, to ensure bo
el  software do not pose any information assurance or security risks.  Section 7.10 of this 

ebook discusses the considerations for COTS software solutions. 

 COTS devices that use the electromagnetic spectrum (e.g., spectrum-dependent), 
 managers should be aware that COTS devices that are authorized to operate within the 

Guid

For
program
Unite es 
outsi t
frequ c oor 
openers.

d States and Its Possessions are not automatically authorized to operate in foreign countri
de he United States and Its Possessions.  Examples of such COTS devices include radio 
en y identification systems, wireless local-area-networks, baby monitors, and garage d

  Chapter 7 lists the policy documents relating to electromagnetic spectrum management 
ribes the procedures for obtaining and desc spectrum supportability. 

le Planning.  The program manager should establish a rigorous change Life-Cyc
mana

.  

 

gement process for life-cycle support.  Systems that integrate multiple commercial items 
require extensive engineering to facilitate the insertion of planned new commercial technology
This is not a “one time” activity because unanticipated changes may drive reconsideration of 
engineering decisions throughout the life of the program.  Failure to address changes in 
commercial items and the marketplace will potentially result in a system that cannot be 
maintained as vendors drop support for obsolete commercial items. 

Relationship with Vendors.  The program manager needs to remain aware of and influence
product enhancements with key commercial item vendors to the extent practical and in 
compliance with Federal Advisory Committee Act.  As vendors are different from contractors 
and subcontractors, different practices and relationships are needed.  Vendors react to the 
marketplace, not the unique needs of DoD programs.  To successfully work with vendors, the 
program manager may need to adopt practices and expectations that are similar to other buyers in 
the marketplace.  Traditional DoD acquisition and business models are not sufficient for 
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prog ors rams acquiring commercial items, as they do not take into account the marketplace fact
that motivate vendors. 

T&E of COTS Items.  The program manager should develop an appropriate test and 
evaluation strategy  for commercial items to include evaluating potential commercial items in a
system test bed, when practical; focusing test beds on high-risk items; and testing commercial-
item upgrades for unanticipated side effects in areas such as security, safety, reliability, and 
performance.  It is essential to integrate this test strategy with life-cycle planning as described 
above. 

 

4.4.6.

ture, assembly, and delivery of the system to the 
custom Design engineering efforts concurrently develop 
prod facturing processes, and the necessary process 
contr  
should u ires new 
manu ., rate 
and conf

processe med production facilities and equipment. 

4.4.6

degre o ffordable.  Their use is consistent with 
effor o nufacturing and sustainment issues early in 
a pro m Transition in 

 Manufacturing Capability 

4.4.6.1. Producibility 
Producibility is the degree to which the design of the system facilitates the timely, 

affordable, and optimum-quality manufac
er and should be a development priority.  

ucible and testable designs, capable manu
ols to satisfy requirements and minimize manufacturing costs.  The program manager 

se existing manufacturing processes whenever possible.  When the design requ
facturing capabilities, the program manager needs to consider process flexibility (e.g

iguration insensitivity). 

Full rate production of a system necessitates a stable design, proven manufacturing 
s, and available or program

.2. Manufacturing Readiness Levels 
Engineering and Manufacturing Readiness Levels are a means of communicating the 
e t  which a technology is producible, reliable, and a

ts t  include the consideration of engineering, ma
gra .  More information can be found in the Manager’s Guide to Technology 

an E uvol tionary Acquisition Environment.  Application of EMRLs should be tightly integrated 
the technical reviews detailed in with  Section 4.3. 

4.4.7.
or exceed) 

requi st.  Quality is a composite of 
mate ce features and characteristics that 
satisf  to success is to incorporate systems engineer/design 
quality into the product by defining the product or service quality requirements from the 
begin n f flexibility to meet 
these q

T  c  its products.  The program manager should 
allow quality management system that meets 
requi national quality standards ISO 9001–2000, Quality 
Man

ocess-based quality management systems and are acceptable 

 Quality 
The quality of products, or services is determined by the extent they meet (
rements and satisfy the customer(s), at an affordable co
rial attributes, including performance and product/servi
y a customer's requirement.  A key 

ni g and then providing the contractor with the maximum degree o
 re uirements. 

he ontractor is responsible for the quality of
contractors to define and use their preferred  

red program support capabilities.  Inter
agement Systems – Requirements, or AS 9100:2001, Quality Management Systems – 

Aerospace Requirements, define pr
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for u o
Quality R il/vffara.htm

se n contracts for complex or critical items per FAR 46.202-4, Higher-Level Contract 
equirements < http://farsite.hill.af.m >. 

c  management system should be capable of the following key 
activ

sses; 

• roduct conformity; 

 effective root-cause analysis and corrective action system. 

M as a goal in 
itself t
managem
supplier 
threateni
program at a program manager uses to distinguish between 
mult ple.  Contractors who apply Six Sigma tools 
and a i ocesses could be analyzed for oversight 
reduc

 

 

 

e ability of a system to be repaired and restored to service when maintenance is 
cond

 

A ontractor’s quality
ities: 
• Monitor, measure, analyze, control, and improve proce
• Reduce product variation; 

Measure/verify p
• Establish mechanisms for field product performance feedback; and 
• Implement an

any companies pursue quality registration of their quality management systems 
, ra her than setting continuous quality improvement as a goal or using their quality 

ent systems to help develop capable processes.  There have been instances where a 
has been ISO 9001 registered and the supplier’s product was deficient or life 
ng.  The program manager will not require ISO registration of a supplier’s quality 
.  ISO compliance is just one means th

iple bidders.  Past performance is another exam
ch eve reduced variation in their production pr
tion. 

4.4.8. Reliability, Availability and Maintainability (RAM) 
The program manager should establish RAM objectives early in the acquisition cycle and 

address them as a design parameter throughout the acquisition process.  The program manager 
develops RAM system requirements based on the Initial Capabilities Document or Capability
Development Document and total ownership cost (TOC) considerations, and states them in 
quantifiable, operational terms, measurable during DT&E and OT&E.  RAM system 
requirements address all elements of the system, including support and training equipment, 
technical manuals, spare parts, and tools.  These requirements are derived from, and support, the
user's system readiness objectives.  Reliability requirements address mission reliability and 
logistics reliability.  The former addresses the probability of carrying out a mission without a 
mission-critical failure.  The latter is the ability of a system to perform as designed in an 
operational environment over time without any failures.  Availability requirements address the 
readiness of the system.  Availability is a function of the ability of the system to perform without 
failure (reliability) and to be quickly restored to service (a function of both maintainability and 
the level and accessibility of support resources).  Maintainability requirements address the ease
and efficiency with which servicing and preventive and corrective maintenance can be 
conducted; i.e., th

ucted by personnel of specified skill levels and prescribed procedures and resources. 

Application of RAM and producibility activities during design, development, and 
sustainment is guided by a concise understanding of the concept of operations, mission profiles 
(functional and environmental), and desired capabilities.  Such understanding is invaluable to 
understanding the rationale behind RAM and producibility activities and performance priorities.  
In turn, this rationale paves the way for decisions about necessary trade studies between system 
performance, availability, and system cost, with impact on the cost effectiveness of system
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rt.  The focus on RAM should be complemented by 
emph ction 

 and 

S in 
the d

operation, maintenance, and logistics suppo
asis on system manufacturing and assembly, both critical factors related to the produ

and manufacturing, and to the sustainment cost of complex systems. 

The program manager plans and executes RAM design, manufacturing development,
test activities so that the system elements, including software, that are used to demonstrate 
system performance before the production decision reflect a mature design.  IOT&E uses 
production representative systems, actual operational procedures, and personnel with 
representative skill levels.  To reduce testing costs, the program manager should utilize M&

emonstration of RAM requirements, wherever appropriate.  (See DoD 3235.1-H.) 

An additional challenge associated with RAM is the stochastic nature of the performance
parameter.  Typically, a large proportion of system requirem

 
ents is deterministic and can be 

easil

s 

performa til the item has completed 
its se c  
determined for the population performance.  Development of RAM requirements and the 
assoc e

4.4.9. 
e  

cycle W
performa ch 
capa t
supporta  
provide t
requirem de-off decisions, as required in 
DoD

d 

y and repeatedly measured; e.g., the weight of an item is easily measured and can be 
repeated on a consistent basis.  By contrast, a test of the reliability of an item is an evaluation of 
a sample, from which the population performance is inferred.  The item may be performing to it
average reliability requirement as specified, but the sample may return a higher or lower value.  
Repeated or more extensive samples would provide greater information about the underlying 

nce.  The true reliability of the item is never really known un
rvi e.  Until that point, the performance may be sampled, and confidence bounds

iat d demonstration methods need to consider the stochastic nature of these parameters. 

Supportability 

Th  program manager should conduct supportability activities throughout the system life
hen using an evolutionary acquisition strategy, supportability act.  ivities address 
nce and support requirements for both the total life cycle of the system and for ea

bili y increment, and consider and mitigate the impact of system variants or variations.  The 
bility of the design(s) and the acquisition of systems should be cost-effective and
he necessary infrastructure support to achieve peacetime and wartime readiness 
ents.  Supportability considerations are integral to all tra

D 5000.1, E1.29: 
PMs shall consider supportability, life cycle costs, performance, and schedule 

comparable in making program decisions.  Planning for Operation and Support and the 
estimation of total ownership costs shall begin as early as possible.  Supportability, a key 
component of performance, shall be considered throughout the system life cycle. 

Supportability is the inherent quality of a system - including design for reliability and 
maintainability, technical support data, and maintenance procedures - to facilitate detection, 
isolation, and timely repair/replacement of system anomalies.  This includes factors such as 
diagnostics, prognostics, real-time maintenance data collection, ‘design for support’ and  
‘support the design’ aspects, corrosion protection and mitigation, reduced logistics footprint, an
other factors that contribute to optimum environment for developing and sustaining a stable, 
operational system.  To minimize the logistics footprint, the supportability posture of defense 
systems should be designed-in.  The “footprint problem” has an engineering solution. 

4.4.9.1. Supportability Analyses 
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n and in 
s 

es all 

 

The pro vel, three-
level, c program 
develop ess.  Support 
concep

The program manager conducts supportability analyses as an integral part of the systems 
engineering process throughout the system life cycle.  The results of these analyses form the 
basis for the related design requirements included in the system performance specificatio
the documentation of logistics support planning.  The results also support subsequent decision
to achieve cost-effective support throughout the system life cycle.  For systems, this includ
increments of new procurements and major modifications and upgrades, as well as 
reprocurement of systems, subsystems, components, spares, and services that are procured
beyond the initial production contract award.  The program manager should permit broad 
flexibility in contractor proposals to achieve program supportability objectives. 

4.4.9.2. Support Concepts 

gram manager establishes logistics support concepts (e.g., organic, two-le
ontractor, partnering) early in the program, and refines the concepts throughout 
ment.  Total ownership cost plays a key role in the overall selection proc

ts for all systems provide cost effective, total-life-cycle, logistics support. 

pport concepts include the following: Su
• Embedded Diagnostics and Prognostics; 

 

.3. Support Data 

 
 

inconsist

4.4.9.4. 

increm n
support resource requirem eetings.  
Duri

rogram manager should consider embedded training and 
a  capability and reduce life-cycle costs. 

 
t 

, 

• Embedded Training and Testing;
• Serialized Item Management; 
• Automatic Identification Technology; 
• Iterative Technology Refreshment; 
• Data Syntax and Semantics; and 
• Unique Identification. 

4.4.9
Contract requirements for deliverable support and support-related data should be consistent 

with the planned support concept and represent the minimum essential requirements to cost-
effectively maintain the fielded system and foster source of support competition throughout the
life of the fielded system.  The program manager coordinates Government requirements for this
data across program functional specialties to minimize redundant contract deliverables and 

encies. 

Support Resources 

The support resources needed, for both the total system over its expected life and for each 
e t of introduced capability, are inherent to “full funding” calculations.  Therefore, 

ents are a key element of program reviews and decision m
ng program planning and execution, logistics support products and services are 

competitively sourced.  The p
mainten nce techniques to enhance user

The program manager generally uses automatic test system (ATS) families or COTS
components that meet defined ATS capabilities to meet all acquisition needs for automatic tes
equipment hardware and software.  Critical hardware and software elements define ATS 
capabilities.  The program manager considers diagnostic, prognostic, system health management
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s. 

and automatic identification technologies and bases ATS selection on a cost and benefit analysis 
over the complete system life cycle.  Consequently, the program manager is seeking to minimize 
the introduction of unique types of ATS into the DoD field, depot, and manufacturing operation

4.4.10. Human Systems Integration (HSI) 
Per DoD Directive 5000.1, the program manager shall pursue HSI initiatives to optimiz

total system perform
e 

ance and minimize total ownership cost.  To do this, the program manager 
rsonnel, training, safety, and occupational health, habitability, 

engineering (HFE) communities to translate and integrate the 
HSI 

shall work with the manpower, pe
survivability, and human factors 

thresholds and objectives contained in the capabilities documents into quantifiable and 
measurable system requirements (see DoD Instruction 5000.2).  The program manager then 
includes these requirements in specifications, the Test and Evaluation Master Plan (TEMP), an
other program documentation, as appropriate, and uses them to address HSI in the statement of 
work and contract.  The program manager identifies any HSI-related schedule or cost issues that 
could adversely impact program execution; the system’s support strategy should identify 
responsibilities, describe the technical and management approach for meeting HSI require
and summarize major elements of the associated training system (see 

d 

ments, 
6.4.5.2.1.).  See also MIL 

STD 1472F, Human Engineering.  HSI topics include: 
• Human Factors Engineering  (DoD Instruction 5000.2 and Guidebook section 6.3); 
• Habitability and Personnel Survivability   (DoD Instruction 5000.2 and Guidebook 

sections 4.4.12, 6.2.6, 6.2.7.); 
• Manpower Initiatives  (DoD Instruction 5000.2 and Guidebook section 6.2.1); 
• Personnel Initiatives  (DoD Instruction 5000.2 and Guidebook section 6.2.2); and 
• Training  (DoD Instruction 5000.2, DoD Directive 1430.13, Training Simulators and 

6.2.3Devices, and Guidebook section ). 

4.4.11. Environment, Safety and Occupational Health (ESOH) 
As part of the program’s overall cost, schedule, and performance risk reduction, the 

program manager shall prevent ESOH hazards, where possible, and manage ESOH hazards 
where they cannot be avoided (see 6.2.4.1, 6.2.5.2., and 6.2.5.3.).  More specifically, DoD 
Instruction 5000.2 establishes requirements for program managers to manage ESOH risks for 
their system’s life cycle.  The program manager is required to have a PESHE document at MS B 
(or Program Initiation for ships) that describes 

• The strategy for integrating ESOH considerations into the systems engineering risk 
management process using the methodologies described in the government-industr
standard, Standard Practice for System Safety, 

y 
MIL-STD-882D or an equivalent system 

safety process; 
• The schedule for completing the National Environmental Policy Act (NEPA) (42 U.S.C. 

4321-4370d) and Executive Order 12114 documentation;  
• The status of ESOH risks management.  The Acquisition Strategy, includes a summary 

of the PESHE;  
• From MS B on, the PESHE document serves as a repository for top-level management 

information on ESOH risk; and  

http://www.dtic.mil/ndia/2001fuze/1Melita.pdf
http://www.dtic.mil/ndia/2001fuze/1Melita.pdf
http://www.dtic.mil/ndia/2001fuze/1Melita.pdf
http://www.dtic.mil/ndia/2001fuze/1Melita.pdf
http://www.dtic.mil/whs/directives/corres/pdf/52001m_0394/p52001m.pdf
http://www.dtic.mil/whs/directives/corres/pdf/52001m_0394/p52001m.pdf
http://www.dtic.mil/whs/directives/corres/pdf/52001m_0394/p52001m.pdf
http://www.dtic.mil/whs/directives/corres/pdf/52001m_0394/p52001m.pdf
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• Identification, assessment, mitigation, residual risk acceptance, and on-going 
evaluations of mitigation effectiveness and on NEPA compliance.   

Additional detailed guidance, processes, and tools are available at the ESOH Special 
Interest Area on the Acquisition Community Connection web site. 

4.4.1

 

the systems engineering process 

1.1. Programmatic Environment, Safety, and Occupational Health Evaluation 
(PESHE) 

There is no specific format for the PESHE.  The program manager documents the PESHE
in whatever manner is most useful to the program and best communicates to decision makers 
what Environment, Safety, and Occupational Health (ESOH) issues affect the program.  The 
PESHE transitions from an initial planning document at Milestone B into an ESOH risk 
management tool as the program matures. 

The PESHE includes the following: 
• Strategy for integrating ESOH considerations into 
• Identification of who is responsible for implementing the ESOH strategy 
• Approach to identifying ESOH risks, reducing or eliminating the risks, and 

implementing controls for managing those ESOH risks where the program cannot avo
them; 

• Identification, assessment, mitigation, a

id 

nd acceptance of ESOH risks.  DoD Instruction 
rities for residual risks as: the DoD 

h risks, the Program Executive Office-level 
 in 

ting HAZMAT, energetics, and other ESOH 
 (e.g., environmental impacts, personnel safety, regulatory compliance) 

5000.2, E7.7 establishes the acceptance autho
Component Acquisition Executive for hig
for serious risks, and the program manager for medium and low risks as defined
MIL-STD-882D; 

• Method for tracking progress in the management and mitigation of ESOH risks and for 
measuring the effectiveness of ESOH risk controls; 

• Compliance schedule for completing National Environmental Policy Act (NEPA)/ 
Executive Order 12114 documentation; 

• Identification of hazardous materials (HAZMAT), including energetics, used in the 
system; 

• Approach for, and progress in, integra
considerations
into system demilitarization and disposal planning (see 4.4.14); and 

• Approach for, and progress in, integrating ESOH into test and evaluation (T&E) 
planning and reporting. 

DoD Instruction 5000.2 does not require that the PESHE supersede or replace other ESOH 
plans, analyses, and reports (e.g., System Safety Management Plan/Assessments, HAZMAT 
Management Plan, Pollution Prevention Plan, Health Hazard Assessments, etc.); the program
manager incorporates these docum

 
ents by reference, as appropriate.  However, to the maximum 

ld minimize duplication of effort and documentation 
and g
extent possible, the program manager shou

ive preference to recording ESOH information in the PESHE, as opposed to maintaining a 
series of overlapping, redundant documents.  Human Systems Integration also addresses many of 

http://www.dtic.mil/whs/directives/corres/pdf/d520039_091097/d520039p.pdf
http://uscode.house.gov/uscode-cgi/fastweb.exe?getdoc+uscview+t29t32+362+0++()%20%20AND%20((29)%20ADJ%20USC):CITE%20AND%20(USC%20w/10%20(794)):CITE%20%20%20%20%20%20%20%20%20
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the safety and health ESOH areas.  The PESHE describes the linkage between ESOH and HSI 
and how the program avoids duplication of effort. 

The required compliance schedule for completing NEPA/E.O. 12114 documentation, as 
detailed in the PESHE and summarized in the Acquisition Strategy, includes the following: 

• Events or proposed actions (to include T&E and fielding/basing activities) throughout 
f formal NEPA 

• 

• ate for each proposed action 

ignificant Impact, or Environmental 
 

• al authority for the documents.  DoD Instruction 5000.2, E7.7 
mponent Acquisition Executive or designee (for joint programs, 
cquisition Executive of the Lead Executive DoD Component) as 

c 
 

H risk with an informed and structured 
resid

’s 
them 

amage 
sion 

mmunity. 

the life cycle of the program that may require preparation o
documentation 
Proponent for each proposed action having the lead to prepare the formal NEPA 
documentation 
The anticipated initiation d

• The anticipated type of NEPA/E.O. 12114 document (e.g., Categorical Exclusion, 
Environmental Assessment and Finding of No S
Impact Statement and Record of Decision) which the proponent should complete prior
to the proposed action start date 

• The anticipated start and completion dates for the final NEPA/E.O. 12114 document 
The specific approv
establishes the DoD Co
the DoD Component A
the approval authority for system-related NEPA/E.O. 12114 documentation. 

Networks and automated system programs, including those using commercial, off-the-shelf 
solutions, are not exempt from the statutory and regulatory requirements (discussed above) to 
manage ESOH considerations as part of the systems engineering process.  These systems are 
required to document those management efforts in a PESHE.  The Automated Information 
System program manager should perform the ESOH analyses appropriate for the scope of the 
acquisition program (e.g., software; acquisition of hardware; installation of facilities, fiber opti
cables, radio antennae, etc).  Automated Information System Programs that primarily deal with
new or modified software applications should focus the PESHE on software system safety 
processes, procedures, and results.  The PESHE for an Automated Information System Program 
that also involves hardware and/or facilities should also address ESOH considerations such as 
man-machine interface, identification of hazardous materials, preparation of required NEPA 
documentation, demilitarization planning, and disposal in accordance with hazardous waste laws 
and regulations. 

4.4.11.2. Environment, Safety, and Occupational Health (ESOH) Risk Management 
Balancing the elimination or reduction of ESO
ual risk acceptance process is essential for positively contributing to a program's efforts in 

meeting cost, schedule, and performance requirements.  ESOH risks are part of each program
overall cost, schedule, and performance risks, and the program manager should review 
from within that overall context.  Risk acceptance and implementation of effective mitigating 
measures/controls is necessary to avoid loss of life or serious injury to personnel; serious d
to facilities or equipment resulting in large dollar loss; failures with adverse impact on mis
capability, mission operability, or public opinion; and harm to the environment and the 
surrounding co
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guida and 

ental, 
occupational health matrices. 

isks are 

H 

tem throughout its life cycle, such as, but not limited to, the following: 

al, biological, or ergonomic 

• 
• 
• 
• 

followin
• 

• 
• 

The ESOH risk management process uses ESOH risk analysis matrices, based on the 
nce in MIL-STD-882D.  The risk matrices should use clearly defined probability 

severity criteria (either qualitative or quantitative) to categorize ESOH risks.  Program managers 
elect to either establish a single consolidated ESOH risk matrix or use individual environm
safety, and 

The three basic types of ESOH r
• Potential ESOH impacts and adverse effects from routine system development, testing, 

training, operation, sustainment, maintenance, and demilitarization/disposal; 
• Potential ESOH and mission readiness impacts from system failures or mishaps, 

including critical software failures; and 
• Potential impacts to program life-cycle cost, schedule, and performance from ESO

compliance requirements. 

The scope of potential risks includes all ESOH regulatory compliance requirements 
associated with the sys

• HAZMAT use and hazardous waste generation;  
• Demilitarization and disposal requirements; 
• Safety (including explosives safety, ionizing and non-ionizing radiation); 
• Human health (associated with exposure to chemical, physic

hazards, etc.); 
• Environmental and occupational noise; and 
• Impacts to the natural environment (e.g., air, water, soil, flora, fauna). 

ESOH risk information should include the following: 
• Description of the risk/hazard; 
• Preliminary risk assessment; 

Necessary mitigation measures to eliminate or reduce the risk; 
Residual risk assessment; 
Residual risk acceptance document; and 
Mitigation measure effectiveness. 

Programs begin the process of identifying ESOH risks using lessons learned from the 
g sources of information: 
Legacy systems that the new system will replace, to include mishap and lost time rates 
associated with any legacy system; 
Similar sy• stems; 

• Pre-system acquisition activities (e.g., the Technology Development Strategy); 
Demilitarization and disposal of similar systems; and 
ESOH regulatory issues at potential locations for system testing, training, and 
fielding/basing. 
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In a ) risk 
informat

• 
; 

 the hazards, also 
refer   The 

 

ddition to standard ESOH risk management data, HAZMAT (to include energetics
ion includes: 
The locations and quantities of HAZMAT on the system, where applicable; 
Energetic qualification information for each energetic material used in th• e system

• Reasonably anticipated hazardous byproducts/discharges and expected quantities of 
hazardous waste generated during normal use/maintenance, in addition to those 
anticipated in emergency situations (e.g., exhaust, fibers from composite materials 
released during accidents, etc.); and 

• Special HAZMAT training and handling. 

The preferred mitigation strategy is source reduction or elimination of
red to as pollution prevention when dealing with potential environmental impacts.

program manager should strive to eliminate or reduce ESOH risks as part of the system’s total 
life-cycle risk reduction strategy.  For systems containing energetics, source reduction consists of
minimizing the use of the energetic materials and developing system designs that reduce the 
possibility and consequences of an explosive mishap.  This includes complying with the 
insensitive munitions criteria (per DoD Directive 5000.1) and pursuing hazard classificatio
unexploded ordnance liabilities that minimize total ownership cost (see 

ns and 
section 4.4.16). 

If effectively executed, ESOH risk management sets the stage for addressing National 
Envi m-

s or additional mitigation measures identified during the formal NEPA/E.O. 12114 
analy

onal 
f 

sures in the PESHE.  Relevant information can include any related mishap data, 
adve

d 
, for Live Fire Test and Evaluation (LFT&E) oversight, the program 

ronmental Policy Act (NEPA)/Executive Order 12114 requirements by identifying syste
specific ESOH risk information.  The program manager combines these data with the 
geographic/site specific environmental conditions and requirements, to prepare formal NEPA 
analysis documents.  In addition, the program manager is responsible to provide system specific 
ESOH risk data in support of NEPA analysis by other Action Proponents.  This approach 
streamlines the overall NEPA/E.O. 12114 analysis process, reducing cost and schedule impacts.  
The program manager should integrate into the ESOH risk management data any additional 
ESOH risk

sis process. 

The program manager should monitor and assess the effectiveness of mitigation measures 
(i.e., tracking ESOH progress in terms of regulatory compliance) to determine whether additi
control actions are required.  The program manager then documents the effectiveness o
mitigation mea

rse health effects, and significant environmental impacts from system development, testing, 
training, operation, sustainment, maintenance, and demilitarization/disposal.  Programs can also 
convey information about the effectiveness of their risk management efforts with metrics, 
achievements, success stories, etc. 

4.4.12. Survivability and Susceptibility 

The program manager should fully assess system and crew survivability against all 
anticipated threats at all levels of conflict early in the program, but in no case later than entering 
System Demonstration and Demonstration.  This assessment also considers fratricide and 
detection.  If the system or program has been designated by the Director, Operational Test an
Evaluation (DOT&E)



 156

mana  ger should integrate the test and evaluation (T&E) used to address crew survivability issues
into the LFT&E program supporting the Secretary of Defense LFT&E Report to Congress. 

The program manager should address Nuclear, Biological and Chemical and High Altitu
Electromagnetic Pulse cost-effective survivability techniques and plan for the validation and 
confirmation of NBC and HEM

de 

P survivability. 

ghout the 

to reduce personnel casualties resulting from damage to or 

r 
ion; and electronic warfare threats 

) 
e 

ally, EMC/EMI should be a consideration within the system to 
unde

The program manager should establish and maintain a survivability program throu
system life cycle to attain overall program objectives.  The program should stress early 
investment in survivability enhancement efforts that improve system operational readiness and 
mission effectiveness by: 

• Providing threat avoidance capabilities (low susceptibility); 
• Incorporating hardening and threat tolerance features in system design (low 

vulnerability) 
• Providing design features 

loss of the aircraft (casualty reduction) 
• Maximizing wartime availability and sortie rates via operationally compatible threat 

damage tolerance and rapid reconstitution (reparability) features 
• Minimizing survivability program impact on overall program cost and schedule 
• Ensuring protection countermeasures and systems security applications are defined for 

critical component's vulnerability to validated threats for systems survivability, 
including conventional or nuclear advanced technology weapons; nuclear, biological, o
chemical contaminat

Unless waived by the Milestone Decision Authority, mission-critical systems, including 
crew, regardless of acquisition category, should be survivable to the threat levels anticipated in 
their projected operating environment as portrayed in the System Threat Assessment.  Design 
and testing ensure that the system and crew can withstand man-made hostile environments 
without the crew suffering acute chronic illness, disability, or death. 

The program manager should ensure that system susceptibility is addressed as a design 
consideration.  Electromagnetic compatibility (EMC) and electromagnetic interference (EMI
should be addressed against the planned operational environment and the effects they may hav
on the system.  Addition

rstand unintended electromagnetic coupling across and among system components under 
various operational and maintenance scenarios.  MIL-STD-461 or similar procedures can prov
a basis for the technical design and certification approach for EMC/EMI.  Section 7.6

ide 
 contains 

additional detail about spectrum management considerations. 

4.4.13. Corrosion Prevention and Control 
The program manager should consider and implement corrosion prevention and mitigation 

planning to minimize the impact of corrosion and material deterioration throughout the system 
life cycle (see the Corrosion Prevention and Control Planning Guidebook).  Corrosion 

ntion and mitigation methods include, but are not limited to, the use of effective design 
practices, material selection, protective finishes, production processes, packaging, storage
environments, protection during shipment, and maintenance procedures.  The program manager 
establishes and m

preve
 

aintains a corrosion prevention and mitigation reporting system for data 
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equately address corrosion prevention and mitigation 
logis s 
collection and feedback and uses it to ad

tic considerations and readiness issues.  Corrosion prevention and mitigation consideration
are integral to all trade-off decisions for Performance Based Logistics (see section 5.3.) as 
required in DoD Directive 5000.1: 

Performance-Based Logistics.  PMs shall develop and implement performance-
based logistics strategies that optimize total system availability while minimizing cost 
and logistics footprint.  Trade-off decisions involving cost, useful service, and 
effectiveness shall consider corrosion prevention and mitigation.  Sustainment strategies 
shall include the best use of public and private sector capabilities through 
government/industry partnering initiatives, in accordance with statutory requirements. 

4.4.14. Disposal and Demilitarization 
During systems engineering as part of the program manager’s Total Life Cycle Systems 

Management responsibilities, the program manager should consider materiel demilitarization an
disposal.  The program manager should coordinate with DoD Component logistics and explosive 
safety activities and the Defense Logistics Agency, as appropriate, to identify and apply 
applicable demilitarization requirements necessary to eliminate the functional or m

d 

ilitary 
capabilities of assets (DoD 4140.1-R and DoD 4160.21-M-1) and to determine reutilization and 
hazardous-property disposal requirements for system equipment and by-products (DoD 4160.21-
M). 

For a munitions program, the program manager shall document the parts of the system that
will require demilitarization and disposal and addresses the inherent dangers associated with 
ammunition and explosives (

 

DoD Instruction 5000.2).  This documentation should be in place 
before the start of developmental test and evaluation and before the program manager releases 
munitions or explosives to a non-military setting.  The documentation provides the following: 

es—step-by-step procedures for disassembling the munitions 
us 

ms 

nfidentiality, and 
 DoD Directive 5000.1

• Render safe procedur
item(s) to the point necessary to gain access to or to remove the energetic and hazardo
materials; and 

• Identification of all energetics and hazardous material, and the associated waste strea
produced by the preferred demilitarization/disposition process. 

Open burn and open detonation are not to be considered as the primary methods of 
demilitarization or disposal. 

4.4.15. Information Assurance (IA) 
The program manager) should incorporate information assurance requirements into 

program design activities to ensure availability, integrity, authentication, co
non-repudiation of critical system information (see ).  DoD policy for 

at s (NSS), 
appe
inform ion assurance of information technology, including National Security System

ars in DoD Directive 8500.1, Information Assurance (IA) Implementation, DoD Instruction 
8580.1, Information Assurance in the Defense Acquisition System, and implementing instruc
in 

tions 
DoD Instruction 8500.2, Information Assurance (IA).  Because the requirements for IA vary 

greatly across acquisition programs, it is essential that a program manager examine his
acquisition program carefully to identify applicable IA requirements.  Sections 

/her 
7.5 and 8.3.3 of 

this Guidebook provide a
considered. 

dditional guidance on the extent and elements of IA that should be 
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4.4.1

 
dation process determines insensitive 

 current throughout the acquisition cycle.  Munitions 
insensitivity is certified per CJCS Instruction 3170.01.  Waivers for munitions/weapons, 
rega

 

6. Insensitive Munitions 
The ultimate objective when making design decisions on munitions is to develop and field 

munitions that have no adverse reaction to unplanned stimuli.  All munitions and weapons, 
regardless of Acquisition Category level, should conform to insensitive munitions (unplanned 
stimuli) criteria and use materials consistent with safety and interoperability requirements.  The
Joint Capabilities Integration and Development System vali
munitions requirements and keeps them

rdless of Acquisition Category level, require Joint Requirements Oversight Council (JROC) 
approval. 

All submunitions and weapon submunitions, regardless of Acquisition Category, should 
conform to the policy of reducing overall unexploded ordnance through a process of improving 
the submunitions system reliability – the desire is to field future submunitions with a 99% or 
higher functioning rate (SecDef Memorandum, 10 Jan 01, subject: DoD Policy on Submunition
Reliability).  The JROC approves any waivers for this policy for "future" Acquisition Category
and II submunitions we

 I 
apons programs.  A future submunitions weapon is one that will reach 

Mile

r 
 

 

counterm

The program manager should develop and implement anti-tamper measures in accordance 
det d in the anti-tamper 

anne

stone C in fiscal year 2005 and beyond. 

4.4.17. Anti-Tamper Provisions 
Anti-tamper activities encompass the system engineering activities intended to prevent o

delay exploitation of critical technologies in U.S. systems.  These activities involve the entire life
cycle of systems acquisition, including research, design, development, testing, implementation, 
and validation of anti-tamper measures.  Properly employed, anti-tamper measures will add
longevity to a critical technology by deterring efforts to reverse-engineer, exploit, or develop 

easures against a system or system component. 

with the ermination of the Milestone Decision Authority, as documente
x to the program protection plan (see DoD 5200.1-M, Acquisition Systems Protection 

Program).  Anti-tamper capability, if determined to be required for a system, is reflected in the 
systems specifications, integrated logistics support plan, and other program documents and 
design activities.  Because of its function, anti-tamper should not be regarded as an option or a
system capability that may later be traded off without a thorough operational and acquisition risk 
analysis.  To accomplish this, the program manager identifies critical technologies and system 
vulnerabilities and, with assistance from counter-intelligence organizations, performs threat 
analyses on the critical technologies.  Additionally, the program manager researches anti-tamp
measures and determin

 

er 
es which best fit the performance, cost, schedule, and risk of the program. 

 
 

uity 

The program manager should also plan for post-production anti-tamper validation of end 
items.  The Department’s anti-tamper executive agent may develop and execute a validation plan
and report results to the Milestone Decision Authority and Component Acquisition Executive.

4.4.18. System Security 

The program manager should consider security, survivability, and operational contin
(i.e., protection) as technical performance parameters as they support achievement of other 
technical performance aspects such as accuracy, endurance, sustainability, interoperability, 
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se 
sk benefit analysis of system design and cost.  Users are familiar with 

critical infrastructure p

range, etc., as well as mission effectiveness in general.  The program manager includes the
considerations in the ri

rotection and space control requirements, and account for necessary 
hardening, redundancy, backup, and other physical protection measures in developing system 
and system-of-systems capability documents and architectures. 

4.4.18.1. Research and Technology Protection (RTP) 
A component of overall system security, research and technology protection identifies and 

safeguards selected DoD research and technology anywhere in the Research, Development, T
and Evaluation or acquisiti

est 
on processes to include associated support systems (e.g., test and 

simu
 

lation equipment).  This involves integrating all security disciplines, counterintelligence, 
intelligence, and other defense methods to protect critical science and technology from foreign
collection or unauthorized (see also Chapter 8). 

4.4.18.2. System Security Engineering (SSE) 
System security engineering is an important element of Research and Technology 

Protection (RTP) and the vehicle for integrating RTP into a system during the design process.  
Not only does security engineering address potential unauthorized collection or disclosure, it also
considers the possible capture of the system by an adversary during combat or hostile action and 
what security countermeasures are impo

 

rtant during design to prevent reverse engineering.  A 
discretionary Systems Security Management Plan documents recommended formatting, contents, 
and 

logy acquisitions 

procedures for the SSE manager and contractors implementing SSE.  Guidance for SSE 
assessments and preparation of the SSE management plan are contained in Military Handbook 
1785, System Security Engineering.  

4.4.19. Accessibility 

The program manager must ensure that electronic and information techno
comply with Section 508 of the Rehabilitation Act of 1973.  Unless an exception to Federal 
Acquisition Regulation 39.204 applies, acquisitions of electronic and information technology 
supplies and services must meet the applicable accessibility standards at Title 36 Code of Federal 
Regulations Section 1194.  To avoid unnecessary costs and delays, the program manager shou
consider what accessibility requirements, if any, are applicable to the program early and 
throughout the system life cycle. 

4.4.20. Unique Identification of Items 

DoD Unique Identification (UID) permanently identifies an individual item.  The serialize
item is then distinct from all other individual item

ld 

d 
s that the DoD buys or owns.  With UID, the 

DoD  

ife of 

s) 
orandum dated July 29, 2003.  The memo contains the basic UID requirements and 

 can associate valuable business intelligence to an item throughout its life cycle.  The UID
system accurately captures and maintains data for valuation and tracking of items. 

The DoD UID program places a minimum set of globally unique and unambiguous data 
markings on each identified item.  The robust system ensures data integrity throughout the l
the item, and support multi-faceted business applications and users. 

The following sources provide useful information about UID: 
• An Acting Under Secretary of Defense (Acquisition, Technology, and Logistic

Mem
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makes UID a mandatory requirement for all solicitations issued on or after 1 January 
2004 by the Department. 

• A DoD UID guide containing Frequently Asked Questions and a set of UID business 
rules, available at http://www.acq.osd.mil/uid. 

• DFARS 211.274, Item Identification and Valuation, and DFARS 252.211-7003, Item 
Identification and Valuation; and 

• Guide to Uniquely Identifying Items that specifies Identification Marking of U.S. 
Military Property. 

4.4.21. Critical Safety Items 
Critical Safety Items (CSIs) are parts whose failure would cause loss of life, permanent 

disability or major injury, loss of a system, or significant equipment damage.  In particular, Pub. 
L. 108-136, sec. 802  (codified in 10 U.S.C. 2319) defines aviation critical safety items (CSIs) 
parts, assemblies, installation equipment, launch equipment, recovery equipment or support 
equipment for an aircraft or aviation weapon systems, the failure, malfunction or absence of 
which could cause a catastrophic loss or critical failure resulting in loss or serious damage to
aircraft or weapon system, an unacceptable risk of personal injury or loss of life, or an 
uncommanded e

as 

 an 

ngine shutdown. CSIs represent less than five (5%) of the total population of 
reple

n Control Activities establish a process to identify and manage aviation 

As d

ation 

nishment parts used in aviation systems, but the implications of failure require they be 
identified and carefully managed from design through to disposal.   The statute requires the 
Secretary of Defense to prescribe policy for the quality control of aviation CSIs.  Specifically, it 
requires that 1) Desig
CSIs; 2) aviation CSIs be purchased only from sources approved by the Design Control Activity; 
and 3) delivered aviation CSIs meet requirements established by the Design Control Activity.  

efined by the Authorization Act, the Design Control Activity is the systems command of a 
military department specifically responsible for ensuring the airworthiness of an aviation system 
or equipment in which aviation CSIs will be used.  

Because of concerns regarding proper identification and life-cycle management of avi
CSIs, the Joint Aeronautical Commanders’ Group (JACG) issued guidance for identifying, 
acquiring, ensuring quality, managing, and disposing CSIs.  This guidance established
standardized practices and terminology across Services, the Defense Logistics Agency (D

 
LA), 

the Defense Contract Management Agency (DCMA), and Federal agencies for life-cycle 
management of aviation CSIs.  Section C8.5 of DoD 4140.1-R on the DoD Supply Chain 
Materiel Management Section further establishes procedures for the life-cycle management of 
aviation CSIs. 

4.5. Systems Engineering Execution:  Key Systems Engineering Tools and Techniqu
This section describes many of the systems engineering techniques and tools for 

management, oversight, and analysis and provides some general knowledge management 
resources. 

4.5.1. Systems Engineering Plan 
The Systems Engineerin

es 

g Plan (SEP) is a detailed formulation of actions that should guide 
all technical aspects of an acquisition program.  Program managers should establish the SEP 
early in program formulation and update it at each subsequent milestone.  It is intended to be a 
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y living document, tailored to the program, and a roadmap that supports program management b
defining comprehensive systems engineering activities, addressing both government and 
contractor technical activities and responsibilities.  The SEP should be consistent with and 
complementary to the Test and Evaluation Strategy or Test and Evaluation Master Plan, as 
appropriate.  This chapter of the Guidebook, in its entirety, should be taken as guidance for 
preparation of a SEP. 

 and 
ts, such as 

r plans

The SEP describes the program’s overall technical approach, including systems engineering 
processes; resources; and key technical tasks, activities, and events along with their metrics
success criteria.  Integration or linkage with other program management control effor
integrated maste , integrated master schedules, technical performance measures, and 
earned value management, is fundamental to successful application. 

stems 
engin

 

 a 
e how the processes will 

se 

There is no prescribed format for the SEP.  However, it should address how sy
eering will support the translation of system capability needs into an effective, suitable 

product that is sustainable at an affordable cost.  Specifically, a well-prepared SEP will address
the integration of the technical aspects of the program with the overall program planning, 
systems engineering activities, and execution tracking to include: 

• The systems engineering processes to be applied in the program (e.g., from a standard,
capability maturity model, or the contractor’s process).  Describ
be implemented and how they will be tailored to meet individual acquisition pha
objectives.  Describe how the systems engineering processes will support the technical 
and programmatic products required of each phase.  Sections 4.2 (process) and 4.3 
(process application to SE phase) provide a “roadmap” of how SE processes can be 
applied to an acquisition program.   
Th al baseline will be • e system’s technical baseline approach.  Describe how the technic
developed, managed, and used to control system requirements, design integration, 
verification, and validation.  Include a discussion of metrics (e.g., technical performance 
measures) for the technical effort and how these metrics will be used to measure 
progress. 

• Event-driven timing, conduct, success criteria, and expected products of technical 
reviews, and how technical reviews will be used to assess technical maturity, asses
technical risk, and support program decisions.  SEP updates shall include results of 
completed technical rev

s 

iews.  Section 4.3 of this guide, as well as other reference 
material on technical reviews, should form a basis for the program’s approach. 

• The integration of systems engineering into the program’s integrated product teams 
(IPTs).  Describe how systems engineering activities will be integrated within and 
coordinated across IPTs; how the IPTs will be organized; what SE tools they will 
employ; and their resources, staffing, management metrics, and integration 
mechanisms.  Describe how systems engineering activities are integrated in the 
program’s overall integrated schedules (4.5.2 and 4.5.3). 

• For programs that are part of a system of systems or family of systems, the 
synchronization with related systems to achieve the desired mission capability as t
system evolves.  The relative contribution of each system to the overall mission 
cap

he 

ability in terms of performance and effectiveness should be identified to ensure that 
the combination of systems is appropriately integrated together. 
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e SEP addresses the who, what, 
when, where, why, and how of the applied system

r 
stems 

Engineering and Integration Teams, etc., need to be explicitly defined.  Vertical and horizontal 
integ ommunications, and scope of decision-making authority are key elements of 
the p , d reviews.  SE 
staffi  ( r with (required vs. 
actua

lan is 
which of ifference between 
comp ncertainty.  While SE is complex, it should not be uncertain.  The SEP should 
serve  se a 
singl e s may 
be an im k 
the diffe tations across the program team so that process inputs and outputs 
integ

velopment and use of SE 
facili s facilities can be complex 
hardw e tion facilities can be a 
signi a
requirem

.  As such, the 
SEP m events.  While the 
initial SEP and Integrated Master Schedule

In addition to describing required program activities, th
s engineering approach. 

Participants in the SE Process (Who) – Ideally, the SEP should detail roles and 
responsibilities of the systems engineering effort across the acquirer (government) and supplie
(contractor) boundaries.  Roles of the Chief Engineer, lead Systems Engineer, IPT SEs, Sy

ration, team c
lan  especially as these relate to management of technical baselines an
ng planned vs. actual) should be included in this discussion togethe
) discussion of domain experience of the staff. l

SE Processes (What) – There are many ways to accomplish SE.  Critical to the p
 these many ways will the program select and implement.  There is a d

lexity and u
 as a vehicle for minimizing process uncertainty.  Optimally, a program team should u
e s t of common SE processes.  For large programs having multiple organizations, thi

practical goal.  In these cases, the program manager should strive to “rationalize” or lin
rent process implemen

rate. 

Facilities Enabling SE (Where) – The SEP should address de
tie , including verification and validation facilities.  Since these 
ar  and software systems in their own right, the issue of integra

fic nt challenge, particularly as relating to modeling and simulation development 
ents. 

SE Event Timing (When) – Systems engineering is an event-driven process
should discuss the timing of events in relation to other SE and progra

 will have the expected occurrence in the time of 
DR), the plan should accommodate and be updated 

to ref

sign 
ns).  Rationale as to how these requirements and trades will be balanced should be 

inclu ria, such as entry and exit criteria for technical reviews, 
shou

st systems engineering makes use of a number of tools, 
tools ,  and simulation.  The capability, variety, and dynamics 
of m r  be fully integrated with the overall approach and 
discu o aptation of tools often occurs on programs, continual 
upda

(AT&L) or the ASD(NII) is the Milestone Decision 
Auth t SEP at least 30 days before the scheduled Defense 
Acqu t review.  The Milestone Decision Authority is the approval 
autho licy Memo of 20 Feb 04

various milestones (such as overall system C
lect changes to the actual timing of SE activities, reviews, and decisions. 

SE Decision Rationale (Why) – SE includes a continuous evolution of requirements (from 
high end to detail level) and trade offs (to best balance the design across often-conflicting de
consideratio

ded in the SEP.  Decision crite
ld be detailed.   

Tools Enabling SE (How) -- Robu
ngets and enablers, such as modeli

ode n SE tools demand that they
ssi n of SE application.  Since ad
te of the SEP is required.  

For programs where the USD
ori y, components shall submit the 
isi ion Board or ITAB milestone 
rity for the SEP (see USD(AT&L) SE Po ).  The Director, Defense 

Syste , ess the SEP and other required milestone ms  and members of the OSD staff will ass
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docu

jor 
ed complete until all required input conditions and 

ne  When documented in a formal plan and used to manage 
am n approach can help ensure that all tasks are integrated properly and 

that t  not 
on ar r

 integrated master plan, which 
prov s ts all the 
tasks q
life cycle
During t  
provide a the likely structure of the program.  

tru  likely progression of work through the remaining phases, with the 

next)
different

As the g time 
increasing the level of detail and confidence that
specific form
Event/Accom i e 
tracking and e grate 
the p u
such as a n 
also defi

Der o identify critical risk areas.  As the 
times   will become 

.  T ential areas of risk that the program manager should consider for 

o 

an in

an.  At a minimum, an integrated master 
on 
to-

ments, identify and help resolve issues, and make a recommendation on the program’s 
readiness to proceed to the Defense Acquisition Board or ITAB. 

4.5.2. Integrated Master Plan 
The program manager should use event-driven schedules and the participation of all 

stakeholders to ensure that all tasks are accomplished in a rational and logical order and to allow 
continuous communication with customers.  Necessary input conditions to complete each ma
task are identified, and no major task is declar
compo nt tasks have been satisfied. 
the progr , this event-drive

mhe anagement process is based on significant events in the acquisition life cycle and
bit ary calendar events. 

One way of defining tasks and activities is the use of an
ide  an overarching framework against which all work is accomplished.  It documen
 re uired to deliver a high quality product and facilitate success throughout the product’s 

.  Cost, schedule (specific dates), and non-essential tasks are not included in this plan.  
he initial stages of a program, the integrated plan is preliminary, and its purpose is to
n understanding of the scope of work required and 

It is cons cted to depict a
most emphasis on the current or upcoming phase (especially the period to be contracted for 

.  The integrated plan also serves to identify dependencies, which may be performed by 
 organizations. 

pro ram is defined, the integrated master plan is iterated several times, each 
 all essential work has been identified.  The 

at for this plan is not critical; however, it usually reflects an 
pl shment/Criteria hierarchical structure—a format that greatly facilitates th

 ex cution of the program.  Functional and life-cycle inputs are required to inte
rod ct and associated processes produced by the program.  Without formal documentation, 

n integrated master plan, these inputs may be lost when personnel change.  Such a pla
nes and establishes the correct expectations. 

iving the program schedule presents an opportunity t
 to complete specific tasks are estimated, events that may cause delays

apparent hese events are pot
further analysis. 

4.5.3. Integrated Master Schedule 
Unlike event-based planning, time-based planning uses a calendar or detailed schedule t

demonstrate how work efforts will support tasks and events.  One way to produce such a 
schedule is to develop an integrated master schedule based on an integrated master plan.  With 

tegrated master plan, the integrated master schedule further helps the program manager 
understand the links and interrelationships among the various teams.  The integrated schedule 
begins as an integrated master plan with dates—the starting points are the events, 
accomplishments, and criteria that make up the pl
schedule shows the expected start and stop dates for each criterion in the plan, but each criteri
may be broken down into lower-level tasks that will be used to manage the program on a day-
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n the 

detai he 
binding 

. 

sonnel, resources, and time 
to co l   Critical Path Analysis is 
used h  complete.  
As m ork products typically require the completion of 
all lower level tasks before the higher-level work product can be completed, the early 
identif r ensuring that schedule and cost goals are maintained 
for th

4.5.4. Value Engineering 
The DoD va , per 41 U.S.C. 432

day basis.  The schedule can be expanded downward to the level of detail appropriate for the
scope and risk of the program.  Programs with high risk show much lower levels of detail i
integrated master schedule in order to give the visibility to manage and control risk.  The more 

led the integrated master schedule, however, the greater the cost to track and update t
schedule.  The dates in the integrated master schedule usually are not made contractually 
in order to allow the flexibility to take full advantage of event-driven scheduling

Each of the work products requires different levels of effort, per
mp ete, with some being more difficult to complete than others.
 to elp identify which tasks, or sets of tasks, will be more difficult or costly to
any of the tasks are inter-related and as w

ication of critical tasks is essential fo
e program. 

 

lue engineering program , reduces cost, increases quality, 
pr across the entire spectrum of DoD systems, processes, and 

organ a
proce r
incen i rts to increase their joint value 
prop ti uccessful business relationship.  Where 
appro i e 
engineer agers should be receptive to Value 
Engi r
and should also ensure that implementation decisions are made promptly. 

4.5.5
ents to balance cost, schedule, 

and p o nce measurements compare 
actua e e to which 
syste r  schedule, and progress in 
imple e

4.5.6. 
Trade studies are conducted among operational capabilities, functional, and performance 

m d their related manufacturing, testing, and support processes; 
 of 

detai  e and 
cost. e es and unfortunately can conflict with each other.  
Trad u resolution of these conflicts. 

4.5.7

 ation, it increasingly relies on network 
centr ked together in complex systems-of- 

and im oves mission capabilities 
iz tions.  It employs a simple, flexible, and structured set of tools, techniques, and 
du es that challenge the status quo by promoting innovation and creativity.  Furthermore, it 

unterpativ zes government participants and their industry co
osi on in achieving best value solutions as part of a s
pr ate, program managers should engage in a broad and rigorous application of the valu

ing methodology.  In addition, program man
nee ing Change Proposals (VECPs) made by contractors as a way of sharing cost savings 

. Technical Performance Measurement 
Systems engineering uses technical performance measurem
erf rmance throughout the life cycle.  Technical performa
l v rsus planned technical development and design.  They also report the degre
m equirements are met in terms of performance, cost,
m nting risk handling.  Performance metrics are traceable to user-defined capabilities. 

Trade Studies 

require ents, design alternatives an
program schedule; and life-cycle cost.  Such trade studies are made at the appropriate level

l to support decision making and lead to a proper balance between system performanc
  R quirements come from many sourc
e st dies are used for the 

. Modeling and Simulation 

A rm
ic operations and on individually-complex systems lin

s the Department of Defense continues its transfo
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syste e dependency on seamless interoperability.  
Inter litary service and national boundaries, and 
requi  .  The systems engineering process 
must p dly field improved capabilities with sufficient 
confi n  joint 
mission 

Modelin
systems 
complex
systems,
Similarly
Modelin
systems design, trade studies, financial analysis, sustainment, and performance assessments. 

The ation by phase. 

4.5.7 ncept Refinement 

A e ram 
manager
with lega hnical 
frame o
deve m &S 
is a tool ternatives (such as 
operational concepts, conceptual designs, cost, and technology strategies), and view potential 
resulting capabilities. 

&S will allow a program manager to conduct rapid virtual prototyping with all 
stakeholders playing a role in the system as part of a family-of-systems or systems-of-systems.  
A distributed collaborative environment will support authoritative information exchange and 
rapid refinement of the design or concept due to changing circumstances such as technological 
advancements and changing threats, tactics, or doctrine.   

Characteristics of a collaborative environment will entail models and simulations at 
multiple locations that are run and operated by subject matter experts and connected by wide 
area networks on an as needed basis.  As changes are made to define a system that meets the 
needed capability all stakeholders in the system’s life-cycle will have an active role in the 
changes being made.  

When a needed capability is identified, M&S can be used in the collaborative environment 
to examine and explore alternatives and variations to proposed concepts.  Rigorous examination, 
by all of the stakeholders, to proposed and alternative concepts applied through the effective use 
of M&S can help identify enabling technologies, constraints, costs, and associated risks.  This 
rigor early in the concept refinement process is vital because the resulting decisions made in this 
early phase have repercussions throughout the system’s life-cycle that drive the ultimate life-
cycle costs of the system. 

ms.  This transformation increases th
operability is needed between systems across mi

dual systemres effective performance by each indivi
 ex loit modeling and simulation to rapi
de ce that the fielded capabilities will perform effectively in the system-of-systems

environment. 

Modeling and simulation is an essential element of the systems engineering process.  
g and simulation can represent the system-of-systems environment as a context for 
engineering to properly design, develop, and test individual systems.  The cost and 
ity of modern weapon systems, particularly within a family-of-systems or system-of-
 preclude the development of full-scale prototypes to merely provide proof of concept.  
, the cost of testing events limits the number of tests that can be practically conducted.  

g and simulation supports the systems engineering decision process by supporting 

 following paragraphs describe the contributions of modeling and simul

.1. Modeling and Simulation (M&S) in Co

 t chnical framework, including essential architecture products, is necessary for a prog
 program manager to initiate the systems engineering process to allow interoperability 
cy, current, and future systems.  M&S tools exist that can help define the tec
rk to be part of the Capability Development Document.  A prudent process iw ncludes 

lop ent of a distributed collaborative environment accessible by all the stakeholders.  M
to support the collaborative process, to exchange data, consider al

M
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Outputs of the concept refinement ph e Systems Engineering Plan (SEP) which 
should include M&S support th and address M&S roles of 
both the government and indust nfiguration management, data 
rights and access, and responsibilities for life-cycle maintenance of data and models by industry 
and government.  Appropriate standards to assure M&S interoperability and reuse of models and 
data should be addressed.  Further, the test and evaluation (T&E) strategy should be defined with 

 will play in augmenting and focusing the testing and evaluation process.  Of 
continuously improve the veracity of the suite of M&S based on 

.  The cyclical process of “model-test-fix-model” is applicable to assure M&S 
rema

n 
ive 

rt 

With the 
establishment of the collaborative environment the same architecture, scenario, data, HWIL, 

e of the same M&S can be used to examine new technologies.  
pment and demonstration of new technologies for Advanced Technology 

st Ds) and Advanced Concept Technology Demonstrations (ACTDs) can be 
incor
techn
supp  a

A v
transport pment, manpower), cost implications, and 
huma es 
that c  
physics- ass 
propertie  
tools sho
environm

tem.  
As part o
to the tra ls 
tend not with information systems, FoS, and SoS.   

and syste ve 
into prod  
Evaluati
early coordination with operational testers, the operational tests can be integrated throughout the 

ase include th
roughout the acquisition life-cycle 
ry.  Of particular importance are co

the role that M&S
vital importance is a strategy to 
results from testing

ins on the cutting edge of validity. 

Key to successful simulation support to the systems engineering process is the recognitio
that M&S employed during the concept refinement stage can be leveraged throughout success
phases of the acquisition cycle.  Ideally, the same architecture, scenarios, data, and M&S 
exercised in the collaborative environment during concept refinement will be reused in suppo
of the analysis during the technology development. 

4.5.7.2. Modeling and Simulation (M&S) in Technology Development 

M&S can be used during the Technology Development phase to help reduce technology 
risk and determine an appropriate set of technologies to integrate into a full system.  

SWIL, infrastructure, and som
M&S used in the develo
Demon rations (AT

porated into the collaborative environment to determine how to interface the new 
ologies with legacy systems and determine the likelihood of their successful transition to 

ort  needed capability. 

ariety of M&S tools can be used to examine reliability, availability, maintainability, 
ability, provisioning (spares, support equi

n-machine interface design considerations for any new designs or applicable technologi
an be applied to specific capability needs.  The program manager should make use of 

of-failure and finite element analysis M&S for stress analysis, structural dynamics, m
s, structural design materials, fatigue, loads, shock isolation, and acoustics.  These M&S
uld be incorporated and made accessible through the established collaborative 
ent. 

Cost models should also be employed to determine projected life-cycle costs of the sys
f the cost estimate, M&S tools for manpower estimates can be employed.  Alternatives 
ditional cost estimation techniques need to be considered because legacy cost mode
to adequately address costs associated 

Testing of new capabilities needs to include test and evaluation throughout the technology 
m development process rather than solely relying on a single “pass-fail” test to mo
uction.  The role of M&S in the testing process must be documented in the Test and

on Master Plan (TEMP).  With the assistance and proper application of M&S and the 
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developm
developm  a program manager should identify data needed from the tests to 
furth

cess should be 
adigm to help identify an achievable capability with an 
bility in a virtual context before considering a hardware 

demo

ons, 

 all of these outputs during this phase of the 
acquisition process. 

4.5.7.3.

on 
f the 

ed 
can be used in conjunction with HWIL, real 

worl 4
requirem

e used to support the 
testin velopment.  
The p g elp focus T&E of hardware 
proto estments.  M&S can assist the T&E 
proce  b eas of the mission space or performance 
enve e ive, or additional data is required.  
M&S mu t is part of a family-of-systems or 
system c to bring together all assets of a FoS or 
SoS 

f 

tions will be much less costly than making the same 
chan

ent process and incorporated with the developmental tests.  As part of the 
ental testing process,

er validate the M&S used in the collaborative environment.  

Before hardware prototypes are built, virtual prototypes should be developed, evaluated, 
redesigned as appropriate, and then reevaluated.  The “model-test-fix-model” pro
used under a spiral development par
ultimate goal of demonstrating capa

nstration. 

Outputs of the Technology Development phase include system performance specificati
the TEMP, an updated SEP, validated systems support, life-cycle cost estimates, and manpower 
requirements.  M&S should play a significant role in

 Modeling and Simulation (M&S) in Systems Development and Demonstration 

A key aspect of the systems development and demonstration phase includes the integrati
of the new technologies with legacy, current, and future systems.  With the establishment o
architecture for the collaborative environment, many of the systems interface requirements 
should already be satisfied.  This will be particularity true for any new systems develop
utilizing the same architecture.  In any case, M&S 

d C ISR systems, and other simulated systems to identify the required interface 
ents in order to be an integral part of a family of systems or system of systems. 

Verified and validated M&S, supported by validated test data, can b
g process to evaluate the performance and maturity of the technology under de
ro ram manager can make effective use of M&S to h
types to maximize the highest pay off of the T&E inv
ss y assessing a system in scenarios and ar

lop  where testing cannot be performed, is not cost effect
st play a significant role in testing a system tha

s-of-systems.  It is cost prohibitive and unrealisti
to conduct live tests and evaluations of the systems’ interactions.  These systems 

interactions can however be examined in a simulated environment where all or selective assets o
FoS or SoS can simulated. 

Through the use of M&S, a system’s capabilities and contributions to a FoS or SoS can 
demonstrated.  Computerized representations of the system’s human-machine interfaces can be 
provided to end-users to obtain final ergonomic modifications to the design.  Making design 
changes in the computerized representa

ges in hardware prototypes.  Consideration should be given to using or modifying these 
same computerized representations to start training end-users on the new system.  In such a 
simulated environment, final design trades and modifications can be made before going into 
production.  

The M&S incorporated into the established collaborative environment supports transition to 
production phase.  The digital design data associated with the system can be electronically 
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ns. 

.  

uction rates, and eliminating production bottlenecks. 

.  A 
re it roles off of 

the p u

4.5.7 perations and Support 

nce of 

d repairs can be compared to the projections made by the logistical models and 
ack can be 

vironment 
to ex he 

s 

 
t 

variables to provide a repeatable audit trail that can assist in the acquisition decision 
proce

s are 

transferred directly to the manufacturing floor minimizing ambiguity in the systems 
specificatio

4.5.7.4. Modeling and Simulation (M&S) in Production and Development 

The M&S used during the systems engineering processes allows system designs to be 
electronically transmitted to the manufacturing shop floor to make the manufacturing process 
more streamlined and efficient.  M&S can be used to not only produce detailed designs of a 
system; they can also be used to define the production and support processes for the system
M&S should be considered in designing manufacturing facilities, defining production flows to 
meet planned prod

Before a new system goes into production, a program manager should examine the 
possibilities of modifying the computerized prototypes of the system to create virtual trainers
virtual trainer could be used to start training end-users on the new system befo

rod ction line. 

.5. Modeling and Simulation (M&S) in O

A  n the operational performa
a system and its role in a FoS or SoS may necessitate design modifications.  Operational 
maintenance an

s systems are fielded end-user innovation and feedback o

simulations so that the models can be revalidated and modified.  The end-user feedb
incorporated into existing M&S tools used in the system’s established collaborative en

amine redesign alternatives.  The operational and support phase can be considered t
beginning of the acquisition cycle because this is when needed capabilities and new requirement
are identified. 

The M&S applied to the system’s acquisition process has potential to be re-used as course-
of-action, decision support, and training tools.  Additionally, the program manager has an M&S
repository that represents the system at multiple levels of fidelity that can be used to represen
the system in other M&S FoS and SoS environments.  Thereby, it is incumbent for a program 
manager to plan for maintaining the M&S used throughout the development of the system. 

M&S plays an important role in all aspects of the acquisition process.  This is especially 
true in designing and developing a capability that is part of a FoS or SoS.  Today’s systems and 
associated interactions are too complex and M&S can assist the process by controlling the 
desired 

sses. 

4.5.7.6. Modeling and Simulation (M&S) Resources 

Properly implemented, M&S can ensure that schedules are met, costs and production 
constraints are identified and quantified, and system requirements and key performance
achieved.  The following documents are provided for additional guidance.  Additionally each 
service has a modeling and simulation office, which provides support to program offices. 

Documents: 
• DoD Directive 5000.59, Modeling and Simulation Management 
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• DoD 5000.59-M, Glossary of Modeling and Simulation Terms 
• DoD 5000.59-P, Modeling and Simulation  (M&S) Master Plan 
• DoD Instruction 5000.61, Verification, Validation and Accreditation 

Standards: 
• IEEE 1278 (Series), IEEE Standard for Distributed Interactive Simulation (DIS) 
• IEEE 1516 (Series), IEEE Standard for Modelin

Architecture (HLA) 
g and Simulation (M&S) High Level 

Websites: 
• Defense Modeling & Simulation Office: www.dmso.mil 

w.amso.army.mil• Army Model and Simulation Office: ww   
t Office: www.navmsmo.hq.navy.mil• Navy Modeling and Simulation Managemen     

d Simulation: www.afams.af.mil• Air Force Agency for Modeling an   
ganization: www.sisostds.org• Simulation Interoperability Standards Or   

• Institute of Electrical and Electronics Engineers: www.ieee.org  

4.5.8

view 
.  The commonly used reviews during most acquisition programs are the 

follo

. Summary of Technical Reviews 
Technical reviews are an important oversight tool that the program manager can use to 

review and evaluate the state of the system and the program, re-directing activity after the re
if found necessary

wing: 
• Initial Technical Review 
• Alternative Systems Review 
• System Requirements Review 
• System Functional Review 
• Preliminary Design Review 

Critical Design Review•  
• Test Readiness Review 
• Production Readiness Review 
• System Verification Review 
• Operational Test Readiness Review 

NOTE:  The technical reviews listed above and described below are detailed reviews 
conducted between the program management office and contractor personnel to assist the 
program manager and contractor in assessing technical progress of the program.  Unlike these 
technical reviews, a Design Readiness Review (DoD Instruction 5000.2) and Full-Rate 
Production Decision Review (DoD Instruction 5000.2) are Milestone Decision Authority-led 
managem
performa

4.5.9

ent oversight reviews intended to provide an assessment (cost, schedule, and 
nce) of a program’s readiness to progress further through the acquisition life cycle. 

. General Knowledge Tools 
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4.5.9.1. Best Practices 
• The General Accounting Office has conducted several studies (A and B) on best 

practices  
• The Systems Engineering Community of Practice  

The Systems Engineering Process Office within the Science, Technology, and • 

/SEPOFlyer.html

Engineering Department of the Space and Naval Warfare Systems Center in San Diego, 
CA, is a resource for systems engineering and software engineering best practices.  
http://sepo.spawar.navy.mil/sepo  

istics), 
s 

4.5.9.2. Case Studies 
• The Office of the Under Secretary of Defense (Acquisition, Technology, and Log

Office of Systems Engineering, has published several Integrated Product and Proces
Development case studies, including 

o Integrated Product/Process Development in the New Attack Submarine 
Program: A Case Study  

o Ford Motor Company’s Investment Efficiency Initiative: A Case Study  
o Integrated Product/Process Development in Upgrade and Mod Programs. 

• The Air Force Center for Systems Engineering has several case studies underway: C-5, 
.  F-111, Theater Battle Management Core System, and the Hubble Space Telescope

Case studies are also being planned for missile defense, DoD space-based systems, and 
commercial systems.  http://cse.afit.edu/studies.htm 

• Reliability, Availability and Maintainability Primer Case Studies  

4.5.9.3. Lessons Learned 
Lessons learned are a tool that the program manager may use to help identify potential 

areas of risk associated with the system by reviewing the experiences encountered in past 
programs.  Lessons learned databases document what worked and what did not work in past 

s can avoid the same pitfalls.  Lessons learned can be 
ding: managerial, system, sub-system, and component. 

tems, 
enab

programs, in the hopes that future program
found at all levels of the program, inclu

Lessons learned are most effective when analogous programs and systems are identified, 
and the lessons learned are applied with discretion and proper judgment, as opposed to non-
applicable lessons being blindly followed. 

Ideally, a program manager searches lessons learned databases for analogous sys
ling the program manager to be better prepared to defuse potential problems before they 

become real problems or to see what solutions to similar problems worked well in the past.  
However, because lessons learned databases are currently highly decentralized, it is often 
difficult to efficiently and effectively find applicable lessons learned in a form that is useful. 

There are many organizations that produce lessons learned.  Links to some of these 
organizations and databases from within and outside the DoD are given below. 

• Center for Army Lessons Learned  
• Air Force Center for Knowledge Sharing Lessons Learned 
• Center for Systems Engineering at the Air Force Institute of Technology  
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• Air Force Knowledge Management  
• Navy Lessons Learned System  
• Joint Center for Lessons Learned  
• Department of Energy Lessons Learned  
• NASA Lessons Learned Information System  

4.6. 

se of Robust Engineering in Air Force Acquisition Programs

Systems Engineering Resources 

4.6.1. Standards and Models 
• International Organization for Standardization (ISO)/International Electrotechnical 

Commission (IEC) 15288, System Life Cycle Processes 
• ISO/IEC 12207, Software Life Cycle Processes 
• Electronic Industry Alliance (EIA)/Institute of Electrical and Electronic Engineers 

(IEEE) J-STD-016, Software Development 
• American National Standards Institute (ANSI)/EIA 632, Processes for Engineering a 

System 
• ANSI/EIA 649, National Consensus Standard for Data Management 
• ANSI/EIA 748A, Earned Value Management Systems 
• EIA 859, Consensus Standard for Data Management 
• IEEE 1220, Application Management of the Systems Engineering Process 
• EIA 731, Systems Engineering Capability Model 
• CMMI SWE/SE/IPPD/SS, Capability Maturity Model-Integration, Software 

Engineering, Systems Engineering, Integrated Product and Process Development and 
Supplier Sourcing 

4.6.2. Handbooks and Guides  
• Guidance for the U  
• Navy Systems Engineering Guide 
• INCOSE Handbook 
• MIL-HDB-61, Configuration Management 
• MIL-HDBK 881, Work Breakdown Structure 
• MIL-HDBK 1785, Systems Security Engineering 
• NASA SE Handbook 
• DSMC Systems Engineering Fundamentals 
• DAU Risk Management Handbook 
• Product Support for the 21st Century: A Program Manager’s Guide to Buying 

Performance 
• Designing and Assessing Supportability in DoD Weapon Systems: A Guide to Increased 

Reliability and Reduced Logistics Footprint    <This link may already exist: make link 
to http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
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+O =10772113271FINAL_GUIDE_with_Mectober+24.pdf?URL_ID=15943&filename
mo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUI
DE+with+Memo+-+October+24.pdf&location=user-S/> <then delete text within angle 
brackets> 

• DoD Template for Application of Total Life Cycle Systems Management (TLCSM) and 
Performance Based Logistics (PBL) In the Weapon System Life Cycle 

• DoD Guide for Uniquely Identifying Items  
• The Reliability Analysis Center is a DoD Information Analysis Center, a Center of 

Excellence, and a technical focal point for information, data, analysis, training and 
technical assistance in the engineering fields of Reliability, Maintainability, 
Supportability, and Quality.  Their web site is http://rac.alionscience.com/  

• ISO/IEC TR 19760, Systems Engineering – A guide for the application of ISO/IEC 
15288 (System Life Cycle Processes), First Edition, 2003-11-15 
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tion of Life-Cycle Logistics (LCL) 
and i

e 

is placed on increasing reliability and reducing 
logis

Chapter 5 
Life-Cycle Logistics (LCL) 

 

 

5.0. Overview 

5.0.1. Purpose 
This chapter provides program managers with a descrip
ts application in the acquisition and sustainment phases.  A fundamental change in DoD 

policy is the designation of the program manager as the life cycle manager (Total Life Cycl
Systems Management (TLCSM)), responsible for effective and timely acquisition and 
sustainment of the system throughout its life cycle.  The program manager is responsible for 
providing the needed product support capability to maintain the readiness, sustainment and 
operational capability of a system.  Emphasis 

tics footprint in the systems engineering process, and providing for effective product 
support using performance based logistics (PBL) strategies.  PBL strategies may be applied at 
the system, subsystem, or major assembly level depending upon program unique circumstances 
and appropriate business case analysis.  This approach is depicted in Figure 5.0.1.1. 
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Under TLCSM the PM is responsible for Life Cycle Logistics (LCL), emphasizing LCL in systems 
engineering and implementing product support through Performance Based Logistics (PBL).  

Figure 5.0.1.1.  Overview 

Life Cycle Logistics 
(LCL)

Performance Based 
Logistics 

(PBL)
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5.0.2.
 

 Contents 
The first four sections of this chapter correspond to the elements depicted in Figure 5.0.1.1:
• Section 5.1, Life-Cycle Logistics (LCL), describes LCL, explains its role under Tota

Life Cycle Systems Management, and identifies the Program Manager’s main LCL 
responsibilities.  It also identifies DoD’s overall logistics goals, providing context for 
the conduct of all LCL related activities. 

l 

• Section 5.2, LCL in Systems Engineering, discusse
dable systems operational effectiveness.  LCL 

s LCL in Systems Engineering, 

int Capabilities Integration and Development 
strated in Test and Evaluation, and implemented in fielding and 

• istics

focusing primarily on achieving affor
considerations are addressed in the Jo
System process, demon
Sustainment of the system.  The concept of “design for support, support the design” is 
presented in this section. 
Section 5.3, Performance Based Log , discusses DoD’s preferred approach to 

or product support, Performance Based Logistics, and provides a step-by-step process f
implementing Performance Based Logistics.  Performance Based Agreements and 
Source of Support are also discussed. 

• Section 5.4, Key LCL Activities in the System Life Cycle, identifies key LCL activities 
in  it is a major new system, a modification to a 
fielded system, or a redesign of a product support system.  This section applies the 

each phase of a program, whether

concepts and actions discussed in the previous sections, placing them sequentially in the 
Defense Acquisition Management Framework to demonstrate when LCL-related 
activities take place. 

In addition, Section 5.5, LCL Tools and References, provides LCL tools and references
These tools and references provide further explanation of critical items discussed in the chap
as well as examples, templates, and other useful tools for LCL implementation. 

5.1. Life-Cycle Logistics (LCL) 
This section discusses LCL in the context of Total Life Cycle Systems Management an

DoD’s strategic logistics goals, and identifies the program manager’s LCL responsibilities.  
Subsequent sections discuss the program manager’s primary means of fulfilling those LCL 
responsibilities: the inclusion of 

.  
ter, 

d 

LCL considerations in systems engineering and implementation 
of Performance Based Logistics in Product Support.

5.1.1. Total Life Cycle Systems Management (TLCSM) 
TLCSM is the implementation, management, and oversight, b

Manager, of all activities associated with the acquisition, developm
y the designated Program 
ent, production, fielding, 

sustainment, and disposal of a DoD weapon or materiel system across its life cycle (DoD 
Directive 5000.1).  (See also 2.3, 11.7)  TLCSM bases major system development decisions on
their effect on life cycle operational effectiveness and logistics affordability.  TLCS
encompasses, but is not limited to, the following: 

• Single point of accountability for accomplishing program logistics objectives including
sustainment. 

• Evolu

 
M 

 

tionary acquisition strategies, including product support. 

http://www.dtic.mil/whs/directives/corres/pdf/41401r_052303/p41401r.pdf
http://www.dlaps.hq.dla.mil/SR2.htm
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tive 
ng of 

 

• An emphasis on Life-Cycle Logistics in the systems engineering process. 
• Supportability as a key element of performance. 
• Performance-based logistics strategies. 
• Increased reliability and reduced logistics footprint. 
• Continuing reviews of sustainment strategies. 

Implementation of the TLCSM business approach means that all major materiel alterna
considerations, and all major acquisition functional decisions demonstrate an understandi
their effects on operations and sustainment phase system effectiveness and affordability (see
section 4.1). 

In addition, TLCSM assigns the program manager responsibility for effective and timely 
acquisition, product support, availability, and sustainment of a system throughout its li

5.1.2. Life-Cycle Logistics (LCL) 
LCL is the planning, development, implementation, and management of a comprehensive,

affordable, an

fe cycle. 

 
d effective systems support strategy.  Under Total Life Cycle Systems 

perational 
a cross-

funct ddressed 

eet goals for operational effectiveness, optimum 
nology enhancements during the weapon system 

. 

Management, Life-Cycle Logistics has a principal role during the acquisition and o
phases of the weapon or materiel system life cycle.  LCL should be carried out by 

ional team of subject matter experts to ensure that supportability requirements are a
comprehensively and consistently with cost, performance, and schedule during the life cycle.  
Affordable, effective support strategies must m
readiness, and the facilitation of iterative tech
life cycle

LCL also includes the planning, development, and implementation of Performance Based 
Logistics initiatives as the preferred approach to systems support (DoD Directive 5000.1).  
Examples of these initiatives include: managing performance agreements, integrating support 
strategies, and employing diagnostics, prognostics, and logistics chain management approaches 
to achieve operational effectiveness, system affordability, and reduced logistics footprint.  LCL 
should be an integral part of the systems engineering process to insure that supportability 
considerations are implemented during the design, development, production, and sustainment of 
a weapon system. 

DoD Strategic Intent:  LCL fully supports DoD’s strategic goals for acquisition and 
ent logistics as s

D goals include: 

s 

blic 

sustainm tated in the most recent Quadrennial Defense Review (QDR), Joint 
Vision 2020, and the Focused Logistics Campaign Plan.  Do

• Project and sustain the force with minimal footprint (per QDR). 
• Implement Performance-Based Logistics. 
• Reduce cycle times to industry standards (per QDR). 

LCL supports achievement of these goals within the context of Total Life Cycle System
Management. 

5.1.3. The Program Manager’s Life-Cycle Logistics (LCL) Responsibilities 
The Program Manager is the life cycle manager.  Program managers examine and 

implement appropriate, innovative, alternative logistics support practices, including best pu
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sector and commercial practices and technology solutions.  (See DoD Directive 5000.1 
paragraphs E1.29 and E1.2.)  The choice of alternative logistics support practices is based on
program manager’s documented assessment that such actions can satisfy joint needs in a m
that is fully interoperable within DoD’s operational and logistics systems, improve schedules, 
performance, or support; or reduce weapon system support costs.  Regardless of the chosen 
support strategy, program managers, in collaboration with other key stakeholders, especially t
warfighter, establish logistics support program goals for cost, customer support, and perform
parameters over the program life cycle.  Decisions are made to satisfy formal criteria, resulting i
systems that are interoperable and meet Joint Capabilities Integration and Development System 
and Joint Capabilities Integration and Development System-related performance capabilities 
needs. 

 the 
anner 

he 
ance 

n 

ent 
 

rategy discussed in section 2.2

LCL is a critical component in two of the program manager’s key program managem
deliverables: the acquisition strategy, which includes the product support strategy; and the
acquisition program baseline, which identifies program metrics. 

Acquisition Strategy.  As part of the acquisition st , the 
prog

bility, 
ram manager develops and documents a Product Support Strategy for life-cycle 

sustainment and continuous improvement of product affordability, reliability, and supporta
while sustaining readiness (see section 5.4.1.2.1).  This effort ensures that system support an
life-cycle affordabilit

d 
y considerations are addressed and documented as an integral part of the 

’s overall acquisition strategy.  The product support strategy defines the supportability 
, an  to determine the optimum support concept for a 

mate  

h.  
 

e following elements: 

program
planning alyses, and trade-offs conducted

riel system and strategies for continuous affordability improvement throughout the product
life cycle.  The support strategy continues to evolve toward greater detail, so that by Milestone 
C, it contains sufficient detail to define how the program will address the fielding and support 
requirements that meet readiness and performance objectives, lower life cycle cost (LCC), 
reduce risks, reduce logistics footprint, and avoid harm to the environment and human healt
The support strategy should address all applicable support requirements to include, but not be
limited to, th

• Product Support (including software) (5.1.3.1); 
• Interoperability (5.1.3.2); 

Data Management (DM) (• 5.1.3.3); 
• Integrated Supply Chain Management (5.1.3.4); 
• Life Cycle Cost Optimization (5.1.3.5); 
• Logistics Footprint Minimization (5.1.3.6); 
• Life Cycle Assessment (5.1.3.7); 
• Demilitarization and Disposal (5.1.3.8); 
• Environment, Safety, and Occupational Health (5.2.1.6 and 4.4.11); and 
• Human Systems Integration (5.2.1.6 and Chapter 6). 

The Product Support Guide provides detailed information for developing product support 
strategies and related activities (see DUSD(LMR) Memorandum, November 2001, Product 
Support Guide). 

http://acc.dau.mil/simplify/file_download.php/CBM%2B+Memo+%28Interim%3B+25+NOV+02%29.jpg?URL_ID=11940&filename=10584697161CBM%2B_Memo_%28Interim%3B_25_NOV_02%29.jpg&filetype=image%2Fpjpeg&filesize=424228&name=CBM%2B+Memo+%28Interim%3B+25+NOV+02%29
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Acquisition Program Baseline (APB).  As discussed in section 2.1.1 of this Guidebook, 
the program manager and user prepare the APB at program initiation.  Updates follow 
subse

 

ics support functions necessary to maintain the 
readi

lude 
prove 

ent of capability to be delivered to 
the u

e 

• st to own and operate (i.e., minimal total ownership cost). 

roduct 

n 

quent milestone reviews, program restructurings, and unrecoverable program deviations.  
The APB core is a transcription of the Joint Capabilities Integration and Development System’s 
formal requirements for performance capability, schedules, and total program cost.  The program
manager can ensure effective consideration of life-cycle logistics factors by emphasizing 
supportability factors in the APB. 

5.1.3.1. Product Support 

Product support is a package of logist
ness, sustainment, and operational capability of the system. 

The overall product support strategy, documented in the acquisition strategy, should inc
life-cycle support planning and address actions to assure sustainment and  continually im
product affordability for programs in initial procurement, reprocurement, and post-production 
support. 

Support concepts satisfy user specified requirements for sustaining support performance at 
the lowest possible life cycle cost for each evolutionary increm

ser, including: 
• Availability of support to meet warfighter-specified levels of combat and peacetim

performance. 
• Logistics support that sustains both short and long-term readiness 

Minimal total life-cycle co
• Maintenance concepts that optimize readiness while drawing upon both organic and 

industry sources. 
• Data management and configuration management that facilitates cost-effective p

support throughout the system life cycle. 

Performance Based Logistics is the preferred DoD approach to product support (see sectio
5.3), which serves to consolidate and integrate the support activities necessary to meet these 
objectives (see Product Support Guide). 

5.1.3.2. 
 

advantage of joint capabilities in designing 
modu  
earlier in  and overall life cycle 
costs n of 
MOSA to provide interoperabili

isition 

Interoperability 

Interoperability is a key LCL facilitator, which allows the program manager to take
and implementing a product support strategy.  A 

lar open systems approach (MOSA) allows the logistician to apply risk mitigation analyses
 the system development process to reduce the required resources

.  The life cycle logistician assists the program management team in the applicatio
ty, maintainability, and compatibility when developing the 

support strategy and follow-on logistics planning for sustainment.  Materiel and operational 
interoperability for LCL should be considered throughout the systems engineering process. 

In carrying out their product support responsibilities, the program manager should be 
mindful of the benefits of drawing support from other DoD Components and Allies.  Acqu
cross-servicing agreements are a means of exploiting those potential benefits. 
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Acquisition and Cross-Servicing Agreements (ACSAs).  Per DoD Instruction 5000.2, the 
program manager should be aware of and understand the legal authority for the acqu
reciprocal transfer of logistic support, supplies, and services from eligible countries and 
international organizations.  The program manager should explicitly consider the long-ter
potential of ACSAs in developing the support strategy.  Further guidance on this subject is 
available in 

isition and 

m 

section 11.2.3 of this Guidebook and DoDD 2010.9. 

5.1.3.3. Data Management (DM) 

Under Total Life Cycle Systems Management, the program manager is responsible for Data 
Man

al 

agement for the system throughout it’s life cycle.  Data Management is an important part of 
Life-Cycle Logistics.  In that context, Data Management consists of the disciplined processes 
and systems that plan for, acquire and/or access, manage, and use data throughout the tot
system life cycle.  Data Management in Systems Engineering is discussed in 4.2.3.7. 

Data Management is defined as the process of applying policies, systems and procedures 
for id  

 
orded information 

regar uct, 

quirements 
approach should be 

entif
yst ystem life cycle.  Data 

shou
 should be implemented to guarantee the accuracy and completeness of 

the d

f the 

 the requirement for Government use, reproduction, manipulation, altering or transfer 
of po  

ld be 
t. A 

 standard examples can be found in section 4.2.3.7

entification and control of data requirements; for the timely and economical acquisition of
such data; for assuring the adequacy of data; for the access, distribution or communication of the
data to the point of use; and for analysis of data use.  Data is defined as rec

dless of the form or method of recording.  This section concentrates on technical, prod
and logistics data in support of the development, production, operation, sustainment, 
improvement, demilitarization and disposal of a system.  This includes both government and 
contractor created data. 

The program manager should develop a long-term strategy that integrates data re
across all functional disciplines to include logistics. A performance-based 
used to id y the minimal data required to cost-effectively operate, maintain and improve the 
fielded s em and to foster source of support competition throughout the s

ld be available in a format that is compatible with the intended user's environment and a 
quality assurance program

ata. 

In many cases, leaving Government acquired data in the physical possession o
contractor and having access to the contractor's data system is the ideal solution.  In addition to 
data access,

ssession of data should be part of the data acquisition and management strategy.  The
contract should specify appropriate Government rights to the data acquired, in addition to 
requirements for delivery or access.  Data, whenever it is delivered to the government, shou
formatted in accordance with accepted data standards to ensure usability by the governmen
list of data , of this document. These decisions 
shou  

Whether the data is stored and managed by the government or by industry, the program 
mana

ld be made early in the acquisition life cycle to avoid unexpected costs to procure, reformat
and deliver data.  

ger is responsible for protecting system data.  Policy applicable to data protection, marking, 
and release can be found in the following:  DoD Directive 5230.24, Distribution Statemen
Technical Documents; 

ts on 
DoD Directive 5230.25, Withholding of Unclassified Technical Data 

From Public Disclosure; DoD 5400.7-R, DoD Freedom of Information Act Program; and 
Defense Federal Acquisition Regulations Supplement (DFARS) Part 252.227-7013 & 7014. 

http://www.acq.osd.mil/io/se/cm&dm/pdf_files/MIL-HDBK-61A.pdf
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gement planning, and implementation.  GEIA Standard, GEIA-859, Data 
Man

, 

hat meets 
ng 

e, to allow 
ess in contributing to weapon 

syste

Industry standards, such as GEIA, ISO and ANSI, provide high level principles to guide 
integrated data mana

agement is a guide that may be helpful for program managers and data managers.  This 
standard and the emerging Handbook outline principles and processes for the management of 
data including data interoperability & longevity, best practices, and long term electronic storage
use, and recovery of data.  

The Data Management strategy should be supported by an integrated data system t
the needs of both the warfighter and the support community.  Data systems supporti
acquisition and sustainment should be connected, real-time or near real-tim
logisticians to address the overall effectiveness of the logistics proc

m availability and life cycle cost factors.  Melding acquisition and sustainment data systems 
into a true total life cycle integrated data environment provides the capability needed to reduce 
the logistics footprint and plan effectively for sustainment, while also insuring that acquisition 
planners have accurate information about total life cycle costs. 

As discussed in Chapter 7, an integrated data management system: 
o Facilitates technology insertion for affordability improvements during re-procurement 

and post-production support. 
o Supports configuration management processes. 
o Maintenance and sustainment analyses; 
o Contract service risk assessments over the life of the system. 

5.1.3.4. Integrated Supply Chain Management 
DoD Components operate an integrated, synchronized, total-system, life-cycle logistics 

chain to meet user requirements for information and materiel.  The objective is to promote user 
confidence in the logistics process by building a responsive, cost-effective capacity to ensure that 
warfighters get the materiel that they need, when they need it, with complete status information. 

Under the Life-Cycle Logistics approach, the program manager is ultimately responsible for 
satisfying the user's request, regardless of who is executing the integrated logistics and supply 
chain action.  The DoD logistics chain, however, emphasizes commodity management, rather 
than weapon system optimization, with multiple hand-offs through various links in the supply 
chain.  As discussed in section 5.3 below, program managers can use a Performance Based 
Logistics strategy to address these limitations.  Because Performance Based Logistics 
arrangements are weapon system-based, support is focused on the customer and conflicting 
commodity priorities are mitigated or eliminated.  In summary, Performance Based Logistics 
enables the program manager to exploit supply chain processes and systems to provide flexible 
and timely materiel support response during crises and joint operations. 

The program manager ensures that user support is based on collaborative planning, 
resulting in realistic performance expectations established through Performance Based 
Agreements (see 5.3.2).  These agreements should be negotiated in conjunction with the product 
support integrator, support providers, and the service providers, e.g. distribution centers and 
transportation providers.  Performance Based Agreement Templates and Guidance are available 
for use (see 5.5.5).  Most of these supply chain activities are governed by DoD 4140.1-R, 
released 23 May 2003. 
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Although it is important in all aspects of Life-Cycle Logistics, integrated supply chain 
management places a premium on user collaboration. 

User Collaboration.  Implementation of the Life-Cycle Logistics approach, especially 
integrated supply chain management, requires program managers to collaborate with users, e.g. 
the force providers in conjunction with the Combatant Commands and the DoD Components of 
those commands, to determine optimal logistics strategies tailored to meet the users’ needs and 
expectations, and produce a performance based agreement that codifies the negotiated user 
requirements and performance expectations (DoD Directive 5000.1).  These agreements should 
be negotiated in conjunction with the product support integrator, support providers, and the 
service providers (e.g. distribution centers and transportation providers). 

5.1.3.5. Life Cycle Cost Optimization 
The program manager’s overriding program objective is to maximize system effectiveness 

from the perspective of the warfighter.  Given a resource-constrained environment; however, 
trade-offs are inevitable among performance, availability, process efficiency, and cost.  The 
program manager should think in both the short- and long-terms.  Short-term pressures to 
achieve system performance and schedule imperatives are very real, and cannot be ignored.  In 
any program there will always be financial constraints and unforeseen financial contingencies. 

System long-term readiness and affordability are, however, equally important program 
elements to be maximized.  Program success is also determined by executing the performance 
parameter threshold for “operational cost as a military requirement, with threshold values.”  
(CJCS Instruction 3170.01)  The focus should be taking a Total Life Cycle Systems Managem nt 
appro ection weight decisions, as applied to operational 
cost effectiv

efense system Life Cycle Cost (LCC) is the total cost to the Government of acquisition 
and o tion, 

de-

e
ach to program resources and source sel

eness. 

D
wnership of a system over its useful life.  It includes the cost of development, acquisi

support, and disposal.  LCC should be considered in all program decisions, especially in tra
offs affecting Life-Cycle Logistics.  (See DoD Directive 5000.1, E1.4, E1.18, and E1.29.)  The
Cost Analysis Requirements Description (

 
see 3.4.2.1) reflects all significant Life-Cycle Logistics 

requirements for purposes of preparing the LCC estimate.   

The program manager addresses these issues using the system operational effectiveness 
(SOE) model (see 5.2.2) – balancing consideration of performance, cost, schedule, system 
availability, and process efficiency components.  A system that meets performance requirements 
but is

y 
 

 not reliable, maintainable, and supportable is a liability to the warfighter.  Ultimately, over 
the system life cycle, balancing this composite of long-term objectives will clearly provide 
greater benefit to the warfighter and to DoD. 

Cost as an Independent Variable (CAIV).  “Cost” is first treated as a formal militar
requirement via Joint Capabilities Integration and Development System cost-related performance
parameters.  Supportability-related cost performance criteria, such as O&S cost- per-operating-
hour, should influence CAIV principles; as applied to program investment and prioritization 
intended to affect life cycle cost effectiveness and affordability.  (See DoD Directive 5000.1 and 
this G dui ebook section 3.2.4) 

5.1.3 inimization .6. Logistics Footprint M
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 minimize the 
logistica s.  As stated in the QDR, an 
overarching DoD goal is to project inimal logistics footprint.  The 
‘foot n  is an engineering problem (see section 5.2.1.1

In addition to minimizing costs, the program manager must also strive to
l burden that a system will place on deployed force

and sustain the force with m
pri t problem’ ), which is best addressed early 

in the f etrics appropriate to the system and 
its op ughout the life cycle. 

5.1.3
 

n early, pre-deployment phases of the life cycle, Total Life Cycle Systems 
Man  to 

ssues.  It 

ent. 

f 

es shall conduct periodic assessments of 
syste hese 

n 

 li e cycle.  Program managers ensure that footprint m
erational environment are considered thro

.7. Life Cycle Assessment 
While the greater part of the program manager responsibilities discussed above are first

addressed i
agement also requires the program manager to provide continuing support and assessment

deployed systems, and to manage the demilitarization and disposal of old systems. 

The product support strategy addresses how the program manager and other responsible 
organizations will carry out ongoing assessment of the fielded system.  Life cycle assessment 
identifies and properly addresses performance, readiness, ownership cost, and support i
includes both pre- and post-deployment evaluations to assess system performance and the 
support strategy, and to support technology insertion for continuous modernization and product 
affordability improvements.  Life cycle assessment should be consistent with the written charter 
of the program manager’s authority, responsibilities, and accountability for accomplishing 
approved program objectives.  Post-deployment evaluations are the primary means of providing 
program manager life cycle assessm

Post-Deployment Review (PDR).  The program manager uses post-deployment reviews o
the system, beginning at IOC, to verify whether the fielded system continues to meet or exceed 
thresholds and objectives for cost, performance, and support parameters approved at full-rate 
production.  DoD policy requires that, “The Servic

m support strategies vis-à-vis actual vs. expected levels of performance and support.  T
reviews occur nominally every three to five years after IOC or when precipitated by changes i
requirements/design or performance problems, and should include, at minimum: 

• Product Support Integrator/Provider performance. 
• Product improvements incorporated. 
• Configuration control. 
• Modification of performance based logistics agreements as needed based on changing 

war fighter requirements or system design changes.”  (USD(ATL) Memorandum, 
March 2003, TLCSM & PBL, p. 9) 

Post-deployment reviews continue as operational support plans execute (including transition 
from organic to contract support and vice versa, if applicable), and should be regularly upda
depending on the pace of technology.  The program manager should use existing reporting 
systems and operational feedback to evaluate the fielded system whenever possible. 

5.1.3.8. Demilitarization and Disposal 

Given that the program manager is the total life cycle manager, it is im

ted 

portant that program 
managers are aware, from the very beginning of a program, that they must consider and plan for 
the ultimate demilitarization and disposal of the system once it is no longer militarily useful. 
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rization and disposalThe program manager considers materiel demilita  during systems 
engineering.  The program manager minimizes the Department of Defense’s liability due to 
inform

 

ation and technology security, and Environment, Safety, and Occupational Health issues.  
The program manager carefully considers the impacts of any hazardous material component 
requirements in the design stage to minimize their impact on the life cycle of the end item 
regarding item storage, packaging, handling, transportation, and disposition.  The program 
manager coordinates with DoD Component logistics activities and DLA, as appropriate, to 
identify and apply applicable demilitarization requirements necessary to eliminate the functional
or military capabilities of assets (DoD 4140.1-R and DoD 4160.21-M-1).  The program m
coordinates with DLA to determine property disposal requirements for system equipment and 
by-products (

anager 

DoD 4160.21-M).  The Chief of Naval Operations N43 and NAVSEA/Supervisor 
of Shipbuilding act as managers for ship disposal and recycling. 

5.2. Life-Cycle Logistics (LCL) in Systems Engineering (SE) 
Program management teams manage programs “through the application of a systems 

engineering approach that optimizes total system performance and minimizes total ownership 
costs” (DoD Directive 5000.1).  Due to the nature of evolutionary acquisition and 
incremental/spiral development s
design, development, deployment, and sustainment.  Effective sustainment of w
begins with the design and development of reliable and maintainable systems through the 
continuous application of a robust systems engineering methodology that focuses on total system
performance. 

LCL s

trategies, there is no longer a clear and definable line between 
eapons systems 

 

hould be considered early and iteratively in the design process, and life cycle 
supportability requirements are an integral part of the systems engineering process.  A detaile
discussion of the systems engineering process can be found in 

d 
section 4.2 of this Guidebo

Also see Designing and Assessing Supportability in DoD Weapon Systems: A Guide to Increased 
Reliability and Reduced Logistics Footprint (the ‘

ok.  

Supportability Guide’).  Additional discussion 
of LCL activities by acquisition phase can be found in section 5.4 of this Guideb

Demonstration of assured supportability and 

ook. 

life-cycle affordability should also be an 
entrance criterion for the Production and Deployment Phase.  The specific requirements 
associated with integrating the support strategy into the system engineering process can be 
accomplished through IPPD. 

This section first provides a list of LCL Considerations for systems engineering.  Nex
focuses on the achievement of affordable system operational effectiveness during 

t it 
Pre-

Acquisition and Acquisition, including Joint Capabilities Integration and Development System 
analyses, design, Test and Evaluation, and Production (Design for Support).  Finally, it briefly 
discusses LCL during Sustainment, to include Deployment, Operations, and Support (S

n). 
upport 

the Desig

5.2.1
The following are recommended considerations in managing LCL-related systems 

engin r , 
test a  e

5.2.1.1. 

. Life-Cycle Logistics (LCL) Considerations for Systems Engineering 

ee ing activities, including Joint Capabilities Integration and Development System, design
nd valuation, fielding, and sustainment. 

Logistics Footprint Reduction 
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Pro  
forces w
Program
life-cycl
(see DoD

gram management teams can best support evolving military strategy by providing U.S.
ith the best possible system capabilities while minimizing the logistics footprint.  
 management teams are responsible for achieving program objectives throughout the 
e, from development through sustainment, while minimizing cost and logistics footprint 
 Directive 5000.1, E1.17 and E1.29).  To minimize the logistics footprint, a de
ust lessen the quantity of support resources required, including personnel, su
quipment.  To achieve these goals, the supportability posture of weapon systems nee
igned-in.  The “footprint problem” is resolved through effective and early systems 
ing – the opportunities for decreasing the logistics foo

ployed 
system m pplies, and 
support e ds 
to be des
engineer tprint decline significantly as the 
syste e

5.2.1.2. 
Pro

integrate  identification technology; and 
iterative technology refreshm

m volves from design to production to deployment. 

Condition Based Maintenance Plus (CBM+) 
gram managers are required to “optimize operational readiness through affordable, 
d, embedded diagnostics and prognostics, … automatic

ent” (DoD Instruction 5000.2).  It is also Department of Defense 
policy that Condition Based Maintenance (CBM) be “implemented to improve maintenance 
agility and responsiveness, increase operational availability, and reduce life cycle total 
ownership costs” (DUSD(LMR) Memorandum, November 2002, CBM+).  The goal of CBM is 
to perform maintenance only upon evidence of need.  CBM tenets include: designing systems 
that require minimum maintenance; need-driven maintenance; appropriate use of embedded 
diagnostics and prognostics through the application of RCM; improved maintenance analytica
and production technologies; automated maintenance information generation; trend based 
reliability and process improvements; integrated information systems providing logistics system 
response based on equipment maintenance condition; and smaller maintenance and logistics 
footprints.  Condition Based Maintenance Plus (CBM+) expands on these basic concepts,

l 

 
enco ce 

m 
fications should identify early teaming with systems engineering to 

In-Test (BIT) 

us optimizing the time to repair.  Emphasis must also be on accuracy and 
za  5000.2

mpassing other technologies, processes, and procedures that enable improved maintenan
and logistics practices.  CBM+ can be defined as a set of maintenance processes and capabilities 
derived, in large part, from real-time assessment of weapon system condition, obtained from 
embedded sensors and/or external tests and measurements.  Ultimately, these practices can 
increase operational availability and readiness at a reduced cost throughout the weapon syste
life cycle.  The design speci
clearly define and understand the operating envelope in order to design in Built-
and Built-In-Self-Test (BIST) mechanisms including false alarm mitigation. 

Diagnostics:  Applicable and effective on-board monitoring/recording devices and 
software, e.g. built-in test (BIT), that provide enhanced capability for fault detection and 
isolation, th
minimi tion of false alarms (DoD Instruction ). 

Prognostics:  Applicable and effective on-board monitoring/recording devices and 
software, e.g. BIT, that monitor various components and indicate out of range conditions, 
imminent failure probability, and similar proactive maintenance optimization actions (DoD 
Instruction 5000.2). 

5.2.1.3. Serialized Item Management 
Effective serialized item management programs provide accurate and timely item-related

data that is easy to create and use, and their use is required (
 

DoD Instruction 5000.2).  Serialized 

http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+with+Memo+-+October+24.pdf&loc
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+with+Memo+-+October+24.pdf&loc
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r, to enable 
the g

item management is pursued to identify populations of select items (parts, components, and end 
items), to mark all items in the population with a universally Unique Item Identifie

eneration, collection and analysis of maintenance data about each specific item.  As a 
minimum, it is appropriate to consider selecting item populations from within the following 
categories: 

• repairable items down to and including sub-component repairable unit level, 
• life-limited, time-controlled, or items with records (e.g., logbooks, aeronautical 

equipment service records, etc.), and 
• items that require technical directive tracking at the part number level. 

For additional information and guidance, see DoD policy memorandum, September 4, 
2002, Serialized Item Management. 

Automatic Identification Technology.  Automatic identification technology (AIT), also 
required, is considered an integral element of serialized item management programs and 
supporting supply and maintenance management information systems (DoD Instruction 5000.2).  
Items selected for serialized item management should be marked with AIT-compliant 
identification numbers.  Item markings and accompanying AIT capabilities allow paperless 
identification, automatic data entry, and facilitate digital retrieval of maintenance-related 

uidance, see DoD policy memorandum, July 29, 
2003

ems – New 

information.  For additional information and g
, Policy for Unique Identification (UID) of Tangible Items-New Equipment, Major 

Modifications, and Reprocurement of Equipment and Spares; and DoD policy memorandum, 
November 26, 2003, Update to Policy for Unique Identification (UID) of Tangible It
Equipment, Major Modifications, and Reprocurements of Equipment and Spares. 

Radio Frequency Identification.  Radio Frequency Identification is an integral part of the 
DoD plan to enhance supply chain management (USD(AT&L) Memorandum, July 2004, Radio 
Frequency Identification (RFID) Policy).  Specifically, by providing real-time updates, radio 
frequency identification will enhance movement and timely positioning of materiel within the 
logis y tics node.  The implementation of radio frequency identification will transform DoD suppl
chains externally and internally, and should be addressed in the SCM strategy. 

5.2.1.4. Configuration Management 

Configuration Management (CM) is a process for establishing and maintaining the 
consistency of a product’s physical and functional attributes with its design and operational 
information throughout its life.  program managers are required to “base configuration 
management decisions on factors that best support implementing performance-based strategies 
throughout the product life cycle” (DoD Directive 5000.1).  Integral to successful CM is the 
development of a CM plan.  The program manager can find detailed guidance for documentin
the CM plan in ANSI/EIA-649 Configuration Management.  

The following are attributes of the Configuration Managem

A. Configuration Identification- uniquely identifying the functional and
characteristics of an item 

g 

ent Process: 

 physical 

B. Configuration Change Management- controlling changes to a product using a 
systemic change process 

http://acc.dau.mil/simplify/file_download.php/page=4
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SI/EIA 649A, Configuration Management, located on the GEIA website 

C. Configuration Status Accounting- capturing and maintaining the configuration of an 
item throughout the lifecycle 

D. Configuration Verification and Audit- ensuring product design is accurately 
documented and achieves agreed upon performance requirements. 

The program manager should consider industry standards and best practices.  Those standards
are documented in the following: 

• AN
http://www.geia.org/ click on STANDARDS 

• ISO 10007, Quality Management – Guidelines for configuration management 

• EIA 836, Configuration Management Data Exchange and Interoperability, located o
the GEIA website 

n 
http://www.geia.org/ click on STANDARDS 

• HDBK 649, Configuration Management – (in development, expected 12/05) 

Program managers establish and maintain a configuration control program, and are req
to “base configuration management decisions on factors that best support implementing 
performance-based strategies throughout the product life cycle” (

uired 

DoD Directive 5000.1).  The 
approach and activity that has responsibility for maintaining configuration control will depen
a number of program specific factors such a

d on 
s design rights, design responsibility, support 

conc

changes that impact the system’s ability to meet specification 
requi .  

ent planned or potential design changes and support options.  Configuration management 
of leg

ept, and associated costs and risk.  Nominally the government maintains configuration 
control of the system design specification and the contractor(s) performs configuration 
management for the design.  As such the Government retains the authority/responsibility for 
approving any design 

rements.  The contractor(s) has the authority/responsibility to manage other design changes
The Government maintains the right to access configuration data at any level required to 
implem

acy systems should be addressed on a case by case basis as design changes are 
contemplated.  (see also 4.2.3.6, EIA-649, and MIL HDBK 61A) 

5.2.1
d establishes a rigorous change 

management process for life cycle support.  Systems that integrate multiple commercial items 
can require extensive engineering to facilitate the insertion of planned new commercial 
technology.  This is not a “one time” activity because unanticipated changes may drive 
reconsideration of engineering decisions throughout the life of the program. 

Successful parts management addresses diminishing manufacturing sources and material 
shortages in the proposal, design, and maintenance phases of a product – that is, throughout the 
product’s life cycle.  For further discussion see the Supportability Guide

.5. Continuous Technology Refreshment and Obsolescence 
The program manager engineers the system architecture an

. 

As discussed in section 5.3, Performance Based Logistics support arrangements give 
significant latitude to the Product Support Integrator to manage technology refreshment.  Product 
Support Integrators have responsibility for performance outcomes and are incentivized to 
maintain currency with state-of-the-art technology, maximize the use of commercial off-the-shelf 
items, and generally use readily available items to avoid the high cost of diminishing 
manufacturing sources and material shortages over the life of the system. 

http://acc.dau.mil/simplify/file_download.php/End+to+End+memo+dated+6+Mar.pdf?URL_ID=11941&filename=10552506221End_to_End_memo_dated_6_Mar.pdf&filetype=application%2Fpdf&filesize=1159994&name=End+to+End+memo+dated+6+Mar.pdf&location=user-S/
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5.2.1.6. Other Life-Cycle Logistics (LCL) Related Considerations 
Risk Management.  The acquisition strategy addresses risk management, which should 

include LCL related risk. 

Interoperability and Joint Architecture.  Interoperability, which is required (DoD 
Directive 5000.1), is also important to LCL considerations such as supportability, 
maintainability, and footprint.  For further discussion of interoperability see 5.1.3.2, 4.4.2, and 
Chapter 7. 

Interoperability and Business Enterprise Architecture.  The Business Enterprise 
Architecture for Logistics (BEA-Log) exists in the context of DoD’s Business Enterprise 
Architecture (BEA) (DoD Directive 5000.1).  For further information see http://www.bea-
log.com. 

Human Systems Integration.  The program manager pursues HSI initiatives to optimize 
total system performance and minimize total ownership costs.  For further discussion see Chapter 
6. 

Environment, Safety and Occupational Health (ESOH).  A support program, as defined 
in DoD Instruction 5000.2, includes ESOH (to include explosives safety), which must be 
addressed throughout the acquisition process (DoD Directive 5000.1).  As part of the program’s 
overall cost, schedule, and performance risk reduction, the program manager shall prevent ESOH 
hazards, where possible, and shall manage ESOH hazards where they cannot be avoided.  (See 
also section 4.4.11) 

A program manager’s best means of insuring a system will meet its LCL goals and satisfy 
user supportability needs is to insure that these LCL considerations are infused in all phases of 
the program’s life cycle.  It is especially important that LCL considerations are included in Pre-
Acquisition and Acquisition activities, including the Joint Capabilities Integration and 
Development System process and Test and Evaluation. (LCL related activities bec
prom

ome 
inent as a program moves into Production and Deployment, and Sustainment. 

5.2.2. Pre-Acquisition and Acquisition (Design for Support) 
As discussed in section 4.4.9 and in the Supportability Guide, designing for optimal System 

Oper s balance between System Effectiveness and Life Cycle 
Cost.  The emphasis is not only on the reliability and maintainability of the prime mission system 
or eq ity, but also on human factors engineering along with the 
cost- pport system and infrastructure.  The key 
here Acquisition Management Framework 
(incl  the systems engineering and design 
matu

iciency, and total ownership 
cost.  The objectives of the SOE concept can influencing early design 
and a  outputs.  Reliability, reduced 
logis  effectively achieved through 
inclu a program – starting with the definition of required 
capab in Figure 5.2.2.1. 

ational Effectiveness (SOE) require

uipment to execute mission capabil
effective responsiveness and relevance of the su
is to smoothly integrate the DoD 5000 Defense 
uding its defined phases and milestones), together with
ration processes. 

SOE is the composite of performance, availability, process eff
best be achieved through 

rchitecture, and through focusing on the supportability
tics footprint, and reduced system life cycle cost are most
sion from the very beginning of 
ilities.  This process is depicted 

http://acc.dau.mil/simplify/file_download.php/PSGuide-nov01.pdf?URL_ID=11634&filename=10546603551PSGuide-nov01.pdf&filetype=application%2Fpdf&filesize=152525&name=PSGuide-nov01.pdf&location=user-S/
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Supportability Relationship to SOE Life Cycle FrameworkSupportability Relationship to SOE Life Cycle Framework
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The methods and practices reflected here are applied in an iterative manner, particularly for evolutionary acquisition and spiral development.

 

practices, and processes must be integrated throughout the systems engineering process to 
facili e  
sustainm e the basis for defining 
both  
maint a
assoc e symbiotic 
relati s

Imp  such 
as Failure Mode Effects and Criticality Analysis (FMECA), Fault Tree Analysis (FTA), and 
Reliability Centered Maintenance (RCM), will produce a Maintenance Task Analysis (MTA) 

ility and Supportability (RMS).  The 
techn

Figure 5.2.2.1.  Supportability Relationships 

 

As Figure 5.2.2.1. illustrates, reliability, maintainability and supportability methods, 

tat  the supportability assessment of a design, from conception through deployment and
ent.  As such, the concept of operations must be defined to provid

the top-level system requirements and capabilities, and the initial definition of the system 
en nce and support concept.  Formulating the system architecture and performing all 
iat d trade studies with attention to system maintenance ensures a balanced and 
on hip between the system and the associated support system. 

lementation of this disciplined approach, including systems engineering activities

directly linked to the system’s Reliability Maintainab
ical input and MTA process identifies support tasks, which are then assessed for 

affordability and supportability.  This in turn produces a Total System Product Support Package 
that identifies support requirements based upon the inherent reliability and maintainability of the 
system.  This Total System Product Support Package provides detailed descriptions of the: 

• Supply Support (Spare/Repair Parts) 
• Maintenance Planning 
• Test/Support Equipment 
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e will identify needs for system 
e  or other Life-Cycle Logistics 

attrib

• Technical Documentation/Interactive Electronic Technical Manuals 
• Manpower & Training/Computer Based Training 
• Facilities 
• Packaging Handling Storage & Transportation 
• Design Interface/Computing Support 

Continuous assessment of in-service system performanc
improvem nts to enhance reliability, obsolescence, corrosion,

utes. 

The colored boxes in Figure 5.2.2.1.correspond to the phases of the Defense Acquisition 
Management Framework (Figure 5.4.1.) and link to the appropriate discussion in section below:
yellow/blue = Concept Refinement and Technology Development (

 
Pre-Acquisition), tan/green

Systems Development and Demonstration (
 = 

Acquisition), and Production and Deployment, and
purple = Operations and Support (

 
Sustainment).  The gray box on the left links to Pre-

Acquisition and Acquisition (Design for Support).  The gray box on the right links to 
Sustainment (Support the Design).  It is important to note, however, that these processes are 
typically iterative and overlapping – thus the boxes overlap.  They are not necessarily carried out 
in a li

ps 

 

upport 

near progression.  Under evolutionary acquisition and incremental/spiral development, 
systems engineering and life-cycle logistics processes will often be repeated in progressive loo
throughout the program life cycle. 

Designing for optimal SOE provides balance.  The emphasis is not only on the reliability
and maintainability of the prime mission system or equipment to execute mission capability 
(‘Design for Support’), but also on the cost-effective responsiveness and relevance of the s
system and infrastructure (‘Support the Design’). 

Achieving Affordable System Operational Effectiveness (SOE).  The concept of SOE 
explains the dependency and interplay between system performance, availability (reliability, 
maintainability, and supportability), process efficiency (system operations, maintenance, and 
logistics support), and system life cycle cost.  (See the Supportability Guide, Section 2.1.)  <This 
link may already exist: make link to 
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+Oct _-

th
 

e to a program manager 
th t verall objective of maximizing the operational effectiveness of 

oactive, coordinated involvement of organizations and 
indiv

lder participation is 
requi porting 

ober+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+wi
+Memo+-+October+24.pdf&location=user-S/> <then delete text within angle brackets>  This
overarching perspective provides a context for the “trade space” availabl
along wi he articulation of the o
weapon systems.  SOE requires pr

iduals from the requirements, acquisition, logistics, and user communities, along with 
industry.  This applies equally to new weapon systems as well as to major modifications and 
opportunistic upgrading of existing, fielded systems.  In all cases, full stakeho

red in activities related to ‘designing for support,’ ‘designing the support,’ and ‘sup
the design.’  These factors and relationships are depicted in Figure 5.2.2.2: 

 



Affordable System
Operational Effectiveness

System Performance

Architectural 
Impacts on System

Open Systems Design

 189

Interoperabi

D n 

lity

esig

Sur

Acc
Ins

Environ

Modelin

Considerations
vivability &

Susceptibility
Software
Anti-tamper
HSI

essibility
ensitive Munitions

System Security
Information Assurance 
Corrosion Prevention 
COTS 
Di

System 
Performance

Priorities

Maintainability

Supportability

sposal and
Demilitarization

ment, Safety,
pational HealthOccu

Design Tools
g & Simulation

System Availability
Reliability/Maintainability/Supportability:
RAM, COTS
Producibility:  Value Engineering, Quality, 
Manufacturing Capability

Process Efficiency
Operations:  Interoperability, Information Assurance, 
Survivability & Susceptibility, HSI, System Security, Anti-tamper 
Maintenance: Corrosion Prevention and Control, Accessibility, 
Interoperability, Unique Identification of Items
Logistics: Supportability
Producibility:  Value Engineering, Quality, Manufacturing 
Capability

Producibility

tyReliabili

Operations

Maintenance

Logistics

Process
Efficiency

Life Cycle Cost / Total Ownership Cost

System
Availability

Technical
Effectiveness

System
Effectiveness

Capabilities

Functions

Affordable
Operational 

Effectiveness

 
Figure 5

 S

.2.2.2.  Affordable System Operational Effectiveness 

 

ystem Performance.  System performance is realized through designed-in system 
lities and functions.  In this context, the term capabilities refers to the various desicapabi red 

per
weapon
mission ironment.  

formance attributes and measures of the system, such as maximum speed, range, altitude, or 
s delivery accuracy.  The term functions refers to the desired mission capabilities and 
 scenarios that the system must be capable of executing in an operational env

(See the Supportability Guide, section 2.2.1)  <This link may already exist: make link to 
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+w
+Memo+-+October+24.pdf&location=user-S/#page=9> <then delete text within angle brackets> 

ith

Technical Effectiveness.  Technical effectiveness reflects the inherent balance betwee
system performance and system availability.  These two aspects of the system must be designe
in synergistically and with full knowledge of the expected system missions in the context of a 

n 
d-

proposed system maintenance concept.  (See the Supportability Guide, section 2.2.4) <This link 
may already exist: make link to 
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+with
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+Memo+-+October+24.pdf&location=user-S/#page=16> <then delete text within angle 
brackets> 

System Effectiveness.  System effectiveness reflects the balance achieved between the 
technical effectiveness and the process efficiency of the system.  In this context, process 
efficiency is constituted by the system operational, maintenance, and logistics processes.  System 
effectiveness reflects a holistic view of the real mission capability delivered to the field.  (See the 
Supportability Guide, section 2.2.5) <This link may already exist: make link to 
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+wi
+Memo+-+October+24.pdf&location=user-S/#page=17> <then delete text within angle 
brackets> 

System Availability

th

.  The components of system availability are defined to include:  
reliability, maintainability, supportability (RMS) (see section 4.4.8), and producibility, defined as 
follows: 

• Reliability:  The ability of a system to perform as designed in an operational 
environment over time without failure. 

• Maintainability:   The ability of a system to be repaired and restored to service when 
maintenance is conducted by personnel using specified skill levels and prescribed 
procedures and resources. 

• Supportability:  The inherent quality of a system - including design, technical support 
, and timely 

 includes factors such as diagnostics, 
gn for support’ and  ‘support 

tics footprint, and 
 for developing and sustaining a 

sta

data, and maintenance procedures - to facilitate detection, isolation
repair/replacement of system anomalies.  This
prognostics, real-time maintenance data collection, ‘desi
the design’ aspects, corrosion protection and mitigation, reduced logis
other factors that contribute to an optimum environment

ble, operational system (see section 4.4.9).  S
ich a system’s design and planned logistics r

upportability also includes the degree to 
wh esources support its readiness 

system to 
tomer.  Producibility is closely linked to other elements of availability and to 

co lso normally easier to maintain 

requirements and wartime utilization.  Unlike reliability or maintainability, 
supportability includes activities and resources (such as fuel) that are necessary for 
system operation.  It also includes all resources that contribute to the overall support 
cost (e.g. personnel, equipment, technical data, etc.). 

• Producibility:  The degree to which the design of the system facilitates the timely, 
affordable, and optimum-quality manufacture, assembly, and delivery of the 
the cus

sts.  Items that feature design for producibility are a
and have lower life cycle costs.  (See section 4.4.6.1.) 

Reliability-Centered Maintenance (RCM).  RCM is an analytical process, first and 
foremost, to reduce life cycle cost and is also used to determine preventive maintenance tasks a
well as provide recommendations for other actions necessary to maintain a required level of 
safety, maximize equipment availability, and minimize operating cost.  SAE JA1011 (Evaluation 
Criteria for RCM Programs) and SAE JA1012 (A Guide to the RCM Standa

s 

rd) are illustrative 
commercial standards for this method.  (Supportability Guide) <This link may already exist: 
make link to http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
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+Oct o_-
ith

 

ober+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Mem
_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+w
+Memo+-+October+24.pdf&location=user-S/> <then delete text within angle brackets> 

Process Efficiency.  Process Efficiency reflects how well the system can be produced, 
operated and maintained, and to what degree the logistics infrastructure and footprint have been
reduced to provide an agile, deployable, and operationally effective system.  Achieving process 
efficiency requires early and continuing emphasis on producibility, maintenance, and the various 
elements of logistics support.  (See the Supportability Guide, Section 2.2.3) <This link may 
alrea e
http: c
+Oct e
_Octo with
+Memo+
brackets

5.2.3

ions including configuration changes resulting from 
evolu ted with 

ed 

 

al 
readi  missions in accordance 
with i ess of the application of 
desig o  and use. 

t 
strate of 
Performa re made as needed, based on changing warfighter 
requirem  assessing and revising agreements and support 
strate
includ  e
on not only ‘adding on’ ne

 5000.1

dy xist: make link to 
//ac .dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
ob r+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-
ber_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+

-+October+24.pdf&location=user-S/#page=15> <then delete text within angle 
> 

. Sustainment (Support the Design) 
The program manager should apply the systems engineering processes for designing and 

assessing supportability not only during acquisition, but throughout the entire life cycle.  These 
processes should be applied for all modificat

tionary acquisition and spiral development.  Supportability assessments, coordina
systems engineering, may identify redesign opportunities for fielded systems that would enhance 
weapon system operational effectiveness.  These assessments can also identify sub-optimal 
performers in the fielded product support system, which can be corrected through rebalanc
logistics elements or changes to the maintenance program.  Designing-in and subsequent 
continuing assessment of supportability throughout the life cycle is essential to maintaining the 
effectiveness of fielded systems, and are responsibilities of the program manager. 

While acquisition phase activities are critical to designing and implementing a successful
and affordable sustainment strategy, the ultimate measure of success is application of that 
strategy after the system has been deployed for operational use.  Warfighters require operation

ness and operational effectiveness – systems accomplishing their
the r design parameters in a mission environment.  Systems, regardl
n f r supportability, suffer varying stresses during actual operational deployment

Accordingly, the DoD Components conduct periodic assessments of system suppor
gies vis-à-vis actual vs. expected levels of performance and support.  Modification 

nce Based Logistics agreements a
ents or system design changes.  When

gies, the process should encompass all previous configuration/block increments, and also 
e lements of System Development and Demonstration phase activities, with an emphasis 

w support as required, but also on addressing the support strategy in 
total across the entire platform and range of deployed configurations.  This task requires close 
coordination with appropriate systems engineering IPTs. 

5.3. Performance-Based Logistics (PBL) 
Performance-Based Logistics (PBL) is DoD’s preferred approach for product support 

implementation (DoD Directive ).  As noted in section 5.1, program managers should 

http://acc.dau.mil/simplify/file_download.php/PSGuide-nov01.pdf?URL_ID=11634&filename=10546603551PSGuide-nov01.pdf&filetype=application%2Fpdf&filesize=152525&name=PSGuide-nov01.pdf&location=user-S/
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t, integrated supply chain 
mana
establish a PBL approach in fulfilling their product suppor

gement, and other Life-Cycle Logistics responsibilities.  PBL utilizes a performance-based 
acquisition strategy that is developed, refined, and implemented during the systems engineering 
process.  PBL can help program managers optimize performance and cost objectives through the 
strategic implementation of varying degrees of Government-Industry partnerships.  (See also 
Implementing a Performance-Based Business Environment.) 

This section discusses PBL and presents a basic methodology for implementing PBL .  It 
then provides detailed discussion of key aspects of PBL: Performance Based Agreements, and 
Source of Support, which includes Maintenance, Supply, Transportation, and a brief note 
regarding contractor logistics support. 

PBL is the purchase of support as an integrated, affordable, performance package d
to optimize system readiness and meet performance goals for a weapon system through long-
term support arrangements with clear lines of authority and responsibility.  Application of P
may be at the system, subsystem, or major assembly level depending on program unique 
circumstances and appropriate business case analysis.  Additional guidance to help program 

esigned 

BL 

managers apply PBL is contained in the Product Support Guide, Chapter 1. <This link may 
already exist: make link to http://acc.dau.mil/simplify/file_download.php/PSGuide-
nov01.pdf?URL_ID=11634&filename=10546603551PSGuide-
nov01.pdf&filetype=application%2Fpdf&filesize=152525&name=PSGuide-
nov01.pdf&location=user-S/#page=4> <then delete text within angle brackets> 

The essence of PBL is buying performance outcomes, not the individual parts and repair 
actio

port in 
ons 

ves.  This major shift from the 
l approach to p ort emphasizes what level of support program manager 
, m.  Instead of buying set levels of spares, repairs, tools, and 

data,

ns.  This is accomplished through a business relationship that is structured to meet the 
warfighter’s requirements.  PBL support strategies integrate responsibility for system sup
the Product Support Integrator, who manages all sources of support.  Source of support decisi
for PBL do not favor either organic or commercial providers.  The decision is based upon a best-
value determination, evidenced through a business case analysis (BCA), of the provider’s 
product support capability to meet set performance objecti
traditiona roduct supp
teams buy not who they buy fro

 the new focus is on buying a predetermined level of availability to meet the warfighter’s 
objectives. 

One of the most significant aspects of PBL is the concept of a negotiated agreement 
between the major stakeholders (e.g. the program manager, the force provider(s), and the support 
provider(s)) that formally documents the performance and support expectations, and 
commensurate resources, to achieve the desired PBL outcomes.  Per DoD Instruction 5000.2, 
“The PM shall work with the users to document performance and support requirements in 
performance agreements specifying objective outcomes, measures, resource commitments, and 
stakeholder responsibilities.”  The term ‘performance agreements,’ as cited in DoD 5000-series 
policy, is an overarching term suitable for policy guidance.  In actual PBL implementation 
guidance, the more specific term ‘performance based agreements’ is used to ensure clarity and 
consistency.  Additional discussion of Performance Based Agreements can be found in section 
5.3.2, and in DUSD(LMR) Memorandum, March 2003, Implementing the Future Logistics 
Enterprise End-to-End Customer Support. 
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ry from  Tailoring.  It is important to note that each PBL arrangement is unique and will va
other PBL arrangements.  A PBL arrangement may take many forms.  There is no one-size-fits-
all approach to PBL. 

Earned Value Management (EVM).  EVM is a valuable program management tool that 
can be extremely useful in PBL implementation.  Please see 11.3.1 for a detailed discussion of 
EVM. 

The Force Provider/Program Manager/Support Provider relationship and Performance 
Based Agreement linkages are depicted in Figure 5.3.1.. 

The following are considerations for the program manager in implementing performa
based logistics and developing performance based agreements. 

nce 

 

PBL: Performance-Based Agreements
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odology for Implementing Performance Based Logistics (PBL) 
r detailed in the Product Support Guide

Figure 5.3.1.   Performance Based Agreements (PBA) 

5.3.1. Meth
The PBL methodology, which is furthe , is a twelve 

step process that can be applied to new, modified, or legacy systems: 

1.  Integrate Requirements and Support. (5.3.1.1) 

2.  Form the PBL Team.  (5.3.1.2) 

http://acc.dau.mil/simplify/file_download.php/Wynne+Memo+Re+Purchasing+Using+Performance+Criteria_16Aug2004.pdf?URL_ID=49043&filename=10927708211Wynne_Memo_Re_Purchasing_Using_Performance_Criteria_16Aug2004.pdf&filetype=application/pdf&filesize=107908&n
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3.  Baseline the System.  (5.3.1.3) 

4.  Develop Performance Outcomes.  (5.3.1.4) 

5.  Select the Product Support Integrator(s).  (5.3.1.5) 

6.  Develop a Workload Allocation Strategy.  (5.3.1.6) 

7.  Develop a Supply Chain Management Strategy.  (5.3.1.7) 

8.  Perform a PBL Business Case Analysis.  (5.3.1.8) 

9.  Establish Performance Based Agreements.  (5.3.1.9) 

10.  Award Contracts.  (5.3.10) 

11.  Employ Financial Enablers.  (5.3.11) 

12.  Implement and Assess.  (5.3.12) 

This PBL implementation process is not inten
manage

ded to be rigid and inflexible.  The program 
ment team should apply the steps presented in a manner that is best suited to the needs of 

their program, its business and operational environments.   

As stated in DoD Directive 5000.1, E1.17, “PMs shall develop and implement 
performance-based logistics strategies that optimize total system availability while minimizing 
cost and logistics footprint.  Sustainment strategies shall include the best use of public and 
private sector capabilities through government/industry partnering initiatives, in accordance with
statutory requirements.”  Developing the PBL strategy, formalizing the warfighter performance 
agreement, and establishing the product support integrator are key components of the product 
support strategy and should be documented in the acquisition strategy

 

. 

Performance-Based Logistics Strategy.  A PBL strategy focuses weapon system support 
on identified warfighter required performance outcomes, rather than on discrete transactional 

ughout the life cycle of the 
e minimized through technology 

inser  
e 

m 

logistics functions.  It should balance two major objectives thro
weapon system:  the requirement for logistics support should b

tion and refreshment, and the cost-effectiveness of logistics products and services should be
continually improved.  Careful balancing of investments in logistics and technology to leverag
technological advances through the insertion of mature technology is critical.  The progra
manager should insure that the PBL strategy addresses warfighter requirements during 
peacetime, contingency operations, and war. 

The development of a PBL strategy is a lengthy, complex process, led by the program 
manager, involving a multitude of stakeholders.  No two weapons system PBL strategies are 
exactly the same – each must be tailored to the unique requirements of the weapon system 
considering, at minimum, the factors and criteria listed below: 

• Statutory requirements:  Title 10 U.S.C. (Core, 50/50, public/private partnering, and 
others). 

• Regulatory requirements: DoD Component policy (Contractors on the Battlefield, 
tional level support functions). 

ource of Repair (DSOR) process, market 
Service performance of organiza

• Sources of support: Completion of the Depot S
research, optimizing the best mix of public and private capabilities. 
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 implementation begins in the Joint Capabilities 
tio bilities needs on overall performance and linking 

supp an 
ent 

 
so be 

e parameter or other ‘testable’ metric.   

s, 
ntinual management process for the program manager. 

 

istics 
s 

and 
ns and provide agile and robust combat capability.  These participants 

help 

s from 

ganizations, and contract support.  After the team is organized, the members 
estab . 

• Determining performance outcomes: Ensuring that warfighter performance 
requirements are commensurate with the available financial resources, ensuring 
flexibility in Performance Based Agreements to accommodate shifting financial 
priorities. 

5.3.1.1. Integrate Requirements and Support 

An effective Performance Based Logistics
Identifica n System process by focusing capa

ortability to performance.  Understanding warfighter needs in terms of performance is 
essential initial step in developing a meaningful support strategy.  The program managem
team consults with the operational commands and organizations that support the warfighting 
combatant commanders.  The operational commands are generally the weapon system 
customers.  Their capability needs will be translated into performance and support metrics that 
will (a) be documented in Performance Based Agreements, and (b) serve as the primary
measures of support provider performance.  Supportability needs should, as appropriate, al
as a key performanc

Understanding warfighter requirements is not a one-time event.  As scenarios change and 
the operational environment evolves, performance requirements may change.  Thu
understanding the requirements is a co

5.3.1.2. Form the Performance Based Logistics Team 
The program manager should establish a team to develop and manage the implementation

of a Performance Based Logistics weapon system strategy.  The team may consist of government 
and private-sector functional experts; however, it is important that they are able to work across 
organizational boundaries.  Establishing the team is a cultural change, as it will sometimes be 
difficult to find people who are comfortable sharing information and working outside of 
functional, stove piped organizations.  Team-building within Performance Based Logistics is 
similar to traditional integrated logistics support management, except the focus on individual 
support elements is diminished and replaced by a system orientation focused on performance 
outcome. 

The program manager invites DoD Component and Defense Logistics Agency log
activities to participate in product support strategy development and integrated product team
(IPTs) to ensure that the product support concept is integrated with other logistics support 
combat support functio

to ensure effective integration of system-oriented approaches with commodity-oriented 
approaches (common support approaches), optimize support to users, and maximize total 
logistics system value. 

Integrating Across Traditional Stovepipe Organizational Boundaries.  A team could 
include representatives from a component command headquarters and logistics representatives 
from supply, maintenance, and transportation staffs.  It could also include representative
operational commands, engineering, technical, procurement, comptroller, information 
technology or

lish their goals, develop plans of action and milestones, and obtain adequate resources
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est 

e System 
the 

 strategy, a program manager needs to identify the 
diffe ram 

laced system, life cycle cost estimates should be used.  For 
em porting the product demonstrates its risks and benefits as 

part o rt 

ss, this 
ough sense of the planned improvements, benefits, and costs. 

ss 
g on the weapon 

actor size or “presence” of logistics support 
apon system.  Measurable elements include 

Establishing the Public/Private Support Strategy IPT(s).  These IPTs will ensure
consideration, throughout support strategy design and development, of all factors and criteria 
necessary to achieve an optimum Performance Based Logistics strategy that utilizes the b
capabilities of the public and private sectors in a cost effective manner. 

5.3.1.3. Baseline th

Defining and documenting the system baseline answers three key questions:  What is 
scope of your support requirement?  Who are the key stakeholders?  What are your cost and 
performance objectives?  Use actual data when available for fielded systems. 

To develop an effective support
rence between existing and desired performance requirements.  Accordingly, the prog

manager identifies and documents the current performance and cost baseline.  The life cycle 
stage of a program determines the scope of a baselining effort.  For new programs with no 
existing logistics structure, the baseline should include an examination of the cost to support the 
replaced system(s).  If there is no rep
new syst s, the business model for sup

f the systems engineering process.  This “proof of concept” for the support solution is pa
of the system development and demonstration phase.  Once identified, the baseline can be used 
to assess the necessary establishment of, or revisions to, the support concept to achieve the 
desired level of support. 

For existing systems, the baseline assessments form the basis for the Business Case 
Analysis of Performance Based Logistics approaches being considered.  Early in the proce
analysis provides a r

5.3.1.4. Develop Performance Outcomes 
At the top level the performance outcomes and corresponding metrics should focus on the 

warfighter’s needs:  A system that is operationally available, reliable, and effective, with 
minimal logistics footprint and a reasonable cost. 

The formal performance agreement with the warfighter states the objectives that form the 
basis of the Performance Based Logistics effort.  For Performance Based Logistics, 
“performance” is defined in terms of military objectives, using the following criteria:  

1. Operational Availability.  The percent of time that a weapon system is available for a 
mission or ability to sustain operations tempo. 

2. Operational Reliability.  The measure of a weapon system in meeting mission succe
objectives (percent of objectives met, by weapon system).  Dependin
system, a mission objective would be a sortie, tour, launch, destination reached, 
capability, etc. 

3. Cost per Unit Usage.  The total operating costs divided by the appropriate unit of 
measurement for a given weapon system.  Depending on weapon system, the 
measurement unit could be flight hour, steaming hour, launch, mile driven, etc. 

4. Logistics Footprint.  The government / contr
required to deploy, sustain, and move a we
inventory / equipment, personnel, facilities, transportation assets, and real estate. 
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nents, 

 
s and 

5. Logistics Response Time.  This is the period of time from logistics demand signal sent to 
satisfaction of that logistics demand.  “Logistics Demand” refers to systems, compo
or resources, including labor, required for weapon system logistics support. 

Performance Based Logistics metrics should support these desired outcomes.  Performance
measures will be tailored by the Military Departments to reflect, specific Service definition
the unique circumstances of the Performance Based Logistics arrangements.  See USD(ATL) 
Memorandum, August 2004, Performance Based Logistics: Purchasing Using Performance 
Based Criteria. 

Linking these metrics to existing warfighter measures of performance and reporting 
syste

 

ms is preferable. Many existing logistics and financial metrics can be related to top-level 
warfighter performance outcomes.  It is important to select only those metrics that are within the 
control of each Performance Based Logistics provider. 

5.3.1.5. Select the Product Support Integrator(s) 
The program manager's responsibilities for oversight and management of the product 

support function are typically delegated to a ‘product support manager’ (an overarching term
characterizing the various Service function titles, i.e. Assistant Program Manager for Logistics, 
System Support Manager, etc) who leads the development and implementation of the product 
support and Performance Based Logistics strategies, and ensures achievement of desired support 
outcomes during sustainment.  The product support manager employs a Product Support 
Integrator (PSI), or a number of PSIs as appropriate, to achieve those outcomes.  The PSI is an 
entity performing as a formally bound agent (e.g. contract, MOA, MOU) charged with 
integrating all sources of support, public and private, defined within the scope of the 
Performance Based Logistics agreements to achieve the documented outcomes.  The product 
support manager, while remaining accountable for system performance, effectively delegates 
responsibility for delivering warfighter outcomes to the PSI.  In this relationship, and consisten
with "buying perform

t 
ance", the PSI has considerable flexibility and latitude in how the necessary 

supp

 between organic and private sector 
he 

n function is a key component of the product support strategy 
docu

•

Furth i

ort is provided, so long as the outcomes are accomplished. 

Activities coordinated by the PSI can include, as appropriate, functions provided by organic 
organizations, private sector providers, or a partnership
providers.  As with the Performance Based Logistics strategy and the warfighter agreement, t
product support integratio

mented in the acquisition strategy.  While product support execution is accomplished by 
numerous organizational entities, the PSI is the single point of accountability consistent with 
their level of functional responsibility for integrating all sources of support necessary to meet the 
agreed to support/performance metrics.  Candidates for the integrator role include: 

• The system's original equipment manufacturer or prime contractor. 
• A DoD Component organization or command. 
 A third-party logistics integrator from the private sector. 

er nformation can be found in the Product Support Guide. 

Develop a Workload Allocation S5.3.1.6. trategy 
D  

private secto
Do  policy requires that “sustainment strategies shall include the best use of public and

r capabilities through government/industry partnering initiatives, in accordance with 
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statu ytor  requirements.”  (DoDD 5000.1, E1.17)  An effective support strategy considers ‘best 
competencies’ and partnering opportunities.  To that end, a workload allocation/sourcing strategy 
ident  

 

apability, and proprietary spares support. 

is 

d in an 
unbia

 
e 

 to validate any proposed scope, schedule, or budget 

t the 
 or 

uld also be used to refine estimation of benefits and 
costs

res; 

 It 
tly, and without prejudice, identifies which alternative provides optimum mission 

perfo

ifies what is best for each support function in terms of: capability, skills, infrastructure,
opportunities for partnering, compliance with Title 10, public/private flexibility, and 
affordability.   

5.3.1.7. Develop a Supply Chain Management Strategy 
A supply chain management strategy is critical to the success of any Performance Based

Logistics effort.  Materiel support is a critical link in weapon systems supportability.  All the 
skilled labor, advanced technology, and performance mean little without the ‘right part, in the 
right place, at the right time.’  The supply chain is also a primary target for utilizing industry 
flexibility, c

5.3.1.8. Perform a Performance Based Logistics Business Case Analys
A business case provides a best value analysis, considering not only cost, but other 

quantifiable and non-quantifiable factors, supporting an investment decision.  To effectively 
provide this justification it is critical that the process, scope, and objectives of the business case 
developers be clearly understood and communicated.  A business case should be develope

sed manner without prejudice, and not be constructed to justify a pre-ordained decision.  
The analysis should stand on its own and be able to withstand rigorous analysis and review by
independent audit agencies.  It is expected that the business case will be used throughout the lif
cycle of the project.  Specifically: 

• This business case is used in the initial decision to invest in a project. 
• It specifically guides the decision to select among alternative approaches. 
• The business case also is used

changes during the course of the project.  The business case should be a living 
document – as project or organization changes occur they should be reflected in updates 
to the business case. 

Finally, the business case should be used to validate that planned benefits are realized a
completion of the project.  This information should be used in further decisions to sustain
enhance the solution.  This information sho

 for future projects in the organization. 

A Business Case Analysis is an expanded cost/benefit analysis with the intent of 
determining a best value solution for product support.  Alternatives weigh total cost against total 
benefits to arrive at the optimum solution.  The Business Case Analysis process goes beyond 
cost/benefit or traditional economic analyses by linking each alternative to how it fulfills 
strategic objectives of the program; how it complies with product support performance measu
and the resulting impact on stakeholders.  A Business Case Analysis is a tailored process driven 
by the dynamics of the pending investment (i.e., Performance Based Logistics) decision. 
independen

rmance given cost and other constraints, including qualitative or subjective factors.  
Development of the Performance Based Logistics Business Case Analysis should determine: 

• The relative cost vs. benefits of different support strategies. 
• The methods and rationale used to quantify benefits and costs. 



 199

ss 
and m ssion environment.  For further discussion of Performance Based Logistics Business Case 
Analyses see the Product Support Guide

• The impact and value of Performance/Cost/Schedule/Sustainment tradeoffs. 
• Data required to support and justify the Performance Based Logistics strategy. 
• Sensitivity of the data to change. 
• Analysis and classification of risks 
• A recommendation and summary plan of implementation for proceeding with the best 

value alternative. 

The Business Case Analysis becomes an iterative process, conducted and updated as 
needed throughout the life cycle as program plans evolve and react to changes in the busine

i
, USD(ATL) Memorandum, January 2004, Performance 

Based Logistics Business Case Analysis and USD(ATL) Memorandum, March 2004, System 
Planning Guidance PBL BCA. 

5.3.1.9. Establish Performance Based Agreements 
ce based agreements provide the objectives that form the basis of the 

Perfo e 
all 

te 
l 
st 

rm or manage.  Accordingly, the program 
mana

 

gistics 
 

cies.  For example, 
there

Warfighter performan
rmance Based Logistics effort.  Generally, a focus on a few performance based outcom

metrics – such as weapon system availability, mission reliability, logistics footprint, and over
system readiness levels – will lead to more effective solutions.  However, in developing the 
actual Performance Based Logistics support arrangements, it may not be possible to directly sta
the warfighter performance objectives as support metrics, due to lack of support provider contro
of all support activities necessary to produce the warfighter performance (e.g. availability).  Mo
DoD Component logistics policies and/or guidance mandate a preference for DoD Component-
performed organizational level maintenance and retail supply functions. 

A support provider in a Performance Based Logistics arrangement cannot be held 
accountable for functions they do not directly perfo

ger may select the next echelon of metrics for which the support provider can be held 
accountable, and which most directly contribute to the warfighter performance metrics.  The use 
of properly incentivized ranges of performance to define metrics can provide flexibility and is 
recommended.  Many existing logistics and financial metrics can be related to top-level 
warfighter performance outcomes.  These include, but are not limited to, not mission capable 
supply (NMCS),  ratio of supply chain costs to sales, maintenance repair turnaround time, depot
cycle time, and negotiated time definite delivery.  In structuring the metrics and evaluating 
performance, it is important to clearly delineate any factors that could affect performance but are 
outside the control of the Performance Based Logistics providers. 

While objective metrics form the bulk of the evaluation of a Performance Based Lo
provider’s performance, some elements of product support requirements might be more
appropriately evaluated subjectively by the warfighter and the program manager team.  This 
approach allows some flexibility for adjusting to potential support contingen

 may be different customer priorities to be balanced with overall objective measures of 
performance.  (See 5.3.2 and the Product Support Guide) 

5.3.1.10. Award Contracts 
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e 

by 

 and to facilitate future cost estimating and price analysis.  Performance Based 
Logi

 

cost type
demand 
Based Lo titively sourced wherever possible and should make 
maxi m zed  
to do so 
disad n

Tho ld follow Federal Acquisition 
Regu i ce, 
as appro ilize 
FAR r  
comm c

The preferred Performance Based Logistics contracting approach is the use of long-term
contracts with incentives tied to performance.  Award term contracts should be used wher
possible to incentivize optimal industry support.  Incentives should be tied to metrics tailored 
the Military Departments to reflect their specific definitions and reporting processes.  Award and 
incentive contracts shall include tailored cost reporting to enable appropriate contract 
management

stics contracts must include a definition of metrics and should be constructed to provide 
industry with a firm period of performance.  Wherever possible, Performance Based Logistics 
contracts should be fixed price (e.g. fixed price per operating or system operating hour).  Lack of
data on systems performance or maintenance costs, or other pricing risk factors may necessitate 

 contracts for some early stage Performance Based Logistics.  Full access to DoD 
data will be incorporated into all Performance Based Logistics contracts.  Performance 
gistics contracts should be compe

mu  use of small and disadvantaged businesses as subcontractors, and may be incentivi
through Performance Based Logistics contractual incentives tied to small and 

va taged business subcontracting goals.   

se purchasing Performance Based Logistics shou
lat on (FAR) and Defense Federal Acquisition Regulation Supplement (DFARS) guidan

priate, for the acquisition of logistics services and support, and should seek to ut
 Pa t 12 – “Acquisition of Commercial Items” to acquire Performance Based Logistics as a

er ial item.  See USD(ATL) Memorandum, August 2004, Performance Based Logistics: 
Purchasing Using Performance Based Criteria. 

erformance Based Logistics contract specifies performance requirements; clearly 
s roles and responsibilities on both sides; specifies metrics; includes incentives as

A P
delineate  
appro i
contr i
Objectiv

 

pr ate; and specifies how performance will be assessed.  Performance Based Logistics 
act ng strategies prefer utilizing an approach characterized by use of a Statements of 

es versus early development of a detailed Performance Work Statement. 

A documented performance-based agreement/contract between the program manager, 
product support integrator, and force provider, that defines the system operational requirements
(e.g. readiness, availability, response times, etc.), is essential.  The product support manager, 
PSI, and product support provider(s) will define and include the required support metrics 
necessary to meet the system performance requirements (DoD Directive 5000.1, E1.29).  (Se
5.3.4

e 
) 

5.3.1.11.
In executing performance agreements, the program manager should implement a financial 

process strategy that is an enabler.  The program manager should estimate annual costs based on 
opera n pplicability.  The force provider 
(custome unds have been appropriated, the 
custo r ailable as needed to fund the support as 
defin  i sed Agreement and (if present) subsequent implementing support 

 

 Employ Financial Enablers 

tio al requirements and review funding streams for a
ce the fr) advocates for the required funding.  On

me  should ensure that the funds are made av
ed n the Performance Ba

contract.  Although this process does not provide the program manager direct ‘control’ of the
funds for support, it does put them in a clear management and oversight role of the funds used 
for sustainment. 
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ased 
 

ands-on’ 
tracts/agreements will be self-regulated. 

ship 

ts 
ance Based Agreements are one of the key components of an effective product 

support strategy.  (Se

5.3.1.12. Implement and Assess 
The program manager’s assessment role includes developing the performance assessment 

plan, monitoring performance, and revising the product support strategy and Performance B
Agreements as necessary.  The program also acts as the agent for the warfighter, certifying PSI
performance and approving incentive payments.  The program manager should take a ‘h
approach and not assume that the con

Life cycle assessment identifies and properly addresses performance, readiness, owner
cost, and support issues, and includes post-deployment evaluation to support planning for 
ensuring sustainment and implementing technology insertion, to continually improve product 
affordability. 

5.3.2. Performance Based Agreemen

Perform
e DoD Directive 5000.1 and DoD Instruction 5000.2.)  They establish the 

e of performance, and corresponding support necessary to achieve that 
ided by commercial or organic support providers.  The Program 

performance of the warfighter, negotiates the required level of 
ired performance at a 
pport, and cost are accepted by the stakeholders, the program manager 

ce-based agreements with users, which specify the level of operational 
ired by the users. rs enter into 
 with organic sou urces, 

g the users in terms of edule, performance, sustainment, and 
 satisfy the user 
e government or private 

sector, who serves as a single point of accountability to integrate support from all sources to 

 ma ns.  
Perfo

gly, the contract contains the agreed to performance 
and/o

 be 

 
 

, which promote 
and f

negotiated baselin
performance, whether prov
Manager, utilizing the desired 
support to achieve the des cost consistent with available support funding.  
Once the performance, su
enters into performan
support and performance requ  Likewise, program manage
performance-based agreements rces and contracts with commercial so
which focus on supportin cost, sch
disposal.  To coordinate the work and business relationships necessary to
agreement, program managers select a product support integrator from th

achieve the performance outcomes specified in the performance-based agreement.  The 
agreements intain flexibility, to facilitate execution year funding and/or priority revisio

rmance Based Agreements also reflect a range of support levels to facilitate revisions in 
support requirements without preparing new performance based agreements. 

5.3.2.1. Performance Based Contracts 
For support provided by commercial organizations, the contract is, in most cases, the 

performance-based agreement.  Accordin
r support metrics that have been identified as meeting the requirements of the warfighter.  

In most cases, the ultimate performance requirements (e.g., Availability) may be precluded as 
contract metrics because the contractor may not have full control or authority over all of the 
support functions that produce system availability – some support functions may continue to
performed by organic organizations or other support providers.  Accordingly, the contract 
metrics reflect the highest level of metric(s) that are the most critical in producing the desired
performance outcome(s).  In order to motivate the contractor to achieve the desired metrics,
appropriate contract incentives include award fee, award term, and cost sharing

acilitate contractor performance. 

5.3.2.2. Agreements with Organic Providers and Users 
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een 

that 
s 

mercial providers, will have a set of 
perfo

(s) 
ome(s). 

 
d 
ary 

fo  
a

For support provided by organic organizations, a performance-based agreement, similar in 
structure to a Memorandum of Agreement, Memorandum of Understanding, or Service Le
Agreement may be used in lieu of a contract to represent and document the terms of the 
performance based agreement for organic support.  One important distinction, however, betw
Performance Based Agreements and other types of Agreements and Understandings is that 
Performance Based Agreements contain the agreed to performance and/or support metrics 
have been identified as meeting the warfighter requirements, and to which the warfighter ha
agreed to commit funding.  The intent of agreements with organic support providers is to 
formally document the agreed to level of support, and associated funding, required to meet 
performance requirements.  Organic providers, like com

rmance metrics that will be monitored, assessed, incentivized, and focused on the target 
weapon system.  The Performance Based Agreement metrics reflect the highest level of metric
that are the most critical in producing the desired performance outc

5.3.3. Source of Support 
The program manager should use the most effective source of support that optimizes the

balance of performance and life cycle cost, consistent with required military capability an
statutory requirements.  The source of support may be organic or commercial, but its prim

cus should be to optimize customer support and achieve maximum weapon system availability
t the lowest LCC.  Consistent with DoD Instruction 5000.2, in advance of contracting for 
perational support services, the program manager shall work with the manpower community to
etermine the most efficient and cost effective mix of DoD manpower and contract support.  

o  
d
Sour

5

ce of support decisions should foster competition throughout the life of the system. 

.3.3.1. Maintenance Source of Support 

10 U.S.C. 2464 and DoD policy require organic core maintenance capabilities.  Such 
apabilities provide effective and timely response to surge demands, ensure competitiv
apabilities, and sustain institutional expertise.  Best value over the life cycle of the system and 
se of existing contractor capabilities, particularly while the system is in production, shou
onsidered key determinants in the overall decision process.  The program manager provides for 
ng-term access to the data required for competitive sourcing of systems support and 
aintenance throughout its life cycle.  For additional information and guidance, see 

c e 
c
u ld be 
c
lo
m DoD 
Directive 4151.18. 

The program manager shall ensure that maintenance source of support selection complies 
ith statutory requirements identified in w DoD Instruction 5000.2, Core Logistics 
nalysis/Source of Repair Analysis. 

Core Logistics Capability.  

A

.S.C. 246410 U  requires core logistics capability that is 
Gove

ely 

rnment-owned and Government operated (including Government personnel and 
Government-owned and Government-operated equipment and facilities) to ensure a ready and 
controlled source of technical competence and resources necessary to ensure effective and tim
response to mobilization, national defense contingency situations, or other emergency 
requirements.  These capabilities must be established no later than 4 years after achieving IOC 
(10 U.S.C. 2464).  These capabilities will include those necessary to maintain and repair weapon 
systems and other military equipment that are identified as necessary to enable the armed forces 
to fulfill the strategic and contingency plans prepared by the Chairman of the Joint Chiefs of 
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 will be provided to maintain these core capabilities and ensure cost 
e capacity and 

 contingency plans.  The 
prog

Staff.  Excluded are special access programs, nuclear aircraft carriers, and commercial items.  
Sufficient workload
efficiency and technical competence in peacetime while preserving surg
reconstitution capabilities necessary to fully support strategic and

ram manager ensures that maintenance source of support decisions comply with this 
statutory requirement. 

Depot Maintenance 50 Percent Limitation Requirement.  10 U.S.C. 2466 requires not
more than 50 perce

 
nt of the funds made available in a fiscal year to a military department or 

defen
gency 

ure compliance with this statutory 
requirement. 

Governm nerships can 
contribute to mo

y, and the economical sustainment of .  Depot 
ips can be an effective tool to implem rmance-Based Logistics 

ased Logistics implementation  
partnering with public depot maintenance activities to satisfy the requirements of 10 U.S.C. 2464

se agency for depot-level maintenance and repair workload be used to contract for 
performance by non-Federal Government personnel.  As this is a military department and a
level requirement and not a weapon system specific requirement, the program manager should 
not undertake depot maintenance source of support decisions without consultation with 
accountable acquisition and logistics officials to ens

ent and Industry Support Partnerships.  Public-private part
re effective DoD maintenance operations, the introduction of innovative 

processes or technolog
maintenance partnersh

 organic capabilities
ent Perfo

arrangements.  Performance B  strategies should consider
 

466and 10 U.S.C. 2 . 

ons in the Department of De lic-
mbine the best of commercial processes and practices with the 

ive maintenance capabilities.  It is ts of both sectors 
ment and effective operation of partnerships across the widest possible 

ents. 

aintaining and 
s ormation 

memorandum, January 30, 20 hips for 

5.3.3.2. Supply Source of Support 

at maximizes service to the user, while minimizing 
 of supply rt that gives the program 

ort integrator sufficient control over ial and support functions to 
 readine ents 

aintenance planning pro nsure delivery of an 

 may be included as part of the overall system 
e competitive ess will result in a 

rcial source and/or an agreement with  prescribes a 
s of operational performance and cost.  The program manager may 

use a competitive process to select the best value supply support provider, or supply support may 

Depot maintenance operati fense can benefit from pub
private partnerships that co
Department's own extens in the mutual interes
to pursue the establish
segment of workload requirem

Maintenance partnerships should be the preferred arrangem
repairing DoD weapon systems, hardware, equipment, and 

ents for m
oftware.  For additional inf
02, Public-Private Partnersand guidance, see DoD policy 

Depot Maintenance. 

DoD policy gives the program manager latitude in selecting a source of supply support, 
including support management functions, th
cost.  The program manager should select a source  suppo
manager and/or the supp  financ
effectively make trade-off decisions that affect system
will be determined as a part of the m

ss and cost.  Supply requirem
cess to e

integrated product. 

Competitive Process.  Supply support
procurement or as a separate competition.  Th selection proc
contract with a comme  an organic source that
level of performance in term
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rformance Based Logistics support arrangement with a Product 
to multiple sources of supply 

 the Product Support 
Integrator or a Prime Vendor arrangement) be established as a focal point of responsibility.  

me 
Addi

be included in an overarching Pe
Support Integrator.  While access may be encouraged to reduce the 
risks associated with a single source, it is imperative that a single entity (e.g.

Particular attention should be given to Prime Vendor contracts for specific commodities and 
Virtual Pri Vendor contracts for a wide range of parts support for specific subsystems.  

tional guidance appears in DoD Directive 4140.1 and DoD 4140.1- R. 

Organic Supply Source of Support.  The program manager selects organic supply sources
of support when they offer the best value (

 
DoD Directive 5000.1).  When changing the suppo

strategy for fielded equipment from organic support to contractor support or from contractor 
support to organic support, DoD-owned inventory that is unique to that system should be 
addressed in the source of support decision. 

5.3.3.3. Transportation Source of Support 

rt 

or the 
ch 

or 

tation 
e a 

.  
risis situations and contingency operations, 

door D 
iciently 

at 
/or 

licy 
mem on 

 
-door commercial 

trans

The program manager is encouraged to determine the best overall support strategy f
customer to include the use of all available transportation alternatives, and alternatives whi
may be provided by Original Equipment Manufacturers (OEMs) or commercial vendors.  These 
alternatives may include the use of commercial transportation services and facilities to the 
maximum extent practicable; the use of organic transportation consistent with military needs; 
the combination of both commercial and organic transportation to support customer 
requirements.  In considering transportation options, program manager must also plan for 
transition of the supply and distribution chain from normal operations to expeditionary 
operations in austere locations that are not served, at least initially, by commercial transpor
services and facilities.  As in supply support, the program manager should strive to structur
support arrangement, such as Performance Based Logistics, that will consolidate the 
responsibility for transportation in a single entity, such as the Product Support Integrator. 

Facilitating Vendor Shipments in the DoD Organic Distribution System.  Many vendor 
contracts require vendors to distribute materiel using door-to-door commercial transportation
However, during certain circumstances such as c

-to-door commercial delivery may not be possible.  If this occurs, materiel enters the Do
organic distribution system for delivery to the ultimate user.  Such materiel is often insuff
marked and labeled, and subsequently it becomes ‘frustrated.’  To reduce the amount of 
frustrated materiel, program managers are advised that when it is known prior to award th
shipments under the contract will enter the DoD organic distribution system, the contract and
delivery order should require the contractor to comply with the business rules in DoD po

orandum, July 23, 2003, Facilitating Vendor Shipments in the DoD Organic Transportati
System.  All solicitations requiring that deliveries be made using door-to-door commercial 
transportation must include a provision that requires vendors to notify the contracting officer or
the contracting officer’s designee when they are unable to use door-to

portation and to request alternate shipping instructions.  The contracting officer or 
contracting officer’s designee must expeditiously provide alternate shipping instructions and 
make the appropriate contract price adjustments.  For additional information, visit the on-line 
Defense TP Library. 
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DoD Arms, Ammunition, and Explosives.  Program Managers are encouraged to refer to 
4500.9-R, Defense Transportation Regulation, Part 2, for transportation considerations regarding
the movement of Arms, Ammunition, and Explosives. 

5.3.3.4. Contractor Logistics Support / Contractors on the Battlefield (CLS/COTB) 
Integration, In-Theater 

Civilian contractors can execute support missions in a variety of contingency operations. 
When support strategies employ contractors, program managers shoul

 

 
d, in accordance with Joint 

Publication 4-0 Chapter 5 and DoD Component implementing guidance, coordinate with affec
Combatant Commanders.  This coordination is carried out through the lead Service and ensure
functions performed by contractors, together with functions performed by military personnel an
Government civilians, are integrated in operations plans (OPLAN) and orders (OPORD).   

ted 
s 
d 

ements, to include restrictions 
posed by international agreem

n of 
essen l ) to 
prov  s s are required for those tasks 
that have  services to provide reasonable assurance of 
conti a  3020.37

Joint Publication 4-0 Chapter 5 also requires Combatant Commanders to: 
• Identify operational specific contractor policies and requir

im ents; 
• Include contractor-related deployment, management, force protection, medical, and 

other support requirements, in the OPORD or a separate annex; and 
• Provide this information to the DoD Components to incorporate into applicable 

contracts.   

The intent of the coordinated planning outlined above is to ensure the continuatio
ia  contractor services in the event the contractor provider is unable (or unwillingt

ide ervices during a contingency operation.  Contingency plan
 been identified as essential contractor

nu tion during crisis conditions in accordance with DoD Instruction .  In 
accordance with DoD Instruction 5000.2, program managers should also coordinate with the 

 Component manpower authority in advance of contracting for operational support services DoD
to ensure that tasks and duties that are designated as inherently governmental or exempt are not 
contr

s, 

acted. 

5.4. Key Life-Cycle Logistics (LCL) Activities in the System Life Cycle 
An acquisition program is structured in phases, which are separated by milestone decision

in accordance with the Defense Acquisition Management Framework established in DoD 
Instruction 5000.2.  In each phase of a program’s life cycle, from concept to disposal, there ar
important life-cycle logistics issues and actions to be addressed by the program manager. 

This section provides an overview of key LCL activities and outputs in the context of the 
Defense Acquisition Management Framework, as depicted in Figure 5.4.1., to help program 
managers effectively implement LC

e 

L, Total Life Cycle Systems Management (TLCSM), and 
a gistics.  By placing the topics discussed in previous sections in the context 

of th  
 

ems 

Perform nce Based Lo
e Framework, this section provides a basic roadmap program managers can follow to

achieve LCL goals.  This section can also serve as a benchmark for assessment of program
Performance Based Logistics implementation in the design and development of weapon syst
and associated sustainment strategies. 

http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
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ose 
mportant LCL related activities and issues a program manager 

shou

This section is by no means a complete discussion of all the activities a program manager 
must carry out during each acquisition phase and in preparation for each milestone.  The purp
of this section is to highlight i

ld be aware of at appropriate points in the Acquisition Framework.  Many of the issues 
discussed are applicable to multiple phases and the deliverables must be updated during 
subsequent phases, increments, or spirals. 

For a complete discussion of all the activities and requirements encompassed in the Defense 
Acquisition Management Framework see DoD Instruction 5000.2.  A complete and detailed 
discussion of LCL throughout the life cycle can be found in the TLCSM Template published by 
the USD(AT&L) and in Chapter 3 of the Supportability Guide. <This link may already exist: 
make
+Octo e
_Oct df&filesize=432407&name=FINAL+GUIDE+with
+Me + /#page=19> <then delete text within angle 
brack

 Management Framework and breaks out the 
LCL related design and systems engineering activities discussed in section 5.2

 link to http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-
b r+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-

ober_24.pdf&filetype=application%2Fp
mo -+October+24.pdf&location=user-S
ets> 

Figure 5.4.1. depicts the Defense Acquisition
.  The colored 

boxes correspond to the colored boxes in Figure 5.2.2.1.  Again, it is important to
processes are not carried out in a strictly linear progression, they are typically car

 note that these 
ried out in 

iterat

f the 
tegy.  If planned correctly, configuration control efforts can provide the program 

mana

ive, progressive loops in keeping with evolutionary acquisition and spiral development.  
The colored phase boxes (upper) are linked to the appropriate text below.  The colored breakout 
boxes (lower) are linked to the appropriate text in section 5.2. 

Evolutionary acquisition presents new challenges and benefits to the program manager in 
both acquisition and sustainment activities.  An obvious challenge is the potential cost and 
configuration control problems that can arise with multiple configurations of end-items as well 
as the support system.  This must be addressed early in development and evolution o
acquisition stra

ger the opportunity to observe and evolve the success of tentative support strategies. 

 



A B C IOC

Technology 

User Needs &
Technology Opportunitie

 207

Development & Demons
System Developmen

tration
ion & 

nt

Syste ition

Operations & 
Support

t Product
Deployme

ms Acquis

s

Sustainment

 at Milestones A, B, or C
criteria met before entering phase

nary Acquisition or Single Step to Full 
Capability

RP 
ecision
eview

FOC

Process entry
Entrance 
Evolutio

F
D
RLRIP/OT&E

Design
Readines
Review

(Program
Initiation)

s 

Pre-Systems Acquisition

Concept 
Refinement

Concept
Decision

ICD: Initial Capabilities Document
CDD: Capabilities Development Document
CPD: Capabilities Production Document

CDD

JCIDS

ICD CPD

IOC: Initial Operating Capability
FOC: Full Operating Capability OT&E: Operational Test and Evaluation

FRP: Full Rate ProductionLRIP: Low-Rate Initial Production

INPUTS:
Validated 
System 

Requirements 

Support and 
Maintenance 

Objectives and 

& 
a System 

Architecture
Sys Reliability Modeling 

and Allocation

RCM MTA

FTA

Sys Redesign/
Improvement

Maintainability
Analysis 

Level of Repair
aintainability
Prediction

Design Reviews
And Evaluation

Have 
Rqmts. 

Been Met?

FMECA

M

OUTPUTS:
Elements of 
Product 
SupportoSystem Diagnostics

oSystem Prognostics
oCondition Based 
Maintenance+

Reliability
Prediction

A

Feedback and 
Iteration

Development 
of System 

Operations, 
Support Use 

Definition of 
System 
Support 

Objectives

System 
Architecture

Technical
chitecture

Case 
Scenarios Ar

Gene
Evalua

ration, 
tion, & 

Selection of 
Support and 
Maintenance 

Concepts and 
Technologies

INPUTS:

Identification of Stakeholders, 
needed capabilities and 
priorities:

ICD,Functional – Mission – Capabilities
CDDOperational and Support 

Requirements
Affordability Requirements
Technology Assessment & 

Opportunities

COTS Evolution and Market Surveillance (

CAIV (Performance-Support Co

Tech Refereshment)

st Trade Offs)

 
Figure 5.4.1.  Defense Acquisition Management Framework 

 

5.4.1. Pre-Acquisition 
Pre-acquisition presents the first substantial opportunity to influence weapon systems 

supportability and affordability by balancing threat scenarios, technology opportunities, and 
operational requirements.  Emphasizing the critical performance-sustainment link, desired user 
capabilities should be defined in terms not only of objective metrics (e.g. speed, lethality) of 
per

ty 

formance to meet mission requirements affordably, but also of the full range of operational 
requirements (logistics footprint, supportability criteria) to sustain the mission over the long 
term.  Assessment and demonstration of technology risk includes those related to supportabili
and to product support.  Reliability, reduced logistics footprint, and reduced system life cycle 
cost are most effectively achieved through inclusion from the very beginning of a program – 
starting with the definition of needed capabilities. 

LCL in the Joint Capabilities Integration and Development System process.  An 
effective and affordable LCL support program should be represented as a performance capability 
priority.  As discussed in section 1.3, the Joint Capabilities Integration and Development System 
process documents operational phase technical and support-related performance capabilities 
where warfighters, or their operational user representatives, identify needed supportability
support-related performance capabilities parameters (RMS, cost per operating hour, diagno

 and 
stic 
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effe

 operational effectiveness is the overarching LCL goal that should be considered 
durin

ed 

appro

Capa i ent 
and rema nto the Defense Acquisition Management Framework at each phase and 
miles

pment System direction — for both 
the in a ort-related performance criteria and for each 
evolu n ludes the following: 

• Cost (with threshold/objectives)  be included in the Joint Capabilities Integration 
an ty Development Document as “life cycle” costs 

ctiveness, etc.).  Planning, resourcing, and allocation of resources for logistics supportability 
should be mapped to these specific warfighter needs for support-related system performance.  
Further, program management can more easily invest in Condition Based Maintenance Plus 
(CBM+) and related embedded instrumentation technology, when they are tied to Joint 
Capabilities Integration and Development System performance capability parameters.  
Affordable

g the Joint Capabilities Integration and Development System process. 

The Joint Capabilities Integration and Development System analysis process is compos
of a structured, four-step methodology that defines capability gaps, capability needs, and 

aches to provide those capabilities within a specified functional or operational area.  Based 
on national defense policy and centered on a common joint warfighting construct, the analyses 
initiate the development of integrated, joint capabilities from a common understanding of 
existing joint force operations and doctrine, organization, training, materiel, leadership and 
education, personnel and facilities (DOTMLPF) capabilities and deficiencies.  The Joint 
Capabilities Integration and Development System analyses are led by the sponsor.  The Joint 

bil ties Integration and Development System process is initiated prior to concept refinem
ins linked i

tone. 

LCL-related Joint Capabilities Integration and Develo
iti l establishment of supportability and supp
tio ary increment — inc
 is to

d Development System Capabili
(CJCSM 3170.01, p. E-A-6, 15). 

• Logistics supportability should be treated as an operational performance capability
that’s inherent to systems design and development (CJCSI 3170.01, p. A-9, (b)

 
). 

• Functional needs analysis must include supportability as an inherent part of defining 
capability needs (CJCSI 3170.01, p. A-4, 2(a)). 

• Within the "capabilities based" approach to setting formal warfighter requirements, 
"supportability" is a key attribute to be defined (CJCSI 3170.01, p. A-5, e(1)). 

• Logistics supportability is an inherent element of both Operational Effectiveness and 
Operational Suitability (CJCSI 3170.01, p. GL-11, by definition). 

• Doctrine, Organization, Training, Materiel, Leadership and education, Personnel, and 
Facilities (DOTMLPF) considerations include key logistics criteria that will help 
minimize logistics footprint and reduce cost (CJCSM 3170.01, p E-A-5, 13). 

• The Joint Capabilities Integration and Development System process validates each 
increment’s support-related performance capability parameters, their threshold and 
objective values, and related metrics and measures of effectiveness. 

Initial Capabilit ent System 
the necessary information f of the Initial Capabilities 

m uld document those lessons learned 
onstraints that impact the supportability-related 

ies Document.  Joint Capabilities Integration and Developm
analyses provide or the development 
Document.  In the Initial Capabilities Docu
and cost drivers of current systems, and/or c

ent, the user sho
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e planned system, along with those of the support system.  The 
Capabilities Document: 

apability 
ges) 

tenance Rates 
 Locations

aintenance Effective

These details guide the acquisition community in refining the concept selected in the Initial 
Capabilities Docum

o Milestone A 
through development of an 

p eading to development of a Technology Development 

design requirements of th
following supportability ‘drivers’ should be considered in the Initial 

• System Maintenance/Support Profiles and Use Case Scenarios (Support C
Packa

• Reliability and Main
• Support Environment and  for Support 
• Support and M ness 
• Duration of Support 

ent and identifying potential constraints on operating and support resource 
requirements. 

5.4.1.1. Concept Refinement Leading t
The Concept Refinement phase refines the selected concept 

ap roved Analysis of Alternatives, l
Strategy.  This phase begins with the Milestone Decision Authority approving the Analysis of 
Alternatives Plan and establishing a date for Milestone A review, all documented in an 
Acquisition Decision Memorandum. 

Table 5.4.1.1.1.identifies documents and activities that should incorporate or address 
supportability/logistics considerations during the Concept Refinement phase.  ‘Entry Documents
should be completed when the phase is initiated.  ‘Exit Documents/Activities’ are comple
updated during the phase, prior to exit.  Links to relevant supportability/logistics discussi
provided in the right hand column. 

 

’ 
ted or 

ons are 

rations in Concept Refinement Supportability/Logistics Conside

Entry Documents: 

Initial Capabilities Document  5.4.1.

Analysis of Alternatives Plan 5.4.1.1.1.

Exit Documents/Activities: 
Analysis of Alternatives 5.4.1.1.1.
Technology Development Strategy 5.4.1.1.2., Supportability Guide

Consideration of Technology Issues 5.4.1.1.2., Supportability Guide

Test and Evaluation Strategy 5.4.1.2.1.

Table 5.4. .1.   Supportability/Logistics Considerations in Concept Refinement 1.1

bility Development Document and other 
deliv b r subsequent phases to affect 
availability, reliability, maintainability, interoperability, manpower, and deployment footprint – 

 

5.4.1.1.1. Life-Cycle Logistics (LCL) Deliverables During Concept Refinement 

Performance Parameters – LCL Focus.  Identification of LCL performance and related 
support parameters for inclusion in the Capa

era les establishes their basis as design requirements fo

http://www.dtic.mil/cjcs_directives/cdata/unlimit/m317001.pdf
http://www4.law.cornell.edu/uscode/10/2435.html
http://www4.law.cornell.edu/uscode/10/2220.html
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the o a quired mission operational 
envir m 000.2

ver ll capability of the system to perform and endure in the re
on ent.  (DoD Instruction 5 ) 

(Ao).  Ao t the systems level.  The desired 

es the performance benchmark during initial 
ce cycles. 

l 
ssion 
h a 

an 
tisfactorily in field use with consideration given to availability, 

comp y, 

alysis of Alternatives should 
cons

dated 

later a
approach

Ma ms.  Technology risk must receive 
inte v

An excellent example of a useful LCL performance parameter is Operational Availability 
 is a calculation of various supportability functions a

result of performing these calculations, coincident with system design, is to provide fielded 
systems with greater capability for the warfighter and enhanced support at the best possible 
value.  Ao provides a method of predicting and assessing system performance and readiness 
during the acquisition process and then becom
operational capability (IOC), deployment, and operations/maintenan

Analysis of Alternatives.  Analysis of alternatives is the evaluation of the operationa
effectiveness, operational suitability, and estimated cost of alternative systems to meet a mi
capability.  Operational effectiveness measures the overall ability of a system to accomplis
mission, including its supportability.  Operational suitability is the degree to which a system c
be placed and sustained sa

atibility, transportability, interoperability, reliability, wartime usage rates, maintainabilit
safety, human factors, habitability, manpower, logistics, supportability, natural environment 
effects and impacts, documentation, and training requirements.  It is very important that the 
Analysis of Alternatives includes alternative operating and system support concepts, with 
specific consideration of performance-based options.  The An

ider the physical and operational maintenance environment of the proposed system.  Data 
collected and analyzed during Analysis of Alternatives can be very useful for performing a 
Performance Based Logistics business cases analysis. 

It is important to note that LCL-related data in all program deliverables must be up
during subsequent phases, especially prior to milestone decisions. 

5.4.1.1.2. Life-Cycle Logistics (LCL) Considerations During Concept Refinement 
Important LCL related issues to be addressed during Concept Refinement, as well as in 
ph ses, include (but are not limited to): technology maturity, modular open systems 

, and sustainability. 
turity, use of Commercial Off-the-Shelf Ite

nsi e consideration as the system concept is developed (see section  4.4.1)  Maximum
re technology provides the greatest opportunity to hold fast to program cost, schedule
formance requirements and is consistent with an evolutionary acquisition approach.
dular Open Systems Approach (MOSA)

 use 
of matu , 
and per  

Mo .  (See DoD Directive 5000.1.)  program 
managers apply MOSA as an integrated business and technical strategy upon defining user 
nee  rface 
standar
strategy
conven stem 
upgrad
system rt.  It 
sho

ds.  Program managers assess the feasibility of using widely supported commercial inte
ds in developing systems.  MOSA should be an integral part of the overall acquisition 
 to enable rapid acquisition with demonstrated technology, evolutionary and 

tional development, interoperability, life-cycle supportability, and incremental sy
eability without major redesign during initial procurement and reprocurement of 
s, subsystems, components, spares, and services, and during post-production suppo

uld enable continued access to cutting edge technologies and products and prevent being 
locked in to proprietary technology.  Program managers should document their approach for 
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 part of their overall acquisition 
stra

maintain the necessary level and duration of 
operational activity to achieve military objectives (section 5.3.2

using MOSA and include a summary of their approach as
tegy. 
Sustainability.  Sustainability is the ability to 

).  Sustainability is a function of 
l, and consumables 

nec
providing for and maintaining those levels of ready forces, materie

essary to support military effort. 

RMS.  Emphasis on RMS (section 4.4.8) and producibility during Concept Refineme
later phases is guided by a concise understanding of concept o

nt and 
f operations, system missions, 

missi
 for 

t.  
, 

 

cept, 
ase 

o be integrated 
into a full system. 

 considerations during the Technology Development phase

on profiles, and capabilities.  Such understanding is invaluable to understanding the 
rationale behind functional and performance priorities.  In turn, this rationale paves the way
decisions about necessary trade-offs between system performance, availability, and system cost, 
with impact on the cost effectiveness of system operation, maintenance, and logistics suppor
The focus on RMS must be complemented by emphasis on system manufacturing and assembly
both critical factors related to the production and manufacturing, and to the sustainment cost of
complex systems. 

5.4.1.2. Technology Development leading to Milestone B 
Upon approval of the Technology Development Strategy and selection of an initial con

the project enters the Technology Development phase at Milestone A.  The purpose of this ph
is to reduce technology risk and determine the appropriate set of technologies t

Table 5.4.1.2.1 identifies documents and activities that should incorporate or address 
supportability/logistics .  ‘Entry 
Docu

s 
ments’ should be completed when the phase is initiated.  ‘Exit Documents/Activities’ are 

completed or updated during the phase, prior to exit.  Links to relevant supportability/logistic
discussions are provided in the right hand column.  

 
Supportability/Logistics Considerations in Technology Development 

Entry Documents: Relevant discussion: 
Analysis of Alternatives   5.4.1.1.1.
Technology Development Strategy 5.4.1.1.2., Supportability Guide

Market A alysis   Supportability n Guide

Consideration of Technology Issues   5.4.1.1.2., Supportability Guide

Test and Evaluation Strategy   5.4.1.2.1.

Exit Documents/Activities: Relevant discussion: 

Analysis of Alternatives  5.4.1.1.1.

Technology Development Strategy 5.4.1.1.2., Supportability Guide

Initial C abilities Document and Capabilitap y Development Document 5.4.1. and 5.4.2.
Technology Readiness Assessment  5.4.1.1.2., Supportability Guide

Information Support Plan 5.1.3.2, 5.1.3.3, 5.1.3.4
Acquisition Strategy  5.4.1.2.1.
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Industrial Capabilities  5.2.2.

Core Logistics Analysis/Source of Repair Analysis  5.3.3.1.

Competition Analysis for Depot-Level Maintenance >$3M  5.3.3.1.

Coopera e Opportunities  tiv 5.1.3.2.

Test and Evaluation Master Plan (TEMP)  5.4.1.2.1.

Live-Fire Waiver and Alternative LFT&E Plan  5.4.1.2.1.

Operational Test Agency Report of OT&E Results  5.4.1.2.1.

Independent Cost Estimate and Manpower Estimate  5.1.3.5, 5.1.3.6
Affordab ity Assessment  5.1.3.5il
DoD Component Cost Analysis  5.1.3.5, 5.1.3.6

Acquisition Program Baseline (APB)  5.1.3. and 5.4.1.2.1.

Table 5.4.1.2.1.   Supportability/Logistics Considerations in Technology Development 

 

5.4.1.2.1. Life-Cycle Logistics (LCL) Deliverables During Technology Development 
Acquisition Strategy.  LCL and product support is an integral part of the weapon system 

support strategy that program managers develop as part of their acquisition strategy (see section 
5.1.3).  Product Support is defined as a package of logistics support functions necessary to 
maintain the readiness and operational capability of a system or subsystem.  The package of 

ion, 
techn  
logistics support functions includes functions such as materiel management, distribut

ical data management, maintenance, training, cataloging, configuration management,
engineering support, repair parts management, failure reporting and analysis, and reliability 
growth.  The Acquisition Strategy documents the Product Support Strategy. 

Product Support Strategy.  Program managers are responsible for laying out and 
executing a strategic blueprint for the logistics process so that every part of the package is 
integrated and contributes to the warfighter’s mission capability.  The product support strategy is 
reviewed and updated at least every five years, or when support metrics are not being met 
(USD(ATL) Memorandum, March 2003, TLCSM & PBL, p. 9).  Program managers balance 
multiple objectives in designing the strategy to achieve operational effectiveness while 
maintaining affordability.  The program manager, product support provider(s) will define and 
include the required support metrics necessary to meet the system performance requirements.  

mix to include public-private partnerships.  
le clude DoD Component maintenance depots, DoD 

Com

trics 

Support providers may be public, private, or a 
Examp s of public support providers in

ponent and Defense Logistics Agency inventory control points and distribution depots.  The 
program manager, product support integrator, and the support provider(s) will enter into 
documented performance-based agreements that define and include the required support me
necessary to meet the system performance requirements.  Further discussion of the Product 
Support Strategy can be found in section 5.1.3. 

Statutory, Policy, and Guidance Factors.  The product support strategy must ensure 
compliance with all statutory and regulatory requirements, and in particular the statutory 
limitations of Title 10 United States Code, Sections 2464, 2466, and 2469.  Congress has enacted 
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e  in using 
comm e 
a numb r of statues that place controls on what actions the Department can take

ercial sector maintenance capabilities.  These legislative and statutory issues must b
considered as an integral and evolving aspect of product support acquisition decisions. 

Acquisition Program Baseline.  As discussed in section 5.1.3, program managers mu
insure that a description of the appropriate logistics metrics, criteria, and funding requirements 
are included in the Acquisition Program Baseline (see 

st 

section 2.1.1). 

Test and Evaluation Master Plan.  Proper testing of supportability is critical to achieve 
LCL goals and objectives, as demonstrated in section 5.2.  Program managers must therefore 
ensure that a description of the appropriate logistics considerations and test points are included in
the Test and Evaluation Master Plan (

 
DoD Instruction 5000.2 and Guidebook section 9.6.2), as 

well as in the Test and Evaluation Strategy and other relevant Test and Evaluation documents. 

Work Breakdown Structure (WBS).  The WBS is a system management tool very 
 Created early in the life of a program, the 

WBS

 be 

portant for the WBS to consider and account for LCL and related Total Life 

commonly used by program managers and industry. 
 identifies deliverable work products (such as products, work packages, activities, tasks, 

etc.).  These work products are then further sub-divided into successively smaller units until 
individual tasks can be assigned to people or organizations.  This allows responsibility to
assigned for individual tasks and provides traceability from low-level tasks to high level work 
products.  It is im
Cycle Systems Management considerations.  (See MIL-HDBK-881) 

The WBS is often used early in the life of the program to generate initial cost estimates, 
program plans, and to support contracting and reporting.  The WBS can also be used to help 
create a program schedule.  The initial WBS may be modified by adding additional tasks or re-

g  is learned about the system during the design process. 

pment 
ommercial Integration (Items and Processes).  Market analysis for system and product 

support capabilities (public and pr and scope of opportunities for 
achieving support objectives through design and viable product support strategies.  Analysis 
s ld incl

• Elements of support currently provided (for a legacy
• Current measures used to evaluate support effectiveness. 
• Current efficacy of required support. 
• All existing support data
• Assessment of existing technologies and associated support that impact the new system 

under development. 

Cost/Schedule/Performance/Supportability Trade-Offs.
and program schedule is early i n e/ 
supportability trade-off analyses can accomplish cost and sch ost, schedule, 
performance, and supportability may be traded within the “trade space” between the objective 
and the threshold without obtaining Milestone Decision Authority approval.  Trade-offs outside 

assignin  personnel as more

It is important to note that LCL related data in all program deliverables must be updated 
during subsequent phases, especially prior to milestone decisions. 

5.4.1.2.2. Life-Cycle Logistics (LCL) Considerations During Technology Develo
C

ivate) defines the extent 

hou ude: 
 system to be replaced). 

 across the logistics support elements. 

  The best time to reduce LCC 
n the acquisition process.  Co tinuous cost/schedule/performanc

edule reductions.  C

http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+with+Memo+-+October+24.pdf&loc
http://acc.dau.mil/simplify/file_download.php/FINAL+GUIDE+with+Memo+-+October+24.pdf?URL_ID=15943&filename=10772113271FINAL_GUIDE_with_Memo_-_October_24.pdf&filetype=application%2Fpdf&filesize=432407&name=FINAL+GUIDE+with+Memo+-+October+24.pdf&loc
http://acc.dau.mil/simplify/ev.php?URL_ID=11634&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1066394562
http://acc.dau.mil/simplify/ev.php?URL_ID=11634&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1066394562
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the trade space (i. ram param s) can require approval 
Decision Authority and Validati eter (KPP) 
thresh ld values annot be redu ho . 
B-4 (3)

e., prog eter change
on Authority.  Validated key 

of both the Milestone 
performance param

o  c ced without Validation Aut rity approval (CJCSM 3170.01, pp
, F-4 9b).  The program rational c

coordinate all trade-off decisions. 

5.4.2. Acquisition 
The system formally ente ess at M

Decision Authority approval permits the system to enter the S ent and 
Demonstration phase (section 5.3.2.1

 manager and the ope apabilities needs developer jointly 

rs the acquisition proc ilestone B, when Milestone 
ystem Developm

).  A key Life-Cycle Log
System Development and Demonstration is to ensure operational supportability with particular 
attention to minimizing the logistics footprint.  Also during this phase, the support concept and 
strategy are refined and potenti e Based Logistic
providers are identified.  This is the most critical timeframe t  sustainment 
through designed-in criteria. 

Capability Development ity D
sponsor’s primary means of de tive, measurab
by the warfighters to support the System Development and D
acquisition program.  The Capability Development Document captures the information necessary 
to deliver an affordable and supportable capability using mature technol
increment of an acquisition strategy.  The following LCL ‘dri
Capability Development Document: 

• System Maintenance/Support Profiles and Use Case Scenarios (Support Capability 
Packages) 

• Reliability and Maintenance Rates 
• Support Environment and Locations for Support 
• Support and Maintenance Effectiveness 
• Duration of Support 

5.4.2.1. System Development and Demonstration leading to Milestone C 
The purposes of System D

istics (LCL) emphasis during 

al Performanc s Product Support Integrators and 
o optimize system

 Document.  The Capabil
fining authorita

evelopment Document is the 
le, and testable capabilities needed 
emonstration phase of an 

ogy within a specific 
ves’ should be considered in the 

evelopment and Demonstration are to: develop a system; reduce 
rtability with particular attention tointegration and manufacturing  

reducing the logistics footprint; implement human systems integration; design for producibility; 
ensure ffordabi ty and protec rm
integration, interoperability, sa e ion, the 
program and the system archite n the selection and integration of the 
mature technology suite accom ment and Technology 
Development. 

During System Developm emonstration, system ents are allocated 
down to the major subsystem level.  The support concept and strategy are refined, and potential 
Performance Based Logistics Product Support Integrator and providers are identified.  Life-
Cycle Logistics (LCL) documents and analyses are refined as a result of developmental and 
operational tests, and iterative systems engineering analyses.  LCL is also an important 
component of the technical reviews, such as the Critical Design Review, conducted during 

risk; ensure operational suppo

 a li tion of critical program info
fety, and utility.  In System D
cture are defined based upo
plished during Concept Refine

ation; and demonstrate system 
velopment and Demonstrat

ent and D  design requirem

http://www.acq.osd.mil/log/logistics_materiel_readiness/organizations/mppr/assetts/general_policy/SIMmemo.pdf
http://www.acq.osd.mil/log/logistics_materiel_readiness/organizations/mppr/assetts/general_policy/SIMmemo.pdf
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System m Systems Engineering P Development and De onstration.  The lan (SEP) should identify 
the process for development and update of the Failure Modes, Effects & Criticality Analysis 
( ECA) m po ve A
Trend Anal ion 

Table 5.4.2.1.1. identifies ctivities that should incorporate or address 
supportability/logistics considerations during System Development and Demonstration.  ‘Entry 
Documents’ should be completed when the phase is initiated, beginning System Integration, and 
at the mid-phase Design Readi g System
Supportability Guide (3.4, p. 27) for further explanation).  ‘E
completed or updated during the phase, prior to exit.  Links to
discussions are provided in the right hand column. 

 
Supportability/Logistics Considerations in System Development and Demonstration  

FM atrix; Failure Re
ysis for maturat

rting, Analysis & Correcti
purposes of the weapon system

 documents and a

ction System (FRACAS); and 
 and its support system. 

ness Review initiatin  Demonstration (see the 
xit Documents/Activities’ are 
 relevant supportability/logistics 

Entry Documents (System Integrat nt discussiion): Releva on: 

Initial Capabilities Document and Capability 
Development Document  

5.4.1. and 5.4.2.

Acquisition Strategy  
5.4.1.2.1.

Technology Development Strategy 5.4.1.1.2., Supportability Guide

Acquisition Program Baseline  5.1.3. and 5.4.1.2.1.

Entry Documents (System Demons t discussitration): Relevan on: 

Design Readiness Review  Supportability Guide

Developmental Test and Evaluation Report  5.4.1.2.1.

Operational Test Plan  1.5.4.1.2.

Exit Documents/Activities : Relevant discussi : on

Update documents from MS B as app Table 5.4.1.2.1.ropriate. 

Capability Production Document  5.4.2.1.

Table 5.4.2.1.1.   Supportability/Logistics Considerations in Technolo  Development 

 

System Design for Affordable Operational Effectiven

gy

ess.  As discussed in section 5.1.1, 
s the significance of desigthe Total Life Cycle Systems Management approach increase n for 

system reliability, maintainability, manufacturability, and supportability.  The inherent objective 
of Total Life Cycle Systems Manage
SOE for new and fielded weap po
process efficiency, and life cyc

ment is to enhance warfighter cap
on systems.  SOE is the com
le cost (see section 5.1.3

ability through improved 
site of performance, availability, 

).  
ncing early design a

Th  
best be achieved through influe nd archite
system design for affordable operational effectiveness.  The S k 
within which trade studies can be conducted in a proactive manner. 

e objectives of the SOE concept can
cture and through focusing on 
OE concept provides a framewor

http://www.acq.osd.mil/log/logistics_materiel_readiness/organizations/mppr/assetts/depot_partnerships/public_private_partnerships_02.pdf
http://www.acq.osd.mil/log/logistics_materiel_readiness/organizations/mppr/assetts/depot_partnerships/public_private_partnerships_02.pdf
http://www.acq.osd.mil/log/logistics_materiel_readiness/organizations/tp/html/trans_programs/defense_trans_library/5009/5009.html


 216

  Figures 5.2.2.1.LCL Systems Engineering Processes.  and 5.4.1. show how key selected 
ses (in the tan boxes), system ility engineering proces

which re part of he overall sy  process, fit tion 
Management Framework.  A Failure Modes and Effects Criticality Analysis helps identify the 
ways in which systems can fail  consequences, a ystem 
failures.  A Fault Tree Analysis assesses the safety-critical functions within the system’s 
architecture and design.  A Ma sis and Pred
aspects of the system’s architecture, including maintenance ti urces.  A level of repair 
analysis optimally allocates ma axim  
Modes and Effects Criticality A s d 
Prediction are completed and s  established, Reliability-Centered 
Maintenance develops a focused, cost-effectiv

Performance Based Logistics Business Case Analysis.  During this phase, the Perform
Based Logistics Business Case Analysis is devel
of different support strategies; the impact and value of perfor
trade-offs; and the data required to support and justify the Pro ator strategy.  
See section 5.3.1.3

 reliability, maintainability, and supportab
 a  t stems engineering  within the Defense Acquisi

, performance nd the support remedies for s

intainability Analy iction assesses the maintenance 
mes and reso

intenance functions for m
nalysis, a Fault Tree Analysi

ystem design has been

um affordability.  Once the Failure
, and a Maintainability Analysis an

e system preventive m

oped to determ

aintenance program. 
ance 

ine the relative cost vs. benefits 
mance/cost/schedule/sustainment 
duct Support Integr

 for further discussion of a Product Support Integrator Business Case 
Analysis. 

Produ tegra A concluding step in ref pport strategy, 
prior to the Milestone C decision, is establishing a product support integr
further informati n on selectin uct Support Integrat t Support Guide

ct Support In tor.  ining a product su
ator function.  For 

or, see the o g the Prod Produc . 

Capability Production Document.  The Capability Production Document is the sponsor’s 
primary means of providing au le capabilitie
Deployment phase of an acquisition program.  A Capability P
after design readiness review and is validated and approved b
decision.  The following LCL ‘  i : 

• System Maintenance/Support Profiles and Use Case
Packages) 

• Reliability and Maintenance Rates 
• Support Environment and Locations for Support 
• Support and Maintenance Effectiveness 
• Duration of Support 

5.4.2.2. Production and Deployment 

The purpose of the Produ hase

thoritative, testab s for the Production and 
roduction Document is finalized 
efore the Milestone C acquisition 

drives’ should be considered n the Initial Capabilities Document
 Scenarios (Support Capability 

ction and Deployment p  is
capability that satisfies mission needs.  Mile uthorize
Production (LRIP), at which time the system design should b
The system level technical requirements have been demonstrated to be adequate for acceptable 
operational capability.  At this point, the product support stra  
Support Integrator) has been selected, and Performance Base
performance, support, and funding expectations should be docum unding 
should be identified and availa plementa
based logistics strategy with a selected Product Support Integ

 to achieve an operational 
s entry into Low-Rate Initial 

e sufficient to initiate production.  
stone C a

tegy is fully defined, a PSI (Product
d Logistics agreements that reflect 

ented and signed.  F
ble for testing and im tion of the selected performance 

rator. 

http://log.dau.mil/
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able 5.4.2.2.1. identifies documents and activities that should incorporate or address 
supportability/logistics considerations during Production and Deployment.  ‘Entry Documents’ 
should be completed when the phase is initiated.  ‘Exit Documents/Activities’ are completed or 
updated during the phase, prior to exit.  Links to relevant supportability/logistics discussions are 
provided in the right hand column. 

 
Supportability/Logistics Considerations in Production and Deployment 

T

Entry Documents: Relevant discussion: 

Capability Development Document and Capability 
Production Document  

5.4.2. and 5.4.2.1.

Exit Documents/Activities : Relevant discussion: 

Update documents from MS C as appropriate. Table 5.4.2.1.1. 

LFT&E Report  5.4.1.2.1.

DoD Component LFT&E Report  5.4.1.2.1.

Information Supportability Certification  5.1.3.2, 5.1.3.3, 5.1.3.4

Post-Deployment Review  5.1.3.7, 5.4.3.2

Table 5.4.2.2.1.   Supportability/Logistics Considerations in Technology Development 

 

Pre-Initial Operational Capability Supportability Review and Analysis.  This review 
should be performed at the DoD Component-level to: 
• Confirm design maturity of the system. 
• Determine status of correction of any deficiencies identified. 
• Confirm configuration control. 
• Certify product support integrator/providers plan to meet warfighter requirements. 
• Verify product support integrator/providers agreements/contracts and funding are in place. 

Establish Ongoing Support Strategy Review Process.  Under Total Life Cycle Systems 
Management, the program manager is responsible for the product and related support activities 
throughout the life cycle.  To accomplish this it is necessary for the program manager to 
establish an ongoing review process.  Reviews should be conducted at defined intervals 
throughout the life cycle to identify needed revisions and corrections, and to allow for timely 
improvements in these strategies to meet performance requirements. 

5.4.3. Sustainment: Operations and Support 
While acquisition phase activities are critical to designing and implementing a successful 

and affordable sustainment strategy, the ultimate measure of success is application of that 
strategy after the system has been deployed for operational use.  Total Life Cycle Systems 
Management, through single point accountability, and Performance Based Logistics, by 
designating performance outcomes vs. segmented functional support, enables that objective.  
Warfighters require operational readiness and operation effectiveness – systems accomplishing 
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their missions in accordance with their des s in a mission environment.  Systems, 
regardless of the applicatio ying stresses during 
actual operational deploym

5.4.3.1. Continuing Post-IOC Product Support Strategy Assessments 
ponents conduct Post Deployment Reviews, periodic assessments of system 

supp

ign parameter
n of design for supportability, will suffer var
ent and use. 

The DoD Com
ort strategies vis-à-vis actual vs. expected levels of performance and support (USD(ATL) 

Memorandum, March 2003, TLCSM & PBL, p. 9).  These reviews occur nominally every t
to five years after IO

hree 
C or when precipitated by changes in requirements/design or performance 

problems, and should at minimum include: 
upport Integrator/Provider performance. 

ng 

er should perform reviews of PSI/PSP performance against the Performance 
n at least a quarterly basis and utilize that data to prepare for the DoD 

Com

t and 

s, e.g., reliability, obsolescence, etc. 

cies are best addressed through system design, many can be 
resol

) 

• Product S
• Product improvements incorporated. 
• Configuration control. 
• Modification of performance based logistics agreements as needed based on changi

warfighter requirements or system design changes. 
The program manag
Based Agreement o

ponent-level assessments. 

5.4.3.2. Continuous Assessment and Product Improvements 
Assessment and revision of agreements and support strategies should encompass all 

previous configuration/block increments, as well as elements of System Developmen
Demonstration phase activities.  Life cycle assessments address not only ‘adding on’ new 
support as required, but also the total support strategy across the entire platform and range of 
deployed configurations. 

Under Total Life Cycle Systems Management, the program manager assesses proposed 
system modifications in light of supportability and logistics support impact.  Continued 
assessment of in-service system performance may identify system redesign needs to address 
inadequate characteristic

While some system deficien
ved by adjusting the product support strategy itself.  Often, due to revisions in funding, 

mission requirements, or support organizations, logistics resources become out of balance or 
poorly-synchronized.  Therefore, program manager efforts to increase weapon system 
availability while reducing life cycle costs and logistics footprint must include periodic 
assessments and, where necessary, improvements of the product support strategy (USD(ATL
Memorandum, March 2003, TLCSM & PBL, p. 9).  Approaches useful to the program manag
in making these improvements include: 

• A Mainten

er 

ance Plan Analysis: This analysis can help balance logistics support through 
s, maintenance data, maintenance program and 
ation. 

 Based Agreements: Under a Performance Based Logistics strategy, 
pro ncentivized Performance Based Agreements with support 
providers encourage product support assessment and improvements.  Performance-

thorough review of readiness degrader
implementation, and industrial coordin

• Performance
perly documented and i
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an 
r 

ented through maintenance plan changes. 

) 

source for understanding and implementing LCL. 

based agreements facilitate comparison of performance expectations against actual 
performance data. 

• Changes to Product Support:  Program managers can revise, correct, and improve 
product support strategies to meet performance requirements.  Program managers c
improve system supportability by balancing logistics resources and decreasing repai
cycle times.  Examples of product support improvements include performing an 
overhaul vs. repair, changing maintenance plans, improving off-aircraft diagnostic 
capabilities, transitioning to a commercial supply chain management system, etc. 

The ability to continually compare performance against expectations takes actual equipment 
and support performance data to drive operational data analyses and a RCM decision analysis.  
Results are implem

5.5. Life-Cycle Logistics (LCL) Tools and References 
The following tools and references provide further information on LCL and its 

implementation throughout the program life cycle. 

5.5.1. The Professional Logistics Workforce: A Key Enabler. 
The professional logistics workforce is critical to the success of Life-Cycle Logistics (LCL

efforts and the achievement of DoD’s overall logistics goals.  It is the program manager’s 
primary re

DoD is required to maintain “a fully proficient acquisition, technology, and logistics 
workforce that is flexible and highly skilled across a range of management, technical, and 
business disciplines” (DoD Directive 5000.1).  This workforce provides “cradle-to-grave” 
support, not only in laboratories and program offices, but also in product centers, inventory 
control points, maintenance depots, and other life-cycle logistics organizations.  LCL requires 
the logistics workforce to be more diversified in their skill sets and proficient in executing a 
performance-based support philosophy.  To that end, USD(AT&L) has worked with the DoD 
Components and the Defense Acquisition University to update the logistics training criteria
Life Cycle Logisticians and enhance the logistics workforce’s ability to support Total Life Cycl
Systems Management and Performance Based Logistics initiatives.  Further information on 
education, training, and career development programs for the workforce can be found in the 
Acquisition Community Connection, Logistics Management Training Center

 for 
e 

. 

5.5.2. The Acquisition Community Connection (ACC) and the Logistics Community of 
Practice (LOG CoP) 

The Acquisition Community Connection, sponsored by the Defense Acquisition University 
(DAU), is a tool to facilitate collaboration, sharing, and the transfer of knowledge across the 
DoD AT&L workforce.  ACC is a collection of communities of practice centered on differen
functional disciplines within the acquisition community.  The Logistics Community of Pract

t 
ice 

ne of the communities currently residing within the ACC framework.  LOG CoP 
prov

e 

(LOG CoP), is o
ides a number of resources for implementing life-cycle logistics.  The community space also 

allows members to share (post to the website) their knowledge, lessons learned and business cas
related material so that the entire logistics community can access and benefit.  The intention is to 
make LOG CoP the “go to” resource for the logistics community. 
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5.5.3. Total Life Cycle Systems Management (TLCSM) Template 
The TLCSM template, developed by the USD(AT&L), provides a synopsis of the key 

activities and outputs to assist program managers in effectively implementing TLCSM and 
Performance Based Logistics within the defense acquisition management framework.  The 
template is a useful benchmark for assessment of program implementation of Performance Based 
Logi

d analysis is a tailored process.  The scope of a product 
ntiated by the business case can range from a complete 

syste

stics in the design and development of weapon systems and associated sustainment 
strategies.   

5.5.4. Business Case Guidance 

Business case development an
support investment decision substa

m-of-systems, to that of individual sub-system components.  Likewise, each DoD 
Component has established ownership and structure of how business case development and 
analysis are conducted to support their investment decisions.  For this reason, one specific 
approach, format, or template may not fit all situations.  The LOG CoP contains numerous 
references, guides, and templates to assist in business case development and analysis. 

5.5.5. Performance Based Agreement Templates and Guidance 
gistics In addition to providing guidance and detailed explanations of Performance Based Lo

and related concepts, sample Performance Based Agreements, policy and guidance, contractual 
incentives and other resources are available under the Performance Based Logistics section of 
the Logistics Community of Practice. 

5.5.6. Performance Based Agreement Process for Organic Supply Support 
The Performance Based Agreement process is the framework for creating and sustaining 

end-to-end user support and begins with collaborative, direct negotiations between DoD supp
sources of support and their warfighter users (see 

ly 
section 5.3.2).  The Performance Based 

Agreement represents the codification of the negotiated user requirements and performance 
expectations.  The Performance Based Agreement development stages are: Evaluating Current 
Conditions, Gain Commitment to 

 
ent 

Proceed, Define Scope and Objectives and Finalize Agreement, 
Execute Agreement/Assess Results, and Identify Improvements.  These 5 stages are intended to 
guide the user through the basic process steps required to develop and implement a Performance
Based Agreement.  The Logistics Community of Practice has a Performance Based Agreem
Toolkit. 

5.5.7. Performance Based Agreement Template for Organic Supply Support 

An End to End Customer Support Performance Based Agreement template has been 
developed to provide DoD organizations a common framework, a ‘checklist’ to consider, when 
undertaking a performance based type agreement that may involve one or more supply chain 
support services.  This template is guidance and not direction on how a Performance Based 
Agre

d 

d 
Agreement: Objective and Scope; Content; Roles and Responsibilities; Performance Measures; 

ement should be structured.  As the Performance Based Agreement development and 
implementation process matures, “best practices” will evolve and define the Performance Base
Agreement structure and content.  Performance Based Agreement terms and definitions can be 
found in the appendix.  Consider the following elements when developing a Performance Base

http://www.defenselink.mil/prhome/docs/criteria_mix1102.doc
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xecution of 

ined 

ular user, a TDD tool was created to compute 

Revisions and Flexibility; Accountability and Oversight; Contingency Agreements; E
Agreement. 

5.5.8. Time Definite Delivery Tool 
Time Definite Delivery (TDD) plays a significant role in end-to-end user support.  Def

as the capability to deliver required materiel to the user within a given period of time with 85 
percent reliability, TDD is an important metric to gauge user support.  To aid the program 
manager in determining a TDD tailored to a partic
DoD requisition delivery performance for the total pipeline time tailored by user for possible use 
in initial negotiations of performance agreements.  The tool is available at the Office of The 
Assistant Deputy Under Secretary of Defense (Logistics & Materiel Readiness) Supply Chain 
Integration web site. 

5.5.9. Designing and Assessing Supportability in DoD Weapon Systems 
This guide provides a template for program managers when assigned or responsible 

activities to use in defining and assessing their program activities to meet QDR objectives and 
DoD policy requirements throughout the weapon system life cycle.  Emphasis is placed on 
designing for increased reliability and reduced logistics footprint and on providing for effective 
product support through performance-based logistics strategies.  (The Supportability Guide) 

5.5.10. Product Support: A Program Manager’s Guide to Buying Performance 
This guide presents a performance-based logistics strategy for product support of weapon 

systems.  The guide is a tool for program managers as they design product support strategies for 
ns, or as they reengineer product support strategies for legacy 

weap
new programs or major modificatio

on systems. 

5.5.11. White Paper: Performance Agreements 
A discussion of the performance agreements within Performance Based Logistics can be 

found in this white paper entitled Performance Agreements as a Critical Component of 
Performance Based Logistics, which was developed by OADUSD (Logistics Plans and 
Programs). 

5.5.12. Environment, Safety and Occupational Health (ESOH) 

DoD ESOH Guidance for systems acquisition prog
Engineering (4.4.11

rams can be found in Chapter 4 Systems 
) and in the ESOH Special Interest Area on the Acquisition Community 

Connection. 

5.5.13. Web References 
This section contains a table designed to reference applicable Section 6 paragraphs to 

appropriate reference guide materials found on Web sites or attached as enclosures containing 
program examples, best practices illustrations, lessons learned and supporting guidance. 

 

Section Section Title Link Name Web Address 
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Section Section Title Link Name Web Address 

DoD Directive 5000.1 http://dod5000.dau.mil/DOCS/DoD%20
Directive%205000.1-
signed%20(May%2012,%202003).doc

 

Quadrennial Defense Review http://www.defenselink.mil/pubs/qdr200
1.pdf

 

Joint Vision 2020 http://www.dtic.mil/jointvision/

Focused Logistics Campaign Plan http://www.dtic.mil/jcs/j4/projects/foclo
g/focusedlogisitics.pdf

 

DUSD(L&MR) Memo 6Nov01 http://www.acq.osd.mil/log/logistics_ma
Product Support Guide teriel_readiness/organizations/lpp/assetts

/product_support/new_prd_spt_gde/mora
les_memo.pdf

 

DoD Instruction 5000.2 http://dod5000.dau.mil/DOCS/DoDI%20
5000.2-
signed%20(May%2012,%202003).doc

 

DoD 4140.1-R http://www.dtic.mil/whs/directives/corre
s/html/41401r.htm

 

USD(AT&L) Memo 7Mar03 
TLCSM & PBL 

http://acc.dau.mil/simplify/ev.php?URL_
ID=11679&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1062159864

 

DoD 4160.21-M-1 http://www.dtic.mil/whs/directives/corre
s/html/416021m1.htm

 

5.1 Life-Cycle Logistics 

Log Cop Training Center http://acc.dau.mil/simplify/ev.php?URL_
ID=10651&URL_DO=DO_TOPIC&UR
L_SECTION=201

 

5.2 LCL Systems Design Supportability Guide http://acc.dau.mil/simplify/ev.php?URL_
ID=11633&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1066394238 
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Section Section Title Link Name Web Address 

  DoD policy memorandum, 
September 4, 2002, Serialized Item 
Management 

http://www.acq.osd.mil/log/logistics_ma
teriel_readiness/organizations/mppr/asset
ts/general_policy/SIMmemo.pdf  

  DoD policy memorandum, July 
29, 2003, Policy for Unique 
Identification (UID) of Tangible 
Items-New Equipment, Major 
Modifications, and Reprocurement 
of Equipment and Spares 

http://www.acq.osd.mil/uid/uid_signed_
policy_memo_2003.07.29.pdf  

  BEA-Log www.bea-log.com  

DUSD(L&MR) Memorandum 
6Mar03, Implementing the Future 

http://www.acq.osd.mil/log/lo

Logistics Enterprise End-to-End 
Customer Support 

gistics_ma
teriel_readiness/organizations/sci/assetts/
endtoend_distribution/End%20to%20En
d.pdf

 

Product Support Guide http://acc.dau.mil/simplify/ev.php?URL_
ID=11634&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1066831465

 

10 U.S.C. 2464 http://uscode.house.gov/title_10.htm

 

DoD Directive 4151.18 http://www.dtic.mil/whs/directives/corre
s/html/415118.htm

 

10 U.S.C. 2466 http://uscode.house.gov/title_10.htm

 

DoD policy memorandum, January http://www.acq.osd.mil/log/logistics_ma
30, 2002, Public-Private 
Partnerships for Depot 
Maintenance 

teriel_readiness/organizations/mppr/asset
ts/depot_partnerships/public_private_par
tnerships_02.pdf

 

DoD Directive 4140.1 http://www.dtic.mil/whs/directives/corre
s/html/41401.htm

 

5.3 Performance Based 
Logistics (PBL)  

DoD 4140.1-R http://www.dtic.mil/whs/directives/corre
s/html/41401r.htm

 

http://www.dod.mil/prhome/docs/tt_stratplan.pdf
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Section Section Title Link Name Web Address 

DoD Directive 4500.9 http://www.acq.osd.mil/log/logistics_ma
teriel_readiness/organizations/tp/html/tra
ns_programs/defense_trans_library/5009
/5009.html

 

DoD policy memorandum, July 
23, 2003, Facilitating Vendor 
Shipments in the DoD Organic 

http://www.acq.osd.mil/log/logistics_m

Transportation System 

a
teriel_readiness/organizations/tp/html/tra
ns_programs/defense_trans_library/polic
y_facilitating_vendor_shipments_in_the
_dod_organic_distribution_system.pdf

 

Defense TP Library http://www.acq.osd.mil/log/tp/  

DoD 4500.9-R www.transcom.mil/j5/pt/dtr.html  

Joint Pub 4-0 Chp 5 http://www.dtic.mil/doctrine/jel/new_pu
bs/jp4_0.pdf  

DoD 4000.25-1-M Military 
Standard Requisitioning and Issue 
Procedures (MILSTRIP) 

http://www.dtic.mil/whs/directives/corre
s/html/4000251m.htm  

  

Subpart 251.1 Contractor Use of 
Government Supply Sources 

http://www.acq.osd.mil/dp/dars/dfars/ht
ml/r20021122/251_1.htm

5.4 LCL Key Activities 
in the Program Life 
Cycle 

 

CJCSI 3170.01 http://www.dtic.mil/cjcs_directives/cdata
/unlimit/3170_01.pdf  

ACC http://acc.dau.mil   

Log COP http://log.dau.mil    

 

TLCSM Template http://acc.dau.mil/simplify/ev.php?URL_
ID=11679&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1062159864 

Customer Support PBA template http://www.acq.osd.mil/log/logistics_ma
teriel_readiness/organizations/sci/assetts/
toolkit/pba/pba_template_v1_may2003.p
df   

5.5 LCL Tools and 
References 

 

Time Definite Delivery Tool http://www.acq.osd.mil/log/logistics_ma
teriel_readiness/organizations/sci/html/td
d.html  

http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d132218wch1_010987/d132218p.pdf
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Section Section Title Link Name Web Address 

Program Manager's Guide to 
Buying Performance 

http://acc.dau.mil/simplify/ev.php?URL_
ID=11634&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1066394562 

Whitepaper: Performance 
Agreements 

http://acc.dau.mil/simplify/ev.php?URL_
ID=14221&URL_DO=DO_TOPIC&UR
L_SECTION=201&reload=1066394651 

ESOH Guidance http://acc.dau.mil/simplify/ev.php?URL_
ID=8328&URL_DO=DO_TOPIC&URL
_SECTION=201  

  

DoD Instruction 4500.9 http://www.dtic.mil/whs/directives/corre
s/html/45009.htm  
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6.0. Ov
DoD acquisition policy requires optimizing total system performance and minimizing the 

Chapter 6 
Human Systems Integration (HSI) 

 

erview 

cost of ownership through a “total system approach” to acquisition management (see DoD 
Directive 5000.1). 

6.0.1. Purpose 
While Chapter 4 discusses systems engineering at large, this chapter specifically addresses 

the h
 

ably integrate with human capabilities and limitations, it 
make h

6.0.2.
This chapter has six m

uman systems elements of the systems engineering process.  This chapter provides the 
Program Manager with the necessary background and understanding to design and develop
systems that effectively and afford

s t e program manager aware of the staff resources available to assist in this endeavor. 

Contents  
ain sections.  Section 6.1 briefly reviews the total systems approach 

directed by DoD Directive 5000.1.  Section 6.2 describes each of the domains of Human Systems 
rat on: ManpowerInteg i , Personnel, Training, Human Factors, Safety and Occupational Health, 

Perso enn l Survivability, and Habitability.  Each of these sub-sections contains an overview of 
the doma sion of planning 
consi r

in, addresses domain requirements, and ends with a discus
de ations, with one exception.  Section 6.3 stands alone to pr
n  details for the Human Factors Engineering domain.  

ovide extensive discussion and 
plann g tion 6.4i Sec  then follows with the 
imple entation of HSI, to include formulation of the HSI strategy and the sequencing of 

ng the timeline of the Defense Acquisition Framework.  Section 6.5
m

expected HSI activities alo  
es th s associated with resource estimating and planning; it is the 

ple ection, Section 6.6
describ e human consideration
HSI com ment to Chapter 3.  The last s , provides two reference listings for 
addit

t with 
DoD

ional information. 

6.1. Total System Approach 
The total system includes not only the prime mission equipment, but also the people who 

operate, maintain, and support the system; the training and training devices; and the operational 
and support infrastructure.  Human Systems Integration (HSI) analysts assist program managers 
by focusing attention on the human part of the system and by integrating and inserting 
manpower, personnel, training, human factors, safety, occupational health, habitability, and 
personnel survivability considerations into the Defense acquisition process.  Consisten

 Instruction 5000.2, when addressing HSI, the program manager must focus on each
“domains” of HSI. 

 of the 

6.2. 

6.2.1. 

6.2.1.1. Manpower Overview 

Human Systems Integration Domains 

Manpower 

http://www.peostri.army.mil/PRODUCTS/FI2010/TENA/tena.jsp
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and oper
mix of m ontract support necessary to operate, maintain, 
supp ,  
acqui ti
optim
strate
requirem  documents early 
in the r sive 
material- be used to reduce the number of 
instru o

6.2.1.2. 
D

projectio
and param
desig
lower-pr y 
should k re-
year reso er priority programs (i.e., not required later, additional 

  

 

ls 
 new 

l 

eting 

wer and contract support needed to operate, maintain, 
supp

 

e the system fits within manpower parameters 
established by the Department, that agreed-upon resource thresholds are not exceeded, and that 

Manpower factors are those job tasks, operation/maintenance rates, associated workload, 
ational conditions (e.g., risk of hostile fire) that are used to determine the number and 
ilitary and DoD civilian manpower and c

ort and provide training for the system.  Manpower officials contribute to the Defense
si on process by ensuring that the program manager pursues engineering designs that 
ize manpower and keep human resource costs at affordable levels (i.e., consistent with 
gic manpower plans).  Technology approaches and solutions used to reduce manpower 

ents and control life-cycle costs should be identified in the capabilities
 p ocess.  For example, material-handling equipment can be used to reduce labor-inten

handling operations and embedded training can 
ct rs. 

Manpower Parameters/Requirements 

Do  Directive 5000.1 directs the DoD Components to plan programs based on realistic 
ns of the dollars and manpower likely to be available in future years.  Manpower goals 

eters should be based on manpower studies and analysis.  They should ensure that 
n options that reduce workload and ensure program affordability are pursued, and that 

iority design features do not take precedence.  Throughout the system life cycle, the
eep ownership costs and manpower at desired levels.  And they should preserve futu
urces designated for other high

funding)

When there are Congressional or Administrative caps placed on military end strength, the
introduction of a new system or capability will require compensating reductions (trade-offs) 
elsewhere in the force structure or in the Individuals Account.  Manpower officials should 
identify areas for offsets, or “bill-payers,” for the new system and establish constraints based on 
available resources.  If the new system replaces a system in the inventory, manpower officia
should determine whether the constraints placed on the predecessor system also apply to the
system.  They should consider the priority of the new system and determine if either additiona
resources will be provided or more stringent constraints will apply.  Manpower authorities 
should consider the availability of resources over the life of the program and weigh comp
priorities when establishing manpower constraints for acquisition programs.  Reviews should 
consider all military and civilian manpo

ort, and provide training for the system over the entire life of the program. 

Manpower can be a major determinant of program cost and affordability.  The Capability 
Development Document should identify any manpower constraints that, if exceeded, would 
require the Department to reconsider the utility of the program.  The Capability Development 
Document should specify the expected location of the system on the battlefield and the expected
operational conditions (e.g., a high [or low] likelihood of hostile fire or collateral damage).  
These specifications affect early cost, manpower mix, training, personnel, and survivability 
requirements.   

The Capability Development Document should establish manpower parameters (objectives 
and thresholds) consistent with existing departmental constraints.  If the program is manpower 
intensive, it may be prudent to establish a manpower key performance parameter (KPP) early in 
the acquisition process.  Setting a KPP will ensur
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the s

er 
f the 

facto ns (e.g., arctic 
rt of the conflict.  These factors are capability-related 

ions in a protracted conflict. 

ystem will not require additional resources from higher priority programs later in the 
acquisition process.  A KPP should only be established if the adverse manpower effect of 
exceeding the KPP outweighs the overall benefits of the new capability.  In all cases, manpow
constraints and KPPs must be defendable and commensurate with the priority and utility o
new capability. 

The Capability Development Document should also address specific, scenario-based, 
rs that affect manpower, such as surge requirements, environmental conditio

or dese  conditions), and expected duration 
and directly affect the ability of the commander to sustain operat

6.2.1.3. Manpower Planning 
Manpower analysts determine the number of people required, authorized, and available to 

operate, maintain, support, and provide training for the system.  Manpower requirements are 
based on the range of operations during peacetime, low intensity conflict, and wartime.  They 
should consider continuous, sustained operations and required surge capability.  The resulting 
Manpower Estimate accounts for all military (Active Reserve, and Guard), DoD civilian (U.S. 
and foreign national), and contract support manpower. 

DoD Instruction 5000.2 requires the program manager to work with the manpower 
community to determine the most efficient and cost-effective mix of DoD manpower and 
contract support, and identify any issues (e.g., resource shortfalls) that could impact the program 
manager’s ability to execute the program.  Generally, the decision to use DoD civilians an
contract labor in theater during a conflict where there is a high likelihood of hostile fire or 
collateral damage is made on an exception basis.  In all cases, risk reduction shall take 
precedence over cost savings.  Additionally, the program manager shall consult with the 
manpower community in advance of contracting for operational support services to ensure that 
sufficient workload is retained in-house to adequately provide for career progression, sea-to-
shore and overseas rotation, and combat augm

d 

entation.  The program manager should also 
tracted.  

Thes
ensure that inherently governmental and exempted commercial functions are not con

e determinations shall be based on the Manpower Mix Criteria. 

Consistent with sections E1.4 and E1.29 of DoD Directive 5000.1, the program manager 
must evaluate the manpower required and/or available to support a new system and consider
manpower constraints when establishing contract specifications to ensure that the human 
resource demands of the system do not exceed the projected supply.  The assessment must 
determine whether the new system will require a higher, lower, or equal number of personnel 
than the predecessor system, and whether the distribution of ranks/grade will change.  Critica
manpower constraints must be identified in the Capability Development Document to ensure t
manpower requirements remain within DoD Component end-strength constraints.  If sufficient 
end-strength is not available, a request for an increase in authorizations should be submitted and 
approved as part of the trade-off process. 

When assessing manpower, the system designers should look at labor-intensive (high-
driver) tasks.  These tasks might result from hardware or software interface design problems.  
These high-driver tasks can sometimes be eliminated during engineering design by increasin
equipment or software performance.  Based on a top-down functional an

 

l 
hat 

g 
alysis, an assessment 

http://acc.dau.mil/simplify/file_download.php/Mil-Std-882D.pdf?URL_ID=31534&filename=10799850501Mil-Std-882D.pdf&filetype=application%2Fpdf&filesize=119427&name=Mil-Std-882D.pdf&location=user-S/
http://acc.dau.mil/simplify/file_download.php/Mil-Std-882D.pdf?URL_ID=31534&filename=10799850501Mil-Std-882D.pdf&filetype=application%2Fpdf&filesize=119427&name=Mil-Std-882D.pdf&location=user-S/
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ied to keep the manpower numbers within constraints. 

onsidered in conjunction with personnel capabilities, training, 
factors engineering trade-offs. 

.  

 
 services, or 

enha  

The r the most efficient 
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6.2.2.1. rview 
r

capabilit
perform r 
equiv  
operator support personnel.  Personnel officials contribute to the 
Defe  
that mini peration and 
main a
popula io

6.2.2  

should be conducted to determine which functions should be automated, eliminated, 
consolidated, or simplif

Manpower requirements should be based on task analyses that are conducted during the 
functional allocation process and consider all factors including fatigue; cognitive, physical, 
sensory overload; environmental conditions (e.g., heat/cold), and reduced visibility.  
Additionally, manpower must be c
and human 

Tasks and workload for individual systems, systems-of-systems, and families-of-systems 
should be reviewed together to identify commonalities, merge operations, and avoid duplication
The cumulative effects of system-of-system, family-of-systems and related system integration 
should be considered when developing manpower estimates. 

When reviewing support activities, the program manager should work with manpower and 
functional representatives to identify process improvements, design options, or other initiatives
to reduce manpower requirements, improve the efficiency or effectiveness of support

nce the cross-functional integration of support activities. 

 support strategy should document the approach used to provide fo
os effective mix of manpower and contract support and identify any cost, schedule, or 

nce issues, uncompleted studies that could impact the program manager’s ability to 
ute he program. 

. Personnel 

Personnel Ove

Pe sonnel factors are those human aptitudes (i.e., cognitive, physical, and sensory 
ies), knowledge, skills, abilities, and experience levels that are needed to properly 
job tasks.  Personnel factors are used to develop the military occupational specialties (o

alent DoD Component personnel system classifications) and civilian job series of system
s, maintainers, trainers, and 

nse acquisition process by ensuring that the program manager pursues engineering designs 
mize personnel requirements, and keep the human aptitudes necessary for o

ten nce of the equipment at levels consistent with what will be available in the user 
t n at the time the system is fielded. 

.2. Personnel Parameters/Requirements 

DoD Instruction 5000.2 requires the program manager to work with the personnel 
community to define the performance characteristics of the user population, or “target audience,” 

nager should work with the personnel 
comm

ners, 
en 

trends that could significantly alter the characteristics of the user population over the life of the 
 the personnel community and verify 

whether there are new personnel policies that could significantly alter the scope of the user 

early in the acquisition process.  The program ma
unity to establish a Target Audience Description (TAD) that identifies the cognitive, 

physical, and sensory abilities—i.e., capabilities and limitations, of the operators, maintai
and support personnel that are expected to be in place at the time the system is fielded.  Wh
establishing the TAD, HSI analysts should verify whether there are any recruitment or retention 

system.  Additionally, HSI analysts should consult with
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population (e.g., policy changes governing women in combat significantly changed the 
anthropometric requirements for occupational specialties). 

Per DoD Instruction 5000.2, to the extent possible, systems shall not be designed to require 
cognitive, physical, or sensory skills beyond those found in the specified user population.  
During functional analysis and allocation, tasks should be allocated to the human component 
consistent with the human attributes—i.e., capabilities and limitations, of the user population to 
ensure compatibility, interoperability, and integration of all functional and physical interfaces.  
Personnel requirements should be established consistent with the knowledge, skills, and abilities 
(KSA d 

 
 Setting specific, quantifiable, personnel 

ents in the Capability Developm ent assists establishment of test criterion in 
P. 

ble, 

 use the target audience description (TAD) as a baseline for 
perso

 of 
cted system against the projected personnel supply.  The program manager should also 

deter ).  

he 

e  
skill iden
retention
assess th

during T
T&E wil

s) of the user population that is expected to be in place at the time the system is fielded an
over the life of the program.  Personnel requirements are usually stated as a percentage of the 
population.  For example, the Capability Development Document might require “physically
accommodating the central 90% of the target audience.” 
requirem ent Docum
the TEM

6.2.2.3. Personnel Planning 
Personnel capabilities are normally reflected as knowledge, skills, abilities (KSAs), and 

other characteristics.  The availability of personnel and their KSAs should be identified early in 
the acquisition process.  The DoD Components have a limited inventory of personnel availa
each with a finite set of cognitive and psychomotor abilities.  This could affect specific system 
thresholds. 

The program manager should
nnel requirements assessment.  The TAD should include information such as inventory; 

force structure; standards of grade authorizations; personnel classification (e.g., MOS/NEC) 
description; biographical information; anthropometric data; physical qualifications; aptitude 
descriptions as measured by the Armed Forces Vocational Aptitude Battery (ASVAB)); task 
performance information; skill grade authorization; physical profile (PULHES); security 
clearance; and reading grade level. 

The program manager should assess and compare the cognitive and physical demands
the proje

mine the physical limitations of the target audience (e.g., color vision, acuity, and hearing
The program manager should identify and shortfalls highlighted by these studies. 

The program manager should determine if the new system contains any aptitude-sensitive 
critical tasks.  If so, the program manager should determine if it is likely that personnel in t
target audience can perform the critical tasks of the job. 

Th  program manager should consider personnel factors such as availability, recruitment,
tifiers, promotion, and assignment.  He/She should consider the impact on recruiting, 
, promotions, and career progression when establishing program costs, and should 
ese factors during trade-off analyses. 

The program manager should use a truly representative sample of the target population 
 &E to get an accurate measure of system performance.  A representative sample during 

l help identify aptitude constraints that affect system use. 



 231

Ind
collabora us phases of the 
acqu i he 
program
systems,

summari
objective
The acqu s, and 
abilities 
personne
executio lish 
new mili o-
fill occup act the program manager’s ability to execute the program. 

6.2.3

6.2.3.1. 
Tra

enhance 
cognitive
integrate
performa
“tools” u e, 
simu
equipme

6.2.3.2. 

transform  
coursew  
of the Tr

ividual system and platform personnel requirements should be developed in close 
tion with related systems throughout the Department and in vario

isit on process to identify commonalities, merge requirements, and avoid duplication.  T
 manager should consider the cumulative effects of system-of-systems, family-of-
 and related systems integration in the development of personnel requirements 

Consistent with DoD Instruction 5000.2, Enclosure 7, the program manager must 
ze major personnel initiatives that are necessary to achieve readiness or rotation 
s or to reduce manpower or training costs, when developing the acquisition strategy.  
isition and support strategy must address modifications to the knowledge, skill

of military occupational specialties for system operators, maintainers, or support 
l if the modifications have cost or schedule issues that could adversely impact program 
n.  The program manager should also address actions to combine, modify, or estab
tary occupational specialties or additional skill indicators, or issues relating to hard-t
ations if they imp

. Training 

Training Overview 
ining is the learning process by which personnel individually or collectively acquire or 
predetermined job-relevant knowledge, skills, and abilities by developing their 
, physical, sensory, and team dynamic abilities.  The “training/instructional system” 
s training concepts and strategies and elements of logistic support to satisfy personnel 
nce levels required to operate, maintain, and support the systems.  It includes the 
sed to provide learning experiences such as computer-based interactive coursewar

lators, and actual equipment (including embedded training capabilities on actual 
nt), job performance aids, and Interactive Electronic Technical Manuals. 

Training Parameters/Requirements 

When developing the training/instructional system, the program manager should employ 
ational training concepts, strategies, and tools such as computer based and interactive

are, simulators, and embedded training consistent with the strategy, goals and objectives
aining Transformation Strategic Plan (March 1, 2002) and the Training Transformation 

Implementation Plan and Appendix 1 (June 2004). 

 Department’s vision for Training Transformation is to provide dynamic, capabilities-
ining in support of national security requirements across the full spectrum of Service, 
eragency, intergovernmental, and multinational o

The
based tra
joint, int perations.  This new approach 
emph  is 

 

T s context, includes training, education, and job-performance aiding.  Joint 
upport a broad range of roles and responsibilities in military, 

asizes the mission requirements of the combatant commanders (COCOM).  The COCOM
the customer.  The intent is to design systems and structure acquisition programs focused on the 
training needs of the COCOM.  The desired outcome is to fully support COCOM requirements, 
missions, and capabilities, while preserving the ability of the DoD Components to train for their
core competencies.  The Under Secretary of Defense for Personnel and Readiness, as a member 
of the Defense Acquisition Board, assesses the ability of the acquisition program to support  the 
Military Departments, COCOMs, and DoD Components.  

 “ raining,” in thi
training must be able to s
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overnmental contexts, and the Department of Defense must 
prov

eadiness, as a member of the Defense Acquisition 
Boar s and 

rt 

ns. 

 Special Note on Embedded Training.  Both the sponsor and the program manager should 
bedded training as defined in DoD 

multinational, interagency, and interg
ide such training to be truly flexible and operationally effective.  Training readiness will be 

assessed and reported, not only in the traditional joint context, but also in view of this broader 
range of “joint” operations.  Joint training and education will be recast as components of lifelong 
learning and made available to the Total Force—active, reserve, and DoD civilians.  The 
Department will expand efforts to develop officers well versed in joint operational art.  The 
interfaces between training systems and the acquisition process will be strengthened.  The Under 
Secretary of Defense for Personnel and R

d, assesses an acquisition program’s ability to support the Combatant Commander’
DoD Components’ capabilities to provide HSI as an integral part of an acquisition program. 

The program manager should summarize major elements of the training plan in the Suppo
Strategy.  This should include logistics support planning for training, training equipment and 
training device acquisitions and installatio

A
give careful consideration and priority to the use of em
Directive 1322.18: “Capabilities built into, strapped onto, or plugged into operational materiel 
systems to train, sustain, and enhance individual and crew skill proficiencies necessary to operate
and maintain the equipment.”  The sponsor’s decisions to use embedded training should be made 
very early in the capabilities determination process.  Analysis should be conducted to compare 
the embedded training with more traditional training media (e.g., simulator based training, 
traditional classroom instruction, and/or maneuver training) for consideration of a system’s Total 
Operating Cost.  The analysis should compare the costs and the impact of embedded training
(e.g., training operators and maintenance personnel on site compared to off station travel to a 
temporary duty location for training).  It should also compare the learning time and level of 
effectiveness (e.g., higher “kill” rates and improved maintenance times) achieved by embe
training.  When making decisions ab

 

 

dded 
out whether to rely exclusively on embedded training, 

analy

ks at a central 
ore cost effective to rely on mobile simulator assets to 

ba orting its troops to the training facility during drill 
week e for 

hi  Program Manager to understand training capabilities as an 
integral part of the Joint Capa

el who 

effective solution, consisting of a blend of capabilities that use existing training programs and 
sed training innovations.  This may include requirements for 

school and unit training, as well as new equipment training, or sustainment training.  This also 

sis must be conducted to determine the timely availability of new equipment to all 
categories of trainees (e.g., Reserve and Active Component units or individual members).  For 
instance, a National Guard tank battalion that stores and maintains its tan
maintenance/training facility may find it m
train com t tasks rather than transp

ends.  A job aid for embedded training costing and effectiveness analyses is: “A Guid
Early Embedded Training Decisions,” U.S. Army Research Institute for the Behavioral and 
Social Sciences Research Product 96-06. 

6.2.3.3. Training Planning 
T s section will prepare the

bilities Integration and Development System and, with assistance 
of the training community, translate those capabilities into system design features. 

First, the Joint Capabilities Integration and Development System process should address 
joint training parameters for military (Active, Reserve, and Guard) and civilian personn
will operate, maintain, and support the system.  Training programs should employ a cost-

introduces new performance-ba
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may ing 

 
 and 

hold 

o 

. 
., requirements for new or upgrades to existing training facilities) 
e training concept. 

: 
 

xhibiting 
fault conditions for a specified set of failures to allow rehearsal of repair procedures for 
iso ire that the system be capable of interconnecting with other 

 

y 

r 

environments, 
amples of training that enhances user’s capabilities 

include requirements for instructor and key personnel training and new equipment train
teams. 

Training should be considered early in the capabilities development process.  Such 
consideration begins with the analyses supporting the Initial Capabilities Document and 
continues with preparation of the Capability Development Document. 

The Capability Development Document should discuss the specific system training 
requirements.  Examples of training requirements include the following: 

• Allow for interactions between platforms or units (e.g., through advanced simulation
and virtual exercises) and provide training realism to include threats (e.g., virtual
surrogate), a realistic electronic warfare environment, communications, and weapons. 

• Embedded training capabilities that do not degrade system performance below thres
values nor degrade the maintainability or component life of the system. 

• That Initial Operational Capability is attained and that training capabilities are 
embedded and met by Initial Operational Capability. 

• An embedded performance measurement capability to support immediate feedback t
the operators/maintainers and possibly to serve as a readiness measure for the unit 
commander

• Training logistics (e.g
necessary to support th

The training community should be specific in translating capabilities into system 
requirements.  They should also set training resource constraints.  Examples are the following

• The training community should consider whether the system be designed with a mode
of operation that allows operators to train interactively on a continuous basis, even 
when deployed in remote locations. 

• The training community should consider whether the system be capable of e

lating faults or requ
(specific) embedded trainers in both static and employed conditions. 

• The training community should consider whether embedded training capabilities allow
enhancements to live maneuver such that a realistic spectrum of threats is encountered 
(e.g., synthetic radar warnings generated during flight). 

• The training community should consider whether the integrated training system be full
tested, validated, verified, and ready for training at the training base as criteria for 
declaring Initial Operational Capability. 

From the earliest stages of development and as the system matures, the program manage
should emphasize training requirements that enhance the user’s capabilities, improve readiness, 
and reduce individual and collective training costs over the life of the system.  This may include 
requirements for expert systems, intelligent tutors, embedded diagnostics, virtual 
and embedded training capabilities.  Ex
follow: 
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em; 
bedded just-in-time mission rehearsal capability supported by 

the  and an integrated global training system/network that 

 
 

bo
r 

mpliant; 
ntent Object Reference Model

• Interactive electronic technical manuals provide a training forum that can significantl
reduce schoolhouse training and may require lower skill levels for maintenance 
personnel while actually improving their capability to maintain an operational syst

• Requirements for an em
 latest intelligence information

allows team training and participation in large scale mission rehearsal exercises can be 
used to improve readiness. 

In all cases, the paramount goal of the training/instructional system should be to develop and 
sustain a ready, well-trained individual/unit, while giving strong consideration to options that can
reduce life-cycle costs and provide positive contributions to the joint context of a system, where
appropriate. 

Training devices and simulators are systems that, in some cases, may qualify for their own 
set of HSI requirements.  For instance, the training community may require the following 
attributes of a training simulator: 

• Accommodate “the central 90 percent of the male and female population on critical 
dy dimensions;” 

• Not increase manpower requirements and  should consider reductions in manpowe
requirements; 

• Consider reduced skill sets to maintain because of embedded instrumentation; 
• Be High Level Architecture co
• Be Sharable Co  compliant; 
• Be Test and Training Enabling Architecture compliant; 
• Use reusable simulation objects. 

6.2.4. Human Factors 

6.2.4.1. Human Factors Overview 
Human factors are the end-user cognitive, physical, sensory, and team dynamic abilities 

required to perform system operational, maintenance, and support job tasks.  Human factors 
engineers contribute to the Defense acquisition process by ensuring that the program manager 
prov  do 

lation.  
r 

e 

ides for the effective utilization of personnel by designing systems that capitalize on and
not exceed the abilities (cognitive, physical, sensory, and team dynamic) of the user popu
The human factors engineering community integrates the human characteristics of the use
population into the system definition, design, development, and evaluation processes to optimiz
human-machine performance for both operation and maintenance of the system. 

Human factors engineering is primarily concerned with designing human-machine 
interfaces consistent with the physical, cognitive, and sensory abilities of the user population.  
Human-machine interfaces include:  

• Functional interfaces (functions and tasks, and allocation of functions to human 
performance or automation); 
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• Informational interfaces (information and characteristics of information that provid
human with the knowledge, understanding and awareness of what is happening
tactical environment and in the system); 

• Environmental interfaces (the natural and artificial environments, env
controls, and facility design); 

• Cooperational interfaces (provisions for team performance, cooperation, collaboration
and communication among team members and with other personnel); 

• Organizational interfaces (job design, management structure, command authority, 
policies and regulations that impact behavior); 

• Operational interfaces (aspects of a system that support successful operation of the 
system such as procedures, documentation, workloads, job aids); 

• Cognitive interfaces (decision rules, decision support systems, provision for 
maintaining situation awareness, mental models of the tactical environment, provisions 
for knowledge g

• Physical interfaces (hardware and software elements designed to enable and fa
effective and safe human performance such as controls, displays, workstations, 
worksites, accesses, labels and markings, structures, steps and ladders, handholds, 
maintenance provisions, etc,). 

Human Factors Parameters/Requirements 

Human factors requirements, objectives, and thresholds should provide for the effectiv
n of personnel through the accommodation of the cognitive, physical, and sen
ristics that directly enhance or constrain system performance. 

nitive requirements address the human’s capability to evaluate and 
mation.  Requirements are typically stated in terms of response times and are typically 

ed to avoid excessive cognitive workload.  Operations that entail a high number of 
 tasks in a short time period can result in cognitive overload and safety hazards.  The 
ty Development Document should specify whether there are human-in-the-loop 
ents.  This could include requirements for “human in control,” “manual override,” or 
tely autonomous operations.”

Physical requirements are typically stated as anthropometric (measurements of the human 
rength, and weight factors.  Physical requirements are often tied to human performance, 
d occupational health concerns.  To ensure the average user can operate, mainta

he system, requirements should be stated in terms of the user population.  F
 th  user requires a weapon that is “one-man portable,” weight thresholds and objecti

e based on strength limitations of the user population and other related factors (e.g., th
f other gear and equipment and the operational environment).  F

through 95th percentile soldiers wearing standard bat
ents inside the cab,” or that “the crew station physically accommodate a female/male 

population, defined by the 5th –95th anthropometric female/male soldier, for accomplishment
the full range of mission functions.” 
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ors.  

ay need to operate in noisy environments where 
weap

Sensory requirements are typically stated as visual, olfactory (smell), or hearing fact
The Capability Development Document should identify operational considerations that affect 
sensory processes.  For example, systems m

ons are being fired or on an overcast moonless night with no auxiliary illumination. 

6.2.4.3. Human Factors Planning 

Paragraph 6.3 contains an extensive discussion of human factors planning. 

6.2.5. Safety and Occupational Health 

l 
n 

s 

 

l 
anagement, overlap with environmental 

impa ith 

f 
ion 

ximum 
level ct 

e 

nd 

 methodology for specifying safety and health requirements 
is to 

6.2.5.1. Safety and Occupational Health Overview 
Safety factors consist of those system design characteristics that serve to minimize the 

potential for mishaps causing death or injury to operators and maintainers or threaten the surviva
and/or operation of the system.  Prevalent issues include factors that threaten the safe operatio
and/or survival of the platform; walking and working surfaces including work at heights; 
pressure extremes; and control of hazardous energy releases such as mechanical, electrical, fluid
under pressure, ionizing or non-ionizing radiation (often referred to as “lock-out/tag-out”), fire, 
and explosions. 

Occupational health factors are those system design features that serve to minimize the risk
of injury, acute or chronic illness, or disability; and/or reduce job performance of personnel who 
operate, maintain, or support the system.  Prevalent issues include noise, chemical safety, 
atmospheric hazards (including those associated with confined space entry and oxygen 
deficiency), vibration, ionizing and non-ionizing radiation, and human factors issues that can 
create chronic disease and discomfort such as repetitive motion diseases.  Many occupationa
health problems, particularly noise and chemical m

cts.  Human factors stresses that create risk of chronic disease and discomfort overlap w
occupational health considerations. 

6.2.5.2. Safety and Occupational Health Hazard Parameters/Requirements 
Safety and health hazard parameters should address all activities inherent to the life cycle o

the system, including test activity, operations, support, maintenance, and final demilitarizat
and disposal.  Safety and health hazard requirements should be stated in measurable terms, 
whenever possible.  For example, it may be appropriate to establish thresholds for the ma

 of acoustic noise, vibration, acceleration shock, blast, temperature or humidity, or impa
forces etc., or “safeguards against uncontrolled variability beyond specified safe limits,” wher
the Capability Development Document specifies the “safe limits.”  Safety and health hazard 
requirements often stem from human factor issues and are typically based on lessons learned 
from comparable or predecessor systems.  For example, both physical dimensions and weight are 
critical safety requirements for the accommodation of pilots in ejection seat designs.  Safety a
health hazard thresholds are often justified in terms of human performance requirements, 
because, for example, extreme temperature and humidity can degrade job performance and lead 
to frequent or critical errors.  Another

specify the allowable level of residual risk as defined in MIL-STD-882D, for example, 
“There shall be no high or serious residual risks present in the system.” 

6.2.5.3. Safety and Occupational Health Planning 
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SI Strategy and the PESHE

6.2.5.3.1. Programmatic Environment, Safety, and Occupational Health (ESOH) 
Evaluation (PESHE) 

The H  should jointly define how the program intends to avoid 
ti  and efficient flow of information between the 

HSI and ESOH personnel working the integration of 

ow 

 

posure to microorganisms, their toxins, and enzymes. 
s from excessive airborne concentrations of toxic 

 

r 

ody surface by a sharp or blunt object.  
 while lifting heavy objects. 

Vi

6.2.6

duplica on of effort and to ensure the effective
human safety and health considerations into 

the systems engineering process. 

6.2.5.3.2. Health Hazard Analysis (HHA) 
During early stages of the acquisition process, sufficient information may not always be 

available to develop a complete HHA.  As additional information becomes available, the initial 
analyses are refined and updated to identify health hazards, assess the risks, and determine h
to mitigate the risks, formally accept the residual risks, and monitor the effectiveness of the 
mitigation measures.  The health hazard risk information is documented in the PESHE.  Health
hazard assessments should include cost avoidance figures to support trade-off analysis.  There 
are nine health hazard issues typically addressed in a health hazard analysis (HHA): 

• Acoustical Energy.  The potential energy that transmits through the air and interacts 
with the body to cause hearing loss or damage to internal organs. 

• Biological Substances.  The ex
• Chemical Substances.  The hazard

materials contracted through inhalation, ingestion, and skin or eye contract. 
• Oxygen Deficiency.  The displacement of atmospheric oxygen from enclosed spaces or

at high altitudes. 
• Radiation Energy.  Ionizing:  The radiation causing ionization when interfacing with 

living or inanimate mater.  Non-ionizing:  The emissions from the electromagnetic 
spectrum with insufficient energy to produce ionizing of molecules. 

• Shock.  The mechanical impulse or impact on an individual from the acceleration or 
deceleration of a medium. 

• Temperature Extremes and Humidity.  The human health effects associated with high o
low temperatures, sometimes exacerbated by the use of a materiel system. 

• Trauma.  Physical:  The impact to the eyes or b
Musculoskeletal:  The effects to the system

• bration.  The contact of a mechanically oscillating surface with the human body. 

. Personnel Survivability 

6.2.6.1. Personnel Survivability Overview 
Personnel survivability factors consist of those system design features that reduce the risk 

of fratricide, detection, and the probability of being attacked; and that enable the crew to 
withstand man-made hostile environments without aborting the mission or suffering acute 
chronic illness, disability, or death. 

6.2.6.2. Survivability Parameters/Requirements 
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The Capability Development Document should include applicable crew survivability 
parameters.  This may include requirements to eliminate
detectability, or to be survivable in a nuclear, biological, and chemical (NBC) battlefield.  NBC 
survivability, by definition, includes the instantaneous, cumulative, and residual effects o

ons upon the system, including its personnel.  It may be appropriate to require that the 
system “permit performance of mission-essential operations, communications, main
supply and decontamination tasks by suitably clothed, trained, and acclimatized personnel for the
survival periods and NBC environments required by the system.” 

The consideration of survivability should also include system requirements to ensure the 
integrity of the crew compartment and rapid egress when the system is damaged or destroyed
may be appropriate to require that the system pr
contingenc anagement, escape, surv

.3. Personnel Survivability Planning 
The Joint Capabilities Integration and Development System capability documents defi

the program’s combat performance and survivability needs.  Consistent with those needs, the 
program manager should establish a Personnel Survivability program.  This program overseen by 
the program manage, and seeks to minimize, the probability of encountering combat threats, the 
severity of potential wounds and injury incurred by personnel operating or maintaining the 
system, and the risk of potential fratricidal incidents.  To maximize effectiveness, the program 
manager should assess Personnel Survivability in close coordination with systems engineering 
and test and evaluation activities. 

Personnel survivability assessments assume the warfighter is integral to the system during 
combat.  Damage to the equipment by enemy action, fratricide, or an improperly functioning 
component of the system can endanger the warfighter.  The Personnel Survivability program
should assess these events and their consequences.  Once these initial determinations are 
the design of the equipment should be evaluated to determine if there are potential secondar
effects on the personnel.  Each management decision to accept a potential risk should be 
formally documented by the appropriate management level as defined in DoD Instruction 
5000.2. 

During early stages of the acquisition process, sufficient information may not always be 
t of Personnel Survivability issues.  An initial report is 
ues and any findings and conclusions.  Classified data and 

findi

on 

available to develop a complete lis
prepared listing those identified iss

ngs are to be appropriately handled according to each DoD Component’s guidelines.  
Personnel Survivability issues typically are divided into the following components: 

• Reduce Fratricide.  Fratricide is the unforeseen and unintentional death or injury of 
“friendly” personnel resulting from friendly forces employment of weapons and 
munitions.  To avoid these types of survivability issues, personnel systems and weap
systems should include anti-fratricide systems, such as Identification of Friend or Foe 
(IFF) and Situational Awareness (SA) systems. 

• Reduce Detectability.  Reduce detectability considers a number of issues to minimize 
signatures and reduce the ranges of detection of friendly personnel and equipment by 
confounding visual, acoustic, electromagnetic, infrared/thermal, and radar signatures 
and methods that may be utilized by enemy equipment and personnel.  Methods of 
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reducing detectability could include camoufla
countermeasures, signature distortion, training, and/or doctrine. 

• Reduce Probability of Attack.  Analysts should seek to reduce the probability of 
attack by avoiding appearing as a high value-target; and by actively preventing or 
deterring attack by warning sensors and use of active countermeasures. 

• Minimize Damage if Attacked.  Analysts should seek to minimize damage if at
by: 1) designing the system to protect the operators and crewmembers from enemy 
attacks; 2 improve tactics in the field so survivability is increased; 3) design the system
to protect the crew from on-board hazards in the event of an attack (e.g., fuel, 
munitions, etc.); and 4) design the system to minimize the risk to supporting personn
if the system is attacked.  Subject matter experts in areas such as nuc
chemical warfare, ballistics, electronic warfare, directed energy, laser hardening, 
medical treatment
additional issues. 

• Minimize Injury.  Analysts should seek to minimize: 1) combat, enemy weapon-
caused injuries; 2) the combat-damaged system’s potential sources and types of injury 
to both its crew and supported troops as it is used and maintained in the field; 3) the 
system’s ability to prevent further injury to the fighter after being attacked; and 4) the 
system’s ability to support treatment and evacuation of injured personnel.  Combat-
caused injuries or other possible injuries are addressed in this portion of personnel 
survivability, along with the different perspectives on potential mechanisms for 
reducing damage.  Evacuation capability and personal equipment needs (e.g. uniform 
straps to pull a crew member through a small evacuation port are addressed here. 

• Minimize Physical and Mental Fatigue.  Analysts should seek to minimize injuries 
that can be directly traced to physical or mental fatigue.  These types of injuries can be 
traced to complex or repetitive tasks, physically taxing operations, sleep deprivation, or 
high stress environments. 

• Survive Extreme Environments.  This component is to address issues that will arise 
once the warfighter evacuates or is forced from a combat-affected system such as an 
aircraft or watercraft and must immediately survive extreme conditions encountered in 
the sea or air until rescued or an improved situation on land is reach
upon requirements, this may also include some extreme environmental conditions fou
on land, but generally this component is for sea and air where the need is immediate f
special consideration to maintain an individual’s life.  Survival issues for downed pilots 
behind enemy lines should be considered here. 

The program manager should summarize plans for personnel survivability in the support 
strategy and address personnel survivability risks and plans for risk mitigation.  If the system or 
program has been designated by Director, Operational Test & Evaluation (DOT&E), fo
test and evaluation (LFT&E) oversight, the program manager should integrate T&E to address 
crew survivability issues into the LFT&E program to support the Secretary of Defense LFT&E
Report to Congress (10 U.S.C. 2366).  The program manager should address special equipment 
or gear needed to sustain crew operations in the operational environment. 

6.2.7. Habitability 
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control (i.e., heating and air c

ose characteristics of systems, facilities (temporary and 
permanent), and services necessary to satisfy personnel needs.  Habitability factors are those 

els of personnel morale, safety, health, and 
comf

 of unit 

.1. Habitability Overview 
Habitability factors are those living and working conditions that are necessary to sustai

morale, safety, health, and comfort of the user population.  They directly contribute to per
effectiveness and mission accomplishment, a
problems xamples include: lighting, spac

onditioning); religious, medical, and food services availability; and 
berthing, bathing, and personal hygiene 

Habitability consists of th

living and working conditions that result in lev
ort adequate to sustain maximum personnel effectiveness, support mission performance, 

and avoid personnel retention problems. 

 

6.2.7.2. Habitability Parameters/Requirements 
Habitability is one of several important factors included in the overall consideration

mission readiness.  Per DoD Instruction 5000.2, the program manager shall work with 
habitability representatives to establish requirements for the physical environment (e.g., adequat
light, space, ventilation, and sanitation, and temperature and noise control) and, if appropriate, 
requirements for personal services (e.g., religious, medical, and mess) and living conditions (e.g., 
berthing and personal hygiene) if the habitability factors have a direct impact on meeting or 

e 

ce requirements, sustaining mission effectiveness, or that have such an 
ality of life or morale that recruitment or retention rates could be degraded.  

Exam

. 

sustaining performan
adverse impact on qu

ples include requirements for heating and air-conditioning, noise filters, lavatories, 
showers, dry-cleaning and laundry. 

While a system, facility, and/or service should not be designed solely around optimum 
habitability factors, habitability factors cannot be systematically traded-off in support of other 
readiness elements without eventually degrading mission performance. 

6.2.7.3. Habitability Planning 
The program manager should address habitability planning in the support strategy and 

identify habitability issues that could impact personnel morale, safety health, or comfort or 
degrade personnel performance, unit readiness, or result in recruitment or retention problems

6.3. Human Factors Engineering (HFE) 

6.3.1. Mandatory Guidance 
As required by DoD Instruction 5000.2, the program manager shall employ human factors 

engineering to design systems that require minimal manpower; provide effective training; can
operated and maintained by users; and are suitable (habitable and safe with minimal 
environmental and occupational health hazards) and survivable (for both the crew and 
equipment). 

 be 

6.3.2. Application of HFE 
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ies (KSAs) exceed what the user can provide and whether the 
deficiency will lead to a training or operational problem.  HFE tools and techniques can be used 

d account for different classes and levels of users 
and t e 

 

HFE should be applied d ring development and acquisition of military systems, equipment, 
nnel effectively into the design of the system.  An HFE effort 

 b elop or improve all human interfaces of the system; (b) achieve 
d an performance during system operation, maintenance, support, 

contr
e HFE effort should include, but not necessarily be limited to, active 

participa evelopment. 

6.3.3  
ctions that must 

be pe r ied and 
descr d rmine their best allocation to personnel, 
equip uld be further dissected to 
defin h
be an
softw e
cond e d should be expressed in a 

ies of the human-system interfaces in relation to the total 
 operation.  HFE high-risk areas should be identified as part of the analysis.  Task analysis 

must ties.  
 effort. 

6.3.3  
f the system equipment, software, 

proce r  the system functions requiring 

HFE plays an important role in each phase of the acquisition cycle, to include system 
definition, design, development, evaluation, and system reliability and maintain
field.  To realize the potential of HFE contributions, HFE must be
process t the earliest stages of th

nology Development phases).  The right decisions about the human-machine interfaces 
early in the design process will optimize human performance.  HFE participation continue
each succeeding acquisition phase.  The HFE practitioners provide expertise that includes des
criteria, analysis and modeling tools, and measurement methods that will help the program office
design systems that are operationally efficient and cost-effective.  In any system acquisition
process, it is important to recognize the differences between the competencies (skills and 
knowledge) required for the various warfighters.  Application of HFE processes will lead to an 
understanding of the competencies needed for the job, and help identify if requirements for 
knowledge, skills, and abilit

to identify the KSAs of the target audience an
he need for various types of information products.  While it is critical to understand th

information processing and net-centric requirements of the system, it is equally important to 
understand the factors affecting format and display of the data presented to the user to avoid
cognitive overload. 

6.3.3. General Guidelines 

u
and facilities to integrate perso
should e provided to (a) dev
require  effectiveness of hum

ol, and transport; and (c) make economical demands upon personnel resources, skills, 
training, and costs.  Th

tion in the following three major interrelated areas of system d

.1. Analysis 
Starting with a mission analysis developed from a baseline scenario, the fun
rfo med by the system in achieving its mission objectives should be identif
ibe .  These functions should be analyzed to dete
ment, software, or combinations thereof.  Allocated functions sho
e t e specific tasks that must be performed to accomplish the functions.  Each task should 
alyzed to determine the human performance parameters; the system, equipment, and 

 capabilities; and the tactical/environmar ental conditions under which the tasks will be 
uct d.  Task parameters should be quantified where possible, an

form that permits effectiveness stud
system

 include maintenance and sustainment functions performed by crew and support facili
Analyses should be updated as required to remain current with the design

.2. Design and development 
HFE should be applied to the design and development o
du es, work environments, and facilities associated with
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perso e
data ate a human-system interface that will 
opera w
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6.3.3
HFE should be incorporated into the system T&E program and integrated into engineering 

desig n , acceptance tests, other 
developm
as ea  a ies 
and evaluation of the dimensions and configuration of the environment relative to criteria for 
HFE  early 
engineer  planning and conducting later tests.  Test planning should be 
direc   controlled 
by us p  the intended training.  HFE test 
plann g ational T&E. (9.4.5

nn l interaction.  This HFE effort should convert the mission, system, and task analysis 
into a detailed design and development plans to cre
te ithin human performance capabilities, meet system functional requirements, and 

mp ish mission objectives. 

.3. Test and Evaluation (T&E) 

n a d development tests, contractor demonstrations, flight tests
ent tests and operational testing.  Compliance with HFE requirements should be tested 

rly s possible.  T&E should include evaluation of maintenance and sustainment activit

.  HFE findings from design reviews, modeling, simulations, demonstrations, and other
ing tests should be used in

ted toward verifying that the system can be operated, maintained, supported, and
er ersonnel in its intended operational environment with
in  should also consider data needed or provided by oper  and 9.8.1.11.) 

6.3.3
 be taken (e.g., contract 

deliv b ring 
syste  e 
inter e

6.4. HS
he key to a successful HSI strategy is integration.  To optimize total system performance 

and determine the most effective, efficient, and affordable design entails trade studies both 
within the HSI elements (manpower, personnel, training, safety and occupational health, human 
factors, survivability, and habitability) and between the HSI elements and the system platform 
(hardware and software).  The program manager should integrate the system requirements for the 
eight HSI elements with each other, and also with the system platform.  The results of these 
integration efforts should be reflected in updates to the requirements, objectives, and thresholds 
in the Capability Development Document. 

In today’s Joint environment, the integration across systems of systems is necessary to 
achieve a fully networked Joint war fighting capability.  The Warfighter requires a fully 
networked environment and must be able to operate efficiently and effectively across the 
continuum of systems from initial recognition of the opportunity to engage through to mission 
completion.  To accomplish this, HSI should be considered through system of system analysis, 
modeling and testing to identify opportunities for integration, synchronization, collaboration, and 
coordination of capabilities to meet requirements.  This may require a fully integrated investment 
strategy with joint sponsorship from initial concept through a series of spiral or incremental 
developments. 

Values for objectives and thresholds, and definitions for parameters contained in the 
capabilities documents, Manpower Estimate, TEMP, and APB, should be consistent.  This 
ensures consistency and thorough integration of program interests throughout the acquisition 
process.   

.4. Support Strategy and Acquisition Strategy 
The program manager should summarize the steps planned to
era les) to ensure human factors engineering/cognitive engineering is employed du
ms engineering over the life of the program to provide for effective human-machin
fac s and meet HSI requirements. 

I Integration 

T
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6.4.1. Integrated Product and Proces t and Integrated Product Teams 
D

developm
starting with capabilities definition through systems engineering, production, 
fielding/deployment and operati he design, manufacturing, 
business, and supportability pro  Integrated Product Teams 
(IPTs).  HSI should be a key consideration during the formation of IPTs.  (See related 

s Developmen
oD acquisition policy stresses the importance of integrated product and process 

ent (IPPD).  IPPD is a management technique that integrates all acquisition activities 

onal support in order to optimize t
cesses.  At the core of the IPPD are

discussions of IPPD and IPTs)  For instance, human factors engineers should be included as 
rs s engineering and design teams and other IPTs that deal with human-oriented 

acqu that 

ams 

 

 efficiency issues, identified in legacy systems and by review of design 
isks, are used to establish a preliminary hazard list (PHL) for risk 

sk assessment/mitigations, and set of assumptions 

 evaluate safety, 

•  

ts of safety and health hazards documented in the PESHE; and, 
• s reported during the acquisition 

6.4.2. 
An HSI strategy should be initiated early in 

new capa i .  To satisfy DoD 

membe  of system
isition issues or topics.  The training community should be included in IPTs to ensure 

the operators, maintainers and support personnel are properly trained and can maintain their 
operational effectiveness (i.e., maintain proficiency in tasks critical to mission success) and to 
ensure that system users and organization/unit leaders are prepared to employ the system 
advantageously.  The HSI community assists with IPPD as part of the Integrated Product Te
(IPTs) by ensuring that: 

• HSI parameters/requirements in the Initial Capabilities Document, Capability 
Development Document, and Capability Production Document are based upon and 
consistent with the user representative’s strategic goals and strategies and are addressed 
throughout the acquisition process starting with technology development and continuing
throughout engineering design, trade-off analysis, testing, fielding/deployment, and 
operational support; 

• Safety and
capability r
management and that the issues are effectively evaluated and managed throughout the 
systems life-cycle at a management level consistent with the hazard; 

• The factors, tools, methodologies, ri
used by the acquisition community to assess manpower, personnel, and training (MPT) 
requirements, measure human-in-the-loop system performance, and
occupational health hazards, survivability, and habitability are consistent with what the 
functional communities/user representatives use to evaluate performance and establish 
performance based metrics; 
The factors used by the acquisition community to develop cost estimates are consistent
with the 1) manpower and personnel requirements reported in the Manpower Estimate; 
2) training requirements reported in the DoD Component training plans; and 3) 
assessmen
The Manpower Estimates and training strategie
milestone reviews are reflected in the manning documents, training plans, personnel 
rosters, and budget submissions when the systems are fielded. 

HSI Strategy, Risk, and Risk Mitigation 
the acquisition process, when the need for a 

bil ty or improvements to an existing capability is first established
Instruction 5000.2, the program manager should have a plan for HSI in place prior to entering 
System Development and Demonstration.  The program manager should describe the technical 
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f procedures), solutions such as embedded 
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the wa fi
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comman
that should be addressed.  The increased use of mission rehearsal, as part of mission planning, 
and t p ed in 
the HSI  
considered in the HSI plan and tied to readiness. 

(ESOH) 

agement approach for meeting HSI parameters in the capabilities documents, and 
and provide ways to manage any HSI-related cost, schedule, or performance issues that
versely affect program execution. 

en a defense system has complex human-systems interfaces; significant manpower o
costs; personnel concerns; or safety, health hazard, habitability, or survivability issue
am manager should use the HSI plan to identify solutions.  HSI risks and risk mitigati
e addressed in the acquisition strategy and program manager’s risk management 
. 

 HSI plan should address potential readiness or performance risks.  For example, skill 
ion can impact combat capability and readiness.  Th

ify operations that pose the highest risk of skill decay.  When analysis indicates that the 
combat capability of the system is tied to the operator’s ability to perform discrete tasks that ar
easily degraded (such as those contained in a set o

ing should be considered to address the problem.  Information overload and requirements for 
r ghter to dynamically integrate data from multiple sources can result in degradation of 

al awareness and overall readiness.  Careful consideration of common user interfaces, 
ble information sources, and system workload management will mitigate this risk.  An 

oar  “performance measurements capability” can also be developed to support immediate 
ac  to the operators/maintainers and possibly serve as a readiness measure to the unit 

der.  The lack of available ranges and other training facilities, when deployed, are issues 

he reparation process and alternatives supporting mission rehearsal should be address
plan.  Team skills training and joint battle space integration training should also be

The program manager’s Programmatic Environment, Safety, and Occupational Health 
Evaluation (PESHE) describes the strategy for integrating ESOH considerations into the 

syste  
consider
managed mation 
(hazard i
evaluatio een 
HSI  

DoD

ms engineering process and defines how PESHE is linked to the effort to integrate HSI 
ations into systems engineering.  The PESHE also describes how ESOH risks are 
 and how ESOH and HSI efforts are integrated.  It summarizes ESOH risk infor
dentification, risk assessment, mitigation decisions, residual risk acceptance, and 
n of mitigation effectiveness).  The HSI Strategy should address the linkage betw

and ESOH and how the program has been structured to avoid duplication of effort. 

 Directive 5000.1 prescribes supportability comparable to cost, performance, and 
 in program decision-making. schedule  Program managers should establish a logistics support 

conc  t 
when tak , 
-2A, -3A, & -4A may be used as a guide for Instructional Systems Development/Systems 
Appr
mater s d 
should be addressed in the HSI plan. 

n 

 
example, if the proposed system design relies heavily on new technology or software to reduce 

ept (e.g., two level, three level), training plans, and manpower and personnel concepts, tha
en together, provide for cost-effective, total, life-cycle support.  MIL-HDBK-29612-1A

oach to Training (ISD/SAT) and education process for the development of instructional 
ial .  Manpower, personnel, training analyses should be tied to supportability analyses an

Program risks related to cost, schedule, performance, supportability, and/or technology ca
negatively impact program affordability and supportability.  The program manager should 
prepare a “fall-back” position to mitigate any such negative effect on HSI objectives.  For
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opera n ith 
design al pact of technology or software that is not available when 
expe d

6.4.3. 
lity, improve an 

exist  Initial 
Capabili hould describe the key boundary conditions and operational 
envir m
boundary rsonnel, training, safety, occupational health, 
huma  factors, habitability, and personnel survivability factors that have a major impact on 
system performance and life-cycle costs.  The DOTMLPF considerations and implications 
section of the Initial Capabilities Document should discuss all relevant domains of HSI.  HSI 
capabilities in the Capability Development Document should be specified in measurable, 
testable, performance-based language that is specific to the system and mission performance.  A 
discussion of the analyses and/or results conducted to determine the HSI capabilities is not 
appropriate for the Initial Capabilities Document or Capability Development Document.  This 
information should be contained in other programmatic documentation (e.g., HSI plan, Training 
Systems plan, or Manpower Estimate). 

6.4.4. Refining Required Capabilities 
As plans for the system mature, the capabilities documents should become more specific 

and reflect the integration of program objectives.  The program manager should work with HSI 
analysts and user representatives to translate HSI thresholds and objectives in the capabilities 
documents into quantifiable and measurable system requirements.  The program manager should 
refine and integrate operational and design requirements so they result in the proper balance 
between performance and cost, and keep programs affordable.  Additionally, system 
requirements should serve as the basis for developing engineering specifications, and should be 
reflected in the statement of work (SOW), contracts, Test and Evaluation Master Plan (TEMP), 
and other program documentation.  Over the course of the acquisition process, as trade-offs are 
made and plans for the system design mature, the capabilities documents should be updated to 
reflect a more refined and integrated set of parameters. 

6.4.5. HSI throughout the System Life Cycle 

6.4.5.1. Research and Development (R&D), Studies, and Analyses in Support of HSI 
Continuous application of human-centered research data, methods, and tools will ensure 

maximum operational and training effectiveness of the system.  Continual analysis of system 
functionality provides data to help determine the best allocation of tasks to personnel, hardware, 
or software.  Results guide human workload predictions, man-machine interface requirements, 
and procedural, software, and hardware innovations needed to ensure that the human element can 
fulfill and enhance total system performance.  Each military department conducts HFE research.  
The products of this research form the basis for creating and maintaining HFE military standards, 
design criteria, methodologies, tools, and data bases used when applying HFE to defense systems 
acquisition.  Within each military department, HFE practitioners support ongoing concepts and 
studies that identify potential HFE impacts on operational effectiveness and resource needs of 

tio al or support manning requirements, the program manager should be prepared w
ternatives to mitigate the im

cte . 

HSI in the Capabilities Documents 

The Initial Capabilities Document may seek to establish a new capabi
ing capability, or exploit an opportunity to reduce costs or enhance performance.  The 

ties Document s
on ents that impact how the system is employed to satisfy the mission need.  Key 

 conditions include critical manpower, pe
n
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alternative solutions.  Examples of these activities include field assessments, human performance 
modeling, simulations, and technology demonstrations. 

6.4.5.2. Technology Developm n ent and Demonstration 
he purpose of the Technology Development and System Development and Demonstration 

phas

lement 
ation 

em 

ent a d System Developm
T

es is to develop a system or an increment of capability; reduce integration and 
manufacturing risk (technology risk reduction occurs during Technology Development); ensure 
operational supportability with particular attention to reducing the logistic footprint; imp
HSI; design for producibility; ensure affordability and protection of critical program inform
(CPI) by implementing appropriate techniques such as anti-tamper; and demonstrate syst
integration, interoperability, safety and utility. 

6.4.5.2.1. Systems Engineering 
Once parameters are established in the Initial Capabilities Document and Capability 

Development Document, it is the program manager’s responsibility to ensure that they are 
addressed during the systems engineering process and properly considered during 
cost/performance trade-off analyses.  Consistent with section E1.29 of DoD Directive 5
program manager shall apply HSI to optimize total system performance operational 
effectiveness, suitability, survivability, safety, and aff

000.1, the 

ordability.  Program managers shall consider 
supportability, life cycle costs, performance, and schedule comparable in making program 
decisions.  As required by DoD Instruction 5000.2, the program manager shall take steps (e.g., 
contract deliverables and Government/contractor IPT teams) to ensure human factors 
engineering/cognitive engineering is employed during systems engineering from the initial 
concept phase through the life of the program to provide for effective human-machine interface
meet HSI requirements, and (as appropriate) support a system-of-system acquisition 
The program manager shall also ensure that HSI requirements are included in performance 
specifications and test criteria.  MPT functional representatives, as user representatives, 
participate in the systems engineering process to help produce the proper balance between 
system performance and cost and to ensure that requirements remain a

s, 
approach.  

t affordable levels.  
Man egral 

s engineering process
power, personnel, training, and supportability analyses should be conducted as an int

part of the system  beginning with concept refinement and continuing 
throughout program development. 

6.4.5.2.1.1. System Design 
Human factors engineers play a major role in the design process.  Front-end analysis 

methods, such as those described in MIL-HDBK-46855A, should be pursued to maximize the 
effectiveness of the new system.  Initial emphasis should be placed on “lessons learned” from 
predecessor or comparable systems to help identify and eliminate characteristics in the new 
system that require excessive cognitive, physical, or sensory skills or high aptitudes; involve 
complex fault location or workload intensive tasks; necessitate excessive training; require 
proficiency training; or result in frequent or critical errors or safety/health hazards.  Placing an 
emphasis on the “human-in-the-loop” ensures that systems are designed to operate consistent 
with human performance capabilities and limitations, meet system functional requirements, and 
fulfill mission goals with the least possible demands on manpower, personnel, and training.  
Moreover, human factors engineers minimize added costs that result when systems have to be 
modified after they are fielded in order to correct performance and safety issues. 
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6.4.5.2.1.2. Logical Analysis and Allocations 
During systems engineering, logical analysis should be performed iteratively to define 

tion  and performance requirements, to identify fusuccessively lower func al nctional interfaces, 
and to allocate functions to components of the system (e.g., hardware, software, and human).  

an component consistent with human attributes (i.e., 
ns) of the user population as established in the Target Audience 

Tasks should be allocated to the hum
capabilities and limitatio
Description (TAD).  Requirements analysis should be conducted iteratively in conjunction
logical analysis to develop and refine system level performance requirements, identify externa
interfaces, and provide traceability among user requirements and design requirements.
machine interfaces should be identified as an outgrowth of the functional allocation process.  
Another product of the systems engineering process is a list of job tasks with 
performance/confidence levels.  This information is used to further refine manpower, personnel 
and training requirements 

 with 
l 

  Human-

. 
Ts, to 

, and data 

ty, or 
 to 

 

ired 

ch as 
ation may 

be the most efficient way to ensure that the system meets those special requirements.  Preference 
tion 

Prog  

 

ed 

 

t 
 

lly, manpower should be 
uirements.  Operational tests should also be 

6.4.5.2.2 Specifications and Standards 
It is primarily the responsibility of the program manager, with the assistance of the IP

establish performance specifications, design criteria standards, interface standards
specifications in the solicitation and resulting contract.  Strong consideration should be given to 
establishing standards when uniform configuration is necessary for ease of operation, safe
training purposes.  For instance, a control panel or avionics suite may need to be standardized
enhance the ability of the user to access information and to respond quickly in an emergency
situation.  Standard features preclude the need to teach multiple (or conflicting) responses to 
similar tasks.  Standardization is particularly important when a standard performance is requ
for safety reasons.  For instance, rapid ejection from the cockpit should require standard 
procedures and tasks.  If there are unique health hazard or survivability requirements, su
vibration or shock tolerances, extended temperature range, or noise levels, standardiz

should be given to specifications and standards developed under the Defense Standardiza
ram.  Regulatory occupational exposure standards create performance thresholds.  However,

use of guidance exposure criteria and ergonomic/HSI guidelines should be considered to ensure 
personnel protection, promote efficiency, and anticipate more stringent standards that are likely
to be required during the life-cycle of the system. 

Performance standards for operators, maintainers, both individual and team, are deriv
from the performance requirements of the total system.  For example, human performance 
requirements (e.g., completion times or success rates) presumes that in order for the total system
to achieve specified performance levels, the human will have to complete tasks or achieve 
performance objectives within specified confidence levels (usually expressed in terms of per cen
of actions completed within a specified time-frame and/or error limit).  The training/instructional
system should be developed to ensure that operators can meet or exceed the personnel 
performance levels required to operate/maintain the systems.  Additiona
determined based on these same performance req
based on the same criteria. 

6.4.5.2.3. Solicitations and Source Selection 
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6.4.5
ility 

 

HSI considerations must be clearly defined and given proper weight in solicitations and 
proposal evaluation guidelines provided to the government evaluation team.  The record of 
contractors in safety and implementation of human engineering can be an element of bid 
selection and contract performance criteria. 

.3. Production and Deployment 
The objective of this phase of the acquisition process is to achieve an operational capab

that satisfies mission needs.  Operational test and evaluation shall determine the effectiveness 
and suitability of the system. 

6.4.5.4. Operations and Support (O&S) 
The objective of this phase is the execution of a support program that meets operational

support performance requirements and sustains the system in the most cost-effective manner 
over its life-cycle.  As required by DoD Directive 5000.1, planning for O&S shall begin as early 
as possible in the acquisition process.  Efforts during the O&S phase should
ensuring that the program m

 be directed towards 

ses, readiness reports, and audits can 
ment, and 

eets and has the resources to sustain the threshold values of all 
support performance requirements.  Once the system is fielded or deployed, a follow-on 
operational testing program, to assess performance, quality, compatibility, and interoperability, 
and identify deficiencies, should be conducted, as appropriate.  Post fielding verification of the 
manpower, and information resulting from training exerci
also be used to assess the operational capability of the system.  During fielding, deploy
throughout operational support, the need for modifications to the system should be assessed. 

6.5. Affordability 
Consistent with DoD Directive 5000.1, all participants in the acquisition system shall 

recognize the reality of fiscal constraints.  The user shall address affordability when establishing
capability needs and at each milestone decision point.  As required by 

 
DoD Instruction 5000.2, 

the affordability of the system is determined during the requirements process and is included
each Capability Development Document using life-cycle cost or, if available, total ownership 
cost.  Transition into the System Development and Demonstration phase requires full funding 
(i.e., inclusion of the dollars and manpower needed for all current and future efforts to carry out 
the acquisition strategy in the budget and out-year program) which shall be programmed w
system concept and design have been selected.  In the case of a replacement system, when the 
Milestone B is projected to occur in the first two years of the Future Years Defense Program 
under review, the program

 in 

hen a 

 shall be fully funded in that Planning, Programming, and Budget 
Execution process cycle.  In no case shall full funding be provided later than Milestone B, unle
a program first enters the acquisition process at Milestone C. 

6.5.1. Life-Cycle Cost Objectives 
As required by DoD Directive 5000.1, the estimation of ownership costs shall begin as 

early as possible in the acquisition process.  Life-cycle c

ss 

ost objectives are usually established 
prior to program initiation.  These objectives embody the planned affordability for the program.  
At each subsequent milestone review, the Milestone Decision Authority assesses life-cycle cost 
objectives and progress towards achieving them. 

https://disain.disa.mil/ncow.html
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The O&S portion of the life-cycle costs should be consistent with manpower, personnel, 
and training constraints established in the Capability Development Document. 

6.5.2. Manpower Estimates 

Manpower Estimates shall address manpower affordability in terms of military end strength 
(incl
Mile n

uding force structure and student end strength) and civilian work years beginning at 
sto e B.  Consistent with DoD Directive 5000.1, DoD Components shall plan program

o  realistic projections of the dollars and manpower likely to be available in future years
ajor manpower increases are required to support the program, or major manpower 

identified as risks in the Manpower Estimate, and addressed in the 

s 
based n .  
When m
shortfalls exist, they shall be 
risk assessment section of the Acquisition Strategy.  Program risks that result from manpower 

fal s should be addressed in terms of their impact on readiness, operational availability, or 
combat capability. 

Cost as an Independent Variable 

short l
reduced 

6.5.3. 
oD Directive 5000.1D  requires the program manager to view cost as an independent 

variable.  During trade-off analysis, program managers should consider whether it is more cost 
effective for the Department to spend additional money during the engineering and design 
process to achieve a system with reduced support costs than it is to design a more resource 
inten pects of 

6.6. Add

6.6.1
el, and training 

polic

sive system at reduced acquisition costs.  Such comparisons should consider all as
life-cycle costs, including mishaps resulting in lost work time. 

itional References 

. DoD Publications 
The following DoD Directives and Instructions provide manpower, personn
y and direction: 
• DoD Directive 1100.4, “Guidance for Manpower Programs” 
• DoD Directive 1100.9, “Military-Civilian Staffing of Management Positions  i

Activities” 
• 

n Support 

DoD Directive 1100.18, “Wartime Manpower Mobilization Planning” 
• DoD Directive 1322.18, “Military Training” 
• DoD Directive 1430.13, “Training Simulators and Devices” 
• DoD Instruction 1322.20, “Development and Management of Interactive Courseware 

for Military Training” 
• Training Transformation Implementation Plan June 2004  

. Discretionary Practices 6.6.2
The following military standards (MIL-STD), DoD Handbooks (DOD-HDBK), and 

Military handbooks (MIL-HDBK) may be used to support HSI analysis: 
• MIL-STD-882D, Standard Practice for System Safety 
• MIL-STD-1472, DoD Design Criteria Standard: Human Engineering 
• MIL-STD-1474, Noise Limits for Military Materiel 

http://128.190.170.244/dod5000i/DoD5002/Enclosures_4.T1.asp
http://www.dtic.mil/whs/directives/corres/pdf/d46305_050504/d46305p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/d46305_050504/d46305p.pdf
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S

ch to 
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• MIL-STD-1787, Aircraft Display Symbology 

IL-STD-1801, Human Engineering Requirements for User/Computer Inter
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• MIL-HDBK-29612-2A, Instructional Systems Development/Systems Approa
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• MIL-HDBK-29612-5, Advanced Distributed Learning (ADL) Products and Systems
• MIL-HDBK-1473, Color and Marking of Army Materiel 
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7.0.1. 
The

impleme entally joint, network-centric, distributed 
forces capable of rapid decision superiority and massed effects across the battle space.”  This 

xp ent of Defense is using a net-centric strategy to transform DoD 
warfi t
explanat . 

 
systems. r.  Many 
activities cess.  
The deta  
Manager understand the context of the capabilities described in the Joint Capabilities Integration 
and D

7.0.2. 
nsive 

revie
Technolo

Chapter 7 
cquiring Information Technology and National Security Systems 

7.0 CHAPTER OVERVIEW 
 

Purpose 
 goal of this chapter is to help program managers and Sponsors/Domain Owners 
nt DoD policies intended to achieve “fundam

chapter e lains how the Departm
gh ing, business, and intelligence capabilities.  The chapter provides descriptions and 

ions of many of the associated topics and concepts

This chapter also discusses many of the activities that enable the development of net-centric
  However, not all activities are the direct responsibility of the Program Manage
 reflect Department-level effort that occurs prior to or outside of the acquisition pro
iled discussions of such a broad set of activities are presented here to help the Program

evelopment System documents and required of the system under development. 

Contents 

This chapter contains 10 sections that present the Program Manager with a comprehe
w of topics, concepts, and activities associated with the acquisition of Information 

gy and National Security Systems. 
• Section 7.1, “Introduction,” explains net-centricity in the context of the discussions and

requirements outlined in the various other sections of this chapter. 
 

• Section 7.2, “Global Information Grid (GIG),” explains several important concepts t
provide a foundation for acquiring net-centric Information Technology and National
Security Systems.  The overarching concept is that of the GIG as the integ

hat 
 

rated 
en hnology architecture used to describe and document current 

interoperability and supportability reviews and certifications; 

terprise information tec
and desired relationships among warfighting operations, business and management 
processes, and information technology.  The integrated architecture products and 
artifacts: 
o Describe existing and desired capabilities; 
o Provide a basis for 
o Provide a component of the Net-Ready Key Performance Parameter; 
o Provide required components of the Capability Development Document and 

Capability Production Document; 
o Develop and describe Key Interface Profiles; and 
o Document consistency with the GIG architecture and policies. 
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t discusses a tool called the Net-Centric 
 

ata Strategy, the DoD 

and Pr g s, 
agility, a

Section 7.3

Section 7.2 continues with an explanation of compliance with the GIG architecture, and 
outlines eight requirements for compliance.  I
Operations and Warfare Reference Model (NCOW RM).  (The NCOW RM helps
program managers and Sponsors/Domain Owners describe their transition from the 
current environment to the future net-centric environment.  This will be a key tool 
during program oversight reviews.)  The section defines what compliance with the 
NCOW RM means, and provides a method of assessing compliance with the model. 

Finally, section 7.2 also introduces the DoD Net-Centric D
Information Assurance Strategic Plan, and the GIG Enterprise Services Strategy, and 
relates each of these strategies to the NCOW RM. 

The remaining sections elaborate on specific areas on which the Sponsors/Domain Owners 
o ram Managers should focus as they work to deliver and improve the reach, richnes

nd assurance of net-centric capabilities: 
• , “Interoperability and Supportability of Information Technology and 

tional Security Systems,” explains interoperability and supportability, oNa utlines the 
the 

• 

use of the Net-Ready Key Performance Parameter in these processes, and describes 
process of building an Information Support Plan. 
Section 7.4, “Net-Centric Data Strategy,” provides guidance on implementing the Net-

uisition Centric Data Strategy and outlines important data tasks as they relate to the acq
process. 

• Section 7.5, “Information Assurance,” explains the requirements for Information 
Assurance and provides links to resources to assist in developing an Information 
Assurance strategy. 

• Section 7.6, “Electromagnetic Spectrum,” offers help understanding the process of 
Spectrum Supportability. 

• Section 7.7, “Business Modernization Management Program,” provides important 
information for the Department’s business domains about the Business Modernization 
Ma ation Management Program is 

 
nagement Program.  The Business Moderniz

developing an essential subset of the GIG architecture called the Business Enterprise
Architecture.  Section 7.7 also provides links to related websites and resources. 

• Section 7.8, “Clinger-Cohen Act,” helps program managers and Sponsors/Domain 
Owners understand how to implement the Clinger-Cohen Act and associated statutory 
and regulatory requirements. 

• Section 7.9, “Post Deployment Reviews,” discusses how the Department of Defense 
ce.  And uses the Post Implementation Review to support Clinger-Cohen Act complian

finally,  
• Section 7.10, “Commercial, Off-The-Shelf (COTS) Solutions,” provides insight into 

Department guidance regarding acquisition of commercial-off-the-shelf (COTS) 

In s ners 
understa  more effectively: 

software products. 

ummary, this chapter should help Program Managers and Sponsors/Domain Ow
nd and apply the tools of the GIG architecture so that they can

http://www.dtic.mil/cjcs_directives/cdata/unlimit/6212_01.pdf
http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_I.pdf
http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_I.pdf
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• rams employ and institutionalize approaches that make data visible, 

rable access to electromagnetic 

Ac le, through the 
use of comm

• Describe and measure the degree to which their programs are interoperable and 
supportable with the GIG; 
Ensure their prog
accessible, understandable, trusted, interoperable and responsive; 

• Achieve the Department’s objectives for Information Assurance; 
• Ensure their programs will have assured, interope

spectrum; and 
• hieve these goals within the constraints of the law and where possib

ercially available solutions. 
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7.1 INTRODUCTION 
 

The DoD Transformation Planning Guidance defines the desired outcome of transformation 
as “f ority 
and m ss
Man r
achie  t
requirem

(inter n
seamless
interc n
subst ti
making c y exploit 
infor
collabora

The s to 
achieve four key attributes: reach, richness, agility, and assurance.  This approach uses the 

truct for managing information 
technology throughout the Departm

this 

undamentally joint, network-centric, distributed forces capable of rapid decision superi
a ed effects across the battle space.”  The goal of this chapter is to help Program 

age s and Sponsors/Domain Owners implement the DoD policies that are intended to 
ve his outcome.  This introduction briefly explains net-centricity in context of the 

ents outlined in the various other sections of this chapter. 

Net-centricity is “the realization of a robust, globally networked environment 
co necting infrastructure, systems, processes, and people) within which data is shared 

ly and in a timely manner among users, applications, and platforms.  By securely 
ecting people and systems, independent of time or location, net-centricity enaon bles 

an ally improved military situational awareness and significantly shortened decision 
ycles.  Users are empowered to better protect assets; more effectivel

mation; more efficiently use resources; and unify our forces by supporting extended, 
tive communities to focus on the mission.” 

 Department’s approach for transforming to net-centric operations and warfare aim

Global Information Grid as “the organizing and transforming cons
ent.”  It envisions moving to trusted net-centric operations 

through the acquisition of systems and families-of-systems that are secure, reliable, 
interoperable, and able to communicate across a universal Information Technology 
infrastructure, to include National Security Systems.  This Information Technology infrastructure 
includes data, information, processes, organizational interactions, skills, and analytical expertise, 
as well as systems, networks, and information exchange capabilities. 

The rest of this chapter describes the concepts, topics, and activities to achieve 
transformation. 

 

 

http://www.defenselink.mil/nii/org/cio/doc/Net-Centric-Data-Strategy-2003-05-092.pdf
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7.2.1. Introduction 
The Global Inf IG) is the organizing and truct for 

managing information technology (IT) throughout the Department.  GIG policy, governance 
procedures, and supporting architectures are the basis for developing and evolving IT 
capabilities, IT capital planning and funding strategies, and management of legacy (existing) IT 
services and systems in the DoD.  In discussing the GIG and how a particular program interacts 
with, supports, or relies upon the GIG, it is useful to think of the GIG from three perspectives—
its vision, its implementati

7.2.1.1. The Global Information Grid (GIG) Vision 
The GIG vision is to empower users through ea and 

anyplace, under any conditions, with attendant security.  Program managers and 
Sponsors/Domain Owners should use this vision to h
vision requires a comprehensive information capability th le, 
maintainable, interoperab  reliable, and user-driven.  The goal is to increase the net-
centricity of warfighter, business, intelligence, DoD enterprise m
information environment m ent operations by enabling increased e GIG 
users, increased richness in the information and expertise ng 
operational decisions, increased agility in rapidly adapting inform
technology to meet changing operational needs, and increased 
information and resources to do the task will be there when and where it is required. 

7.2.1.2. The Implementation Component of the Glo ) 
-to-

g, 
in formation Technology (IT) 

t 
mplementation comprise the GIG.  Every DoD 

acquisiti ed 
acquisition p
Combat Dev ld 
consider the
their integra
documentation (see CJCSI 3170.1), and related program requirements. 

7.2.1.3. T
The Do

developmen gy (IT) 
capabilities. taff assistant for IT and information 

 

7.2 GLOBAL INFORMATION GRID (GIG) 
 

ormation Grid (G transforming cons

on, and its architecture. 

sy access to information anytime 

elp guide their acquisition programs.  This 
at is global, robust, survivab

le, secure,
anagement, and enterprise 

anagem reach among th
 that can be applied to supporti

ation and information 
assurance that the right 

bal Information Grid (GIG
The implementation component of the GIG is the existing, globally interconnected, end

end set of capabilities, processes, and personnel for collecting, processing, storin
dissem ating, and managing information.  The GIG includes all In
and National Security Systems (NSS) throughout the DoD, and their interfaces to allied and 
coalition forces, industry, and other Federal agencies.  All DoD information systems tha
currently exist or that have been approved for i

on program having an IT component is a participant in the GIG.  Each new IT-relat
rogram replaces, evolves, or adds new capabilities to the GIG.  Components, 
elopers, Sponsors, Domain Owners, DoD Agencies, and program managers shou
 existing and planned capabilities of the GIG that might be relevant as they develop 
ted architectures, Joint Capabilities Integration and Development System 

he DoD Enterprise Architecture 
D Chief Information Officer (CIO) plays the central role in the description, 
t, acquisition, and management of the Department’s Information Technolo
 As the Secretary of Defense’s principal s
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resource a
architecture— ns 

s m nagement, the CIO develops, maintains, and uses the Department’s enterprise IT 
the Global Information Grid (GIG) Architecture and the Net-Centric Operatio

and Warfare (NCOW) Reference Model  to guide and oversee the evolution of the Department’s 
vestments to meet operational needs. IT-related in

The  
component o  
Architecture
architecture. ent and Budget, enterprise architecture is the 
explicit descript  ess 
and managemen
architecture” and “t
transition from its c tures, including 
warfighter, intel rt of 
the GIG t DoD 
IT archite u

The NC t and 
its combat d
transition fro  
environment

7.2.1.4. N
The NC

 GIG Architecture is the Department’s IT architecture.  It describes the implementation
f the GIG, with integrated operational, systems, and technical views.  The GIG
 fulfills, in part, the requirement to develop a Department-wide enterprise 
  As defined by the Office of Managem

ion and documentation of the current and desired relationships among busin
t processes and IT.  The Enterprise Architecture describes the “current 

arget architecture,” and provides a strategy that will enable an agency to 
urrent state to its target environment.  All DoD architec

ligence, business process, and enterprise management architectures, are pa
Architecture.  Versions 1 and 2 of the GIG Architecture are the current and targe
ct res, respectively and describe the enterprise view of the GIG. 

OW Reference Model provides the means and mechanisms for the Departmen
evelopers, sponsors, domain owners, and program managers to describe their 
m the current environment (described in GIG Architecture Version 1) to the future
 (described in GIG Architecture Version 2). 

et-Centric Operations and Warfare Reference Model (NCOW RM) 
OW RM (see the DoD Global Information Grid Architectures website) repre

s for transforming the enterprise information environment of the Department.  It is 
re-based description of activities, services, technologies, and concepts that enable 
nterprise information environment for warfighting, business, and management 
roughout the Department of Defense.  Included in this description are the activities 

 required to establish, use, operate, and manage this ne

sents 
the strategie
an architectu a 
net-centric e
operations th
and services t-centric enterprise 

at  
and 

ol) capabilities (A3), the dynamically allocated communications, computing, and 
stora

achieving these attributes include the 
Net-C

inform ion environment.  Major activity blocks include the generic user-interface (A1), the
intelligent-assistant capabilities (A2), the net-centric service (core, Community of Interest, 
enterprise contr

ge media resources (A4), and the enterprise information environment management 
components (A5).  Also included is a description of a selected set of key standards and/or 
emerging technologies that will be needed as the NCOW capabilities of the Global Information 
Grid (GIG) are realized. 

Transforming to a net-centric environment requires achieving four key attributes: reach, 
richness, agility, and assurance.  The initial elements for 

entric Enterprise Services Strategy, the DoD Net-Centric Data Strategy, and the Net-
Centric Information Assurance (IA) Strategy to share information and capabilities.  The NCO
RM incorporates (or will incorporate) these strategies as well as any net-centric results
by the Department’s Horizontal Fusion pilot portfolio. 

The N

W 
 produced 

COW RM provides the means and mechanisms for acquisition program managers to 
environment (described in GIG Architecture Version 1) 

to the  
describe their transition from the current 

 future environment (described in GIG Architecture Version 2).  In addition, the NCOW
RM will be a key tool during program oversight reviews for examining integrated architectures 

http://disronline.disa.mil/
http://disronline.disa.mil/
https://disain.disa.mil/ncow
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to de m am 
can evol
elements

ter ine the degree of net-centricity a program possesses and the degree to which a progr
ve to increased net-centricity.  Compliance with the NCOW RM is one of the four 
 that comprise the Net-Ready Key Performance Parameter. 

Mandato7.2.2.

D D

 ry Policies 

o  Instruction 5000.2, Operation of the Defense Acquisition System, May 12, 2003:  
Requires the DoD Chief Information Officer (CIO) to “lead the development and 
facilitate the implementation of the Global Info

• 
rmation Grid Integrated Architecture, 

which shall underpin all mission area and capability architectures.”  (See Section 
3.2.1.2). 
Requires DoD acquisition programs to demonstrate consistency with GIG policies and 
architectures, to in

• 
clude relevant standards, at Milestones A, B and Full Rate Production 

Decision Review (FRPDR) (or their equivalent).  (See Enclosure 4, Table E4.T1, 
Clinger-Cohen Act (CCA) Compliance Table). 

umber of other DoD directives and instructions provide policies relating to the GIG.  
clude: 

 

A n
These in

CJCS Instruction 6212.01, Interoperability and Supportability of Information 
Technolo  003gy (IT) and National Security Systems, November 20, 2 : 

and NS
regu ti
Tec
support

(NCOW) 
Refe erface 
Pro s
integrat
for a gi

It is DOD policy that all IT and NSS and major modifications to existing IT 
S will be compliant with the Clinger-Cohen Act, DOD interoperability 
ons and policies, and the most curla rent version of the DOD Information 

hnology Standards Registry (DISR).  Establishing interoperability and 
ability in a DOD system is a continuous process that must be managed 

throughout the lifecycle of the system.  The NR-KPP is comprised of the following 
elements: compliance with the Net-Centric Operations and Warfare 

rence Model (RM), applicable Global Information Grid (GIG) Key Int
file  (KIP), DOD information assurance requirements, and supporting 

ed architecture products required to assess information exchange and use 
ven capability.  (See paragraph 5.a.) 

DoD Supportability of Information Technology  Directive 4630.5, Interoperability and 
(IT) and National Security Systems (NSS), May 5, 2004: 

IT and NSS, of the DoD Global Information Grid (GIG), shall provide for easy 
access to information, anytime and anyplace, with attendant information assurance.  
The GIG architecture shall be used as the organizing construct for achieving net-
centric operations and warfare.  (See paragraph 4.2.) 

DDo  Directive 5000.1, The Defense Acquisition System, May 12, 2003, Enclosure 1, 
Additional Policy: 

E1.9:  Information Assurance.  Acquisition managers shall address 
rmation assurance requirements for all weapon systems; Command, Control, 
munications, Computers, Intelligence, Surveillance, and Reconnaissance 

info
Com
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syst
sou

ems; and information technology programs that depend on external information 
rces or provide information to other DoD systems.   

E1.10:  Information Superiority.  Acquisition managers shall provide U.S. 
ces with systems and families of systems that are secure, reliable, interoperable, 
patible with the electromagnetic spectrum environment, and able to 
municate across a universal information technology infrastructure, including 
, consisting of data, information, processes, organizational interactions, skills, 
lytical expertise, other systems, networks, and information exchange 

For
com
com
NSS
ana
capabilities. 

E1.13:  Interoperability.  Systems, units, and forces shall be able to provide 
 accept data, information, materiel, and services to and from other systems, 

ffectively interoperate with other U.S. Forces and 
and
units, and forces and shall e

DoD

coalition partners.  Joint concepts and integrated architectures shall be used to 
characterize these interrelationships. 

 Directive 8100.1, Global Information Grid Overarching Policy, September 19, 
rtified current as of November 21, 2003)2002 (Ce : 
resses GIG Architecture compliance and includes the following requirements: 

tion 4.3.

Add

Sec  [requires GIG assets to] be interoperable, in accordance with approved 
ents documents, and compliant with the operational, system, and technical views … of 
architecture. 

requirem
the GIG 

Section 4.4. [requires development of] an integrated DoD Architecture with operational, 
system, and technical views, [to be] maintained, and applied to determine interoperability and 
capability requirements, promote standards, accommodate the accessibility and usability 
requ prise to irements of reference (k), and implement security requirements across the DoD enter
provide the basis for efficient and effective acquisition and operation of IT capabilities. 

Section 4.6.  [The GIG Architecture] shall be the sound and integrated information 
techn he Clinger-Cohen Act of 1996]. 

7.2.3

Spon s ers 
should ta hen 
acqu g

7.2.3.1.
pdate an operational view (High-

 of the integrated architecture for key 

ragraph 3

ology architecture required by [t

. Integration into the Acquisition Life Cycle 
The following sections outline steps that the DoD Components, Combat Developers, 
sor , Domain Owners, DoD Agencies, program managers, and/or other assigned manag

ke to facilitate Global Information Grid (GIG) compliance and net-centricity w
irin  information technology-enabled capabilities that will interoperate within the GIG. 

 Before Milestone A  
are or u• Ensure that appropriate steps are taken to prep

level Operational Concept Description, OV-1)
mission areas and business processes using the DoD Architecture Framework and the 
guidance in CJCS Instruction 6212.01, Enclosure E, pa .  The Initial 

itecture work, as prescribed by CJCS Capabilities Document should reflect this arch
Instruction 3170.01 and in the format prescribed by CJCS Manual 3170.01.  It also 

eengineering efforts, development of 
 Assurance (IA) strategy, and 

supports analysis of alternatives, business process r
the acquisition strategy and acquisition Information

http://www.defenselink.mil/nii/org/cio/doc/Net-Centric-Data-Strategy-2003-05-092.pdf
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nsure 
t-Centric 

Enterprise S entric Information Assurance Strategies) that have 
be ric Operations and Warfare Reference Model. 

provides key artifacts that support development of the information support plan.  E
that integrated architectures adhere to the three DoD net-centric strategies (Ne

ervices, Data, and Net-C
en incorporated into Net-Cent

• For systems in the scope of the Business Management Modernization Program, 
architecture efforts should also align closely with the Business Enterprise Architecture. 

• Develop an Initial Capabilities Document to describe capability gaps identified through
analysis of joint concepts and integrated architectures.  Use the criteria in CJCS 

 

Instruction 6212.01, Enclosure E, Table E-1, “ICD Interoperability Standards 
Assessment Criteria,” to ensure the Initial Capabilities Document and supporting OV-1

ress required interoperability standards. 

efore Milestone B  

 
add

7.2.3.2. B
• Bui r u  

Systems V
• Develop a Capability Developm

ld o pdate the integrated architecture and supporting views (Operational View,
iew, and Technical Standards View).   

ent Document, as prescribed by CJCSI 3170.01 and in 
t prescribed by CJCSM 3170.01the forma , and a Net-Ready Key Performance 

Parameter (NR-KPP) that address the interoperability and Information Assurance 
nts described in CJCS Instruction 6212.01, Enclosure F, “Net-Ready Key requireme

Performance Parameter.” 
• Add s i

Developm
Model. 

• Use the re
Informati

res ssues associated with the updated integrated architecture, the Capability 
ent Document, and the Net-Centric Operations and Warfare Reference 

quired integrated architecture products to support development of the 
on Support Plan.  See CJCS Instruction 6212.01, Table A-2, “JCIDS 

Documents/NR-KPP Products Matrix.” 
Begin development of the Information Support Plan for Stage 1 Review.  (See section • 
7.3.6 for details.) 
Use the criteria in CJCS Instruction 6212.01, Enclosure E, Table E-2, “Net-Centric • 
Assessment Criteria,” to guide the acquisition of net-centric capabilities. 

7.2.3.3. B
• Upd s 

Vie
Cap truction 3170.01

efore Milestone C  
ate the integrated architecture and supporting views (Operational View, System

w, and Technical Standards View) and ensure changes are reflected in the 
ability Production Document, as prescribed by CJCS Ins  in the 

format prescribed by CJCS Manual 3170.01, and in the Net-Ready Key Performance 
Parameter (NR-KPP). 

gram is entering the acquisition process at Milestone C, develop a N
dance in CJCS Instruction 6212.01, Enclosure G, “Net-Ready Key 

• If the pro R-KPP 
using gui
Performance Parameter.” 

ny remaining is• Address a sues associated with mapping to the Net-Centric Operations 
and Warf Rare eference Model, especially those related to Service-Level Agreements

eve Agreement defines the technical support, business parameters, and/or 
.  A 

Service-L l 
critical interface specifications that a service provider will provide to its clients.  The 
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agreemen pi sed 
in interfacing, and consequences for failure. 

• Ensure th o
Document and roperability and Information Assurance requirements reflected 
in the upd d 

• Use the cr ria

t ty cally spells out measures for performance parameters and protocols u

e pr gram delivers capabilities responsive to the Capability Production 
 meets inte

ate NR-KPP. 
ite  in CJCS Instruction 6212.01, Enclosure G, Table G-3, “Net Centric 

Assessment Criteria,” to ensure services and data products delivered by the acquisition 
align with  D

• Prepare and su rmation Support Plan for final Stage 2 Review.  (See section 
 the epartment’s objectives for net-centricity. 

bmit the Info
7.3.6 for il

• Address all inf an 
Interoper d 
Nati al 

7.2.3.4. After 
• Continue ion Support Plan Interoperability 

deta s.) 
ormation exchange requirements as part of the Information Support Pl

ability Requirements Certification and the Information Technology an
on Security Systems Interoperability Certification processes. 

Milestone C and the Full-Rate Production Decision Review, 
 life-cycle compliance with the Informat

Requirements Certification and the Information Technology and National Security 
ter erability Certification. 

ycle compliance with Information Assurance Certification and 

ation Grid (GIG) Architecture-Related Guidance 

System In op
• Continue life-c

Accreditation. 

7.2.4. Global Inform
The following paragraphs describe the m

GIG Architecture  su
Information Technology
Sponsors/Domain Owne  the guidance, tools, and strategies outlined below 
throughout a prog ’s . 

7.2.4.1. DoD Archi
The DoDAF

ajor sources of guidance and tools related to the 
and pporting DoD strategies for implementing the architecture in 

 and National Security Systems programs.  Program managers and 
rs should use

ram  life-cycle to meet a variety of statutory and regulatory requirements

tecture Framework (DoDAF) 

 provi d 
presenting architecture d
comparing, and integrating architectures.  An integrated architecture consists of multiple views 
or perspectives (O ti ) 
and All View (AV)) tha  
and among related integ

• The OV is a de
information ex

• The SV is a de g 
for, or supporti

• The TV is the m
interdependenc
conformant sys

des the rules, guidance, and product descriptions for developing an
escriptions to ensure a common denominator for understanding, 

pera onal View (OV), Systems View (SV), Technical Standards View (TV
t facilitate integration and promote interoperability across capabilities
rated architectures. 
scription of the tasks and activities, operational elements, and 
changes required to accomplish DoD missions. 
scription, including graphics, of systems and interconnections providin
ng, DoD functions. 

inimal set of rules governing the arrangement, interaction, and 
e of system parts or elements, whose purpose is to ensure that a 
tem satisfies a specified set of requirements. 
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• The AV produ
represent a dist  the scope and context of 
the archit re

Typically the Com e 
architecture description
responsibility subsequen

 (See https://pais.o

cts provide information pertinent to the entire architecture but do not 
inct view of the architecture.  AV products set

ectu . 

bat Developer (or Domain Owner/Sponsor) will be responsible for th
 prior to Milestone B with the program manager taking on the 
t to the approval at Milestone B. 

sd.mil/enterprisearchitectures) 

7.2.4.2. DoD I rm
The Department of

nfo ation Technology (IT) Standards Registry (DISR) 
 Defense has moved the JTA 6.0 into a new capability, called the DoD 

IT Standards Registry (DISR).  The Joint Technical Architecture (JTA)—Version 6.0 w
 commercial IT standards.  These standards were used as the “building 
eing procured in the Department of Defense.  Use of these building
ty among systems and integration of new systems into the Global 

as a 
minimal set of primarily
codes” for all systems b  codes 
facilitated interoperabili
Information Grid (GIG).  Key net-centric elements that program architectures should focus on 
include: 

• Internet P c
dedicated circu

• Secure and Ava
edge-to-edge e
(encrypted) Tra
Communicatio

• Assured Sharin
peo , d
authorize

• Qua  o nd 
ease f us sured through the Net-Ready Key 

roto ol – Ensure data packets are routed across network, not switched via 
its.  Focus on establishing IP as the convergence layer. 
ilable Communications – Encrypted initially for core network; goal is 

ncryption and hardened against denial of service.  Focus is on Black 
nsport Layer to be established through the Transformational 

ns Architecture implementation.  
g – trusted accessibility to net resources (data, services, applications, 

ple evices, collaborative environment, etc).  Focus on assured access for 
d users and denied access for unauthorized users.  

lity f Service – Data timeliness, accuracy, completeness, integrity, availability, a
 o e.  This is envisioned as being mea

Performa  Pnce arameter.  Focus on Service Level Agreements and service protocols
ity a d performance metrics. 

tecture Data Model (CADM) 

 
with qual n

7.2.4.3. Core Archi
Provides a common approach for organizing and portraying the structure of architecture 

information, and is sig
exchange, integration, a f 
Defense, improving join
Surveillance, and Recon ability. 

7.2.4.4. G ba

This is requir
Document updates

7.2.4.5. 
The Da

 de ned to capture common data requirements.  The CADM facilitates the 
nd comparison of architecture information throughout the Department o
t Command, Control, Communications, Computers, Intelligence, 
naissance interoper

lo l Information Grid (GIG) Capstone Requirements Document 
ed for legacy Capstone Requirements Documents and Capstone Requirements 
 directed by the Joint Requirements Oversight Council. 

DoD Net-Centric Data Strategy 

ta Strategy provides the basis for implementing and sharing data in a net-centric 
.  It describes the requirements for inputting and sharing data, metadata, and formingenvironment  
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dynamic com
comply with
widely and a al 
requirem

munities to share data.  Program managers and Sponsors/Domain Owners should 
 the explicit requirements and the intent of this strategy, which is to share data as 
s rapidly as possible, consistent with security requirements.  Addition

ents and details on implementing the DoD Data Strategy are found in section 7.4. 
architecture attributes associated with this strategy that should be demonstrated by the 

ager include: 
Specific 
program man

• 

• Onl
visible, available, and usable (including the ab
m king.  Focus on re-use of existing data repositories. 

• a
dire
data

•  as it is 

• App
app
COI
tagg

7.2.4.6. N
The Net-Ce

integration o
end-to-end IA D 
Architecture 
as conceptua
environment tion 
capabilities, 

in

 a “services” point-of-view instead of a “system” point-of-view, 
witho

y 
ument 

enterpris
These se y the 
Defense 
overall s

The
Program ibes the increments and their anticipated schedule.  Each program that is 
dependent upon the core services being developed by the NCES program should address the 

Data Centric – Data separate from applications; applications talk to each other by 
posting data.  Focus on metadata registered in DoD Metadata Repository.  

y Handle Information Once – Data is posted by authoritative sources and made 
ility to re-purpose) to accelerate decision-

a
Sm rt Pull (vice Smart Push) – Applications encourage discovery; users can pull data 

ctly from the net or use value added discovery services.  Focus on data sharing, with 
 stored in accessible shared space and advertised (tagged) for discovery. 

Post in Parallel – Process owners make their data available on the net as soon
created.  Focus on data being tagged and posted before processing.  

lication (Community of Interest (COI) Service) Diversity – Users can pull multiple 
lications (COI Services) to access same data or choose same applications (Core and 
 Services) for collaboration.  Focus on applications (COI service) posting and 
ing for discovery. 

et-Centric Information Assurance (IA) Strategy 

ntric Information Assurance (IA) Strategy describes the DoD strategy for 
f information assurance into the global, net-centric information environment.  The 

 component of the GIG is comprised of a set of informational documents and Do
Framework (DoDAF) products (tools) that define information assurance constructs 
lized and specified for integration of IA into the net-centric information 
 in support of a secure, globally interconnected, end-to-end set of informa
associated processes, and personnel for collecting, processing, storing, 

dissem ating, and managing information on demand to warfighters, defense policymakers, and 
support personnel.  The intent of the Net-Centric IA Strategy is to reflect an approach to IA 
concepts and definitions from

ut specifying requirements related to specific implementations or architectures. 

7.2.4.7. Global Information Grid (GIG) Enterprise Services (GIG ES) Capabilit
Development Doc

The GIG ES Capability Development Document is currently focused on nine core 
e services to be provided by the Net Centric Enterprise Services (NCES) Program.  
rvices are the foundation for the initial net-centric capabilities to be provided b
Information Systems Agency.  The Capability Development Document describes the 
et of services in detail. 

 NCES program will develop the core enterprise services incrementally.  The NCES 
 Plan descr
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impa d 
Warfare 
these cor ated 
in the GI

 

ct of the incremental NCES schedule on their program.  The Net-Centric Operations an
Reference Model (NCOW RM) provides a basis for discussing issues associated with 
e services.  Table 7.2.4.7.1. shows the relationship of the nine Core Services articul
G ES Capability Development Document to the services articulated in the NCOW RM. 

GIG ES Capability Development 
Document/NCES NCOW RM Activity 

Application A316 (Provide Applications Services) 

Collaboration A312 (Provide Collaboration Services) 

Discovery A311 (Perform Discovery Services) 

Enterprise Services 
Management/NetOps 

A33 (Environment Control Services) and 
A5 (Manage Net-Centric Environment) 

Information Assurance/ Security A33 (Environment Control Services) and 
A5 (Manage Net-Centric Environment) 

Mediation A314 (Perform Information Mediation 
Services) 

Messaging A313 (Provide Messaging Services) 

Storage A315 (Perform Information Storage 
Services) 

User Assistance A2 (Perform User Agent Services) 

Table 7.2.4.7.1.  Mapping of Global Information Grid Enterprise Services/Net Centric Enterprise 
Services Core Services to Net-Centric Operations and Warfare Reference Model Services 

7.2.5 Compliance with the Global Information Grid (GIG) 
Compliance with the GIG means an information technology-based initiative or an 
isition p ra thr ho ts l yc  

1. Meets the DoD Architecture Framework (DoDAF)

. 

acqu rog m, oug ut i ifec le:

 requirements in producing 
architectural products.  T is re uirem is met b  pro cing a complete integrated 
architecture using the sp ucts described in the DoDAF and ha ing i
assessed for accuracy, co cy, and sufficiency with resp
(e.g., capability definition, process re-engineering, investment decisions, and 
integration engineering). 

2. Meets the Co odel (CADM) requirements for using/reusing 
architecture data.  This requirement is met through reuse of CADM data in a 
program’s integrated architecture and through contributing new reusable 

hite ure ta ( ny) o th AD . 

h q ent y du  
ecified prod v t 
nsisten ect to its intended use 

re Architecture Data M

arc ct da if a  t e C M
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. Meets the DoD Information Technology St ndar  Reg stry ISR3 a ds i (D ) requireme ts in 
selecting technologies and standards.  This requirement is me
implementing capabilities, based on technologies and standards contained within the 
DISR.  Meeting this requirement should be validated at every milestone. 

4. ets e DoD Net-Centric Data Strategy

n
t by defining and 

Me th  requirements and intent.  Make explicit 
 dat that  pro ced nd u d by e p gram s im lem

Provide the associated m fin and cum ’s data 
models.  This requirement is m t by: 

a. tadata that has been registered in the DoD Metadata 
egis y fo ach ata et u d a  for each data asset pr uced (i.e., data 

the urc ata uth ity)

b. ented data models associa d wi  the rogram. 

5. Explicitly addresses net- ntric nd determine the program s net-centric 
res nden e to y n cen ic cr ria (e.g., concepts, processes, services, 

ation see the Net-
(NCOW RM) Compliance 

sessment Methodology (Draft) – found on the GIG Architecture

the a is du  a se  th ro ’ p ented operations.  
etadata, and de e do ent the program

e

Describing the me
R tr r e  d ass se nd od
for which the program is  So e D  A or . 

Providing the docum te th p

ce ity a ’
cor po c  ke et- tr ite
technologies, standards, and taxonomy).  (For further inform
Centric Operations and Warfare Reference Model 
As  website).  An 

 program’s mapping of its operational, systems, and 
 NCOW RM key net-centric criteria.  This 

nce shall describe—in terms of the programs content---operational, 

ndencies are, and what the program gaps are.  The correspondence shall also 

tified).  
o 

7.2.6.  Net-Centric Operations and Warfare Reference Model 
(NCO

The

important aspect of this is the
technical view content to the
corresponde
systems, and technical view—what the program provides, what the program 
depe
provide additional information related to the NCOW RM and its emerging 
technologies and standards, and a transition roadmap (when gaps are iden
Additionally, the program shall provide an explicit evaluation of risk with respect t
achieving net-centricity at each program milestone.   

 Compliance with the
W RM) 

 NCOW RM is focused on achieving net-centricity.  Compliance with the NCOW RM 
trans  program approaches and implements net-centric features.  
Com gram managers 
and S n  
archi t  model, and further, that they make 
expli  t  is taking.  

program managers and Sponsors/Domain Owners 
in thi r tricity, key strategies in attaining net-
centr y mon basis for discussing program 
archi t  respect to these DoD net-centric 
strate

7.2.6  
g four key features: reach, 

richness, agility, 

lates to articulating how each
pliance does not require separate documentation; rather, it requires that pro

ecture, analysis, and programpo sors/Domain Owners address, within existing archit
tec ure documentation, the issues identified by using the
cit he path to net-centricity the program

To this end, the material below will help 
s a ticulation.  It describes the features of net-cen
icit , and how to use the NCOW RM as a com
tec ures and corresponding implementations with
gies. 

.1. Features of Net-Centricity 
Transforming to a net-centric environment requires satisfyin

and assurance.  

http://128.190.170.244/dod5000i/DoD5001/References.asp
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f space-time where “distance is not a 
s 

, 
 capabilities that can be brought to bear, within a unit of time, to effect a decision 

sion or action downward. 

 agile capabilities are those that can 
 in the environment faster than less 

e.  Adversarial force (i.e., counters to 

on 
eneral concept of information assurance.  Assurance 

eter an adversarial force.  
t an 

ime to provide mitigating responses to 

Assuranc time-value 
related to sed by the following types of questions: 

mers respond to operational and systems failures, and still 

Can operational or system resources be reconstituted, upon catastrophic failure, in 

7.2.6.2. et-Centricity 

Centric E
(IA) Stra

 Services 
 Systems Agency) that can be 

nterest (COI) services to rapidly assemble information capabilities and 
en 

 needs 

• Reach can be operationally defined in terms o
factor,” but recognizing that the integration of spatially disconnected capabilities cost
time (i.e., there is a minimum delivery time).  Time is the dominant limitation in 
success! 

• Richness can be operationally defined in terms of the total set of expertise, information
and/or
or an action subsequent to a decision.  Richness contributes to driving the margin of 
uncertainty in a deci

• Agility can be operationally defined in terms of the number of effective adaptations that 
can be accomplished per unit of time.  Thus, highly
anticipate or react and successfully adapt to changes
agile capabilities. 

• Assurance can be operationally defined in terms of achieving expected levels of 
operational and systems performance within a specified context, including an 
adversarial force in a specified timefram
assurance) is measured in terms of work-factors (time to accomplish a condition or 
effect) and probabilities (likelihood of occurrence).  Note that this is a broad definiti
of assurance that includes the g
should: 
o Provide the capability to d
o Prevent adversarial force from succeeding within a specified time and/or detec

adversarial force when it is being applied in t
counter such a force application. 

o Provide the capability to recover in a timely fashion from an adversarial force, 
given that the application of such a force has succeeded to some degree.  

e can be directly related to the time-value of mission operations.  That is, the 
 mission might be asses
o Can the mission succeed within the resources/unit time expected? 
o Can mission perfor

succeed within some time boundary?  
o 

time to still enable mission success? 

Key Strategies for Achieving N

The initial means for attaining these net-centric features include implementing the Net-
nterprise Services (NCES), Net-Centric Data, and Net-Centric Information Assurance 
tegies to share information rapidly and widely. 

• The NCES Strategy focuses on achieving a set of Net-Centric Enterprise Core
(NCES—being developed by Defense Information
dynamically shared and used by everyone in conjunction with selectable sets of 
Community of I
integrate processes as needed.  Core services may be developed within a program, wh
it is determined that the core services of the NCES Program cannot meet program
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o the Enterprise for reuse.  COI services, as identified by a 
butes 

and then made available t
program, are expected to be developed and registered by every program that contri
to the evolution of the Global Information Grid (GIG).  Environment Control servi
as expressed in the Net-Centric Operations and Warfare Reference Mod

ces, 
el are expected 

s 
is 

 
needs. 

• The Net-Centric Data Strategy

to be provided through DoD GIG End-to-End IA Initiative and through other program
contributing to the GIG.  Reuse of registered services is strongly encouraged.  Th
service-oriented approach enables flexibility in reuse of service modules and a more 
loosely coupled infrastructure that can be adapted more readily to changing operational

 focuses on more rapid, widespread, and agile data 
sharing through the establishment of dynamic COIs, and includes concepts such as Only 
Handle Information Once; Task, Post, Process, and Use; and the use of descriptive 
metadata tagging. 

• The Net Centric IA Strategy outlines the vision for integration of IA into the GIG 
architecture.  Net-centricity compels a shift to a “many-to-many” exchange of 
information, enabling users and application to leverage the same information with the 
assurance that the information is available when and where it is requested and that it has 
not been made available to or changed by an adversary.  Net-Centric IA objectives are 
to ensure that measures are implemented within the GIG information environment to 
enable dynamic, assured information sharing, assured networking, and cyber-situational 
awareness - allowing authorized users and applications to use the right information, at 
the right place, and at the right time to accelerate decision cycles. 

7.2.6.3. How to Use the Net-Centric Operations and Warfare Reference Model (NCOW 
RM) 

These strategies have been captured in the NCOW RM and program managers and 
sponsors/ domain owners can use the NCOW RM to help describe how they are implementing 
these strategies in their programs. 

NCOW RM objectives include: 
• Providing a model that guides the development of net-centric architectures throughout 

the Department. 
• Supporting the identification, description, and evolution of enterprise information 

technology capabilities required for operating in the net-centric environment. 
• Providing a model that can be used to support oversight and governance of Global 

Information Grid (GIG) net-centric transformation. 

Conformance to the NCOW RM means that a program:  
• Uses NCOW RM definitions and vocabulary 
• Incorporates NCOW RM capabilities and services (or demonstrates equivalence) in its 

materiel solution, including those represented by the: 
o Net-Centric Enterprise Services Strategy 
o Net-Centric Data Strategy 
o Net-Centric Information Assurance Strategy   

http://www.defenselink.mil/nii/org/cio/doc/NetCentric_Checklist_v2-1-3_May12.doc
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 Incorporates NCOW RM Information Technology and National Security Systems 
ndards in the iew products deve ateriel soluti

Compliance d rate e
Developers, DoD Agencies, or program ma  address, within existing architecture, analysis, 

m docum  is odel and further they 
he p he mo

following steps: 

 Establ gorical position ith re
D e mplished b g the doma sition in 

which  describing its domain and “portfolios of capabilities.” 

o gh in
pl u
 S

o If the program is associated with a platform (e.g., Joint Strike Fighter), it may 
e F , 
Jo  a

o , the Joint om
hat cover several Sub-Domains, it

 sup s Sub-D
nics,  c

ts weapon e Applica

It is et of ope activities, applications, services, 
terf are c os

These por ced ra
“Commun rvices” with respect to the Net-Centric Operations and 
Warfare Reference Model (NCOW RM). 

2. Determ chitecture’s degree of NCOW RM correspondence by 
activit is requires orientation of the program’s a

e – Additional guidance and specific 
ervices/systems or technical views will be provided 

in the next release of the DoD Acquisition Guidebook.) 

o The landmark for activity mapping orientation is the NCOW RM COI 
Services and more specifically, the categorical portfolios established in step 
one, (e.g., Domain--Warfighter, Business, Intelligence, Enterprise 
Management, and/or Enterprise Information Management) are placed within 
the A321 or A322 blocks of COI Services.  Examples (for illustration only) 
might include: 

1. A321 - Warfighter: Joint Future Combat System: (JTF) Engagement 
Execution Control. 

•
sta  Technical V loped for its m on. 

7.2.6.4. A Step-By-Step Approach 
oes not require sepa  documentation; rather, it requir

nagers
s that the Combat 

and progra
make explicit t

entation products, the
ath to net-centricity t

sues e m
program is taking.  Using the 

 identified by using th
del consists of the 

1.
Do

ishing the cate
nterprise.  This is acco
 the program exists by

ing of the program w
y articulatin

spect to the overall 
in decompo

For example, the Warfi
Control (C2), Force Ap
Battlespace Awareness

ter Domain may consist of Jo
ication, Force Protection, Foc

t Command and 
sed Logistics, or 

ub-Domains. 

belong primarily in th
of capabilities” in the 
Sub-Domains. 

orce Application Sub-Domain
reness,

but have “portfolios 
nd Force Protection int C2, Battlespace Awa

More specifically
TADIL, IP, etc) links t
test capabilities that

 Strike Fighter may have c munication (e.g. 
 may have integrated 
omain, and it may port the Focused Logistic

 have integrated avio
the platform itself and i

the program’s s

navigation, targeting, and fire
s, within Forc

ontrol that support 
tion Sub-Domain. 

rational functions, 
and in ace descriptions that 

tfolios will be referen
ity of Interest (COI) Se

ategorized into these portfoli
 in establishing the set of prog

 that is of interest.  
m-provided 

ining the program ar
y mapping.  Th rchitecture to the 

NCOW RM activity decomposition.  (Not
examples of mapping to cover s
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2. A321 - Warfighter: Army Future Combat System: (Unit of Action) 
Tactical Execution Control. 

for 

4. A321 - Business: BEA: Provide Educational Benefits: Determine 

ent 

 

 
arity” 

re Services 

 identified in the NCOW RM 
teraction Activity.  A program may have both specialized and 

map to it.  
al 

 is dependent upon Net-Centric Enterprise Services 
nd detail any 
’s NCES 

iding its own set of core services, it should 

. 

ent 

ent 
re and/or 

rid (GIG) 
gram to 

re a specific quality of service, a specified condition of maintaining 
 aspects 

rols 
 program will 

ive 

3. A321 - Business: BEA: Provide Educational Benefits: Application 
Benefits. 

Eligibility.  

5. A322 - Modeling & Simulation: Warfighter Joint: Theater Engagem
Modeling. 

6. A322 - Training: Enterprise Information Environment Management:
NetOps: Global (Tier 1) Joint: Assess Threats: CND Watch Officer. 

o Mapping Correspondence to NCOW RM.  By placing the program’s 
operational activity model (i.e., its portfolio of COI Services) into the NCOW
RM ‘s COI Services, a program manager can map the program’s “simil
and/or identify the specific use of NCOW RM Activities (e.g., Co
and Environmental Control Services).  

1. COI Services export to the User Interaction Activity a set of Capability 
Interfaces (i.e., the program’s user interactions).  These are 
specializations of the generic capabilities
User In
generic interfaces, but is not expected to have just the NCOW RM 
generic interfaces.  

2. If the program utilizes the concept of a User Assistant, it will 
If not, it will indicate that it is currently not applicable (i.e. a potenti
future gap).  

3. If the program
(NCES) for its Core Services, it should indicate that fact a
issues associated with incremental deployment of the DoD
program.  If it is prov
describe the correspondence of their core service set to the NCOW RM 
Core Services

4. The program must map its policies and controls to the Environm
Control Services.  That is, all program policies associated with 
implementing and integrating Enterprise Information Environm
control must be made explicit.  Enforcement issues (e.g., whe
how a policy is to be enforced) should be raised, especially if 
enforcement is dependent upon other Global Information G
participants.  These policies might be needed within the pro
ensu
confidentiality while sharing information, or the least privilege
of a given role being instantiated through the program.  The cont
might identify specific parameters and mechanisms that the
need to enable and enforce such policies.  For example, the adapt
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or the 

5. The program must identify the computing, communications, and storage 
sharing of 

iated with use dynamics and resource 
allocation must be made explicit.  The physical resources (e.g., 

ding must 

pproach 
e 

ted 

lobal 

7. Finally, the program mapping must show (a) what activities the program 

encryption controls within a software-based radio may provide f
needed confidentiality in using shared space. 

resources it will use, especially those to provide a wider 
information.  Policies assoc

computing, communications, and storage) the program is provi
be identified with explicit sharing policies.   

6. The program must address its approach to managing its information 
environment and how that approach integrates with the overall a
for managing the GIG (e.g., NetOps).  The Manage Enterpris
Information Environment Activity represents a set of services associa
with Enterprise Information Environment (EIE) Management and 
Operations.  Each program must articulate its local, regional, and g
EIE management aspects, identifying what it provides and what it is 
dependent upon. 

depends upon from the GIG (e.g., GIG Enterprise Services); (b) wh
activities the program provides to the GIG (e.g., new control policie
new control mechanisms, new services); and (c) activity g
the source of fulfilling the program requirement cannot be readily 
identified (e.g., Identity Management), or a required component wi

at 
s, 

aps—where 

ll not 
be readily available when needed (e.g., tactical-level core services).   

his roadmap 

 

hese 
ements. 

er 
 
ss 

in the 

o A capabilities roadmap should be derived from this mapping.  T
should be part of the Capability Development Document. 

o Service-Level Agreements should be established and incorporated into the 
Capability Production Document. 

1. A service-level agreement should be made with each provider of a
supporting capability to assure accountability for each external 
dependency.  The Capability Production Document should address t
agre

2. A service-level agreement should be made with each program consum
of a supported capability to assure accountability for each dependency
upon the program.  The Capability Production Document should addre
these agreements. 

o The Program Manager should address the risk of not achieving the net-centric 
strategies represented in the Reference Model and gap mitigation 
Analysis of Alternatives, and in the Initial Capabilities Document, Cap
Development Document, and Capability Production Document. 

3. Identifying information producer and consumer relationships that the program 
serves (e.g., those that are currently known and those for which data may be re-
purposed).  Specifically identify all producer/consumer relationships that originate 

ability 



 270

er 
re 

 the Capability Development Document. 

4 ps 

nted 
am’s 

sitory

external to the GIG (e.g., allies, coalition partners, commercial business, and oth
Federal Government).  These relationships are part of the integrated architectu
and should be addressed in

. Identifying the requirement for close-coupled relationships and those relationshi
that can be more loosely coupled.  Address in the Capability Development 
Document. 

5. Identifying the metadata for all data assets created in the program’s impleme
operations and aligning those assets with similar data assets within the progr
domain(s).  These data assets must be registered in the DoD Metadata Repo  in 

mented 
adata and that 

ith the 

on, 
es of service).  These 

ocument and in the integrated 
architecture. 

ight) be used in the 

ocument and in the integrated architecture.  In this identification, 
d.  Planned 

ent Document. 

7.2.7.  
Assessment Methodology 

prog

accordance with the DoD Data Strategy. 

6. Identifying the data assets to be used or consumed in the program’s imple
operations and ensuring that such assets have been identified with met
this metadata is registered in the DoD Metadata Repository in accordance w
DoD Data Strategy. 

7. Identifying all policy needs of the program that must be incorporated or 
accommodated by the Environment Control Services (e.g., authenticati
authorization, fault-tolerance, continuity of operations, qualiti
are both policy-enabling activities and policy enforcing activities.  Policy, and its 
associated parameters, should be made explicit and not left implicit.  Identify the 
differences between enterprise-level policies and program-level policies.  This 
should be addressed in the Capability Development D

8. Identifying the emerging technologies and standards that will (m
program’s implementation.  This should be addressed in the Capability 
Development D
both the utility expected and the risks to be mitigated should be addresse
upgrades and migration strategies should be addressed in the Capability 
Developm

 Net-Centric Operations and Warfare Reference Model (NCOW RM) Compliance

Compliance evaluation, or assessment, will be performed by inspection and analysis of a 
ram’s documentation against specific criteria related to the NCOW RM.  These criteria are 

grou
descr

essed in the three key DoD net-centric 

ped into net-centric concepts, processes, services, standards, and taxonomy and are 
ibed below: 
• Concept: Analysis and review of the program’s Overview and Summary Information 

(AV-1), High Level Operational Concept Graphic (OV-1), and other products (e.g. - 
DoD Architecture Framework (DoDAF) diagrams or reports, the Analysis of 
Alternatives, the Capability Development Document, etc.) to determine if the program 
conforms to NCOW RM concepts as expr
strategies: Data, Information Assurance, and Global Information Grid (GIG) Enterprise 
Services. 

http://128.190.170.244/dod5000i/DoD5002/Enclosures_5.asp
http://128.190.170.244/dod5000i/DoD5002/Enclosures_5.5.asp
http://128.190.170.244/dod5000i/DoD5002/Enclosures_5.5.asp
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• ectivity 
ce Description (OV-

ducts (e.g. - 
evelopment 

to NCOW 
RM operational activities and process threads. 

tem 
 

ucts (e.g. - DoDAF diagrams or 
 
 

 

 required, and other products (e.g. 
- DoDAF diagrams or reports, the Analysis of Alternatives, the Capability Development 
Document, etc.) to determine if the program uses appropriate current standards from the 
Joint Technical Architecture/DoD Information Technology Standards Registry (DISR)

Processes: Analysis and review of the program’s Operational Node Conn
Description (OV-2), Activity Model (OV-5), Operational Event/Tra
6C), Operational Information Exchange Matrix (OV-3), and other pro
DoDAF diagrams or reports, the Analysis of Alternatives, the Capability D
Document, etc.) to determine the degree of the program’s correspondence 

• Services: Analysis and review of the System Interface Description (SV-1), Sys
Communications Description (SV-2), Operational Activity to Services/System Function
Traceability Matrix (SV-5 (SER)), and other prod
reports, the Analysis of Alternatives, the Capability Development Document, etc.) to
determine if the program conforms to NCOW RM Core Services (such as Discovery,
Mediation, etc), Community of Interest Services, and Enterprise Control Services.

• Standards: Analysis and review of the Technical Architecture Profile (TV-1) and 
possibly the Systems Evolution Description (SV-8), if

 
and emerging technologies identified in the NCOW RM Target Technical View to 
accomplish net-centric concepts, processes, and services.  Issues of interoperability and 
information assurance will be addressed in this assessment area. 

• Taxonomy: Analysis and review of the Integrated Dictionary (AV-2) to ensure 
common language and definitions are used and are consistent with the NCOW RM 
(AV-2). 

7.2.8. Architecture Product Requirements 
The following policy-based Architecture Product Requirements table (Table 7.2.8.1.) aligns 

architecture products required for Joint Capabilities Integration and Development System 
products (Initial Capabilities Documents, Capability Development Documents, etc.) and shows 
the DoD policy source for each requirement.  These requirements continue throughout the Joint 
Capabilities Integration and Development System and Defense Acquisition processes. 

 

POLICY 

AV
-1

 

AV
-2

 

O
V-

1 

O
V-

2 

O
V-

3 

O
V-

4 

O
V-

5 

O
V-

6c
 

SV
-1

 

SV
-2

 

SV
-4

 

SV
-5

 

SV
-6

 

SV
-1

0c
 

TV
-1

 

DODD 5000.1                
No Product 
Requirements                

DO               DI 5000.2  
No Product 
Requirements                

DODD 4630.5                
No Produ
Re

ct 
quirements                

DODI 4630.8                

ISP X  X 1 X X  X X X X  X X X  
ISP X  NR-KPP X   X  X X X   X X X  
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CJ  CSI 3170.01               
No
Re      Product 

quirements            

CJCSM 
31  70.01               

IC  D   X            
CD 2 D X   X  X X X   X X X  

CP 3 D X   X  X X X   X X X  

CR  D   4  4  4        

CJ  CSI 6212.01               

IC  D   X            

CD  D NR-KPP X   X  X X X   X X X  X

CP X   X X X  X D NR-KPP X   X  X X 
CRD (I-KPP)   4  4           
CRD (NR P-KP )   4    4         

DODAF                
Integrated
Architectu     X  X X  X X  X  X  re 

Table 7.2.8.1.  

Legend: 
Policy-Based Architecture Product Requirements 

X – Required Architecture Product 

1 – Acronym List 

2 – Draft Information Technology (IT) Standards Profile generated by DoD IT Standards 
Registry (DISR) 

3 – Final IT Standards Profile generated by DoD IT Standards Registry (DISR) 

4 – Required for legacy Capstone Requirements Document s and Capstone Requirements 
Document updates directed by the Joint Requirements Oversight Council. 

Policy-based Products: 
• DoD Directive 5000.1, DoD Instruction 5000.2, DoD Directive 4630.5, and CJCSI 

3170.01 do not show requirements for architecture products. 
• DoD Instruction 4630.8 
• ISP – Information Support Plan (Replaces C4I Support Plan - C4ISP) 
• NR-KPP – Net-Ready Key Performance Parameter 
• ISP NR-KPP – NR-KPP for an ISP 
• ICD – Initial Capabilities Document 
• CDD – Capability Development Document 
• CPD – Capability Production Document 
• CRD – Capstone Requirements Document   
• CDD NR-KPP – NR-KPP for a CDD 
• CPD NR-KPP – NR-KPP for a CPD 
• CRD (I-KPP) – CRD based on an Interoperability KPP 
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 CRD (NR-KPP) – CRD based on a NR-KPP 
• Policy References do not show requirements for OV-6b, OV-6a, OV-7, SV-3, SV-7, 

SV

7.2.9.

•

-8, SV-9, SV-10a, SV-10b, SV-11, or TV-2. 

 DoD Chief Information Officer (CIO) Use of the Global Information Grid (GIG) 
Architecture 

The DoD CIO uses the GIG Architecture in all three of the major decision processes of th
Department (see 

e 
Chapter 1). 

The DoD CIO uses the GIG architecture throughout the processes included in operating the 
Joint Capabilities Integration and Development System to: 

• Advise the Joint Requirements Oversight Council. 
• Provide the basis for the development and refinement of joint integrated architectures 

by the Joint Staff and other DoD Components in support of the Joint Capabilities 
Integration and Development System. 

• Develop assessments and provide recommendations to the JROC; the GIG Architecture, 
including its concepts, products, data, conclusions, and implications provides a key 
source for these assessments.  

The DoD CIO uses the GIG architecture throughout the Planning, Programming, 
Budgeting, and Execution process to: 

• Review and provide recommendations for development of the Strategic Planning 
Guidance and the Joint Programming Guidance. 

• Provide recommendations to the Senior Level Review Group relating to Information 
Technology, National Security Systems, interoperability, and information assurance. 

• Review and evaluate Program Change Proposals and Budget Change Proposals relating 
to Information Technology, National Security Systems, interoperability, and 
information assurance. 

• Provide recommendations for Program Objective Memorandum planning and 
programming advice.  

Finally, the DoD CIO uses the GIG Architecture throughout the Defense Acquisition 
Process to: 

• Provide the basis for clear and comprehensive guidance in Information Technology 

d, the lead for the Information Technology Acquisition Board, and the 
tegory IA programs. 

• formation Support Plans and evaluate the interoperability, interoperability 
key performance parameters, and information assurance aspects of those plans. 

Acquisition Decision Memoranda. 
• Form and support his decisions and recommendations as a member of the Defense 

Acquisition Boar
Milestone Decision Authority for Acquisition Ca

• Identify and specify Information Technology and National Security Systems 
implications associated with systems acquisition. 

• Assess interoperability and supportability during the Overarching Integrated Product 
Team process. 
Review In
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7.2.1
ic 

0. Net-Centric Attributes 
Combat Developers, DoD Agencies, and program managers may use the Net-Centr

Checklist available from ASD(NII) as an additional net-centric assessment aid. 

 
nd program managers should ensure acquisition programs adhere to the 

polic s, standards, and design tenets outlined below.  For a more detailed discussion, see CJCS 

Table 7.2.10.1. outlines the major characteristics of net-centricity.  Combat Developers,
DoD Agencies, a

ie
Instruction 6212.01, Enclosure E, Table E-2, “Net Centric Assessment Criteria and the NCOW 
RM”. 
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Title Description Metric Source 

Internet Protocol 
(IP) 

Data packets routed 
across network, not 
switched via dedicated 
circuits 

IP as the Convergence Layer 
Net-Centric Operations and 
Warfare Reference Model (NCOW 
RM), Technical View compliant with 
DISR. 

NCOW RM, GIG Arch v2, 
IPv6 Memos (9 Jun 03 
and 29 Sep 03), JTA 
Memo 23 Nov 03, JTA 
v6.0

Secure and 
available 
communications 

Encrypted initially for core 
network; goal is edge-to-
edge encryption and 
hardened against denial 
of service 

Black Transport Layer 
Transformational Communications 
Architecture (TCA) compliance; 
Technical View compliant with 
DISR 

TCA; 
IA Component of Assured 
GIG Architecture; 
JTA Memo 23 Nov 03, 
JTA v6.0

Only handle 
information once 
(OHIO) 

Data posted by 
authoritative sources and 
visible, available, usable 
to accelerate decision 
making 

Reuse of existing data 
repositories 

Community of interest 
policy (TBD) 

Post in parallel Business process owners 
make their data available 
on the net as soon as it is 
created  

Data tagged and posted before 
processing 

NCOW RM, Technical View 
compliant with DISR 

NCOW RM, DoD Net-
Centric Data Strategy (9 
May 03) 
JTA Memo 23 Nov 03, 
JTA v6.0

Smart pull (vice 
smart push) 

Applications encourage 
discovery; users can pull 
data directly from the net 

Data stored in public space and 
advertised (tagged) for discovery 
NCOW RM, Technical View 

NCOW RM; DoD Net-
Centric Data Strategy (9 
May 03); JTA Memo 23 

or use value-added compliant with DISR 
discovery services 

Nov 03, JTA v6.0

Data c
 (9 

entric Data separate from 
applications; apps talk to 
each other by posting 
data 

Metadata registered in DoD 
Metadata Registry 

NCOW RM, Technical View 
compliant with DISR 

NCOW RM; DoD Net-
Centric Data Strategy
May 03); JTA Memo 23 
Nov 03, JTA v6.0

Application diversity Users can pull multiple 
apps to access same data 
or choose same app (e.g., 
for collabo

Apps posted to net and tagged 
for discovery 

NCOW RM, Technical View 

NCOW RM; JTA Memo 

ration) compliant with DISR 

3 Nov 03, JTA Memo 2
JTA v6.0

Assured Sharing Trusted accessibility to 
net resources (data, 
services, apps, people, 
collaborative environment, 
etc.)  

Access assured for authorized 
users; denied for unauthorized 

users 

Security/IA policy (TBD); 
IA Component of Assured 
GIG Architecture; JTA 
Memo 23 Nov 03, JTA 
v6.0

Quality of service Data timeliness, accuracy, 
completeness, integrity, 
and ease of use 

Net-ready key performance 
parameter

Service level agreements 
(TBD); 
JTA Memo 23 Nov 03, 
JTA v6.0

Table 7.2.10.1.  Net-Centric Characteristics 
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7.3 INTEROPERABILITY AND SUPPORTABILITY OF  
INFORMATION TECHNOLOGY AND NATIONAL SECURITY SYSTEMS 

 

7.3.1. Interoperability and Supportability 
Interoperability is the ability of systems, units, or forces to provide data, information, 

materiel, and services to and accept the same from other systems, units, or forces and to use the 
data, information, materiel, and services so exchanged to enable them to operate effectively 
together.  Information Technology (IT) and National Security Systems interoperability includes 
both the technical exchange of information and the end-to-end operational effectiveness of that 
exchange of information as required for mission accomplishment.  Interoperability is more than 
just information exchange.  It includes systems, processes, procedures, organizations and 
missions over the life cycle, and it should be balanced with information assurance. 

Supportability for Information Technology systems and National Security Systems is the 
ability of systems and infrastructure components, external to a specific IT or NSS, to aid, protect, 
complement, or sustain the design, development, testing, training, or operations of the IT or NSS 
to achieve its required operational and functional capability(ies). 

7.3.2.

 Information Technology 

 Mandatory Policies 

DoD Directive 4630.5, Interoperability and Supportability of
(IT) and National Security Systems (NSS)

4.1.  IT and NSS employed by U.S. Forces shall, where required (based on 
capability context), interoperate with existing and planned, systems and equipment, of 
joint, combined and coalition forces and with other U.S. Government Departments 
and Agencies, as appropriate.   

4.3.  IT and NSS interoperability and supportability needs, for a given 
capability, shall be identified through: 

o The Defense Acquisition System (as defined in the DoD 5000 series 
issuances);<link> 

o the Joint Capabilities
process; <link> 

 Integration and Development System (JCIDS) 

 Leadership and 
PF) change 

3180.01, Joint Requirements 
OC) Programmatic Processes For Joint 

o
Education, Personnel and Facilities (DOTML

 and the Doctrine, Organization, Training, Materiel,

recommendation process (see CJCSI 
Oversight Council (JR
Experimentation And Joint Resource Change Recommendations 
<link>). 

4.5.  IT and NSS interoperability shall be verified early, and with sufficient 
q ’s life, or upon changes affecting interoperability or 

valuate, and certify its overall interoperability and 
supportability within a given capability.  Joint interoperability certification testing 

fre uency throughout a system
supportability, to assess, e

http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
http://www.dtic.mil/cjcs_directives/cdata/unlimit/3170_01.pdf
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ost effective, and shall be 

a d

shall be as comprehensive as possible, while still being c
completed prior to fielding of a new IT and NSS capability or upgrade to existing IT 
n  NSS. 

4.8.  Interoperability and supportability needs shall be balanced with 

DoD ocedures for Interoperability and Supportability of 

requirements for Information Assurance (IA) 

 Instruction 4630.8, Pr
Information Technology (IT) and National Security Systems (NSS)

E3.1.5.  A Net-Ready Key Performance Parameter (NR-KPP), consisting of 
ifiable performance measures and mve etrics, shall be used to assess information 

needs, information timeliness, information assurance, and net-ready attributes 
uired for both the technical exchange of information and the end-to-end operational 
ctiveness of that exchange.  A NR-KPP shall be defined for all IT and NSS defense

r

req
effe  
acquisition and procurement programs and shall be specified to a level of detail that 

sha  reliably measured, tested and 
allows verification of interoperability throughout a system’s life.  The defined NR-KPP 

ll be developed in such a way that it can be
evaluated. 

E3.1.6.  IT and NSS interoperability and supportability needs shall be managed, 
lua e life of the system using an Information Support Plan 

and used to analyze interoperability and supportability requirements specified in the 

Not

eva ted, and reported over th
(ISP).  For all DoD Acquisition Category (ACAT) programs and non-ACAT 
acquisitions and procurements, an Information Support Plan (ISP) shall be produced 

NR-KPP.   

e:  Paragraph 7.3.6.7 of this guide provides detailed guidance on ISPs.   

6.2.3.6.1.  All IT and NSS, regardless of ACAT, must be tested for interoperabili
re fielding and the test results evaluated and syst

ty 
befo ems certified by the DISA (JITC).  

 throughout a 

q
con
to c

IT and NSS interoperability test and evaluation shall be conducted
system's life, and should be achieved as early as is practical to support scheduled 
ac uisition or procurement decisions.  Interoperability testing may be performed in 

junction with other testing (i.e., DT&E, OT&E, early-user test) whenever possible 
onserve resources. 

6.2.3.6.2.  IT and NSS interoperability testing can occur in multiple stages.
lutionary acquisitions or procurements, and normal life-cycle mod

  
Evo ifications, result 

en it 
is im erface 
req identified 

e
completion of operational testing and the fielding decision), the DISA (JITC) shall 

inte
C) em certification once the system successfully meets all 

Chairman of the Joint Chiefs of Staff.  
The DISA (JITC) shall provide interoperability certification letters to the USD(AT&L), 

in a progressively more complete capability.  Therefore, there may be instances wh
portant to characterize a system's interoperability before all critical int

uirements have been tested and certified.  However, all critical interfaces, 
in the NR-KPP, which have been tested, must be successfully certified for 
int roperability prior to fielding.  When appropriate (e.g., between successful 

issue interim interoperability certification letters specifying which of the system's 
roperability needs have been successfully met and which have not.  The DISA 

(JIT  shall issue an overall syst
requirements of the NR-KPP validated by the 
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the 
pro

the USD(C)/CFO, the ASD(NII)/DoD CIO, the DPA&E, the DOT&E the Chairman of 
Joint Chiefs of Staff, and the Commander, USJFCOM, as well as to the OTA and 
gram manager, as applicable. 

6.2.3.7.  Interoperability Reviews.  IT and NSS shall be subject to interoperability 
iews over the life of a system to determine if interoperabrev ility objectives are being 

et w Panel (ISRP) comprised of senior officers 
:  the USD(AT&L), the USD(C)/CFO, the 

 

m .  The Interoperability Senior Revie
from the following DoD Organizations
ASD(NII)/DoD CIO, the DOT&E, the DPA&E, the Chairman of the Joint Chiefs of 
Staff, and the Commander, USJFCOM; reviews and assesses interoperability to 
identify IT and NSS interoperability deficiencies.  Multiple sources may be used to 
identify IT and NSS interoperability deficiencies including JCIDS documents; ISPs; 
TEMPs and operational test plans; and observation of tests and exercises by the 
DOT&E and the OTAs, the USJFCOM interoperability priority list, the Joint 
Warfighting Capability Assessments, program management offices, the MCEB, the 
MIB, DISA, DoD Component interoperability testing organizations, and the Joint 
C4ISR Battle Center.  Identified IT and NSS interoperability deficiencies may pertain
to both the technical exchange of information and the end-to-end operational 
effectiveness of that exchange required for mission accomplishment. 

Note:  The Interoperability Senior Review Panel maintains an Interoperability Watch List 
(IWL).  DoD Instruction 4630.8, paragraph 6.2.3.8.1, discusses procedures for placing programs 
with significant interoperability deficiencies on the IWL.  Program managers should be aware of 
the process and the criteria for nominating programs to the IWL. 

DoD Directive 5000.1, The Defense Acquisition System, Enclosure 1

Paragraph E1.10.:  Establishes the requirement to acquire systems and families of system
that are interoperable. 

Paragraph E1.11.

s 

:  States the requirement that test and evaluation shall assess 
inte perability. ro

Paragraph E1.16.:  Cites interoperability as a primary reason for acquisition managers to
sider and use performance-based strategies for acquiring and sustaining products and 

vices.  

 
con
ser

DoD Instruction 5000.2, Operation of the Defense Acquisition System, Enclosure 5
Paragraph E5.4.9 states that “All DoD MDAPs, programs on the OSD T&E Oversight list, 

roperate, are 

s p
requir t Interoperability Test Command (JITC) shall provide system 

or, Joint Staff J-6, throughout the 

post-acquisition (legacy) systems, and all programs and systems that must inte
subject to interoperability evaluations throughout their life cycles to validate their ability to 
u port mission accomplishment.  For IT systems, including NSS, with interoperability 

ements, the Join
interoperability test certification memoranda to the Direct
system life cycle and regardless of ACAT.” 

Paragraph E5.5 states that “During Developmental Test and Evaluation (DT&E) the 
am teriel developer shall: 

http://128.190.170.244/dod5000i/DoD5002/Enclosures_3.T2.asp
http://ax.losangeles.af.mil/axd/nssa/nss_acq_policy03-01 6 Oct_signed.pdf
http://ax.losangeles.af.mil/axd/nssa/nss_acq_policy03-01 6 Oct_signed.pdf


E5.5.4.  Assess technical progress and maturity against critical technical 
 the TEMP.  parameters, to include interoperability, documented in

E5.5.8.  In the case of IT systems, including NSS, support the DoD 
nd Accreditation Process 
on (JIC) process.” 

Information Technology Security Certification a
(DITSCAP) and Joint Interoperability Certificati

CJCS Instruction 6212.01, Interoperability And Supportability Of Information 
Technology And National Security Systems provides implementing instructions and checklists 
to the DoD Directive 4630.5 and DoD Instruction 4630.8. 

7.3.3.
Fig

between ities and the Joint Capabilities Integration 
and D  

 Interoperability and Supportability Integration into the Acquisition Life Cycle 
ure 7.3.3.1. is a chart from CJCS Instruction 6212.01 that depicts the relationship 
 key interoperability and supportability activ

evelopment System and Defense Acquisition processes:

 

 
Figure 7.3.3.1.  J-6 Interoperability and Supportability Certification, Testing and Validation Process

for ACAT Programs 

7.3.4. Net-Ready Key Performance Parameter (NR-KPP) 

The NR-KPP has been developed to assess net-ready attributes required for both the 
technical exch

 

ange of information and the end-to-end operational effectiveness of that exchange.  
Interoperability KPP, and incorporates net-centric concepts for 

nal Security Systems (NSS) interoperability 
The NR-KPP replaces the 
achieving Information Technology (IT) and Natio
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and s e 

 information assurance, 
and n nd-to-

e 

nformation needs for a given capability.  Program 
mana

 
ter 

Co perations and Warfare Reference Model

upportability.  The NR-KPP assists Program Managers, the test community, and Mileston
Decision Authorities in assessing and evaluating IT and NSS interoperability. 

The NR-KPP assesses information needs, information timeliness,
et-ready attributes required for both the technical exchange of information and the e

end operational effectiveness of that exchange.  The NR-KPP consists of verifiable performanc
measures and associated metrics required to evaluate the timely, accurate, and complete 
exchange and use of information to satisfy i

gers will use the NR-KPP documented in Capability Development Documents and 
Capability Production Documents to analyze, identify, and describe IT and NSS interoperability
needs in the Information Support Plan and in the test strategies in the Test and Evaluation Mas
Plan.  The following elements comprise the NR-KPP: 

• mpliance with the Net-Centric O . 
• Compliance with applicable Global Information Grid Key Interface Profiles. 
• Compliance with DoD Information Assurance requirements. 
 Supporting integrated architecture products• . 

 



 

7.3.4.1. Compliance with the Net-Centric Operations and Warfare (NCOW) Reference 
Model (RM) 

The NCOW RM, depicted in Figure7.3.4.1.1., describes the activities required to establis
use, operate, and manage the net-centric enterprise information environment to include: the 
generic user-interface, the intelligent-assistant capabilities, the net-centric service capabilities 
(i.e., core serv
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h, 

ices, Community of Interest services, and environment control services), and the 
enter s
need a

Figu  Operations and Warfare Reference Model (NCOW RM) 

 Pro nd 
analysis of a 

• Use
• o iew capabilities and services in the materiel 

 RM Technical View Information Technology and National 
e materiel 

pri e management components.  It also describes a selected set of key standards that will be 
ed s the NCOW capabilities of the Global Information Grid are realized. 

re 7.3.4.1.1.  Depiction of the Net-Centric

gram manager compliance with the NCOW RM is demonstrated through inspection a
 capability's: 

 of NCOW RM definitions and vocabulary; 
Inc rporation of NCOW RM Operational V
solution; 

• Incorporation of NCOW
Security Systems standards in the Technical View products developed for th
solution. 



See section 7.2.6 for a description of how program managers show complianc
NCOW RM.  See CJCS Instruction 3170.01

e with the 
 and CJCS Instruction 6212.01 for detailed 

discu rocesses. 

7.3.4
Profiles 

ssions of the inspection and analysis p

.2. Compliance with Applicable Global Information Grid (GIG) Key Interface 
(KIPs) 

 

 
Figure 7.3.4.2.1.  GIG Key Interface Profiles (KIPs) 

GIG KIPs, Figure 7.3.4.2.1., provide a net-centric oriented approach for managing 
intero

 

mana ution 

-TV Bridge, and 
proce

during Defense Information Systems Agency (Joint Interoperability Test Command) joint 

perability across the GIG based on the configuration control of key interfaces.  A KIP is 
the set of documentation produced as a result of interface analysis which: designates an interface
as key; analyzes it to understand its architectural, interoperability, test and configuration 

gement characteristics; and documents those characteristics in conjunction with sol
sets for issues identified during the analysis.  The profile consists of refined operational and 
systems view products, Interface Control Document/Specifications, Systems Engineering Plan, 
Configuration Management Plan, Technical Standards View (TV-1) with SV

dures for standards conformance and interoperability testing.  Relevant GIG KIPs, for a 
given capability, are documented in the Capability Development Document and Capability 
Production Document.  Compliance with identified GIG KIPs are analyzed during the 
development of the Information Support Plan and Test and Evaluation Master Plan, and assessed 
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• The interface is difficult or complex to manage. 
ncy issues associated with the interface. 

• The interface impacts multiple acquisition programs. 

Program manager compliance with applicable GIG KIPs is demonstrated through 
inspection of Joint Capabilities Integration and Development System documentation and test 
plans, and during Joint Interoperability Test Command interoperability certification evaluation 
(see CJCS Instruction 3170.01

interoperability certification evaluation.  An interface is designated as a key interface when one 
or more of the following criteria are met: 

• The interface spans organizational boundaries. 
• The interface is mission critical. 

• There are capability, interoperability, or efficie

 and CJCS Instruction 6212.01 for detailed discussions of the 
process). 

7.3.4.3. Compliance with DoD Information Assurance (IA) Requirements 
Requirements for DoD information assurance certification and accreditation are specified in 

DoD Directive 8500.1, DoD Instruction 8500.2, DoD Directive 8580.1, and DoD Instruction 
5200.40.  Satisfaction of these requirements results in IA compliance verification of the 
capability with previously agreed to security requirements.  See section 7.5 for details. 

7.3.4.4. Supporting Integrated Architecture Products 

b mation Exchange and Use 

roducts defined in DoD 
Archi
shall  
proponen , and Program Manager use the supporting integrated architecture 

Operational Activities, relationships among activities, inputs and outputs.  
Overlays can show cost, performing nodes, or other pertinent information.

Operational Activity ModelOV-5

One of three products used to describe operational activity sequence and 
timing - traces actions in a scenario or sequence of events and specifies 
timing of events

Operational Event-Trace 
Description

OV-6c

Functions performed by systems and the information flow among system Systems Functionality 
Description

Ta le 7.3.4.4.1.  Architecture Products Required to Assess Infor

In accordance with the DoD 4630 Series, integrated architecture p
tecture Framework Version 2.0 (and described in Table 7.3.4.4.1. and Figure 7.3.4.4.1) 

 be used to assess information exchange and use for a given capability.  The functional 
t, domain owner, PSA

Provides details of systems data being exchanged between systemsSystems Data Exchange 
Matrix

SV-6

functions
SV-4

Mapping of systems back to operational capabilities or of system functions 
back to operational activities

Operational Activity to 
Systems Function 
Traceability Matrix

SV-5

Extraction of standards that apply to the given architectureTechnical Standards ProfileTV-1

Organizational, role, or other relationships among organizationsOrganizational 
Relationships Chart

OV-4

Operational nodes, operational activities performed at each node, connectivity 
and information exchange needlines between nodes

Operational Node 
Connectivity Description

OV-2

Scope, purpose, intended users, environment depicted, analytical findingsOverview and Summary 
Information

AV-1

General DescriptionFramework Product 
Name

Framework 
Product

Operational Activities, relationships among activities, inputs and outputs.  
Overlays can show cost, performing nodes, or other pertinent information.

Operational Activity ModelOV-5

One of three products used to describe operational activity sequence and 
timing - traces actions in a scenario or sequence of events and specifies 
timing of events

Operational Event-Trace 
Description

OV-6c

Functions performed by systems and the information flow among system Systems Functionality 
Description functions

Provides details of systems data being exchanged between systemsSystems Data Exchange 
Matrix

SV-6

SV-4

Mapping of systems back to operational capabilities or of system functions 
back to operational activities

Operational Activity to 
Systems Function 
Traceability Matrix

SV-5

Extraction of standards that apply to the given architectureTechnical Standards ProfileTV-1

Organizational, role, or other relationships among organizationsOrganizational 
Relationships Chart

OV-4

Operational nodes, operational activities performed at each node, connectivity 
and information exchange needlines between nodes

Operational Node 
Connectivity Description

OV-2

Scope, purpose, intended users, environment depicted, analytical findingsOverview and Summary 
Information

AV-1

General DescriptionFramework Product 
Name

Framework 
Product
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prod suct  in developing the Net-Ready Key Performance Parameter and preparing the 
ion Support Plan. Informat

Figure 7.3.4.4.1.  Supporting Integrated Architecture Products 

7.3.4.5. 

dem ine 
conform

 

Compliance with Integrated Architecture Products 
Program manager compliance with required supporting integrated architecture products is 

onstrated through inspection and analysis of developed architecture products to determ
ance with DoD Architecture Framework specifications, and that all required products 

have been produced.  Detailed procedures are contained in CJCS Instruction 3170.01 and CJCS 
Instruction 6212.01.  

Net-Ready Key Performance Parameter (NR-KPP) Compliance Checklist 
The following checklist summarizes the requirements for demonstrating compliance with 

the NR-KPP and should be useful in preparing for milestone approvals: 

Required Documentation 
Does the capability have the following required documentation? 

AV-1, OV-2, OV-4, OV-5, OV-6c, SV-4, SV-5, SV-6  
DISR Standards Compliance with draft TV-1  
LISI Interconnectivity Profile  
NR-KPP Compliance Statement 
NCOW-RM Compliance

7.3.5. 

7.3.5.1. 

• 
• 
• 
• 
•  

Precepts and 
assumptions
Precepts and 
assumptions

Correlated 
activities
Correlated 
activities

AV-1

Correlated 
systems functions

Correlated 
systems functions

OV-6c

SV-5

SV-4

OV-5OV-4 OV-2

Overview and 
Summary Information

Organizational 
Relationships

Operational 
Activity Model

Operational Node 
Connectivity

Operational Activity to Systems 
Function Traceability Matrix

Systems 
Functionality 
Description 

Operational Event-
Trace Description

Nodes mapped 
to lifelines 

Nodes mapped 
to lifelines 

Nodes participating in 
operational activities
Nodes participating in 
operational activities

Activity hierarchy 
and process flow
Activity hierarchy 
and process flow

SV-6

Systems Data 
Exchange Matrix

Operational capability to 
required system correlation

Operational capability to 
required system correlation

TV-1
Technical 
Standards 

Profile

Applicable 
standards for a 

given architecture

Applicable 
standards for a 

given architecture
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 IA Compliance Statement 

7.3.5
 

•
• KIP Declaration List 

.2. Supporting Integrated Architecture Products 
• Have all architecture products been developed in accordance with the DoD Architecture

Framework? 
• Does the AV-1 describe a net centric environment?  
• Has the TV-1 been prepared using applicable information technology standards profiles 

 Have all the interfaces listed in the OV-2 and SV-6 been appropriately labeled with the 
GIG core enterprise services needed to meet the requirements of the applicable 
capability integrated architecture? 

• Have all the applicable OV-5 activities identified in the specific capability integrated 
architecture been appropriately described at each critical or enterprise level interface in 
terms of policy enforcement controls and data enterprise sharing activities in the 
NCOW-RM, Node Tree OV-5? 

• Have specific capability integrated architecture OV-6c time event parameters been 
correlated with GIG architecture OV-6c? 

• Have verifiable performance measures and associated metrics been developed using the 
integrated architectures, in particular, the SV-6? 

7.3.5.3. Key Interface Profiles 
• Have applicable Key Interface Profiles definitions been included as part of the KIP 

compliance declaration? 
• Are the information technology standards for each applicable KIP technical view 

included in the draft TV-1 for the specific Joint integrated architecture? 
• Are the appropriate KIP test procedures addressed as part of the requirement for 

interoperability system testing and certification? 

7.3.5.4. Net-Centric Operations and Warfare Reference Model 
• Have the activities listed in the applicable capability integrated architecture OV-5 been 

mapped to the NCOW-RM 

contained in the DISR? 
•

node tree OV-5 activities?  Recommend that applicable 
capability integrated architecture OV-5 activities be characterized by use case diagrams 
grouped under the applicable GIG Core Enterprise Services (e.g., Discovery, 
Messaging, Mediation, Collaboration, etc.)  to meet net-centric capabilities 
requirements for managing net-centric information environment. 

ntify requirements for data 

ts within a specific joint integrated architecture? 
 

• Are the information technology standards in the NCOW-RM Target Technical View 
included in the Draft TV-1 for the applicable capability integrated architecture? 

• Have NCOW-RM OV-5 activities been used to ide
correctness, data availability, and data processing necessary for posting 
data/information elemen

• Has the SV-4 systems functionality been mapped to the applicable GIG Core Enterprise
Services? 
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7.3.5.5. Information Assurance 
• Have applicable information assurance requirements of DoD 8500 Series issuance

DCI Directives been identified fo
s and 

r all GIG core enterprise services needed to meet the 

proval Authority? 

puters, and 
Intel n-related needs of an 
acqu er 

anism to identify and resolve implementation 
issue
Secur
identifies IT isition categories, 
focus nization, sufficiency and net-
centr
infor e these dependencies and to influence the evolution 
of su  of the system as it evolves to meet the warfighter’s 
need I m will not be available, the ISP should provide the 
program ogram in the 
most s

n 
3170  tured in 
the C m 
docu  
Producti ill use the architecture documentation from the Joint 
Capa

requirements of the specific joint integrated architecture? 
• Has the applicable capability received IA certification and accreditation documentation 

from the appropriate Designated Ap

7.3.6. Information Support Plan (ISP) 
The ISP (formerly called the Command, Control, Communication, Com

ligence Support Plan (C4ISP)) is intended to explore the informatio
isition program in support of the operational and functional capabilities the program eith

delivers or contributes to.  The ISP provides a mech
s related to an acquisition program’s Information Technology (IT), including National 
ity Systems (NSS), infrastructure support and IT and NSS interface requirements.  It 

 needs, dependencies, and interfaces for programs in all acqu
ing attention on interoperability, supportability, synchro
icity concerns.  This provides the program manager a mechanism to identify his/her 
mation-related dependencies, to manag
pporting systems to meet the demands
s.  n the case where the supporting syste

 manager with awareness of this problem in sufficient time to adjust the pr
 co t effective and operationally efficient manner. 

The C4ISP has evolved into the ISP as a result of the revision of the CJCS Instructio
.01 requirements documentation.  The architecture documentation previously cap
4ISP is now required in the Joint Capabilities Integration and Development Syste
ments: Initial Capabilities Document, Capability Development Document, and Capability

on Document.  The ISP w
bilities Integration and Development System documentation and focus on analysis. 

7.3.6.1. Review of Information Support Plan (ISP)-Specific Mandatory Policies 
• DoD Instruction 5000.2, Enclosure 3, Regulatory Information Requirements, Table 

E3.T2 requires that all acquisition programs (except Defense Space Acquisition Board-
governed programs as noted below), regardless of acquisition category level, submit an 
ISP at Milestones B and C, and at Program Initiation for ships. 

• National Security Space Acquisition Policy, Number 03-01, requires Defense Space 
submit an ISP.  Acquisition Board-governed programs to 

• DoD Instruction 4630.8, Enclosure 4 provides a mandatory ISP format. 
• CJCS Instruction 6212.01 also provides detailed implementing guidance regarding the 

ISP format. 

7.3.6.2. ISP Integration into the Acquisition Life cycle   

A completed ISP answers the following seven questions for information needed to support 
the operational/functional capability(ies). 

• What information is needed? 
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• formation? (needed or provided) 

•

The following paragraphs describe the ISP-related actions that program managers should 
take 

ist 

• How good must the information be? 
How much in

• How will the information be obtained (or provided)? 
How q uickly must it be received in order to be useful? 

• Is the information implementation net-centric? 
• Does it comply with DoD information policies? 

in each acquisition phase. 

Before Milestone A 
• While the ISP is not required until Milestone B, early development of the ISP will ass

in development of the program’s integrated architecture and Concept for Operations 
required by the CJCS Instruction 3170.01. 

Before Milestone B (or program initiation for ships) 
• Define all information related-dependencies according to DoD Instruction 4630.8, 

CJCS Instruction 6212.01, CJCS Instruction 3170.01, and CJCS Manual 3170.01 to 
the ISP and Capabilities Development 

 according to DoD 

ensure information supportability is addressed in 
Document 

• Submit the ISP for formal, coordinated Stage I and Stage II reviews
Instruction 4630.8  and CJCS Instruction 6212.01.  Submit a final, Stage III, ve
the ISP for retention in the OASD(NII) Joint C4I Program Assessment Tool (JCPAT) 
repository.  Click here for ISP examples/sam

rsion of 

ples web sites. 

• Update all information related-dependencies according to DoD Instruction 4630.8
Before Milestone C 

,  
CJCS Instruction 6212.01, CJCS Instruction 3170.01, and CJCS Manual 3170.01  to 
ensure information supportability is addressed in the ISP and Capabilities Production 
Document. 

• Submit the updated ISP for formal coordinated Stage I and Stage II reviews according 
to DoD Instruction 4630.8 and CJCS Instruction 6212.01.  Submit a final, Stage III 
version of the ISP for retention in the OASD(NII) Joint C4I Program Assessment Tool 
(JCPAT) repository.  Click here for ISP examples/samples web sites. 

After Milestone C 
• Submit an updated ISP for each major upgrade (e.g., block or increment) 

7.3.6.3. Estimated Preparation Lead Time   
Based on past experience with C4ISPs, for a small program with few interfaces, it takes 

about 6 months to get an ISP ready for a Stage I review.  For most programs, ISP preparation for 
Stage 1 review takes about a year.  For very complex programs, like a major combatant ship, it 
can take between 18 to 24 months.  The process is based on development or existence of an 
architecture. 

7.3.6.4. OSD Review 

http://locks.nfesc.navy.mil/pdf_files/DCID 6-9.pdf


 288

works and Information Integration 
(OAS ategory I and IA programs, and for 
other programs in which OASD(NII) has indicated a special interest.  

This review is performed on the C4ISP Assessment Tool in the Joint C4I Program 
Assessment Tool (JCPAT) suite.  The JCPAT suite provides paperless, web-based support for 
ISP document submission, assessor review and comment submission, collaborative workspace, 
and consolidated review comment rollup.   

The DISA JCPAT functional analyst is available to assist users with JCPAT functionality 
and to establish user accounts.  A repository of previous C4ISP and current ISP documents is 
available for viewing in the JCPAT document repository.   

7.3.6.5. Example/Sample Web Links 
Program managers and other stakeholders will find the links in Table 7.3.6.5.1. useful in 

ISP preparation, program analysis, and oversight. 

 

Web Site NIPRNET SIPRNET 

The Office of the Assistant Secretary of Defense, Net
D (NII)) reviews all ISP documents for Acquisition C

DSC’s 
C4ISPlan 

http://www.dsc.osd.mil www.dsc.osd.smil.mil/index.html

DISA’s JCPAT http://jcpat.ncr.disa.mil  
NII’s JMAAT Not applicable 147.254.161.70/pai/index.htm 
Defense 
Architecture 
Repository 

https://pais.osd.mil/enterprisearchitectures Not applicable 

Table 7.3.6.5.1.  Example/Sample Web Links 

 

7.3.6.6. Points of Contacts 
Useful points of contact appear in Table 7.3.6.6.1. 

Mission Areas Phone 
Land, Space, Personnel, Pay (703) 607-0246 
Air, PGMs, C2 (703) 607-0510 
Maritime, Missile Def, Medical, and Logistics (703) 607-0506 
JCPAT Functional Analyst (703) 681-0254 

Table 7.3.6.6.1.  Useful Points of Contact 

 

7.3.6.7. Information Support Plan (ISP) Chapter Instructions (including the 13-Step 
Process for ISP Chapter 2) 

The following provides instruction on how to complete each chapter and appendix in the 
ISP.  It contains additional, discretionary guidance beyond that contained in DoD Instruction 
4630.8  and CJCS Instruction 6212.01. 
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P Chapter 1.  Introduction 

s) and/or 
int 

 System, analogous documentation 
may be used. 

ent, 

ation 
.  

purpose, design objectives, warhead 
uidance and control concept (as appropriate), command 

mance envelope, and primary Information 

d and control system, describe the system’s function, dependencies 

ts 

Ana  of Command, Control, 
Com n eillance, and Reconnaissance (C4ISR) support 

IS
• Summarize the program’s operational scope. 

Summarize the program's relationships to relevant Joint Operating Concepts (JOC
Joint Functional Concepts (JFC) (e.g., focused logistics), as described in the program’s Jo
Capabilities Integration and Development System documents.  Provide an OV-1 (High-Level 
Operational Concept Graphic) for the basic program and descriptive text.  For programs not 
covered by Joint Capabilities Integration and Development

• Summarize the program’s relationship to other programs. 
o Provide a graphic that shows the major elements/subsystems that make up the 

system being acquired, and how they fit together (Provide an Internal SV-1 (System 
Interface Description)/(e.g., a system block diagram)).   

 Analyze threat-specific ino formation that will play a role in capability developm
design, testing and operation.  This information should be obtained from the 
appropriate Joint Capabilities Integration and Development System documents.  
Information Operations (IO) threats should be analyzed using the Inform
Operations Capstone Threat Capabilities Assessment, DI-1577-12-03, August 2003
This is the most comprehensive source available for IO-related threat information. 

o For a weapon system, briefly describe the 
characteristics, sensors, g
and control environment, general perfor
Technology (IT), including National Security Systems (NSS) interfaces. 

o For a comman
and interfaces with other IT and NSS systems. 

o For an Automated Information System (AIS), describe the system’s function, i
mission criticality/essentiality, dependencies, interfaces with other IT and NSS 
systems and primary databases supported. 

• Program Data. 

Provide the following program data in order to help the reviewer understand the level of 
detail to be expected in the ISP: 

o Program contact information (program manager, address, telephone, email address, 
and ISP point of contact). 

o Program acquisition category.  
o Identify the Milestone Decision Authority: Defense Acquisition Board, Defense 

Space Acquisition Board, Information Technology Acquisition Board, DoD 
Component Milestone Decision Authority, or other. 

o Milestone covered by the specific ISP. 
o Projected milestone date. 

ISP Chapter 2.  Analysis 
lysis of the qualitative and quantitative sufficiency

mu ications, Computers, Intelligence, Surv
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(e.g., r mplished in terms of the 
opera n

 

capabilities). 

ss: 

s 

cle (collection, exploitation, dissemination, 

o 

The fol  
accordance w k, during the Joint Capabilities Integration and 
Deve

d.   

 ha dware, software, processes, etc.) should be acco
tio al/functional capabilities that are being enabled. 

This analysis requires the following: 
• An understanding of the operational/functional capabilities and the metrics that define

whether they are being performed adequately. 
• An understanding of what enabling functional capabilities must be performed in order 

to achieve a higher-level capability (C4ISR functions will almost always be enabling 

• An understanding of which players (nodes) will direct or perform the missions 
associated with delivering the capabilities. 

• An understanding of DoD Information Policies. 
• The information-needs discovery proce

For most systems, the following steps provide an information-needs discovery proces
that can be used to analyze the system under development.  However, other approaches 
for discovering information needs that apply to the intelligence information needs 
discovery process are: 
o Using the stages of the intelligence cy

etc.). 
Life-cycle stages (Concept Refinement, Technology Development, System 
Development and Demonstration, etc.). 

lowing steps (and notes) are based on using the Integrated Architecture developed in
ith the DoD Architectural Framewor

lopment System process.  Click here for Global Information Grid (GIG) details. 

Step 1:  Identify the warfighting missions and/or business functions within the enterprise 
business domains that will be accomplished/enabled by the system being procure

Note: Joint Warfighting missions can be found in Joint Publication 3.0.  Click here for 
Operation, Series 3-0 publications. 

Note:  AIS programs should consult the DoD Comptroller’s Business Management 
Modernization Program enterprise integrated architectures for each domain.  Click here for 
BMM

information needed to enable operational/functional capabilities for each 
warf t . 

N t  and Control capability is the top-level driver of the function 
break w efine 
the fu ed.  The OV-4 will likely require several OV-5 (Activity Model) 
functional breakdowns to enable each 

most useful in managing the discovery of enabling/enabled 
capability re

P details. 

Step 2:  Identify 
igh ing mission identified in Step 1 by performing functional capability decomposition

e:  If a Commando
do n, then the OV-4 (Command Relationships) will be a necessary product to help d
nctional capabilities need

of the command elements identified.  

Note:  The architecture product 
lationships for each operational/functional capability is the OV-5 (Operational 

Activity Model).  The OV-5 can be used to show the subordinate capabilities that are necessary 
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to ac

r a weapon system that can be used to 
get th l expected in step 2 for a program/system. 

rom Littoral Area 

Figure 7.3.6.7.1.  Example Capability Breakdown 

Note:  The specific form of this information should capture key information from an OV-5 
(Operational Activity Model) and/or other information source (e.g., an outline or hierarchical 
graph).  The important point is that the capability relationships are understood and attributes are 
identified so that assessments can be made. 

Note:  Specific items to consider: 
• For satellite systems include: (e.g. Satellite control) 
• For communication systems include: (e.g. Net-management) 
• For business process systems include: (e.g. information contained in databases, other 

information sources) 

hieve a higher-level operational or functional capability.  Notice that the OV-5 focuses on 
“what” rather than “how.”  See Example Capability Breakdown, Figure 7.3.6.7.1. 

This example illustrates specific items to consider fo
e f avor of what is 

Step 2 Example:  Clear Mines f

A.  Clear mines from littoral area (Operational Capability) 

Note: Quality measures must be assigned in order to assess the acceptability of the 
 enabling capabilities/systems operational and

1. Plan the clearance effort (1st level enabling capability) 

d currents, etc) 

 b. Collaborate with off board nodes (2ndt level enabling capability) 

 Insert 3rdd and succeeding levels of enabling capability 

2.  Search for/locate the mines 
 Insert 2nd and succeeding levels of supporting capability 

3.  Disable/remove/destroy the mine 
 Insert 2nd and succeeding levels of supporting capability 

4.  Share the results of the clearance effort 
 Insert 2nd and succeeding levels of supporting capability 

5.  Receive logistic support. 
 Insert 2nd and succeeding levels of supporting capability 

 a. Obtain necessary intelligence information  (2nd level enabling capability) 

  1) Navigation Information (charts, tides an

  2) Enemy maritime mining capability    (3rd level capabilities) 

  3) Weather information 

  4) Enemy coastal defense capability 
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 For weapons systems include: (e.g. Collection Management Support, Threat or 
pport, targeting support, Intelligence Preparation of the Battlefield) 

r sensor systems include:  (e.g. Collection Management support, Threat or Signature 
t, Intelligence Preparation of the Battlefield, and Remote 

For nsi a mix of ove inclu ., Col agement 
upp eat or S ort pp llige e 

Battlefield 

•
signature su

• Fo
support, Targeting suppor
Operations) 

• 
s

platforms co
ort, Thr

sting of 
ignature supp

 the ab
, Targeting su

de: (e.g
ort, Inte

lection Man
nce Preparation of th
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tep 3:  Determine the operational users and notional suppliers of the information needed. 

tep 3.a:  Provide an OV-2 to identify the operational nodes and elements that drive the 
communications needed to enable the functional capabilities.  For large platforms/systems, this 
effort should identify the major operational nodes (information drivers) within the platform, as 
well as nodes that are external to the platform/system with which information will be shared.  
(See Figure 7.3.6.7.2.) 

Step 3a Example:  Clear Mines from Littoral Area 

 

Figure 7.3.6.7.2.  Example OV-2 Nodes For Mine Clearance 

Step 3.b:  Map these nodes (internal and external systems and people) and their activities to 
the functions identified in OV-5 

Step 4:  Establish the quality of the data needed to enable the functions identified in OV-5 
and performed by the operational nodes in OV-2 (Operational Node Connectivity) 

S

S

Search Platform (Major Node) 

 Activities 
 Information needed to support each activity 

Supporting person(s) operating sensors (Internal Node) 
  Activities 
  Information needed to support each activity 

Person directing search effort  (Internal and or External Node) 
  Activities 
  Information needed to support each activity 

Supporting person(s) involved in coordinating logistics (Internal and /or External Node)  
  Activities 
  Information needed to support each activity 

Supporting person(s) involved in personnel administration (Internal Node)    
  Activities 
  Information needed to support each activity 

Intelligence Sources (Major Node)  
 Activities 
 Information needed to support each activity 
Supporting person(s)/organizations involved in mine neutralization (Major Node) 
 Activities 
 Information needed to support each activity 

•    
•    
•    
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ote:  Establish performance measures and determine the level of satisfaction necessary to 
make the information useful.  (Examples: decimal precision for numerical data, NIIRS for 
imagery, annotated versus  d

ote: When radio and other information transport systems are identified as providing 
s/systems 

saction process(es) (for weapon systems) 
Latency of data due to speed of flight issues 

• C cy of data in databases to support opera

S

Factors influencing 
• Frequency of req
• he informatio
• Whether data is 
• Whether data tra
•
• The anticipate sp or 

Major Theater o

Note: Ultimately t ds and should provide 
an ass heth
actions can be taken to reduce dem

Step 7: Discuss the w

If data links are involved, identify them and also the message sets that will be implemented. 

If a web-based (Glob

N

 raw ata, etc) 

N
support, establish transmission quality parameters and then assess whether the program
intended to be used can meet these criteria. 

Note: A factor in determining quality is the user (person or sub-system) (i.e. specifically 
how does the user intend to use the information). 

Step 5:  Determine if timeliness criteria exist for the information. 

Note:  To help establish timeliness, use OV-6C (Operational Event Trace Diagram) to 
establish event sequence.  Considerations include: 

• Order of arrival of information to enable tran

urren tions 

tep 6:  Determine/Estimate the quantity of information of each type that is needed. 

quantity include: 
uest or transmittal. 

 Size of t n requested. (packet size, image size, file size etc.) 
individual items or a data stream that is provided for a period of time. 
nsmission is “bursty” or continuous over some period of time. 

ission is random or o Whether data transm ccurs at some predictable interval  
ectrum of employment (e.g. Military Operations Other than War 

f War) 

his analysis should help estimate the bandwidth nee
essment as to w er adequate bandwidth is available.  If bandwidth is limited, what 

and or use the bandwidth more efficiently? 

ay information will be accessed or discovered. 

al Information Grid (GIG) compliant) means of searching for and 
o be used, describe the approach. retrieving posted data is t

 must
ed 

tems.  For 

• Data stores  exist for your program. 
• The type of searching capability need

Note:  In many cases, this discussion will involve multiple levels of enabling sys
example, maybe the enabling system is a Global Command and Control System (GCCS) 
application.  GCCS rides on the SIPRNET.  So both levels of this support should be discussed. 

Step 8.  Assess the ability of supporting systems to supply the necessary information. 

Note:  Supporting systems include collection platforms, databases, real time reports, 
messages, networked data repositories, annotated imagery, etc. 
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orks to provide a means to find and retrieve the necessary 

W rity domains. 

 
entral Intelligence Directives (DCID): DCID 6/3, Protecting Sensitive 

me 1999 and DCID 6/9

• Assess the ability to collect, store, and tag (to enable discovery and retrieval) the 
information  

• Assess the ability of netw
data. 

• Assess the ability of the information transport systems to move the volume of data 
needed. 

• Assess synchronization in time (i.e., years relative to other system milestones) with 
supporting programs.  

• hether the information will cross secu

Note:  If systems will in any way tie into the intel Top Secret (TS)/ Sensitive 
Compartmented Information (SCI) network (JWICS) or utilize TS/SCI info, they will have to
comply with Director, C
Compart nted Information within Information Systems, June , Physical 
Security Standards for Sensitive Compartm

e 

he intelligence community may 
n needs. 

ented Information Facilities, 18 November 2002. 

Note:  The number of levels of analysis will depend on the detail required to identify the 
critical characteristics of the information needed to support the program. This should b
accomplished for all phases of the acquisition life cycle.   

Note:  It is anticipated that the other communities such as t
have to assist in the determination and analysis of these informatio

Note:  The format in Figure 7.3.6.7.3. is suggested for capturing the results of the 
supportability/synchronization assessment: 

 



Step 8 Example:  Summary of Synchronization Data 

 
Figure 7.3.6.7.1.  Sample Dependency and Information Needs Analysis Summary 
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Step 9:  Assess Radio Frequency (RF) Spectrum needs.  Click here for Spectrum details. 

Note: DoD Directive 4650.1 establishes spectrum management policy within the 
Department of Defense.  (DoD Instruction 4630.8 and CJCS Instruction 6212.01 require 
Spectrum Supportability (e.g., spectrum certification, reasonable assurance of the availability of 
opera

 support the Spectrum Supportability process

tional frequencies, and consideration of E3) to be addressed in the ISP.  The Services have 
additional spectrum management policies and procedures. 

To , the ISP should document the following: 
• pectrum including requirements for wide 

n unresolved spectrum supportability issue.  (To be 

 here as evidence of 

sess Net-Centricity.  

Note:  C icies and procedures that supplement 
DoD

Requirements for use of the electromagnetic s
bandwidths 

• Description of the intended operational Electromagnetic Environment  (Allows for 
realistic test and evaluation). 

• Impact of the loss of a planned spectrum-dependent command, control, or 
communication link as a result of a
identified in the issue section of the ISP) 

Note:  For platforms that employ Radio Frequency (RF) emitters developed by a separate 
acquisition program, spectrum documentation for those emitters may be cited
compliance with Spectrum Supportability regulations. 

Step 10.  As

onsider individual Services net-centric pol
 Net-centric policy.   

Note:  This is an emerging requirement in the analysis required for ISPs.  When Net-Centric 
Enterprise Services (NCES)/Core Enterprise Services (CES) is available, programs will be 
expe g 

e 
cted to conduct this as a detailed analysis.  Programs should be aware of this developin

requirement, as it will become an essential part of determining net-centricity and complianc
with the Global Information Grid (GIG). 

Step 10a:  Using the information provided as a result of Step 7, the program manager 
should evaluate the program against measurement criteria from the most recent version of the 
NCOW R ference Model, OV-5.  The program manager should identify differences with the 
reference m

 
etwork service specifications.  Identify the issues associated between the CES service 

speci

 

e
odel as potential issues. 

Step 10b:  Provide an analysis of compliance with the emerging Net-Centric Enterprise 
Services (NCES)/Core Enterprise Services (CES). 

As the GIG ES develops, its specifications should be cross-walked with the ISP system’s
planned n

fications and those of the system that is the subject of the ISP.  Compliance would mean 
that the system would connect seamlessly with the defined DoD-level enterprise services.   

Step 10c:  Assess use of the following: 
• Software Compliant Radios (Joint Tactical Radio System).  Click here for Software

Compliant Architecture (SCA) model and policy. 
• te )In rnet Protocol Version 6.0 (IPv6 .   
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• DoD Net-Centric Data Management Strategy.. 
• Global Information Grid (GIG) Bandwidth Expansion relationships.   
• Net-centric Enterprise Service (NCES) linkages.   

The Net Centric Operations and Warfare Reference Model (NCOW-RM) provides a t
level view of the functions.   

op-

Step 10c Example:  NCOW-RM, OV-5 (See section 7.2.6 for NCOW-RM explanation and 
details). 

Step 11:  Discuss the program’s inconsistencies with the DoD Global Information Grid 
(GIG) Architectures and the program’s strategy for getting into alignment.   

Iden fy  GIG Architectures does not support 
infor

ti  areas where the latest version of the DoD
mation needs.  Click here for GIG details. 

Step 12:  Assess the program’s planned implementation of Information Assurance (IA).  
• Reference the Program Protection Plan in this section. 
• Does the program require an Acquisition IA Strategy document?  (See section 7.5.5.) 

o If an Acquisition IA Strategy is required, has it been approved by the Component 
CIO and reviewed by the DoD CIO? 

o If an Acquisition IA Strategy is not required, has an approach towards IA been 
ith DoD Directive 8500.1 and DoD 

rdance with 

Step 13:  Identify information support needs to enable development, testing, and training. 

For s mation support needs critical to testing (Example: Joint 
Distribut  E JDEP).  Do not duplicate Test and Evaluation Master Plan 

formulated to ensure appropriate compliance w
Instruction 8500.2?  Is the system being certified and accredited in acco
DoD Instruction 5200.40, DoD Information Technology Security Certification and 
Accreditation Process (DITSCAP)? 

For development phase: Weapon systems include information about potential targets that 
are necessary to support system development.  (Example: target signature data) 

 te ting:  Include infor
ed ngineering Plant (

(TEMP) information except as needed to clarify the analysis.    In addition, for information on 
software safety testing, please refer to sections 4.4.11. and 9.3.1. 

For training: Include trainers and simulators that are not a part of the program being 
deve

tely that your program intends to use for 
tra

• t d to meet the training needs of your program. 

loped.  Include: 
• Training facilities that are funded separa

ining support. 
Ne work support that will be neede

ISP Chapter 3.  Issues. 

Present issues as defined in DoD Instruction 4630.8  in a table such as Table 7.3.6.7.1, o
an outline containing the same data. 

r in 

Group Operational Issues under the mission impacted, then under the impacted functional 
capability (for that mission).  
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Wh  i  mission, subsequent missions should be marked with 
the p

So rol (C2), Focused Logistics, 
attlespace Awareness, Space, etc.) 

 critical shortfalls and "S-#" for substantive issue.  Click 
here 

en ssues involve more than one
revious issue number and those fields that remain the same should be marked as such. 

Include the following column (or outline) headings: 
• Issue Number 
• Supporting System 
• Issue 
• Issue Description 
• urce Integrated Architectures (e.g., Command and Cont

Force Protection, Force Application, B
• Issue Impact 
• Mitigation Strategy or Resolution Path).   

Number each issue as "C-#" for
for DoD Global Information Grid Architectures details. 

Issues shall include resolution paths (according to DoD Instruction 4630.8, paragraph 
E4.4.4) with projected dates to be corrected.  If resolution details are not known, a discussion on 
the appro hac  (including anticipated responsible parties) should be provided. 



 300

 
Operational Issues 
Mission  
Functional Capabilities impacted 
Issue 
number 

Supporting 
system 

Source 
Architecture 

Issue 
Description 

Issue 
Impact 

Mitigation 
Strategy/Resolution 
Path (and Time- 
Frame) 

      
      
Development Issues 
      
      
Testing Issues 
      
      
Training Issues 
      
      

Tabl .

ISP Ap
Append

Architecture
Directives, I
Capabilities 
necessary. 

App

Append
agreements m ose programs 
necessary for information support.  For example, if System A is relying on information from 
System B, then this interface dependency must be documented.  At a minimum, this dependency 
should be identified in the ISPs for both System A (the information recipient) and System B (the 
information provider). 

Appendix D.  Acronym List:  Provide an Integrated Dictionary (AV-2). 

Other Appendices.  Provide supporting information, as required, not included in the body of 
the ISP or relevant Joint Capabilities Integration and Development System documents.  
Additional, or more detailed information, used to satisfy DoD Component-specific requirements, 
should be included as an appendix, and not incorporated in the body of the subject ISP.  

e 7 3.6.7.1.  Sample Issue Table Format 

pendices 
ix A.  References.  Include all references used in developing the ISP.  Include 
s; other relevant program documentation; relevant DoD, Joint Staff and Service 
nstructions and Memos; ISPs or ISPs from other programs, any applicable Joint 
Integration and Development System documentation and others as deemed 

endix B.  Systems Data Exchange Matrix (SV-6).  

ix C.  Interface Control Agreements:  Identify documentation that indicates 
ade (and those required) between the subject program and th
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Additional architecture views used in the ISP analysis will be provided in a separate appendix 
and referenced in the main body of the ISP. 
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7.4.1.
The

 

7.4 NET-CENTRIC DATA STRATEGY 

 Implementing the DoD Net-Centric Data Strategy 
 DoD Net-Centric Data Strategy (May 2003) outlines the vision for managing data in a
ic environment.  Net-centricity compels a shift to a “many-to-many” exchange of data, 
 many users and applications to

 
net-centr
enabling  leverage the same data—extending beyond the previous 
focus
objective  
needed— net-
centric d

 

 on standardized, predefined, point-to-point interfaces.  Hence, the net-centric data 
s are to ensure that all data are visible, available, and usable—when needed and where
to accelerate decision cycles.  Specifically, the data strategy describes 7 major 

ata goals as presented in Table 7.4.1. below: 

Goal Description 
Goals to increase Enterprise and community data over private user and system data 

Visible Users and applications can discover the existence of data assets through 
catalogs, registries, and other search services.  All data assets (intelligence, 
nonintelligence, raw, and processed) are advertised or “made visible” by providing 
metadata, which describes the asset. 

Ac d space.”  Posting data implies 

 
y 

cessible Users and applications post data to a “share
that (1) descriptive information about the asset (metadata) has been provided to a 
catalog that is visible to the Enterprise and (2) the data is stored such that users and
applications in the Enterprise can access it.  Data assets are made available to an
user or application except when limited by policy, regulation, or security. 

Institutio actices.  
 throughout the 

nalize Data approaches are incorporated into Department processes and pr
The benefits of Enterprise and community data are recognized
Department.  

Goals to increase use of Enterprise and community data 
Understandable Users and applications can comprehend the data, both structurally and semantically, 

and readily determine how the data may be used for their specific needs.  

Trusted ns can determine and assess the authority of the source 
ta asset is 

Users and applicatio
because the pedigree, security level, and access control level of each da
known and available.   

Int perable Maero ny-to-many exchanges of data occur between systems, through interfaces 
to that are sometimes predefined or sometimes unanticipated. Metadata is available 

allow mediation or translation of data between interfaces, as needed.   
Re

User Nee
ted sponsive to 

ds 
Perspectives of users, whether data consumers or data producers, are incorpora
into data approaches via continual feedback to ensure satisfaction.   

Ta le 7.4.1.  Net-Centric Data Strategy Goals 

 Strategic Planning Guidance FY2006-FY2011 (March 2004) informs DoD 
ents that, “all efforts to improve information-sharing capabilities will comply with the
tric Data Strategy, the GIG Arc

b

The
Compon  
Net-Cen hitecture, and the Net-Centric Operations and Warfare 
Refe cren e Model.”  Activities required to enable the Net-Centric Data Strategy have been 

po ated into the Net-Centric Operations and Warfare Reference Model.  These activities 
guide architects and program managers in i

incor r
serve to mplementing the activities and sub-activities 

http://www.dtic.mil/whs/directives/corres/pdf/i85002_020603/i85002p.pdf
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that w l 
guidance
activities

7.4.2. 
parated into four key areas:  Data Planning, Manage Data 

 Data Assets and Govern Data Activities.  These activities can 
be co u vities 
will f

7.4.2.1. 
i s, 

guidance, and policy.   

7.4.2.2. 
Thi ment of 

compone Area.  In these activities, 
softw e
Addition
support d

7.4.2.3. 
ctivities that ensure that data assets can be discovered and 

 cludes providing semantic and/or structural 
metadata and ensuring that data assets are visible by enterprise search capabilities and that the 
data asse   methods employed on the GIG (such as 
through web-based technologies). 

7.4.2.4. Activity Area 4, “Govern Data Activities” 
This activity area describes activities that track compliance to policy and guidance and 

participation in oversight processes.  Additionally, this activity area includes advocating the data 
strategy to stakeholders.   

7.4.3. Integration into the Acquisition Life-Cycle 

7.4.3.1. Before Milestone A—Data Planning Activities 

• Define Net-Centric Data Sharing Plan:  

The activity relates to the development of a comprehensive net-centric plan to share data 
assets within your program/ organization and to the Enterprise.  This includes metadata catalog 
plans, registry plans, interoperability plans, etc.  In essence, this Net-Centric Data Sharing Plan 
should be the program's/organization's plan to accomplish the goals of the DoD Net-Centric Data 
Strategy.  This is a key product and will drive most data activities and architectures. 

Responsibilities: Sponsor/Domain Owners should develop these plans at a broad, strategic 
level to ensure that architectures for programs and sob-organizations associated with the Domain 
include net-centric data components.  Depending on the scale of the Program or system, 

il establish a net-centric data foundation for their program.  Detailed implementation 
 in the form of Implementation Manuals and Handbooks are under development.  The 
 are summarized below 

Data Strategy Activities  

Data Strategy activities are se
Infrastructure, Provide Enterprise

nd cted across the span of milestones; however, the general groupings of these acti
or the most part dictate the phase in which they are conducted. 

Activity Area 1, “Data Planning” 

Th s activity area describes activities that result in data plans, standards, specification

Activity Area 2, “Manage Data Infrastructure” 
s activity area describes activities that pertain to the establishment and manage
nts that were planned for in the Data Planning Activity 

ar /hardware solutions are identified, established, and operated and maintained.  
ally, the infrastructure activities include the development of metadata products that 
ata sharing within a program, system, or enterprise.    

Activity Area 3,” Provide Enterprise Data Assets” 

This activity area describes a
accessed  the net-centric environin ment.  This in

t is physically accessible through common
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Program Managers should develop a more detailed data sharing plan that outlines how their 
information architecture(s) make their data and processes discoverable, accessible, and 
understandable to both known and unanticipated users.  These Program data sharing plans should 
ensure that they align with and make use of enterprise net-centric data sharing capabilities such 
as those envisioned/planned under the Net-Centric Enterprise Services and Business 
Modernization Management  Programs. 

• Define Data Guidance: 

Evaluate information from sources such as compliance reports, incentive plan reports, 
policy, and user needs to create net-centric data guidance documents.  Data guidance is the 
policy, specifications, standards, etc, used to drive data activities within the 
program/organization.  It differs from a net-centric data plan in that the plan is more strategic in 
nature.  Data guidance may be a subset of an overall net-centric data sharing plan. 

Responsibilities: Sponsor/Domain Owners should develop appropriate issuance and 
standards to ensure that incentives, metrics, and direction are in place to drive the transition to 
net-centricity.  Sponsor/Domain Owners should establish policy and governance to ensure that 
the Domain’s Programs and sub-organizations have a voice in the development of standards, 
specifications, and processes (e.g. empowering a Program to insert its metadata requirements 
into an overall Domain metadata model). 

• Define Net-Centric Data Architectures: 

Build upon existing and revised architectures and plans to describe the architecture to 
support data sharing objectives. The architecture should depict components that emphasize the 
use of discovery, services-based approach to systems engineering, use of metadata to support 
mediated information exchange, web-based access to data assets, etc. 

Responsibilities: Both Sponsor/Domain Owners and Program Managers should include 
net-centric concepts, activities, and processes into their architectures.  Sponsor/Domain Owners 
should ensure that their Domain-level architectures are developed in a manner that is appropriate 
for governing under a capabilities-based portfolio management process.  Program Managers 
should ensure that net-centric components are integrated into their program architecture 
products.  

7.4.3.2. Before Milestone B—Data Planning 

• Identify Data Assets: 

Determine what data assets (documents, images, metadata, services, etc) are produced or 
controlled within a program or organization.  This is primarily an inventory of data assets, which 
should include both structured and unstructured data sources. 

Responsibilities: Sponsor/Domain Owners should identify major data assets created or 
managed within their Domain.  This asset listing will assist in the development of visibility, 
accessibility, and understandability strategic plans (i.e. based on the composition of the major 
data assets within the Domain, the planning products can reflect the most appropriate approach 
in supporting net-centric data strategy goals).  Likewise, Program Managers should inventory 
the data assets created or managed by the program and use this asset listing to plan their strategy 
and implementation approach for making these assets net-centric. 
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• Prioritize Data Assets: 
Assess the data asset inventory to identify key data products that are of greatest value to 

known users and are likely to be of value to unanticipated users.  This list should be used to 
determine data assets a program/organization should make initial efforts at exposing as enterprise 
data assets. 

Responsibilities: Both Sponsor/Domain Owners and Program Managers should analyze 
and prioritize which data assets are most valuable, initially, to be exposed as enterprise data 
assets. 

• Define Communities of Interest (COIs): 
Identify appropriate groups of people who should come together to support common 

mission objectives.  COIs are an appropriate construct for defining information exchange formats 
and metadata definitions as well as vocabularies used to communicate within the COI.  This 
activity does not include the 'establishment' of actual COIs.  This is simply the process of 
identifying COIs that exist or should exist. 

Responsibilities: Sponsor/Domain Owners should define major COIs that could benefit 
missions within the Domain (and across Domains).  Program Managers should identify other 
COIs that serve the goals of the program and its associated functional areas. 

7.4.3.3. Before Milestone C—Manage Data Infrastructure [Determine Infrastructure 
Requirements] 

• Manage Discovery Metadata Catalog(s):  
Identifying/establishing and maintaining searchable catalogs used to locate data assets 

within the program, organization, or enterprise.  Metadata stored within these catalogs facilitates 
discovery and includes descriptive information about each shared data asset. 

Responsibilities: Sponsor/Domain Owners should establish Domain-level metadata 
catalogs that allow for the search of data assets across the Domain.  Distributed, federated 
approaches should be used in developing this capability.  Program Managers should ensure that 
their data is tagged and posted to metadata catalogs that are tied into the Domain metadata 
catalog. 

• Manage Metadata Registry(s):  
Identifying and/or establishing metadata registries that can be used to maintain, manage, 

and/or search for metadata artifacts such as schema and data definitions.  Metadata stored in 
metadata registries are typically for developers, business analysts, and architects.  Metadata 
registries are a type of metadata catalog specifically designed to support developers/business 
analysts. 

Responsibilities: Sponsor/Domain Owners should ensure that metadata products within 
their Domain (including associated programs and sub-organizations) are registered into the DoD 
Metadata Registry.  Domain COIs are likely to be structured around the functional areas for 
which metadata is registered.  Program Managers should ensure that program metadata is 
registered in the DoD Metadata Registry and is maintained.  

• Manage Service Directory(s): 
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Identifying and/or establishing service directory(s) that can be used to maintain, manage, 
and/or search for callable, reusable services from which net-centric capabilities are built.  
Metadata stored in service directories gives information as to the services available, how to call 
them, and possibly, expected service levels.  Service directories include UDDI Directories used 
to maintain Web Services information.  This is a key component of establishing a service 
oriented architecture that supports net-centric data tenets. 

Responsibilities: Sponsor/Domain Owners should ensure that services created or managed 
within their Domain (including associated programs and sub-organizations) are registered into 
the DoD Services Registry (TBD as f t increment of NCES Discovery).  Program Managers 
should ensure that program services are registered in the DoD Services Registry. 

• Manage Interoperability Components: 
Development of metadata artifacts used to enable the interchange of data and information 

including document vocabularies, ies, common data models, schema, formats, mediation 
components, and interface specifications. 

Responsibilities: Sponsor/Domain Owners should establish Domain-level metadata 
models to facilitate the loosely-coupled exchange of information between systems.  Program 
Managers should develop metadata models (e.g. data structures, schema, etc) pertinent to their 
program.  This includes tagging models, service schema, and mapping models to the Domain 
metadata model. 

• Develop/Acquire Data Access Mechanism(s): 
Post data assets to an information sharing application (e.g., end-user web site, a file system, 

a document repository) or through the use of web services to provide system-to-system access, 
etc. 

Responsibilities: Sponsor/Domain Owners should establish shared space, as necessary, to 
support Program’s within its scope.  Program Managers should ensure that web-enabled 
services provide access to valuable systems data and processes. 

• Manage COI(s): 
This activity encompasses establishing COI(s), registering COI(s) in the Enterprise COI 

Directory and COI participation.  The outcomes of this activity will ensure that COI(s) can be 
located and managed throughout the enterprise. 

Responsibilities: Both Sponsor/Domain Owners and  Program Managers should 
establish, register, and maintain identified COIs. 

7.4.3.4. Before Full Rate Production Decision Review—Provide Enterprise Data Assets  

• Provide Discovery Metadata: 
Associate or generate discovery metadata for data assets.  This activity is the 'tagging' of 

data assets to provide value-added information about data assets that can be used to support 
discovery, accessibility, IA, and understandability. 

Responsibilities: Program Managers should ensure that discovery metadata is provided 
for all data assets created/managed by the Program.  

irs

 taxonom
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• Post Discovery Metadata: 
Providing, or posting, discovery metadata to catalogs, registries, etc, that can be searched.  

It is through 'posting metadata' that metadata catalogs are populated.  This activity allows data 
assets to be discovered (but does not guarantee access to the data asset). 

Responsibilities: Program Managers should ensure that discovery metadata associated 
with each data asset is posted to searchable metadata catalogs (established by the Domain and by 
Programs). 

7.4.3.5. Cross Milestone Activities--Govern Data Activities 

• Participate in GIG Governance: 
Participate in governance activities that enable net-centric data asset sharing.  This includes 

participation in GIG Enterprise Service efforts, net-centric architectural compliance, IT Portfolio 
Management for net-centricity, etc. 

Responsibilities: Sponsor/Domain Owners should participate in GIG governance 
activities to ensure the proper processes are followed and executed within their Domain to enable 
the net-centric Domain environment. 

• Enforce Data Guidance: 
Participate in enforcement/compliance activities that assess net-centric architectures against 

Net-Centric Data Guidance that was developed in the Data Planning process. 

Responsibilities: Both Sponsor/Domain Owners and Program Managers should enforce 
established data guidance (including conformance to standards and adherence to DoD/Domain 
issuances). 

• Advocate Data Strategy(s): 
This activity involves vetting, publicizing, and institutionalizing the Net-Centric Data 

Sharing plans and guidance developed in the Data Planning process. 

Responsibilities: Both Sponsor/Domain Owners and Program Managers should 
advocate the DoD Net-Centric Data Strategy and Domain-established data guidance.  

7.4.4. Supporting Language for IT System Procurements 
To ensure support of the goals of DoD Net-Centric Data Strategy, the program manager, 

through his or her contracting specialists, should include the following sections, as appropriate, 
in Request for Proposal/Request for Quotation language for the procurement of IT systems. 

• The contractor shall ensure that any IT systems covered in this procurement or 
identified in this RFP/RFQ support the goals of the DoD Net-Centric Data Strategy 
dated May 9, 2003.   

• Also, the contractor must ensure that any IT systems covered in this procurement or 
identified in this RFP/RFQ meet the requirements detailed below.  Additionally, it is 
acceptable for vendors and/or integrators to provide functionality (via wrappers, 
interfaces, extensions) that tailor the COTS system to enable these requirements below 
(i.e. the COTS system need not be modified internally if the vendor/integrator enables 
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the requirements through external or additional mechanisms.  In this case, these 
mechanisms must be acquired along with the COTS system procurement). 
o Access to Data: The contractor shall ensure that all data managed by the IT system 

can be made accessible to the widest possible audience of Global Information Grid 
(GIG) users via open, web-based standards.  Additionally, the system’s data should 
be accessible to GIG users without 1) the need for proprietary client-side 
software/hardware, or 2) the need for licensed user-access (e.g. non-licensed users 
should be able to access the system’s data independent to the licensing model of the 
COTS system).  This includes all data that is used to perform mission-related 
analysis and processing including structured and unstructured sources of data such 
as databases, reports, and documents.  It is not required that internal, maintenance 
data structures be accessible.   

o Metadata: The contractor shall ensure that all significant business data made 
accessible by the IT system is tagged with descriptive metadata to support the net-
centric goal of data visibility.  Accordingly, the system data shall be tagged to 
comply, at a minimum, with the DoD Discovery Metadata Specification (DDMS).  
This specification is available at: ________.  The system should provide DDMS-
compliant metadata at an appropriate level based on the type of data being tagged.  
It is not required that individual records within databases be tagged; rather it is 
expected that the database itself or some segment of it is tagged appropriately.  
Additionally, the contractor shall ensure that all structural and vocabulary metadata 
(metamodels, data dictionaries) associated with the exposed system data be made 
available in order to enable understanding of data formats and definitions.  This 
includes proprietary metadata if it is required to effectively use the system data. 

o Enterprise Services/Capabilities: The contractor shall ensure that key business 
logic processing and other functional capabilities contained within the IT system are 
exposed using web-based open standards (e.g. APIs provide for Web Services-
based access to system processes and data).  The level of business logic exposure 
shall be sufficient to enable reuse/extension within other applications and/or to 
build new capabilities.  The contractor shall provide an assessment of how any 
licensing restrictions affect or does not affect meeting the goals of re-use and 
exposure as GIG-wide enterprise services. 

o Optional Components/Modules: The contractor shall ensure that all standard and/or 
optional components of the IT system are identified and procured in a manner that 
ensures the requirements outlined in this document are met. 
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7.5 INFORMATION ASSURANCE (IA) 
 

7.5.1. Information Assurance (IA) Overview 
Most programs delivering capability to the warfighter or business domains will use 

information technology to enable or deliver that capability.  For those programs, developing a 
comprehensive and effective approach to IA is a fundamental requirement and will be key in 
successfully achieving program objectives.  DoD defines IA as “measures that protect and 
defend information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.  This includes providing for the restoration 
of information systems by incorporating protection, detection, and reaction capabilities.”  DoD 
policy and implementing instructions on information assurance are in the 8500 series of DoD 
publications.  Program Managers and functional proponents for programs should be familiar with 
statutory and regulatory requirements governing information assurance, and understand the 
major tasks involved in developing an IA organization, defining IA requirements, incorporating 
IA in the program’s architecture, developing an acquisition IA strategy (when required), 
conducting appropriate IA testing, and achieving IA certification and accreditation for the 
program.  The information in the following sections will explain these tasks, the policy from 
which they are derived, their relationship to the acquisition framework, and the details one 
should consider in working towards effective IA defenses-in-depth in a net-centric environment. 

7.5.2. Mandatory Policies 
• DoD Directive 5000.1, Enclosure 1, Paragraph E1.9, Information Assurance, states: 

Acquisition managers shall address information assurance requirements for 
all weapon systems; Command, Control, Communications, Computers, 
Intelligence, Surveillance, and Reconnaissance systems; and information 
technology programs that depend on external information sources or provide 
information to other DoD systems.  DoD policy for information assurance of 
information technology, including NSS, appears in DoD Directive 8500.1, 
reference (j). 

• DoD Instruction 5000.2, Enclosure 4, Paragraph E.4.2, IT System Procedures states:  
“The program has an information assurance strategy that is consistent with DoD 
policies, standards and architectures, to include relevant standards.”  

The DoD CIO must certify (for MAIS programs) and confirm (for MDAPs) 
that the program is being developed in accordance with the CCA before 
Milestone approval.  One of the key elements of this certification or 
confirmation is the DoD CIO’s determination that the program has an 
information assurance strategy that is consistent with DoD policies, 
standards and architectures, to include relevant standards.  (See Table 
E4.T1.  See section 7.8  of this Guidebook for a discussion of CCA 
compliance.)  
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• DoD Directive 8500.1, "Information Assurance (IA)":  This directive establishes policy 
and assigns responsibilities under  10 U.S.C. 2224 to achieve Department of Defense 
(DoD) information assurance (IA) through a defense-in-depth approach that integrates 
the capabilities of personnel, operations, and technology, and supports the evolution to 
network centric warfare.  

• DoD Instruction 8500.2, "Information Assurance (IA) Implementation":  This 
instruction implements policy, assigns responsibilities, and prescribes procedures for 
applying integrated, layered protection of the DoD information systems and networks 
under DoD Directive 8500.1. 

• DoD Instruction 8580.1, “Information Assurance (IA) in the Defense Acquisition 
System”:  This instruction implements policy, assigns responsibilities, and prescribes 
procedures necessary to integrate information assurance (IA) into the Defense 
Acquisition System; describes required and recommended levels of IA activities relative 
to the acquisition of systems and services; describes the essential elements of an 
Acquisition IA Strategy, its applicability, and prescribes an Acquisition IA Strategy 
submission and review process. 

• DoD Instruction 5200.40, “DoD Information Technology Security Certification And 
Accreditation Process (DITSCAP)”:  This instruction implements policy, assigns 
responsibilities and prescribes procedures under DoD Directive 8500.1 for Certification 
and Accreditation (C&A) of information technology (IT), including automated 
information systems, networks, and sites in the DoD. 
o According to DoD Directive 8500.1, all acquisitions of Automated Information 

Systems (AISs) (to include Automated Information System applications, 
outsourced IT-based processes, and platforms or weapon systems with 
connections to the Global Information Grid (GIG) must be certified and 
accredited according to DoD Instruction 5200.40, DITSCAP. 

o See other applicable Certification & Accreditation processes (such as Director of 
Central Intelligence Directive (DCID) 6/3 “Protecting Sensitive Compartmented 
Information Within Information Systems” for systems processing Sensitive 
Compartmented Information). 

7.5.3. Information Assurance (IA) Integration into the Acquisition Life Cycle 

7.5.3.1. Before Milestone A 
• Examine program and system characteristics to determine whether compliance with 

DoD Directive 8500.1 is recommended or required, and whether an acquisition IA 
strategy is required (Click here to find guidelines on making this determination: IA 
compliance requirements.)  

• Establish an IA organization.  Appoint a trained IA professional in writing as the IA 
Manager.  This and other IA support may be organic to the program office, matrixed 
from other supporting organizations (e.g. Program Executive Office), or acquired 
through a support contractor. 

• Begin to identify system IA requirements.  Click here for Baseline IA Controls and IA 
Requirements Beyond Baseline Controls. 
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• Develop an acquisition IA strategy, if required.  Click here for IA Compliance Decision 
Tree or click here for an Acquisition IA Strategy Template.  Acquisition IA strategies 
developed in preparation for Milestone A will be more general, and contain a lesser 
level of detail than acquisition IA strategies submitted to support subsequent Milestone 
decisions.  Click here to see the detailed Acquisition IA Strategy guidelines.  

7.5.3.2. Before Milestone B 
• If program is initiated post-Milestone A, complete all actions for Milestone A. 
• Ensure IA considerations are incorporated in the program’s Acquisition Strategy.  Click 

here for example language for Acquisition Strategy IA Considerations. 
• Update and submit the acquisition IA strategy.  Click here for an Acquisition IA 

Strategy Template.  
• Secure resources for IA.  Include IA in program budget to cover the cost of developing, 

procuring, testing, certifying and accrediting, and maintaining the posture of system IA 
solutions.  Ensure appropriate types of funds are allocated (e.g. Operations & 
Maintenance for maintaining IA posture in out years). 

• Initiate DoD Information Technology Security Certification and Accreditation Process 
(DITSCAP).  Click here for DoD Instruction 5200.40 or other applicable Certification 
& Accreditation process (such as Director of Central Intelligence Directive (DCID) 6/3 
“Protecting Sensitive Compartmented Information Within Information Systems” for 
systems processing Sensitive Compartmented Information).  

7.5.3.3. Before Milestone C  
• Incorporate IA solutions through: 

o Systems Security Engineering efforts 
o Procurement of IA/IA enabled products.  DoD Instruction 5000.2, Section E4.2.7, 

states that: "When the use of commercial IT is considered viable, maximum 
leverage of and coordination with the DoD Enterprise Software Initiative shall be 
made."  The Enterprise Software Initiative (ESI) includes commercial IA tools and 
should be utilized as the preferred source for the procurement of IA tools.  The ESI 
Home Page  lists covered products and procedures, and also shows DFARS 
(SUBPART 208.74) and Defense Acquisition System (DoD Instruction 5000.2, 
E4.2.7) requirements for compliance with the DoD ESI. 

o Implementation of security policies, plans, and procedures 
o Conducting IA Training  

• Test and evaluate IA solutions.  Click here for IA Testing details. 
o Developmental Test 
o Security Test & Evaluation, Certification and Accreditation activities 
o Operational Test  

• Accredit the system under the DITSCAP or other applicable Certification and 
Accreditation process.  For systems using the DITSCAP, DITSCAP Phase III should be 
completed, and an Approval to Operate should be issued by the Designated Approval 
Authority.  Click here for DoD Instruction 5200.40 discussion of the Approval to 
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Operate and Designated Approval Authority or other applicable Certification & 
Accreditation process elements (such as (DCID) 6/3 “Protecting Sensitive 
Compartmented Information Within Information Systems” for systems processing 
Sensitive Compartmented Information).  

7.5.3.4. After Milestone C or before the Full Rate Production Decision Review (or 
equivalent for MAIS Programs) 

• Maintain the system’s security posture throughout its life cycle.  This includes periodic 
re-accreditation. 

• Assess IA during IOT&E on the mature system. 

7.5.4. Estimated Information Assurance (IA) Activity Durations and Preparation Lead 
Times 

Figure 7.5.4.1. shows the relationship between the acquisition framework and typical 
timeframes for accomplishing key IA activities. 

Figure 7.5.4.1.  Typical Timeframes for Accomplishing Key IA Activities 

Based on experience with a number of acquisition programs (both Major Automated 
Information Systems and Major Defense Acquisition Programs), an IA strategy for a pre-
Milestone B program can be developed, staffed and coordinated, approved by the DoD 
Component Chief Information Officer and reviewed by the DoD Chief Information Officer in a 
period of 4-6 months.  Typically 3-4 months of this effort is dedicated to defining the system IA 
architecture, which is a function of the overall system architecture. 

For a pre-Milestone C program, a typical IA strategy can be completed, approved, and 
reviewed in 6 weeks to 3 months, because the system architecture will be more mature.  
However, there is an increased possibility that development of the strategy at this late date may 
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uncover IA shortfalls because the strategy is being developed after IA-impacting decisions have 
been made.  Click here for acquisition IA Strategy details. 

7.5.5. Integrating Information Assurance (IA) into the Acquisition Process 
The IA Compliance Decision Tree, Figure 7.5.5.1., is designed to help program managers 

determine the degree to which the 8500 series applies to any acquisition and whether an 
Acquisition IA Strategy is required.  A tabular depiction of the same information appears in 
Table 7.5.5.1., IA Compliance by Acquisition Program Type. 

Because requirements for IA vary greatly across acquisition programs, program managers 
should examine acquisition programs carefully to identify applicable IA requirements.  The 
following guidelines derived from DoD Directive 8500.1 apply: 

1) Programs that do not involve the use of Information Technology (IT) in any form have 
no IA requirements.  However, program managers should examine programs carefully, since 
many programs have IT, such as automatic test equipment, embedded in the product or its 
supporting equipment. 

2) Programs that include IT always have IA requirements, but these IA requirements may 
be satisfied through the normal system design and test regimen, and may not be required to 
comply with DoD Directive 8500.1.  Acquisitions that include Platform IT with no network 
interconnection to the Global Information Grid fit into this category.  However, such programs 
require an IA Strategy if they are designated Mission Critical or Mission Essential. 

3) Acquisitions of Platforms with network interconnections to the Global Information Grid 
must comply with the IA requirements of DoD Directive 8500.1 and DoD Instruction 8500.2. 

4) Acquisitions of Automated Information System applications or outsourced IT processes 
also must comply with DoD Directive 8500.1 and DoD Instruction 8500.2. 

5) Programs that include IT, and that are designated Mission Critical or Mission Essential, 
require an IA Strategy without regard to the applicability of DoD Directive 8500.1.  The DoD 
Component Chief Information Officer is responsible for approving the IA Strategy.  Subsequent 
to the DoD Component Chief Information Officer approval, in accordance with DoD Instruction 
5000.2, the DoD Chief Information Officer must review the IA Strategy. 



 
Figure 7.5.5.1.  IA Compliance Decision Tree 
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Notes
*   See Paragraph 7.5.12 for definititons
** 1.  Acquisitions of systems with IT involving internal networks must comply with the IA requirments of the 

8500 series for the internal networks, even if no external interconnections the GIG are present.
2.  Compliance with applicable guidance in the 8500 series is recommended for all other systems with 

embedded IT assets even if no internal networks are employed.
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Table 7.5.5.1.  IA Compliance by Acquisition Program Type 

7.5.6. Program Manager Responsibilities 

7.5.6.1. Platform Information Technology (IT) Systems 
Program managers for acquisitions of platforms with internal IT, including platforms such 

ultim  
Platf l Information Grid (GIG), in accordance with 
DoD Instruction 8500.2

 

Acquisition Programs for: Acquisition IA 
Strategy 

Compliance with 
8500 series 

No IT Not Required Not Required 
Non-MC/ME AIS Not Required* Required 
Non-MC/ME MAIS Not Required* Required 
MC/ME AIS Required Required 
MC/ME MAIS Required Required 
Outsourced IT-based Processes Not Required* Required 
Outsourced IT-based Processes that are MC/ME Required Required 
Platform IT products/weapons systems that are, or have:  
MC/ME Network Interconnections to the GIG    

No No Not Required* Recommended** 
No Yes Not Required* Required 
Yes No Required Recommended** 
Yes Yes Required Required 

Legend:    AIS = Automated Information System    
                  GIG = Global Information Grid 
                  IT = Information Technology                            
                  MAIS = Major Automated Information System      
                  MC/ME = Mission Critical/Mission Essential 
                 PM = Program/Project Manager 
   
*   Although not required by DoD, the Component may require an Acquisition IA Strategy. 
** PMs would be prudent to comply with all DoDI 8500.2 IA controls appropriate to the system 

as weapons systems, sensors, medical technologies, or utility distribution systems, remain 
ately responsible for the platform’s overall Information Assurance (IA) protection.  If the
orm IT has an interconnection to the Globa

, the program manager must identify all assurance measures needed to 
tform 

from
How s 
(such
inter
shou
acqu  responsibility 

ensure both the protection of the interconnecting GIG enclave, and the protection of the pla
 connection risks, such as unauthorized access, that may be introduced from the enclave.  
ever, connecting enclaves have the primary responsibility for extending needed IA service
 as Identification, Authentication, and Non-repudiation) to ensure an assured 

connection for both the enclave and the interconnecting platform.  These IA requirements 
ld be addressed as early in the acquisition process as possible.  Program managers for 
isitions of Platforms with IT that does not interconnect with the GIG retain the
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to incorporate all IA protective measures necessary to support the platform’s combat or support 

cont on-
GIG
guid
platf
GIG  services to any 

DoD

mission functions.  The definition of the GIG recognizes “non-GIG IT that is stand-alone, self-
ained or embedded IT that is not or will not be connected to the enterprise network.”  N
 IT may include “closed loop” networks that are dedicated to activities like weapons 
ance and control, exercise, configuration control or remote administration of a specific 
orm or collection of platforms.  The primary test between whether a network is part of the 
 or is non-GIG IT is whether it provides enterprise or common network

legitimate GIG entity.  In any case, program managers for systems that are not connected to GIG 
networks would demonstrate prudent judgment by considering the IA program provisions in 

 Direction 8500.1 and DoD Instruction 8500.2, and employing those IA controls appropriate 
eir system. 
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7.5.7. I
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Program managers for acquisitions of AIS applications are responsible for coordinating 
with enclaves that will host (run) the applications early in the acquisition process to address 

ational security risks the system may impose upon the enclave, as well as identifying all 
m security needs that may be more easily addressed by enclave services than by system 

ent.  The baseline IA Controls serve as a common fr

for incorporating the IA considerations for the AIS application into the enclave's I
burden for ensuring an AIS application has adequate assurance is a shared responsib

IS application Program Manager and the Designated Approving Authority for the ho
enclave; however, the responsibility for initiation of this negotiation process lies clearly with the
Program Manager.  Program managers should, to the extent possible, draw upon the com
capabilities th

Program managers for a
quirements in the 8500 policy series.  They are responsible for delivering outsource
ess processes supported by private sector information systems, outsourced informati
ologies, or outsourced information services that present specific and unique challenge
rotection of the Global Information Grid.  The program manager for an Outsourced I
 process should carefully define and assess the functions to be performed and id
ical and procedural security requirements that must be satisfied to protect DoD infor
 service provider’s operating environment and interconnected DoD information syste
isition Contracting Officers should be familiar with IA requirements in general. 

nformation Assurance (IA) Controls   

.1. Baseline Information Assurance (IA) Controls   

DoD Instruction 8500.2, Enclosure 3, establishes fundamental IA requirements for D
mation systems in the form of two sets of graded baseline IA Controls.  Program ma
sponsible for employing the sets of baseline controls appropriate to their progra
ine sets of IA controls are pre-defined based on the determination of the Mission

as specified in the formal requirements

oD 
infor nagers 
are re ms.  The 
basel  Assurance 
Category (MAC) and Confidentiality Levels  
documentation or by the User Representative on behalf of the information owner.  IA Controls 
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addressing  the 
impo .  IA 
Cont ion of 
the in el 
repre ts.  The three MAC levels 
are identif

Table 7.5.7.1.1.1.  Mission Assurance Category (MAC) Levels for IA Controls 

ation 
 

 availability and integrity requirements are keyed to the system’s MAC based on
rtance of the information to the mission, particularly the warfighters' combat mission
rols addressing confidentiality requirements are based on the sensitivity or classificat
formation.  There are three MAC levels and three confidentiality levels with each lev
senting increasingly stringent information assurance requiremen

ied in Table 7.5.7.1.1.1. 

DEFINITION Integrity Availabil
These system

ity 

1

s handle information that is determined to 
b

2

3

T ese systems handle information that is necessary for 
th  conduct of day-to-day business, but does not 
materially affect support to deployed or contingency 
forces in the short-term.

BASIC BASIC

e vital to the operational readiness or mission 
effectiveness of deployed and contingency forces in 
terms of both content and timeliness.

HIGH HIGH

These systems handle information that is important to 
the support of deployed and contingency forces.  HIGH MEDIUM

h
e

MISSION ASSURANCE CATEGORY

The other major component in forming the baseline set of IA controls for every inform
system is determined by selecting the appropriate confidentiality level based on the sensitivity of
the information associated with the information system.  DoD has defined three levels of 
confidentiality, identified in Table 7.5.7.1.1.2. 

 

Confidentiality Level Definition 

Classified Systems processing classified 
information 

Sensitive 
Systems processing sensitive 

information as defined in DoDD 8500.1, to 
include any unclassified information not 
cleared for public release 

Public 

Systems processing publicly 
releasable information as defined in DoDD 
8500.1 (i.e., information that has 
undergone a security review and been 
cleared for public release) 

Table 7.5.7.1.1.2.  Confidentiality Levels for IA Controls 

 

7.5.7.2. Determining Baseline Information Assurance (IA) Controls 
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Leve

The specific set of baseline IA controls that the program manager should address is formed 
by combining the appropriate lists of Mission Assurance Category (MAC) and Confidentiality 

l controls specified in the DoD Instruction 8500.2, Enclosure 2.  Table 7.5.7.2.1. illustra
the possible combinations. 

tes 

 specific 
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e 

on 
ded to 
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he 

equirements Beyond Baseline IA Controls 
ls. 

8 

Table 7.5.7.2.1. Possible Combinations of Mission Assurance Category and Confidentiality Level 

There are a total of 157 individual IA Controls from which the baseline sets are formed.  
Each IA Control describes an objective IA condition achieved through the application of
safeguards, or through the regulation of specific activiti

9 

es.  The objective condition is testable, 
pliance is measurable, and the activities required to achieve the objective condition for every 

IA Control are assignable, and thus accountable.  The IA Controls specifically address 
availability, integrity, and confidentiality requirements, but also take into consideration th
requirements for non-repudiation and authentication. 

It is important to exercise due diligence in establishing the MAC level of an informati
system.  The baseline set of IA controls for availability and integrity are purposefully gra
become increasingly stringent for the higher MAC levels.  The required resource costs to ac

liance with the baseline IA controls at the higher MAC levels can be very significa
befits information and information systems on which a warfighter’s mission readiness or 
operational success depends.  The IA controls also become increasingly stringent or robust at t
higher Confidentiality levels. 

7.5.7.3. Information Assurance (IA) R
There are several additional sources of IA requirements beyond the Baseline IA Contro

A system being acquired may have specific IA requirements levied upon it through its 
controlling capabilities document (i.e., Capstone Requirements Document, Initial Capabilities 
Document, Capabilities Development Document or Capabilities Production Document).  These 
IA requirements may be specified as performance parameters with both objective and threshold 
values. 
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All IA requirements, regardless of source, are compiled in a single system Requirements 
Traceability Matrix.  DoD Instruction 5200.40 discusses the Requirements Traceability Matrix 
and other applicable Certification & Accreditation processes (such as Director of Central 
Intelligence Directive (DCID) 6/3 “Protecting Sensitive Compartmented Information Within 
Information Systems” for systems processing Sensitive Compartmented Information). 

7.5.8. Information Assurance (IA) Testing 
See section 9.9.2. for a discussion of IA testing considerations. 

7.5.9. Acquisition Information Assurance (IA) Strategy 
The primary purpose of the Acquisition IA Strategy is to ensure compliance with the 

statutory requirements of the Clinger Cohen Act and related legislation, as implemented by DoD 
Instruction 5000.2.  As stated in Table E4.T1. of that Instruction, the Acquisition IA Strategy 
provides documentation that “The program has an information assurance strategy that is 
consistent with DoD policies, standards and architectures,
program

 to include relevant standards.”  The 

n at 

 

ent 

 
nd 

 manager develops the Acquisition IA Strategy to help the program office organize and 
coordinate its approach to identifying and satisfying IA requirements consistent with DoD 
policies, standards, and architectures.   

The Acquisition IA Strategy serves a purpose separate from the System Security 
Authorization Agreement (SSAA).  Developed earlier in the acquisition life cycle and writte
a higher level, the Acquisition IA Strategy documents the program’s overall IA requirements and 
approach, including the certification and accreditation approach (which will subsequently result 
in an SSAA).  For Mission Critical and Mission Essential Information Technology systems, the
Acquisition IA Strategy must be available for review prior to contract award and at all 
Acquisition Milestone Decisions. 

The Acquisition IA Strategy lays the groundwork for a successful SSAA by facilitating 
consensus among the Program Manager, Component Chief Information Officer and DoD Chief 
Information Officer on pivotal issues such as Mission Assurance Category, Confidentiality 
Level, and applicable Baseline IA Controls; selection of the appropriate certification and 
accreditation process; identification of the Designated Approving Authority  and Certification 
Authority; and documenting a rough timeline for the certification and accreditation process. 

7.5.9.1. Development 

Ideally, a Working-level Integrated Product Team (WIPT) should support the developm
of the Acquisition IA Strategy.  The WIPT should consist of subject matter experts familiar with 
the system being acquired, the intended use of the system, and the operational and system 
architectures within which the system will function.  As the operational and system architectures
mature, the WIPT should plan for and coordinate interface details with managers of systems a
subsystems with which the system being acquired will interface. 

The Acquisition IA Strategy should be a stand-alone document.  Although other key 
documents can be referenced within the Acquisition IA Strategy to identify supplemental or 
supporting information, the Acquisition IA Strategy should contain sufficient internal content to 
clearly communicate the strategy to the reader.  If a single document is employed by the program 
to consolidate acquisition documentation, the Acquisition IA Strategy should be included as a 
separate section of the document. 
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nt, etc.) and the 
Infor t 

 

Configuration control of the Acquisition IA Strategy should be maintained with respect to 
the program’s governing requirements document (Initial Capabilities Docume

mation Support Plan (formerly known as the C4ISP).  If a governing capabilities documen
or the Information Support Plan is updated, the Acquisition IA Strategy should be validated or
updated accordingly. 

The IA Strategy Format Template, while not mandatory, will help you construct an 
Acquisition IA Strategy document that will satisfy statutory review requirements.  Write the 
document at the unclassified level, and include classified annexes, if required.  Factors 
determining the specific content and level of detail needed can include the following: 

• Acquisition life cycle stage.  Strategies for programs that are early in the acquisition 
life cycle will be necessarily at a higher level and less definitive than more mature 
programs.  The level of detail in an Acquisition IA Strategy will increase as a program
transitions from one acquisition phase to the next.  At program initiation, an IA Strate
is not expected to contain all of the information about initial operating capabilities or 
future system interfaces that will be available at Milestone B or at the full-rate 

 
gy 

or 
ill evolve 

ange, or systems connected to the Global Information Grid will 

uire 

ommercial-Off-the-Shelf (COTS) Items.  Programs 

f 
TS 

 requirements of DoD Instruction 8500.2, Enclosure 3, paragraph E3.2.5

production decision point.  Requirements, employment concepts, and architectures f
both the system being acquired, and the systems with which it interfaces, w
and mature throughout the acquisition life cycle.  As the program matures, the IA 
Strategy should also evolve.  The strategy should be maintained with revisions as 
required until system retirement and disposal.  Click here for acquisition IA Strategy 
details. 

rk interaction.  Systems with a high degree of system-to-• Extent of system/netwo
system information exch
require more comprehensive discussions of IA considerations related to their 
environment. 

• Mission Assurance Category and Confidentiality Level.  Systems with higher 
mission assurance categories and higher confidentiality levels will necessarily req
more comprehensive strategies than those with lower levels. 

• Developmental systems versus C
acquiring new systems through development will require more robust treatment of the 
identification, design, systems engineering and testing of IA requirements than non-
developmental programs.  However, Acquisition IA Strategies for the acquisition o
COTS systems should also address the approach employed to ensure that the CO
products meet IA requirements and comply with the product specification and 
evaluation . 

ld 
d 

noted, in consideration of the unique characteristics of these 

ms should be written at a capstone level, focusing on the integration of IA 
requirements and controls, coordination of System Security Authorization 

• Evolutionary Acquisitions.  Programs employing evolutionary acquisition shou
differentiate the identification and satisfaction of IA requirements, certification an
accreditation activities, and milestone reviews for each increment planned. 

• Special Circumstances.  In the following specific cases, Acquisition IA Strategy 
content is limited as 
acquisition programs: 
o Family of Systems Acquisition Programs.  The Acquisition IA Strategy for these 

progra
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Agreement boundaries, and ensuring IA resourcing for own and subordinate 
systems.  Click here for acquisition IA Strategy details. 

o Platform IT with interconnection to an external system or network.  In 
accordance with DoD Instruction 8500.2, the Acquisition IA Strategy must 
specifically address IA protection for the interconnection points.  Click here for 
acquisition IA Strategy details. 

o Platform IT with no interconnection to an external system or network.  
requirement for an Acquisition IA Strategy can be satisfied by inserting the 
following statement in the program’s Clinger Cohen Act compliance table

The 

 
submission:  “Platform IT does not have an interconnection to an external network.”  
DoD Instruction 8500.2, Enclosure 4 provides further guidance on the submission 
of a Clinger Cohen Act compliance table.  Although not required, program 
managers responsible for this type of acquisition would be prudent to consider and 
implement the IA guidance in DoD Directive 8500.1 and DoD Instruction 8500.2.  
Click here for more on the Clinger Cohen Act. 

DoD Components may require additional questions/areas of concerns (e.g. Critical 
Infrastructure Protection; Privacy Impact, etc.) in separate DoD Component-specific 
implementing guidance for Acquisition IA Strategy content and submission. 

7.5.9.2. Review Requirements 

Acquisition IA Strategies must be submitted for approval and review in accordance with
Table 7.5.9.2.1., which is based on submission requirements detailed in DoD Instruction 5000

 
.2, 

Enclosure 4.  Sufficient time should be allowed for Acquisition IA Strategy preparation or 
update, Component CIO review and approval, and DoD CIO review prior to applicable 
milestone decisions, program review decisions, or contract awards. 
 

Acquisition 
Category * 

Events requiring prior 
Review  

Acquisition IA Strategy 
Approval 

Acquisition IA Strategy 
Review 

ACAT IAM,  
IAC, ID and (if 

MAIS) IC 

 Milestones A, B, and C; the 
full rate production 

decision; and acquisition 

Component CIO DoD CIO 

contract award 
All other 
Mission 

Critical and 
Mission 

Essential IT 

Milestones A, B, and C; the 
full rate production 

decision; and acquisition 
contract award 

Component CIO or 
Designee 

Delegated to      
Component CIO 

sy

   

stems 
acquisitions 

 
*Acquisition Category (ACAT) descriptions are provided in DoD Instruction 5000.2, Table E2.T1. 

Table 7.5.9.2.1.  IA Strategy Approval and Review Requirements 

7.5.9.3. Additional Information 

http://www.acq.osd.mil/io/se/cm&dm/pdf_files/MIL-HDBK-61A.pdf
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Questions or recommendations concerning the Acquisition IA Strategy or its preparation o
the IA strategy template should be directed to the Defense-wide Information Assurance Prog
Office (OASD(NII)-DIAP). 

7.5.9.4. Acquisition Information Assurance (IA) Strategy Template 

(PROGRAM NAME) 

1. Program Category and Life Cycle Status:  Identify the Acquisition Category of the 
program.  Identify current acquisition life cycle phase and next milestone decision.  Id
whether the system has been designated “Mission Critical” or “Mission Essential” in 
accordance with DoD Instruction 5000.2.  Include a graphic representation of the program’s 
schedule. 
 

2. Mission Assurance Category (MAC) and Confidentiality Level:  Identify the system’s 
MAC and Confidentiality Level as specified in the applicable requirements document, or as 
determined by the system User Representative on behalf of the information owner,
accordance with DoD Instruction 8500.2. 
 

3. System Description:  Provide a high-level overview of the specific system being acquir
Provide a graphic (block diagram) that shows the major elements/subsystems that mak
up the system or service being acquired, and how they fit together.  Describe the system’s 
function, and summarize sig
interfaces with other IT or systems, as well as primary databases supported.  Descr
a high level, the IA technical approach that will secure the system, including any protection
to be provided by external systems or infrastructure.  Program managers should engage 
National Security Agency (NSA) early in the acquisition process for assistance in 
developing an IA approach, and obtaining information systems security engineering (ISSE)
services, to include describing information protection needs, defining and designing system
security to meet those needs, and assessing the effectiveness of system security. 
  

Assessment:  (Include as classified annex if appropriate) Describe the 
methodology used to determine threats to the system (such as the System Threat 
Assessment), and whether the IT was included in the overall 
In the case of an AIS application, de
this system’s IT resources due to mission or area of proposed operation. 
programs, utilization of the “Information Operations Capstone T
Assessment” (DIA Doc # DI-1577-12-03) [1st Edition A
Instruction 5000.2. 
 

i k Assessment:  (Include as a classified annex, if appropriate.) Describe the progra
ned regimen of risk assessments, including a summary of how any completed risk 

essments were conducted.  For systems where software development abroad is a 
sible sourcing option, describe how ris

 
6. Information Assurance Requirements:  Describe the program’s methodology use

addressing IA r
d for 

equirements early in the acquisition lifecycle.  Specify whether any specific 
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.g. 
ign 

ressed in 

-the-

nd evaluation requirements of DoD Instruction 8500.2 paragraph E3.2.5. 
stems 

cts”) will be followed. 
 

8. DoD Information Technology Security Certification and Accreditation Process 
(DITSCAP):  Provide the name, title, and organization of the Designated Approving 

uthority (DAA), Certification Authority (CA), and User Representative.  If the program is 
ursuing an evolutionary acquisition approach (spiral or incremental development), 
escribe how each increment will be subjected to the certification and accreditation 

process.  Provide a timeline describing the target completion dates for each phase of 
certification and accreditation in accordance with DoD Instruction 5200.40.  Normally, it is 
expected that DITSCAP Phase 1 will be completed prior to or soon after Milestone B; 
Phase 2 and 3 completing prior to Milestone C; and Authority to Operate (ATO) issued 
prior to operational test and evaluation.  If the DITSCAP process has started, identify the 
latest phase completed, and whether an Authority to Operate (ATO) or Interim Authority to 
Operate (IATO) was issued.  If the system being acquired will process, store or distribute 
Sensitive Compartmented Information (SCI), compliance with Director of Central 
Intelligence Directive (DCID) 6/3 “Protecting Sensitive Compartmented Information Within 
Information Systems” is required, and approach to compliance should be addressed. 
 

9. IA Testing:

IA requirements are identified in the approved governing requirements documents (e
Capstone Requirements Document, Initial Capabilities Document, Capabilities Des
Document, or Capabilities Production Document).  Describe how IA requirements 
implementation costs (including costs associated with certification and accreditation 
activities) are included and visible in the overall program budget. 
 

7. Acquisition Strategy:  Provide a summary of how information assurance is add
the program’s overall acquisition strategy document.  Describe how the Request for 
Proposal (RFP) for the System Development and Demonstration Phase contract was, or 
will be, constructed to include IA requirements in both the operational and system 
performance specifications, and integrated into the system design, engineering, and 
testing.  In addition, describe how the RFP communicates the requirement for personnel 
that are trained in IA.  Address whether the program will be purchasing commercial off
shelf IA or IA-Enabled products, and the program’s means for verifying that the product 
specification a
(DoD’s implementation of National Security Telecommunications and Information Sy
Security Policy No. 11, "National Policy Governing the Acquisition of Information 
Assurance (IA) and IA-enabled Information Technology Produ

A
p
d

  Discuss how IA testing has been integrated into the program’s test and 
evaluation planning, and incorporated into program testing documentation, such as the 
Test & Evaluation Master Plan. 
 

10. IA Shortfalls:  (Include as classified annex if appropriate) Identify any significant IA 
shortfalls, and proposed solutions and/or mitigation strategies.  Specify the impact of failure 
to resolve any shortfall in terms of program resources and schedule, inability to achieve 
threshold performance, and system or warfighter vulnerability.  If the solution to an 
identified shortfall lies outside the control of the program office, provide a recommendation 
identifying the organization with the responsibility and authority to address the shortfall.  If 
applicable, identify any Acquisition Decision Memoranda that cite IA issues. 
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11. Policy/Directives:  List the primary policy guidance employed by the program in preparing 
nd executing the Acquisition IA Strategy, including the DoD 8500 series, and DoD 

Component, Major C ific guidance, as 
applicable.  The Info ti ite provides an actively 

aintained list of relevant statutory, Federal/DoD regulatory, and DoD guidance that may 
sa.mil/policy.html

a
ommand/Systems Command, or program-spec
rma on Assurance Support Environment web s

m
be applicable.  This list is available at http://iase.di . 

12.  the 

 to 
f the 

 
13. Point of Contact:  

 
Relevant Associated Program Documents:  Provide statement that this version of
Acquisition IA Strategy is reflective of the Program CRD/ICD/CDD/CPD dated _________, 
and the Information Support Plan (ISP) dated ________.  [Note:  subsequent revisions
the requirements documents or ISP will require a subsequent revision or revalidation o
Acquisition IA Strategy.] 

Provide the name and contact information for the program management 
d 
 in 

DoD contact. 

7.5.9.5. formation Assurance (IA)Considerations 

Strategy. are 
common ram manager should tailor and include this text as 
appro

uction 8500.2, DoD 

a d

issu
sum iderations impacting the program’s acquisition strategy. 

IA Technical Considerations.  ______ will employ Commercial-Off-The-Shelf 
(COTS) IA and IA-enabled products as part of the security architecture.  These products 
must be National Security Telecommunications and Information Systems Security Policy 
Number 11 (NSTISSP-11) compliant, requiring them to be validated by accredited labs 

dance with NSA-approved processes.  [and/or other 

office individual responsible for the Acquisition IA Strategy document.  It is recommende
that the program office’s formally appointed Information Assurance Manager (as defined

 Instruction 8500.2) be the point of 

 

Acquisition Strategy In

The following text is recommended for tailoring as the IA section of an Acquisition 
  The presented “considerations” are examples, but experience has shown that they 
 to most programs.  The prog

priate. 

 
Information Assurance 

The _____ PMO has reviewed all appropriate Information Assurance (IA) policy and 
guidance, and has addressed the implementation of these IA considerations in the _____ 
Program Information Assurance Strategy.  IA requirements shall be addressed throughout 
the system life cycle in accordance with DoD Directive 8500.1, DoD Instr
Instruction 5200.40, “Department of Defense Information Technology Security Certification 
n  Accreditation Process (DITSCAP),” [include: “and Director of Central Intelligence 

ctive 6/3”  but only if system handles SCI].  The IA StrategDire y is an integral part of the 
program’s overall acquisition strategy, identifying the technical, schedule, cost, and funding 

es associated with executing requirements for information assurance.  The following 
marizes significant IA cons

under the National Information Assurance Partnership (NIAP) Common Criteria Evaluation 
and Validation Scheme or National Institute of Standards and Technology (NIST) Federal 
Information Processing Standards (FIPS) Cryptographic Module Validation Program 
(CMVP).  Similarly, GOTS IA or IA-enabled products employed by the system must be 
evaluated by the NSA or in accor
significant technical issues as required] 

IA Schedule Considerations.  The IA certification and accreditation timeline includes 
significant events that impact the overall testing, operational assessment and deployment 
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 maintenance costs related to maintaining the system security posture 
following deployment.  [identify any high-impact issues] 

IA Funding Considerations.  All IA lifecycle costs are adequately funded.  [if not, 
what and why]  

IA Staffing and Support Issues.  The PMO is adequately staffed to support IA 
requirements, with (X) Government staff assigned full time IA duties.  One member of the 
PMO staff has been appointed Information Assurance Manager for the system, in 
accordance with DoD Directive 8500.1.  Support contractors provide X full-time-equivalents 
of IA support to the PMO.  In addition, [activity X] will provide C&A support to the program.  
[other significant staffing and support issues as required] 

 

7.5.10. DoD Information Technology Security Certification and Accreditation Process 
(DITSCAP) 

In accordance with DoD Directive 8500.1

schedules.  Key milestones such as the approval of the Phase I SSAA, Interim Authority to 
Test, Interim Authority to Operate, and Authority to Connect, as well as the overall 
certification and accreditation schedule, are integrated into the program’s Test & Evaluation 
Master Plan (TEMP).  [other significant schedule issues as required] 

IA Cost Considerations.  IA specific costs include the development/procurement, 
test & evaluation, and certification & accreditation of the IA architecture.  It also includes 
operations and

, all acquisitions of AISs (to include MAIS), 
outsourced IT-based processes, and platforms or weapon systems with connections to the GIG 
must be certified and accredited in accordance with DoD Instruction 5200.40, DoD Information 
Technology Security Certification and Accreditation Process (DITSCAP). 

7.5.11. Software Security Considerations 
For the acquisition of software-intensive Information Technology, especially that used in 

National Security Systems, program managers should consider the significant operational threat 
posed by the intentional or inadvertent insertion of malicious code. 

The Defense Intelligence Agency can perform an analysis to determine foreign ownership, 
control, and/or influence of vendors bidding for selection to provide information technology, if 
warranted.  If there is sufficient cause for security concerns based on the analysis, the acquiring 
organization should conduct an independent evaluation of the software. 

The Program Manager should identify the software-intensive Information Technology 
candidates for Defense Intelligence Agency analysis  before the Milestone B decision. 

7.5.12. Information Assurance (IA) Definitions 
The follo

terminol
wing IA related definitions are provided to assist the reader in understanding IA 

ogy.  For a more comprehensive set of IA definitions, see DoD Directive 8500.1 and 
truction 8500.2DoD Ins , and DoD Instruction 5200.40. 

Accredit
informat
prescribe

Acq proved, or continuing 
materiel, weapon, or information system or service capability, in response to an approved need. 

ation.  Formal declaration by the Designated Approving Authority that an 
ion technology system is approved to operate in a particular security mode using a 
d set of safeguards at an acceptable level of risk. 

uisition Program.  A directed, funded effort that provides new, im



 326

Authentication.  Security measure designed to establish the validity of a transmission, 
message, or originator, or a means of verifying an individual's authorization to receive specific 
categories of information. 

Automated Information System (AIS).  See DoD Information System. 

Availability.  Timely, reliable access to data and information services for authorized users. 

Certification.  Comprehensive evaluation of the technical and non-technical security 
features of an information technology system and other safeguards, made in support of the 

ta

Certification Authority (CA).  Individual responsible for making a technical judgment of 
the system’s compliance with stated requirements, identifying, and assessing the risks associated 
with operating the system, coordinating the certification activities, and consolidating the final 
certification and accreditation package. 

Confidentiality.  Assurance that information is not disclosed to unauthorized entities or 
processes. 

Confidentiality Level.  Applicable to DoD information systems, the confidentiality level is 
primarily used to establish acceptable access factors, such as requirements for individual security 
clearances or background investigations, access approvals, and need-to-know determinations; 

vals; and acceptable methods by which users may access the 
system (e.g., intranet, Internet, wireless).  The Department of Defense has defined three 
confidentiality levels: classified, sensitive, and public. 

Data.  Representation of facts, concepts, or instructions in a formalized manner suitable for 
communication, interpretation, or processing by humans or by automatic means.  Any 
representations, such as characters or analog quantities, to which meaning is or might be 
assigned. 

Designated Approving Authority (DAA).  The official with the authority to formally 
assume responsibility for operating a system at an acceptable level of risk.  This term is 
synonymous with Designated Accrediting Authority and Delegated Accrediting Authority. 

DoD Information System.  The entire infrastructure, organization, personnel, and 
components for the collection, storage, processing, maintenance, use, sharing, dissemination, 
disposition, display, or transmission of information.  Includes automated information system 
(AIS) applications, enclaves, outsourced information technology-based processes, and platform 
information technology interconnections.   

Automated Information System (AIS) Application.  For DoD information assurance 
purposes, an AIS application is the product or deliverable of an acquisition program such as 
those described in DoD Directive 5000.1.  An AIS application performs clearly defined functions 
for which there are readily identifiable security considerations and needs that are addressed as 
part of the acquisition.  An AIS application may be a single software application (e.g., Integrated 
Consumable Items Support); multiple software applications that are related to a single mission 
(e.g., payroll or fire control); or a combination of software and hardware performing a specific 
support function across a range of missions (e.g., Global Command and Control System, Defense 

accredi tion process, to establish the extent to which a particular design and implementation 
meets a set of specified security requirements. 

interconnection controls and appro
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Messaging System).  AIS applications are deployed to enclaves for operations, and have their 
operational security needs assumed by the enclave.   

Enclave.  Collection of computing environments connected by one or more internal 
networks under the control of a single authority and security policy, including personnel and 
physical security.  Enclaves always assume the highest mission assurance category and security 
classification of the AIS applications or outsourced information technology -based processes 
they support, and derive their security needs from those systems.  They provide standard 
Information Assurance capabilities such as boundary defense, incident detection and response, 
and key management, and also deliver common applications such as office automation and 
electronic mail.  Enclaves may be specific to an organization or a mission, and the computing 
environments may be organized by physical proximity or by function independent of location.  
Examples of enclaves include local area networks and the applications they host, backbone 
networks, tactical networks, and data processing centers. 

Outsourced Information Technology (IT)-based Process.  For DoD Information Assurance 
purposes, an outsourced IT-based process is a general term used to refer to outsourced business 
processes supported by private sector information systems, outsourced information technologies, 
or outsourced information services.  An outsourced IT-based process performs clearly defined 
functions for which there are readily identifiable security considerations and needs that are 
addressed in both acquisition and operations. 

Platform Information Technology (IT) Interconnection.  For DoD Information Assurance 
purposes, platform IT interconnection refers to network access to platform IT.  Platform IT 
interconnection has readily identifiable security considerations and needs that must be addressed 
in both acquisition and operations.  Platform IT refers to computer resources, both hardware and 
software, that are physically part of, dedicated to, or essential in real time to the mission 
performance of special purpose systems such as weapons, training simulators, diagnostic test and 
maintenance equipment, calibration equipment, equipment used in the research and development 
of weapons systems, medical technologies, transport vehicles, buildings, and utility distribution 
systems such as water and electric.  Examples of platform IT interconnections that impose 
security considerations include communications interfaces for data exchanges with enclaves for 
mission planning or execution, remote administration and remote upgrade or reconfiguration. 

DoD Information Technology Security Certification and Accreditation Process 
(DITSCAP).  The standard DoD process for identifying information security requirements, 
providing security solutions, and managing information system security activities.  Click here to 
for DoD Instruction 5200.40 or other applicable Certification & Accreditation process (such as 
Director of Central Intelligence Directive (DCID) 6/3 “Protecting Sensitive Compartmented 
Information Within Information Systems” for systems processing Sensitive Compartmented 
Information).  

Family of Systems (FoS).  A set or arrangement of independent systems that can be 
arranged or interconnected in various ways to provide different capabilities.  The mix of systems 
can be tailored to provide desired capabilities, dependent on the situation.  An example of an FoS 
would be an anti-submarine warfare FoS consisting of submarines, surface ships, aircraft, static 
and mobile sensor systems and additional systems.  Although these systems can independently 
provide militarily useful capabilities, in collaboration they can more fully satisfy a more complex 
and challenging capability: to detect, localize, track, and engage submarines. 
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Global Information Grid (GIG).  Globally interconnected, end-to-end set of information 
capabilities, associated processes, and personnel for collecting, processing, storing, 

atin fighters, policy makers, and support 
ications and computing systems and 

servi , ices 
necessar includes National Security Systems.  The 
GIG 
functions vides 
capabilit  locations (bases, posts, camps, stations, facilities, mobile 
platform
users d
embedded IT that is not or will not be connected to the enterprise network.  The GIG includes 
any s e

• 

• Provides retention, organization, visualization, information assurance, or disposition of 
data, information, and/or knowledge received from or transmitted to other equipment, 
software, and services. 

• Processes data or information for use by other equipment, software, and services. 

Click here for GIG details. 

Information Assurance (IA) Control.  An objective IA condition of integrity, availability or 
confidentiality achieved through the application of specific safeguards or through the regulation 
of specif umber, a control 
name o perational, and 
techn  to each DoD information system to achieve an appropriate level of 
integ

to 

encryptors, firewalls, and intrusion 
detection de

In
techno
associa  as 
security-enabled web browsers, screening routers, trusted operating systems, and security-
enabled mes

In  or 
opinion tive, or 
audiov

In ation 
system  non-

dissemin g, and managing information on demand to war
personnel.  The GIG includes all owned and leased commun

ces  software (including applications), data, security services, and other associated serv
y to achieve Information Superiority.  It also 

supports all DoD, National Security, and related Intelligence Community missions and 
 (strategic, operational, tactical, and business) in war and in peace.  The GIG pro

ies from all operating
s, and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD 

 an  systems.  Non-GIG Information Technology (IT) is stand-alone, self-contained, or 

yst m, equipment, software, or service that meets one or more of the following criteria: 
Transmits information to, receives information from, routes information among, or 
interchanges information among other equipment, software, and services. 

ic activities that is expressed in a specified format, i.e., a control n
 c ntrol text, and a control class.  Specific management, personnel, o,
ical controls are applied
rity, availability, and confidentiality.  

Information Assurance (IA) Product.  Product or technology whose primary purpose is 
provide security services (e.g., confidentiality, authentication, integrity, access control, non-
repudiation of data); correct known vulnerabilities; and/or provide layered defense against 
various categories of non-authorized or malicious penetrations of information systems or 
networks.  Examples include such products as data/network 

vices. 

formation Assurance (IA)-Enabled Information Technology Product.  Product or 
logy whose primary role is not security, but which provides security services as an 
ted feature of its intended operating capabilities.  Examples include such products

saging systems.  

formation.  Any communication or representation of knowledge such as facts, data,
 in any medium or form, including textual, numerical, graphic, cartographic, narra

isual forms. 

formation Assurance (IA).  Measures that protect and defend information and inform
s by ensuring their availability, integrity, authentication, confidentiality, and
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repudiation. rating 
protect

In ubsystem of 
equipm , storage, manipulation, management, 
movement, control, display, switching, interchange, transmission or reception of data or 
information by the DoD Component.  For purposes of the preceding sentence, equipment is used 
by a DoD Component if the equipment is used by the DoD Component directly or is used by a 
contractor under a contract with the DoD Component that (1) requires the use of such equipment, 
or (2) requires the use, to a significant extent, of such equipment in the performance of a service 
or the furnishing of a product.  The term "information technology" includes computers, ancillary 
equipment, software, firmware and similar procedures, services (including support services), and 
related resources.  Notwithstanding the above, the term "information technology" does not 
include any equipment that is acquired by a Federal contractor incidental to a Federal contract. 

Integrity.  Quality of an information system reflecting the logical correctness and reliability 
of the operating system; the logical completeness of the hardware and software implementing the 
protection mechanisms; and the consistency of the data structures and occurrence of the stored 
data.  Note that, in a formal security mode, integrity is interpreted more narrowly to mean 
protection against unauthorized modification or destruction of information. 

Major Automated Information System (MAIS).  An acquisition program where: (1) the 
dollar value estimated by the DoD Component Head is to require program costs (all 
appropriations) in any single year in excess of $32 million in fiscal year (FY) 2000 constant 
dolla l life-

Mil
program
acqu
cost,

Mis
assur c
goals a d  
are prim
of De n

Mis ined 
to be vita
forces in terms of both content and timeliness.  The consequences of loss of integrity or 
availability of a MAC I system are unacceptable and could include the immediate and sustained 
loss of mission effectiveness.  Mission Assurance Category I systems require the most stringent 
protection measures. 

Mission Assurance Category II (MAC II).  Systems handling information that is important 
to the support of deployed and contingency forces.  The consequences of loss of integrity are 
unacceptable.  Loss of availability is difficult to deal with and can only be tolerated for a short 
time.  The consequences could include delay or degradation in providing important support 

 This includes providing for the restoration of information systems by incorpo
ion, detection, and reaction capabilities. 

formation Technology (IT).  Any equipment or interconnected system or s
ent that is used in the automatic acquisition

rs, total program costs in excess of $126 million in FY 2000 constant dollars, or tota
cycle costs in excess of $378 million in FY 2000 constant dollars, or (2) Milestone Decision 
Authority designation as special interest. 

estone Decision Authority.  The designated individual with overall responsibility for a 
.  The Milestone Decision Authority shall have the authority to approve entry of an 

isition program into the next phase of the acquisition process and shall be accountable for 
 schedule, and performance reporting to higher authority, including Congressional reporting. 

sion Assurance Category.  Applicable to DoD information systems, the mission 
an e category reflects the importance of information relative to the achievement of DoD 

n  objectives, particularly the warfighters' combat mission.  Mission assurance categories
arily used to determine the requirements for availability and integrity.  The Department 

fe se has three defined mission assurance categories: 

sion Assurance Category I (MAC I).  Systems handling information that is determ
l to the operational readiness or mission effectiveness of deployed and contingency 
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services or commodities that may seriously impact mission effectiveness or operational 
readiness.  Mission Assurance Category II systems require additional safeguards beyond best 
practices to ensure assurance. 

Mission Assurance Category III (MAC III).  Systems handling information that is necessary 
for the conduct of day-to-day business, but does not materially affect support to deployed or 
contingency forces in the short-term.  The consequences of loss of integrity or availability can be 
tolerated or overcome without significant impacts on mission effectiveness or operational 
readi  

ission Assurance Category III systems require protective measures, 
techniques, o

M hat meets the definitions of 
“information system” and “national security system,” the loss of which would cause the stoppage 
of warfighter operations or direct mission support of warfighter operations.  (Note: The 
designation of mission critical shall be made by a DoD Component Head, a Combatant 
Commander, or their designee.  A financial management Information Technology (IT) system 
shall be considered a mission-critical IT system as defined by the Under Secretary of 
Defense(Comptroller).)  A “Mission-Critical Information Technology System” has the same 

c 
ccomplishment of the organizational mission.  (Note: The designation of 

mission esse  their 
designe system 
as defin formation 
Techno   For 
additio

N  operated 
by the U

• 
• 
• 
• 
•

anagement applications). 

e 
 neither can later deny having 

proce e

ee DoD Information System. 

.  See DoD Information System. 

ness.  The consequences could include the delay or degradation of services or commodities
enabling routine activities.  M

r procedures generally commensurate with commercial best practices. 

ission Critical (MC) Information System.  A system t

meaning as a “Mission-Critical Information System.”  For additional information, see DoD 
Instruction 5000.2, Enclosure 4. 

Mission Essential (ME) Information System.  A system that meets the definition of 
“information system” that the acquiring DoD Component Head or designee determines is basi
and necessary for the a

ntial shall be made by a DoD Component Head, a Combatant Commander, or
e.  A financial management IT system shall be considered a mission-essential IT 
ed by the Under Secretary of Defense(Comptroller)  A “Mission-Essential In
logy System” has the same meaning as a “Mission-Essential Information System.”
nal information, see DoD Instruction 5000.2, Enclosure 4. 

ational Security System (NSS).  Any telecommunications or information system
.S. Government, the function, operation, or use of which: 
Involves intelligence activities; 
Involves cryptologic activities related to national security; 
Involves command and control of military forces; 
Involves equipment that is an integral part of a weapon or weapons system; or 

 Subject to the following limitation, is critical to the direct fulfillment of military or 
intelligence missions.  This does not include a system that is to be used for routine 
administrative and business applications (including payroll, finance, logistics, and 
personnel m

Non-repudiation.  Assurance the sender of data is provided with proof of delivery and th
recipient is provided with proof of the sender's identity, so

ss d the data. 

Outsourced Information Technology-based Process.  S

Platform Information Technology Interconnection
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e designat and authority to 
acco l ves for de sustainment to meet the user's 
operational needs.  The program man r credible cost, schedule, and 
performa roughout the life cycle. 

al agreement among the 
logy 

 user representative, and the program manager.  It is used throughout the entire DoD 
on Process (see DoD Instruction 

isions, specify IT security requirements, document 
certif

ntative.  The individual or organization that represents the user or user 
comm  requirements.  

ment, 
materials  for 
self-suffi

Program Manager. Th ed individual with responsibility for 
mp ish program objecti velopment, production, and 

 foager shall be accountable
nce reporting to the Milestone Decision Authority th

System Security Authorization Agreement (SSAA).  A form
Designated Approving Authority(ies), the Certification Authority, the Information Techno
(IT) system
Information Technology Security Certification and Accreditati
5200.40) to guide actions, document dec

ication tailoring and level-of-effort, identify potential solutions, and maintain operational 
systems security.  

User Represe
unity in the definition of information system

Weapon(s) System.  A combination of one or more weapons with all related equip
, services, personnel, and means of delivery and deployment (if applicable) required
ciency. 
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7.6 ELECTROMAGNETIC SPECTRUM 

magnetic Spectrum Considerations 
The program manager must consider the electromagnetic spectrum when delivering 

capability to the warfighters or business domains.  The fundamental questions are if and how the 
system or equipment being developed will depend on and interact with the electromagnetic 
spectrum (hereafter referred to as “spectrum”).  Other key questions include the following: 

• Will the system/equipment require spectrum to operate as it is intended (e.g., to 
communicate with other systems; to collect and/or transmit data, to broadcast signals, 
etc.)? 

• Will the spectrum the system/equipment needs to operate be available for use in the 
intended operational environment? 

• Will the system/equipment, including commercial-off-the-shelf systems delivered by 
the program, radiate electromagnetic energy that could be detrimental to other systems 
or equipment? 

• Will the intended operational electromagnetic environment produce harmful effects to 
the intended system, even if the proposed system does not radiate electromagnetic 
energy (such as ordnance)? 

National, international, and DoD policies and procedures for the management and use of 
the electromagnetic spectrum direct program managers developing spectrum-dependent 
systems/equipment to consider spectrum supportability requirements and Electromagnetic 
Environmental Effects (E3) control early in the development process.  Given the complex 
environm
world tion is vitally 
important.  The spectrum supportability process ensures the following: 

• The spectrum-dependent system/equipment being acquired is designed to operate within 
the proper portion of the electromagnetic spectrum; 

• Permission has been (or can be) obtained from designated authorities of sovereign 

• nt 
intended operational environment (electromagnetic 

Bec g 
the proce caveats, 
obtain th
deliver c

E3 t f 
the electrom l applies to 

 

 

7.6.1. Electro

ent (both physical and political) in which DoD forces operate, and the potential for 
wide use of capabilities procured for DoD, early and thorough considera

(“host”) nations (including the United States) to use that equipment within their 
respective borders; and  
The newly acquired equipment can operate compatibly with other spectrum depende
equipment already in the 
compatibility).   

ause this process requires coordination at the national and international levels, startin
ss early helps a program manager address the full range of considerations and 
e necessary approvals to proceed through the acquisition process, and successfully 
apabilities that will work. 

con rol is concerned with the proper design and engineering to minimize the impact o
agnetic environment on equipment, systems, and platforms.  E3 contro



 333

the electr nt 
objects w hi t 
could be affected by the electromagnetic environment are ordnance, personnel, and fuels.  The 
increased dependency on and competition for portions of the electromagnetic spectrum have 
amplified the likelihood of adverse interactions among sensors, networks, communications, and 
weapons systems. 

 

omagnetic interactions of both spectrum-dependent and non-spectrum-depende
it n the operational environment.  Examples of non-spectrum-dependent objects tha

Ensuring the compatible operation of DoD systems in peace and in times of conflict is 
growing in complexity and difficulty.  DoD has established procedures, described below, to 
successfully obtain spectrum supportability for, and control the electromagnetic environmental 
effects impacts upon the equipment, systems, and platforms used by our military forces.  While 
the requirements to obtain spectrum supportability should be addressed early in the acquisition 
programs, the proper design and engineering techniques to control E3 should be considered 
throughout the acquisition process to ensure the successful delivery of the operational capability
to the warfighter. 

7.6.2. Mandatory Policies 
• DoD Instruction 5000.2, Enclosure 3, Table E3.T1 (Statutory Information 

Requirements) requires all systems/equipment that require utilization of the 
electromagnetic spectrum to obtain spectrum certification compliance through the 
submission of a DD Form1494, “Application for Equipment Frequency Allocation.”  
Compliance (obtained by receiving host nation approval of the submitted DD1494) is 
required at Milestone B (or at Milestone C, if there is no Milestone B). 

• Title 47, CFR, Chapter III, Part 300.1 requires compliance with the National 
Telecommunications and Information Administration “Manual of Regulations and 
Procedures for Federal Radio Frequency Management,” and applies to all Federal 
Agencies that use the electromagnetic spectrum within the United States and U.S. 
possessions. 

• OMB Circular A-11, Part 2, contains the requirement to obtain certification by the 
National Telecommunications and Information Administration that the radio frequency 
can be made available before estimates are submitted for the development or 
procurement of major radio spectrum-dependent communications-electronics systems 
(including all systems employing satellite techniques) within the United States and U.S. 
possessions. 

• DoD Directive 4650.1, “Policy for the Management and Use of the Electromagnetic 

without a 

 

 Defense for Networks and 
Information Integration grants specific authorization to proceed. 

Spectrum,” contains policy applicable to all DoD Components that prohibits spectrum-
dependent systems under development from 

(1) Proceeding into the System Development and Demonstration Phase 
spectrum supportability determination unless the Milestone Decision Authority grants 
specific authorization to proceed; or 

(2) Proceeding into the Production and Deployment Phase without a spectrum
supportability determination unless the Under Secretary of Defense (Acquisition, 
Technology, and Logistics) or the Assistant Secretary of
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ve a 

•  3222.3

The Directive also requires that spectrum-dependent "off-the-shelf" systems ha
spectrum supportability determination before being purchased or procured. 
DoD Directive , “DoD Electromagnetic Environmental Effects (E3) Program,” 

tion of the 
 
 

nd electrical systems, subsystems, and equipment, and the 
electromagnetic environment. 

7.6.3. Spectrum Management and E3 Control Integration into the Acquisition Life Cycle 
Assigned managers should take the following actions to obtain spectrum supportability for 

spectrum-dependent equipment, and minimize the electromagnetic environmental effects on all 
military forces, equipment, systems, and platforms (both spectrum-dependent and non spectrum-
dependent).  Consideration of these critical elements throughout the acquisition process will help 
to ensure successful delivery of capability to the warfighter. 

The assigned manager should include the funding to cover spectrum supportability and 
control of electromagnetic environmental effects as part of the overall program budget.  Section 

establishes policy and responsibilities for the management and implementa
DoD E3 Program.  This program ensures mutual electromagnetic compatibility and
effective electromagnetic environmental effects control among ground, air, sea, and
space–based electronic a
existing natural and man-made 

7.6.4.1 addresses spectrum supportability; Section 7.6.4.2 addresses electromagnetic 
environmental effects. 

7.6.3.1. Before Milestone A 
As early as possible: 
• Develop spectrum supportability and electromagnetic environmental effects (E3) 

control requirements and perform initial spectrum supportability and E3 risk 
assessments to ensure Spectrum issues are addressed early in the program acquisition.  
(Click here for definition of spectrum supportability and E3, and information relating to 
spectrum supportability processes and E3 control requirements). 

7.6.3.2. Before Milestone B (or before the first Milestone that authorizes contract 

nt and has not yet obtained Certification of Spectrum 
ppo unications and Information Administration or the 

award) 
• If the system is spectrum-depende

Su rt from National Telecomm
Military Communications-Electronics Board to proceed into the System Development 
and Demonstration Phase, the program manager must develop a justification and a 
proposed plan to obtain spectrum supportability.  (DoD Directive 4650.1 requires 
Milestone Decision Authorities and/or DoD Component Acquisition Executives to 
provide such a justification and proposed plan to the Under Secretary of Defense for 
Acquisition, Technology, and Logistics, the Assistant Secretary of Defense for 

etwo mation Officer, the Director, 
air, Military Communications-

ontrol 

N rks and Information Integration/DoD Chief Infor
Operational Test and Evaluation (DOT&E), and the Ch
Electronics Board.) 

• Address spectrum supportability and electromagnetic environmental effects (E3) c
requirements in the Statement of Work (SOW), Contract Data Requirements List 
(CDRL), and Performance Specifications. 

http://acc.dau.mil/simplify/file_download.php/PSGuide-nov01.pdf?URL_ID=11634&filename=10546603551PSGuide-nov01.pdf&filetype=application%2Fpdf&filesize=152525&name=PSGuide-nov01.pdf&location=user-S/
http://acc.dau.mil/simplify/file_download.php/PSGuide-nov01.pdf?URL_ID=11634&filename=10546603551PSGuide-nov01.pdf&filetype=application%2Fpdf&filesize=152525&name=PSGuide-nov01.pdf&location=user-S/
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• Update the spectrum supportability and E3 control requirements according to CJCSM 
3170.01 to ensure spectrum issues are addressed in the Capability Development 
Document. 

• Ensure completion/update and submission of the DD Form1494.  If previously 
submitted, ensure information is current.  Click here for DD Form 1494 processing for 
Spectrum Certification. 

• Define spectrum supportability and E3 control requirements in the Information Support 
Plan. 

• Define in the Test Evaluation Master Plan (1) spectrum supportability and E3 control 
requirements to be tested during Developmental Test and Evaluation, and (2) the 
spectrum supportability and E3 assessments to be performed during Operational Test 

n. and Evaluatio

7.6.3.3. Before Milestone C 
• Review and update spectrum supportability and electromagnetic environmental effects  

control requirements in the Capability Production Document, the Information Support 
Plan, and Test and Evaluation Master Plan.  (Click here for information relating to 
Spectrum Certification Actions).  Clarify relationship of hyperlink. 

• If the system is spectrum-dependent and has not yet obtained the spectrum 
supportability required to allow the system to proceed into the Production and 
Deployment Phase, the program manager must develop a justification and a proposed 
plan to obtain spectrum supportability.  (DoD Directive 4650.1 requires Milestone 
Decision Authorities and/or CAEs to provide such a justification and proposed plan to 
the USD(AT&L), ASD(NII)/DoD(CIO), the DOT&E), and the Chair, MCEB.) 

7.6.3.4. After Milestone C 
• Monitor system changes to determine their impact on requirements for spectrum

supportability and electromagnetic environmental effects (E3) control.  Change
operat

 
s to 

ional parameters (e.g., tuning range, bandwidth, emission characteristics, antenna 
re gain and/or height, or output power) or proposed operational locations may requi

additional spectrum certification actions through an updated DD Form 1494 or require 
additional E3 analysis or tests.  Program managers should work with their spectrum 
managers to determine and satisfy additional requirements, as appropriate. 

7.6.3.5. Estimated Preparation Lead Time 
Spectrum certification must be addressed at milestone reviews as required by DoD 

Instruction 5000.2.  Nominal time to complete the spectrum certification process (time f
Form 1494 submittal to approval) is normally three to nine months, but often takes longer.  
Therefore, at a minimum, the program manager should plan to submit the DD Form 1494

rom DD 

 three 
to nine months prior to a Milestone decision.  Processing time depends upon quality of data, the
number of host nations whose coordination is required, and the siz

 
e of the staffs at the host 

nations’ spectrum offices.  The host nation approval process can be a critical factor in obtaining 
spectrum certification.  It is sometimes a lengthy process, so start early to obtain approval.  To 
avoid unnecessary processing delays, list on the DD Form 1494 only those nations in which 
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e 
intended to operate; 

l 

nance guidance; 
tion, 

ssed in the 

ent 

permanent deployment is planned, (i.e., do not list “worldwide deployment” as the 
intended operational environment). 

7.6.3.6. Key Review Actions by Assigned Managers 
• Define, and update as necessary, applicable electromagnetic environments wher

systems/equipment are 
• Establish electromagnetic environmental effects (E3) control requirements, with specia

emphasis on mutual compatibility and Hazards of Electromagnetic Radiation to 
Ord

• Define E3 programmatic requirements to include analyses, modeling and simula
and test and evaluation; 

• Ensure that E3 developmental test and evaluation / operational test and evaluation 
requirements and spectrum management planning and analyses are addre
Test and Evaluation Master Plan, and that resources are identified to support these 
activities. 

7.6.3.7. Electromagnetic Environmental Effects (E3) Control and Spectrum 
Certification Requirements in the Joint Capabilities Integration and Development System 

According to the Capability Development Document and Capability Production Docum
template in CJCSM 3170.01 and CJCSI 6212.01, both spectrum supportability and E3 contro
requirements must be addressed.  The Joint Staff will review and assess the Capability 
Development Document and/or the Capability Production Document to determine if they addres
the following: 

• Spectrum certification, supportability, and host nation approval; 
• Control of E3; and 
• Safety issues regarding hazards of electroma

l 

s 

gnetic radiation to ordnance. 

cs 
nal 

cies and regulations.  The second is used to require compatible operation.  Finally, 
the third would be used if ordnance safety were of concern. 

Spectrum Certification.  The XXX System will comply with the applicable 
DoD, National, and International spectrum management policies and regulations 
and will obtain spectrum certification prior to operational deployment.  DD Form 
1494 will be submitted to the Military Communications Electronics Board Joint 
Frequency Panel.  (Threshold) 

Electromagnetic Environmental Effects.  The XXX System shall be 
mutually compatible and operate compatibly in the electromagnetic environment.  
It shall not be operationally degraded or fail due to exposure to electromagnetic 
environmental effects, including high intensity radio frequency (HIRF) 
transmissions or high-altitude electromagnetic pulse (HEMP).  Ordnance systems 
will be integrated into the platform to preclude unintentional detonation.  
(Threshold) 

Sample Language.  The three sample statements shown below should be included, as 
applicable, as THRESHOLD requirements.  The first applies to communications-electroni
equipment and is used to denote compliance with applicable DoD, national, and internatio
spectrum poli
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Hazards of Electromagnetic Radiation to Ordnance.  All ordnance items 
shall be integrated into the system in such a manner as to preclude all safety 
pro  
electromagnetic environment. (Threshold) 

7.6.3.8. Spectrum Supportability and Electromagnetic Environmental Effects (E3) 
Control Requirements in the Information Support Plan (ISP) 

According to DoD Instruction 4630.8

blems and performance degradation when exposed to its operational 

 and CJCSI 6212.01, the ISP must address Spectrum 
Supportability (e.g., Spectrum Certification, reasonable assurance of the availability of 
operational frequencies, and consideration of E3 control).  Specific items to be addressed are 
listed in DoD Instruction 4630.8 paragraph 8.2.7.3.3.2, Step 9. 

7.6.3.9. Spectrum Supportability and Electromagnetic Environmental Effects (E3) 
Control Requirements in the Test and Evaluation Master Plan (TEMP) 

Within the TEMP, the critical operational issues for suitability or survivability are usually 
appropriate to address spectrum supportability and E3 control requirements.  The overall goals of 
the test program with respect to spectrum supportability and E3 control requirements are to 
ensure that appropriate evaluations are conducted during developmental test and evaluation, and 
that appropriate assessments are performed during operational test and evaluation.  These 
evaluations and assessments should define the performance and operational limitations and 
vulnerabilities of spectrum supportability and E3 control requirements.  See sections 9.9.3. and 
9.9.5 for details. 

Sample Language.  The following are four examples of critical operational issues 
statements in the TEMP: 

• Will the platform/system (or subsystem/equipment) detect the threat in a combat 
environment at adequate range to allow a successful mission?  (Note: In this example, 
the “combat environment” includes the operational electromagnetic environment.) 

ion to 
plicable.) 

m/system (or subsystem/equipment) accomplish its critical missions?  
dation 

vironment.) 

and, if applicable, Combined operational electromagnetic environment.) 

7.6.3.10. Spectrum Supportability and Electromagnetic Environmental Effects (E3) 
Control Requirements in Performance Specifications  

Although the use of E3 Control Requirements extracted from Military Standards (MIL-
STD) 461 and 464A and Military Handbook (MIL-HDBK) 237C

• Will the system be safe to operate in a combat environment?  (Note: In this example, 
electromagnetic radiation hazards issues such as hazards of electromagnetic radiat
personnel, ordnance, and volatile materials and fuels can be addressed, as ap

• Can the platfor
(Note:  This example determines if the item can function properly without degra
to or from other items in the electromagnetic en

• Is the platform/system (or subsystem/equipment) ready for Joint and, if applicable, 
Combined operations?  (Note: In this example, the item must be evaluated in the 
projected Joint 

 is not mandatory, these three 
documents provide crucial guidance that, if followed, should preclude E3 problems with the 
critical systems provided to the warfighter. 
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Performance specifications should invoke spectrum supportability and E3 control 
requirements.  MIL-STD-461, which defines E3 control (emission and susceptibility) 
requirements for equipment and subsystems, and MIL-STD-464A, which defines E3 control 
requirements for airborne, sea, space, and ground platforms/systems, including associated 
ordnance, can be used as references.  Ordnance includes weapons, rockets, explosives, 
electrically initiated devices, electro-explosive devices, squibs, flares, igniters, explosive bolts, 
electric primed cartridges, destructive devices, and jet-assisted take-off bottles. 

ess E3 control in subsystem/equipment 
a

Electromagnetic Interference (EMI) Control.  The equipment shall comply 
with the applicable requirements of MIL-STD-461” 

Electromagnetic Interference (EMI) Test.  The equipment shall be tested in 

nts from 

Sample Language.  The following examples addr
perform nce specifications: 

accordance with the applicable test procedures of MIL-STD-461” 

As an alternative, the program manger can tailor system-level E3 control requireme
MIL-STD-461 or MIL-STD-464.  Both MIL-STD-461 and MIL-STD-464 are interface 
specifications.  See sections 9.9.3. and 9.9.5 for testing guidance. 

7.6.3
) 

equipment, where necessary.  The contractor shall establish and support a 
spectrum supportability and E3 control requirements Working-level Integrated 
Product Team (WIPT) to accomplish these tasks.  MIL-HDBK-237 may be used 
for guidance. 

7.6.3.12. Data Item Requirements for Spectrum Supportability and Electromagnetic 
Environmental Effects (E3) Control Requirements in the Contract Data Requirements List 
(CDRL) 

The following are examples of data item requirements typically called out for spectrum 
supportability and E3 control requirements in the CDRL: 

EMI Test Report 

.11. Spectrum Supportability and Electromagnetic Environmental Effects (E3) 
Control Requirements in the Statement of Work (SOW

The following is an example SOW statement to address spectrum supportability and E3 
control requirements: 

The contractor shall design, develop, integrate, and qualify the system such 
that it meets spectrum supportability and E3 control requirements of the system 
specification.  The contractor shall perform analyses, studies, and testing to 
establish spectrum supportability and E3 control requirements and features to be 
implemented in the design of the item.  The contractor shall perform inspections, 
analyses, and tests, as necessary, to verify that the system meets its spectrum 
supportability and E3 control requirements.  The contractor shall prepare and 
update the DD Form 1494 throughout the development of the system for spectrum 
dependent equipment and shall perform analysis and testing to characterize the 

• DI-EMCS-80199B EMI [Electromagnetic Interference] Control Procedures 
• DI-EMCS-80201B EMI Test Procedures 
• DI-EMCS-80200B 

http://www.dtic.mil/whs/directives/corres/pdf/i302037wch1_110690/i302037p.pdf
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• DI-EMCS-81542 E3 Verification Report 
• DI-MISC-81174 Frequency Allocation Data 

7.6.4. 
Summar

7.6.4
ould 

initiate the spectrum certification process, to ensure spectrum supportability, early in the 
acquisition cycle. 

The purpose of spectrum certification is to: 

• Ensure compliance with national policies and allocation tables which provide order in 
the use of the radio frequency spectrum; and 

• Ensure spectrum availability to support the item in its intended operational 
environment. 

• DI-EMCS-81540 E3 Integration and Analysis Report 
• DI-EMCS-81541 E3 Verification Procedures 

Spectrum Supportability and Electromagnetic Environmental Effects (E3) 
y 

.1. Spectrum Supportability 
  Spectrum certification effects spectrum supportability.  The program manager sh

• Obtain authorization from the National Telecommunications and Information 
Administration to develop or procure items that use a defined frequency band(s) or 
specified frequencies to accommodate a specific electronic function(s); 



 

7.6.4.1.1. Process 
A diagram depicting the Spectrum Certification Process is presented below in Figure 

7.6.4.1.1.1. 

 

Figure 7.6.4.1.1.1.  DoD Equipment Spectrum Certification Process 
 

The Spectrum Certification Process is also called “Frequency Allocation” or the “JF-12 
Process.”  The Program Manager submits DD Form 1494, “Application for Equipment 
Frequency Allocation,” to obtain spectrum certification. 

• The DD Form 1494 documents the spectrum-related technical and performance 
characteristics of an acquisition item to ensure compliance with the applicable DoD, 
individual national, both U.S. and foreign, and international spectrum management 
policies and regulations. 

• The DD Form 1494 is routed through command channels to the sponsoring Military 
Department Frequency Management Office: the U.S. Army Spectrum Management 
Office, the Navy-Marine Corps Spectrum Center, or the Air Force Frequency 
Management Agency.  The Military Department Frequency Management Office then 
submits the form simultaneously or as required to: 
o The Spectrum Planning Subcommittee of the Interdepartmental Radio Advisory 

Committee under the National Telecommunications and Information 
Administration and  
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o The Equipment Spectrum Guidance Permanent Working Group under the 
Frequency Panel of the Joint Staff Military Communications-Electronics Board. 

Spectrum Certification w ssessions.  The National 
Telecommunications and Information Administration Spectrum Planning Subcommittee 

eview.  Within the Department of Defense,

ithin the United States and Its Po

provides a national level review and approval for the DD Form 1494. 

Department of Defense Internal R  the 
anent Working Group is responsible for the overall review, 

coord  

ent of Defense

Equipment Spectrum Guidance Perm
ination and processing of all DoD frequency allocation applications.  Within the Equipment

Spectrum Guidance Permanent Working Group (formerly called the J-12 Permanent Working 
Group) the DD Form 1494 receives a tracking number (e.g., J/F-12/XXXX) and is reviewed by 
the other Military Department Frequency Management Office representatives.  The Equipment 
Spectrum Guidance Permanent Working Group then sends the DD Form 1494 to other entities 
throughout the Departm  for review and comment.  The Equipment Spectrum 
Guidance Permanent Working Group prepares the final J/F-12/XXXX for Military 
Com

ation 
riate DoD 

Component authority.  Once a J/F-12 is approved for release to foreign nations and forums, it is 
then coordinated through the appropriate Combatant Command or other appropriate military 
offices, such as a Defense Attaché Office or Military Assistance Group office, with the foreign 
countries (also called “Host Nations”) that have been identified as projected operating locations 
for the particular equipment.  Since Host Nation coordination can be a lengthy and difficult 
process, the Program Manager should only list those nations on the DD Form 1494 in which 
permanent deployment is planned. 

 Office of Management and Budget Circular A-11, Part 2

munications-Electronics Board approval after all internal and external (e.g., National 
Telecommunications and Information Administration and/or Host Nation(s)) review and 
coordination has occurred. 

Spectrum Certification outside the United States and Its Possessions.  Any inform
intended to be released to a foreign nation must be approved for release by the approp

Per , program managers must heed 
the advice provided by National Telecommunications and Information Administration.  In 
addition, program managers should follow guidance provided by foreign governments (i.e., host 
nation comments provided in response to the request to coordinate on a J/F-12) and implement 
suggested changes even if testing and/or operation is intended to occur within the United States 
but eventual deployment and operation is intended or desired for that host nation. 

7.6.4.1.2. Note-to-Holders Mechanism 

A “Note-to-Holders” is a mechanism provided within the spectrum certification process to 
permit minor changes to existing spectrum certification documentation in lieu of generating a 
completely new, separate application.  The types of modifications permitted include: 

• Adding the nomenclatures(s) of equipment which have essentially identical technical 
and operating characteristics as a currently allocated item, 

• Adding comments that have been provided by the National Telecommunications 
Information Administration or host nations,  
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er the operating characteristics (transmission, reception, frequency 
response), or  

• Announcing the cancellation or reinstatement of a frequency allocation.   

A Note-to-Holders can be initiated by contacting the appropriate Military Department 
Frequency Management Office. 

7.6.4.1.3. Frequency Assignment 
Frequency assignments are issued by designated authorities of sovereign nations, such as 

telecommunications agencies within foreign countries, and the National Telecommunications 
and Information Administration for the United States and Its Possessions.  Under certain 
conditions, other designated authorities, such as DoD Area Frequency Coordinators or Unified 
and Specified Commanders may grant frequency assignments.  Equipment that has not been 
previously granted some level of spectrum certification will normally not receive a frequency 
assignment.  Procedures for obtaining frequency assignments, once the equipment, sub-system, 
or eq d 

e Program Manager has implemented guidance 
received in response to the submission of a DD Form 1494 during program development (e.g., 
incorporation of spectrum supportability comments) and designed the system as described in the 
DD Form 1494

• Documenting minor modifications, or improvements to equipment that do not 
essentially alt

uipment has become operational, are delineated in regulations issued by the Unified an
Specified Commands and/or Military Services. 

In most cases, the operational frequency assignments are requested and received after a 
program has been fielded.  However, if th

, system operators have not historically encountered problems in obtaining 
operational frequency assignments.  Note: Spectrum congestion, competing systems, and 
interoperability, all may contribute to the operator encountering some operational limitations 
such as geographical restrictions or limitations to transmitted power, antenna height and gain, 
bandwidth or total number of frequencies made available, etc.  Certification to operate in a 
particular frequency band does not guarantee that the requested frequency(ies) will be available 
to satisfy the system's operational spectrum requirements over its life cycle. 

7.6.4.2. Electromagnetic Environmental Effects (E3) 

7.6.4.2.1. Objective for E3 Control 
The objective of establishing E3 control requirements in the acquisition process is to ensure 

that DoD equipment, subsystems, and systems are designed to be self-compatible and operate 
compatibly in the operational electromagnetic environment.  To be effective, the program 
manager should establish E3 control requirements early in the acquisition process to ensure 
compatibility with co-located equipment, subsystems, and equipment, and with the applicable 
external electromagnetic environment. 

7.6.4.2.2. Impacts When E3 Control Is Not Considered 
It is critical that all electrical and electronic equipment be designed to be fully compatible 

in the intended operational electromagnetic environment.  The Department of Defense has 
experience with items developed without adequately addressing E3.  Results include poor 
performance, disrupted communications, reduced radar range, and loss of control of guided 
weapons.  Failure to consider E3 can result in mission failure, damage to high-value assets, and 
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loss of the 
spectrum
electr lready congested with electromagnetic-dependent ite
addition, new platforms/systems and subs t are more complex, mor
and often use higher power levels.  A ctors underscore the importance of addressing 
E3 control requirements early in the acquisition process. 

7.6.4.3. Additional Resources 
Spectrum management related information is available on the Joint Spectrum Center 

 human life.  Compounding the problem, there is increased competition for the use of 
 by DoD, non-DoD Government, and civilian sector users; and many portions of the 

omagnetic spectrum are a ms.  In 
e sensitive, ystems/equipmen

ll of these fa

website.  Spectrum compliance is a s Acquisition Community pecial interest area on the 
Connection website. 

7.6.5. Definitions 
Key terms pertaining to spectru ctromagnetic compatibility 

processes are defined below. 

Electromagnetic (EM) Spectrum.  The range of frequencies of EM radiation from zero to 
infinity.  For the purposes of this guide, "electromagnetic spectru e defined to be the 
range of frequencies of EM radiation that has been allocated for specified services under the U.S. 
and international tables of frequency allocation, together with the EM spectrum outside the 
allocated frequency range where use of unallocated frequencies could cause harmful interference 
with the operation of any services within the allocated frequency range. The terms 
"electromagnetic spectrum," "radio f and "spectrum" shall be synonymous. 

Electromagnetic Compatibility (EMC).  The ability of systems, equipment, and devices that 
utilize the electromagnetic spectrum ed operational environments 
without suffering unacceptable degradation or 
electromagnetic radiation or response tion magnetic 
spectrum management; system, equipment, and device design configuration that ensures 
interference-free operation; and clear concepts and doctrines that maximize operational 
effectiveness. 

Electromagnetic Environment (EME).  The resulting product of the power and time 
distribution, in various frequency ranges, of the radiated or conducted electromagnetic emission 
levels that may be encountered by a r pla for
assigned mission in its intended operational environment. 

Electromagnetic Environmental Effects (E3).  The impact of the electromagnetic 
environment upon the operational capability of military forces, equipment, systems, and 
platforms.  It encompasses all electromagnetic disciplines, including electromagnetic 
compatibility (EMC) and electromag  (EMI); el tic vulnerability 
(EMV); electromagnetic pulse (EMP);electrostatic discharge, hazards of electromagnetic 

es 
of sovereign nations after their review of the technical characteristics of a spectrum-dependent 
equipment or system regarding compliance with their national spectrum management policy, 
allocations, regulations, and technical standards.  Equipment Spectrum Certification is 

m supportability and ele

m" shall b

requency spectrum," 

 to operate in their intend
causing unintentional de

.  It involves the applica
gradation because of 

 of sound electro

military force, system, o tform when per ming its 

netic interference ectromagne

radiation to personnel (HEMP), ordnance (HERO), and volatile materials (HERF); and natural 
phenomena effects of lightning and precipitation static (P-Static). 

Equipment Spectrum Certification.  The statement(s) of adequacy received from authoriti
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alternately called “spectrum certification.  Note:  Within the United States and Its Possessions 
the requirement for certification of DoD spectrum-dependent equipment is prescribed by OMB 
Circu
Telecommunications and Information Administration “Manual of Regulations and Procedures 
for Federal Radio Frequency Management) and also applies to all equipment or systems 
employing satellite techniques. 

Host Nations (HNs).  Those sovereign nations, including the United States, in which the 
Department of Defense plans or is likely to conduct military operations with the permission of 
that nation. 

Spectrum Management.  The planning, coordinating, and managing joint use of the 
electromagnetic spectrum through operational, engineering, and administrative procedures.  The 
objective of spectrum management is to enable electronic systems to perform their functions in 
the intended environment without causing or suffering unacceptable interference 

 

 certification, reasonable assurance of the availability of sufficient frequencies for 

ortability for a spectrum-dependent system within a particular country (i.e., Host 
Nation) may be possible based upon "spectrum supportability" (e.g., equipment spectrum 
certification) comments provided by that host nation, the overall determination of whether a 
spectrum-dependent system has spectrum supportability is the responsibility of the Milestone 
Decision Authority based upon the totality of spectrum supportability comments returned from 
those host nations whose comments were solicited.) 

Spectrum-Dependent Systems.  Those electronic systems, subsystems, devices and/or 
equipment that depend on the use of the electromagnetic spectrum for the acquisition or 
acceptance, processing, storage, display, analysis, protection, disposition, and transfer of 
information. 

 

 

lar A-11, Part 2, and Title 47, CFR, Chapter III, Part 300 (the National 

Spectrum Supportability.  The assessment as to whether the electromagnetic spectrum 
necessary to support the operation of a spectrum-dependent equipment or system during its 
expected life cycle is, or will be, available (that is, from system development, through 
developmental and operational testing, to actual operation in the electromagnetic environment).
The assessment of "spectrum supportability" requires, at a minimum, receipt of equipment 
spectrum
operation from HNs, and a consideration of EMC.  (Note:  While an actual determination of 
spectrum supp
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7.7.1.  (BMMP) 
In addition to the Global Information Grid

7.7 BUSINESS MODERNIZATION MANAGEMENT PROGRAM 
 

The Business Modernization Management Program

 (GIG)-related programs, the Business 
Modernization Management Program (BMMP) and its associated Business Enterprise 
Architecture (BEA) are important to the DoD business domains, their functional proponents, and
program managers who are acquiring capabilities for those domains.  The Secretary of Defense 
established the BMMP t

 

o provide policy, strategic planning, oversight, and guidance for the 
Depa  rtment’s BMMP transformation efforts.  The Business Management and System Integration
(BMSI) Office, within the Office of the Under Secretary of Defense (Comptroller) 
and the Business Domains comprise the organizational elements within BMMP. 

The BEA and Transition Plan were approved by the USD(C) in April 2003.  The BEA is an
extension of the 

(OUSD(C)), 

 
GIG Architecture and is in conformance with the overall GIG Architecture.  The

BEA extension is a “to-be” architecture: it describes the DoD Business Enterprise of the future 
and represents a framework of requirements for transforming DoD and business processes.
to the GIG conformance with the 

 

  Due 
Federal Enterprise Architecture (FEA), programs comp

with the BEA are dee
liant 

med compliant with the FEA. 

See the BMMP Home Page for detailed information regarding the BMMP and the BEA.  
Program
informat

(initially

 (2) Key information about each of the Business Domains

 managers should become familiar with the website, including the following 
ion: 

(1) Secretary of Defense memorandum, July 19, 2001, establishing the BMMP program 
 called the Financial Management Modernization Program); 

; and 

(3) USD(C) memoranda establishing guidelines on when and how to obtain USD(C) 
certification or approval for proposed acquisitions of, or improvements in, Financial 
Management systems. 

(4) USD(C) memorandum, July 16, 2004, expanding the Comptroller certification 
requirements to include non-financial business systems. 

(Note:  DoD Instruction 5000.2 captures the requirements that flow from statute and from 
implementing Comptroller memoranda.  These requirements are summarized below under 
“Mandatory Policies.”) 

7.7.2. Mandatory Policies 

DoD Instruction 5000.2, Operation of the Defense Acquisition System
• Section E4.2.8 requires the USD(C) to certify that financial management MAIS 

acquisition programs comply with the requirements of the BMMP and BEA before the 
Milestone Decision Authority grants any milestone or full-rate production approval. 

• Section E4.2.9 states that before a DoD Component can obligate more than $1,000,000 
for a defense financial system improvement (i.e., a new, or modification of, a 
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budgetary, accounting, finance, enterprise resource planning, or mixed (financial and 
non-financial) information system), the USD(C) must determine and certify that the 
system is being developed or modified, and acquired and managed in a manner that is 

h the BEA and the BMMP Transition Plan.  Furthermore, the 
y the program to the Milestone Decision Authority before the 

Milestone Decision Authority gives any milestone or full-rate production approval (or 
their equivalent). 

7.7.3. 
The following categories of systems and system initiatives require USD(C) approval before 

obligation of funds or, when required, milestone approval: 

a)  All financial management, mixed and non-financial business

consistent with bot
USD(C) will certif

Integration within the Acquisition Process 

  system initiatives with 
proje d

b)  
developm  costs greater than $1,000,000 and requiring a Milestone A, 
Mile ding decision, or requesting a change to 
appro

 costs of 

 generic process describes steps that program 
mana

g the Joint 
Capa i
approp i
Technolo
will be r
that a pro
meet  
BMM  c
For prog  

1.  

2.  
initial po
containin omains’ and OUSD(C) compliance assessment requirements, 
inclu g
complete ed by 
the BMM

cte  pre-Milestone A (or equivalent) costs greater than $1,000,000. 

All financial management, mixed and non-financial business systems currently in 
ent, with program

stone B, Milestone C, Full Rate Production, or fiel
ved functional or technical baselines. 

c)  All financial management, mixed and non-financial systems in sustainment with
greater than $1,000,000 for upgrades or enhancements.   

For the approvals defined above, the following
gers, Domains, BMSI and the USD(Comptroller) will follow to review and approve 

requests.  For acquisition programs, these steps should be accomplished usin
bil ties Integration and Development System and the acquisition process, including 

r ate Functional Capabilities Boards (FCBs), WIPTs, IIPTs, OIPTs and Information 
gy Acquisition Board (ITAB) meetings.  BMMP-related issues identified in the process 

esolved through the IPT process.  For MAIS and MDAPs, when an OIPT recommends 
gram is ready to proceed for Milestone Decision Authority approval as a result of 

ing all requirements, including those encompassed by the BMMP, the USD(C) will provide 
P ertification of the program as soon as possible, but not later than the ITAB meeting.  

rams below the scope of MAIS or MDAP, follow Domain and Comptroller procedures.

Contact the lead Business Domain for the system improvement.   

If the Lead and Partner Business Domains support initiation of the project based on an 
rtfolio management review, they will provide the program manager a package 
g the related Business D

din  the unique requirements based on the program’s business capabilities.  The requestor 
s the program assessment of (1) architecture and programmatic information requir
P Comptroller Compliance Certification Criteria  and the applicable Domain(s) unique
ce assessment requirements, and (2) an evaluation of the program’s proposed 

 
complian
implementation plan against Component, and BMMP transition plans to ensure compatibility. 

and valid
processe usiness Domain will 
determine one of the following: 

3.  The Lead Business Domain, in coordination with applicable Partner Domains, reviews 
ates the documentation for consistency with the Department’s/Domain’s business 

s and management objectives.  Based on this review, the Lead B

http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
http://www.acq.osd.mil/pm/newpolicy/wbs/mil_hdbk_881/mil_hdbk_881.htm
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/mitigation. 

ead 

Department’s 
enter

7.7.4.

ion Packages submitted to obtain USD(C) 
approval must include the answers to these questions.  The answers are generally originated by 
the p ice or the func onent withi nt, are valida
Lead a r Business D d results of submitted
as part of the Certification Decision Package.  Examples of the 26 questions includ

 ( ent gram Manager, User Base, Acquisition 
liance status with various DoD and Congressional Mandates (e.g., Clinger-Cohen 

• The program/initiative is compliant and there are no compliance issues; 
• The program/initiative is compliant but not required since duplicate of other initiatives; 
• The program/initiative is non-compliant but acceptable because the Domain(s) 

determine that mitigations exist to resolve identified issues; or 
• The program/initiative is non-compliant, and the Domain(s) will not certify based on 

non-compliance with BEA/Domain architectures, transition plans, incomplete 
documentation, or unacceptable issue resolution

4.  After coordination and content concurrence between the Business Domains, the L
Domain forwards the certification package to the BMSI Program Office for evaluation.   

5.  BMSI, working in consultation with the Domains, reviews the certification package to 
ensure that it is complete, addresses cross-domain impacts, and supports the 

prise business objectives.  

6.  BMSI provides a recommendation memorandum, through the Deputy Chief Financial 
Officer, to the USD (Comptroller) to approve or deny the Program/Initiative.  (If BMSI does not 
recommend certification, BMSI will work with the applicable Domain Owner to resolve issues.) 

 Comptroller Compliance Certification Criteria 
The Comptroller Compliance Certification Criteria are 26 questions that were approved by 

the BMMP Steering Committee.  Certification Decis

rogram off
nd Partne

tional prop
omain(s), an

n the DoD Compone
 their evaluation are 

ted by the 
 to the BMSI 
e 14 general 

questions on the program
Type), comp

e.g., Compon owner, Pro

Act and DoD Information Secur cation and Accreditation PrTechnology ity Certifi ocess 
(DITSCAP)), transition pla ems and dates), a

valua ess am (the economic analys
mpliance with the BEA and Domain architectures).  The 26 questions are available through a 

link to the BMMP Portal

nning (interfacing and sunsetting syst nd the 
Business Domain(s) e
co

tion of soundn  of the progr is results and 

 o om agen the System C pliance tab of the BMMP Home P .  A user ID 
and password are required  the port line. 

ing definit e taken fro nd Bud -

 to access al and can be obtained by registering on

7.7.5. Definitions 

The follow ions ar m the Office of Management a get Circular A
127 Revised: 

The t
applications, tha

erm "financial s  an on
t is used for any of the follo

-- collecting, processi ing, t , and reporting data about
events;  

-- accumulating and reporting cost information; or  
-- supporting the preparation of financial statements. 

ystem" means  information system, comprised of 
wing: 

e or more 

ng, maintain ransmitting  financial 

-- supporting financial planning or budgeting activities; 



 348

A financial system supports the financial functions required to track financial events, 
provide financial information significant to the financial management of the agency, and/or 
required for the preparation of financial statements.  A financial system encompasses automated 
and manual processes, procedures, controls, data, hardware, software, and support personnel 
dedicated to the operation and maintenance of system functions.  A financial system may include 
multiple applications that are integrated through a common database or are electronically 
interfaced, as necessary, to meet defined data and processing requirements. 

The term "non-financial system" means an information system that supports non-financial 
functions of the Federal government or components thereof and any financial data included in 
the system are insignificant to agency financial management and/or not required for the 
preparation of financial statements. 

The term "mixed system" means an information system that supports both financial and 
non-financial functions of the Federal government or components thereof. 

The term "financial management systems" means the financial systems and the financial 
portions of mixed systems necessary to support financial management. 
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7.8 CLINGER-COHEN ACT 
 

7.8.1. The Clinger Cohen Act 

7.8.1.1. Purpose 
This section assists program managers, domain managers and members of the joint staff to 

understand and comply with the Clinger Cohen Act (CCA).  This section is organized into the 
key requirements of CCA that must be met in order to receive milestone approval.  For a more 
detailed background and comprehensive guidance, please access the CCA Community of 
Practice. 

7.8.1.2. 

1996 d
way the 
Departm
acquiring ology (IT), including National Security Systems (NSS).   

The CCA generated a number of significant changes in the roles and responsibilities of 
various Federal agencies in managing acquisition of IT, including NSS; it elevated oversight 
responsibility to the Director, OMB, and established and gave oversight responsibilities to the 
departmental CIO offices.  In DoD, the ASD(NII) has been designated as the DoD CIO and 
provides management and oversight of all DoD information technology, including national 
security systems. 

7.8.1.3.

equip
acquisiti
interchan
purposes y an executive agency if the equipment 
is use b
executiv
significa ance of a service or the furnishing of a 
prod . 
firmware services), and related resources.  
“Info

nction, operation, or use of which, (a) 
invol s ptologic activities related to national security; (c) 
invol s s; (d) involves equipment that is an integral part 

CCA Background 
Subtitle III of title 40, United States Code (formerly Division E of the Clinger-Cohen Act of 
 an  herein referred to as the “Clinger-Cohen Act” or “CCA”) is designed to improve the 

Federal Government acquires and manages information technology. It requires the 
ent and individual programs to use performance based management principles for 
 information techn

 Definitions 
The term “information technology,” with respect to an executive agency  means any 
ment or interconnected system or subsystem of equipment, that is used in the automatic 

on, storage, manipulation, management, movement, control, display, switching, 
ge, transmission, or reception of data or information by the executive agency.  For 
 of the preceding sentence, equipment is used b

d y the executive agency directly or is used by a contractor under a contract with the 
e agency which (i) requires the use of such equipment, or (ii) requires the use, to a 
nt extent, of such equipment in the perform

uct  The term “information technology” includes computers, ancillary equipment, software, 
 and similar procedures, services (including support 

rmation technology” does not include any equipment that is acquired by a Federal 
contractor incidental to a Federal contract 

The term “National Security System” (NSS) means any telecommunications or information 
system operated by the United States Government, the fu

ve  intelligence activities; (b) involves cry
e  command and control of military forcev
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of a w ilitary or 
intell n

7.8.2.
Table 7.8.2.1. details CCA Compliance regulatory requirements, mandatory DoD policy 

and the applicable program documentation that can be used to fulfill the requirement.  This table 
uses information from the DoD Instruction 5000.2 CCA Compliance Table (Table E4.T1)

eapon or weapons system; or (e) is critical to the direct fulfillment of m
ige ce missions. 

 Mandatory Policies 

, 
reorders the content to provide for a more logical flow, and adds columns relating applicable 
milestones and regulatory guidance with each of the requirements. 

To navigate via hyperlinks, go to the CCA Requirements table and select the appropriate 
hyperlink to get to guidance information.  Some CCA requirements are discussed only briefly, 
and then are hyperlinked to a more complete discussion.  Additionally, some of the more detailed 
requirements will have links to the CCA Community of Practice website which provides more 
comprehensive understanding of the CCA requirements, their rationale, the associated policy 
documents, best practices, and lessons learned. 

Paragraphs following the table will describe each requirement.  Some paragraphs will 
identify who is responsible for fulfilling and reviewing the requirement, and suggest how the 
requi o a 
detai  

Note that the CCA Compliance Table (E4.T1) in DoD Instruction 5000.2 and Table 
7.8.2.1., below, apply to all Acquisition Category I and IA programs, and to all other Mission 
Critical and Mission Essential Information Technology system acquisitions. 

rement is to be fulfilled.  Others will briefly describe the requirement and provide a link t
led discussion contained elsewhere. 
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Requirements From the DoDI 5000.2 Clinger-Cohen Act (CCA) of 1996 Table (DoDI Table E4.T1.) 

Information Requirements Applicable Program 
Documentation ** 

Applicable 
Milestone **** 

Regulatory 
Requirement 

***M  ake a determination that the 
acquisi oti n supports core, priority functions 
of the Department

ICD Approval  Milestone A CJCSI 3170.01

*No Private Sector or Government source 
can better support the function

Analysis of 
Alternatives(Functional Solution 
Analysis) page XX Acquisition 
Strategy page XX, para XX 

Milestone A & B CJCSI 3170.01
DoDI 5000.2

*** Redesign the processes that the system 
supports to reduce costs, improve 
effectiveness and maximize the use of 
COTS technology

Approval of the ICD, Concept of 
Operations, Analysis of 
Alternatives (Functional Solution 
Analysis), CDD, and CPD 

Milestone A & B CJCSI 3170.01
DoDI 5000.2

*An analysis of alternatives has been 
conducted

Analysis of Alternatives 
(Functional Solution Analysis) 

Milestone A CJCSI 3170.01
DoDI 5000.2

*An economic analysis has been conducted 
that includes a calculation of the return on 
investment; or for non-AIS programs, a 
Life-Cycle Cost Estimate (LCCE) has been 
conducted

Program LCCE 
Program Economic Analysis for 
MAIS 
 

For MAIS:  
Milestone A & B, &  
FRPDR (or their 
equivalent) 
For non-MAIS: 
Milestone B or the 
first Milestone that 
authorizes contract 
award  

DoDI 5000.2

***Establish outcome-based performance 
measures linked to strategic goals.

ICD, CDD, CPD and APB 
approval 
 

Milestone A & B   CJCSI 3170.01
DoDI 5000.2

There are clearly established measures and 
accountability for program progress

Acquisition Strategy page XX 
APB 

Milestone B  DoDI 5000.2

The acquisition is consistent with the 
Global Information Grid policies and 
architecture, to include relevant standards

ICD, CDD, & APB (NR-KPP) 
ISP (Information Exchange 
Requirements)  

Milestone A, B & C CJCSI 6212.01 
DoDI 5000.2

The program has an information assurance 
strategy that is consistent with DoD 
policies, standards and architectures, to 
include relevant standards

Information Assurance Strategy Milestone A, B, C, 
FRPDR or 
equivalent or 
acquisition contract 
award 

DoDI 5000.2
DoDI 8500.1 
DoDI 8580.1 

To the maximum extent practicable, (1) 
modular contracting has been used, and (2) 
the program is being implemented in 
phased, successive increments, each of 
which meets part of the mission need and 
delivers measurable benefit, independent of 
future increments

Acquisition Strategy page XX Milestone B or the 
first Milestone that 
authorizes contract 
award 

 
DoDI 5000.2

The system being acquired is registered Registration Database Milestone B, 
Update as required 

DoDI 5000.2

* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. 11103) 
** The system documents/information cited are examples of the most likely but not the only references for the required 
information.  If other references are more appropriate, they may be used in addition to or instead of those cited. 
***These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control 
Systems that are not themselves IT systems 
**** The purpose of the “Applicable Milestone” column in the table above is to indicate at which Milestone(s) the initial 
determination should be made regarding each element of Clinger-Cohen Act implementation.  For MAIS programs, the DoD CIO 
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must certify eir 
equivalent)

 

Impleme rformance Review (PDPR) and CCA 
certif

 CCA compliance before granting approval for Milestone A or B or the Full-Rate Deployment decision (or th
. 

Table 7.8.2.1.  Requirements from DoD Instruction 5000.2, Table E4.T1., CCA Compliance Table 

Two other CCA-related topics not addressed in the CCA table in DoDI 5000.2 are Post-
ntation Review (PIR)/Post Deployment Pe

ications and notifications to Congress required by Section 8083(c) of the Appropriations 
Act for FY 2005 (Public Law 108-287). 

See section 7.9 of this Guidebook for a discussion of PIR/PDPR. 

 See n 7.8.3.12sectio  of this Guidebook for a discussion of certifications and notification 
requi

7.8.3.
i

abov E e 
addit a al 
guidance contained in other parts of this Guidebook or to other resources located elsewhere on 
the web. 

7.8.3.1. D the 
Department

Overview:  This element of the CCA asks if the function supported by a proposed 
acquisition is something the Federal government actually needs to perform; i.e., for DoD, is the 
function one that we (the DoD and/or its Components) must perform to accomplish the military 
missions or business processes of the Department? 

For DoD, this question is answered in the Joint Capabilities Integration and Development 

red by Section 8084(c) of the Appropriations Act for FY 2004 (Public Law 108-87). 

Guidance for Complying with the CCA  
Th s section details guidance associated with the CCA Information Requirements listed 
e.  ach section provides an overview of the requirement.  Some sections will provid
ion l guidance about the requirement, while other sections will have links to addition

etermining that the Acquisition Supports the Core, Priority Functions of 
  

System process.  Before a functional requirement or new capability enters the acquisition 
process, the Joint Capabilities Integration and Development System process (See CJCSM 
3170.01, Enclosure A) requires the sponsor to conduct a series of analyses (i.e., the Functional 
Area Analysis, Function Needs Analysis, and Functional Solution Analysis).  These analyses are 
norm lly completed before preparing an Initial Capabilities Document.  Ideally, these analyses 
will show that the acquisition supports core/priority functions that should be performed by the 
Federal Government.  Moreover, the analysis should validate and document the rationale 
supporting the relationship between the Department’s mission (i.e., core/priority functions) and 
the function supported by the acquisition.   

Who is Responsible?  The Sponsor/Domain Owner with cognizance over the function leads 
the analysis work as part of the Joint Capabilities Integration and Development System process.     

Implementation Guidance:  Ensure that the Joint Capabilities Integration and Development 
System analytical work addresses the CCA question by establishing the linkage between the 
mission, the function supported, the capability gap and potential solutions.  The following 
questions should be helpful in determining whether a program supports DoD core functions: 

• Does the program support DoD core/primary functions as documented in national 
strategies and DoD mission and strategy documents like the Quadrennial Defense 

a
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Review (QDR), Strategic Planning Guidance (SPG), Joint Operating Concepts (JOC), 
Joint Functional Concepts (JFC), Integrated Architectures (as available), the Universal 
Joint Task List ssion statements?  

 Does Joint Capabilities Integration and Development System (i.e., Functional Area 
Analysis/Functional Needs Analysis/Functional Solution Analysis) validate that the 
function needs to be performed by the Government? 

• Is the program consistent with the goals, objectives, and measures of performance in the 
lead Sponsor/Domain owner’s Functional Strategic Plan?  

7.8.3.2. Determining That No Private Sector or Other Government Source Can Better 
Support the Function 

Overview: This element of the CCA asks if any private sector or other government source 
can better support the function.  This is commonly referred to as the “outsourcing 
determination.”  The Sponsor/Domain Owner determines that the acquisition MUST be 
undertaken by DoD because there is no alternative source that can support the function more 
effectively or at less cost.  Note that for weapon systems and for command and control systems, 
the need to make a determination that no private sector or Government source can better support 
the function only applies to the maximum extent practicable.  This requirement should be 
presumed to be satisfied if the acquisition has a Milestone Decision Authority-approved 
acquisition strategy. 

Who is Responsible:   
k 

signed for optimum effectiveness and 
effici n the 

ile reducing 
costs  

 

 analysis, including the Analysis of Alternatives, results in a Commercial-

 (UJTL), domain mission statements, or Service mi
•

• The Sponsor/Domain Owner with cognizance over the function leads the analysis wor
as part of the Analysis of Alternatives (Functional Solution Analysis)  process.   

• The program manager updates and documents the supporting analysis in the Analysis of 
Alternatives and a summary of the outsourcing decision in the Acquisition Strategy. 

7.8.3.3. Redesigning the Processes that the Acquisition Supports 
Overview:  This element of the CCA asks if the business process or mission function 

supported by the proposed acquisition has been de
ency.  This is known as Business Process Reengineering (BPR) and is used to redesig

way work is done to improve performance in meeting the organization's mission wh
.  The CCA requires the DoD Component to analyze its mission, and based on the analysis,

revise its mission-related processes and administrative processes as appropriate before making 
significant investments in IT.  To satisfy this requirement, BPR is conducted before entering the
acquisition process.  However, when the results of the Joint Capabilities Integration and 
Development System
Off-The-Shelf (COTS) enterprise solution, additional BPR is conducted after program initiation, 
to reengineer an organization’s retained processes to match available COTS processes.  As stated 
in DoD Instruction 5000.2, for a weapon system with embedded information technology and for 
command and control systems that are not themselves IT systems, it shall be presumed that the 
processes that the system supports have been sufficiently redesigned if one of the following 
conditions exist:  (1) the acquisition has a Joint Capabilities Integration and Development 
System ocument (Initial Capabilities Document, Capability Development Document or 

i ty Production Document) that has been approved by the Joint Requirements Oversight 
d

Capab li

http://acc.dau.mil/simplify/ev.php?URL_ID=11167&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1054568385
http://acc.dau.mil/simplify/ev.php?URL_ID=11167&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1054568385
http://acc.dau.mil/simplify/ev.php?URL_ID=11167&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1054568385
http://acc.dau.mil/simplify/ev.php?URL_ID=11167&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1054568385
http://acc.dau.mil/simplify/ev.php?URL_ID=11167&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1054568385
http://acc.dau.mil/simplify/ev.php?URL_ID=11165&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1066393478
http://acc.dau.mil/simplify/ev.php?URL_ID=11165&URL_DO=DO_TOPIC&URL_SECTION=201&reload=1066393478
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Coun  t the 
Analysis ) is sufficient to support the initial 
Mile n

Wh

l is responsible for BPR. 
anager should be aware of the results of the BPR process and should use 

Alternatives/Functional Solution Analysis to determine whether sufficient BPR has 
been conducted. 

Business Process Reengineering: Benchmarking 

Benchmarking is necessary for outcome selection and business process reengineering 
(BPR).  The Sponsor/Domain Owner should quantitatively benchmark agency outcome 
performance against comparable outcomes in the public or private sectors in terms of cost, speed, 
productivity, and quality of outputs and outcomes. 

Benchmarking should occur in conjunction with a BPR implementation well before 
prog e broken into four primary phases: 

 Planning Phase:  Identify the product or process to be benchmarked and select the 
organizations to be used for comparison.  Identify the type of benchmark measurements 
and data to be gathered (both qualitative and quantitative data types).  One method to 
gather data is through a questionnaire to the benchmarking organization that specifically 
addresses the area being benchmarked. 

• Data Collection and Analysis Phase:  Initiate the planned data collection, and analyze 
all aspects of the identified best practice or IT innovation to determine variations 
between the current and proposed products or processes.  Compare the information for 
similarities and differences to identify improvement areas.  Use root cause analysis to 
break the possible performance issues down until the primary cause of the gap is 
determined.  This is where the current performance gap between the two benchmarking 
partners is determined. 

• Integration Phase:  Communicate the findings; establish goals and targets; and define a 
plan of action for change.  This plan of action is often the key to successful BPR 

king analysis is especially valuable 
ent issues to bring about positive 

ue to 
ark the 

EXAMPLE 

cil (JROC) or JROC designee, or (2) the Milestone Decision Authority determines tha
 of Alternatives (Functional Solution Analysis

sto e decision." 

o is Responsible:  
• The Sponsor/Domain Owner with cognizance over the function with input from the 

corresponding DoD Component functiona
• The program m

the goals of the reengineered process to shape the acquisition. 
• The OSD PA&E assesses an Acquisition Category IAM program's Analysis of 

Alternatives/Functional Solution Analysis to determine the extent to which BPR has 
been conducted. 

• The DoD CIO assesses an Acquisition Category IAM program's Analysis of 

ram initiation.  Benchmarking can b
•

implementation.  Qualitative data from a benchmar
for this phase.  It aids in working change managem
change. 

• Implementation Phase:  Initiate the plan of action and monitor the results.  Contin
monitor the product or process that was benchmarked for improvement.  Benchm
process periodically to ensure the improvement is continuous. 
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T s 

r 

rking services offered by Brady and Associates, a hospital management consultancy.  
parison of the as-is cost and performance with the industry benchmarks suggested that a 

eer the Military Health System call center process and 
realiz

cons ance based services contract 
using  
to IBM with incentivized perform

d 
target and ceiling prices.  Underr

 
Anto ,  
year and isfaction for FY 03 was 98%. 

he Military Health System Program Executive Officer Joint Medical Information System
Office was faced with increasing cost and decreasing performance in their 20+ call centers that 
service 8.3 million military healthcare beneficiaries.  To understand the industry standards fo
call center performance, the Program Executive Officer staff approached the Gartner Group and 
the benchma
A com
business case could be made to reengin

e both improved service and a significant ROI. 

Following completion of the business case, a competitive solicitation was made for 
olidated call and help desk services.  This would be a perform
 performance measures developed from the benchmarking exercise.  The award was made

ance metrics as shown in Table 7.8.3.3.1. 

The contracting tool selected was a variation of a firm fixed price contract with establishe
uns below the target price and overruns between the target and 

ceiling price are shared in a ratio bid between the vendor and government.  Of note is that this 
was the first such incentives-shared risk contract based upon a GSA Schedule and now serves as 
a template for use by all government agencies. 

The results of this reengineering have been dramatic.  The consolidated call center is in San
nio  Texas.  Pre-consolidation cost for 20+ centers was $25M.  The current cost is $10M per

 customer sat

 
Criteria 

 
Positive 
Incentive 

range 

Acceptable range Negative 
Incentive range 

Customer Sat
Respons a

Below 15% isfaction Survey 
e R te1 

Above 18%  15 - 18 % 

Customer Satisfaction1 Above 90% 85 - 90% Below 85% 
Call Abandonment Rate  Below 3% 3 - 5% Above 5% 
Av
(se

erage Speed of Answer 
c) 

Below 20 sec. 20 – 30 sec. Above 30 sec. 

Problem
High Pr it
problems/req

 Re olution Rate for 
ior y 

uests2  

90 % within 60 
minutes 

s 89%  within 90 min. with hardware 
exception of 24 hour best effort 
repair/replace 

 90 
 

problem 

Greater than
min. for any

Problem s
Modera
problems q

 Re olution Rate for 75% within 4 
te Priority 
/re uests2 

hours 
89% within in 6 hours with hardware 
exception of 24 hour best effort 
repair/replace 

hours for any 
problem 

Greater than 6 

Problem Res
Low Priorit
problems

olution Rate for 
y 

50% with in 2 
business days 

89% with in  3 business days or less 

/requests2 
with hardware exception of 24 hour 
best effort repair/replace any problem.

Greater than 3 
business days for 

 
First Contact Resolution Greater than 

80% 
64 to 80% Less than 64% 

Table 7.8.3.3.1.  Consolidated Military Health System Calldesk Incentivized Performance Metrics 

Additional BPR Resources: 
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k/
• National Partnership for Reinventing Government Benchmarking site: 

http://govinfo.library.unt.edu/npr/initiati/benchm  
• Best Manufacturing Practices site: http://www.bmpcoe.org/ 
• The Brady Group Call Center Benchmarking: http://bradyinc.com 
• The Gartner Group: http://www4.gartner.com/Init 
• BusinessRanks.com: http://www.businessranks.com/call-centers.htm 

Implementation Guidance: BPR implementation guidance exists in both the private and 
public sector.  In addition to the steps required to conduct a BPR, it is critical that the 
Sponsor/Domain Owners and Program Managers recognize change management as a key aspect 
of any successful BPR implementation.  Two government sources recommended for BPR 
implementation guidance are the following:  

1. The BPR Internet Resources Kiosk: The BPR Internet Resources Kiosk site provides a 
set of links to BPR education, tools, and implementation guidance for BPR implementations.  It 
includes a link to the The DoD Process Innovation Site, which includes links to the Turbo BPR 
tool and the BPR Fundamentals course. 

2. The General Accounting Office (GAO) BPR Guide:  The GAO has developed a 
comprehensive framework for assessing BPR implementations that the Department of Defense 
can adopt to aid programs in conducting their BPR analysis.  This framework involves three key 
parts <link>: 

Part A: Assessing the Agency's Decision to Pursue Reengineering:  

Part B: Assessing New Process Development  

art C: Assessing Project Implementation and Results 

7.8.3.4. Analysis of Alternatives (Functional Solutions Analysis)  
Overview:  The Office of the Director, Program Analysis and Evaluation (OD/PA&E), 

provides basic policies and guidance associated with the Analysis of Alternatives process.  For 
Acquisition Category ID and IAM programs

P

, OD/PA&E prepares the initial Analysis of 
Alternatives guidance, reviews the Analysis of Alternatives plan, and reviews the final analysis 
products (briefing and report).  After the review of the final products, OD/PA&E provides an 
independent assessment to the milestone decision authority (see DoD Instruction 5000.2, 
Enclosure 6 ,E.6.5).  See section 3.3  of this guide for a general description of the Analysis of 
Alternatives and the Analysis of Alternatives Study Plan. 

7.8.3.5. Economic Analysis and Life-Cycle Cost Estimates  
Overview: An Economic Analysis consists of a life-cycle cost and benefits analysis and is a 

systematic approach to selecting the most efficient and cost effective strategy for satisfying an 
agency's need.  See sections 3.6 and 3.7 of this guide for detailed EA and LCCE guidance. 
<link>.   

7.8.3.6. Establish Outcome-based Performance Measures 
Overview: The CCA requires the use of performance and results-based management in 

planning and acquiring investments in information technology, including national security 
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systems (IT, including NSS).  This section defines measurement terminology, relates it to DoD 
policy and provides guidance on formulating effective outcome-based performance measures for 
IT, includ bedded 
information technology and for command control systems that are not themselves IT systems, it 
shall be presumed that the acquisition has outcome-based performance measures linked to 
strategic goals if the acquisition has a Joint Capabilities Integration and Development System 
document (Initial Capabilities Document, Capability Development Document or Capability 
Production Document) that has been approved by the JROC or JROC designee. 

IT, including NSS outcome-based performance measures are also referred to as measures of 
effectiveness (MOEs).  For clarification, the various uses and DoD definitions of MOEs are 
provided on the CCA Community of Practice

ing NSS investments.  As stated in DoDI 5000.2, for a weapon system with em

.  Regardless of the term used, the Clinger Cohen 
Act states that the respective Service Secretaries shall: 

• Establish goals for improving the efficiency and effectiveness of agency operations and, 
as appropriate, the delivery of services to the public through the effective use of 
information technology.   

• Ensure that performance measurements are prescribed for information technology 
executive agency and that the performance 

ts measure how well the information technology supports programs of the 
executive agency. 

• Conduct post-implementation reviews of information systems to validate estimated 
benefits and document effective management practices for broader use. 

In summary, we are obligated to state the desired outcome, develop and deploy the solution, 
which we have achieved the desired outcome.  For further 

o ge in page 24 of Circular No.A-11, Part 7

programs used by or to be acquired for the 
measuremen

and then measure the extent to 
discussi n, see the CCA langua , Section 300, Exhibit 
300, Part I, Section I.C.  Additionally discussions on the statutory basis and regulatory basis for 
MOEs and their verification are available.   

Who is Responsible:  
• The Sponsor/Domain Owner with cognizance over the function develops the MOEs as 

part of the Joint Capabilities Integration and Development System process.  This 
individual should ensure the MOEs are outcome-based and relate to the outcomes 
identified as benefits in the benefits analysis.  

• The program manager should be aware of the MOEs and how they relate to overall 
program effectiveness and document these MOEs in the Exhibit 300 that is part of 
DoD’s budget submission to OMB.   

• The DoD CIO assesses the outcome-based measures in deciding whether to certify CCA 
compliance for Acquisition Category IA programs. 

Implementation Guidance:  This section is written to help the functional proponent prepare 
the MOEs and to help the PMO understand his/her role in the MOE refinement process.  The key 
to understanding and writing MOEs for IT, including NSS investments is to recognize their 
characteristics and source.  Therefore, MOEs should be: 

• Written in terms of desired outcomes 
• Quantifiable  
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• A measure of the degree to which the desired outcome is achieved 
• Inclusive of both DoD Component and enterprise performance benefits  
• Independent of any solution and should not specify system performance or criteria 

ecify 
ance or criteria, the MOE should be established before the Concept Decision that 

starts the acquisition process.  The MOEs guide the analysis and selection of alternative solutions 
that are discussed in the Analysis of Alternatives/Functional Solution Analysis during pre-
Milestone A.  Although the MOE may be refined as a result of the analysis undertaken during 
this phase, the source of the initial mission/capability MOE is the functional community.  The 
MOE is the common link between the Initial Capabilities Document, the Analysis of Alternatives 
and the benefits analysis.   

A primer for this section is found in the Performance Institute’s

To satisfy the requirement that an MOE be independent of any solution and not sp
system perform

 Government Performance 
Logic Model.  The Performance Institute is a private think tank that has developed a logical 
chain of events that they view as a blueprint for mission achievement.  For further guidance on 
MOEs, see the Information Technology Community of Practice Measures of Effectiveness Area 
which contains the following additional guidance: 

• Joint Capabilities Integration and Development System MOE Development Process 
• BEA Domain MOE Development Process 

7.8.3.7. Acquisition Performance Measures 
Overview: Acquisition performance measures are clearly established measures and 

accountability for program progress.  The essential acquisition measures are those found in the 
acquisition program baseline (APB):  cost, schedule and performance.  See section 2.1.1. of this 
guide for detailed APB guidance. 

7.8.3.8. The acquisition is consistent with the Global Information Grid policies and 
architecture 

Overview:  The GIG is the organizing and transforming construct for managing information 
technology (IT) for the Department.  See section 7.2, Global Information Grid (GIG), for a 
detailed guidance on GIG policies and architecture.   

7.8.3.9. The program has an information assurance strategy that is consistent with DoD 
policies, standards and architectures 

Overview:  Information Assurance (IA) concerns information operations that protect and 
defend information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.  This includes providing for the restoration 
of information systems by incorporating protection, detection and reaction capabilities.  See 
section 7.5 of this guide for detailed guidance on IA.  

7.8.3.10. Modular Contracting 
Overview: Under modular contracting, a system is acquired in successive acquisitions of 

interoperable increments.  The CCA is concerned with modular contracting to ensure that each 
increment complies with common or commercially acceptable standards applicable to 
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Information Technology (IT) so that the increments are compatible with the other increments of 
IT comprising the system. 

Who is Responsible:  
• The program manager is responsible for ensuring that modular contracting principles 

are adhered to.   
• The contracting strategy is addressed in the Acquisition Strategy, which is approved by 

the Milestone Decision Authority and reviewed by all IIPT members. 

Implementation Guidance: See section 4.5.4. of this guide for a discussion of Modular, 
Open Systems Approach as a systems engineering technique that will support modularity, , and 
section 39.103 of the Federal Acquisition Regulations for a detailed discussion of Modular 
Contracting. 

7.8.3.11. DoD Information Technology (IT) Registry   
Overview:  The DoD Information Technology Registry supports the CCA inventory 

requirements and the capital planning and investment processes of selection, control, and 
evaluation.  The Registry contains a comprehensive inventory of the Department’s mission 
critic a
.mil u r
SIPRNE

al nd mission essential national security systems and their interfaces.  It is web-enabled to 
se s, and has classified and unclassified portions accessible through NIPRNET and 

T.  Department of Defense Information Technology (IT) Registry Policy Guidance for 
2004, dated Decem lishes Registry responsibilities to include update and 

Who is Responsible: The Program Manager is responsible for ensuring the system is 
registered and should follow applicable Component CIO procedures and guidance. 

IT Registry Update Procedure: The DoD Information Technology Registry uses a standard, 
documented procedure for updating its contents.  Updates to the Registry are required on a 
quarterly basis.  The rules, procedures, and protocols for the addition, deletion, and updating of 
system information are available to users once they are registered.  Service and Agency CIOs 
confirm the accuracy of its contents on an annual basis. 

Use of the IT Registry for Decision Making: The Registry has recently expanded its support 
to decision makers managing IT assets.  In support of the Federal Information Systems 
Man m
Regis
providin  critical and mission essential financial systems.  Service and 
Agency CIOs determine the addition or deletion of mission critical and essential systems based 
on mission needs and ongoing investment decisions. 

7.8.3.12. CCA Certification for MAIS Systems 
Overview:  Section 8083(c) of the Appropriations Act for FY 2005 (Public Law 108-287)

ber 1, 2003  estab
maintenance of information in the Registry.  

age ent Act and the Privacy Act additional fields have been added to the Registry.  The 
try also supports the Comptroller’s Business Management Modernization Program by 

g baseline data on mission

 
requires the Department of Defense (DoD) Chief Information Officer (CIO) to provide a 
notification of certification report at each acquisition milestone that Major Automated 
Information Systems (MAIS) are being developed in accordance with Subtitle III of Title 40 of 
the United States Code (Formerly the CCA of 1996).  

Who is Responsible:  
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• The Program Manager is responsible for developing the initial notification of 
certification report and then delivering it to their component CIO. 

• The Component CIO is responsible for submitting the CCA certification report to the 
DoD CIO.   

• The DoD CIO certifies MAIS program CCA compliance to the congressional defense 
committees at each acquisition milestone 

Implementation Guidance:  Each DoD Component CIO certification must be accompanied 
by a notification report that shall include: 

• A statement that the MAIS is being developed in accordance with Clinger-Cohen Act of 
1996 

• The funding baseline (prior year and FY 2004 – 2007 including Operational and 
Maintenance; Procurement, and Research, Development, Test and Evaluation) 

• The milestone schedule (denoting milestones and the dates for the milestones already 
attained, and for future milestones) for each MAIS 

• A succinct and clear description of efforts to accomplish each of the following: 
o Business Process Reengineering. 
o An analysis of alternatives. 
o An economic analysis that includes a calculation of the return on investment. 
o Performance measures. 
o An information assurance strategy consistent with the Department’s Global 

Information Grid. 

The Section 8084(c) certification report is due from the DoD Component CIO to the DoD 
CIO at the time of milestone decision request.  If a certification and notification report has been 
previously submitted for the program and if there has been no change regarding a particular 
issue, then the response for that issue should simply state that there has been no change from the 
previous submission. 
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7.9 POST IMPLEMENTATION REVIEWS 
 

7.9.1. Background 
The Government Performance and Results Act (GPRA) requires that Federal Agencies 

compare actual program results with established performance objectives.  In addition, the 
Clinger-Cohen Act (CCA) requires that Federal Agencies ensure that performance measurements 
are prescribed for the information technology (IT) to be acquired, that these performance 
measurements measure how well the IT supports the programs of the Agency.  (31 USC 
1115(a)(5); 40 U.S.C. 11313(3)) 

DoD Instruction 5000.2, Table E3.T1., refers to this information requirement as a Post-
Depl

 cites 
oyment Performance Review (PDPR) and requires a PDPR for MAIS and MDAP 

acquisition programs at the Full-Rate Production Decision Review.  DoD Instruction 5000.2
both GPRA and the Clinger-Cohen Act as the basis for the requirement. 

In addition, the Office of Management and Budget (OMB) has prescribed specific 
procedures for measuring how well acquired IT supports Federal Agency programs.  OMB 
Circular A-130 refers to this performance-measurement requirement for IT as a Post 
Implementation Review (PIR).  An appropriately conducted PIR can satisfy both GPRA and 
CCA requirements for a post deployment evaluation. 

As a result, within the Department of Defense, the PDPR and the PIR are essentially the 
same

his 
efense Acquisition Guidebook will provide details of the expected 

infor

his section provides guidance on how to conduct a PIR for a system that has been fielded, 
and is operational in its intended environm

y 
er the Initial Capabilities Document, and if not, what should be done? 

h
ance 

es of effectiveness. 

 thing—they both assess actual system performance against program expectations. 

To avoid confusion, the next change to DoDI 5000.2 will rename the PDPR.  Since OMB 
Circular A-130 specifically calls the described performance assessment a PIR, the Instruction 
will use that term.  DoDI 5000.2 will require the PIR for MAIS and MDAP programs.  T
section of Chapter 7 of the D

mation (to comply with statute) for any PIR. 

In practice, a PDPR/PIR Plan will be required at the Full-Rate Production Decision 
Review, and the actual PIR will be conducted after IOC (if possible, before FOC). 

Until the official DoDI 5000.2 change takes effect, the two terms, PDPR and PIR, may be 
used interchangeably.  Both terms refer to the same process: the evaluation of how well actual 
program results have met established performance objectives for any acquisition program. 

7.9.2. Overview 
T

ent.  A PIR verifies the Measures of Effectiveness 
(MOEs) of the Initial Capabilities Document and answers the question, “Did the Service/Agenc
get what it needed, p

W
• The Sponsor/Domain Owner is responsible for articulating outcome-based perform

measures in the form of measur

o is Responsible:  
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d assessing the results. 

f the Sponsor/Domain Owner. 

e cases, these activities can take place over a long period of time.  
The list in Table 7.9.2.1. indicates that some PIR activities may be accomplished in the context 
of typical program acquisition activities or system operational processes. 

Table 7.9.2.1.  Potential PIR Activities 

 

7.9.3. PIR Within the Acquisition Life Cycle 
The Sponsor/Domain Owner initially articulates high-level, outcome-based performance 

measures in the form of measures of effectiveness in the Initial Capabilities Document.  
Development of the Capability Development Document, Capability Production Document, 
contract, and build specifications follows, each providing increasingly detailed performance 
outcomes.  During integration and test, procedures called out in the Systems Engineering Plan 

• The Sponsor/Domain Owner is responsible for planning the PIR, gathering data, 
analyzing the data, an

• The program manager is responsible for maintaining an integrated program schedule 
that facilitates the PIR on behalf o

• The program manager is responsible for translating Sponsor/Domain Owner planning 
into specific PIR implementation events. 

What is a PIR:  
The PIR is not a single event or test.  It is a sequence of activities that when combined, 

provide the necessary information to successfully compare actual system performance to 
program expectations.  In som

•FOT&E Results
•Platform Readiness
•CC Exercise
•User Satisfaction
•IA Assessments

•Annual CFO Report
•Mission Readiness
•ROI
•War Games
•Lessons Learned

(SEP) should verify compliance with the build specification.  The Test and Evaluation Master 
Plan (TEMP) and associated test products describe verification of compliance with the contract 
specification during developmental test and evaluation (DT&E) and verification of compliance 
with the Capability Production Document during operational test and evaluation (OT&E).  
Finally, the PIR benefits analysis evaluates system compliance with the original MOEs 
documented in the Initial Capabilities Document. 

7.9.4. PIR Implications for Evolutionary Acquisition 

PIRs provide important user feedback and consequently are a fundamental element of 
evolutionary acquisition.  Optimally, we need to understand how well a recently completed 
increment meets the needs of users before finalizing the requirements for a subsequent 
increment.  The opportunity for such feedback depends on the level of concurrency in the 
schedule. 
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Additionally, changes in the enviro ive new requirements.  The PIR gives 
both the Spon any issues 
with the comp just or 
correct the Capability Development Document/Capability Production Document for subsequent 
increments. 

7.9.5. PIR Implementation Steps 
1.  Schedule the PIR.  The PIR should take place post-IOC, after a relatively stable 

ng ent has been established.  A typical time frame is 6 to 12 months after IOC.   

   Available Information Sources.  Data can be gleaned from 
on d in wartime and during exercises.  The lead-time for most major exercises is 

typic e design and funding process.  
Additional sources to consider are: 

• Economic calculations to establish the payback period and ROI of business systems (if 
applicable). 

• Qualitative assessments related to expected benefits 
• Combatant Commander operational, logistics, and exercise data  
• Information Assurance assessments  
• Annual CFO Reporting of IT investment measured performance  
• Stakeholder satisfaction surveys 

4.  Conduct the PIR.  The PIR should be carried out according to the PIR planning that 
was reviewed and approved at Full Rate Production Decision Review.  Care should be given to 
ensuring that accurate raw data is captured, and it can be later used for analysis.  Based on the 
PIR plan, the PIR should, at a minimum, address: 

• Customer Satisfaction: Is the warfighter satisfied that the IT investment meets their 
needs? 

• Mission/Program Impact: Did the implemented system achieve its intended impact? 
• Return on investment calculations, if applicable. Compare actual project costs, benefits, 

risks, and return information against earlier projections. Determine the causes of any 
differences between planned and actual results. 

5.  Conduct the Analysis.  The analysis portion of the PIR should answer the question, 
“Did we get what we needed?”  This provides a contrast to the test and evaluation measurements 
of KPPs that answer the question, “Did we get what we asked for?”  This would imply, if 
possible, that the PIR should assess the extent to which the DoD’s investment decision-making 
processes were able to capture the warfighter’s initial intent.  The PIR should also address, if 
possible, whether the warfighter’s needs changed during the time the system was being acquired. 

nment may dr
sor and the program manager empirical feedback to better understand 
leted increment.  This feedback enables the acquisition principals to ad

 

operati  environm

2.  Assemble a PIR Team.  The PIR team should include: 
• Functional experts with detailed knowledge of the capability or business area and its 

processes. 
• User representatives, CIO representatives, functional sponsors, and Domain Owners. 

3. Assemble and Review
operati s conducte

ally one year and requires familiarity with the exercis
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The outputs of the analysis become the PIR findings.  The findings should clearly identify 
the extent to which the warfighter got what they needed. 

6.  Prepare a Report and Provide Recommendations.  Based on the PIR findings, the 
PIR team should prepare a report and make recommendations that can be fed back into the 
capabilities and business needs processes.  The primary recipient of the PIR report should be the 
Sponsor/Domain Owner who articulated the original objectives and outcome-based performance 
measures on which the program or investment was based.  The results of the PIR can aid in 
refining requirements for subsequent increments.  Recommendations may be made to correct 
errors, improve user satisfaction, or improve system performance to better match 
warfighter/business needs.  The PIR team should also determine whether different or more 
appropriate outcome-based performance measures can be developed to enhance the assessment 
of future spirals or similar IT investment projects. 

For further guidance on PIRs, see the Information Technology Community of Practice Post 
Implem ntation Reviewe  Area.  This contains the following additional guidance: 

• PIR Measurement Framework. 
• Common Problems with PIR Implementations. 

7.9.6. PIR Further Reading 
Both government and the commercial sector address the practice of conducting PIRs for 

materiel, including softwa for-profit 
organizatio tten on the subject of m rformance and de ults.  
The CCA C of Practice PIR area

re and IT, investments.  The GAO and several not-
ns have wri
ommunity 

easuring pe monstrating res
 li r of key public and

resources that can be used in planning and conducting a PIR. 
sts a numbe  private sector 
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ERCIAL, OFF-THE-SHELF, SOFTWARE SOLUTIONS 

7.1 mmercial, Off-the-Shelf (COTS) Solutions 
 President’s Management Agenda 

 

7.10 COMM
 

0.1. The Impetus for Co
• The goal of the and the Department’s Quadrennial 

Defense Review (QDR) is rapid transformation by significantly increasing, where 
appropriate, the use of commercially available and proven business solutions in the 
conduct of DoD business. 

migrate to COTS solutions to fill Information • One of the Department’s goals is to 
Technology capability gaps. 

• The Clinger-Cohen Act of 1996, DoD Instruction 5000.2, Sections 3.5.3. and 3.6.4., 
Management Initiative Decision (MID) 905, “Net-Centric Business Transformation and
E-Government,” all require the use of COTS Information Technology solutions to
maximum practical extent. 

7.10.2. Definition 
Commercial Off-the-Shelf (COTS) is defined as “commercial items that require no unique 

government modifications or maintenance over the life cycle of the product to meet the needs of 
the procuring agency.” 

and 
 

 the 

[From the Eleventh Edition of GLOSSARY: Defense Acquisition Acronyms and Terms.] 

7.10.3. Mandatory Policies 
The following bullets q  sections in the DoD 5000 series that specifically 

address C f (COTS): 
• D

uote or paraphrase
ommercial Off-the-Shel
oD Directive 5000.1, Section E1.18., states the f

 “… The DoD C

ollowing: 

omponents shall work with users to define capability needs that 
f  in descending order of preference: 

ation of commercially available 
from domestic or international sources, 

H es, and technologies are a first priority 
f a

• DoD Instruction 5000.2, Section 3.5.3.

aci tate the following, listedli
E1.18.1.  The procurement or modific
products, services, and technologies, 
or the development of dual-use technologies;” 

en e, commercially available products, servicc
or cquisition solutions. 

, states that “existing commercial off-the-shelf 
( solutions drawn from a diversified range of large and small 
b ducting the Analysis of Alternatives. 

• DoD Instruction 5000.2, Enclosure 4, “IT Considerations,” Table E4.T1., “CCA 

COTS) functionality and 
usinesses shall be considered,” when con

Compliance Table,” requires that, to be considered CCA compliant, the D
d by th

epartment 
m e system being acquired, to reduce 
c  the use of COTS technology. 

ust redesign the processes being supporte
 maximizeosts, improve effectiveness and
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• D onsiderations,” Section E4.2.7.oD Instruction 5000.2, Enclosure 4, “IT C , states that: 
" onsidered viable, maximum leverage of and 
c nitiative shall be made." 

7.10.4. Modifying Commerc -Shelf (COTS) Software—Reuse Custom 
Compone

It is  core code of a COTS product should be avoided.  
It is possible to add code to the existing product, to make the product operate in a way it was not 
intended to do ‘out-of-the-box.’  This, however, significantly increases program and total life 
cycle cost l product into a DoD-unique product.  The business processes 
inherent i  by the organization implementing 
the product.  Adopting a COTS product is done through business process re-engineering.  This 
means the organization changes its processes to accommodate the software, not vice versa.  In 
many cases there will be a few instances where business process re-engineering is not possible.  
For example, due to policy or law, it may be necessary to build or acquire needed reports, 
interfaces, conversions, and extensions.  In these cases, adding to the product must be done under 
strong configuration control.  In cases where a particular COTS product does not provide the 
entire set of required functionality, a ‘bolt-on’ could be used.  A bolt-on is not part of the COTS 
software product, but is typically part of a suite of software that has been certified to work with 
the product to provide the necessary additional functionality.  These suites of software are 
integrated together to provide the full set of needed functionality.  Using a ‘bolt-on,’ however, 
increases program and total life cycle costs. 

Once an individual program or project develops a report, interface, conversion, or extension 
object, or acquires a ‘bolt-on’ capability, it should be possible for other efforts to share and reuse 
the solution.  An initial operating capability for a repository of these custom software 
components is now available.  It can be accessed via the Reports, Interfaces, Conversions, 
Extensions Repository in the Enterprise Integration Toolkit

When the use of commercial IT is c
oordination with the DoD Enterprise Software I

ial Off-the
nts 
important to note that modifying the

s, and turns a commercia
n the COTS product should be adopted, not adapted,

 .  This repository can help adapt 
COTS products for DoD use and reuse. 

See section 7.10.6.3. for a more detailed discussion of reports, interfaces, conversions, and 
extensions. 

7.10.5. Commercial Off-the-Shelf (COTS) Integration into the Acquisition Life Cycle 
The actions below are unique to acquiring COTS Information Technology solutions.  These 

activities should occur within a tailored, responsive, and innovative program structure authorized 
by DoD Instruction 5000.2.  The stakeholder primarily responsible for each action is shown at 
the end of each bullet. 

7.10.5.1. Before Milestone A 
• Define strategy and plan for conducting business process re-engineering  during 

Commercial Off-the-Shelf (COTS) software implementation phase of the program.  
(Domain Owner/Principal Staff Assistant) 

• Consider COTS and business process re-engineering when developing the Analysis of 
Alternatives/Functional Solution Analysis.  (See sections 3.3. and 7.8.3.4. of this 
guidebook).  (Domain Owner/Principal Staff Assistant) 
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 Consider commercially available products, services, and technologies when defining 
initial user needs in the Initial Capabilities Document

•
.  (Domain Owner/Principal Staff 

Assistant) 
 When developing the Technology Development Strategy•  and/or the Acquisition 

Strategy, consider commercial best practice approaches and address the rationale for 
ram Manager) acquiring COTS.  (Prog

• Consider the Initiation and Acquisition best practices available in the Enterprise 
Integration Toolkit when contracting for the COTS product and the system integra
required).  (Domain Owner/Principal Staff Assistant and Program Manager) 

7.10.5.2. Before Milestone B 
• To the maximum extent possible, redesign business processes

tor (if 

 to conform to the best 
practice business rules inherent in the Commercial Off-the-Shelf product.  Define a
process for managing and/or approving the development of reports, interfaces, 
conversions, and extensions.  (See the Enterprise Integration Toolkit

 

 for best pract
in the methodologies and techniques to be successful in this phase.)  (Domain 
Owner/Principal Staff Assistant and Program Manager) 

ices 

• Consider the Implementation, Preparation, and Blueprinting best practices available in 
the Enterprise Integration Toolkit.  (Domain Owner/Principal Staff Assistant and 
Program Manager) 

7.10.5.3. Before Milestone C or Full Rate Production Decision Review 
• Ensure scope and requirements are strictly managed and additional reports, interfaces, 

conversions, and extensions objects are not developed without prior authorization.  
(Program Manager) 

• Consider best practices in the Enterprise Integration Toolkit regarding the 
implementation phase of the Commercial Off-the-Shelf effort.  (Program Manager)

• Ensure adequate planning for life-cycle support of the program.  See section 3.4, 
Engineering for life-cycle support, of “Commercial Item Acquisition: Considerations 

 

and Lessons Learned”. 

7.10.5.4. After Milestone C or Full Rate Production Decision Review 
• Conduct ongoing engineering and integration for sustainment activities througho

lifecycle of the program. 

7.10.6. Best Practices, Tools, and Methods 
Various methodologies, toolsets, and information repositories have been developed to assist 

the Program Manager in the implementation of COTS software-based programs.  The rem
of this section provides the Program Manager d

ut the 

ainder 
escriptions of best practices, available tools and 

meth
Addi n

ods, and critical success factors for use in the acquisition of commercially-based solutions.  
tio ally, Chapter 4 of this Guidebook, Systems Engineering, presents a complete discussion 

able systems engineering practices, to include a discussion of the Modular, Open of applic
Systems Approach. 

7.10.6.1. DoD Enterprise Software Initiative 
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The DoD Enterprise Software Initiative is a joint project designed to implement a softwar
e managemen

e 
enterpris t process within the Department of Defense.  By pooling commercial 
softw e s, 
the En er
individu
Working
funding 
Defense, producing large software discounts.  Agreement negotiations and retail contracting 
actions are performed by information technology acquisition and contracting professionals 
within participating DoD Services and Agencies, as Enterprise Software Initiative “Software 
Product Managers.”  The DoD Enterprise Software Initiative

ar  requirements and presenting a single negotiating position to leading software vendor
t prise Software Initiative provides pricing advantages not otherwise available to 

al Services and Agencies.  The Enterprise Software Initiative can use the Defense 
 Capital Fund to provide “up-front money” for initial wholesale software buys.  This 
process assures maximum leverage of the combined buying power of the Department of 

 Home Page lists covered products 
and procedures, and also shows Defense Federal Acquisition Regulation Supplement Subpart 
208.74 and DoD Instruction 5000.2, E4.2.7, requirements for compliance with the DoD 
Enterprise Software Initiative. 

The DoD Business Initiative Council endorsed the Enterprise Software Initiative and  
provided DoD Service funding to develop a DoD-wide Software Asset Management Framework.  
The Council authorized Business Initiative Council Initiative IT11 to extend Software Asset 
Management to the DoD Component level.  The Business Initiative Council also approved 
extension of the project to establish a Virtual Information Technology Marketplace for online 
purchasing of Information Technology. 

7.10.6.2. SmartBUY 

SmartBUY is a federal government-wide commercial software asset management and 
enterprise-licensing project developed by the General Services Administration in coordination 
with the Office of Management and Budget.   

Its purposes are (a) to create a new, federal agency business process to manage commercial 
software as an asset, and (b) to obtain optimal pricing and preferred terms and conditions for 
widely used commercial software products.  This effort was formally announced on June 2, 2003 
in an Office of Management and Budget memorandum to the federal agencies. 

The General Services Administration is the SmartBUY Executive Agent and leads the 
interagency team in negotiating government-wide licenses for software.  The DoD Enterprise 
Software Initiative Team has been working closely with the SmartBUY project for several 
months, and has coordinated the initial SmartBUY commercial software survey response. 

7.10.6.2.1. SmartBUY Implementation 

The DoD Enterprise Software Initiative Team is developing policy to implement 
SmartBUY within the DoD.  This policy will provide the framework for migrating existing 
Enterprise Software Initiative Enterprise Agreements to SmartBUY Enterprise Agreements.  In 
the meantime, the Office of Management and Budget memo establishes requirements to be 
followed by federal departments and agencies.  Specifically, federal agencies are to: 

• Develop a migration strategy and take contractual actions as needed to move to the 
government-wide license agreements as quickly as practicable; and 

• Integrate agency common desktop and server software licenses under the leadership of 
the SmartBUY team.  This includes, to the maximum extent feasible, refraining from 
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renewing or entering into new license agreements without prior consultation with, and 
consideration of the views of, the SmartBUY team. 

7.10.6.2.2. SmartBUY Resource 
Click here for the latest and most complete information about SmartBUY. 

7.10.6.3. Enterprise Integration Toolkit 
he Enterprise Integration ToolkitT  provides program managers with a repeatable 

Commercial Off-the-Shelf (COTS) implementation process, a knowledge repository that 
incorporates both government and commercial industry best practices and lessons learned, and a 
Reports, Interfaces, Conversions, and Extensions (RICE) Repository.  The objectives of the 
Enterprise Integration Toolkit are to assure cost savings within the program, to achieve program 
speed and efficiency, and to reduce program risk.  A user ID and password is required and may 
be obtained by registering at the website.. 

The Toolkit is the single point of reference for COTS program product examples and 
templates, and contains a repository of Education & Training courses and lessons learned.  
Program managers should use the Enterprise Integration Toolkit to leverage proven approaches 
and lessons learned in the areas of program initiation, software and system integration services 
sourcing, contracting, implementation, education and training, information assurance/security, 
performance metrics and change management.  The Toolkit enables program managers to 
leverage work already done, and to reduce the redundancy, effort, and costs associated with a 
COTS implementation.  (Education & Training represents a significant portion of COTS 
implementation costs.) 

The Enterprise Integration Toolkit also contains a repository of RICE development objects 
to be used by program managers to leverage work already done, and to reduce redundancy, 
effort, and costs of Commercial Off-the-Shelf (COTS) implementations.  RICE objects represent 
a significant portion of COTS cost, not only in the initial development, but in on-going 
maintenance and updating. 

During a COTS implementation, there are additional configuration, design, and/or 
programming requirements necessary to satisfy functional requirements and achieve the desired 
functionality.  These requirements are not supported within the commercial, core functionality of 
the COTS product being implemented, and therefore require additional technical development.  
RICE objects represent the solution to these additional requirements..  This development (or 
reuse) of RICE objects enables the creation of unique Reports not standard in the product; the 
creation of Interfaces to external systems; the creation of Conversion programs to transfer data 
from an obsolete system to the new system; and the creation of Enhancements (or Extensions) to 
allow additional functionality to be added to the system without disturbing the core software 
code. 

To ensure consistency across programs and within the RICE Repository, RICE is further 
defined as follows: 

• Report - A formatted and organized presentation of data. 
• Interface - A boundary across which two independent systems meet and act on or 

communicate with each other. 
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 Conversion - A process that transfers or copies data from an existing system to load 
production systems. 

• Extension - A program tha   standard program but that does 
not change core code or objects. 

The Enterprise Integration Toolkit also includes a RICE Repository Concept of Operations 
that provides program managers with a process for leveraging the value of the RICE Repository.  
This process describes how to take data from and how to provide data to the repository.  It 
describes the timing for the use of the repository, and at what point and level approvals (Process 
Owner, Program Manager, Project Sponsor, and Domain Owner) are to be obtained throughout 
the life cycle of a program. 

o ntation 
meth o
acquisiti s contain boilerplate language for program managers to use 
in ac is

For m tail or additional definitions, to review the CONOPS, or to download the 
Ente

•

t is in addition to an exiting

Pr gram managers should ensure vendors include these repositories in their impleme
od logies.  The Enterprise Integration Toolkit’s software and systems integration 

on and contracting processe
qu ition documents. 

ore de
rprise Integration Toolkit, go to http://www.eitoolkit.com. 

7.10.6.4. Commercial Off-the-Shelf (COTS) Testing 
On June 16, 2003, the Director, Operational Test and Evaluation, signed a memorandum 

rational Test and Evaluation (OT&E) for Software-issuing the “Guidelines for Conducting Ope
Intensive System Increments.”  The guidelines help streamline and simplify COTS software 
testin l risk of a 

 
s primarily COTS 

m ance and reliability?” 

7.10.
 
 the 

efense 

g procedures.  They assist in tailoring pre-deployment test events to the operationa
specific system increment acquired under OSD oversight.  For increments that are of 
insignificant to moderate risk, these guidelines streamline the operational test and evaluation 
process by potentially reducing the degree of testing.  Simple questions characterize the risk and
environment upon which to base test decisions, for example, “If the increment i
or govern ent off-the-shelf items, what is the past perform

6.5. Commercial Off-the-Shelf (COTS) Lessons Learned 
As the Department migrates to COTS, the workforce should be educated and trained in

COTS software best practices.  The objective is to raise the awareness of what is going on in
Government and in the commercial sector relative to the use of COTS software.  Best practices 
and lessons learned should be swiftly imported into DoD and used to improve program 
outcomes.  Program managers can find information on lessons learned at the National D
University, Center for Technology and National Security Policy.  See the Information 
Tech lo
Commer y in DoD Systems.  Another good source of lessons learned 
is the

no gy Program link for workshop proceedings on Actions to Enhance the Use of 
cial Information Technolog

 Carnegie Mellon University COTS-based systems lessons learned web site.  As indica
r, he Enterprise Integration Toolkit

ted 
earlie t  also contains a section on lessons learned. 
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ce, and Security Support 

apter is two-fold:  1) to focus Program Manager attention on and 
describe Program Manager responsibilities regarding the prevention of inadvertent technology 

f d echnologies that support future defense platforms 
and D

This Chapter is divided into six sections as follows: 

Section 8.0, Chapter Overview, provides the purpose of this chapter, briefly summarizes the 
content and organization, and provides a brief discussion on applicability. 

Section 8.1

Chapter 8 
Intelligence, Counterintelligen

 

8.0. CHAPTER OVERVIEW 
 

8.0.1. Purpose 
The purpose of this ch

transfer o ual-use and leading edge military t
oD capabilities-based military strategies;  and,  2) to provide guidance and describe 

support available for protecting those technologies. 

8.0.2. Contents 

, Introduction, ranges from section 8.1.1 to section 8.1.2.  It provides an 
overview of protection considerations, and addresses the planning, legal issues, and information 
reporting associated with the DoD Research and Technology Protection (RTP) effort. 

Section 8.2, Intelligence, ranges from section 8.2.1 to section 8.2.2.  It contains information
on intelligence support to acquisition programs and intelligence supportability. 

 

Section 8.3, Pre-Acquisition Protection Strategy for RDT&E Activities, ranges fro
o ection 8.3.4.  It covers procedures for RTP at RDT&E facilities. 

tion 8.4

m section 
8.3.1 t  s

Sec , Acquisition Protection Strategy for Program Managers, ranges from section 
ection 8.4.11.2.  It contains procedures for protecting acquisition program technolog
mation. 

8.4.1 to s ies 
and infor

Section 8.5, Specialized Protection Processes, ranges from section 8.5.1 to section 8.5.6.2.  
es procedures in system security engineering, counterintelligence (CI), anti-tamper 
ormation assurance, horizontal analysis and protection, and RTP assessments and 
ns that apply to protection activities, both at RDT&E sites and within acquisition 
s. 

It describ
(AT), inf
inspectio
program

8.0.3. Applicability 
This chapter describes procedures for identifying and protecting DoD research and 

technologies, to include designated science and technology information (DS&TI) and critical 
program information (CPI), in accordance with DoD Directive 5000.1, DoD Instruction 5000.2, 
DoD Directive 5200.39, and DoD 5400.7-R.  DS&TI and CPI are defined in DoD Directive 
5200.39. 
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The guidance applies to all activities, phases, and locations (to include contractor locations) 
where DS&TI and CPI are developed, produced, analyzed, maintained, employed, transported, 
stored, or used in training, as well as during its disposal.  Security considerations contained in 
this chapter apply to all international programs that involve Classified Military Information 
(CMI) and export controlled material, not just those programs that involve RDT&E.  

This Chapter does not apply to acquisitions by the DoD Components that involve a special 
access program (SAP) created under the authority of E.O. 12958.  The unique nature of SAPs 
requires compliance with special security procedures of DoD Directive O-5205.7.  If the 
program or system contains CPI, the SAP Program Manager will prepare and implement a 
Program Protection Plan (PPP) prior to transitioning to collateral or unclassified status.  Security, 
intelligence, and CI organizations should assist the SAP Program Manager in developing the PPP.  
The PPP will be provided to the offices responsible for implementing protection requirements 
before beginning the transition. 

8.0.4. Documents Discussed in Chapter 8 
he documents discussed in Chapter 8 are listed below in Table 8.0.4.1.  This table lists the 

documents that are prepared when the program manager or RDT&E site director determines they 
are necessary, and includes identification of and electronic links to the sections of Chapter 8 that 
contain the guidance for the preparation of each document. 

Table 8.0.4.1.  Documents Discussed in Chapter 8 

Document Prepare if: Discussion on 
Preparation 

T

Program Protection Plan 
(PPP) 

The acquisition program has Critical 
Program Information (CPI) 

8.4.6.  
DoDD 5200.39  

Technology 
Assessment/Control Plan 
(TA/CP)  

The acquisition program may have, or 
will have, foreign participation  

8.4.3.  
DoDD 5530.3  

   
Delegation of Disclosure 
Authority Letter (DDL) 

The acquisition program has foreign 
participation  

8.4.8.3.  
DoDD 5530.3  

Counterintelligence Support 
Plan (CISP) 

-  For all major RDT&E activities and 
- For an acquisition program with 
Critical Program Information (CPI) 

8.3.1.2.  
8.3.2.1.  
8.3.4.  
8.5.2.  

Multidiscipline CI (MDCI) 
Threat Assessment 

The program has Critical Program 
Information; the MDCI threat 

assessment is prepared by the 
supporting CI activity 

8.4.6.2.  
8.4.7.  

Security Classification Guide 
(SCG) 

The program contains classified 
information or controlled unclassified 

information  

8.4.6.5.  
DoD 5200.1-R  

8.4.6.5.
System Security 
Authorization Agreement 
(SSAA) defined in paragraph 
7.5.12.

The program includes an information 
system 

8.5.4.  
Chapter 8  

System Security 
Management Plan (SSMP) 

The program manager chooses to use 
a SSMP to plan the program’s system 

security effort 

8.5.1.1.  
8.5.1.2.  
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Anti-Tamper Plan AT measures are applied  8.5.3.3.  
8.5.3.1.

Information Exchange 
Agreements 

The acquisition program has foreign 
participation  

8.3.2.2.  
8.4.3.

Program Protection 
Implementation plan (PPIP) 

The program manager decides to use 
a PPIP as part of the contract 

8.4.9.3.  

DD Form 254, DoD Contract 
Security Classification 
Specification 

When the program manager includes 
security controls within the contract or 

the contract will involve classified 
information. 

8.4.9.7.  
DoD 5220.22-M  

 

8.0.5. Support from Functional Offices 
To properly accomplish activities described in this chapter, the Program Manager needs the 

ion rt of related functional offices.  Support to the acquisition community 
from the intelligence, co f 

n 
s prior to initiating program planning. 

Table 8.0.5.1.  Functional Offices Discussed in Chapter 8 

 
Functional Offices Chapter 8 References 

cooperat  and suppo
unterintelligence, and security communities involves a number of staf

organizations and support activities that may be unfamiliar to members of the acquisition 
community.  Table 8.0.5.1. lists the functional offices that may support the program manager in 
various tasks discussed in Chapter 8.  This table identifies (and links to) the sections of Chapter 8 
that describe various situations involving these offices.  The individual assigned responsibility 
for coordinating intelligence support, counterintelligence support, or Research and Technology 
Protection (RTP) within a program office, laboratory, T&E center, or other RDT&E organizatio
should identify the proper contacts in these organization

Security Support Office  
♦ Protection Planning For RDT&E Activities 
♦ Assignments, Visits, and Exchanges of Foreign 

Representatives 
♦ Collaboration 

 
8.3.2.1.

♦ Foreign Collection Threat 
♦ Execution of the PPP 

  
8.3.2.2.  

 
8.4.5.2.  
8.4.6.2.  
8.4.11.  

Counterintelligence Support Organization 
♦ Counterintelligence Support During Pre-Ac

 
quisition 8.3.4.

♦ Collaboration 
♦ Multidiscipline CI (MDCI) Threat Assessment 
♦ Execution of the PPP 
♦ Counterintelligence Support Plan 

  
8.4.5.2.  
8.4.6.2.  
8.4.7.  
8.4.11.  
8.5.2.  

Foreign Disclosure Officer 
♦ Safeguarding DoD RD
♦ Programs with Foreign

T&E Information 
 Participation 

♦ Collaboration 
♦ Technology Assessment / Control Plan (TA/CP) 
♦ Providing Documentation to Contractors 

 
8.3.1.2.  
8.4.3.  

8.4.5.2.  
8.4.8.  

8.4.9.6.  
Intelligence Support Organization 
♦ Intelligence 

 
8.2.  
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Intelligence Requirements Certification Office 
♦ Intelligence Certification 

 
8.2.2.  

Government Industrial Security Office 
♦ Support from Cognizant Government Industrial 

Security Offices 

 
8.4.9.7.  

Anti-Tamper Support Organization 
♦ Anti-Tamper 

 
8.5.3.  

DoD Executive Agent for Anti-Tamper 
♦ Anti-Tamper 

 
8.5.3.  

Operations Security (OPSEC) 
♦ Collaboration 

 
8.4.5.2.  

Defense Security Service 
♦ Counterintelligence Support During Pre-Acquisition 

 
8.3.4.  
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8.1. INTRODUCTION 
 

8.1.1.
The  countries as partners in the 

resea
system .
foreign partners.  Such cooperative foreign 
requirem
will p m
U.S. Gov
shared d  
domestic  execution of security 

imately support national security objectives and foreign policy 
goals.  U.S. defense system ajor aspect of security cooperation. 

s 
for e
contin e
practical
neutraliz hnologies preserves the 
U.S. Government’s research and development resources as an investment in the future, rather 
than as an expense if technology is compromised and must be replaced prematurely.  It also 
enhances U.S. industrial base competitiveness in the international marketplace. 

When necessary and successfully applied, procedures and guidance in this chapter are 
designed to protect Designated Science and Technology Information (DS&TI) and Critical 
Program Information (CPI) against compromise, from RDT&E throughout the acquisition life 

ilities.  DS&TI is research and 
techn

, processes, applications, or end items that if 
discl ise the 
program
signifi a
evaluatio  
to, CPI in r 
as a resul
Demonst

 in cost-

 General Information 
 DoD actively seeks to include allies and friendly foreign

rch, development, test and evaluation (RDT&E); production; and support of defense 
s   The Department of Defense encourages early involvement with allied and friendly 

government partnerships should begin at the 
ents definition phase, whenever possible.  Successful execution of cooperative programs 

ro ote the desirable objectives of standardization, commonality, and interoperability.  The 
ernment and its foreign government partners in these endeavors will benefit from 

evelopment costs, reduced costs realized from economies of scale, and strengthened
 industrial bases.  Similarly, the DoD plays a key role in the

cooperation programs that ult
 sales are a m

Increasingly, the U.S. Government relies on sophisticated technology in its defense system
ffectiveness in combat.  Further, technology is recognized as a force multiplier and will 

 to improve the warfighter’s survivability.  Therefore, it is not only prudent, but also u
 to protect technologies deemed so critical that their exploitation will diminish or 
e a U.S. defense system’s effectiveness.  Protecting critical tec

cycle (including property disposal), at all involved locations or fac
ology classified information and research and technology CUI identified by RDT&E site 

directors to receive specialized CI and security support.  CPI, in an acquisition program, may be 
classified information or CUI about technologies

osed or compromised, would degrade system combat effectiveness, comprom
 or system a\capabilities, shorten the expected combat effective life of the system, 

c ntly alter program direction, or require additional research, development, test, and 
n resources to counter the impact of the compromise.   CPI includes, but is not limited
herited from another program and CPI identified in pre-system acquisition activities o

f non-traditional acquisition techniques (e.g., Advanced Conct o ept Technology 
ration, flexible technology insertion). 

e teamwork engendered by this chapter provides intelligence support to t• Th he analysis 
phase of capabilities integration and development prior to Milestone A.  The teamwork 
also selectively and effectively applies research and technology protection (RTP) 
countermeasures and counterintelligence (CI) support to the program, resulting
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s 
suring the protection of U.S. technological investment and 

s 

8.1.2. Protection Overview 
S&TI and CPI may include classified military information, which is considered a national 

security asset that will be protected and shared with foreign governments only when there is a 
clearly defined benefit to the United States (see DoD Directive 5200.39

effective activities, consistent with risk management principles, to protect DS&TI as 
well as CPI. 

• Anti-Tamper (AT) techniques and application of system security engineering (SSE) 
measures allow the United States to meet foreign customer needs for advanced system
and capabilities while en
equities.  AT techniques and SSE measures are examples of protection methodologie
that DoD programs use to protect critical system technologies. 

 
D

).  It may also include 
Controlled Unclassified Information (CUI), which is official unclassified information that has 
been determined by designated officials to be exempt from public disclosure, and to which 
access or distribution limitations have been applied in accordance with national laws and 
regulations.  It may also include unclassified information restricted by statute, such as export 
controlled data. 

Both DS&TI and CPI require protection to prevent unauthorized or inadvertent disclosure, 
destruction, transfer, alteration, reverse engineering, or loss (often referred to as “compromise”). 

DS&TI should be safeguarded to sustain or advance the DoD technological lead in the 
warfighter’s battle space or joint operational arena. 

The CPI, if compromised, will significantly alter program direction; result in unauthorized 
or inadvertent disclosure of the program or system capabilities; shorten the combat effective life 
of the system; or require additional research, development, test, and evaluation (RDT&E) 
resources to counter the impact of its loss.  See DoD Directive 5200.39  for DS&TI and CPI 
definitions. 

The theft or misappropriation of U.S. proprietary information or trade secrets, especially to 
foreign governments and their agents, directly threatens the economic competitiveness of the 
U.S. economy.  Increasingly, foreign governments, through a variety of means, actively target 
U.S. businesses, academic centers, and scientific developments to obtain critical technologies 
and thereby provide their own economies with an advantage.  Industrial espionage, by both 
traditionally friendly nations and recognized adversaries, proliferated throughout the 1990s. 

Information that may be restricted and protected is identified, marked, and controlled in 
accordance with DoD Directives 5230.24  and 5230.25  or applicable national-level policy and is 
limited to the following: 

• Information that is classified in accordance with Executive Order 12958 , and 
• Unclassified information that has restrictions placed on its distribution by: 

o U.S. Statutes (e.g., Arms Export Control Act, Export Administration Act ); 
o Statute-driven national regulations (e.g., Export Administration Regulations, 

International Traffic in Arms Regulation); and 
o Related national policy (e.g., Executive Order 12958, National Security Decision 

Directive 189). 
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cidents of loss, compromise, or theft of proprietary information or trade secrets involving 
DS&TI and CPI, are immediately reported in accordance with Section 1831 et seq. of Title 18 of 

In

the United States Code, DoD Instruction 5240.4, and DoD Directive 5200.1.  Such incidents are 
imme ice (DSS), the Federal Bureau of Investigation 
(FBI), or the applicable DoD Component CI and law enforcement organizations.  If the theft of 
trade secrets or proprietary information might reasonably be expected to affect DoD contracting, 
DSS should notify the local office of the FBI. 

 

 

 

diately reported to the Defense Security Serv
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ters, 
quired to utilize DIA-validated threat assessments to 

supp  p 105.21

 

8.2. INTELLIGENCE 

8.2.1. Threat Intelligence Support 
Acquisition programs should be supported by a current and validated threat assessment 

provided by the Defense Intelligence Agency (DIA) or Service Intelligence Production Cen
Major Defense Acquisition Programs are re

ort rogram development in accordance with DoD Directive 5 .  These threat 
assessme

• A system-specific threat assessment for programs subject to Defense Acquisition Board 
review. 

The Defense Intelligence Community should maintain continuous contact with the 
acquisition community to ensure awareness of developing threat information.  Program managers 
should identify Critical Foreign Capabilities that could adversely impact on operational utility or 
employment of their system. 

8.2.1

telligence elements, 
nputs into a single, coherent validated document. 

8.2.1
e 

the System Threat Assessment.  The assessment 
ld be system specific to the degree of 
ing prepared.  The assessment should 

addre

s 
t environment; 

ay 

 will be 
 Threat Assessment; 

nts can take the form of:  
• A Capstone document that addresses current and future threats to a defined U.S. 

warfighting capability; or 

.1. Capstone Threat Assessment 
Capstone Threat Assessments should address current and future (10- and 20-year 

projections) foreign developments that challenge U.S. warfighting capabilities (i.e., precision 
strike warfare, undersea warfare, space operations, surveillance, and reconnaissance).  Since 
most Capstone Threat Assessments require input from multiple Defense In
DIA edits and integrates the i

.2. System-Specific System Threat Assessment 
DIA provides validation for System Threat Assessments, prepared by the appropriat

Service, to support major defense acquisition programs.  Appropriate Defense Intelligence 
organization(s), identified by DIA, prepare 
should be kept current and validated.  The assessment shou
system definition available at the time the assessment is be

ss projected adversary capabilities at system IOC and at IOC plus 10 years.  The 
recommended System Threat Assessment format includes the following elements: 

• An executive summary that includes key intelligence judgments and significant change
in the threa

• Discussion of the operational threat environment, adversary capability(s) that m
effect operation of the system, system specific threat, reactive threat, and 
technologically feasible threats.  Reference to the Capstone Threat Assessments
made where possible to streamline the System

• A section that addresses developments related to the program manager's Critical 
Foreign Capabilities; and 
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r 
hing nature. 

ed 

t and Evaluation 
d 

evalu o
appropriate intelligence support to the Test and Evaluation Community. 

8.2.2

• A section that identifies intelligence gaps related to the Critical Foreign Capabilities o
of a more over-arc

8.2.1.3. Threat Validation 
For MDAPs subject to DAB review, DIA provides validation for System Threat 

Assessments.  DIA validation ensures that all relevant data is considered and appropriately us
by author(s) of the assessment. 

DIA may also validate other threat information.  DIA must validate threat information 
contained in Joint Capabilities Integration and Development System documents in accordance 
with Joint Staff guidance.  

8.2.1.4. Support to Tes

The TEMP should define specific intelligence requirements to support program test an
ati n.  DIA should coordinate with the entire Defense Intelligence Community to provide 

. Intelligence Certification 

DoD Instruction 4630.8  requires the Joint Staff t
ica ion of Information Support Plans (ISPs).  The

o provide ASD(NII) with an intelligence 
certif t  J-2 element of the Joint Staff will 

h collaborative inputs from DoD Components.  
Program

ates intelligence information 
requirements in ISPs for completeness, supportability, and impact on joint intelligence strategy, 
policy, and architectural planning.  General descriptions of these criteria categories follow: 

• Completeness.  Completeness refers to the extent to which the ISP addresses 
requirements for intelligence support (such as analytical products required, targeting 
support, imagery, etc.) and program compliance with requirements by intelligence (such 

 
port.  Intelligence Certification analysts will compare a 

ghout a program life cycle.  The ability to adequately 

• y, and Architecture Planning.  Impact, within 
 the 

 
 

ire 
s, 

facilitate the Intelligence Certification wit
 managers should be aware of the requirements for Intelligence Certification, and should 

ensure that ISP preparation considers the certification criteria outlined below. 

Overarching Criteria.  The Intelligence Certification evalu

as interoperability with intelligence systems, compliance with intelligence security 
standards, etc.).   

• Supportability.  Supportability refers to the availability, suitability, and sufficiency of
the required intelligence sup
program’s stated or derived intelligence support needs with the expected intelligence 
capabilities that are projected throu
assess supportability depends upon the completeness of support requirement 
declaration. 
Impact on Intelligence Strategy, Polic
this context, refers to the identification of additional inputs to or outputs from
intelligence infrastructure.  Requirements for intelligence support may be transparent 
with regard to the intelligence support infrastructure if planned products, information,
or services are already projected to be available, suitable, and sufficient throughout a
program life cycle.  In other cases, programs may require new types of support or have 
increased standards for existing support.  These additional inputs or outputs may requ
changes across the Doctrine, Organization, Training and Education, Materiel, Logistic
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ce strategy, policy, and architecture planning.  The impact assessment 

Ad tes intelligence-related systems with 
respe 6 
Interope  in 
CJCSI 6

Personnel, or Facilities (DOTMLPF) spectrum.  These potential changes impact 
intelligen
provides a mechanism for providing critical feedback to the defense and national 
intelligence communities to highlight potential shortfalls in current or planned 
intelligence support. 

ditional Criteria.  The certification also evalua
ct to open system architecture, security, and intelligence interoperability standards.  (J-

rability certification is conducted in a separate, but related process, and is documented
212.01.) 

Those personnel with a Joint Worldwide Intelligence Communications System (JWICS) 
termi l n are on 
the Intell

na can access the specific procedures and criteria for the Intelligence Certificatio
igence Requirements Certification Office homepage (under “Certification Pro
hone, additional information may be obtained by calling the Intelligence Requirements
tion Office at 703-695-4693. 

cess”).  
By telep  
Certifica
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8.3. E ACTIVITIES 
 

8.3.1. n
Pro t

PRE-ACQUISITION PROTECTION STRATEGY FOR RDT&

Ge
tec ion may apply to all seven subcategories of RDT&E (see DoD 7000.14-R, Volume 

eral 

2B).  DoD Directive 5200.39  recognizes the normally unrestricted nature of fundam
 as dentified in National Security Decision Directive (NSDD) 189

ental 
research, i , and as further 
stipulated for Basic Research in Executive Order 12958 .  The term “fundamental research” 
refer e
Internati

s g nerally to Basic Research (6.1) and Applied Research (6.2), and is defined in the 
onal Traffic in Arms Regulations (ITAR). 

Purpose 
 purpose of pre-acquisition protection is to prevent unauthorized disclosure of DoD 

 information.  CI and security specialists provide a wide range of services to ensure 
l assigned to RDT&E sites are aware of threats from foreign intelligence services, o

8.3.1.1. 
The

RDT&E
personne ther 

olved in unauthorized acquisition of DoD information.  For 
ne o  can be to ensure requirements for authorized foreign involvement 

are met and that personnel administering such programs are well versed in those requirements. 

8.3.1.2. Safeguarding DoD RDT&E Information 
Working together, RDT&E laboratories and centers, and CI, security, foreign disclosure, 

OPSEC, and intelligence organizations should use an interactive process (such as an IPT) to 
safeguard DS&TI from compromise in order to sustain or advance the DoD technological lead in 
the fu r

r their designee (referred to hereafter 

foreign interests, or anyone inv
example, o f these services

tu e battle space. 
• The RDT&E commanding officer, site director, o

as “site director”) identifies and prioritizes their DS&TI, and communicates the results 
to CI, security, foreign disclosure, operations security (OPSEC), and intelligence 
organizations. 
The site director, in consultation with the supporting CI organization, prepares a•  site-

 site as well as academic and 

• abilities that 
versaries could use to gain information on specific RDT&E programs or projects. 
te d security, intelligence, and CI specialists, should 

D 

specific CI Support Plan (CISP) for each RDT&E
commercial facilities supporting the effort. 
Intelligence organizations provide information concerning technical cap
ad

• Si irectors, in coordination with 
ensure that assigned personnel receive tailored threat briefings. 

8.3.2. Protection Approaches 
RDT&E conducted within the DoD, as well as by DoD contractors, is covered by the 

following policies: 
• Disclosure of both classified military information and unclassified technical data (Do

Directive 5230.11, “Disclosure of Classified Military Information (CMI) to Forei
Governments and International Orga

gn 
nizations;” DoD Directive 5230.24, “Distribution 
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Statements on Technical Documents;” DoD Directive 5230.25, “Withholding of 
Unclassified Technical Data from Public Disclosure,” International Traffic in Arms 
Regulations, and Export Administration Regulations). 

• Control of foreign visitors (DoD Directive 5230.20, “Visits, Assignments, and 
Exchanges of Foreign Nationals”). 
Export control (DoD Directive 2040.2• , International Transfers of Technology, Goods
Servic

, 
es, and Munitions”). 

 ef , the site director (and gaining Program Manager) should integrate 
these

e 

RDT&E Activities 

ically and/or whenever there is a significant 

the RDT&E program that has already been marked for 
tion statement, special handling caveat). 

TI. 
dentified as DS&TI is appropriately marked and disseminated (e.g., 
ution statement, special handling caveat). 

untermeasures to protect the DS&TI and identify CI support to be 

h supporting organizations (e.g., CI, security, foreign disclosure, 
 resources on the identified DS&TI.  

rves as the “contract” between the individual 

ence 

esentatives 

(POC) and appropriate security and CI personnel communicate the purpose of the visit 
by the foreign national and the technology and/or program information to be discussed. 

For fective protection
 policies into an overall protection strategy, to ensure the identification of DS&TI, the 

identification of the applicable safeguards, and the effective application of those safeguards.  Th
CISP aids the formulation of an effective protection program at each RDT&E site.  Site directors 
make these policies effective within the RDT&E environment through training and awareness 
programs. 

8.3.2.1. Protection Planning For 
To conduct effective RTP planning, each RDT&E site director should: 
• Review the site RDT&E program period

change in the program. 
• Identify information within 

safeguarding (e.g., export control, distribu
• Identify and prioritize that information as DS&
• Ensure information i

export control, distrib
• Select appropriate co

provided. 
• Prepare a CISP, wit

OPSEC, intelligence), tailored to focus protection
(The CISP identifies the DS&TI and se
RDT&E site director and the responsible CI support activity.) 

• Communicate the DS&TI to CI, security, foreign disclosure, OPSEC, and intellig
organizations, as appropriate. 

8.3.2.2. Assignments, Visits, and Exchanges of Foreign Repr

The site director should: 
• Ensure that assignments, visits, and exchanges of foreign nationals are processed 

through appropriate channels. 
• Ensure that a contact officer has been appointed for each foreign national and is 

informed of authorized disclosures. 
• Establish a process prior to the visit, wherein the relevant technical Point of Contact 
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Ensure that foreign nationals are visually identifiable as required by DoD Directive 

• Ensure the process for approving visits by foreign nationals includes dissemination of 
appropriate disclosure rules and restrictions to RDT&E personnel being visited. 

• 
5230.20 . 

• Establish a process for archiving information about foreign national visits, including 
not limited to, information about the visitor, reason for the visit, information disclosed, 
and any anomalous event that occurred during the visit. 

• Ensure proposed DS&TI releases are reviewed and approved 

but 

using provision(s) of an 
 

•  
f Disclosure Letters (DDLs)) relevant to their 

am 
ty personnel. 

8.3.2.3. E
The site 
• 

• Estab ed 
exports is required when a foreign national visits the facility. 

8.3.3

Information Exchange Program Agreement (formerly Data Exchange Agreement) prior
to release. 
Ensure copies of all international agreements (including MOUs, Information Exchange
Program Agreements, and Delegations o
programs and related systems are maintained and readily accessible to all progr
personnel as well as supporting CI and securi

xport Control 
director should: 

Establish a process whereby RDT&E personnel determine whether technical data or 
commodities at RDT&E facilities have been approved for export to foreign countries. 

lish a focal point at each RDT&E site to determine whether a license for deem

. Information Assurance 
All IT network and systems storing, processing, or transmitting DS&TI should be 

accredited in accordance with DoDI 5200.40, “DoD Information Technology Security 
Certification and Accreditation Process (DITSCAP)”as described in Chapter 7, Networks and 
Information Integration. 

8.3.4. tion 
 activity, should develop a CISP for 

each RDT&E site as described in section 8.5.2. 

 : 
• Assign CI specialists to support DoD RDT&E activities on or off military installations.  

The assigned CI specialist(s) will: 
 Provide fu

on with the Defense Security Service (DSS), CI support to 
working with DoD DS&TI. 

nd 
foreign intelligence or 

r research project. 

 ring Pre-Acquisi
he supporting CI

Counterintelligence Support Du
The site director, in consultation with t

To support the RDT&E site directors, DoD Component CI agencies should

o ll-time, tailored, protection support to major DoD RDT&E sites.  (“On-
call” support will be provided to other DoD RDT&E sites.) 

o Provide, in coordinati
DoD contractors and academic institutions 

• Ensure that appropriate security, research management, foreign disclosure, OPSEC, a
acquisition program personnel are continuously appraised of 
other threat information relating to their RDT&E site and/o
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Di s to contractor facilities under DSS cognizance 

der 

 

• sseminate CI information and product
and to other locations and officials that DSS may designate. 

• Keep DSS informed of any threat to DS&TI and/or CPI that involve contractors un
the cognizance of DSS.  Providing classified threat information to contractors will be 
coordinated with DSS. 

• Provide requested threat information to assist defense contractors in developing and 
updating their Technology Control Plans and protection of DoD DS&TI. 
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8.4.  FOR PROGRAM MANAGERS 

8.4.1.
Pro n planning begins with the Joint Capabilities Integration and 

Deve

 

ACQUISITION PROTECTION STRATEGY

 

 Pre-Acquisition Considerations 
gram protectio

lopment System as described in CJCS Instruction 3170.01  and in Part 3 of th
gr l to the overall acquisition strategy, which is typically developed prior to

is Chapter.  It 
is inte a
desig t
(e.g., per cal) to accomplish the evaluation and initiate protection as early as possible, 
but n

am manager reviewing the acquisition program to determine if it contains CPI.  If a 
program
executiv nsider DS&TI previously identified 
by D  
tradition ble 
technolo

Th er (or other official as noted above), with the assistance of a 
wo WIPT), determines the existence of CPI. 

ing a 

 

vised and 
tus 

ot required. 
to 

 a 
4.6.  Program 

ed 

 formal 
na ion of an acquisition program.  The program manager identifies the resources needed 

sonnel, fis
o later than entry into Milestone B. 

8.4.2. Acquisition Program Protection – Initiation to Implementation 

CPI is the foundation upon which all protection planning for the program is based, and the 
reason all countermeasures are implemented.  Effective program protection planning begins by 
the progr

 manager has not been appointed, the responsible commander/manager or program 
e conducts this review.  This examination should co

oD laboratories, CPI inherited from another program, or CPI that results from non-
al acquisition techniques (i.e., Advanced Concept Technology Demonstration or flexi
gy insertion). 

• e program manag
rking-level IPT (

• If a program contains CPI, program protection planning is required (see 8.4.5).  The 
program manager (or other official as noted above), with the assistance of a WIPT 
and/or appropriate support activities, is responsible for developing and implement
Program Protection Plan (PPP). 

• The PPP will be developed, as required, beginning in the Technology Development
phase, and will be available to the Milestone Decision Authority at Milestone B and all 
subsequent milestones during the life cycle of the program.  The PPP is re
updated once every three years, or as required by changes to acquisition program sta
or the projected threat. 

• If there is no CPI associated with the program (either integral to the program or 
inherited from a supporting program), the program manager so informs the Milestone 
Decision Authority, Program Executive Officer, or DoD Component Acquisition 
Executive, as appropriate, and a PPP is n

• The next step is for the program manager, through the program management staff, 
translate protection requirements into a PPP.  This is usually accomplished by
working-level IPT (WIPT) following the process outlined in section 8.
protection activities described in sections 8.5.1 to 8.5.6.2 are tailored and perform
prior to each milestone to provide the required countermeasures during each acquisition 
phase. 
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 an event-based 

8.4.3. 
at any of the following conditions exist, a Technology 

Asse

ns; or  

invol d
Intent (S

• After the protection planning foundation is laid, the program proceeds through the 
milestones and phases of the acquisition process.  The program follows
schedule that implements the protection strategy and completes the actions outlined in 
the PPP. 

Programs with Foreign Participation 

When a determination is made th
ssment/Control Plan (TA/CP) and a Delegation of Disclosure Authority Letter (DDL) 

should be prepared as annexes to the PPP: 
• Foreign participation in system development is possible; 
• An allied system will be used; 
• The system to be developed is a candidate for foreign sales or direct commercial sales; 
• The system will be used in multinational operatio
• The program will involve cooperative R&D with allied or friendly foreign countries. 

Under any of the above conditions, the Foreign Disclosure Officer (FDO) should be 
ve  and informed.  With respect to cooperative R&D programs, a Summary Statement of 

SOI), which includes a summarization of the TA/CP, is needed prior to obtaining 
 to negotiate the International Agreement that is statutorily required to conduct the 
. 

authority
program

Comp n
Requirem

ith acquisition strategy and technology protection.  In the current larger scope, risk 
mana

 
to ea integrates design 
(perf  
support. 

The
engineering that includes risk pl
managem
throu o

to inc d

If foreign involvement is initiated prior to the appointment of a program manager, the DoD 
o ent generating the capability need should prepare the TA/CP and DDL for Joint 

ents Oversight Council validation and Milestone Decision Authority approval.  The 
program manager, when appointed, should review the requirements for the PPP, TA/CP, DDL, 
and supporting documentation, and direct the preparation as appropriate. 

8.4.4. Risk Management 
The overall risk management effort could be a seamless transition between the two 

following applications, thus allowing a common vernacular for both.  Risk management 
interfaces w

gement has at least two applications. 

8.4.4.1. Risk Management in Systems Engineering 
In systems engineering, risk management examines all aspects of the program as they relate
ch other, from conception to disposal.  This risk management approach 
ormance) requirements with other life-cycle issues such as manufacturing, operations, and

 program manager should establish a risk management process within systems 
anning, risk assessment (identification and analysis), risk 

ent, and risk monitoring approaches to be integrated and continuously applied 
gh ut the program, including the design process. 

This type of risk assessment includes identification and analysis of potential sources of risk, 
lu e cost, schedule, and performance, and is based on such factors as: the technology being 
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used and its relationship to design; manufacturing capabilities; potential industry sources; and 
test and support processes. 

8.4.4.2. Risk Management in Program Protection 
In program protection, when viewed within the global context of security, risk management 

is concerned with technology transfer and is a systematic methodology to identify, evaluate, 
rank, and control inadvertent loss of technology.  In this respect, it is based on a three-
dimensional model: the probability of loss, the severity if lost, and the countermeasure cost to 
mitigate the loss.  As such, risk management is a key element of a program manager’s executive 
decis
sensi i
engineer

To e the risk of technology transfer, the program manager should: 
• Identify contract vehicles which involve the transfer of sensitive data and technology to 

partner suppliers; 
• Evaluate the risks that unfavorable export of certain technologies could pose for the 

program; and 
• Develop alternatives to mitigate those risks. 

8.4.5. Program Protection Planning 
When the acquisition program contains CPI, the program manager should initiate a program 

protection planning process that includes the following steps: 
• Identify and set priorities on those operational or design characteristics of the system 

that result in the system providing unique mission capabilities. 
Identify and prioritize CPI related to distinctive system characteristics in terms of their 

ion-making – maintaining awareness of technology alternatives and their potential 
tiv ty while making trade-off assessments to translate desired capabilities into actionable 

ing specifications. 

successfully manag

• 
importance to the program or to the system being developed.  (CPI includes defense 
technologies and their support systems as defined in DoD Directive 5200.39.) 

• Identify specific program locations where CPI is developed, produced, analyzed, tested,
maintained, transported, stored, or used in

 
 training. 

gram 
re 

level of protection for CPI. 

nsure these 
esign specifications, subsequent 

• Identify the foreign collection threat to the program.  (MDCI Threat Assessments are 
discussed in section 8.4.7) 

• Identify program vulnerabilities to specific threats at specific times and locations during 
all phases of the acquisition cycle. 

• Identify time- or event-phased RTP countermeasures to be employed by the pro
manager to reduce, control, or eliminate specific vulnerabilities to the program to ensu
a minimum 

• Identify anti-tamper (AT) techniques (see section 8.5.3) and system security 
engineering (SSE) measures (see section 8.5.1) required to protect CPI.  E
AT and SSE techniques are included the system’s d
technical drawings, test plans, and other appropriate program documentation. 

• Identify elements that require classification and determine the phases at which such 
classification should occur and the duration of such controls.  The resulting program 
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cts, services, equipment, 
contracts, facilities, or other areas that are part of program protection planning, and 
countermeasures.  These costs are reflected in the program Planning, Programming, and 
Budgeting Execution System documentation. 

• Identify the risks and benefits of developing, producing, or selling the system to a 
foreign interest, as well as the methods used to protect DS&TI and/or CPI if such an 
arrangement is authorized.  Determine if an export variant is necessary (see section 
8.5.1.5). 

• Identify contractual actions required to ensure that planned systems security 
engineering, AT techniques, information assurance, information superiority, 
classification m easures are appropriately applied by 
defense contractors at contractor locations (see section 8.5.6).  Care should be taken to 

rs. 
re that measures 

aintained at an equivalent level throughout 

he program manager, assisted by 
appli rmeasures to 
prote th tection planning 
proce . ynamic and continuous element, and should 
rema a propriate revision. 

8.4.5  

techn
its distin
radar o e small radar cross-
secti p

Wh I are inherited from a technology project and incorporated into an acquisition 
program

8.4.5 1
To develop the list of CPI, a WIPT should refer to a functional decomposition already 

d b rm a “functional decomposition” of the 
prog

 

I by applying the 
fol swer will qualify the item as CPI. 

Security Classification Guide is issued by the program Original Classification Authority
(OCA). 

• Identify protection costs associated with personnel, produ

anagement and/or RTP counterm

ensure that measures do not adversely impact the technology of future foreign partne
• Coordinate with program managers of supporting programs to ensu

taken to protect DS&TI and/or CPI are m
DoD and its supporting contractors. 

After completing the protection planning process, t
cable CI and security support activities, ensures implementation of counte
ct e DS&TI and/or CPI at each location and activity identified in the pro
ss  The protection planning process is a d
in menable to ap

.1. Critical Program Information (CPI) 
CPI may include components; engineering, design, or manufacturing processes; 
ologies; system capabilities and vulnerabilities; and other information that give the system 

ctive operational capability.  (Example:  A system characteristic might be the small 
 cr ss section.  The CPI are those unique program elements that make th
on ossible.) 

en DS&T
, the DS&TI should be identified as program CPI. 

.1. . Identifying CPI 

performe y the program office, or if necessary, perfo
ram or system, as follows: 
• Analyze the program or system description and those specific components or attributes

that give the system its unique operational capability. 
• Analyze each subcomponent until a specific element is associated with each system 

capability. 
• When a specific element is isolated, evaluate its potential as CP

lowing questions; an affirmative an
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p a new generation of the 

technological advantage? 

 to the system, the program manager should consider 
nostic equipment, simulator, or 
 for its identification as a possible 

CPI.  Special emphasis should be placed on any process that is unique to the system 
being developed.  The program manager and program engineer should evaluate each 
area and identify any activity distinctive to the U.S. industrial and technological base 

ield 

If a foreign interest obtained this item or information: 
o Could a method be developed to degrade U.S. system combat effectiveness? 
o Could it compromise the U.S. program or system capabilities? 

 Would it shorten the expected combat-effective life of the system or significantly o
alter program direction? 

o Would additional RDT&E resources be required to develo
U.S. system that was compromised? 

o Would it compromise the U.S. economic or 
o Would it threaten U.S. National Security? 

• In addition to the elements organic
any engineering process, fabrication technique, diag
other support equipment associated with the system

that limits the ability of a foreign interest to reproduce or counter the system. 

8.4.5.1.2. Refining CPI 
Once all system CPI has been identified, additional refinement may be necessary.  Key 

considerations in this refinement follow: 
• Describe CPI in terms understandable by those not in the scientific or engineering f

(e.g., use terms from the Militarily Critical Technology List (MCTL)  or National 
Disclosure Policy).  The fact that a particular technology is on a technology con
does not mean that particular technology is a CPI. 

trol list 

Pro ific criteria for determining whether CPI has been compromised. 

. 
• st important information is emphasized during 

ign interest? 

8.4.5 3
, 

subsyste
incorporated into the program manager’s program.  The using program manager should ensure 
such CPI is addressed in the subsystem PPP.  Conversely, the program manager of a subsystem 
program with CPI should ensure that their CPI is included in the major program PPP. 

• The program manager of a new system will ensure that CPI shared or gained from a 
subsystem is protected in the new system to at least the same level of protection 
afforded in the subsystem program. 

• vide spec
• Indicate any CPI related to a treaty-limited item. 
• Indicate if this CPI is being or may be used by any other acquisition program or system

Prioritize CPI to ensure that the mo
protection cost analysis.  That process addresses the following three questions: 
o What is the threat to U.S. National Security? 
o What is the extent to which the CPI could benefit a fore
o How difficult is it for a foreign interest to exploit the information? 

.1. . Inherited DS&TI and CPI 
The program manager should identify and prioritize DS&TI and/or CPI for any component

m, technology demonstrator, or other independent research program that will be 
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• A program manager of a system that incorporates a subsystem not reviewed to identify 
CPI should request the subsystem program office to review their program and supply 
the resulting information and/or documentation. 

• When supporting activities defined as acquisition programs have not developed a PPP 
to protect their CPI, the program manager incorporating the technology in question 
should request the subsystem program manager to develop and provide an approved 
PPP. 

tion 

an existing WIPT to assist in preparing 
the P

ign disclosure, intelligence, operations security, CI, physical security, and RTP 
offic

all pr  a 
  
 

8.4.5.2. Collabora
The program manager is responsible for developing, approving, and implementing a PPP, 

normally through a WIPT.  The program manager may establish a research and technology 
protection WIPT or include the appropriate personnel on 

PP and its supporting documentation. 

CI and security support activities and program protection staff elements should assist the 
program manager in identifying CPI. 

The following personnel or organizational representatives are normally represented in the 
research and technology protection (RTP)WIPT: 

• Program office engineering and/or technical staff 
• System user representative 
• Maintenance and logistics representative 
• Organizational or command security manager 
• Counterintelligence 
• Intelligence 
• Operations security 
• Foreign disclosure 
• Base, installation, or post physical security staff 
• Organization RTP staff representative 
• Information Assurance Manager and/or information systems security manager  

The program manager should ensure close coordination and cooperation between the 
security, fore

es and the program office staff during development of a PPP. 

8.4.6. Program Protection Plan (PPP) 

The PPP is the program manager’s single source document used to coordinate and integrate 
otection efforts designed to deny access to CPI to anyone not authorized or not having

need-to-know and prevent inadvertent disclosure of leading edge technology to foreign interests.
If there is to be foreign involvement in any aspect of the program, or foreign access to the system
or its related information, the PPP will contain provisions to deny inadvertent or unauthorized 
access. 
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at CPI 

ual 
risks may have to be assumed by the program; such decisions rest with the Milestone Decision 
Authority, based upon the recommendation by the program manager. 

The following guidance describes the process used to prepare a PPP when one is required: 

 

ities 

ence and CI organizations supporting the program protection effort should 
provide timely notification to the program manager of any information on adverse 
foreign interests targeting their CPI without waiting for a periodic production 
request. 

The PPP is classified according to content. 

The degree of detail in the PPP should be limited to information essential to plan and 
program the protection of CPI, and to provide an executable plan for implementing the 
associated countermeasures throughout the pre-acquisition and acquisition phases.  While there 
is no specific format for PPPs, they normally include the following: 

• Multidiscipline Counterintelligence (MDCI) threat assessment to CPI; 
• Vulnerabilities of CPI; 
• All RTP countermeasures (e.g., AT techniques, SSE) and Militarily Critical Technology 

The program manager establishes and approves the PPP for an acquisition program as soon
as practicable after validation of the Initial Capabilities Document and the determination th
exists. 

Preparation and implementation of a PPP is based on effective application of systematic 
risk management methodology, not risk avoidance.  Costs associated with protecting CPI are 
balanced between protection costs and potential impact if compromised.  In some cases, resid

• Any program, product, technology demonstrator, or other item developed as part of a 
separate acquisition process, and used as a component, subsystem, or modification of 
another program, should publish a PPP. 

• Effectiveness of the PPP is highly dependent upon the quality and currency of
information available to the program office. 
o Coordination between the program office and supporting CI and security activ

is critical to ensure that any changes in the system CPI, threat, or environmental 
conditions are communicated to the proper organizations. 

o Intellig

• System and program description; 
• All program and support points of contact (POCs); 
• A prioritized list of program CPI; 

List (MCTL) citations for applicable DS&TI or CPI; 
• All RTP associated costs, by Fiscal Year, to include PPP development and execution; 
• CI support plan (CISP); 
• Current Security Classification Guide (SCG); 
• Foreign disclosure, direct commercial sales, co-production, import, export license or 

other export authorization requirements, and/or TA/CP; and 

The following sections provide specific guidance related to some PPP topics listed above. 

• Delegation of Disclosure Authority Letter, if appropriate. 
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8.4.6.1. System and Program Descriptions 
System Description.  Since most acquisition programs combine existing, proven 

technology, as well as information with state-of-the-art technology, the system description 
included in a PPP provides the reviewer with a clear indication of the capabilities and limitations 
of th se 

ld 

e system from existing systems, other systems 
un at provide the system with unique operational or performance 
capability. 

Program Description.  This section is a short summary of the organization and structure of 
the office responsible for developing and fielding the acquisition system.  Early in the acquisition 
process, that information may be somewhat limited.  Detail should be added as participants in the 
program are identified and as their role in program protection activities becomes known.  The 
program description should briefly describe the following: 

• The program management chain of command, including the Program Executive Officer, 
DoD Component Acquisition Executive, and/or Milestone Decision Authority for the 
pro ograms; 

ndors, DoD sites, Federal agencies, Government Owned - Contractor 

m will transition to another DoD 

8.4.6

For
the CPI s
Assessm

•  and produced as a stand-alone document by 

• 

ility to gather information on the U.S. system being developed; 
rmine 

e system being acquired, including simulators and other supporting equipment.  The purpo
of the system description is to set the stage for identifying CPI.  The system description shou
be based on the approved Initial Capabilities Document and Capability Development Document 
and include: 

• Anticipated employment of the system within the battle space, along with the strategic, 
operational, or tactical impact of the system; and 

• Specific characteristics that distinguish th
der development, or th

gram and supporting pr
• The locations, points of contact (POCs), and telephone numbers of prime contractors, 

sub-contractors, ve
Operated and DoD RDT&E activities and/or facilities that will handle, store, or analyze 
CPI-related material; 

• DoD Component and/or other DoD organization partners that are equity holders; and 
• Likelihood that these technologies or this progra

Component / DoD organization in the future. 

.2. Foreign Collection Threat 
eign collection threat assessment used by the program office in planning protection for 
hould be based upon a National-level intelligence estimate known as a “MDCI Threat 
ent.” 
The MDCI threat assessment is prepared
the applicable DoD CI analysis center (see section 8.4.7); 
The MDCI threat assessment should not be confused with a System Threat Assessment 
(STA); the MDCI threat assessment identifies foreign interests having a collection 
requirement and a capab

• Sudden changes in the operational threat should be reviewed as they occur to dete
if the changes are due to successful foreign intelligence collection; 

• The program manager and WIPT should compare results of the MDCI threat assessment 
with the CPI and vulnerabilities to determine the level of risk to the program; and 
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hat 
 interests to collect information at a given location in 

rest has a confirmed or assessed requirement for acquiring specific 

Confirmed or assessed identification of foreign collection requirements provide indicators 
d to satisfy a collection requirement. 

ty support activities should submit the request to the intelligence center 

e 
t.  CIFA is also provided a copy. 

: 

tra
); 

 

m 
PI; 

rs 

e 

uld prioritize identified vulnerabilities; 

• The WIPT should integrate environmental factors and arms control-related issues t
might reduce the ability of foreign
the MDCI threat assessment, where applicable. 

A threat exists when: 
• A foreign inte

classified or sensitive defense information or proprietary or intellectual property 
information; 

• A foreign interest has the capability to acquire such information; and/or 
• The acquisition of such information by the foreign interest would be detrimental to U.S. 

interests. 

of probable sources or methods employe

CI and security support activities assist the program office in preparing collection 
requirements and production requests to applicable DoD Component intelligence or CI analysis 
centers. 

• CI and securi
that normally supports the program manager; and 

• An informational copy is sent to the intelligence analysis center of any other DoD 
Component involved in the program to facilitate a single and unified position on th
collection threa

8.4.6.3. Vulnerabilities 
Vulnerability is the susceptibility to compromise of a program to a threat in a given 

environment.  Vulnerabilities to the program’s CPI are based upon one or more of the following
• How CPI is stored, maintained, or transmitted (e.g., electronic media, blueprints, 

ining materials, facsimile, modem); 
• How CPI is used during the acquisition program (e.g., bench testing, field testing
• Emanations, exploitable signals, or signatures (electronic or acoustic) that are generated

or revealed by the CPI (e.g., telemetry, acoustic energy, radiant energy); 
• Where CPI is located (e.g., program office, test site, contractor, academia, vendor); 
• Types of OPSEC indicators or observables that are generated by program or syste

functions, actions, and operations involving C
• Conferences, symposia, or foreign travel that the program manager and staff membe

participate in or plan to be involved in; 
• The level of human intelligence or insider threat that is evident or projected at th

program management location or other locations where CPI will be located; 
• Foreign disclosures that are planned, proposed, or staffed for release; 
• Degree of foreign participation that is currently pursued or being planned for the 

program or locations where CPI will be located; 

The program manager sho
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the 

pact on the combat effectiveness of the 

 to eliminate vulnerabilities associated with an 
ident  

• Be applied in a time- or event-phased manner (e.g., for certain periods of time, until 
mi

as 

l 
plemented only while the facility is vulnerable to a 

 

d 

asures to reduce, control, or eliminate a CPI vulnerability will not be developed, the 
prog n 

If the acquisition program does not have an assigned or contracted security organization, 
applicable CI and security support activities should assist the program office in developing a 
draft countermeasures concept based upon the program manager’s guidance.  The program 
manager should designate the element of the program office responsible for publishing the PPP. 

Additional RTP countermeasure considerations include the following: 
• Countermeasures recommended to eliminate or reduce vulnerabilities associated with 

CPI at government and contractor facilities, may not be waived while the affected 
n 

• 
g contract(s) (see section 8.4.9). 

ess is 

• Prioritization is based upon the consequences if CPI is lost or compromised, and 
level of difficulty for a foreign interest to exploit the information; and 

• Factors to be considered include the adverse im
system, the effect on the combat-effective lifetime, and the cost associated with any 
modifications required to compensate for the loss. 

8.4.6.4. RTP Countermeasures 

These are measures employed to eliminate or reduce the vulnerability of CPI to loss or 
compromise, and include any method (e.g., AT techniques, information assurance) that 
effectively negates a foreign interest capability to exploit CPI vulnerability. 

RTP countermeasures are developed
ified threat to CPI based upon the authoritative, current, and projected threat information in

the MDCI threat assessment.  RTP countermeasures will: 

lestones within program development). 
• Be implemented until they are no longer required.  They are terminated or reduced 

soon as practicable after the threat, CPI, or environmental changes lead to a reduction or 
elimination of the vulnerabilities or a negation of the threat.  For example, arms contro
countermeasures might be im
mandated arms control treaty inspection or an over flight by foreign inspectors. 

• Address DoD Information Technology Security Certification and Accreditation Process
(DITSCAP) compliance for all information technology systems and/or networks. 

The program manager should establish a countermeasures program based upon threat, risk 
management, OPSEC methodology, and vulnerability assessments.  The program manager 
should determine the costs associated with countermeasure application or implementation, an
compare them to the risk associated with loss or compromise of the CPI.  Whenever 
counterme

ram manager should provide a justification for that decision in the countermeasures sectio
of the PPP. 

facilities are vulnerable to arms control treaty inspections or over flights by foreig
interests. 
The requirement for contractor compliance with the government-approved PPP is 
included in the government solicitation and the resultin

• Training in protection of research and technology information and security awaren
integral to the countermeasures effort. 
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 to inform all program members of the requirements in the PPP and, if 
es established in the DDL, which is a 

ile 

 be via Federal Information Processing Standard 140-2

o Following approval of the PPP, the program manager should implement a training 
program
applicable, the requirements and guidelin
U.S.-only document. 

o Emphasis is placed on encrypting the transmission of electronic messages, facsim
transmissions, and telephone transmissions relating to CPI, underpinning 
technologies, and other CUI related to programs containing DS&TI or CPI.  These 
transmissions should   

 changes, the 
ay also change.  The program manager should update the PPP as 

ities change, and thus reduce the cost of and the administrative burden 

D 

compliant encryption. 
• Countermeasures are dynamic.  As the threat, CPI, or environment

countermeasures m
system vulnerabil
on their program. 

8.4.6.5. Security Classification Guide (SCG) 
When necessary, the program manager must develop a SCG in accordance with Do

5200.1-R.  The SCG addresses each CPI, as well as other relevant information requiring 
protection, including export-controlled information and sensitive but unclassified information. 

All controlled unclassified information, information identified as “FOUO” as defined in 
DoD 5400.7-R, or information with other approved markings that require dissemination controls 
(e.g., DoD Directive 5230.24 and DoD Directive 5230.25, is exempt from mandatory disclo
under the Freedom of Information Act and will be identified in the SCG. 

The SCG will be reviewed, and amended when necessary, as part of each milestone revie

sure 

w 
oD 5200.1-Ror as otherwise required by D . 

8.4.6
 
 

n of the PPP and excludes projected costs for operating 
with 

y, 
se 
ld 

.  
eltas showing differences between projected and actual cost data should be 

expla ng, 

n Program Baseline includes costs related to PPP implementation. 

d, the program manager should 
t from the servicing CI organization.  The MDCI threat focuses 

rogram and on how to counter the opposition's collection efforts.  
The MDCI analyst, in addition to having an in-depth understanding and expertise on foreign 

.6. Protection Costs 
Cost data associated with countermeasures and other RTP efforts are compiled by the RTP

WIPT, tabulated by acquisition phase, and included in the PPP.  Cost accounting only addresses
the costs specific to the implementatio

classified information.  (See section 8.4.9.5.) 

Costs should be displayed by security discipline (e.g., physical security, personnel securit
industrial security) and category (e.g., equipment, services, personnel).  Cost data for each pha
should be as specific as possible.  Additionally, actual annual costs for the previous phase shou
be compiled and compared with the projected annual cost for the current acquisition phase
Significant d

ined.  This information is used for justifications required by the Planning, Programmi
and Budget System. 

The Acquisitio

8.4.7. Multidiscipline CI (MDCI) Threat Assessment 
When an acquisition program containing CPI is initiate

request a MDCI threat assessmen
on how the opposition sees the p
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intell

ion of related foreign technologies that could 
e MDCI threat assessment is updated every two years 

throughout the acquisition process.

gence and 
CI or n

igence collection capabilities, must have a good working knowledge of the U.S. program.  
Therefore, CI organizations need information that describes the CPI and its projected use to 
determine the foreign collection threat to an acquisition program. 

The MDCI threat assessment will provide the program manager with an evaluation of 
foreign collection threats to specific program or project technologies, the impact if that 
technology is compromised, and the identificat
impact program or project success.  Th

  Changes are briefed to the program or project manager 
within 60 days. 

When gathering information to meet the needs described in this Chapter, intelli
ga izations must comply with DoD Directive 5240.1  and DoD 5240.1-R.  Information 

gathe DoD Directive 5200.27red by non-intelligence community entities must comply with . 

8.4.7.1. 
t assessment normally 

conta

 name, address, and telephone number; 
es and locations; 

 

 CPI technical description, including distinguishing characteristics (e.g., emissions; sight 
or sensor sensitivities) and methods of CPI transmittal, usage, storage, and testing; 

• Use of foreign equipment or technology during testing (if known); 
• Anticipated foreign involvement in the development, testing, or production of the U.S. 

system; 
• Contractor names, locations, POCs, and telephone numbers, as well as the identification 

of each CPI used at each location; and 
• Reports of known or suspected compromise of CPI. 

8.4.7.2. Preliminary MDCI Threat Assessment 

After the request is submitted, the Component CI organization provides a preliminary 
MDCI threat assessment to the program manager within 90 days.  A preliminary assessment is 
more generic and less detailed than the final assessment.  It is limited in use since it only 
provides an indication of which countries have the capability to collect intelligence on the U.S. 
system or technology as well as the possible interest and/or intention to collect it.  The 
preliminary MDCI assessment may serve as the basis for the draft PPP. 

8.4.7.3. Final MDCI Threat Assessment 

Threat Analysis Request 
The program manager’s request to the CI organization for a threa
ins the following information and is classified as appropriate: 
• Program office, designator, and address; 
• program manager’s name and telephone number; 
• POC’s
• Supporting or supported programs’ or projects’ nam
• Operational employment role, if any; 
• List of CPI; 
• Relationship to key technologies or other controlled technology lists of the Departments

of Defense, Commerce, and/or State; 
•
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he program manager submits the draft PPP for approval only after the final MDCI threat 
assessment has been received from the applicable DoD Component CI and/or intelligence 
support activity.  No uesting program 
office within 180 days of the CI and/or intelligence organization receiving the request. 

s the following questions about CPI: 
 targeting the CPI and why? 

What capabilities does each foreign interest have to collect information on the CPI at 

T

rmally, the MDCI threat assessment is returned to the req

The MDCI threat assessment answer
• Which foreign interests might be
• 

each location identified by the program office? 
• Does evidence exist to indicate that a program CPI has been targeted? 
• Has any CPI been compromised? 

8.4.8. Technology Assessment / Control Plan (TA/CP) 

8.4.8.1. General 
The policy on TA/CP is in DoD Directive 5530.3.   

nt, 
s 

w-on support, exchange program, 
train
prepa i cument/Capability 
Developm
justif t

8.4.8.2. 

ess the feasibility of U.S. participation in joint programs from a foreign disclosure 

d information and critical 

ial 
ive agreements involving U.S. technology 

or processes. 
Su ign involvement in the program, 

o the 
 it is advantageous for the program manager to prepare 

the TA/CP after completing the identification of DS&TI, CPI, and security classification 

Prior to formal negotiation, the program manager prepares a TA/CP, or similar docume
as part of the PPP for all acquisition programs with international involvement.  The TA/CP i
included in the PPP when it is determined that there is likely to be foreign involvement in the 
development program or when there will be foreign access to the resulting system or related 
DS&TI or CPI, by virtue of foreign sales, co-production, follo

ing, or multinational exercises or operations.  Much of the information required for the 
rat on of the TA/CP can be obtained from the Initial Capabilities Do

ent Document, the Analysis of Alternatives, the acquisition strategy, and the 
ica ion and supporting information used in preparing those documents. 

Purpose 

The program manager uses the TA/CP to do the following: 
• Ass

and technical security perspective. 
• Prepare guidance for negotiating the transfer of classifie

technologies involved in international agreements. 
• Identify security arrangements for international programs. 
• Provide a basis for the DDL that contains specific guidance on proposed disclosures. 
• Support the acquisition decision review process. 
• Support decisions on foreign sales, co-production, or licensed production, commerc

sales of the system, or international cooperat

• pport decisions on the extent and timing of fore
foreign sales, and access to program information by foreign interests. 

When it is likely there will be foreign involvement in the program, or foreign access t
resulting system or related information,
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guida P 

ecurity 
(NST

nce.  The TA/CP analysis often assists in developing vulnerabilities and proposed RT
countermeasures.  Policies governing the foreign disclosure of intelligence information are in 
Director of Central Intelligence Directives (DCIDs) 1/7 and 5/6, information security products 
and information in National Security Telecommunications and Information Systems S

ISS) Policy Number 8, and nuclear information governed by the Atomic Energy Act.  
These documents must be consulted when these types of information are involved in an 
acquisition program. 

8.4.8

echnology Assessment”; and the “Control Plan.”  Those 
paring the DDL. 

escription must be consistent with the PPP. 

erative research 
lvement.  If foreign 

partic is 

ion is the most important part of the TA/CP.  It 
analy

s and disadvantages of any foreign participation in the program, in whole or in 
part, phased 
relea o nt and 
foreig  s
managem  the 
RTP WI

should b
capabilit tiveness of the U.S. industrial base and technology, 
susce b . 

Thi
producti
the Unite
there o

T i
technology that must be protected.  It may reveal that an adjustment to program phasing is 

.3. Content 
The TA/CP is composed of four sections: the “Program Concept”; the “Nature and Scope of 

the Effort and the Objectives”; the “T
TA/CP subsections are the basis for pre

Program Concept.  This section requires a concise description of the purpose of the 
acquisition program.  It should describe, in the fewest words possible, the purpose of the system 
and the system threat or the military or technical requirements that created the need for the 
system.  The d

Nature and Scope of Effort and the Objectives.  This section briefly explains the 
operational and technical objectives of the program (e.g., co-production, coop
and development) and discusses any foreign participation or invo

ipation or involvement or the release of information to support potential foreign sales 
considered likely, the phasing and disclosures at each phase should be described briefly.  The 
milestones, foreign entities expressing interest, and summary of expected benefits to the U.S. 
should also be covered.  The POC for all aspects of the TA/CP must be identified, including 
address, telephone numbers, and facsimile numbers. 

Technology Assessment.  The third sect
zes the technology involved in the program, its value, and the consequences of its 

compromise.  It should provide conclusions regarding the need for protective security measures 
and the advantage

and should describe foreign sales.  The assessment should be specific concerning the 
se f classified and unclassified information that supports potential foreign involveme

ales.  Since preparation of this section reqn uires a joint effort involving program 
ent, security, intelligence, and foreign disclosure personnel, it may be a task for

PT. 

When the TA/CP is prepared in the early stages of program protection planning, emphasis 
e placed on describing the value of the technology and systems in terms of military 
y, the economic competi

pti ility to compromise, foreign availability, and likely damage in the event of compromise

s assessment should result in a conclusion on whether a cooperative program, co-
on, or foreign sale will result in clearly defined operational or technological benefits to 
d States, and whether these benefits would outweigh any damage that might occur if 
uld be a compromise or unauthorized transfer.  Specific reasons must be provide sh d. 

h s assessment should identify and explain any critical capability, information, or 
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nece r ary.  It should identify 
ct on the system’s combat effectiveness.  

all l security requirements such as a program-
speci

romise, based on the capability and intent of foreign participants or purchasers to 
prote th

Fin ility of the information, 
syste  o
techno o
release to

 
basis for t 
of disclosure guidelines for subsequent sales and foreign participation in the program. 

 
foreign i
specific  assessment.  Actions might include 
withh  

 
desir f 

 

and materials amplified in DoD Instruction S-5230.28

ssa y so critical information is released only when absolutely necess
any CPI that may not be released due to the impa
Addition y, it will identify the need for specia

fic security plan to govern international involvement.  The assessment should also evaluate 
the risk of comp

ct e information, and the susceptibility of the system to compromise if not protected. 

ally, the assessment should discuss any known foreign availab
m, r technology involved; previous release of the same or similar information, system, or 

l gy to other countries; and, when foreign involvement or sales are recommended, its 
 other participants. 

Control Plan.  The fourth section, together with the technology assessment, provides the
 guidance on negotiating technical and security aspects of the program, and developmen

The Control Plan should describe actions that are to be taken to protect U.S. interests when
nvolvement or sales are anticipated.  Those actions should be specific and address 
risks, if any, as discussed in the technology

olding certain information, stringent phasing of releases, or development of special security
requirements. 

The plan should also identify any design or engineering changes that may be necessary or
able to ensure the protection of CPI.  The plan should describe how security provisions o

an agreement and/or applicable regulations are to be applied to the specific program, agreement,
or sale. 

In preparation of the Control Plan, special consideration should be given to the export 
restrictions on sensitive technologies   and 

al Disclosur n Release of Low 
 (U)”. 

epare a 
nvolvement, disclosure of the program to foreign 

intere  
foreign s

o 
include i n.  The Security Classification Guide (SCG) will 
be co u

The  develops the DDL in accordance with DoD Directive 5230.11

the Nation e Policy Committee’s Policy Statement on “Foreig
Observable and Counter Low Observable Information and Capabilities

Delegation of Disclosure Authority Letter (DDL).  The program manager must pr
DDL as part of a recommendation for foreign i

sts, request for authority to conclude an international agreement, or a decision to authorize
ales.  NOTE:  The DDL is not releasable to Foreign Nationals. 

The DDL should provide detailed guidance on releasability of all elements of the system, t
ts technology and associated informatio

ns lted during the preparation of the DDL to establish its classification. 

 program manager  
enclo r  its content.  The 
DDL is provided to the Milestone Decision Authority and the Office of the USD(P) for approval 
at ea ated 
discl r ere 
should b  release of, sensitive information or 
techn

d Resources 

su e 4.  The applicable designated disclosure authority should agree with

ch ilestone.  Until the DDL has been approved by the originating activity’s design
osu e authority, the Milestone Decision Authority, and the Office of the USD(P), th

e no promise to release, nor should there be actual

m

ology. 

8.4.9. Contracting an
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on planning may be outsourced and included in a contract.  That contract 
activ  m
planni g
funds are

Pro s 
may resu
program
program r is responsible for this planning 
and s u et 
System a o 
be “bake

8.4.9.1. 

mana r
protectio
contractu  
of RTP re i
required s u
RTP.  RT s

8.4.9  
The pre-award phase includes pre-solicitation, solicitation, source selection evaluation, and 

other e

Acq
program ary to arrive at a legal and successful 
contr  
address p activities and requirements. 

The g ction requirements early enough to be 
included h osal (RFP). 

•  the assistance of the program protection 
office with information describing the nature 

 apply to the contemplated contract 
ctually execute the program.  (See the 

4.6.) 

specified
uirements.  The evaluation should also consider the cost to 

execute each proposed approach to satisfy the contractor portion of the PPP.  An RTP specialist 

Program protecti
ity ay include initial program and system evaluation as well as program protection 

n  that leads to specific RTP countermeasures.  Early planning is necessary to ensure that 
 programmed and budgeted to provide timely required contract support. 

gram protection activities should begin prior to contract award.  Delaying the proces
lt in safeguards being difficult to accomplish or being omitted from contracts.  The 

’s underpinning DS&TI, and inherited or determined CPI, should be factored into the 
’s overall acquisition strategy.  The program manage

ho ld prepare a budget for all security costs within the Planning, Programming, and Budg
nd the program’s Acquisition Program Baseline.  It is more cost effective for security t
d in” early rather than “bolted on” later. 

Early Coordination 

As discussed in section 8.4.2, RTP is a subject for early coordination by the program 
ge ’s staff and contracting personnel to ensure contractual documents contain essential 

n requirements.  Early coordination is fundamental for having adequate coverage in 
al documents and to thus avoid additional and unnecessary costs due to late application
qu rements.  The expected range of protection requirements and projected resources 

ld be estimated to ensure research and acquisition planning doho cuments address 
P i  also a subject for early coordination by FDOs. 

.2. Pre-Contract Award 

 pr -award activities. 

uisition organizations generally have local instructions and related checklists to aid the 
 management staff in completing the actions necess

act award.  Such instructions and checklists should be written and reviewed to ensure they 
rogram protection 

 pro ram manager should define program prote
in t e draft request for prop
The initial program management staff, with
POC, provides the responsible contracting 
and extent of program protection requirements that
and estimates for the resources necessary to contra
information listed in subsection 8.

• The PM includes a program protection section in the RFP and should ensure that the 
appropriate Federal Acquisition Regulation (FAR) and/or Defense Federal Acquisition 
Regulation Supplement (DFARS) clauses have been activated for RTP (e.g., DFARS 
242.402). 

Once the proposals are received in response to the RFP, they will be evaluated using 
 source selection criteria.  The resulting evaluation should address the proposed ways of 

satisfying program protection req
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shou
address p

App e 
contract. mented 
by the pr

staff and
license to
PM shou k 
of coordination by the contractors may result in inadvertent transfer of critical military 
techn

8.4.9.3. d 
 no odifications to be made reflecting fiscal or other program 

 office 
RTP
changes 

A p
this activ  
contracto tation plan (PPIP) forms a principal source for the 
contr  

The  identified during post award 
activ s
contra t r d 
how RTP i d 
performance objectives.  The COR should discu DO. 

8.4.9.4. C
The  to 

ensuring t rly if there are any modifications to 
the contract.  As 
part of th r
CO in ac
involvement  the FDO. 

Plan
continues with the contract baselin

The n
measurem s 
work acc p
breakdown structure is developed, any RTP action identified in the statement of work, 
prelimina a ities, or the RFP, is identified as a “reportable item.” 

8.4.9.5. 

ld be available to assist in the source selection process when proposals are required to 
rogram protection requirements. 

roaches in the selected contractor’s proposal documents should be incorporated into th
  Action should be taken to ensure RTP provisions in the proposal are fully imple
ime contract. 

The program manager should require the contractors to coordinate with the program office 
 CI support staff, all proposals to market or otherwise obtain a commercial export 
 sell portions of the system being acquired or like systems to foreign countries.  The 
ld formalize this requirement in all Statements of Work for acquisition systems.  A lac

ology to unauthorized foreign nationals. 

Post Contract Awar

It is t unusual for contract m
changes.  As with pre-award actions, the program manager should ensure that the program

 representative works with the program management staff and the contracting officer if RTP 
are required. 

rimary post award activity is “baselining” the contract.  RTP actions are addressed in 
ity and, if applicable, identified as a reportable item in the baseline.  When used, the
r program protection implemen

act RTP baseline. 

 contracting officer representative (COR) is formally
itie  and becomes the focal point, along with the program manager, for administering 

c equirements, including RTP.  The COR and the program manager need to understan
 is mportant to successful achievement of protecting the program cost, schedule, an

ss the security requirements with the F

ontractor Performance Monitoring 
 COR, along with the program manager and contracting officer (CO), are key
tha  RTP requirements are accomplished, particula

 The RTP POC should monitor performance and schedule of RTP activities. 
e p ogram manager staff, the RTP POC works through the program manager, COR, and 
complishing RTP goals.  Any proposed contract modifications regarding foreign 

should also be discussed with

ning for performance monitoring begins with RFP activities, pre-award issues, and 
ing and any necessary re-baselining. 

 co tract baseline, once documented, will be the prime contractor performance 
ent tool.  That baseline is compared with periodic performance reports that addres

om lished as well as costs incurred and related task funding.  When the work 

ry cquisition planning activ

Contractor Costs 
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program ct 
developm s, starting with drafting of the RFP. 

Cos  
include any i e 
further ident

Costs fo
contractor co
DoD agencie o 
the acqui io
identifyin

RTP co
identified by

8.4.9.6. P
The pro

determines w ing the RTP effort, need access to 
entation.  If a foreign contractor is oreign Disclosure Officer (FDO) 

nsitive information, 
contr

ctor 

8.4.9.7. Support from Cognizant Government Industrial Security Offices 
The contract DD Form 254

To properly support contract activities, RTP costs are identified as part of the initial 
 definition and structuring.  Those cost estimates are then used in the early contra

ent proces

t estimates are identified by category (i.e., personnel, products, services, equipment) to
nformation systems requirements.  Within each category of RTP costs, the items ar
ified by security discipline. 

r implementing industrial security are included in the overhead portion of 
sts.  DoD security countermeasures are typically included in level-of-effort costs for 
s.  These costs should not be included in the PPP since they are not additive costs t
n program.  The baseline for standard security acsit tions is determined before 

g program-specific RTP costs. 

sts for implementing foreign disclosure and/or national disclosure policies are also 
 the categories listed in the paragraphs above. 

roviding Documentation to Contractors 
gram manager, in coordination with the RTP POC and the contracting officer, 
hen prime contractors, and subcontractors support

CPI docum involved, the F
must participate in the coordination. 

When a contractor is to be granted access to classified information, se
olled unclassified information, For Official Use Only information, export-controlled data, 

or unclassified technical data, the contract will provide authorization for access to contra
facilities by the responsible government industrial security office (DSS or the DoD Component-
cognizant security authority).  That authorization is necessary to permit surveys, inspections, 
advice or assistance visits, or inquiries, which are necessary to ensure protection of sensitive 
information and implementation of RTP activities at prime, subcontractor, and/or vendor 
facilities. 

Whenever possible, threat information (i.e., MDCI threat assessment) is shared with the 
cognizant contractor Facility Security Officer to ensure their understanding of the threat. 

, “DoD Contract Security Classification Specification,” should 

r should complete the 
DD 2 hould be 

ffice) so 

 

 

specifically identify RTP assessments and reviews to be conducted by the responsible 
government industrial security office (e.g., DSS).  The program manage

54 to reflect RTP protection measures and requirements.  A copy of the DD 254 s
provided to the cognizant government security office (i.e., the appropriate DSS field o
they may assist in RTP protection efforts.  Organizations responsible for RTP reviews should: 

• Conduct or participate in reviews and assistance visits at contractor facilities and 
contractor activities at government facilities.  Reviews at contractor facilities in the
United States assess compliance with contractually-imposed RTP measures, when 
contract provisions authorize such reviews and visits. 

• Disseminate evaluation reports to appropriate acquisition program officials (e.g., 
Program Executive Officers, program managers, user organization officials).  Unless
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 contractor 

and tech ion is based.  RTP requirements should be incorporated 
into i i s to ensure adequate resources are 
comm

sible for developing a Work Breakdown Structure 
and C  

re 

fine overall 
RTP to 

TP 

tection implementation plan (PPIP). 

8.4.10.2. RTP Budgeting 
Once RTP cost requirements are properly estimated and documented, the next step in the 

process is their submission and validation as part of the program budgeting process.  All RTP 
costing requirements are coordinated with the program resource manager who prepares budget 
submissions to the program manager. 

Often, a validation board is assembled to review program costing requirements.  This board 
validates the cost (verifies the methodology used to project the costs) and prioritizes program 
cost requirements.  When RTP cost proposals are submitted, RTP professionals should be 
present to support these proposals to the validation board.  RTP professionals should serve as 
advisors to the program manager for RTP costs coming from other organizations or from 
contractors. 

Once a program budget is approved and the RTP requirement funded, establishing a 
separate RTP funding line item could be useful in tracking funds that are distributed to support 
RTP requirements. 

RTP POCs who manage funding and/or the implementation of the PPIP are required to 
annually update their funding requirements and contribute to the overall program budget 
submission process.  RTP costs will be validated each year. 

8.4.11. Execution of the PPP 

specifically prohibited, the program manager provides reports to appropriate
personnel. 

8.4.10. RTP Costing and Budgeting 

Ultimately, the success of an acquisition program will depend on protecting the research 
nology upon which the acquisit

nit al program funding and subsequent budget submission
itted at program initiation. 

When RTP professionals are part of the program costing and budgeting processes, RTP 
requirements can be addressed during programming and budgeting cycles. 

8.4.10.1. RTP Costing 

Program resource managers are respon
ost Analysis Requirements Description as part of the overall costing process.  The Cost

Analysis Requirements Description is developed in concert with the Work Breakdown Structu
and serves as the costing portion of the Work Breakdown Structure.  Costs for material, 
personnel/labor, training, etc., are incorporated into a requirements document to de

 costs.  Security, counterintelligence, and intelligence professionals should be integrated in
the program costing process at the earliest opportunity. 

A separate Work Breakdown Structure category provides managers with visibility into R
costs and actual funding available to support the RTP effort.  A separate Work Breakdown 
Structure category is recommended for RTP requirements such as anti-tamper, system security 
engineering, information assurance, and the program pro
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The program manager has the primary responsibility for PPP execution.  Specific functions 
and actions may also be assigned to supporting security, CI, and intelligence organizations, as 
well as supporting acquisition organizations and defense contractors.  Proper PPP execution 
depends on allocation of resources for planned RTP countermeasures and communication of the 
RTP countermeasures plan to applicable contractors, as well as to acquisition, security, CI, and 
intelligence activities supporting the program. 

8.4.11.1. Distribution of the PPP 
Once the PPP is approved, the program manager ensures all activities that are assigned RTP 

actions in the PPP receive a copy of the approved plan or those portions pertaining to their tasks.  
Organizations that should be considered for PPP distribution include the following: 

• Program contractors having CPI under their control. 
urity offices (i.e., DSS offices supporting the 
the PPP and/or the PPIP). 

If th to limit distribution of the entire PPP, then, as a minimum, 
the CPI and RTP countermeasures portions should be distributed to the appropriate 
organizations. 

8.4.11.2. Assessment of PPP Effectiveness 
The program manager, assisted by security and CI activities, assesses PPP effectiveness, 

and the RTP countermeasures prescribed therein, as part of the normal program review process.  
idering the overall program schedule, the time-phased arrival 

 

• Responsible government industrial sec
program at contractor sites covered by 

• DoD test ranges and centers applying CPI countermeasures. 
• CI activities supporting program sites having CPI countermeasures applied. 

e program manager decides 

Such assessments are planned cons
or development of CPI at specific locations, and the schedule to revise the PPP. 
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8.5.1

ing process.  Systems engineering activities 
prevent and/or delay exploitation of DS&TI and/or CPI in U.S. defense systems and may include 
Anti-Tamper (AT) activities (see section 8.5.3).  The benefit of SSE is derived after acquisition 
is complete by mitigation of threats against the system during deployment, operations, and 
support.  SSE may also address the possible capture of the system by the enemy during combat 
or hostile actions. 

8.5.1.2. System Security Engineering Planning 
The program manager’s System Engineering Plan (SEP) is the top-level management 

document used to describe the required systems engineering tasks.  The System Security 
Management Plan (SSMP) is a detailed plan outlining how the SSE manager (SSEM) and the 

rs t SSE, and may be part of the SEP. 

ate 
vulnerabilities through engineering and design, any characteristics that could result in 
the of systems with operational security deficiencies. 

MIL-HDBK-1785  establishes the formats, contents, and procedures for the SSMP.  Data 
Item Description (DID), DI-MISC-80839, SSMP, is applicable. 

A System Security Engineering Working Group (SSEWG) defines and identifies all SSE 
aspects of the system, develops SSE architecture, reviews the implementation of the architecture, 
and participates in design validation.  The SSEWG is formed as early in the acquisition process 
as possible, but not later than the Technology Development phase of the acquisition.  The 
SSEWG is comprised of acquisition program office personnel; supporting CI, intelligence, and 
security personnel; system user representatives; and other concerned parties.  The SSEWG 
provides recommendations to the program manager. 

8.5.1
rams and design-to-specifications providing life-

cycle protection for critical defense resources.  Activities planned to satisfy SSE program 
objectives are described in the SSMP. 

 

8.5. SPECIALIZED PROTECTION PROCESSES 
 

8.5.1. System Security Engineering 

.1. General 
If the program manager decides to use system security engineering (SSE) it can be the 

vehicle for integrating RTP into the systems engineer

contracto will implemen

The SSMP, prepared by the program manager, establishes guidance for the following tasks: 
• Analysis of security design and engineering vulnerabilities; and 
• Development of recommendations for system changes, to eliminate or mitig

 deployment 

The SSMP is applicable to the acquisition of developmental or existing systems or 
equipment. 

.3. System Security Engineering Process 
SSE supports the development of prog
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SSE secures the initial investment by ” necessary countermeasures and 
“engineering-out” vulnerabil resources over the long 
term.  During the system des  and eliminate (or contain) 
known or potential system vulnerabilities from deployment through demilitarization. 

he SSE process defines the procedures for contracting for an SSE effort and an SSMP.  
Implementation requires contractors to identify operational vulnerabilities and to take action to 

mize associated risks. 

on  Item Descriptions (DIDs) and Contract Data Requirements Lists (CDRLs) 
may s 

Military Handbook 1785 
MIL-HDBK-1785  contains procedures for contracting an SSE effort and an SSMP.  The 

format and contents are outlined in the appropriate Data Item Descriptions (DIDs) listed in MIL-
HDBK-1785. 

The proponent for the handbook is Commander, Naval Air Systems Command, ATTN:  
AIR-7.4.4., 22514 McCoy Road, Unit 10, Patuxent River, MD  20670-1457. 

8.5.1.5. Security Engineering for International Programs 
SSE should include an assessment of security criteria that sets limits for international 

cooperative programs, direct commercial sales, and/or foreign military sales (FMS) cases.  From 
this assessment, engineering and software alternatives (e.g., export variants, AT provisions) 
should be identified that would permit such transactions. 

m 

ritized 

anager, 
I 

ogram or facility to help focus the CI activities.  

e 
m; 

 “designing-in
ities, and thus results in saving time and 
ign phase, SSE should identify, evaluate,

T

eliminate or mini

C tract Data
be tailored to the acquisition program in order to obtain contractor-produced plans or studie

that satisfy specific program needs. 

8.5.1.4. 

8.5.2. Counterintelligence Support Plan 
The CISP defines specific CI support to be provided to the RDT&E facility or acquisition 

program and provides the servicing CI personnel with information about the facility or progra
being supported. 

• A tailored CISP is developed for every DoD RDT&E activity and for each DoD 
acquisition program with identified CPI; 

• RDT&E site directors, security managers, and supporting CI organizations are 
responsible for developing a CISP for each RDT&E facility; 

• Program managers and their supporting security and CI organizations are responsible for 
developing a CISP for each acquisition program with CPI.  The CPI will be prio
and listed in the CISP; 

• The CISP is signed by local CI and site management personnel, the program m
and the local DSS representative, as appropriate.  The CISP will specify which of the C
services will be conducted in support of the facility or program, and will provide the CI 
personnel with information about the pr
A copy of the signed plan is provided to the DoD Component CI headquarters; 

• The CISP will be reviewed annually, or as required by events.  It will be used as th
baseline for any evaluation of the program or facility and its supporting CI progra
and 
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I 
 the contractor; and 

 identifies DS&TI or CPI requiring specialized CI support 
roject or program CISP, that additional support is 

 the DoD Components, information on the 
lligence and Security), 

 

e 

information; and 
• Provide specialized CI support to all locations pursuant to the CISP. 

Field CI personnel should: 
• Provide CI RTP support when the weapons system or other platform becomes 

operational for as long as CPI is designated; and 
• Provide CI support for as long as the CPI is so designated. 

An

• Any updated CISP is redistributed to those providing support. 

8.5.2.1. CI Actions at RDT&E Activities 
Component CI agencies have identified a core listing of CI services that are recommended

for each CISP. 
• If there is DS&TI at a RDT&E site, the site director-approved CISP is provided to the 

DoD Component CI specialists working at the RDT&E site; 
• If there is CPI at a RDT&E site, the program manager-approved CISP is provided to the 

DoD Component CI specialists working at the site and will become an annex to the site 
CISP; 

• If DS&TI or CPI is identified at a DoD contractor facility, the program manager, CI 
specialist, the DSS CI specialist, and the contractor develop a CISP annex to define C
support to

• If RDT&E site management
beyond what is covered in the p
documented as an annex to the site CISP. 

Component CI personnel keep the project or program manager CI POC informed of threat 
and other information that could adversely impact the DS&TI or CPI.  The CI POC is 
responsible for keeping the program manager or site director apprised of current CI activities. 

When more than one Component CI agency has an interest at the same RDT&E site or 
contractor facility, teaming, and cooperation should occur at the lowest possible organizational 
level.  If a conflict occurs that cannot be resolved by
conflict is sent to the Deputy Undersecretary of Defense (Counterinte
OUSD(I), for review and resolution. 

8.5.2.2. Counterintelligence Support to Acquisition Programs 
Component CI organizations should identify a CI specialist to acquisition program 

managers with CPI.  The CI specialist should: 
• Participate in the RTP WIPT that develops the PPP and is responsible for developing

the CISP and obtaining the MDCI Threat Assessment for the program; 
• Ensure CI RTP requirements flow to CI and security personnel at locations where th

CPI is used, handled, stored, or tested; 
• Ensure the program manager and the program office staff are aware of current threat 

8.5.3. ti-Tamper  
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8.5.3

, 

m 

 
ing, difficult, and expensive; 

AT  preferably in the 

 

 AT also involves risk management.  A decision not to implement AT should be based 
n acquisition risks, to include: AT technical feasibility, 

cost, system performance, and scheduling impact; 
• The DoD Executive Agent for AT resides with the Department of the Air Force, which 

is responsible for: 
o Managing AT Technology Development; 
o Implementing Policy; 
o Developing an AT databank / library; 
o Developing a Technology Roadmap; 
o Providing Proper Security Mechanisms; and 
o Conducting AT Validation. 

o 

ate 

.1. General 
• Program managers should develop and implement Anti-Tamper (AT) measures to protect 

DS&TI and/or CPI in U.S. defense systems developed using co-development 
agreements; sold to foreign governments; or no longer within U.S. control (e.g., theft
battlefield loss).  AT techniques may be applied to system performance, materials, 
hardware, software, algorithms, design, and production methods, or maintenance and 
logistical support.  Although protective in nature, AT is not a substitute for progra
protection or other required security measures; 

• AT adds longevity to a critical technology by deterring reverse engineering.  AT also 
provides time to develop more advanced technologies to ensure previously successful 
hostile exploitation of a defense system does not constitute a threat to U.S. military 
forces and capabilities.  Although AT may not completely defeat exploitation, it will
make hostile efforts time-consum

•  is initiated as early as possible during program development,
program concept refinement and technology development phases, in conjunction with 
the identification of program DS&TI and/or CPI: 
o AT is also applicable to DoD systems during a Pre-Planned Product Improvement 

(P3I) upgrade or a deployed system technology insertion; and 
o Additionally, AT should be specifically addressed in all transfer or sales of fielded

systems and in direct commercial sales to foreign governments. 
• AT resource requirements may affect other aspects of a program, to include end item 

cost, schedule, and performance; 
•

on operational risks as well as o

• The AT Executive Agent sets up a network of DoD Component AT points of contact t
assist program managers in responding to AT technology and/or implementation 
questions.  Additionally, DoD Component POCs coordinate AT development and cre
a shared common databank / library; and 

• Since AT is a systems engineering activity, AT is strengthened when integrated into a 
program sub-system(s), and is more cost effective when implemented at program onset. 

8.5.3.2. Application of AT 
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ine 

• AT applicability should be assessed for each major modification or P3I upgrade to the 
production system and for any FMS of fielded systems or direct commercial sale.  It is 
feasible that AT may be inserted into the modified or upgraded systems when protection 
is required.  AT may be discontinued when it is determined the technology no longer 
needs protection; and 

• The program manager recommendation whether or not to implement AT should be 
approved by the Milestone Decision Authority and documented in the Program 
Protection Plan (PPP). 

8.5.3.3. AT Implementation 
• The program manager should document the analysis and recommendation in the 

classified AT plan (an annex to the PPP), of whether or not to use anti-tamper measures.  
The PPP with the AT annex should be included in the submission for Milestone B, and 
updated for Milestone C.  The AT Executive Agent, or any DoD Component-appointed 
AT Agent, provides an evaluation of the AT plan and a letter of concurrence to the 
Milestone Decision Authority; 

• The AT classified annex to the PPP contains AT planning.  The planning detail should 
correspond to the acquisition phase of the program; 

• The AT annex includes, but is not limited to, the following information: 
o Identification of the critical technology being protected and a description of its 

o
 techniques investigated; 

o The estimated time and cost required for system or component redesign if a 
compromise occurs; 

o The program manager recommendation and the Milestone Decision Authority 
decision on AT; and 

o The program AT POC. 
• AT is reflected in system specifications and other program documentation; and 

• With the aid of the DoD Component AT POC, the program manager should determ
the appropriate number of AT layers to be employed on the program using a risk 
assessment of the CPI.  The evaluation may indicate there is no requirement to apply 
AT techniques.  However, a final decision should not be made until completing 
thorough operational and acquisition risk analyses; 

criticality to system performance; 
o Foreign Teaming and foreign countries / companies participating; 

 Threat assessment and countermeasure attack tree; 
o AT system level techniques and subsystem AT
o System maintenance plan with respect to AT; 
o Recommended solution to include system, subsystem and component level; 
o Determination of how long AT is intended to delay hostile or foreign exploitation or 

reverse-engineering efforts; 
o The effect that compromise would have on the acquisition program if AT were not 

implemented; 
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• AT, whether implemented or not, should be a discussion item during Milestone B, 
Milestone C (Low-Rate Initial Production), and Full-Rate Production Decision 
Reviews: 
o At Milestone B, the program manager should address AT in conceptual terms and 

how it is to be implemented.  Working AT prototypes, appropriate to this stage of 
program development, should be demonstrated.  Deliverables at Milestone B 

f critical technologies/information; a MDCI threat analysis; a list of 
erabilities; identified attack scenarios; impacts if exploited; available 

 
any 

fit 
n 

 

onal test and evaluation 

8.5.3.4. tion (V&V) 

ng for 
the AT V&V on actual or representative system components.  The V&V plan, which is 
developed to support Milestone C, is reviewed and approved by the AT Executive Agent, or any 
Com ts the 
verifi t  
these t ding 
to the AT T Executive Agent may negotiate for parts of 
the s e nt’s 
laboratories for further analysis.  The validation results are reported to the Milestone Decision 
Auth t

8.5.3.5. 
AT is not limited to development and fielding of a system.  It is equally important during 

life cycle management of the system, particularly during maintenance. 

AT measures should apply throughout the life cycle of the system.  Maintenance 
instructions and technical orders should clearly indicate that AT measures have been 
implemented; indicate the level at which maintenance is authorized; and include warnings that 
damage may occur if improper or unauthorized maintenance is attempted.  To protect CPI, it 
may be necessary, as prescribed by the DDL, to limit the level and extent of maintenance a 
foreign customer may perform.  This may mean that maintenance involving the AT measures 
will be accomplished only at the contractor or U.S. Government facility in the U.S. or overseas.  
Such maintenance restrictions may be no different than those imposed on U.S. Government users 
of AT protected systems.  Contracts, purchase agreements, memoranda of understanding, 
memoranda of agreement, letters of agreement, or other similar documents should state such 

include: a list o
identified vuln
AT techniques; and a preliminary AT Plan.  These deliverables are submitted and 
incorporated into the AT Annex of the PPP; and 

o At Milestone C, the program manager should fully document AT implementation. 
Deliverables at Milestone C include: all deliverables from Milestone B and 
updates; an analysis of AT methods that apply to the system, including cost/bene
assessments; an explanation of which AT methods will be implemented; and a pla
for verifying and validating (V&V) AT implementation.  These deliverables are
submitted and incorporated into the AT annex of the PPP.  Testing during 
developmental test and evaluation (DT&E) and operati
(OT&E) is highly encouraged for risk reduction. 

AT Verification and Valida

AT implementation is tested and verified during DT&E and OT&E. 

The program manager develops the validation plan and provides the necessary fundi

ponent-appointed AT Agent, prior to milestone decision.  The program office conduc
a ion and validation of the implemented AT plan.  The AT Executive Agent witnesc ses

 ac ivities and verifies that the AT plan is implemented into the system and works accor
 plan.  The program manager and the A

yst m that have undergone anti-tamper measures to be tested at the AT Executive Age

ori y. 

Sustainment of AT 
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maintenance and logistics restrictions.  When a contract that includes AT protection 
requirements and associated maintenance and logistics restrictions also contains a warranty or 
other form of performance guarantee, the contract terms and conditions should establish that 
unauthorized maintenance or other unauthorized activities: 

• Should be regarded as hostile attempts to exploit or reverse engineer the weapon system 
or the AT measure itself; and 

• Should void the warranty or performance guarantee. 

The U.S. Government and U.S. industry should be protected against warranty and 
performance claims in the event AT measures are activated by unauthorized maintenance or 
other intrusion.  Such unauthorized activities are regarded as hostile attempts to exploit or 
reverse engineer the system or the AT measures. 

8.5.3 osure 
 the 

appropri onent, in consultation with the 
program s that the fact should be classified. 

e classified, including any potential 
speci h ents.  The AT implementation on a program should 
be classi RET / SAR per the AT security 
class a erning AT 
techn .S. interest pursuant 
to de i

s account guidance and recommendations from the 
ram Milestone Decision Authority, and those of 

thority coordinates all foreign disclosure 
releases involving AT with the cognizant foreign disclosure authority and security assistance 
office, as appropriate.  An exception to National Disclosure Policy may be warranted for co-
development programs, foreign military sales, or direct commercial sales. 

8.5.4. Information Assurance 
All information systems (including network enclaves) storing, processing, or transmitting 

DS&TI must comply with the requirements of DoD Directive 8500.1

.6. Guidelines for AT Discl
The fact that AT has been implemented in a program should be unclassified unless

ate original classification authority of the DoD Comp
 Milestone Decision Authority, decide

The measures used to implement AT will normally b
al andling caveats or access requirem

fied from SECRET / US ONLY (minimum) to SEC
ific tion guide.  Classified AT information, including information conc
iques, should not be disclosed to any unauthorized individual or non-U
cis ons made by appropriate disclosure authorities. 

Di closure decisions should take into 
program OCA, in consultation with the prog
USD(AT&L).  The program Milestone Decision Au

 “Information Assurance 
(IA)”  and implement the appropriate IA controls from DoD Instruction 8500.2 “Information 
Assurance Implementation” .  Accordingly, these systems will be accredited in accordance with 
DoD Instruction 5200.40 “DoD Information Technology Security Certification and Accreditation 
Process (DITSCAP)”.  The DITSCAP establishes a standard process, set of activities, general 
task descriptions, and a management structure to certify and accredit IT systems throughout the 
system
(SSA

 

 life cycle.  A product of the DITSCAP, the System Security Authorization Agreement 
A), documents the agreement between the project manager, the Designated Approval 

Authority (DAA), the Certification Authority (CA), and the user representative concerning 
schedule, budget, security, functionality, risk, and performance issues.  Applicable SSAAs will 
be included as annexes to the PPP.  Associated costs will be recorded in the PPP by fiscal year.  
For information systems where the program office is not the owner of the system but simply a
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he system being acquired.  For example, a 
hypo

system that supports the storing, processing and transmitting of DS&TI.  The 
information assurance requirements and certification and accreditation requirements for that 
support system are totally separate and distinct from those of the weapons system being 
acquired.  Chapter 7, Acquiring Information Technology and National Security Systems

user of the system, the PPP should include a copy of the system’s Approval to Operate (ATO) 
issued by the system DAA. 

It is important to differentiate between the implementation of information assurance with 
regards to program support systems processing DS&TI and other CPI, as opposed to the 
implementation of information assurance in t

thetical acquisition program office acquiring a new weapons system (or AIS) may have an 
information 

, 
provides specific guidance on the identification and implementation of information assurance 
requirements for all systems being acquired. 

8.5.5. Horizontal Analysis and Protection 
The objective of horizontal analysis and protection activities is to ensure consistent, cost-

effective application of similar RTP safeguards for similar DS&TI and/or CPI throughout DoD. 
• CIFA conducts horizontal analysis to determine whether similar technologies are being 

used in different programs; 
• Program managers, Program Executive Officers, and Milestone Decision Authorities 

should assist in these analyses to ensure that similar technologies are safeguarded with 
the same level of protection, (i.e., horizontal protection); and 

• The USD(I), the USD(AT&L), and the DOT&E provide oversight of the effectiveness 
of horizontal analysis and protection as outlined in DoD Directive 5200.39 . 

8.5.5.1. Horizontal Analysis 
The CIFA-conducted horizontal analysis should address the following: 
• System enabling technologies (DS&TI and/or CPI) and their additional applications, 

whether for similar or dissimilar tasks; 
• RTP safeguards planned or provided; 
• Intelligence estimates of competitive foreign acquisition efforts; and 
• Reports of completed investigations of compromises, espionage cases, and other losses. 

DoD Components should establish processes that support horizontal analysis and protection 
activities.  DoD Components should: 

• Identify system enabling technologies and their additional applications, whether for 
similar or dissimilar tasks; 

• Review security classification guides of existing programs or projects when developing 
a CISP or PPP to determine classification of similar technologies used in other 
programs or under development.  

• Catalogue, analyze, group, and correlate protection requirements within approved PPPs 
or CPI for DS&TI involving similar enabling technologies.  Provide the data collected 
to the CIFA for their use. 

8.5.5.2. Horizontal Protection 
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CIFA will provide their analysis report to the site director for emerging technologies and/or 
to the program manager for their application within an acquisition program.  Site directors or 
program managers should ensure their respective CISP and PPP are modified when required 
based upon results of the horizontal analysis. 

CIFA will coordinate all reported or discovered discrepancies with the appropriate DoD 
Components for resolution at the lowest possible organizational level. 

When necessary, CIFA will report unresolved or inconsistent applications of RTP 
safeguards to the USD (AT&L), DOT&E, and USD (I) for resolution.  Copies of these reports 
will be provided to the DoD Inspector General (IG). 

8.5.5.3. Reporting Requirements 
Compromise of DS&TI or CPI will be reported through CI channels to CIFA and the 

USD(I), in accordance with DoD Instruction 5240.4 . 

8.5.6. RTP Assessments and Inspections 
Periodic assessments and inspections of RTP activities (encompassing all DoD RDT&E 

budget categories) are necessary to ensure effective RTP is being planned and implemented.  The 
DoD Component responsible for the RDT&E site or the acquisition program is responsible for 
these assessments and inspections (DoD Directive 5200.39 ). 

8.5.6.1. Assessments 
DoD Components periodically assess and evaluate the effectiveness of RTP implementation 

by RDT&E site directors and program managers as well as the support provided by security, 
intelligence, and CI to RDT&E sites and acquisition programs with DS&TI or CPI. 

8.5.6.2. Inspections 
The DoD Inspector General (IG) has established a uniform system of periodic inspections, 

using the existing DoD Components’ inspection processes for RDT&E sites, to ensure 
compliance with directives concerning security, RTP, and CI practices. 

The DoD IG has developed RTP inspection guidelines for use by DoD and DoD 
Component Inspectors General to enhance consistent application of directives that apply to RTP 
directives and related issuances. 

DoD Component IGs conduct periodic inspections, using the DoD IG inspection guidelines, 
of RDT&E sites and acquisition programs for compliance with RTP directives.  These 
inspections assess program manager compliance with section 8.4.11.2, Assessment of PPP 
Effectiveness.  Participating Inspectors General may modify or customize the DoD IG inspection 
guidelines to account for Military Department-specific approaches to security, technology 
prote o

The
with R P

 

 

cti n, and counterintelligence. 

 DoD IG conducts periodic audits of DoD Component IG inspections for compliance 
 directives and related issuances. T
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9.0  O e

9.0.1. 

assess op  
decision

Chapter 9 
Integrated Test and Evaluation 

 

v rview 

Purpose 

This chapter will help the program manager develop a robust, integrated T&E Strategy to 
erational effectiveness, operational suitability, and survivability and to support program

s. 

9.0.2. Contents 

Section 9.1 provides an introduction of general topics associated with T&E.  Section 9.2 
then presents an overview of the T&E support and oversight provided by the Offices of the 
Director, Operational Test and Evaluation (DOT&E); and the Under Secretary of Defense for 
Acquisition, Technology, and Logistics/Defense Systems/Systems Engineering 
(USD(AT&L)/DS/SE).  The next few sections focus on specific types of T&E: Developmental 
Test and Evaluation, Operational Test and Evaluation, and Live Fire Test and Evaluation.  
Section 9.6 covers T&E planning and specifically addresses the T&E Strategy and the Test and 
Evaluation Master Plan.  Section 9.7 covers T&E Reporting; section 9.8 presents best practices;
and section 9.9

 
 covers special topics.  Section 9.10 closes with details of preparing a Test and 

Evaluation Master Plan. 

9.1  Introduction to Test and Evaluation (T&E) 
DoD Instruction 5000.2 requires that test and evaluation programs be structured to provide 

accurate, timely, and essential information to decision makers for programs in all acquisition 
categories throughout the system lifecycle.  As the means to this goal, T&E is to identify and 
learn about deficiencies (technical or operational) so that they can be resolved prior to production
and deployment.  DT&E supports: the systems engineering process to include providing 
information about risk and risk mitigation; assessing the attainment of technical performance 
parameters; providing empirical data to validate models and simulations and information to 
support periodic technical performance and sy

 

stem maturity evaluations.  Operational 
Assessments (OAs) are conducted early in a program to provide insight into potential operational 
problems and progress toward meeting desired operational effectiveness and suitability 
capabilities.  OT&E is conducted to determine system operational effectiveness, suitability, and 
survivability.  LFT&E permits the evaluation of system survivability in the context of 
vulnerability to realistic threat munitions and/or system lethality against realistic threat targets.  
This chapter provides DoD guidance to program managers for use in planning and executing an 
integrated T&E program within their programs. 

The program manager should develop a robust, integrated T&E Strategy for developmental 
test and evaluation (DT&E), operational test and evaluation (OT&E), and live fire test and 
evaluation (LFT&E) to validate system performance and ensure that the product provides 
measurable improvement to operational capabilities.  However, the integrated approach should 
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not compromise DT&E, OT&E, or LFT&E objectives.  The program manager, in concert with 
the user and test communities, without compromising rigor, is required to integrate modeling and 
simulation (M&S) activities with government and contractor DT&E, OT&E, LFT&E, system-of-
systems interoperability and performance testing into an efficient continuum.  Testing shall be 
event driven within the program’s overall acquisition strategy, and allow for a realistic period of 
time in which to accomplish the planned T&E events, including report preparation.  The program 
manager should develop a robust DT&E effort to ensure the goal of achieving a successful 
OT&E outcome.  The program manager is required to develop metrics (hardware and software), 

ria in consultation with the OTA, to 
ort decisions to progress through the 

deve e 
D 

9.1.1

 

ever, 
bilities and/or suitability might 

be re
 

 based on Joint 
Oper cies in 

t to 
 

9.1.3

 T&E Strategy development that becomes codified 
in the

in the form of T&E success criteria and OT&E entrance crite
use in monitoring program maturity and to supp

lopment cycle.  T&E Working-level Integrated Product Teams (T&E WIPT), may includ
representatives from Program Management Offices, T&E agencies, operational users, the OS
staff, DoD Component staffs, the intelligence community, and other agencies as necessary to 
assist in this task. 

. Evolutionary Acquisition 
The T&E Strategy of a system acquired using evolutionary acquisition shall address each 

increment intended for fielding.  In general, T&E that has previously confirmed the effectiveness
and suitability of a previous increment need not be repeated in its entirety to confirm that the 
subsequent increment still provides those mission capabilities previously confirmed.  How
regression testing to reconfirm previously tested operational capa

quired if the subsequent increment introduces a significantly changed hardware or software 
configuration, or introduces new functions, components, or interfaces that could reasonably be
expected to alter previously confirmed capabilities. 

9.1.2. Joint Capabilities Integration and Development System 
Joint Capabilities Integration and Development System implementation is
ating Concepts and Joint Integrating Concepts to define gaps, overlaps, and redundan

joint mission capability, which in turn could result in a new materiel solution.  We can expec
see effects of Joint Capabilities Integration and Development System on T&E, such as the need
for more system-of-systems testing.  T&E will need to assess whether systems deliver their 
intended capability within the applicable functional capabilities area.  There will be a need to 
consider realistic test environments to represent the functional capabilities area, to assess an 
individual system’s contribution to joint mission capability. 

. Relationship of Joint Capabilities Integration and Development System Documents 
to T&E 

9.1.3.1. Initial Capabilities Document 

The broad, time-phased, operational goals and requisite mission capabilities found in the 
Initial Capabilities Document drive the initial

 Test and Evaluation Strategy (TES).  Because the Initial Capabilities Document statement 
of desired capabilities is broad, the TES may also be a broad, general discussion of the program’s
T&E Strategy.  (See CJCSI 3170.01

 
.) 

9.1.3.2. Capability Development Document 
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onal mission performance 
param ment 

 

t normally is not approved until around the time 
of M

 the Capability Production Document 
deve esired 

E 

ne C, 

ilitary 

The Capability Development Document builds on the Initial Capabilities Document by 
refining the integrated architecture and providing more detailed operati

eters necessary to design the proposed system.  As the Capability Development Docu
is being developed to support Milestone B, and typically program initiation, the T&E WIPT 
concurrently transforms the TES, using the maturing Capability Development Document as a 
basis, into a more comprehensive T&E Strategy that is documented in the Test and Evaluation
Master Plan (TEMP).  This process involves adding details (specific, desired, operational 
capabilities; T&E events (DT&E, OT&E, and LFT&E) adding to the broad, initial T&E 
Strategy; Critical Operational Issues; refining the management structure and composition of the 
T&E WIPT; identifying resource requirements more precisely; etc.) as they become available.  
Because the Capability Development Documen

ilestone B, the T&E WIPT will most likely have to work from a draft version, since the 
initial TEMP is also due at Milestone B. 

9.1.3.3. Capability Production Document 
The final step in the capabilities refinement process is
lopment, with the Capability Production Document due at Milestone C.  The refined, d

operational capabilities and expected system performance contained therein are used by the T&
WIPT to update the TEMP for the Milestone C decision and for subsequent updates later in 
Production and Deployment, such as the full rate production decision review.  At Milesto
the technical testing begins to focus on production testing, such as Production Qualification 
Testing, to demonstrate performance of the production system in accordance with the contract.  
Operational testing focuses on evaluating the system's operational effectiveness, suitability, and 
survivability. 

9.1.4. Network-Centric Operations 
Implementation of the Department’s transformation strategy, calling for shifting to an 

information-age military, will result in fewer platform-centric and more network-centric m
forces.  This requires increased information sharing across networks. 

The network-centric concept applies to a DoD enterprise-wide information management 
strategy that includes not only military force operations but also all defense business processes, 
such as personnel actions, fuel purchases and delivery, commodity buying, deployment 
activities, acquisition and development.  Key tenets of the strategy include:  handle information 
only once, post data before processing it, users access data when it is needed, collaborate to 
make sense of data, and diversify network paths to provide reliable and secure network 
capabilities. 

The shift away from point-to-point system interfaces to network-centric interfaces brings 
implications for the T&E community.  For example, previously, emphasis has been on testing 
interoperability between two or more platforms and their capability to exchange specifically 
required information.  With network-centric operations, the emphasis will gradually shift to 
testing an integrated architecture for information processing necessary to achieve required force 
capabilities.  The challenge to the test community will be to represent the integrated architecture 
in the intended operational environment for test.  Furthermore, the shift to network-centric 
capabilities will evolve gradually, no doubt with legacy point-to-point interfaces included in the 
architectures.  Program managers, with their Program Executive Officer support, are strongly 
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encouraged to work with the operating forces to integrate operational testing with training 
exercises, thereby bringing more resources to bear for the mutual benefit of both communities. 

It is imperative that the T&E community engages the user community to assure that test 
strategies reflect the intended operational architectures and interfaces within which the intended 
capabilities are to be tested and evaluated. 

Integrating T&E consists of many aspects, all designed to optimize test scope and minimize 
cost.  For example, separate contractor developmental testing might be combined with 
governmental developmental test and evaluation, with control being exercised by a combined 
test o
simu
required
and eval
conducti
Another 

9.1.5. Integrated T&E Philosophy 

rganization.  Live testing might be integrated with verified, validated, and accredited 
lators or computer driven models and simulations, to optimize the amount of live testing 

.  Another aspect is integrating developmental test and evaluation with operational test 
uation into a continuum that reduces testing resource requirements and time, or 
ng concurrent DT, LFT, and/or OT when objectives and realism are compatible.  
approach is to combine DT, LFT, and/or OT, discussed in paragraph 9.3.3 below, into 
st event, with data provided to developmental, live fire, and operational evaluators
 There is no single solution that is optimum for al

a 
single te  
equall . l programs, but each program should 
cons r

9.1.6.
Sys

y
ide  these approaches during initial T&E planning. 

 Systems Engineering and T&E 
tems engineering is discussed in depth in Chapter 4 of this Guidebook.  In essence
engineering is a process to transform required operational capabilities into an integrated 
esign solution.  As the design solution evolves, a verification component of the systems 

, 
systems 
system d
engineering process must provide confidence that the design solution properly addresses the 
desir c

T& nd validation in the systems 
engineering process and characterizing technical risk of achieving a proper final design solution. 

9.1.7. Environment, Safety, and Occupational Health 
The T&E Strategy and TEMP should address the program manager’s analysis of residual 

Environmental, Safety and Occupational Health (ESOH) risks and control measures, to include 
safety releases, for the system or item.  The intent is to ensure that, prior to OT&E and fielding, 
the testers and users understand the ESOH hazards, the control measures adopted by the program 
manager, and the residual risks accepted by the program manager.  Early participation of ESOH 
expertise on the T&E WIPT is recommended to assure appropriate issues are addressed during 
test planning and execution. 

The program manager must ensure compliance with National Environmental Policy Act 
(NEPA)/E.O. 12114 requirements, particularly as they affect test ranges and operational areas.  
The T&E Strategy and TEMP should include NEPA/E.O.12114 documentation requirements, 
and describe how analyses will be conducted to support test site selection decisions. 

DoD Instruction 5000.2, E5.1 requires the program manager to provide safety releases to 
developmental and operational testers prior to any test using personnel.  A Safety Release 
communicates to the activity or personnel performing the test the risks associated with the test, 

ed apabilities, as intended. 

E is the mechanism for accomplishing verification a
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and the mitigating factors required, ensuring safe completion of the test.  A secondary function 
of the process is to ensure that due diligence is practiced with respect to safety in the preparation 
of the test by the sponsor.  A Safety Release is normally provided by the program manager after 
appro i to 
test pr c
Addition

pr ate hazard analysis.  Safe test planning includes analysis of the safety release related 
o edures, equipment, and training.  A full safety release is expected before IOT&E.  

al information can be found in section 4.4.11. of this Guidebook. 

 Responsibilities 
re are three organizations within the Office of the Secretary of Defense that have
sight responsibilities for T&E within the Department.  They are (1) the Director, 
nal Test and Evaluation (DOT&E), who is the Principal Staff Assistant and advisor to 

9.2  OSD
The  policy 

and over
Operatio
the Secretary and the Deputy Secretary of Defense for the responsibilities and functions 
described below, and within the System Engineering Directorate of Defense Systems 
OUSD(AT&L), (2) the Deputy Director, Developmental Test and Evaluation (DT&E) who is 
responsible for developing DT&E policies and procedures, and (3) the Deputy Director, 
Assessments and Support (AS) who has direct interface with program managers on DT&E.  
These offices share or coordinate on the following responsibilities: 

• Provide advice and make recommendations to the Secretary and Deputy Secretary of 
Defense and the USD(AT&L) and support OIPTs and DABs/ITABs for programs on 
the OSD T&E Oversight List; 

• Ensure the adequacy of test strategies and plans for programs on the OSD T&E 

 events of oversight programs; 
s process by providing recommendations 

• 

• 
 in developing their T&E Strategy and preparing the Test and Evaluation 

9.2.1. 
(DO

Spe

• Develop, in consultation with the DoD Components, the OSD T&E Oversight List; 

Oversight List; 
• Attend design readiness reviews; 
• Monitor and review DT&E, OT&E, and LFT&E
• Participate in the operational test readines

about a system’s readiness for OT&E; 
Provide independent performance, schedule, and T&E assessments to the DAES 
process; and 
Provide representatives to the T&E WIPT of oversight programs to assist program 
managers
Strategy (TES) and Test and Evaluation Master Plan (TEMP). 

Specific Responsibilities of the Director, Operational Test and Evaluation 
T&E) 

cific responsibilities of the DOT&E are listed in DoD Directive 5141.2.  For additi
ion on the DOT&E office and its functions, go to http://www.dote.osd.mil/

onal 
informat . 

Specific Responsibilities of the Office of the Director, Defense Systems/Systems 
ring 

9.2.2. 
Enginee

, have 
DT&E re

Two offices in Defense Systems, both reporting to the Director, Systems Engineering
 sponsibilities.  The DS/SE/DTE office responsibilities are described on their website.  

SE/Assessments and Support (AS) office has direct interface with program managers.  The DS/
This office formally receives, staffs, and concurs on the TES and the TEMP, both described in 
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section 9.6.  Additionally, SE/AS recommends TES and TEMP approval to OIPT leaders, and 
SD executive leadership on the adequacy of the DT&E of acquisition programs and the 
 of the program for IOT&E. 

OSD T&E Oversight List 
 DOT&E and the D, DS jointly, and in consultation with the ASD(NII), the Do

advises O
readiness

9.2.3. 
The D 

Com and 
Evaluati
LFT&E red for 
inclusion, and can be added to or deleted from the list at any time during the year.  The current 
list c b

ponent T&E executives, and other offices as appropriate, publish an annual OSD Test 
on Oversight List.  Programs on the list can be designated for DT&E, OT&E, and/or 
oversight.  Any program, regardless of Acquisition Category level, can be conside

an e obtained at the DOT&E Website).  OSD criteria for determining whether or no
 should be on formal T&E oversight include: 
Acquisition category level; 
Potential for becoming an acquisition program (such as an Advanced Concept 
Tech

t a 
program

• 
• 

nology Demonstration project or pre-MDAP); 

• 
• 
• 
• rams; 

 as part of a system-of-systems; and 

st and Evaluation 

9.3.1. 
A well n gram supports the acquisition strategy and the 

systems engineering process, providing the information necessary for informed decision making 
throughout t d   DT is the verification 
and validatio de confidence that the system 
design soluti   should be 
consistent with and complementary to the Systems Engineering Plan

• Stage of development or production; 
Whether program is subject to DAES reporting; 
Congressional and DoD interest; 
Programmatic risk (cost, schedule, performance); 
Past history of the developmental command with other prog

• Relationship with other systems
• Technical complexity of system. 

9.3  Developmental Te

DT&E Guidelines 
pla ned and executed DT&E pro

he evelopment process and at each acquisition milestone.
n of the systems engineering process and must provi
on is on track to satisfy the desired capabilities.  The T&E strategy

.  The T&E functional team 
should work closely with the system design team to facilitate this process.  Rigorous component 
and sub-system developmental test and eva nsures that performance capability 
and reliabilit r E then should increase to robust, system-
level and system  has matured 
to a point wh ployment requirements. 

Robust ability of a successful OT&E.  
Duri e esponsibility may fall to the prime contractor who will focus 
testing on technical contract specifications.  To ensure that the systems engineering verification 
and validation relates back to us s, it is appropriate for government testers 
to observe the contractor testing and, when appropriate, to facilitate early involvement and 
contribution   and test processes.  The program manager’s contract with 

luation (DT&E) e
y a e designed into the system early.  DT&

-of-systems level testing and evaluation, to ensure that the system
ere it can meet IOT&E and operational em

 DT&E reduces technical risk and increases the prob
ng arly DT&E, the test r

er required capabilitie

 by users in the design
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indus  tween government testers and users with the contractors’ 
testing.  Com e rocurement, undergo DT&E to verify 
readiness to e ility, and survivability for the 
intended mil not enter IOT&E unless the 
DoD Compo n

nd a T&E Strategy that meets the following 
objec

gram success (required, DoD Instruction 5000.2

try should support an interface be
m rcial items, regardless of the manner of p

ent r IOT&E, where operational effectiveness, suitab
itary application are demonstrated.  Programs should 
ne ts are confident of success. 

Program managers are required to develop and fu
tives: 
• Perform verification and validation in the systems engineering process; 
• Develop an event-driven T&E Strategy, rather than a schedule-driven one, to ensure 

pro ); 
• Identify technological capabilities and limitations of alternative concepts and design 

options under consideration to support cost-performance tradeoffs (required by DoD 
Instruction 5000.2).  The intent is to avoid locking onto one solution too early; 

• Identify and describe design technical risks (required by DoD Instruction 5000.2).  The 
T&E Strategy should naturally flow from the systems engineering processes of 
requirements analysis, functional allocation, and design synthesis.  For further 
explanation of this systems engineering flow-down, refer to paragraph 9.1.6 of this 
Guidebook; 

• Stress the system under test to at least the limits of the Operational Mode 
ems, beyond the normal operating limits to 

ired by DoD Instruction 5000.2
Summary/Mission Profile, and for some syst
ensure the robustness of the design (requ ).  This will 

TPs), 
ensure expected operational performance environments can be satisfied; 

• Assess technical progress and maturity against Critical Technical Parameters (C
including interoperability, documented in the TEMP (required by DoD Instruction 
5000.2).  As part of an event-driven strategy, the use of success criteria is a suggested 

st, they can be used to assess technical progress and 
 

d 

cess 
tion 5000.2

technique with which program managers can meet this requirement.  Success criteria 
are intermediate goals or targets on the path to meeting the desired capabilities.  There 
are two uses of success criteria.  Fir
maturity against CTPs.  Second, they can be used as metrics to assess successful
completion of a major phase of developmental testing, such as a major phase of groun
testing or of flight testing, and determine readiness to enter the next phase of testing, 
whether developmental or operational.  In the case of operational testing, these suc
criteria are tantamount to OT&E entrance criteria (required by DoD Instruc ) 
which are required for all operational tests.  Technical parameters, such as levels of 
reliability growth or software maturity, increasing levels of weapons system accuracy, 
mission processing timelines, and the like, can be used as success criteria to assess 
technical progress.  Alternatively, in the case of an event success criterion such as 
completion of the first set of missile test firings, the criteria can be a specified level of 
success, such as a percentage of successful missile firings from this group.  Failure to 
meet this criterion might cause the program manager to decide on additional firings 
prior to transitioning to the next phase of testing.  A program manager can use a 
combination of both types of success criteria and tailor them to best fit the program’s 
T&E Strategy; 
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 other • Assess the safety of the system or item to ensure safe operation during OT&E,
troop-supported testing, operational usage, and to support success in meeting design 
safety criteria (required by DoD Instruction 5000.2).  The intent is to ensure that 
developmental systems are sufficiently free of hazards to prevent injury to the typical 
users participating in OT&E and fielding; 

• Provide data and analytic support to the decision process to certify the system ready for 
OT&E (required by DoD Instruction 5000.2).  These data are provided in the DT&E 
report discussed below; 

• Conduct information assurance testing on any system that collects, stores, transmits, 
processes unclassified or classified information.  The extent of IA testing depends upon 
the assigned Mission Assurance Category and Confidentiality Level

and 

.  DoD Instruction 
8500.2 mandates specific IA Control Measures that a system should implement as part 
of the development process.  (required by DoD Instruction 5000.2); 

• In the case of IT systems, including NSS, support the DoD Information Technology 
Security Certification and Accreditation Process and Joint Interoperability Certification 
process (required by DoD Instruction 5000.2) 

• Discover, evaluate, and mitigate potentially adverse electromagnetic environmental 
effects (E3).  (required by DoD Directive 3222.4)  

• Support joint interoperability assessments required to certify system-of-systems 
 DoD Directive 4630.5interoperability; (required by ) 

 In the case of financial management, enterprise resource planning, and mixed financial 
 systems, the developer shall conduct an independent assessment of 

 

•
management
compliance factors established by the Office of the USD(C) (required by DoD
Instruction 5000.2); 

• Prior to full-rate production, demonstrate the maturity of the production process through 

oD 

Production Qualification Testing of LRIP assets.  The focus of this testing is on the 
contractor’s ability to produce a quality product, since the design testing should already 
have finished.  Depending on when this testing is conducted, the results might be usable 
as another data source for IOT&E readiness determinations; and 

• Demonstrate performance against threats and their countermeasures as identified in the 
DIA-validated System Threat Assessment.  Any impact on technical performance by 
these threats should be identified early in technical testing, rather than in operational 
testing where their presence might have more serious repercussions (required by D
Instruction 5000.2). 

In addition to the mandatory items above, the following items are strongly recommended to 
ensu

iences and begin identifying 
resource requirements needed for T&E budgeting activities; 

• Ensure the T&E Strategy is aligned with and supports the approved acquisition strategy, 
so that adequate, risk-reducing T&E information is provided to support decision events; 

re a robust T&E program: 
• Involve testers and evaluators, from within the program and outside, early in T&E 

planning activities to tap their expertise from similar exper



 422

• Utilize ground test activities, where appropriate, to include hardware-in-the-loop 
simulation, prior to conducting full-up, system-level testing, such as flight-testing, in 

•  assessment of technical progress should also include reliability, desired 
(COIs) to mitigate technical 

• ic environment 

• mand, Control, Communications, Computers, 
Intelligence, Surveillance, and Reconnaissance (C4ISR) prior to OT&E to ensure that 

nder loaded conditions will represent stressed OT&E scenarios. 

e T&E 

am 

hip 

Operational Test Activity, the intelligence community, the DoD Component T&E oversight 
agency, the Program Executive Office or its designated representative, and the contractor.  For 
programs on the OSD T&E Oversight List, it is highly recommended that OSD T&E oversight 
agencies, (SE/AS and DOT&E), be included.  Program managers should also consider forming 
lower level functional working groups, who report to the T&E WIPT, whose focus is on specific 
areas such as reliability scoring, M&S development and VV&A, threat support, etc.  A charter 
shou
mem s
products  
Plan, bot  
final stat ition 
strategy and detailed DT, LFT and OT plans. 

9.3.3. Combined DT&E and OT&E 

Whenever feasible, DT&E and OT&E events should be combined, if that supports technical 
and operational test objectives to gain the optimum amount of testing benefit for reasonable cost 
and time.  The user community should be involved early in test planning to ensure the statement 
of desired capabilities is interpreted correctly and tested realistically.  Certain events can be 
organized to provide information useful to developmental and operational evaluators and lend 
themselves to the combined DT and OT approach.  The concept is to conduct a single, combined 
test program that produces credible qualitative and quantitative information that can be used to 
address developmental and operational issues.  Examples of this approach include combined DT 
and OT events, or piggybacking an operational assessment onto a developmental test.  Likewise, 
developmental testing data requirements can be accommodated by an operational test.  This 

realistic environments; 
The required
capabilities, and satisfaction of Critical Operational Issues 
and manufacturing risks; 

 Increase likelihood of OT&E success by testing in the most realist
possible; 
Assess system-of-systems Com

interoperability u

9.3.2. T&E Working Integrated Product Team (T&E WIPT) 
To develop a T&E Strategy, a program manager should rely on a T&E WIPT.  Th

WIPT is a sub-group that reports to the Integrating IPT.  It should be established as early as 
possible during Concept Refinement, and it should be chaired by a concept development te
leader or program office representative.  In addition, it should include a representative from the 
Operational Test Agency (OTA).  It can consist of other representatives of any agency that the 
program manager directs, as it is his/her support team that has the collective mission of 
facilitating the successful planning and execution of the program’s T&E activities.  Members
often includes representatives from the program office, the combat developer, the independent 

ld be developed early to, as a minimum, identify the responsibilities of the participating 
ber hip, and to describe the process by which the T&E WIPT will resolve issues.  Two key 

 of this group are the Test and Evaluation Strategy and the Test and Evaluation Master
h of which are discussed below.  Working tools of the T&E WIPT include draft and
ements of desired capabilities, budget documentation, threat documentation, acquis
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appro T 
 

 

er the 

this combined strategy, refer to the DAU Test and Evaluation Management 

ach can reduce the time and expense of conducting dedicated OT events that replicate D
events, or vice versa, yet still provide adequate technical risk reduction.  The developmental and
operational testers can develop a test management structure to share control of the combined
events.  Combined DT and OT events and test data requirements must be identified early to 
prevent unnecessary duplication of effort and to control costs.  It is important that neith
DT&E nor OT&E objectives are compromised in designing combined events.  For further 
explanation of 
Guide. 

9.3.4. Modeling and Simulation in DT&E 
Modeling and Simulation (M&S) is integral to and inseparable from T&E in support of 

acquisition.  For T&E, M&S is an essential and proven tool.  Each military department has 
extensive guidelines for use of M&S in acquisition and in T&E.  These guidelines are intended 

. 

ly 
t 

gy.  
ctures providing M&S interoperability and reusability 

across the program

ks; supplement live testing with M&S stressing the system; 
ive tests and in data analysis. 

Another goal for the T&E manager is to develop a T&E Strategy identifying how to 
leverage program M&S to support T&E.  This could include how M&S will predict system 
performance, identify technology and performance risk areas, and support determining system 
effectiveness and suitability.  Some T&E Managers choose to develop a separate M&S support 
plan, which amplifies on the summary information contained in their TEMPs.  The TEMP can 
then contain a pointer to this plan, thus reducing the size of the TEMP M&S discussion.  There is 
no need to repeat the same information twice if an adequate plan exists. 

A philosophy for interaction of T&E and M&S is to model-test-fix-model.  Use M&S to 
provide predictions of system performance and effectiveness and, based on those predictions, use 
tests to provide empirical data to confirm system performance and to refine and validate M&S.  
This iterative process can be a cost-effective method for overcoming limitations and constraints 
upon T&E.  M&S may enable a comprehensive evaluation, support adequate test realism, and 
enable economical, timely, and focused test. 

to supplement other such resources

The program manager should have an M&S WIPT that develops the program’s M&S 
strategy.  This M&S strategy, or “simulation support plan,” will be the basis for program 
investments in M&S.  M&S planned early in the program may retain its utility (if appropriate
modified and updated) across the program’s life.  The planned M&S may be applicable to no
only the first increment of an evolutionary acquisition, but to later increments, as well.  A 
program’s test strategy should leverage the advantages of M&S. 

An initial goal for the T&E manager is to assist in developing the program M&S strate
One focus should be to plan for archite

’s life cycle.  For example:  integrate program M&S with the overall T&E 
Strategy; plan to employ M&S tools in virtual evaluations of early designs; use M&S to 
demonstrate system integration ris
and use M&S to assist in planning the scope of l

With proper planning, simulation-based testing techniques can be applied to digital product 
descriptions (DPDs), system M&S, and hardware components, to predict system performance in 
support of early feasibility studies and design trade-off analyses.  Test results provide data for 
validation and development of system M&S and DPDs.  Virtual test beds and other M&S 
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s 

All M&S used in T&E must be accredited by the intended user (program manager or OTA).  
y be achieved through a robust verification, validation, and accreditation 

(VV&
vailable to support development and VV&A of these tools.  DoD 

Instru io

The iterative use of M&S and T&E can support spiral development and evolutionary 
acqu i
may b  t
M&S wi
environm
used s
analysis  
reused fo

9.3.5. 
cesses to determine a system’s 

performa precluding 
syste  
matur

Exec v  IOT&E.  
The i n re 
suffi n ment.  Scarce resources, 
inclu r terminated because of 
techn test, problems that should have been discovered during 
robust DT. 

the OSD T&E Oversight List are 
requi  sment (required by DoD Instruction 

capabilities provide synthetic environments and stimuli for controllable, repeatable testing of 
components, software, and hardware throughout the acquisition cycle. 

Computer-generated test scenarios and forces, as well as synthetic stimulation of the 
system, can support T&E by creating and enhancing realistic live test environments.  Hardware-
in-the-loop simulators enable users to interact with early system M&S.  M&S can be used to 
identify and resolve issues of technical risk, which require more focused testing.  M&S tool
provide mechanisms for planning, rehearsing, optimizing, and executing complex tests.  
Integrated simulation and testing also provides a means for examining why results of a physical 
test might deviate from pre-test predictions.  Evaluators use M&S to predict performance in 
areas that are impractical or impossible to test. 

Accreditation can onl
A) process.  Therefore, the intended use of M&S should be identified early so that 

resources can be made a
ct n 5000.61 provides further guidance on VV&A. 

isit on of a system.  Tests help to confirm system performance and validate M&S (which 
e hen immersed into synthetic environments) and support decision-making.  Integrating 

th testing generates more understanding of the interaction of the system with its 
ent than either M&S or testing alone.  For best efficiency and validity, system M&S 

 in ystem test should be the same as, or traceable to, M&S used for concept development, 
of alternatives, system design, and production.  Synthetic test environments may also be
r training, operations planning and rehearsal, and subsequent concept developments. 

System Readiness for IOT&E 

The DoD Components develop and institutionalize pro
nce and readiness to enter IOT&E.  These processes should focus on 

ms from entering IOT&E prematurely by ensuring that they have demonstrated technical 
ity under the conditions expected in the IOT&E. 

For programs on the OSD OT&E Oversight List, the DoD Component Acquisition 
uti e (CAE) is required to evaluate and determine materiel system readiness for
nte t of this requirement is to ensure systems do not enter IOT&E before they a

cie tly mature to handle the rigors of the operational environ
ding the military participants, are wasted when an IOT&E is halted o
ical problems with the system under 

As part of this system readiness process, programs on 
ed to provide OSD a DT&E report and progress assesr

5000.2) that supports entry into IOT&E.  That report can be a written document or a briefing, to 
DOT sents the DoD Component’s 
posit .  
achiev ng Critica

nce criteria; a technical risk assessment; level of software 
maturity and status of software trouble reports; M&S results that project expected IOT&E 

&E and SE/AS (as the USD(AT&L) representative), that repre
ion   The report should include the following: an analysis of the system’s progress in

i l Technical Parameters, to include reliability, if a requirement exists; 
satisfaction of approved IOT&E entra
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resul a
during IO em 
readines
All appro
invited to

9.4  O e

9.4.1.

DoD

ts; nd the predicted impacts of any shortcomings on the system’s expected performance 
T&E.  Provide the report at least 20 days prior to the CAE’s determination of syst

s.  This will allow OSD time to formulate and provide its recommendation to the CAE.  
priate developmental and operational test and evaluation organizations should be 
 the IOT&E readiness review. 

p rational Test and Evaluation 

 OT&E Guidelines 

 Instruction 5000.2 lists mandatory elements of OT&E planning and execution.  Other 
ations are included here: 
The concept of e

consider
• arly and integrated T&E should emphasize prototype testing during 

s and 

to the developmental process.  This early operational insight should reduce 
E thereby contributing to reduced 
t; 

Appropriate use of accredited models and simulation to support DT&E, OT&E, and 

e 

n 

s, 

• Test planning should consider modeling and simulation (M&S).  Test planners (DT&E, 
LFT&E, OT&E) should collaborate early with the program manager's M&S Proponent 
on the planned use of M&S to support or supplement their test planning or analyze test 
results.  Where feasible, consideration should be given to the use or development of 
M&S that encompasses the needs of each phase of T&E.  Test planners must coordinate 
with the M&S proponent/developer/operator to establish acceptability criteria required 
to allow verification, validation, and accreditation (VV&A) of proposed M&S.  It is the 
responsibility of the program manager's M&S Proponent to ensure V&V is conducted in 
a manner that supports accreditation of M&S for each test event/objective.  Whenever 
possible, an OA should draw upon test results with the actual system, or subsystem, or 
key components thereof, or with operationally meaningful surrogates.  When actual 
testing is not possible to support an OA, such assessments may utilize computer 
modeling and/or hardware in the loop, simulations (preferably with real operators in the 

system development and demonstration and early OAs to identify technology risk
provide operational user impacts.  OTAs should maximize their involvement in early, 
pre-acquisition activities.  The goal of integrated T&E is to provide early operational 
insights in
the scope of the integrated and dedicated OT&
acquisition cycle time and total ownership cos

• 
LFT&E should be coordinated through the T&E WIPT; 

• Planning should consider a combined DT&E, OT&E, and LFT&E approach.  Th
combined approach should not compromise either developmental testing (DT) or 
operational testing (OT) objectives.  Planning should provide for an adequate OT period 
and report generation, including the DOT&E Beyond LRIP Report prior to the decisio
milestone; 

• The DoD Component OTA is responsible for OT&E, including planning, gaining 
DOT&E plan approval, execution, and reporting.; 

• OT&E uses threat or threat representative forces, targets, and threat countermeasure
validated by DIA or the DoD Component intelligence agency, as appropriate, and 
approved by DOT&E during the test plan approval process.  DOT&E oversees threat 
target, threat simulator, and threat simulation acquisitions and validation to meet 
developmental, operational, and live fire test and evaluation needs; 
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loop), or an analysis of information contained in key program documents.  The TEMP 
explains the extent of M&S supporting OT&E; if M&S is to be developed, resources 
must be identified and cost/benefit analysis presented; 

• Naval vessels, the major systems integral to ship construction, and military satellite 
programs typically have development and construction phases that extend over long 
periods of time and involve small procurement quantities.  To facilitate evaluations and 
assessments of system performance (operational effectiveness and suitability), the 
program manager should ensure the independent OTA is involved in the monitoring of 
or participating in all relevant activity to make use of any/all relevant results to 
co s.  The OTA should determine the inclusion/exclusion of test data for use 
during OAs and determine the requirement for any additional operational testing needed 

ystem 
ss participants, and acquisition decision makers; 

fects (E3) and 

mplete OA

for effectiveness and suitability; 
• OTAs should participate in early DT&E, LFT&E, and M&S to provide OT&E insights 

to the program manager, the Joint Capabilities Integration and Development S
proce

• OT&E will evaluate potentially adverse electromagnetic environmental ef
spectrum supportability situations.  Operational testers should use all available data and 
shall review DD Form 1494, “Application for Equipment Frequency Allocation,” to 

• se 
sts. 

9.4.2. r M&S) 

threat rep

The
• 

n 

• 

 

dation process.  DoD 

determine which systems need field assessments; and 
OT&E should take maximum advantage of training and exercise activities to increa
the realism and scope of both the OT&E and the training, and to reduce testing co

Validation of Threat Representations (targets, threat simulators, o

To ensure test adequacy, operational testing should only incorporate validated, accredited 
resentations unless coordinated with DOT&E. 

 recommended validation guidelines are: 
Threat representation validation supports the objective of ensuring that threat 
representations meet DT&E and OT&E credibility requirements.  Validation of threat 
representations is defined as “the baseline comparison of the threat to the threat 
representation, annotation of technical differences, and impact of those differences o
testing;” 
Validation of threat representations is typically conducted by the DoD Component 
responsible for the threat representation and culminates in a validation report which 
documents the results.  DOT&E approves the DOD Component-validated reports; 

• Only current, DIA-approved threat data should be used in the validation report.  
Specifications pertaining to the threat representation should accurately portray its 
characteristics and may be obtained from a variety of sources including the developer 
and/or government-sponsored testing.  For new developments, validation data 
requirements should be integrated into the acquisition process to reduce the need for
redundant testing; 

• Incorporation of an IPPD process for new threat representation developments is 
recommended.  The objective of the IPT is to involve DOT&E and its Threat Systems 
Office (TSO) early and continuously throughout the vali



 427

at representation validation 
O 

will 

• 

• 

e 
y 

rt the accreditation process. 

9.4.3. 
g and test execution.  Considerations 

inclu t

• 

Component organizations responsible for conducting thre
should notify DOT&E of their intent to use an IPPD process and request DOT&E/TS
representation at meetings and reviews, as appropriate.  The DOT&E representative 
be empowered to provide formal concurrence or non-concurrence with these validation 
efforts as they are accomplished.  After the IPPD process, DOT&E will issue an 
approval memorandum, concurring with the threat representation assessment; 
When a WIPT is not used, draft threat representation validation reports should be 
forwarded to the Threat Systems Office for review.  TSO will provide recommendations 
for corrections, when necessary.  Final reports are then submitted to the TSO for 
DOT&E approval; 
DOT&E approval confirms that an adequate comparison to the threat has been 
completed.  It does not imply acceptance of the threat test asset for use in any specific 
test.  It is the responsibility of the operational test agency to accredit the test resource 
for a specific test and for DOT&E to determine if the threat test resource is adequate; 
and 

• These guidelines do not address the threat representation verification or accreditation 
processes.  Verification determines compliance with design criteria and requires 
different methods and objectives.  Accreditation, an operational test agency 
responsibility, determines the suitability of the threat representation in meeting th
stated test objectives.  The data accumulated during validation should be a primar
source of information to suppo

Evaluation of Test Adequacy 
OT&E adequacy encompasses both test plannin
de he following: 
• Realistic combat-like conditions 

o Equipment and personnel under realistic stress and OPTEMPO 
o Threat representative forces 
o End-to-end mission testing 
o Realistic combat tactics for friendly and enemy 
o Operationally realistic environment, targets, countermeasures 
o Interfacing systems 

Production representative system for IOT&E  
o Articles off production line preferred 
o Production representative materials and processes 
o
o Representative 

 Representative hardware and software 
logistics, maintenance, manuals 

o Threat portrayal 

• Adequate resources 
o Sample size 
o Size of test unit 
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9.4.4
Ope

when use
employm rability, 

t. 

ly 
 
ew 

, 

 

 
onsideration given to reliability, availability, compatibility, transportability, 

ab , human factors, 
ents. 

f 

Operational suitability should be evaluated in a mission context in order to provide 
mean
while
factor  s

9.4.6. 
As 

such, sur  suitability.  A 
survi  
exposed to threat weapons in a combat environment, whether or not the program is designated 
for L &
survi

• Representative typical users 
o Properly trained personnel, crews, unit 
o Supported by typical support personnel and unit 
o Missions given to units (friendly and hostile) 

. Evaluation of Operational Effectiveness 
rational effectiveness is the overall degree of mission accomplishment of a system 
d by representative personnel in the environment planned or expected for operational 
ent of the system considering organization, doctrine, tactics, survivability, vulne

and threa

The evaluation of operational effectiveness is linked to mission accomplishment.  The ear
planning for the evaluation should consider any special test requirements, such as the need for
large test areas or ranges or supporting forces, requirements for threat systems or simulators, n
instrumentation, or other unique support requirements. 

For weapon systems, integrate LFT&E of system lethality into the evaluation of weapon 
system effectiveness.  For example, operational testing could identify likely shot lines, hit points
burst points, or miss distances that might provide a context for LFT&E lethality assessments.  
Fuse performance, as determined under DT&E or otherwise, can provide a context for both
OT&E and LFT&E assessments. 

9.4.5. Evaluation of Operational Suitability 
Operational suitability is the degree to which a system can be satisfactorily placed in field

use, with c
interoper ility, reliability, wartime usage rates, maintainability, safety
manpower supportability, logistics supportability, documentation, and training requirem

Early planning for the suitability evaluation should include any special needs for number of 
operating hours, environmental testing, maintenance demonstrations, testing profiles, usability o
DT d ,ata  or other unique test requirements. 

ingful results.  For example, maintaining a required OPTEMPO over an extended period 
 conducting realistic missions gives insight into the interactions of various suitability 

uch as the ability to maintain stealth feas, tures during sustained operations. 

Evaluation of Survivability 

Survivability includes the elements of susceptibility, vulnerability, and recoverability.  
vivability is an important contributor to operational effectiveness and

vability assessment should be conducted for all systems under OT&E oversight that may be

FT E oversight.  (For example, unmanned vehicles are not required to undergo 
vability LFT&E under 10 USC 2366, but should be assessed for survivability.)  The 

nt may identify issues to be addressed by testing. assessme

ated so that the full spectrum of 
system survivability is assessed in a consistent manner.  The Critical Operational Issues should 

The DT&E, OT&E, and LFT&E strategies should be integr
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inclu

ut 
he evaluation of LFT&E 

evaluation of susceptibility might identify realistic hit distributions of likely 
threats, hit/burst points, and representative shot lines that might provide a context for LFT&E 

ble from DT&E and OT&E testing of 
susce

als 

ility addresses the consequences of system damage.  Typically, recoverability is 
primarily addressed by LFT&E.  However, in general, tests relating to recoverability from 
combat damage or from peacetime accidents, battle damage assessment and repair, 
crashworthiness, crew escape, and rescue capabilities are of interest to both LFT&E and OT&E. 

Real Time Casualty Assessment (RTCA) conducted during IOT&E should be coordinated 
with LFT&E to ensure that assumptions supporting the RTCA are consistent with LFT&E 
results. 

9.5  Live Fire Test and Evaluation. 

9.5.1
The objective of LFT&E is to provide a timely and reasonable assessment of the 

vulnerability/lethality of a system as it progresses through its development and prior to full-rate 
production.  In particular, LFT&E should accomplish the following: 

• Provide information to decision-makers on potential user casualties, vulnerabilities, and 
lethality, taking into equal consideration susceptibility to attack and combat 
performance of the system; 

• Ensure that knowledge of user casualties and system vulnerabilities or lethality is based 
on testing of the system under realistic combat conditions; 

• Allow any design deficiency identified by the testing and evaluation to be corrected in 
design or employment before proceeding beyond low-rate initial production; and 

• Assess recoverability from battle damage and battle damage repair capabilities and 
issues. 

The LFT&E Strategy for a given system should be structured and scheduled so that any 
design changes resulting from the testing and analysis, described in the LFT&E Strategy, may be 
incorporated before proceeding beyond low-rate initial production. 

9.5.2
“Covered system” is the DoD term that is intended to include all categories of systems or 

programs requiring LFT&E.  A “covered system” means a system that DOT&E, acting for the 

de the issues to be addressed in the OT&E evaluation of survivability.  Personnel 
survivability must be addressed for systems under LFT&E oversight (10 USC 2366) and should 
be integrated into the overall system evaluation of survivability conducted under OT&E. 

Generally, vulnerability is addressed through LFT&E and susceptibility through OT&E, b
there are areas of overlap.  Realistic hit distributions are needed for t
results.  The OT&E 

vulnerability assessments.  Other LFT&E insights availa
ptibility might include information on signatures, employment of countermeasures, and 

tactics used for evasion of threat weapons.  Similarly, LFT&E tests such as Full Ship Shock tri
might provide OT&E evaluators with demonstrations of operability and suitability in a combat 
environment. 

Recoverab

. Objective 

. Covered Systems 
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Secretary of Defense, has determined to be a major system within the meaning of that term in 10 
U.S.C. 2302(5) (5) that is: 

• user-occupied and designed to provide some degree of protection to its occupants in 
combat; or 

• a conventional munitions program or missile program; or 
• a conventional munitions program for which more than 1,000,000 rounds are planned to 

be acquired (regardless of whether or not it is a major system); or 
y 

ed 

ata, 
mishap data.  This is standard practice, 

regardless of whether the LFT&E program culminates with full-up, system-level (FUSL) testing, 
or whether a waiver is obtained from FUSL testing.  One of the purposes of conducting LFT&E 
early in the program life cycle is to allow time to correct any design deficiency demonstrated by 
the test and evaluation.  Where appropriate, the program manager may correct the design or 
recommend adjusting the employment of the covered system before proceeding beyond LRIP. 

9.5.4. Full-Up, System-Level Testing (FUSL) and Waiver Process 
The term, “full-up, system-level testing,” is the testing that fully satisfies the statutory 

requirement for “realistic survivability testing” or “realistic lethality testing” as defined in 10 

• a modification to a covered system that is likely to affect significantly the survivabilit
or lethality of such a system. 

9.5.3. Early LFT&E 

DOT&E approves the adequacy of the LFT&E Strategy before the program begins LFT&E.  
The program should be driven by LFT&E issues identified in the strategy, and be fully integrat
with planned DT&E and OT&E.  LFT&E typically includes testing at the component, 
subassembly, and subsystem level, and may also draw upon design analyses, M&S, combat d
and related sources such as analyses of safety and 

USC 2366.The criteria for FUSL testing differ somewhat depending on whether the testing is for 
survivability or lethality.  The following is a description of FUSL testing: 

• Vulnerability testing conducted, using munitions likely to be encountered in combat, on 
 all the dangerous materials that normally 

rget 
 

a complete system loaded or equipped with
would be on board in combat (including flammables and explosives), and with all 
critical subsystems operating that could make a difference in determining the test 
outcome; or 

• Lethality testing of a production-representative munition or missile, for which the ta
is representative of the class of systems that includes the threat, and the target and test
conditions are sufficiently realistic to demonstrate the lethal effects the weapon is 
designed to produce. 

The statute requ
in accordance with p

ires an LFT&E program to include FUSL testing unless a waiver is granted 
rocedures defined by the statute.  A waiver package must be sent to the 

s prior to Milestone B; or, in the case of a system or program 
initia
Congressional defense committee

ted at Milestone B, as soon as practicable after Milestone B; or if initiated at Milestone C, 
as soon as practicable after Milestone C.  Typically, this should occur at the time of TEMP 
approval. 
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ion by the USD(AT&L) or the DoD Component 
Acqu  

 
the 
 to the 

statute. 

Pe

uld 

 for survivability LFT&E 
the T&E to address crew survivability issues 

 Secretary of Defense LFT&E Report to Congress. 

d the 

gh System Development and Demonstration into 
Prod

ent will 
onducts pre-system 

acqu  

The waiver package includes certificat
isition Executive  that FUSL testing would be unreasonably expensive and impractical.  It

also includes a DOT&E-approved alternative plan for conducting LFT&E in the absence of 
FUSL testing.  Typically, the alternative plan is similar or identical to the LFT&E Strategy 
contained in the TEMP.  This alternative plan should include LFT&E of components, 
subassemblies, or subsystems; and, as appropriate, additional design analyses, M&S, and combat 
data analyses. 

Programs that have received a waiver from FUSL testing are conducted as LFT&E 
programs (with exception of the statutory requirement for FUSL testing).  In particular, the
TEMP contains an LFT&E Strategy approved by DOT&E, and DOT&E, as delegated by 
Secretary of Defense, submits an independent assessment report on the completed LFT&E
Congressional committees as required by 

9.5.5. rsonnel Survivability 
LFT&E has a statutory requirement to emphasize personnel survivability for covered 

systems occupied by U.S. personnel (10 USC 2366).  In general, personnel survivability sho
be addressed through dedicated measures of evaluation, such as “expected casualties.”  The 
ability of personnel to survive should be addressed even in cases where the platform cannot 
survive.  If the system or program has been designated by DOT&E
oversight, the program manager should integrate 
into the LFT&E program supporting the

9.6  T&E Planning Documentation 
The two top-level T&E planning documents are the Test and Evaluation Strategy an

Test and Evaluation Master Plan. 

9.6.1. Test and Evaluation Strategy (TES) 

9.6.1.1. Description 
The TES is an early T&E planning document that describes the T&E activities starting with 

Technology Development and continuing throu
uction and Deployment.  Over time, the scope of this document will expand, the TES will 

evolve into the TEMP due at Milestone B.  The TES describes, in as much detail as possible, the 
risk reduction efforts across the range of activities (e.g., M&S, DT&E, OT&E, etc.) that will 
ultimately produce a valid evaluation of operational effectiveness, suitability, and survivability 
before full-rate production and deployment.  It is a living document and should be updated as 
determined by the T&E WIPT during the Technology Development Phase.  Its developm
require early involvement of testers, evaluators, and others as a program c

isition activities.  These personnel will provide the necessary expertise to ensure nothing is
overlooked in laying out a complete strategy.  The TES should be consistent with and 
complementary to the Systems Engineering Plan. 

The TES begins by focusing on Technology Development activities, and describes how the 
onstrated in a relevant environment (i.e., an 

en g as that envisioned during combat) to support the 
program’s transition into the System Development and Demonstration Phase.  It contains 

component technologies being developed will be dem
environm t of stressors at least as challengin
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hardw
ng the 

 
t, the TES should 

 how T&E and M&S would  that each

are and software maturity success criteria used to assess key technology maturity for entry 
into System Development and Demonstration.  The TES is the tool used to begin developi
entire program T&E Strategy, and includes the initial T&E concepts for Technology 
Development, System Development and Demonstration and beyond.  For programs following an
evolutionary acquisition strategy with more than one developmental incremen
describe be applied to confirm  increment provides its 

 and survivability, as would be required of a 
prog  

 

 the 

Acquisition strategy concept – For programs following the preferred evolutionary 

ritical technologies identified in 
the Technology Development Strategy; 

• Anticipated component and sub-system developmental testing that begins after MS A; 
• Test and evaluation strategy for System Development and Demonstration; 
• Critical operational and live fire (if appropriate) issues; 
• Scope and structure of the operational and live fire evaluations; 

required operational effectiveness, suitability,
ram containing only one increment.  Its development establishes an early consensus among

T&E WIPT member organizations on the scope of how the program will be tested and evaluated,
with particular consideration given to needed resources, in order to support PPBE process 
activities. 

9.6.1.2. Format 
There is no prescribed format for the TES, but it should include the following items, to

extent they are known: 
• Introduction and objectives of the system-specific technical and operational evaluations 

that will support future decision events; 
• System description, mission, concept of operations, and major performance capabilities 

from the Initial Capabilities Document.  Identify new technology and the plan to 
identify associated risk; 

• 
acquisition strategy, the TES should describe how T&E and M&S would be applied to 
each increment.  It should show how each increment would ultimately provide a 
demonstrated level of operational effectiveness, suitability, and survivability, and meet 
user needs with a measurable increase in mission capability; 

• Time-phased threats to mission accomplishment; 
• Anticipated concept of operations, including supportability concept; 
• Technical risk reduction testing, including any new or c

• Likely sources of required data; 
• Major T&E design considerations; 
• Hardware and software maturity success criteria; 
• T&E schedule; 
• Anticipated M&S used for future system evaluations; and 
• T&E funding estimates in enough detail to permit programming and budgeting. 

9.6.1.3. TES Approval Process 
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t 
oD 

o re Milestone A.  Early 
 and will expedite the approval 

S 
he 

e OSD T&E 

s 
 

 

 
tant document in that it 

on events, along with their resource 
requirem

 from USD(AT&L) (e.g., 
SE/A  a s 
can advi priate, LF risk reduction 
strate ts. 

Wh
should m g 
issue n ttempt to ensure its 
organ a   If 
the T es to 
linge n ger should raise the 
issue

&E 
program pment 
Docume tion Document, System Threat Assessment, and Information 
Supp  th and complementary to the Systems 

• For all  programs on OSD T&E oversight, the program manager or leader of the concep
development team, with the T&E WIPT providing support, must submit the D
C mponent-approved TES to OSD for staffing and approval befo
involvement of testers will ensure a better product
process, as issues will be addressed and resolved early through the IPPD process. 

• It should be submitted 45 days prior to MS A so that an OSD-approved document is 
available to support the decision. 

• The TES for an OSD T&E oversight program is submitted by the DoD Component TE
approval authority to the SE/AS in the Office of the Director of Defense Systems.  T
DOT&E and program OIPT leader approve the TES for all programs on th
Oversight List. 

• OIPT leaders include the Director, Defense Systems and the Deputy to the ASD 
(Networks and Information Integration) for C3ISR and IT Acquisition.  For program
not on the OSD T&E Oversight List, the CAE, or designated representative, approves
the TES. 

9.6.2. Test and Evaluation Master Plan (TEMP) 

9.6.2.1. Description 
All programs on the OSD T&E Oversight List are required to submit for OSD approval a

master plan that describes the total T&E planning from component development through 
operational T&E into production and acceptance.  The program manager, with T&E WIPT
providing support, is responsible for producing the TEMP.  It is an impor
contains the required type and amount of test and evaluati

ents.  The TEMP is considered a contract among the program manager, OSD, and the 
T&E activities.  The program manager must follow the approved TEMP to budget for T&E 
resources and schedules, which is why it is imperative that all T&E stakeholders participate early 
in the T&E Strategy development and make timely updates when events or resource 
requirements change.  Stakeholders should include representatives

S) nd DOT&E, as those offices ultimately will approve the TEMP.  Their representative
se on what would constitute acceptable DT, OT, and, if appro

gies, and can ensure programs are satisfying statutory and regulatory T&E requiremen

ile the program manager is responsible for developing the TEMP, the T&E WIPT 
ake every effort to complete the TEMP in a timely manner and resolve any outstandin

s a d reach consensus.  Each WIPT member should make every a
iz tion’s issues are surfaced during WIPT meetings to avoid surprises during staffing.

t allow the issu&E WIPT cannot resolve all the issues, the program manager should no
r a d let the T&E WIPT continue to debate.  Instead, the program mana
s for resolution via the IPPD process. 

The TEMP focuses on the overall structure, major elements, and objectives of the T
 and must be consistent with the acquisition strategy, approved Capability Develo
nt or Capability Produc

ort Plan.  The TEMP should be consistent wi
Engi rnee ing Plan.  For a program using an

be onsistent with the time-phased sta
 evolutionary acquisition strategy, the TEMP must 

also c tement of desired capabilities in the Capability 
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Deve
integrate  schedules, and resource requirements necessary 
to accom
intended schedule for complying with the stat
LFT& , IP or 
LFT&E reports, or through DOT&E’s Annual Report to the Congress.  After MS B, no 
contr o
TEMP, otherwise the program manager runs the risk of expending scarce resources on testing 

 n y OSD. 

9.6.2

 
d contain the following 

 

IPT management structure, to include sub-level working 
groups, e.g., reliability, live fire, M&S.  If a government-contractor combined test 
rg describe its purpose and composition, along with how it 

schedule that describes the “big picture” and identifies the 
a  phases relative to decision points (e.g., milestone decisions 

lect the 
or and government DT&E, LFT&E, and OT&E events; 

and the major T&E reporting products, e.g., the 
rts IOT&E, IOT&E certification, interoperability certification, 

• 

t and Demonstration update) or Production and Deployment (in a MS C 
of 

. 
• 

n; 
• 

• m components (hardware, software, and human 
ce and 

lopment Document or Capability Production Document.  It provides a road map for 
d simulation, test, and evaluation plans,
plish the T&E program objectives.  The TEMP must also be consistent with DOT&E’s 

utory reporting requirements for OT&E and/or 
E  whether through the phased submittal of dedicated reports or on the Beyond-LR

act r or government testing should be conducted that is not identified in an approved 

that might ot be considered adequate b

.2. Format 
While there is no mandatory format for a TEMP, this Guidebook contains a suggested 

format that includes all required information.  To provide a clear understanding of the program’s
overall T&E Strategy, and to ensure approval by OSD, it shoul
information: 

• A summary of the program, system description, and acquisition strategy; 
• A listing of the Measures of Effectiveness and Suitability and the corresponding Critical

Technical Parameters, along with their thresholds; 
• A description of the T&E W

o anization is planned, 
interfaces with the T&E WIPT.  Distinguish between who is performing test 
management functions versus test execution or evaluation functions; 

• An integrated T&E master 
m jor testing activities and
and Operational Test Readiness Reviews) and developmental phases.  It must ref
major phases of contract
preliminary and critical design reviews; 
DT&E report that suppo
and Beyond LRIP Report; 
An expanded, detailed schedule that identifies the specific T&E events taking place 
during System Development and Demonstration (in a Milestone B TEMP or System 
Developmen
TEMP update).  For example, the detailed schedule would show specific types 
testing such as flight tests, reliability testing periods, or natural environments testing
Plans to test and evaluate the system against threats and their countermeasures as 
identified in the System Threat Assessment and other supporting threat documentatio
Descriptions of the T&E events for DT&E, OT&E, and LFT&E, including the number 
of and use of ground test assets and prototypes, and production test and evaluation, 
including the test purpose, scenario, sample sizes, test conditions, and limitations; 
Descriptions of assessments of syste
interfaces) critical to achieving and demonstrating contract technical performan
operational effectiveness, suitability, and survivability; 
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• 
• 

• 

results, and to optimize the amount, duration, and cost of live testing.  Explain the 
extent of M&S supporting DT&E, OT&E, and LFT&E; 

• Plans for developing a net-readiness strategy and test plan (i.e. Net-Readiness Test Plan 
and/or Net-Ready Certification Evaluation Plan) and demonstrating interoperability 
with other systems, including meeting the Net-Ready KPP, and for obtaining Net-Ready 
certification by the full-rate production decision review; 

• A matrix that identifies all tests within the LFT&E strategy, their schedules, the issues 
they will address, and which planning documents the DoD Component s will submit to 
DOT&E for approval and which will be submitted for information and review only; 

• A capabilities crosswalk matrix depicting the flow-down of desired capabilities  from 
pability 

• 

• 
• 

&S 

gets 

n often 
gram or 

rogram schedules change.  When program 

 
re 

9.6.2.3.  

System-level and system-of-systems-level test planning; 
Required success criteria (i.e., levels of Critical Technical Parameter maturity) with 
which to assess technical progress within a program phase; 
Methodologies and plan to be used for verifying, validating, and accrediting M&S, 
where appropriate, to aid in the system’s design, provide insights into system 
performance, produce pretest predictions and modification of M&S based on test 

the Initial Capabilities Document to Capability Development Document or Ca
Production Document, then to the Measures of Effectiveness, Suitability, and 
Survivability, and finally the Critical Technical Parameters to ensure all desired 
capabilities will be evaluated; 
A reliability growth plan that describes the testing and anticipated reliability growth of 
the system throughout its development; 
OT&E entrance criteria for all OT events; 
T&E implications of information assurance; 

• Resource requirements, including T&E budget and required funding, test assets, M
support, facilities, test participants, instrumentation, data reduction capability, 
expendables, with any shortfalls highlighted.  Required threat resources and test tar
must also be included.  This section of the TEMP is critical to the overall success of the 
program.  It must be as complete and as accurate as possible in reflecting the T&E 
resource requirements and budget required for T&E.  Program T&E problems ca
be traced to poor T&E resource requirement definition at the beginning of a pro
failure to reprogram T&E resources as p
schedule changes occur, it is imperative that the TEMP is updated and that T&E 
resources are reprogrammed.  Failure to consider T&E resource implications before
allowing schedule changes, and failure to reprogram the required T&E resources a
often the cause of problems between the developmental and T&E communities. 

Approval Process
• The TEMP for an OSD T&E oversight program is submitted by the DoD Component 

TEMP approval authority to the SE/AS.  The DOT&E and the program OIPT leader 
approve the TEMP for all programs on the OSD T&E Oversight List.  For other 
programs, the CAE, or designated representative, approves the TEMP. 
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riate 
 the adequacy of the TEMP, 

 leader and DOT&E for approval.  For 
E oversight, the document is submitted to the CAE for 

ap

s may require additional updates to ensure that 
P r ned program.  When a program baseline breach occurs, the 

TEM am 

l 
ithin 

tances When a TEMP is No Longer Required 
evelopment is completed and COIs are satisfactorily resolved, including 

the verification of deficiency corrections, TEMP updates are no longer required.  The following 
attributes are examples for which an updated TEMP submission may no longer be required: 

• Fully deployed system with no operationally significant product improvements or 
increment modification efforts; 

• Full production ongoing and fielding initiated with no significant deficiencies observed 
in production qualification test results; 

• Partially fielded system in early production phase having successfully accomplished all 
developmental and operational test objectives; 

• Programs for which planned test and evaluation is only a part of routine aging and 
surveillance testing, service life monitoring, or tactics development; 

• Programs for which no further operational testing or live fire testing is required by any 

 

• For OSD T&E oversight programs, the SE/AS staffs the document through approp
OSD organizations for coordination, formally concurs on
and then forwards it to the cognizant OIPT
programs not on OSD T&

proval. 
• A TEMP must be submitted not later than 45 days prior to the Milestone decision point 

or subsequent program initiation if a program manager must have an OSD-approved 
document by the decision date.  For programs newly added to the OSD T&E Oversight 
List, the TEMP must be submitted within 120 days of such written designation. 

9.6.2.4. TEMP Updates 
TEMPs are required to be updated at Milestone C and the Full Rate Production Decision 

Review, but should also be updated when the program baseline has been breached, when the 
associated Joint Capabilities Integration and Development System document or ISP has been 
significantly modified, or on other occasions when the program is significantly changed or 
restructured.  Evolutionary acquisition program
the TEM eflects the currently defi

P should be updated within 120 days of the date of the program manager’s Progr
Deviation Report to ensure it reflects the restructured program.  When a program changes 
significantly, the TEMP due date will be negotiated between the program manager and the 
component TEMP approval authority.  In the case of programs under OSD T&E oversight, the 
negotiations will take place between the program manager, DoD Component TEMP approva
authority, SE/AS, and DOT&E.  In either case, the goal should be to update the TEMP w
120 days. 

9.6.2.5. Circums
When a program's d

DoD Component; 
• Program for which future testing (e.g., product improvements or incremental upgrades)

has been incorporated in a separate TEMP (e.g., an upgrade TEMP). 

9.6.2.6. Requesting Cancellation of TEMP Requirement 
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Written requests for cancellation of a TEMP requirement for a program on OSD T&E 
oversight must be forwarded through the DoD Component TEMP approval authority to the OIPT 
leader (through SE/AS).  Justification, such as applicability of any the above circumstances, must 
be included in the request.  The OIPT leader will jointly review the request with DOT&E and 
notify the DoD Component TEMP approval authority of the result. 

9.7  T&E Reports 

9.7.1. DoD Component Reporting of Test Results 
Programs designated for OSD T&E oversight are required by DoD Instruction 5000.2 to 

provide formal, detailed, reports of results, conclusions, and recommendations from DT&E, 
OT&E, and LFT&E to DOT&E and USD(AT&L) (or ASD(NII), as appropriate).  For those 
reports supporting a decision point, the report should generally be submitted 45 days before the 
decision point. 

All developmental and operational T&E agencies shall identify test and evaluation 
limitations.  Their assessment should include the effect of these limitations on system 
performance, and on their ability to assess technical performance for DT&E or operational 
capabilities for OT&E. 

9.7.2. LFT&E Report 
DOT&E monitors and reviews the LFT&E of each covered system.  At the conclusion of 

LFT&E, the Director prepares an independent assessment report that: 
FT&E, and 

d 
to 

DOT&E prepares the OSD LFT&E Report within 45 days after receiving the DoD 
Component LFT&E Report, which is required by DoD Instruction 5000.2.  The Secretary of 
Defense (or DOT&E if so delegated) submits the OSD LFT&E report to Congress before a 
covered system proceeds beyond LRIP (10 USC 2366

• Describes the results of the survivability or lethality L
• Assesses whether the LFT&E was adequate to provide information to decision-makers 

on potential user casualties and system vulnerability or lethality when the system is 
employed in combat, and to ensure that knowledge of user casualties and system 
vulnerabilities or lethality is based on realistic testing, consideration of the validate
statement of desired operational capabilities, the expected threat, and susceptibility 
attack. 

).  If the system is designated for both 
OT&E and LFT&E oversight, DOT&E may choose to combine the LFT&E and Beyond LRIP 
reports under single cover, so as to better integrate the reporting of LFT&E and OT&E. 

9.7.3. Beyond-Low Rate Initial Production (LRIP) Report 
meTo et the statutory requirements of 10 USC 2399, DOT&E analyzes the results of 

IOT& of 

 

E conducted for each MDAP and DOT&E-designated program.  At the conclusion 
IOT&E, the Director prepares a report stating the opinion of the Director as to: 

• Whether the T&E performed were adequate; and 
• Whether the results of such T&E confirm that the items or components actually tested

are effective and suitable for combat. 
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e committees.  Each such report is submitted to those committees in 

 the ame content as the report originally was 
 shall be accompanied by such comments as the 

Secre e to 
 

 to that 

The Director submits Beyond-LRIP reports to the Secretary of Defense, USD(AT&L), and
the congressional defens
precisely  same form and with precisely the s
submitted to the Secretary and USD(AT&L) and

tary may wish to make on the report.  A final decision within the Department of Defens
proceed with an MDAP or DOT&E-designated program beyond LRIP may not be made until the
Director has submitted to the Secretary of Defense the Beyond-LRIP Report with respect
program and the congressional defense committees have received that report (10 U.S.C. 2399). 

 If the report indicates that either OT&E was inadequate or that the system as tested was 
ineffective or unsuitable, DOT&E will continue to report his/her assessment of test adequacy a
system operational effectiveness and suitability, based on FOT&E, in th

nd 
e DOT&E Annual 

. 

e 
 if 

e 

dequacy of 

Report

In evolutionary acquisition programs that conduct a separate IOT&E for successiv
development configurations or increments, DOT&E may submit separate BLRIP reports, or
the scope of the configuration change is minimal, may use the DOT&E annual report for th
purpose of notifying Congress and the Secretary. 

9.7.4. DOT&E Annual Report 
DOT&E prepares an annual OT&E and LFT&E activities report, in both classified and 

unclassified form, summarizing all OT&E and LFT&E activities, and addressing the a
test resources within the Department of Defense during the previous fiscal year (10 U.S.C. 139). 
The report includes the status of information assurance, E3, and interoperability for each 
program (Pub.L. 107-314, Sec. 235).  The report also includes an assessment of the waivers of 
and deviations from

ght” 
eport, and report 

oD Component 
channels, to the Deputy Director, 

to 

 requirements in test and evaluation master plans and other testing 
requirements that occurred during the fiscal year, any concerns raised by the waivers or 
deviations, and the actions that have been taken or are planned to be taken to address the 
concerns. DOT&E submits the reports concurrently to the Secretary of Defense, USD(AT&L), 
and Congress, within 10 days of the President's Budget to Congress. 

9.7.5. Electronic Warfare (EW) T&E Report 
House Report 103-357 (1993) requires the Secretary of Defense to develop a DoD T&E 

Process for EW Systems and to report annually on the progress toward meeting this process.  
DoD memorandum, “Designation of Programs for OSD Test and Evaluation (T&E) Oversi
promulgates the reporting procedure, the list of EW programs required to r
format.  Designated programs shall submit a one-page status report, through D

SE/AS, Office of the Director, Defense Systems, Office of the 
USD(AT&L), by November 15th of each year. 

9.8  Best Practices 

9.8.1. DT&E Best Practices 

In the past, some programs have succeeded with their DT&E activities and fared better in 
Operational Test, while others have struggled.  The successful ones share common 
characteristics or lessons learned.  These “best practices” are offered for Program Managers 
increase the likelihood of a successful T&E program. 
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r 
 priorities.  Positive test 

test, when 
discover

 

 

ategy.  Have the 
T&E m

ult 
e staff early; ask for advice on special problems, selecting metrics, etc.  

g the right course to facilitate a good test program. 

9.8.1
s.  

ious 
  

y 

s 
but also allow T&E to support the acquisition strategy.  

lems in testing, fixing them, 

9.8.1.1. Recognize the Value of T&E 
T&E is a key part of the system engineering process.  It is the verification and validation 

step in the feedback for system design.  Use T&E to understand risk and help determine 
technical issue areas.  Review the T&E progress (planning, testing, metrics) often.  Look fo
trends in problems and make appropriate adjustments in overall program
results will give you confidence that your early designs are valid.  Failures in 

ed and acted on early in development will result in a better product at less cost – 
advantages you would not experience if you did not conduct the T&E.  Studies have revealed
that roughly 75% of life cycle costs of a program are fixed as a result of the initial design 
process.  Obviously, the longer you wait to discover deficiencies, the more it will cost to 
implement changes.  Spending the time and money early in a program for a rigorous test 
program will save time and money later. 

9.8.1.2. Pick a Strong T&E Manager Early 
This individual must be a leader - good at group dynamics, resolving conflict, and forging 

consensus.  T&E experience is a plus, but the other characteristics are key.  This individual 
should be named early in program office organizational staffing, and charged to put in place a 
rigorous test strategy to carry across the life of the program.  Empower this individual to run the
T&E program and provide direct access to the Program Manager. 

9.8.1.3. Learn and Communicate 

Learn the necessary procedures and strategy to develop a sound test str
anager become an expert on the T&E aspects of DoD Instruction 5000.2 and this 

Guidebook.  Extended TEMP approval cycles can easily be avoided by having the T&E 
manager, and preferably others in the T&E organization, knowledgeable of what is required and 
expected.  If there is a question on any DoD Instruction 5000.2 T&E requirement, T&E 
managers should contact the SE/AS office, or DOT&E as appropriate, for clarification.  Cons
with the OSD SE/AS offic
Early discussions will go a long way to settin

.4. Establish and Use a T&E WIPT 
Encourage the T&E manager to create and use the collaborative power of the IPPD proces

Assemble the user representative, developmental and operational testers, evaluators, and var
special experts (information assurance, for example) early to help create the test strategy.
Empower the T&E leader to work the WIPT and bring the WIPT group together often–not onl
to support milestone required documentation, but also to review progress and results. 

9.8.1.5. Embed T&E in the Acquisition Strategy, and Vice Versa 
The T&E Strategy must support the acquisition strategy.  Assure the T&E Master Plan i

framed around the acquisition strategy, 
An example is schedule:  allow sufficient schedule for finding prob
and retesting. 

9.8.1.6. Make “Openness” Your Policy 
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 wide cross section of the T&E community; invite the user and the 

operational tester to witness DT activity; share data and findings with the user and the 
evaluators; bring the user into the prioritization process for addressing problems; ask for advice 
from other programs and the OSD Acquisition staff in resolving T&E issues. 

9.8.1.7. Develop a Good T&E Strategy 
entation invol ey represent the test 

e strategy contains a realistic schedule, rigorous and 
 early, 

 and in sufficient detail.  Assure the test program responds to desired system 
apabilities –metrics should measure progress toward achieving the desired capabilities.  

t phase.  Bring 
tement of 

s.  Align DT & OT.  Results of DT should link directly to confidence in 
ntering OT.  Introduce operational architectures, operators, and stress into DT parameters when 

ram y indicators to 

–fix–retest to verify fixes.  

 time, program 
e to accomplish 

ng to save time.  Schedule additions when technical problems 
rst arise are less problematic than having to add schedule time late in a program.  Avoid the 

ule pressure 
ss.  Such action invariably will result in higher overall 

 
 a fundamental part of T&E.  Seek synergy between system 

 applications of M&S, and T&E applications.  Look for opportunities for 
program life cycle.  Employ the paradigm of model-test-fix-model

Facilitate open communications.  The IPT process will facilitate this practice.  For example: 
open test planning to a

The docum ved is the TES and the TEMP.  Together th
and evaluation program strategy.  Ensure th
robust technical and operational testing, and is adequately resourced.  Put them together
but also carefully
c
Consider incremental success measures to assess progress across the developmen
the user into the planning, to assure the test metrics properly reflect the user’s sta
desired capabilitie
e
prudent.  Track reliability across the entire test prog .  Look in DT for reliabilit
exceed required levels, ent is usually less severe in DT.  Do not because the stress and environm
ssume each test will be successful.  Follow the paradigm of:  testa

Allow schedule time to fix problems and retest. 

9.8.1.8. Stick with the Plan 
When technical problems arise in DT&E that consume planned test schedul

anagers should consider restructuring a program schedule to add additional tim
e

m
DT&E events.  Do not drop testi
fi
tendency to sacrifice test events to pay for Program budget cuts, or to pay for sched
resulting from slow development progre
program costs, because discovery of problems will be delayed. 

9.8.1.9. Exploit Modeling and Simulation (M&S) 
M&S

evelopment.  It is also
 technology is here to stay.  It is a fundamental part of all product design and

d
design/development
M&S reuse across the .  

lanning and investment in M&S should be done early in the program, including M&S for T&E. 

.8.1.10. Employ Event-Driven T&E Strategies 
ng bet  

ion and demanding IOC date n event-driven program designed to 
hnical risk.  The temptation is to focus on the perceived short term benefits of 

schedule-driven strategies, but in the long run, programs with the discipline to develop and 
follow event-driven strategies tend to be more successful.  This is because perceived short-term 
benefits are often overcome by the technical risks that programs take.  However, the more 
successful programs tend to maintain an event-driven strategy and proceed from one T&E event 

P

9

Programs face the dilemma of choosi ween a schedule-driven DT&E program, due to
funding considerat s s, and a
reduce tec
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to the next only when testing objectives have been accomplished and success criteria have been 
satisfied.  One planned event is successfully completed prior to advancing to the next. 

9.8.1.11. Incorporate Operational Realism in DT&E 
DT planning should consider operational realism when practical.  Introduce operational 

environments, uniformed operators, and even typical scenario stresses early to gain 
unde  

ts with operational assessments and tests.  Early user involvement in DT&E 
has dem

 
he 

rams.  The 
SE/AS office should be a member of the program’s T&E WIPT, and they should be participants 
in the program’s developmental and operational test readiness review process.  They, and their 
counterparts in the Defense Systems warfare offices, should be kept apprised of technical 
problems as they arise so that they can aid in the resolution.  Their expertise from supporting 
programs of all DoD Component s can provide lessons learned on similar problems and 
suggestions on remedial actions.  Timely information flow is very important; keep SE/AS 
apprised of all significant test event results, both successes and failures. 

9.8.1.13. Apply Appropriate Commercial P
 

ost 

 in 

ther than reduce it to save T&E cost; 
• Use metrics and quality control processes to understand how well test process is 

operating; 
• Automate data collection and archiving; 
• Use measurements and metrics; 

rstanding of potential performance and human factor issues.  Look for opportunities to
combine DT even

onstrated exceptional value by providing user insights early into the design process.  
Operational realism in DT&E will also build confidence in preparing for IOT&E. 

9.8.1.12. Work with the OSD SE/AS Office 

SE/AS is responsible for monitoring program progress and keeping senior OSD AT&L
leadership informed.  Programs on OSD SE/AS oversight should establish a rapport with t
OSD SE/AS office early on to enlist their help in planning a robust T&E Strategy and to help 
work through the predictable technical and schedule problems that arise with all prog

ractices 
The OSD SE/AS office has published a study report on commercial best practices in T&E. 

Consider these T&E best practices of commercial industry, and apply them as appropriate.  M
of the commercial best practices are logical, and application to defense programs is readily 
understandable.  A sample listing of these best practices follows: 

• Recognize that testing is a way to identify and solve problems early in the process
order to control time, cost and schedule late in the process; 

• Stabilize corporate leadership and test staff and commit to T&E as a key enabler.  
Military billet rotation demands that the TES and TEMP be current and document 
agreements between the OTA, program manager and Milestone Decision Authority; 

• Develop consistent processes to ensure consistent products; 
• Ensure T&E is consistently part of the decision, planning, and execution process; 
• Early commitment by all stakeholders on required T&E resources; 
• Certification of T&E processes and organizations (~ISO 9000); 
• Increase T&E to assure product quality ra
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 Continue to increase the use of modeling and simulation to expand the evaluation 
context based on verified test data; 

• Correlate faults and roblems are resolved; 
• Use Physics of Failure as a tool to predict and analyze system performance and 

lls; and 
h interna eb based nge of ideas, benchmarks, data, applications, 
cesses.

9.8.1.14. Engag r
Certain speci  information system security, information assurance, 

interoperability, human system software reliability, require early attention.  
Invite on p etc) ost 
efficient test progr nfid a

9.8.1.15. Leverage Other System T&E Planning to Benefit Your Program 
Seek out oth y compete for similar test resources and combine test 

activities where pr is thinking to other areas, such as training.  For example, by 
pursu  test eq ective  be acc n coor h 
train

9.8.1.16. Learn from Others 
Contact simi ams, including those of other DoD Component s, to learn the lessons 

of their experience.  Take advantage of their successes and avoid repeating their failures. 

9.8.1.17. Be Re

ram mana

for 

be critical to mission accomplishment.  (This starts a “top-down” 
ethodol ation 

 

During plan
ission(s from 

•

solutions in a closed loop process to ensure p

shortfa
• Establis l w sites for excha

and pro  

e Specialists Ea
alty areas, such as

ly 

s integration, and 
 with technical ex
am to build co

er systems that ma
actical.  Extend th

 consultati erts (DISA, JITC, OSD SE/AS,
ence in system m

 
turity. 

to help plan the m

ing built-in
ing. 

uipment, eff

lar progr

 testing can omplished i dination wit

ady for IOT&E 
Prog gers should not allow their system to enter IOT&E without first being 

confident that they will succeed. 

9.8.2. OT&E Best Practices 
• Provide for an integrated DT/OT/LFT&E evaluation, using a phased approach that 

identifies key decision points and that generates timely and objective information 
decision makers on the system’s demonstrated capabilities to date (i.e., learn something 
each year). 

• In planning for the operational evaluation, focus on the mission(s) that will be 
accomplished by a unit or crew equipped with this system.  Identify the operational 
capabilities that will 
m ogy leading to COIs, MOEs, critical LFT&E issues, and other evalu
issues, measures of performance, and data requirements.  These are ultimately to be 
“rolled back up” to assess the degree of mission accomplishment.  The resulting OT&E
concept will link mission accomplishment to the key operational capabilities that are 
identified in the Joint Capabilities Integration and Development System documents as 
the basis for accepting the system.) 

• ning, consider how the system will be employed to accomplish the 
m ) previously described.  Describe the steps of a complete mission cycle, 
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mission tasking through successful execution and return.  Consider organizational 
structure; tactics, techniques, and procedures (TTP); training; and any required 
supporting systems.  This erspective that gives insight 

ny impo eropera ements
s, measures, operational context, and m rtual a e 

ce  on t  system
ograms using evolutionary acquisition, the ultimate functionality may or may not 

efined at the beginning of the program.  Each increment, however, must provide a 
rily useful and supportable operational capability, with thresholds and objectives 

t by the user.  The T&E Strategy should provide for an evaluation of the ability of 
increment to meet the user’s thresholds and for an evaluation of the potential for 
th.  Com  of the  of the legacy system or baseline and the 
ed n y n of 

ether s enou em lity to 
nt the f
oft ve he deli

provides a “system-of-systems” p
into a
system
resour

• For pr
be d
milita
se
each 

rtant int

s will depend

bility requir

he particular

.  Determining the appropriate external 
ix of live vi
 and situation. 

nd constructiv

grow
plann
wh
warra

• For s

parisons
 increment may
 the new increm
 fielding to 
ware-intensi

 capabilities
 assist in evolutio
ent provide
orce. 
systems, follow t

ary acquisition b
gh of an improv

 DOT&E Gui

 answering the questio
ent in mission capabi

nes for Conducting 
Operational Test and Evaluation (OT&E) for Software-Inte entsnsive System Increm .   

g tu , forma lities , 
employment concept, a  as  Alternatives, lead to a set of 
critical operational issu ) and criti E issues whose satisfactory 
resolution is vital to the peratio veness, suitability, and survivability 
evaluation.  The COIs s  in nu erational in nature, observable, and 
testable.  They should address mission acc nd survivability at a level (e.g., 
ship, flight, unit) appropriate to the evalua  The COIs should include 
measurable improvements to the baseline n capability. 

• Whenever applicable, provide a measurab omparisons to a baseline 
system.  Baseline comparisons can reduce gram by demonstrating 
possible improvement in overall mission c en if certain technical 
performance requirements are not met.  U e may reduce risks to test 
adequacy by compensating for unexpected h test environment, training of 

st unit, ollectio  comparisons to the baseline system can 
demonstrate the degree to which the original de in term

omplishm  . 
Es and MOPs associated with each COI, 

E con   In addition to the IOT&E, consider 
op vents, as w  live fire test , key devel t events, 
lin ulation, dedicated side tests, excursions, and “piggy-backing” on 

ing or other planne portunities. ook for opportunities to integrate 

• Realistically stress systems during developmental testing.  Do not let IOT&E be the first 
time that the system is exposed to tionally realistic environm

 Test in extreme environments – chambers are necessary but not sufficient to understand 
system capabilities and limitations. 

• Durin planning, the s dy of the mission
nd studies such
es (COIs
 system’s o
hould be few

 desired per
the Analysis of
cal LFT&
nal effecti
mber, op
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Involve th igence agencies, and OSD (for OSD 
versight

est Predictions 
Pretest predictions are standard practice for every live fire test event.  The predictions may 

be based on computer models, engineering principles, or engineering judgment, and should 
address a level of detail comparable to the test damage assessment methodology.  The DOT&E-
approved LFT&E Strategy should address both the nature of the pretest predictions and the 
schedule of pretest prediction deliverables.  The deliverables and supporting documentation 
should identify basic assumptions, model inputs, and known limitations.  If the live fire 
evaluation plan incorporates the use of vulnerability or lethality models, the pretest predictions 
shou rcise tho  

t-

9.8.3.2. Evaluation Measures 
Although the evaluation of live fire test results will address kill given a hit (i.e., 

vulnerability or lethality), the outcome of LFT&E is not necessarily expressed in terms of 
probabilities.  Rather, live fire testing typically addresses vulnerability or lethality primarily by 
exam  mechanisms and their interactions with the target system.  
Further, the evaluation of vulnerability test

9.9  S ial Topic

ystem Net-Ready certification 
mem da to the 

n decision review. 

Net readiness

• e Operational Test Agencies, intell
o  programs) early in the program design stages. 

9.8.3. LFT&E Best Practices 

9.8.3.1. Pret

ld exe se models, and support the verification, validation, and accreditation of those
models.  Adequate time and resources should be planned to support pre-test predictions and pos
test reconciliation of models and test results. 

ining basic damage and kill
 results should address, where possible, the 

susceptibility and recoverability of the system and be integrated with results of OT&E. 

pec s 

9.9.1. Net Readiness 
For IT systems, including NSS, with interoperability requirements, the Joint 

Interoperability Test Command (JITC) is required to provide s
oran Director, Joint Staff J-6, throughout the system life-cycle and regardless of 

Acquisition Category.  Based on net readiness evaluations and other pertinent factors, the Joint 
Staff J-6 shall issue Net-Ready system certification memoranda to the respective DoD 
Components and developmental and operational test organizations in support of the full-rate 
productio

 applies to C4ISR systems and to any weapon or system that shares data.  In 
gene

 
sting net readiness should be included in the TEMP.  An important 

aspec o develo  

ral, every system is required to have a Net-Ready KPP and be certified for net readiness.  
Net-Ready certification is required for a FRP decision, and acceptable net readiness must be 
demonstrated prior to a Milestone C LRIP decision and IOT&E.  In addition, systems will be 
tested and evaluated periodically over their life cycle for net readiness. 

As with most other aspects of a system, net readiness is an early consideration for design
and test.  The strategy for te

t is t p a strategy for testing each system in the context of the system-of-systems, or
family-of-systems architecture within which it is required to operate. 
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The Department’s test organization for net readiness is the Joint Interoperability Test 
Command.  JITC is the agency that will facilitate a system’s Net-Ready certification.  The 
philosophy employ ssary data 

t 
t 

r must 

ed by JITC is to leverage other planned test events to generate nece
for Net-Ready certification.  A special test will be necessary only if other events do not provide 
the appropriate data.  It is important that JITC be included as a member of the T&E WIPT, and 
participates in the TEMP development. 

If the program manager cannot provide the documentation necessary to evaluate and tes
net readiness, or if a net-readiness certification has not been completed and there is an urgen
operational requirement to field a given system or capability, then the program manage
obtain an Interim Certificate to Operate (ICTO) from the Military Communications-Electronics 
Board (MCEB).  An ICTO provides the authority to deploy or operate Information Technology
and National Security Systems for a limited time (up to 1 year), with a limited number of 
platforms, to support developmental efforts, demonstrations, exercises, or operational use.  The 
MCEB Interoperability Test Panel makes the decision to grant an ICTO based on the sponsori
DoD Component's initial laboratory test results and the assessed impac

 

ng 
t, if any, on the 

opera l netwo est 

uring both 

 IA 
the applicable capabilities documents 

(e.g., ial Capab on 
 

tiona rks to be employed.  The ICTO applies only to JITC interoperability t
certification.  The Interoperability Test Panel views the ICTO as an infrequent exception to 
normal procedure and establishes the ICTO's authorized duration based upon the program's 
action plan to meet certification requirements.  During the ICTO authorized period, program 
managers should take all necessary steps to finalize actions needed to obtain Net-Ready 
Certification, and they may be required to brief the MCEB Interoperability Test Panel on 
progress towards that goal. 

9.9.2. Information Assurance (IA) T&E Considerations 
The test and evaluation of information assurance requirements is an integral part of the 

overall T&E process.  DoD Instruction 5000.2 directs that IA testing be conducted d
DT&E and OT&E.  The key aspects of IA include availability, integrity, confidentiality, 
authentication, and non-repudiation.  Key considerations for the planning, coordination and 
execution of IA testing include the following: 

9.9.2.1. Sources of IA Requirements 
To ensure that IA testing adequately addresses all system IA requirements, all sources of

requirements must be considered.  These sources include 
 Init ilities Document, Capability Development Document, Capability Producti

Document, the former ORD, etc.), the applicable IA Baseline Controls are described in DoD
Instruction 8500.2 as IA Control Measures.  Additional requirements may be derived f
risk managem

rom the 
ent process. 

9.9.2.2. Integration of Certification and Accreditation Activities 
portant to consider the im

Certi  and A ion 

only after the bulk of C&A 
activities are concluded, and the Designated Approving Authority (DAA) is satisfied with the 
residual risk to the system.  Significant C&A activities and events should be visible on the 

It is im pact of the DoD Information Technology Security 
fication ccreditation (C&A) Process (DITSCAP) on the overall test and evaluat

schedule.  An Interim Authority to Operate (IATO) or Authority to Operate (ATO) is required 
prior to conducting operational test.  These authorities are granted 
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integrated test schedule to ensure appropriate coordination of events.  See paragraph 7.4.4. for 
additional information. 

9.9.2.3. IA Considerations for the TEMP 
 operations and effective defense system 

perform tent upon information 
assurance.  It is im

ould 
ls) and the ability to detect system or information 

attac  subsequ

effectiveness of m

respo ility of th and 
 

environment.  Historically, failure to verify equipment/platform electromagnetic compatibility in 
the item’s intended operational electromagnetic environment have caused costly program delays 
and reduced operational effectiveness. 

g 
ions 

valuations and the associated 
test requirements v

nd in 
rliest 

nent E3 representatives to 
estab

n 
hould 

ically initiated ordnance to specified EME levels 

IA has become increasingly important to joint
ance.  The success of net-centric warfare will depend to a great ex

portant to address IA in the TEMP.  IA roles and responsibilities, test 
strategies and summaries, and special resources should all be addressed.  For example: identify 
the DAA, and include IATO/ATO as entrance criteria for appropriate test events.  OTAs sh
evaluate protection mechanisms (IA Contro

k and ently respond and restore systems and information. 

9.9.3. Electromagnetic Environmental Effects Testing 
Electromagnetic Environmental Effects (E3) can adversely affect the operational 

ilitary forces, equipment, systems, and platforms.  Additionally, today’s 
complex military operational environment is characterized by an increasingly congested 
electromagnetic spectrum coupled with a reduction of spectrum allocated for exclusive military 
use.  The mix of DoD-developed and commercial-off-the-shelf electronic equipment increases 
the importance of effectively managing E3 and spectrum usage in the battle space.  It is the 

nsib e program manager to ensure, and the responsibility of the Developmental 
Operational Test Agencies to validate, the readiness of systems to be fielded into this

A series of evaluations should be conducted to demonstrate that an item’s engineerin
design is complete and sound, that E3 have been effectively controlled and that E3 limitat
and vulnerabilities have been identified and documented.  These e

ary depending on the item under consideration and the operational EME 
associated with its intended use.  General test requirements and guidelines for electromagnetic 
compatibility are contained in MIL-STD-461.  E3 requirements for systems can be fou
MIL-STD-464 and MIL-HDBK-237.  These evaluations should be initiated at the ea
practical point in the item’s life-cycle so that deficiencies can be identified early and corrected.  
program managers are encouraged to contact their DoD Compo

lish an E3 control and evaluation plan for their acquisition program. 

9.9.3.1. Hazards of Electromagnetic Radiation to Ordnance (HERO) 
In DoD terminology, the hazards that result from adverse interactions between radio 

frequency (RF) emitters and electrically initiated devices or initiating systems contained withi
ordnance systems (e.g., fuses) are referred to as HERO.  Where applicable, HERO tests s
be conducted to determine if exposure of electr
will adve ly affect the ordnance.  Trse he general approach for HERO testing is to expose inert, 
instrumented ordnance to a controlled test EME and to monitor each EID contained within the 
ordnance for a possible response.  For most EIDs, the response is quantified in terms of the 
magnitude of RF current induced into the heating element, or bridge wire, of the device.  A 
common objective in all HERO testing is to determine the maximum or worst case response at 
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hould 
ional 

er 
nducted 

s (HERF) 
An electromagnetic field of sufficient intensity can create sparks with sufficient energy to 

ignite volatile combustibles, such as fuel.  The potential for electromagnetic radiation to cause 
ignition or detonation of volatile combustibles, such as fuels, is referred to as HERF.  The 
existence and extent of a fuel hazard are determined by comparing the actual RF power density 
to an established safety criterion.  When applicable, HERF tests should be conducted to establish 
safe operating distances as defined in T.O. 31Z-10-4 and OP 3565.    

9.9.4. Support for Joint Munitions Effectiveness Manuals (JMEMs) 

 
requi mental Performance Verification Testing.  The CAE 
shou eview unr ss for 
IOT&   The DOT June 
2001 ovides add

g 

es 

various test frequencies for various ordnance physical configurations.  HERO testing s
emphasize exposure of the ordnance to the EME levels that are associated with each operat
phase of an ordnance item to include assembly/disassembly, staged, handling and loading, 
platform loaded, immediate post launch, transportation and storage.  Detailed guidance on 
HERO testing can be found in MIL-HDBK-240, “HERO Test Guide.” 

9.9.3.2. Hazards of Electromagnetic Radiation to Personnel (HERP) 
A potential hazard can exist when personnel are exposed to an electromagnetic field of 

sufficient intensity to heat the human body.  The potential for electromagnetic radiation to 
produce harmful biological effects in humans is referred to as HERP.  Radar and electronic 
warfare systems present the greatest potential for personnel hazard due to their high transmitt
output powers and antenna characteristics.  Where applicable, HERP tests should be co
to establish safety tolerance levels for exposure to EMR as defined in DoD Instruction 6055.11. 

9.9.3.3. Hazards of Electromagnetic Radiation to Fuel

Each DoD Component should provide weapons effectiveness data for weapons in the 
acquisition process to DOT&E for use in the Joint Munitions Effectiveness Manuals.  The DoD 
Component should provide the data prior to the weapon achieving initial operational capability, 
and should prepare the data in coordination with the Joint Technical Coordinating Group for 
Munitions Effectiveness. 

9.9.5. Spectrum Management Support 
To evaluate spectrum availability, spectrum-related operational restrictions, frequency 

availability, host nation approvals, electromagnetic compatibility, and other such issues should 
be considered.  An SM OT assessment is essentially a review of the spectrum management 
process for the system/equipment in question.  DT&E and the early phases of OT&E, if 
appropriate, should determine if spectrum management issues are resolved, prior to 
Developmental Performance Verification Testing.  All systems/equipment that have spectrum

rements normally undergo Develop
ld r esolved spectrum management issues when evaluating system readine

E. &E E3 and SM Assessment Guide for Operational Testing dated 13 
, pr itional information. 

9.10  Test and Evaluation Master Plan Recommended Format 

The recommended TEMP format for all Acquisition Category I programs, for IT (includin
NSS), programs regardless of Acquisition Category, and for other OSD T&E Oversight 
programs begins on the next page.  While this format is not mandatory, the following pag
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__________ 

Program anager 
 

Opera l Test Age

nd Evaluation Director DATE 
 

*******
OSD CONCURREN

_____ _________

reflect staff expectations.  The inclusion of all information shown is required for programs under 
OSD T&E oversight. 

 

TEST AND EVALUATION MASTER PLAN 

FOR 

PROGRAM TITLE/SYSTEM NAME 
Program Elements 
 Xxxxx 

************************************************************************ 
SUBMITTED BY 

_______________________  
 M   DATE 

CONCURRENCE 
 
_______________________  ___________ 
Program Executive Officer  DATE 
or Developing Agency (if not under the Program Executive Officer structure) 
 
_______________________  ___________ 

tiona ncy  DATE 
 
_______________________  ___________ 
User's Representative   DATE 
 
DOD COMPONENT APPROVAL 
 
_______________________  ____________ 
DoD Component Test a

_______________________  ___________ 
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***************************************************************** 
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__________________ 
OUSD(AT&L)DS/SE/AS 
 
OSD APPROVAL 
 

____  __________ ___________________ __________ 
Director, Date Cognizant OIPT Date 
Operational Test and  Leader 
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1. PART I—SYSTEM INTRODUCTION 

a. Mission Description.  Reference the capabilities document and ISP. 
summarize the mission need described therein.  Describe the mission in terms of object
general capabilities.  Include a description of the operational and logistical environment
envisioned for the system. 

b. System Description

 Briefly 
ives and 
 

.  Briefly describe the system design, to include the 
following items: 

 (1) Key features and subsystems, both hardware and software (such as 
architecture, interfaces, security levels, reserves) for each increment configuration, allowing the 
system to perform its required operational mission. 

s that are required for m(2) Interfaces with existing or planned system
mplishment.  Address relative maturity and integration a

ission 
acco nd modifications needed for 
commercial items. s of other DoD 
Com

Critical system characteristics or unique support concepts resulting in special 
test a tware support, resistance to chemical, 
biolo o countermeasures; resistance to reverse 
engin elopment of new threat simulation, 
simu

  Include interoperability with existing and/or planned system
ponents or Allies.  Provide a diagram of the system Operational View (OV-1). 

(3) 
nd analysis requirements (e.g., post deployment sof
gical,  nuclear, and radiological effects; resistance t
eering/exploitation efforts (Anti-Tamper); dev

lators, or targets). 

c. System Threat Assessment.  Reference the Sys
ly summarize the threat environment described therein. 

tem Threat Assessment and 
brief

 Suitabilityd. Measures of Effectiveness and .  List (see example matrix below) 
the p  effectiveness and suitability) capabilities identified as required in 
the approved Joint Capabilities Integration and Development System document.  The critical 
operational effectiveness and suitability parameters and constraints must crosswalk to those used 
in the Analysis of Alternatives, and include manpower, personnel, training, software, computer 
resources, transportation (lift), compatibility, interoperability and integration, Information 
Assurance (IA), Electromagnetic Environmental Effects and Spectrum Supportability, etc.  
Focus on operational capabilities, not design specifications such as weight, size, etc.  Limit the 
list to critical measures that apply to capabilities essential to mission accomplishment.  Include 
and clearly identify all key performance parameters (KPPs).  For each listed parameter, provide 
the threshold and the objective values from the requirement document and reference paragraph.  
If the Operational Test Agency (OTA) or the DOT&E determines that the required capabilities 
and characteristics contained in the capabilities document provide insufficient measures for an 
adequate OT&E, the OTA or DOT&E shall propose additional measures through the IPPD 
process.  Upon receipt of such a proposal, the capabilities approval authority shall establish the 
level of required performance. 

erformance (operational
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Measures of Effectiveness and Suitability 

 

Operatio
nal Capability 

Paramete
r 

Capabilit
y Threshold 

Capabilit
y Objective 

Capabilit
y Reference 

Mobility Land 
Speed** Miles 
per hour on 
secondary roads 

xx miles 
per hour 

xx miles 
per hour 

Paragraph 
xxx 

Firepowe
r 

Accuracy   
Main Gun 
Probability of 
hit/stationary 
platform/ 
stationary target 

xxx 
probability of 
hit @ xxx range

xxx 
probability of 
hit @ xxx range

Paragraph 
xxx 

Supporta
bility 

Reliability  
Mean Time 
Between 
Operational 
Failure 

xxx hours xxx hours Paragraph 
xxx 

** Key Performance Parameter 

e. Critical Technical Parameters 

(1) List in a matrix format (see example below) the critical technical parameters 
of the system (including software maturity and performance measures) that will be evaluated (or 
reconfirmed if previously evaluated) during the remaining phases of developmental testing.  
Critical technical parameters are measurable critical system characteristics that, when achieved, 
allow the attainment of desired operational performance capabilities.  They are not user 
requirements.  Rather, they are technical measures derived from desired user capabilities.  
Failure to achieve a critical technical parameter should be considered a reliable indicator that the 
system is behind in the planned development schedule or will likely not achieve an operational 
requirement.  Limit the list of critical technical parameters to those that support critical 
operational issues.  The system specification is usually a good reference for the identification of 
critical technical parameters. 

(2) Next to each technical parameter, list a threshold for each stage of 
development.  Developmental test events are opportunities to measure the performance of the 
system as it matures.  For most technical parameters, the listed thresholds should reflect growth 
as the system progresses toward achieving the desired capabilities .  Also, list the decision 
supported after each event to highlight technical performance required before entering the next 
acquisition or operational test phase. 

(3) Ensure technical parameters are included for technical interoperability. 
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rameters 

Ca
(I

ICD/CDD/ 

ref

r 
l Stage 

Event 
d

Critical Technical Pa

Support
ed 

Operational 

Techni
cal 

Paramete

Developm
enta

Threshol
 Value 

Decision 
Supported 

pability  
nclude 

CPD 
erence) 

In most Technic Develo
cases
meas
effec
or su
from
paragraph 1d. capabilities . 

pm

ed in 
MP Part III) 
igned to 

measure system 
performance 
against 
technical 
parameters. 

Minimum 
value required 
at each 
developmental 
event.  Most 
parameters 
will show 
growth as the 
system 
progress 
through 
testing.  Final 
value should 
reflect level of 
performance 
necessary to 
satisfy the 
desired 
capabilities . 

May be any 
decision marking the 
entrance into a new 
acquisition phase or 
may be a readiness 
for operational test 
decision. 

 a 
ure of 

al measure(s) 
derived to 

ental stage 
events 

tiveness support (Describ
itability 
 

operational 
desired 

TE
des

Example
: 

Main 
Gun 
Probability of 
Hit, 94 % at 
1,500 meters 
(CDD. para. 
xxx.x) 

Exampl
e: 

Auxiliar
y sight Bore 
sight 
accuracy 

Example: 

System 
Demo Test-
Accuracy Test 

Prod 
Readiness Test-
Accuracy 

 

Prod Qual 
Test 

Example: 

+/- 5 mils 

 

+/- 3 mils 

 

 

+/- 1 mil 

Example: 

Milestone B 

 

MS C (Low-
Rate Initial 
Production 
Decision) 

 

FRP DR 

 

2. PART II—INTEGRATED TEST PROGRAM SUMMARY 
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 a. Integrated Test Program Schedule 

(1) Display on a chart (see Figure 1) the integrated time sequencing of the major 
test and evaluation phases and events, related activities, and planned cumulative funding 
expenditures by appropriation.  Display o t the specific T&E details for the current 
and next phase. 

Include event dates such as major decision points as defined in DoD 
Instruction 5000.2, e.g., operational assessments, preliminary and critical design reviews, test 

; software version releases; appropriate phases of developmental test and 
st and evaluation, JITC interoperability testing and certification date to 

F ion Review, and operational test and evaluation; low rate initial production 
deliv  

hedule for multi- DoD Component or Joint and Capstone 
TEMPs showing all DoD Component system event dates. 

(4) Provide the date (fiscal quarter) when the decision to proceed beyond low-rate 
initial production is planned.  (LRIP quantities required for initial operational test must be 
identified for approval by the DOT&E prior to entry into System Development and 
Demonstration Phase for Acquisition Category I programs and other programs designated for 
DOT&E oversight). 

b. Management

n a second char

(2)  

article availability
evaluation; live fire te
support RP Decis

eries; Initial Operational Capability; Full Operational Capability; and statutorily required
reports, such as the Live-Fire T&E Report and Beyond-LRIP Report. 

 (3) Provide a single sc

 

aluation responsibility of all participating organizations 
(developers, testers, evaluators, users). 

(2) Identify the T&E WIPT structure, to include the sub-T&E WIPTs, such as a 
Modeling & Simulation or Reliability, with their participating organizations.  A more detailed 
discussion can be contained in a separate T&E charter; however, sufficient detail is needed here 
for those persons not having convenient access to the charter. 

(3) Provide the proposed or approved performance Exit Criteria to be assessed at 
the next major decision point.  For a TEMP update, generated by a program breach or significant 
change, provide the Acquisition Decision Memorandum-approved Exit Criteria from the current 
phase’s beginning milestone decision, or any revised ones generated by the breach or significant 
change. 

3. PART III—DEVELOPMENTAL TEST AND EVALUATION OUTLINE 

a. Developmental Test and Evaluation Overview

(1) Discuss the test and ev

.  Explain how developmental 
test and evaluation will verify the status of engineering and manufacturing development 
progress; verify that design risks have been minimized; verify that anti-tamper provisions have 
been implemented; and substantiate achievement of contract technical performance 
requirements.  Explain how DT&E will be used to certify readiness for dedicated operational 
test.  Specifically, identify: 

(1) Any technology/subsystem that has not demonstrated its ability to contribute 
to system performance and ultimately achieve the desired mission capabilities. 
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(2) The degree to which system hardware and software design has stabilized so as 
to reduce manufacturing and production decision uncertainties. 

b. Future Developmental Test and Evaluation.  Discuss all remaining 
developmental test and evaluation that is planned, beginning with the date of the current T
revision and extending through completion of produ

EMP 
ction.  Emphasize the next phase of testing.  

(2) Developmental Test and Evaluation Objectives.  State the test objectives for 
this phase in terms of the critical technical parameters to be confirmed, to include anti-tamper 
characteristics.  Provide a table of success criteria corresponding to the Critical Technical 
Parameters to be confirmed, or for each major phase of DT&E, or combination of both.  Identify 
any specific technical parameters that the milestone decision authority has designated as exit 
criteria and/or directed to be demonstrated in a given phase of testing. 

(3)  Developmental Test and Evaluation Events, Scope of Testing, Basic 
Scenarios, and Integrated Test Opportunities.  Summarize the test events, test scenarios and the 
test design concept.  Quantify the testing (e.g., number of test hours, test events, test firings).  
List the specific threat

a 

r 

et 
pon 

LUATION OUTLINE 

For each phase, include: 

(1) Configuration Description.  Summarize the functional capabilities of the 
system's developmental configuration and how they differ from the production model. 

 systems, surrogates, countermeasures, component, or subsystem testing, 
and test beds that are critical to determine whether or not developmental test objectives are 
achieved.  As appropriate, particularly if an agency separate from the test agency will be doing 
significant part of the evaluation, describe the methods of evaluation.  List all models and 
simulations to be used to help evaluate the system’s performance, explain the rationale for thei
credible use and provide their source of verification, validation and accreditation (VV&A).  
Describe how performance in natural environmental conditions representative of the intended 
area of operations (e.g., temperature, pressure, humidity, fog, precipitation, clouds, 
electromagnetic environment, blowing dust and sand, icing, wind conditions, steep terrain, w
soil conditions, high sea state, storm surge and tides, etc.) and interoperability with other wea
and support systems, as applicable, to include insensitive munitions, will be tested.  Describe the 
developmental test and evaluation plans and procedures that will support the JITC/DISA 
interoperability certification recommendation to the Director, Joint Staff (J-6) in time to support 
the FRP Decision Review.  Describe test phases and events that will provide opportunities to 
integrate testing with contractors and operational testers. 

(4) Limitations.  Discuss the test limitations that may significantly affect the 
evaluator's ability to draw conclusions, the impact of these limitations, and resolution 
approaches. 

4. PART IV—OPERATIONAL TEST AND EVA

a. Operational Test and Evaluation Overview 

(1) The primary purpose of operational test and evaluation is to determine 
whether systems are operationally effective and suitable for the intended use by representative 
users in a realistic environment before production or deployment. 

(2) Show how program schedule, test management structure, and required 
resources are related to needed mission capabilities documented in the approved capabilities 
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document, and derived requirements from the ISP; critical operational issues; test objectives; and 
major decision points.  Testing shall evaluate the system (operated by typical users) in an 

 

b. Critical Operational Issues

environment as operationally realistic as possible, including threat representative hostile forces
and the expected range of natural environmental conditions. 

 

(1) List in this section the critical operational issues.  Critical operational issues 
are the operational effectiveness and operational suitability issues (not parameters, objectives, or 
thresholds) that must be examined in operational test and evaluation to evaluate/assess the 
system's capability to perform its mission. 

(2) A critical operational issue is typically phrased as a question that must be 
answered in order to properly evaluate operational effectiveness (e.g., "Will the system detect the 
threat in a combat environment at adequate range to allow successful engagement?") and 
opera n ent?"). 

(3) operational issues will have critical technical parameters and 
thresholds.  Individual attainment of these attributes does not guarantee that the critical 
opera  is used 

e 

y 

tio al suitability (e.g., "Will the system be safe to operate in a combat environm

Some critical 

tional issue will be favorably resolved.  The judgment of the operational test agency
by the DoD Component to determine if the critical operational issue is favorably resolved. 

(4) State the measures of effectiveness (MOEs) and measures of performanc
(MOPs).  Define the evaluation criteria and data requirements for each MOE/MOP. 

(5) If every critical operational issue is resolved favorably, the system should be 
operationally effective and operationally suitable when employed in its intended environment b
typical users. 

c. Future Operational Test and Evaluation.  For each remaining phase of 
operational test and evaluation, separately address the following: 

 

t 

s and critical operational issues to be addressed by each 
phase of operational test and evaluation and the 

w-rate initial production decision shall have test objectives, to include 
per characteristics that interface with lve all 

, 
 

 

(1) Configuration Description.  Identify the system to be tested during each
phase, and describe any differences between the tested system and the system that will be fielded 
including, where applicable, software maturity performance and criticality to mission 
performance, and the extent of integration with other systems with which it must be 
interoperable or compatible.  Characterize the system (e.g., prototype, engineering developmen
model, production representative or production configuration). 

(2) Operational Test and Evaluation Objectives.  State the test objectives 
including the objectives and threshold

decision points supported.  Provide a table of 
OT&E Entrance Criteria for each phase of OT&E/OA.  Operational test and evaluation that 
supports the beyond lo
anti-tam operators and maintainers, that reso
unresolved effectiveness and suitability COIs. 

(3)  Operational Test and Evaluation Events, Scope of Testing, Scenarios, and 
Integrated Test Opportunities.  Summarize the scenarios and identify the events to be conducted
type of resources to be used, the threat simulators and the simulation(s) to be employed, the type
of representative personnel who will operate and maintain the system, the status of the logistic
support, the operational and maintenance documentation that will be used, the environment 
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under which the system is to be employed and supported during testing, the plans for 
interoperability and compatibility testing with other United States/Allied weapon, the anti-

ting of 

 to be 

n 
l 

ation to the Director, Joint Staff (J-6) in time to support 
l provide opportunities to 

, 

 to resolve critical operational issues and the ability to formulate 
conclusions regarding operational effectiveness and operational suitability.  Indicate the critical 
operational issues affected in parenthesis after each limitation. 

d. Live Fire Test and Evaluation.*

tamper characteristics to be assessed in an operational environment and support systems as 
applicable, etc.  Identify planned sources of information (e.g., developmental testing, tes
related systems, modeling, simulation, etc.) that may be used by the operational test agency to 
supplement this phase of operational test and evaluation.  Whenever models and simulations are 
to be used:  identify the planned models and simulations; explain how they are proposed
used; and provide the source and methodology of the verification, validation, and accreditation 
underlying their credible application for the proposed use.  If operational test and evaluatio
cannot be conducted or completed in this phase of testing and the outcome will be an operationa
assessment instead of an evaluation, so state and clearly explain the reason(s).  Describe the 
operational test and evaluation plans and procedures that will support the JITC/DISA 
interoperability certification recommend
the FRP Decision Review.  Describe test phases and events that wil
integrate testing with contractors and developmental testers. 

(4) Limitations.  Discuss the test and evaluation limitations including threat 
realism, resource availability, limited operational (military, climatic, CBNR, etc.) environments
limited support environment, maturity of tested system, safety, etc., that may impact the 
resolution of affected critical operational issues.  Indicate the impact of the test and evaluation 
limitations on the ability

  Include a description of the overall live fire 
test and evaluation strategy for the item; critical live fire test and evaluation issues; required 
levels of system protection and tolerance to terminal effects of threat weapons and lethality; the 
management of the live fire test and evaluation program; live fire test and evaluation schedule; 
related prior and future live fire test and evaluation efforts; the evaluation approach and shot 
selection p

, if 

* Not applicable to AIS programs. 

UMMARY 

ll 
 in 

rocess; the strategy matrix that identifies planning document approval levels; and 
major test and evaluation limitations for the conduct of live fire test and evaluation.  Discuss
appropriate, procedures intended for obtaining a waiver from full-up, system-level live fire 
testing (realistic survivability/lethality testing as defined in 10 U.S.C. 2366) before entry into the 
System Development and Demonstration Phase at Milestone B, or, in the case of a system or 
program initiated at Milestone B, as soon as practicable after Milestone B, or if initiated at 
Milestone C, as soon as practicable after Milestone C.  Identify LFT&E resource requirements 
(including test articles and instrumentation) in the Test and Evaluation Resource Summary. 

5. PART V—TEST AND EVALUATION RESOURCE S

a. Provide a summary (preferably in a table or matrix format) of all key test and 
evaluation resources, both government and contractor, that will be used during the course of the 
acquisition program.  Specifically, identify the following test resources: 

(1) Test Articles.  Identify the actual number of and timing requirements for a
test articles, including key support equipment and technical information required for testing
each phase of DT&E, LFT&E, and OT&E.  If key subsystems (components, assemblies, 
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subassemblies or software modules) are to be tested individually, before being tested in the final 
system configuration, identify each subsystem in the TEMP and the quantity required.  

be 
e 

, 

 the type, number, availability, and fidelity 
requi nts 

 

at 

 Agent 

apes. 

 nts.  Estimate, by Fiscal Year and 
rect costs of planned 

testin lements). 

Specifically identify when prototype, engineering development, or production models will be 
used. 

(2) Test Sites and Instrumentation.  Identify the specific test ranges/facilities to 
used for each type of testing.  Compare the requirements for test ranges/facilities dictated by th
scope and content of planned testing with existing and programmed test range/facility capability
and highlight any major shortfalls, such as inability to test under representative natural 
environmental conditions.  Identify instrumentation that must be acquired specifically to conduct 
the planned test program.  Describe how environmental compliance requirements will be met. 

(3) Test Support Equipment.  Identify test support equipment that must be 
acquired specifically to conduct the test program. 

(4) Threat Representation.  Identify
rements for all representations of the threat to be used in testing.  Compare the requireme

for threat representations with available and projected assets and their capabilities.  Highlight any 
major shortfalls.  Subject each representation of the threat (target, simulator, model, simulation 
or virtual simulation) to validation procedures to establish and document a baseline comparison 
with its associated threat and to determine the extent of the operational and technical 
performance differences between the two throughout the life cycle of the threat representation.

(5) Test Targets and Expendables.  Identify the type, number, and availability 
requirements for all targets, weapons, flares, chaff, sonobuoys, smoke generators, acoustic 
countermeasures, etc., that will be required for each phase of testing.  Identify any major 
shortfalls.  Subject each threat target to validation procedures, tailored to characteristics of 
interest, in order to establish and document a baseline comparison with its associated threat and 
to ascertain the extent of operational and technical performance differences throughout the thre
target’s life cycle. 

(6) Operational Force Test Support.  For each test and evaluation phase, identify 
the type and timing of aircraft flying hours, ship steaming days, and on-orbit satellite 
contacts/coverage, and other critical operating force support required. 

(7) Simulations, Models and Testbeds.  For each test and evaluation phase, 
identify the models and simulations to be used, including computer-driven simulation models 
and hardware/software-in-the-loop test beds.  However, provide the discussion of how these 
models and simulations will be used in Parts III and IV.  Identify the resources required to 
accredit their usage.  Identify the M&S Proponent, the V&V Agent, and the Accreditation
for intended user. 

(8) Special Requirements.  Discuss requirements for any significant non-
instrumentation capabilities and resources such as: special data processing/data bases, unique 
mapping/charting/geodesy products, extreme physical environmental conditions or 
restricted/special use air/sea/landsc

(9) Test and Evaluation Funding Requireme
appropriation line number (program element), the funding required to pay di

g.  State, by fiscal year, the funding currently appearing in those lines (program e



 457

(10) Manpower/Personnel Training.  Identify manpower/personnel and training 
requirements and limitations that affect test and evaluation execution. 

desig t , threat simulators, targets, and 
mode g e preliminary test resource 
requirem  any 
changed

6. Annex A—BIBLIOGRAPHY 

 

7  

igure 2. 

b.  Project the time-phased test and test support resources necessary to 
accomplish development, integration and demonstration testing and early operational 
assessment.  Estimate, to the degree known, the key resources necessary to accomplish 
developmental test and evaluation, operational assessment, live fire test and evaluation, and 
operational test and evaluation.  These include test and training ranges of the Major Range and 
Test Facility Base (MRTFB), test equipment and facilities of the MRTFB, capabilities 

na ed by industry and academia, unique instrumentation
lin  and simulation.  As system acquisition progresses, th

ents should be reassessed and refined, and subsequent TEMP updates should reflect
 system concepts, resource requirements, or updated threat assessment. 

a. Cite in this section all documents referred to in the TEMP. 

b. Cite all reports documenting technical, live fire, and operational testing and
evaluation. 

. Annex B—ACRONYMS 

List and define acronyms used in the TEMP. 

8. Annex C—POINTS OF CONTACT 

Provide a list of points of contact as illustrated by F

9. ATTACHMENTS 

Provide as appropriate.
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NAME ORGANIZATION TELEPHONE (COMM/DSN)  E-
MAIL ADDRESS 

DoD Component Secretary/Agency Director/Monitor/Coordinator 

User Representative 

Program Manager 

Developmental Test Director/Coordinator 

FIGURE 2 - PROGRAM POINTS OF CONTACT 

Operational Test Director/Coordinator 

DoD Component T&E Action Officer 

OUSD(AT&L)/DT Action Officer 

OSD/DOT&E Action Officer 

 

 

 



 

 

Chapte
Decisions, Assessments, an

 

10.0. 

This Chapter discusses major program decisio
Generically, it prepares the Program Manager and 
respective oversight responsibilities. 

10.0.
 of the majo

 

r 10 
d Periodic Reporting 

Overview 

10.0.1. Purpose 

ns, assessments, and periodic reporting.  
Milestone Decision Authority to execute their 

2. Contents 
The chapter starts with overviews r decision points and executive reviews 

ated Product Teams (IPTs)associated with a program.  It also discusses Integr .  Other topics 
include Exit Criteria, Independent Assessments, Information Sharing and DoD Oversight, 
Management Control, Program Plans, and Periodic Reports.  The chapter closes with an 

g Systemoverview of the Consolidated Acquisition Reportin . 

10.1.

There are two types of decision points: milest
decision point results in a decision to initiate, conti
program work effort or phase.  The review associat
addresses program progress and risk, affordability,
updates, and the development of exit criteria for the next phase or effort.  The type and number 
of de  needs.  

pe 

Milestone decision points initiate programs an
process phases: Technology Development

 Decision Points 

one decisions and decision reviews.  Each 
nue, advance, or terminate a project or 
ed with each decision point typically 
 program trade-offs, acquisition strategy 

cision points should be tailored to program
approves the program structure, including the ty
acquisition strategy. 

The Milestone Decision Authority 
and number of decision points, as part of the 

d authorize entry into the major acquisition 
, System Development and Demonstration, and 

Production and Deployment.  The statutory and reg
DoD Instruction 5000.2

ulatory information requirements specified in 
 support milestone decisions. 

ess progress and authoriz
Concept Decision authorizes Concept Refinement

Decision reviews ass e (or halt) further program activity.  The 
; the Design Readiness Review assesses 
and Demonstration phase; and the Full-Rate program progress within the System Development 

Production Decision Review (or Deployment Decis
Systems or software-intensive systems with no dev
Production and Deployment phase. 

ion Review for Automated Information 
elopmental hardware) occurs during the 



 

 

ilestone
t b

struction 5000.2. 

10.2. Executive Reviews 
The following paragraphs address DoD assess

points. 

10.2. eview 
fense for Acquisiti

is the Defense Acquisition Executive (DAE), and c
for Acquisition Category ID programs at major pro

The information required to support both m
should be tailored to support the review, but mus
requirements specified in DoD In

 decision points and decision reviews 
e consistent with (and not exceed) the 

ment reviews associated with major decision 

1. Defense Acquisition Board R
The Under Secretary of De on, Technology, and Logistics (USD(AT&L)) 

onducts Defense Acquisition Board reviews 
gram milestones (and at the Full-Rate 

Production Decision Review if not delegated) and at other times, as necessary.  Whenever 
possible, these reviews should take place in the context of the existing Integrated Product Team 
and acquisition milestone decision review processes.  An Acquisition Decision Memorandum 
documents the decision(s) resulting from the review. 

The Defense Acquisition Board advises the USD(AT&L)/DAE on critical acquisition 
decisions.  The USD(AT&L) chairs the Defense Acquisition Board, and the Vice Chairman of 
the Joint Chiefs of Staff serves as co-chair.  Defense Acquisition Board members are the 
following executives: Under Secretary of Defense (Comptroller); Under Secretary of Defense 
(Policy); Under Secretary of Defense (Personnel & Readiness); Under Secretary of Defense 

etworks and Information Integration/DoD 
ctor, Program Analysis 

and Evaluation; the Secretaries of the Army, the Navy, and the Air Force; and the Director, 
Acquisition Resources & Analysis (as the DAB Executive Secretary).  Defense Acquisition 
Board advisors include the Principal Deputy USD(AT&L); the Deputy Under Secretary of 
Defense (Logistics & Material Readiness); the Director, Defense Research & Engineering; the 
relevant OIPT Leader(s); the Program Executive Officer; the Program Manager; the Chairman, 
Cost Analysis Improvement Group; the Director, Defense Procurement and Acquisition Policy; 
DoD General Counsel; the Deputy Under Secretary of Defense (Industrial Policy); the DoD 
Component Acquisition Executives; Commander, United States Joint Forces Command; and the 
Chair, Functional Capabilities Board(s).  The USD(AT&L)/DAE may ask other department 
officials to participate in reviews, as required. 

ology Acquisition Board Reviews provide the forum for approving 
Acquisition Category IAM milestones; deciding critical Acquisition Category IAM issues when 
they cannot be resolved at the Overarching Integrated Product Team level; and for enabling the 
execution of the DoD Chief Information Officer’s acquisition-related responsibilities for 
Information Technology, including National Security Systems, under Title 10 and the Clinger-
Cohen Act.  Whenever possible, these reviews should take place in the context of the existing 

(Intelligence); Assistant Secretary of Defense for N
Chief Information Officer; Director, Operational Test & Evaluation; Dire

10.2.2. Information Technology Acquisition Board Reviews 

Information Techn



 

 

Integrated Product Team and acquisition milestone review process.  An Acquisition Decision 
Memorandum documents the decision(s) resulting from the review. 

Information Technology Acquisition Board Reviews should focus on key principles such 
as: 

• Support of mission needs as described in the Strategic Planning Guidance and the Joint 
Programming Guidance, Joint Vision 2020, the DoD Information Management 
Strategic Plan, the operational view of the approved Global Information Grid (GIG) 
Integrated Architecture, and the approved GIG Capstone Requirements Document. 

• Compliance with GIG-related policies and the approved GIG Integrated Architecture. 
• Net-centric readiness plans and status implications of program and budget 

decisions/alternatives. 

Information Technology Acquisition Board members are the following department 
officials: the Deputy DoD Chief Information Officer; Information Technology Overarching 
Integrated Product Team Leader; Cognizant Program Executive Officer(s) and Program 
Manager(s); Cognizant OSD Principal Staff Assistant(s);  the Under Secretary of Defense 
(Comptroller) (Director, Program Budget and Deputy Chief Financial Officer, the Under 
Secretary of Defense (Personnel & Readiness);the Director, Operational Test & Evaluation; the 
Director, Program Analysis and Evaluation; the Director, Force Structure (J8); the Component 
Acquisition Executives of the Army,  Navy, and Air Force; DoD General Counsel; the Deputy 
Director, Developmental Test & Evaluation; the Director, Defense Procurement and Acquisition 
Policy; and DoD Component User Representatives, 

Information Technology Acquisition Board advisors include the Under Secretary of 
Defense (Policy); the Under Secretary of Defense (Intelligence); the Domain Owner; Component 
CIOs;  the Director, Defense Intelligence Agency;  the Chairman, Cost Analysis Improvement 
Group; the Director, Defense Procurement and Acquisition Policy;  Representatives of the Joint 
Staff

nd Analysis. 

formation Officer may ask other Department officials to participate in 
revie

 interest and supports the acquisition 
ance with the CJCS Instruction 3170.01, the Joint Staff reviews all 

tion and Development System documents and assigns a Joint Potential 
Desi a 

 coordinating bodies 

; the Deputy Under Secretary of Defense (Logistics and Material Readiness); the Deputy 
Under Secretary of Defense (Installations and Environment); the Deputy Under Secretary of 
Defense (Industrial Policy); the Director, International Cooperation; and the Director, 
Acquisition Resources a

The DoD Chief In
ws, as required. 

10.2.3. Joint Requirements Oversight Council (JROC) 
The JROC reviews programs designated as JROC

review process.  In accord
Joint Capabilities Integra

gnator.  The JROC charters Functional Capabilities Boards.  The boards are chaired by 
JROC-designated chair and, for appropriate topics, co-chaired by a representative of the 
Milestone Decision Authority.  Functional Capabilities Boards are the lead



 

 

nt Capabilities Integration and 
ent System n processes.  The Joint Capabilities Integration and 
e urages early and continuous collaboration with the acquisition 

comm

 

Defense, Under Secretary of Defense (Acquisition, Technology, 
ation Integration), and the 

on Authority).  The JROC also 
valid

The decision review processes discussed in this section deal specifically with Acquisition 
tegory IAM programs and selected Pre-Major Defense 

Acqu

 Teams (IPTs) 
n l of the DoD Components work together.  

Coop

to ensure that the joint force is best served throughout the Joi
Developm  and acquisitio
Developm nt System process enco

unity to ensure that new capabilities are conceived and developed in the joint warfighting 
context.  The JROC, at its discretion, may review any Joint Capabilities Integration and 
Development System issues which may have joint interest or impact.  The JROC will also review
programs at the request of, and make recommendations as appropriate to, the Secretary of 
Defense, Deputy Secretary of 
and Logistics), Assistant Secretary of Defense (Networks and Inform
Under Secretary of the Air Force (as DoD Space Milestone Decisi

ates key performance parameters. 

10.2.4. DoD Component Program Decision Review Processes 

Category ID and Acquisition Ca
isition Programs/Pre-Major Automated Information System programs.  DoD Component 

Acquisition Executives will develop tailored procedures that meet statutory intent for programs 
under their cognizance. 

10.3. Role of Integrated Product

Defe se acquisition works best when al
eration and empowerment are essential.  Per DoD Directive 5000.1, the Department's 

acquisition community shall implement the concepts of Integrated Product and Process 
Development (IPPD) and IPTs as extensively as possible.  (See Rules of the Road: A Guide for 
Leading Successful Integrated Product Teams.)  <Make link to the mounted file: 
GBRulesofRoad.pdf> 

IPTs are an integral part of the Defense acquisition oversight and review process.  For 
Acquisition Category ID and IAM programs, there are generally two levels of IPT: the 
Overarching Integrated Product Team and the Working-level Integrated Product Team(s).  Each 
program should have an OIPT and at least one WIPT.  WIPTs should focus on a particular t
such as cost/performance, test, or contracting.  An Integrating Integrated Product Team (II
which is itself a WIPT, should coordinate WIPT efforts and cover all topics 

opic 
PT), 

not otherwise 
assig te 

ory ID and IAM programs will have an OIPT to provide assistance, 
oversight, and review as the program proceeds through its acquisition life cycle.  An appropriate 
official within OSD, typically the Director, Defense Systems or the Deputy to the ASD(NII) for 
C4ISR and IT Acquisition, will lead the OIPT for Acquisition Category ID programs.  The 
Deputy to the ASD(NII) for C4ISR and IT Acquisition also leads the OIPT for Acquisition 
Category IAM programs.  The OIPT for Acquisition Category IAM programs is called the 
Information Technology OIPT.  OIPTs should include the Program Manager, Program Executive 

nd OSD staff involved in oversight and review of 

ned to another IPT.  IPT participation is the primary way for any organization to participa
in the acquisition program. 

10.3.1. Overarching IPT (OIPT) Procedures and Assessment 
All Acquisition Categ

Officer, DoD Component Staff, Joint Staff, a



 

 

the p

he 
ct 

ld consider the recommendations of the Integrating Integrated Product 
Team  

ary 
 

to res te 
s 

assess h  
It should
funct f 
in co
DoD Co hip Cost 
Redu o   The OIPT 
shou h  
should a  
systems,  the 
acquisiti re, the 
Program es less than 
Acqu

 
T 

c ry ID decision points, the OIPT leader will provide the Defense 
Acqu sing 

 the IPPD process.  The OIPT assessment should focus on core 
acqu i cluding 
techn  These 
assessme n the OIPT 
leade  mbers should work issues 
in rea

nsibilities 
esignee, should form and lead an IIPT to support the 

development of strategies for acquisition and contracts, cost estimates, evaluation of alternatives, 

articular Acquisition Category ID or IAM program.  Other OIPTs, specifically those for 
Chem Bio and Space, will be lead and directed by similar executives. 

The OIPT should form upon departmental intention to start an acquisition program.  T
OIPT charters the Integrating Integrated Product Team and Working-level Integrated Produ
Teams.  The OIPT shou

 regarding the appropriate milestone for program initiation and the minimum information
needed for the program initiation milestone review.  OIPTs should meet, thereafter, as necess
over the life of the program.  The OIPT leader should act to resolve issues when requested by
any member of the OIPT, or when so directed by the Milestone Decision Authority.  The goal is 

olve as many issues and concerns at the lowest level possible, and to expeditiously escala
issues that need resolution at a higher level.  The OIPT should bring only the highest-level issue
to the Milestone Decision Authority for decision. 

The OIPT should normally convene 2 weeks before a planned decision point.  It should 
 t e information and recommendations that the Milestone Decision Authority will receive. 

 also assess family-of-system or system-of-system capabilities within and between 
ional portfolios (or areas) in support of integrated architectures developed by the Joint Staf
llaboration with the OSD, USAF (as DoD Space Milestone Decision Authority), and the 

mponents.  If the program includes a pilot project, such as Total Owners
cti n, the Program Manager should report the status of the project to the OIPT.
ld t en assess progress against stated goals.  The Program Manager's briefing to the OIPT

ddress interoperability and supportability (including spectrum supportability) with other
 anti-tamper provisions, and indicate whether those requirements will be satisfied by
on strategy under review.  If the program is part of a family-of-systems architectu
 Manager should brief the OIPT in that context.  If the architecture includ

isition Category I programs that are key to achieving the expected operational capability, 
the Program Manager should also discuss the status of and dependence on those programs.  The
OIPT should review the programmatic risk issues of cost, schedule, and performance.  The OIP
leader should recommend to the Milestone Decision Authority whether the anticipated review 
should go forward as planned. 

For A quisition Catego
isition Board chair, co-chair, principals, and advisors with an integrated assessment u

information gathered through
isit on management issues and should consider independent assessments, in
ology readiness assessments, which the OIPT members normally prepare. 

nts typically occur in context of the OIPT review, and should be reflected i
r’s report.  There should be no surprises at this point—all team me
l time and should be knowledgeable of their OIPT leader’s assessment.  OIPT and other 

staff members should minimize requirements for the program manager to provide pre-briefs 
independent of the OIPT process. 

10.3.2. WIPT Procedures, Roles, and Respo

The program manager, or d



 

 

logis ssisted 

should meet as required to help the program manager plan program structure and documentation 
and resolve issues.  While there is no one-size-fits-all WIPT approach, the following basic tenets 
should apply: 

• The program manager is in charge of the program. 
• WIPTs are advisory bodies to the program manager. 

i rogram office and all levels in the acquisition 

 
PT 

and milestone requirements. 
e ut to documents. 

tics management, training, cost-performance trade-offs, etc.  The program manager, a
by the IIPT, should develop a WIPT structure and propose the structure to the OIPT.  The IIPT 
should coordinate the activities of the WIPTs and review issues they do not address.  WIPTs 

• D rect communication between the p
oversight and review process is expected as a means of exchanging information and 
building trust. 

The program manager or program manager’s representative should normally lead each
WIPT.  At the invitation of the program manager, an OSD action officer may co-chair WI
meetings.  The following roles and responsibilities should apply to all WIPTs: 

• Assist the program manager in developing strategies and in program planning, as 
requested by the program manager. 

• Establish a WIPT plan of action and milestones. 
• Propose tailored documentation 
• R view and provide early inp
• Coordinate WIPT activities with the OIPT members. 
• Resolve or elevate issues in a timely manner. 
• Assume responsibility to obtain principals’ concurrences on issues, documents, or 

portions of documents. 

IPTs are critical to program success, and training is critical to IPT success.  All IPT 
members for Acquisition Category ID and Acquisition Category IAM programs should receive 
formal, team-specific training and, as necessary, general IPT procedural training. 

The Acquisition Community Connection web site has additional information about WIPTs.

10.3.3. Industry Participation 
Industry representatives may be invited to a WIPT or IIPT meeting to provide information, 

advice, and recommendations to the IPT; however, the following policy should govern their 

 

participation: 
• Industry representatives will not be formal members of the IPT. 
• Industry participation will be consistent with the Federal Advisory Committee Act 

(FACA). 
• Industry representatives may not be present during IPT deliberations on acquisition 

strategy or competition sensitive matters, nor during any other discussions that would 
give them a marketing or competitive advantage. 



 

 

ce each industry 

•  the IPT members of the need to restrict discussions while 
ould request the industry 

 to 

• IPTs and IIPTs, but they may not commit the 

 

e OIPT leader may permit 
contractors to make presentations to the OIPT when such views will better inform the OIPT, and 

n making. 

ls 

 

proved by the Milestone 
Decision Authority will 

e 
nd are not 
pecified 

in DoD Instruction 5000.2.  They should not cause 

• At the beginning of each meeting, the IPT chair should introdu
representative, including their affiliation, and their purpose for attending. 
The chair should inform
industry representatives are in the room, and/or the chair sh
representatives to leave before matters are discussed that are inappropriate for them
hear. 
Support contractors may participate in W
organization they support to a specific position.  The organizations they support are 
responsible for ensuring the support contractors are employed in ways that do not create
the potential for an organizational conflict of interest.  Contractors supporting staff 
organizations may participate in Overarching Integrated Product Team (OIPT) 
discussions; however, they will not be permitted to represent the position of the 
supported organization and they may be asked to sign non-disclosure statements. 

Given the sensitive nature of OIPT discussions, neither industry representatives nor support 
contractors may participate in OIPT discussions.  However, th

will not involve the contractors directly in Government decisio

10.4. Role of Exit Criteria 
Milestone Decision Authorities should use exit criteria, when appropriate, to establish goa

for Acquisition Category I and Acquisition Category IA programs during an acquisition phase.  
At each milestone decision point and at each decision review, the program manager, in 
collaboration with the IPT, will develop and propose exit criteria appropriate to the next phase or
effort of the program.  The OIPT will review the proposed exit criteria and make a 
recommendation to the Milestone Decision Authority.  Exit criteria ap

be published in the ADM. 

System-specific exit criteria normally track progress in important technical, schedule, or 
management risk areas.  Unless waived or modified by the Milestone Decision Authority, exit 
criteria must be substantially satisfied for the program to continue with additional activities 
within an acquisition phase or to proceed into the next acquisition phase (depending on th
decision with which they are associated).  Exit criteria should not be part of the APB a
intended to repeat or replace APB requirements or the phase-specific entrance criteria s

program deviations.  Status of approved exit 
criteria will be reported in the Defense Acquisition Executive Summary. 

10.5. Role of Independent Assessments 
Assessments, independent of the developer and the user, ensure an impartial evaluation of 

program status.  However, requirements for independent assessments (for example, the 
independent cost estimate or technology readiness assessment) must be consistent with statutory 
requirements and good management practice.  Senior acquisition officials should consider these 
assessments when making acquisition decisions.  Staff offices that provide independent 
assessments should support the orderly and timely progression of programs through the 



 

 

acquisition process.  IPTs should have access to independent assessments to enable full and open 
discussion of issues. 

10.5.1. Independent Cost Estimate 

10 USC 2434 requires that an independent life-cycle cost be prepared and provided to the 
miles
procee  

The

tone decision authority before the approval of a major defense acquisition program to 
d with either system development and demonstration, or production and deployment. 

 OSD CAIG prepares the independent cost estimate and provides an assessme
’s life-cycle cost to th

nt on the 
program e Milestone Decision Authority. 

10.5.
Tec turity is a measure of the degree to which proposed critical technologies 

 risk.  A technology readiness 
gy requirements, and demonstrated technology 

capa

nologies via the Work Breakdown 
 acquisition review 

s, 

ess level (TRL) (or some equivalent assessment) for each 

 
D(S&T) 

shou  
eadiness 

 

2. Technology Maturity and Technology Readiness Assessments 
hnology ma

meet program objectives; and, is a principal element of program
assessment examines program concepts, technolo

bilities in order to determine technological maturity. 

The program manager should identify critical tech
Structure.  In order to provide useful technology maturity information to the
process, technology readiness assessments of critical technologies and identification of Critical 
Program Information (CPI) must be completed prior to Milestone Decision points B and C. 

The DoD Component Science and Technology (S&T) Executive directs the technology 
readiness assessment and, for Acquisition Category ID and Acquisition Category IAM program
submits the findings to the CAE who should submit his or her report to the DUSD(S&T) with a 
recommended technology readin
critical technology.  When the DoD Component S&T Executive submits his or her findings to 
the CAE, he or she should provide the DUSD(S&T) an information copy of those findings.  In
cooperation with the DoD Component S&T Executive and the program office, the DUS

ld evaluate the technology readiness assessment and, if he/she concurs, forward findings to
the OIPT leader and DAB.  If the DUSD(S&T) does not concur with the technology r
assessment findings, an independent technology readiness assessment, under the direction of the
DUSD(S&T), should be required.  A summary table of TRL descriptions, Table 10.5.2.1, 
follows: 

 

Technology Readiness Level Description 

1.  Basic principles observed and reported. Lowest level of technology readiness.  

might include paper studies of a technology’s 

Scientific research begins to be translated into 
applied research and development.  Examples 

basic properties. 



 

 

2.  Technology concept and/or application 
formulated. 

Invention begins.  Once basic principles are 
observed, practical applications can be invented.  
Applications are speculative and there may be 
no proof or detailed analysis to support the 
assumptions.  Examples are limited to analytic 
studies. 

3.  Analytical and experimental critical 
function and/or characteristic proof of concept. 

Active research and development is 
initiated.  This includes analytical studies and 
laboratory studies to physically validate 
analytical predictions of separate elements of the 
technology.  Examples include components that 
are not yet integrated or representative. 

4.  Component and/or breadboard 
validation in laboratory environment. 

Basic technological components are 
integrated to establish that they will work 
together.  This is relatively “low fidelity” 
compared to the eventual system.  Examples 
include integration of “ad hoc” hardware in the 
laboratory. 

5.  Component and/or breadboard 
validation in relevant environment. 

Fidelity of breadboard technology increases 
significantly.  The basic technological 
components are integrated with reasonably 
realistic supporting elements so it can be tested 
in a simulated environment.  Examples include 
“high fidelity” laboratory integration of 
components. 

6.  System/subsystem model or prototype 
demonstration in a relevant environment. 

Representative model or prototype system, 
which is well beyond that of TRL 5, is tested in 
a relevant environment.  Represents a major step 
up in a technology’s demonstrated readiness.  
Examples include testing a prototype in a high-
fidelity laboratory environment or in simulated 
operational environment. 

7.  System prototype demonstration in an 
operational environment. 

Prototype near, or at, planned operational 
system.  Represents a major step up from TRL 6, 
requiring demonstration of an actual system 
prototype in an operational environment such as 
an aircraft, vehicle, or space.  Examples include 
testing the prototype in a test bed aircraft. 



 

 

8.  Actual system completed and qua
through test and demonstrat r expected conditions.  In 

ents the end of 
true system development.  Examples include 
developmental test and evaluation of the system 
in its intended weapon system to determine if it 
meets design specifications. 

lified 
ion. 

Technology has been proven to work in its 
final form and unde
almost all cases, this TRL repres

9.  Actual system proven through 
successful mission operations. 

Actual application of the technology in
final form and under mission condition

 its 
s, such as 

those encountered in operational test and 
evaluation.  Examples include using the system 
under operational mission conditions. 

Table 10.5.2.1.  TRL Descriptions 

The use of TRLs enables consistent, uniform, discussions of technical maturity across 
different types of technologies.  Decision authorities will consider the recommended TRLs (or 
some equivalent assessment methodology, e.g., Willoughby templates) when assessing program 
risk.  TRLs are a measure of technical maturity.  They do not discuss the probability of 
occurrence (i.e., the likelihood of attaining required maturity) or the impact of not achieving 
technology maturity. 

For additional information, see the on-line TRA Handbook. 

10.6. Information Sharing and DoD Oversight 

10.6.1. Program Information 
It is DoD policy to keep reporting requirements to a minimum.  Nevertheless, complete and 

current program information is essential to the acquisition process.  Consistent with the tables of 
required regulatory and statutory information in DoD Instruction 5000.2, decision authorities 
should require program managers and other participants in the defense acquisition process to 
present only the minimum information necessary to understand program status and make 
informed decisions.  The Milestone Decision Authority should “tailor-in” program information 
case-by-case, as necessary.  IPTs should facilitate the management and exchange of program 
information. 

The program manager, the DoD Component, or the OSD staff prepares most program 
information.  Some information requires approval by an acquisition executive.  Other 
information is for consideration only.  In most cases, information content and availability is more 

 minimize redundancy and not include the same information in each document. 

Unless otherwise specified, all plans, waivers, certifications and reports of findings referred 
to in this Guidebook are exempt from licensing under one or more exemption provisions of DoD 

important than format. 

Program managers may use stand-alone documents or a single document to submit 
mandatory information.  If the program manager submits stand-alone documents, the program 
manager should

8910.1-M. 



 

 

10.6.2. Life-Cycle Management of Information 
Program managers will comply with record keeping responsibilities under the Federal 

Records Act for the information collected and retained in the form of electronic records.  (See 
DoD Directive 5015.2.)  Electronic record keeping systems should preserve the information 
submitted, as required by 44 U.S.C. 3101, and implementing regulations.  Electronic record 
keeping systems should also provide, wherever appropriate, for the electronic acknowledgment 
of electronic filings that are successfully submitted.  Program managers should consider the record 
keeping functionality of any systems that store electronic documents and electronic signatures to 
ensure users have appropriate access to the information and can meet the Agency’s record 
keeping needs. 

10.6.3. Classification and Management of Sensitive Information 

Program managers should review their programs to identify and document critical program 
information (CPI) requiring protection (DoD Directive 5200.39). 

Program managers should also review their programs to identify controlled unclassified 
information (CUI).  (CUI includes “FOUO” information as defined in DoD 5400.7-R and 
information with other approved markings requiring dissemination controls that are exempt from 
mandatory disclosure under the Freedom of Information Act (e.g., DoD Directive 5230.24, DoD 
Directive 5230.25, and Export Control Act.)) 

When necessary, program managers should develop security classification guides (SCGs) 
in accordance with DoD 5200.1-R. 

10.7.

0.38

 Management Control 
Program managers will implement internal management controls in accordance with DoD 

Directive 5000.1, DoD Instruction 5000.2, and DoD Directive 501 .  APB parameters should 
n es.  Program managers should identify deviations from approved APB 

param

lans 

speci d b ilestone 
Decision A
program pl

10.9. Perio
Periodic reports should include only those reports required by the Milestone Decision 

Authority or statute.  Except for the reports outlined in this section, the Milestone Decision 
Authority should tailor the scope and formality of reporting requirements. 

serve as co trol objectiv
eters and exit criteria as material weaknesses.  Program managers should focus on results, 

not process. 

Program managers will ensure that obligations and costs comply with applicable law.  They 
should safeguard assets against waste, loss, unauthorized use, and misappropriation; properly 
record and account for expenditures; maintain accountability over assets; and quickly correct 
identified weaknesses. 

10.8. Program P

Program plans describe the detailed activities of the acquisition program.  Except as 
fie y DoD Instruction 5000.2, the program manager (in coordination with the M

uthority and Program Executive Officer) should determine the type and number of 
ans needed to manage program execution. 

dic Reports 



 

 

10.9. A

10.9.1.1. 

estima  of t's 
Budget, ad  
mana r sh ation 
occur  (Se

10.9.1.2. 
40 US on Executive to identify, in the DoD 

Strategic Information Resource Management Plan, major IT acquisition programs that have 
significantly deviated from the cost, performance, or schedule goals established for the program. 

10.9.1.3. Current Estimate 

Program managers will report the current estimate of each APB parameter periodically to the 
Milestone Decision Authority.  The Milestone Decision Authority will direct the frequency of 
the reporting.  Program managers will report current estimates for Acquisition Category I and IA 
programs quarterly in the DAES. 

10.9.1.4. 
When

indicates th he 
will immed fy the Milestone Decision Authority of the deviation.  Within 30 days of 
the occurre
Decis n A
to bring the
with the original notification).  Within 90 days of the occurrence of the program deviation, one 
of the following should have occurred: the program is back within APB parameters; a new APB 
(changing only those parameters that were breached) has been approved; or an OIPT-level 
program review has been conducted to review the program manager’s proposed baseline 
revisions and make recommendations to the Milestone Decision Authority. 

For Acquisition Category I programs, if one of the above three actions has not occurred 
within 90 days of the program deviation, the USD(AT&L) for Acquisition Category ID 
programs, the ASD(NII) for Acquisition Category IAM programs, or the CAE, for Acquisition 
Categ y I  review to 

1. cquisition Program Baseline (APB) Reporting 

Program Deviations 

The program manager should maintain a current DoD Component and/or Program Manager 
te  the program being executed.  This “current estimate” should reflect the Presiden

justed for fact-of-life changes (i.e., already happened or unavoidable).  The program
ge ould immediately notify the Milestone Decision Authority when a program devi
s. e 10 USC 2433.) 

Information Technology (IT) Program Deviations 
C 1427 requires the Component Acquisiti

Program Deviation Reporting 
 the program manager has reason to believe that the current estimate for the program 
at a performance, schedule, or cost threshold value will not be achieved, he or s
iately noti
nce of the program deviation, the program manager will notify the Milestone 

io uthority of the reason for the program deviation and the actions that need to be taken 
 program back within the baseline parameters (if this information was not included 

or C and/or Acquisition Category IAC programs, should hold a formal program
determine program status. 

10.9.2. Selected Acquisition Report (SAR) 
In accordance with 10 U.S.C. 2432, the Secretary of Defense will submit a SAR to 

Congress for all Acquisition Category I programs.  The program manager will use CARS 
software to prepare the SAR. 

10.9.2.1. SAR Content and Submission 



 

 

formation.  For joint programs, the SAR reports the 
information by participant.  Each SAR will include a full, life-cycle cost analysis for the 
reporting program, each of its evolutionary increments, as available, and for its antecedent 
program, if applicable. 

The SAR for the quarter ending December 31 is the annual SAR.  The program manager 
will submit the annual SAR within 60 days after the President transmits the following fiscal 
year's budget to Congress.  Annual SARs will reflect the President's Budget and supporting 
documentation.  The annual SAR is mandatory for all programs that meet SAR reporting criteria. 

or 
PB, 

r, 

 projects may submit RDT&E-only reports, excluding procurement, 
 

uarter ends.  

Wh e or she will submit 
notic f  
Represen onsider the changes approved, and incorporate them into 
the re r

10.9.2.2.

The Secretary of Defense may waive the requirement for submission of a SAR for a 
program for a fiscal year if: 

• The program has not entered system development and demonstration; 
• A reasonable cost estimate has not been established for the program; and, 
• The system configuration for the program is not well defined. 

As delegated by the Secretary of Defense, USD(AT&L) will submit a written notification 
of each waiver for a fiscal year to the Armed Services Committees of the Senate and House of 
Representatives not later than 60 days before the President submits the budget to Congress, 
pursuant to 31 U.S.C. 1105, in that fiscal year. 

10.9.2.3. SAR Termination 

The SAR reports the status of total program cost, schedule, and performance, as well as 
program unit cost and unit cost breach in

The program manager will submit SARs for the quarters ending March 31, June 30, and 
September 30 not later than 45 days after the quarter ends.  Quarterly SARs are reported on an 
exception basis, as follows: 

• The current estimate exceeds the Program Acquisition Unit Cost (PAUC) objective 
the Average Procurement Unit Cost (APUC) objective of the currently approved A
both in base-year dollars, by 15 percent or more; 

• The current estimate includes a 6-month or greater delay, for any schedule paramete
that occurred since the current estimate reported in the previous SAR; 

• Milestone B or Milestone C approval occurs within the reportable quarter. 
• Pre-Milestone B

military construction, and acquisition-related operations and maintenance costs.  DoD
Components should notify USD(AT&L) with names of the projects for which they 
intend to submit RDT&E-only SARs 30 days before the reporting q
USD(AT&L) should so notify Congress 15 days before reports are due. 

enever USD(AT&L) proposes changes to the content of a SAR, h
e o  the proposed changes to the Armed Services Committees of the Senate and House of

tatives.  USD(AT&L) may c
po t, 60 days after the committees receive the change notice. 

 SAR Waivers 



 

 

USD(AT&L) will consider terminating SAR reporting when 90 percent of expected 
production deliveries or planned acquisition expenditures have been made, or when the program 
is no longer considered an Acquisition Category I program in accordance with 10 U.S.C. 2430. 

10.9.3. Unit Cost Reports (UCR) 
In accordance with 10 U.S.C. 2433, the program manager will prepare UCRs for all 

Acquisition Category I programs submitting SARs, except pre-Milestone B programs that are 
reporting RDT&E costs only. 

10.9.3.1. UCR Content and Submission 
The program manager will submit a written report on the unit costs of the program to the 

CAE on a quarterly basis.  The written report should be in the DAES.  The program manager 
should submit the report by the last working day of the quarter, in accordance with DAES 
submission procedures.  Reporting should begin with submission of the initial SAR, and 
terminate with submission of the final SAR.  Each report should include the current estimate of 
the PAUC and the APUC (in base-year dollars); cost and schedule variances, in dollars, for each 
of the major contracts since entering the contract; and all changes that the program manager 
knows or expects to occur to program schedule or performance parameters, as compared to the 
currently approved APB. 

10.9.3.2. UCR Breach Reporting 
The program manager will notify the CAE immediately, whenever he or she has reasonable 

cause to believe that the current estimate of either the PAUC or APUC (in base-year dollars) has 
increased by 15 percent (or more) over the PAUC or APUC objective of the currently approved 
APB (in base-year dollars), respectively.  (This is a Congressionally-reportable unit-cost breach.) 

If the CAE determines that there is an increase in the current estimate of the PAUC or 
APUC cost of at least 15 percent over the currently approved APB, the CAE should inform 
USD(AT&L) and the cognizant Head of the DoD Component.  If the cognizant Head of the DoD 
Component subsequently determines that there is, in fact, an increase in the current estimate of 
the PAUC or APUC of at least 15 percent over the currently approved APB, the Head of the 
DoD Component will notify Congress, in writing, of a breach.  The notification will be not later 
than 45 days after the end of the quarter, in the case of a quarterly report; or not later than 45 
days after the date of the report, in the case of the reasonable cause report.  In either case, 
notif determination. 

 addition, the Head of the DoD Component will submit a SAR for either the fiscal year 
quart

e 

 

ication will include the date that the Head of the DoD Component made the 

In
er ending on or after the determination date, or for the fiscal year quarter that immediately 

precedes the fiscal year quarter ending on or after the determination date.  This SAR should 
contain the additional, breach-related information. 

If the current estimate of the PAUC or APUC increases by at least 25 percent over th
PAUC or APUC objective of the currently approved APB, USD(AT&L) must submit a written 
certification to Congress before the end of the 30 day period beginning on the day the SAR 
containing the unit cost information is required to be submitted to Congress.  The certification
must state the following: 



 

 

 
crease in the PAUC or APUC, and a certification by the USD(AT&L) is not 

subm  

nt or more resulting from the termination or cancellation of an entire 
program will not require USD(AT&L) program certification. 

10.9.4. Defense Acquisition Executive Summary (DAES) 
The DAES is a multi-part document, reporting program information and assessments; 

program manager, Program Executive Officer, CAE comments; and cost and funding data.  The 
DAES provides an early-warning report to USD(AT&L) and ASD(NII).  The DAES describes 
actual program problems, warns of potential program problems, and describes mitigating actions 
taken or planned.  The program manager may obtain permission from USD(AT&L) or ASD(NII) 
to tailor DAES content.  At minimum, the DAES should report program assessments (including 
interoperability), unit costs (10 U.S.C. 2433), and current estimates.  It should also report the 
status of exit criteria and vulnerability assessments (31 U.S.C. 9106). 

The DAES should present total costs and quantities for all years, as projected, through the 
end of the current acquisition phase.  In keeping with the concept of total program reporting, the 
DAES should present best estimates for costs beyond the FYDP, if the FYDP does not otherwise 
identify those costs.  (The total program concept refers to system acquisition activities from 
Program Initiation through Production and Deployment.)  The DAES should also report 
approved program funding for programs that are subsystems to platforms and whose 
procurement is reported in the platform budget line. 

The Office of USD(AT&L), the Office of ASD(NII), the Offices of DoD CAEs, CIOs, and 
Program Executive Officers, and the program office should each establish DAES focal points. 

10.9.4.1. DAES Reporting 

USD(AT&L) will designate Acquisition Category I programs subject to DAES reporting 
and assign each program to a quarterly reporting group.  ASD(NII) will designate Acquisition 
Category IA programs subject to DAES reporting and assign each program to a quarterly 
reporting group.  Program managers will use CARS software

• Such acquisition program is essential to the national security. 
• There are no alternative programs that will provide equal or greater military capability 

at less cost. 
• The new estimates of the PAUC or APUC are reasonable. 
• The management structure for the acquisition program is adequate to manage and 

control the PAUC and the APUC. 

If the Head of the DoD Component makes a determination of either a PAUC or APUC increase 
of 15 percent or more, and a SAR containing the additional unit-cost breach information is not 
submitted to Congress as required; or if the Head of the DoD Component makes a determination
of a 25 percent in

itted to Congress as required; funds appropriated for RDT&E, procurement, or military
construction may not be obligated for a major contract under the program.  An increase in the 
PAUC or APUC of 25 perce

 to prepare the DAES, and submit 
both hard and electronic copies to USD(AT&L) by the last working day of the program's 
designated quarterly reporting month.  Acquisition Category IA programs will submit an 



 

 

electronic copy of their DAES report to ASD(NII) 30 days after the end of the quarter.  Program 
managers should not delay the DAES for any reason. 

10.9.4.2. Out-of-Cycle DAES Reporting 
There are two types of out-of-cycle DAES: 
• The program manager should submit a DAES when there is reasonable cause to believe 

that a Nunn-McCurdy unit cost breach has occurred or will occur (10 U.S.C. 2433 (c) 
(reference).  (Submitting DAES sections 5, 6.2, and 7, block #28, satisfy this 
requirement.) 

• If submission of the DoD Component’s POM or BES causes the program to deviate 
from the approved APB thresholds, the program manager will submit DAES sections 5, 
6.2, and 8. 

10.9.4.3. Consistency of DAES Information 
DAES information should be consistent with the information in the latest ADM, APB, and 

other mandatory or approved program documentation. 

10.10. Consolidated Acquisition Reporting System (CARS) 
The Consolidated Acquisition Reporting System (CARS) is a personal computer-based data 

entry and reporting system combining both common and unique Defense Acquisition Executive 
Summary (DAES) and Selected Acquisition Report (SAR), and Acquisition Program Baseline 
(APB) components into a unified database from which DAES and SAR reports and APB 
docu

andatory for all MDAPs and 
MAI qu or SAR 
subm

 

that 
ecks).  The Director, 

Acqu

 
y I program.  

IA 

The CARS software specifies the format of the APB, SAR, and DAES, except for narrative 
or memo-type information. 

The three reporting modules share some, but not all, of the CARS data.  For example, the 
DAES and SAR incorporate the APB parameters.  The modules also share some contract 
information. 

ments can be printed. 

Based upon an OSD enterprise decision, the use of CARS is m
S ac isition programs, and must be employed to satisfy statutory requirements f
ission.  However, non-MDAP and non-MAIS programs may also use the system. 

CARS has three reporting modules that generate the APB, the SAR, and the DAES.  The
DAES and SAR include quarterly unit cost and unit cost breach exception reporting, 
respectively.  Analysis routines are also included (for example, the Computational Module 
supports the SAR cost change calculations, and SAR and DAES data ch

isition Resources and Analysis, maintains a CARS “help line” for user support. 

A unique program number (PNO) identification system controls the use of CARS.  The
Office of USD(AT&L) focal point assigns a PNO to each using Acquisition Categor
The Office of ASD(NII) focal point assigns a PNO to each using Acquisition Category 
program. 



 

 

Only the appropriate Office of USD(AT&L) or DoD Component focal point can edit some 
of the CARS information, such as the SAR baseline and APB.  The Milestone Decision 
Authority must approve SAR baseline and APB changes.  The appropriate Office of 
USD(AT&L) or DoD Component focal point distributes disks containing the revised or new 
information. 

The Director, Acquisition Resources and Analysis, has responsibility for the development, 
upgrade, and maintenance of CARS.  Direct questions and requests for copies of the software 
should be directed to that organization.  The CARS software includes mandatory instructions for 
preparing the APB, SAR, DAES, and UCR, including administrative procedures.  The CARS 
web page also has the instructions. 

 

 

 



 

 

 11 
anagement Activities 

11.0. Overview 

11.0.1. Purpose 
The purpose of this chapter is to describe and explain some of the activities and decisions 

available to and required of the program manager as he or she manages and executes the 
program. 

11.0.2. Contents 
Chapter 11 covers the following topics: 
• Joint Programs

Chapter
Program M

 

 
• International Cooperation 
• Integrated Program Management 
• Earned Value Management 
• Contract Management Reporting 
• Risk Management 
• Knowledge-Based Acquisition 
• Performance-Based Business Environment 
• Total Life Cycle Systems Management 
• Integrated Product and Process Development 
• Technical Representatives at Contractor Facilities 
• Contractor Councils 
• Government Property in the Possession of Contractors 
• Integrated Digital Environment 
• Simulation-Based Acquisition and Modeling and Simulation 
• Independent Expert Review of Software-Intensive Programs 

Additional information regarding Program Management can be found at the Acquisition 
Community Connection (ACC) Program Management Community of Practice web site.

11.1. Joint Programs 

There are two aspects of “jointness” to consider when discussing joint program 
management: the jointness of the capability and the jointness of the development and production 
of the system. 

11.1.1. Acquiring Joint Capabilities 



 

 

As part of the Joint Capabilities Integration and Development System, the Joint Staff J-8, 
with the assistance of US Joint Forces Command and additional Joint Staff resources, evaluates 
all Joint Capabilities Integration and Development System documents, regardless of Acquisition 
Category or previous delegation decisions or Joint Planning Document decisions, to determine 
whether the proposal has joint force implications. 

Section 1.3 provides a brief overview of the Joint Capabilities Integration and Development 
System.  The Joint Staff documents, CJCSI 3170.01 and CJCSM 3170.01, provide full detail and 
direction on this topic. 

11.1.2. Joint Acquisition Management 
Acquisitions that contribute to joint capabilities may be managed as joint acquisition 

programs.  A “joint acquisition” is any acquisition system, subsystem, component, or technology 
program with a strategy that includes funding by more than one DoD Component during any 
phase of a system's life cycle.  DoD Instruction 5000.2 addresses DoD Component fiscal 
respo

Joint Potential Designator

nsibilities associated with participation in programs under joint acquisition management. 

11.1.2.1. Designation 
Considering the assigned  and the recommendation of the Heads 

of the DoD Components, the Milestone Decision Authority decides whether to place the program 
under joint acquisition management.  The Milestone Decision Authority should make this 
decision and, if appropriate, designate the Lead Executive DoD Component, as early as possible 
in the acquisition process. 

The DoD Components should periodically review their programs to determine the potential 
for joint cooperation.  The DoD Components should structure program strategies to encourage 
and to provide an opportunity for multi-Component participation. 

11.1.2.2. Execution 
should act on behalf 

  

ging joint programs: 
ive DoD Component should consider the 

d the core program, essential 

The designated Lead Executive DoD Component for a joint acquisition 
of all DoD Components involved in the acquisition. 

A Memorandum of Agreement should specify the relationship and respective 
responsibilities of the Lead Executive DoD Component and the other participating components.
The Memorandum of Agreement should address system capabilities and the development of 
capabilities documents, funding, manpower, and the approval process for other program 
documentation. 

The following additional considerations have proven effective in mana
• The assignment of a Lead Execut

demonstrated best business practices of the DoD Components, including plans for 
effective, economical, and efficient management of the joint program; and the 
demonstrated willingness of the DoD Component to fun
to meeting joint program needs. 



 

 

t the Lead Executive DoD 

ll Military Departments. 
lified program 
e single program 

manager should then be fully responsible and accountable for the cost, schedule, and 
performance of the development system. 

• If the joint program results from a consolidation of several different DoD Component 
programs, each with a separate program manager, the selected joint program manager 
should have the necessary responsibility and authority to effectively manage the 
overall system development and integration. 

• A designated program under joint acquisition should have one quality assurance 
program, one program change control program, one integrated test program, and one 
set of documentation and reports (specifically: one set of capabilities documents, one 
Integrated Support Plan

• The Milestone Decision Authority and DoD Components should consolidate and co-
locate the supporting efforts of the joint program a
Component's program office, to the maximum extent practicable. 

• The Component Acquisition Executive of the Lead Executive DoD Component 
should optimally use the acquisition organizations, test organizations, and other 
facilities of a

• The designated Lead Executive DoD Component selects the qua
manager for the designated program under joint acquisition.  Th

, one Test and Evaluation Master Plan, one Acquisition 
Program Baseline, etc.). 

• The Milestone Decision Authority should designate the lead Operational Test Agency 
to coordinate all operational test and evaluation.  The lead Operational Test Agency 
should produce a single operational effectiveness and suitability report for the 
program. 

• Documentation for decision points and periodic reporting should flow only through 
the Lead Executive DoD Component acquisition chain, supported by the participating 
components. 

• agreement 
signed by all DoD Components directs otherwise, the Lead Executive DoD 
Component should budget for and manage the common Research, Development, 

• The program should use inter-DoD Component logistics support to the maximum 
extent practicable, consistent with effective support to the operational forces and 
efficient use of DoD resources. 
Unless statute, the Milestone Decision Authority, or a memorandum of 

Test, and Evaluation funds for the assigned joint programs. 
• Individual DoD Components should budget for their unique requirements. 

11.2. Considerations for International Cooperation 

11.2.1. International Cooperative Programs 
t m is any acquisition system, subsystem, component, or 

techn e 
cle.  

An in ernational cooperative progra
ology program with an acquisition strategy that includes participation by one or mor

foreign nations, through an international agreement, during any phase of a system's life cy
The key objectives of international cooperative programs are to reduce weapons system 



 

 

acquisitio os ction, and support; and to enhance 
interoper lity

11.2.1.1. International Considerations and Program Strategy 
Title 10 U.S.C. 2350a(e)

n c ts through cooperative development, produ
abi  with coalition partners. 

 requires an analysis of potential opportunities for international 
cooperation for all Acquisition Category I programs.  DoD Directive 5000.1 and DoD Instruction 
5000.2 specify the requirements for international considerations; amplifying guidance and 
information appears in this Guidebook.  DoD Directive 5000.1 requires International Armaments 
Cooperation; requires interoperability with U.S. coalition partners; and establishes the pre

per tive development program
ference 

for a coo a  with one or more Allied nations. 

Dur gy for a new program, the potential 
for international cooperative research, development, production, and logistic support should be 
addressed, and thereafter, the potential for international cooperation should be considered in 
every phase of the acquisition process.  DoD Components should periodically review their 
programs to determine the potential for international cooperation.  Milestone Decision 
Authorities may recommend forming international cooperative programs based on the 
international program acquisition strategy considerations; DoD Component Heads may also 
recommend forming international cooperative programs.  The Milestone Decision Authority 
should make the decision to establish an international cooperative program as early as possible in 
the acquisition process. 

The Milestone Decision Authority, with the advice and counsel of the DoD Components 
and the Joint Requirements Oversight Council, makes the decision to pursue an international 
cooperative program.  The decision process should consider the following: 

nal cooperative program; 
fund their share of international 

cooperative program needs; 
• The long-term interoperability and political-military benefits that may accrue from 

international cooperation; and 
• The international program’s management structure documented in the international 

agreement.  The designated program manager (U.S. or foreign) is fully responsible and 
accountable for the cost, schedule, and performance of the resulting system. 

The DoD Component remains responsible for preparation and approval of most statutory, 
regulatory, and contracting reports and milestone requirements, as listed in DoD Instruction 

ing the development of the initial acquisition strate

• Demonstrated best business practices, including a plan for effective, economical, and 
efficient management of the internatio

• Demonstrated DoD Component willingness to fully 

5000.2.  Documentation for decision reviews and periodic reports flow through the DoD 
Component acquisition chain, supported by the participating nation(s). 

 stability to the program.  DoD Instruction 5000.2International cooperation can add  
prevents DoD Com

uthority approval. 

ponents from terminating or reducing participation in some international 
cooperative programs without Milestone Decision Authority notification, and in some cases, 
Milestone Decision A



 

 

Additional information may be found in the OSD/IC International Armaments Cooperation 
Handbook. 

11.2.1.2. International Considerations within the Acquisition Management Framework 

Department of Defense policy promotes international cooperative 
acquisition, technology and logistics activities, especially with allies and 
friends, that will enable the warfighter to be well prepared and supported for 
coalition operations.  (USD(AT&L) Memorandum, International Cooperation 
in Acquisition, Technology and Logistics, April 27, 2004) 

International programs may be established at any point in the DoD Instruction 5000.2 
defense acquisition management framework, when justified as a prudent business judgment.  
Figure 11.2.1.2.1. depicts the key considerations for each phase: 

ive considerations during Acquisition. 
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Figure 11.2.1.2.1.  Key International Cooperat

 

Determination of User Needs & Exploring Technology Opportunities (Early Techn
Projects).  The efforts needed to identify cooperative development opportunities before entering 
into a formal acquisition program are often challenging, but such activities capitalize on hig
payoffs in cost savings and interoperability when successful.  Formulation of cooperative 
development programs involves resolution of issues in the areas of requirements harmo
cost sharing, work sharing, technology transfer, intellectual property rights, and many others.  
While multinational force compatibility may increase system acquisition cost, it can provide 
more cost-effective defense for the whole force through increased interoperability and reduced 



 

 

life-c l
during th
maximize the chance for success.  This includes during Advanced Technology Demonstrations, 
Joint Warfighting Experiments, Advanced Concept and Technology Demonstrations, Concept 
Refinement, and Technology Development. 

Using the Joint Capabilities Integration and Development System process, representatives 
from multiple DoD communities formulate broad, time-phased, operational goals, and describe 
requisite capabilities in the Initial Capabilities Document.  They examine multiple concepts and 
materiel approaches to optimize the way the Department of Defense provides these capabilities.  
This examination includes robust analyses that consider affordability, technology maturity, and 
responsiveness. 

Several important mechanisms available to provide insight into the needs of potential 
foreign partners are exploratory discussions, international forums, studies, and the exchanges of 
information and personnel: 

Exploratory Discussions.  Before entering into an international project, many forms of 
dialogue can take place with potential partners.  These informal discussions are usually called 
exploratory discussions or technical discussions—they are NOT called “negotiations,” which 
requires a legal authority and formal permission from the Office of the Secretary of Defense.  
The a i ce 
of any dr
exclusio  release authority has been 
obtained for any information provided by DoD representatives or defense contractors. 

International Forums.  There are many international forums dedicated to discussing 
mutual armaments needs and early technology projects.  These forums include the Conference of 

yc e costs.  Cooperative opportunities identification and formulation should be pursued 
e earliest stages of the pre-systems acquisition research and development process to 

vo dance of any binding commitments on the part of the U.S. Government, and the absen
aft, international agreements characterize exploratory discussions.  Other than the two 

ns above, the parties may discuss most other topics, provided

National Armaments Directors (CNAD), whose U.S. representative is the USD(AT&L).  The 
CNAD's subsidiaries are the “Main Armaments Groups,” particularly the NATO Army 
Armaments Group (NAAG), NATO Navy Armaments Group (NNAG), and the NATO Air 
Force Armaments Group (NAFAG).  The Technical Cooperation Program (TTCP) with 
Australia, Canada, New Zealand, and the United Kingdom is another multilateral forum 

 are 
 

U.S./Canadian Armaments Cooperation Management Committee that have a similar purpose. 

Studies.  It is normal for the DoD and potential partners to conduct studies before entering 
into a cooperative acquisition project.  These studies can be conducted years before the project 
starts, and are often called feasibility studies, or pre-feasibility studies.  Industry, government 
agencies, or a combination of both generally conduct the feasibility studies, with the objective of 
providing a technical appraisal of the feasibility of developing and producing equipment.  These 
studies can develop input for the Analysis of Alternatives

dedicated to cooperation in conventional military technology development.  In addition there
a number of bilateral forums, such as the U.S.-Japan Systems and Technology Forum and the

 required by DoD before the start of a 
new acquisition program. 

International Exchanges of Information and Personnel.  A common source for 
cooperative program opportunity identification is the Defense Research, Development, Test and 
Evaluation Information Exchange Program (IEP), which provides a standardized way of 



 

 

cond i  exchange (formerly called data 
exch
formu t

uct ng bilateral science and technology information
ange).  The IEP has proven extremely useful as a means of cooperative opportunities 

la ion.  Another source for identifying cooperative opportunities is the Engineer and 
Scientist Exchange Program (ESEP).

Pre-Systems Acquisition. Decisions made during the Concept Refinement and Technology 
Development phases of Pre-Systems Acquisition generally define the nature of the entire 
program.  Once the program enters the System Development and Demonstration phase, it is 
difficult to adopt major changes without significant schedule or cost adjustments.  Consequently, 
the decision to include international partners needs to be addressed as early as possible, 
preferably during development of the Initial Capabilities Document, but no later than during the 
Concept Refinement phase. 

To meet the requirements of 10 U.S.C. 2350a (e), the acquisition strategy for an Acquisition 
Category I program must address the following areas: 

a) Is a similar project in development or production by NATO, a NATO organization, a 
member nation of NATO, a major non-NATO ally, or friendly foreign country? 

b) If so, the acquisition strategy provides an assessment of that project as to whether or 
not it could satisfy or be modified to satisfy U.S. military requirements. 

c) An assessment of the advantages and disadvantages with regard to program timing, 
developmental and life cycle costs, technology sharing, and Rationalization, Standardization, 
Interoperability (RSI) of a cooperative development program. 

d) Provide a specific recommendation whether or not a cooperative program should be 
explored. 

e) What alternate forms of cooperation could be appropriate for the project? 

Except for e) above, these considerations are based on 10 U.S.C. 2350a requirements.  They 
force the consideration of alternative forms of international cooperation.  Even if cooperative 
development is impractical, cooperative production, foreign military sales, licensed production, 
component/subcomponent co-development, or incorporation of subsystems from allied or 
friendly foreign sources should be considered and may be appropriate. 

otential cooperative opportunities as part of the 
acqu

 

 has reached this phase, absent 
cooperation in earlier stages, there will be only limited opportunity to bring other nations on as 

DoD Components should fully investigate p
isition strategy development.  Program proponents should consult with the appropriate 

international programs organization to obtain assistance in addressing international 
considerations during acquisition strategy development for programs in all acquisition 
categories. 

System Development and Demonstration Phase.  After program initiation, during System
Development and Demonstration, key elements of the system design are defined, and 
system/subsystem development begins.  Major changes often present schedule delays that 
program managers are unwilling to accept; however, there have been numerous examples of 
successful subsystem cooperative development partnerships that have been formed during the 
System Development and Demonstration Phase.  Once a program



 

 

full c

 of 
tion programs can conduct evaluations with their 

own resources, the Foreign Comparative Testing (FCT)

ooperative development partners.  Consequently, if the opportunity for cooperation in 
subsystem development arises prior to or during System Development and Demonstration, 
consult with the appropriate international programs organization to obtain further assistance. 

Foreign Comparative Testing.  A viable alternative to development is the acquisition
commercial items.  While individual acquisi

 Program offers a structured and funded 
means for program offices to evaluate the suitability of a foreign developed item for purchase in 
lieu of developing a similar U.S. item. 

International Test Operations Procedures.  The International Test Operations Procedures 
(ITOP) program provides for international agreements that document state-of-the-art test 
techniques for technical testing of military material and allows the exchange of test data to avoid 
redundant testing when foreign equipment is purchased.  Currently there are over 130 ITOPs 
with Germany, France, and the UK covering a variety of test types and/or equipment class.  
Through ITOPs, the U.S. has access to latest test technology and procedures of our allies, which 
could possibly be utilized by DoD program managers.  The ITOP program is managed at OSD 
by the Office of the Director, Operational Test and Evaluation (DOT&E).

Production and Deployment Phase.  There are three basic mechanisms for transfer of U.S. 
produced defense articles and associated production capability to other nations.  The first two, 
(1) Foreign purchase and (2) Foreign co-production of a U.S. developed system, fall under the 
purview of the Defense Security Cooperation Agency (DSCA).  The Department of State is 
responsible for transfer of defense articles and associated production capability under export 
licenses.  Both DSCA and the Defense Technology Security Administration coordinate closely 
with the cognizant DoD Component regarding the development and implementation of DoD co-
production policy in their respective areas of responsibility.  USD(AT&L) is responsible for 
overs tive production.  Cooperative production is a 
joint c cooperative development 
proje   irframe Missile (RAM)

ight of the third basic mechanism, (3) Coopera
 or oncurrent international production arrangement arising from a 
ct. Examples of this type of production program are the Rolling A  

and the M tem (MIDS)ulti-Functional Information Distribution Sys .  Cooperative production falls 
under the authority of the Arms Export Control Act (AECA) Section 2751. 

Operations & Support Phase.  Cooperative logistics refers to cooperation between the U.S. 
and allied or friendly nations or international organizations in the logistical support of defense 
systems and equipment.  Cooperative logistics is part of the acquisition process, but as a 
substantial part of military operations, much of the implementation process involves Security 
Assistance processes and procedures. 

Cooperative logistics support includes: 
• Logistics Cooperation international agreements (IAs), used to improve sharing of 

logistics support information and standards, and to monitor accomplishment of specific 
cooperative logistics programs; 

• Acquisition and Cross Servicing Agreements; 
• Host Nation Support; 
• Cooperative Logistics Supply Support Arrangements; 



 

 

• Cooperative Military Airlift Agreements; 
• War Reserve Stocks for Allies; 
• Agreements for acceptance and use of real property or services; 

• International Standardization Agreements developed in conjunction with member 
nations of the North Atlantic Treaty Organization and other allies and coalition partners, 
as described in DoD 4120.24-M

• Standardization of procedures under America/Britain/Canada/Australia/New Zealand 
auspices; 

, Defense Standardization Program (DSP) Policies and 
Procedures and as listed in the ASSIST database; 

• Consideration of the interoperability implications of these agreements when 
constructing Work Breakdown Structures; and 

• Planning support provide by the Program Manager’s Tool. 

Each participant or party involved in cooperative logistics agreements should benefit from 
the agreement.  Benefits could be tangible, such as the U.S. receiving support for its naval 
vessels when in a foreign port; or intangible, such as the foreign nation receiving the implied 
benefit of a visible, U.S. naval presence in the region.  Other cases are more obviously quid-pro-
quo: cross-servicing agreements, for example.  In a cross servicing agreement, each party 
recei the 

n 
 

ternational consequences of their activities and appropriately support such 
efforts. 

11.2.1.3. International Cooperative Program Protection 
Program protection considerations play a major role in international cooperative programs 

for obvious reasons.  The program manager should consider technology security factors

ves the equivalent of the materiel or services provided to the other party.  Besides 
obvious material benefits, such agreements have the collateral effects of opening dialog and 
creating relationships between the parties.  Such dialog and relationships may serve to strengthe
political bonds.  While not a program manager responsibility, DoD acquisition personnel should
be aware of the in

 when 
developing an international cooperative program.  The Defense Technology Security 
Administration, in concert with DoD Component technology security organizations, is the focal 

  Program managers should contact their DoD 
Component technology security 
point within the DoD for technology security.

organization early enough in the process to ensure that 
technology security factors that may affect cooperative efforts are taken into consideration. 

The program manager should consider technology release in the initial planning of an 
international cooperative program through a review of National Disclosure Policy foreign 
disclosure guidance and development of the foreign disclosure and export control elements of 
program’s Technology Assessment/Control Plan

the 
.  Early consideration of National Disclosure 

Policy requirements and foreign disclosure/export control planning in an international 
cooperative program should enable the international program to avoid major cost, schedule, and 
performance goal impacts. 

DoD Instruction 5000.2, paragraphs 3.4.2, 3.7.1, and Table E3.T2., establish international 
cooperative program protection policy.  Chapter 8 of this Guidebook provides additional insights 
into this policy. 



 

 

11.2.1.3.1. Classification Guide 
 In addition to the Program Protection Plan required by all programs containing Critical 

Program Information, DoD Directive 5200.1 requires international programs to develop a 
class

nd 

eements streamlined procedures

ification guide for all programs containing classified information of either party.  The 
classification guide identifies the items or information to be protected in the Program, and 
indicates the specific classification to be assigned to each item. 

11.2.1.3.2. Program Security Instruction (PSI) 
A Program Security Instruction (PSI) details security arrangements for the program a

harmonizes the requirements of the Participants’ national laws and regulations.  Using the 
USD(AT&L) international agr  authorized by DoD Instruction 
5000.2, the International Agreements Generator will lead the program manager through the 
considerations for, and the development of, a PSI.  Additional information about the PSI is found
in the International Armaments Cooperation Handbook.

 

If all security arrangements to be used in an international program are in accordance with 
an existing industrial security arrangement between the Participants, a separate PSI is not 
required. 

11.2.1.3.3. Delegation of Disclosure Authority Letter (DDL) 

Per DoD Instruction 5000.2, a written authorization to disclose any classified or controlled 
unclassified information must be obtained prior to entering discussions with potential foreig
partners.  The authorization for release of classified

n 
 information (developed or used during any 

part o
rm of a Delegation of Disclosure Authority Letter (DDL) (DoD Directive 

f the lifecycle of the program) to any potential or actual foreign participants in the program 
will be in the fo
5230.11) or other written authorization issued by the DoD Component Foreign Disclosure 

e. he authorization for release of classified or controlled unclassified information must 
ith DoD Component policies for release of such information. 

Offic  T
comp  w

11.2.1.3.
Prio emonstration phase of an acquisition program with 

substantial international involvement by foreign industry, the program manager should prepare 
an export control TRR as part of their Technology Assessment/Control Plan.  This TRR will 
project when export licenses will be required in support of the acquisition process, and when 
critical milestones regarding national disclosure policy implementation will need to be 
addressed.  The TRR must be consistent with the program’s Technology Assessment /Control 
Plan (TA/CP), security classification guide, and other disclosure guidance. 

s 

techn per, 
cryptogr

ly

4. Technology Release Roadmap (TRR) 
r to the System Design and D

The TRR accomplishes the following: 

- Provides early DoD Component planning for the program’s proposed technology release
to foreign industry consistent with the National Disclosure Policy. 

- Provides early planning for higher-level (i.e., above DoD Component-level) special 
ical reviews and approvals (i.e. Low Observable/Counter Low Observable, anti-tam

aphy) needed in support of proposed technology releases to foreign industry. 



 

 

- Es
cooperat es. 

against t h 
export li
users) fo

11.2.2. 
An 

governm
internati  responsibilities and is binding under 
international law.  IAs are required by U.S. law for all international cooperative projects. 

Per DoD Instruction 5000.2

tablishes a detailed export license approval planning process for U.S.-foreign industry 
ion to meet critical program and contract timelin

The TRR includes three sections: 1) A timeline mapping key projected export licenses 
he program acquisition schedule; 2) A definition of the technologies involved in eac
cense; and 3) A list of U.S. contractors (exporters) as well as foreign contractors (end 
r each license. 

OUSD(AT&L)-Related International Agreement Procedures 
International Agreement (IA) is any agreement concluded with one or more foreign 
ents including their agencies, instrumentalities, or political subdivisions, or with an 
onal organization.  The IA delineates respective

, all AT&L-related international agreements may use the 
USD(AT&L)-issued streamlined procedures found in this Guidebook and in the International 
Armaments Cooperation Handbook, rather than following the lengthy documentation 
requirements mandated by DoD Directive 5530.3, International Agreements.

11.2.2.1. Preparation and Documentation 
The following considerations apply to the preparation of and documentation associated with 

AT&L-related international agreements: 

• 
 recent version of DoD International Agreement Generator

• Program managers or project leaders consult with the DoD Component’s international 
programs organization, as well as foreign disclosure, legal, and comptroller personnel, 
to develop international agreements. 
The DoD Components develop international agreements in accordance with the 
provisions of the most  

• rnational agreement negotiations, the DoD Components 

bes the DoD Component’s proposed approach to negotiations. 
 

f the Department of Defense. 

computer software. 
Prior to initiating formal inte
prepare a Request for Authority to Develop and Negotiate (RAD) that consists of a 
cover document requesting such authority and a Summary Statement of Intent (SSOI) 
that descri

• Prior to signing an international agreement, the DoD Components prepare a Request for
Final Approval (RFA) that consists of a cover document requesting such authority, a 
revised SSOI that describes the outcome of negotiations, and the full text of the 
international agreement to be signed on behalf o

• The DoD Components use the Coordination Process described in section 11.2.2.3 for 
both the Request for Authority to Develop and Negotiate and the Request for Final 
Approval. 

11.2.2.2.
OU

agreeme
•  the following agreement process guidance: 

 OUSD(AT&L) Oversight 
SD(AT&L)/International Cooperation (IC) provides the following international 
nt oversight support: 
Approves and makes available



 

 

o Request for Authority to Develop (RAD); 
o Request for Final Approval  (RFA); 
o Summary Statement of Intent  (SSOI); 
o Arms Export Control Act Section 27 Project Certification format requirements; 

and 
o DoD International Agreement Generator computer software. 

• Approves the following agreement process actions: 
o RADs and RFAs for Memoranda of Understanding (MOU)/Memoranda of 

Agreement (MOA); 
o Project Agreements and Arrangements (PAs); 
o Arms Export Control Act Section 65 Loan Agreements; 
o End-User Certificate (EUC) Waivers (See DoD Directive 2040.3.); 
o The Foreign Military Sales of items which have not completed operational test and 

evaluation successfully (Yockey Waivers); and 
o DoD Component requests for DoD International Agreement Generator text 

deviations or waivers requested in RAD and RFA submissions. 
• Delegates PA negotiation authority under the Streamlining I approval process to 

specifically designated DoD Components. 
• Certifies DoD Component international agreement processes to the Streamlining II 

standards described in paragraph 11.2.2.3.2 prior to delegation of RAD/RFA authority 
to a DoD Component. 

• Decertifies a DoD Component international agreement process in the event minimum 
quality standards are not maintained. 

• Resolves RAD/RFA coordination process disputes. 
• Supports satisfaction of the following statutory requirements: 

o Obtains USD(AT&L) determination under 10 U.S.C. 2350a(b) for all international 
agreements that rely upon this statute as their legal authority; 

o Notifies Congress of all Arms Export Control Act Section 27 (see 22 U.S.C. 
Section 2767, "Authority of President to enter into cooperative projects with 
friendly foreign countries") international agreements a minimum of 30 calendar 
days prior to authorizing agreement signature; and 

o Conducts interagency coordination with the Department of State, Department of 
Commerce, and the Department of the Treasury (see 22 U.S.C. 2767 and DoD 
Directive 5530.3). 

11.2.2.3. Coordination Processes 

There are two accredited international agreement coordination processes: Streamlining I 
and Streamlining II. 

11.2.2.3.1. International Agreement Streamlining I Process 



 

 

OUSD(AT&L)/IC uses the following Streamlining I process unless it has delegated 
coordination authority to the DoD Component: 

Request for Authority to Develop and Negotiate (RAD) MOUs and MOAs.  The DoD 
Component prepares the RAD and obtains OUSD(AT&L)/IC approval prior to initiating MOU 
or MOA negotiations.  If applicable, the DoD Component develops and submits Coalition 
Warfare (CW) Initiative funding requests associated with the RAD, in accordance with the CW 
Management Plan.  OUSD(AT&L)/IC conducts DoD and interagency coordination, as 
appropriate, using a standard review period of 21 working days, which may expedited at 
OUSD(AT&L)/IC's discretion. 

Request for Authority to Develop and Negotiate (RAD) PAs and Section 65 Loan 
Agreements.  Unless OUSD(AT&L)/IC delegates PA negotiation authority, the DoD 
Component prepares a RAD and obtains OUSD(AT&L)/IC approval prior to initiating    
Program Authorization (PA) or Section 65 Loan Agreement negotiations.  OUSD(AT&L)/IC 
conducts interagency coordination, as appropriate, using a standard review period of 15 working 
days, which may be expedited at OUSD(AT&L)/IC's discretion. 

Negotiation.  Generally, within 9 months of receipt of RAD authority, the DoD Component 
negotiates the international agreement in accordance with the provisions of the most recent 
version of DoD International Agreement Generator. 

Request for Final Approval to Conclude (RFA) MOUs and MOAs.  The DoD 
Component prepares the RFA and obtains OUSD(AT&L)/IC approval prior to signing the MOU 
or MOA.  RFAs for agreements relying upon Arms Export Control Act (AECA) Section 27 of 
the Arms Export Control Act as the legal authority for the international agreement will also 
include a Project Certification.  OUSD(AT&L)/IC conducts interagency coordination, as 
appropriate, based upon a standard review period of 21 working days, which may be expedited at 
OUSD(AT&L)/IC's discretion.  OUSD(AT&L)/IC provides Congress with any required AECA 
Section 27 notifications. 

Request for Final Approval to Conclude (RFA) PAs and Section 65 Loan Agreements.  
The DoD Component submits RFAs notifying OUSD(AT&L)/IC of its intention to sign PAs and 
Section 65 Loan Agreements prior to concluding such agreements.  AT&L/IC conducts 
interagency coordination, as appropriate, based upon a review period of 15 working days, which 
may be expedited at OUSD(AT&L)/IC's discretion.  OUSD(AT&L)/IC provides Congress with 
any required AECA Section 27 notifications. 

11.2.2.3.2. International Agreement Streamlining II Process 
OUSD(AT&L)/IC may delegate approval authority for the Request for Authority to 

Develop and Negotiate/Request for Final Approval (RAD/RFA) for all international agreements 
associated with programs with a total program value of less than $25M (in FY01 constant 
dollars) and for Acquisition Category II and Acquisition Category III programs to the DoD 
Component Acquisition Executive.  The DoD Component Acquisition Executive may 
subsequently re-delegate RAD/RFA authority for programs with a total program value of less 
that $10M (in FY01 constant dollars) and Acquisition Category III programs to the Head of the 
DoD Component’s international programs organization.  The following procedures will apply: 



 

 

• The DoD Components will obtain the concurrence of their legal, financial management, 
and foreign disclosure organizations prior to approving RADs/RFAs. 

•  of Intent to Negotiate (NINs) or Notices of 

ational agreement text to be signed, plus an AECA 
 

• The DoD Components will forward coordination disputes to OUSD(AT&L)/IC for 
resolution. 
The DoD Components will send Notices
Intent to Conclude (NICs) to OUSD(AT&L)/IC for all approved RADs and RFAs.  
NINs will include the DoD Component’s approval document and program SSOI.  NICs 
will also include the final intern
Section 27 Project Certification, if required.  The DoD Components will not sign
international agreements until a 15-working-day period (for PAs and Loans) or 21-
working-day period (for MOUs) after AT&L/IC receipt of the NIC has elapsed and any 
required 10 U.S.C. 2350a approval or Arms Export Control Act (AECA) Section 27 
Congressional notification process has been completed. 

• OUSD(AT&L/IC) may, at its discretion, decide to waive these rules on a case-by-case 
basis and require that certain agreements receive specific OUSD(AT&L/IC) approva
before conclusion. 

• OUSD(AT&L)/IC will use Notices of Intent to Negotiate (NINs), NICs and other relevant 
information to verify DoD Component

l 

 international agreement process quality. 

Cross-Servicing Agreements (ACSA) 

. 

• Generally, within 9 months of receipt of RAD authority, DoD Component personnel 
will negotiate the international agreement in accordance with the provisions of the most 
recent version of DoD International Agreement Generator. 

11.2.3. Acquisition and 
Acquisition and Cross-Servicing Agreements are bilateral international agreements that 

allow for the provision of cooperative logistics support under the authority granted in 10 U.S.C
Sections 2341-2350.  They are governed by DoD Directive 2010.9, “Acquisition and Cross-
Servicing Agreements” and implemented by CJCS Instruction 2120.1, “Acquisition and Cro
Servicing Agreements.”  ACSAs are intended to provide an alternative acquisi

ss-
tion option for 

logistics support in support of exercises or exigencies. 

11.2.3.1. Types of Acquisition and Cross-Servicing Agreements (ACSA) Authorities 
Title 10 of the United States Code provides two legal authorities for foreign logistic 

support, supplies, and services: an Acquisition-only Authority, and a Cross-Servicing Authority, 
which includes an acquisition authority and a transfer authority. 

Acquisition-Only Authority.  10 U.S.C. 2341, “Authority to acquire logistic support, 
supplies, and services for elements of the armed forces deployed outside the United States,” 
authorizes elements of the U.S. Armed Forces, when deployed outside the United States, to 
acquire logistic support, supplies, and services from eligible foreign entities on a reimbursable 
basis.  The authority is not reciprocal and does not require an approved ACSA in place.  
Acquisition-only authority may be used with the governments of NATO members, NATO and its 
subsidiary bodies, the United Nations Organization, any regional organization of which the 
United States is a member, and any other countries which meet one or more of the following 
criteria: 



 

 

• Has a defense alliance with the United States; 
• Permits the stationing of members of the armed forces in such country or the home 

ed 
forces in such country. 

porting of naval vessels of the United States in such country; 
• Has agreed to preposition materiel of the United States in such country; or 
• Serves as the host country to military exercises which include elements of the arm

forces or permits other military operations by the armed 

Cross-Servicing Authority.  10 U.S.C. 2342, “Cross-servicing agreements,” authorizes the
Department of Defense, upo

 
n coordination with the Secretary of State, to conclude reciprocal 

agree  

em is maintained by the Director for Logistics, The 

ments with foreign countries and regional and international organizations for the provision
of logistics, support, supplies and services.  A current listing of these agreements and countries 
and organizations eligible to negotiate th
Joint Staff (J-4).  DoD Directive 2010.9  provides the official process for nominating countries 
for eligibility for such agreements as well as for concluding them. 

11.2.3.2. Permitted and Prohibited Uses of Acquisition and Cross-Servicing Agreements 
(ACSA) 

ACSA is for the transfer of logistics, support, supplies, and services only.  Per Section 4.5 
of DoD Directive 2010.9, items that may not be acquired or transferred under ACSA authority 
include weapons systems; the initial quantities of replacement and spare parts for major end 
items of equipment covered by tables of organization and equipment, tables of allowances and 
distribution, or equivalent documents; and major end items of equipment.  Specific items that 
may not be acquired or transferred under ACSA authority include guided missiles; naval mines 
and torpedoes; nuclear ammunition and included items such as warheads, warhead sections, 
projectiles, demolition munitions, and training ammunition; cartridge and propellant-actuated 
devices; chaff and chaff dispensers; guidance kits for bombs or other ammunition; and chemical 
ammunition (other than riot control agents).  General purpose vehicles and other items of non-
lethal military equipment not designated as Significant Military Equipment on the United States 
Munitions List promulgated pursuant to 22 U.S.C. 2778, may be leased or loaned for temporary 
use.  Specific questions on the applicability of certain items should be referred to the Combatant 
Command's legal office for review and approval. 

11.2.3.3. Repayment of ACSA Obligations 
 
 

Replacement in Kind (RIK).  RIK allows the party receiving supplies or services under 
the ACSA to reconcile their obligation via the provision or supplies and services of an identical 
or substantially identical nature to the ones received.  As an example, a country may provide 
extra water to the United States during a training exercise with the proviso that the United States 
will provide the same amount of water during a future exercise. 

In addition to the use of cash and subject to the agreement of the parties, ACSA obligations
may be reconciled by either Replacement-in-Kind or Equal Value Exchange.  ACSA obligations
not repaid by Replacement-in-Kind or Equal Value Exchange automatically convert to cash 
obligations after one year. 



 

 

Equal Value Exchange (EVE).  EVE enables the party receiving supplies or services 
under the ACSA to reconcile their obligation via the provision of supplies or services that are 
considered to by both parties to be of an equal value to those received.  As an example, a country 
may provide extra water to the United States during a training exercise in exchange for the 
United States providing extra ammunition. 

11.2.3.4. ACSA Implementation 

DoD Directive 2010.9 and CJCS Instruction 2120.1 provide management guidance on 
initiating ACSA orders, receiving support, reconciling bills, and maintaining records.  As this is 
a Combatant Command-managed program, organizations interested in acquiring logistics, 
support, supplies and services should work through the applicable logistics branch to receive 
further guidance on this topic. 

11.2.4. Summary of International Cooperation Guidance and Resources 
International cooperation offers the opportunity to achieve cost savings from the earliest 

phases of Pre-Systems Acquisition throughout the life cycle, while enhancing interoperability 
with coalition partners.  All DoD acquisition personnel, in consultation with the appropriate 
international programs organizations, should strive to identify and pursue international 
cooperative programs in accordance with DoD 5000 policy.  Specific topics are found in the 
OSD/IC International Armaments Cooperation Handbook at the OSD/IC website. 

11.3.
The

monitor 
that acco

 Integrated Program Management 
 program manager should obtain integrated cost and schedule performance data to 
program execution, and require contractors to use internal management control systems 
mplish the following (see DoD Instruction 5000.2): 
Produce data that indicate work progress; 
Properly relate cost, schedule, and technical accomplishment; 
Are valid, timely and able to be audited; and 
Provide DoD program managers with information at a practical level of summarization. 

• 
• 
• 
• 

 
that cont
performa

Unless waived by the Milestone Decision Authority, the program manager should require
ractors’ management information systems used in planning and controlling contract 
nce meet the Earned Value Management Systems guidelines set forth in American 

National Standards Institute (ANSI)/EIA 748-98, Chapter 2.  The program manager should not
 contractor to change its system, provided it meets these guidelines.  The program
 should not impose a single system or specific method of management control. 

Earned Value Management (EVM) 

 
require a  
manager

11.3.1. 
EVM is a key tool in the management and oversight of Major Defense Acquisition 

Programs.  It is a management system that has evolved from combining both Government 
management requirements and Industry best practices.  To access a variety of information related 
to EVM, go to the  EVM Special Interest Area located on the Acquisition Community 
Connection (ACC)  web site. 



 

 

11.3.1.1.  EVM Applicability 
Earned Value Management Systems guidelines apply to contracts, subcontracts, other 

transaction agreements, and intra-government work agreements with a value of: 

• $315 million or more (in FY 2000 constant dollars) for procurement or operations and 
maintenance. 

The program manager should apply EVMS guidelines on applicable contracts within 
acquisition, upgrade, modification, or materiel maintenance programs, including highly sensitive 
classified programs, major construction programs, and other transaction agreements.  EVMS 
guidelines apply to contracts executed with foreign governments, project work performed in 
government facilities, and contracts by specialized organizations such as the Defense Advanced 

• $73 million or more (in FY 2000 constant dollars) for research, development, test, and 
evaluation, or 

Research Projects Agency. 

A contract that does not require compliance with EVMS guidelines, but for which the DoD 
Component(s) requires more data than is available on the Cost/Schedule Status Report (C/SSR) 
may require a Cost Performance Report (CPR).  CPR formats, level of detail, frequency, and 
variance analysis should be limited to the minimum necessary for effective management control. 

The program manager may require compliance with EVMS guidelines or C/SSR 
requirements on firm fixed-price (FFP) contracts (including FFP contracts with economic price 
adjustment provisions), time and materials contracts, and contracts that consist mostly of level-
of-effort work if cost and schedule visibility is deemed appropriate based on the level of risk to 
the governm

11.3.1.2. EVM Execution 
The program manager should use DFARS clauses 252.234-7000

ent. 

 and 252.234-7001 to place 
EVMS requirements in solicitations and contracts. 

s guidelinesEarned Value Management System  should not be used as a basis for 
reimb s

11.3.
The

effective f 
this infor ture used to 
prepa

a Reporting (CCDR) 
efense uses to collect data on the 

costs

ur ing costs or making progress payments. 

2. Contract Management Reporting 

 reports described in this section apply to all defense contracts.  They help to ensure 
 program management.  The use of electronic media is preferred unless disclosure o
mation would compromise national security.  The Work Breakdown Struc

re these reports should conform to the program Work Breakdown Structure.  Except for 
high-cost or high-risk elements, the required level of reporting detail should not exceed level 
three of the contract Work Breakdown Structure. 

11.3.2.1. Contractor Cost Dat

CCDR is the primary means that the Department of D
 incurred by DoD contractors in performing DoD programs (Acquisition Category ID and 

IC).  DoD Instruction 5000.2, makes CCDR mandatory.  This data enables reasonable program 
cost estimates and satisfies other analytical requirements.  The Chair, Cost Analysis 



 

 

ut 

at more 
02 constant dollars).  CCDR reporting is not required for contracts 

priced below $7 million.  The CCDR requirement on high-risk or high-technical-interest 
contracts priced between $7 and $50 million is left to the discretion of the Cost Working-Level 
Integrated Product Team. 

Exclusions.  CCDR reporting is not required for procurement of commercial systems, or 
for non-commercial systems bought under competitively awarded, firm fixed-price contracts, as 
long as com

nd forward it to the Chair, CAIG, for approval.  
CCDR plan approval should occur before issuing industry a solicitation for integration contracts.  
The CCDR plan reflects the proposed collection of cost data, by Work Breakdown Structure, for 
a pro m d the reporting frequency. 

ing the CCDR plan and appropriately 
defin

ccomplishes 
the following: 

• Ensures that policies and procedures are established for implementing CCDR, including 
CCDR data storage and distribution to appropriate DoD officials. 

• Reviews all Acquisition Category I program CCDR plans and CCDR plan changes for 
compliance with CCDR guidance and the program Work Breakdown Structure, and 
forwards same to the CAIG. 

• Advises the Chair, CAIG, annually, of the status of all CCDR programs, and addresses 
delinquent or deficient CCDR and its remedial action. 

The Defense Cost and Resource Center

Improvement Group (CAIG), ensures consistent and appropriate CCDR application througho
the Department of Defense by defining the format for submission of CCDRs and CCDR system 
policies, and by monitoring implementation. 

CCDR coverage extends from Milestone B or equivalent to the completion of production in 
accordance with procedures described in this section.  Unless waived by the Chair, CAIG, 
CCDR reporting is required on all major contracts and subcontracts that support Acquisition 
Category ID and IC programs, regardless of contract type, when the contracts are valued 
than $50 million (FY 20

petitive conditions continue to exist. 

Reporting.  For Acquisition Category ID and IC programs, the program manager should 
use the IPPD process to develop the CCDR plan a

gra .  The plan describes the report format to be used an

A cost-effective reporting system requires tailor
ing the program Work Breakdown Structure. 

To support CCDR, each DoD Component designates, by title, an official who a

 periodically assesses the need for field reviews of 
contractor implementation of CCDR for Acquisition Category ID and IC programs.  DoD 
Component Cost Centers assess the need for field reviews of less than Acquisition Category I 
programs. 

The following general guidelines apply to all Acquisition Category ID, IC, II, and III 
programs.  In general, the level of detail and frequency of reporting of Acquisition Category II 
and III programs is normally less than the level and frequency applied to Acquisition Category I 
programs: 

• Level of Cost Reporting.  Routine reporting is at the contract Work Breakdown 
Structure level three for prime contractors and key subcontractors.  Only low-level 
elements that address high-risk, high-value, or high-technical-interest areas of a 



 

 

program require detailed reporting below level three.  The Cost WIPT identifies these 
lower-level elements early in CCDR planning. 

• Frequency.  The Cost WIPT defines CCDR frequency for development and production 
contracts to meet the needs of the program for cost data early in CCDR planning.  
CCDRs are fundamentally a “returned” (or actual) cost reporting system.  Contractors 
generally do not need to file cost data while work is still pending.  Thus, for production 
contracts, contractors normally submit CCDR reports upon the delivery of each annual 
lot.  For developmental contracts, the contractor typically files CCDR reports after 
major events such as first flight or completion of prototype lot fabrication, before major 
milestones, and upon contract completion.  In general, quarterly or annual reporting 
requirements do not meet the above guidance. 

11.3.2.2. Cost Performance Report (CPR) 

The program manager should obtain a CPR (DD Form 2734/1, 2734/2, 2734/3, 2734/4, and 
2734/5) on all contracts that meet or exceed the Earned Value Management System (EVMS) 
dollar thresholds and therefore require compliance with EVMS guidelines.  The CPR provides 
contract cost and schedule performance for program management.  It also provides early 

management actions to resolve such problems.  Program managers should use DID DI-MGMT-
81466 to obtain the CPR.  The following guidance applies: 

• Flexibly-priced (e.g., fixed-price incentive or cost-type) contracts that do not require 
compliance with EVMS guidelines, but for which the DoD Components require more 
data than is available on the C/SSR may require CPRs.  CPR formats, level of detail, 
frequency, and variance analysis is limited to the minimum necessary for effective 
management control. 

• Firm Fixed Price contracts do not require CPRs unless unusual circumstances dictate 
cost and schedule visibility. 

• Systems used for internal contractor management may summarize and report data for 
the CPR. 

• The program manager should tailor the CPR to the minimum required data.  The 
contracting officer and contractor should negotiate and specify all reporting provisions 
in the con nce analysis requirements, and the 
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it assessment of their likely effect on future performance on the 
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indications of both contract cost and schedule problems and the effect of implemented 

tract, including reporting frequency, varia
contract Work Breakdown Structure to report. 

• The CPR should be the primary means of documenting the on-going communicatio
between the contractor and the program manager to report cost and schedule trends to 
date, and to perm
contract. 

• CPRs should be provided via electronic methods, such as electronic access to 
contractors’ internal databases, or via Electronic Data Interchange using the America
National Standards Institute Accredited Standards Committee X12 transaction set for
Project Cost Reporting (839). 



 

 

11.3.2.3. Cost/Schedule Status Report (C/SSR) 
The Cost/Schedule Status Report (C/SSR) applies to contracts, subcontracts, other 

transaction agreements, or intra-Government work agreements below the dollar thresholds of 
Earned Value Management and over 12 months in duration, unless the program manager requ
EVMS compliance.  Use DFARS Clauses 252.242-7005

ires 
 and 252.242-7006 to place C/SSR 

requirements in solicitations and contracts. 

The program manager obtains a C/SSR (DD Form 2735) on contracts over 12 months in 
duration, when the Cost Performance Report does not apply.  The C/SSR provides contract c
and schedule performance information for program management.  The C/SSR has no specific 
application thresholds; however, the program manager should carefully evaluate application to 

ost 

contr
 

uld not require the C/SSR unless unusual circumstances dictate cost and 
sched

acts of less than $6.3 million (FY 2000 constant dollars).  The program manager should 
require only the minimum information necessary for effective management control.  Firm Fixed
Price contracts sho

ule visibility.  Program managers use DID DI-MGMT-81467 to obtain the C/SSR. 

C/SSRs should be provided via electronic methods, such as electronic access to contractors’ 
internal databases, or via Electronic Data Interchange using the American National Standards 
Institute Accredited Standards Committee X12 transaction set for Project Cost Reporting (839).

11.3.2.4. Contract Funds Status Report (CFSR) 
The program manager obtains a CFSR (DD Form 1586, “Contract Funds Status”) on 

contracts over 6 months in duration.  The CFSR provides the DoD Components with information 
to update and forecast contract funding requirements; to plan and decide on funding changes; to 
develop funding requirements and budget estimates in support of approved programs; and to 
determine funds in excess of contract needs and available to be deobligated.  s 
use D

Program manager
ID DI-MGMT-81468 to obtain the CFSR. 

The CFSR has no specific application thresholds; however, the program manager should 
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11.3.3. eport (SRDR) 
ve the ability of the Department 
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Software Resources Data R
SRDR is a recent initiative with a primary purpose to impro

of Defense to estimate the costs of software intensive programs.  DoD Instruction 50  
requires that data be collected from software development efforts—with a projected value greater 
than $25 million (FY 2002 dollars)—contained within major automated information systems 
(Acquisition Category IA) and major defense acquisition programs (Acquisition Category IC and 
Acquisition Category ID). 



 

 

needed for the development.  There are three 
specific data items to be provided:   

.  Initial Government Report (DD Form 2630-1

Data collected from applicable projects describe the type and size of the software 
development, and the schedule and labor resources 

1 ), records the government program 
manager’s estimate-at-completion for the project.  This report is due 180 days prior to contract 
award, and is forwarded as part of the Cost Analysis Requirements Description. 

2.  The Initial Developer Report (DD Form 2630-2), records the initial estimates by the 
developer (i.e., contractor or government central design activity).  This report is due 60 days 
after contract award. 

3.  The Final Developer Report (DD Form 2630-3), is used to report actual experience.  
This item is due within 60 days after final delivery. 

For particularly small or large software developments, the program manger may choose to 
shorten or lengthen the submission deadlines, accordingly.  Also, for projects with multiple 
releases, the program manager may elect to combine the SRDR reporting of incremental releases 
within a single contract, and provide SRDR data items for the overall project. 

Further information is available in an on-line SRDR Manual.  This manual provides 
additional background and technical details about the data collection.  In particular, the manual 
contains information about the process by which each project defines, collects, and submits the 
data.  The manual also contains sample data items, and provides suggested language to include in 
a request for proposal for this reporting requirement. 

11.3.4. Integrated Baseline Reviews 
Program managers and their technical staffs or Working-Level Integrated Product Teams 

should evaluate contract performance risks inherent in the contractor’s planning baseline.  This 
evaluation should be initiated within 6 months after contract award or intra-Government 
agreement is reached for all contracts requiring Earned Value Management Systems (EVMS) or 
Cost/Schedule Status Report (C/SSR) compliance.  See the Government—Industry Integrated 
Baseline Review Handbook for further assistance with these reviews.  Chapter 4 includes a brief 
overview of this technical review. 

11.3.5. Quality 

Government Contract Quality Assurance (GCQA) determines if contractual requirements 
have been met prior to acceptance of supplies and services.  The contractor is responsible for 
controlling product quality.  Detailed guidance on when to require GCQA at source or 
destination is contained in the FAR, Part 46.  In general, a program manager may require GCQA, 
including specific inspections and/or tests, at the source when needed to ensure product safety or 
verify mission-critical characteristics or when the contractor is experiencing or exhibiting 
difficulty controlling product characteristics. 

Defense Contract Management Agency (DCMA) quality assurance personnel conduct 
GCQA as identified in contract administration delegations to DCMA by the Contracting Officer.  
The responsible engineering authority should ensure that appropriate product specifications, 
drawings, and inspection and test instructions, including critical characteristics, are available 



 

 

and/or identified for use by DCMA quality assurance specialists when GCQA is required at the 
source.  GCQA at the source may include one or more of the following: 

• Kind, Count, and Condition.  This involves inspection of a product to determine type 
and kind; quantity; condition; operability (if readily determinable); and preservation, 
packaging, and marking (if applicable). 

• Physical Inspection.  Physical inspections require that quality assurance specialists 
inspect and/or test a finished manufactured product or sample to product specifications, 
drawing, or other instructions. 

• Contractor Processes.  DCMA can contract for quality assurance of contractor 
processes to include process proofing and product audits as part of its source inspection 
process.  Process proofing consists of assessing contractor processes and production line 
procedures to establish confidence that items produced meet contract requirements. 

Due to limited resources, DCMA quality assurance specialists tailor GCQA to the product 
and contract requirements.  To assure that appropriate source inspection is accomplished, the 
program manager should identify any critical product features/characteristics to the DCMA 
quality assurance representative, and for complex items or items that have critical applications or 
unusual requirements, the program manager should use a Quality Assurance Letter of Instruction 
to provide specific inspection/test instructions. 

GCQA at the destination may include kind, count, and condition and/or physical inspection.  
The program manager (or engineering authority) should ensure that appropriate inspection and/or 
test procedures and equipment are available when items are to be accepted at the destination. 

11.4. Risk Management 
The program manager and others in the acquisition process should take an active role in 

identifying and understanding program uncertainties, whether they have a negative or positive 
impact on the program baseline.  An assessment of cost, schedule, or performance against a 
program baseline is not credible or realistic if uncertainties are not recognized and in some 
manner incorporated into estimates and assessments in a transparent manner. 

The impact of uncertainty in particular areas of the program, on particular estimates and 
assessments, should be analyzed and understood. 

To obtain additional information related to Risk Management such as: various risk 
management processes, assessment techniques, handling methods, and monitoring tools, go to 
the HRisk Management Community of PracticeH at the HAcquisition Community ConnectionH; or go 
to the HRisk Management Guide for DoD Acquisition, Fifth Edition (Version 2.0) Defense 
Acquisition University.H 

11.5. Knowledge-Based Acquisition 
Knowledge-based acquisition is a management approach which requires adequate 

knowledge at critical junctures (i.e., knowledge points) throughout the acquisition process to 
make informed decisions.  HDoD Directive 5000.1 H calls for sufficient knowledge to reduce the 
risk associated with program initiation, system demonstration, and full-rate production.  DoD 
Instruction 5000.2 provides a partial listing of the types of knowledge, based on demonstrated 



 

 

accomplishments, that enable accurate assessments of Htechnology and design maturityH and 
Hproduction readinessH. 

Implicit in this approach is the need to conduct the activities that capture relevant, product 
development knowledge.  And that might mean additional time and dollars.  However, 
knowledge provides the decision maker with higher degrees of certainty, and enables the 
program manager to deliver timely, affordable, quality products. 

The following knowledge points and ensuing considerations coincide with decisions along 
the acquisition framework: 

Program Initiation.  Knowledge should indicate a match between the needed capability 
and available resources before a program starts.  In this sense, resources is defined broadly, to 
include technology, time, and funding. 

Considering the knowledge associated with technology, the knowledge should be based on 
demonstrated accomplishments.  By requiring proven technology before a program starts, we 
reduce uncertainty.  Rather than addressing technology development and product development, 
the program manager and Milestone Decision Authority can focus on product development, 
because they know the technology is available.  DoD Instruction 5000.2 enforces this concept 
with the following policy: 

…Technology developed in S&T or procured from industry or other sources shall 
have been demonstrated in a relevant environment or, preferably, in an operational 
environment to be considered mature enough to use for product development in systems 
integration.  Technology readiness assessments, and where necessary, independent 
assessments, shall be conducted.  If technology is not mature, the DoD Component shall 
use alternative technology that is mature and that can meet the user's needs. 

Design Readiness Review.  Knowledge should indicate that the product can be built 
consistent with cost, schedule, and performance parameters.  This means design stability and the 
expectation of developing one or more workable prototypes or engineering development models.  
HDoD Instruction 5000.2H lists the specific factors that contribute to such knowledge. 

Production Commitment.  Based on the demonstrated performance and reliability of 
prototypes or engineering development models, knowledge prior to the production commitment 
should indicate the product is producible and meets performance criteria.  HDoD Instruction 
5000.2H lists some of the specific factors that contribute to such knowledge. 

Full-Rate Production Decision.  Based on the results of testing initial production articles 
and refining manufacturing processes and support activities, knowledge prior to committing to 
full-rate production should indicate the product is operationally capable; lethal and survivable; 
reliable; supportable; and producible within cost, schedule, and quality targets. 

11.6. Implementing a Performance-Based Business Environment (PBBE) 
A Performance-Based Business Environment relates the business considerations of the 

acquisition strategy to the life-cycle considerations of HSystems EngineeringH, HLife-Cycle 
LogisticsH, and HHuman Systems IntegrationH.  The following considerations apply: 



 

 

• •As part of acquisition reform, the Military Departments and Defense Agencies 
reviewed all military specifications and standards, canceling unnecessary documents, 
replacing many with non-government standards, and rewriting others to state 
requirements in performance terms.  In cases where they defined military-unique 
requirements that could not be restated in performance terms without jeopardizing 
safety, reliability, or performance, the military specifications and standards were 
retained. 

• Today, the Department of Defense relies on more than 30,000 federal and industry 
standards, to include performance specifications, international standardization 
agreements, non-government standards, and commercial item descriptions, as well as 
defense specifications and standards.  In October 2002, the Defense Standardization 
Executive approved aH Joint Materiel Standards RoadmapH, developed in response to a 
June 6, 2001, tasking from the Under Secretary of Defense (Acquisition, Technology, 
and Logistics).  The roadmap defines a course of action to ensure that materiel 
standards used by the Department of Defense, both commercial and government, 
continue to support the warfighters' operational requirements for joint Service and 
coalition interoperability and dramatically reduce the logistics footprint, as articulated 
in the Force-centered Logistics Enterprise.  The objective of the roadmap is to reduce 
the number of endorsed standards to those required to support these objectives and 
enable the development of an automated tool to assist Program Managers. 

• Because of our success in transforming military specifications and standards and the 
way that we apply them on contracts, it is no longer required to obtain a waiver from the 
Milestone Decision Authority to cite military specifications or standards in solicitations 
and contracts.  Elimination of the waiver requirement should not be perceived as a 
return to the “old way of doing business,” where military specifications and standards 
were often routinely applied to contracts.  Every program office should assess 
requirements and apply only those specifications and standards necessary to define 
essential needs and manage risk.  Program Executive Officers, Program Managers, and 
others in the acquisition and technical communities should ensure appropriate use of 
specifications and standards in their programs. 

• The Department of Defense will normally use performance specifications (i.e., DoD 
performance specifications, commercial item descriptions, and performance-based non-
Government standards) when purchasing new systems, major modifications, upgrades 
to current systems, and commercial items for programs in all acquisition categories.  
The Department of Defense additionally will normally emphasize conversion to 
performance specifications for the re-procurement of existing systems where supported 
by a business case analysis; for programs in all acquisition categories. 

• If performance specifications are not practicable, or if stating requirements in 
performance terms is not practicable because of essential interface or interoperability 
requirements, the Department of Defense may state its needs using prescriptive 
requirements (i.e. dimensions, materials, etc.).. 



 

 

• The most recent version of MIL-STD-882, DoD Standard Practice for System Safety, 
listed in the HASSIST databaseH, should be used to manage a program's HEnvironmental, 
Safety, and Occupational Health (ESOH) risksH. 

• Military specifications and standards contained in contracts and product configuration 
technical data packages for re-procurement of items already in inventory should: 
o Be streamlined to remove non-value-added management, process, and oversight 

specifications and standards; 
o When justified as economically beneficial over the remaining product life cycle by 

a business case analysis, be converted to performance-based acquisition and form, 
fit, function, and interface specifications to support programs in on-going 
procurement, future re-procurement, and post-production support. 

• The HDirector, Naval Nuclear PropulsionH, determines the specifications and standards for 
naval nuclear propulsion plants in accordance with H42 U.S.C. 7158H and E.O. 12344. 

• HDoD Instruction 4120.24H and HDoD 4120.24-MH contain additional standardization 
guidance. 

The program manager should structure a PBBE to accomplish the following: 
• Convey product definition to industry in performance terms; 
• Use systems engineering and management practices, including affordability, HIntegrated 

Product and Process DevelopmentH, and support, to fully integrate total life-cycle 
considerations; 

• Emphasize past performance; 
• Motivate process efficiency and effectiveness up and down the entire supplier base–

primes, subcontractors and vendors–through the use of contractor-chosen commercial 
products, practices, and processes; 

• Encourage life-cycle Hrisk management H versus risk avoidance; 
• Simplify acquisition; 
• Transfer acquisition tasks to industry where cost effective, risk-acceptable, and where 

commercial capabilities exist; and 
• Use performance specifications or convert to performance specifications during 

reprocurement of systems, subsystems, components, spares, and services beyond the 
initial production contract award; and during post-production support to facilitate 
technology insertion and modernization of operational weapons systems. 

Systems that benefit from a PBBE include highly interoperable systems, high-tech/high-
cost systems, high return on investment systems, systems requiring a high degree of logistics 
readiness and/or technology insertion opportunity, and/or systems with a high total ownership 
cost and/or a long predicted life. 

11.7. Total Life Cycle Systems Management (TLCSM) 
The TLCSM approach to major systems decision making is a way to account for some of 

the total ownership categories that are difficult to address.  The TLCSM approach, which is 



 

 

principally a Program Manager responsibility, requires programs to base major decisions on 
system-wide analyses and the life-cycle consequences of those decisions on system performance 
and affordability.  Examples of these analyses are the business cases and cost estimates that 
support the acquisition (i.e., affordability assessments, analyses of alternatives, cost-performance 
trades, and iterative establishment of program cost goals).  The refined, detailed, and discrete 
life-cycle cost estimates used within the program office should support internal, program office 
decision making such as the evaluation of engineering changes or in competitive source 
selections. 

11.8. Integrated Product and Process Development (IPPD) 
IPPD is the DoD management technique that simultaneously integrates all essential 

acquisition activities through the use of multidisciplinary teams to optimize design, 
manufacturing, and supportability processes.  One of the key IPPD tenets is multidisciplinary 
teamwork through HIntegrated Product Teams H. 

IPPD facilitates meeting cost and performance objectives from product concept through 
production, including field support.  The 10 tenets of IPPD can be summarized into the following 
5 principles: 

• Customer Focus 
• Concurrent Development of Products and Processes 
• Early and Continuous Life-Cycle Planning 
• Proactive Identification and Management of Risk 
• Maximum Flexibility for Optimization and Use of Contractor Approaches 

11.9. Technical Representatives at Contractor Facilities 

Program managers should maximize the use of HDefense Contract Management Agency 
(DCMA) H personnel at contractor facilities.  Program managers and DCMA Contract Management 
Offices should jointly develop and approve program support plans for all Acquisition Category I 
program contracts to ensure agreement on contract oversight needs and perspectives. 

The program manager should only assign technical representatives to a contractor’s facility 
as necessary, and as agreed to by the Director, DCMA.  A Memorandum of Agreement should 
specify the duties of the technical representative and establish coordination and communication 
activities.  Technical representatives shall not perform contract administration duties as outlined 
in HFederal Acquisition RegulationH (FAR) Section 42.302(a). 

11.10. Contractor Councils 

DCMA supports the formation of management, sector, and/or corporate councils by each 
prime contractor under DCMA cognizance that provide Acquisition Category I, Acquisition 
Category IA, or Acquisition Category II program support.  These councils provide an interface 
with the Contract Management Office Commander; the HDefense Contract Audit Agency 
Resident Auditor;H representatives from all affected acquisition management activities (including 
program managers, Item Managers, and Standard Procurement System Component Team 
Leaders), or designated representatives for any of the above listed individuals.  Acquisition 



 

 

managers or designees should support both council activities and council-sponsored Working-
Level Integrated Product Teams.  Acquisition managers should assist the councils and keep all 
the stakeholders informed about issues affecting multiple acquisition programs, work issues 
quickly, and elevate unresolved issues to appropriate levels for resolution.  These councils may 
identify and propose acquisition process streamlining improvements.  Acquisition managers 
should assist and encourage councils to coordinate and integrate program audit and review 
activity, support and promote civil-military integration initiatives, and accept contractor Standard 
Procurement System proposals and other ideas that reduce total ownership cost while meeting 
performance-based specifications. 

The program office staff should interface with contractors' councils, keeping in mind that 
such councils are not Federal Advisory Committees under HFACAH.  The staff may find that these 
councils strengthen the corporate relationship with the Department of Defense, provide an 
interface between company representatives and acquisition managers, communicate acquisition 
reform initiatives, or even resolve issues.  In leading corporate endeavors, such as Standard 
Procurement System proposals, civil-military integration ideas, or other initiatives designed to 
achieve efficiencies for the company, these councils may ultimately produce savings for the 
Government. 

11.11. Government Property in the Possession of Contractors (GPPC) 
All program managers who own or use GPPC should emphasize reducing GPPC and 

prevent unnecessary additions of GPPC.  The program manager should assign GPPC 
management authority within the program office, and identify needed actions, reviews, and 
reports.  The management of all GPPC, special tooling, and special test equipment, and decisions 
about retention, disposition, and delivery requirements should be well informed and timely.  
Government property left with the contractor but not needed for performance of the contract 
should be stored under a funded storage agreement.  GPPC no longer needed for current contract 
performance or future needs should be promptly disposed of or reutilized in accordance with 
applicable laws and regulations.  The program manager should document decisions regarding 
GPPC in the contract file. 

GPPC includes Government property that is not “owned” by the program manager, but is 
“used” on the program.  Government property may only be furnished to contractors under the 
criteria, restriction, and documentation requirements addressed in HFAR 45.3 H. 

11.12. Integrated Digital Environment (IDE) 
DoD policy requires the maximum use of digital operations throughout the system life 

cycle.  The program IDE is part of the larger DoD IDE.  It should keep pace with evolving 
automation technologies and provide ready access to anyone with a need-to-know, as determined 
by the program manager. 

Program managers should establish a data management system within the IDE that allows 
every activity involved with the program to cost-effectively create, store, access, manipulate, and 
exchange digital data.  This includes, at minimum, the data management needs of the system 
engineering process, modeling and simulation activities, test and evaluation strategy, support 
strategy, and other periodic reporting requirements. 



 

 

Industry partners have been strongly encouraged to develop and implement IDE solutions 
that best meet the needs of their preferred business model.  The program IDE should take 
maximum advantage of and have minimum impact on existing industry solutions.  Solicitations 
should require IDE proposals to support system life cycle activities.  Unless analysis verifies 
prohibitive cost or time delays, or a potential compromise of national security, new contracts 
should require the contractor to provide on-line access to programmatic and technical data.  
Contracts should give preference to on-line access (versus data exchange) through a contractor 
information service or existing IT infrastructure.  While contracts should minimally specify the 
required functionality and data standards, the data formats of independent standards-setting 
organizations should take precedence.  The issue of data formats and transaction sets should be 
independent of the method of access or delivery. 

The program manager should use existing infrastructure (e.g., Internet or wireless LANs) 
when practicable. 

The program manager should address the status and effectiveness of the IDE at milestone 
reviews and at other appropriate decision points and/or program reviews. 

11.13. Simulation-Based Acquisition (SBA) and Modeling and Simulation 
(M&S) 

SBA is the robust and interactive use of M&S throughout the product life cycle.  The 
program manager should employ SBA and M&S during system design, test and evaluation, and 
modification and upgrade.  The program manager should collaborate with operational users and 
consider industry inputs during SBA/M&S program planning.  Planning should include the 
application, support, documentation, and reuse of M&S; and the integration of SBA/M&S across 
functional disciplines. 

The following additional considerations are useful during SBA/M&S planning activities: 
• Plan for SBA/M&S and make necessary investments early in the acquisition life cycle. 
• Use verified, validated, and accredited models and simulations, and ensure credible 

applicability for each proposed use. 
• Use data from system testing during development to validate the use of M&S. 
• Use SBA/M&S to supports efficient test planning, pre-test results prediction, and the 

validation of system interoperability; and supplement design qualification, actual T&E, 
manufacturing, and operational support; 

• Involve the OTA in SBA/M&S planning to support both developmental test and 
operational test objectives. 

• Have DIA review and validate threat-related elements. 

11.14. Independent Expert Review of Software-Intensive Programs 

The program manager for an Acquisition Category ID or IC program that requires software 
development to achieve the needed capability should convene an independent expert program 
review after Milestone B and prior to the system Critical Design Review.  The program manager, 
or other acquisition official in the program chain of command up to the CAE, should also 
consider independent expert program reviews for Acquisition Category IA, II, and III programs.  



 

 

The independent expert review team should report review findings directly to the program 
manager. 
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