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Reports on Computer Systems Technology
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Authority

This publication has been developed by NIST to furitisestatutory responsibilities under the Federal
Information Seurity Management Act (FISMA), Public Law (P.L.) 2847. NIST is responsible for
developing information security standards and guidelinesjdingd minimum requirements foreBeral
information systems, but such stiands and guidelines shalbt apply tonational security systems
without the express approval of appropriate Federal officials exercising policy authority over such
systemsThis guidelings consistent with the requirements of the Office of Management and Budget
(OMB) Circular A-130, Sectior8b(3),Securing Agency Information Systems analyzed in Circular-A
130, Appendix IV:Analysis oKey Sections Supplemental information is provided in Circulat30,
Appendix lll, Security of Federal Automated Information Resources

Nothing in this publication should be taken to contradict the standards and guidedthesnandatory
and binding on Ederal agencies by the Secretary of Commerce undetosyaawthority.Nor should
these guidelines be interpreted as altering or supagsdtke existing authorities of the Secretary of
Commerce, Diector of the OMB, or any otheeBeral official. This publication may be used by
nongovernmental organizations on a voluntary basis and is not subject to copyitight/nited States.
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Comments on this publication may be submitted to:
National Institute of Standards and Technology
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Abstract

Bluetooth is an open standard for shamnge radio frequency communication. Bluetooth technology is

used primarily to establish wireless personal area networks (WPANS), and it has been integrated into
many types of business and consumer devidas. pubication provides information on the security
capabilities of Bluetooth technologies and gives recommendations to organizations employing Bluetooth
technologies on securing them effectively. The Bluetooth versions within the scope of this publication are
versions 1.1, 1.2, 2.0 + Enhanced Data Rate (EDR} EDR, 3.0 + High Speed (HS), and 4vthich

includesLow Energy (LE)technology
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Executive Summary

Bluetooth is an open standard for shaige radio frequency (RF) communicatiBiuetooth technology
is usedprimarily to establish wireless personal area networks (W8pANuetooth technology has been
integrated into many types of business and consumer devices, includipgaredi, laptops, automobiles,
medical devicesprinters,keyboards, miceand headsstThis allows users to form ad hoc networks
between a wide variety of devices to transfer voice and @himdocument provides an overview of
Bluetooth technology and discusses related security concerns.

Several Bluetooth versiorerecurrently in useri commercial devicet the time of writing, Bluetooth

1.2 (adopted November 2003) and 2.0 + Enhanced Data Rate (EDR, adopted November 2004) are the
most prevalenBluetooth 2.1 + EDR (adopted July 200Whichis quickly becoming the standard
providessignficant security improvements faryptographic key establishmentthe form of Secure

Simple Pairing (SSPY.he most recent versions incluBaietooth 3.0 + High Speed (HS, adopted April
2009) which provides significant data rate improvements, alngtBoth 4.0 (adopted June 201@hich
includes Low Energy (LE) technology tratpports smaller, resourcenstrained devices and associated
applicationsThis publication addresses the security of all these versions of Bluetooth.

Bluetooth technology and associated devices are susceptible to general wireless networking threats, such
as denial of servic@DoS)attacks, eavesdropping, mamthe-middle (MITM) attacks message

modification, and resource misappropriatidhey are alsthreatened by more specific Bluetogtiated

attacks that target known vulnerabilities in Bluetooth implementations and specificatiaicks against
improperly secure8luetooth implementations can provide attackers with unauthoaizesks to

sensitve information andinauthorized wsof Bluetooth devices and otherstems or networks to which

the devicesre connected

To improve the security of Bluetooth implementations, organizations should implement the following
recommendations

Organizations stould use the strongest Bluetooth security modihat is available for their Bluetooth
devices

The Bluetooth specifications defiseverakecurity modes, and each version of Bluetooth supports some,
but not all, of these modeBhe modedliffer primarily by the point at whiclthe device initiatesecurity
hencethese modedefinehow well they protect Bluetooth communicatiard devicesrom potential

attack

For BluetoothBasicRate BR), EDR,and HS Security Mode 3 is the strongesbdebecause it requires
establishment cdiuthentication and encryption before the Bluetqitysicallink is completely
establishedHowever, Security Mode 4 is the defambde for Bluetooth 2.1+EDR and later deviiés
both devices support Security ModeHen they must use itgecurity Modes 2 andehnalso use
authentication and encryption, g not initiate them untiafter the Bluetootiphysicallink has already
beenfully establishednd logicalchannelgartially establishedsecurity Mode Hevices never initiate
securityandtherefore should never be used.

For BluetoothLE (introduced in \érsion 4.0, Security Mode 1 Level 3 is considered the strongest mode
because it requires authenticated pairing and encry@itrersecuritymodes/leved allow

unauthenticated pairing (meaning no rirgdthe-middle protections provided duringcryptographic key
establishmentand somealo notrequire any security at all.

viii
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The available modes vary based on the Bluetooth specification vetgiported by thdevice, so
organizations should choose the most secure mode available for each case.

Organizations should addres®8luetooth technologyin their security policies and change default
settings of Bluetooth devices to reflect the policies.

A security policythat defines requirements for Bluetooth security is the foundation for all other

Bluetoothrelated countermeasur&he policy should include a list of approved uses for Bluetooth, a list

of the types of information that may be transferred over Bluetasithanks, andequirements$or

selecting and usinBluetooth personal identification numbers (BiNvhere applicableAfter

establishinga Bluetooth security policy, organizations should ensureBHatu et oot h devi ces 6 d
settings are reviewed actanged as needed so that they comllly the security policy requirements.

For example, a typical requirementdsdisableunneeded Bluetooth profiles and services to reduce the

number of vulnerabilities that attackers could attempt to explien avalable, a centralzed security

policy managemerdpproachshould be sedto ensure device configurations are compliant

Organizations should ensure that their Bluetooth users are made aware of their securitglated
responsibilities regarding Bluetooth use

A security awareness program hedgkicate and trainsers to follow security practicésat protect the

assets of an organization gmebvent security incidentor example, users should be provided with a list

of precautionary measures they shoulatakbetter protect handheld Bluetooth devices from tbietrs
should also be made aware of other actions toregardingBluetooth device security, such as ensuring
that Bluetooth devices are turned off when they are not needed to minimize exposalieitus

activities, and performing Bluetooth device pairing as infrequently as possible and ideally in a physically
secure area where attackers cannot obgEsgey entry and eavesdrop on Bluetooth pakrelgted
communications.
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1. Introduction

1.1 Purpose and Scope

The purpose of this document is to provii@rmation to organizations on the security capabilities of
Bluetooth and provide recommendatida®rganizations employing Bluetoatchnologie®n securing
them effectively The Bluetooth versions within the scope of this publication are versions 1.1, 1.2, 2.0 +
Enhanced Data Rate (EDR), 2. EDR, 3.0 + High Spee(HS), and 4.0 which included.ow Energy

(LE) technology

1.2 Audience and Assumptions

This documentiscusse8luetoothtechnologies andecurity capabilities in technical detdihis

document assumes that the readers have at least some operating system, wireless networking, and security
knowledge Because of the constantly changing naturéhefwireless security industry and the threats

and vulnerabilities to the technologies, readers are strongly encouraged to take advantage of other
resources (including those listed in this document) for more current and detailed information.

The followinglist highlights people with differing roles and responsibilitiestmight use this document:

< Government managers (e.g., chief information officers and senior managersyavkee the use and
security of Bluetooth technologies within their organizations

< Systems engineers and architects who design and impl&heoothtechnologies
< Auditors, security consultants, and others who perform security assessments of wireless environments
< Researchers and analysts who are trying to understand the underlylegsmieehnologies.

1.3 Document Organization
The remainder of this document is composed of the following sections and appendices:

< Section 2 provides an overview Bfuetoothtechnology, including its benefits, technical
characteristicsandarchitecture

< Sectbn 3 discusses the security features defined in the Bluetooth specifications and highlights their
limitations.

< Section 4 examines common vulnerabilities and threats involving Bluetooth technologies and makes
recommendations for countermeasures to imprduetBoth security.

< Appendix Aprovides a glossary of terms.
< Appendix Bprovides a list of acronyms and abbreviations used in this document.
< AppendixC lists Bluetoothreferences.

< AppendixD lists Bluetoothonline resources.
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2. Overview of Bluetooth Technology

Bluetooth is an open standard for shamigeradio frequencyRF) communicationBluetooth technology
is used primarily to establishireless personal area network8RANSs). Bluetooth technology has been
integrated into may types ofbusiness and consunagvicesjncludingcell phones, laptopsautomobiles
printers,keyboards, miceand headsetd his allows users to form ad hoc networks betweide
varietyof devicedo transfer voice and datBluetooth is a lowcost low-power technology that provides
a mechanism for creating small wireless networks on an ad hoc basis, knoaonass' A piconetis
composeaf two or more Bluetooth devices in close physical proximity that operathe same channel
using the same frequency hopping sequefineexample of a piconet isBluetoothbased connection
between a cejphoneand aheadset

Bluetoothpiconetsare often established on a temporary and changing bdsch offers communicabns
flexibility and scalability between mobile devic&omekey benefits of Bluetooth technology are

< Cable replacementBluetooth technology replacesvariety ofcables such as thoseaditionally
used for peripheral devicesde.mouse and keyboactnnections), printers, and wireless headsets
and earbuds that interface wilbsktops, laptops, cglhones, etc

< Ease of file sharing A Bluetootherabled devicean forma piconeto support file sharing
capabilitieswith otherBluetooth devicessuchas laptops

< Wireless synchronization.Bluetoothcanprovide automatic synchronization between Bluetooth
enabled devices:or example, Bluetooth allows synchronization of contact information contained in
electronic address books acalendars

< Internet connectivity. A Bluetooth device with Internet connectivity can share that access with other
Bluetooth deviced-or example, a laptopanuse a Bluetooth connectioto directa cell phoneto
establish a dialip connection so thétte laptop can access thedrnet througlthe phone

Bluetooth technology was originally conceived by Ericsson in 18Bfdsson, IBM, Intel, Nokia, and
Toshiba formed the Bluetooth Special Interest Group (SIG),-fongrrofit trade association developed

to drive development ofIBetooth products and serve as the governing body for Bluetooth
specificationg.Bluetooth is standardized within the IEEE 802.15 Working Group for Wireless Personal
Area Networks that formed in early 1999 as IEEE 802-282°

This section provideanoverview ofBluetooth technologyincludingfrequency and data rates, range,
andarchitecture

2.1 Bluetooth Technology Characteristics

Bluetooth operatin the unlicensed 2000gigahertz GH2) to 2.4835 GHZandustrial, Scientific, and
Medical (SM) frequency bandNumerous technologies operate in this bamecluding the IEEE
802.11b/gwireless local area networkLAN) standardmaking it somewhat crowddtbm the
standpoint of the volume @fireless transmissionBluetooth employs frequency hoppispread
spectrum (FHSS) technology for transmissid¢it$SS reduceinterference and transmission errbrg
provides minimal transmission securityVith FHSS technology, communications between Bluetooth
BR/EDRdevicesuse79 differentl megahertzNIHz) radio channels by hoppir{ge., changing)

' As discussed in Section 2.2, the term fipiconetd applies to
2 The Bluetooth SIGvebsite(http://www.bluetooth.con)/fis a resource for Bluetoottelated information and provides

numerous links to othesources ofnformation.

For more information, see the IEEE websitatiih:/grouper.ieee.org/groups/802/15/

3
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frequencies about,800 times per secoridr data/voice links and,200 times per second during page and
inquiry scanningA channel is used fa very short period (e, g625 microsecond®r data/voice links)
followed by a hopo another channelesignated by a pr@etermined pseud@ndom sequence; this
process is repeated continuouisiyhe frequencyopping sequence.

Bluetooth also provide®r radio link power contrglwhich allowsdevicesto negotiate anddjust their

radio poweraccording to signal strengtheasurement&ach devicen a Bluetooth networkan

determindts received signal strength indimn (RSS) and requegthatthe othemetworkdeviceadjust

its relativeradiopower level(i.e., incrementally increase or decredise transmission powgefThisis
performedo conserve poweand/or to keep the received signal characteristics within a preferred range.

The combination of a frequentyppping scheme and radio link power control presiluetooth with
some additional, albélitmited, protection from eavesdropping and malicious acddss frequency
hopping scheme, primarily a technique to avoid interference, makes it slightly more difficult for an
adversary to locate and capture Blugkotransmissionghanto capturgransmissioafrom fixed-
frequencytechnologies, like those @d inlEEE 802.1b/g. Researctpublished ir2007hasshownthat
the Bluetooth frequency hopping sequence for an active picandie determined using relatively
inexpensivehardwareandfree open source softwafe

The range of BluetootBR/EDRdevices is characterized by three classes that define power management.
Table 21 summarizes the classes, including their power levetslliwatts (mW) and decibels

referenced to one milliwatt (dBm), and their operating ranges in meterdMostsmall, battery
powereddevices are Class 2, while Class 1 devices are typigaiersal serial bud{SB) adaptes for

deskto and laptop, as well asaccess points and oth@ainspowered devices.

Table 2-1. Bluetooth Device Classes of Power Management

Type Power | Max Power Level | Designed Operating Range | Sample Devices

Class 1 High 100 mW (20 dBm) Up to 100 meters (328 feet) USB adapters, access points

Mobile devices, Bluetooth adapters,
smart card readers

Class 2 | Medium 2.5 mW (4 dBm) Up to 10 meters (33 feet)

Class 3 Low 1 mwW (0 dBm) Up to 1 meter (3 feet) Bluetooth adapters

To allowBluetooth device$o find andestablisrcommunicabn with each otherdiscoverable and
connectable modes are specifidddevice indiscoverable modperiodicallymonitorsan inquiry scan
physical channdbased on a specific set of frequence®) responsito an inquiry on that channel with
its device addreskcal clock(counter) valugand other characteristingeded tpageand subsequently
connect to itA device inconnectable modeeriodicallymonitorsits page scan physical chanaed
respondto a page on that chanrelinitiate a network connectiomhe frequencies associated with the
page sca physical channel for a devieeebased on its Bluetooth device addré8dserefore, knowing a
devi ceds laadockdssirsporant fbr pagingnd subsequentlyonneting to thedevice.

The followingsections coveBluetoothBR/EDR/HSdata rates, E technology anddualmode devices.

For more informati on, see Dominic Spildl and Andrea Bittaubo
http://www.usenix.org/esnt/woot07/tech/full_papers/spill/spill.pdf

The ranges listed in TableRare the designed operating ranges. Attackers may be able to intercept communications at

significantly larger distances, especially if they use fggm antennas artdgh-sensitivity receivers.

Having a remote deviceds clock information is not needed t
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2.1.1 Basic, Enhanced and High Speed Data Rates

Bluetooth devices can support multiple data ras#sg nativeBluetoothand alternat®ediumAccess
Controls MAC) andPhysical(PHY) Layers Becausaluetooth specifications are designed to be
backwardcompatible, a later specification device that supports higher data rates alsosstigbianter
data rates supported by earlier specificatioriaesv(e.g.an EDR device also suppa@tates specified for
BR device$. Thefollowing sectiongrovide an overvievior Bluetooth and alternate MAC/PHYas

well as associatedataratesand modulation schemes

2.1.1.1 Basic Rate/Enhanced Data Rate

Bluetooth versions 1.1 and loRly supportransmission speeds of up to 1 megabit per second (Mbps)
which isknown asBasic RateBR), andcanachievepayloadthroughput of approximately 720 kilobits
per second (kbpshtroduced irBluetooth versior2.0, Enhanced Data RatEDR) specifiesdata rates up
to 3 Mbps and throughput of approximately 2.1 Mbps.

BR usesGaussian Frequenéyhift Keying (GFSK)modulationto achievea 1 Mbpsdata rateEDR uses
" [ rétated Differential Quaternary Phase Shift KeyiBQPSK) modulation to achieva2 Mbpsdata
rate and 8 phase Differential Phase Shift Keying (8DPSK) to acki8velbpsdata rate

Note that EDR support is not required for devices compliant witBlilnetooth2.0 specification or later.

Thereforet her e are devices on the maresusitBIltuheatte oatrhe 2i.B0l u
EDR compliand The formeraredevices that supporéquiredversion2.0 featuredut only providethe

BR data rate

2.1.1.2 High Speed with Alternate MAC/PHY

Introduced irthe Bluetooth 3.0+ HS specification devices can suppddsterdata rates by using
Alternate MAC/PHYs (AMP)This is known a8luetoothHigh SpeedHKlS).

In theBluetooth3.0+ HS specification, IEEE 802.22007 was introduced as the first supported AMP.
IEEE 802.1%2007 is a rollup of thamendmenttEEE 802.11a through 802.1For the 802.11 AMP,
IEEE 802.11g PHY support is mandatory, while IEEE.&02 PHY support is optionalhe 802.11
AMP is designed to provide data ratgsto24 Mbpsusing Orthognal Frequencivision Multiplexing
(OFDM) modulation

Note thatthis AMP is IEEE 802.11compliantbut not Wi-Fi compliant Therefore Wi-Fi Alliance
specification compliance is not requirkd Bluetooth 3.0+ HS devices

2.1.2 Low Energy

Bluetooth LE was ntrodu@d inthe Bluetooth 4.GspecificationFor mer | 'y known as AW br
Low PowerBluetootho LE is primarily designedo bring Bluetoothtechnologyto coin cell battery

powered devicesuch agnedical devices and othsensorsThe key technology goals of Bluetodtk

(comparedvith Bluetooth BR/EDR])ncludelowerpower consumptiarreducel memory requirements

efficient discovery an@onnection procedureshort packet lengths, and simple protocols and services

Table 22 provides the leytechnicaldifferenceshetweerBR/EDRand LE
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Table 2-2. Key Differences Between Bluetooth BR/EDR and LE

Characteristic

RF Physical Channels

Bluetooth BR/EDR

79 channels with 1 MHz channel

Bluetooth LE

40 channels with 2 MHz channel

spacing spacing
Discovery/Connect Inquiry/Paging Advertising
Number of Piconet Slaves 7 (active)/255 (total) Unlimited

Device Address Privacy None Private device addressing available
Max Data Rate 1i 3 Mbps 1 Mbps via GFSK modulation
Encryption Algorithm EO/SAFER+ AES-CCM
Typical Range 30 meters 50 meters

Max Output Power

100 mW (20 dBm)

10 mW (10 dBm)

2.1.3 Dual Mode Devices (Concurrent LE & BR/EDR/HS Support)

A Bluetoothv4.0device may suppoliothBR/EDR/HSandEa s deaiméde 6 Bl uetAnot h

examples a cellphonethat usesn EDR link to a Bluetooth headsand a concurrentLE link to a sensor
awoenobidesigure 21 shows the device architecture Rluetooth v4.0
devices and include8R/EDR, HS and LEechnologiesNew terms included in thiggure related to

securityarediscussed isubsequergections.

that unlocks and startsh e

GAP

Link Manager

Device Manager

Link Controller

BR/EDR Controller

HOST

ATT/

GATT SDP

Channel Manager

AMP
Manager

Security Manager

Resource Manager

HCI

Link Manager

Baseband Resource Manager

Link Controller

BR/EDR Radio and LE Radio (PHY)

LE Controller

HCI

AMP PAL

AMP MAC

AMP PHY

AMP Controller(s)

Figure 2-1. Bluetooth v4.0 Device Architecture

devi
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2.2 Bluetooth Architecture

Bluetooth permits devices to establethhocnetworks Ad hoc networksllow easy connection
establishment between devices in the same physical area (e.g., the same room) without the use of any
infrastructure device#\ Bluetooth client is simply a device with a Bluetooth radio and software
incorporating the Bluetooth protocol skaand interfaces.

The Bluetooth specification provides separation of duties for performing stack furtmiwveera host

and acontroller The host is responsible for the higher layer protocols, such as Logical Link Control and
Adaptation ProtocolL2CAP) and Service Discovery Protocol (SDP)e host functionareperformed

by a computing device like a laptopsmartphoneThe controlleris responsible for the lower layers,
including the Radio, Baseband, and Lib&ntrol/Management he controllerfunctionsareperformed by

an integrated or external (e.g., USB) Bluetcadlapter The host andontrollersend information to each
other usingstandardized communications owee Host Controller Interface (HCIyhis standarded

HCI allows hoss andcontrollers from differenfproductvendors tanteroperateln somecasesthe host
andcontrollerfunctions are integrated into a single deyBkietooth headsetrea prime example.

Figure 22 depicts he basic Bluetoothetworktopology.In a piconetone device serves as the master,
with all other devices in the piconet acting as slaB&EDR pconets can scale to include upftactive
slave deviceand up to 255 inactive slave devic&he newBluetoothLE technology (see Section 2.1.2)
allows anunlimited number of slaves.

Smart Phone @ @ Smart Phone

Figure 2-2. Bluetooth Ad Hoc Topology

The master device controls and establishes the netivarkc | udi ng def ifreaquemay t he net w
hopping schemeAlthough only one deviceanserve as the master for egbonet time dvision

multiplexing (TDM) allowsa slave in on@iconetto act as the master farotherpiconetsimultaneously

thus creating a chain of networkZhis chain calleda scatternetallowsnetworking ofseveral devices

" Note that a particular device can only be the master of one piconet at any given time.
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over an extended distanicea dynamic topology thatanchange during any given sessiéws a device
moves toward or away from the master device the topatagychangedong withthe relationships of
the devices in the immediate netwdrkgure 23 depictsa scatternethatinvolvesthree piconets.

Piconet 2 and 3:
Users B and C Share Contact Information

Bluetooth Piconet 3 with Their Own Personal Devices.

Bluetooth Piconet 2

Bluetooth Piconet 1

User B’s Phone
Slave of Piconet 2

User B’s Phone
Slave of Piconet 2

User C’s Phone
Slave of Piconet 3

User A’s Laptop

Master of Piconet 1
User C’s Laptop

Master of
Piconet 3 Slave
of Piconet 1

User B’s Laptop
Master of
Piconet 2 Slave
of Piconet 1

Laptop

Piconet 1:
Laptops of Separate Users in a Meeting Sharing Files and Contact Information (e.g., Meeting Attendee List).

Figure 2-3. Bluetooth Networks (Multiple Scatternets)

The Bluetooth core protocols provide multi-hop networkrouting capabilitiegor devices involved in
scatternetg~or example in Figure-3,U s e r ph@héirsPiconet annot communicate withHs er B & s
phonedn Piconet 2 without establishing an additional piconet between them.

Scatternets are only available to BR/EDR devibesaus&luetooth LE technology does not suppibit
feature



GUIDE TO BLUETOOTH SECURITY

3. Bluetooth Security Features

This section provides an overview of the security mechanisms included in the Blisgtecificationgo
illustratetheir limitations andprovide a foundatiofor thesecurityrecommendations Section 4A
high-level example of the scope of the security for the Bluetooth radio path is depicted inFFiglme
this example, Bluetooth security is provided betweemptiameand the laptopyhile IEEE 802.11
security protects th&/LAN link between the laptop and the IEEE 802.11 &&nmunications on the
wired network are not protected by Bluetooth or IEEE 802.11 security capabllhie®fore, ad-to-end

security is not possible without using highayer security solutionatopthesecurity features included in
Bluetooth and IEEE 802.11.

Bluetooth Security

Printer

N 3

L™

~
',
3]
\~'

A Smart Phone

PC Switch

AQ

L

AP

V//4
\\\

IEEE 802.11 Security

Server

Figure 3-1. Bluetooth Air-Interface Security

Three basic securitservicesarespecified inthe Bluetooth standard:

< Authentication: verifying the identityof communicating devicdsased on theiBluetoothdevice
addressBluetooth does not provide nativear authentication.

< Confidentiality : prevening information compromise caused by eavesdroppingnsuring that only
authorized devices can access and ‘rewsmittecdata

< Authorization : allowing the control of resourcds/ ensuring that a device is authorized to use a
service before permitting it to do so.

The three security services offered by Bluetooth and details about the modes of security are described

below.Bluetooth does not addse other security services such as audigrity,and norrepudiation if
suchservices are needed, thahyouldbe provided through additional means.

10
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3.1 Security Features of Bluetooth BR/EDR/HS

Cumulatively, thdamily of Bluetooth BR/EDR/HS specificatisrdefinedour security modesach
Bluetooth device must operate in one ofs#odes called Security Modes 1 throughPhese modes
dictate when a Bluetooth device initiates security, not whether it supports security features.

Security Mode Hevicesareconsideredonsecure Security functionality (authentication and
encryption) imever initiatedleaving the device and connections susceptible to attatkexf$ect,
Bluetooth devices ithis modea r imdisériminat®d and d o n oméchaeisns to prgvend ather
Bluetoothenabled devices from establishing connectibltavever, if a remote devidaitiates

securityy suchas apairing, aithenticationor encryptiorrequesd a Security Mode 1 device will
participate Per their respective Béiooth specification versiond| @2.0 and earlier devices can support
Security Mode landv2.1 and later devices can use Security Mode 1 for backward compatibility with
older devicesHowever,NIST recommends never using Security Mode 1.

In Security Male 2, a service lew@nforced security mode, security procedumey beinitiated after

link establishment but befotegical channel establishmerior this security mode,lacal security

manager (as specified in the Bluetooth architecture) corsteoksss to specific servicdhe centralized
security manager maintains policies for access control and interfaces with other protocols and device
usersVarying security policies and trust levels to restrict accasbe defined for applications with
different security requirements operating in paraltés possible to grant access to some services without
providing access to other servicesthis mode, the notion of authorizatirhe process of deciding
whethera specific device is allowed to havecass to a specific serviteas introducedTypically
Bluetoothservice discovery can be performed prioaty security challenges (i,authentication
encryption andor authorizatiol. However, all otheBluetoothservices shouldequireall of those

security mechanisms.

It is important to note that the authentication and encryption mechanisms used for Security Mode 2 are
implementedn the controlleras with Security Mode 8escribed belowAll v2.0 and earlier déces can
support Security Mode, but v2.1 and laterdevices can only support it for backward compatibility with
v2.0 or earlier devices.

Security Mode 3s the linklevelenforcedsecurity modein whicha Bluetooth device initiates security
procedures before thghysicallink is fully establishedBluetooth devices operating in Security Mode 3
mandate authentication and encryptionall connectiongo and fromthe deviceTherefore evenservice
discovery cannot be performed until aféethenticationencryption and authorizatiohave been
performed.Once a device has been authenticatedyicelevel authorizations nottypically performed

by a Security Mode 3 device. HoweyBiIST recommends that servitevel authorizatiorshould be

performed o pr event A a Wtthaté b authenticaten remaedavice usEijuetooth
service without the localeviceowne 6 s knowl edge.

All v2.0 and earlier devices can support Security ModmBv2.1and laterdevices can only support it
for backward compatibilitpurposes

Similar to Security Mode 2, Security Mode 4 (introduced in Bluetooth v2.1 + EDR) is a slemweate
enforced security moda which security procedures are initiated afpérysical and logicdink setup.
Security Mode 4isesSecureSimple Paiing (SSP) in which Elliptic Curve Diffie-Hellman (ECDH)key
agreementeplacas legacy key agreemefur link key generatiorfsee Section 3.1.1Howeverthedevice
authentication and encrypti@hgorithmsare identical tahe algorithms irBluetooth v2.0 + EDRand

earlier versionsSecurity requirements for services protected by Security Mode 4 must be classified as
one of the following:

11
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< Authenticated link key required
< Unauthenticated link key required
< No security required

Whether or not a link key is auth@écated depends on ti¥SPassociation model usggee Section
3.1.1.2) Security Mode 4equires encryption for all services (except Service Discoveryjsand
mandatory for communication between varidlater BR/EDR devices However for backward
compaibility, a Security Mode 4 device can fall back to any of the dtireeSecurity Modes when
communicating witlBluetoothv2.0 and earlier devices that dasapport Security Mode 4n this case,
NIST recommendsasing Security Mode 3.

Theremainderof this section discussapecificBluetoothsecurity componerin more detad pairing
andlink key generationauthentication, confidentiality, andhetr Bluetooth security featse

3.1.1 Pairing and Link Key Generation

Essentiato the authentication and @gption mechanisms provided by Bluetooth is the generation of a
secret symmetric kegalled thef ihk key.0 As mentioned in Section 3.BJuetooth BR/EDR performs
pairing (i.e., link key generation) in one of two wa$ecurity Modes 2 andi8itiate link key
establishmentia amethodcalledPersonal Identification NumbeP(N) Pairing (.e., Legacy or Classic
Pairing) while Security Mode 4 use3SP Both methods are described below.

3.1.1.1 PIN/Legacy Pairing

For PIN/legacypairing, two Bluetoothdevices simultaneously derive link keys whbause(s) enter an
identicalsecretPIN into one or both devices, depending on the configuration and devicd typPIN
entryand key derivation are depicted conceptually in Figd2eNote that if the PINs less than 16
bytes,theé ni t i at i ng 8& ADDR)edpplemardtitePi yadue tO generate the
initialization key.The E, boxes represent encryption algorithms that are used during the Blu@t&oth
key derivation processedslore details onhie Bluetooth authentication and encryption procedures are
outlined inSections3.1.2and3.1.3, respectively

12
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Bluetooth Device 1 Bluetooth Device 2
PIN IN_RAND —— > IN_RAND PIN
v v v v
Cf Initialization
Key Created
Ezz Ezz % Kyar ‘ ’
A V) y
LK_RAND, Kyr
v \
COMB_KEY
) N
Exchange Encrypted
LK_RAND, - Random Values
\/ \J
COMB_KEY.
D )
LK_RAND, BD_ADDR, LK_RAND, BD_ADDR,
v v \ v
k\\'ej < By E,
K, K,
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COMB _KEY, +)K,.  BD_ADDR, COMB _KEY, +)K,  BD_ADDR, Secret Keys
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%Q) + E21 EZI % 77
K2 KI
" . v,
X3 | K, + K, K +)K, _ &~ Link Key
K - - K Created
LINK LINK
y,

Figure 3-2. Link Key Generation from PIN

After link key generatioris completethe devices complefgairing by mutually authenticating eacther
to verify they have the same link kéiyhe PIN code used in Bluetogbairingcan vary betwen1 and 16
bytesof binaryor, more commonlyalphanumeric charactefBhe typical fourdigit PIN may be

sufficient for lowrisk situations; a longer Pl g., 8-character alphanumerishould be used for devices

that require a highdevel of security’

8

The Blwetooth Security White Paper from the Bluetooth Special Interest Group is available at

http://grouper.ieee.org/groups/1451/5/Comparison%200f%20Bld¥footh 24 Security Paper.pdf
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3.1.1.2 Secure Simple Pairing

SSP wasntroduced irBluetooth v2.1 + EDRor use with Security Mode.&SPsimplifiesthe pairing
procesdy providinga number of association models that are flexible in terms of devicédnfuit
capability.SSP also improves security througle addition of ECDH public key cryptography for
protection against passive eavesdropping andiméme-middle attack§MITM) during pairing.
Thefour association models offered itSBare as follows

< Numeric Comparisonwas designed for the situation where both Bluetooth devices are capable of

displayingasbdi gi t number and all owi ng a Dwisggairing,® ent er
userisshownasidi git number on each display and provide
numbers matctOt her wi se, t he user b Alepdffarense bétweendthisand pai

operation and the use of PINs in legaeyring is that the displayed numbenist used as input for
link key generationTherefore an eavesdroppexho is able to view (or otherwise capture) the
displayed value could not use it to determine the resulting link or encryption key.

< Passkey Entrywas designed for the situation where one Bluetooth device has input capability (e.g.,
keyboard), while the other devibasa displaybut no input capabilityin this model, the device with
only a displayshowsa sixdigit number that the user then enters on the device with input capability.
As with the Numeric Comparison model, the-digit number used in this transaction is not
incorporated into link key generati@amd is of no use to an eavesdropper

< Just Works was designed for the situation whetdeasone of the pairing devices has neither a
display nor a keyboard for entering digits (e.g., headsgigrforms Authentication Stage 1 (see
Figure 33) in the same manner as the Numeric Comparison moaelpghata display is not
available.The user is required to accept a connection without verifying the calculated value on both
devices soJust Works provides ndITM protection.

< Out of Band (OOB) was degined for devices that support a common additianalessor wired
technology(e.g., Near Field Communicatiam NFC) for the purposes of device discovery and
cryptographic value exchande.the case of NFC, the OOB model allows devices to pair by simply
fi t a poprie dayice against the other, follaey the user accepting the pairing via a single button
push It is important to note thdab keep the pairing process as secure as posibl®@OB
technology shoulthe designed andonfigured tamitigateeavesdropping and MITM attacks

Security Mode 4equiresBluetoothservices to mandate an authenticated link key, an unauthenticated
link key, or no security at alOf the association models described above, all but the Just Works model
provide authenticated link keys.

Figure 33 shows how the link keig established for SSRote how this technique uses ECDH public/
private key pairs rather than generatargymmetric key via a PIN.

®  This information is derived from the Bluetooth 2.1 specification, which is available at

https://www.bluetooth.org/Technical/Specifications/aidal. htm
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Figure 3-3. Link Key Establishment for Secure Simple Pairing

3.1.1.3 AMP Link Key Derivation from Bluetooth Link Key

For AMPIlink security (e.g.|IEEE802.11 as introduced in Bluetooth v3.0), an AMP link key is derived

from the Bluetooth link keyA Generic AMP Link Key(GAMP_LK) is generatethy the AMP Manager

in the host staclwhenever a Bluetooth link key is created or cleghgs shown in Figure -3, the

GAMP_LK is generated using the Bluetooth link key (concatenated with itself)neextended ASCII

key identifier (keyl D) -SHA-256functionBdbsequentlya Deplicated t o a H
AMP Link Key (for a specifiAMP and Trustedevice combination) is derived from the Generic AMP

Link KeyandkeylDFor the 802. 11 AMP Link Key, the keyl D i c
For IEEE 802.11AMPs, theDedicated AMP Link Key is used as the 802.11 Pairwise Master3ey

NIST SoecialPublication800-97, Establishing Wireless Robust Security Networks: A Guide to IEEE

802.11t°, for more informatioraboutlEEE 802.11 security

10 Download a copy of NIST SP 8@¥Y herehttp://csrc.nist.gov/publications/nistpubs/890/SP80897..pdf
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Bluetooth High Speed (HS) Device

KLINK I | KLINK "gamp"
o
HMAC-SHA-256 —>  Generic AMP Link Key
(GAMP_LK)
GAMP_LK "802b"
v v P
g
HMAC-SHA-256 — > 802.11 AMP Link Key

(802.11 PMK)

Figure 3-4. AMP Link Key Derivation
3.1.2 Authentication

The Bluetooth device authentication procedure is in the &ranchallengéresponse schemiach

device interacting in an authentication procedsireferred to agitherthe claimanbr the verifier.The
claimantis the device attempting to prove its identity, andvdfier is the device validating the identit

of the claimantThe challengieresponse protocol validates devices by verifying the knowledge of a secret
keyd theBluetooth link keyFigure 35 conceptually depicthié challengieresponse verification scheme

Radio Interface

Bluetooth Device 1 Bluetooth Device 2
Claimant Verifier

Random Number

Generator (RNG)
O Atk BD_ADDR AU_RAND
: AU_RAND
vy : vy
\ E, : E ,
UK > I ithin : : M
Key g 5 Algorithm Key
l ] SRES § i l
ACO ; \ ACO
: . No Authentication
- / Failed

¢ ers

Authentication
Successful

Figure 3-5. Bluetooth Authentication
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The steps in the authentication processaariollows

< Step 1.The verifier transmits a 128t random challenge (AU_RAND) to the claimant.

< Step 2.The claimant uses the Blgorithi* to compute an authentication response usingrier
unique 48bit Bluetooth device address (BD_ADDR), the link key, and AU_RAND as inpats.
verifier performs the same computati@nly the 32 most significant bits of the &tputareused
for authentication purposeBhe remainin@6 bits of the 12&it output are kawn as the
Authenticaéd Ciphering Offset (ACO) value, which will be used lagsrinputto create the Bluetooth
encryption key.

< Step 3.The claimant returns the most significant 32 bits of theufput as the computed response,
the Signed Respons8RES, to the verifier.

< Step 4.The verifier compares the SRES from the claimant with the value that it computed.

< Step 5.If the two 32bit values are equal, the authentication is considered succéfsgfaltwo 32bit
values are not equal, the authenticatfiails.

Performing these steps once accomplishesamyeauthenticatiorilThe Bluetooth standard allows both
oneway and mutual authentication to be perfornmeat. mutual authentication, the above process is
repeated with the verifier and claimaavtitching roles.

If authentication fails, a Bluetooth device vean interval of time beformakinga new attempfThis

time interval increasexponentially to prevent an adversary from attempting to gain access by defeating
the authentication schemedligh triatand-error with differentink keys.lIt is important to note that this
technique does not provide security against offline attecietermine the link key using eavesdropped
pairing frames andxhaustively guessingINs.

Note that the securitgssociated with authentication is solely based on the seafréoy link key.While
the Bluetootldevice addresses and randonallengevalueareconsidereghublic parameters, the link key
is not.The link key is derived duringairingand shoulcheverbedisclosed outside the Bluetooth device
or transmitted over wireless linkdowever, he link key is passed in the clear from the host to the
controller(e.g, PC to USBadapte) andthe reversevhenthe host is used for key storagée challenge
value which is a public parametassociated witlthe authentication procesaustberandom and unique
for every transactionfhechallenge valués derived from a pseud@ndomgenerator within the
Bluetoothcontroller.

3.1.3 Confidentiality

In addition to the Segity Modesfor pairing and authenticatipBluetooth provides a separate
confidentiality service to thwasgttempts taeavesdrop on the payloads of the packets exchanged between
Bluetooth devicesBluetooth has three Encryption Modes, but only two of thetaally provide
confidentiality. The modes are as follows:

< Encryption Mode 18 No encryption is performed on any traffic

< Encryption Mode 26 Individually addressed traffic is encrypted using encryption keys based on
individual link keys; broadcast traffis not encrypted

1 The E authentication function is based on the SAFERyp@aihm. SAFER stands for Secure And Fast Encryption Routine.
The SAFER algorithms are iterated block ciphers (IBCs). In an IBC, the same cryptographic function is applied for a
specified number of rounds.
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< Encryption Mode 38 All traffic is encrypted using an encryption key based on the master link key.

Encryption Modes 2 and 3 use the same encryption mechanism.

Security Mode 4ntroduced in Bluetooth 2.4 EDR requireshatencryption be ugkfor all datatraffic,
exceptfor service discovery

As shown in Figur&-6, the encryption key provided to the encryption algorithm is produced using an
internal key generator (KGJ.he KGproduces stream cipher keys based orl #&hit link key, whichis

a secret that is held in the Btoeth devicesa 128bit random number (EN_RAND#&Nd thed6-bit ACO
value.The ACO is produced during the authentication procedigghown in Figure3-4.

The Bluetooth encryption procedure is based on a stream ciphérkey stream output isxclusiveOR-
edwith the payload bits and sent to the receiving devibé key stream is produced using a
cryptographic algorithm based on linear feedback shift registers @ ESFhe encrygbn function takes
the followingas inputsthe master device addrg&D_ ADDR), the 12&bit random number
(EN_RAND), a slot numbdpased on the piconet clgand an encryption key, which when combined
initialize the LFSRs before the transmission of each packet, if encryption is endideslot number
used in the stream cipher changes with each patleetiphering engine is also reinitialized with each
packetwhile the other variables remain static.

Radio Interface

Bluetooth Device 1 - Slave Bluetooth Device 2 - Master
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COF

Generator (RNG)

EN_RAND COF
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BD_ADDR l l
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‘ I 4 Clock

| |

E, Algorithm <€—— D

Link Key
Clock ] .
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Encryption Mehanisr Constraint E, Algorithm E, Algorithm Constraint Modhanicrs Encryption
Key, K. Key, K. Key, K. Key, K.
Keystream Keystream
Plaintext Input Plaintext Output
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Payload bits
XOR with
keystream

Payload bits
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keystream

Figure 3-6. Bluetooth Encryption Procedure
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LFSRs are used in coding (error control codithgory and cryptography. LFSBased key stream generators (KSG),

composed of exclusivOR gates and shift registers, are common in stream ciphers and are very fast in hardware.
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The encryption key (K) is derived from the current link key and may vamjengthin single byte

incrementdrom 1 byteto 16 bytesn length as set during aegotiation proceshiatoccurs betweethe

master and slave devicd3uring this negotiation, a master device makes a key siggestion for the

slave.The initial key size suggested by the mast@ragrammed into theontrollerby the manufacturer

and is not alwayé6 bytesl n product i mpl ementations, a fAmini mum
be set to prevent a malicisuser from driving the key size down to the minimuri bfte which would

makethe linkless secure

It is important to note thatgks not aFederal Information Processing Standafi®§ approved
algorithm and has come under scrutiny in termalgdrithmic strength® A published theoreticanown
plaintext attack can recover the encryption key*frc@mputationscomparedvith a brute force attack
which would requireéesting2'?® possible keyslf communications require FIR&pproved cryptogrdpc
protection (e.g.to protectsensitive information transmitted by Federal agencies)ptbigctioncan be
achieved byayeling applicationlevel FIPSapproved encryption over the native Bluetooth encryption.

3.1.4 Trust Levels, Service Security Levels, and Authorization
In addition to the four security modes, Bluetooth allalifferentlevels of trust and service security.

The two Bluetooth levels of trust are trusted and untrustédisted devicdas a fixed relationship with
another device and b&ull access to all servicean untrusted devicdoes not have an established
relationship with another Bluetooth device, which results in the untrusted device receiving restricted
access to services.

Available ®rvice security levels depend on the securibgenbeing used. For Security Modes 1 and 3, no
service security levels are specified. For Security Modee2following securityequirements can be
enforced:

< Authentication required
< Encryption required
< Authorization requird

Thus the available serviceesurity levels include any combination of the above, including the lack of
security(typically only used for service discovery). Note tB&®/EDR encryption canot be performed
without authenticatiorhecaus¢he encryption key is derived from an artifa€the authentication
procesgsee Section 3.1.3)

For Security Mode 4he Bluetooth specification specifitmur levels of security for Bluetooth services
for use duringSSP The service security levels are as follows:

< Service Level3d RequiredMITM protection and encryption; user interaction is acceptable
< Service Level2d Requiresncryptiononly; MITM protectionis not necessary.
< Service Levelld MITM protection and encryption noequired.Minimal user interaction

< Service Level @ No MITM protectian, encryption, or user interaction required.

13 Y. Lu, W. Mei er , and S. V a u d e n a yactical Atthck on BGlaoetodth Bncryptima | Correla

http://lasecwww.epfl.ch/pub/lasec/doc/LMV05.pdf
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The Bluetooth architecture allows for defining security policies that can set trust relationships in such a
way that even trusted devicesuldgainaccess only to specific servicédthoughBluetooth core

protocols can only authenticate devices and not ygeesbasedauthentications still possible The

Bluetooth security architecture (through the security manager) allows applications to enforce more
granular security policie3.he link layerat which Bludooth-specific security controls operate

transparent to the security controls imposed by the application |ayersuserbased authentication and
fine-grained access control within the Bluetooth security framewagossiblethrough the application
layers although doing so is beyond the scope of the Bluetooth specification

3.2 Security Features of Bluetooth LE

Because ofheintentfor BluetoothLE to supporicomputationdy and storageonstrainedievices| E
security is different fronBluetoothBR/EDR/HS.One difference is thdtE pairing results in the
generation of a Londerm Key(LTK) rather than a Link KeyWhile fundamentally performing the same
secret keyunctionas the Link Keythe LTK is establisked in a different mannefheLTK is generated
using a key transport protocol rather than key agreement as with BRIBRARS, me devicaletermines
the LTK andsecurelysend it over to the othedeviceduring pairin@ instead of both devices generating
the same key individually.

LE introduces the use éfdvanced Encryption Standar@dounter with CBEMAC (AES-CCM)
encryption for the first time in a Bluetooth specificatibnaddition to providing strong, standaitlased
encryption the inclusion of AESCCM paves the way for native FIPIZ0 validation of BluetoothE
devices in the future.

LE also introduce$eatures such as private device addresses and data sigewgryptographidkeys
called the Identity Resolving Key (IRK) amZbnnectiorSignature Resolving KeyYCSRK) support these
featuresrespectively

With LEG6s pr i vahelRKisesadttaresavaigatew publiedbvice address mapping

This allows a trusted de ublicdevicetaddressdrongmriodicalye anot her
changingprivate device addres®reviously, a device would be assigned a sfaficu bdddressthat

would be made available during discoudf that device remained discoverabls,locationcould easily

be tracked by an adversamhe use of a periodicallghangingprivate address (an IREncrypted form of

the public address) mitigates this thr&zihce a discoverable LE devicer ans mi t s (fadvertis
information this privacy feature is especially useful.

TheCSRK is used to verifgryptographicallysigned dataframesfrom aparticulardevice This allows a
Bluetoothconnection to usdata signindproviding integrity and authentication) to protect the connection
instead of data encryptiowkich, in the case of AE®CM, providesconfidentiality, integrityand
authentication).

All of thesecryptographideys {.e. LTK, IRK, CSRK) are generated asdcurelydistributed durind_-E
pairing. SeeSection 3.2.2 for detalils.

3.2.1 LE Security Modes and Levels
LE security modes are similar BR/EDR servicdevel security modeg.e., Security Modes 2 and 4)
that each service can have its own security requiremnéatgever,BluetoothLE also specifies thaach

service request can have its own security requirements ag\vagliice enforcethe serviceaelated
security requirements by following the appropriate security mode and level.
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< LE Security Mode has multiple levels associated wihcryption Level 1 specifies no security,
meaning no authentication and no encryptdlhbe initiated Level 2requiresunauthenticated
pairing with encryptionLevel 3 requires authenticated pairing with encryption.

< LE Security Mode 2 has multiple levels associated détta signingData signing provides strong
dataintegrity but no confidentiality.Level 1 requires unauthenticated pairing with data signing.
Level 2 requires authenticated pairing with data signing.

If a particuér servicerequestandthe associatedervice havdifferent security modes afat levels, the
stronger security requirements prevaior exampleif either require Security Mode 1 Level , 3henthe
requirements for Security Mode 1 Leveafzenforced.

Becausesecurity Mode 1 Level 3 requsauthenticated pairing and encryptidiST considers thithe
most secure of these modes/leais strongly recommesdts usefor all LE connectionsSecurity Mode
1 Level 1is the least secure and should never be.u#ded, because Security Mode 2 does not provide
encryption, Security Mode 1 Level 3 is strongteferred over Security Mode 2.

3.2.2 LE Pairing Methods

Although LE usessimilar pairing method names BR/EDR SSP, LE pairingdoes not use ECDHased
cryptographyandprovides no eavesdroppipgotedion. Thereforeif an attacker can capture the LE
pairing frames, hshemay be able tdetermine the resulting LTK.

Becauseey transports usedrather than key agreemenot LE pairing a key distribution stefs required
during LE pairing As shown inFigure3-7, LE pairing begins with the two devices agreeing on a
Temporary Key (TK)whose valuelepend onthepairing methodeing usedThe deviceshenexchange
random values and generate a Short Term Key (STK) based on these values and teelifiK.is then
encrypted usig the STK which allows securkey distributionof the LTK, IRK, and CSRK
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Figure 3-7. Bluetooth Low Energy Pairing

The following subsections describe the LE pairing association models. As with BR/EDR SSP, the
association model that ised for a particular connection is based on the input/output capabilities of both
devices. It is important to note that the LE pairing association model names are similar to those from
BR/EDR SSP association models, but the security the models providenadifferent.

3.2.2.1 Out of Band

If both devices support a comm@®OB technology, such as NRL tetheringthey will use the OOB
methodto pair.In this model, the TK is passed over the OOB technology from one device to the other.

The TK should be unique, ramigh, and equivalent teix decimaldigits (i.e, in thehexadecimatange
0x0i OXF423F) at a minimunNIST strongly recommendssa ofa full 128bit randombinary (non
alphanumericyaluewhen practical

BecausdOOB pairing results in an authenticated LTKshouldprovide at leasbnein-a-million

protection against MITM attacBsbased on the premise that an attacker would have to successfully guess
the sixdigit TK value However,the actual protection providdy OOB pairingdepend on the MITM
protection provided by the OOB technology itd@fausa successfuDOB eavesdropper would know

the TK value instead of having to guess it.

3.2.2.2 Passkey Entry
If the devices do not support a common OOB technologypdiveng methodo be used is determined

based on thaput/outputcapabilities of both devices.
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