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Abstract

One

area certain to undergo rapid change in the foreseeable future

Whereas

our business and social activities.

is

the

way we conduct

and social
exchanges have required direct personal interaction, or interaction through the phone or
postal systems, in the future, this will be altered by the availability of automated processing
procedures and a communications network. While large communications networks, such as
the Internet, have not, as of yet, radically altered the way we conduct these activities, for
several reasons this will almost certainly change in the future. One reason for this stems from
advances in technology. Specifically, increased computing power and network bandwidth, and
in the past, business transactions

software able to effectively utilize these increases, will
that, today, can only

make

it

possible to carry out activities

be carried out in a cumbersome manner. Furthermore, the expansion

much

community than presently exists, along with the
impetus for making this transition.
Electronic commerce the subject of this paper is a term over which some confusion
still exists. While we will attempt to be precise in defining this term, and thereby eliminate
confusion over its meaning (at least within the context of this paper), this is not the primary

of network access to a

benefits

larger user

accompanying automation,

will provide the

—

—

reason for producing the paper.

movement
a reality.

Perhaps, the foremost reason for doing this

in the direction of automation, necessary

The primary way

in

which

this

when

argue abstractly (supported by some experience

NIST
when

Electronic

Commerce

these changes are effected.

capability.

is

by

Here we

—evolving through ongoing work in the

i.e.,

when they

commerce. Furthermore, we will argue that there
nications, data management, and security, that are essential

commerce

to foster

Integration Facility) that significant benefits can be expected

certain business procedures are automated,

electronic

is

the above changes are to become

paper can aid movement in this direction

illuminating the benefits that can be obtained
will

if

is

fall

within the purview of

a set of services:

for establishing

commu-

an electronic

Chapter

1

Introduction to Electronic

Commerce

This report begins, after citing some important technological advances, by defining electronic

commerce and identifying the scope of issues to be addressed within this paper. It then
proceeds to examine some ways in which electronic commerce is presently being conducted,
most notably with Electronic Data Interchange (EDI). An architectural model for supporting
services necessary to conduct electronic commerce is then defined. The chapters that follow
provide further detail on the model's components. The final chapter draws some conclusions
about the benefits of deploying electronic commerce.

1.1

Laying the Groundwork

for Electronic

Commerce

Continuing increases in the computational power of computers and the capacity of networks
to carry data

have put us on the doorstep of a new era in distributed computer processing.

Teraflop computers and gigabit networks,

now

in the

experimental stage, will enable com-

puters to access remote information and provide services that will

—

for

many

applications

diminish the importance of distance to virtual insignificance. These advances in distributed

computing will revolutionize the way we acquire information, interact with our colleagues,
and carry out business and social activities.
Already researchers have benchmarked processors at 20-gigaflops (10^ floating point operations per second). Experimental networks have achieved data rates in excess of several
gigabits per second. Oak Ridge National Laboratory has announced that it has contracted
with Intel for a machine with a peak processing rate in excess of 100 gigaflops [1]. Scientists
are also designing machines using massively parallel processors (MPPs) they believe will be
able to operate at the rate of a teraflop or more by the end of the decade [2] Some network
researchers believe that future optical networks will be capable of achieving data rates as
.

high as a terabit per second

[3].

Along with these technological advances, many economists believe that the nation's economic success will hinge on the ability to innovate, design, and manufacture areas for
which increased computing power is essential. Recognizing the importance of these mcreases
in computing power and network capacity, a National Information Infrastructure (Nil) [5]
has been proposed by the Administration that will link together our educational institutions,
health care facilities, businesses and industry, public libraries, and homes. Furthermore, a

—

1

report from the Office of Science and Technology Policy, entitled the High Performance

Computing and Communications Program (HPCC) [4], proposes a program of research to
address "grand challenge" scientific and engineering problems, and to accelerate the availability of high performance computers and networks. Grand challenge problems include,

among

others, weather prediction, design of protein structures, rational drug design, re-

searching

human anatomy,

solving national security problems, and improving research and

The Computer Systems

education communications.

Policy Project (CSPP), a committee of

CEOs from some

of the nation's leading computer manufacturers and software companies,
importance
of the HPCC program, but they believe it does not go far enough.
noted
the
have
They believe there is a need to build a national information infrastructure (Nil) that will link

together four major components: computers, networks, information, and people. Computers

new and powerful

provide the raw computational power necessary to support

will

applications; high speed networks will support convenient user to user

software

communications and

allow access to information throughout the network.
In this future environment,
different
will

from the way

it

commerce

will

be carried out in a way that

has been carried out in the past.

be carried out without

human

social interactions will take place

intervention.

Many

Many

is

markedly

of our business transactions

of our educational endeavors

without leaving our homes. Our health-care

facilities

and
and

our research institutions will share information which cannot be readily shared today. This

new manner

of carrying out

commerce we

characterize with the term electronic

commerce

—

the subject of this paper.

The

HPCC

has characterized electronic commerce as follows:

Commerce: Electronic commerce integrates communications, data management, and security services, to allow business applications within different
organizations to automatically interchange information. Communications services transfer the information from the originator to the recipient. Data management services define the interchange format of the information. Security services
Electronic

authenticate the source of information, verify the integrity of the information
received by the recipient, prevent disclosure of the information to unauthorized
users,

and

Electronic

was received by the intended

verify that the information

commerce

applies

recipient.

and integrates these infrastructure services

to sup-

port business and commercial applications including financial transactions such
as electronic bidding,

ordering and payments, and exchange of digital product

specifications and design data.

commerce as

has been conducted traditionally, and as

be
conducted electronically, is discussed. This discussion leads to the formulation of a working
definition of electronic commerce suitable for the purposes of this paper, and consistent with
In the following section,

the

HPCC's above

1.2

it

will

characterization.

Defining Electronic

Commerce is

it

Commerce

modities, especially on a large scale.

mean an exchange

comGoods are not conveyed without being accompanied

usually thought of in a business context to

2

of goods or

by a vaxiety of information.
invoice.

It

may

A

typical

commerce

activity

nipulating and modifying administrative information.
business activities,

Commerce,

may

include a purchase order and

require updating accounting and inventory records, and

it

it

Commerce, though,

may
is

require

ma-

not limited to

also applies to social exchanges, such as exchanges of ideas or opinions.

therefore, can be considered to be an exchange of goods or information in car-

some commerce activities, it is the exchange, or
conveyance, of information itself that is the end objective. Examples of these types of activities include mail or phone exchanges, and may, or may not be, directly related to a business
transaction. Thus, information
as the object of a commerce activity or accompanying a
commerce activity has been an integral part of conducting commerce traditionally.
rying out social or business activities. For

—

—

Information

commerce each

is

also

an integral part of electronic commerce, but electronic and traditional

deal with information differently.

Conveying information has traditionally

been done through paper exchanges, direct personal contact, or through the phone or postal
systems. In electronic commerce, information may be conveyed via a communications network, or other electronic media.

The way information

is

processed in electronic commerce

from the way it has been processed traditionally. Traditionally, information
accompanying a business transaction had to be acted upon by the individuals involved in
the transaction. In electronic commerce, information processing is automated, reducing or
eliminating the need for human intervention and the use of paper. Thus, conducting commerce electronically, differs from conducting commerce traditionally, in the way information
is exchanged and processed. Since it is this change in the way information is processed and
exchanged that distinguishes electronic from traditional commerce, we formulate the following definition: Electronic commerce is commerce transacted using automated processing
procedures integrated with automated procedures for the interchange of information.
also differs

This integration in the processing and exchange of information can

through integrating a

set of services.

As

be seen in Chapter

will

communications, data management, and security services.

By

itself

4, this set is

be achieved
made up of

integrating these services with

the business application, electronic

commerce can make these

to the user; (the application could

be unrelated to business without being inconsistent with

services transparently available

the view of traditional commerce, as can be seen from the above discussion, but the focus of
interest here

is

primarily on business applications). Through this integration and automation,

conducting commerce

A number

is

made more

efficient,

convenient, and accurate.

It

is

remote access to database systems,
can be used in electronic commerce.

of activities, including mail exchanges,

and automatic monitoring of store inventory

levels,

the expansion of these activities, along with their incorporation into the process of

conducting commerce electronically, that
topic of electronic

commonplace

commerce

as the use of the telephone

definition of electronic

is

one of the major objectives of examining the

—ultimately, one would

commerce,

it

discussion. Discussion should foster

is

today.

like to see these activities

become

as

Regardless of the merits of the above

can, nevertheless, serve as a reasonable basis for focusing

movement

in the direction of automation,

i.e., it

should

help publicize the topic, stimulate interest, and, in doing so, encourage organizations to
establish a capability to carry out activities electronically.

Given these objectives, the study of electronic commerce is not intended to define new
technologies, per se, but rather to specify an environment in which new, as well as estab3

lished, technologies

can be applied. This

will require

determining the necessary infrastructure

components for enabling electronic commerce activities. In practice, this may require determining how various components can be integrated to support new, or previously unavailable,
applications.

An

1.3

Overview of Electronic Commerce

Creating a ubiquitous electronic commerce environment will require deploying a network
capable of providing connectivity to a large user and service provider community. Hardware,
software,

and security

issues

must be addressed. New applications that take advantage

of

networks and improved computer performance will be required. Networking software that
utilizes

the increased bandwidth will be needed to support the

new

applications. Applications

and sophisticated user interfaces that allow
by this new environment will
emerge. One of the key components for developing an electronic commerce environment
will be software that can support local applications and interoperate in a heterogeneous
networking environment; this will require the use of open systems based on national and
beyond those currently envisioned

will evolve,

users to conveniently take advantage of the services provided

international standards.

To hmit the

size

and scope of

this

to address the full range of issues that

paper to a manageable

must be addressed

size,

rather than attempting

in developing

an electronic com-

merce environment, this paper will focus on an examination of some of the essential software
components needed for developing an electronic commerce infrastructure. The broader environment, its impact on users, and the range of new applications likely to emerge in this
environment will only be given cursory coverage.
The one electronic commerce application, however, that will be examined in some detail
is Electronic Data Interchange (EDI^) [6] [7]. Work on the standardization of business forms
dates back to the 1960s. Today a large number of implementations for supporting EDI and
EDI environments have been developed and are in operational use. These environments may
represent the most advanced state of electronic
in

EDI and

electronic

commerce currently

in use; this has resulted

commerce sometimes being viewed synonymously

— a viewpoint

not

adopted here. But EDI does represent a significant achievement in the area of electronic
commerce. Even though its use has been rather limited, the benefits accruing from its use
have been

clear.

For this reason

formulated in Chapter
of
is

EDI;

this

is

4,

when the

the model

not because

is

architectural

motivated

EDI encompasses

all

model

for electronic

—to some extent at
of electronic

least

commerce

is

—by the example

commerce, but because there

a need for electronic commerce to encompass EDI.
In addition to looking at EDI, a few other examples of communications applications will

be examined. EDI

itself is

not a communications application but

nications software to convey

EDI forms between

discussed include electronic mail protocols,
cols,

and virtual terminal protocols. These,

file

users.

it

does require

Other communications applications

transfer protocols, directory services proto-

in turn, require a

number

of software

that provide networking services.
^Unless indicated otherwise, no distinction in

made between X12 and EDIFACT EDI.
4

commu-

modules

The fundamental components of an electronic commerce infrastructure (in our view), are
data management, communications, and security. While security may not seem necessary
for setting

up an experimental environment,

its

importance

even simple business activities electronically, that
electronic

commerce even on an experimental

each of these items in this paper. Finally,

components comprise

all

that

is

it

it

basis.

is

so

fundamental to conducting

can be seen as essential for conducting
Thus, particular attention

is

paid to

should be noted that by no means do these three

required for effecting electronic commerce. Hardware, op-

erating systems, user interfaces, and the applications themselves are arguably as important.

two are included in the architectural model formulated for electronic commerce
in Chapter 4; the former two are not part of the model for reasons that are explained when
the model is presented.

The

latter

5

Chapter

2

Electronic

Data Interchange

Data Interchange (EDI), strictly speaking, is simply a set of data definitions
that permit business forms, that would have been exchanged using paper in the past, to be
exchanged electronically. This simple set of definitions has spurred a number of organizations
Electronic

an operational environment in which the exchange of electronic business
forms substitutes for the exchange of paper forms. This has resulted, in some cases, in the
establishment of an EDI environment which arguably represents the most advanced state of
to put in place

electronic

commerce today, causing some

the same.

We view EDI only

to view

as a subset of electronic

As such, EDI provides an excellent example
and is a good starting point for examining
will

EDI and

electronic

commerce,

albeit a very

of a working electronic

electronic

commerce

as

one and

important one.

commerce environment

commerce. This chapter, therefore,

provide an overview of EDI, before establishing a more general model for electronic

commerce.

2.1

Using EDI

Rather than look at EDI methodically, we begin informally by looking
ways in which EDI can, and is, being used today.

EDI

at

some

practical

establishes a set of standardized forms referred to as either transaction sets or

These forms are defined for common business transaction functions, such as
purchasing and finance. As a simple example of how EDI can be used consider the following
scenario: A retail store's inventory has been depleted and must be restocked. Instead of
proceeding conventionally, an EDI purchase order is sent to the supplier. On receiving
the order, the supplier sends an EDI invoice form to the retail store advising that the
order has been shipped. When received, the retail store sends a payment order form to its
messages^.

bank requesting that an electronic funds

transfer

(EFT) be made. Taking advantage

of the

and the supplier have conducted
a business transaction without the use of paper or the need for human intervention. In
eliminating these, the transaction is less subject to error and also more efficient. Table 2.1
electronic capabilities available to

it,

both the

retail store

^X12 uses the term "transaction set", EDIFACT "messages"; throughout
when distinguishing between these is unimportant.

7

this

paper "form"

will

be used

contains a sampling of

some common business function standardized EDI forms and

their

usage.

The Basics

2.2
EDI

is

of

EDI

defined as the exchange of computer processable data in a standard format between

The formats and procedures needed to generate EDI forms have been
standardized. Although many EDI standards exist today, the X12 and EDIFACT (EDI For
Administration, Commerce, and Transport) family of standards are the two most widely

organizational entities.

used.

EDI transactions can be divided into two components: form generation and communication. EDI forms cire generated by combining standard EDI elements according to standard
procedures. The forms have a wide range of applicability. Some apply to wide sectors of the
economy

(e.g., invoices,

price quotations), while others are sector specific

and developed by

special groups (e.g., insurance forms, transfer of funds).

Commercial EDI software provides the mapping and translation functions for generating
EDI forms. Mapping functions convert data from a local representation used by an EDI
application to an internal representation of a standard EDI form, and vice versa. Translation
functions convert an internal representation of a standard EDI form to an encoded standard
EDI form and vice versa.
Once an EDI form is generated and encoded, it must be communicated to a trading partner. EDI standards specify data formats, but are designed independent of communications
protocols. Today, EDI users typically comm.unicate over Value Added Networks (VAN). As
Open Systems become an integral component of our computer environments, X.400 based
electronic mail systems and File Transfer Access and Management (FTAM) systems will be
used more and more by EDI users.

2.3

Status of

EDI

Standardization

There are two prevailing EDI translation standards. The Accredited Standards Committee
(ASC) X12 is the standard in North America and UN/EDIFACT is the standard in Europe

and most of Asia. The format and the data that can be exchanged for any particular EDI
business transaction are defined in the X12 EDI standards and EDIFACT EDI standards.

The EDI standards development process has evolved continuously
were conceived by X12 in 1979.

By

since the first standards

1987 there were only 16 (transaction sets)

X12

standards.

However, since 1987 tremendous growth in EDI has taken place in standards committee
members, users, transaction standards and the complexity of EDI standards. As of the end of

committee members, 12 subcommittees, an estimated 20,000 users, 106
approved (transaction sets) standards and 150 new (transaction sets) development projects.
The EDIFACT standards are following the path of X12, but the EDIFACT progress is behind
1991, there were 600

X12.

Although X12

is

the prevailing standard in North America,

EDIFACT

widely accepted internationally, especially in Europe and in Asia.

8

is

becoming more

The Department

of

Com-

Table

2.1:

Sampling of Transaction Sets

Business Function

Example

Health Care

Health Care and Disability Insurance Claim

of Transaction Set
-

used to

transmit health care service data from providers, hospitals

Education

and physician to payees.
Request for Student Educational Record (Transcript) - used
to request a student educational record from an educational
institution that the student has attended or

is

currently

attending.

Government Reporting

Economic Census Report

can be used to respond to a

-

request from the U.S. Bureau of Census for economic census
data.

Taxes

Electronic Filing of
file

Tax Returns

-

will allow the sender to

tax returns with federal, state or local taxing

authorities.

Warranties

Warranty Registration

can be used for original warranty

extended warranties, and service contracts.

registration,

Performance Feedback

-

Automotive Inspection Detail

-

used by automotive

manufacturers, inspection agencies or carriers to report

General Transportation

motor vehicle inspection results to other interested parties.
Shipment Information - used to transmit detailed bill of
lading, rating, and/or scheduling information pertinent to

a shipment.

Ocean Transportation

Reservation (Booking Request)

-

used by a shipper or

forwarder to reserve space, containers and equipment for
transport by by ocean vessel.

Motor Transportation

Motor Carrier Shipment Information - used to transmit
motor carrier bill of lading information to a motor carrier
or third party.

Air Transportation
ST

Air Shipment Information

provides the sender with the

-

capability to transmit detailed bill of lading

information pertinent to an
Rail Transportation

Train Sheet

-

air carrier

and rating

shipment.

allows railroads to exchange train sheet

information so that crews operating equipment on other
railroads are aware of current operating conditions.

Warehousing

Warehouse Shipping Order
a warehouse to

Product Development

Management

used by a depositor to advise

a shipment.

complete or partial
specifications, or technical information related to products
Specifications/Technical Information

and
Project

make

-

-

services.

Contract Proposal

-

can be used to provide cost and pricing

data related to a contract proposal in response to a request
for proposal.

9

merce has published Federal Information Processing Standard (FIPS) 161 on EDI [26]. This
PIPS states that federal agencies that are implementing EDI shall use ANSI X12 and/or UN
EDIFACT in the cases where these standards provide EDI form definitions that meet the
agencies

EDI

requirements.

Very recently, the X12 committee voted (as a whole) to adopt the EDIFACT syntax by
1997. Thus, the original X12 syntax will be phased out for many, or most, or possibly all
applications. Exactly how this will occur is not known now, since implementation plans have
not yet been put into place. (FIPS 161 is currently being revised to reflect this situation.)
[27] is the only existing International Standard for communicating EDI transacX.435 defines and standardizes an EDI message which can be communicated over

X.435
tions.

X.400

[28]

based electronic mail systems.

2.4
Because EDI

is

becoming a requirement

for

conducting business in

many

areas,

more and

more businesses are integrating EDI into their systems. The integration of EDI into an
existing computing and communications environment is not trivial; there are a number of
be considered before attempting to do so. Among these are the computing environment, i.e., the computer hardware and operating system; the communications
environment, including the protocols used and the method of accessing the network such
issues that should

as direct

connection or use of a public data or value added network; the data management

environment; and the organization's security requirements.
Incorporating

common

EDI

into an existing environment

is

further complicated by the lack of

Each EDI application uses proprietary access methods for invoking communications services. As a result,
trading partners must make bilateral agreements for two EDI trading partners to transfer
data. Existing EDI applications have also been slow to take advantage of advances in computer networking. Standard means of networking are still mostly low-speed, asynchronous
a

Application Program Interface

(APP)

for

EDI

applications.

connections, or point-to-point connections using proprietary or older protocols.
Potential

EDI

users will also, almost certainly, have to establish trading partner agree-

ments before they conduct business transactions using EDI. Trading partner agreements
typically include information such as the type of security to be used in the transmission of
the transaction (e.g., authentication, integrity, and confidentiality), the means of communicating the transaction between the trading partners (e.g., X.400, FTAM [14], VAN, direct
modem-to-modem communications), and the forms that can be transmitted. In the future,
database services in conjunction perhaps with the X.500 Directory [9] [10] (see Chapter
may allow some aspects of this process to be automated.
5)

—

—

^APIs are developed by the Technical Committees of the Institute of
(IEEE).
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Electrical

and Electronics Engineers

Conducting a Typical EDI Transaction

2.5

Having examined some of the requirements

for establishing

looks at the sequence of events involved in a typical

EDI

an

EDI

capability, this section

transaction.

There are two primary functions that EDI software must provide, translation and transmission. Translation software is necessary to map between local representations of EDI data
forms and standardized representations. EDI does not define a means of transmission to be
used for transferring data forms, but one of two communications mechanisms will commonly
be used for this purpose. These are electronic mail and file transfer. Electronic mail uses the
store and forward paradigm to send an EDI form from an the originator to the recipient's
mail box. The transaction
retrieve

it.

recipient's

When
process

is

is

saved in the recipient's mail box until the recipient

File transfer allows a user to directly transfer a
file

the

is

ready to

form from the originator's

to the

system.

EDI form

reversed.

is

received by the trading partner's computer system the translation

The form

is

received in a standardized format and

the system's local representation.

is

then converted to

Once converted, the form can be saved

in the user's local

database system.
It

should be noted that

effected automatically.

EDI

transactions

To automatically

human intervention or may be
transaction, EDI software must be inte-

may

effect a

grated with software, such as a local database

require

management system,

that allows events to

be triggered under the appropriate set of conditions. This enables, for example, an EDI
transaction to be effected when inventory levels fall below a certain predefined level. Of
course, support for automatic transactions requires greater effort, but, correspondingly, it
also results in greater benefits.
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Chapter 3

A

Sampling of Electronic Commerce

Applications
This chapter continues with the practical assessment of electronic commerce begun in the

Here the assessment

previous chapter.

commerce
is

is

broadened by looking

at a variety of electronic

applications. Before looking at these applications, the issue of data representation

discussed and

some of the standards used

for this

purpose are introduced. The applications

themselves are then described, followed by an evaluation of the benefits that have accrued
as a result of their use.

3.1

Data Representation

The

basic components for supporting electronic

commerce

the applications presented in this section share in their

are

shown

common

in figure 3.1.

sentation

is

for the information

they exchange

is

necessary.

commonly agreed

Although data repre-

a fundamental component of communications protocols, there are also a

of standards designed specifically to establish a

exchanged between applications.

Electronic

Communications
»•

«

Figure

3.1:

»

Basic Components of Electronic Commerce.
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is

one example

Electronic

Information

Facility

Application

number

data representation for information

EDI, discussed in the previous chapter,

Information

Commerce <

common

of

adherence to this model.

For applications adhering to this model to exchange information, a

upon representation

Each

Commerce
Application

Other examples are provided below. Each can be used by more than
one application. For example, EDI may be used by procurement, banking, or health care
applications. Only a few of the standards are presented below, designed to highlight some
of the various areas where such standards are used.
IGES (Initial Graphic Exchange Specification) (see [25]) is a standard that can be used
for exchanging CAD/CAM data. IGES defines representations that allow users to exchange
technical drawings, geometric figures, documentation, and other product design and manuof such a standard.

facturing data.

ODA

(Open Document Architecture)

[24]

defines an architecture that allows users to

exchange the logical structure, content, and layout style of office documents.
STEP (Standard for the Exchange of Product Data) provides data representations
exchange of product data. This includes
throughout the product's

life

cycle.

all

STEP

aspects of product data that
is

a draft standard that at

may

its

for the

be collected

current stage of

development primarily addresses the exchange of material and shape data.

3.2

Description of Electronic
commerce

Electronic

is

a relatively

communications services to transfer
of information that

general, electronic

Commerce Applications

new technology based on the use
digital information

between remote

can be transferred with electronic commerce

commerce

is

of

is

computing and
sites.

The type

not restricted.

But

in

used to transfer information that has traditionally been

transferred

by paper,

many of the

capabilities that electronic

voice, or analog electronics (e.g., telephone).

commerce currently provides,

be provided in the future. For electronic commerce to reach
must be widely available to all potential users.

its

This section describes
as well as

some that

will

potential, these capabilities

There are a number of services that electronically provide users with information. The
types of information include: world, national, and local news, sports and weather; enter-

tainment news including movie and television reviews; financial information including stock

and bond

prices, interest rates,

journals, such as

may be found

and foreign exchange

rates;

and books, encyclopedias, and

in a public library.

Personal shopping services electronically transfer descriptions of items from a retailer to
a shopper, and purchase orders from the shopper to the retailer.

through an electronic

retail catalog to

A

shopper

may

obtain a description and price of products.

search
If

the

shopper wishes to order an item in the catalog, the order is electronically placed. Other
examples of the personal shopping model are: home finance (the shopper buys and sells
stocks and bonds electronically), and home entertainment and reservations (the shopper

and pays for sports, theatre, opera, and concert events as well as airline,
and car rental reservations for a vacation.) Home banking is a variation of the home

selects, reserves,

hotel,

shopping model.

In

home

banking, the user, through the use of a touch-tone telephone

keypad, requests the electronic payment of

bills

by

his or her bank.

Online information services, electronic mail vendors, and most networked computer sys-

tems provide services to transfer unstructured information. In an unstructured electronic
exchange of information, thoughts and ideas can be exchanged between two or more individuals. Users can exchange messages electronically (referred to as electronic mail), post
14

electronic messages for public viewing (referred to as bulletin boards), carry on conversa-

between two or more individuals, on a terminal (referred to as talk, chat, or cb mode
of communications), have one or more speakers present views and answer questions from a
remote audience (referred to as talk, chat, or cb conferences or seminars).
tions

Most

digital information transferred electronically

today

is

ASCII

text.

Many

other

types of data, such as drawings, images, video, and voice are starting to be transferred. For

example, a patient's medical records
patient's history,

and images, such

autopart description

may

may

include a combination of a text description of the

as x-rays

and photographs.

Product data, such

Complex data structures built upon the basic forms of data will be
commerce applications. For example, the electronic distribution

tronic

may

an

transferred by elecof software requires

the transfer of unstructured text and related information, along with the software

printed matter

as

require a text description as well as a drawing of the part.

files.

The

include instructions (with drawings or images), and, registration materi-

The software files may include binary program executable files, and binary or text data
files. The electronic transfer of newspapers and magazines, which are composed of a set of
text articles and images, is another electronic commerce application requiring the transfer
als.

of

complex information.

commerce may be used to transfer educational information, such as a doctors
presentation on how to perform a complex surgical procedure. This information may contain
a text summary, and a video demonstration of the procedure including narration. This
Electronic

information could be useful to doctors located in geographically remote locations, lacking
the facilities available in large

The

cities.

complex information may allow a student to take
or perform a chemistry experiment through his or her

interactive electronic transfer of

a course,

visit

a

museum

or library,

computer. This electronic commerce application can make the vast information resources of
this

country available to people

The

all

over the world.

electronic transfer of information facilitates the integration

ness functions that are typically carried out separately.

A

Examples

and automation of busiof this can be found in

computer may maintain a database of the store's
inventory. Bar Code technology can allow the database to be automatically updated when
the retail industry today.

items are sold, as well as

retail store's

when new items

are received.

In this environment,

when the

below a certain predetermined level, a purchase order can be automatically generated and transferred to the supplier. When the product arrives and the
database is updated, an electronic form can be generated and sent to the retailer's bank
inventory of an item

falls

requesting electronic payment to the supplier's bank account. In addition to the benefits of

and accuracy resulting from this automation, the automation also makes
to gather marketing information that can be used to influence the type and level of

improved
it

easier

efficiency

inventory maintained.

is,

Another potential application of electronic commerce is cooperative development. That
individuals at disparate locations may be able to jointly develop software implementa-

tions, documents, diagrams, and other applications. Increased computing power and network
bandwidth may allow the developers to carry out the necessary activities of accessing and
manipulating information, unencumbered by the distances separating them.
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3.3

Benefits of Electronic

Commerce

commerce has many benefits over traditional commerce^. Electronic commerce automates the interchange of all information needed to conduct business. Automated business
transactions have two primary benefits: speed and accuracy. The time interval required to
Electronic

and process a business transaction between trading partners is significantly
Furthermore, human errors and problems associated
with traditional commerce are largely eliminated with electronic commerce. As suggested
by the examples presented above, these improvements in efficiency and accuracy can result in significant cost savings to both government and industry. Retail stores can operate
more efficiently, medical costs can be reduced using electronic billing, insurance providers
can reduce costs by using electronic filing and standard cost codes, and other sectors of the
economy can also benefit by employing electronic commerce in their business activities.
One application designed to exploit the time efficiencies of automation is called Just-InTime (JIT) manufacturing. The goal of JIT manufacturing is to minimize inventory levels.
The manufacturer, by automating inventory maintenance procedures, keeps inventory levels
create, transfer,

reduced using electronic commerce.

much

closer to the exact level necessary for production. This allows a reduction in inventory

investment, and also reduces the requirement for storage space.

Beyond the

cost

and time savings

both tangible and intangible, that

offered

by electronic commerce, there are other benefits,
from its deployment. Databases may hold

will result

information that could not have been accessed in a timely manner in the past
information needed to carry out medical diagnosis or procedures.

They may

—perhaps

also provide

a wealth of information that simply could not have been accessed in any practical
in the past.

Providing access to such information

solve problems in a

much

may

way

allow scientist and researchers to

more timely fashion; furthermore, collaboration, that previously

would not have been possible, can enhance the likelihood of solving complex problems. And
certainly access to new information and facilities, the ability to interact and to collaborate
between individuals across large distances, and the ability to carry out public business and
private affairs will produce results, the consequences of which are very difficult to foresee.

See, for

example,

[11].
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Chapter 4

The

Commerce Model

Electronic

commerce was defined in Chapter 1 of this document. In Chapter 3 a number
examples of its use were presented. In this section, a more concrete view of electronic
commerce is formulated by presenting an architectural model for electronic commerce which
Electronic

of

will serve as the basis for the material to

be presented in the remaining sections of this paper.
Here we describe the model and introduce each of its components; in the subsequent sections
we elaborate more fully on these components.

An Architectural Model for Electronic Commerce

4.1

Commerce, whether conducted through

means or electronically, relies on the
commerce, the information may be conveyed by
it may be conveyed by the purchaser using the

traditional

conveyance of information. In traditional
the purchaser going in person to a store,

may be

conveyed by the purchaser using the postal system to purchase
an item. For a more complicated purchase, the purchaser may type a purchase order and

telephone system, or

send

it

it

through the postal system, or deliver the order

not be restricted to business activities either, in
itself

Commerce

activities

need

cases the conveyance of information

is

the end objective; mail exchanges, electronic or through the postal system, are typical

examples of
is

some

in person.

this

type of activity. In each of these activities information, properly conveyed,

crucial for the success of the transaction.

Properly conveyed information

means

is

also crucial for the success of electronic

commerce

from that used in traditional commerce.
In electronic commerce, a communications network is typically employed for conveying information. Electronic commerce also differs from traditional commerce in the means used
for processing information. Whereas, traditionally human intervention has been required
to process and act on information accompanying a business transaction, in electronic commerce, human intervention is minimized. This is achieved by automating procedures, and
transactions, but the

of conveyance differs

eliminating the use of paper, wherever possible.

The characteristics, then, of electronic commerce that distinguish it from traditional
commerce are the means used for conveying information and the methods used for processing
it. To effect changes in the way information is conveyed and processed, two support services
are clearly needed: communications and data management. In addition, for realistic use of
17

-

electronic

commerce

To enable a

may be

applications in an operational setting, security

is

also essential.

clearer understanding of this environment, before presenting the model,

it

useful to have a brief look at a communications network.

Figure 4.1 depicts a simple network configuration.

For our purposes this simple con-

be suitable. The important aspect of the network is that it provides a link
between users and between users and information which allows information to be transported from one location in the network to another location in the network. The network
depicted in figure 4.1 shows host systems that provide user services and support user access
to the network, and host systems that provide automated access to information repositories.

figuration will

—

—

In this environment users can electronically convey information to each other,

and

local

applications can use information available anywhere in the network to support the services

they

offer.

To exchange information, users may send mail

electronically, rather

telephone or postal system. To send a purchase order, an electronic form

than use the

may be

used.

As noted above, the architectural model for electronic commerce must include communications, data management, and security. Of course, the application must also be part of the
model. Figure 4.2, then, depicts an architectural model for electronic commerce comprised of
five major components: a user interface, an application, communications, data management,
and security. Notably, the model includes a user interface element which has seemingly not
been included in any of the above discussion. This is because the user interface and the
application are typically coupled so tightly that they often exist as a single entity which
cannot be separated. Nevertheless, separation of these components is useful for discussing
functionally. Each component will be discussed briefly below and elaborated upon in later
sections.

Before discussing these components,

worth noting their relationship with electronic
commerce. The major task in effecting electronic commerce is not in enhancing or developing

new

technologies, rather

it

is

it is

in integrating existing technologies.
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That

is,

the focus of

User Interface

Application

Security

Data

Communication s

Management

Figure

commerce

4.2: Electronic

Commerce

Architectural Model.

on incorporating the support services into a cohesive environment
that provides a framework for supporting electronic commerce applications. Of course, an
examination of each of these areas is necessary to accomplish this.
electronic

A

is

few additional comments are warranted before discussing the model's components.

Neither operating systems nor hardware have been included in the model. This
not due to their lack of importance.

As has already been mentioned

is

certainly

in the introductory

chapter of this document, advances in hardware technology are a major facilitating factor
in

promoting electronic commerce; operating systems that take advantage

of these advances

and provide users and applications with the corresponding benefits, are equally important.
They are left out of our model primarily because they are taken for granted i.e., their
presence is implicitly clear and because they do not present any major issues that directly
bear on the development of an infrastructure for electronic commerce.

—

—

4.2

Applications

commerce applications spans a wide range and will be further
broadened as electronic commerce matures. The scope of these applications was hinted at in
Chapter 1 of this paper, and a number of examples were examined in Chapter 3. The focus
for the remainder of this paper will be away from the applications, and will instead center
on the components most electronic commerce applications will require.

The breadth

of electronic

19

The User

4.3
The

Interface

user interface will provide most users with their only working view of electronic com-

merce. The flexibility and convenience with which this

major factor
it

is

accomplished, therefore, will be a

in determining the overall success of electronic

commerce and the

rate at which

develops.

The purpose of the user interface is to provide users with a comfortable and convenient
means for accessing application services. The preponderant form of most new interfaces is one
that places users in a windowing environment. Windowing interfaces generally accept input
from a mouse and minimize the number of key strokes users must enter. Additionally, use
of such interfaces is fostered by the limited amount of instruction required for their effective
utilization.

Other interactive interfaces that place fewer requirements on system resources

are also possible; the advantages they offer

however are continually being diminished by the

decreased cost of computing power. Non-interactive interfaces are also possible, a significant

disadvantage of these

is

that they generally require a greater level of technical expertise.

Data Communications

4.4

Data communications

is

an area that

is

factor accounting for this change has been the increased

physical network. This change has not only spawned
resulted in a re-examination of

some

The most

undergoing rapid change.

new

of the underlying

assumptions about the network that are no longer

bandwidth and

significant

reliability of the

ideas for applications but has also

communications protocols, rested on

valid.

There are two key components to data communications that make computer-to-computer
data exchanges possible: protocols and a network architecture. Protocols establish the rules
that govern data exchanges and a network architecture provides the structural framework
for defining protocol

As suggested
commerce to achieve

requirements and understanding the physical network.

above, protocols based on open standards are necessary for electronic

wide-spread deployment. There are two widely touted sets of protocols that
egory:

TCP/IP

fall

into this cat-

(Transmission Control Protocol/Internet Protocol) and OSI (Open Systems

Interconnection), the former the work of the Defense Department's

ARPANET,

the latter

the work of the International Standards Organization (ISO). There are other protocol suites,

such as

ISDN

and improved

4.5

(Integrated Services Data Network), designed to utilize the high bandwidth
reliability of

newer network technologies.

Data Management

The function

of the data

management component

of the electronic

commerce model

is

to

support the storage, retrieval, and manipulation of data. The mechanism used to effect this

management system (DBMS). The most commonly selected system for
general purpose usage is a relational DBMS. Other, newer and more sophisticated systems
that store and manipulate more complex data types called objects are gaining in popularity;
the management of objects is also being incorporated into the relational model.

function

is

a database

20

4.6

Security

Security plays a crucial role for realistic operations and

commerce model. Each component
application

may

of the

model

is

pervasive throughout the electronic

will require its

own

security measures.

The

not be available to a user without the user going through a login procedure.

The data management module may deny data access to users without proper credentials.
And the communications module may employ cryptographic procedures to ensure the integrity or confidentiality of the data

may be needed

it

transports.

to reflect the sensitivity of data

Additionally, different levels of security

and the consequences

of its disclosure or

pering by unauthorized users. Finally, a clear administrative policy consistent with
objectives

is

necessary for effective security.
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tam-

company

—

Chapter

5

Communications
Central to electronic commerce
tocols. Protocols define a set

communications, at the heart of communications are proof procedures that allow systems at disparate sites to exchange
is

data and apply a consistent interpretation to the data they exchange. The two sets of protocols that have received the most attention in recent years have been TCP/IP (the suite
of Internet protocols developed

by the Department

of Defense),

and OSI (Open Systems

Interconnection, developed by International Standards Organization); each set will be dis-

cussed in this chapter. In addition to these protocol suites, newer protocols, such as

and B-ISDN^ that take into account recent advances

in network technology,

ISDN

will also

be

discussed.

5.1

Network Architectures

Both the TCP/IP and OSI protocol suites are designed to provide communications between
heterogeneous systems. Providing communications between heterogeneous systems presents
a complex problem, recognizing this, both protocol designers developed a structured solution
to the problem. For comparing the two solutions, the architectural model employed by
TCP/IP can be viewed as a four layered vertical stack, while the OSI model consists of
seven layers arranged in a vertical stack. There is a significant overlap in the functionality
both suites provide, but a different approach to providing

it.

Generally,

TCP/IP

has followed

a pragmatic approach, while OSI has followed a more abstract approach, attempting to define
functionality satisfying a broad set of requirements.

The more focused approach

of

TCP/IP

has allowed for quicker development of implementations resulting in widespread deployment
of TCP/IP protocols, the acceptance of OSI has been slower in coming; some believe it is too
encumbered with unnecessary functionality to serve as a practical replacement for TCP/IP.
Regardless of the merits of either approach, both provide a set of open standards for bas-

ing the development of implementations on; this feature

is

essential for achieving widespread

interoperability between applications running in an heterogeneous environment. Protocol
or

—

applications supported by both platforms include file transfer, elecand virtual terminal protocols. The OSI protocols for accomplishing these tasks

communications

tronic mail,

^See, for example, [20].
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and Management (FTAM), X.400, and Virtual Terminal (VT) [12],
respectively, the TCP/IP variants are the File Transfer Protocol (FTP) [13], the Simple Mail
Transfer Protocol (SMTP) [15], and the Telnet protocol. OSI also supports a distributed
database service, X.500, that provides a facility for storing relatively static network and user
axe File Transfer Access

information in a distributed environment.

Communications standards do not define an

interface to describe the

way

in

which com-

munications services are to be provided. Thus, applications must account for the different

methods employed by different implementations in providing the same set of services. This
implementation dependency results in the development of applications that are not portable.
To deal with this problem, IEEE has sponsored the development of standards to define application program interfaces (APIs). APIs allow software developers to build applications based
on the use of a commonly defined interface, thereby removing implementation dependencies
and allowing for the development of more portable applications.

To support communications

communications structure is required to provide reliable end-to-end delivery of data. This is provided by the bottom four
layers of the OSI stack, and the bottom three of the TCP/IP stack. Interoperability between
applications running on different stacks is difficult, but even within the same stack there are
a number of network platforms which frustrate interoperability. For example, OSI defines
five different

applications, an underlying

transport protocols, each designed to operate over a different set of underlying

network protocols. Interoperation between applications using different architectural models
such as OSI and TCP/IP cannot be accomplished without building special software, or gateways, to translate between protocols. Gateways can be used to link together heterogeneous

A large scale network is not comprised of a single network linking together
end systems. Instead, there are typically a number of subnetworks that must be linked
together using either gateways or bridges, which link homogeneous subnetworks. Subnetworks can range in size from local area networks (LANs) that may link together a single
organization's work stations, to wide area networks (WANs) that may link sites separated
subnetworks.
all

by hundreds of miles.
Although the development of gateways comes outside the purview of the standards process and typically results in some loss of functionality, it does provide interoperability between applications and thereby contributes to the development of a more integrated network.

TCP/IP environment have rein proposals such as TCP and UDP with Bigger Addresses (TUBA) [19] which would
a network structure capable of supporting both TCP/IP and OSI applications. Better

Recently, efforts to address problems with networking in the
sulted

create

transparency could also be obtained by integrating communications applications. For examthe X.500 Directory can be utilized to provide X.400 (electronic mail) with a

ple,

name

to

address mapping. Users can directly query the Directory to provide the mapping, but greater

transparency

is

achieved

if

X.400 queries the Directory without requiring any intervention

on the part of the user.

A more integrated network capable of providing transparent
be necessary
will

for achieving the full potential of electronic

need to go well beyond what

is

currently supported.

instructive to consider the present telephone network.

and distributed widely enough

communications services will
commerce; the level of transparency

The telephone network

for availability generally to
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For comparison purposes
is

it

is

ubiquitous

be taken for granted. Although

the deployment of electronic

commerce

applications and infrastructure

not approach this the level of availability. For electronic

network

level a

commerce

is

growing,

it

does

applications to reach this

as dispersed as the telephone network's with equally ubiquitous resources for

running electronic commerce applications will be necessary.

Network Management

5.2

As indicated above, a network

may

is

made up

generally a complex entity

of subnetworks

which

exhibit different physical characteristics and support different protocol stacks. Multiple

protocols, bridges

between subnetworks, and gateways may

Clearly, such a diverse structure necessitates a

management

also

be part of the network.

strategy to ensure a smoothly

functioning network and reliable delivery of data under a variety of conditions. To this end

both the OSI and

TCP/IP

management protocol

TCP/IP

counterpart

CMIP

is
is

stacks have defined network

the

Common Management

the Simple Network

protocols.

Management Protocol (SNMP)

The OSI
[16],

the

[18].

network management. These are network configuraperformance evaluation, network security, and network accounting. A

identifies five areas requiring

tion, fault isolation,

generic set of functions are defined for supporting
functionality

is

CMIS

(CMIS).

management

Information Protocol (CMIP)

realized through the use of the
utilizes the

CMIP

management

in each of these areas. Their

Common Management

Information Services

protocol to acquire remote data needed for providing this

CMIP allows for the definition of a wide range of object types that can be
managed, and a relatively sophisticated set of functionality for their acquisition and manipulation. Although SNMP identifies areas similar to CMIP requiring network management,
the functionality it provides is somewhat simpler and the types of objects that can be de-

functionality.

more

more pragmatic view generally adopted
by TCP/IP which allows for easier development of implementations. As might be expected,
to date, SNMP has been more widely implemented than has been CMIP.

fined

restrictive.

This

is

in keeping with the

ISDN

5.3

The network

architectures discussed above were designed to provide data services using

physical networks that were not always reliable and offered limited bandwidth. Integrated
Services Digital

was designed to provide both voice and a wide variety
using the existing phone network. Broadband ISDN (B-ISDN) was

Network (ISDN)

of data services, initially

[20]

designed to provide a more sophisticated set of services using reliable high speed networks
that can be provided using optical fiber physical networks.

ISDN

supports a transmission structure

rate signaling channel. This gives

applications requiring

them

ISDN

made up

of multiple data channels

and a sepa-

the flexibility to provide dedicated connections for

(circuit switching), while also

being able to support dynamic

allocation of network resources for applications that require this network model (packet

switching). Additionally, channels can be grouped in different combinations to provide
fering

dif-

network capacities based on user and application requirements. For example, a home
ISDN may require only a relatively low data capacity to support phone and computer

user of
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services.

A

business

network, along with

may

FAX

require a higher data capacity to support a local

and telephone

PBX or

computer

services.

network for providing a wide range of new services.
These will include integrated video and phone services, videoconferencing, and it will also
allow for high speed transfers of images, files, and integrated documents containing both text
and graphics. Electronic mail services in which video, voice, and data are integrated will be

B-ISDN

will require a high capacity

supported. Also supported will be applications in which users interact with the application
in real time.
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Chapter 6

Data Management
As noted earlier, the function of the data management component of the electronic commerce
model is to support the storage, retrieval, and manipulation of data. This function is most
commonly handled using a database management system, usually an SQL relational system;
newer systems that incorporate the object oriented paradigm for managing data are becoming
more common.

6.1

Database Management Systems

Moving information through the network
does information need to be

lies at

the core of electronic commerce. Not only

moved between

users but also between users and information
amounts of data, such as might be held in an information
repository, will generally require employing a DBMS. A DBMS may also be employed by
users for managing local data. The preponderant choice for DBMSs today is an SQL based
relational system. Relational DBMSs store data as column values in the rows of a table. A
stored value must adhere to the type defined for the column in which it is stored, and each
row is an instance of a relationship implicitly defined by the table in which it appears. The
relational model provides a particularly simple and elegant model for managing data, rested
on a solid underlying mathematical foundation. Using a DBMS data can be stored, retrieved,
modified, or removed SQL provides a language for effecting any of these capabilities. The
SQL language has been the defacto standard for accessing relational DBMSs and is also now
an ANSI and ISO standard [21].
Although SQL provides for standardized access to a local database, it does not provide
a means for remote database access. To address this problem, ISO is proceeding with
the development of a Remote Database Access (RDA) protocol [22]. RDA is based on
a client /server architecture and will provide users with standardized procedures for issuing
remote SQL requests. It should be noted that this does not provide support for a distributed
database service. RDA defines a two-way service, not a means for accessing data distributed
across multiple sites. Some early work is underway to address this problem, but developing
a distributed relational database systems is a difficult problem. X.500, an OSI application
repositories.

Managing

large

—

layer protocol,

is

a distributed hierarchical database that, while providing effective database

support in a distributed environment for some applications, lacks some important features
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generally found in relational systems and thus

While

relational

DBMSs

is

not suitable for certain applications.

provide a powerful mechanism for data management, they are

some types of data. In particular, the only data types
model are simple data types such as character
strings and integers. Structured data cannot be directly stored in database columns and
must first be broken into component parts and mapped onto the appropriate columns before

not entirely satisfactory for managing

that are directly supported by the relational

storing.

Object oriented databases support the manipulation of objects which can be com-

plex data structures, thereby providing a
data.

The

ability to

more applications

more natural representation for storing structured
will certainly become more important as

manipulate complex data

offer services that require integrating text,

image, binary, and voice data.

Recognizing the importance of object oriented databases, work

extended version of

SQL

called

SQL3

is

underway to develop an

that will include the capability to manipulate data

objects.
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Chapter 7
Security
The major components

of the electronic

commerce architectural model introduced

in

Chapter

4 are applications and user interfaces, communications, data management, and security. This

chapter examines the last of these, security. As noted previously security plays a crucial role
in

an operational environment

for the success of electronic

commerce.

Security in a Distributed Environment

7.1
When

conducting commerce in a distributed environment, some level of integration between

— which may have nothing more common than what
from the
decision to engage in commerce electronically —
be necessary. This integration may
commercial systems

in

results

result

will

in security risks

if

the integrated systems are not properly insulated. In this environment

there are two factors that must be taken into account in providing security that axe not

outside users must be given access to local systems
and data, and local users must entrust sensitive data to remote systems over which they
have no control. Dealing with the first of these problems in addition to requiring security

present in an isolated environment:

—

administrators to extend local procedures to outside users over
control

—

also requires administrators to

whom

they

may

have

little

guard against threats to system and data integrity

from the outside. Dealing with the second problem, requires employing new procedures that
are generally not part of local security measures.
Effective security can only be achieved within the context of an overall security policy.

There are

five security services that

must be provided

for achieving effective security:

authentication, access control, data integrity, data confidentiality, and nonrepudiation.

Physical security aside, the

first

step in maintaining system and data security involves

providing users with credentials that must be authenticated before allowing access to the

name and password. The same
although one may have little assurance

system. For local users this involves, typically, providing a

procedure

is

applicable to both local and remote users,

about the sensitivity with which remote users treat their access credentials. Furthermore,
restricted access

may be

granted to a whole community of users. This, however, can easily

open system access to nearly everyone, and thus, render system security vulnerable;
with malicious intent
restrictions

may be

is

if

a user

able to gain restricted access to the system, subverting the intended

possible.

29

Even authorized

users are not generally granted access to

all

data or system resources.

Limiting access to selective users requires employing access control procedures.
a<;cess control

Effective

procedures often rely on effective authentication procedures. Applying access

control procedures in a distributed environment

must be accounted for
with other systems must be considered.
considerations that

is

a difficult problem; in addition to the

an isolated environment, the impact of dealing

in

A

user's credentials

systems before arriving at the intended destination.

may

pass through several

Typically, security

must be assured

while assuming the intervening systems are untrustworthy.

For dealing with the problems of authenticating users in a distributed environment, additional procedures

be used

must be employed. As noted above, a simple name and password may
remote users. But using only these offers a very minimal level of

for authenticating

protection against unauthorized system access.

Better protection against unauthorized system access can be provided using crypto-

graphic procedures.
against

Cryptography can

unwanted disclosure

also

of information,

be used

for ensuring

data integrity, guarding

and supporting nonrepudiation.

Cryptographic procedures are based on the use of data encryption algorithms that can be
used to convert plain text into ciphered text. The result of applying an encryption algorithm
is dependent upon an algorithm parameter called a key. Two possible approaches can
be used when employing cryptographic procedures. One approach is symmetric, using the
same secret key for both enciphering and deciphering text. With this approach the secret
key must be shared among users. Integrity can be provided by computing a cryptographic

to text

checksum called a Message Authentication Code (MAC); this can be accomplished using the
Data Encryption Standard (DES) [29]. If the secret key is only shared between the sender
and the receiver, the receiver can use the MAC to verify the identity of the sender. This
cannot inherently be used to provide nonrepudiation, i.e., it cannot be used for providing
an impartial third party with convincing evidence that the sender was the party claimed by
the receiver.

A second approach to cryptography is called public key cryptography. With this approach
One key
and openly available. The

keys are generated in pairs.

is

secret

known only

to a single user, the second key

public
Digital Signature Standard (DSS) [30], proposed by
NIST, defines an algorithm for generating and verifying digital signatures. To generate a
signature on a message, the owner of the secret key first applies an algorithm that produces

is

a condensed representation of the message.

The

key is then applied to the condensed
message to produce a digital signature. Using the corresponding public key, a recipient
of the message can verify the integrity of the message (i.e., that the original content of
the message has not been altered) and the validity of the signature. Additionally, public
secret

key cryptography supports nonrepudiation: the recipient can provide the message, digital

and signer's public key as evidence to a third party that the message was signed
by the claimed signer. Given the evidence, the third party can also verify the signature.
The Digital Signature Standard does not provide confidentiality. Confidentiality can,
however, be achieved by the signer first applying DES to the message and then signing it
using the Digital Signature Algorithm (DSA) specified by the DSS.
signature,
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Chapter 8
Conclusions
Having presented an overview of electronic commerce and having examined some of the
its deployment, this chapter draws some conclusions about electronic
commerce.

key issues involved in

Conclusions

8.1

doubt that the trend in conducting business activities will be to move
more and more away from the use of paper and towards the use of electronic media. Many

There can be

little

human

attention and effort will be automated
and correspondent cost savings.
It is clear, as demonstrated in the introductory chapter of this document, that the computing power and network bandwidth needed to make the automation of many commercial
and private activities a viable choice is forthcoming. Presently, the capacity to selectively
automate commercial activities is being pursued. This is already being done in some cases
with EDI, but can be pursued on a broader scale.
The examination of electronic commerce presented in this paper, concludes that commu-

procedures that in the past have required

resulting in increased efficiency, fewer errors,

nications, data

commerce

management, and

infrastructure. This assessment appears to be sound, but

idence to substantiate.
federal

government^ that

forts will

security modules are essential for establishing an electronic

Efforts are

it

requires further ev-

now underway both within NIST and throughout

will significantly

expand the use of electronic commerce. These

the
ef-

provide evidence for substantiating (or challenging) claims that significant benefits

can be derived from deploying electronic commerce.

^There is an effort underway to deploy electronic commerce for procurement
government resulting from a Presidential Memorandum of October 1993.
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activities

throughout the
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